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INFORMATION
From: General Secretariat of the Council
To: Security Committee
Subject: Proposal for a Regulation of the European Parliament and of the Council on

information security in the institutions, bodies, offices and agencies of the Union -
European Central Banks’s Confidentiality Regime and impact of the Information

Security Proposal

- Presentation by the European Central Bank (ECB)

Delegation will find attached a presentation on the ECB's Confidentiality Regime and impact of the
Information Security Proposal which was made by the ECB at the meeting of the Council Security

Committee on 3-4 May 2023.
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ANNEX

EUROPEAN CENTRAL BANK

EUROSYSTEM P o

ECB’s
Confidentiality
Regime and InfoSec
Regulation impact

4 May 2023

Background — intro to ECB, Eurosystem, ESCB & SSM

The main objective is to maintain price stability: safeguarding the value ofthe euro.
= = » " - =
dilafifael el e i
ey i ey it il
NCBs NCAs

Monetary Policy Banking Supervision

* The ECBand the national central
banks together constitute the
Eurosystem - the central banking
system of the euro area.

The ECBis also responsible for the
prudential supervision of credit
institutions located in the euro
area and participating non-guro
area Member Staies.

The ECB and all EA and non-EA
participating countries NCAs work
as part of the Single Supervisory
Mechanism (SSM).

+ The ECBand all EU NCBs make
up the European System of
Central Banks (ESCB).

Www ech europa.eu®
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ECB’s Confidentiality Regime

v Approved by the Executive Board and binding on all ECB staff members
v All ECB information must be classified by its author or, in the case of an external
document, its recipient

® Assessthe
negative impact

Choose the right
label

ECB-SECRET

® Protectaccordingly

ECB-UNRESTRICTED
ECB-PUBLIC

www.ech europa.eu®
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Choose a label
based on the
negative impact
of misuse

Level ofimpact ECB labels

ECB-SECRET v" Classifying the document
makes it clear who is
allowed to access the
information and how to

unauthorised access.
N T

cb.europaeu®

DISTRIBUTION
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Mo restrichons on distnbution, stiofege o disposal

cb.europa.eu®@
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Common Rules and Minimum Standards

ﬁ Common Rules and Minimum Standards EERIEETRINEIED

o How to classify sensitive ESCB and SSM sensitive information
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Ensure compliance with the
ESCB/SSMinformation
systems security

information not to be distributed Medium [NCB | NCA LABEL]
outside the ESCB/SSM without
explicit prior authorisation

Sensitive ESCB/SSM : T N —‘

ECB Information Security — EUCI regime

»  The European Commission are proposing a hew regulation on
Information Security (led by DG Human Resources & Security)

« Will:
v Establish uniform information that will align the handling of
information within and across UIBAs

v" Directly applicable to all EU institutions, bodies and agencies
(UIBAS)

+ Being subjectto the regulation will require us to follow the EUCI rules

« The ECB firmly supports the aims of this regulations but are very
concerned about the concrete implementation and the effectseach
will have on the ECB's mission, the Eurosystemand SSM
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ECB v. EC current info security regimes

ECB confidentiality levels

Lack of clarity on the
mapping of current
levelsto the new
classification

Un€ertainty ‘ahout
EUCIEUp to 4Q% of

EGE informétion
souldieventually fall
uhder EUCH

For ECB\to follow
EUCI ruleswould
require changesto
CRMS — circa 95% of

= Clear mapping TRES SECRET UE/EU TOP our info exchange

) SECRET
— — » Unclear mapping

ECB - how we work ...

Business process 1.

On-site inspections by Joint Supervisory Teams :L
Council Regulation 1024/2013 of 15 October 2013 (the SSM Regulation) - the ECB supervises banks by performing off- and on-
site inspections to ensure a detailed and thorough analysis of their business.

NCAs

Examples of key documents: Loan tapes. financial statements,
on-site inspection follow-up letters

Current ECB Handling
Sensitivity label: ECB-CONFIDENTIAL (as likely negative impact is high)
ORM impact definition: Partial failureto perform ECB's processesincl. the
delivery of project{s)which affects its ability to achieve its key business
objectives or failure to provide advisory functions. Unwanted adverse market
reactions and significant market movements between 1 day to 1 week.
Credibility affectad over the mediumterm (1-3 years). Credible and negative
pieces ofinformation, and/or opinions. International media coverage incl. most
internationally recognized newspapers.
Financial impact: Above EUR 1 millionto EUR 10 million

Provisional Assessmentunder EC Rules
EU-CONFIDENTIAL asthe misuse orleakage ofthis information could harm
the essential interests ofthe Union

EC protective measures would not allow current business process:
- Information only accessible on premise

- Information handledin separate secure areas

- Security clearance (of both ECB and MCA staff)

- Separation of Communication and Infarmation Systams
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ECB - how we work

Blisiness process 2.

Governing Council MonPol meeting ‘
The Governing Council is the main decision-making body of the ECE. It consists of the six members of the Executive Board, plus
the governors of the national central banks of the 19 euro area countries.

)o

Current ECB Handling

Sensitivity label: ECB-SECRET (as | e impactis very high}
ORM impact definition: Failureto perfo

= processesincl the delivery
of project(s ) which affects its ability to achieve its

) =1 ility ie ey business objectives (as
‘.““‘ “‘ enshrinedinthe Treaty). Unwanted adverse ketreactions and significant
market movementover period= 1 week. Credibility affected over the longterm

NCBs (=3 years) Series of credible, verified andvery negative pieces ofinformation,
and/or opinions. International media covera r=e;der jedto the popularpress,
/ o ﬂ O onstein v Endl’?}ldiﬂ i y p
L Frankfurt : T *d
.
: B orin NCB Financial impact: Above EUR 10 million N\ -— 4 |
* ng Governing Provisional Assessmentunder EC Rules
=D | Council EU-SECRET asthe misuse orleakage ofthis information could seriously harm
the essentialinterests of the Lnion
ECB doc n 2 2 Remote R e B A -
L (Q (e.9.PEPP) EC protective measures would notallow current business process
- Information only Sccessible on premise

- Information handledin separate secure areas
- Security clearance (of both ECB and NCA staff)
- Separation of Communication and Information Systems

Examples of key documents: Macroeconomic Projection Exercise
(MPE) / Forecast related documents during embargo period

www.ech europa.eu®

ECB conditions

« At the ECB:

« we work in virtual teams as part of a system (Eurosystem, ESCB, SSM) with NCAs
and NCBs;

*  mobile and remote work is a must;

+ our ability to respond effectively and exercise our basic tasks would be
considerably affected by having to follow the current EUCI rules (within the ECB
and across these systems).

= We, therefore, request to be excluded from the regulation in whole (our preference) or in
part (i.e. for ESCB/SSM activities).

www.ech.europa.eu®
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InfoSec - classifications, markings and definitions

- . Informationintended for public use or official publication or already disclosed, which can be shared
S e Lo withoutrestrictions inside or outside the Union institutions and bodies,

-SE Informationintendedforuse by a Union institution or body inthe execution of its functions whichis

EE i' EU NORMAL neither sensitive non-classified nor for puolicuse. This category covers all normal working level

o E information processed in the Union institution or body concerned.

=1

E E Linion institutions and bodies shall categorise, handlz and stored as sensitive non clazsified all

Z 7| Sensitive non-classified SENSITIVE informatien thatis not classified butwhich they mustprotect due to leaal ooligations or because ofthe
information harmthat may be causedtothe legitimate private and publicinterests including those ofthe Union

institutions and bodies, Member States orindividuals byits unauthorised disclosure,

RESTREINT UE/EU R-UEEUR Information and material the unauthorised disclosure of which cou|d be disadvantageous tothe interasts
RESTRICTED of the Union or of one or more of the Member States.
CONFIDENTIEL UE/EU CUEEUC Information and material the unauthorised disclosure of which could harm the essentialinterests ofthe
CONFIDENTIAL Union or of one or mare of the Member States

o ; Information and material the unautharised disclosure of which could seriously harn the essential
SECRET UB/EU SECRET S-UEEU-S interests ofthe Union or of one ar more of the Member States

TRES SECRET UEEU TS-UE/EU- Information and material the unauthorised disclosure of which could cause an exceptionally serious
TOP SECRET = prejudice tothe essential interasts ofthe Union or of one or more of the Member States

ECB IT & Cyber Security Standards Safeguards

The ESCB Information Systems Risk Management

IT security risks Methodology is followed to identify relevant controls,
threats and residual IT security risks at the ECB.

The E(S)CB Operational Risk Management
IT risks Framework is used for the management of IT risks
within the ECB and the ESCB.

Shared ESCB IT security policies form the basis of

[T governance ECB digital security governance and define a commaon
baseline for all ESCB institutions.

ECB's award-winning

Strong collaboration vener

information ange with other central banks.
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ECB information safeguards — concrete examples

*  Security assessment determines the level of [Checkt Secuniy assifcation
information that can be handled 2 - U o
= Audit trails ensure traceability of actions Check?. Broups N S o \\]
« Security clearance controls in EDRMS to $ - D O g
manage the need to know [ e .
*  Four eyes principle for managing groups and $ - D Q ST
permissions ... iy o
» Content is encrypted at rest and in transit : - B @ =

= Coming soon - Data Loss Protection to
ensure persistent classification and control Example: Permission layers in the EDRMS
data exfiltration

www.ech.europa.eu®

Amended text option 1 (and our preference): a total exclusion of the ECB from
the scope

New recital (7a):

In orderto preserve the specific nature of the European Central Bank's (ECB) and its tasks
and activities as part ofthe European System of Central Banks (ESCB) and the Single
Supervisory Mechanism (SSM), which are performed in cooperation with the national central
banks and national competentauthorities, this Regulation should not apply to ECB, ESCB
and SSM Information.

Article 2 revised:
This Regulation shall apply to all information handled and stored by the Union institutions and
bodies, including information related to activities of the European Atomic Energy Community,

other than Euratom Classified Information, and excluding information related to the ECB and
its tasks and activities within the ESCB and the SSM.

www.ech europa.eu®
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Amended text option 2: exclusion of the ECB’'s ESCB and SSM activities

Recital (5) revised:

By creating a minimum common level of protection for EUCI and non-classified information, this Regulation
contributes to ensuring that the Union institutions and bodies have the support of an efficient and
independent administration in carrying out their missions. At the same time, each Union institution and body
retains its autonomy in determining how to implement the rules laid down inthis Regulation, in line with its
own security needs. This Regulation shall in no case prevent Union institutions and bodies to fulfil their
mission, as entrusted by the EU legislation, or encroach on their institutional autonomy. Due account should
also be taken that the measures do not negatively affect the Union entities’ efficient information exchange
and operations with other Union entities and national competent authorities.

New recital (7a):

In order to preserve the specific nature of the European Central Bank’s (ECB) tasks and activities as part of
the European System of Central Banks (ESCB) and the Single Supervisory Mechanism (S5M), which are
performed in cooperation with the national central banks and national competent authorities, this Regulation
should not apply to ESCB and SSM Information.

Article 2 revised:
This Regulation shall apply to all information handled and stored by the Union institutions and bodies,
including information related to activities of the European Atomic Energy Community, other than Euratom
Classified Information, and excluding information related to the ECB’s tasks and activities within the ESCB
and the SSM.
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