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Food for thought regarding non-classified information in the Infosec regulation

Understanding that the protection of the security of information in the institutions, bodies and agencies of
the EU (EUIBAS) may require rules on the protection of unclassified information, we would like to propose
the following way forward for discussion:

- The provisions on classified information and unclassified information shall be totally separated in
order to facilitate the readability of the regulation and to avoid mixing rules on classified and non-
classified information;

- The provisions on unclassified information should be limited to a minimum of common rules since
this kind of information is already protected by professional secrecy;

- The provisions on unclassified information should not provide for anything more stringent than the
rules on classified information.

Having these lines in mind, we would like to suggest the following amendments:

New recital:

(x) Due to its predominance in the work of the institutions, bodies and agencies of the Union, there

should be an interinstitutional policy on management of non-classified information in order to align

practices. Furthermore, a large number of information security incidents is related to non-classified

information, which is more easily targetable.

(xx) The policy on non-classified information shall be in line with the general principles on the

management of non-classified information set out in this Regulation and in accordance with articles 17
and 19 of Regulation n°31 (EEC), 11 (EAEC) laying down the Staff Regulations of Officials and the
Conditions of Employment of Other Servants of the European Economic Community and the European

Atomic Energy Community and with professional secrecy.

Article 2 (Scope):

1. This Regulation shall apply to all classified and non-classified information handled and stored by the

Union institutions and bodies, including information related to activities of the European Atomic Energy
Community, other than Euratom Classified Information.

Article 3 (Definitions):

(xx) “European Union sensitive non-classified information” or “SNC-UE/EU-SNC” means any information

or material that, while not being classified, is not open to the public”.
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Chapter X

MANAGEMENT OF NON-CLASSIFIED INFORMATION

Article x

This chapter lays down the basic principles and minimum standards to be applied for the protection and
handling of non-classified EU information. .

Article x

1. EU information which is not classified and not open to the public is known as sensitive non-classified
EU information. This information shall be marked: SENSIBLE NON-CLASSIFIE UE/EU SENSITIVE NON-
CLASSIFIED (SNC-UE/EU-SNC).

2. Such information may carry an administrative or dissemination limitation marking/stamp®.

3. SENSIBLE NON CLASSIFIE UE/EU SENSITIVE NON-CLASSIFIED shall only be used for official purposes.
Only individuals, institutions, bodies or agencies that require it for their assigned tasks may have access

toit.

Article x

The policy on management? of SENSIBLE NON-CLASSIFIE UE/EU SENSITIVE NON-CLASSIFIED shall not be
equal to or stricter than the rules for protection of EUCI (R-UE/EU-R).

Article x

1. Administrative stamps may only be applied to information in accordance with the internal rules set by

the originator, where appropriate, to identify the type of information contained therein and to indicate

the need for limited access.

2. The following markings/administrative stamps may be used concerning SENSIBLE NON-CLASSIFIE
UE/EU NON-CLASSIFIED INFORMATION:

[to be decided]

3. No other markings shall be introduced without the approval of xx.

4. Dissemination limitation stamps, which restrict release to a hamed group, may also be applied in
accordance with the internal rules set by the originator to SENSIBLE NON-CLASSIFIE UE/EU NON-
CLASSIFIED INFORMATION. This information shall be stamped with: [NAMED GROUP] ONLY in addition to

their marking.

! Proposal in order not to use the same terminology, but marking can also be used.
2 Wording to be thought of.
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Article x on basic rules for sharing non-classified information to a third party or public disclosure?

Article x

The security measures for all communication and information systems handling SENSIBLE NON-CLASSIFIE
UE/EU SENSITIVE NON-CLASSIFIED information shall include the following:

a) A means to reliably identify and authenticate persons with authorised access to EU non-classified

information and
b) A means to control authorised access to only those persons whose assigned tasks require it.
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