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AUSTRIA

ANNEX
The Council of the European Union,
RECALLING its conclusions on:

- the Joint Communication to the European Parliament and the Council on the Cybersecurity
Strategy for the European Union: "An Open, Safe and Secure Cyberspace",

- on Internet Governance,

- the Joint Communication to the European Parliament and the Council: "Resilience, Deterrence and
Defence: Building strong cybersecurity for the EU",

- cybersecurity capability and cyber capacity building in the EU,

- the significance of 5G to the European Economy and the need to mitigate security risks linked to
5G [The 5G cybersecurity Toolbox],

- the future of a highly digitised Europe beyond 2020: "Boosting digital and economic
competitiveness across the Union and digital cohesion",

- shaping Europe's Digital Future,
- complementary efforts to enhance resilience and counter hybrid threats,

- strengthening resilience and countering hybrid threats, including countering disinformation in the
context of the COVID-19 pandemic,

- Cyber Diplomacy,
- on EU Coordinated Response to Large-Scale Cybersecurity Incidents and Crises

- a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities ("Cyber
Diplomacy Toolbox™),

- EU External Cyber Capacity Building Guidelines,
- the cybersecurity of connected devices,

- and its Council Resolution on Encryption - Security through encryption and security despite
encryption.

RECALLING the European Council Conclusions on COVID-19, the Single Market, industry
policy, digital and external relations and those on disinformation and hybrid threats,

RECALLING the Global Strategy for the European Union's Foreign and Security Policy,

RECALLING the Communications of the European Commission on shaping Europe's Digital
Future and on the EU Security Union Strategy,



HIGLIGHTS the fact that cybersecurity is essential for building a resilient, green and digital
Europe and WELCOMES the Joint Communication to the European Parliament and the
Council entitled "The EU's Cybersecurity Strategy for the Digital Decade", which outlines
the new framework for the EU to protect its people, businesses and institutions from cyber
threats while enhancing the trust of citizens and organisations in the EU's ability to promote
secure and reliable digital tools and connectivity, and to promote and protect a global, stable,
secure, free and open cyberspace, grounded in the rule of law, human rights, fundamental
freedoms and democratic values.

RECOGNISING that the COVID-19 pandemic has brought trust and security in Information
and Communication Technology (ICT) tools and systems to the forefront of our daily lives,
stresses that cybersecurity and the global and open Internet are vital for tele-education, social
and political participation, the functioning of our public administrations and institutions at
both national and EU level, for teleworking, tele-edueation-and doing business online and for
society as a whole.

CALLS FOR the promotion and protection of the core EU values of democracy, human
rights, fundamental freedoms including the freedom of expression, the right to free and equal
access to information, the freedom of assembly and association, the right to privacy and the
protection against mass surveillance and of the rule of law in cyberspace. WELCOMES, in
this regard, further sustained efforts to protect human rights defenders, civil society and
academia working on issues such as cybersecurity, data privacy, surveillance and online
censorship by providing further practical guidance, promoting best practices and stepping-up
its efforts to prevent the misuse of emerging technologies, notably through the use of
diplomatic measures where necessary, as well as the export control of such technologies.

LHIGHLIGHTS the importance of strengthening the EU’s strategic autonomy, particularly its
digital and technological leadership sovereignty in the field of cybersecurity, while
preserving an open economy. IIn this respect, COMMITS itself to promoting the Union’s
autonomy on the basis of the development of a dynamic Industrial Strategy that supports EU
value chains and secures the supply chains in particular in the most strategic domains, while
ensuring that access to the single market is gained on fair and equitable terms and with
respect for the Union’s values.

Bearing in mind the shortage of cybersecurity skills in the workforce, STRESSES the
importance of meeting the demand of trained workforce in the field of cybersecurity, in
particular by beveloping; but also by retaining and attracting the best cybersecurity talentl, for
instance through education and training, and ENCOURAGES women’s increased
participation in science, technology, engineering, mathematics (‘STEM’) education and ICT
jobs upskilling and reskilling in digital skills.

Commented [A1]: Proposal to include this aspect in
order to acknowledge that cybersecurity and the global
and open Internet are detrimental for the social and
political life of citizens during the COVID-19 pandemic.

Commented [A2]: Austria proposes to align language
with the Joint Communication. Technological sovereignty
is mentioned a few times.

Commented [A3]: It is not only about attracting the best
talents, but assuring the supply of sufficient workforce.
This thought could be better reflected in the paragraph.




RECALLS that the common and comprehensive EU approach to cyber diplomacy aims to
contribute to conflict prevention, the mitigation of cybersecurity threats and greater stability
in international relations. In this context, REAFFIRMS its commitment to the settlement of
international disputes in cyberspace by peaceful means, and that all of the EU’s diplomatic
efforts should, as a priority, be aimed at promoting security and stability in cyberspace
through increased international cooperation, and at reducing the risk of misperception,
escalation and conflict that may stem from ICT incidents_and SUPPORTS confidence-
building measures on the regional and international levels, such as the pioneering Cyber
CBMs of the OSCE. REITERATES the United Nations General Assembly's call that UN
Member States be guided by the UNGGE reports' recommendations in their use of ICT and
notably the application of international law, in particular the UN Charter, in cyberspace.

RECALLS that International Humanitarian Law and International Human Rights Law fully
apply in cyberspace. \

Cc ted [A4]: In an EU document we could be

REAFFIRMS that_the further development of standards within the [Union is essential land
COMMITS to engage actively in ;with-a-view-te-shaping international standards in the areas
of emerging technologies and core internet architecture so that these are in line with EU
values and-through a multi-stakeholder approach, the—further—development—of-standards
within-the Union-is-essential: this will ensure that the Internet remains global, stable, secure,
free and open and that digital technologies are human-centric, privacy-preserving, and that
their use is lawful, safe and ethical. [LOOKS FORWARD to the upcoming Standardisation

Strategy and COMMITS \itself to proactive and coordinated outreach to promote the EU’s

more ambitious on the application of international law.

Commented [A5]: Previous placement of this phrase
would have implied that norms inside EU would
automatically ensure a positive outcome at the
international level.

Cc ted [A6]: More background is needed to look

objectives at international level, including through cooperation with like-minded partners,
civil society and the private sector, and active participation in international technical
standard-setting bodies.

STRONGLY SUPPORTS the multi-stakeholder model for Internet governance and commits
itself to reinforcing regular and structured exchanges with stakeholders including the private
sector, academia and civil society, in particular within the context of the Paris Call and in
international fora. PROMOTES universal, affordable and equal access to the Internet and, in
particular, the empowerment of persons in vulnerable situations or marginalised groups, in
both policy development and in the use of the Internet and SUPPORTS efforts at building the
required capacities.

EMPHASISES the need to include cybersecurity in all kl-igitua—l—investments in _digital
technology fin the coming years and SUPPORTS the Commission’s plan to increase public

forward and commit to the mentioned strategy.

(c ted [A7]: Unclear formulation,

spending and leverage private investment in the cybersecurity domain, haking into
aceountnote of the prespeetive—possible increase in the number of sectors to which the
Directive on measures for a high common level of cybersecurity across the Union (NIS
Directive 2.0) will-would apply. HIGHLIGHTS the importance of Small and Medium Sized

Cc ted [A8]: As a matter of principle, Austria

Enterprises (SMEs) in the cybersecurity ecosystem and RECOGNISES the relevant financial
instruments available to support a cybersecurity digital transformation over the 2021-2027
Multiannual Financial Framework (MFF) as well as in the Recovery and Resilience Facility.

would like to avoid prejudging outcomes of ongoing
negotiations.




10. LOOKS FORWARD to the rapid—implementation of the Regulation on Cybersecurity

11.

12.

Industrial, Technology and Research Competence Centre and Network of Coordination
Centres (CCCN) with a view to swiftly allow for targeted and needs-based investments

o strepgthen-enable the Union’s leadership in the field
of cybersecurity, to support technological capacities and skills and to increase the Union's
global competitiveness with input from industry and academic communities in cybersecurity,
which should be brought into a more systematic collaboration.

REITERATES the need to explore the scope of a possible horizontal Union legal act,

including for market access, which the Commission may be invited to propose in order to
address all relevant aspects of cybersecurity of connected objects and its links with the
cybersecurity certification framework under the Cybersecurity Act (CSA), as well as any
other product specific instruments, in order to ensure adequate synergies, while avoiding
inconsistencies or duplication.

ACKNOWLEDGES the importance of a harmonised approach on cybersecurity in the
Union, while fully respecting Member States’ competences, and WELCOMES the new
proposal for a Directive on measures for a high common level of cybersecurity across the
Union (NIS Directive 2.0) that builds upon the NIS Directive as an evolution of the efforts
undertaken and which has contributed to strengthening and harmonising national
cybersecurity frameworks and promoted cooperation between Member States. Furthermore,
tRECOGNISES that the NIS Directive sets the reference framework for the-needfor—elose

aligament-with-other-sectorial legislation in this domain. ‘

Commented [A9]: The proposal specifies in more detail
how effects can be maximised.

Commented [A10]: Austria supports the inclusion in
the CC and is of the opinion that agreed language should
be used in this regard (see CC on the cybersecurity of
connected devices).

Cc ted [A11]: Sectorial legislation should align

13. TAKES NOTE of the Commission’s proposal to support Member States in strengthening

their national Security Operation Centres (SOCs) and to build a network of SOCs across the
EU, to detect signals of attacks on networks and enable responses before harm is done.
LOOKS FORWARD to exploring this network's potential to strengthen SOCs as well as
their complementarity and coordination with existing networks and actors (for instance
CSIRTs Network, ENISA and CERT-EU), including within the scope of the EU’s cyber
crisis management framework, in order to promote an efficient, secure and reliable
information-sharing culture. Within this process, the best use should be made of the work
carried out in the context of Artificial Intelligence and High Performance Computing
initiatives and by European Digital Innovation Hubs, as well as the entire electronic
communications infrastructure such as land and submarine network systems.

14. fTAKES NOTE of the planned implementation pessible-develepment-of an-the ultra-secure

connectivity system;—building-en—the— Euro quantum communication infrastructure (QCI),
building on existing telecommunication infrastructures and new Space components
including—and EUGOVSATCOM, and COMMENDS that it be based on a robust
cybersecurity framework‘.

with the NIS directive, not the other way around.

Cc ted [A12]: With the aim of a quantum

computing system, QCI is the only system which will
make ultra-secure communication available in this context.

The proposed changes in the paragraph should reflect a
more forward looking implementation of projects in the
pilot phase in this regard.




15.

16.

17.

18.

LOOKS FORWARD to discussions with the Commission, ENISA, the two EU DNS Root
Server Operators and the multi-stakeholder community to assess the role of its operators in
guaranteeing that the Internet remains globally accessible and non-fragmented.
RECOGNISES that an alternative European service for accessing the global internet
(“DNS4EU” initiative), based on a transparent model which conforms to the latest security
and data protection and privacy by design and by default standards and rules, can contribute
to increased resilience.

RECOGNISES the need for a joint effort from the Commission and the Member States to
accelerate the uptake of key internet standards, including IPv¥6, and well-established
internet security standards as they are instrumental to increase the overall level of security,
resilience and openness of the global internet, while increasing the competitiveness of the EU
industry and in particular of the internet infrastructure operators.

STRESSES the importance of a coordinated approach as well as the development and
implementation of effective measures at national level to reinforce the cybersecurity of 5G
networks. SUPPORTS the next steps to be taken on the cybersecurity of 5G networks, as
presented in the appendix to the Cybersecurity Strategy and as based on the review of the
Commission’s recommendation on the security of 5G networks, for instance with regard to
the definition of a long-term and comprehensive approach looking at the entire 5G value
chain and ecosystem. URGES Member States to continue periodic stocktaking, together with
the exchange of information and best practice within the dedicated NIS Cooperation Group
Work Stream on 5G Cybersecurity, and report regularly on the progress made to the Council.
HIGHLIGHTS its strong commitment to applying the EU 5G Toolbox, ﬁncluding if
necessary relevant restrictions on high-risk suppliers for key assets defined as critical and
sensitive in the EU coordinated risk assessments and to continuing efforts made to guarantee
the cybersecurity of 5G networks.|

RECOGNISES the relevance of integrating cybersecurity into EU crisis response
mechanisms and STRESSES the importance of enhancing cooperation and information-
sharing amongst the various cybersecurity communities within the EU and of linking the
existing ﬁnitiatives, structures and procedures (such as the Blueprint, the CSIRT Network, the
NIS Cooperation Group, CyCLONe, the European Cybercrime Centre, EU INTCEN and the
IPCR) in case of large-scale cyber incidents and threats. TAKING INTO ACCOUNT the
progress already achieved in this domain, LOOKS FORWARD to the Commission’s
proposal on the process, milestones and timeline for defining and implementing the Joint
Cyber Unit (JCU) with a view to providing added value bnd streamlining the EU
cybersecurity crisis management framework, including through preparedness, shared
situational awareness, coordinated response and exercises, in a transparent and incremental
manner while avoiding duplication and overlap and respecting the competences of the
Member States.

Commented [A13]: The present text implies that
"relevant restrictions" are already mandatory to
implement. Even if a manufacturer is considered a "high-
risk supplier", there must be room for flexibility and
proportionality.

Commented [A14]: This inclusion gives merit to the
mentioning of Blueprint which is neither a structure nor a
procedure.

Commented [A15]: CC should not prejudge the
outcome of the proposals mentioned.




19. As highlighted by the impact of the COVID-19 pandemic, STRESSES the importance of

20.

21.

promoting cooperation and exchange between cybersecurity actors and law enforcement and
judicial authorities and the need to expand and improve the capacity of these authorities to
investigate cybercrime, while fully respecting fundamental rights and striving to ensure the
requisite balance between various rights and interests, in particular privacy and security.

REAFFIRMS its support to the development, implementation and use of strong encryption as
a necessary means of protecting fundamental rights and the digital security of citizens,
governments, industry and society and, at the same time, the need to ensure the ability of the
competent law enforcement and judicial authorities to exercise their lawful powers, both
online and offline, to protect our societies and citizens.

CONTINUES to support and promote the Budapest Convention on Cybercrime, and the
ongoing work on the Second Additional Protocol to that Convention. Furthermere;
wHCOMMITS to continue to engage in multilateral exchanges on cybercrime, including the
intergovernmental Expert Group to Conduct a Comprehensive Study on Cybercrime as well
as the Ad Hoc Committee to claborate a comprehensive International Convention on
Countering the Use of Information and Communications Technologies for Criminal Purposes
to ensure an enhanced international cooperation to counter cybercrime, while therespeet-of
respecting, promoting and protecting human rights and fundamental freedoms.

22. While national security remains the sole responsibility of each Member State,

23.

24.

ACKONOWLEDGES the importance of strategic intelligence cooperation on cyber threats
and activities, and INVITES Member States, through their competent authorities, to
continue to contribute to EU INTCEN’s work, including by exploring the establishment of
an EU Cyber Intelligence Working Group.

HIGHLIGHTS the importance of a robust and consistent security framework to better protect
all EU personnel, data, information, communication networks and decision-making processes
based on comprehensive, consistent and homogeneous rules. In particular, this should be
done by enhancing the resilience and improving the security culture of the EU against cyber
threats and by strengthening classified and non-classified EU networks while ensuring that
sufficient resources are available. WELCOMES, in this context, the ongoing
interinstitutional discussions on the establishment of common rules on information security
and cybersecurity for all EU institutions, bodies, offices and agencies.

BUILDING ON the EU’s cyber diplomacy efforts, COMMITS itself to increasing the
effectiveness and the efficiency of the EU Cyber Diplomacy Toolbox and LOOKS
FORWARD to deepening discussions building on lessons learned from the application of
this instrument to date. These discussions should aim at building a notion of shared security
at international level by strengthening prevention, cooperation and advancing confidence and
capacity building and, where necessary, impose restrictions, thereby contributing to the EU’s
security and integrity and consolidating the EU’s cyber posture, in full respect of national
competences and prerogatives. In particular, special attention should be given to countering
cyberattacks affecting our critical infrastructure, democratic institutions and processes, as
well as to countering cyberattacks on supply chain-attacks with systemic effects and cyber-
enabled theft of intellectual property.



25.

26.

27.

28.

In order to contribute to a global, secure, stable, free and open cyberspace, which is of ever-
increasing importance for the continued prosperity, growth, security, well-being, connectivity
and integrity of our societies, COMMITS itself to continuous engagement in norm-setting
processes in international organisations, especially in the UN first-committee related
processes, contributing to the respect for international law in cyberspace and adherence to the
norms, rules and principles of responsible state behaviour in cyberspace, especially for
instanee—by—promoting the swift establishment of a Programme of Action (PoA) for
Advancing Responsible States behaviour in cyberspace, as a constructive, inclusive and
consensus-based outcome of both the current UN GGE and OEWG processes.

RECALLS its strong commitment to multilateralism aimed at strengthening cooperation and
coordination with international and regional organisations, namely the United Nations, the
Council of Europe, the OSCE, the OECD, NATO, the AU, the OAS, ASEAN, the ARF, the
GCC and the LAS concerning discussions on cyber-related issues as well as the continuation
and expansion of structured EU cyber dialogues and consultations with third countries.
STRESSES its active support to the UN, in particular in relation to its Agenda 2030,
including the Sustainable Development Goals, and the UN Secretary General’s Roadmap on
digital cooperation. WELCOMES the establishment of an informal EU Cyber Diplomacy
Network by the High Representative for Foreign Affairs and Security Policy with a view to
developing the engagement and expertise of both EU delegations and MS embassies on
international cyber issues in order to strengthen coordinated outreach.

ACKNOWLEDGES the importance of strengthening cooperation with international partners,
including with NATO, in order to advance the shared understanding of the cyber threat
landscape, to develop cooperation mechanisms, to identify, where appropriate, cooperative
diplomatic responses as well as to improve information-sharing, including through education,
training and exercises. In particular, REAFFIRMS that a strong transatlantic partnership is
vital to ensure and to contribute to our common security, stability and prosperity.

fLOOK FORWARD TO the forthcoming proposal for a review of the Cyber Defence Policy
Framework (CDPF), and COMMITS itself to pursuing efforts to strengthen cybersecurity
and cyber defence dimensions with a view to ensuring that these are fully integrated into the
wider security, crisis management and defence agenda, for instance in the context of the
work on the Strategic Compass. CONSIDERS that the upcoming "Military Vision and
Strategy on Cyberspace as a Domain of Operations" will contribute to furthering these
discussions. WELCOMES the initiative on setting up the Military CERT-Network by the
European Defence Agency (EDA) and SUPPORTS efforts made to enhance synergies and
coordination between the cybersecurity civilian, defence and space spheres, including
through the dedicated PESCO projects. |

Commented [A16]: After the announcement by the
Chair, input might be given in PMG.




29.

30.

31

32.

TAKES NOTE of the development of an EU External Cyber Capacity Building Agenda and
the creation of an EU Cyber Capacity Building Board in order to increase cyber resilience
and capacities worldwide. In this context, ENCOURAGES cooperation with Member States,
as well as with public and private sector partners and other relevant international bodies, to
ensure coordination and avoid duplication. In particular, ENCOURAGES cooperation with
partners in the Western Balkans and in the EU Neighbourhood.

To ensure that all countries are able to reap the social, economic and political benefits of the
Internet and the use of technologies, COMMITS itself to assisting partners in tackling the
growing challenge of malicious cyber activities, notably those that harm the development of
their economies, societies and the integrity and security of democratic systems, including in
line with the efforts under the European Democracy Action Plan.

.WVELCOMES the eempreheﬂm%proposals presented in the Cybersecurrty Strategy and

Cc ted [A17]: With the adoption of these Council

eﬂsure—theﬁe&mless—uﬂp}emeﬁtaﬂeﬂ—aﬁd taklng into account the multlannual character of

some of these, CONSIDERS it is necessary to set the priorities with an accompanying and
detailed implementation plan.

MONITORS the progress in the implementation of these Conclusions by the means of an
L’Xction Plan ho be adopted by the Council by .... The action plan would be regularly reviewed

Conclusions the Council articulates its priorities in regard
to the Joint Communication. This paragraph should not
prejudge discussions.

Cc ted [A18]: The Action plan up to date proved

and updated by the Council in cooperation with the European Commission and the High
Representative.

to be a useful tool and should be continued in the same
manner.




BULGARIA

11.  REITERATES the need to explore the scope of a possible horizontal Union legal act,
mneludingformarketaeeess specifying the necessary conditions for the placement on the
market, which the Commission may be invited to propose in order to address all relevant
aspects of cybersecurity of connected objects and its links with the cybersecurity certification
framework under the Cybersecurity Act (CSA), as well as any other product specific
instruments, in order to ensure adequate synergies, while avoiding inconsistencies or

duplication.

The reason for this proposal is to align with the agreed language in Council Conclusions on the

cybersecurity of the connected devices (13629/20), paragraph 7.

10



CZECH REPUBLIC
ANNEX

The Council of the European Union,
RECALLING its eConclusions on:

- the Joint Communication to the European Parliament and the Council on the Cybersecurity
Strategy for the European Union: "An Open, Safe and Secure Cyberspace",

- on Internet Governance,

- the Joint Communication to the European Parliament and the Council: "Resilience, Deterrence and
Defence: Building strong cybersecurity for the EU",

- cybersecurity capability and cyber capacity building in the EU,

- the significance of 5G to the European Economy and the need to mitigate security risks linked to
5G [The 5G cybersecurity Toolbox],

- the future of a highly digitised Europe beyond 2020: "Boosting digital and economic
competitiveness across the Union and digital cohesion",

- shaping Europe's Digital Future,
- complementary efforts to enhance resilience and counter hybrid threats,

- strengthening resilience and countering hybrid threats, including countering disinformation in the
context of the COVID-19 pandemic,

- Cyber Diplomacy,
- on EU Coordinated Response to Large-Scale Cybersecurity Incidents and Crises

- a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities ("Cyber
Diplomacy Toolbox™),

- EU External Cyber Capacity Building Guidelines,
- the cybersecurity of connected devices,

- and its Council Resolution on Encryption - Security through encryption and security despite
encryption.

RECALLING the European Council Conclusions on COVID-19, the Single Market, industry
policy, digital and external relations and those on disinformation and hybrid threats,

RECALLING the Global Strategy for the European Union's Foreign and Security Policy,

RECALLING the Communications of the European Commission on shaping Europe's Digital
Future and on the EU Security Union Strategy,

11



. HIGLIGHTS the fact that cybersecurity is essential for building a resilient, green and digital
Europe and WELCOMES the Joint Communication to the European Parliament and the
Council entitled "The EU's Cybersecurity Strategy for the Digital Decade", which outlines
the new framework for the EU to protect its people, businesses and institutions from cyber
threats while enhancing the trust of citizens and organisations in the EU's ability to promote
secure and reliable digital tools and connectivity, and to promote and protect a global, stable,
secure, free and open cyberspace, grounded in the rule of law, human rights, fundamental
freedoms and democratic values.

. RECOGNISING that the COVID-19 pandemic has brought trust and security in Information
and Communication Technology (ICT) tools and systems to the forefront of our daily lives,
stresses—STRESSES that cybersecurity and the global and open Internet are vital for the
functioning of our public administrations and institutions at both national and EU level, for
teleworking, tele-education and doing business online and for society as a whole.

CALLS FOR the promotion and protection of the core EU values of democracy, human
rights, fundamental freedoms including the freedom of expression, the right to free and equal
access to information, the freedom of assembly and association, the right to privacy and the
protection against mass surveillance and of the rule of law in cyberspace. WELCOMES, in
this regard, further sustained efforts to protect human rights defenders, civil society and
academia working on issues such as cybersecurity, data privacy, surveillance and online
censorship by providing further practical guidance, promoting best practices and stepping-up
its efforts to prevent the misuse of emerging technologies, notably through the use of
diplomatic measures where necessary, as well as the export control of such technologies.

. LHIGHLIGHTS the importance of strengthening the EU’s strategic autonomy, particularly its
digital and technological leadership in the field of cybersecurity, while preserving an open
economy. In this respect, COMMITS itself to promoting the Union’s autonomy on the basis
of the development of a dynamic Industrial Strategy that supports EU value chains and
secures the supply chains in particular in the most strategic domains, while ensuring that
access to the single market is gained on fair and equitable terms and with respect for the
Union’s values. \

. Bearing in mind the shortage of cybersecurity skills in the workforce, STRESSES the
importance of developing, retaining and attracting the best cybersecurity talent, for instance
through education and training, and ENCOURAGES women’s increased participation in
science, technology, engineering, mathematics (‘STEM”) education and ICT jobs upskilling
and reskilling in digital skills.

12

Commented [A19]: We agree with the current wording
to the strategic autonomy. In this respect, it is necessary to
fully take into consideration the Council Conclusions on

Climate and Energy Diplomacy (from 25/01/2021) whose
text reflects the intensive discussion before their approval.




RECALLS that the common and comprehensive EU approach to cyber diplomacy aims to
contribute to conflict prevention, the mitigation of cybersecurity threats and greater stability
in international relations. In this context, REAFFIRMS its commitment to the settlement of
international disputes arising from ICT activities in-eyberspace-by peaceful means, and that
all of the EU’s diplomatic efforts should, as a priority, be aimed at promoting security and
stability in cyberspace through increased international cooperation, and at reducing the risk
of misperception, escalation and conflict that may stem from ICT incidents. REITERATES
the United Nations General Assembly's ealthgreement by consensus that UN Member States
should be guided by }the UNGGE reports' recommendations in their use of ICT and notably
the application of international law, in particular the UN Charter, in cyberspace.

REAFFIRMS that, with a view to shaping international standards in the areas of emerging

technologies and core internet architecture so that these are in line with EU values and a

multi-stakeholder approach, the further development of standards within the Union is

essential: this will ensure that the Internet remains global, stable, secure, free and open and

that digital technologies are ﬂluman—centric, privacy-preserving, and that their use is lawful,

safe and ethical\. tLOOKS FORWARD to the upcoming Standardisation Strategy m
COMMITS itself to proactive and coordinated outreach to promote the EU’s objectives at

international level, including through cooperation with like-minded partners, civil society

and the private sector.

STRONGLY SUPPORTS the multi-stakeholder model for Internet governance and commits
itself to reinforcing regular and structured exchanges with stakeholders including the private
sector, academia and civil society, in particular within the context of the Paris Call and in
international fora. PROMOTES universal, affordable and equal access to the Internet and, in
particular, the empowerment of persons in vulnerable situations or marginalised groups, in
both policy development and in the use of the Internet.

EMPHASISES the need to include cybersecurity in all digital investments in the coming
years and SUPPORTS the Commission’s plan to increase public spending and leverage
private investment in the cybersecurity domain, }taking into account the prospective increase
in the number of sectors to which the Directive on measures for a high common level of
cybersecurity across the Union (NIS Directive 2.0) will appl}ﬂ. HIGHLIGHTS the importance
of Small and Medium Sized Enterprises (SMEs) in the cybersecurity ecosystem and
RECOGNISES the relevant financial instruments available to support a cybersecurity digital
transformation over the 2021-2027 Multiannual Financial Framework (MFF) as well as in
the Recovery and Resilience Facility.

13

Commented [A20]: We recommend to use rather this
formulation, which, in our opinion, better reflects
commonly used language as the term “international
dispute in cyberspace” is not used in current relevant
agreed wordings. Disputes do not take place between
states “in cyberspace” but in real space as a result of the
activities of states in cyberspace.

Commented [A21]: The fact that those norms were
agreed unanimously should be emphasized.

important for us to preserve it in the final text

Commented [A22]: We welcome this reference and it is

|

Commented [A23]: We would recommend to broaden
this statement, if possible (e.g. with any indication of
expected views what this Strategy should bring or of
expected further Council’s action in this regard).

Commented [A24]: As the outcome of the legislative
process is anticipated here, we would prefer to use more
careful language in this regard and recommend adding
something like: “Without prejudice to the outcome of the
(future) legislative process...."




10.

11.

12.

13.

14.

LOOKS FORWARD to the rapid implementation of the Regulation on Cybersecurity
Industrial, Technology and Research Competence Centre and Network of Coordination
Centres (CCCN) with a view to maximising the effects of investments to strengthen the
Union’s leadership in the field of cybersecurity, to support technological capacities and skills
and to increase the Union's global competitiveness with input from industry and academic
communities in cybersecurity, which should be brought into a more systematic collaboration.

REITERATES the |importance of assessing the need to explore the scope of a possible
horizontal Union legal act, including conditions for the placement on fer-market-aeeess,
which the Commission may be-invited-te-propose in order to address all relevant aspects of
cybersecurity of connected ebjeets-devices land its links with the cybersecurity certification

framework under the Cybersecurity Act (CSA), as well as any other product specific
instruments, in order to ensure adequate synergies, while avoiding inconsistencies or
duplication.

ACKNOWLEDGES the importance of a harmonised approach on cybersecurity in the
Union, while fully respecting Member States’ competences, and WELCOMES the new
proposal for a Directive on measures for a high common level of cybersecurity across the
Union (NIS Directive 2.0) that builds upon the NIS Directive as an evolution of the efforts
undertaken and which Hﬂ}as—should contributee }to strengthening and harmonising national

cybersecurity frameworks and promoted cooperation between Member States. Furthermore,
EMPHASISES fthe need for close alignment with_-ether-sectorial legislation

in this domain.

TAKES NOTE of the Commission’s proposal to support Member States ﬁn establishing neylr

and strengthening -their existing national Security Operation Centres (SOCs) and to build a
network of SOCs across the EU, to detect signals of attacks on networks and enable
responses before harm is done. LOOKS FORWARD to exploring this network's potential to
strengthen SOCs as well as their complementarity and coordination with existing networks
and actors (for instance CSIRTs Network, ENISA and CERT-EU), including within the
scope of the EU’s cyber crisis management framework, in order to promote an efficient,
secure and reliable information-sharing culture. Within this process, }the best use should-be

made—of the work carried out Qy_'m—&h%eeﬂ%@et—ef—‘Artiﬁcial Intelligence and High

Performance Computing initiatives and by European Digital Innovation Hubs, as well as the
entire electronic communications infrastructure such as space, land and submarine network
systems, should be made.

TAKES NOTE of the possible development of an ultra-secure connectivity system, building
on the Euro quantum communication infrastructure (QCI) and EUGOVSATCOM, and
COMMENDS that it should be based on a robust cybersecurity framework.
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15.

16.

17.

18.

LOOKS FORWARD to discussions with the Commission, ENISA, the two EU DNS Root
Server Operators and the multi-stakeholder community to assess the role of its operators in
guaranteeing that the Internet remains globally accessible and non-fragmented.
RECOGNISES that an alternative European service for accessing the global internet
(“DNS4EU” initiative), based on a transparent model which conforms to the latest security,
and-data protection and privacy by design and by default standards and rules, can contribute
to increased resilience.

RECOGNISES the need for a joint effort from the Commission and the Member States to
accelerate the uptake of key internet standards, including IPV6, and well-established internet
security standards as they are ﬁnstrumental inte increasiﬂgj&the overall level of security,
resilience, —and-openness -and interoperability of }the global internet, while increasing the
competitiveness of the EU industry and in particular of the internet infrastructure operators.

STRESSES the importance of a coordinated approach as well as the development and
implementation of effective measures at national level to reinforce the cybersecurity of 5G
networks. SUPPORTS the next steps to be taken on the cybersecurity of 5G networks, as
presented in the appendix to the Cybersecurity Strategy and as based on the review of the
Commission’s recommendation on the security of 5G networks, for instance with regard to
the definition of a long-term and comprehensive approach looking at the entire 5G value
chain and ecosystem. BRGES-STRONGLY ENCOURAGES Member States to continue
periodic stocktaking, together with the exchange of information and best practice within the
dedicated NIS Cooperation Group Work Stream on 5G Cybersecurity, and report regularly
on the progress made to the Council. HIGHLIGHTS its strong commitment to applying the
EU 5G Toolbox, including relevant restrictions on high-risk suppliers for key assets defined
as critical and sensitive in the EU coordinated risk assessments and to continuing efforts
made to guarantee the cybersecurity of 5G networks.

RECOGNISES the relevance of integrating cybersecurity into EU crisis response
mechanisms and STRESSES the importance of enhancing cooperation and information-
sharing amongst the various cybersecurity communities within the EU and of linking the
existing structures and procedures (such as the Blueprint, the CSIRT Network, the NIS
Cooperation Group, CyCLONe, the European Cybercrime Centre, EU INTCEN and the
IPCR) in case of large-scale cyber incidents and threats. TAKING INTO ACCOUNT the
progress already achieved in this domain, LOOKS FORWARD to the Commission’s
proposal on the process, milestones and timeline for beﬁning and imp-lemeﬂ&ng—deploying‘
the Joint Cyber Unit (JCU) with a view to providing added value and streamlining the EU
cybersecurity crisis management framework, including through preparedness, shared
situational awareness, reinforcing coordinated response and exercises, in a transparent and
incremental manner while avoiding duplication and overlap and while respecting the
competences of the Member States.
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19. As highlighted by the impact of the COVID-19 pandemic, STRESSES the importance of

20.

21.

promoting cooperation and exchange between cybersecurity actors and law enforcement and
judicial authorities and the need to expand and improve the capacity of these authorities to
investigate cybercrime, while fully respecting fundamental rights and striving to ensure the
requisite balance between various rights and interests, in particular privacy and security.

REAFFIRMS its support to the development, implementation and use of strong encryption as
a necessary means of protecting fundamental rights and the digital security of citizens,
governments, industry and society and, at the same time, the need to ensure the ability of the
competent law enforcement and judicial authorities to exercise their lawful powers, both
online and offline, to protect our societies and citizens. EMPHASISES that lny actions taken

have to balance these interests carefully against the principles of necessity, proportionality

and subsidiarity.

CONTINUES to support and promote the Budapest Convention on Cybercrime, and the
ongoing work on the Second Additional Protocol to that Convention. Furthermore, will
continue to engage in multilateral exchanges on cybercrime to ensure the respect of human
rights and fundamental freedoms.

22. While national security remains the sole responsibility of each Member State,

23.

24.

ACKONOWLEDGES the importance of strategic intelligence cooperation on cyber threats
and activities, and INVITES Member States, through their competent authorities, to
continue to contribute to EU INTCEN’s work, including by exploring the establishment of
an EU Cyber Intelligence Working Group.

HIGHLIGHTS the importance of a robust and consistent security framework to better protect
all EU personnel, data, infermations—communication networks_and information systems and
decision-making processes based on comprehensive, consistent and homogeneous rules. In
particular, this should be done by enhancing the resilience and improving the security culture
of the EU against cyber threats and by strengthening classified and non-classified EU
networks while ensuring that sufficient resources are available. WELCOMES, in this context,
the ongoing interinstitutional discussions on the establishment of common rules on
information security and cybersecurity for all EU institutions, bodies, offices and agencies.

BUILDING ON the EU’s cyber diplomacy efforts, COMMITS itself to increasing the
effectiveness and the efficiency of the EJ—Cyber Diplomacy Toolbox and LOOKS
FORWARD to deepening discussions building on lessons learned from the application of
this instrument to date. These discussions should aim at building a notion of shared security
at international level by strengthening k)revention, stability, cooperation and advancing
confidence and capacity building and, where necessary, impose restrictions, ]thereby
contributing to the EU’s security and integrity and consolidating the EU’s cyber posture, in
full respect of national competences and prerogatives. In particular, special attention should
be given to countering cyberattacks affecting our critical infrastructure,_essential services
democratic institutions and processes, as well as to countering cyberattacks on supply chain-
attacks with systemic effects and cyber-enabled theft of intellectual property.
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25.

26.

27.

28.

In order to contribute to a global, secure, stable, free and open cyberspace, which is of ever-
increasing importance for the continued prosperity, growth, security, well-being, connectivity
and integrity of our societies, COMMITS itself to continuous engagement in norm-setting
processes in international organisations, especially in the UN first-committee related
processes, contributing to the respect for international law in cyberspace and adherence to the
norms, rules and principles of responsible state behaviour in cyberspace, for instance by
promoting the swift establishment of a Programme of Action (PoA) for Advancing
Responsible States behaviour in cyberspace, as a constructive, inclusive and consensus-based
outcome of both the current UN GGE and OEWG processes.

RECALLS its strong commitment to multilateralism aimed at strengthening cooperation and
coordination with international and regional organisations, namely the United Nations, the
Council of Europe, the OSCE, the OECD, NATO, the AU, the OAS, ASEAN, the ARF, the
GCC and the LAS concerning discussions on cyber-related issues as well as the continuation
and expansion of structured EU cyber dialogues and consultations with third countries.
STRESSES its active support to the UN, in particular in relation to its Agenda 2030,
including the Sustainable Development Goals, and the UN Secretary General’s Roadmap on
digital cooperation. WELCOMES the establishment of an informal EU Cyber Diplomacy
Network by the High Representative for Foreign Affairs and Security Policy with a view to
developing the engagement and expertise of iboth EU delegations—and its Member States
sstes-on international cyber issues in order to strengthen coordinated outreach.

ACKNOWLEDGES the importance of strengthening cooperation with international partners,
including with NATO, in order to advance the shared understanding of the cyber threat
landscape, to develop cooperation mechanisms, to identify, where appropriate, cooperative
diplomatic responses as well as to improve information-sharing, including through education,
training and exercises. In particular, REAFFIRMS that a strong transatlantic partnership is
vital to ensure and to contribute to our common security, stability and prosperity.

LOOK FORWARD TO the forthcoming proposal for a review of the Cyber Defence Policy
Framework (CDPF), and COMMITS itself to pursuing efforts to strengthen cybersecurity
and cyber defence dimensions with a view to ensuring that these are fully integrated into the
wider security, crisis management and defence agenda, for instance in the context of the
work on the Strategic Compass. CONSIDERS that the upcoming "Military Vision and
Strategy on Cyberspace as a Domain of Operations" will contribute to furthering these
discussions. WELCOMES the initiative on setting up the Military CERT-Network by the
European Defence Agency (EDA) and SUPPORTS efforts made to enhance synergies and
coordination between the cybersecurity civilian, defence and space spheres, including
through the dedicated PESCO projects.
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29.

30.

31.

32.

TAKES NOTE of the development of an EU External Cyber Capacity Building Agenda and
the creation of an EU Cyber Capacity Building Board in order to increase cyber resilience
and capacities worldwide. In this context, ENCOURAGES cooperation with Member States,
as well as with public and private sector partners and other relevant international bodies, to
ensure coordination and avoid duplication. In particular, ENCOURAGES cooperation with
partners in the Western Balkans and in the EU Neighbourhood.

To ensure that all countries are able to reap the social, economic and political benefits of the
Internet and the use of technologies, COMMITS itself to assisting partners in tackling the
growing challenge of malicious cyber activities, notably those that harm the development of
their economies, societies and the integrity and security of democratic systems, including in
line with the efforts under the European Democracy Action Plan.

WVELCOMES the comprehensive proposals presented in the Cybersecurity Strategy and
ACKNOWLEDGES that all of the initiatives presented therein are important. In order to
ensure their seamless implementation, and taking into account the multiannual character of
some of these, CONSIDERS it is necessary to set the priorities with an accompanying and
detailed implementation plan.

MONITORS the progress in the implementation of these Conclusions by the means of an
Action Plan to be adopted by the Council by .... The action plan would be regularly reviewed
and updated by the Council in cooperation with the European Commission and the High
Representative,
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DENMARK
ANNEX

The Council of the European Union,
RECALLING its conclusions on:

- the Joint Communication to the European Parliament and the Council on the Cybersecurity
Strategy for the European Union: "An Open, Safe and Secure Cyberspace",

- on Internet Governance,

- the Joint Communication to the European Parliament and the Council: "Resilience, Deterrence and
Defence: Building strong cybersecurity for the EU",

- cybersecurity capability and cyber capacity building in the EU,

- the significance of 5G to the European Economy and the need to mitigate security risks linked to
5G [The 5G cybersecurity Toolbox],

- the future of a highly digitised Europe beyond 2020: "Boosting digital and economic
competitiveness across the Union and digital cohesion",

- shaping Europe's Digital Future,
- complementary efforts to enhance resilience and counter hybrid threats,

- strengthening resilience and countering hybrid threats, including countering disinformation in the
context of the COVID-19 pandemic,

- Cyber Diplomacy,
- on EU Coordinated Response to Large-Scale Cybersecurity Incidents and Crises

- a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities ("Cyber
Diplomacy Toolbox™),

- EU External Cyber Capacity Building Guidelines,
- the cybersecurity of connected devices,

- and its Council Resolution on Encryption - Security through encryption and security despite
encryption.

RECALLING the European Council Conclusions on COVID-19, the Single Market, industry
policy, digital and external relations and those on disinformation and hybrid threats,

RECALLING the Global Strategy for the European Union's Foreign and Security Policy,

RECALLING the Communications of the European Commission on shaping Europe's Digital
Future and on the EU Security Union Strategy,
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. HIGLIGHTS the fact that cybersecurity is essential for building a resilient, green and digital
Europe and WELCOMES the Joint Communication to the European Parliament and the
Council entitled "The EU's Cybersecurity Strategy for the Digital Decade", which outlines
the new framework for the EU to protect its people, businesses and institutions from cyber
threats while enhancing the trust of citizens and organisations in the EU's ability to promote
secure and reliable digital tools and connectivity, and to promote and protect a global, stable,
secure, free and open cyberspace, grounded in the rule of law, human rights, fundamental
freedoms and democratic values.

. RECOGNISING that the COVID-19 pandemic has brought trust and security in Information
and Communication Technology (ICT) tools and systems to the forefront of our daily lives,
stresses that cybersecurity and the global and open Internet are vital for the functioning of
our democratic public administrations and institutions at both national and EU level, for
teleworking, tele-education and doing business online and for society as a whole.

CALLS FOR the promotion and protection of the core EU values of democracy, human
rights, fundamental freedoms including the freedom of expression, the right to free and equal
access to information, the freedom of assembly and association, the right to privacy and the
protection against mass surveillance and of the rule of law in cyberspace. WELCOMES, in
this regard, further sustained efforts to protect human rights defenders, civil society and
academia working on issues such as cybersecurity, data privacy, surveillance and online
censorship by providing further practical guidance, promoting best practices and stepping-up
its efforts to prevent the misuse of emerging technologies, notably through the use of
diplomatic measures where necessary, as well as the export control of such technologies.

. LHIGHLIGHTS the importance of strengthening the EU’s strategic autonomy, particularly its
digital and technological leadership in the field of cybersecurity, while preserving an open
economy. In this respect, COMMITS itself to promoting the Union’s autonomy on the basis
of strengthening the Single market and the development of a dynamic Industrial Strategy that
supports EU value chains and underpins development of capacities critical for the
societyseecures-the-supply-chains-in-particular-in-the-mest-strategic-demains, while ensuring
that access to the single market is gained on fair and equitable terms and with respect for the
Union’s values.

Bearing in mind the shortage of cybersecurity skills in the workforce, STRESSES the
strategic importance of developing, retaining and attracting the best cybersecurity talent, for
instance through education and training, and ENCOURAGES women’s increased
participation in science, technology, engineering, mathematics (‘STEM’) education and ICT
jobs upskilling and reskilling in digital skills.
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RECALLS that the common and comprehensive EU approach to cyber diplomacy aims to
contribute to conflict prevention, the mitigation of cybersecurity threats and greater stability
in international relations. In this context, REAFFIRMS its commitment to the settlement of
international disputes in cyberspace by peaceful means, and that all-ef-the-EU’s relevant
diplomatic efforts should;—as—a—prierity;—be aimed at promoting security and stability in
cyberspace through increased international cooperation, and at reducing the risk of
misperception, escalation and conflict that may stem from ICT incidents. REITERATES the
United Nations General Assembly's call that UN Member States be guided by the UNGGE
reports' recommendations in their use of ICT and notably the application of international law,
in particular the UN Charter, in cyberspace.

REAFFIRMS that, with a view to shaping international standards in the areas of emerging
technologies and core internet architecture so that these are in line with EU values and a
multi-stakeholder approach, the further development of standards within the Union is
essential: this will ensure that the Internet remains global, stable, secure, free and open and
that digital technologies are human-centric, privacy-preserving, and that their use is lawful,
safe and ethical. EFOOKS—FORWARD t6e—ANTICIPATES the upcoming Standardisation
Strategy and COMMITS itself to proactive and coordinated outreach to promote the EU’s
objectives at international level, including through cooperation with like-minded partners,
civil society and the private sector.

STRONGLY SUPPORTS the multi-stakeholder model for Internet governance and commits
itself to reinforcing regular and structured exchanges with stakeholders including the private
sector, academia and civil society, in particular within the context of the Paris Call and in
international fora. PROMOTES universal, affordable and equal access to the Internet and, in
particular, the empowerment of persons in vulnerable situations or marginalised groups, in
both policy development and in the use of the Internet.

EMPHASISES the need to include cybersecurity in }aql-l-]—digital investments in the coming
years and SUPPORTS the Commission’s plan to increase_focus on the cybersecurity domain
in public spending and leverage private investment in-the-eyberseeurity-domain, taking into
account the prospective increase in the number of sectors to which the Directive on measures
for a high common level of cybersecurity across the Union (NIS Directive 2.0) will apply.
HIGHLIGHTS the importance of Small and Medium Sized Enterprises (SMEs) in the
cybersecurity ecosystem and RECOGNISES the relevant financial instruments available to
support a cybersecurity digital transformation over the 2021-2027 Multiannual Financial
Framework (MFF) as well as in the Recovery and Resilience Facility.
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10.

11.

12.

13.

14.

LOOKS FORWARD to the rapid—implementation of the Regulation on Cybersecurity
Industrial, Technology and Research Competence Centre and Network of Coordination
Centres (CCCN) with a view to maximising the effects of investments to strengthen the
Union’s leadership in the field of cybersecurity, to support technological capacities and skills
and to increase the Union's global competitiveness with input from industry and academic
communities in cybersecurity, which should be brought into a more systematic collaboration.

REITERATES the need to explore the scope of a possible horizontal Union legal act,
including for market access, which the Commission may be invited to propose in order to
address all relevant aspects of cybersecurity of connected objects and its links with the
cybersecurity certification framework under the Cybersecurity Act (CSA), as well as any
other product specific instruments, in order to ensure adequate synergies, while avoiding
inconsistencies or duplication.

ACKNOWLEDGES the importance of a harmonised approach on cybersecurity in the
Union, while fully respecting Member States’ competences, and WELCOMES the new
proposal for a Directive on measures for a high common level of cybersecurity across the
Union (NIS Directive 2.0) that builds upon the NIS Directive as an evolution of the efforts
undertaken and which has contributed to strengthening and harmonising national
cybersecurity frameworks and promoted cooperation between Member States. Furthermore,
RECOGNISES the need for close alignment with other sectorial legislation in this domain.

TAKES NOTE of the Commission’s proposal to support Member States, while fully
respecting Member States’ competences within security, in strengthening their national
Security Operation Centres (SOCs) and to build a network of SOCs across the EU, to detect
signals of attacks on networks and enable responses before harm is done. LOOKS
FORWARD to exploring this network's potential to strengthen SOCs as well as their
complementarity and coordination with existing networks and actors (for instance CSIRTs
Network, ENISA and CERT-EU), including within the scope of the EU’s cyber crisis
management framework, in order to promote an efficient, secure and reliable information-
sharing culture. ANTICIPATES the Commission’s description on exactly how such a
network of SOCs, which shall be shielding the EU, will be brought into realization. It is
important that such a network of SOCs will bring added value. In this regard, the Council
welcomes an investigation into whether regional instances of such a network of SOCs
network-should be based on sector, in lieu of geography. Within this process, the best use
should be made of the work carried out in the context of Artificial Intelligence and High
Performance Computing initiatives and by European Digital Innovation Hubs, as well as the
entire electronic communications infrastructure such as land and submarine network
systems.

TAKES NOTE of the possible development of an ultra-secure connectivity system, building
on the Euro quantum communication infrastructure (QCI) and EUGOVSATCOM, and
COMMENDS that it be based on a robust cybersecurity framework.
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15.

16.

17.

18.

LOOKS FORWARD to discussions with the Commission, ENISA, the two EU DNS Root
Server Operators and the multi-stakeholder community to assess the role of its operators in
guaranteeing that the Internet remains globally accessible and non-fragmented.
RECOGNISES that an alternative European service for accessing the global internet
(“DNS4EU” initiative), based on a transparent model which conforms to the latest security
and data protection and privacy by design and by default standards and rules, can contribute
to increased resilience.

RECOGNISES the need for a joint effort from the Commission and the Member States to
accelerate the uptake of key internet standards, including IPV6, and well-established internet
security standards as they are instrumental to increase the overall level of security, resilience
and openness of the global internet, while increasing the competitiveness of the EU industry
and in particular of the internet infrastructure operators.

STRESSES the importance of a coordinated approach as well as the development and
implementation of effective measures at national level to reinforce the cybersecurity of 5G
networks. SUPPORTS the next steps to be taken on the cybersecurity of 5G networks, as
presented in the appendix to the Cybersecurity Strategy and as based on the review of the
Commission’s recommendation on the security of 5G networks, for instance with regard to
the definition of a long-term and comprehensive approach looking at the entire 5G value
chain and ecosystem. URGES Member States to continue periodic stocktaking, together with
the exchange of information and best practice within the dedicated NIS Cooperation Group
Work Stream on 5G Cybersecurity, and report regularly on the progress made to the Council.
HIGHLIGHTS its strong commitment to applying the EU 5G Toolbox, including relevant
restrictions on high-risk suppliers for key assets defined as critical and sensitive in the EU
coordinated risk assessments and to continuing efforts made to guarantee the cybersecurity of
5G networks.

RECOGNISES—STRESSES the relevance of integrating cybersecurity into EU crisis
response mechanisms and STRESSES—RECOGNISES the importance of enhancing
cooperation and information-sharing amongst the various cybersecurity communities within
the EU and of linking the existing structures and procedures (such as the Blueprint, the
CSIRT Network, the NIS Cooperation Group, CyCLONe, the European Cybercrime Centre,
EU INTCEN and the IPCR) in case of large-scale cyber incidents and threats. TAKING
INTO ACCOUNT the progress already achieved in this domain, LOOKS FORWARD to the
Commission’s proposal on the process, milestones and timeline for defining and
implementing the Joint Cyber Unit (JCU) with a view ho providing added value land
streamlining the EU cybersecurity crisis management framework, including through
preparedness, shared situational awareness, coordinated response and exercises, in a
transparent and incremental manner Mhile avoiding duplication and overlap and respecting
the competences of the Member States.|
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19.

20.

21.

22.

23.

24.

As highlighted by the impact of the COVID-19 pandemic, STRESSES the importance of
promoting cooperation and exchange between cybersecurity actors and law enforcement and
judicial authorities and the need to expand and improve the capacity of these authorities to
investigate cybercrime, while fully respecting fundamental rights and striving to ensure the
requisite balance between various rights and interests, in particular privacy and security.

REAFFIRMS its support to the development, implementation and use of strong encryption as
a necessary means of protecting fundamental rights and the digital security of citizens,
governments, industry and society and, at the same time, the need to ensure the ability of the
competent law enforcement and judicial authorities to exercise their lawful powers, both
online and offline, to protect our societies and citizens.

CONTINUES to support and promote the Budapest Convention on Cybercrime, and the
ongoing work on the Second Additional Protocol to that Convention. Furthermore, will
continue to engage in multilateral exchanges on cybercrime to ensure the respect of human
rights and fundamental freedoms.

While national security remains the sole responsibility of each Member State,
ACKONOWLEDGES the importance of strategic intelligence cooperation on cyber threats
and activities, and INVITES Member States, through their competent authorities, to
continue to contribute to EU INTCEN’s work;-ineludineby-exploringthe-establishment-of

HIGHLIGHTS the importance of a robust and consistent security framework to better protect
all EU personnel, data, information, communication networks and decision-making processes
based on comprehensive, consistent and homogeneous rules. In particular, this should be
done by enhancing the resilience and improving the security culture of the EU against cyber
threats and by strengthening classified and non-classified EU networks while ensuring that
sufficient resources are available. WELCOMES, in this context, the ongoing
interinstitutional discussions on the establishment of common rules on information security
and cybersecurity for all EU institutions, bodies, offices and agencies.

BUILDING ON the EU’s cyber diplomacy efforts, COMMITS itself to increasing the
effectiveness and the efficiency of the EU Cyber Diplomacy Toolbox and LOOKS
FORWARD to deepening discussions building on |lessons learned ffrom the application of

this instrument to date. These discussions should aim at building a notion of shared security
at_European and international level by strengthening prevention, cooperation and advancing
confidence and capacity building and, where—when necessary, Hnpese—restrictions;
expediently move to approve restrictive measures thereby imposing cost; and thereby
contributing to the EU’s security and integrity and consolidating the EU’s_forward-looking
cyber posture, in full respect of national competences and prerogatives. In particular, special
attention should be given to countering cyberattacks affecting our critical infrastructure,
democratic institutions and processes, as well as to countering cyberattacks on supply chain-
attacks with systemic effects and cyber-enabled theft of intellectual property.
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25.

26.

27.

28.

In order to contribute to a global, secure, stable, free and open cyberspace, which is of ever-
increasing importance for the continued prosperity, growth, security, well-being, connectivity
and integrity of our societies, COMMITS itself to continuous engagement in norm-setting
processes in international organisations, especially in the UN first-committee related
processes, contributing to the respect for international law in cyberspace and adherence to the
norms, rules and principles of responsible state behaviour in cyberspace, for instance by
promoting the swift establishment of a Programme of Action (PoA) for Advancing
Responsible States behaviour in cyberspace, as a constructive, inclusive and consensus-based
outcome of both the current UN GGE and OEWG processes.

RECALLS its strong commitment to multilateralism aimed at strengthening cooperation and
coordination with international and regional organisations, namely the United Nations, the
Council of Europe, the OSCE, the OECD, NATO, the AU, the OAS, ASEAN, the ARF, the
GCC and the LAS concerning discussions on cyber-related issues as well as the continuation
and expansion of structured EU cyber dialogues and consultations with third countries.
STRESSES its active support to the UN, in particular in relation to its Agenda 2030,
including the Sustainable Development Goals, and the UN Secretary General’s Roadmap on
digital cooperation. WELCOMES the establishment of an informal EU Cyber Diplomacy
Network by the High Representative for Foreign Affairs and Security Policy with a view to
developing the engagement and expertise of both EU delegations and MS embassies on
international cyber issues in order to strengthen coordinated outreach.

ACKNOWLEDGES the importance of strengthening cooperation with international partners,
including with NATO, in order to advance the shared understanding of the cyber threat
landscape, to develop cooperation mechanisms, to identify, where appropriate, cooperative
diplomatic responses as well as to improve information-sharing, including through education,
training and exercises. In particular, REAFFIRMS that a strong transatlantic partnership is
vital to ensure and to contribute to our common security, stability and prosperity.

LOOK FORWARD TO the forthcoming proposal for a review of the Cyber Defence Policy
Framework (CDPF), and COMMITS itself to pursuing efforts to strengthen cybersecurity
and cyber defence dimensions with a view to ensuring that these are fully integrated into the
wider security, crisis management and defence agenda, for instance in the context of the
work on the Strategic Compass. CONSIDERS that the upcoming "Military Vision and
Strategy on Cyberspace as a Domain of Operations" will contribute to furthering these
discussions. WELCOMES the initiative on setting up the Military CERT-Network by the
European Defence Agency (EDA) and SUPPORTS efforts made to enhance synergies and
coordination between the cybersecurity civilian, defence and space spheres, including
through the dedicated PESCO projects.
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30.

31.

32.

TAKES NOTE of the development of an EU External Cyber Capacity Building Agenda and
the creation of an EU Cyber Capacity Building Board in order to increase cyber resilience
and capacities worldwide. In this context, ENCOURAGES cooperation with Member States,
as well as with public and private sector partners and other relevant international bodies, to
ensure coordination and avoid duplication. In particular, ENCOURAGES cooperation with
partners in the Western Balkans and in the EU Neighbourhood.

To ensure that all likeminded countries are able to reap the social, economic and political
benefits of the Internet and the use of technologies, COMMITS itself to assisting partners in
tackling the growing challenge of malicious cyber activities, notably those that harm the
development of their economies, societies and the integrity and security of democratic
systems, including in line with the efforts under the European Democracy Action Plan.

WELCOMES the comprehensive proposals presented in the Cybersecurity Strategy and
ACKNOWLEDGES that all of the initiatives presented therein are important. In order to
ensure their seamless implementation, and taking into account the multiannual character of
some of these, CONSIDERS it is necessary to set the priorities—with, therefore
ENCOURAGES an accompanying and detailed implementation plan.

MONITORS the progress in the implementation of these Conclusions by the means of an
Action Plan to be adopted by the Council by .... The action plan would be regularly reviewed
and updated by the Council in cooperation with the European Commission and the High
Representative.
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ESTONIA
ANNEX

The Council of the European Union,
RECALLING its conclusions on:

- the Joint Communication to the European Parliament and the Council on the Cybersecurity
Strategy for the European Union: "An Open, Safe and Secure Cyberspace",

- on Internet Governance,

- the Joint Communication to the European Parliament and the Council: "Resilience, Deterrence and
Defence: Building strong cybersecurity for the EU",

- cybersecurity capability and cyber capacity building in the EU,

- the significance of 5G to the European Economy and the need to mitigate security risks linked to
5G [The 5G cybersecurity Toolbox],

- the future of a highly digitised Europe beyond 2020: "Boosting digital and economic
competitiveness across the Union and digital cohesion",

- shaping Europe's Digital Future,
- complementary efforts to enhance resilience and counter hybrid threats,

- strengthening resilience and countering hybrid threats, including countering disinformation in the
context of the COVID-19 pandemic,

- Cyber Diplomacy,
- on EU Coordinated Response to Large-Scale Cybersecurity Incidents and Crises

- a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities ("Cyber
Diplomacy Toolbox™),

- EU External Cyber Capacity Building Guidelines,
- the cybersecurity of connected devices,

- and its Council Resolution on Encryption - Security through encryption and security despite
encryption.

RECALLING the European Council Conclusions on COVID-19, the Single Market, industry
policy, digital and external relations and those on disinformation and hybrid threats,

RECALLING the Global Strategy for the European Union's Foreign and Security Policy,

RECALLING the Communications of the European Commission on shaping Europe's Digital
Future and on the EU Security Union Strategy,
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HIGLIGHTS the fact that cybersecurity is essential for building a resilient, green and digital
Europe and WELCOMES the Joint Communication to the European Parliament and the
Council entitled "The EU's Cybersecurity Strategy for the Digital Decade", which outlines
the new framework for the EU to protect its people, businesses and institutions from cyber
threats while enhancing the trust of citizens and organisations in the EU's ability to promote
secure and reliable digital tools and connectivity, and to promote and protect a global, stable,
secure, free and open cyberspace, grounded in the rule of law, human rights, fundamental
freedoms and democratic values.

RECOGNISING that the COVID-19 pandemic has brought trust and security in Information
and Communication Technology (ICT) tools and systems to the forefront of our daily lives,
stresses that cybersecurity and the global and open Internet are vital for the functioning of
our public administrations and institutions at both national and EU level, for teleworking,
tele-education and doing business online and for society as a whole. | |

CALLS FOR the promotion and protection of the core EU values of democracy, human
rights, fundamental freedoms including the freedom of expression, the right to free and equal
access to information, the freedom of assembly and association, the right to privacy and the
protection against mass surveillance and of the rule of law in cyberspace. WELCOMES, in
this regard, further sustained efforts to protect human rights defenders, civil society and
academia working on issues such as cybersecurity, data privacy, surveillance and online
censorship by providing further practical guidance, promoting best practices and stepping-up
its efforts to prevent the misuse of emerging technologies, notably through the use of
diplomatic measures where necessary, as well as the export control of such technologies.

HIGHLIGHTS the importance of strengthening the EU’s strategic-autonemy;particularly-its

digital and technological leadership in the field of cybersecurity, while preserving an open
economy. In this respect, COMMITS itself to promoting the Union’s autonomy on the basis
of the development of a dynamic Industrial Strategy that supports EU value chains and
secures the supply chains in particular in the most strategic domains, while ensuring that
access to the single market is gained on fair and equitable terms and with respect for the
Union’s values.

Bearing in mind the shortage of cybersecurity skills in the workforce, STRESSES the
importance of developing, retaining and attracting the best cybersecurity talent, for instance
through education and training hnd allocating necessary funds for this, and ENCOURAGES
women’s increased participation in science, technology, engineering, mathematics (‘STEM”)
education and ICT jobs, upskilling and reskilling in digital skills.
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RECALLS that the common and comprehensive EU approach to cyber diplomacy aims to
contribute to conflict prevention, the mitigation of cybersecurity threats and greater stability
in international relations. In this context, REAFFIRMS its commitment to the settlement of
international disputes in cyberspace by peaceful means, and that all of the EU’s diplomatic
efforts should, as a priority, be aimed at promoting security and stability in cyberspace
through increased international cooperation, and at reducing the risk of misperception,
escalation and conflict that may stem from ICT incidents. REITERATES the United Nations
General Assembly's call that UN Member States be guided by the UNGGE reports'
recommendations in their use of ICT and notably the application of international law, in
particular the UN Charter, in cyberspace.

REAFFIRMS that, with a view to shaping international standards in the areas of emerging
technologies and core internet architecture so that these are in line with EU values and a
multi-stakeholder approach, the further development of standards within the Union is
essential: this will ensure that the Internet remains global, stable, secure, free and open and
that digital technologies are human-centric, privacy-preserving, and that their use is lawful,
safe and ethical. LOOKS FORWARD to the upcoming Standardisation Strategy and
COMMITS itself to proactive and coordinated outreach to promote the EU’s objectives at
international level, including through cooperation with like-minded partners, civil society
and the private sector. |

STRONGLY SUPPORTS the multi-stakeholder model for Internet governance and commits
itself to reinforcing regular and structured exchanges with stakeholders including the private
sector, academia and civil society, in particular within the context of the Paris Call and in
international fora. PROMOTES universal, affordable and equal access to the Internet and, in
particular, the empowerment of persons in vulnerable situations or marginalised groups, in
both policy development and in the use of the Internet.

EMPHASISES the need to include cybersecurity in all digital investments in the coming
years and SUPPORTS the Commission’s plan to increase public spending and leverage
private investment in the cybersecurity domain, taking into account the prospective increase
in the number of sectors to which the Directive on measures for a high common level of
cybersecurity across the Union (NIS Directive 2.0) will apply. HIGHLIGHTS the importance
of Small and Medium Sized Enterprises (SMEs) in the cybersecurity ecosystem and
RECOGNISES the relevant financial instruments available to support a strong cybersecurity
focus within digital transformation over the 2021-2027 Multiannual Financial Framework
(MFF) as well as in the Recovery and Resilience Facility.
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10.

11.

12.

13

14.

LOOKS FORWARD to the rapid implementation of the Regulation on Cybersecurity
Industrial, Technology and Research Competence Centre and Network of Coordination
Centres (CCCN) with a view to maximising the effects of investments to strengthen the
Union’s leadership in the field of cybersecurity, to support technological capacities and skills
and to increase the Union's global competitiveness with input from industry and academic
communities in cybersecurity, which should be brought into a more systematic collaboration.

REITERATES the need to explore the scope of a possible horizontal Union legal act,
including for market access, which the Commission may be invited to propose in order to
address all relevant aspects of cybersecurity of connected objects and its links with the
cybersecurity certification framework under the Cybersecurity Act (CSA), as well as any
other product specific instruments, in order to ensure adequate synergies, while avoiding
inconsistencies or duplication.

ACKNOWLEDGES the importance of a harmonised approach on cybersecurity in the
Union, while fully respecting Member States’ competences, and WELCOMES the new
proposal for a Directive on measures for a high common level of cybersecurity across the
Union (NIS Directive 2.0) that builds upon the NIS Directive as an evolution of the efforts
undertaken and which has contributed to strengthening and harmonising national
cybersecurity frameworks and promoted cooperation between Member States. Furthermore,
RECOGNISES the need for close alignment with other sectorial legislation in this domain
[and seek its further potential to foster innovation and competitiveness within the single
market.‘

. TAKES NOTE of the Commission’s proposal to support Member States in strengthening

their national Security Operation Centres (SOCs) and to build a network of SOCs across the
EU, to detect signals of attacks on networks and enable responses before harm is done.
LOOKS FORWARD to exploring this network's potential to strengthen SOCs as well as
their complementarity and coordination with existing networks and actors (for instance
CSIRTs Network, ENISA and CERT-EU), including within the scope of the EU’s cyber
crisis management framework, in order to promote an efficient, secure and reliable
information-sharing culture. Within this process, the best use should be made of the work
carried out in the context of Artificial Intelligence and High Performance Computing
initiatives and by European Digital Innovation Hubs, as well as the entire electronic
communications infrastructure such as land and submarine network systems.

TAKES NOTE of the possible development of an ultra-secure connectivity system, building

on the Euro quantum communication infrastructure (QCI) and EUGOVSATCOM, and
COMMENDS that it be based on a robust cybersecurity framework.
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15.

16.

17.

18.

LOOKS FORWARD to discussions with the Commission, ENISA, the two EU DNS Root
Server Operators and the multi-stakeholder community to assess the role of its operators in
guaranteeing that the Internet remains globally accessible and non-fragmented.
RECOGNISES that an alternative European service for accessing the global internet
(“DNS4EU” initiative), based on a transparent model which conforms to the latest security
and data protection and privacy by design and by default standards and rules, can contribute
to increased resilience.

RECOGNISES the need for a joint effort from the Commission and the Member States to
accelerate the uptake of key internet standards, including IPV6, and well-established internet
security standards as they are instrumental to increase the overall level of security, resilience
and openness of the global internet, while increasing the competitiveness of the EU industry
and in particular of the internet infrastructure operators.

STRESSES the importance of a coordinated approach as well as the development and
implementation of effective measures at national level to reinforce the cybersecurity of 5G
networks. SUPPORTS the next steps to be taken on the cybersecurity of 5G and other new
generation networks, as presented in the appendix to the Cybersecurity Strategy and as based

on the review of the Commission’s recommendation on the security of 5G networks, for
instance with regard to the definition of a long-term and comprehensive approach looking at
the entire 5G value chain and ecosystem. URGES Member States to continue periodic
stocktaking, together with the exchange of information and best practice within the dedicated
NIS Cooperation Group Work Stream on 5G Cybersecurity, and report regularly on the
progress made to the Council. HIGHLIGHTS its strong commitment to applying the EU 5G
Toolbox, including relevant restrictions on high-risk suppliers for key assets defined as
critical and sensitive in the EU coordinated risk assessments and to continuing efforts made
to guarantee the cybersecurity of 5G networks.

RECOGNISES the relevance of integrating cybersecurity into EU crisis response
mechanisms and testing these in relevant exercises and STRESSES the importance of
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cybersecurity crisis management framework, including through preparedness, shared
situational awareness, coordinated response and exercises, in a transparent and incremental
manner while avoiding duplication and overlap and respecting the competences of the
Member States.
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19. As-highlighted-bythe-impaect-of-the- COVID19 pandemie; STRESSES the importance of

20.

21.

promoting cooperation and exchange between cybersecurity actors and law enforcement and
judicial authorities and the need to expand and improve the capacity and resources of these
authorities to investigate cybercrime, while fully respecting fundamental rights and striving
to ensure the requisite balance between various rights and interests, in particular privacy and
security.[ \

REAFFIRMS its support to the development, implementation and use of strong encryption as
a necessary means of protecting fundamental rights and the digital security of citizens,
governments, industry and society [while committing to 5 5 ime—the need to
ensure the ability of the competent law enforcement and judicial authorities to exercise their
lawful powers, both online and offline, to protect our societies and citizens.

CONTINUES to support and promote the Budapest Convention on Cybercrime_as the only
binding international instrument on the issue of cybercrime, acknowledging it for also
ensuring protection of human rights and liberties, and supporting the ongoing work on the
Second Additional Protocol to that Convention. Furthermore, will continue to engage in
multilateral exchanges on cybercrime to ensure the respect of human rights and fundamental
freedoms.

22. While national security remains the sole responsibility of each Member State,

23.

24.

ACKONOWLEDGES the importance of strategic intelligence cooperation on cyber threats
and activities, and INVITES Member States, through their competent authorities, to
continue to contribute to EU INTCEN’s work, including by exploring the establishment of
an EU Cyber Intelligence Working Group.

HIGHLIGHTS the importance of a robust and consistent security framework to better protect
all EU personnel, data, information, communication networks and decision-making processes
based on comprehensive, consistent and homogeneous rules. In particular, this should be
done by enhancing the resilience and improving the security culture of the EU against cyber
threats and by strengthening classified and non-classified EU networks while ensuring that
sufficient resources and capabilities are available. WELCOMES, in this context, the ongoing
interinstitutional discussions on the establishment of common rules on information security
and cybersecurity for all EU institutions, bodies, offices and agencies.

BUILDING ON the EU’s cyber diplomacy efforts, COMMITS itself to increasing the
effectiveness and the efficiency of the EU Cyber Diplomacy Toolbox and LOOKS
FORWARD to deepening discussions building on lessons learned from the application of
this instrument to date. These discussions should aim at building a notion of shared security
at international level by strengthening prevention, cooperation and advancing confidence and
capacity building and, where necessary, impose restrictions, thereby contributing to the EU’s
security and integrity and consolidating the EU’s cyber posture, in full respect of national
competences and prerogatives. In particular, special attention should be given to countering
cyberattacks affecting our critical infrastructure, democratic institutions and processes, as
well as to countering cyberattacks on supply chain-attacks with systemic effects and cyber-
enabled theft of intellectual property.
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25.

26.

27.

28.

In order to contribute to a global, secure, stable, free and open cyberspace, which is of ever-
increasing importance for the continued prosperity, growth, security, well-being, connectivity
and integrity of our societies, COMMITS itself to continuous engagement in norm-setting
processes in international organisations, especially in the UN first-committee related
processes, contributing to the respect for international law in cyberspace and adherence to the
norms, rules and principles of responsible state behaviour in cyberspace, for instance by
promoting the swift establishment of a Programme of Action (PoA) for Advancing
Responsible States behaviour in cyberspace, as a constructive, inclusive and consensus-based
outcome of both the current UN GGE and OEWG processes.

RECALLS its strong commitment to multilateralism aimed at strengthening cooperation and
coordination with international and regional organisations, namely the United Nations, the
Council of Europe, the OSCE, the OECD, NATO, the AU, the OAS, ASEAN, the ARF, the
GCC and the LAS concerning discussions on cyber-related issues as well as the continuation
and expansion of structured EU cyber dialogues and consultations with third countries.
STRESSES its active support to the UN, in particular in relation to its Agenda 2030,
including the Sustainable Development Goals, and the UN Secretary General’s Roadmap on
digital cooperation. WELCOMES the establishment of an informal EU Cyber Diplomacy
Network by the High Representative for Foreign Affairs and Security Policy with a view to
developing the engagement and expertise of both EU delegations and MS embassies on
international cyber issues in order to strengthen coordinated outreach.

ACKNOWLEDGES the importance of strengthening cooperation with international partners,
including Mith NATQO, in order to advance the shared understanding of the cyber threat
landscape, to develop cooperation mechanisms, to identify, where appropriate, cooperative
diplomatic responses as well as to improve information-sharing, including through education,
training and exercises. In particular, REAFFIRMS that a strong transatlantic partnership is
vital to ensure and to contribute to our common security, stability and prosperity.

LOOK FORWARD TO the forthcoming proposal for a review of the Cyber Defence Policy
Framework (CDPF), and COMMITS itself to pursuing efforts to strengthen cybersecurity
and cyber defence dimensions with a view to ensuring that these are fully integrated into the
wider security, crisis management and defence agenda, for instance in the context of the
work on the Strategic Compass. CONSIDERS that the upcoming "Military Vision and
Strategy on Cyberspace as a Domain of Operations" will contribute to furthering these
discussions. WELCOMES the initiative on setting up the Military CERT-Network by the
European Defence Agency (EDA) and SUPPORTS efforts made to enhance synergies and
coordination between the cybersecurity civilian, defence and space spheres, including
through the dedicated PESCO projects.
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29.

30.

31.

32.

TAKES NOTE of the development of an EU External Cyber Capacity Building Agenda and
the creation of an EU Cyber Capacity Building Board hnd the establishment of the EU Cyber

capacities worldwide. In this context, LENCOURAGES cooperation with Member States, as
well as with public and private sector partners and other relevant international bodies, to
ensure coordination and avoid duplication| In particular, ENCOURAGES cooperation with
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partners in the Western Balkans and in the EU Neighbourhood.

To ensure that all countries are able to reap the social, economic and political benefits of the
Internet and the use of technologies, COMMITS itself to assisting partners in tackling the
growing challenge of malicious cyber activities, notably those that harm the development of
their economies, societies and the integrity and security of democratic systems, including in
line with the efforts under the European Democracy Action Plan.

WELCOMES the comprehensive proposals presented in the Cybersecurity Strategy and
ACKNOWLEDGES that all of the initiatives presented therein are important. In order to
ensure their seamless implementation, and taking into account the multiannual character of
some of these, CONSIDERS it is necessary to set the priorities with an accompanying and
detailed implementation plan.

MONITORS the progress in the implementation of these Conclusions by the means of an
Action Plan to be adopted by the Council by .... The action plan would be regularly reviewed
and updated by the Council in cooperation with the European Commission and the High
Representative.
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FINLAND
ANNEX

The Council of the European Union,
RECALLING its conclusions on:

- the Joint Communication to the European Parliament and the Council on the Cybersecurity
Strategy for the European Union: "An Open, Safe and Secure Cyberspace",

- on Internet Governance,

- the Joint Communication to the European Parliament and the Council: "Resilience, Deterrence and
Defence: Building strong cybersecurity for the EU",

- cybersecurity capability and cyber capacity building in the EU,

- the significance of 5G to the European Economy and the need to mitigate security risks linked to
5G [The 5G cybersecurity Toolbox],

- the future of a highly digitised Europe beyond 2020: "Boosting digital and economic
competitiveness across the Union and digital cohesion",

- shaping Europe's Digital Future,
- complementary efforts to enhance resilience and counter hybrid threats,

- strengthening resilience and countering hybrid threats, including countering disinformation in the
context of the COVID-19 pandemic,

- Cyber Diplomacy,
- on EU Coordinated Response to Large-Scale Cybersecurity Incidents and Crises

- a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities ("Cyber
Diplomacy Toolbox™),

- EU External Cyber Capacity Building Guidelines,
- the cybersecurity of connected devices,

- and its Council Resolution on Encryption - Security through encryption and security despite
encryption.

RECALLING the European Council Conclusions on COVID-19, the Single Market, industry
policy, digital and external relations and those on disinformation and hybrid threats,

RECALLING the Global Strategy for the European Union's Foreign and Security Policy,

RECALLING the Communications of the European Commission on shaping Europe's Digital
Future and on the EU Security Union Strategy,

RECALLING the joint Communication of the European Commission and the High Representative
on a new EU-US agenda for global change
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. HIGLIGHTS the fact that cybersecurity is essential for building a resilient, green and digital
Europe and WELCOMES the Joint Communication to the European Parliament and the
Council entitled "The EU's Cybersecurity Strategy for the Digital Decade", which outlines
the new framework for the EU to protect its people, businesses and institutions from cyber
threats while enhancing the trust of citizens and organisations in the EU's ability to promote
secure and reliable digital tools and connectivity, and to promote and protect a global, stable,
secure, free and open cyberspace, grounded in the rule of law, human rights, fundamental
freedoms and democratic values.

. RECOGNISING that the COVID-19 pandemic has brought trust and security in Information
and Communication Technology (ICT) tools and systems to the forefront of our daily lives,
stresses that cybersecurity and the global and open Internet are vital for the functioning of
our public administrations and institutions at both national and EU level, for teleworking,
tele-education and doing business online and for society as a whole.

CALLS FOR the promotion and protection of the core EU values of democracy, human
rights, fundamental freedoms including the freedom of expression, the right to free and equal
access to information, the freedom of assembly and association, the right to privacy and the
protection against mass surveillance and of the rule of law in cyberspace. WELCOMES, in
this regard, further sustained efforts to protect human rights defenders, civil society and
academia working on issues such as cybersecurity, data privacy, surveillance and online
censorship by providing further practical guidance, promoting best practices and stepping-up
its efforts to prevent the misuse of emerging technologies, notably through the use of
diplomatic measures where necessary, as well as the export control of such technologies.

. HIGHLIGHTS the importance of strengthening the EU’s strategic autonomy, particularly its
digital and technological leadership in the field of cybersecurity, while preserving an open
economy. In this respect, EMPHASISES the importance of enhanced cooperation with key
likeminded partners and COMMITS itself to promoting the Union’s autonomy on the basis
of the development of a dynamic Industrial Strategy that supports EU value chains and
secures the supply chains in particular in the most strategic domains, while ensuring that
access to the single market is gained on fair and equitable terms and with respect for the
Union’s values.

Bearing in mind the shortage of cybersecurity skills in the workforce, STRESSES the
importance of developing, retaining and attracting the best cybersecurity talent, for instance

through education and training, and ENGGURAGE&ensuring all women’s and girls’

inereased—full and equal participation in science, technology, engineering, mathematics
(‘STEM’) education and ICT jobs upskilling and reskilling in digital skills.
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RECALLS that the common and comprehensive EU approach to cyber diplomacy aims to
contribute to conflict prevention, the mitigation of cybersecurity threats and greater stability
in international relations. In this context, REAFFIRMS its commitment to the settlement of
international disputes in cyberspace by peaceful means, and that all of the EU’s diplomatic
efforts should, as a priority, be aimed at promoting security and stability in cyberspace
through increased international cooperation, and at reducing the risk of misperception,
escalation and conflict that may stem from ICT incidents. REITERATES the United Nations
General Assembly's call that UN Member States be guided by the UNGGE reports'
recommendations in their use of ICT and notably the application of international law, in
particular the UN Charter, in cyberspace.

REAFFIRMS that, with a view to shaping jand taking the global lead in setting \international

Cc ted [A59]: Should be more ambitious. Our

norms and standards in the areas of emerging and disruptive technologies and core internet
architecture so that these are in line with EU values and a multi-stakeholder approach, the
further development of standards within the Union is essential: this will ensure that the
Internet remains global, stable, secure, free and open and that digital technologies are human-
centric, privacy-preserving, and that their use is lawful, safe and ethical. EMPHASISES the
importance of creating regulative frameworks and standards that others will use, follow and
adhere to, and RECOGNISES that transatlantic cooperation and cooperation with other
likeminded partners and Buropean tech companies —is key to make this happen] LOOKS

goal should be to become global leader on norms,
standards and regulation.

FORWARD to the upcoming Standardisation Strategy and COMMITS itself to proactive and
coordinated outreach to promote the EU’s objectives at international level, including_in
various international standardisation bodies such as the ITU and through cooperation with
like-minded partners, civil society and the private sector.

STRONGLY SUPPORTS the multi-stakeholder model for Internet governance and commits
itself to reinforcing regular and structured exchanges with stakeholders including the private
sector, academia and civil society, in particular within the context of the Paris Call and in
international fora. PROMOTES universal, affordable and equal access to the Internet,
bridging the digital divides and, in particular, the empowerment of persons in vulnerable
situations or marginalised groups, in both policy development and in the use of the Internet.

EMPHASISES the need to include cybersecurity in all digital investments in the coming
years and SUPPORTS the Commission’s plan to increase public spending and leverage
private investment in the cybersecurity domain, taking into account the prospective increase
in the number of sectors to which the Directive on measures for a high common level of
cybersecurity across the Union (NIS Directive 2.0) will apply. HIGHLIGHTS the importance
of Small and Medium Sized Enterprises (SMEs) in the cybersecurity ecosystem and
RECOGNISES the relevant financial instruments available to support a cybersecurity digital
transformation over the 2021-2027 Multiannual Financial Framework (MFF) as well as in
the Recovery and Resilience Facility.
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10.

11.

12.
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14.

LOOKS FORWARD to the rapid implementation of the Regulation on Cybersecurity
Industrial, Technology and Research Competence Centre and Network of Coordination
Centres (CCCN) with a view to maximising the effects of investments to strengthen the
Union’s leadership in the field of cybersecurity, to support technological capacities and skills
and to increase the Union's global competitiveness with input from industry and academic
communities in cybersecurity, which should be brought into a more systematic collaboration.

REITERATES the need to explore the scope of a possible horizontal Union legal act,
including for market access, which the Commission may be invited to propose in order to
address all relevant aspects of cybersecurity of connected objects and its links with the
cybersecurity certification framework under the Cybersecurity Act (CSA), as well as any
other product specific instruments, in order to ensure adequate synergies, while avoiding
inconsistencies or duplication.

ACKNOWLEDGES the importance of a harmonised approach on cybersecurity in the
Union, while fully respecting Member States’ competences, and WELCOMES the new
proposal for a Directive on measures for a high common level of cybersecurity across the
Union (NIS Directive 2.0) that builds upon the NIS Directive as an evolution of the efforts
undertaken and which has contributed to strengthening and harmonising national
cybersecurity frameworks kaﬂd—in response to a need to share information and further enhance
cooperation between competent authorities and promotee_cross-border-cooperation between
Member States_at technical, operational and political levelr[Furthermore, RECOGNISES the

need for close alignment with other sectorial legislation in this domain.

. TAKES NOTE of the Commission’s proposal to support Member States in strengthening

their national Security Operation Centres (SOCs) and to build a network of SOCs across the
EU, to detect signals of attacks on networks and enable responses before harm is done.
LOOKS FORWARD to exploring this network's potential to strengthen SOCs as well as
their complementarity and coordination with existing networks and actors (for instance
CSIRTs Network, ENISA and CERT-EU), including within the scope of the EU’s cyber
crisis management framework, in order to promote an efficient, secure and reliable
information-sharing culture. Within this process, the best use should be made of the work
carried out in the context of Artificial Intelligence and High Performance Computing
initiatives and by European Digital Innovation Hubs, as well as the entire electronic
communications infrastructure such as land and submarine network systems.

TAKES NOTE of the possible development of an ultra-secure connectivity system, building

on the Euro quantum communication infrastructure (QCI) and EUGOVSATCOM, and
COMMENDS that it be based on a robust cybersecurity framework.
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15.

16.

LOOKS FORWARD to discussions with the Commission, ENISA, the two EU DNS Root
Server Operators and the multi-stakeholder community to assess the role of its operators in
guaranteeing that the Internet remains globally accessible and non-fragmented.
RECOGNISES that an alternative European service for accessing the global internet
(“DNS4EU” initiative), based on a transparent model which conforms to the latest security
and data protection and privacy by design and by default standards and rules, can contribute
to increased resilience.

RECOGNISES the need for a joint effort from the Commission and the Member States to
accelerate the uptake of key internet standards, including IPV6, and well-established internet
security standards as they are instrumental to increase the overall level of security, resilience
and openness of the global internet, while increasing the competitiveness of the EU industry
and in particular of the internet infrastructure operators.

17. STRESSES the importance of a coordinated approach as well as the development and

implementation of effective measures at national level to reinforce the cybersecurity of 5G
networks:

authorities to maintain and preserve efficient lawful interception capabilities in 5G networks .

1718. SUPPORTS the next steps to be taken on the cybersecurity of 5G networks, as

presented in the appendix to the Cybersecurity Strategy and as based on the review of the
Commission’s recommendation on the security of 5G networks, for instance with regard to
the definition of a long-term and comprehensive approach looking at the entire 5G value
chain and ecosystem. URGES Member States, EU institutions and other relevant
stakeholders for a swift and effective implementation of the EU 5G Toolbox, as envisaged in
the new cyber security strategy, to_continue their periodic stocktaking, together with the
exchange of information and best practice within the dedicated NIS Cooperation Group
Work Stream on 5G Cybersecurity, and report regularly on the progress made to the Council.
HIGHLIGHTS its strong commitment to applying_and further building on the work of the
EU 5G Toolbox, including relevant restrictions on high-risk suppliers for key assets defined
as critical and sensitive in the EU coordinated risk assessments and to continuing efforts
made to guarantee the cybersecurity of 5G networks. [The close cooperation between Member

States and the Commission on 5G cybersecurity should serve as an example for other issues
in the field of cybersecurity.|

Commented [A62]: Law enforcement and other actors
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1+8:19. RECOGNISES the relevance of integrating cybersecurity into EU crisis response

mechanisms and STRESSES the importance of enhancing cooperation and information-
sharing amongst the various cybersecurity communities within the EU and of linking the
existing structures and procedures (such as the Blueprint, the CSIRT Network, the NIS
Cooperation Group, CyCLONe, the European Cybercrime Centre, EU INTCEN and the
IPCR) in case of large-scale cyber incidents and threats. TAKING INTO ACCOUNT the
progress already achieved in this domain, LOOKS FORWARD to the Commission’s
proposal on the process, milestones and timeline for defining and implementing the Joint
Cyber Unit (JCU) with a view to providing added value and streamlining the EU
cybersecurity crisis management framework, including through preparedness, shared
situational awareness, coordinated response and exercises, in a transparent and incremental
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manner while avoiding duplication and overlap and respecting the competences of the
Member States.

149:20. As highlighted by the impact of the COVID-19 pandemic, STRESSES the
importance of promoting cooperation and information exchange between cybersecurity
actors, both public and private and law enforcement and judicial authorities and the need to
expand and improve the capacity of these authorities to_detect, prevent investigate
cybercrime,_and other cyber-enabled and cyber-dependent crime, and thus ensure the
identification and prosecution of offenders, while fully respecting fundamental rights and
striving to ensure the requisite balance between various rights and interests, in particular

privacy and ISGCUI'iM. Cc ted [A64]: Large scale cyber enabled crimes
are becoming difficult or impossible to detect, prevent and
. . . investigate, causing financial and reputational damage to
20:21. REAFFIRMS its support to the development, implementation and use of strong organisations and individuals. Internet frauds and scams
encryption as a necessary means of protecting fundamental rights and the digital security of may have a negative impact for the consumer’s trust in e-

.- . . . commerce and e-banking and it may slow down the
citizens, governments, industry and society and, at the same time, the need to ensure the - — e Supportsythe view that

ability of the competent lguthorities in the area of security and criminal justice, e.g. law cybererime should become a strategic communication

s ”» . - . L jorit the EU, to alert E to the risks and
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to protect our societies and citizens.

21-22. CONTINUES to support and promote the Budapest Convention on Cybercrime, and Commented [A65]: Agreed language (Council

the ongoing work on the Second Additional Protocol to that Convention. Furthermore, will conclusions on encryption, from last year)
continue to engage in multilateral exchanges on cybercrime to ensure the respect of human
rights and fundamental freedoms.

22.23. While national security remains the sole responsibility of each Member State,
ACKONOWLEDGES the importance of strategic intelligence cooperation on cyber threats
and activities, and INVITES Member States, through their competent authorities, to
continue to contribute to EU INTCEN’s work, including by exploring the establishment of
an EU Cyber Intelligence Working Group.

23.24. HIGHLIGHTS the importance of a robust and consistent security framework to
better protect all EU personnel, data, information, communication networks and decision-
making processes based on comprehensive, consistent and homogeneous rules. In particular,
this should be done by enhancing the resilience and improving the security culture of the EU
against cyber threats and by strengthening classified and non-classified EU networks while
ensuring that sufficient resources are available. WELCOMES, in this context, the ongoing
interinstitutional discussions on the establishment of common rules on information security
and cybersecurity for all EU institutions, bodies, offices and agencies.
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2425, BUILDING ON the EU’s cyber diplomacy efforts, COMMITS itself to increasing

the effectiveness and the efficiency of the EU Cyber Diplomacy Toolbox and LOOKS
FORWARD to deepening—diseussionsstrengthening its implementation by and—further
broadening the scope and the use of the Toolbox building on lessons learned from the
application of this instrument to date, , as well as taking into account that the ability and

willingness of state actors to pursue their geostrategic objectives through the means of
malicious cyber activities has continued to increase. These discussions should aim at building

a notion of shared security at international level by strengthening prevention, cooperation and
advancing confidence and capacity building and, where necessary, impose restrictions,
thereby contributing to the EU’s security and integrity and consolidating the EU’s cyber
posture, in full respect of national competences and prerogatives. In particular, special
attention should be given to countering cyberattacks affecting our critical infrastructure,
democratic institutions and processes,_|i , as well as to

Cc ted [A66]: Digital disinformation is clearly on

countering eyberattacks—on—supply chain-attacks with—systemie—effeets—and cyber-enabled
theft of intellectual property.

25.26. In order to contribute to a global, secure, stable, free and open cyberspace, which is

of ever-increasing importance for the continued prosperity, growth, security, well-being,
connectivity and integrity of our societies, COMMITS itself to continuous engagement in
norm-setting processes | in 1nternat10nal organisations, especially in the fUN first- comrmttee‘
related processes, romoting the application of finternational

law in cyberspace and adherence to the norms, rules and principles of responsible state
behaviour in cyberspace, for instance by promoting the swift establishment of a Programme
of Action (PoA) for Advancing Responsible States behaviour in cyberspace, as a
constructive, inclusive and consensus-based outcome of both the current UN GGE and
OEWG processes. REAFFIRMS that a universal cyber security framework can only be
grounded in existing international law, including the Charter of the United Nations in its
entirety, international humanitarian law, and international human rights law

the rise, as seen also during the Covid-19 pandemic. The
diplomatic toolbox should ultimately also address hacking
based disinformation, where the illegality of the hacking
would constitute grounds for the use of the diplomatic
toolbox.

Commented [A67]: Important to also mention the
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26:27. RECALLS its strong commitment to rules-based multilateralism and its

determination to aimed-at-strengthening cooperation and coordination with international and
regional organisations, namely the United Nations, the Council of Europe, the OSCE, the
OECD, NATO, the AU, the OAS, ASEAN, the ARF, the GCC and the LAS concerning
discussions on cyber-related issues as well as the continuation and expansion of structured
EU cyber dialogues and consultations with third countries. To step up these efforts
CONSIDERS formulating an EU position on the application of international law to the use of
ICT technologies by States. STRESSES its active support to the UN, in particular in relation
to its Agenda 2030, including the Sustainable Development Goals, and the UN Secretary
General’s Roadmap on digital cooperation)| WELCOMES the establishment of an informal

[Commented [A68]: Agreed language 10786/20. ]
{f‘ C ted [A69]: Agreed language 10786/20. }
(c ted [A70]: Good! )

EU Cyber Diplomacy Network by the High Representative for Foreign Affairs and Security
Policy with a view to developing the engagement and expertise of both EU delegations and
MS embassies on international cyber issues in order to strengthen coordinated outreach.
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27.28. ACKNOWLEDGES the importance of strengthening cooperation with international
partners, including with NATO, in order to advance the shared understanding of the cyber
threat landscape, to develop cooperation mechanisms, to identify, where appropriate,
cooperative diplomatic responses as well as to improve information-sharing, including
through education, training and exercises. In particular, REAFFIRMS that a strong
transatlantic partnership is vital to ensure and to contribute to our common security, stability
and prosperity. IWELCOMES the chapter on technology. trade and standards in the joint
Communication of the European Commission and the High Representative on a new EU-US
agenda for global change, and LOOKS FORWARD to its swift operationalisation and
implementation. \

Cc ted [A71]: Important to set ambitious and

28-29. LOOK FORWARD TO the forthcoming proposal for a review of the Cyber Defence
Policy Framework (CDPF), and COMMITS itself to pursuing efforts to strengthen
cybersecurity and cyber defence dimensions with a view to ensuring that these are fully
integrated into the wider security, crisis management and defence agenda, for instance in the
context of the work on the Strategic Compass. CONSIDERS that the upcoming "Military
Vision and Strategy on Cyberspace as a Domain of Operations" will contribute to furthering
these discussions. WELCOMES the initiative on setting up the Military CERT-Network by
the European Defence Agency (EDA) and SUPPORTS efforts made to enhance synergies
and coordination between the cybersecurity civilian, defence and space spheres, including
through the dedicated PESCO projects.

29-30. TAKES NOTE of the development of an EU External Cyber Capacity Building
Agenda and the creation of an EU Cyber Capacity Building Board in order to increase cyber
resilience and capacities worldwide. In this context, ENCOURAGES cooperation with
Member States, as well as with public and private sector partners and other relevant
international bodies, to ensure coordination and avoid duplication. In particular,
ENCOURAGES cooperation with partners in the Western Balkans and in the EU
Neighbourhood.

31. To ensure that all countries are able to reap the social, economic and political benefits of the
Internet and the use of technologies, COMMITS itself to assisting partners in tackling the
growing challenge of malicious cyber activities, notably those that harm the development of
their economies, societies and the integrity and security of democratic systems, including in
line with the efforts under the European Democracy Action Plan.

30:32. ACKNOWLEDGES the importance of close coordination and cooperation between

the European Commission and the European External Action Service to ensure a holistic and
intersectoral approach to cybersecurity. COMMENDS the Commission and External Action
Service for their close cooperation in developing the Cybersecurity Strategy, and
ENCOURAGES them to regularise and consolidate their joint planning and stocktaking on
cyber issues.
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31433, WELCOMES the comprehensive proposals presented in the Cybersecurity Strategy
and ACKNOWLEDGES that all of the initiatives presented therein are important. In order to
ensure their seamless implementation, and taking into account the multiannual character of
some of these, CONSIDERS it is necessary to set the priorities with an accompanying and
detailed implementation plan,

32:34. MONITORS the progress in the implementation of these Conclusions by the means
of an Action Plan to be adopted by the Council by .... The action plan would be regularly
reviewed and updated by the Council in cooperation with the European Commission and the
High Representative.
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FRANCE
ANNEX

The Council of the European Union,
RECALLING its conclusions on:

- the Joint Communication to the European Parliament and the Council on the Cybersecurity
Strategy for the European Union: "An Open, Safe and Secure Cyberspace",

- en-Internet Governance,

- the Joint Communication to the European Parliament and the Council: "Resilience, Deterrence and
Defence: Building strong cybersecurity for the EU",

- cybersecurity capability and cyber capacity building in the EU,

- the significance of 5G to the European Economy and the need to mitigate security risks linked to
5G [The 5G cybersecurity Toolbox],

- the future of a highly digitised Europe beyond 2020: "Boosting digital and economic
competitiveness across the Union and digital cohesion",

- shaping Europe's Digital Future,
- complementary efforts to enhance resilience and counter hybrid threats,

- strengthening resilience and countering hybrid threats, including countering disinformation in the
context of the COVID-19 pandemic,

- Cyber Diplomacy,
- en-EU Coordinated Response to Large-Scale Cybersecurity Incidents and Crises

- a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities ("Cyber
Diplomacy Toolbox™),

- EU External Cyber Capacity Building Guidelines,
- the cybersecurity of connected devices,

- its declaration on building the next generation cloud for business and the public sector in the EU,

- and its Council Resolution on Encryption - Security through encryption and security despite
encryption.

RECALLING the European Council Conclusions on COVID-19, the Single Market, industry
policy, digital and external relations and those on disinformation and hybrid threats,

RECALLING the Global Strategy for the European Union's Foreign and Security Policy,

RECALLING the Communications of the European Commission on shaping Europe's Digital
Future and on the EU Security Union IStrategyL

Without prejudice to the outcome of the legislative process:
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RECOGNISING that the COVID-19 pandemic has brought trust and security in Information
and Communication Technology (ICT) tools and systems to the forefront of our daily lives,
stresses that cybersecurity and the global and open Internet are vital for the functioning of
our public administrations and institutions at both national and EU level, for teleworking,
tele-education and doing business online and for society as a whole.

CALLS FOR the promotion and protection of the core EU values of democracy, human
rights, fundamental freedoms including the freedom of expression, the right to free and equal
access to information, the freedom of assembly and association, the right to privacy and the
protection against mass surveillance and of the rule of law in cyberspace. WELCOMES, in
this regard, further sustained efforts to protect human rights defenders, civil society and
academia working on issues such as cybersecurity, data privacy, surveillance and online
censorship by providing further practical guidance, promoting best practices and stepping-up
its efforts to prevent the misuse of emerging technologies, notably through the use of
diplomatic measures where necessary, as well as the export control of such technologies.

HIGHLIGHTS the importance of strengthening the EU’s strategic autonomy, particularly its
digital and technological_sovereignty and leadership in the field of cybersecurity,—while

preservingan—open—eeonomy. In this respect, COMMITS itself to promoting the Union’s
autonomy on the basis of the development of a dynamic Industrial Strategy that supports [EU
value chains| and secures the supply chains in particular in the most strategic domains, while
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industrial fabric.

ensuring that access to the single market is gained on fair and equitable terms and with
respect for the Union’s values.

Bearing in mind the shortage of cybersecurity skills in the workforce, STRESSES the
importance of developing, retaining and attracting the best cybersecurity talent, for instance
through education and training, and ENCOURAGES women’s increased participation in
science, technology, engineering, mathematics (‘STEM’) education and ICT jobs upskilling
and reskilling in digital skills.
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6._|LRECALLS[ that the common and comprehensive EU approach to cyber diplomacy aims to
contribute to conflict prevention, the mitigation of cybersecurity threats and greater stability
in international relations. In this context, REAFFIRMS its commitment to the settlement of
international disputes in cyberspace by peaceful means, and that all of the EU’s diplomatic
efforts should, as a priority, be aimed at promoting security and stability in cyberspace
through increased international cooperation, and at reducing the risk of misperception,
escalation and conflict that may stem from ICT incidents. REITERATES the United Nations
General Assembly's call that UN Member States be guided by the UNGGE reports'
recommendations in their use of ICT and netablyREAFFIRMS the full applicabilitytien of
international law, in particular of the UN Charter, in cyberspace.
12 <

6-7.REAFFIRMS that, with a view to shaping international standards in the areas of emerging
technologies and core internet architecture so that these are in line with EU values and a
multi-stakeholder approach, the further development of standards within the Union is
essential: this will ensure that the Internet remains global, stable, secure, free and open and
that digital technologies are human-centric, privacy-preserving, and that their use is lawful,
safe and ethical. LOOKS FORWARD to the upcoming Standardisation Strategy and
COMMITS itself to proactive and coordinated outreach to promote the EU’s objectives at
international level, including through cooperation with like-minded partners, civil society
and the private sector.

7.8.STRONGLY SUPPORTS the multi-stakeholder model for Internet governance and
cybersecurity and commits itself to reinforcing regular and structured exchanges with
stakeholders including the private sector, academia and civil society, in particular within the
context of the Paris Call for Trust and Security in Cyberspace and in international fora.

€-9.PROMOTES universal, affordable and equal access to the Internet and, in particular, the
empowerment of persons in vulnerable situations or marginalised groups, in both policy
development and in the use of the Internet.

10. EMPHASISES the need to include cybersecurity in all digital investments in the coming
years and SUPPORTS the Commission’s plan to increase public spending and leverage
private investment in the cybersecurity domain, taking into account the prospective increase
in the number of sectors to which the Directive on measures for a high common level of
cybersecurity across the Union (NIS Directive 2.0) will apply. HIGHLIGHTS the importance
of Small and Medium Sized Enterprises (SMEs) in the cybersecurity ecosystem and
RECOGNISES the relevant financial instruments available to support a cybersecurity digital
transformation over the 2021-2027 Multiannual Financial Framework (MFF) as well as in
the Recovery and Resilience Facility.
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12. WELCOMES the ongoing work led by ENISA, along with Member States and interested

stakeholders, to provide the EU with cybersecurity certification schemes that will eventually

contribute to raising the overall level of cybersecurity within the Digital Single Market.

STRESSES the pioneering role of the EU to enforce standards that will -shape the

cybersecurity landscape thus contributing to its sovereignty. -RECALLS the importance for

EU businesses and public sector to be able to maintain control over strategic and sensitive

personal and non-personal data when using public cloud infrastructure=. In this

STRESSESregard, STRESSES the pivotal role of the EU cybersecurity certification scheme

on cloud service providers to establish a mechanism allowing for a verification that no access

request to such data can be granted if it comes from a foreign government or if it is not fully

compliant with EU legislation and case law.

+H-=13. ENCOURAGES the upcoming publication and implementation of the Union Rolling
Work Program to identify the prierititiespriorities on that matter. REITERATES the need to

explore the scope of a possible horizontal Union legal act, including for market access, which
the Commission may be invited to propose in order to address all relevant aspects of
cybersecurity of connected objects and its links with the cybersecurity certification
framework under the Cybersecurity Act_(CSA), as well as any other product specific
instruments, in order to ensure adequate synergies, while avoiding inconsistencies or
duplication.

12:14. ACKNOWLEDGES the importance of a harmonised approach on cybersecurity in
the Union, while fully respecting Member States’ competences, and WELCOMES the new
proposal for a Directive on measures for a high common level of cybersecurity across the
Union (NIS Directive 2.0) to further strengthen EB-Member States capacities considering the
evolution of the cyber threat landscape : WELCOMES that_it builds upon the NIS Directive
as an evolution of the efforts undertaken and which has contributed to strengthening and
harmonising national cybersecurity frameworks and promoted cooperation between Member
States_while propesing addressing new stakes by —te— develepcompleting national and EU
crisis management frameworks as well as encompassing the security of digital ecosystems of
the entities that are essential to EU economic and societal activities. Furthermore,
RECOGNISES-STRESSES the need for close alignment_and proper articulation with other
sectorial legislation in this domain.

13-15. TAKES NOTE of the Commission’s proposal to support Member States in
strengthening their national Security Operation Centres (SOCs) and to build a network of
SOCs across the EU, to deteet-monitor and anticipate signals of attacks on networks-ané

enable—responses—before—harm-is—done. LOOKS FORWARD to exploring this network's

potential to strengthen SOCs as well as their complementarity and coordination with

existing networks-and-actors-(forinstaneesuch as the CSIRTs Network; ENISA-and-CERT- )
. . L N . . “| Commented [A77]: ENISA and CERT-EU are heavily
EU), including within the scope of the EU’s cyber crisis management framework, in order to | involved in the activities of the CSIRTs NW
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promote an efficient, secure and reliable information-sharing culture. Within this process,
the best use should be made of the work carried out in the context of Artificial Intelligence
and High Performance Computing initiatives and by European Digital Innovation Hubs, as
well as the entire electronic communications infrastructure such as land and submarine
network systems.

+4-16. TAKES NOTE of the possible development of an ultra-secure connectivity system,
building on the Euro quantum communication infrastructure (QCI) and EUGOVSATCOM,
and COMMENDS that it be based on a robust cybersecurity framework.

15.17. LOOKS FORWARD to discussions with the Commission, ENISM, the two EU DNS Commented [A78]: ENISA role herein would need to
Root Server Operators and the multi-stakeholder community to assess the role of its be clarified / aligned with its mandate

operators in guaranteeing that the Internet remains globally accessible and non-fragmented.
RECOGNISES that an alternative European service for accessing the global internet
(“DNS4EU” initiative), based on a transparent model which conforms to the latest security
and data protection and privacy by design and by default standards and rules, can contribute
to increased resilience.

16:18. RECOGNISES the need for a joint effort from the Commission and the Member
States to accelerate the uptake of key internet standards, including IPV6, and well-
established internet security standards as they are instrumental to increase the overall level of
security, resilience and openness of the global internet, while increasing the competitiveness
of the EU industry and in particular of the internet infrastructure operators.

+719. STRESSES the importance of a coordinated approach as well as the development
and implementation of effective measures at national level to reinforce the cybersecurity of
5G networks. SUPPORTS the next steps to be taken on the cybersecurity of 5G networks, as
presented in the appendix to the Cybersecurity Strategy and as based on the review of the
Commission’s recommendation on the security of 5G networks, for instance with regard to
the definition of a long-term and comprehensive approach looking at the entire 5G value
chain and ecosystem. URGES Member States to continue periodic stocktaking, together with
the exchange of information and best practice within the dedicated NIS Cooperation Group
Work Stream on 5G Cybersecurity, and report regularly on the progress made to the Council.
HIGHLIGHTS its strong commitment to applying the EU 5G Toolbox, including relevant
restrictions on high-risk suppliers for key assets defined as critical and sensitive in the EU
coordinated risk assessments and to continuing efforts made to guarantee the cybersecurity of
5G networks.
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18:20. RECOGNISES the relevance of further integrating cybersecurity into EU crisis
response mechanisms and STRESSES the importance of enhancing cooperation and
information-sharing amongst the various cybersecurity communities within the EU and of
linking the existing structures and procedures (such as the Blueprint, the CSIRT Network, the
NIS Cooperation Group, the CyCLONe, the European Cybercrime Centre, EU INTCEN and
the IPCR) in case of large-scale cyber incidents and threats. TAKING INTO ACCOUNT the
progress already achieved in this domain_while implementing the Blueprint,—going even
further than the initial recommendation, LOOKS FORWARD to the Commission’s proposal
on the process, milestones and timeline for defining and implementing the Joint Cyber Unit
(JCU) with a view to providing added value and streamlining the EU cybersecurity crisis
management framework, including through preparedness, shared situational awareness,
coordinated response and exercises, in a transparent and incremental manner while avoiding
duplication and overlap and respecting the competences of the Member States. CALLS FOR
the Member States and the EU institutions to initiate discussions and conduct
exereicesexercises with a view to developing en—the solidarity mechanisms and mutual
assistance processes in case of majerlarge-scale incidents or attaekscrises, and COMMITS to
ensure the coherence of its responses outside and inside of the Union. HIGHLIGHTS the
need to develop a trusted industrial base should the EU be severely impacted by a cyber
crisis, notably via the certification of incident response service providers.

19:21. As highlighted by the impact of the COVID-19 pandemic, STRESSES the
importance of promoting cooperation and exchange between cybersecurity actors and law
enforcement and judicial authorities and the need to expand-and improve the skills and

expertise eapaeity—of these authorities to investigate cybercrime, while fully respecting

prlvacy, fundamental rlghts and the securlty of commumcatlons aﬂd—stﬁ*mg—te—en%&he

Cc ted [A79]: We do not see privacy and security
as conflicting objectives

20:22. REAFFIRMS its support to the development, implementation and use of strong
encryption as a necessary means of protecting fundamental rights and the digital security of
citizens, governments, industry and society and, at the same time, the need to ensure the
ability of the competent law enforcement and judicial authorities to exercise their lawful
powers, both online and offline, to protect our societies and citizens, in full respect of the
principles of legality, transparency, necessity and proportionality.

2423, CONTINUES to support and promote the Budapest Convention on Cybercrime, and
the ongoing work on the Second Additional Protocol to that Convention. Furthermore, will
continue to engage in multilateral exchanges on cybercrime to ensure the respect of human
rights and fundamental freedoms.

2224 While national security remains the sole responsibility of each Member State,
ACKONOWLEDGES the importance of stratesieintelligenee-cooperation on cyber threats
and activities, and INVITES Member States, through their competent authorities, to
continue to contribute to EU INTCEN’s work, including by exploring the establishment of

an-_informal working groups when needed to-andEU-Cybertntellicence Working Group—
foster information exchange.

49



23.25. HIGHLIGHTS the importance of a robust and consistent security framework to
better protect all EU personnel, data, information, communication networks and decision-
making processes based on comprehensive, consistent and homogeneous rules. In particular,
this should be done by enhancing the resilience and improving the security culture of the EU
against cyber threats and by strengthening the security of classified and non-classified EU
networks while ensuring an adequate governance and that sufficient resources are made
available, including in the context of the reinforcement of CERT-EU. WEECOMESLOOKS
FORWARD, in this context, to the—eongeing—interinstitutional—discussions—on—the
establishment of common rules on information security_taking due account of the Council's
security rules for the protection of EU classified information, as well as the definition of
common binding rules on—and-cybersecurity for all EU institutions, bodies, offices and
agencies.

26. BUILDING ON the EU’s cyber diplomacy efforts, COMMITS itself to increasing the
effectiveness and the efficiency of the EU Cyber Diplomacy Toolbox and LOOKS
FORWARD to deepening discussions building on lessons learned from the application of
this instrument to date. These discussions should aim at building a notion of shared security
at international level by strengthening prevention, cooperation and advancing confidence and
capacity building and, where necessary, impose restrictions, thereby contributing to the EU’s
security and integrity and consolidating the EU’s cyber posture, in full respect of national
competences and prerogatives. In particular, special attention should be given to countering
cyberattacks affecting our critical infrastructure, democratic institutions and processes, as
well as to countering cyberattacks on supply chain-attaeks with systemic effects and cyber-
enabled theft of intellectual property.
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of ever-increasing importance for the continued prosperity, growth, security, well-being,
connectivity and integrity of our societies, COMMITS itself to continuous engagement in
norm-setting processes in international organisations, especially in the UN first-committee
related processes, contributing to the respect for international law in cyberspace and
adherence to the norms, rules and principles of responsible state behaviour in cyberspace, for
instance by promoting the swift establishment of a Programme of Action (PoA) for
Advancing Responsible States behaviour in cyberspace, as a constructive, inclusive and
consensus-based outcome of both the current UN GGE and OEWG processes.

25:28. RECALLS its strong commitment to multilateralism aimed at strengthening
cooperation and coordination with international and regional organisations, namely the
United Nations, the Council of Europe, the OSCE, the OECD, NATO, the AU, the OAS,
ASEAN, the ARF, the GCC and the LAS concerning discussions on cyber-related issues as
well as the continuation and expansion of structured EU cyber dialogues and consultations
with third countries. STRESSES its active support to the UN, in particular in relation to its
Agenda 2030, including the Sustainable Development Goals, and the UN Secretary General’s
Roadmap on digital cooperation. WELCOMES the establishment of an informal EU Cyber
Diplomacy Network by the High Representative for Foreign Affairs and Security Policy with
a view to developing the engagement and expertise of both EU delegations and MS
embassies on international cyber issues in order to strengthen coordinated outreach.
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26:29.  ACKNOWLEDGES the importance of strengthening cooperation with international

partners, inelading—with-NATO, in order to advance the shared understanding of the cyber
threat landscape, to develop cooperation mechanisms, to identify, where appropriate,
cooperative diplomatic responses as well as to improve information-sharing, including
through education, training and exercises. In particular, REAFFIRMS that a strong
transatlantic partnership is vital to ensure and to contribute to our common security, stability
and prosperity.

30. LOOK FORWARD TO the forthcoming proposal for a review of the Cyber Defence Policy<

Framework (CDPF), and COMMITS itself to pursuing efforts to strengthen cybersecurity
and cyber defence dimensions with a view to ensuring that these are fully integrated into the
wider security, crisis management and defence agenda, for instance in the context of the
work on the Strategic Compass. CONSIDERS that the upcoming "Military Vision and
Strategy on Cyberspace as a Domain of Operations" will contribute to furthering these
discussions. WELCOMES the initiative on setting up the Military CERT-Network by the
European Defence Agency (EDA) and SUPPORTS efforts made to enhance synergies and
coordination between the cybersecurity civilian, defence and space spheres, including
through the dedicated PESCO projects.

<

27:31. TFAKES NOTFEWELCOMES eofthe development of an EU External Cyber Capacity

28:

33. WELCOMES the comprehensive proposals presented in the Cybersecurity Strategy and
ACKNOWLEDGES that all of the initiatives presented therein are important. In order to
ensure their seamless implementation, and taking into account the multiannual character of
some of these, ENCOURAGES the Commission and the High Representative to establish a
detailed 1mplementat10n plan setting the prlormes and the schedule of p]armed actions.
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Building Agenda and the creation of an EU Cyber Capacity Building Board in order to
increase cyber resilience and capacities worldwide. In this context, ENCOURAGES
cooperation with Member States, as well as with public and private sector partners and other
relevant international bodies, to ensure coordination and avoid duplication. In particular,
ENCOURAGES cooperation with partners in the Western Balkans and in the EU
Neighbourhood.

32. To ensure that all countries are able to reap the social, economic and political

benefits of the Internet and the use of technologies, COMMITS itself to assisting partners in
tackling the growing challenge of malicious cyber activities, notably those that harm the
development of their economies, societies and the integrity and security of democratic
systems, including in line with the efforts under the European Democracy Action Plan.

34. These Conclusions will be implemented by the means of an Action Plan to be

adopted by the Council before .... The action plan as a living document would be regularly

reviewed and updated by the CouncﬂM@m@R—S—ﬂq%pregress—m—bh%mﬂememaﬂen—ef

il in cooperatlon w1th the

European Commlssmn and the ngh Representatwe
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GERMANY
ANNEX

The Council of the European Union,
RECALLING its conclusions on:

- the Joint Communication to the European Parliament and the Council on the Cybersecurity
Strategy for the European Union: "An Open, Safe and Secure Cyberspace",

- en-Internet Governance,

- the Joint Communication to the European Parliament and the Council: "Resilience, Deterrence and
Defence: Building strong cybersecurity for the EU",

- cybersecurity capability and cyber capacity building in the EU,

- the significance of 5G to the European Economy and the need to mitigate security risks linked to
5G [The 5G cybersecurity Toolbox],

- the future of a highly digitised Europe beyond 2020: "Boosting digital and economic
competitiveness across the Union and digital cohesion",

- shaping Europe's Digital Future,
- complementary efforts to enhance resilience and counter hybrid threats,

- strengthening resilience and countering hybrid threats, including countering disinformation in the
context of the COVID-19 pandemic,

- Cyber Diplomacy,
- enrEU Coordinated Response to Large-Scale Cybersecurity Incidents and Crises

- a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities ("Cyber
Diplomacy Toolbox”),

- EU External Cyber Capacity Building Guidelines,
- the cybersecurity of connected devices,

- and its Council Resolution on Encryption - Security through encryption and security despite
encryption.

RECALLING the European Council Conclusions on COVID-19, the Single Market, industry
policy, digital and external relations and those on disinformation and hybrid threats,

RECALLING the Global Strategy for the European Union's Foreign and Security Policy,

RECALLING the Communications of the European Commission on shaping Europe's Digital
Future and on the EU Security Union Strategy,
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. HIGLIGHTS the fact that cybersecurity is essential for building a resilient, green and digital
Europe and WELCOMES the Joint Communication to the European Parliament and the
Council entitled "The EU's Cybersecurity Strategy for the Digital Decade", which outlines
the new framework for the EU to protect its people, businesses and institutions from cyber
threats while enhancing the trust of citizens and organisations in the EU's ability to promote
secure and reliable digital tools, infrastructure bndl connectivity, and to promote and protect

an lopen. free, stable and secure slobalstable—seeure—free-and-open-cyberspace, grounded in

the rule of law, human rights, fundamental freedoms and democratic values.

. RECOGNISING that the COVID-19 pandemic has brought trust and security in Information
and Communication Technology (ICT) tools and systems to the forefront of our daily lives,
stresses that cybersecurity and the global and open Internet are vital for the functioning of
our public administrations and institutions at both national and EU level, for teleworking,
tele-education and doing business online and for society as a whole.

CALLS FOR the promotion and protection of the core EU values of democracy, human
rights, fundamental freedoms including the freedom of expression, the right to free and equal
access to information, the freedom of assembly and association, the right to privacy and the
protection against mass surveillance and of the rule of law in cyberspace. WELCOMES, in
this regard, further sustained efforts to protect human rights defenders, civil society and
academia working on issues such as cybersecurity, data privacy, surveillance and online
censorship by providing further practical guidance, promoting best practices and stepping-up
its efforts to prevent the misuse of emerging technologies, notably through the use of
diplomatic measures where necessary, as well as the export control of such technologies.

. HIGHLIGHTS the importance of strengthening the EU’s strategic autonomy, particularly its
digital and technological leadership in the field of cybersecurity, while preserving an open
economy. In this respect, COMMITS itself to promoting the Union’s autonomy on the basis
of the development of a dynamic Industrial Strategy that supports EU value chains and
secures the supply chains in particular in the most strategic domains, while ensuring that
access to the single market is gained on fair and equitable terms and with respect for the
Union’s values.

. Bearing in mind the shortage of cybersecurity skills in the workforce, STRESSES the
importance of developing, retaining and attracting the best cybersecurity talent, for instance
through education and training, and ENCOURAGES women’s increased participation in
science, technology, engineering, mathematics (‘STEM”) education and ICT jobs upskilling
and reskilling in digital skills.
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. RECALLS that the common and comprehensive EU approach to cyber diplomacy aims to
contribute to conflict prevention, the mitigation of cybersecurity threats and greater stability
in international relations. In this context, REAFFIRMS its commitment to the settlement of
international disputes in cyberspace by peaceful means, and that all of the EU’s diplomatic
efforts should, as a priority, be aimed at promoting security and stability in cyberspace
through increased international cooperation, and at reducing the risk of misperception,
escalation and conflict that may stem from ICT incidents. REITERATES the United Nations
General Assembly's call that UN Member States be guided by the UNGGE reports'
recommendations in their use of ICT and notably the application of international law, in
particular the UN Charter, in cyberspace.

. REAFFIRMS that, with a view to shaping international standards in the areas of emerging
technologies and core internet architecture so that these are in line with EU values and a
multi-stakeholder approach, the further development of standards within the Union is
essential: this will ensure that the Internet remains global, stable, secure, free and open and
that digital technologies are human-centric, privacy-preserving, and that their use is lawful,
safe and ethical. LOOKS FORWARD to the upcoming Standardisation Strategy and
COMMITS itself to proactive and coordinated outreach to promote the EU’s objectives at
international level, including through cooperation with like-minded partners, civil society
and the private sector.

STRONGLY SUPPORTS the multi-stakeholder model for Internet governance and commits
itself to reinforcing regular and structured exchanges with stakeholders including the private
sector, academia and civil society, in particular within the context of the Paris Call and in
international fora. PROMOTES universal, affordable and equal access to the Internet and, in
particular, the empowerment of women and girls and persons in vulnerable situations or
marginalised groups, in both policy development and in the use of the Internet.

. EMPHASISES the need to include cybersecurity in all digital investments in the coming
years and SUPPORTS the Commission’s plan to increase public spending and leverage
private investment in the cybersecurity domain, taking into account the prospective increase
in the number of sectors to which the Directive on measures for a high common level of
cybersecurity across the Union (NIS Directive 2.0) Waims to apply. HIGHLIGHTS the
importance of Small and Medium Sized Enterprises (SMEs) in the cybersecurity ecosystem
and RECOGNISES the relevant financial instruments available to support a cybersecurity
digital transformation over the 2021-2027 Multiannual Financial Framework (MFF) as well
as in the Recovery and Resilience Facility (RRF).
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10.

11.

12.

13

14.

LOOKS FORWARD to the rapid implementation of the Regulation on the European
Cybersecurity Industrial, Technology and Research Competence Centre and the Network of
National Coordination Centres (CCCN) with a view to maximising the effects of investments
to strengthen the Union’s leadership in the field of cybersecurity, to support technological
capacities and skills and to increase the Union's global competitiveness with input from
industry and academic communities in cybersecurity, which should be brought into a more
systematic and strategic collaboration.

REITERATES the need te—explore—the——seepe—of a pessible—horizontal Union legal act,

including for market access, which the Commission may be invited to propose in order to
address all relevant aspects of cybersecurity of connected objects and its links with the
cybersecurity certification framework under the Cybersecurity Act (CSA), as well as any
other product specific instruments, in order to ensure adequate synergies, while avoiding
inconsistencies or duplication. SUGGESTS that this horizontal Union legal act foresees
primacy over sectorial legislation in order to ensure a high level of consistency when setting
common_cybersecurity requirements. LOOKS FORWARD to the Union Rolling Work
Programme (URWP) that ensures the continuous development of the CSA and its schemes

ACKNOWLEDGES the importance of a harmonised approach on cybersecurity in the
Union, while FULLY RESPECTING fullyrespeeting—Member States’ competences, and
WELCOMES the new proposal for a Directive on measures for a high common level of
cybersecurity across the Union (NIS Directive 2.0) that builds upon the NIS Directive as an
evolution of the efforts undertaken and which has contributed to strengthening and
harmonising national cybersecurity frameworks and promoted cooperation between Member
States. Furthermore, RECOGNISES the need for close alignment with other sectorial
legislation in this domain.

.fTAKES NOTE of the Commission’s proposal to support Member States in strengthening

their national Security Operation Centres (SOCs) and to build a network of SOCs across the

EU, to detect signals of attacks on networks and enable responses before harm is done|.

LOOKS FORWARD to exploring this network's potential to strengthen SOCs as well as
their complementarity and coordination with existing networks and actors (for instance
CSIRTs Network, ENISA and CERT-EU), including within the scope of the EU’s cyber
crisis management framework, in order to promote an efficient, secure and reliable
information-sharing culture. Within this process, the best use should be made of the work
carried out in the context of Artificial Intelligence and High Performance Computing
initiatives and by European Digital Innovation Hubs, as well as the entire electronic
communications infrastructure such as land and submarine network systems.

TAKES NOTE of the possible development of an ultra-secure connectivity system, building
on the Euro quantum communication infrastructure (QCI) and EUGOVSATCOM, and
COMMENDS that it should be based on a robust cybersecurity framework.
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15.

16.

17.

18.

LOOKS FORWARD to discussions with the Commission, ENISA, the two EU DNS Root
Server Operators and the multi-stakeholder community to assess the role of its operators in
guaranteeing that the Internet remains globally accessible and non-fragmented.
RECOGNISES that an alternative European service for accessing the global internet
(“DNS4EU” initiative), based on a transparent model which conforms to the latest security
and data protection and privacy by design and by default standards and rules, can contribute
to increased resilience.

RECOGNISES the need for a joint effort from the Commission and the Member States to
accelerate the uptake of key internet standards, including IPV6, and well-established internet
security standards as they are instrumental to increase the overall level of security, resilience
and openness of the global internet, while increasing the competitiveness of the EU industry
and in particular of the internet infrastructure operators.

STRESSES the importance of a coordinated approach as well as the development and
implementation of effective measures at national level to reinforce the cybersecurity of 5G
networks. SUPPORTS the next steps to be taken on the cybersecurity of 5G networks, as
presented in the appendix to the Cybersecurity Strategy and as based on the review of the
Commission’s recommendation on the security of 5G networks, for instance with regard to
the definition of a long-term and comprehensive approach looking at the entire 5G value
chain and ecosystem. URGES Member States to continue periodic stocktaking, together with
the exchange of information and best practice within the dedicated NIS Cooperation Group
Work Stream on 5G Cybersecurity, and report regularly on the progress made to the Council.
HIGHLIGHTS its strong commitment to applying the EU 5G Toolbox, including relevant
restrictions on high-risk suppliers for key assets defined as critical and sensitive in the EU
coordinated risk assessments and to continuing efforts made to guarantee the cybersecurity of
5G networks.

RECOGNISES the relevance of integrating cybersecurity into EU crisis response
mechanisms and STRESSES the importance of enhancing cooperation and information-
sharing amongst the various cybersecurity communities within the EU and of linking the
existing structures and procedures (such as the Blueprint, the CSIRT Network, the NIS
Cooperation Group, CyCLONe, the European Cybercrime Centre, EU INTCEN and the
IPCR) in case of large-scale and cross-border cyber incidents and threats. TAKING INTO
ACCOUNT the progress already achieved in this domain, LOOKS FORWARD to the
Commission’s proposal on the process, milestones and timeline for defining and
Fmplemenﬂ'ﬂg;—the Joint Cyber Unit (JCU) with a view to providing added value and
streamlining the EU cybersecurity crisis management framework, including through
preparedness, shared situational awareness, coordinated response and exercises, in a
transparent and incremental manner while avoiding duplication and overlap and respecting
the competences of the Member States.
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19.

20.

21.

22.

23.

24.

As highlighted by the impact of the COVID-19 pandemic, STRESSES the importance of
promoting cooperation and exchange between cybersecurity actors and law enforcement and
judicial authorities and the need to expand and improve the capacity of these authorities to
investigate cybercrime, while fully respecting fundamental rights and striving to ensure the
requisite balance between various rights and interests, in particular privacy and security.

REAFFIRMS its support to the development, implementation and use of strong encryption as
a necessary means of protecting fundamental rights and the digital security of citizens,
governments, industry and society and, at the same time, the need to ensure the ability of the
competent law enforcement and judicial authorities to exercise their lawful powers, both
online and offline, to protect our societies and citizens.

[CONTINUES to support and promote the Budapest Convention on Cybercrime, and the
ongoing work on the Second Additional Protocol to that Convention. Furthermore, will
continue to engage in multilateral exchanges on cybercrime to ensure the respect of human
rights and fundamental freedoms. |

While national security remains the sole responsibility of each Member State,
ACKONOWLEDGES the importance of strategic intelligence cooperation on cyber threats
and activities, and INVITES Member States, through their competent authorities, to
continue to contribute to EU INTCEN’s work, including by exploring the establishment of
an EYU-Cyber Intelligence Working Group lfor possible cooperation between the individual

member states.

fHIGHLIGHTS the importance of a robust and consistent security framework to better protect
all EU personnel, data, information, communication networks and decision-making processes
based on comprehensive, consistent and homogeneous rules. In particular, this should be
done by enhancing the resilience and improving the security culture of the EU against cyber
threats and by strengthening classified and non-classified EU networks while ensuring that
sufficient resources are available. WELCOMES, in this context, the ongoing
interinstitutional discussions on the establishment of common rules on information security
and cybersecurity for all EU institutions, bodies, offices and agencies.]

BUILDING ON the EU’s cyber diplomacy efforts, COMMITS itself to increasing the
effectiveness and the efficiency of the EU Cyber Diplomacy Toolbox and LOOKS
FORWARD to deepening discussions building on lessons learned from the application of
this instrument to date. These discussions should aim at building a notion of shared security
at international level by strengthening prevention, cooperation and advancing confidence and
capacity building and, where necessary, impose restrictions, thereby contributing to the EU’s
security and integrity and consolidating the EU’s cyber posture, in full respect of national
competences and prerogatives. In particular, special attention should be given to countering
cyberattacks affecting our critical infrastructure, democratic institutions and processes, as
well as to countering cyberattacks on supply chain-attacks with systemic effects and cyber-
enabled theft of intellectual property.
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25.

26.

27.

28.

In order to contribute to a global, secure, stable, free and open cyberspace, which is of ever-
increasing importance for the continued prosperity, growth, security, well-being, connectivity
and integrity of our societies, COMMITS itself to continuous engagement in norm-setting
processes in international organisations, especially in the UN first-committee related
processes, contributing to the respect for international law in cyberspace and adherence to the
norms, rules and principles of responsible state behaviour in cyberspace, for instance by
promoting the swift establishment of a Programme of Action (PoA) for Advancing
Responsible States behaviour in cyberspace, as a constructive, inclusive and consensus-based
outcome of both the current UN GGE and OEWG processes.

RECALLS its strong commitment to multilateralism aimed at strengthening cooperation and
coordination with international and regional organisations, namely the United Nations, the
Council of Europe, the OSCE, the OECD, NATO, the AU, the OAS, ASEAN, the ARF, the
GCC and the LAS concerning discussions on cyber-related issues as well as the continuation
and expansion of structured EU cyber dialogues and consultations with third countries.
STRESSES its active support to the UN, in particular in relation to its Agenda 2030,
including the Sustainable Development Goals, and the UN Secretary General’s Roadmap on
digital cooperation. WELCOMES the establishment of an informal EU Cyber Diplomacy
Network by the High Representative for Foreign Affairs and Security Policy with a view to
developing the engagement and expertise of both EU delegations and MS embassies on
international cyber issues in order to strengthen coordinated outreach.

ACKNOWLEDGES the importance of strengthening cooperation with international partners,
including with NATO, in order to advance the shared understanding of the cyber threat
landscape, to develop cooperation mechanisms, to identify, where appropriate, cooperative
diplomatic responses as well as to improve information-sharing, including through education,
training and exercises. In particular, REAFFIRMS that a strong transatlantic partnership is
vital to ensure and to contribute to our common security, stability and prosperity.

LOOK FORWARD TO the forthcoming proposal for a review of the Cyber Defence Policy
Framework (CDPF), and COMMITS itself to pursuing efforts to strengthen cybersecurity
and cyber defence dimensions with a view to ensuring that these are fully integrated into the
wider security, crisis management and defence agenda, for instance in the context of the
work on the Strategic Compass. CONSIDERS that the upcoming "Military Vision and
Strategy on Cyberspace as a Domain of Operations" will contribute to furthering these
discussions. WELCOMES the initiative on setting up the Military CERT-Network by the
European Defence Agency (EDA) and SUPPORTS efforts made to enhance synergies and
coordination between the cybersecurity civilian, defence and space spheres, including
through the dedicated PESCO projects.
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29. TAKES NOTE of the development of an EU External Cyber Capacity Building Agenda, ané
the creation of an EU Cyber Capacity Building Board and the establishment of EU CyberNet
(EU's Cyber Capacity Building Network) in order to increase cyber resilience and capacities
worldwide. In this context, ENCOURAGES cooperation with Member States, as well as with
public and private sector partners and other relevant international bodies, to ensure
coordination and avoid duplication. In particular, ENCOURAGES cooperation with partners
in the Western Balkans and in the EU Neighbourhood.

30. UNDERLINES the need of sharing of good practices on the promotion and protection of
fundamental rights in cyberspace with all relevant stakeholders, and to do the same
concerning the use and export of technologies that could be misused for surveillance or

censorship purposes and in general concerning dual-use technologies,

30:31. To ensure that all countries are able to reap the social, economic and political
benefits of the Internet and the use of technologies, COMMITS itself to assisting partners in
tackling the growing challenge of malicious cyber activities, notably those that harm the
development of their economies, societies and the integrity and security of democratic
systems, including in line with the efforts under the European Democracy Action Plan.

31432, WELCOMES the comprehensive proposals presented in the EU’s Cybersecurity
Strategy an N at-a herein-are-tmportant—In
order to ensure their seamless implementation, and taking into account the multiannual
character of some of these, CONSIDERS it is necessary to set the priorities with an
accompanying and detailed implementation plan.

32.33. MONITORS the progress in the implementation of these Conclusions by the means
of an Action Plan to be adopted by the Council by .... The action plan would be regularly
reviewed and updated by the Council in cooperation with the European Commission and the
High Representative.
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HUNGARY
ANNEX

The Council of the European Union,
RECALLING its conclusions on:

- the Joint Communication to the European Parliament and the Council on the Cybersecurity
Strategy for the European Union: "An Open, Safe and Secure Cyberspace",

- on Internet Governance,

- the Joint Communication to the European Parliament and the Council: "Resilience, Deterrence and
Defence: Building strong cybersecurity for the EU",

- cybersecurity capability and cyber capacity building in the EU,

- the significance of 5G to the European Economy and the need to mitigate security risks linked to
5G [The 5G cybersecurity Toolbox],

- the future of a highly digitised Europe beyond 2020: "Boosting digital and economic
competitiveness across the Union and digital cohesion",

- shaping Europe's Digital Future,
- complementary efforts to enhance resilience and counter hybrid threats,

- strengthening resilience and countering hybrid threats, including countering disinformation in the
context of the COVID-19 pandemic,

- Cyber Diplomacy,
- on EU Coordinated Response to Large-Scale Cybersecurity Incidents and Crises

- a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities ("Cyber
Diplomacy Toolbox™),

- EU External Cyber Capacity Building Guidelines,
- the cybersecurity of connected devices,

- and its Council Resolution on Encryption - Security through encryption and security despite
encryption.

RECALLING the European Council Conclusions on COVID-19, the Single Market, industry
policy, digital and external relations and those on disinformation and hybrid threats,

RECALLING the Global Strategy for the European Union's Foreign and Security Policy,

RECALLING the Communications of the European Commission on shaping Europe's Digital
Future and on the EU Security Union Strategy,
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. HIGLIGHTS the fact that cybersecurity is essential for building a resilient, green and digital
Europe and WELCOMES the Joint Communication to the European Parliament and the
Council entitled "The EU's Cybersecurity Strategy for the Digital Decade", which outlines
the new framework for the EU to protect its people, businesses and institutions from cyber
threats while enhancing the trust of citizens and organisations in the EU's ability to promote
secure and reliable digital tools and connectivity, and to promote and protect a global, stable,
secure, free and open cyberspace, grounded in the rule of law, human rights, fundamental
freedoms and democratic values.

. RECOGNISING that the COVID-19 pandemic has brought trust in and the security i#—of
Information and Communication Technology (ICT) tools and systems to the forefront of our
daily lives, stresses-STRESSES that cybersecurity and the global and open Internet are vital
for the functioning of our public administrations and institutions at both national and EU
level, for teleworking, tele-education and doing business online and for society as a whole.

CALLS FOR the promotion and protection of the core EU values of democracy, human
rights, fundamental freedoms including the freedom of expression, the right to free and equal
access to information, the freedom of assembly and association, the right to privacy and the
protection against mass surveillance and of the rule of law in cyberspace. WELCOMES, in
this regard, further sustained efforts to protect human rights defenders, civil society and
academia working on issues such as cybersecurity, data privacy, surveillance and online
censorship by providing further practical guidance, promoting best practices and stepping-up
its efforts to prevent the misuse of emerging technologies, notably through the use of
diplomatic measures where necessary, as well as the export control of such technologies.

. HIGHLIGHTS the importance of strengthening the EU’s strategic autonomy, particularly its
digital and technological leadership in the field of cybersecurity, while preserving an open
economy. In this respect, COMMITS itself to promoting the Union’s autonomy on the basis
of the development of a dynamic Industrial Strategy that supports EU value chains and
secures the supply chains in particular in the most strategic domains, while ensuring that
access to the single market is gained on fair and equitable terms and with respect for the
Union’s values.

. Bearing in mind the shortage of cybersecurity skills in the workforce, STRESSES the
importance of developing, retaining and attracting the best cybersecurity talent, for instance
through education and training, and ENCOURAGES women’s increased participation in
science, technology, engineering, mathematics (‘STEM”) education and ICT jobs upskilling
and reskilling in digital skills.
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efforts should, as a priority, be aimed at promoting security and stability in cyberspace

through increased international cooperation, and at reducing the risk of misperception,

escalation and conflict that may stem from ICT incidents. REITERATES the United Nations

General Assembly's call that UN Member States be guided by the UNGGE reports'

recommendations in their use of ICT and notably the application of international law, in

particular the UN Charter, in cyberspace.

7. REAFFIRMS that_the —with—-a—iew—to—shaping of international standards in the areas of
emerging technologies and core internet architecture se-that-these-are-in line with EU values
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8. STRONGLY SUPPORTS the multi-stakeholder model for Internet governance and commits
itself to reinforcing regular and structured exchanges with stakeholders including the private
sector, academia and civil society, in particular within the context of the Paris Call and in
international fora. PROMOTES universal, affordable and equal access to the Internet and, in
particular, the empowerment of persons in vulnerable situations or marginalised groups, in
both policy development and in the use of the Internet.

9. EMPHASISES the need to include cybersecurity in all digital investments in the coming
years and SUPPORTS the Commission’s plan to increase public spending and leverage
private investment in the cybersecurity domain, taking into account the prospective increase
in the number of sectors to which the Directive on measures for a high common level of
cybersecurity across the Union (NIS Directive 2.0) will apply. HIGHLIGHTS the importance
of Small and Medium Sized Enterprises (SMEs) in the cybersecurity ecosystem and
RECOGNISES the relevant financial instruments available to support a cybersecurity digital
transformation over the 2021-2027 Multiannual Financial Framework (MFF) as well as in
the Recovery and Resilience Facility.
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10. LOOKS FORWARD to the rapid implementation of the Regulation on Cybersecurity
Industrial, Technology and Research Competence Centre and Network of Coordination
Centres (CCCN) with a view to maximising the effects of investments to strengthen the
Union’s leadership in the field of cybersecurity, to support technological capacities and skills
and to increase the Union's global competitiveness with input from industry and academic
communities in cybersecurity, which shewld—will be brought into a more systematic
collaboration.

11. REITERATES the need—toimportance of explore—thescope—of-aassessing the need for \al
possible horizontal Union legal act, including_a new duty of care for manufacturers and
conditions for the placement on the market, formarket-aceess;-which-the Commission-may-be |
invited— te—prepese-in order to address all relevant aspects of cybersecurity of connected
objects and its links with the cybersecurity certification framework under the Cybersecurity
Act (CSA), as well as any other product_type specific instramentsmeasures, in—erder—teo
ensurewhile ensuring adequate synergies_and ;-while-avoiding inconsistencies or duplication.

12. ACKNOWLEDGES the importance of a harmonised approach on cybersecurity in the
Union, while fully respecting Member States’ competences, and WELCOMES the new
proposal for a Directive on measures for a high common level of cybersecurity across the
Union (NIS Directive 2.0) that builds upon the NIS Directive as an evolution of the efforts
undertaken and which has contributed to strengthening and harmonising national
cybersecurity frameworks and promoted cooperation between Member States. Furthermore,
RECOGNISES the need for close alignment with other sectorial legislation in this domain.

13. TAKES NOTE of the Commission’s proposal to support Member States in strengthening
their national Security Operation Centres (SOCs) and to build a network of SOCs across the
EU, to detect signals of attacks on networks and enable responses before harm is done.
LOOKS FORWARD to exploring this network's potential to strengthen SOCs as well as
their complementarity and coordination with existing networks and actors (for instance
CSIRTS Network ENISA and CERT- EUJ the EU s cyber crises management framework);

: wotk, in order to

promote asn rapld, efficient, secure and reliable mformatlon sharmg culture. Within this

process, the best use should be made of the work carried out in the context of Artificial

Intelligence and High Performance Computing initiatives and by European Digital

Innovation Hubs, as well as the entire electronic communications infrastructure such as land

and submarine network systems.

14. TAKES NOTE of the possible development of an ultra-secure connectivity system, building
on the Euro quantum communication infrastructure (QCI) and EUGOVSATCOM, and
COMMENDS that it be based on a robust cybersecurity framework.
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15.

16.

17.

18.

LOOKS FORWARD to discussions with the Commission, ENISA, the two EU DNS Root
Server Operators and the multi-stakeholder community to assess the role of its operators in
guaranteeing that the Internet remains globally accessible and non-fragmented.
RECOGNISES that an alternative European service for accessing the global internet
(“DNS4EU” initiative), based on a transparent model which conforms to the latest security
and data protection and privacy by design and by default standards and rules, while
respecting law-enforcement data retention needs of Member States, can contribute to
increased fresiliencel.

RECOGNISES the need for a joint effort from the Commission and the Member States to
accelerate the uptake of key internet standards, ineluding FlPV6: and well-established internet
security standards as they are instrumental to increase the overall level of security, resilience
and openness of the global internet, while increasing the competitiveness of the EU industry
and in particular of the internet infrastructure operators.

STRESSES the importance of a coordinated approach as well as the development and
implementation of effective measures at national level to reinforce the cybersecurity of 5G
networks. SUPPORTS the next steps to be taken on the cybersecurity of 5G networks, as
presented in the appendix to the Cybersecurity Strategy and as based on the review of the
Commission’s recommendation on the security of 5G networks, for instance with regard to
the definition of a long-term and comprehensive approach looking at the entire 5G value
chain and ecosystem. URGES Member States to continue periodic stocktaking, together with
the exchange of information and best practice within the dedicated NIS Cooperation Group
Work Stream on 5G Cybersecurity, and report regularly on the progress made to the Council.
HIGHLIGHTS its strong commitment to applying the EU 5G Toolbox, including relevant
restrictions on high-risk suppliers for key assets defined as critical and sensitive in the EU
coordinated risk assessments and to continuing efforts made to guarantee the cybersecurity of
5G networks.

RECOGNISES the relevance of integrating cybersecurity into EU crisis response
mechanisms and STRESSES the importance of enhancing cooperation and information-
sharing amongst the various cybersecurity communities within the EU and of linking the
existing structures and procedures (such as the Blueprint, the CSIRT Network, the NIS
Cooperation Group, the Horizontal Working Party on Cyber Issue, CyCLONe, the European
Cybercrime Centre, EU INTCEN and the IPCR) in case of large-scale cyber incidents and
threats. TAKING INTO ACCOUNT the progress already achieved in this domain, LOOKS
FORWARD to the Commission’s proposal on the process, milestones and timeline for
defining and implementing the Joint Cyber Unit (JCU) with a view to providing added value
and streamlining the EU cybersecurity crisis management framework, including through
preparedness, shared situational awareness, coordinated response and exercises, in a
transparent and incremental manner while avoiding duplication and overlap and respecting
the competences of the Member States.
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19. As highlighted by the impact of the COVID-19 pandemic, STRESSES the importance of

20.

21.

promoting cooperation and exchange between cybersecurity actors and law enforcement and
judicial authorities and the need to expand and improve the capacity of these authorities to
investigate cybercrime, while fully respecting fundamental rights and striving to ensure the
requisite balance between various rights and interests, in particular privacy and security.

REAFFIRMS its support to the development, implementation and use of strong encryption as
a necessary means of protecting fundamental rights and the digital security of citizens,
governments, industry and society and, at the same time, the need to ensure the ability of the
competent law enforcement and judicial authorities, without resorting to the use of backdoors
or other means of weakening encryption, to exercise their lawful powers, both online and
offline, to protect our societies and citizens.

CONTINUES to support and promote the Budapest Convention on Cybercrime, and the
ongoing work on the Second Additional Protocol to that Convention. Furthermore, will
continue to engage in multilateral exchanges on cybercrime to advance efficient cooperation
and support capacity building, while ensuring the ensure—the-respect of human rights and
fundamental ffreedoms|

22. While national security remains the sole responsibility of each Member State,

23.

24.

ACKONOWLEDGES the importance of strategic intelligence cooperation on cyber threats
and activities, and INVITES Member States, through their competent authorities, to
continue to contribute to EU INTCEN’s work, including by exploring the establishment of
an EU Cyber Intelligence Working Group.

HIGHLIGHTS the importance of a robust and consistent security framework to better protect
all EU personnel, data, information, communication networks and decision-making processes
based on comprehensive, consistent and homogeneous rules. In particular, this should be
done by enhancing the resilience and improving the security culture of the EU against cyber
threats and by strengthening classified and non-classified EU networks while ensuring that
sufficient resources are available. WELCOMES, in this context, the ongoing
interinstitutional discussions on the establishment of common rules on information security
and cybersecurity for all EU institutions, bodies, offices and agencies.

BUILDING ON the EU’s cyber diplomacy efforts, COMMITS itself to increasing the
effectiveness and the efficiency of the EU Cyber Diplomacy Toolbox and LOOKS
FORWARD to deepening discussions building on lessons learned from the application of
this instrument to date, including the preparatory process leading to joint decisions. These
discussions should aim at building a notion of shared security at international level by
strengthening prevention, cooperation and advancing confidence and capacity building and,
where necessary, impose restrictions, thereby contributing to the EU’s security and integrity
and consolidating the EU’s cyber posture, in full respect of national competences and
prerogatives. In particular, special attention should be given to countering cyberattacks
affecting our critical infrastructure, democratic institutions and processes, as well as to
countering cyberattacks on supply chain-attacks with systemic effects and cyber-enabled
theft of intellectual property.
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25. In order to contribute to a global, secure, stable, free and open cyberspace, which is of ever-

increasing importance for the continued prosperity, growth, security, well-being, connectivity
and integrity of our societies, COMMITS itself to continuous engagement in norm-setting
processes in international organisations, especially in the UN first-committee related
processes, contributing to the respect for international law in cyberspace and adherence to the
norms, rules and principles of responsible state behaviour in cyberspace, for instance by
promoting the swift establishment of a Programme of Action (PoA) for Advancing
Responsible States behaviour in cyberspace, as a constructive, inclusive and consensus-based
outcome of both the current UN GGE and OEWG processes.

26. RECALLS its strong commitment to multilateralism aimed at strengthening cooperation and

+

coordination with international and regional organisations, namely the United Nations, the
Council of Europe, the OSCE, the OECD, NATO, the AU, the OAS, ASEAN, the ARF, the
GCC and the LAS concerning discussions on cyber-related issues as well as the continuation
and expansion of structured EU cyber dialogues and consultations with third countries.
STRESSES its active support to the UN, in particular in relation to its Agenda 2030,
including the Sustainable Development Goals, and-the UN Secretary General’s Roadmap on
digital cooperation, and the UN Secretary General’s Agenda for Disarmament fostering
accountability and adherence to emerging norms and contributing to the prevention of
conflicts by peaceful means. WELCOMES the establishment of an informal EU Cyber
Diplomacy Network by the High Representative for Foreign Affairs and Security Policy with
a view to developing the engagement and expertise of both EU delegations and MS
embassies on international cyber issues in order to strengthen coordinated outreach. LOOKS
FORWARD to regular briefings by the EEAS and to discussions on the Network’s activities

in the Horizontal Working Party on Cyber Issues.

26:27. ACKNOWLEDGES the importance of strengthening cooperation with international

partners, including with NATO, in order to advance the shared understanding of the cyber
threat landscape, to develop cooperation mechanisms, to identify, where appropriate,
cooperative diplomatic responses as well as to improve information-sharing, including
through education, training and exercises. In particular, REAFFIRMS that a strong
transatlantic partnership is vital te—ensure—and—tein ensuring eentribute—to—our common
security, stability and [prosperity{.
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27.28. LOOK FORWARD TO the forthcoming proposal for a review of the Cyber Defence

Policy Framework (CDPF), and COMMITS itself to pursuing efforts to strengthen
cybersecurity and cyber defence dimensions with a view to ensuring that these are fully
integrated into the wider security, crisis management and defence agenda, for instance in the
context of the work on the Strategic Compass. CONSIDERS that the upcoming "Military
Vision and Strategy on Cyberspace as a Domain of Operations" will contribute to furthering
these discussions. WELCOMES the initiative on setting up the Military CERT-Network by
the European Defence Agency (EDA) and SUPPORTS efforts made to enhance synergies
and coordination between the cybersecurity civilian, defence and space spheres, including
through the dedicated PESCO projects.
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28:290. TAKES NOTE of the development of an EU External Cyber Capacity Building
Agenda and the creation of an EU Cyber Capacity Building Board in order to increase cyber
resilience and capacities worldwide. In this context, ENCOURAGES cooperation with
Member States, as well as with public and private sector partners and other relevant
international bodies, to ensure coordination and avoid duplication. In particular,
ENCOURAGES focusing the cooperation with-partaers-in-theon the Western Balkans and in
the EU Neighbourhood.

29:30. To ensure that all countries are able to reap the social, economic and political
benefits of the Internet and the use of technologies, COMMITS itself to assisting partners in
tackling the growing challenge of malicious cyber activities, notably those that harm the
development of their economies, societies and the integrity and security of democratic
systems, including in line with the efforts under the European Democracy Action Plan.

30:31. WELCOMES the comprehensive proposals presented in the Cybersecurity Strategy
and ACKNOWLEDGES that all of the initiatives presented therein are important. In order to
ensure their seamless implementation, and taking into account the multiannual character of
some of these_initiatives, CONSIDERS it is necessary to set the priorities with an
accompanying and detailed implementation plan.

31432, MONITORS the progress in the implementation of these Conclusions by the means
of an Action Plan to be adopted by the Council by .... The action plan would be regularly
reviewed and updated by the Council in cooperation with the European Commission and the
High Representative.
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IRELAND

COMMENTS FROM IRELAND

General Comments

Ireland thanks to the Presidency for its draft Conclusions, which, overall, reflect a balanced

response to the EU’s Cybersecurity Strategy for the Digital Decade.

The following general comments provide the overall context for some specific amendments that we

have proposed to the draft conclusions. Textual proposals are in bold red type and strikethrough.

International cooperation with likeminded third countries such as the US and the UK is a key
priority. The EU needs to remain outward looking and supportive of building a constructive and
mutually beneficial transatlantic relationship. Access to global markets and supporting resilient
global supply chains as part of an open economy are essential for peace and prosperity, for the
wellbeing of our citizens, businesses and societies and for the territorial cohesion of the Union
itself.

International connectivity remains vitally important and efforts to improve the resilience of the
Internet in Europe through DNS4EU must complement our work in the UN and other international
forums towards an open and accessible global and un-fragmented internet. We particularly support
the Presidency’s proposals with regard to prioritisation of submarine cable infrastructure to enhance
international connectivity. We must remain outward looking.

The Strategy and the legislative and investment proposals that accompany it, notably NIS2 and
Digital Europe, call for a significant increase in Member State capabilities and resourcing in
cybersecurity. It is therefore essential that there be capacity-building measures in place with
Member States to boost their capabilities, while respecting Member States’ particular sensitivities in

the domain of security and defence.
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ANNEX

The Council of the European Union,
RECALLING its conclusions on:

- the Joint Communication to the European Parliament and the Council on the Cybersecurity
Strategy for the European Union: "An Open, Safe and Secure Cyberspace",

- on Internet Governance,

- the Joint Communication to the European Parliament and the Council: "Resilience, Deterrence and
Defence: Building strong cybersecurity for the EU",

- cybersecurity capability and cyber capacity building in the EU,

- the significance of 5G to the European Economy and the need to mitigate security risks linked to
5G [The 5G cybersecurity Toolbox],

- the future of a highly digitised Europe beyond 2020: "Boosting digital and economic
competitiveness across the Union and digital cohesion",

- shaping Europe's Digital Future,
- complementary efforts to enhance resilience and counter hybrid threats,

- strengthening resilience and countering hybrid threats, including countering disinformation in the
context of the COVID-19 pandemic,

- Cyber Diplomacy,
- on EU Coordinated Response to Large-Scale Cybersecurity Incidents and Crises

- a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities ("Cyber
Diplomacy Toolbox™),

- EU External Cyber Capacity Building Guidelines,
- the cybersecurity of connected devices,

- and its Council Resolution on Encryption - Security through encryption and security despite
encryption.

RECALLING the European Council Conclusions on COVID-19, the Single Market, industry
policy, digital and external relations and those on disinformation and hybrid threats,

RECALLING the Global Strategy for the European Union's Foreign and Security Policy,

RECALLING the Communications of the European Commission on shaping Europe's Digital
Future and on the EU Security Union Strategy,
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HIGLIGHTS the fact that cybersecurity is essential for building a resilient, green and digital
Europe and WELCOMES the Joint Communication to the European Parliament and the
Council entitled l"The EU's Cybersecurity Strategy for the Digital Decade", which outlines
the new framework for the EU to improve its resilience and protect its people, businesses
and institutions from cyber incidents and }threats while enhancing the trust of citizens and

Cc ted [A97]: There is a need for increased

organisations in the EU's ability to promote secure and reliable digital tools and connectivity,
and to promote and protect a global, stable, secure, free and open cyberspace, grounded in
the rule of law, human rights, fundamental freedoms and democratic values.

RECOGNISING that the COVID-19 pandemic has brought trust and security in Information
and Communication Technology (ICT) tools and systems to the forefront of our daily lives,
stresses that cybersecurity and the global and open Internet are vital for the undertaking of
economic and social activity, for the functioning of our public administrations and
institutions at both national and EU level, for teleworking, online learning tele-education

and-deing-business-enline and for society as a wholeH

emphasis in the paragraph on resilience as well as
protection. (Reflecting in particular the proposed NIS2 and
DORA proposals).

The new EU level proposals for a CyCLONe Network on
cyber crisis management are about large scale cyber
incidents and crises. This is broader than mere cyber-
attacks. In fact most incidents reported under the NIS
Directive have been hazard-related rather than malicious,
e.g. human error, environmental damage, system failure
etc.

Cc ted [A98]: Ireland proposes that the emphasis

CALLS FOR the promotion and protection of the core EU values of democracy, human
rights, fundamental freedoms including the freedom of expression, the right to free and equal
access to information, the freedom of assembly and association, the right to privacy and the
protection against mass surveillance and of the rule of law in cyberspace. WELCOMES, in
this regard, further sustained efforts to protect human rights defenders, civil society and
academia working on issues such as cybersecurity, data privacy, surveillance and online
censorship by providing further practical guidance, promoting best practices and stepping-up
its efforts to prevent the misuse of emerging technologies, notably through the use of
diplomatic measures where necessary, as well as the export control of such technologies.
[EMPHASISES, in this context, the importance of the EU’s Action Plan on Human
Rights and Democracy 2020-2024 and its Human Rights Guidelines on Freedom of
Expression Online and Offline.‘

should be on economy and society rather than public
bodies.

Cc ted [A99]: Ireland welcomed the concept of

HIGHLIGHTS the importance of strengthening the EU’s \strategic autonomy{, particularly its

“operationalising” these important documents as expressed
in the Strategy.

Cc ted [A100]: Different language reflecting the

digital and technological leadership in the field of cybersecurity, )while preserving an open
economy. Hn this respect, COMMITS itself to promoting the Union’s autonomy on the basis

of the development of a dynamic Industrial Strategy that supports EU value chains and
secures the supply chains in particular in the most strategic domains, while ensuring that
access to the single market is gained on fair and equitable terms and with respect for the
Union’s values.

Bearing in mind the shortage of cybersecurity skills in the workforce, STRESSES the
importance of developing, retaining and attracting the best cybersecurity talent, for instance
through education and training, and ENCOURAGES women’s increased participation in
science, technology, engineering, mathematics (‘STEM’) education and ICT jobs upskilling
and reskilling in digital skills.
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6. RECALLS that the common and comprehensive EU approach to cyber diplomacy aims to
contribute to conflict prevention, the mitigation of cybersecurity threats and greater stability
in international relations. In this context, REAFFIRMS its commitment to the settlement of
international disputes in cyberspace by peaceful means, and that all of the EU’s diplomatic
efforts should, as a priority, be aimed at promoting security and stability in cyberspace
through increased international cooperation, and at reducing the risk of misperception,
escalation and conflict that may stem from ICT incidents. REITERATES the United Nations
General Assembly's call that UN Member States be guided by the UNGGE reports'
recommendations in their use of ICT and notably the application of international law, in
particular the UN Charter, in cyberspace.

7. REAFFIRMS that, with a view to shaping international standards in the areas of emerging
technologies and core internet architecture so that these are in line with EU values and a
multi-stakeholder approach, the further development of standards within the Union is
essential: this will ensure that the Internet remains global, stable, secure, free and open and
that digital technologies are human-centric, privacy-preserving, and that their use is lawful,
safe and ethical. LOOKS FORWARD to the upcoming Standardisation Strategy and
COMMITS itself to proactive and coordinated outreach to promote the EU’s objectives at
international level, including through cooperation with like-minded partners, civil society
and the private sector.

8. STRONGLY SUPPORTS the multi-stakeholder model for Internet governance and commits
itself to reinforcing regular and structured exchanges with stakeholders including the private
sector, academia and civil society, in particular within the context of the Paris Call and in
international fora. PROMOTES universal, affordable and equal access to the Internet and, in
particular, the empowerment of persons in vulnerable situations or marginalised groups, in
both policy development and in the use of the Internet.

9. EMPHASISES the need to include cybersecurity in all digital investments in the coming
years and SUPPORTS the Commission’s plan to increase public spending and leverage
private investment in the cybersecurity domain. tREAFFIRMS the importance of ongoing
supports for capacity building in all of the Member States, having regard to distinct
national approaches to security and to facilitate trust and cooperation between them in

the interests of the territorial cohesion of the Union. i
H 3 0 O 0 0 hich he NDire

level_ofevk z he_Uni (NISDireetive—2.0)will e
HIGHLIGHTS the importance of Small and Medium Sized Enterprises (SMEs) in the
cybersecurity ecosystem and RECOGNISES the relevant financial instruments available to
support a cybersecurity digital transformation over the 2021-2027 Multiannual Financial
Framework (MFF) as well as in the Recovery and Resilience Facility.
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10.

11

12.

13.

LOOKS FORWARD to the prompt rapid implementation of the Regulation on
Cybersecurity Industrial, Technology and Research Competence Centre and Network of
Coordination Centres (CCCN) with a view to maximising the effects of investments to
strengthen the Union’s leadership in the field of cybersecurity, to support technological
capacities and skills and to increase the Union's global competitiveness with input from
industry and academic communities in cybersecurity. WVELCOMES in particular the
support of the Commission for the timely establishment of both the Cybersecurity
Competence Centre and National Coordination Centres so that the necessary
systematic collaboration and pooling of capacities can take place. i

Cc 1ited [A104]: The Commission has a key role to

; b e collaboration.

. tREITERATES the need to explore the scope of a possible horizontal Union legal act, within

the scope of the Radio Equipment Directive and the Cybersecurity Act’s certification
framework, including for market access, which the Commission may be invited to propose
in order to address all relevant aspects of cybersecurity of connected objects and-its-links

ith-t} I : ifieation £ | ter_the-Cvl : (€SA), as
well as any other product specific instruments, in order to ensure adequate synergies, while
avoiding inconsistencies or duplication. |

play in establishing this new EU body and also in assisting
Member States in designating and resourcing the National
Coordination Centres.

ACKNOWLEDGES the importance of a harmonised approach on cybersecurity in the
Union, while fully respecting Member States’ competences, and WELCOMES Fn principle‘
the new proposal for a Directive on measures for a high common level of cybersecurity
across the Union (NIS Directive 2.0) that builds upon the NIS Directive as an evolution of
the efforts undertaken and which has contributed to strengthening and harmonising national
cybersecurity frameworks and promoted cooperation between Member States. Furthermore,
RECOGNISES the need for close alignment with other sectorial legislation in this domain.

lTAKES NOTE of the Commission’s proposal to support Member States in strengthening
theirnational Security Operation Centres (SOCs) and to build a network of SOCs across the
EU, to improve situational awareness, facilitate information sharing, enable timely
handling of threats and incidents and mitigate adverse impacts. deteetsignals-ef-attacks
ennetworks-and-enable responses-before-harm-is-dene-LOOKS FORWARD to exploring
this network's potential to strengthen SOCs as well as their complementarity and
coordination with existing networks and actors, namely CSIRTs and ISACs (for instance
CSIRTs Network, ENISA and CERT-EU), including within the scope of the EU’s cyber
crisis management framework, in order to promote an efficient, secure and reliable
information-sharing culture. Within-This process;-the-best-use-should-be-made-of-the will
build on work carried out in the context of Artificial Intelligence and High Performance
Computing initiatives and by European Digital Innovation Hubs, as well as the entire
electronic communications infrastructure such as land and submarine network systems. |

14. TAKES NOTE of the possible development of an ultra-secure connectivity system, building

on the Euro quantum communication infrastructure (QCI) and EUGOVSATCOM, and
COMMENDS that it be based on a robust cybersecurity framework.
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15.

16.

17.

18.

LOOKS FORWARD to discussions with the Commission, ENISA, the two EU DNS Root
Server Operators and the multi-stakeholder community to assess the role of its operators in
guaranteeing that the Internet remains {globally accessible and non-fragmented.
RECOGNISES that an alternative European service [for accessing the global internet
(“DNS4EU” initiative), based on a transparent model which conforms to the latest security
and data protection and privacy by design and by default standards and rules, can contribute
to increased resilience, ’while maintaining and enhancing international connectivity for
all Member States.l

RECOGNISES the need for a joint effort from the Commission and the Member States to
accelerate the uptake of key internet standards, including IPV6, and well-established internet
security standards as they are instrumental to increase the overall level of security, resilience
and openness of the global internet, while increasing the competitiveness of the EU industry
and in particular of the internet infrastructure operators.

STRESSES the importance of a coordinated approach as well as the development and
implementation of effective measures at national level to reinforce the cybersecurity of 5G
networks. SUPPORTS the next steps to be taken on the cybersecurity of 5G networks, as
presented in the appendix to the Cybersecurity Strategy and as based on the review of the
Commission’s recommendation on the security of 5G networks, for instance with regard to
the definition of a long-term and comprehensive approach looking at the entire 5G value
chain and ecosystem. URGES Member States to continue periodic stocktaking, together with
the exchange of information and best practice within the dedicated NIS Cooperation Group
Work Stream on 5G Cybersecurity, and report regularly on the progress made to the Council.
HIGHLIGHTS its strong commitment to applying the EU 5G Toolbox, including relevant
restrictions on high-risk suppliers for key assets defined as critical and sensitive in the EU
coordinated risk assessments and to continuing efforts made to guarantee the cybersecurity of
5G networks.

RECOGNISES the relevance of integrating cybersecurity into EU crisis response
mechanisms and STRESSES the importance of enhancing cooperation and information-
sharing amongst the various cybersecurity communities within the EU and of linking the
existing structures and procedures (such as the Blueprint, the CSIRT Network, the NIS
Cooperation Group, CyCLONe, the European Cybercrime Centre, EU INTCEN and the
IPCR) in case of large-scale cyber incidents and threats. TAKING INTO ACCOUNT the
progress already achieved in this domain, LOOKS FORWARD to the Commission’s
proposal on the process, milestones and timeline for defining and implementing the Joint
Cyber Unit (JCU) with a view to providing added value and streamlining the EU
cybersecurity crisis management framework, including through preparedness, shared
situational awareness, coordinated response and exercises, in a transparent and incremental
manner while avoiding duplication and overlap and respecting the competences of the
Member States.
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19. As highlighted by the impact of the COVID-19 pandemic, STRESSES the importance of

20.

21.

promoting cooperation and exchange between cybersecurity actors and law enforcement and
judicial authorities and the need to expand and improve the capacity of these authorities to
investigate cybercrime, while fully respecting fundamental rights and striving to ensure the
requisite balance between various rights and interests, in particular privacy and security.

a necessary means of protecting fundamental rights and the digital security of citizens,
governments, industry and society and, at the same time, the need to ensure the ability of the
competent law enforcement and judicial authorities to exercise their lawful powers, both
online and offline, to protect our societies and citizens.

CONTINUES to support and promote the Budapest Convention on Cybercrime, and the
ongoing work on the Second Additional Protocol to that Convention. Furthermore, will
continue to engage in multilateral exchanges on cybercrime to ensure the respect of human
rights and fundamental freedoms.

22. While national security remains the sole responsibility of each Member State,

23.

24.

ACKONOWLEDGES the importance of strategic intelligence cooperation on cyber threats
and activities, and INVITES Member States, through their competent authorities, to
continue to contribute to EU INTCEN’s work, including by exploring the establishment of
an EU Cyber Intelligence Working Group.

HIGHLIGHTS the importance of a robust and consistent security framework to better protect
all EU personnel, data, information, communication networks and decision-making processes
based on comprehensive, consistent and homogeneous rules. In particular, this should be
done by enhancing the resilience and improving the security culture of the EU against cyber
threats and by strengthening classified and non-classified EU networks while ensuring that
sufficient resources are available. WELCOMES, in this context, the ongoing
interinstitutional discussions on the establishment of common rules on information security
and cybersecurity for all EU institutions, bodies, offices and agencies.

BUILDING ON the EU’s cyber diplomacy efforts, COMMITS itself to increasing the
effectiveness and the efficiency of the EU Cyber Diplomacy Toolbox and LOOKS
FORWARD to deepening discussions building on lessons learned from the application of
this instrument to date. These discussions should aim at building a notion of shared security
at international level by strengthening prevention, cooperation and advancing confidence and
capacity building and, where necessary, ﬁmpose restrictions‘, thereby contributing to the EU’s

Commented [A110]: The reference to strong encryption

is particularly welcomed as a means of upholding
fundamental rights and European values. It rules out the
use of so called ‘backdoors’ as a means of providing
information to unknown third parties and not only law
enforcement thereby undermining trust and privacy and
being manifestly at odds with the Charter of Fundamental
Rights.
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security and integrity and consolidating the EU’s cyber posture, in full respect of national
competences and prerogatives. In particular, special attention should be given to countering
cyberattacks affecting our critical infrastructure, democratic institutions and processes, as
well as to countering cyberattacks on supply chain-attacks with systemic effects and cyber-
enabled theft of intellectual property. hn this context, ACKNOWLEDGES the importance
of strengthening cooperation with international in order to advance the shared
understanding of the cyber threat landscape, to develop cooperation mechanisms, to
identify, where appropriate, cooperative diplomatic responses as well as to improve
information-sharing, including through education, training and exercises.

language around restrictive measures would be preferable.
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25.

26.

26

27

In order to contribute to a global, secure, stable, free and open cyberspace, which is of ever-
increasing importance for the continued prosperity, growth, security, well-being, connectivity
and integrity of our societies, COMMITS itself to continuous engagement in norm-setting
processes in international organisations, especially in the UN first-committee related
processes, contributing to the respect for international law in cyberspace and adherence to the
norms, rules and principles of responsible state behaviour in cyberspace, for instance by
promoting the swift establishment of a Programme of Action (PoA) for Advancing
Responsible States behaviour in cyberspace, as a constructive, inclusive and consensus-based
outcome of both the current UN GGE and OEWG processes.

RECALLS its strong commitment to multilateralism aimed at strengthening cooperation and
coordination with international and regional organisations, bamely the United Nations, the
Council of Europe, the OSCE, the OECD, NATO, the AU, the OAS, ASEAN, the ARF, the

Cc ted [A113]: It might be preferable to avoid

GCC and the LAS )concerning discussions on cyber-related issues.

third—eountries: STRESSES its active support to the UN, in particular in relation to its

Agenda 2030, including the Sustainable Development Goals, and the UN Secretary General’s
Roadmap on digital cooperation.

I(bis) LOOKS FORWARD to strengthening and expanding its structured cyber
dialogues and consultations with third countries to promote its values and vision for
cyber space, sharing best practices and seeking to cooperate more effectively.
WELCOMES, in this regard, the provisions on cybersecurity cooperation within the
EU-UK Trade and Cooperation Agreement and REAFFIRMS that a strong
transatlantic partnership is vital to ensure and to contribute to our common security,
stability and prosperity.\

such a long list in the body of the text — putting this in a
footnote might be an option.
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WELCOMES the establishment of an informal EU Cyber Diplomacy Network by the High

Representative for Foreign Affairs and Security Policy with a view to developing the
engagement and expertise of both EU delegations and MS embassies on international cyber
issues in order to strengthen coordinated outreach.

the Strategy, which referred to dialogues with reference to
values and vision etc.

Ireland strongly supports a reference to the transatlantic
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in paragraph 27) to the context of threat landscape and
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was drawn from the section of the Strategy dedicated to
the Cyber Diplomacy Toolbox and Ireland would prefer to
continue to associate it to this part of the Conclusions
(have moved the first sentence to para 24).
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paragraph above (26. Bis)
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30

31

32

33

LOOK FORWARD TO the forthcoming proposal for a review of the Cyber Defence Policy
Framework (CDPF), and COMMITS itself to pursuing efforts to strengthen cybersecurity
and cyber defence dimensions with a view to ensuring that these are fully integrated into the
wider security, crisis management and defence agenda, for instance in the context of the
work on the Strategic Compass. CONSIDERS that the upcoming "Military Vision and
Strategy on Cyberspace as a Domain of Operations" will contribute to furthering these
discussions. WELCOMES the initiative on setting up the Military CERT-Network by the
European Defence Agency (EDA) and SUPPORTS efforts made to enhance synergies and
coordination between the cybersecurity civilian, defence and space spheres, including
through the dedicated PESCO projects.

TAKES NOTE of the development of an EU External Cyber Capacity Building Agenda and
the creation of an EU Cyber Capacity Building Board in order to increase cyber resilience
and capacities worldwide. In this context, ENCOURAGES cooperation with Member States,
as well as with public and private sector partners and other relevant international bodies, to
ensure coordination and avoid duplication. In particular, ENCOURAGES cooperation with
partners in the Western Balkans and in the EU Neighbourhood.

To ensure that all countries are able to reap the social, economic and political benefits of the
Internet and the use of technologies, COMMITS itself to assisting partners in tackling the
growing challenge of malicious cyber activities, notably those that harm the development of
their economies, societies and the integrity and security of democratic systems, including in
line with the efforts under the European Democracy Action Plan.

WELCOMES the comprehensive proposals presented in the Cybersecurity Strategy and
ACKNOWLEDGES that all of the initiatives presented therein are important. In order to
ensure their seamless implementation, and taking into account the multiannual character of
some of these, CONSIDERS it is necessary to set the priorities with an accompanying and
detailed implementation plan.

MONITORS the progress in the implementation of these Conclusions by the means of an
Action Plan to be adopted by the Council by .... The action plan would be regularly
reviewed and updated by the Council in cooperation with the European Commission and the
High Representative.
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ITALY
ANNEX

The Council of the European Union,
RECALLING its conclusions on:

- the Joint Communication to the European Parliament and the Council on the Cybersecurity
Strategy for the European Union: "An Open, Safe and Secure Cyberspace",

- en-Internet Governance,

- the Joint Communication to the European Parliament and the Council: "Resilience, Deterrence and
Defence: Building strong cybersecurity for the EU",

- cybersecurity capability and cyber capacity building in the EU,

- the significance of 5G to the European Economy and the need to mitigate security risks linked to
5G [The 5G cybersecurity Toolbox],

- the future of a highly digitised Europe beyond 2020: "Boosting digital and economic
competitiveness across the Union and digital cohesion",

- shaping Europe's Digital Future,

- er-EU Coordinated Response to Large-Scale Cybersecurity Incidents and Crises

- a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities ("Cyber
Diplomacy Toolbox”),

- EU External Cyber Capacity Building Guidelines,
- the cybersecurity of connected devices,

- and its Council Resolution on Encryption - Security through encryption and security despite
encryption.

RECALLING the European Council Conclusions on COVID-19, the Single Market, industry
policy, digital and external relations and those on disinformation and hybrid threats,

RECALLING the Global Strategy for the European Union's Foreign and Security Policy,

RECALLING the Communications of the European Commission on shaping Europe's Digital
Future and on the EU Security Union Strategy,
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. HIGHLIGHTS the fact that cybersecurity is essential for building a resilient, green and
digital Europe and WELCOMES the Joint Communication to the European Parliament and
the Council entitled "The EU's Cybersecurity Strategy for the Digital Decade", which
outlines the new framework for the EU to protect its people, businesses and institutions from
cyber threats while enhancing the trust of citizens and organisations in the EU's ability to
promote secure and reliable digital tools and connectivity, and to promote and protect a
global, stable, secure, free and open cyberspace, grounded in the rule of law, human rights,
fundamental freedoms and democratic values.

. RECOGNISING that the COVID-19 pandemic has brought trust and security in Information
and Communication Technology (ICT) tools and systems to the forefront of our daily lives,
stresses that cybersecurity and the global and open Internet are vital for the functioning of

our socicly as g whole seblieadmbabmdonadta den b odhantenalend LU Lol
for teleworking, tele-education and doing business online, including —and for-seecietyas—a

whele. public administrations and institutions at both national and EU level.

CALLS FOR the promotion and protection of the core EU values of democracy, human
rights, fundamental freedoms including the freedom of expression, the right to free and equal
access to information, the freedom of assembly and association, the right to privacy and the
protection against mass surveillance and of the rule of law in cyberspace. WELCOMES, in
this regard, further sustained efforts to protect human rights defenders, civil society and
academia working on issues such as cybersecurity, data privacy, surveillance and online
censorship by providing further practical guidance, promoting best practices and stepping-up
its efforts to prevent the misuse of emerging technologies, including Artificial Intelligence
and High Performance Computing, notably through the use of diplomatic measures where
necessary, as well as the export control of such technologies.

HIGHLIGHTS the importance of strengthening the EU’s strategic autonomy, particularly its
digital and technological leadership in the field of cybersecurity, while preserving an open
economy. In this respect, COMMITS itself to promoting the Union’s autonomy on the basis
of the development of a dynamic and inclusive Industrial Strategy that supports EU value
chains and secures the supply chains in particular in the most strategic domains, while
ensuring that access to the single market is gained on fair and equitable terms and with
respect for the Union’s values.

. Bearing in mind the shortage of cybersecurity skills in the workforce, STRESSES the
importance of developing, retaining and attracting the best cybersecurity talent, for instance
through education and training, UNDERLINES the importance of mainstreaming gender
issues in all policies and ENCOURAGES women’s increased participation in science,
technology, engineering, mathematics (‘STEM’) education and ICT jobs upskilling and
reskilling in digital skills_as one of the means to bridge the gender digital divide, advance the
promotion of gender equality at the global level and increase international security.
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. RECALLS that the common and comprehensive EU approach to cyber diplomacy aims te-at
contributinge to conflict prevention, the—mitigation of cybersecurity threats and greater
stability in international relations. In this context, REAFFIRMS its commitment to the
settlement of international disputes in cyberspace by peaceful means, and that all of the EU’s
diplomatic efforts should, as a priority, be aimed at promoting security and stability in
cyberspace through increased international cooperation, and at reducing the risk of
misperception, escalation and conflict that may stem from ICT incidents. REITERATES the
United Nations General Assembly's call that UN Member States be guided by the UNGGE
reports' recommendations in their use of ICT and notably the application of international law,
in particular the UN Charter, in cyberspace.

. REAFFIRMS that, with a view to shaping international standards in the areas of emerging
technologies and core internet architecture so that these are in line with EU values and a
multi-stakeholder approach, the further development of standards within the Union is
essential: this will ensure that the Internet remains global, stable, secure, free and open and
that digital technologies are human-centric, privacy-preserving, and that their use is lawful,
safe and ethical. LOOKS FORWARD to the upcoming Standardisation Strategy and
COMMITS itself to proactive and coordinated outreach to promote the EU’s objectives at
international level, including through cooperation with like-minded partners, civil society
and the private sector.

STRONGLY SUPPORTS the multi-stakeholder model for Internet governance and commits
itself to reinforcing regular and structured exchanges with stakeholders including the private
sector, academia and civil society; inparticular-withinthe-context-of the Paris-Call-and-in
international ferafora, including within the context of the Paris Call. PROMOTES universal,
affordable and equal access to the Internet and, in particular, the empowerment of persons in
vulnerable situations or marginalised groups, in both policy development and in the use of
the Internet.

EMPHASISES the need to include cybersecurity in all digital investments in the coming
years and SUPPORTS the Commission’s plan to increase public spending and leverage
private investment in the cybersecurity domain, taking into account the prospective increase
in the number of sectors to which the Directive on measures for a high common level of
cybersecurity across the Union (NIS Directive 2.0) will apply. HIGHLIGHTS the importance
of Small and Medium Sized Enterprises (SMEs) in the cybersecurity ecosystem and
RECOGNISES the relevant—increasing financial instruments available to support a
cybersecurity digital transformation over the 2021-2027 Multiannual Financial Framework
(MFF) as well as in the Recovery and Resilience Facility.

79



10.

11.

12.

13

14.

LOOKS FORWARD to the_swift-+apid- implementation of the Regulation on Cybersecurity
Industrial, Technology and Research Competence Centre and Network of Coordination
Centres (CCCN) with a view to maximising the effects of investments to strengthen the
Union’s leadership in the field of cybersecurity, to support technological capacities and skills
and to increase the Union's global competitiveness with input from industry and academic
communities in cybersecurity, which sheuld—bebrought—intowill benefit from a more
systematic and inclusive collaboration.

REITERATES the need to explore the scope of a possible horizontal Union legal act,
including for market access, which the Commission may be invited to propose in order to
address all relevant aspects of cybersecurity of connected objects and its links with the
cybersecurity certification framework under the Cybersecurity Act (CSA), as well as any
other product specific instruments, in order to ensure adequate synergies, while avoiding
inconsistencies or duplication.

ACKNOWLEDGES the importance of a harmonised approach on cybersecurity in the
Union, while fully respecting Member States’ competences, and WELCOMES-LOOKS
FORWARD to negotiating the new prepesalfora-Directive on measures for a high common
level of cybersecurity across the Union (NIS Directive 2.0) that builds upon the NIS
Directive as an evolution of the efforts undertaken and which has contributed to
strengthening and harmonising national cybersecurity frameworks and promoted cooperation
between Member States. Furthermore, RECOGNISES the need for close alignment with
other sectorial legislation in this domain.

. TAKES NOTE of the Commission’s proposal to support Member States in strengthening

their national Security Operation Centres (SOCs) and to build a network of SOCs across the
EU, to detect signals of attacks on networks and enable responses before harm is done.
LOOKS FORWARD to exploring this network's potential to strengthen SOCs as well as
their complementarity and coordination with existing networks and actors (for instance
CSIRTs Network, ENISA and CERT-EU), including within the scope of the EU’s cyber
crisis management framework, in order to promote an efficient, secure and reliable
information-sharing culture. Within this process, the best use should be made of the work
carried out in the context of Artificial Intelligence and High Performance Computing
initiatives and by European Digital Innovation Hubs, as well as the entire electronic
communications infrastructure such as land and submarine network systems.

TAKES NOTE of the possible development of an ultra-secure connectivity system, building
on the Euro quantum communication infrastructure (QCI) and EUGOVSATCOM, and
RECOMMENDS that it be based on a robust cybersecurity framework.
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15.

16.

17.

18.

LOOKS FORWARD to discussions with the Commission, ENISA, the two EU DNS Root
Server Operators and the multi-stakeholder community to assess the role of its operators in
guaranteeing that the Internet remains globally accessible and non-fragmented.
RECOGNISES that an alternative European service for accessing the global internet
(“DNS4EU” initiative), based on a transparent model which conforms to the latest security
and data protection and privacy by design and by default standards and rules, can contribute
to increased resilience.

RECOGNISES the need for a joint effort from the Commission and the Member States to
accelerate the uptake of key internet standards, including IPV6, and well-established internet
security standards as they are instrumental to increase the overall level of security, resilience
and openness of the global internet, while increasing the competitiveness of the EU industry
and in particular of the internet infrastructure operators.

STRESSES the importance of a coordinated approach as well as the development and
implementation of effective measures at national level to reinforce the cybersecurity of 5G
networks. SUPPORTS the next steps to be taken on the cybersecurity of 5G networks, as
presented in the appendix to the Cybersecurity Strategy and as based on the review of the
Commission’s recommendation on the security of 5G networks, for instance with regard to
the definition of a long-term and comprehensive approach looking at the entire 5G value
chain and ecosystem. With a view to establishing a common level of protection, HRGES
ENCOURAGES Member States to continue periodic stocktaking, together with the exchange
of information and best practice within the dedicated NIS Cooperation Group Work Stream
on 5G Cybersecurity, and report regularly on the progress made to the Council.
HIGHLIGHTS its strong commitment to applying the EU 5G Toolbox, including relevant
restrictions on high-risk suppliers for key assets defined as critical and sensitive in the EU
coordinated risk assessments and to continuing efforts made to guarantee the cybersecurity of
5G networks_and development of 6G.

RECOGNISES the relevance of integrating cybersecurity into EU crisis response
mechanisms and STRESSES the importance of enhancing cooperation and information-
sharing amongst the various cybersecurity communities within the EU and of linking the
existing structures and procedures (such as the Blueprint, the CSIRT Network, the NIS
Cooperation Group, CyCLONe, the European Cybercrime Centre, EU INTCEN and the
IPCR) in case of large-scale cyber incidents and threats. TAKING INTO ACCOUNT the
progress already achieved in this domain, LOOKS FORWARD to the Commission’s
proposal on the process, milestones and timeline for defining and-implementing-the Joint
Cyber Unit (JCU) with a view to providing added value and streamlining the EU
cybersecurity crisis management framework, including through preparedness, shared
situational awareness, coordinated response and exercises, in a transparent and incremental
manner while avoiding duplication and overlap and respecting the competences of the
Member States.
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19. As highlighted by the impact of the COVID-19 pandemic, STRESSES both the importance

20.

21.

of promoting cooperation and exchange between cybersecurity actors and law enforcement
and judicial authorities and-as well as the need to expand and improve the capacity of these
authorities to investigate cybercrime, while fully respecting fundamental rights and striving
to ensure the requisite—appropriate balance between—of various rights and interests, in
particular privacy and security.

REAFFIRMS its support to the development, implementation and use of strong encryption as
a necessary means of protecting fundamental rights and the digital security of citizens,
governments, industry and society and, at the same time, the need to ensure the ability of the
competent law enforcement and judicial authorities to exercise their lawful powers, both
online and offline, to protect our societies and citizens.

CONTINUES to support and promote the Budapest Convention on Cybercrime, and the
ongoing work on the Second Additional Protocol to that Convention. Furthermore, will
continue to engage in multilateral exchanges on cybercrime to ensure the respect of human
rights and fundamental freedoms.

22. While national security remains the sole responsibility of each Member State,

23.

24.

ACKONOWLEDGES the importance of strategic intelligence cooperation on cyber threats
and activities, and INVITES Member States, through their competent authorities, to
continue to contribute to EU INTCEN’s work, including by exploring the establishment
benefits and possible mechanisms of an EU Cyber Intelligence Working Group.

HIGHLIGHTS the importance of a robust and consistent security framework to betterprotect
all EU personnel, data, information, communication networks and decision-making processes
based on comprehensive, consistent and homogeneous rules. In particular, this should be
done by enhancing the resilience and improving the security culture of the EU against cyber
threats and by strengthening classified and non-classified EU networks while ensuring that
sufficient resources are availablee. WELCOMES, in this context, the ongoing inter-
institutional discussions on the establishment of common rules on information security and
cybersecurity for all EU institutions, bodies, offices and agencies.

BUILDING ON the EU’s cyber diplomacy efforts, COMMITS itself to increasing the
effectiveness and the efficiency of the EU Cyber Diplomacy Toolbox and LOOKS
FORWARD to deepening discussions building on lessons learned from the application of
this instrument to date. These discussions should aim at building a notion of shared security
at international level by strengthening prevention, cooperation and advancing confidence and
capacity building and, where necessary, impose restrictions, thereby contributing to the EU’s
security and integrity and consolidating the EU’s cyber posture, in full respect of national
competences and prerogatives. In particular, special attention should be given to countering
cyberattacks, that might affecting our—eriticalinfrastrueture, supply chain with systemic
effects, our critical infrastructure, democratic institutions and processes, as-well-as-systemie

to—countering—eyberatiacks—on—supply—chain-attacks—with—systemie—effeets—andand—cyber-
enabled theft of intellectual property.
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25. RECALLS its strong commitment to multilateralism aimed at strengthening cooperation and
coordination with international and regional organisations, namely the United Nations, the
Council of Europe, the OSCE, the OECD, NATO, the AU, the OAS. ASEAN, the ARF, the
GCC and the LAS concerning discussions on cyber-related issues as well as the continuation
and expansion of structured, tailor-made EU cyber dialogues and consultations with third
countries. STRESSES its active support to the UN, in particular in relation to its Agenda
2030, including the Sustainable Development Goals, and the UN Secretary General’s
Roadmap on digital cooperation.

25-In order to contribute to a global, secure, stable, free and open cyberspace, which is of ever-
increasing importance for the continued prosperity, growth, security, well-being, connectivity
and integrity of our societies, COMMITS itself to continuous engagement in norm-setting
processes in international organisations, especially in the UN first-committee related
processes, contributing to the respect for international law in cyberspace and adherence to the
norms, rules and principles of responsible state behaviour in cyberspace, for instance by
promoting the swift establishment of a Programme of Action (PoA) for Advancing
Responsible States behaviour in cyberspace, as a constructive, inclusive and consensus-based
outcome of both the current UN GGE and OEWG processes. In this context

28:27. ACKNOWLEDGES the importance of strengthening cooperation with international
partners, including with NATO, in order to advance the shared understanding of the cyber
threat landscape, to develop cooperation mechanisms, to identify, where appropriate,
cooperative diplomatic responses as well as to improve information-sharing, including
through education, training and exercises. In particular, REAFFIRMS that a strong
transatlantic partnership is vital to ensure and to contribute to our common security, stability
and prosperity.

29.28. LOOKS FORWARD TO the forthcoming proposal for a review of the Cyber
Defence Policy Framework (CDPF), and COMMITS itself to pursuing efforts to strengthen
cybersecurity and cyber defence dimensions with a view to ensuring that these are fully
integrated into the wider security, crisis management and defence agenda, for instance in the
context of the work on the Strategic Compass. CONSIDERS that the upcoming "Military
Vision and Strategy on Cyberspace as a Domain of Operations" will contribute to furthering
these discussions. WELCOMES the initiative on setting up the Military CERT-Network by
the European Defence Agency (EDA) and SUPPORTS efforts made to enhance synergies
and coordination between the cybersecurity civilian, defence and space spheres, including
through the-dedicated PESCO projects_and the use of EDF.

36:29. FAKES NOTE ofENCOURAGES the development of an EU External Cyber
Capacity Building Agenda and the creation of an EU Cyber Capacity Building Board in close
cooperation with member States in order to increase cyber resilience and capacities
worldwide. In this context, ENCOURAGES-WELCOMES cooperation with Member-States;
as-wel-as—with-public and private sector partners and other relevant international bodies, to
ensure coordination and avoid duplication. In particular, ENCOURAGES cooperation with
partners in the Western Balkans and in the EU Neighbourhood.

34:30. To ensure that all countries are able to reap the social, economic and political
benefits of the Internet and the use of technologies, COMMITS itself to assisting partners in

83



tackling the growing challenge of malicious cyber activities, notably those that harm the
development of their economies, societies and the integrity and security of democratic
systems, including in line with the efforts under the European Democracy Action Plan.

32-WELCOMES the comprehensive proposals presented in the Cybersecurity Strategy and
ACKNOWLEDGES that all-ef-the initiatives presented therein are important_and timely. In
order to ensure their seamless-development, implementation_and monitoring, and taking into
account the multiannual character of some eftheseinitiatives, CONSIDERS it is-necessary to

set-the—prioritiesaccompany it with an accompanyingand-detailed implementation—Action

planPlan which will take into account all of the above to be-
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LATVIA
ANNEX

The Council of the European Union,
RECALLING its conclusions on:

- the Joint Communication to the European Parliament and the Council on the Cybersecurity
Strategy for the European Union: "An Open, Safe and Secure Cyberspace",

- on Internet Governance,

- the Joint Communication to the European Parliament and the Council: "Resilience, Deterrence and
Defence: Building strong cybersecurity for the EU",

- cybersecurity capability and cyber capacity building in the EU,

- the significance of 5G to the European Economy and the need to mitigate security risks linked to
5G [The 5G cybersecurity Toolbox],

- the future of a highly digitised Europe beyond 2020: "Boosting digital and economic
competitiveness across the Union and digital cohesion",

- shaping Europe's Digital Future,
- complementary efforts to enhance resilience and counter hybrid threats,

- strengthening resilience and countering hybrid threats, including countering disinformation in the
context of the COVID-19 pandemic,

- Cyber Diplomacy,
- on EU Coordinated Response to Large-Scale Cybersecurity Incidents and Crises

- a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities ("Cyber
Diplomacy Toolbox™),

- EU External Cyber Capacity Building Guidelines,
- the cybersecurity of connected devices,

- and its Council Resolution on Encryption - Security through encryption and security despite
encryption.

RECALLING the European Council Conclusions on COVID-19, the Single Market, industry
policy, digital and external relations and those on disinformation and hybrid threats,

RECALLING the Global Strategy for the European Union's Foreign and Security Policy,

RECALLING the Communications of the European Commission on shaping Europe's Digital
Future and on the EU Security Union Strategy,

85



. HIGLIGHTS the fact that cybersecurity is one of elements which is essential for building a
resilient, green and digital Europe and WELCOMES the Joint Communication to the
European Parliament and the Council entitled "The EU's Cybersecurity Strategy for the
Digital Decade", which outlines the new framework for the EU to protect its people,
businesses and institutions from cyber threats while enhancing the trust of citizens and
organisations in the EU's ability to promote secure and reliable digital tools and connectivity,
and to promote and protect a global, stable, secure, free and open cyberspace, grounded in
the rule of law, human rights, fundamental freedoms and democratic values.

. RECOGNISING that the COVID-19 pandemic has brought trust and security in Information
and Communication Technology (ICT) tools and systems to the forefront of our daily lives,
stresses that cybersecurity and the global and open Internet are vital for the functioning of
our public administrations and institutions at both national and EU level, for teleworking,
tele-education and doing business online and for society as a whole.

CALLS FOR the promotion and protection of the core EU values of democracy, human
rights, fundamental freedoms including the freedom of expression, the right to free and equal
access to information, the freedom of assembly and association, the right to privacy and the
protection against mass surveillance and of the rule of law in cyberspace. WELCOMES, in
this regard, further sustained efforts to protect human rights defenders, civil society and
academia working on issues such as cybersecurity, data privacy, surveillance and online
censorship by providing further practical guidance, promoting best practices and stepping-up
its efforts to prevent the misuse of emerging technologies, notably through the use of
diplomatic measures where necessary, as well as the export control of such technologies.

. HIGHLIGHTS the importance of strengthening the EU’s strategic autonomy, particularly its
digital and technological leadership in the field of cybersecurity, while preserving an open
economy. In this respect, COMMITS itself to promoting the Union’s autonomy on the basis
of the development of a dynamic Industrial Strategy that supports [EU value chains and
secures the supply chains in particular in the most strategic domains, while ensuring that
access to the single market is gained on fair and equitable terms and with respect for the
Union’s values.

. Bearing in mind the shortage of cybersecurity skills in the workforce, STRESSES the
importance of developing, retaining and attracting the best cybersecurity talent, for instance
through education and training, and ENCOURAGES women’s increased participation in
science, technology, engineering, mathematics (‘STEM’) education and ICT jobs upskilling
and reskilling in digital skills.
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. RECALLS that the common and comprehensive EU approach to cyber diplomacy aims to
contribute to conflict prevention, including reduction of risks of misperception, escalation
and conflict that may stem from ICT incidents , the mitigation of cybersecurity threats and
greater stability in international relations. In this context, REAFFIRMS its commitment to
the settlement of international disputes in cyberspace by peaceful means, and that all of the
EU’s diplomatic efforts should, as a prlorlty, be aimed at promotmg secunty and stablhty in
cyberspace—th ¢ 3o
mspereepﬂeﬂ—esea%&&eﬂ—aﬂd—em%eﬁh&kmaﬁ%em—ﬁem%%e}éems REITERATES the
United Nations General Assembly's call uponthat UN Member States to be guided by the
UNGGE reports' recommendations in their use of ICT and notably the application of
international law, in particular the UN Charter, in cyberspace.

REAFFIRMS that, with a view to shaping international standards in the areas of emerging
technologies and core internet architecture so that these are in line with EU values and a

essentiall this will ensure that the Internet remains global, stable, secure, free and open and

Cc ted [A118]: What is meant by development of

that digital technologies are human-centric, privacy-preserving, and that their use is lawful,
safe and ethical. LOOKS FORWARD to the upcoming Standardisation Strategy and
COMMITS itself to proactive and coordinated outreach to promote the EU’s objectives at
international level, including through cooperation with like-minded partners, civil society
and the private sector.

STRONGLY SUPPORTS the multi-stakeholder model for Internet governance and commits
itself to reinforcing regular and structured exchanges of opinions with stakeholders including
the private sector, academia and civil society, in particular within the context of the Paris
Call and in international fora. PROMOTES universal, affordable and equal access to the
Internet and, in particular, the empowerment of persons in vulnerable situations or
marginalised groups, in both policy development and in the use of the Internet.

EMPHASISES the need to include cybersecurity in all digital investments in the coming
years and SUPPORTS the Commission’s plan to increase public spending and leverage
private investment in the cybersecurity domain, taking into account the prospective increase
in the number of sectors to which the Directive on measures for a high common level of
cybersecurity across the Union (NIS Directive 2.0) will apply. HIGHLIGHTS the importance
of Small and Medium Sized Enterprises (SMEs) in the cybersecurity ecosystem and
RECOGNISES the relevant financial instruments available to support a cybersecurity digital
transformation over the 2021-2027 Multiannual Financial Framework (MFF) as well as in
the Recovery and Resilience Facility.
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10.

11.

12.

13

14.

LOOKS FORWARD to the rapid implementation of the Regulation on Cybersecurity
Industrial, Technology and Research Competence Centre and Network of Coordination
Centres (CCCN) with a view to maximising the effects of investments to strengthen the
Union’s leadership in the field of cybersecurity, to support technological capacities and skills
and to increase the Union's global competitiveness with input from industry and academic
communities in cybersecurity, which should be brought into a more systematic collaboration.

REITERATES the need to explore the scope of a possible horizontal Union legal act,
including for market access, which the Commission may be invited to propose in order to
address all relevant aspects of cybersecurity of connected objects and its links with the
cybersecurity certification framework under the Cybersecurity Act (CSA), as well as any
other product specific instruments, in order to ensure adequate synergies, while avoiding
inconsistencies or duplication.

ACKNOWLEDGES the importance of a harmonised approach on cybersecurity in the
Union, while fully respecting Member States’ competences, and WELCOMES the new
proposal for a Directive on measures for a high common level of cybersecurity across the
Union (NIS Directive 2.0) that builds upon the NIS Directive as an evolution of the efforts
undertaken and which has contributed to strengthening and harmonising national
cybersecurity frameworks and promoted cooperation between Member States. Furthermore,
RECOGNISES the need for close alignment with other sectorial legislation in this domain.

. TAKES NOTE of the Commission’s proposal to support Member States in strengthening

their national Security Operation Centres (SOCs) and to build a network of SOCs across the
EU, to detect signals of attacks on networks and enable responses before harm is done.
LOOKS FORWARD to exploring this network's potential to strengthen SOCs as well as
their complementarity and coordination with existing networks and actors (for instance
CSIRTs Network, ENISA and CERT-EU), including within the scope of the EU’s cyber
crisis management framework, in order to promote an efficient, secure and reliable
information-sharing culture. Within this process, the best use should be made of the work
carried out in the context of Artificial Intelligence and High Performance Computing
initiatives and by European Digital Innovation Hubs, as well as the entire electronic

communications ﬁnfrastmcmre—sueh—as—hnd—aﬂd—sabﬂwm%neﬁveﬂes:ﬁ{ems{.

TAKES NOTE of the possible development of an fultra-secure }connectivity system, building
on the Euro quantum communication infrastructure (QCI) and EUGOVSATCOM, and
COMMENDS that it be based on a robust cybersecurity framework.
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15.

16.

17.

18.

LOOKS FORWARD to discussions with the Commission, ENISA, the two EU DNS Root
Server Operators and the multi-stakeholder community to assess the role of its operators in
guaranteeing that the Internet remains globally accessible and non-fragmented.
RECOGNISES that an alternative European service for accessing the global internet
(“DNS4EU” initiative), based on a transparent model which conforms to the latest security
and data protection and privacy by design and by default standards and rules, can contribute
to increased resilience.

RECOGNISES the need for a joint effort from the Commission and the Member States to
accelerate the }uptake of key internet standards, including IPV6L and well-established internet

{f- 1ted [A121]: Strong support for this paragraph. }

security standards as they are instrumental to increase the overall level of security, resilience
and openness of the global internet, while increasing the competitiveness of the EU industry
and in particular of the internet infrastructure operators.

STRESSES the importance of a coordinated approach as well as the development and
implementation of effective measures at national level to reinforce the cybersecurity of 5G
networks. SUPPORTS the next steps to be taken on the cybersecurity of 5G networks, as
presented in the appendix to the Cybersecurity Strategy and as based on the-review—ef-the
Commisston s-recommendation-on-the-seeurity-of 5Gnetworks Report assessing the impacts of
the Commission Recommendations of 26 March 2019 on the Cybersecurity of 5G networks, for
instance with regard to the definition of a long-term and comprehensive approach looking at
the |entire 5G value chain and ecosysteml. URGES Member States to continue periodic

stocktaking, together with the exchange of information and best practice within the dedicated
NIS Cooperation Group Work Stream on 5G Cybersecurity, and report regularly on the
progress made to the Council. HIGHLIGHTS its strong commitment to applying the EU 5G
Toolbox, including relevant restrictions on high-risk suppliers for key assets defined as
critical and sensitive in the [EU coordinated risk assessments \and to continuing efforts made
to guarantee hhe eyberssecurity of 5G networks.

[Commented [A122]: The scope is unclear. ]
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RECOGNISES the relevance of integrating cybersecurity into EU crisis response
mechanisms and STRESSES the importance of enhancing cooperation and information-
sharing amongst the various cybersecurity communities within the EU and of linking the
existing structures and procedures (such as the Blueprint, the CSIRT Network, the NIS
Cooperation Group, CyCLONe, the European Cybercrime Centre, EU INTCEN and the
IPCR) in case of large-scale cyber incidents and threats. TAKING INTO ACCOUNT the
progress already achieved in this domain LOOKS FORWARD to the Commission S
Cyber Unit (JCU) w1th a view to providing added value and streamlining the EU
cybersecurity crisis management framework, including through preparedness, shared
situational awareness, coordinated response and exercises, in a transparent and incremental
manner while avoiding duplication and overlap and respecting the competences of the
Member States.
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19.

20.

21.

22.

23.

24.

As—highlighted by the-impact-of the- COVID19-pandemie, STRESSES the importance of

promoting cooperation and exchange between cybersecurity actors and law enforcement and
judicial authorities and the need to expand and improve the capacity of hhese authorities to

b
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investigate cybercrime,-while fully respecting fundamental rights

....-:-.. \

fREAFFIRMS its support to the development, implementation and use of strong encryption as
a necessary means of protecting fundamental rights and the digital security of citizens,
governments, industry and society and, at the same time, the need to ensure the ability of the
competent law enforcement and judicial authorities to exercise their lawful powers, both
online and offline, to protect our societies and citizens.

CONTINUES to support and promote the Budapest Convention on Cybercrime, and the
ongoing work on the Second Additional Protocol to that Convention. Furthermore, will
continue to engage in multilateral exchanges on cybercrime to ensure the respect of human
rights and fundamental freedoms.

While national security remains the sole responsibility of each Member State,
ACKONOWLEDGES the importance of strategic intelligence cooperation on cyber threats
and activities, and INVITES Member States, through their competent authorities, to continue
to contribute to EU INTCEN’s work, including by exploring the establishment of an EU
Cyber Intelligence Working Group.

HIGHLIGHTS the importance of a robust and consistent security framework to better protect
all EU personnel, data, information, communication networks and decision-making processes
based on comprehensive, consistent and homogeneous rules. In particular, this should be
done by enhancing the resilience and improving the security culture of the EU against cyber
threats and by strengthening classified and non-classified EU networks while ensuring that
sufficient resources are available. ’WELCOMESL in this context, the ongoing
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interinstitutional discussions on the establishment of common rules on information security
and cybersecurity for all EU institutions, bodies, offices and agencies_and INVITES to
consider a comprehensive overview on how to enhance the cybersecurity of EU institutions
bodies and agencies, including necessary improvements in the governance and to develop
secure information channels with MS.-

BUILDING ON the EU’s cyber diplomacy efforts, COMMITS itself to increasing the
effectiveness and the efficiency of the EU Cyber Diplomacy Toolbox and LOOKS
FORWARD to deepening discussions building on lessons learned from the application of
this instrument to date. These discussions should aim at building a notion of shared security
at international level by strengthening prevention, cooperation and advancing confidence and
capacity building and, where necessary, imposinge restrictions, thereby contributing to the
EU’s security and integrity and consolidating the EU’s cyber posture, in full respect of
national competences and prerogatives. In particular, special attention should be given to
preventing and countering cyberattacks affecting our critical infrastructure, democratic
institutions and processes, as well as to countering cyberattacks on supply chain-attacks with
systemic effects and cyber-enabled theft of intellectual property.
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25.

26.

27.

28.

In order to contribute to a global, secure, stable, free and open cyberspace, which is of ever-
increasing importance for the continued prosperity, growth, security, well-being, connectivity
and integrity of our societies, COMMITS itself to continuous engagement in norm-setting
processes in international organisations, especially in the UN first-committee related
processes, contributing to the respect for international law in cyberspace and adherence to the
norms, rules and principles of responsible state behaviour in cyberspace, for instance by
promoting the swift establishment of a Programme of Action (PoA) for Advancing
Responsible States behaviour in cyberspace, as a constructive, inclusive and consensus-based
outcome of both the current UN GGE and OEWG processes.

RECALLS its strong commitment to multilateralism aimed at strengthening cooperation and
coordination with international and regional organisations, namely the United Nations, the
Council of Europe, the OSCE, the OECD, NATO), the AU, the OAS, ASEAN, the ARF, the
GCC and the LAS concerning discussions on cyber-related issues as well as the continuation
and expansion of structured EU cyber dialogues and consultations with third countries.
STRESSES its active support to the UN, in particular in relation to its Agenda 2030,
including the Sustainable Development Goals, and the UN Secretary General’s Roadmap on
digital cooperation. WELCOMES the proposal to establishment-ef an informal EU Cyber
Diplomacy Network by the High Representative for Foreign Affairs and Security Policy with
a view to developing the engagement and expertise of both EU delegations and MS
embassies on international cyber issues in order to strengthen coordinated outreach.

ACKNOWLEDGES the importance of strengthening cooperation with international partners,
including with NATO, in order to advance the shared understanding of the cyber threat
landscape, to develop cooperation mechanisms, to identify, where appropriate, cooperative
diplomatic responses as well as to improve information-sharing, including through education,
training and exercises. In particular, REAFFIRMS that a strong transatlantic partnership is
vital to ensure and to contribute to our common security, stability and prosperity.

LOOK FORWARD TO the forthcoming proposal for a review of the Cyber Defence Policy
Framework (CDPF), and COMMITS itself to pursuing efforts to strengthen cybersecurity
and cyber defence dimensions with a view to ensuring that these are fully integrated into the
wider security, crisis management and defence agenda, for instance in the context of the
work on the Strategic Compass. CONSIDERS that the upcoming "Military Vision and
Strategy on Cyberspace as a Domain of Operations" will contribute to furthering these
discussions. WELCOMES the initiative on setting up the Military CERT-Network by the
European Defence Agency (EDA) and SUPPORTS efforts made to enhance synergies and
coordination between the cybersecurity civilian, defence and space spheres, [including
through the dedicated PESCO projects‘.
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29.

30.

31.

32.

TAKES NOTE of the proposal to developsent of an EU External Cyber Capacity Building
Agenda and the creation of an EU Cyber Capacity Building Board in order to increase cyber
resilience and capacities worldwide. In this context, ENCOURAGES cooperation with
Member States, as well as with public and private sector partners and other relevant
international bodies, to ensure coordination and avoid duplication. In particular,
[ENCOURAGES\ cooperation with partners in—the—Western—Balkans—and—in the EU

Neighbourhood.

To ensure that all countries are able to reap the social, economic and political benefits of the
Internet and the use of technologies, COMMITS itself to assisting partners in tackling the
growing challenge of malicious cyber activities, notably those that harm the development of
their economies, societies and the integrity and security of democratic systems, including in
line with the efforts under the European Democracy Action Plan.

WELCOMES the comprehensive proposals presented in the Cybersecurity Strategy and
ACKNOWLEDGES that hl-l—ef—the—{initiatives presented therein are important. In order to
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LITHUANIA
ANNEX

The Council of the European Union,
RECALLING its conclusions on:

- the Joint Communication to the European Parliament and the Council on the Cybersecurity
Strategy for the European Union: "An Open, Safe and Secure Cyberspace",

- on Internet Governance,

- the Joint Communication to the European Parliament and the Council: "Resilience, Deterrence and
Defence: Building strong cybersecurity for the EU",

- cybersecurity capability and cyber capacity building in the EU,

- the significance of 5G to the European Economy and the need to mitigate security risks linked to
5G [The 5G cybersecurity Toolbox],

- the future of a highly digitised Europe beyond 2020: "Boosting digital and economic
competitiveness across the Union and digital cohesion",

- shaping Europe's Digital Future,
- complementary efforts to enhance resilience and counter hybrid threats,

- strengthening resilience and countering hybrid threats, including countering disinformation in the
context of the COVID-19 pandemic,

- Cyber Diplomacy,
- on EU Coordinated Response to Large-Scale Cybersecurity Incidents and Crises

- a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities ("Cyber
Diplomacy Toolbox™),

- EU External Cyber Capacity Building Guidelines,
- the cybersecurity of connected devices,

- and its Council Resolution on Encryption - Security through encryption and security despite
encryption.

RECALLING the European Council Conclusions on COVID-19, the Single Market, industry
policy, digital and external relations and those on disinformation and hybrid threats,

RECALLING the Global Strategy for the European Union's Foreign and Security Policy,

RECALLING the Communications of the European Commission on shaping Europe's Digital
Future and on the EU Security Union Strategy,
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HIGLIGHTS the fact that cybersecurity is essential for building a resilient, green and digital
Europe and WELCOMES the Joint Communication to the European Parliament and the
Council entitled "The EU's Cybersecurity Strategy for the Digital Decade", which outlines
the new framework for the EU to protect its people, businesses and institutions from cyber
threats while enhancing the trust of citizens and organisations in the EU's ability to promote
secure and reliable digital tools and connectivity, and to promote and protect a global, stable,
secure, free and open cyberspace, grounded in the rule of law, human rights, fundamental
freedoms and democratic values.

RECOGNISING that the COVID-19 pandemic has brought trust in and security ofin
Information and Communication Technology (ICT) tools and systems to the forefront of our
daily lives, stresses that cybersecurity and the global and open Internet are vital for the
functioning of our public administrations and institutions at both national and EU level, for
teleworking, tele-education and doing business online and for society as a whole.

CALLS FOR the promotion and protection of the core EU values of democracy, human
rights, fundamental freedoms including the freedom of expression, the right to free and equal
access to information, the freedom of assembly and association, the right to privacy bﬂd—t-he

protection-asainst mass—surveillanee-and of the rule of law in cyberspace. WELCOMES, in
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this regard, further sustained k:fforts to protect human rights defenders, civil society and
academia working on issues such as cybersecurity, data privacy, surveillance and online
censorship by providing further practical guidance, promoting best practices and stepping-up
its efforts ffo prevent the misuse of emerging technologies, notably through the use of

diplomatic measures where necessary, as well as the export control of such technologies.

HIGHLIGHTS the importance of strengthening the EU’s strategic autonomy, particularly its
digital and technological leadership in the field of cybersecurity, while preserving an open
economy._[This | can i iversifyi 1 i ply chai i ic
stockpiling, fostering and attracting investments and production in Europe, exploring
alternative solutions and circular models, and promoting broad industrial cooperation across

s

Member States. h-this-respeet;- COMM etto-promoting-the-Unton-s-autonomy-on-the

Bearing in mind the shortage of cybersecurity skills in the workforce, STRESSES the
importance of developing, retaining and attracting the best cybersecurity talent, for instance

science, technology, engineering, mathematics (‘STEM”) education and ICT jobs upskilling
and reskilling in digital skills.
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6. RECALLS that the common and comprehensive EU approach to cyber diplomacy aims to
contribute to conflict prevention, the mitigation of cybersecurity threats and greater stability
in international relations. In this context, REAFFIRMS its commitment to the settlement of
international disputes in cyberspace by peaceful means, and that all of the EU’s diplomatic
efforts should, as a priority, be aimed at promoting security and stability in cyberspace
through increased international cooperation, and at reducing the risk of misperception,
escalation and conflict that may stem from ICT incidents. REITERATES the United Nations
General Assembly's call that UN Member States be guided by the UNGGE reports'
recommendations in their use of ICT and notably the application of international law, in
particular the UN Charter, in cyberspace.

7. REAFFIRMS that, with a view to shaping international standards in the areas of emerging
technologies and core internet architecture so that these are in line with EU values and a
multi-stakeholder approach, the further development of standards within the Union is
essential: this will ensure that the Internet remains global, stable, secure, free and open and
that digital technologies are human-centric, privacy-preserving, and that their use is lawful,
safe and ethical. LOOKS FORWARD to the upcoming Standardisation Strategy and
COMMITS itself to proactive and coordinated outreach to promote the EU’s objectives at
international level, including through cooperation with like-minded partners, civil society
and the private sector.

8. STRONGLY SUPPORTS the multi-stakeholder model for Internet governance and commits
itself to reinforcing regular and structured exchanges with stakeholders including the private
sector, academia and civil society, in particular within the context of the Paris Call and in
international fora. PROMOTES universal, affordable and equal access to the Internet and, in
particular, the empowerment of persons in vulnerable situations or marginalised groups, in
both policy development and in the use of the Internet.

9. EMPHASISES the need to include cybersecurity in all digital investments in the coming
years and SUPPORTS the Commission’s plan to increase public spending and leverage
private investment in the cybersecurity domain, taking into account the prospective increase
in the number of sectors to which the Directive on measures for a high common level of
cybersecurity across the Union (NIS Directive 2.0) will apply. HIGHLIGHTS the importance
of Small and Medium Sized Enterprises (SMEs) in the cybersecurity ecosystem and
RECOGNISES the relevant financial instruments available to support a cybersecurity digital
transformation over the 2021-2027 Multiannual Financial Framework (MFF) as well as in
the Recovery and Resilience Facility.
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10.

11.

12.

13.

14.

LOOKS FORWARD to the rapid implementation of the Regulation on Cybersecurity
Industrial, Technology and Research Competence Centre and Network of Coordination
Centres (CCCN) with a view to maximising the effects of investments to strengthen the
Union’s leadership in the field of cybersecurity, to support technological capacities and skills
and to increase the Union's global competitiveness with input from industry and academic
communities in cybersecurity, which should be brought into a more systematic collaboration.

REITERATES the need to explore the scope of a possible horizontal Union legal act,
including for market access, which the Commission may be invited to propose in order to
address all relevant aspects of cybersecurity of connected objects and its links with the
cybersecurity certification framework under the Cybersecurity Act (CSA), as well as any
other product specific instruments, in order to ensure adequate synergies, while avoiding
inconsistencies or duplication.

ACKNOWLEDGES the importance of a harmonised approach on cybersecurity in the
Union, while fully respecting Member States’ competences, and WELCOMES the new
proposal for a Directive on measures for a high common level of cybersecurity across the
Union (NIS Directive 2.0) that builds upon the NIS Directive as an evolution of the efforts
undertaken and which has contributed to strengthening and harmonising national
cybersecurity frameworks and promoted cooperation between Member States. Furthermore,
RECOGNISES the need for close alignment with other sectorial legislation in this domain.

TAKES NOTE of the Commission’s proposal to support Member States in strengthening
their national Security Operation Centres (SOCs) and to build a network of SOCs across the
EU, to detect signals of attacks on networks and enable responses before harm is done.
LOOKS FORWARD to exploring this network's potential to strengthen SOCs as well as
their complementarity and coordination with existing networks and actors (for instance
CSIRTs Network, ENISA and CERT-EU), including within the scope of the EU’s cyber
crisis management framework, in order to promote an efficient, secure and reliable
information-sharing culture. Within this process, the best use should be made of the work
carried out in the context of Artificial Intelligence and High Performance Computing
initiatives and by European Digital Innovation Hubs, as well as the entire electronic
communications infrastructure such as land and submarine network systems.

TAKES NOTE of the possible development of an ultra-secure connectivity system, building

on the Euro quantum communication infrastructure (QCI) and EUGOVSATCOM, and
COMMENDS that it be based on a robust cybersecurity framework.
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15.

16.

17.

18.

LOOKS FORWARD to discussions with the Commission, ENISA, the two EU DNS Root
Server Operators and the multi-stakeholder community to assess the role of its operators in
guaranteeing that the Internet remains globally accessible and non-fragmented.
RECOGNISES that an alternative European service for accessing the global internet
(“DNS4EU” initiative), based on a transparent model which conforms to the latest security
and data protection and privacy by design and by default standards and rules, can contribute
to increased resilience.

RECOGNISES the need for a joint effort from the Commission and the Member States to
accelerate the uptake of key internet standards, including IPV6, and well-established internet
security standards as they are instrumental to increase the overall level of security, resilience
and openness of the global internet, while increasing the competitiveness of the EU industry
and in particular of the internet infrastructure operators.

STRESSES the importance of a coordinated approach as well as the development and
implementation of effective measures at national level to reinforce the cybersecurity of 5G
networks. SUPPORTS the next steps to be taken on the cybersecurity of 5G networks, as
presented in the appendix to the Cybersecurity Strategy and as based on the review of the
Commission’s recommendation on the security of 5G networks, for instance with regard to
the definition of a long-term and comprehensive approach looking at the entire 5G value
chain and ecosystem. URGES Member States to continue periodic stocktaking, together with
the exchange of information and best practice within the dedicated NIS Cooperation Group
Work Stream on 5G Cybersecurity, and report regularly on the progress made to the Council.
HIGHLIGHTS its strong commitment to applying the EU 5G Toolbox, including relevant
restrictions on high-risk suppliers for key assets defined as critical and sensitive in the EU
coordinated risk assessments and to continuing efforts made to guarantee the cybersecurity of
5G networks.

RECOGNISES the relevance of integrating cybersecurity into EU crisis response
mechanisms and STRESSES the importance of enhancing cooperation and information-
sharing amongst the various cybersecurity communities within the EU and of linking the
existing structures and procedures (such as the Blueprint, the CSIRT Network, the NIS
Cooperation Group, CyCLONe, the European Cybercrime Centre, EU INTCEN and the
IPCR) in case of large-scale cyber incidents and threats. TAKING INTO ACCOUNT the
progress already achieved in this domain, LOOKS FORWARD to the Commission’s
proposal on the process, milestones and timeline for defining and implementing the Joint
Cyber Unit (JCU) with a view to providing added value and streamlining the EU
cybersecurity crisis management framework, including through preparedness, shared
situational awareness, coordinated response and exercises, in a transparent and incremental
manner k’vhile respecting the competences of the Member States and avoiding duplication and
overlap with both Member States and EU existing structures and initiatives.and-respeeting
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19. As highlighted by the impact of the COVID-19 pandemic, STRESSES the importance of

20.

21.

22.

23.

24.

promoting cooperation and exchange between cybersecurity actors and law enforcement and
judicial authorities and the need to expand and improve the capacity of these authorities to
investigate cybercrime, while fully respecting fundamental rights and striving to ensure the
requisite balance between various rights and interests, in particular privacy and security.

REAFFIRMS its support to the development, implementation and use of strong encryption as
a necessary means of protecting fundamental rights and the digital security of citizens,
governments, industry and society and, at the same time, the need to ensure the ability of the
competent huthorities in the area of security and criminal justice

Cc ted [A143]: Council recalls its Resolution on

jadicial-avtherities—to exercise their lawful powers, both online and offline, to protect our
societies and citizens.

CONTINUES to support and promote the Budapest Convention on Cybercrime, and the
ongoing work on the Second Additional Protocol to that Convention. Furthermore, will
continue to engage in multilateral exchanges on cybercrime to ensure the respect of human
rights and fundamental freedoms.

While national security remains the sole responsibility of each Member State,
ACKONOWLEDGES the importance of strategic intelligence cooperation on cyber threats
and activities, and INVITES Member States, through their competent authorities, to continue
to contribute to EU INTCEN’s work, including by exploring the establishment of an EU
Cyber Intelligence Working Group. Furthermore, RECOGNISES the need to ensure
appropriate level of INTCEN's resources including professional expertise.

Encryption, therefore we believe that the agreed language
(in 1, 3 and 5 sections of the resolution) should be used in
this paragraph.

Cc ted [A144]: As regards the invitation for the

HIGHLIGHTS the importance of a robust and consistent security framework to better protect
all EU personnel, data, information, communication networks and decision-making processes
based on comprehensive, consistent and homogeneous rules. In particular, this should be
done by enhancing the resilience and improving the security culture of hhe EU _institutions
bodies and agencies against cyber threats and by |[developing strensthenine classified and

Member States to further contribute to IntCen and
establishment of an EU Cyber Intelligence Group, we
strongly believe, that it is equally important to emphasize
the need to further enhance IntCen's analytical capabilities.

Cc ted [A145]: We suggest using agreed language

non-classified EU networks while ensuring that sufficient resources are available.
WELCOMES, in this context, the ongoing interinstitutional discussions on the establishment
of common rules on information security and cybersecurity for all EU institutions, bodies,
offices and agencies.

BUILDING ON the EU’s cyber diplomacy efforts, COMMITS itself to increasing the
effectiveness and the efficiency of the EU Cyber Diplomacy Toolbox and LOOKS
FORWARD to deepening discussions building on lessons learned from the application of
this instrument to date. These discussions should aim at building a notion of shared security
at international level by strengthening prevention, cooperation and advancing confidence and
capacity building and, where necessary applying restrictive measures, in order to prevent
discourage, deter and respond to malicious cyber activities targeting the integrity and securitv

from para 10 of CC on resilience and hybrid threats, 15
Dec. 2020.

Commented [A146]: We would propose using
“developing” instead of “strengthening”, because it better

reflects actual and undergoing process.

Cc ted [A147]: Implementation of the EU Cyber

te—the—EU—q—seeiﬁity—&Hd—mtegﬂty—aﬁd—consohdating the EU’s cyber posture in full respect of

national competences and prerogatives. In particular, special attention should be given to
countering cyberattacks affecting our critical infrastructure, democratic institutions and
processes, as well as to countering cyberattacks on supply chain%% with systemic effects

diplomacy toolbox ant its measures is of utmost
importance, respectively, we suggest to underline
restrictive measures aim following the agreed language
across various CCs and Declarations.

{ Cc ted [A148]: Technical correction.

and cyber-enabled theft of intellectual property.
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25.

26.

27.

28.

In order to contribute to a global, secure, stable, free and open cyberspace, which is of ever-
increasing importance for the continued prosperity, growth, security, well-being, connectivity
and integrity of our societies, COMMITS itself to continuous engagement in norm-setting
processes in international organisations, especially in the UN first-committee related
processes, contributing to the respect for international law in cyberspace and adherence to the
norms, rules and principles of responsible state behaviour in cyberspace, for instance by
promoting the swift establishment of a Programme of Action (PoA) for Advancing
Responsible States behaviour in cyberspace, as a constructive, inclusive and consensus-based
outcome of both the current UN GGE and OEWG processes.

RECALLS its strong commitment to multilateralism aimed at strengthening cooperation and
coordination with international and regional organisations, namely the fUnited Nations,
NATO, f[he Council of Europe, the OSCE, the OECD, NATO;-the AU, the OAS, ASEAN,
the ARF, the GCC and the LAS concerning discussions on cyber-related issues as well as the
continuation and expansion of structured EU cyber dialogues and consultations with third
countries. STRESSES its active support to the UN, in particular in relation to its Agenda
2030, including the Sustainable Development Goals, and the UN Secretary General’s
Roadmap on digital cooperation. WELCOMES the establishment of an informal EU Cyber
Diplomacy Network by the High Representative for Foreign Affairs and Security Policy with
a view to developing the engagement and expertise of both EU delegations and MS
embassies on international cyber issues in order to strengthen coordinated outreach.

ACKNOWLEDGES the importance of strengthening cooperation with [NATO. in full respect

of the principles of inclusiveness, reciprocity and decision-making autonomy of both
organisations, and international—partner_countriess, inelading—with-NATO; in order to
advance the shared understanding of the cyber threat landscape, to develop dialogues and
cooperation mechanisms, to identify, where appropriate, cooperative diplomatic responses as
well as to improve information-sharing, including through education, training and exercises.
In particular, REAFFIRMS that a strong transatlantic partnership is vital to ensure and to
contribute to our common security, stability and prosperity.

LOOKS FORWARD TO the forthcoming proposal for a review of the Cyber Defence Policy
Framework (CDPF), and COMMITS itself to pursuing efforts to strengthen cybersecurity
and cyber defence dimensions with a view to ensuring that these are fully integrated into the
wider security, crisis management and defence agenda, for-instanee-in_line with the-eentext
of the work on the Strategic Compass. CONSIDERS that the upcoming "Military Vision and
Strategy on Cyberspace as a Domain of Operations" will contribute to furthering these
discussions. WELCOMES the initiative on setting up the Military CERT-Network by the
European Defence Agency (EDA) and SUPPORTS efforts made to enhance synergies and
coordination between the cybersecurity civilian, defence and space spheres, [including
through the dedicated PESCO projects. l
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29.

30.

31.

32.

TAKES NOTE of the development of an EU External Cyber Capacity Building Agenda and
the creation of an EU Cyber Capacity Building Board in order to increase cyber resilience
and capacities worldwide. In this context, ENCOURAGES cooperation with Member States,
as well as with public and private sector partners and other relevant international bodies, to
ensure coordination and avoid duplication. In particular, ENCOURAGES cooperation with
partners in the Western Balkans and in the [EU Eastern and Southern Neighbourhood..-

To ensure that all countries are able to reap the social, economic and political benefits of the
Internet and the use of technologies, COMMITS itself to assisting partners in tackling the
growing challenge of malicious cyber activities, notably those that harm the development of
their economies, societies and the integrity and security of democratic systems, including in
line with the efforts under the European Democracy Action Plan.

WVELCOMES the comprehensive proposals presented in the Cybersecurity Strategy and
ACKNOWLEDGES that all of the initiatives presented therein are important. In order to
ensure their seamless implementation, and taking into account the multiannual character of
some of these, CONSIDERS it is necessary to set the priorities with an accompanying and
detailed implementation plan.

MONITORS the progress in the implementation of these Conclusions by the means of an
Action Plan to be adopted by the Council by .... The action plan would be regularly reviewed
and updated by the Council in cooperation with the European Commission and the High
Representative,
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MALTA

1 General Comment

The EU’s Cybersecurity Strategy for Digital Decade, states that “the Commission and the High
Representative, in line with their respective competences, will monitor progress under this strategy
and develop criteria for evaluation. Inputs to this monitoring should include the reports from
ENISA, and the Commission’s regular Security Union reports.” In this regard, Malta would
appreciate having more details about this statement, and what does this imply for Member States.
Will there be thresholds that are to be met? And if not met, what is the implication on Member
States?

2 Specific Comments
Paragraph 9

Increasing the number of sectors under NIS02, increases the workload for the National Competent
Authorities. Such an increase in the number of sectors and sub-sectors was expected and up to a
certain extent, needed. Nonetheless, it is not clear why some of the additional sectors were added.
This should be clarified during the article by article discussions on NIS 2.

Paragraph 12

Malta stresses that there is no ‘One-Size-Fits-All’ approach. The differences in size and population
within Member States creates a problem for harmonisation. The responsibility for the identification
and designation of critical entities (or essential and important categories of critical entities) should
remain that of the Member States. In this regard, Malta considers that it is more beneficial to
Member States to retain the current terms for the identification, designation and reporting thresholds
of designated entities.

Paragraph 13

Malta considers that strengthening SOCs is important. Efforts to build a network of SOCs across
the EU is also a positive attempt as it will strengthen collaboration and information sharing in good
time, improving potential action to counter potential attacks.

Paragraph 17

Malta considers that improving and reinforcing the cybersecurity of 5G networks is imperative.
timeframes.
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NETHERLANDS
ANNEX

The Council of the European Union,
RECALLING its conclusions on:

- the Joint Communication to the European Parliament and the Council on the Cybersecurity
Strategy for the European Union: "An Open, Safe and Secure Cyberspace",

- on Internet Governance,

- the Joint Communication to the European Parliament and the Council: "Resilience, Deterrence and
Defence: Building strong cybersecurity for the EU",

- cybersecurity capability and cyber capacity building in the EU,

- the significance of 5G to the European Economy and the need to mitigate security risks linked to
5G [The 5G cybersecurity Toolbox],

- the future of a highly digitised Europe beyond 2020: "Boosting digital and economic
competitiveness across the Union and digital cohesion",

- shaping Europe's Digital Future,
- complementary efforts to enhance resilience and counter hybrid threats,

- strengthening resilience and countering hybrid threats, including countering disinformation in the
context of the COVID-19 pandemic,

- Cyber Diplomacy,
- on EU Coordinated Response to Large-Scale Cybersecurity Incidents and Crises

- a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities ("Cyber
Diplomacy Toolbox™),

- EU External Cyber Capacity Building Guidelines,
- the cybersecurity of connected devices,

- and its Council Resolution on Encryption - Security through encryption and security despite
encryption.

RECALLING the European Council Conclusions on COVID-19, the Single Market, industry
policy, digital and external relations and those on disinformation and hybrid threats,

RECALLING the Global Strategy for the European Union's Foreign and Security Policy,

RECALLING the Communications of the European Commission on shaping Europe's Digital
Future and on the EU Security Union Strategy,
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1. HIGLIGHTS the fact that cybersecurity is essential for building a resilient, green and digital
Europe and WELCOMES the Joint Communication to the European Parliament and the
Council entitled "The EU's Cybersecurity Strategy for the Digital Decade", which outlines

the new framework for the EU to protect its people, businesses and hnstltutlons[ﬁqm cyber Commented [A154]: Does “institutions” refer to
threats while enhancing the trust of citizens and organisations in the EU's ability to promote - sttt Uit s @l ifo IRt iie?
secure and reliable network and information systems_]d—ig#a—l—%ee{s and connectivity, and to [Commented [A155]: In consistency with NIS.

promote and protect a global, stable, secure, free and open cyberspace, grounded in the rule
of law, human rights, fundamental freedoms and democratic values.

2. RECOGNISING that the COVID-19 pandemic has brought the increased need for trust and

security in network and information systems Infermation-and-Communication—Technology
dCET)-toelsand-systems-to the forefront of our daily lives, stresses that cybersecurity and the
global and open, free and secure Internet are V1tal for the functlomng of our somety and

economy as a whole jp Cc ted [A156]: The Covid-19 pandemic has
from teleworking, tele- educatlon and domg busmess onhne —and—fer—see}ety—as—a—whel% sl s L el s G sty e el Gm UCT

technologies, therefore we propose to refer to society as a
whole, instead of focussing on public administrations and

3. CALLS FOR the promotion and protection of the core EU values of democracy, human institutions.

rights, fundamental freedoms including the freedom of expression, the right to free and equal
access to information, the freedom of assembly and association, the right to privacy and the
protection against mass surveillance and of the rule of law in cyberspace. WELCOMES, in
this regard, further sustained efforts to protect human rights defenders, civil society and
academia working on issues such as cybersecurity, data privacy, surveillance and online
censorship by providing further practical guidance, promoting best practices and stepping-up
its efforts to prevent the misuse of emerging technologies.;—netably—threugh—the—use—of

4. HIGHLIGHTS the importance of strengthening the EU’s strategic autonomy, particularly its
digital and technological leadership in the field of cybersecurity, while preserving an open
economy. In this respect, COMMITS itself to promoting the Union’s autonomy on the basis
of the development of a dynamic Industrial Strategy that supports EU value chains and
secures the trusted supply chains in particular in the most strategic domains, while ensuring
that access to the single market is gained on fair and equitable terms and with respect for the
Union’s values.

5. Bearing in mind the shortage of cybersecurity skills in the workforce, STRESSES the
importance of developing, retaining and attracting the best cybersecurity talent, for instance
through education and training_to be able to digitize our society in a cybersecure manner, and
ENCOURAGES the workforce’s. and in particular women’s, increased participation in
science, technology, engineering, mathematics (‘STEM’) education and ICT jobs upskilling
and reskilling in digital skills.

5—

7. RECALLS that the common and comprehensive EU approach to cyber diplomacy aims to
contribute to conflict prevention, the mitigation of cybersecurity threats and greater stability
in international relations. In this context, REAFFIRMS its commitment to the settlement of
international disputes in cyberspace by peaceful means, and that all of the EU’s diplomatic
efforts should, as a priority, be aimed at promoting security and stability in cyberspace
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10.

through increased international cooperation, and at reducing the risk of misperception,
escalation and conflict that may stem from ICT incidents. REITERATES the United Nations
General Assembly's call that UN Member States be guided by the UNGGE reports'
recommendations in their use of ICT and notably the application of international law, in
particular the UN Charter, in cyberspace.

REAFFIRMS that, with a view to shaping international standards in the areas of emerging
technologies and eere-internet-architeetarethe technical and logical infrastructure essential to
the general availability or integrity of the public core of the Internet, so that these are in line
with EU values and a multi-stakeholder approach, the further development of standards
within the Union is essential: this will ensure that the Internet remains global, stable, secure,
free and open and that digital technologies are human-centric, privacy-preserving, and that
their use is lawful, safe and ethical. LOOKS FORWARD to the upcoming Standardisation
Strategy and COMMITS itself to proactive and coordinated outreach to promote the EU’s
objectives at international level, including through cooperation with like-minded partners,
civil society and the private sector.

STRONGLY SUPPORTS the multi-stakeholder model for Internet governance and commits
itself to reinforcing regular and structured exchanges with stakeholders including the private
sector, academia and civil society, in particular within the context of the Paris Call and in
international fora. PROMOTES universal, affordable and equal access to the Internet and, in
particular, the empowerment of persons in vulnerable situations or marginalised groups, in
both policy development and in the use of the Internet.

EMPHASISES the need to include cybersecurity in all digital investments and initiatives in
the coming years and SUPPORTS the Commission’s plan to increase public spending and
leverage private investment in the cybersecurity domain, taking into account the prospective
increase in the number of sectors to which the Directive on measures for a high common
level of cybersecurity across the Union (NIS Directive 2.0) will apply. HIGHLIGHTS the
importance of Small and Medium Sized Enterprises (SMEs) in the cybersecurity ecosystem
and RECOGNISES the relevant financial instruments available to support a cybersecurity
digital transformation over the 2021-2027 Multiannual Financial Framework (MFF) as well
as in the Recovery and Resilience Facility.

104



12.

13.

14.

REITERATES the need to explore the scope of a possible horizontal Union legal act,
including for market access, which the Commission may be invited to propose in order to
address all relevant aspects of cybersecurity of connected ebjeets-devices and its links with
the cybersecurity certification framework under the Cybersecurity Act (CSA), as well as any
other product specific instruments, in order to ensure adequate synergies, while avoiding
inconsistencies or duplication.

ACKNOWLEDGES the importance of a harmenised-comprehensive approach on
cybersecurity in the Union, while fully respecting Member States’ competences_and needs,
and WELCOMES the new proposal for a Directive on measures for a high common level of

cybersecurity across the Union (NIS Directive 2.0) that builds upon the NIS Directive h&m

eve}&ﬁen—e#th&eﬁfeﬂﬁ—tmdeﬁ&keﬂ—aﬂd{which has contributed to strengthening and

[(' { ted [A157]: Unclear/ambiguous sentence. J

harmonising national cybersecurity frameworks and promoted cooperation between Member

States. WELCOMES the proposal in the NIS Ddirective 2.0 to establish a framework for

Coordinated Vulnerability Disclosure and to require Member States to designate CSIRTS to

act as trusted intermediaries and facilitate the interaction between the reporting entities and

the manufacturers or providers of ICT products and ICT services. Furthermore,

RECOGNISES-EMPHASIZES the need for close alignment with other sectorial legislation

in this domain.

TAKES NOTE of the Commission’s proposal to support Member States in strengthening
stimulating organisations, such as &hei‘r—basieﬂaHSecurity Operation Centres (SOCs) and-to

Cc ted [A158]: It has not come apparent in the

build a network of SOCs across the EU, to detect signals of attacks on networks and enable
responses before harm is done. RECALLS the efforts undertaken by Member States
supported by the EU, to set up sectoral and regional CSIRTS and national or European

strategy that it would be mainly targeted to strengthen
national (public) SOCs. It is our understanding that it is
rather the stimulation of SOCs, being public and / or
private and/or regional / sectoral.

ISACs as part of an effective network of cybersecurity partnerships in the Union. LOOKS
FORWARD to exploring this network's potential to strengthen SOCs and CSIRTs as well as
their complementarity and coordination with existing networks and actors, most notably

(—fer—ms%aﬂeethe CSIRTS Network J;EN—LSA—a-mi—@l?:ﬂR—'P—F:Elb neludingwithintheseope-ofthe

in order to promote an efficient, secure and

Cc ted [A159]: We suggest deletion since ENISA
and CERT-EU are part of the CSIRTs Network

reliable information-sharing culture. Within thls process, the best use should be made of the
work carried out in the context of Artificial Intelligence and High Performance Computing
initiatives and by European Digital Innovation Hubs, as well as the entire electronic
communications infrastructure such as land and submarine network systems.

105

Commented [A160]: We would suggest to refrain from
linking SOCs to cyber crisis management, since this is
more the merit of CSIRTS.




15. TAKES NOTE of the possible development of an ultra-secure connectivity system, building

16.

17.

18.

19.

on the Euro quantum communication infrastructure (QCI) and EUGOVSATCOM, and
COMMENDS that it should be based on a robust cybersecurity framework.

LOOKS FORWARD to discussions with the Commission, ENISA, the two EU DNS Root

guaranteeing that the Internet remains globally accessible and non-fragmented.
RECOGNISESIWELCOMES| further discussion on the option ofthat an alternative European

service for accessing the global internet (‘DNS4EU” initiative), based on a transparent model
which conforms to the latest security and data protection and privacy by design and by
default standards and rules, ean-in order to contribute to increased resilience.

RECOGNISES the need for a joint effort from the Commission and the Member States to
accelerate the uptake of key internet standards, including IPV6, and well-established internet
security standards as they are instrumental to increase the overall level of security, resilience
and openness of the global internet, while increasing the competitiveness of the EU industry
and in particular of the internet infrastructure operators.

STRESSES the importance of a coordinated approach as well as the development and
implementation of effective measures at national level to reinforce the cybersecurity of 5G
networks. SUPPORTS the next steps to be taken on the cybersecurity of 5G networks, as
presented in the appendix to the Cybersecurity Strategy and as based on the review of the
Commission’s recommendation on the security of 5G networks, for instance with regard to
the definition of a long-term and comprehensive approach looking at the entire 5G value
chain and ecosystem. URGES Member States to continue periodic stocktaking, together with
the exchange of information and best practice within the dedicated NIS Cooperation Group
Work Stream on 5G Cybersecurity, and report regularly on the progress made to the Council.
HIGHLIGHTS its strong commitment to applying the EU 5G Toolbox, including relevant
restrictions on high-risk suppliers for key assets defined as critical and sensitive in the EU
coordinated risk assessments and to continuing efforts made to guarantee the cybersecurity of
5G networks.

RECOGNISES the relevance of integrating cybersecurity into EU crisis response
mechanisms and STRESSES the importance of enhancing cooperation and information-
sharing amongst the various cybersecurity communities within the EU and of linking the
existing structures and procedures (such as the Blueprint, the CSIRT Network, the NIS
Cooperation Group, CyCLONe, the European Cybercrime Centre, EU INTCEN and the
IPCR) in case of large-scale cyber incidents and threats. UNDERLINES that each Member
State bears the primary responsibility for enhancing its own cybersecurity and ensuring its
response to _cyber incidents and crises while the EU can provide a strong added value in
supporting the cooperation between the Member States. TAKING INTO ACCOUNT the
progress already achieved in this domain, FOOKS—EORWARDIS AWAITING te—the
Commission’s proposal on the process, milestones and timeline for defining and
implementing the Joint Cyber Unit (JCU) with a view to providing added value, clear focus
and streamlining the EU cybersecurity crisis management framework, including through

preparedness, shared situational awareness, kee#d-ma{ed—respeﬁse nd exercises, in a

Commented [A161]: To which operators is being
referred to? Alternative wording: “to assess the role of the
two EU DNS Root Server Operators when it comes to
guaranteeing”

Commented [A162]: We will have to discuss the
intention and implications before deciding on such a
resolving service.

Cc ted [A163]: Since this may conflict with

transparent and incremental manner while avoiding duplication and overlap and respecting
the competences of the Member States.
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20.

21.

22.

As highlighted by the impact of the COVID-19 pandemic, STRESSES the importance of
promoting cooperation and exchange between relevant cybersecurity actors and competent
authorities in the area of security and criminal justice, e.g. law enforcement and judicial
authorities and the need to expand and improve the capacity of these authorities to
investigate cybercrime, while fully respecting fundamental rights and striving to ensure the
requisite balance between various rights and interests, in particular privacy and security.

REAFFIRMS its support to the development, implementation and use of strong encryption as
a necessary means of protecting fundamental rights and the digital security of citizens,
governments, industry and society and, at the same time, ACKNOWLEDGES; the need to

ensure the ability of the kompetent authorities in the area of security and criminal justice, e.g.
law enforcement and judicial authorities to exercise their lawful powers, both online and

Cc ted [A164]: Similar to Council Conclusions on

offline, to protect our societies and citizens.

CONTINUES to support and promote the Budapest Convention on Cybercrime, and the
ongoing work on the Second Additional Protocol to that Convention. Furthermore, will
continue to engage in multilateral exchanges on cybercrime to ensure_the exchange of best
practices and technical knowledge and to safeguard the respect of human rights and
fundamental freedoms.

23. While national security remains the sole responsibility of each Member State,

ACKONOWLEDGES the importance of strategic intelligence cooperation on cyber threats
and activities, and INVITES Member States, through their competent authorities, to
continue to-eentribute-to-EUINTFECEN"s further enhance the work_of EU INTCEN and its
Hybrid Fusion Cell, also taking into account an appropriate level of resources including
professional expertise, and including by exploring the possible establishment of an EU
Cyber Intelligence Working Group_within EU INTCEN.

24. HIGHLIGHTS the importance of a robust and consistent security framework to better protect

25.

all EU personnel, data, information, communication networks and decision-making processes
based on comprehensive, consistent and homogeneous rules. In particular, this should be
done by enhancing the resilience and improving the security culture of the EU against cyber
threats and by strengthening classified and non-classified EU networks while ensuring that
sufficient resources are available. WELCOMES, in this context, the ongoing
interinstitutional discussions on the establishment of common rules on information security
and cybersecurity for all EU institutions, bodies, offices and agencies, and STRESSES the
need for swift implementation of these rules.

ACKNOWLEDGES the importance of CERT-EU having an adequate and stable level of

resources to fulfil its objectives as stated in its current mandate. TAKES NOTE of the wish
of the Commission to strengthen the mandate of CERT-EU, while LOOKING FORWARD
to further explanation and discussion on the goals of such a proposed strengthening of the
mandate.

24.26. BUILDING ON the EU’s cyber diplomacy efforts, COMMITS itself to increasing

the effectiveness and the efficiency of the EU Cyber Diplomacy Toolbox and LOOKS
FORWARD to deepening discussions building on lessons learned from the application of
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capaecity—building —and;, —where—necessary,—impose—restrictions; strengthening the EU’s
capability to use all CFSP measures, including restrictive measures if necessary, to prevent,
discourage, deter and respond to malicious cyber activities targeting the integrity and security
of the EU and its member states, thereby contributing to the EU’s security and integrity and
consolidating the EU’s cyber posture, in full respect of national competences and
prerogatives. In particular, special attention should be given to countering cyberattacks
affecting our critical infrastructure, undermining our economic security, democratic
institutions and processes, as well as to countering cyberattacks on supply chains-attacks
with systemic effects and cyber-enabled theft of intellectual property.

25.27. In order to contribute to a global, secure, stable, free and open cyberspace, which is
of ever-increasing importance for the continued prosperity, growth, security, well-being,
connectivity and integrity of our societies, COMMITS itself to continuous engagement in
norm-setting processes in international organisations, especially in the UN first-committee
related processes, contributing to the respect for international law in cyberspace and
adherence to the norms, rules and principles of responsible state behaviour in cyberspace, for
instance by promoting the swift establishment of a Programme of Action (PoA) for
Advancing Responsible States behaviour in cyberspace, as a constructive, inclusive and
consensus-based outcome of both the current UN GGE and OEWG processes.

26:28. RECALLS its strong commitment to multilateralism aimed at strengthening
cooperation and coordination with international and regional organisations, namely the
United Nations, the Council of Europe, the OSCE, the OECD, NATO, the AU, the OAS,
ASEAN, the ARF, the GCC and the LAS concerning discussions on cyber-related issues as
well as the continuation and expansion of structured EU cyber dialogues and consultations
with third countries. STRESSES its active support to the UN, in particular in relation to its
Agenda 2030, including the Sustainable Development Goals, and the UN Secretary General’s
Roadmap on digital cooperation. WELCOMES the establishment of an informal EU Cyber
Diplomacy Network by the High Representative for Foreign Affairs and Security Policy with
a view to developing the engagement and expertise of both EU delegations and MS
embassies on international cyber issues in order to strengthen coordinated outreach.

27.29. ACKNOWLEDGES the importance of strengthening cooperation with international
partners, including with NATO, in order to advance the shared understanding of the cyber
threat landscape, to develop cooperation mechanisms, to identify, where appropriate,
cooperative diplomatic responses as well as to improve information-sharing, including
through education, training and exercises. In particular, REAFFIRMS that a strong
transatlantic partnership is vital to ensure and to contribute to our common security, stability
and prosperity.

28:30. LOOKS FORWARD TO the forthcoming proposal for a review of the Cyber
Defence Policy Framework (CDPF), and COMMITS itself to pursuing efforts to strengthen
cybersecurity and cyber defence dimensions with a view to ensuring that these are fully
integrated into the wider security, crisis management and defence agenda, for instance in the
context of the work on the Strategic Compass. CONSIDERS that the upcoming "Military
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Vision and Strategy on Cyberspace as a Domain of Operations" will contribute to furthering
these discussions. WELCOMES the initiative on setting up the Military CERT-Network by
the European Defence Agency (EDA) and SUPPORTS efforts made to enhance synergies
and coordination between the cybersecurity civilian, defence and space spheres, including
through the dedicated PESCO projects.

29.31. RECALLS that cyber capacity building is one of the most important topics on the
international cyber policy agenda, as demonstrated in relevant outcome documents,
EMPHASIZES the need to mobilise the collective expertise of EU Member States for EU-
funded external cyber capacity building programmes, support effective coordination of EU-

funded external cyber capacity building activities, and increase training opportunities in light
of proliferating initiatives in partner countries and regions and the growing demand for

cyber-related training, notably by cooperating with and complementing the GFCE network.

30:32. TAKES NOTE of the development of an EU External Cyber Capacity Building
Agenda and the creation of an EU Cyber Capacity Building Board in order to increase cyber
resilience and capacities worldwide. In this context, ENCOURAGES cooperation with
Member States, as well as with public and private sector partners, the GFCE, and other
relevant international bodies, to ensure coordination and avoid duplication. In particular,
ENCOURAGES cooperation with partners in the Western Balkans and in the EU
Neighbourhood.

3133, To ensure that all countries are able to reap the social, economic and political
benefits of the Internet and the use of technologies, COMMITS itself to assisting partners in
tackling the growing challenge of malicious cyber activities, notably those that harm the
development of their economies, societies and the integrity and security of democratic
systems, including in line with the efforts under the European Democracy Action Plan.

32.34. WELCOMES the comprehensive proposals presented in the Cybersecurity Strategy
and ACKNOWLEDGES that—al-ef-the initiatives presented therein—are—impertant could
contribute to building strong cybersecurity for the EU. In order to ensure—theirseamless
determine their possible implementation, and taking into account the multiannual character
of some of these, CONSIDERS it is necessary to set the priorities with an accompanying and
detailed implementation plan.

33.35. MONITORS the progress in the implementation of these Conclusions by the means
of an Action Plan to be adopted by the Council by .... The action plan would be regularly
reviewed and updated by the Council in cooperation with the European Commission and the
High Representative.
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ROMANIA
ANNEX

Romanian comments
The Council of the European Union,
RECALLING its conclusions on:

- the Joint Communication to the European Parliament and the Council on the Cybersecurity
Strategy for the European Union: "An Open, Safe and Secure Cyberspace",

- on Internet Governance,

- the Joint Communication to the European Parliament and the Council: "Resilience, Deterrence and
Defence: Building strong cybersecurity for the EU",

- cybersecurity capability and cyber capacity building in the EU,

- the significance of 5G to the European Economy and the need to mitigate security risks linked to
5G [The 5G cybersecurity Toolbox],

- the future of a highly digitised Europe beyond 2020: "Boosting digital and economic
competitiveness across the Union and digital cohesion",

- shaping Europe's Digital Future,
- complementary efforts to enhance resilience and counter hybrid threats,

- strengthening resilience and countering hybrid threats, including countering disinformation in the
context of the COVID-19 pandemic,

- Cyber Diplomacy,
- on EU Coordinated Response to Large-Scale Cybersecurity Incidents and Crises

- a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities ("Cyber
Diplomacy Toolbox”),

- EU External Cyber Capacity Building Guidelines,
- the cybersecurity of connected devices,

- and its Council Resolution on Encryption - Security through encryption and security despite
encryption.

RECALLING the European Council Conclusions on COVID-19, the Single Market, industry
policy, digital and external relations and those on disinformation and hybrid threats,

RECALLING the Global Strategy for the European Union's Foreign and Security Policy,

RECALLING the Communications of the European Commission on shaping Europe's Digital
Future and on the EU Security Union Strategy,

110



HIGLIGHTS the fact that cybersecurity is essential for building a resilient, green and digital
Europe and WELCOMES the Joint Communication to the European Parliament and the
Council entitled "The EU's Cybersecurity Strategy for the Digital Decade", which outlines
the new framework for the EU to protect its people, businesses and institutions from cyber
threats while enhancing the trust of citizens and organisations in the EU's ability to promote
secure and reliable digital tools and connectivity, and to promote and protect a global, stable,
secure, free and open cyberspace, grounded in the rule of law, human rights, fundamental
freedoms and democratic values.

RECOGNISING that the COVID-19 pandemic has brought trust and security in Information
and Communication Technology (ICT) tools and systems to the forefront of our daily lives,
stresses that cybersecurity and the global and open Internet are vital for the functioning of
our public administrations and institutions at both national and EU level, for teleworking,
tele-education and doing business online and for society as a whole.

CALLS FOR the promotion and protection of the core EU values of democracy, human
rights, fundamental freedoms including the freedom of expression, the right to free and equal
access to information, the freedom of assembly and association, the right to privacy and the
protection against mass surveillance and of the rule of law in cyberspace. WELCOMES, in
this regard, further sustained efforts to protect human rights defenders, civil society and
academia working on issues such as cybersecurity, data privacy, surveillance and online
censorship by providing further practical guidance, promoting best practices and stepping-up
its efforts to prevent the misuse of emerging technologies, notably through the use of
diplomatic measures where necessary, as well as the export control of such technologies.

. HIGHLIGHTS the importance of strengthening the EU’s strategic autonomy, particularly its
digital and technological leadership in the field of cybersecurity, while preserving an open
economy. In this respect, COMMITS itself to promoting the Union’s autonomy on the basis
of the development of a dynamic Industrial Strategy that supports EU value chains and
secures the supply chains in particular in the most strategic domains, while ensuring that
access to the single market is gained on fair and equitable terms and with respect for the
Union’s values.

Bearing in mind the shortage of cybersecurity skills in the workforce, STRESSES the
importance of developing, retaining and attracting the best cybersecurity talent, for instance
through education and training, and ENCOURAGES women’s increased participation in
science, technology, engineering, mathematics (‘STEM’) education and ICT jobs upskilling
and reskilling in digital skills.
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6. RECALLS that the common and comprehensive EU approach to cyber diplomacy aims to
contribute to conflict prevention, the mitigation of cybersecurity threats and greater stability
in international relations. In this context, REAFFIRMS its commitment to the settlement of
international disputes in cyberspace by peaceful means, and that all of the EU’s diplomatic
efforts should, as a priority, be aimed at promoting security and stability in cyberspace
through increased international cooperation, and at reducing the risk of misperception,
escalation and conflict that may stem from ICT incidents. REITERATES the United Nations
General Assembly's call that UN Member States be guided by the UNGGE reports'
recommendations in their use of ICT and notably the application of international law, in
particular the UN Charter, in cyberspace.

7. REAFFIRMS that, with a view to shaping international standards in the areas of emerging
technologies and core internet architecture so that these are in line with EU values and a
multi-stakeholder approach, the further development of standards within the Union is
essential: this will ensure that the Internet remains global, stable, secure, free and open and
that digital technologies are human-centric, privacy-preserving, and that their use is lawful,
safe and ethical. LOOKS FORWARD to the upcoming Standardisation Strategy and
COMMITS itself to proactive and coordinated outreach to promote the EU’s objectives at
international level, including through cooperation with like-minded partners, civil society
and the private sector.

8. STRONGLY SUPPORTS the multi-stakeholder model for Internet governance and commits
itself to reinforcing regular and structured exchanges with stakeholders including the private
sector, academia and civil society, in particular within the context of the Paris Call and in
international fora. PROMOTES universal, affordable and equal access to the Internet and, in
particular, the empowerment of persons in vulnerable situations or marginalised groups, in
both policy development and in the use of the Internet.

9. EMPHASISES the need to include cybersecurity in all digital investments in the coming
years and SUPPORTS the Commission’s plan to increase public spending and leverage
private investment in the cybersecurity domain, taking into account the prospective increase
in the number of sectors to which the Directive on measures for a high common level of
cybersecurity across the Union (NIS Directive 2.0) will apply. HIGHLIGHTS the importance
of Small and Medium Sized Enterprises (SMEs) in the cybersecurity ecosystem and
RECOGNISES the relevant financial instruments available to support a cybersecurity digital
transformation over the 2021-2027 Multiannual Financial Framework (MFF) as well as in
the Recovery and Resilience Facility.
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10.

11

12.

13

14.

LOOKS FORWARD to the rapid implementation of the Regulation on Cybersecurity
Industrial, Technology and Research Competence Centre and Network of Coordination
Centres (CCCN), including the rapid set up and operationalisation of the
cybersecurity competence centre in Bucharest—with a view to maximising the
effects of investments to strengthen the Union’s leadership in the field of cybersecurity, to
support technological capacities and skills and to increase the Union's global competitiveness
with input from industry and academic communities in cybersecurity, which should be
brought into a more systematic collaboration.

.REITERATES the need to explore the scope of a possible horizontal Union legal act,

including for market access, which the Commission may be invited to propose in order to
address all relevant aspects of cybersecurity of connected objects and its links with the
cybersecurity certification framework under the Cybersecurity Act (CSA), as well as any
other product specific instruments, in order to ensure adequate synergies, while avoiding
inconsistencies or duplication.

ACKNOWLEDGES the importance of a harmonised approach on cybersecurity in the
Union, while fully respecting Member States’ competences, and WELCOMES the new
proposal for a Directive on measures for a high common level of cybersecurity across the
Union (NIS Directive 2.0) that builds upon the NIS Directive as an evolution of the efforts
undertaken and which has contributed to strengthening and harmonising national
cybersecurity frameworks and promoted cooperation between Member States. Furthermore,
RECOGNISES the need for close alignment with other sectorial legislation in this domain.

. TAKES NOTE of the Commission’s proposal to support Member States in strengthening

their national Security Operation Centres (SOCs) and to build a network of SOCs across the
EU, to detect signals of attacks on networks and enable responses before harm is done.
LOOKS FORWARD to exploring this network's potential to strengthen SOCs as well as
their complementarity and coordination with existing networks and actors (for instance
CSIRTs Network, ENISA and CERT-EU), including within the scope of the EU’s cyber
crisis management framework, in order to promote an efficient, secure and reliable
information-sharing culture. Within this process, the best use should be made of the work
carried out in the context of Artificial Intelligence and High Performance Computing
initiatives and by European Digital Innovation Hubs, as well as the entire electronic
communications infrastructure such as land and submarine network systems.

TAKES NOTE of the possible development of an ultra-secure connectivity system, building

on the Euro quantum communication infrastructure (QCI) and EUGOVSATCOM, and
COMMENDS that it be based on a robust cybersecurity framework.
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15.

16.

17.

18.

LOOKS FORWARD to discussions with the Commission, ENISA, the two EU DNS Root
Server Operators and the multi-stakeholder community to assess the role of its operators in
guaranteeing that the Internet remains globally accessible and non-fragmented.
RECOGNISES that an alternative European service for accessing the global internet
(“DNS4EU” initiative), based on a transparent model which conforms to the latest security
and data protection and privacy by design and by default standards and rules, can contribute
to increased resilience.

RECOGNISES the need for a joint effort from the Commission and the Member States to
accelerate the uptake of key internet standards, including IPV6, and well-established internet
security standards as they are instrumental to increase the overall level of security, resilience
and openness of the global internet, while increasing the competitiveness of the EU industry
and in particular of the internet infrastructure operators.

STRESSES the importance of a coordinated approach as well as the development and
implementation of effective measures at national level to reinforce the cybersecurity of 5G
networks. SUPPORTS the next steps to be taken on the cybersecurity of 5G networks, as
presented in the appendix to the Cybersecurity Strategy and as based on the review of the
Commission’s recommendation on the security of 5G networks, for instance with regard to
the definition of a long-term and comprehensive approach looking at the entire 5G value
chain and ecosystem. URGES Member States to continue periodic stocktaking, together with
the exchange of information and best practice within the dedicated NIS Cooperation Group
Work Stream on 5G Cybersecurity, and report regularly on the progress made to the Council.
HIGHLIGHTS its strong commitment to applying the EU 5G Toolbox, including relevant
restrictions on high-risk suppliers for key assets defined as critical and sensitive in the EU
coordinated risk assessments and to continuing efforts made to guarantee the cybersecurity of
5G networks.

RECOGNISES the relevance of integrating cybersecurity into EU crisis response
mechanisms and STRESSES the importance of enhancing cooperation and information-
sharing amongst the various cybersecurity communities within the EU and of linking the
existing structures and procedures (such as the Blueprint, the CSIRT Network, the NIS
Cooperation Group, CyCLONe, the European Cybercrime Centre, EU INTCEN and the
IPCR) in case of large-scale cyber incidents and threats. TAKING INTO ACCOUNT the
progress already achieved in this domain, LOOKS FORWARD to the Commission’s
proposal on the process, milestones and timeline for defining and implementing the Joint
Cyber Unit (JCU) with a view to providing added value and streamlining the EU
cybersecurity crisis management framework, including through preparedness, shared
situational awareness, coordinated response and exercises, in a transparent and incremental
manner while avoiding duplication and overlap and respecting the competences of the
Member States.
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19. As highlighted by the impact of the COVID-19 pandemic, STRESSES the importance of

20.

21.

promoting cooperation and exchange between cybersecurity actors and law enforcement and
judicial authorities and the need to expand and improve the capacity of these authorities to
investigate cybercrime, while fully respecting fundamental rights and striving to ensure the
requisite balance between various rights and interests, in particular privacy and security.

REAFFIRMS its support to the development, implementation and use of strong encryption as
a necessary means of protecting fundamental rights and the digital security of citizens,
governments, industry and society and, at the same time, the need to ensure the ability of the
authorities in_the area of security and criminal justice, e.q. competent law
enforcement and judicial authorities to exercise their lawful powers, both online and offline,
to protect our societies and citizens.

CONTINUES to support and promote the Budapest Convention on Cybercrime, and the
ongoing work on the Second Additional Protocol to that Convention. Furthermore, will
continue to engage in multilateral exchanges on cybercrime to ensure the respect of human
rights and fundamental freedoms.

22. While national security remains the sole responsibility of each Member State,

23.

24.

ACKONOWLEDGES the importance of strategic intelligence cooperation on cyber threats
and activities, and INVITES Member States, through their competent authorities, to
continue to contribute to EU INTCEN’s work, including by exploring the establishment of
an EU Cyber Intelligence Working Group.

HIGHLIGHTS the importance of a robust and consistent security framework to better protect
all EU personnel, data, information, communication networks and decision-making processes
based on comprehensive, consistent and homogeneous rules. In particular, this should be
done by enhancing the resilience and improving the security culture of the EU against cyber
threats and by strengthening classified and non-classified EU networks while ensuring that
sufficient resources are availablee. WELCOMES, in this context, the ongoing
interinstitutional discussions on the establishment of common rules on information security
and cybersecurity for all EU institutions, bodies, offices and agencies.

BUILDING ON the EU’s cyber diplomacy efforts, COMMITS itself to increasing the
effectiveness and the efficiency of the EU Cyber Diplomacy Toolbox and LOOKS
FORWARD to deepening discussions building on lessons learned from the application of
this instrument to date. These discussions should aim at building a notion of shared security
at international level by strengthening prevention, cooperation and advancing confidence and
capacity building and, where necessary, impose restrictions, thereby contributing to the EU’s
security and integrity and consolidating the EU’s cyber posture, in full respect of national
competences and prerogatives. In particular, special attention should be given to countering
cyberattacks affecting our critical infrastructure, democratic institutions and processes, as
well as to countering cyberattacks on supply chain-attacks with systemic effects and cyber-
enabled theft of intellectual property.
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25.

26.

27.

28

In order to contribute to a global, secure, stable, free and open cyberspace, which is of ever-
increasing importance for the continued prosperity, growth, security, well-being, connectivity
and integrity of our societies, COMMITS itself to continuous engagement in norm-setting
processes in international organisations, especially in the UN first-committee related
processes, contributing to the respect for international law in cyberspace and adherence to the
norms, rules and principles of responsible state behaviour in cyberspace, for instance by
promoting the swift establishment of a Programme of Action (PoA) for Advancing
Responsible States behaviour in cyberspace, as a constructive, inclusive and consensus-based
outcome of both the current UN GGE and OEWG processes.

RECALLS its strong commitment to multilateralism aimed at strengthening cooperation and
coordination with international and regional organisations, namely the United Nations, the
Council of Europe, the OSCE, the OECD, NATO, the AU, the OAS, ASEAN, the ARF, the
GCC and the LAS concerning discussions on cyber-related issues as well as the continuation
and expansion of structured EU cyber dialogues and consultations with third countries.
STRESSES its active support to the UN, in particular in relation to its Agenda 2030,
including the Sustainable Development Goals, and the UN Secretary General’s Roadmap on
digital cooperation. WELCOMES the establishment of an informal EU Cyber Diplomacy
Network by the High Representative for Foreign Affairs and Security Policy with a view to
developing the engagement and expertise of both EU delegations and MS embassies on
international cyber issues in order to strengthen coordinated outreach.

ACKNOWLEDGES the importance of strengthening cooperation with international partners,
including with NATO, in order to advance the shared understanding of the cyber threat
landscape, to develop cooperation mechanisms, to identify, where appropriate, cooperative
diplomatic responses as well as to improve information-sharing, including through education,
training and exercises. In particular, REAFFIRMS that a strong transatlantic partnership is
vital to ensure and to contribute to our common security, stability and prosperity.

.LOOK FORWARD TO the forthcoming proposal for a review of the Cyber Defence Policy

Framework (CDPF), and COMMITS itself to pursuing efforts to strengthen cybersecurity
and cyber defence dimensions with a view to ensuring that these are fully integrated into the
wider security, crisis management and defence agenda, for instance in the context of the
work on the Strategic Compass. CONSIDERS that the upcoming "Military Vision and
Strategy on Cyberspace as a Domain of Operations" will contribute to furthering these
discussions. WELCOMES the initiative on setting up the Military CERT-Network by the
European Defence Agency (EDA) and SUPPORTS efforts made to enhance synergies and
coordination between the cybersecurity civilian, defence and space spheres, including
through the dedicated PESCO projects.
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29.

30.

31.

32.

TAKES NOTE of the development of an EU External Cyber Capacity Building Agenda and
the creation of an EU Cyber Capacity Building Board in order to increase cyber resilience
and capacities worldwide. In this context, ENCOURAGES cooperation with Member States,
as well as with public and private sector partners and other relevant international bodies, to
ensure coordination and avoid duplication. In particular, ENCOURAGES cooperation with
partners in the Western Balkans and in the EU Neighbourhood.

To ensure that all countries are able to reap the social, economic and political benefits of the
Internet and the use of technologies, COMMITS itself to assisting partners in tackling the
growing challenge of malicious cyber activities, notably those that harm the development of
their economies, societies and the integrity and security of democratic systems, including in
line with the efforts under the European Democracy Action Plan.

WELCOMES the comprehensive proposals presented in the Cybersecurity Strategy and
ACKNOWLEDGES that all of the initiatives presented therein are important. In order to
ensure their seamless implementation, and taking into account the multiannual character of
some of these, CONSIDERS it is necessary to set the priorities with an accompanying and
detailed implementation plan.

MONITORS the progress in the implementation of these Conclusions by the means of an
Action Plan to be adopted by the Council by .... The action plan would be regularly reviewed
and updated by the Council in cooperation with the European Commission and the High
Representative.
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SPAIN
ANNEX

The Council of the European Union,
RECALLING its conclusions on:

- the Joint Communication to the European Parliament and the Council on the Cybersecurity
Strategy for the European Union: "An Open, Safe and Secure Cyberspace",

- on Internet Governance,

- the Joint Communication to the European Parliament and the Council: "Resilience, Deterrence and
Defence: Building strong cybersecurity for the EU",

- cybersecurity capability and cyber capacity building in the EU,

- the significance of 5G to the European Economy and the need to mitigate security risks linked to
5G [The 5G cybersecurity Toolbox],

- the future of a highly digitised Europe beyond 2020: "Boosting digital and economic
competitiveness across the Union and digital cohesion",

- shaping Europe's Digital Future,
- complementary efforts to enhance resilience and counter hybrid threats,

- strengthening resilience and countering hybrid threats, including countering disinformation in the
context of the COVID-19 pandemic,

- Cyber Diplomacy,
- on EU Coordinated Response to Large-Scale Cybersecurity Incidents and Crises

- a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities ("Cyber
Diplomacy Toolbox”),

- EU External Cyber Capacity Building Guidelines,
- the cybersecurity of connected devices,

- and its Council Resolution on Encryption - Security through encryption and security despite
encryption.

RECALLING the European Council Conclusions on COVID-19, the Single Market, industry
policy, digital and external relations and those on disinformation and hybrid threats,

RECALLING the Global Strategy for the European Union's Foreign and Security Policy,

RECALLING the Communications of the European Commission on shaping Europe's Digital
Future and on the EU Security Union Strategy,
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. HIGLIGHTS the fact that cybersecurity is essential for building a resilient, green and digital
Europe and WELCOMES the Joint Communication to the European Parliament and the
Council entitled "The EU's Cybersecurity Strategy for the Digital Decade", which outlines
the new framework for the EU to protect its people, businesses and institutions from cyber
threats while enhancing the trust of citizens and organisations in the EU's ability to promote
secure and reliable digital tools and connectivity, and to promote and protect a global, stable,
secure, free and open cyberspace, grounded in the rule of law, human rights, fundamental
freedoms and democratic values.

. RECOGNISING that the COVID-19 pandemic has brought trust and security in Information
and Communication Technology (ICT) tools and systems to the forefront of our daily lives,
stresses that cybersecurity and the global and open Internet are vital for the functioning of
our public administrations and institutions at both national and EU level, for teleworking,
tele-education and doing business online and for society as a whole.

CALLS FOR the promotion and protection of the core EU values of democracy, human
rights, fundamental freedoms including the freedom of expression, the right to free and equal
access to information, the freedom of assembly and association, the right to privacy and the
protection against mass surveillance and of the rule of law in cyberspace. WELCOMES, in
this regard, further sustained efforts to protect human rights defenders, civil society and
academia working on issues such as cybersecurity, data privacy, surveillance and online
censorship by providing further practical guidance, promoting best practices and stepping-up
its efforts to prevent the misuse of emerging technologies, notably through the use of
diplomatic measures where necessary, as well as the export control of such technologies.

. HIGHLIGHTS the importance of strengthening the EU’s strategic autonomy, particularly its
digital and technological leadership in the field of cybersecurity, while preserving an open
economy_and reducing market dependence from other geographical areas. In this respect,
COMMITS itself to promoting the Union’s autonomy on the basis of the development of a
dynamic Industrial Strategy that supports EU value chains and secures the supply chains in
particular in the most strategic domains, while ensuring that access to the single market is
gained on fair and equitable terms and with respect for the Union’s values.

. Bearing in mind the shortage of cybersecurity skills in the workforce, STRESSES the
importance of developing, retaining and attracting the best cybersecurity talent, for instance
through education and training, and ENCOURAGES women’s increased participation in
science, technology, engineering, mathematics (‘STEM”) education and ICT jobs upskilling
and reskilling in digital skills.
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. RECALLS that the common and comprehensive EU approach to cyber diplomacy aims to
contribute to conflict prevention, the mitigation of cybersecurity threats and greater stability
in international relations. In this context, REAFFIRMS its commitment to the settlement of
international disputes in cyberspace by peaceful means, and that all of the EU’s diplomatic
efforts should, as a priority, be aimed at promoting security and stability in cyberspace
through increased international cooperation, and at reducing the risk of misperception,
escalation and conflict that may stem from ICT incidents. REITERATES the United Nations
General Assembly's call that UN Member States be guided by the UNGGE reports'
recommendations in their use of ICT and notably the application of international law, in
particular the UN Charter, in cyberspace.

. REAFFIRMS that, with a view to shaping international standards in the areas of emerging
technologies and core internet architecture so that these are in line with EU values and a
multi-stakeholder approach, the further development of standards within the Union is
essential: this will ensure that the Internet remains global, stable, secure, free and open and
that digital technologies are human-centric, privacy-preserving, and that their use is lawful,
safe and ethical. LOOKS FORWARD to the upcoming Standardisation Strategy and
COMMITS itself to proactive and coordinated outreach to promote the EU’s objectives at
international level, including through cooperation with like-minded partners, civil society
and the private sector.

STRONGLY SUPPORTS the multi-stakeholder model for Internet governance and commits
itself to reinforcing regular and structured exchanges with stakeholders including the private
sector, academia and civil society, in particular within the context of the Paris Call and in
international fora. PROMOTES universal, affordable and equal access to the Internet and, in
particular, the empowerment of persons in vulnerable situations or marginalised groups, in
both policy development and in the use of the Internet.

. EMPHASISES the need to include cybersecurity in all digital investments in the coming
years and the need to progressively increase cybersecurity level playing field SUPPORTS the
Commission’s plan to increase public spending and leverage private investment in the
cybersecurity domain, taking into account the prospective increase in the number of sectors
to which the Directive on measures for a high common level of cybersecurity across the
Union (NIS Directive 2.0) will apply. HIGHLIGHTS the importance of Small and Medium
Sized Enterprises (SMEs) in the cybersecurity ecosystem and RECOGNISES the relevant
financial instruments available to support a cybersecurity digital transformation over the
2021-2027 Multiannual Financial Framework (MFF) as well as in the Recovery and
Resilience Facility.
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10.

11.

12.

LOOKS FORWARD to the rapid implementation of the Regulation on Cybersecurity
Industrial, Technology and Research Competence Centre and Network of Coordination
Centres (CCCN) with a view to maximising the effects of investments to strengthen the
Union’s leadership in the field of cybersecurity, to support technological capacities and skills
and to increase the Union's global competitiveness with input from industry and academic
communities in cybersecurity, which should be brought into a more systematic collaboration.

REITERATES the need to explore the scope of a possible horizontal Union legal act,
including for market access, which the Commission may be invited to propose in order to
address all relevant aspects of cybersecurity of connected objects and its links with the
cybersecurity certification framework under the Cybersecurity Act (CSA), as well as any
other product specific instruments, in order to ensure adequate synergies, while avoiding
inconsistencies or duplication.

ACKNOWLEDGES the importance of a harmonised approach on cybersecurity in the
Union, while fully respecting Member States’ competences, and WELCOMES the new
proposal for a Directive on measures for a high common level of cybersecurity across the
Union (NIS Directive 2.0) that builds upon the NIS Directive as an evolution of the efforts
undertaken and which has contributed to strengthening and harmonising national
cybersecurity frameworks and promoted cooperation between Member States. Furthermore,
RECOGNISES the need for close alignment with other sectorial legislation in this domain.

13. TAKES NOTE of the Commission’s proposal to support Member States in strengthening

14.

their national Security Operation Centres (SOCs) and to build a network of SOCs across the
EU, to detect signals of attacks on networks and enable responses before harm is done.
LOOKS FORWARD to exploring this network's potential to strengthen SOCs as well as
their complementarity and coordination with existing networks and actors (for instance
CSIRTs Network, ENISA and CERT-EU), including within the scope of the EU’s cyber
crisis management framework, in order to promote an efficient, secure and reliable
information-sharing culture. Within this process, the best use should be made of the work
carried out in the context of Artificial Intelligence and High Performance Computing
initiatives and by European Digital Innovation Hubs, as well as the entire electronic
communications infrastructure such as land and submarine network systems. m
information-sharing culture should be extended to other systemic digital infrastructure such

as platforms with significant market share and gatekeepers

TAKES NOTE of the possible development of an ultra-secure connectivity system, building
on the Euro quantum communication infrastructure (QCI) and EUGOVSATCOM, and
COMMENDS that it be based on a robust cybersecurity framework.
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15.

16.

17.

18.

LOOKS FORWARD to discussions with the Commission, ENISA, the two EU DNS Root
Server Operators and the multi-stakeholder community to assess the role of its operators in
guaranteeing that the Internet remains globally accessible and non-fragmented.
RECOGNISES that an alternative European service for accessing the global internet
(“DNS4EU” initiative), based on a transparent model which conforms to the latest security
and data protection and privacy by design and by default standards and rules, can contribute
to increased resilience.

RECOGNISES the need for a joint effort from the Commission and the Member States to
accelerate the uptake of key internet standards, including IPV6, and well-established internet
security standards as they are instrumental to increase the overall level of security, resilience
and openness of the global internet, while increasing the competitiveness of the EU industry
and in particular of the internet infrastructure operators.

STRESSES the importance of a coordinated approach as well as the development and
implementation of effective measures at national level to reinforce the cybersecurity of 5G
networks. SUPPORTS the next steps to be taken on the cybersecurity of 5G networks, as
presented in the appendix to the Cybersecurity Strategy and as based on the review of the
Commission’s recommendation on the security of 5G networks, for instance with regard to
the definition of a long-term and comprehensive approach looking at the entire 5G value
chain and ecosystem. URGES Member States to continue periodic stocktaking, together with
the exchange of information and best practice within the dedicated NIS Cooperation Group
Work Stream on 5G Cybersecurity, and report regularly on the progress made to the Council.
HIGHLIGHTS its strong commitment to applying the EU 5G Toolbox, including relevant
restrictions on high-risk suppliers for key assets defined as critical and sensitive in the EU
coordinated risk assessments and to continuing efforts made to guarantee the cybersecurity of
5G networks.

RECOGNISES the relevance of integrating cybersecurity into EU crisis response
mechanisms and STRESSES the importance of enhancing cooperation and information-
sharing amongst the various cybersecurity communities within the EU and of linking the
existing structures and procedures (such as the Blueprint, the CSIRT Network, the NIS
Cooperation Group, CyCLONe, the European Cybercrime Centre, EU INTCEN and the
IPCR) in case of large-scale cyber incidents and threats. TAKING INTO ACCOUNT the
progress already achieved in this domain, LOOKS FORWARD to the Commission’s
proposal on the process, milestones and timeline for defining and implementing the Joint
Cyber Unit (JCU) with a view to providing added value and streamlining the EU
cybersecurity crisis management framework, including through preparedness, shared
situational awareness, coordinated response and exercises, in a transparent and incremental
manner while avoiding duplication and overlap and respecting the competences of the
Member States.
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19. As highlighted by the impact of the COVID-19 pandemic, STRESSES the importance of

20.

21.

promoting cooperation and exchange between cybersecurity actors and law enforcement and
judicial authorities and the need to expand and improve the capacity of these authorities to
investigate cybercrime, while fully respecting fundamental rights and striving to ensure the
requisite balance between various rights and interests, in particular privacy and security.

REAFFIRMS its support to the development, implementation and use of strong encryption as
a necessary means of protecting fundamental rights and the digital security of citizens,
governments, industry and society and, at the same time, the need to ensure the ability of the
competent law enforcement and judicial authorities to exercise their lawful powers, both
online and offline, to protect our societies and citizens.

CONTINUES to support and promote the Budapest Convention on Cybercrime, and the
ongoing work on the Second Additional Protocol to that Convention. Furthermore, will
continue to engage in multilateral exchanges on cybercrime to ensure the respect of human
rights and fundamental freedoms.

22. While national security remains the sole responsibility of each Member State,

23.

24.

ACKONOWLEDGES the importance of strategic intelligence cooperation on cyber threats
and activities, and INVITES Member States, through their competent authorities, to
continue to contribute to EU INTCEN’s work, including by exploring the establishment of
an EU Cyber Intelligence Working Group.

HIGHLIGHTS the importance of a robust and consistent security framework to better protect
all EU personnel, data, information, communication networks and decision-making processes
based on comprehensive, consistent and homogeneous rules. In particular, this should be
done by enhancing the resilience and improving the security culture of the EU against cyber
threats and by strengthening classified and non-classified EU networks while ensuring that
sufficient resources are available. WELCOMES, in this context, the ongoing
interinstitutional discussions on the establishment of common rules on information security
and cybersecurity for all EU institutions, bodies, offices and agencies.

BUILDING ON the EU’s cyber diplomacy efforts, COMMITS itself to increasing the
effectiveness and the efficiency of the EU Cyber Diplomacy Toolbox and LOOKS
FORWARD to deepening discussions building on lessons learned from the application of
this instrument to date. These discussions should aim at building a notion of shared security
at international level by strengthening prevention, cooperation and advancing confidence and
capacity building and, where necessary, impose restrictions, thereby contributing to the EU’s
security and integrity and consolidating the EU’s cyber posture, in full respect of national
competences and prerogatives. In particular, special attention should be given to countering
cyberattacks affecting our critical infrastructure, democratic institutions and processes, as
well as to countering cyberattacks on supply chain-attacks with systemic effects and cyber-
enabled theft of intellectual property.
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25.

26.

27.

28.

In order to contribute to a global, secure, stable, free and open cyberspace, which is of ever-
increasing importance for the continued prosperity, growth, security, well-being, connectivity
and integrity of our societies, COMMITS itself to continuous engagement in norm-setting
processes in international organisations, especially in the UN first-committee related
processes, contributing to the respect for international law in cyberspace and adherence to the
norms, rules and principles of responsible state behaviour in cyberspace, for instance by
promoting the swift establishment of a Programme of Action (PoA) for Advancing
Responsible States behaviour in cyberspace, as a constructive, inclusive and consensus-based
outcome of both the current UN GGE and OEWG processes.

RECALLS its strong commitment to multilateralism aimed at strengthening cooperation and
coordination with international and regional organisations, namely the United Nations, the
Council of Europe, the OSCE, the OECD, NATO, the AU, the OAS, ASEAN, the ARF, the
GCC and the LAS concerning discussions on cyber-related issues as well as the continuation
and expansion of structured EU cyber dialogues and consultations with third countries.
STRESSES its active support to the UN, in particular in relation to its Agenda 2030,
including the Sustainable Development Goals, and the UN Secretary General’s Roadmap on
digital cooperation. WELCOMES the establishment of an informal EU Cyber Diplomacy
Network by the High Representative for Foreign Affairs and Security Policy with a view to
developing the engagement and expertise of both EU delegations and MS embassies on
international cyber issues in order to strengthen coordinated outreach.

ACKNOWLEDGES the importance of strengthening cooperation with international partners,
including with NATO, in order to advance the shared understanding of the cyber threat
landscape, to develop cooperation mechanisms, to identify, where appropriate, cooperative
diplomatic responses as well as to improve information-sharing, including through education,
training and exercises. In particular, REAFFIRMS that a strong transatlantic partnership is
vital to ensure and to contribute to our common security, stability and prosperity.

LOOK FORWARD TO the forthcoming proposal for a review of the Cyber Defence Policy
Framework (CDPF), and COMMITS itself to pursuing efforts to strengthen cybersecurity
and cyber defence dimensions with a view to ensuring that these are fully integrated into the
wider security, crisis management and defence agenda, for instance in the context of the
work on the Strategic Compass. CONSIDERS that the upcoming "Military Vision and
Strategy on Cyberspace as a Domain of Operations" will contribute to furthering these
discussions. WELCOMES the initiative on setting up the Military CERT-Network by the
European Defence Agency (EDA) and SUPPORTS efforts made to enhance synergies and
coordination between the cybersecurity civilian, defence and space spheres, including
through the dedicated PESCO projects.
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29.

30.

31.

32.

TAKES NOTE of the development of an EU External Cyber Capacity Building Agenda and
the creation of an EU Cyber Capacity Building Board in order to increase cyber resilience
and capacities worldwide. In this context, ENCOURAGES cooperation with Member States,
as well as with public and private sector partners and other relevant international bodies, to
ensure coordination and avoid duplication. In particular, ENCOURAGES cooperation with
partners in the Western Balkans and in the EU Neighbourhood.

To ensure that all countries are able to reap the social, economic and political benefits of the
Internet and the use of technologies, COMMITS itself to assisting partners in tackling the
growing challenge of malicious cyber activities, notably those that harm the development of
their economies, societies and the integrity and security of democratic systems, including in
line with the efforts under the European Democracy Action Plan.

WELCOMES the comprehensive proposals presented in the Cybersecurity Strategy and
ACKNOWLEDGES that all of the initiatives presented therein are important. In order to
ensure their seamless implementation, and taking into account the multiannual character of
some of these, CONSIDERS it is necessary to set the priorities with an accompanying and
detailed implementation plan.

MONITORS the progress in the implementation of these Conclusions by the means of an
Action Plan to be adopted by the Council by .... The action plan would be regularly reviewed
and updated by the Council in cooperation with the European Commission and the High
Representative.
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SWEDEN
ANNEX

The Council of the European Union,
RECALLING its conclusions on:

- the Joint Communication to the European Parliament and the Council on the Cybersecurity
Strategy for the European Union: "An Open, Safe and Secure Cyberspace",

- on Internet Governance,

- the Joint Communication to the European Parliament and the Council: "Resilience, Deterrence and
Defence: Building strong cybersecurity for the EU",

- cybersecurity capability and cyber capacity building in the EU,

- the significance of 5G to the European Economy and the need to mitigate security risks linked to
5G [The 5G cybersecurity Toolbox],

- the future of a highly digitised Europe beyond 2020: "Boosting digital and economic
competitiveness across the Union and digital cohesion",

- shaping Europe's Digital Future,

- a European Strategy for Data,

- complementary efforts to enhance resilience and counter hybrid threats,

- strengthening resilience and countering hybrid threats, including countering disinformation in the
context of the COVID-19 pandemic,

- Cyber Diplomacy,
- on EU Coordinated Response to Large-Scale Cybersecurity Incidents and Crises

- a Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities ("Cyber
Diplomacy Toolbox”),

- EU External Cyber Capacity Building Guidelines,
- the cybersecurity of connected devices,

- and its Council Resolution on Encryption - Security through encryption and security despite
encryption.

RECALLING the European Council Conclusions on COVID-19, the Single Market, industry
policy, digital and external relations and those on disinformation and hybrid threats,

RECALLING the Global Strategy for the European Union's Foreign and Security Policy,

RECALLING the Communications of the European Commission on shaping Europe's Digital
Future and on the EU Security Union Strategy,
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HIGLIGHTS the fact that cybersecurity is essential for building a resilient, green and digital
Europe and WELCOMES the Joint Communication to the European Parliament and the
Council entitled "The EU's Cybersecurity Strategy for the Digital Decade", which outlines
the new framework for the EU to protect its people, businesses and institutions from cyber
threats while enhancing the trust of eitizeas-individuals and organisations in the EU's ability

Cc ted [A169]: Paras | and 20: “citizens” should

to promote secure and reliable digital tools and connectivity, and to promote and protect a
global, stable, secure, free and open cyberspace, grounded in human rights, democracy and

the rule of law, human-richis—tmdament-recdomsand-democrticvalues -

RECOGNISING that the COVID-19 pandemic has brought trust and security in Information
and Communication Technology (ICT) tools and systems to the forefront of our daily lives,
stresses that cybersecurity and the global and open Internet are vital for the functioning of
our public administrations and institutions at both national and EU level, for enjoyment of
human rights. for teleworking, tele-education and doing business online and for society as a
whole.

[CALLS FOR the promotion and protection |of the-core EU-values-of-democracy, the rule of

be changed to individuals as we are speaking about
enhancing trust or digital security — all individuals have
rights, not only citizens.

Commented [A170]: Human rights should be used
consistently throughout the document (not strictly
necessary to include “fundamental freedoms” as they are
covered by “human rights” although “human rights AND
fundamental freedoms” is acceptable; “fundamental
rights” should not be used as this is limited to an EU
context and these conclusions are broader)_edits to be
made in paras: 1, 3, 19, 20, 21

Cc ted [A171]: Para 3: should be rephrased to

law demeeraey;-and human rights;fundamental-freedoms including the right to freedom of
expression;—the—+ight-to—free—and-equal-aceess—to_and information, the right to freedom of
assembly and association, and the right to privacy as well as and-the protection against mass
surveillance and—of-the—rule—oftaw—in cyberspace.. WELCOMES, in this regard, further
sustained efforts to protect human rights defenders, civil society and academia working on
issues such as cybersecurity, data privacy, surveillance and online censorship by providing
further practical guidance, promoting best practices and stepping-up its efforts to prevent
violations and abuses of human rights and the misuse of emerging technologies, notably
through the use of diplomatic measures where necessary, as well as the export control of
such technologies.

HIGHLIGHTS the importance of strengthening the EU’s—}s&a&egéHﬁeﬂemﬂresilience,

correctly reflect the rights referred to as well as to
strengthen the human rights perspective.

Commented [A172]: “EU values” should be replaced
with human rights, democracy and the rule of law (to
be more specific and spell out what we mean). At the very
least “EU founding values” should be used consistently
throughout the document, in line with art2 TFEU (“EU
common values” is also acceptable) — edits should be
made in paras: 3, 4, 7

Cc ted [A173]: “Strategic autonomy” is not the

particularly its digital and technological leadership in the field of cybersecurity, while
preserving an open economy. In this respect, COMMITS itself to promoting the Union’s
autonemy-technological sovereignty on the basis of the development of a dynamic Industrial
Strategy that supports Eb—value—ehains-human rights, democracy and the rule of law and
secures the supply chains in particular in the most strategic domains, while ensuring that
access to the single market is gained on fair and equitable terms and with respect for the
Union’s values.

Bearing in mind the shortage of cybersecurity skills in the workforce, STRESSES the
importance of developing, retaining and attracting the best cybersecurity talent, for instance
through education and training, and ENCOURAGES women’s increased participation in
science, technology, engineering, mathematics (‘STEM’) education and ICT jobs upskilling
and reskilling in digital skills.
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RECALLS that the common and comprehensive EU approach to cyber diplomacy aims to
contribute to conflict prevention, the mitigation of cybersecurity threats and greater stability
in international relations. In this context, REAFFIRMS its commitment to the settlement of
international disputes in cyberspace by peaceful means, and that all of the EU’s diplomatic
efforts should, as a priority, be aimed at promoting security and stability in cyberspace
through increased international cooperation, and at reducing the risk of misperception,
escalation and conflict that may stem from ICT incidents. REITERATES the United Nations
General Assembly's call that UN Member States be guided by the UNGGE reports'
recommendations in their use of ICT and notably the application of international law, in
particular the UN Charter, in cyberspace.

REAFFIRMS that, with a view to shaping international standards in the areas of emerging
technologies and core internet architecture so that these are in line with Ed—alues-human
rights, democracy and the rule of law and a multi-stakeholder approach, the further
development of standards which are attractive for others to joinwithinthe Unien-is essential:
this will ensure that the Internet remains global, stable, secure, free and open and that the use
and development of digital technologies are%amaﬂ—eeﬂtﬂe[human rights respecting , privaey-

preserving, and that their use is lawful, safe and—ethicalhuman rights based . EOOKS
AKES NOTE to the upcoming Standardisation Strategy bnd COMNMIFS-itsel

te-underlines the importance of proactive and coordinated outreach to promote EU leadership
and the EU’s objectives at international level, including through transatlantic cooperation and
cooperation with like-minded partners, civil society and the private sector.

STRONGLY SUPPORTS the multi-stakeholder model for Internet governance and commits
itself to reinforcing regular and structured exchanges with stakeholders including the private
sector, academia and civil society, in particular within the context of the Paris Call and in
international fora. PROMOTES universal, affordable and equal access to the Internet and, in
particular, the empowerment of persons in vulnerable or |marginalised situations—es

Commented [A174]: -Para 7: “human centric” and
“ethical” should be replaced with “human rights
respecting” or “human rights based” (meaning
“privacy-preserving” can be removed as it is included in
human rights). Additionally the sentence should be
edited to speak about the “use and development of”
digital technologies rather than separately.

Commented [A175]: As we have not seen the
Standardisation Strategy yet, it is too early to welcome it.

Cc ted [A176]: - Para 8: proposed shifting

marginalised-groups, in both policy development and in the use of the Internet.

EMPHASISES the need to include cybersecurity in all digital investments in the coming
years and @UPPQKPSFNOTES the Commission’s plan to increase public spending and

“persons in vulnerable OR MARGINALISED situations
or marginalised groups”

Cc ted [A177]: Negotiation is ongoing, support is

leverage private investment in the cybersecurity domain, taking into account the prospective
increase in the number of sectors to which the Directive on measures for a high common
level of cybersecurity across the Union (NIS Directive 2.0) will apply. HIGHLIGHTS the
importance of Small and Medium Sized Enterprises (SMEs) in the cybersecurity ecosystem
and RECOGNISES—NOTES the relevant financial instruments available to support a
cybersecurity digital transformation over the 2021-2027 Multiannual Financial Framework
(MFF) as well as in the Recovery and Resilience Facility.
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10. LOOKS FORWARD to the rapid implementation of the Regulation on Cybersecurity
Industrial, Technology and Research Competence Centre and Network of Coordination
Centres (CCCN) with a view to maximising the effects of investments to strengthen the
Union’s leadership in the field of cybersecurity, to support technological capacities and skills
and to increase the Union's global competitiveness with input from industry and academic
communities in cybersecurity, which should be brought into a more systematic collaboration.

11. REITERATES the need to lhssess, where necessary, complementary sector-specific
regulations that should define which level of cybersecurity should be met by the connected
device to ensure that specific security and privacy requirements are put in place for such

Cc ted [A178]: We interpret “reiterates™ as this is

deVlces with hlgher security rlsks \ &eple#%&}%seep&eﬁ&pess&blﬂm&eﬂtal—&ﬂeﬂ%galﬂek

12. ACKNOWLEDGES the importance of a harmonised approach on cybersecurity in the
Union, while fully respecting Member States’ competences, and WELCOMES-NOTES the
new proposal for a Directive on measures for a high common level of cybersecurity across
the Union (NIS Directive 2.0) that builds upon the NIS Directive as an evolution of the
efforts undertaken and which has contributed to strengthening and harmonising national
cybersecurity frameworks and promoted cooperation between Member States. Furthermore,
RECOGNISES the need for close alignment with other sectorial legislation in this domain.

13. TAKES NOTE of the Commission’s proposal to support Member States in strengthening
their national Security Operation Centres (SOCs) and to build a network of SOCs across the
EU, to detect signals of attacks on networks and enable responses before harm is done.

*ﬂfe{matteﬂ—shafﬂag—eu%tuf%ﬁmn—ﬂm—pfeeess—tEMPHASISES\ that the best use should be

the same action as in the council conclusions on connected

devices (dec 2020). As nothing yet has been proposed

from those conclusions, we would like to keep the action

as from dec 2020.

made of the work carried out in the context of Artificial Intelligence and High Performance
Computing initiatives and by European Digital Innovation Hubs, as well as the entire
electronic communications infrastructure such as land and submarine network systems.

Cc ted [A179]: Premature statement. The first
sentence in 13 is enough.

|

follow up to the previous deleted sentence.
If kept, it could start with “EMPHASISES”.

Commented [A180]: This can also be deleted as it is a

Cc ted [A181]: Refers to initiative (QCI) that is
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15-14. LOOKS FORWARD to discussions with the Commission, ENISA, the two EU DNS
Root Server Operators and the multi-stakeholder community to assess the role of its
operators in guaranteeing that the Internet remains globally accessible and non-fragmented.
RECOGNISES that an alternative European service for accessing the global internet
(“DNS4EU” initiative), based on a transparent model which conforms to the latest security
and data protection and privacy by design and by default standards and rules, can contribute
to increased resilience.

16:15. RECOGNISES the need for a joint effort from the Commission and the Member
States to accelerate the uptake of key internet standards, including IPV6, and well-
established internet security standards as they are instrumental to increase the overall level of
security, resilience and openness of the global internet, while increasing the competitiveness
of the EU industry and in particular of the internet infrastructure operators.

+716. STRESSES the importance of a coordinated approach as well as the development
and implementation of effective measures at national level to reinforce the cybersecurity of
5G networks. SUPPORTS the next steps to be taken on the cybersecurity of 5G networks, as
presented in the appendix to the Cybersecurity Strategy and as based on the review of the
Commission’s recommendation on the security of 5G networks, for instance with regard to
the definition of a long-term and comprehensive approach looking at the entire 5G value
chain and ecosystem. URGES Member States to continue periodic stocktaking, together with
the exchange of information and best practice within the dedicated NIS Cooperation Group
Work Stream on 5G Cybersecurity, and report regularly on the progress made to the Council.
HIGHLIGHTS its strong commitment to a full and swift applicationapplying of the EU 5G
Toolbox, including relevant restrictions on high-risk suppliers for key assets defined as
critical and sensitive in the EU coordinated risk assessments and to continuing efforts made
to guarantee the cybersecurity of 5G networks. HIGHLIGHTS the opportunity to build on
the positive experiences and lessons learned from the work on the 5G toolbox in other areas.

1-17. RECOGNISES the relevance of integrating cybersecurity into EU crisis response
mechanisms and STRESSES-HIGHLIGHTS the importance of enhancing cooperation and
information-sharing amongst the various cybersecurity communities within the EU and of
linking the existing structures and procedures (such as the Blueprint, the CSIRT Network, the
NIS Cooperation Group, CyCLONe, the European Cybercrime Centre, EU INTCEN and the
IPCR) in case of large-scale cyber incidents and threats. TAKING INTO ACCOUNT the
progress already achieved in this domain, FEOOKSFORWARD-ACKNOWLEDGESte the
Commission’s coming proposal on the process, milestones and timeline for defining and
implementing the Joint Cyber Unit (JCU) with a view to providing added value and
streamlining the EU cybersecurity crisis management framework, including through
preparedness, shared situational awareness, coordinated response and exercises, in a

transparent and ﬁncremental\ manner while avoiding duplication and overlap and respecting {Commented [A182]: In what sense?

the competences of the Member States.
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19:18.  As highlighted by the impact of the COVID-19 pandemic, STRESSES the
importance of promoting cooperation and exchange between cybersecurity actors and law
enforcement and judicial authorities and the need to expand and improve the capacity of
these authorities to investigate cybercrime, while fully respecting fundamental-human rights
and striving to ensure the requisite balance between various rights and interests, in particular
privacy and security.

20:19. REAFFIRMS its support to the development, implementation and use of strong
encryption as a necessary means of protecting fundamental-human rights and the digital
i iti ivi i | industry and society and, at the same Ce ted [A183]: In para 20 civil society actors
time, the need to ensure the ability of the competent law enforcement and judicial authorities Zgg:ylitli’g;“d“d“d in listing of actors who rely on
to exercise their lawful powers, both online and offline, to protect our societies and
eitizensindividuals.
21-20. CONTINUES to support and promote the Budapest Convention on Cybercrime, and

the ongoing work on the Second Additional Protocol to that Convention. Furthermore, will
continue to engage in multilateral exchanges on cybercrime to ensure the respect of human
rights-.and-fundamental-freedoms.

22:21. While national security remains the sole responsibility of each Member State,
ACKONOWLEDGES the importance of strategic intelligence cooperation on cyber threats
and activities, and INVITES Member States, through their competent authorities, to
continue to contribute to EU INTCEN’s work, including by exploring the possible
establishment of an EU Cyber Intelligence Working Group.

23.22. HIGHLIGHTS the importance of a robust and consistent security framework to
better protect all EU personnel, data, information, communication networks and decision-
making processes based on comprehensive, consistent and homogeneous rules. In particular,
this should be done by enhancing the resilience and improving the security culture of the EU
against cyber threats [and by strengthening classified and non-classified EU networks while

ensuring that sufficient resources are available\. WELCOMES, in this context, the ongoing [r. ted [A184]: Needs to be clarified.

interinstitutional discussions on the establishment of common rules on information security
and cybersecurity for all EU institutions, bodies, offices and agencies.

24.23. BUILDING ON the EU’s cyber diplomacy efforts, COMMITS itself to increasing
the effectiveness and the efficiency of the EU Cyber Diplomacy Toolbox and LOOKS
FORWARD to deepening discussions building on lessons learned from the application of
this instrument to date. These discussions should aim at buidinganetien-efcontributing to
shared security at international level by strengthening prevention, cooperation and advancing
confidence and capacity building and, whenre neeessaryappropriate, impose restrictions,

thereby contributing to the EU’s security, and-_integrity and eeﬂsel—xd—a&ﬂg—th%EU—styber

posture, in full respect of national competences and prerogatives. The toolbox should c°1“"meg‘ed [A185]: Clarification of “cyber posture™
welcomed.

continually be updated to enable countermg threats in an ever-changing global threat

Commented [A186]: Premature and too detailed. It is
not necessary to define specific clusters of potential targets
1o 3 q ! ain-atta a3 5 3 ; q to serve a discussion on lessons learned from the toolbox
. so far, nor for what a potentially developed toolbox might
theftofintellectual property: ‘ be used to counter. Furthermore, these clusters of potential
targets are not mentioned anywhere else in the
conclusions.
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25:24. In order to contribute to a global, secure, stable, free and open cyberspace, which is
of ever-increasing importance for the continued prosperity, growth, security, well-being,
connectivity and integrity of our societies, COMMITS itself to continuous engagement in
norm-setting processes in international organisations, especially in the UN first-committee

related processes,\ contributing to the respect for international law in cyberspace and Commented [A187]: Para 25 Important to not only
adherence to the norms, rules and principles of responsible state behaviour in cyberspace, for focus on firstcommittce. Negotiations on cybercrime
. . . . . convention in third committee equally important and
instance by promoting the swift establishment of a Programme of Action (PoA) for should primarily be dealt with from a foreign/security
Advancing Responsible States behaviour in cyberspace, as a constructive, inclusive and policy perspective.

consensus-based outcome of both the current UN GGE and OEWG processes.

26:25. RECALLS its strong commitment to multilateralism aimed at strengthening
cooperation and coordination with international and regional organisations, namely the
United Nations, the Council of Europe, the OSCE, the OECD, NATO, the AU, the OAS,
ASEAN, the ARF, the GCC and the LAS concerning discussions on cyber-related issues as
well as the continuation and expansion of structured EU cyber dialogues and consultations
with third countries. STRESSES its active support to the UN, in particular in relation to its
Agenda 2030, including the Sustainable Development Goals, and the UN Secretary General’s
Roadmap on digital cooperation. WELCOMES the establishment of an informal EU Cyber
Diplomacy Network by the High Representative for Foreign Affairs and Security Policy with
a view to developing the engagement and expertise of both EU delegations and MS
embassies on international cyber issues in order to strengthen coordinated outreach.

27:26. ACKNOWLEDGES the importance of strengthening cooperation with international
partners, including with NATO, in order to advance the shared understanding of the cyber
threat landscape, to develop cooperation mechanisms, to identify, where appropriate,
cooperative diplomatic responses as well as to improve information-sharing, including
through education, training and exercises. In particular, REAFFIRMS that a strong
transatlantic partnership is vital to ensure and to contribute to our common security, stability
and prosperity.

28.27. LOOKEORWARD-FOACKNOWLEDGES the forthcoming proposal for a review
of the Cyber Defence Policy Framework (CDPF), and COMMITFS—tse-WELCOMES te
pursuing efforts to strengthen cybersecurity and cyber defence dimensions with a view to
ensuring that these are fully integrated into the wider security, crisis management and
defence agenda, for instance in the context of the work on the Strategic Compass.
CONSIDERS that the upcoming "Military Vision and Strategy on Cyberspace as a Domain
of Operations" will contribute to furthering these discussions. WELCOMES
ACKNOWLEDGES the initiative on setting up the Military CERT-Network by the European
Defence Agency (EDA) and SUPPORTS efforts made to enhance synergies and coordination
between the cybersecurity civilian, defence and space spheres, including through the
dedicated PESCO projects. WELCOMES the Joint Communication on A new EU-US
agenda for global change, including transatlantic cooperation on technology, trade and
standards.
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29.28. TAKES NOTE of the development of an EU External Cyber Capacity Building
Agenda and the creation of an EU Cyber Capacity Building Board in order to increase cyber
resilience and capacities worldwide. In this context, ENCOURAGES cooperation with
Member States, as well as with public and private sector partners and other relevant
international bodies, to ensure coordination and avoid duplication. In particular,
ENCOURAGES cooperation with partners in the Western Balkans and in the EU
Neighbourhood.

30:29. To ensure that all countries are able to reap the social, economic and political
benefits of the Internet and the use of technologies, COMMITS itself to assisting partners in
tackling the growing challenge of malicious cyber activities, notably those that harm the
development of their economies, societies and the integrity and security of democratic
systems, including in line with the efforts under the European Democracy Action Plan.

some-of these (CONSIDERS it is necessary to set the priorities with an accompanying and

Cc

ted [A188]: Premature. Some proposals are

detailed implementation plan.

31. NOTES the well-executed cooperation between the Commission and EEAS on the EU
Cybersecurity Strategy. ENCOURAGES regularized and consolidated cooperation and

coordination between the Commission and EEAS on cyber issues.

32. MONITORS the progress in the implementation of these Conclusions by the means of an
Action Plan to be adopted by the Council by .... The action plan would be regularly reviewed
and updated by the Council in cooperation with the European Commission and the High
Representative.
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