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This presentation is meant exclusively to be a visual support to
follow the text of the draft mandate issued on 13.12.2023 with
reference WK 16914/23. Its content does not have any legal or
biding effect



Chapter Il - The European Cyber Security Alert System

What is it? What for? — Article 3

A pan-European infrastructure consisting of :
- ENTITIES with the FUNCTIONALITIES defined in Article 2 of the
Regulation, and

- The CROSS BORDER PLATFORMS composed by at least three of those

entities

- BETTER PROTECTION and REPONSE to cyber threats

. - Through SUPPORTING THE DEVELOPMENT OF ADVANCED CAPABILITIES
urpose

FOR detection, analysis and data processing on cyber threats and

incidents.

v' Based on

VOLUNTARY
Cooperation

Cooperate and
SUPPORT
EXISTING
entities, CSIRTs in
particular

Financed through
the DEP Program
In particular
Objective 3
(Article 3)

This presentation is meant exclusively to be a visual support to follow the text of the draft
mandate issued on 13.12.2023 with reference WK 16914/23. Its content does not have any

legal or biding effect.



Chapter Il - The European Cyber Security Alert System
Which entities? What do they do?

NATIONAL CYBER HUB

Article 2

- Functions defined in Article 2

_ To be decided voluntarily by
each Member State if CSIRT
or another entity (Article 4)

CROSS - BORDER CYBER HUB

Articles 6, 7, 8

_ Entities from at least three
Member States create
voluntarily a cross- border
platform

-

They create voluntarily, a hosting

consortia :

v To apply for funding (ECCC joint
procurement and grants) (Article 8a)

v To participate in actions (Article 5)

They sign a consortium agreement, deciding
voluntarily on its terms:

v' Conditions for exchange of information
within the consortium (Article 6)

v" Conditions for exchange of information with
Union level entities and networks (Article 7)

v’ Security measures (Article 8)

They decide voluntarily among themselves
on their conditions for interoperability
(Article 6 (3))

v On the basis of the guidance from ENISA
v They inform the Commission

This presentation is meant exclusively to be a visual support to follow the text of the draft
mandate issued on 13.12.2023 with reference WK 16914/23. Its content does not have any
legal or biding effect.



Chapter Il - The Cyber Emergency Mechanism

What is it? What for? — Articles 9, 10 and 11

\ ¥ Upon request and complimentary
to the Member States efforts

- Support EU resilience to threats, and v Cybersecurity emergency reserve

prepare and mitigate the short term impact implemented by COM and ENISA -
Rest of the Emergency Mechanism
primarily via ECCC and NNCC

Purpose

of significant and large-scale cyber security

R v" Involvement of the NIS Cooperation
Group, ENISA, HR and EU-CyCLONe

Preparedness actions (when relevant) in risk scenarios

Types of

actions response are not used, they can be
- Mutual assistance actions used for preparedness

_ Actions supporting response v When services pre-committed for

v Financed through the DEP Program,
In particular Objective 3

This presentation is meant exclusively to be a visual support to follow the text of the draft
mandate issued on 13.12.2023 with reference WK 16914/23. Its content does not have any
legal or biding effect.



EU Cyber Security Reserve

Establishment — Article 12 (6) — Options and implications

NS0 ™\

“The Commission [may/shall] entrust the operation and administration of the EU “vbersecurity Reserve, [in full or in part], to ENISA, by means of
contribution agreements.”

A\ >y
OPTION A OPTION B
“Shall” ENISA “May” be entrusted (art 12 (6))-
- The Commission “should entrust to ENISA” (Recital 33a) +
Political declaration by COM (poss.)

Article 317 TFUE: COM'’s overall responsibility in the i

implementation of the budget

o

ENISA will assume the full operation and administration of
DEP — management possibilities the reserve, becoming the contracting authority for the
| whole reserve (recital 33a)

v v
Direct Indirect Experts from MS might participate in the definition of the
management manag*ement criteria in the tender specifications and in the assessment of

Council would make this biding, the tenders |

introducing more amendments to DEP v v
Il Internal deployment: External deployment:
Commission Will assess the requests in Will receive the support of the
might oppose consultation with CSIRT COM for the assessment of
Il Netwok and EU-CyCLONe, the requests and the decision
Council would need to adopt by unanimity informing the Council of its will be approved by the
decisions Council

This presentation is meant exclusively to be a visual support to follow the text of the draft mandate issued
on 13.12.2023 with reference WK 16914/23. Its content does not have any legal or biding effect.



EU Cyber Security Reserve

Establishment — Article 12 Consulting:
* NIS Cooperation
! Group
X % [4! Internal deployment * EU-CyCLONe
it ** t Prepares | [__ * Commission
L mapping — L* 1ICB (where
European Entrusts * en ’ s a of needs applicable)
4 X [Art. 12(7)] _
' * * At least every Consulting:
two years * EU-CyCLONe
[Art. 12(5)] [Art. 12(6)] » Commission
. . l »| External deployment |—| | « The High
Sets priorities (reviewed every 2 g .
years) in cooperation with : Via cooperation agreements Representative
. EU-CyCLONe l _ (where relevant)
* ENISA i ]
« NIS Cooperation Group Operation and N Informmg:
.. . . administration * Council
Supervises implementation ensuring i
complementarity, consistency and l
Synergies Contracting authority
Defines types and number of response
services via Implementing Acts seeking
advice of the NIS Cooperation Group and
ENISA [Art. 12(8)] and taking into account This presentation is meant exclusively to be a visual support to follow the text of the draft
the mapping in [Al't 12(7)] mandate issued on 13.12.2023 with reference WK 16914/23. Its content does not have any

legal or biding effect.



Implementation phase
Requests for support — Member States

Users Filing of requests Pricrilization and Assessment Reporting
[Art. 12 (3)(a)] [Art. 13 ] [Art. 14 [1)(2)] [Art. 14 (7)]
J =
P Cooperate closely e
Send H < | T
Request * Cooperates Prioritises Informs - On a regular basis

EU > (Via x * (2 x year Min)

Member Stat L* en on the
empber States SpoC x enisa Develops Assesses .. Reports on use

and EEA NIS2) - — — decision —

* % template request and results
Significant and | (At 133)(a)] N I Without to

. A I dgfay H Art. 14 (7
large scale Where EU- : (72 hours activate [ (7]
incidents appropriate Cooperates : max)

* Sectors of high P CyCLONe <« : ]
criticality or other > Inform ! 4 May Consult | NIS Cooperation
critical sectors [Art. 13(4)] Group

CSIRT
3 Network

-

Report [Art. 14 (6)]

Summary report
(3 months after the support action)

This presentation is meant exclusively to be a visual support to follow the text of the draft
mandate issued on 13.12.2023 with reference WK 16914/23. Its content does not have any
legal or biding effect.



Implementation phase
Requests for support — EUIBAS

Users Filing of requests Pricrilization and Assessment Reporting
[Art. 12 (3)(b)] [Art. 13 ] [Art. 14 (1)(2)] [Art. 14 (7)]
| =
) Cooperate closely -
CERT-EU on “ « | I
behalf of _* Cooperates Prioritises Informs o gnxa :Zitﬁ;jmsis
EUIBAS Send ** " Develops Assesses on the Reyorts on use
. R t [Tk enisa—— — —» decision ———» P
* Significant and __, Reques template request ithout and results
large-scale- (via * ' to
ivalent CERT-EU) olie . delay . [Art. 14(7)]
equivalen A : (72 hours activate :
incidents [Art. 13(3)(b)] EU Cooperates : max)
[Art. 12 (1)] CyCLONe | .
4 May Consult : NIS Cooperation
e Group

Report [Art. 14 (6)]

Summary report This presentation is meant exclusively to be a visual support to follow the text of the draft
(3 months after the support action) mandate issued on 13.12.2023 with reference WK 16914/23. Its content does not have any
legal or biding effect.
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Implementation phase
Requests for support — DEP third countries

Prioritization

(3 months after the support daction)

Without

' 1
! 1
! 1
I
Users Filing of requests and Assessment ' Approval i Reporting
[Art. 12(3)(c) and Art. 17]  [Art. 17] [Art. 14(2) and 17{5){5)] ! [Art. 17(5a)] | [Art. 14 (7a)]
§— i
! |
. g w ]
l Prioritises \ !
! 1
! 1
DEP- N Assesses i : - !
- — "
1 Council of the Eurcpean
Associated furopesn request : European Union E Commission
- — I 1
countries Send : AdOptS an ! On a regular basis
1 . | 2 M.
* Where association ::fei::::: ! Implementlng i ;xyea;-t in) ;
' . ' eports an
seement Lt | Actsettng | Rep d
P videsfor Art. 17(4)) . account the | Cooperates ' out: : informs on use an
g:; ;:":;a ronfnthe [Art. ,,* g opinion closely | Time ' results
) 1 -
« CSIRTs and cyber 13(3)(c)] _'1'; énisa« - Prioritization E
.. xx Takes into ! !
;:::or:::i::gement account the Shares i i
opinion information X ! Informs
i :
Shares Informs : :
EU information on the : .
< ! 1
"] ! ]
CyCLONe decision <! ;
Report| [Art. 14(6)] to ! !
Summary report ! i Reports
- <+ g 3= 1
— > - aclivate ! !
1

Council of the
European Union

undue delay

This presentation is meant

gxclusively to be a visual support to follow the text

of the draft mandate issued on 13.12.2023 with reference WK 16914/23. Its

content does not have any

legal or biding effect.



EU Cyber Security Reserve

Alternatives for the Council involvement in the external deployment (DEP - Associated
countries only)

Level of control

1. Commission prepares the text of the decision and sends it to the Council,
which adopts the implementing act by qualified majority. If there is no
meeting of the Council and the urgency justifies it: Written procedure by
unanimity.

2. Obligation to the Commission to consult before taking the final
decision

3. Council not to be involved in the individual deployment decisions

themselves, but the entities where Member States are involved (e.g: EU-
CyCLONe) are consulted. -\ /-

Time required

.. This presentation is meant exclusively to be a visual support to follow the text of the draft
See also: CLS Op""on 1 1943/22; paras 56-61 mandate issued on 13.12.2023 with reference WK 16914/23. Its content does not have any legal
or biding effect.



EU Cyber Security Reserve

Financial aspects

Relevant Legislation

TFEU — Articles 317, 322

EU Financial Regulation
Reg (EU) 2018/1046

DEP Regulation o DEP Work
Reg (EU) 21/694 Programs

ECCC Regulation
Reg (EU) 21/887

This process is referred
to in recitals

(10), (11), (14a),
(24),(29), (33b), (34)

4

4 iv {, ! MS experts: Tender
Grants Grants | Joint Erocurementi Procurement Specs .::md Evaluation -
! committees Pre-committed
Mutual Operation | Tools and Budgetary com -— Services
assistance ; of tools and ' infrastructures e L Contracting
[Art.16a] | infrastructu . [Art 8a] ! ProcuremerIt procedure | authority: ENISA
Prepared | ' ' (1) Hosting e Sh bbb bbb <
cvb ness [Art 8a] consortia , Legal commitment ) ENISA
y .er . < actions (1)Hosting | (3) Member . (contract with a third party/provider) with
Solidarity Act (Mss) | consortia | States | trusted
[Articl (3) Member : | v v servif:e
11r |cdes States | Direct contract Framework Contract <« | providers
an
I
11a] v
v
Cascade Reopening of c<1mpetition “
v
Specific contract Specific contract +«—

e.g: On call services

e.g: On call services

EU -

Cyber

Reserve

If contract not
used for
response:
preparedness

ENISA decides

ENISA with
SPs, but users
beneficiaries
Payments




EU Cyber Security Reserve
Amendment to Articles 12(5) and 12(6) of DEP — Article 19(1)(2a) — Strict Conditions

Possibility to obtain services from legal entities that are established in the Union but are controlled from third countries,
in actions under Specific Objective 3 - Conditions

Art. 12(5) DEP
Objective 3

Art. 12(6) DEP

ey s

Conditions Cyber Alert System

Based on mapping done by ECCC
[Art. 8(3a)]

Real

Risk Tools, infrastructures and services
v" Necessary To adequately
v Sufficient contribute

i v" Proportionate to the
Security .
) benefits
Risk

Objectives 1 and 2

If the conditions are fulfilled, limitations in Article
12(5) DEP will not apply to the Cyber Alert System

v——

The Cyber Alert System will be then subject to
the limitations in Article 12(6) DEP

.U Cvber Security Reserve

Rased on mapping done by ENISA
[Art. 12(7)]

Technology, expertise and capacity

v" Necessary To adequately
v Sufficient perform its functions

v Proportionate to the benefits

v Does not undermine the essential
security interests of the Union

If the conditions are fulfilled, limitations in Article 12(5)
DEP will not apply to the EU Cyber Security Reserve

v

The EU Cyber Security Reserve will be then
subject to the limitations in Article 12(6) DEP

This presentation is meant exclusively to be a visual support to follow the text of the draft mandate issued on 13.12.2023 with
reference WK 16914/23. Its content does not have any legal or biding effect.



Chapter Il - The European Cyber Security Alert System

Terminology

[NATIONAL SOC HUB

V1.

(=Y

National Cyber Hub

National Support Hub

National Security Operation Hub
Cybersecurity Operation Centre
National SOC hub

e WN

[CROSS - BORDER COLLABORATION PLATFORM]

\/ A. Cross Border Cyber Hub
B. Cross Border Platform
C. Cross Border Cooperation Platform
D. Cross Border Operation Platform
E. Cross Border Collaboration Platform

This presentation is meant exclusively to be a visual support to follow the text of the draft
mandate issued on 13.12.2023 with reference WK 16914/23. Its content does not have any
legal or biding effect
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