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CZECH REPUBLIC
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Whereas:

2

3)

The magnitude, frequency and impact of cybersecurity incidents are increasing, including
supply chain attacks aiming at cyberespionage, ransomware or disruption. They represent a
major threat to the functioning of network and information systems. In view of the fast-
evolving threat landscape, the threat of possible large-scale incidents causing significant
disruption or damage to critical infrastructures demands heightened preparedness at all
levels of the Union’s cybersecurity framework. That threat goes beyond Russia’s military
aggression on Ukraine, and is likely to persist given the multiplicity of state-aligned,
criminal and hacktivist actors involved in current geopolitical tensions. Such incidents can
impede the provision of public services and the pursuit of economic activities, including in
sectors of high criticality or highly other critical sectors, generate substantial financial
losses, undermine user confidence, cause major damage to the economy of the Union, and
could even have health or life-threatening consequences. Moreover, cybersecurity incidents
are unpredictable, as they often emerge and evolve within very short periods of time, not
contained within any specific geographical area, and occurring simultaneously or spreading

instantly across many countries.

It is necessary to strengthen the competitive position of industry and services sectors in the
Union across the digitised economy and support their digital transformation, by reinforcing
the level of cybersecurity in the Digital Single Market. As recommended in three different
proposals of the Conference on the Future of Europel, it is necessary to increase the
resilience of citizens, businesses and entities operating critical infrastructures against the
growing cybersecurity threats, which can have devastating societal and economic impacts.
Therefore, investment in infrastructures and services that will support faster detection and
response to cybersecurity threats and incidents is needed, and Member States need
assistance in better preparing for, as well as responding to significant and large-scale

cybersecurity incidents. Building on the existing structures and in close cooperation with

them, Fthe Union should also increase its capacities in these areas, notably as regards the

collection and analysis of data on cybersecurity threats and incidents.

https://futureu.europa.eu/en/
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It is necessary to strengthen the detection and situational awareness of cyber threats and
incidents throughout the Union and to strengthen solidarity by enhancing Member States’
and the Union’s preparedness and capabilities to respond to significant and large-scale
cybersecurity incidents. Therefore a pan-European infrastructure of SOCs (European
Cybersecurity Shield- System) should be deployed to build and-enhanece
eemmon-coordinated detection and situational awareness capabilities and enhance the
existing ones; a Cybersecurity Emergency Mechanism should be established to support
Member States upon their request in preparing for, responding to, and immediate initially
recovering from significant and large-scale cybersecurity incidents; a Cybersecurity Incident
Review Mechanism should be established to review and assess specific significant or large-
scale incidents, with due respect for Member State competences and without

duplication of the activities conducted by the CSIRT network, EU-CyCL.ONe and the

NIS Cooperation Group. These actions shall be without prejudice to Articles 107 and 108

of the Treaty on the Functioning of the European Union (‘TFEU”).

To achieve these objectives, it is also necessary to amend Regulation (EU) 2021/694 of the
European Parliament and of the Council? in certain areas. In particular, this Regulation
should amend Regulation (EU) 2021/694 as regards adding new operational objectives
related to the European Cybersecurity Shield Alert System and the Cyber Emergency

Mechanism under Specific Objective 3 of DEP, which aims at guaranteeing the resilience,
integrity and trustworthiness of the Digital Single Market, at strengthening capacities to
monitor cyber-attacks and threats and to respond to them, and at reinforcing cross-border
cooperation on cybersecurity. This will be complemented by the specific conditions under
which financial support may be granted for those actions should be established and the
governance and coordination mechanisms necessary in order to achieve the intended
objectives should be defined. Other amendments to Regulation (EU) 2021/694 should
include descriptions of proposed actions under the new operational objectives, as well as

measurable indicators to monitor the implementation of these new operational objectives.

Regulation (EU) 2021/694 of the European Parliament and of the Council of 29 April 2021
establishing the Digital Europe Programme and repealing Decision (EU) 2015/2240 (OJ L
166, 11.5.2021, p. 1).
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(13)

To more effectively prevent, assess and respond to cyber threats and incidents, it is
necessary to develop more comprehensive knowledge about the threats to critical assets and
infrastructures on the territory of the Union, including their geographical distribution,
interconnection and potential effects in case of cyber-attacks affecting those

infrastructures. A large-scale Union infrastructure of SOCs should be deployed (‘the

European Cybersecurity Shield Alert System’), comprising of several interoperating cross-

border platforms, each grouping together several National SOCs. That infrastructure should
serve national and Union cybersecurity interests and needs, leveraging state of the art
technology for advanced data collection and analytics tools, enhancing cyber detection and
management capabilities and providing real-time situational awareness. That infrastructure
should serve to increase detection of cybersecurity threats and incidents and thus
complement and support Union entities and networks responsible for crisis management in
the Union, notably the EU Cyber Crises Liaison Organisation Network (‘EU-CyCLONe’),
as defined in Directive (EU) 2022/2555 of the European Parliament and of the Council3.

Participation in the European €yber-Shield Cybersecurity System
should be voluntary for Member States. Each Member State that decides to join the
European €yber-Shield Cybersecurity System should

capable of detecting
relevant to cyber threats and incidents, by using in particular state-of-the-art

technologies and that would be shared appropriately with the CSIRT network in order

to support the network conducting its activities. They should also ensure that cyber

3 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022
on measures for a high common level of cybersecurity across the Union, amending Regulation
(EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148
(NIS 2 Directive) (OJ L 333, 27.12.2022, p. 80).



http://data.europa.eu/eli/dir/2022/2555/art_8/par_3/oj

threat information from public and private entities is shared and collected at national

eadinsiichax:
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(14)  As part of the European Cybersecurity System Shield, a number of Cross-
border should
be established. These should bring together National SOCs from at least three Member States, so
that the benefits of cross-border threat detection and information sharing and management can be
fully achieved. The general objective of Cross-border SOCs should be to strengthen capacities to
analyse, prevent and detect cybersecurity threats and to support the production of high-quality
intelligence on cybersecurity threats, notably through the sharing of information data from various
sources, public or private, as well as through the sharing and joint use of state-of-the-art tools, and
jointly developing detection, analysis and prevention capabilities in a trusted environment. They
should provide new additional capacity, building upon and complementing existing SOCs and
computer incident response teams (‘CSIRTs’) and other relevant actors.

(14a) A Member State selected by the European Cybersecurity Competence Centre (ECCC)
following a call for expression of interest to set up a National SOC Hub or enhance the
capabilities of an existing one, should jointly purchase relevant tools and infrastructures with
the ECCC. Such a Member State should be eligible to receive a grant to operate the tools and
infrastructures. A Hosting Consortium consisting of at least three Member States, which has
been selected by the ECCC following a call for expression of interest to set up a Cross-border
collaboration SOC Platform or enhance the capabilities of an existing one, should jointly
purchase relevant tools and infrastructures with the ECCC. Such a Hosting Consortium
should be eligible to receive a grant to operate the tools and infrastructures. In accordance
with Article 165(2) of Regulation EU 2018/1046, and Article 90 of Decision no GB/2023/1 of
the Governing Board of the ECCC, the procurement procedure to purchase the relevant tools
and infrastructures should be carried out jointly by the ECCC and relevant contracting
authorities from the Member States selected following these calls for expressions of interest.
Private entities should therefore not be eligible to participate in the calls for expression of
interest to jointly purchase tools and infrastructures with the ECCC, or to receive grants to
operate those tools and infrastructures. However, the Member States should have the
possibility to involve private entities in the setting up, enhancement and operation of their
National SOC Hubs and Cross-border SOCs Platforms in other ways which they deem
appropriate, in compliance with national and Union law.

(15) At national level, the monitoring, detection and analysis of cyber threats is typically ensured
by SOCs of public and private entities, in combination with CSIRTs. In addition, CSIRTs
exchange information in the context of the CSIRT network, in accordance with Directive
(EU) 2022/2555. The Cross-border SOCs should constitute a new capability that is

complementary to the CSIRTs network and will cooperate closely with it, by pooling data

and sharing information data on cybersecurity threats from public and private entities,
enhancing the value of such data through expert analysis and jointly acquired infrastructures
and state of the art tools, and contributing to the development of Union capabilities and

technological sovereignty.
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Entities participating in the European Cybersecurity Alert System Shield should ensure a

high-level of interoperability among themselves including, as appropriate, as regards data
formats, taxonomy, data handling and data analysis tools, and secure communications
channels, a minimum level of application layer security, situational awareness dashboard,
and indicators. The adoption of a common taxonomy and the development of a template for

situational reports to describe the-technieal causes and-impaets-ofeyberseeurity detected

cyber threats and cybersecurity risks, should take into account existing work done in

the context of the implementation of Directive (EU) 2022/2555.

In order to enable the exchange of information data on cybersecurity threats from various
sources, on a large-scale basis, in a trusted environment, entities participating in the

European Cybersecurity Alert System Shield should be equipped with state-of-the-art and

highly-secure tools, equipment and infrastructures. The Commission should be able to

issue guidance in this respect. This should make it possible to improve collective detection

capacities and timely warnings to authorities and relevant entities, notably by using the latest

artificial intelligence and data analytics technologies.

By collecting, correlating, sharing and exchanging data and information, the European
Cyber-Shield Cybersecurity Alert System should enhance the Union’s technological
sovereignty. The pooling of high-quality curated data should also contribute to the
development of advanced artificial intelligence and data analytics technologies. It should be
facilitated through the connection of the European EyberShield Cybersecurity Alert
System with the pan-European High Performance Computing infrastructure established by

Council Regulation (EU) 2021/1173%.

While the European Cybersecurity Alert System Shield is a civilian project, the cyber

defence community could benefit from stronger civilian detection and situational awareness
capabilities developed for the protection of critical infrastructure. Cross-border SOCs, with
the support of the Commission and the European Cybersecurity Competence Centre
(‘ECCC’), and in cooperation with the High Representative of the Union for Foreign Affairs
and Security Policy (the ‘High Representative’), should gradually develop dedicated
protocols and standards to allow for cooperation with the cyber defence community,

including vetting and security conditions. The development of the European Cybersecurity

4 Council Regulation (EU) 2021/1173 of 13 July 2021 on establishing the European High
Performance Computing Joint Undertaking and repealing Regulation (EU) 2018/1488 (OJ L
256,19.7.2021, p. 3).
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Alert System Shield should be accompanied by a reflection enabling future collaboration

with networks and platforms responsible for information sharing in the cyber defence

community, in close cooperation with the High Representative.

Information sharing among participants of the European Cybersecurity Alert System Shield

should comply with existing legal requirements and in particular Union and national data
protection law, as well as the Union rules on competition governing the exchange of
information. The recipient of the information should implement, insofar as the processing of
personal data is necessary, technical and organisational measures that safeguard the rights
and freedoms of data subjects, and destroy the data as soon as they are no longer necessary

for the stated purpose and inform the body making the data available that the data have been

destroyed.
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In view of the increasing risks and number of cyber incidents affecting Member States, it is

necessary to set up a crisis support instrument, namely the Cyber Emergency Mechanism,

to improve the Union’s resilience to significant and large-scale cybersecurity incidents and
complement Member States’ actions through emergency financial support for preparedness,
response and initial immediate recovery of essential services. That instrument should
enable the rapid deployment of assistance in defined circumstances and under clear
conditions and allow for a careful monitoring and evaluation of how resources have been
used. Whilst the primary responsibility for preventing, preparing for and responding to
cybersecurity incidents and crises lies with the Member States, the Cyber Emergency
Mechanism promotes solidarity between Member States in accordance with Article 3(3) of

the Treaty on European Union (‘TEU’).

The Cyber Emergency Mechanism should provide support to Member States
complementing their own measures and resources, and other existing support options in
case of response to and immediate initial recovery from significant and large-scale
cybersecurity incidents, such as the services provided by the European Union Agency for
Cybersecurity (‘ENISA”) in accordance with its mandate, the coordinated response and the
assistance from the CSIRTs network, the mitigation support from the EU-CyCLONe, as
well as mutual assistance between Member States including in the context of Article 42(7)
of TEU, the PESCO Cyber Rapid Response Teams® and-Hybrid Rapid Response Teams.

It should address the need to ensure that specialised means are available to support

preparedness and response to cybersecurity incidents across the Union and in third countries.

This instrumentRegulation is without prejudice to procedures and frameworks to

coordinate crisis response at Union level, in particular the Union Civil Protection
Mechanism established under Decision No 1313/2013/EU of the European Parliament
and of the CouncilUCPMS, the EU Integrated Political Crisis Response Arrangements

under Council Implementing Decision (EU) 2018/1993IPCR’ (IPCR Arrangements),

COUNCIL DECISION (CFSP) 2017/ 2315 - of 11 December 2017 - establishing permanent
structured cooperation (PESCO) and determining the list of participating Member States.
Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December
2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).

Council Implementing Decision (EU) 2018/1993 of 11 December 2018 on the EU
Integrated Political Crisis Response Arrangements (OJ L 320, 17.12.2018, p.
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Commission Recommendation 2017/1584% and Directive (EU) 2022/2555. ImaySupport

provided under the Cyber Emergency Mechanism can complement assistance provided

in the context of the Common Foreign and Security Policy and the Common Security

and Defence Policy, including through the Cyber Rapid Response Teams. Support

provided under the Cyber Emergency Mechanism can contribute to or complement

actions implemented in the context of Article 42(7) ef TEU, including assistance provided

by one Member State to another Member State, or form part of the joint response

between the Union and Member States in situations defined referred to in Article 222 of

TFEU. The use implementation of this instrumentRegulation should also be coordinated
with the implementation of measures under the Cyber Diplomacy Toolbox2s-measures,

where appropriate.

Assistance provided under this Regulation should be in support of, and complementary to,
the actions taken by Member States at national level. To this end, close cooperation and
consultation between and the affected Member State should be
ensured. When requesting support under the Cyber Emergency Mechanism, the Member

State should provide relevant information justifying the need for support.

Directive (EU) 2022/2555 requires Member States to designate or establish one or more
cyber crisis management authorities and ensure they have adequate resources to carry out
their tasks in an effective and efficient manner. It also requires Member States to identify
capabilities, assets and procedures that can be deployed in the case of a crisis as well as to
adopt a national large-scale cybersecurity incident and crisis response plan where the
objectives of and arrangements for the management of large-scale cybersecurity incidents
and crises are set out. Member States are also required to establish one or more CSIRTSs
tasked with incident handling responsibilities in accordance with a well-defined process and
covering at least the sectors, subsectors and types of entities under the scope of that
Directive, and to ensure they have adequate resources to carry out effectively their tasks.
This Regulation is without prejudice to the Commission’s role in ensuring the compliance
by Member States with the obligations of Directive (EU) 2022/2555. The Cyber Emergency
Mechanism should provide assistance for actions aimed at reinforcing preparedness as well
as incident response actions to mitigate the impact of significant and large-scale
cybersecurity incidents, to support immediate initial recovery and/or restore the functioning

of essential services.

Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated
response to large-scale cybersecurity incidents and crises (OJ L 239, 19.9.2017, p. 36).
9
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€3]

As part of the preparedness actions, to promote a consistent approach and strengthen
security across the Union and its internal market, support should be provided for testing and
assessing cybersecurity of entities operating in highly-eritieal sectors of high criticality
identified pursuant to Directive (EU) 2022/2555 in a coordinated manner. For this purpose,
the Commission, with the support of ENISA and in cooperation with the NIS Cooperation
Group established by Directive (EU) 2022/2555, should regularly identify relevant sectors
or subsectors, which should be eligible to receive financial support for coordinated testing at
Union level. The sectors or subsectors should be selected from Annex I to Directive (EU)
2022/2555 (‘Sectors of High Criticality’). The coordinated testing exercises should be based
on common risk scenarios and methodologies. The selection of sectors and development of
risk scenarios should take into account relevant Union-wide risk assessments and risk
scenarios, including the need to avoid duplication, such as the risk evaluation and risk
scenarios called for in the Council conclusions on the development of the European Union's
cyber posture te-be conducted by the Commission, the High Representative and the NIS
Cooperation Group, in coordination with relevant civilian and military bodies and agencies
and established networks, including the EU CyCLONe, as well as the risk assessment of
communications networks and infrastructures requested by the Joint Ministerial Call of
Nevers and conducted by the NIS Cooperation Group, with the support of the Commission
and ENISA, and in cooperation with the Body of European Regulators for Electronic
Communications (BEREC), the coordinated risk assessments to be conducted under Article
22 of Directive (EU) 2022/2555 and digital operational resilience testing as provided for in
Regulation (EU) 2022/2554 of the European Parliament and of the Council®. The selection
of sectors should also take into account the Council Recommendation on a Union-wide

coordinated approach to strengthen the resilience of critical infrastructure.

In addition, the Cyber Emergency Mechanism should offer support for other preparedness
actions and support preparedness in other sectors, not covered by the coordinated testing of
entities operating in highly-eritieal sectors of high criticality. Those actions could include

various types of national preparedness activities.

The Cyber Emergency Mechanism should also provide support for incident response actions
to mitigate the impact of significant and large-scale cybersecurity incidents, to support

immediate-initial recovery or restore the functioning of essential services. Where

Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December
2022 on digital operational resilience for the financial sector and amending Regulations
(EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU)
2016/1011

10



(33)

(33a)

appropriate, it should complement the UCPM to ensure a comprehensive approach to

respond to the impacts of cyber incidents on citizens.

A Union-level Cybersecurity Reserve should gradually be set up, consisting of services from
trusted private providers of managed security services to support response and immediate
initiate recovery actions in cases of significant or large-scale cybersecurity incidents. The
EU Cybersecurity Reserve should ensure the availability and readiness of services. The
services from the EU Cybersecurity Reserve should serve to support national authorities in
providing assistance to affected entities operating in sectors of high criticality or highly
other critical sectors as a complement to their own actions at national level. When
requesting support from the EU Cybersecurity Reserve, Member States should specify the
support provided to the affected entity at the national level, which should be taken into

account when assessing the Member State request.

The services from the EU Cybersecurity Reserve

may also serve to support Union institutions, bodies and agencies, under similar conditions.

Having overall responsibility for the implementation of the EU Cybersecurity Reserve,

the Commission should be the contracting authority for the procurement of services to

establish the EU Cybersecurity Reserve, insofar as the operation and administration of

those services has not been entrusted to ENISA. Insofar as as the operation and

administration of the EU Cybersecurity Reserve has been entrusted, in full or in part,

to ENISA, ENISA may be the contracting authority for those services with whose

operation and administration it has been entrusted. The procurement procedures to

establish the EU Cybersecurity Reserve should be conducted in accordance with

Regulation EU 2018/1046. The resulting contracts, including any framework contract

and specific contracts implementing a framework contract, should be signed by the

contracting authority and the selected service provider. In addition, the service

provider and the user to which the support under the EU Cybersecurity Reserve is

provided should sign specific agreements which specify the way in which the services

are to be provided to the affected entities, and the liability conditions towards those

entities in case of damage caused by the services of the EU Cybersecurity Reserve.

These agreements should stipulate that the Commission and ENISA should bear no

contractual liability towards the affected entities for any damages caused by the

services. In order to ensure that these agreements between the service providers and

11
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(33b)

the users are available when needed, so as to allow the services to be deployed quickly

in case of a request for support from the EU Cybersecurity Reserve, they may be based

on templates prepared by ENISA, after consulting Member States.

Due regard should be given to the role of the Member States in the implementation of

(34)

(35)

(36)

the EU Cybersecurity reserve. As Regulation (EU) 2021/694 is the relevant basic act

for actions implementing the EU Cybersecurity Reserve, the actions under the EU

Cyber Reserve should be provided for in the relevant work programmes referred to in

Article 24 of Regulation (EU) 2021/694. In accordance with Article 24(6) of Regulation
(EU) 2021/694, these work programmes should be adopted by the Commission by

means of implementing acts in accordance with the examination procedure referred to

in Article 5 of Regulation (EU) No 182/2011. Furthermore, by virtue of cooperating

with the NIS Cooperation Group, the Commission should ensure that the views of

Member States as regards priorities and evolution of the EU Cybersecurity Reserve

are taken into account.

For the purpose of selecting private service providers to provide services in the context of
the EU Cybersecurity Reserve, it is necessary to establish a set of minimum criteria that

should be included in the call for tenders to select these providers, so as to ensure that the
needs of Member States’ authorities and entities operating in sectors of high criticality or

highly other critical sectors are met.

To support the establishment of the EU Cybersecurity Reserve, the Commission eould
eensider- should request-requesting ENISA to prepare a candidate certification scheme

pursuant to Regulation (EU) 2019/881 for managed security services in the areas covered by

the Cyber Emergency Mechanism.

In order to support the objectives of this Regulation of promoting shared situational
awareness, enhancing Union’s resilience and enabling effective response to significant and
large-scale cybersecurity incidents, the EU=CyCLONe, the CSIRTs network or the

Commission, with due respect of Member states competences, should be able to ask

ENISA to review and assess threats, known exploitable vulnerabilities and mitigation
actions with respect to a specific significant or large-scale cybersecurity incident. After the
completion of a review and assessment of an incident, ENISA should prepare an incident
review report, in collaboration with relevant stakeholders, including representatives from the
private sector, Member States, the Commission and other relevant EU institutions, bodies
and agencies. As regards the private sector, ENISA is developing channels for exchanging
information with specialised providers, including providers of managed security solutions

12
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and vendors, in order to contribute to ENISA’s mission of achieving a high common level of
cybersecurity across the Union. Building on the collaboration with stakeholders, including
the private sector, the review report on specific incidents should aim at assessing the causes,
impacts and mitigations of an incident, after it has occurred. Particular attention should be
paid to the input and lessons shared by the managed security service providers that fulfil the
conditions of highest professional integrity, impartiality and requisite technical expertise as
required by this Regulation. The report should be delivered and feed into the work of the
EU=-CyCLONe, the CSIRTs network and the Commission. When the incident relates to a
third country, it should will also be shared by the Commission with the High

Representative.

Taking into account the unpredictable nature of cybersecurity attacks and the fact that they
are often not contained in a specific geographical area and pose high risk of spill-over, the
strengthening of resilience of neighbouring countries and their capacity to respond
effectively to significant and large-scale cybersecurity incidents contributes to the protection
of the Union as a whole. Therefore, third countries associated to the DEP may be supported

from the EU Cybersecurity Reserve, where this is provided for in the respeetive-association

relevant agreement or Association Council decision through which te-the third country

is associated to DEP. The CSIRT Network established in Directive EU 2022/2555 can

advise the Commission in reviewing requests for support from the EU Cybersecurity

Reserve. The funding for DEP- associated third countries should be supported by the
Union in the framework of relevant partnerships and funding instruments for those
countries. The support should cover services in the area of response to and immediate
initiate recovery from significant or large-scale cybersecurity incidents. The conditions set
for the EU Cybersecurity Reserve and trusted providers in this Regulation should apply
when providing support to the DEP- associated third countries asseeciated-te DEP.

In order to ensure uniform conditions for the implementation of this Regulation,
implementing powers should be conferred on the Commission to specify the conditions for
the interoperability between Cross-border SOCs; determine the procedural arrangements for
the information sharing related to a potential or ongoing large-scale cybersecurity incident
between Cross-border SOCs and Union entities; laying-dewn technieal requirements te
ensure security of the Eurepean Cyberseeurity Alert System -Shield; specify the types

and the number of response services required for the EU Cybersecurity Reserve; and,

specify further the detailed arrangements for allocating the EU Cybersecurity Reserve

13
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support services. Those powers should be exercised in accordance with Regulation (EU)

182/2011 of the European Parliament and of the Council.

[...]

HAVE ADOPTED THIS REGULATION:

Chapter I

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives

1. This Regulation lays down measures to strengthen capacities in the Union to detect, prepare

for and respond to cybersecurity threats and incidents, in particular through the following

actions:

(@

(b)

(©

the deployment of a pan-European infrastructure of Security Operations Centres
(‘European EyberShield Cybersecurity Alert System’) to build and enhance common

detection and situational awareness capabilities

the creation of a Cybersecurity Emergency Mechanism to support Member States in
preparing for, responding to, mitigating the impact and inititating immediate recovery

from significant and large-scale cybersecurity incidents;

the establishment of a European Cybersecurity Incident Review Mechanism to review

and assess significant or large-scale incidents.

This Regulation pursues the objective to strengthen solidarity at Union level and enhance

Member States cyber resilience through the following specific objectives:

@

(b)

to strengthen common Union detection and situational awareness of cyber threats and
incidents thus allowing to reinforce the competitive position of industry and services
sectors in the Union across the digital economy and contribute to the Union’s

technological sovereignty in the area of cybersecurity;

to reinforce preparedness of entities operating in sectors of high criticality and highly
other critical sectors across the Union and strengthen solidarity by developing
enhanced eemmen response capacities to handle against significant or large-scale

cybersecurity incidents, including by making Union cybersecurity incident response

14



|

support available for third countries associated to the Digital Europe Programme
(‘DEP’);
(c) to enhance Union resilience and contribute to effective response by
reviewing and assessing significant or large-scale incidents, including
drawing lessons learned and, where appropriate, recommendations

in coordination with Member States.

This Regulation is without prejudice to the Member States’ primary responsibility for
national security;publie-seeurity; and their power to safeguard other

essential State functions, including ensuring the territorial integrity of the State and

maintaining law and order. 2

Without prejudice to Article 346 TFEU, the exchange under this Regulation of

information that is confidential pursuant to Union or national rules shall be limited to

that which is relevant and proportionate to the purpose of that exchange. The exchange

of such information shall preserve the confidentiality of the information and protect the

security and commercial interests of the entities concerned, in full respect of trade and

business secrets.

Article 2

Definitions

For the purposes of this Regulation, the following definitions apply:

15

Commented [A5]: Wording in line with art. 4(2) TEU;
“national security is Member States’ sole responsibility.” Strong
point for CZ.



(1

)

‘Cross-border collaboration

Platform’ (“Cross-border collaboration Platform”) means a multi-country

platform, established by a written consortium agreeement that brings together in a
coordinated network structure Naational from at least three Member
States whe-forar-aHesting-Censertinm, and that is designed to monitor, detect and analyse
prevent cyber threats and to prevent incidents and to support the production of cyber threat
high-quality intelligence, notably through the exchange of information data from-varieus
seurees;publie-and-private, as well as through the sharing of state-of-the-art tools and jointly
developing cyber detection, analysis, and prevention and protection capabilities in a trusted

environment;

‘public body’ means a body governed by public law as defined in Article 2((1), point (4),),

of Directive 2014/24/EU of the European Parliament and the Council!?;

)

(4)
®)

(6)

‘Hosting Consortium’ means a consortium composed of participating Member Sstates,

represented-byNational SOCs; that have agreed to establish and contribute to the acquisition

of tools and infrastructure for, and operation of, a Cross-border collaboration

Platform;
‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU) 2022/2555;

‘entities operating in sectors of high criticality or highly other critical sectors’ means type
of entities listed in Annex I and Annex II of Directive (EU) 2022/2555;

‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU)
2019/881;

10

Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014
on public procurement and repealing Directive 2004/18/EC (OJ L 94 28.3.2014, p. 65).
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(6a) ‘incident’ means an incident as defined in Article 6, point (6), of Directive (EU)

2022/2555;

(7) ‘significant cybersecurity incident’ means a cybersecurity incident fulfilling criteria set out

in Article 23(3) of Directive (EU) 2022/2555;

(8) ‘large-scale cybersecurity incident’ means an incident as defined in Article 6, point (7) of
Directive (EU)2022/2555;

(8¢) ‘DEP-associated third country’ means a third country which is party to an agreement

with the Union allowing for its participation in the Digital Europe Programme pursuant

to Article 10 of Regulation (EU) 2021/694;

a1 (8a) ‘trusted providers’ means managed security service providers as defined in Article

6, point (40), of Directive (EU) 2022/2555 selected in accordance with Article 16 of this

Regulation.

(8b) ‘CSIRT’ means a CSIRT designated or established pursuant to Article 10 of Directive

(EU) 2022/2555 .
Chapter 11
THE EUROPEAN €¥BER-SHIELD CYBERSECURITY SYSTEM
Article 3
Establishment of the European Cyber-Shield Cybersecurity System

1. An interconnected pan-European infrastructure that consists of National SOC hubs and

Cross-border collaboration platforms joining on a voluntary basis Seeurity

Operations-Centres(European-Cyber-Shield the European Cybersecurity
System?) shall be established to support the development of advanced capabilities for the

Union to detect, analyse and process data on cyber threats and incidents in the Union. H-shalt
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The European CyberShield Cybersecurity System shall: Commented [A6]: To properly fulfill tasks and effectively
achieve the objectives of the CSoA proposal, it is necessary to
clearly differentiate between the tasks of the entities

(a) pool data and share information data on cyber threats and and mechanisms established within the CSoA and those set out in
NIS 2. Only this will ensure an efficient, joint, non-duplicative
incidents from various sources through cross-border collaboration and mutually supportive response to incidents and thus strengthen
- the common level of cybersecurity in the EU.
platforms;
(b) share high-quality, actionable information and cyber threat intelligence,

through the use of state-of-the art tools and advanced technologies such as;netably

Aartificial Jintelligence and data analytics, and share that information and cyber

threat intelligence technologies;

(c) contribute to better protection and response to cyber threats aned-incidents by
supporting and cooperating with relevant entities such as competent authorities
designated or established pursuant to Article 8 of Directive (EU) 2022/2555,
CSIRTs and the CSIRTSs network;

(d) contribute to enhanced faster detection of cyber threats and situational awareness

across the Union, and to the issuing of cybersecurity alerts to relevant entities;

(e) provide services and activities for the cybersecurity community in the Union, including

contributing to the development of advanced tools and technologies,

3. Actions implementing the European Cybersecurity System shall be

supported by funding from the Digital Europe Programme and implemented in
accordance with Regulation (EU) 2021/694 and in particular Specific Objective 3

thereof.

Article 4

National
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1.  Inerder Where a Member State decides to voluntarily participate in the European Eyber
Shield Cybersecurity System,-each-MemberState it shall designate

National

2. [Following a call for expression of interest, Member States intending to participate in the
European Cyber-Shield Cybersecurity System National- SOCs shall be
selected by the European Cybersecurity Competence Centre (‘ECCC’) to take part
partieipate in a joint procurement of tools and infrastructures with the ECCC, in order to set
up National SOC hubs or enhance capabilities of an existing one. The ECCC may award
grants to the selected Member States National-SOCs to fund the operation of those tools and
infrastructures. The Union financial contribution shall cover up to 50% of the acquisition
costs of the tools and infrastructures, and up to 50% of the operation costs, with the remaining
costs to be covered by the Member State. Before launching the procedure for the acquisition
of the tools and infrastructures, the ECCC and the Member State National-SOC shall

conclude a hosting and usage agreement regulating the usage of the tools and infrastructures. Commented [A7]: Suggest to move to a recital.

Commented [A8]: Strong point for CZ.

Cross-border collaboration Platforms
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A Hosting Consortium consisting of at least three Member States, represented-byNationat
SOC€s, committed to ensuring that their National

work werking together to coordinate their cyber-detection
and threat monitoring activities shall be eligible to participate in actions to establish a Cross-

border collaboration Platform.

Following a call for expression of interest, a Hosting Consortium shall be selected by the
ECCC to participate in a joint procurement of tools and infrastructures with the ECCC. The
ECCC may award to the Hosting Consortium a grant to fund the operation of the tools and
infrastructures. The Union financial contribution shall cover up to 75% of the acquisition
costs of the tools and infrastructures, and up to 50% of the operation costs, with the remaining
costs to be covered by the Hosting Consortium. Before launching the procedure for the
acquisition of the tools and infrastructures, the ECCC and the Hosting Consortium shall

conclude a hosting and usage agreement regulating the usage of the tools and infrastructures.

Members of the Hosting Consortium shall conclude a written consortium agreement which

sets out their internal arrangements for implementing the hosting and usage Aagreement.

A Cross-border collaboration Platform shall be represented for legal purposes by a
member of the Hosting Consortium National SOC acting as a coordinator eeordinating
SOE, or by the Hosting Consortium if it has legal personality. The-coordinaterco-ordinating

- The responsibility

for compliance of the cross-border collaboration Platform with this

Regulation and the hosting and usage agreement shall be determined in the written

consortium agreement referred to in paragraph 3.

A Member State may join an existing Hosting Consortium with the agreement of the

Hosting Consortium members. The written consortium agreement referred to in

paragraph 3 and the hosting and usage agreement shall be modified accordingly. This

shall not affect the ECCC’s ownership rights over the tools and infrastructures already

jointly procured with that Hosting Consortium.

Article 6

Cooperation and information sharing within and between cross-border
collaboration Platforms
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Commented [A9]: Preference to move this part to a recital



Having established the cross-border CTI platform, Members of a Hosting Consortium shall

ensure that their National SOC-hubsrelevant information exchange among themselves

within the Cross-border CTI collaboration Platform, in accordance with the Consortium

Agreement, =

cardi X o * evhorcoemiiy ; ot ey attacks.where such

information sharing:

[...]
The written consortium agreement referred to in Article 5(3) shall establish:
(a) acommitment to share among the members of the Consortium a-significant-ameount

ofdata information referred to in paragraph 1, and the conditions under which that

information is to be exchanged;

(b) agovernance framework clarifying and incentivising the sharing of information

referred to in paragraph 1 by all participants;

(c) targets for contribution to the development of advanced tools and technologies, such as

artificial intelligence and data analytics teels.

To encourage exchange of information between Cross-border SOCs-CT1 collaboration
Platforms, Cross-border SOCs-CTI collaboration Platforms shall ensure a high level of

interoperability between themselves.

Cross-border SOCs-CTI collaboration Platforms shall conclude cooperation agreements

with one another, specifying information sharing principles among the cross-border platforms.

Article 7

Cooperation and information sharing with Union-level entities and networks
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[ Commented [A10]: Strong point for CZ to delete this part. ]




1. Where the Cross-border collaboration Platforms obtain information relating to
a potential or ongoing large-scale cybersecurity incident, shall ensure previde that

hattrbipodd iRl Wotrdedy

Security

Member States participating in the European Cyber-Shield Cybersecurity

System shall ensure a high level of data security and physical security of the European Cyber
Shield Cybersecurity System infrastructure, and shall ensure that the
infrastructure shall-be is adequately managed and controlled in such a way as to protect it
from threats and to ensure its security and that of the systems, including that of information

and data exchanged through the infrastructure.

Member States participating in the European Cyber-Shield Cybersecurity

System shall ensure that the sharing of information within the European CyberShield
Cybersecurity System with_any entity other than a public authority or
body of a Member State entities-which-are-not Member State public bedies does not

negatively affect the security interests of the Union.

The Commission may_adeptimplementing-aets issue guidance documents laying- dewn
cchnieq ooIHremen A oembe 0 O 1th haol nbhlicafion nde

o\

clarifying the application of paragraphs 1 and 2. Fhese-implementing-acts shall be

this Regulation-In-deingso; When preparing those guidance documents, the
Commission, in cooperation with sappertedby the High Representative, shall take into
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account relevant defence-level security standards, in order to facilitate cooperation with

military actors.

Chapter 111
CYBER EMERGENCY MECHANISM

Article 9
Establishment of the Cyber Emergency Mechanism

A Cyber Emergency Mechanism is established to support improvement of the Union’s
resilience to majer cyberseeurity threats and prepare for and mitigate, in a spirit of
solidarity, the short-term impact of significant and large-scale cybersecurity incidents (the

‘Mechanism’).

Actions implementing the Cyber Emergency Mechanism shall be supported by funding from
DEP and implemented in accordance with Regulation (EU) 2021/694 and in particular
Specific Objective 3 thereof.

Article 10
Type of actions
The Mechanism shall support the following types of actions:
(a) preparedness actions:; inelading

(i) the coordinated preparedness testing of entities operating in sectors of high
criticality highly-eritical-seetors across the Union;

(ii) other preparedness actions for entities operating in sectors of high
criticality eritieal and other-highly critical sectors, including those

involving exercises and trainings and ;

(b) respense actions; supporting response to and initiating immediate recovery from
significant and large-scale cybersecurity incidents, to be provided by trusted providers

participating in the EU Cybersecurity Reserve established under Article 12;

(c) mutual assistance actions consisting of the provision of technical support assistanece
from national-autherities of one Member State to another Member State, including in
partienlar as provided for in Article 11(3), point (f), of Directive (EU) 2022/2555.

23

Commented [A13]: The funds that have not been used in the
Reserve ex post should be used for preparedness ex ante in order
to efficiently use the funds. One idea could be to set aside a
certain amount of money for ex post activiteies every year, and
move the leftovers to the next year’s funds for ex ante activities of
the Reserve.



Member States may request to participate may-benefitfrom in the actions referred to in
paragraph 1 apenrequest.

Article 11

Coordinated preparedness testing of entities

For the purpose of supporting coordinated preparedness testing of entities

referred to in Article 10(1), point (a), across the Union, and with due respect to the Member

States competences, the Commission, after consulting the NIS Cooperation Group and

ENISA, shall identify the sectors, or sub-sectors, concerned, from the Sectors of High
Criticality listed in Annex I to Directive (EU) 2022/2555 from which Member States may

request to participate and to this end propose entities to may be subject to the coordinated

preparedness testing.;

When identifying the sectors or sub-sectors under paragraph 1, the Commission shall
take taking into account existing and planned coordinated risk assessments and resilience

testing at Union level, and the results thereof.

The NIS Cooperation Group in cooperation with the Commission, ENISA, and the High
Representative, shall develop common risk scenarios and methodologies for the coordinated
testing exercises under Article 10 (1) (a) (i). The NIS Cooperation Group, in cooperation

with Commission, ENISA and the High Representative, may develop common risk

scenarios and methodologies for other preparedness actions under Article 10(1)(a)(ii).

Article 12

Establishment of the EU Cybersecurity Reserve

An EU Cybersecurity Reserve shall be established, in order to assist, upon request, users
referred to in paragraph 3, responding or providing support for responding to significant or

large-scale cybersecurity incidents, and immediate initiate recovery from such incidents.

The EU Cybersecurity Reserve shall consist of incident response services from trusted

providers selected in accordance with the criteria laid down in Article 16. The Reserve shall
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include pre-committed services. The services Reserve shall be deployable upon request in

all Member States and in third countries referred to in Article 17 (1).

Users of the services from the EU Cybersecurity Reserve shall include:

(a) Member States’ cyber crisis management authorities and CSIRTs as referred to in

Article 9 (1) and (2) and Article 10 of Directive (EU) 2022/2555, respectively;
(b) Union institutions, bodies and agencies.
(¢) Users of associated third countries in accordance with Article 17(3).

Users referred to in paragraph 3, point (a), shall use the services granted upon their request
from the EU Cybersecurity Reserve in order to respond or support response to and initiate
immediate-recovery from significant or large-scale incidents affecting entities operating in

sectors of high criticality or highly other critical sectors

shall responsibility_have overall responsibility for the

implementation of the EU Cybersecurity Reserve. To that end, , in
cooperation with the NIS Cooperation Group , shall determine the priorities
and evolution of the EU Cybersecurity Reserve, in line with the requirements of the users
referred to in paragraph 3 shall implementation, and
ensure complementarity, consistency, synergies and links with other support actions under
this Regulation as well as other Union actions and programmes

. These priorities shall be revised

every two years.
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Sa.

Article 13
Requests for support from the EU Cybersecurity Reserve

The users referred to in Article 12(3) may request services from the EU Cybersecurity
Reserve to support response to and initiate #mmediate-recovery from significant or large-scale

cybersecurity incidents.

To receive support from the EU Cybersecurity Reserve, the users referred to in Article 12(3)
shall measures to mitigate the effects of the incident for

which the support is requested, including, where apprepriate relevant, the provision of

direct technical assistance, and other resources to assist the response to the incident, and

immediate recovery efforts.

Requests for support from users referred to in Article 12(3), point (a), of this Regulation shall
be transmitted to ENISA via the Single Point of Contact designated or
established by the Member State in accordance with Article 8(3) of Directive (EU)
2022/2555.

Member States shall inform the CSIRTs network, and where appropriate EU-CyCLONe,
about their requests for incident response and initiate immediate recovery support pursuant to

this Article.
Requests for incident response and initial immediate recovery support shall include:

(a) appropriate information
regardine the affected entity and potential impacts of the
incident on affected Member State(s) and users, including the risk of spill over, and

the planned use of the requested support, including an indication of the estimated needs;

(b) information about measures taken to mitigate the incident for which the support is

requested, as referred to in paragraph 2;

(c) where relevant, available information about other forms of support available to the

affected entity

The information provided in accordance with paragraph 5 of this Article shall be
handled in accordance with Union law while preserving the security and commercial

interests of the entity concerned.
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Implementation of the support from the EU Cybersecurity Reserve

Requests for support from the EU Cybersecurity Reserve, shall be assessed by
ENISA
,and a shall be transmitted to the users referred to in Article

12(3) without delay and in any event no later than 72 hours from the submission of the

request to ensure effectiveness of the support action.

To prioritise requests, in the case of multiple concurrent requests, the following criteria shall

be taken into account, where relevant:

[..]

(e) the measures taken by the user to assist the response, and immediate initial recovery

efforts, as referred in Article 13(2) and Article 13(5), point (b).

(f) __ the category of user under Article 12(3) of this Regulation, with higher priority

given to Member State users and Union institutions, bodies and agencies.

The EU Cybersecurity Reserve services shall be provided in accordance with specific
agreements between the service provider and the user to which the support under the EU

Cybersecurity Reserve is provided. Those agreements shall include liability conditions.

The agreements referred to in paragraph 3 may be based on templates prepared by ENISA,

after consulting Member States.

shall bear no contractual liability for
damages caused to third parties by the services provided in the framework of the

implementation of the EU Cybersecurity Reserve.

Within three ere months from the end of the support action, the users shall provide the
Commission, and ENISA, the CSIRTs network and, where appropiate, EU-CyCLONe

with a summary report about the service provided, results achieved and the lessons learned.

When the user is from a third country as set out in Article 17, such report shall be shared with

the High Representative
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7. The Commission shall report to the NIS Cooperation Group, on a regular basis and at least

once per year, about the use and the results of the support; enaregular-basis.

Article 16

Trusted providers

1. Inprocurement procedures for the purpose of establishing the EU Cybersecurity Reserve, the
contracting authority shall act in accordance with the principles laid down in the Regulation

(EU, Euratom) 2018/1046 and in accordance with the following principles:

(a) ensure that the services included in the EU Cybersecurity Reserve are such that the

Reserve includes-services-that may be deployed in all Member States, taking into

u Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December
2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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account in particular national requirements for the provision of such services, including

certification or accreditation;

[...]

When procuring services for the EU Cybersecurity Reserve, the contracting authority shall

include in the procurement documents the following selection criteria:

[...]

(d) the provider shall have appropriate security clearance, at least for personnel intended for

service deployments-,where required by a Member State;

(g) the provider shall be able to demonstrate that it has experience in delivering similar
services to relevant national authorities or entities operating in sectors of high

criticality or highly other critical sectors;

(h) the provider shall be able to provide the service within a short timeframe in the Member

State(s) where it can deliver the service;

(i)  the provider shall be able to provide the service in the local language of the Member

State(s) where it can deliver the service, if so required by the Member State;

(j)  once an EU certification scheme for managed security service Regulation (EU)

2019/881 is in place, the provider shall be certified in accordance with that scheme.

Article 17

Support to DEP-associated third countries

A DEP- associated tFhird countryies may request support from the EU Cybersecurity

Reserve where A

agreement, decision-or-conditions or Association Council decision through which it is

associated to DEP provides for participation in the Reserve.

Support from the EU Cybersecurity Reserve shall be in accordance with this Regulation, and

shall comply with any specific conditions laid down in the AsseciationAgreements
agreement, or decision er-eenditiens referred to in paragraph 1.
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In order to enable the to apply the criteria listed in Article 14(2) to requests from

third countries referred to in paragraph 1, pPrior to receiving any support from the EU
Cybersecurity Reserve, third countries shall providetothe

information about their cyber resilience and risk management capabilities,

including at least information on national measures taken to prepare for significant or large-
scale cybersecurity incidents, as well as information on responsible national entities, including
CSIRTs or equivalent entities, their capabilities and the resources allocated to them.

shall share this information with the High Representative, for the purpose of facilitating

the cooperation referred to in paragraph 6. Where provisions of Articles 13 and 14 of this

Regulation refer to Member States, they shall apply to third countries as set out in paragraph

1.

The shallinformthe ‘Couneil and cooperatecoordinate withthe High
Representative about the requests received and the implementation of the support granted to

tudnresfntH GhesubReme

Article 17a) 15
Coordination with Union crisis management mechanisms

In-eases wWhere a significant cybersecurity incident or a large-scale cybersecurity

incidents originates from or results in a disasters as defined in Article 4, point (1), of

Decision No 1313/2013/EU*, the support provided under this Regulation for responding
to such incidents shall complement actions under, and be without prejudice, to Decision

No 1313/2013/EU.

In the event of a large-scale-eross-berder cybersecurity incident where the EU

Integrated Political Crisis Response aArrangements under Implementing Decision (EU)

2018/19934 (IPCR Arrangements) are triggered, the support provided under this

Regulation for responding to such incident shall be handled in accordance with the

relevant pretecels-and procedures under the IPCR Arrangements.
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Chapter IV

CYBERSECURITY INCIDENT REVIEW MECHANISM

Article 18

Cybersecurity Incident Review Mechanism

After-consulting Member-States-concernedsand Aat the request of the Commission, the
EU-CyCLONe or the CSIRTs network, and with the agreement of the Member States

concerned, ENISA shall review and assess threats, vulnerabilities and mitigation actions with
respect to a specific significant or large-scale cybersecurity incident. Following the
completion of a review and assessment of an incident, ENISA shall deliver an incident review
report to the CSIRTs network, the EU-CyCLONe and the Commission to support them in
carrying out their tasks, in particular in view of those set out in Articles 15 and 16 of Directive

(EU) 2022/2555. Where relevant; When an incident has an impact on a third country, the

Commission shall share the report with the High Representative.

To prepare the incident review report referred to in paragraph 1, ENISA shall collaborate all
relevant stakeholders, including representatives of Member States, the Commission, other
relevant EU institutions, bodies and agencies, managed security services providers and users
of cybersecurity services. Where appropriate, and in-elese-cooperation with the agreement
of the Member State(s) concerned, ENISA shall also collaborate with entities affected by
significant or large-scale cybersecurity incidents. Fo-suppert-thereviews; ENISA-may-alse
consult-othertypes-of stakehelders: Consulted representatives shall disclose any potential

conflict of interest.

The report shall cover a review and analysis of the specific significant or large-scale
cybersecurity incident, including the main causes, vulnerabilities and lessons learned. It shall

protect eonfidential information, in particular in accordance with Union or national law
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concerning the protection of sensitive or classified information._If the Member State(s)

concerned so requests, the report shall contain only anonymised data.

4. Where appropriate, the report shall draw recommendations to improve the Union’s cyber

posture.

5. With the agreement of the Member State(s) concerned, ENISA may publish W-where
possible;-a version of the report containing only public information. shall be-madeavailable

Chapter V

FINAL PROVISIONS

Article 19

Amendments to Regulation (EU) 2021/694

Regulation (EU) 2021/694 is amended as follows:

(1) Article 6 is amended as follows:
(a) paragraph 1 is amended as follows:
(1) the following point (aa) is inserted:

‘(aa) support the development of an EU &yber-Shield Cybersecurity

System, including the development, deployment and operation of
National and collaboration platforms that contribute to
situational awareness in the Union and to enhancing the cyber threat intelligence

capacities of the Union’;
(2) the following point (g) is added:

‘(g) establish and operate a Cyber Emergency Mechanism to support Member
States in preparing for and responding to significant cybersecurity incidents,
complementary to national resources and capabilities and other forms of support
available at Union level, including the establishment of an EU Cybersecurity

Reserve’;

(b) Paragraph 2 is replaced by the following:
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®)

By[

‘2. The actions under Specific Objective 3 shall be implemented primarily through the
European Cybersecurity Industrial, technology and research Competence Centre and the
Network of National Coordination Centres, in accordance with Regulation (EU)
2021/887 of the European Parliament and of the Council'® with the exception of actions
implementing the EU Cybersecurity Reserve, which shall be implemented by the
Commission and ENISA.";

[...]
The following article 16a is added:

In the case of actions implementing the European EyberShield Cybersecurity Alert System
established by Article 3 of Regulation (EU) 2023/XX, the applicable rules shall be those set
out in Articles 4 and 5 of Regulation (EU) 2023/XX. In the case of conflict between the
provisions of this Regulation and Articles 4 and 5 of Regulation (EU) 2023/XX, the latter

shall prevail and apply to those specific actions.
Article 19 is replaced by the following:

‘Grants under the Programme shall be awarded and managed in accordance with Title VIII of
the Financial Regulation and may cover up to 100 % of the eligible costs, without prejudice to
the co-financing principle as laid down in Article 190 of the Financial Regulation. Such grants

shall be awarded and managed as specified for each specific objective.

Support in the form of grants may be awarded directly by the ECCC without a call for
proposals to the National SOCs selected Member States referred to in Article 4 of
Regulation XXXX and the Hosting Consortium referred to in Article 5 of Regulation XXXX,

in accordance with Article 195(1), point (d) of the Financial Regulation.

Article 20

Evaluation

years after the date of application of this Regulation], the Commission shall submit a

report on the evaluation and review of this Regulation to the European Parliament and to the

Council.

13

Regulation (EU) 2021/887 of the European Parliament and of the Council of 20 May 2021
establishing the European Cybersecurity Industrial, Technology and Research Competence
Centre and the Network of National Coordination Centres, (OJ L 202, 8.6.2021, p. 1-31).
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DENMARK

[...

Whereas:

[...

2

A3)

The magnitude, frequency and impact of cybersecurity incidents are increasing, including
supply chain attacks aiming at cyberespionage, ransomware or disruption. They represent a
major threat to the functioning of network and information systems. In view of the fast-
evolving threat landscape, the threat of possible large-scale incidents causing significant
disruption or damage to critical infrastructures demands heightened preparedness at all
levels of the Union’s cybersecurity framework. That threat goes beyond Russia’s military
aggression on Ukraine, and is likely to persist given the multiplicity of state-aligned,
criminal and hacktivist actors involved in current geopolitical tensions. Such incidents can
impede the provision of public services and the pursuit of economic activities, including in
sectors of high criticality or highly other critical sectors, generate substantial financial
losses, undermine user confidence, cause major damage to the economy of the Union, and
could even have health or life-threatening consequences. Moreover, cybersecurity incidents
are unpredictable, as they often emerge and evolve within very short periods of time, not
contained within any specific geographical area, and occurring simultaneously or spreading

instantly across many countries.

It is necessary to strengthen the competitive position of industry and services sectors in the
Union across the digitised economy and support their digital transformation, by reinforcing
the level of cybersecurity in the Digital Single Market. As recommended in three different
proposals of the Conference on the Future of Europe'®, it is necessary to increase the
resilience of citizens, businesses and entities operating critical infrastructures against the
growing cybersecurity threats, which can have devastating societal and economic impacts.
Therefore, investment in infrastructures and services that will support faster detection and
response to cybersecurity threats and incidents is needed, and Member States need
assistance in better preparing for, as well as responding to significant and large-scale

cybersecurity incidents. Building on the existing structures and in close cooperation with

them, Fthe Union should also increase its capacities in these areas, notably as regards the

collection and analysis of data on cybersecurity threats and incidents.

14

https://futureu.europa.eu/en/
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®)

It is necessary to strengthen the detection and situational awareness of cyber threats and
incidents throughout the Union and to strengthen solidarity by enhancing Member States’
and the Union’s preparedness and capabilities to respond to significant and large-scale
cybersecurity incidents. Therefore a pan-European infrastructure of SOCs (European

Cybersecurity Shield-Alert System) should be deployed to build and-enhanece ecommen

coordinated detection and situational awareness capabilities and enhance the existing

ones; a Cybersecurity Emergency Mechanism should be established to support Member
States upon their request in preparing for, responding to, and immediate initially
recovering from significant and large-scale cybersecurity incidents; a Cybersecurity Incident
Review Mechanism should be established to review and assess specific significant or large-
scale incidents, with due respect for Member State competences and without

duplication of the activities conducted by the CSIRT network, EU-CyCL.ONe and the

NIS Cooperation Group. These actions shall be without prejudice to Articles 107 and 108

of the Treaty on the Functioning of the European Union (‘TFEU”).

To achieve these objectives, it is also necessary to amend Regulation (EU) 2021/694 of the
European Parliament and of the Council'® in certain areas. In particular, this Regulation
should amend Regulation (EU) 2021/694 as regards adding new operational objectives
related to the European Cybersecurity Shield Alert System and the Cyber Emergency

Mechanism under Specific Objective 3 of DEP, which aims at guaranteeing the resilience,
integrity and trustworthiness of the Digital Single Market, at strengthening capacities to
monitor cyber-attacks and threats and to respond to them, and at reinforcing cross-border
cooperation on cybersecurity. This will be complemented by the specific conditions under
which financial support may be granted for those actions should be established and the
governance and coordination mechanisms necessary in order to achieve the intended
objectives should be defined. Other amendments to Regulation (EU) 2021/694 should
include descriptions of proposed actions under the new operational objectives, as well as

measurable indicators to monitor the implementation of these new operational objectives.

To more effectively prevent, assess and respond to cyber threats and incidents, it is

necessary to develop more comprehensive knowledge about the threats to critical assets and

Regulation (EU) 2021/694 of the European Parliament and of the Council of 29 April 2021
establishing the Digital Europe Programme and repealing Decision (EU) 2015/2240 (OJ L
166, 11.5.2021, p. 1).
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infrastructures on the territory of the Union, including their geographical distribution,
interconnection and potential effects in case of cyber-attacks affecting those
infrastructures. A large-scale Union infrastructure of SOCs should be deployed (‘the

European Cybersecurity Shield Alert System’), comprising of several interoperating cross-

border platforms, each grouping together several National SOC s. That infrastructure
should serve national and Union cybersecurity interests and needs, leveraging state of the art
technology for advanced data collection and analytics tools, enhancing cyber detection and
management capabilities and providing real-time situational awareness. That infrastructure
should serve to increase detection of cybersecurity threats and incidents and thus
complement and support Union entities and networks responsible for crisis management in
the Union, notably the EU Cyber Crises Liaison Organisation Network (‘EU-CyCLONe”),

as defined in Directive (EU) 2022/2555 of the European Parliament and of the Council'®.

Participation in

€yber-Shield Cybersecurity Alert System
Each Member State that decides to join

European

voluntary for Member States.

should designate a National SOC

in-that Member-State: These National SOCs hubs should have aet as functionalities the

capacity to act as a reference point and gateway at national level for participation in the
European CyberShield Cybersecurity Alert System and should be capable of detecting,
aggregating and analysing data relevant to cyber threats and incidents, by using in

particular state-of-the-art technologies and that would be shared appropriately with

the CSIRT network in order to support the network conducting its activities.

Member
States should be able to-decide-to designate an existing entity such as a CSIRT or

existing national platforms to conduct the functions of National SOC hub, or establish

a new one. Member States should also be able to decide to designate, at the national
level, different entities to carry out the different functionalities of the National SOC
hub.

16 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022
on measures for a high common level of cybersecurity across the Union, amending Regulation
(EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148
(NIS 2 Directive) (OJ L 333, 27.12.2022, p. 80).
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As part of the European Cybersecurity Alert System Shield, a number of Cross-border

Cybersecurity Operations Centres (‘Cross-border SOCs’) should be established. These
should bring together National SOC s from at least three Member States, so that the
benefits of cross-border threat detection and information sharing and management can be
fully achieved. The general objective of Cross-border SOCs should be to strengthen
capacities to analyse, prevent and detect cybersecurity threats and to support the production
of high-quality intelligence on cybersecurity threats, notably through the sharing of
information data from various sources, public or private, as well as through the sharing and
joint use of state-of-the-art tools, and jointly developing detection, analysis and prevention
capabilities in a trusted environment. They should provide new additional capacity, building
upon and complementing existing SOCs and computer incident response teams (‘CSIRTs”)

and other relevant actors.

A Member State selected by the European Cybersecurity Competence Centre (ECCC)
following a call for expression of interest to set up a National SOC Hub or enhance the
capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Member State should be eligible to receive a
grant to operate the tools and infrastructures. A Hosting Consortium consisting of at
least three Member States, which has been selected by the ECCC following a call for
expression of interest to set up a Cross-border collaboration SOC Platform or enhance
the capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Hosting Consortium should be eligible to
receive a grant to operate the tools and infrastructures. In accordance with Article
165(2) of Regulation EU 2018/1046, and Article 90 of Decision no GB/2023/1 of the
Governing Board of the ECCC, the procurement procedure to purchase the relevant
tools and infrastructures should be carried out jointly by the ECCC and relevant
contracting authorities from the Member States selected following these calls for
expressions of interest. Private entities should therefore not be eligible to participate in
the calls for expression of interest to jointly purchase tools and infrastructures with the
ECCC, or to receive grants to operate those tools and infrastructures. However, the
Member States should have the possibility to involve private entities in the setting up,
enhancement and operation of their National SOC Hubs and Cross-border SOCs
Platforms in other ways which they deem appropriate, in compliance with national

and Union law.
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At national level, the monitoring, detection and analysis of cyber threats is typically ensured
by SOCs of public and private entities, in combination with CSIRTs. In addition, CSIRTs
exchange information in the context of the CSIRT network, in accordance with Directive
(EU) 2022/2555. The Cross-border SOCs should constitute a new capability that is

complementary to the CSIRTs network and will cooperate closely with it, by pooling data

and sharing information data on cybersecurity threats from public and private entities,
enhancing the value of such data through expert analysis and jointly acquired infrastructures
and state of the art tools, and contributing to the development of Union capabilities and

technological sovereignty.

Shared situational awareness among relevant authorities is an indispensable prerequisite for
Union-wide preparedness and coordination with regards to significant and large-scale
cybersecurity incidents. Directive (EU) 2022/2555 establishes the EU-CyCLONe to support
the coordinated management of large-scale cybersecurity incidents and crises at operational
level and to ensure the regular exchange of relevant information among Member States and
Union institutions, bodies and agencies. Recommendation (EU) 2017/1584 on coordinated
response to large-scale cybersecurity incidents and crises addresses the role of all relevant
actors. Directive (EU) 2022/2555 also recalls the Commission’s responsibilities in the Union
Civil Protection Mechanism (‘UCPM”) established by Decision 1313/2013/EU of the
European Parliament and of the Council, as well as for providing analytical reports for the
Integrated Political Crisis Response Mechanism (‘IPCR’) arrangements under Implementing
Decision (EU) 2018/1993. Therefore, in situations where Cross-border SOCs obtain
information related to a potential or ongoing large-scale cybersecurity incident, they should
provide relevant information to EU-CyCLONe, the CSIRTSs network and the Commission.
In particular, depending on the situation, information to be shared could include technical
information, information about the nature and motives of the attacker or potential attacker,
and higher-level non-technical information about a potential or ongoing large-scale
cybersecurity incident. In this context, due regard should be paid to the need-to-know

principle and to the potentially sensitive nature of the information shared.
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Entities participating in

Shield should ensure a high-level of interoperability among
themselves including, as appropriate, as regards data formats, taxonomy, data handling and
data analysis tools, and secure communications channels, a minimum level of application
layer security, situational awareness dashboard, and indicators. The adoption of a common
taxonomy and the development of a template for situational reports to describe the-technieal
causes and-impaetsofeybersecurity detected cyber threats and cybersecurity risks,
should take into account existing work done in the context of the implementation of

Directive (EU) 2022/2555.

In order to enable the exchange of information data on cybersecurity threats from various
sources, on a large-scale basis, in a trusted environment, entities participating in

Shield should
be equipped with state-of-the-art and highly-secure tools, equipment and infrastructures.

The Commission should be able to issue guidance in this respect. This should make it

possible to improve collective detection capacities and timely warnings to authorities and
relevant entities, notably by using the latest artificial intelligence and data analytics

technologies.

By collecting, correlating, sharing and exchanging data and information, the European
Cyber-Shield Cybersecurity Alert System should enhance the Union’s technological
sovereignty. The pooling of high-quality curated data should also contribute to the
development of advanced artificial intelligence and data analytics technologies. It should be
facilitated through the connection of the European Eyber-Shield Cybersecurity Alert
System with the pan-European High Performance Computing infrastructure established by

Council Regulation (EU) 2021/1173"7.

17 Council Regulation (EU) 2021/1173 of 13 July 2021 on establishing the European High
Performance Computing Joint Undertaking and repealing Regulation (EU) 2018/1488 (OJ L
256,19.7.2021, p. 3).
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While the European Cybersecurity Alert System Shield is a civilian project, the cyber

defence community could benefit from stronger civilian detection and situational awareness
capabilities developed for the protection of critical infrastructure. Cross-border SOCs, with
the support of the Commission and the European Cybersecurity Competence Centre
(‘ECCC’), and in cooperation with the High Representative of the Union for Foreign Affairs
and Security Policy (the ‘High Representative’), should gradually develop dedicated
protocols and standards to allow for cooperation with the cyber defence community,
including vetting and security conditions. The development of the European Cybersecurity

Alert System Shield should be accompanied by a reflection enabling future collaboration

with networks and platforms responsible for information sharing in the cyber defence

community, in close cooperation with the High Representative.

Information sharing among participants of and

the European Cybersecurity Alert System Shield should comply with existing legal

requirements and in particular Union and national data protection law, as well as the Union
rules on competition governing the exchange of information. The recipient of the
information should implement, insofar as the processing of personal data is necessary,
technical and organisational measures that safeguard the rights and freedoms of data

subjects, and destroy the data as soon as they are no longer necessary for the stated purpose

and inform the body making the data available that the data have been destroyed.
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In view of the increasing risks and number of cyber incidents affecting Member States, it is

necessary to set up a crisis support instrument, namely the Cyber Emergency Mechanism,

to improve the Union’s resilience to significant and large-scale cybersecurity incidents and
complement Member States’ actions through emergency financial support for preparedness,
response and initial immediate recovery of essential services. That instrument should
enable the rapid deployment of assistance in defined circumstances and under clear
conditions and allow for a careful monitoring and evaluation of how resources have been
used. Whilst the primary responsibility for preventing, preparing for and responding to
cybersecurity incidents and crises lies with the Member States, the Cyber Emergency
Mechanism promotes solidarity between Member States in accordance with Article 3(3) of

the Treaty on European Union (‘TEU’).

The Cyber Emergency Mechanism should provide support to Member States
complementing their own measures and resources, and other existing support options in
case of response to and immediate initial recovery from significant and large-scale
cybersecurity incidents, such as the services provided by the European Union Agency for
Cybersecurity (‘ENISA”) in accordance with its mandate, the coordinated response and the
assistance from the CSIRTs network, the mitigation support from the EU-CyCLONe, as
well as

the PESCO Cyber Rapid Response Teams!® and Hybrid Rapid Response Teams.

It should address the need to ensure that specialised means are available to support

preparedness and response to cybersecurity incidents across the Union and in third countries.

18

COUNCIL DECISION (CFSP) 2017/ 2315 - of 11 December 2017 - establishing permanent
structured cooperation (PESCO) and determining the list of participating Member States.
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This instrumentRegulation is without prejudice to procedures and frameworks to

coordinate crisis response at Union level, in particular the Union Civil Protection
Mechanism established under Decision No 1313/2013/EU of the European Parliament
and of the CouncilHUCPM!, the EU Integrated Political Crisis Response Arrangements

under Council Implementing Decision (EU) 2018/1993IPCR* (IPCR Arrangements),
Commission Recommendation 2017/15842! and Directive (EU) 2022/2555. I

maySupport provided under the Cyber Emergency Mechanism can complement

assistance provided in the context of the Common Foreign and Security Policy and the

Common Security and Defence Policy, including through the Cyber Rapid Response

Teams. Support provided under the Cyber Emergency Mechanism can contribute to or

complement actions implemented in the context of Article 42(7) ef TEU, including

assistance provided by one Member State to another Member State, or form part of the

joint response between the Union and Member States in situations defined referred to in

Article 222 of TFEU. The use implementation of this instrumentRegulation should also
be coordinated with the implementation of measures under the Cyber Diplomacy

Toolbox2s-measures, where appropriate.

Directive (EU) 2022/2555 requires Member States to designate or establish one or more
cyber crisis management authorities and ensure they have adequate resources to carry out
their tasks in an effective and efficient manner. It also requires Member States to identify
capabilities, assets and procedures that can be deployed in the case of a crisis as well as to
adopt a national large-scale cybersecurity incident and crisis response plan where the
objectives of and arrangements for the management of large-scale cybersecurity incidents
and crises are set out. Member States are also required to establish one or more CSIRTs
tasked with incident handling responsibilities in accordance with a well-defined process and
covering at least the sectors, subsectors and types of entities under the scope of that
Directive, and to ensure they have adequate resources to carry out effectively their tasks.

This Regulation is without prejudice to the Commission’s role in ensuring the compliance

19

20

21

Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December
2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).

Council Implementing Decision (EU) 2018/1993 of 11 December 2018 on the EU
Integrated Political Crisis Response Arrangements (OJ L 320, 17.12.2018. p.

Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated
response to large-scale cybersecurity incidents and crises (OJ L 239, 19.9.2017, p. 36).
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by Member States with the obligations of Directive (EU) 2022/2555. The Cyber Emergency
Mechanism should provide assistance for actions aimed at reinforcing preparedness as well
as incident response actions to mitigate the impact of significant and large-scale
cybersecurity incidents, to support immediate initial recovery and/or restore the functioning

of essential services.

As part of the preparedness actions, to promote a consistent approach and strengthen
security across the Union and its internal market, support should be provided for testing and
assessing cybersecurity of entities operating in highly-eritieal sectors of high criticality
identified pursuant to Directive (EU) 2022/2555 in a coordinated manner. For this purpose,
the Commission, with the support of ENISA and in cooperation with the NIS Cooperation
Group established by Directive (EU) 2022/2555, should regularly identify relevant sectors
or subsectors, which should be eligible to receive financial support for coordinated testing at
Union level. The sectors or subsectors should be selected from Annex I to Directive (EU)
2022/2555 (“Sectors of High Criticality’). The coordinated testing exercises should be based
on common risk scenarios and methodologies. The selection of sectors and development of
risk scenarios should take into account relevant Union-wide risk assessments and risk
scenarios, including the need to avoid duplication, such as the risk evaluation and risk
scenarios called for in the Council conclusions on the development of the European Union's
cyber posture to-be conducted by the Commission, the High Representative and the NIS
Cooperation Group, in coordination with relevant civilian and military bodies and agencies
and established networks, including the EU CyCLONe, as well as the risk assessment of
communications networks and infrastructures requested by the Joint Ministerial Call of
Nevers and conducted by the NIS Cooperation Group, with the support of the Commission
and ENISA, and in cooperation with the Body of European Regulators for Electronic
Communications (BEREC), the coordinated risk assessments to be conducted under Article
22 of Directive (EU) 2022/2555 and digital operational resilience testing as provided for in
Regulation (EU) 2022/2554 of the European Parliament and of the Council??. The selection
of sectors should also take into account the Council Recommendation on a Union-wide

coordinated approach to strengthen the resilience of critical infrastructure.

In addition, the Cyber Emergency Mechanism should offer support for other preparedness

actions and support preparedness in other sectors, not covered by the coordinated testing of

22

Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December
2022 on digital operational resilience for the financial sector and amending Regulations
(EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU)
2016/1011
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entities operating in highly-eritieal sectors of high criticality. Those actions could include

various types of national preparedness activities.

The Cyber Emergency Mechanism should also provide support for incident response actions
to mitigate the impact of significant and large-scale cybersecurity incidents, to support
immediate-initial recovery or restore the functioning of essential services. Where
appropriate, it should complement the UCPM to ensure a comprehensive approach to

respond to the impacts of cyber incidents on citizens.

A Union-level Cybersecurity Reserve should gradually be set up, consisting of services from
trusted private providers of managed security services to support response and immediate
initiate recovery actions in cases of significant or large-scale cybersecurity incidents. The
EU Cybersecurity Reserve should ensure the availability and readiness of services. The
services from the EU Cybersecurity Reserve should serve to support national authorities in
providing assistance to affected entities operating in sectors of high criticality or highly
other critical sectors as a complement to their own actions at national level. When
requesting support from the EU Cybersecurity Reserve, Member States should specify the
support provided to the affected entity at the national level, which should be taken into
account when assessing the Member State request. The CSIRT Network established in

Directive EU 2022/2555 can advise the Commission in reviewing requests for support

from the EU Cybersecurity Reserve. The services from the EU Cybersecurity Reserve

may also serve to support Union institutions, bodies and agencies, under similar conditions.

Having overall responsibility for the implementation of the EU Cybersecurity Reserve,

the Commission should be the contracting authority for the procurement of services to

establish the EU Cybersecurity Reserve, insofar as the operation and administration of

those services has not been entrusted to ENISA. Insofar as as the operation and

administration of the EU Cybersecurity Reserve has been entrusted, in full or in part,

to ENISA, ENISA may be the contracting authority for those services with whose

operation and administration it has been entrusted. The procurement procedures to

establish the EU Cybersecurity Reserve should be conducted in accordance with

Regulation EU 2018/1046. The resulting contracts, including any framework contract

and specific contracts implementing a framework contract, should be signed by the

contracting authority and the selected service provider. In addition, the service

provider and the user to which the support under the EU Cybersecurity Reserve is

provided should sign specific agreements which specify the way in which the services
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are to be provided to the affected entities, and the liability conditions towards those

entities in case of damage caused by the services of the EU Cybersecurity Reserve.

These agreements should stipulate that the Commission and ENISA should bear no

contractual liability towards the affected entities for any damages caused by the

services. In order to ensure that these agreements between the service providers and

the users are available when needed, so as to allow the services to be deployed quickly

in case of a request for support from the EU Cybersecurity Reserve, they may be based

on templates prepared by ENISA, after consulting Member States.

Due regard should be given to the role of the Member States in the implementation of

(34

(35)
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the EU Cybersecurity reserve. As Regulation (EU) 2021/694 is the relevant basic act

for actions implementing the EU Cybersecurity Reserve, the actions under the EU

Cyber Reserve should be provided for in the relevant work programmes referred to in

Article 24 of Regulation (EU) 2021/694. In accordance with Article 24(6) of Regulation

(EU) 2021/694, these work programmes should be adopted by the Commission by

means of implementing acts in accordance with the examination procedure referred to

in Article 5 of Regulation (EU) No 182/2011. Furthermore, by virtue of cooperating

with the NIS Cooperation Group, the Commission should ensure that the views of

Member States as regards priorities and evolution of the EU Cybersecurity Reserve

are taken into account.

For the purpose of selecting private service providers to provide services in the context of
the EU Cybersecurity Reserve, it is necessary to establish a set of minimum criteria that

should be included in the call for tenders to select these providers, so as to ensure that the
needs of Member States’ authorities and entities operating in sectors of high criticality or

highly other critical sectors are met.

To support the establishment of the EU Cybersecurity Reserve, the Commission eould
eensider- should request-requesting ENISA to prepare a candidate certification scheme

pursuant to Regulation (EU) 2019/881 for managed security services in the areas covered by

the Cyber Emergency Mechanism.

In order to support the objectives of this Regulation of promoting shared situational
awareness, enhancing Union’s resilience and enabling effective response to significant and
large-scale cybersecurity incidents, the EU=CyCLONe, the CSIRTs network or the

Commission, with due respect of Member states competences:_

should be able to ask ENISA to review and assess
threats, known exploitable vulnerabilities and mitigation actions with respect to a specific
46
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significant or large-scale cybersecurity incident. After the completion of a review and
assessment of an incident, ENISA should prepare an incident review report, in collaboration
with relevant stakeholders, including representatives from the private sector, Member States,
the Commission and other relevant EU institutions, bodies and agencies. As regards the
private sector, ENISA is developing channels for exchanging information with specialised
providers, including providers of managed security solutions and vendors, in order to
contribute to ENISA’s mission of achieving a high common level of cybersecurity across the
Union. Building on the collaboration with stakeholders, including the private sector, the
review report on specific incidents should aim at assessing the causes, impacts and
mitigations of an incident, after it has occurred. Particular attention should be paid to the
input and lessons shared by the managed security service providers that fulfil the conditions
of highest professional integrity, impartiality and requisite technical expertise as required by
this Regulation. The report should be delivered and feed into the work of the EU=-
CyCLONe, the CSIRTs network and the Commission. When the incident relates to a third
country, it should wilt also be shared by the Commission with the High Representative.

Taking into account the unpredictable nature of cybersecurity attacks and the fact that they
are often not contained in a specific geographical area and pose high risk of spill-over, the
strengthening of resilience of neighbouring countries and their capacity to respond
effectively to significant and large-scale cybersecurity incidents contributes to the protection
of the Union as a whole. Therefore, third countries associated to the DEP may be supported
from the EU Cybersecurity Reserve, where this is provided for in the respeetive-association
relevant agreement or Association Council decision through which te-the third country

is associated to DEP. The CSIRT Network established in Directive EU 2022/2555 can

advise the Commission in reviewing requests for support from the EU Cybersecurity

Reserve. The funding for DEP- associated third countries should be supported by the
Union in the framework of relevant partnerships and funding instruments for those
countries. The support should cover services in the area of response to and inmediate
initiate recovery from significant or large-scale cybersecurity incidents. The conditions set
for the EU Cybersecurity Reserve and trusted providers in this Regulation should apply
when providing support to the DEP- associated third countries asseeiated-to-DEP.

In order to ensure uniform conditions for the implementation of this Regulation,
implementing powers should be conferred on the Commission to specify the conditions for
the interoperability between Cross-border SOCs; determine the procedural arrangements for

the information sharing related to a potential or ongoing large-scale cybersecurity incident
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between Cross-border SOCs and Union entities; laying-dewn-technical requirementsto
ensure security-of the Eurepean Cyberseeurity Alert System-Shield; specify the types

and the number of response services required for the EU Cybersecurity Reserve; and,

specify further the detailed arrangements for allocating the EU Cybersecurity Reserve
support services. Those powers should be exercised in accordance with Regulation (EU)

182/2011 of the European Parliament and of the Council.

[...]
HAVE ADOPTED THIS REGULATION:

Chapter I

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives
1. This Regulation lays down measures to strengthen capacities in the Union to detect, prepare
for and respond to cybersecurity threats and incidents, in particular through the following

actions:

(a) the deployment of a pan-European infrastructure of Security Operations Centres
(‘European Cyber-Shield Cybersecurity Alert System’) to build and enhance common

detection and situational awareness capabilities

(b) the creation of a Cybersecurity Emergency Mechanism to support Member States in
preparing for, responding to, mitigating the impact and inititating immediate recovery
from significant and large-scale cybersecurity incidents;

(c) the establishment of a European Cybersecurity Incident Review Mechanism to review

and assess significant or large-scale incidents.

2. This Regulation pursues the objective to strengthen solidarity at Union level and enhance

Member States cyber resilience through the following specific objectives:

[...]

(b) to reinforce preparedness of entities operating in sectors of high criticality and highly
other critical sectors across the Union and strengthen solidarity by developing

enhanced eemmen response capacities to handle against significant or large-scale

48



cybersecurity incidents, including by making Union cybersecurity incident response
support available for third countries associated to the Digital Europe Programme
(‘DEP");

(c) to enhance Union resilience and contribute to effective response by reviewing and
assessing significant or large-scale incidents, including drawing lessons learned and,
where appropriate, recommendations upon request and

Member States.

This Regulation is without prejudice to the Member States’ primary responsibility for
safeguarding national security;pablieseeurity; and their power to safeguard other
essential State functions, including ensuring the territorial integrity of the State and
maintaining law and order. a

Without prejudice to Article 346 TFEU, the exchange under this Regulation of

information that is confidential pursuant to Union or national rules shall be limited to

that which is relevant and proportionate to the purpose of that exchange. The exchange

of such information shall preserve the confidentiality of the information and protect the

security and commercial interests of the entities concerned, in full respect of trade and

business secrets.

Article 2

Definitions

For the purposes of this Regulation, the following definitions apply:

‘National Security Operations Centre Hub’ (“National SOC hub”) means an entity
designated by and under the authority of a Member State, which has the following

functionalities:

(a) it has the capacity to act as a reference point and gateway to other public and
private organisations at national level for collecting and analysing infermatien on
cyber threats and incidents and contributing to a Cross-border SOC collaboration

platform;
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(b) itis capable of detecting, aggregating, and analysing data relevant to cyber threats

and incidents by using in particular state of the art technologies;

‘Cross-border Security Operations Centre collaboration Platform’ (“Cross-border SOC

collaboration Platform”) means a multi-country platform, established by a written

consortium agreeement that brings together in a coordinated network structure Nnational

SOCs Hubs from at least three Member States whe-form-aHesting-Censertinm, and that is

designed to monitor, detect and analyse prevent cyber threats and to prevent incidents and
to support the production of cyber threat high-quality intelligence, notably through the
exchange of information data frem-variousseurees; public-and private, as well as through

the sharing of state-of-the-art tools and jointly developing cyber detection, analysis, and

prevention and protection capabilities in a trusted environment;

‘Hosting Consortium’ means a consortium composed of participating

represented-byNational SOCs; that have agreed to establish and

contribute to the acquisition of tools and infrastructure for, and operation of, a Cross-border

SOC collaboration Platform,;
‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU) 2022/2555;

‘entities operating in sectors of high criticality or highly other critical sectors’ means type
of entities listed in Annex I and Annex II of Directive (EU) 2022/2555;

‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU)
2019/881;

‘incident’ means an incident as defined in Article 6, point (6), of Directive (EU)

2022/2555;

‘significant cybersecurity incident’ means a cybersecurity incident fulfilling criteria set out

in Article 23(3) of Directive (EU) 2022/2555;

‘large-scale cybersecurity incident’ means an incident as defined in Article 6, point (7) of

Directive (EU)2022/2555;

23

Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014
on public procurement and repealing Directive 2004/18/EC (OJ L 94 28.3.2014, p. 65).
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(8¢) ‘DEP-associated third country’ means a third country which is party to an agreement

with the Union allowing for its participation in the Digital Europe Programme pursuant

to Article 10 of Regulation (EU) 2021/694;

a1 (8a) ‘trusted providers’ means managed security service providers as defined in Article

6, point (40), of Directive (EU) 2022/2555 selected in accordance with Article 16 of this

Regulation.

(8b) ‘CSIRT’ means a CSIRT designated or established pursuant to Article 10 of Directive
(EU) 2022/2555 .

Chapter 11

THE EUROPEAN €¥BER-SHIELD CYBERSECURITY ALERT SYSTEM

Article 3

Establishment of the European €yber-Shield Cybersecurity Alert System

1. A pan-European infrastructure that consists of National SOC hubs and
Cross-border SOC collaboration platforms joining on a voluntary basis Seeurity
Operations-Centres(European-Cyber Shield the European Cybersecurity Alert System*)
shall be established to support the development of advanced capabilities for the Union to

detect, analyse and process data on cyber threats and incidents in the Union. H-shall-consist-of

erations-Centres{National SOCs} and-Cro er Se

2. The European GyberShield Cybersecurity Alert System shall:
51

Commented [A36]: It is unclear what is meant by
interconnected here. The National SOC hubs that will be directly
interconnected, are those entering into a consortium.

Could be relevant to create a new recital, which carves out what is
meant by interconnected.



(a) pool data and share information data on cyber threats and incidents from various

sources through cross-border SOCs collaboration platforms;

(b) share high-quality, actionable information X Commented [A37]: DK proposes to delete the reference to
CTI, seeing that the CTI acquired in a cross-border SOC
through the use of state-of-the art tools and advanced technologies such as;netably G, | IGEIM WM e D ommmerell Rl

set by the provider, from which it is bought, and thus, cannot

Aartificial fintelligence and data analytics, and share that information gEcessarghe HEaMRQEU 1e0eQ

. Furthermore, if the CTI is to be shared at the EU level, this might
*eehﬂejtﬁg*%; impose extra costs on the consortiums, since the provider hereof
most likely will raise the prices, if the CTI are to be shared with
more member states.

(c) contribute to better protection and response to cyber threats and-ineidents by
supporting and cooperating with relevant entities such as competent authorities
designated or established pursuant to Article 8 of Directive (EU) 2022/2555,
CSIRTs and the CSIRTSs network;

(d) contribute to enhanced faster detection of cyber threats and situational awareness

across the Union, and to the issuing of cybersecurity alerts to relevant entities;

(e) provide services and activities for the cybersecurity community in the Union, including

contributing to the development of advanced tools and technologies, such as artificial

intelligence and data analytics teels.

3. Actions implementing the European Cybersecurity Alert System shall be supported
by funding from the Digital Europe Programme and implemented in accordance with

Regulation (EU) 2021/694 and in particular Specific Objective 3 thereof.

Article 4

National Security Operations Centres Hubs

In-erder Where a Member State decides to voluntarily participate in the European Cyber
Shield Cybersecurity Alert System,-each-MemberState it shall designate at least one

National SOC Hub. Fhe National SOC-shall- be-apublic body=
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Following a call for expression of interest, Member States intending to participate in

National-SOCs shall be selected by the European Cybersecurity Competence
Centre (‘ECCC’) to take part partieipate in a joint procurement of tools and infrastructures
with the ECCC, in order to set up National SOC hubs or enhance capabilities of an
existing one. The ECCC may award grants to the selected Member States National SOCs to
fund the operation of those tools and infrastructures. The Union financial contribution shall
cover up to 50% of the acquisition costs of the tools and infrastructures, and up to 50% of the
operation costs, with the remaining costs to be covered by the Member State. Before
launching the procedure for the acquisition of the tools and infrastructures, the ECCC and the
Member State National SOC shall conclude a hosting and usage agreement regulating the

usage of the tools and infrastructures.

A Member State National SOC selected pursuant to paragraph 2 shall commit to apply for
their National SOC hubs to participate in a Cross-border SOC collaboration Platform
within two years from the date on which the tools and infrastructures are acquired, or on
which it receives grant funding, whichever occurs sooner. If a Member State’s National SOC
hub is not a participant in a Cross-border SOC _collaboration Platform by that time, the
Member State it shall not be eligible for additional Union support under this Chapter

Regulation.

Article 5

Cross-border Security Operations Centres-collaboration Platforms

A Hosting Consortium consisting of at least three
Member States, represented-byNational SOCs, committed to

working wetking together to coordinate their cyber-detection and threat
monitoring activities shall be eligible to participate in actions to establish a Cross-border SOC

collaboration Platform.

Members of the Hosting Consortium shall conclude a written consortium agreement which

sets out their internal arrangements for implementing the hosting and usage Aagreement.

A Cross-border SOC collaboration Platform shall be represented for legal purposes by a
member of the Hosting Consortium National- SOC acting as a coordinator eeordinating
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SOE€, or by the Hosting Consortium if it has legal personality. The-coordinatorco-ordinating

- The responsibility

for compliance of the cross-border SOC collaboration Platform with this Regulation and

the hosting and usage agreement shall be determined in the written consortium

agreement referred to in paragraph 3.

A Member State may join an existing Hosting Consortium with the agreement of the

Hosting Consortium members. The written consortium agreement referred to in

paragraph 3 and the hosting and usage agreement shall be modified accordingly. This

shall not affect the ECCC’s ownership rights over the tools and infrastructures already

jointly procured with that Hosting Consortium.

Article 6

Cooperation and information sharing within and between cross-border SOCs collaboration
Platforms

Members of a Hosting Consortium shall ensure that their National SOC hubs
exchange, in accordance with the Consortium Agreement, relevant information

within the Cross-border SOC collaboration Platform including information
relating to cyber threats, near misses, vulnerabilities, techniques-and preeedures, indicators
of compromise, adversarial tacticszthreat-actor-speeific infermation; and cybersecurity
alerts an

eyber-attacks, where such information sharing:

The written consortium agreement referred to in Article 5(3) shall establish:

(a) acommitment to share among the members of the Consortium a

significant-amount-of data information referred to in paragraph 1, and the conditions

under which that information is to be exchanged,

(b) agovernance framework clarifying and incentivising the sharing of information

referred to in paragraph 1 by all participants;
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(c) targets for contribution to the development of advanced tools and technologies, such as

artificial intelligence and data analytics teels.

Article 7

Cooperation and information sharing with Union-level entities and networks

Where the Cross-border SOCs collaboration Platforms obtain information relating to a
potential or ongoing large-scale cybersecurity incident, they shall ensure previde that
relevant information is provided to the CSIRTSs network, EU-=CyCLONe, the-CSIRTs

netwerks and the Commission, in view of their respective crisis management roles in

accordance with Directive (EU) 2022/2555 without undue delay.

The Commission may, by means of implementing acts, determine the procedural
arrangements for the information sharing provided for in paragraphs 1. Those implementing
acts shall be adopted in accordance with the examination procedure referred to in Article

21(2) of this Regulation.

Article 8

Security

Member States participating in the European Gyber-Shield Cybersecurity Alert System shall
ensure a high level of data security and physical security of the European €yberShield
Cybersecurity Alert System infrastructure, and shall ensure that the infrastructure shall-be is
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adequately managed and controlled in such a way as to protect it from threats and to ensure its
security and that of the systems, including that of information and data exchanged through

the infrastructure.

Member States participating in the European Cyber-Shield Cybersecurity Alert System shall
ensure that the sharing of information within the European €yberShield Cybersecurity Alert
System with_any entity other than a public authority or body of a Member State entities
which-are net Member State publie bedies does not negatively affect the security interests
of the Union.

The Commission may_adeptimplementingaets issue guidance documents layins down

Membe

this Regulation-In-deing se; When preparing those guidance documents, the
Commission, in cooperation with supperted-by the High Representative, shall take into

account relevant defence-level security standards, in order to facilitate cooperation with

military actors.

Chapter II1

CYBER EMERGENCY MECHANISM

Article 9
Establishment of the Cyber Emergency Mechanism

A Cyber Emergency Mechanism is established to support improvement of the Union’s
resilience to majer cyberseeurity threats and prepare for and mitigate, in a spirit of
solidarity, the short-term impact of significant and large-scale cybersecurity incidents (the

‘Mechanism’).

Actions implementing the Cyber Emergency Mechanism shall be supported by funding from
DEP and implemented in accordance with Regulation (EU) 2021/694 and in particular
Specific Objective 3 thereof.
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1.

Article 10
Type of actions

The Mechanism
shall support the following types of actions:

(a) preparedness actions:; inclading

(iii)the coordinated preparedness testing of entities operating in sectors of high
criticality highlyeritical seetors across the Union;

(iv)other preparedness actions for entities operating in sectors of high
criticality eritieal and other-highly critical sectors, including those

involving exercises and trainings and ;

(b) respense actions; supporting response to and initiating immediate recovery from
significant and large-scale cybersecurity incidents, to be provided by trusted providers

participating in the EU Cybersecurity Reserve established under Article 12;

(c) mutual assistance actions consisting of the provision of technical support assistance
from national-autherities of one Member State to another Member State, including #
partienlar as provided for in Article 11(3), point (f), of Directive (EU) 2022/2555.

Article 11

Coordinated preparedness testing of entities

For the purpose of supporting the coordinated preparedness testing of entities referred to in

Article 10(1), point (a), across the Union, and with due respect to the_

competences , the Commission, after
consulting the NIS Cooperation Group and ENISA, shall identify the sectors, or sub-sectors,
concerned, from the Sectors of High Criticality listed in Annex I to Directive (EU) 2022/2555

from which Member States may request to participate and to this end propose entities to

may be subject to the coordinated preparedness testing.;

1.a. When identifying the sectors or sub-sectors under paragraph 1, the Commission shall

take taking into account existing and planned coordinated risk assessments and resilience

testing at Union level, and the results thereof.
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The NIS Cooperation Group in cooperation with the Commission, ENISA, and the High
Representative, shall develop common risk scenarios and methodologies for the coordinated

testing exercises under Article 10 (1) (a) (i). The NIS Cooperation Group, in cooperation

with Commission, ENISA and the High Representative, may develop common risk

scenarios and methodologies for other preparedness actions under Article 10(1)(a)(ii).

Article 12

Establishment of the EU Cybersecurity Reserve

An EU Cybersecurity Reserve shall be established, in order to assist, upon request, users
referred to in paragraph 3, responding or providing support for responding to significant or

large-scale cybersecurity incidents, and #mmediate initiate recovery from such incidents.

The EU Cybersecurity Reserve shall consist of incident response services from trusted
providers selected in accordance with the criteria laid down in Article 16. The Reserve shall
include pre-committed services. The services Reserve shall be deployable upon request in

all Member States and in third countries referred to in Article 17 (1).

Users of the services from the EU Cybersecurity Reserve shall include:

(a) Member States’ cyber crisis management authorities and CSIRTs as referred to in

Article 9 (1) and (2) and Article 10 of Directive (EU) 2022/2555, respectively;

(b) Commented [A55]: Should be the same proces for EUIBAS
as for MS.

(¢) Users of associated third countries in accordance with Article 17(3).

Users referred to in paragraph 3, point (a), shall use the services granted upon their request
from the EU Cybersecurity Reserve in order to respond or support response to and initiate
immediate-recovery from significant or large-scale incidents affecting entities operating in

sectors of high criticality or highly other critical sectors.

The Commission shall responsibility_have overall responsibility for the implementation of

the EU Cybersecurity Reserve. To that end, the Commission, in cooperation with the NIS
Cooperation Group and ENISA, shall determine the priorities and evolution of the EU
Cybersecurity Reserve, in line with the requirements of the users referred to in paragraph 3,
and shall supervise its implementation, and ensure complementarity, consistency, synergies
and links with other support actions under this Regulation as well as other Union actions and

programmes. These priorities shall be revised every two years.
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The Commission may shall entrust the operation and administration of the EU Cybersecurity

Reserve, in full or in part, to ENISA, by means of contribution agreements.

shall prepare a mapping of the services needed and their availability, after consulting

Member States the NIS Cooperation Group and the Commission. ENISA shall prepare a

similar mapping, after consulting the the NIS Cooperation Group and the Commission, to

identify the needs of third countries eligible for support from the EU Cybersecurity Reserve
pursuant to Article 17. The Commission, where relevant, may shall seek the views of eonsult

the High Representative.

The Commission may, by means of implementing acts, specify the types and the number of
response services required for the EU Cybersecurity Reserve. Those implementing acts shall
be adopted in accordance with the examination procedure referred to in Article 21(2). Before

submitting those drafting implementing acts to the committee referred to in Article

21(1), the Commission may exchange advice and cooperate with the NIS Cooperation

Group.

Article 13
Requests for support from the EU Cybersecurity Reserve

The users referred to in Article 12(3) may request services from the EU Cybersecurity
Reserve to support response to and initiate #mmediate-recovery from significant or large-scale

cybersecurity incidents.

To receive support from the EU Cybersecurity Reserve, the users referred to in Article 12(3)
shall take measures to mitigate the effects of the incident for

which the support is requested, including, where apprepriate relevant, the provision of

direct technical assistance, and other resources to assist the response to the incident, and

immediate recovery efforts.

Member States shall inform the CSIRTs network, and where appropriate EU-CyCLONe,
about their requests for incident response and initiate immediate recovery support pursuant to

this Article.

Requests for incident response and initial immediate recovery support shall include:
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Sa.

(a) appropriate information regarding the affected entity and potential impacts of the
incident on affected Member State(s) and users, including the risk of spill over, and

the planned use of the requested support, including an indication of the estimated needs;

(b) information about measures taken to mitigate the incident for which the support is

requested, as referred to in paragraph 2;

(c) where relevant, available information about other forms of support available to the
affected entity, including contractual arrangements in place for incident response and
initial immediate recovery services, as well as insurance contracts potentially covering

such type of incident.

The information provided in accordance with paragraph 5 of this Article shall be
handled in accordance with Union law while preserving the security and commercial

interests of the entity concerned.

Article 14
Implementation of the support from the EU Cybersecurity Reserve

Requests for support from the EU Cybersecurity Reserve, shall be assessed by the
Commission, with the support of ENISA or as defined in contribution agreements under
Article 12(6), and a response shall be transmitted to the users referred to in Article 12(3)

without delay and in any event no later than 72 hours from the submission of the request

to ensure effectiveness of the support action.

To prioritise requests, in the case of multiple concurrent requests, the following criteria shall

be taken into account, where relevant:

[..]

(e) the measures taken by the user to assist the response, and immediate initial recovery

efforts, as referred in Article 13(2) and Article 13(5), point (b).

(f) __ the category of user under Article 12(3) of this Regulation, with higher priority

given to Member State users and Union institutions, bodies and agencies.
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6.  Within three ene months from the end of the support action, the users shall provide the
Commission, ard ENISA, the CSIRTSs network and, where appropiate, EU-CyCLONe
with a summary report about the service provided, results achieved and the lessons learned.
When the user is from a third country as set out in Article 17, such report shall be shared with

the High Representative.

7. The Commission shall report to the NIS Cooperation Group, on a regular basis and at least

once per year, about the use and the results of the support; en-aregalarbasis.

Article 16

Trusted providers

1 Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December
2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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In procurement procedures for the purpose of establishing the EU Cybersecurity Reserve, the
contracting authority shall act in accordance with the principles laid down in the Regulation

(EU, Euratom) 2018/1046 and in accordance with the following principles:

(a) ensure that the services included in the EU Cybersecurity Reserve are such
that the Reserve includes-serviees-that may be deployed in all Member States, taking
into account in particular national requirements for the provision of such services,

including certification or accreditation;

[..]

When procuring services for the EU Cybersecurity Reserve, the contracting authority shall

include in the procurement documents the following selection criteria:

[...]

(d) the provider shall have appropriate security clearance, at least for personnel intended for

service deploymentz,where required by a Member State;

(g) the provider shall be able to demonstrate that it has experience in delivering similar
services to relevant national authorities or entities operating in sectors of high

criticality or highly other critical sectors;

(h) the provider shall be able to provide the service within a short timeframe in the Member

State(s) where it can deliver the service;

(i) the provider shall be able to provide the service in the local language of the Member

State(s) where it can deliver the service, if so required by the Member State;

(j) once an EU certification scheme for managed security service Regulation (EU)

2019/881 is in place, the provider shall be certified in accordance with that scheme.

Article 17

Support to DEP-associated third countries

A DEP- associated tFhird countryies may request support from the EU Cybersecurity

Reserve where A

agreement, decision-er-conditions or Association Council decision through which it is

associated to DEP provides for participation in the Reserve.
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Support from the EU Cybersecurity Reserve shall be in accordance with this Regulation, and

shall comply with any specific conditions laid down in the AsseeiationAgreements
agreement, or decision er-eenditions referred to in paragraph 1.

In order to enable the Commission to apply the criteria listed in Article 14(2) to requests

from third countries referred to in paragraph 1. pPrior to receiving any support from the

EU Cybersecurity Reserve, third countries shall provide to the Commission and-the High
Representative information about their cyber resilience and risk management capabilities,
including at least information on national measures taken to prepare for significant or large-
scale cybersecurity incidents, as well as information on responsible national entities, including
CSIRTs or equivalent entities, their capabilities and the resources allocated to them. The

Commission shall share this information with the High Representative, for the purpose

of facilitating the cooperation referred to in paragraph 6. Where provisions of Articles 13

and 14 of this Regulation refer to Member States, they shall apply to third countries as set out
in paragraph 1.

The Commission shall inform the NIS Cooperation Group Coeuneil and

cooperatecoordinate with the High Representative about the requests received and the
implementation of the support granted to third countries from the EU Cybersecurity Reserve.

The Commission shall take into account the opinions of the NIS Cooperation Group and

the High Representative, if such are provided.

Article 17a) 15
Coordination with Union crisis management mechanisms

In-eases wWhere a significant cybersecurity incident or a large-scale cybersecurity

incidents originates from or results in a disasters as defined in Article 4, point (1), of

Decision No 1313/2013/EU, the support provided under this Regulation for responding
to such incidents shall complement actions under, and be without prejudice, to Decision

No 1313/2013/EU.

In the event of a large-scale-eross-berder cybersecurity incident where the EU

Integrated Political Crisis Response aArrangements under Implementing Decision (EU)

2018/19934 (IPCR Arrangements) are triggered, the support provided under this
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Regulation for responding to such incident shall be handled in accordance with the

relevant pretecelsand procedures under the IPCR Arrangements.

Chapter IV

CYBERSECURITY INCIDENT REVIEW MECHANISM

Article 18

Cybersecurity Incident Review Mechanism

After-consulting Member-States-conecerned;-and Aat the request of the Commission, the
EU-CyCLONe or the CSIRTs network, and with the agreement of the Member States

concerned, ENISA shall review and assess threats, vulnerabilities and mitigation actions with
respect to a specific significant or large-scale cybersecurity incident. Following the
completion of a review and assessment of an incident, ENISA shall deliver an incident review
report to the CSIRTs network, the EU-CyCLONe and the Commission to support them in
carrying out their tasks, in particular in view of those set out in Articles 15 and 16 of Directive

(EU) 2022/2555. Whererelevant; When an incident has an impact on a third country, the

Commission shall share the report with the High Representative.

To prepare the incident review report referred to in paragraph 1, ENISA shall collaborate all
relevant stakeholders, including representatives of Member States, the Commission, other
relevant EU institutions, bodies and agencies, managed security services providers and users
of cybersecurity services. Where appropriate, and in-elese-cooperation with the agreement
of the Member State(s) concerned, ENISA shall also collaborate with entities affected by
significant or large-scale cybersecurity incidents. Fo-suppert-thereviews; ENISA-may-alse
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consult-othertypes-ofstakehelders: Consulted representatives shall disclose any potential

conflict of interest.

3. The report shall cover a review and analysis of the specific significant or large-scale
cybersecurity incident, including the main causes, vulnerabilities and lessons learned. It shall
protect eonfidential information, in particular in accordance with Union or national law

concerning the protection of sensitive or classified information. If the Member State(s)

concerned so requests, the report shall contain only anonymised data.

4.  Where appropriate, the report shall draw recommendations to improve the Union’s cyber

posture.

5. With the agreement of the Member State(s) concerned, ENISA may publish Wvhere
possible;-a version of the report containing only public information. shall be-madeavailable

Chapter V

FINAL PROVISIONS

Article 19

Amendments to Regulation (EU) 2021/694

Regulation (EU) 2021/694 is amended as follows:

(1) Article 6 is amended as follows:
(a) paragraph 1 is amended as follows:
(1) the following point (aa) is inserted:

‘(aa) support the development of an EU Eyber-Shield Cybersecurity Alert
System, including the development, deployment and operation of National and
Cross-border SOCs collaboration platforms that contribute to situational
awareness in the Union and to enhancing the cyber threat intelligence capacities

of the Union’;

(2) the following point (g) is added:
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4)

)

‘(g) establish and operate a Cyber Emergency Mechanism to support Member
States in preparing for and responding to significant cybersecurity incidents,
complementary to national resources and capabilities and other forms of support
available at Union level, including the establishment of an EU Cybersecurity

Reserve’;
(b) Paragraph 2 is replaced by the following:

‘2. The actions under Specific Objective 3 shall be implemented primarily through the
European Cybersecurity Industrial, technology and research Competence Centre and the
Network of National Coordination Centres, in accordance with Regulation (EU)
2021/887 of the European Parliament and of the Council?® with the exception of actions
implementing the EU Cybersecurity Reserve, which shall be implemented by the
Commission and ENISA.";

The following article 16a is added:

In the case of actions implementing the European Eyber-Shield Cybersecurity Alert System
established by Article 3 of Regulation (EU) 2023/XX, the applicable rules shall be those set
out in Articles 4 and 5 of Regulation (EU) 2023/XX. In the case of conflict between the
provisions of this Regulation and Articles 4 and 5 of Regulation (EU) 2023/XX, the latter

shall prevail and apply to those specific actions.
Article 19 is replaced by the following:

‘Grants under the Programme shall be awarded and managed in accordance with Title VIII of
the Financial Regulation and may cover up to 100 % of the eligible costs, without prejudice to
the co-financing principle as laid down in Article 190 of the Financial Regulation. Such grants

shall be awarded and managed as specified for each specific objective.

Support in the form of grants may be awarded directly by the ECCC without a call for
proposals to the National SOCs selected Member States referred to in Article 4 of
Regulation XXXX and the Hosting Consortium referred to in Article 5 of Regulation XXXX,

in accordance with Article 195(1), point (d) of the Financial Regulation.

[...]

26

Regulation (EU) 2021/887 of the European Parliament and of the Council of 20 May 2021
establishing the European Cybersecurity Industrial, Technology and Research Competence
Centre and the Network of National Coordination Centres, (OJ L 202, 8.6.2021, p. 1-31).
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(6) Annexes I and I are amended in accordance with the Annex to this Regulation.

Article 20
Evaluation
By [B‘eaﬂwo years Iaﬁer the date of application of this Regulation], the Commission shall submit a

report on the evaluation and review of this Regulation to the European Parliament and to the

Council. JThe report shall in particular focus on the effective use of funding from DEP how the

regulation has contributed to reinforing the competitive position of industry and services sectors in

the Union across the digital economy and contribute to the Union’s technological sovereignty in the

area of cybersecurity as well as the effectiveness of the Cyber Emergency Mechanism.
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The use of and dependence on information and communication technologies have
become fundamental aspects in all sectors of economic activity as our public
administrations, companies and citizens are more interconnected and

interdependent across sectors and borders than ever before.

The magnitude, frequency and impact of cybersecurity incidents are increasing,
including supply chain attacks aiming at cyberespionage, ransomware or
disruption. They represent a major threat to the functioning of network and
information systems. In view of the fast- evolving threat landscape, the threat of
possible large-scale incidents causing significant disruption or damage to critical
infrastructures demands heightened preparedness at all levels of the Union’s
cybersecurity framework. That threat goes beyond Russia’s military aggression on
Ukraine, and is likely to persist given the multiplicity of state-aligned, criminal and
hacktivist actors involved in current geopolitical tensions. Such incidents can
impede the provision of public services and the pursuit of economic activities,
including in sectors of high criticality or highly-other critical sectors, generate
substantial financial losses, undermine user confidence, cause major damage to the
economy of the Union, and could even have health or life-threatening
consequences. Moreover, cybersecurity incidents are unpredictable, as they often
emerge and evolve within very short periods of time, not contained within any
specific geographical area, and occurring simultaneously or spreading instantly

across many countries.

It is necessary to strengthen the competitive position of industry and services sectors
in the Union across the digitised economy and support their digital transformation,
by reinforcing the level of cybersecurity in the Digital Single Market. As
recommended in three different proposals of the Conference on the Future of

Europel

, it is necessary to increase the resilience of citizens, businesses and entities
operating critical infrastructures against the growing cybersecurity threats, which
can have devastating societal and economic impacts. Therefore, investment in

infrastructures and services that will support faster detection and response to
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cybersecurity threats and incidents is needed, and Member States need assistance in
better preparing for, as well as responding to significant and large-scale
cybersecurity incidents. Building on the existing structures and in cl

cooperation with them. Fthe Union should also increase its capacities in these
areas, notably as regards the collection and analysis of data on cybersecurity threats

and incidents.
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The Union has already taken a number of measures to reduce vulnerabilities and increase the

resilience of critical infrastructures and entities against cybersecurity risks, in particular
Directive (EU) 2022/2555 of the European Parliament and of the Councill, Commission
Recommendation (EU) 2017/1 5842, Directive 2013/40/EU of the European Parliament and
of the Council3 and Regulation (EU) 2019/881 of the European Parliament and of the

Council4. In addition, the Council Recommendation on a Union-wide coordinated approach
to strengthen the resilience of critical infrastructure invites Member States to take urgent and
effective measures, and to cooperate loyally, efficiently, in solidarity and in a coordinated
manner with each other, the Commission and other relevant public authorities as well as the
entities concerned, to enhance the resilience of critical infrastructure used to provide

essential services in the internal market.

The growing cybersecurity risks and an overall complex threat landscape, with a clear risk
of rapid spill-over of cyber incidents from one Member State to others and from a third
country to the Union requires strengthened solidarity at Union level to better detect, prepare
for and respond to cybersecurity threats and incidents. Member States have also invited the
Commission to present a proposal on a new Emergency Response Fund for Cybersecurity in

the Council Conclusions on an EU Cyber Posture>.

Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December
2022 on measures for a high common level of cybersecurity across the Union, amending
Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU)
2016/1148 (OJ L 333,27.12.2022).

Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated
response to large-scale cybersecurity incidents and crises (OJ L 239, 19.9.2017, p. 36).
Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on
attacks against information systems and replacing Council Framework Decision
2005/222/JHA (JL 218, 14.8.2013, p. 8).

Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019
on ENISA (the European Union Agency for Cybersecurity) and on information and
communications technology cybersecurity certification and repealing Regulation (EU) No
526/2013 (Cybersecurity Act) (OJ L 151, 7.6.2019, p. 15).

Council conclusions on the development of the European Union's cyber posture approved by
the Council at its meeting on 23 May 2022, (9364/22)
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The Joint Communication on the EU Policy on Cyber Defencel adopted on 10 November
2022 announced an EU Cyber Solidarity Initiative with the following objectives:
strengthening of common EU detection, situational awareness and response capabilities by
promoting the deployment of an EU infrastructure of Security Operations Centres (‘SOCs’),
supporting gradual building of an EU-level cybersecurity reserve with services from trusted
private providers and testing of critical entities for potential vulnerabilities based on EU risk

assessments.

It is necessary to strengthen the detection and situational awareness of cyber threats and
incidents throughout the Union and to strengthen solidarity by enhancing Member States’
and the Union’s preparedness and capabilities to respond to significant and large-scale
cybersecurity incidents. Therefore a pan-European infrastructure of SOCs (European
Cybersecurity Shield-Alert System) should be deployed to build and-enhance ecommeon
coordinated detection and situational awareness capabilities and enhance the existing
ones; a Cybersecurity Emergency Mechanism should be established to support Member
States upon their request in preparing for, responding to, and immediate initially

recovering from significant and large-scale cybersecurity incidents; a Cybersecurity Incident

Review Mechanism should be established to review and assess specific significant or large-

scale incidents, Mith due respect for Member State competences and without

lication of the activiti nduct th IRT n rk. EU- LONe and th
NIS Cooperation Group. TThese actions shall be without prejudice to Articles 107 and 108

of the Treaty on the Functioning of the European Union (‘TFEU”).
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To achieve these objectives, it is also necessary to amend Regulation (EU) 2021/694 of the

European Parliament and of the Councill in certain areas. In particular, this Regulation
should amend Regulation (EU) 2021/694 as regards adding new operational objectives
related to the European Cybersecurity Shield-Alert System and the Cyber Emergency
Mechanism under Specific Objective 3 of DEP, which aims at guaranteeing the resilience,
integrity and trustworthiness of the Digital Single Market, at strengthening capacities to
monitor cyber-attacks and threats and to respond to them, and at reinforcing cross-border
cooperation on cybersecurity. This will be complemented by the specific conditions under
which financial support may be granted for those actions should be established and the
governance and coordination mechanisms necessary in order to achieve the intended
objectives should be defined. Other amendments to Regulation (EU) 2021/694 should
include descriptions of proposed actions under the new operational objectives, as well as

measurable indicators to monitor the implementation of these new operational objectives.

The financing of actions under this Regulation should be provided for in Regulation (EU)
2021/694, which should remain the relevant basic act for these actions enshrined within the
Specific Objective 3 of DEP. Specific conditions for participation concerning each action
will be provided for in the relevant work programmes, in line with the applicable provision

of Regulation (EU) 2021/694.

Horizontal financial rules adopted by the European Parliament and by the Council on the
basis of Article 322 TFEU apply to this Regulation. Those rules are laid down in the
Financial Regulation and determine in particular the procedure for establishing and
implementing the Union budget, and provide for checks on the responsibility of financial
actors. Rules adopted on the basis of Article 322 TFEU also include a general regime of
conditionality for the protection of the Union budget as established in Regulation (EU,
Euratom) 2020/2092 of the European Parliament and of the Council.
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Regulation (EU) 2021/694 of the European Parliament and of the Council of 29 April 2021
establishing the Digital Europe Programme and repealing Decision (EU) 2015/2240 (OJ L
166, 11.5.2021, p. 1).
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For the purpose of sound financial management, specific rules should be laid down for the
carry-over of unused commitment and payment appropriations. While respecting the
principle that the Union budget is set annually, this Regulation should, on account of the
unpredictable, exceptional and specific nature of the cybersecurity landscape, provide for
possibilities to carry over unused funds beyond those set out in the Financial Regulation,
thus maximising the Cybersecurity Emergency Mechanism’s capacity to support Member

States in countering effectively cyber threats.

To more effectively prevent, assess and respond to cyber threats and incidents, it is
necessary to develop more comprehensive knowledge about the threats to critical assets and
infrastructures on the territory of the Union, including their geographical distribution,
interconnection and potential effects in case of cyber-attacks affecting those
infrastructures. A large-scale Union infrastructure of SOCs should be deployed (‘the

European Cybersecurity Shield-Alert System’), comprising of several interoperating cross-

border platforms, each grouping together several National SOCs. That infrastructure should
serve national and Union cybersecurity interests and needs, leveraging state of the art
technology for advanced data collection and analytics tools, enhancing cyber detection and
management capabilities and providing real-time situational awareness. That infrastructure
should serve to increase detection of cybersecurity threats and incidents and thus
complement and support Union entities and networks responsible for crisis management in

the Union, notably the EU Cyber Crises Liaison Organisation Network (‘EU-CyCLONe’),

as defined in Directive (EU) 2022/2555 of the European Parliament and of the Councill.
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I Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022
on measures for a high common level of cybersecurity across the Union, amending Regulation
(EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148
(NIS 2 Directive) (OJ L 333, 27.12.2022, p. 80).
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Participation in the European Cyber-Shield Cybersecurity Alert-Supporting System
should be voluntary for Member States. Each Member State that decides to join the

in-that Member-State: These National SOCs hubs should have aet as functionalities the

capacity to act as a reference point and gateway at national level for participation in the
European EyberShield Cybersecurity Alert System and should be capable of detecting,

aggregating and analysing data relevant to cyber threats and incidents, by using in

particular state-of-the-art technologies and that would be shared appropriately with

States should be able te-decide-to designate an existing entity such as a CSIRT or

existing national platforms to conduct the functions of National SOC hub, or establish
a new one. Member States should also be able to decide to designate, at the national
level. different entities to carry out the different functionalities of the National SOC
hub.

As part of the European bybersecurigg Alert Supporting System W, a number of
Cross-border Cybersecurity Operations Centres (‘Cross-border SOCs”) should be

established. These should bring together National SOCs from at least three Member States,
so that the benefits of cross-border threat detection and information sharing and
management can be fully achieved. The general objective of Cross-border SOCs should be
to strengthen capacities to analyse, prevent and detect cybersecurity threats and to support
the production of high- quality intelligence on cybersecurity threats, notably through the
sharing of information data from various sources, public or private, as well as through the
sharing and joint use of state-of-the-art tools, and jointly developing detection, analysis and
prevention capabilities in a trusted environment. They should provide new additional
capacity, building upon and complementing existing SOCs and computer incident response

teams (‘CSIRTs’) and other relevant actors.

77

Commented [AS64]: Ok...Do you have suggestions
regarding this point? It would be crucial to understand from the
beginning how tasks will be divided and how they will
complement each other. This is totally unclear and if remains so,
it will undermine the functioning of these infrastructures.

We proposed some changes in Art. 6

Commented [RS65]: We asked for deletion/point was not
taken up > Justification: This cannot be a task of the SOC hubs
since it is a task to be decided by every MS in his own
responsibility taking into account those provisions laid down by

NIS2.

Commented [RS66]: The term “cybersecurity alert system”

is not ideal since it creates a high expectation for the outside
world. In a situation where not all MS are participating in this
activity (since it is voluntary) this term may lead to
misunderstandings. A better name could be “CS supporting

system”




(14a) A Member State selected by the European Cybersecurity Competence Centre (ECCC)

s)

following a call for expression of interest to set up a National SOC Hub or enhance the
capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Member State should be eligible to receive a
grant to operate the tools and infrastructures. A Hosting Consortium consisting of at
least three Member States, which has been selected by the ECCC following a call for
expression of interest to set up a Cross-border collaboration SOC Platform or enhance
the capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Hosting Consortium should be eligible to
receive a grant to operate the tools and infrastructures. In accordance with Article
165(2) of Regulation EU 2018/1046, and Article 90 of Decision no GB/2023/1 of the
Governing Board of the ECCC, the procurement procedure to purchase the relevant
tools and infrastructures should be carried out jointly by the ECCC and relevant
contracting authorities from the Member States selected following these calls for
expressions of interest. Private entities should therefore not be eligible to participate in
the calls for expression of interest to jointly purchase tools and infrastructures with the
ECCQC, or to receive grants to operate those tools and infrastructures. However, the
Member States should have the possibility to involve private entities in the setting up,
enhancement and operation of their National SOC Hubs and Cross-border SOCs
Platforms in other ways which they deem appropriate, in compliance with national

and Union law.

At national level, the monitoring, detection and analysis of cyber threats is typically ensured
by SOCs of public and private entities, in combination with CSIRTs. In addition, CSIRTSs
exchange information in the context of the CSIRT network, in accordance with Directive
(EU) 2022/2555. The Cross-border SOCs should constitute a new capability that is
complementary to the CSIRTSs network and will cooperate closely with it. by pooling data
and sharing information data on cybersecurity threats from public and private entities,
enhancing the value of such data through expert analysis and jointly acquired infrastructures
and state of the art tools, and contributing to the development of Union capabilities and

technological sovereignty.
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The Cross-border SOCs should act as a central point allowing for a broad pooling of
relevant data and cyber threat intelligence, enable the spreading of threat information among
a large and diverse set of actors (e.g., Computer Emergency Response Teams (‘CERTSs’),
CSIRTs, Information Sharing and Analysis Centers (‘ISACs’), operators of critical
infrastructures). The information exchanged among participants in a Cross-border SOC
could include data from networks and sensors, threat intelligence feeds, indicators of
compromise, and contextualised information about incidents, threats and vulnerabilities. In
addition, Cross-border SOCs should also enter into cooperation agreements with other

Cross-border SOCs.

Shared situational awareness among relevant authorities is an indispensable prerequisite for
Union-wide preparedness and coordination with regards to significant and large-scale
cybersecurity incidents. Directive (EU) 2022/2555 establishes the EU-CyCLONe to support
the coordinated management of large-scale cybersecurity incidents and crises at operational
level and to ensure the regular exchange of relevant information among Member States and
Union institutions, bodies and agencies. Recommendation (EU) 2017/1584 on coordinated
response to large-scale cybersecurity incidents and crises addresses the role of all relevant
actors. Directive (EU) 2022/2555 also recalls the Commission’s responsibilities in the Union
Civil Protection Mechanism (‘UCPM’) established by Decision 1313/2013/EU of the
European Parliament and of the Council, as well as for providing analytical reports for the
Integrated Political Crisis Response Mechanism (‘IPCR’) arrangements under Implementing
Decision (EU) 2018/1993. Therefore, in situations where Cross-border SOCs obtain
information related to a potential or ongoing large-scale cybersecurity incident, they should
provide relevant information to EU-CyCLONe, the CSIRTs network and the Commission.
In particular, depending on the situation, information to be shared could include technical
information, information about the nature and motives of the attacker or potential attacker,
and higher-level non-technical information about a potential or ongoing large-scale
cybersecurity incident. In this context, due regard should be paid to the need-to-know

principle and to the potentially sensitive nature of the information shared.
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Entities participating in the European Cybersecurity Alert Supporting System Shield

should ensure a high-level of interoperability among themselves including, as appropriate,
as regards data formats, taxonomy, data handling and data analysis tools, and secure
communications channels, a minimum level of application layer security, situational
awareness dashboard, and indicators. The adoption of a common taxonomy and the

development of a template for situational reports to describe the-technieal causes and

impaets-of eyberseeurity detected r threats an I rity risks. should tak
. . . Kd in tt f the impl . f Directi
(EU) 2022/2555,

In order to enable the exchange of information data on cybersecurity threats from various
sources, on a large-scale basis, in a trusted environment, entities participating in the
European Cybersecurity Alert-Supporting System Shield should be equipped with state-
of-the-art and highly-secure tools, equipment and infrastructures. The Commission should
be able to issue guidance in this respect. This should make it possible to improve
collective detection capacities and timely warnings to authorities and relevant entities,

notably by using the latest artificial intelligence and data analytics technologies.

By collecting, correlating, sharing and exchanging data and information, the European
CyberShield Cybersecurity Alert-Supporting System should enhance the Union’s
technological sovereignty. The pooling of high-quality curated data should also contribute
to the development of advanced artificial intelligence and data analytics technologies. It
should be facilitated through the connection of the European EyberShield Cybersecurity
Adert-Supporting System with the pan-European High Performance Computing

infrastructure established by Council Regulation (EU) 2021/1 1731,
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1 Council Regulation (EU) 2021/1173 of 13 July 2021 on establishing the European High
Performance Computing Joint Undertaking and repealing Regulation (EU) 2018/1488 (OJ L
256.19.7.2021, p. 3).
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While the European Cybersecurity Alert Supporting System Shield is a civilian project,
the cyber defence community could benefit from stronger civilian detection and situational
awareness capabilities developed for the protection of critical infrastructure. Cross-border
SOCs, with the support of the Commission and the European Cybersecurity Competence
Centre (‘ECCC’), and in cooperation with the High Representative of the Union for Foreign
Affairs and Security Policy (the ‘High Representative’), should gradually develop dedicated
protocols and standards to allow for cooperation with the cyber defence community,
including vetting and security conditions. The development of the European Cybersecurity
Alert Supporting System Shield should be accompanied by a reflection enabling future
collaboration with networks and platforms responsible for information sharing in the cyber

defence community, in close cooperation with the High Representative.

Information sharing among participants of the European Cybersecurity Alert Supporting
System Shield should comply with existing legal requirements and in particular Union and
national data protection law, as well as the Union rules on competition governing the
exchange of information. The recipient of the information should implement, insofar as the
processing of personal data is necessary, technical and organisational measures that
safeguard the rights and freedoms of data subjects, and destroy the data as soon as they are

no longer necessary for the stated purpose and inform the body making the data available

that the data have been destroyed.
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In view of the increasing risks and number of cyber incidents affecting Member States, it is
necessary to set up a crisis support instrument, namely the Cyber Emergency Mechanism.
to improve the Union’s resilience to significant and large-scale cybersecurity incidents and
complement Member States’ actions through emergency financial support for preparedness,
response and initial immediate recovery of essential services. That instrument should
enable the rapid deployment of assistance in defined circumstances and under clear
conditions and allow for a careful monitoring and evaluation of how resources have been
used. Whilst the primary responsibility for preventing, preparing for and responding to
cybersecurity incidents and crises lies with the Member States, the Cyber Emergency
Mechanism promotes solidarity between Member States in accordance with Article 3(3) of

the Treaty on European Union (‘TEU’).

The Cyber Emergency Mechanism should provide support to Member States
complementing their own measures and resources, and other existing support options in
case of response to and immediate-initial recovery from significant and large-scale
cybersecurity incidents, such as the services provided by the European Union Agency for
Cybersecurity (‘ENISA”) in accordance with its mandate, the coordinated response and the
assistance from the CSIRTSs network, the mitigation support from the EU-CyCLONe, as

well as mutual assistance between Member States including in the context of Article 42(7)

of TEU, the PESCO Cyber Rapid Response Teams! and

It should address the need to ensure that specialised means are available to support

preparedness and response to cybersecurity incidents across the Union and in third countries.
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COUNCIL DECISION (CFSP) 2017/ 2315 - of 11 December 2017 - establishing permanent
structured cooperation (PESCO) and determining the list of participating Member States.
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This instrumentRegulation is without prejudice to procedures and frameworks to

coordinate crisis response at Union level, in particular the Union Civil Protection
Mechanism established under Decision No 1313/2013/EU of the European Parliament
MMMI, the EU Integrated Political Crisis Response Arrangements

ler C il Impl ing Decision (EU. 2018/1993EPCR> IPCR )
Commisstom Recommend=ation 201 7/1584° and Directive (EU) 2022/2555. }-maySupport
provided under the Cyber Emergency Mechanism can complement assistance provided
in the context of the Common Foreign and Security Policy and the Common Security
and Defence Policy. including through th r Rapid R nse Teams. Support
provided under the Cyber Emergency Mechanism can contribute to or complement
actions implemented in the context of Article 42(7) ef TEU, including assistance provided
by one Member State to another Member State, or form part of the joint response
between the Union and Member States in situations defined-referred to in Article 222 of
TFEU. The use-implementation of this instramentRegulation should also be coordinated
with the implementation of_measures under the Cyber Diplomacy Toolbox2s-measures,

where appropriate.

Assistance provided under this Regulation should be in support of, and complementary to,
the actions taken by Member States at national level. To this end, close cooperation and
consultation between the Commission and the affected Member State should be ensured.
When requesting support under the Cyber Emergency Mechanism, the Member State should

provide relevant information justifying the need for support.

Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December
2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).

Council Implementing Decision (EU) 2018/1993 of 11 December 2018 on the EU
L 1 Political Crisis R (QJ L. 320, 17.12.2018
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response to large-scale cybersecurity incidents and crises

1.239.19.9.2017. p. 36).
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Directive (EU) 2022/2555 requires Member States to designate or establish one or more
cyber crisis management authorities and ensure they have adequate resources to carry out
their tasks in an effective and efficient manner. It also requires Member States to identify
capabilities, assets and procedures that can be deployed in the case of a crisis as well as to
adopt a national large-scale cybersecurity incident and crisis response plan where the
objectives of and arrangements for the management of large-scale cybersecurity incidents
and crises are set out. Member States are also required to establish one or more CSIRTs
tasked with incident handling responsibilities in accordance with a well-defined process and
covering at least the sectors, subsectors and types of entities under the scope of that
Directive, and to ensure they have adequate resources to carry out effectively their tasks.
This Regulation is without prejudice to the Commission’s role in ensuring the compliance
by Member States with the obligations of Directive (EU) 2022/2555. The Cyber Emergency
Mechanism should provide assistance for actions aimed at reinforcing preparedness as well
as incident response actions to mitigate the impact of significant and large-scale
cybersecurity incidents, to support immediate-initial recovery and/or restore the functioning

of essential services.

As part of the preparedness actions, to promote a consistent approach and strengthen
security across the Union and its internal market, support should be provided for testing and
assessing cybersecurity of entities operating in highly-eritical sectors of high criticality
identified pursuant to Directive (EU) 2022/2555 in a coordinated manner. For this purpose,
the Commission, with the support of ENISA and in cooperation with the NIS Cooperation
Group established by Directive (EU) 2022/2555, should regularly identify relevant sectors
or subsectors, which should be eligible to receive financial support for coordinated testing at
Union level. The sectors or subsectors should be selected from Annex I to Directive (EU)
2022/2555 (‘Sectors of High Criticality”). The coordinated testing exercises should be based
on common risk scenarios and methodologies. The selection of sectors and development of
risk scenarios should take into account relevant Union-wide risk assessments and risk
scenarios, including the need to avoid duplication, such as the risk evaluation and risk
scenarios called for in the Council conclusions on the development of the European Union's
cyber posture te-be conducted by the Commission, the High Representative and the NIS
Cooperation Group, in coordination with relevant civilian and military bodies and agencies
and established networks, including the EU CyCLONe, as well as the risk assessment of
communications networks and infrastructures requested by the Joint Ministerial Call of

Nevers and conducted by the NIS Cooperation Group, with the support of the Commission
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and ENISA, and in cooperation with the Body of European Regulators for Electronic
Communications (BEREC), the coordinated risk assessments to be conducted under Article

22 of Directive (EU) 2022/2555 and digital operational resilience testing as provided for in

Regulation (EU) 2022/2554 of the European Parliament and of the Councill. The selection
of sectors should also take into account the Council Recommendation on a Union-wide

coordinated approach to strengthen the resilience of critical infrastructure.

In addition, the Cyber Emergency Mechanism should offer support for other preparedness
actions and support preparedness in other sectors, not covered by the coordinated testing of

entities operating in highly-eritical sectors of high criticality. Those actions could include

various types of national preparedness activities.

The Cyber Emergency Mechanism should also provide support for incident response actions
to mitigate the impact of significant and large-scale cybersecurity incidents, to support
immediate-initial recovery or restore the functioning of essential services. Where
appropriate, it should complement the UCPM to ensure a comprehensive approach to

respond to the impacts of cyber incidents on citizens.

The Cyber Emergency Mechanism should support assistance provided by Member States to
a Member State affected by a significant or large-scale cybersecurity incident, including by
the CSIRTs network set out in Article 15 of Directive (EU) 2022/2555. Member States
providing assistance should be allowed to submit requests to cover costs related to
dispatching of expert teams in the framework of mutual assistance. The eligible costs could

include travel, accommodation and daily allowance expenses of cybersecurity experts.

A Union-level Cybersecurity Reserve should gradually be set up, consisting of services from
trusted private providers of managed security services to support response and immediate

initiate recovery actions in cases of significant or large-scale cybersecurity incidents. The

EU Cybersecurity Reserve should ensure the availability and readiness of services. The
services from the EU Cybersecurity Reserve should serve to support national authorities in
providing assistance to affected entities operating in sectors of high criticality or highly
other critical sectors as a complement to their own actions at national level. When

requesting support from the EU Cybersecurity Reserve, Member States should specify the

Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December
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2022 on digital operational resilience for the financial sector and amending Regulations
(EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU)
2016/1011
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support provided to the affected entity at the national level, which should be taken into

account when assessing the Member State request. The CSIRT Network established in

fromthe E rsecurity Reserve, The services from the EU Cybersecurity Reserve fzommented [AS671: We propose a different approach in Art.
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means of implementing acts in accordance with the examination procedure referred to
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(34)

(33)

(36)

with the NIS Cooperation Group, the Commission should ensure that the views of
Member S ! i Juti f the EU Cyl itv R
are taken into account,

For the purpose of selecting private service providers to provide services in the context of
the EU Cybersecurity Reserve, it is necessary to establish a set of minimum criteria that
should be included in the call for tenders to select these providers, so as to ensure that the
needs of Member States’ authorities and entities operating in sectors of high criticaljty or
highly-other critical sectors are met.

To support the establishment of the EU Cybersecurity Reserve, the Commission eould
eonsider- should request-requesting ENISA to prepare a candidate certification scheme
pursuant to Regulation (EU) 2019/881 for managed security services in the areas covered by

the Cyber Emergency Mechanism.

In order to support the objectives of this Regulation of promoting shared situational
awareness, enhancing Union’s resilience and enabling effective response to significant and
large-scale cybersecurity incidents, the EU=CyCLONe, the CSIRTs network or the
Commission, with due respect of Member states competences, should be able to ask
ENISA to review and assess threats, known exploitable vulnerabilities and mitigation
actions with respect to a specific significant or large-scale cybersecurity incident. After the
completion of a review and assessment of an incident, ENISA should prepare an incident
review report, in collaboration with relevant stakeholders, including representatives from the
private sector, Member States, the Commission and other relevant EU institutions, bodies
and agencies. As regards the private sector, ENISA is developing channels for exchanging
information with specialised providers, including providers of managed security solutions
and vendors, in order to contribute to ENISA’s mission of achieving a high common level of
cybersecurity across the Union. Building on the collaboration with stakeholders, including
the private sector, the review report on specific incidents should aim at assessing the causes,
impacts and mitigations of an incident, after it has occurred. Particular attention should be
paid to the input and lessons shared by the managed security service providers that fulfil the
conditions of highest professional integrity, impartiality and requisite technical expertise as
required by this Regulation. The report should be delivered and feed into the work of the
EU=-CyCLONe, the CSIRTs network and the Commission. When the incident relates to a
third country, it should will also be shared by the Commission with the High
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Representative.




(37

(38)

(39)

Taking into account the unpredictable nature of cybersecurity attacks and the fact that they
are often not contained in a specific geographical area and pose high risk of spill-over, the
strengthening of resilience of neighbouring countries and their capacity to respond
effectively to significant and large-scale cybersecurity incidents contributes to the protection
of the Union as a whole. Therefore, third countries associated to the DEP may be supported
from the EU Cybersecurity Reserve, where this is provided for in the pespeetive asseciation
relevant agreement or Association ncil decision through which te-the thir.
is associated to DEP. The CSIRT Network established in Directive EU 2022/2555 can
lvise the C - f f he EU Cyl .

Reserve in case of a crisis/[PCR activation, The funding for DEP- associated third

countries should be supported by the Union in the framework of relevant partnerships and
funding instruments for those countries. The support should cover services in the area of
response to and immediate initiate recovery from significant or large-scale cybersecurity
incidents. The conditions set for the EU Cybersecurity Reserve and trusted providers in this
Regulation should apply when providing support to the DEP- associated third countries
asseciated to DEP.

In order to ensure uniform conditions for the implementation of this Regulation,

Hmplemeﬂ&ng—pewem—s-hetﬂd—b%eeﬂfeﬁed—eﬂthe Commission_may prepare sese

guidance materialdocuments to speeify-theoutline conditions for the interoperability

between Cross-border SOCs; determine the procedural arrangements for the information

sharing related to a potential or ongoing large-scale cybersecurity incident between Cross-

border SOCs and Union entities; laving-down technical requirements to ensure seeurity

of the Eurepean Cybersecuritv Alert System Shield; specify the types and the number of

response services required for the EU Cybersecurity Reserve; and, specify further the
detailed arrangements for allocating the EU Cybersecurity Reserve support services. Those
powers should be exercised in accordance with Regulation (EU) 182/2011 of the European

Parliament and of the Council.

The objective of this Regulation can be better achieved at Union level than by the Member
States. Hence, the Union may adopt measures, in accordance with the principles of
subsidiarity and proportionality as set out in Article 5 of the Treaty on European Union. This

Regulation does not go beyond what is necessary in order to achieve that objective.
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HAVE ADOPTED THIS REGULATION:

Chapter |

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives

1. This Regulation lays down measures to strengthen capacities in the Union to detect, prepare

for and respond to cybersecurity threats and incidents, in particular through the following

actions:

(@

(b)

the deployment of a pan-European infrastructure of Security Operations Centres
(‘European CyberShield Cybersecurity Alert-Supporting System’) to build and

enhance common detection and situational awareness capabilities;

the creation of a Cybersecurity Emergency Mechanism to support Member States in
preparing for, responding to, mitigating the impact and inititating immediate recovery

from significant and large-scale cybersecurity incidents;

the establishment of a European Cybersecurity Incident Review Mechanism to review

and assess significant or large-scale incidents.

2. This Regulation pursues the objective to strengthen solidarity at Union level and enhance

Member States cyber resilience through the following specific objectives:

(@)

(b)

to strengthen common Union detection and situational awareness of cyber threats and
incidents thus allowing to reinforce the competitive position of industry and services
sectors in the Union across the digital economy and contribute to the Union’s

technological sovereignty in the area of cybersecurity;

to reinforce preparedness of entities operating in sectors of high criticality and highly
other critical sectors across the Union and strengthen solidarity by developing

enhanced eemmen response capacities to handle against significant or large-scale
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cybersecurity incidents, building upon those provisions established through

Directive (EU) 2022/2555, including by making Union cybersecurity incident

response
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support available for third countries associated to the Digital Europe Programme
(‘DEP?);

(c) to enhance Union resilience and contribute to effective response by reviewing and
assessing significant or large-scale incidents, including drawing lessons learned and,
where appropriate, recommendations upon request and in coordination with Member

States.

3. This Regulation is without prejudice to the Member States’ primary responsibility for
safeguarding national security;publie-seetrity; and their power to safeguard other

essential State functions, including ensuring the territorial integrity of the State and

maintaining law and order. 2

4. ithout prejudice to Article 346 TFEU. the exchan nder this Regulation of

information that is confidential pursuant to Union or national rules shall be limited to

that which is relevant and proportionate to the purpose of that exchange. In case

information is exchanged Tthe exchange of such information shall preserve the

confidentiality of the information and protect the securitv and commercial interests of

the entities concerned, in full respect of trade and business secrets. ( Commented [RS70]: In general, there are few to none

possibilities for condfidential exchange up to now. It is not clear
who will exchange what information with whom unless no
infrastructure is provided.

Article 2
Definitions

For the purposes of this Regulation, the following definitions apply:

(-1) ‘National Security Operations Centre Hub’ (“National SOC hub”) means an entity
designated by and under the authority of a Member State, which has the following

functionalities:

(a) Lit has potentially — apart from already designated National CSIRTs and/or SPoCs

according to the provisions established through Directive (EU) 2022/2555 - alsol Commented [RS71]: It should be made clear here that a SOC
hub may not be the only organization at national level for
the capacity to act as a reference point and gateway to other public and private Sl el el patug it @ welll asasing o

reference point/gateway for public and private organisations.
organisations at national level for collecting and analysing infermation on cyber Overall it should be in MS decision whether it would define a
.. . . . SOC or a National CSIRT for this task, as outlined by NIS2.
threats and incidents and contributing to a Cross-border SOC collaboration Please be aware of duplication and conflicting reporting lines
w.r.t. NIS2 provisions.

platform;
97



(b)

it is capable of detecting, aggregating, and analysing data relevant to cyber threats

and incidents by using in particular state of the art technologies;
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(62)

()

@

€)

“)
)

(©6)

‘Cross-border Security Operations Centre collaboration Platform’ (“Cross-border SOC
collaboration Platform”) means a multi-country platform, established by a written
consortium agreeement that brings together in a coordinated network structure Nrational
SOCs Hubs from at least three Member States wheo-form-a-Hesting-Censertium, and that is
designed to monitor, detect and analyse prevent cyber threats and to prevent incidents and
to support the production of cyber threat high-quality intelligence, notably through the
exchange of information data from-variousseurees,public-and-private, as well as through

the sharing of state-of-the-art tools and jointly developing cyber detection, analysis, and

prevention and protection capabilities in a trusted environment;

‘Hosting Consortium’ means a consortium composed of participating Member Sstates,

represented-by National SOCs; that have agreed to establish and contribute to the acquisition
of tools and infrastructure for, and operation of, a Cross-border SOC collaboration Platform;
‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU) 2022/2555;
‘entities operating in sectors of high criticality or highlv-other critical sectors’ means type

of entities listed in Annex I and Annex II of Directive (EU) 2022/2555;

‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU)
2019/881;

‘incident’ means an incident as defined in Article 6, point (6), of Directive (EU)

7

®)

2022/2555;

‘significant cybersecurity incident’ means a cybersecurity incident fulfilling criteria set out

in Article 23(3) of Directive (EU) 2022/2555;

‘large-scale cybersecurity incident’ means an incident as defined in Article 6, point (7) of

Directive (EU)2022/2555;

99



Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014
on public procurement and repealing Directive 2004/18/EC (OJ L 94 28.3.2014, p. 65).
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(8¢) ‘DEP-associated third country’ means a third country which is party to an agreement

(11) (8a) ‘trusted providers’ means managed security service providers as defined in Article
6, point (40), of Directive (EU) 2022/2555 selected in accordance with Article 16 of this

Regulation.

(8b) ‘CSIRT’ means a CSIRT designated or established pursuant to Article 10 of Directive
(EU) 2022/2555 .

Chapter I1

’THE EUROPEAN E¥BERSHIELD CYBERSECURITY ALERT-SUPPORTING SYSTEM

Article 3

‘ Establishment of the European Eyber-Shield Cybersecurity Alert Supporting System

1. An interconnected pan-European infrastructure that consistg of National SOC hubs and
Cross-border SOC collaboration platforms joining on a voluntary basis Seeurity
Operations-Centres{‘European-CyberShield the European Cybersecurity Alert System>)

shall be established to support the development of advanced capabilities for the Union to
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detect, analyse and process data on cyber threats and incidents in the Union. #-shall-eensistof

erations-Centres{(National SOCs} and-Cro
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The European Cyber-Shield Cybersecurity Alert-Supporting System khalll: Commented [AS72]: These tasks are partly achieved by
CSIRTs NW. Please clarify allocation of tasks and
complementarity of those between the new system and the

(a) pool data and share information data on cyber threats and incidents from various existigCSIRTRR)
sources through cross-border SOCs collaboration platforms;

(b) share preduee high-quality, actionable information and cyber threat intelligence,
through the use of state-of-the art tools and advanced technologies such as;notably
Aartificial lintelligence and data analytics, and share that information and cyber
threat intelligence technelogies;

(c)  contribute to better protection and response to cyber threats and-incidents by

Euppgrging and cooperating with relevant entities, namely the CSIRTs Network

and-sueh-as competent authorities designated or established pursuant to Article
8 of Directive (EU) 2022/2555.
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the CSIRTSs Network without undue delay;

{)(e) contribute to enhanced faster detection of cyber threats and situational awareness

across the Union, and to the issuing of cvbersecurity alerts to relevant entities;

fey(f) provide services and activities for the cybersecurity community in the Union, including

contributing to the development of advanced tools and technologies, such as artificial

intelligence and data analytics teels.

3. Actions implementing the European Cybersecurity Alert-Supporting System shall
be supported by funding from the Digital Europe Programme and implemented in

accordance with Regulation (EU) 2021/694 and in particular Specific Objective 3
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thereof.

Article 4

National Security Operations Centres Hubs

In-erder Where a Member State decides to yoluntarily participate in the European Cyber
Shield Cybersecurity Alert System,-each-MemberState it shall designate at least one
National SOC Hub. Fhe National SOC-shall-be-apublie-body-

Following a call for expression of interest, Member States intending to participate in the
European €yber-Shield Cybersecurity Alert-Supporting System National- SOCs shall be
selected by the European Cybersecurity Competence Centre (‘ECCC’) to take part

partieipate in a joint procurement of tools and infrastructures with the ECCC, in order to set
up National SOC hubs or enhance capabilities of an existing one. The ECCC may award
grants to the selected Member States National SOCs to fund the operation of those tools and
infrastructures. The Union financial contribution shall cover up to 50% of the acquisition
costs of the tools and infrastructures, and up to 50% of the operation costs, with the remaining
costs to be covered by the Member State. Before launching the procedure for the acquisition
of the tools and infrastructures, the ECCC and the Member State National-SOC shall

conclude a hosting and usage agreement regulating the usage of the tools and infrastructures.

A Member State National SOC selected pursuant to paragraph 2 shall commit to apply for
their National SOC hubs to participate in a Cross-border SOC ¢ollaboration Platform
within two years from the date on which the tools and infrastructures are acquired, or on
which it receives grant funding, whichever occurs sooner. If a Member State’s National SOC
hub is not a participant in a Cross-border SOC_collaboration Platform by that time, it can

submit an application the Member-State to participate # shall-netin order to be eligible for

104



1.

bdditional Union support under this Chapter Ew

Article 5

Cross-border Security Operations Centres-collaboration Platforms

A Hosting Consortium consisting of at least three Member States, represented-byNational
SOC€s, committed to ensuring that their National SOC hubs work wetking together to
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coordinate their cyber-detection and threat monitoring activities shall be eligible to participate

in actions to establish a Cross-border SOC collaboration Platform.

Following a call for expression of interest, a Hosting Consortium shall be selected by the
ECCC to participate in a joint procurement of tools and infrastructures with the ECCC. The
ECCC may award to the Hosting Consortium a grant to fund the operation of the tools and
infrastructures. The Union financial contribution shall cover up to 75% of the acquisition
costs of the tools and infrastructures, and up to 50% of the operation costs, with the remaining
costs to be covered by the Hosting Consortium. Before launching the procedure for the
acquisition of the tools and infrastructures, the ECCC and the Hosting Consortium shall

conclude a hosting and usage agreement regulating the usage of the tools and infrastructures.

Members of the Hosting Consortium shall conclude a written consortium agreement which

sets out their internal arrangements for implementing the hosting and usage Aagreement.

A Cross-border SOC collaboration Platform shall be represented for legal purposes by a
member of the Hosting Consortium Natienal-SOC acting as a coordinator ceeordinating
SOE, or by the Hosting Consortium if it has legal personality. The-ceordinator-co-ordinating

reguirertents-ofthe-hostineand-usaoenoreermentund-of this Repulation—The responsibility
for compliance of the cross-border SOC collaboration Platform with this Regulation and

agreement referred to in paragraph 3.

A Member State may join an existing Hostin, nsortium with the agreement of th

paragraph 3 and the hosting and usage agreement shall be modified accordingly. This
shall not affect the ECCC’s ownership rights over the tools and infrastructures already

jointly procured with that Hosting Consortium.

Article 6
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Cooperation and information sharing within and between cross-border SOCs collaboration

‘ Commented [RS75]: We think that the info sharing with the
CSIRTs Network should be separately taken up here in order to
highlight the importance of integrating the SOC platforms into
existing structures for info sharing. See our proposal in Art. 3 (2 ¢
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Members of a Hosting Consortium shall ensure that their National SOC hubs exchange, in

accordance with the Consortium Agreement, regularly exchange relevant information

among themselves within the Cross-border SOC collaboration Platform_and with the
CSIRTs Network, and in any case, when significant incidents are concerned that fall

under Art. 23 (1) of Directive (EU) 2022/2555, they shall share this information and

data with the CSIRTs Network without undue delay; -including information relating to

cyber threats, near misses, vulnerabilities, techniques-and procedures, indicators of

and cybersecurity alerts

compromise, adversarial tacticszthreat-acter-specific information

and recommendations recarding the conficuration of evbersecurity tools to-detect cvbe;

attaeks, where such information sharing;,  Formatted: Font: (Default) +Headings CS (Times New
Roman), Bold

(a) aims to prevent, detect, respond to or recover from incidents or to mitigate their impact;

(b) enhances the level of cybersecurity, in particular through raising awareness in relation
to cyber threats, limiting or impeding the ability of such threats to spread, supporting a
range of defensive capabilities, vulnerability remediation and disclosure, threat
detection, containment and prevention techniques, mitigation strategies, or response and
recovery stages or promoting collaborative threat research between public and private

entities.

The written consortium agreement referred to in Article 5(3) shall establish:

(a) acommitment to share among the members of the Consortium a-significant-ameunt
ofdata information referred to in paragraph 1, and the conditions under which that

information is to be exchanged;

(b) agovernance framework clarifying and incentivising the sharing of information

referred to in paragraph 1 by all participants;

(c) targets for contribution to the development of advanced tools and technologies, such as

artificial intelligence and data analytics teels.

To encourage exchange of information between Cross-border SOCs collaboration
Platforms, Cross-border SOCs collaboration Platforms shall ensure a high level of
interoperability between themselves. To facilitate the interoperability between the Cross-

border SOCs collaboration Platforms, hhe Commission may prepare-issuc seme

euidaneeguidance documents on thepossible Fby—meaﬂs—e#ﬁnplemeﬂ%ﬁag—ae&s—aﬁef, [Commented [RS76]: Red line: no implementing acts

consulting the ECCCspeeify-the-conditions for this interoperability after consulting the
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4——Cross-border SOCs collaboration Platforms shall conclude cooperation agreements with one

another, specifying information sharing principles among the cross-border platforms.

Article 7

Cooperation and information sharing with Union-level entities and networks

1. Where the Cross-border SOCs collaboration Platforms obtain information relating to a
potential or ongoing large-scale cybersecurity incident, they shall ensure previde that
relevant information is provided to the CSIRTSs network, EU-=CyCLONe, the- CSIRTFs
networlg and the Commission, without undue delay in view of their respective crisis
management roles in accordance with Directive (EU) 2022/2555 witheutundue-delayand

with the respective Consortium Agreements.

%Lél}eﬁﬂns%egtﬂaﬁeﬂ] Commented [RS77]: In our opinion there is no need for

further implementing acts

Article 8

Security

1. Member States participating in the European €yber-Shield Cybersecurity Alert System shall
ensure a high level of data security and physical security of the European Cyber-Shield
Cybersecurity Alert System infrastructure, and shall ensure that the infrastructure shal-be-is
adequately managed and controlled in such a way as to protect it from threats and to ensure its
security and that of the systems, including that of information and data exchanged through
the infrastructure.
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Member States participating in the European CyberShield Cybersecurity Alert-Supporting
System shall ensure that the sharing of information within the European EyberShield
Cybersecurity Alert System with_any entity other than a public authority or body of a
Member State entities which-are net Member State publie bedies does not negatively

affect the security interests of the Union.

Mg_u_a.nmm_l rifyin ion of paragraphsl and 2. W

this Regulation-In-deing se-When preparing those guidance documents, the

Commission, in cooperation with supperted-by the High Representative, shall take into

account relevant defence-level security standards, in order to facilitate cooperation with

military actors.

Chapter I11

CYBER EMERGENCY MECHANISM

2.

Article 9

Establishment of the Cyber Emergency Mechanism

A Cyber Emergency Mechanism is established to support improvement of the Union’s

resilience to majer cyberseeurity threats and prepare for and mitigate, in a spirit of

solidarity, the short-term impact of significant and large-scale cybersecurity incidents (the

‘Mechanism’).

Actions implementing the Cyber Emergency Mechanism shall be supported by funding from
DEP and implemented in accordance with Regulation (EU) 2021/694 and in particular
Specific Objective 3 thereof.
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Article 10

Type of actions

The Mechanism shall support the following types of actions:
(a) preparedness actions:;ineluding

(i) the coordinated preparedness testing of entities operating in sectors of high
criticality highly-eritieal seeters across the Union;
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1.a.

(ii) other preparedness actions for entities operating in sectors of high

criticality eritieal and other-highly critical sectors, including those
involvi . 1 traini 1

(b) respense actions; supporting response to and initiating immediate recovery from
significant and large-scale cybersecurity incidents, to be provided by trusted providers

participating in the EU Cybersecurity Reserve established under Article 12;

(¢) mutual assistance actions consisting of the provision of technical support assistanee
from natienal-autherities of one Member State to another Member State, including in
partietdar as provided for in Article 11(3), point (f), of Directive (EU) 2022/2555.

Member States may request to participate may-benefitfrom in the actions referred to in
paragraph 1 upenrequest.

Article 11

Coordinated preparedness testing of entities

For the purpose of supporting the coordinated preparedness testing of entities referred to in
Article 10(1), point (a), across the Union, and with I t to the Member Stat
competences, the Commission, after consulting the NIS Cooperation Group and ENISA, shall
identify the sectors, or sub-sectors, concerned, from the Sectors of High Criticality listed in
Annex I to Directive (EU) 2022/2555 from which Member States may voluntarily request
to participate and to this end propose entities to smay be subject to the coordinated

preparedness testing.;

When identifying the sectors or sub-sectors under paragraph 1, the Commission shall
take taking into account existing and planned coordinated risk assessments and resilience

testing at Union level, and the results thereof.

The NIS Cooperation Group in cooperation with the Commission, ENISA, and the High
Representative, shall develop common risk scenarios and methodologies for the coordinated
testing exerci nder Article 10 (1) (a) (i). The NI ration Gr in ration

ith Commission. ENISA and the High Representative. ma vel mmon risk
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Article 12

Establishment of the EU Cybersecurity Reserve

An EU Cybersecurity Reserve shall be established, in order to assist, upon request, users
referred to in paragraph 3, responding or providing support for responding to significant or

large-scale cybersecurity incidents, and immediate-initiate recovery from such incidents.

The EU Cybersecurity Reserve shall consist of incident response services from trusted
providers selected in accordance with the criteria laid down in Article 16. The Reserve shall

include pre-committed services. The serviees Reserve shall be deployable upon request in

all Member States and in third countries referred to in Article 17 (1).

Users of the services from the EU Cybersecurity Reserve shall include:

(a) Member States’ cyber crisis management authorities and CSIRTs as referred to in

Article 9 (1) and (2) and Article 10 of Directive (EU) 2022/2555, respectively;

(b) Union institutions, bodies and agencies.
(¢) Users of associated third countries in accordance with Article 17(3).

Users referred to in paragraph 3, point (a), shall use the services granted upon their request
from the EU Cybersecurity Reserve in order to respond or support response to and initiate
immediate-recovery from significant or large-scale incidents affecting entities operating in

sectors of high criticaljty or highly-other critical sectors.

The Commission shall responsibility_have overall responsibility for the implementation of
the EU Cybersecurity Reserve. To that end, the Commission, in cooperation with the NIS
Cooperation Group and ENISA, shall determine the priorities and evolution of the EU
Cybersecurity Reserve, in line with the requirements of the users referred to in paragraph 3,
and shall supervise its implementation, and ensure complementarity, consistency, synergies

and links with other support actions under this Regulation as well as other Union actions and

programmes. These priorities shall be revised every two vears.

114



6.

The Commission may-shall entrust the operation and administration of the EU Cybersecurity
Reserve, in full or in part, to ENISA, by means of contribution agreements. For that purpose.

ENISA shall be equipped with significant personnel resources.
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shall prepare a mapping of the services needed and their availability, after consulting

Member Statesthe NIS Cooperation Group and the Commission. ENISA shall prepare a
similar mapping, after consulting the the NIS Cooperation Group and the Commission, to

identify the needs of third countries eligible for support from the EU Cybersecurity Reserve

pursuant to Article 17. The Commission, where relevant, ma k the vi f

the High Representative.

The Commission may, by means of implementing acts, specify the types and the number of
response services required for the EU Cybersecurity Reserve. Those implementing acts shall
be adopted in accordance with the examination procedure referred to in Article 21(2). Before
submitting those drafting implementing acts to the committee referred to in Article
21(1). the Commission may exchange advice and cooperate with the NIS Cooperation
Group.

drticle 13

Requests for support from the EU Cybersecurity Reserve

The users referred to in Article 12(3) may request services from the EU Cybersecurity
Reserve to support response to and initiate immediate-recovery from significant or large-scale

cybersecurity incidents.

To receive support from the EU Cybersecurity Reserve, the users referred to in Article 12(3)
shall take appropriate measures to mitigate the effects of the incident for which the support
is requested, including, where apprepriate relevant, the provision of direct technical

assistance, and other resources to assist the response to the incident, and immediate recovery

efforts.

Requests for support from users referred to in Article 12(3), point (a), of this Regulation shall
be transmitted_to the potential provider via a secure platform hosted by ENISA .to-the

Member States shall inform the CSIRTs network, and where appropriate EU-CyCLONe,

about their requests for incident response and initiate #mmediate recovery support pursuant to
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potential to increase the level of resilience of EU MS and third
countries. However, in its current form, it would make the process
of responding to “significant or large scale incidents” very slow
and bureaucratic.

Below, we propose a possible solution to streamline the process
of requesting assistance from the EU Cybersecurity Reserve, with
the goal of making this legislative proposal efficient and crisis-
proof:

1.Through calls for tenders, the Commission will be able to

establish a pool of qualified service providers ready to assist

Member States and third countries in the event of a cyber-

incident.

2. In order to streamline the request for assistance, the potential

users should be able to directly connect with service providers

through a secure platform which, through a filtering system

(e.g. Location, Skills, Expertise, Language).

3.Through this platform, MS and third countries would be able

to find quickly the right qualified expert in the field.

4.Providers, once contacted directly by the users, should accept

or decline the request without undue delay.

5.Further details of the working agreement between the user

and the provider should be regulated bilaterally.

6.The prioritization process, as proposed by the Commission,

should take place only once the IPCR Mechanism is triggered:
a. In the case of multiple concurrent requests, the following
criteria shall be taken into account, where relevant (as
specified under article 14).




this Article.




Requests for incident response and initial #mmediate recovery support shall include:

(a) appropriate information regarding the affected entity and potential impacts of the
incident on affected Member State(s) and users, including the risk of spill over, and

the planned use of the requested support, including an indication of the estimated needs;

(b) information about measures taken to mitigate the incident for which the support is

requested, as referred to in paragraph 2;

(c) where relevant, available information about other forms of support available to the
affected entity, including contractual arrangements in place for incident response and
initial #mmediate recovery services, as well as insurance contracts potentially covering

such type of incident.

5a. The information provided in accordance with paragraph 5 of this Article shall be

1.

handled in accordance with Union law while preserving the security and commercial

interests of the entity concerned.

ENISA, in cooperation with the Commission and the NIS Cooperation Group, shall develop a
template-to-facilitate-the-submission-of secure platform where direct requests for support

from the EU Cybersecurity Reserve between applications and potential providers can take

place.

The Commission may, by means of implementing acts, specify further the detailed
arrangements for allocating the EU Cybersecurity Reserve support services. Those
implementing acts shall be adopted in accordance with the examination procedure referred to

in Article 21(2).
Article 14

Implementation of the support from the EU Cybersecurity Reserve

Requests for support from the EU Cybersecurity Reserve, shall be assessed-transmitted
through a secure platform to the potential provider, whose by-the-Commission-with-the

nd A 11 = IS nd -

response shall be transmitted to the users referred to in Article 12(3) without delay and in

118



any event no later than 72 hours from the submission of the request to ensure
effectiveness of the support action.

Providers process requests on a first-come, first-served basis. A response shall be

transmitted to the users referred to in Article 12(3) without delay.

In situations, when the Integrated Political Crisis Response Mechanism (‘IPCR’) is

triggered, and in the case of multiple concurrent requests, the Commission, in consultation

with ENISA, Fe-may support the deployment of the EU Cyber Reserve by

prieritisprioritizinge such requests, in accordance with-in-the-ease-efmultiple-conenrrent
requests; -the following criteria-shall- be-taken-into-aceountwhererelevant:
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(a) the severity of the cybersecurity incident;

(b) the type of entity affected, with higher priority given to incidents affecting essential
entities as defined in Article 3(1) of Directive (EU) 2022/2555;

(c) the potential impact on the affected Member State(s) or users;

(d) the potential cross-border nature of the incident and the risk of spill over to other

Member States or users;

(e) the measures taken by the user to assist the response, and immediate-initial recovery

efforts, as referred in Article 13(2) and Article 13(5), point (b).

® h ry of user under Article 12 f this Regulation, with higher priori
given to Member State users and Union institutions, bodies and agencies.
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4. In case of such prioritization, the Commission should inform the Member States on the outcome <«
of the decision, outlining which criteria were applied.

2.5. The EU Cybersecurity Reserve services shall be provided in accordance with specific

agreements between the service provider and the user to which the support under the EU

Cybersecurity Reserve is provided. Those agreements shall include liability conditions.

3.6. The agreements referred to in paragraph 3 may be based on templates prepared by ENISA,

after consulting Member States.

4.7. The Commission and ENISA shall bear no contractual liability for damages caused to third
parties by the services provided in the framework of the implementation of the EU

Cybersecurity Reserve.

5:8. Within three ere months from the end of the support action, the users shall provide the
Commission, and ENISA, the CSIRTs network and, where appropriate, EU-CyCLONe
with a summary report about the service provided, results achieved and the lessons learned.
When the user is from a third country as set out in Article 17, such report shall be shared with

the High Representative.

6-9. The Commission shall report to the NIS Cooperation Group, on a regular basis and at least

once per year, about the use and the results of the support;-en-aregularbasis.
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Article 16

Trusted providers

In procurement procedures for the purpose of establishing the EU Cybersecurity Reserve, the
contracting authority shall act in accordance with the principles laid down in the Regulation

(EU, Euratom) 2018/1046 and in accordance with the following principles:

(a) ensure that the services included in the EU Cybersecurity Reserve are such that the
Reserve ineludes-services-that may be deployed in all Member States, taking into
account in particular national requirements for the provision of such services, including

certification or accreditation;
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Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December
2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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(b) ensure the protection of the essential security interests of the Union and its Member

States;

(c) ensure that the EU Cybersecurity Reserve brings EU added value, by contributing to the
objectives set out in Article 3 of Regulation (EU) 2021/694, including promoting the
development of cybersecurity skills in the EU.

When procuring services for the EU Cybersecurity Reserve, the contracting authority shall

include in the procurement documents the following selection criteria:

(a) the provider shall demonstrate that its personnel has the highest degree of professional
integrity, independence, responsibility, and the requisite technical competence to
perform the activities in their specific field, and ensures the permanence/continuity of

expertise as well as the required technical resources;

(b) the provider, its subsidiaries and subcontractors shall have in place a framework to
protect sensitive information relating to the service, and in particular evidence, findings
and reports, and is compliant with Union security rules on the protection of EU

classified information;

(c) the provider shall provide sufficient proof that its governing structure is transparent, not
likely to compromise its impartiality and the quality of its services or to cause conflicts

of interest;

(d) the provider shall have appropriate security clearance, at least for personnel intended for

service deploymentg,where required by a Member State:

(e) the provider shall have the relevant level of security for its IT systems;

(f)  the provider shall be equipped with the hardware and software technical equipment

necessary to support the requested service;

(g) the provider shall be able to demonstrate that it has experience in delivering similar

services to relevant national authorities or entities operating in sectors of high

criticality or highly-other critical sectors;

(h) the provider shall be able to provide the service within a short timeframe in the Member

State(s) where it can deliver the service;



(i)  the provider shall be able to provide the service in the local language of the Member

State(s) where it can deliver the service, if so required by the Member State;

() once an EU certification scheme for managed security service Regulation (EU)

2019/881 is in place, the provider shall be certified in accordance with that scheme.

Article 17

Support to DEP-associated third countries

A DEP- associated tFhird countryies may request support from the EU Cybersecurity

Reserve where Asseeiation/greements-conchidedregardingtheirpartieipation-in-DEP

Support from the EU Cybersecurity Reserve shall be in accordance with this Regulation, and

shall comply with any specific conditions laid down in the Asseciation-Agreements
agreement, or decision ereenditions referred to in paragraph 1.

Users from associated third countries eligible to receive services from the EU Cybersecurity
Reserve shall include competent authorities such as CSIRTs and cyber crisis management

authorities.

Each third country eligible for support from the EU Cybersecurity Reserve shall designate an

authority to act as a single point of contact for the purpose of this Regulation.

In order to enable the Commission to apply the criteria listed in Article 14(2) to requests
from third countries referred to in paragraph 1. pPrior to receiving any support from the
EU Cybersecurity Reserve, third countries shall provide to the Commission gad-the High
Representative information about their cyber resilience and risk management capabilities,
including at least information on national measures taken to prepare for significant or large-

scale cybersecurity incidents, as well as information on responsible national entities, including

CSIRTs or equivalent entities, their capabilities and the resources allocated to them. The
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of facilitating the cooperation referred to in paragraph 6. Where provisions of Articles 13
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and 14 of this Regulation refer to Member States, they shall apply to third countries as set out
in paragraph 1.

The Commission shall inform the NIS Cooperation Group €euneil and cooperate
eoordinate with the High Representative about the requests received and the implementation
of the support granted to third countries from the EU Cybersecurity Reserve. The

ommission shall take into account the opinions of the NIS Cooperation Group and the

High Representative, if such are provided.

Article 17a) 15
Coordination with Union crisis management mechanisms

In-eases wWhere a significant cybersecurity incident or a large-scale cybersecurity
incidents originates from or results in a disasters as defined in Article 4, point (1), of
Decision No 1313/2013/EU*, the support provided under this Regulation for responding
to such incidents shall complement actions under, and be without prejudice, to Decision
No 1313/2013/EU.

In the event of a large-scale_eross border cybersecurity incident where the EU
Integrated Political Crisis Response aArrangements under Implementing Decision (EU)
2018/19934 (IPCR Arrangements) are triggered, the support provided under this
Regulation for responding to such incident shall be handled in accordance with the

relevant pretecels-and procedures under the IPCR Arrangements.
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Chapter [V

CYBERSECURITY INCIDENT REVIEW MECHANISM

Article 18

Cybersecurity Incident Review Mechanism

1.  After-consulting Member-States-concerned;and-Aat the request of the Commission, the
EU-CyCLONe or the CSIRTs network, and with the agreement of the Member States

concerned, ENISA shall review and assess threats, vulnerabilities and mitigation actions with

respect to a specific significant or large-scale cybersecurity incident. Following the
completion of a review and assessment of an incident, ENISA shall deliver an incident review
report to the CSIRTs network, the EU-CyCLONe and the Commission to support them in
carrying out their tasks, in particular in view of those set out in Articles 15 and 16 of Directive

(EU) 2022/2555. Where relevant-When an incident has an impact on a third country, the

Commission shall share the report with the High Representative.

2. To prepare the incident review report referred to in paragraph 1, ENISA shall collaborate all
relevant stakeholders, including representatives of Member States, the Commission, other
relevant EU institutions, bodies and agencies, managed security services providers and users
of cybersecurity services. Where appropriate, and in-elese-ceoperation with the agreement
of the Member State(s) concerned, ENISA shall also collaborate with entities affected by
significant or large-scale cybersecurity incidents. Fo-suppert-thereviews ENISA-may-also
eonsult-othertypes-of stakehoelders: Consulted representatives shall disclose any potential

conflict of interest.

3. The report shall cover a review and analysis of the specific significant or large-scale
cybersecurity incident, including the main causes, vulnerabilities and lessons learned. It shall
protect eonfidential information, jn particular in accordance with Union or national law
concerning the protection of sensitive or classified information. If the Member State(s)

concerned so requests, the report shall contain only anonymised data.
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Where appropriate, the report shall draw recommendations to improve the Union’s cyber

posture.
5. With the agreement of the Member State(s) concerned, ENISA may publish W-shere
possibles-a version of the report containing only public information. shall be-made-available
Chapter V
FINAL PROVISIONS

Article 19

Amendments to Regulation (EU) 2021/694

Regulation (EU) 2021/694 is amended as follows:

(1) Article 6 is amended as follows:
(a) paragraph 1 is amended as follows:

(1)  the following point (aa) is inserted:
‘(aa) support the development of an EU Cyber-Shield Cybersecurity Alert
System, including the development, deployment and operation of National and

Cross-border SOCs-collaboration platforms that contribute to situational

awareness in the Union and to enhancing the cyber threat intelligence capacities
of the Union’;

(2) the following point (g) is added:

‘(g) establish and operate a Cyber Emergency Mechanism to support Member
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States in preparing for and responding to significant cybersecurity incidents,
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complementary to national resources and capabilities and other forms of support
available at Union level, including the establishment of an EU Cybersecurity

Reserve’;

(b) Paragraph 2 is replaced by the following:

‘2. The actions under Specific Objective 3 shall be implemented primarily through the
European Cybersecurity Industrial, technology and research Competence Centre and the

Network of National Coordination Centres, in accordance with Regulation (EU)

2021/887 of the European Parliament and of the Councill with the exception of actions
implementing the EU Cybersecurity Reserve, which shall be implemented by the
Commission and ENISA.";

(a) in paragraph 2, points (b), (¢) and (d) are replaced by the following:
‘(b), EUR 1 776 956 000 for Specific Objective 2 — Artificial Intelligence;
(c), EUR 1 629 566 000 for Specific Objective 3 — Cybersecurity and Trust;
(d), EUR 482 347 000 for Specific Objective 4 — Advanced Digital Skills’;
(b) the following paragraph 8 is added:

‘8. By derogation to Article 12(4) of Regulation (EU, Euratom) 2018/1046, unused
commitment and payment appropriations for actions pursuing the objectives set out in
Article 6(1), point (g) of this Regulation, shall be automatically carried over and may be

committed and paid up to 31 December of the following financial year.’;

In Article 14, paragraph 2 is replaced by the following:

“2. The Programme may provide funding in any of the forms laid down in the Financial

Regulation, including in particular through procurement as a primary form, or grants and

(2) Article 9 is amended as follows:
©)

prizes.
1

Regulation (EU) 2021/887 of the European Parliament and of the Council of 20 May 2021
establishing the European Cybersecurity Industrial, Technology and Research Competence
Centre and the Network of National Coordination Centres, (OJ L 202, 8.6.2021, p. 1-31).
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“4)

Where the achievement of the objective of an action requires the procurement of innovative
goods and services, grants may be awarded only to beneficiaries that are contracting
authorities or contracting entities as defined in Directives 2014/24/EU ?7 and 2014/25/EU 28 of

the European Parliament and of the Council.

Where the supply of innovative goods or services that are not yet available on a large-scale
commercial basis is necessary to achieve the objectives of an action, the contracting authority
or the contracting entity may authorise the award of multiple contracts within the same

procurement procedure.

For duly justified reasons of public security, the contracting authority or the contracting entity
may require that the place of performance of the contract be situated within the territory of the

Union.

When implementing procurement procedures for the EU Cybersecurity Reserve established
by Article 12 of Regulation (EU) 2023/XX, the Commission and ENISA may act as a central
purchasing body to procure on behalf of or in the name of third countries associated to the
Programme in line with Article 10. The Commission and ENISA may also act as wholesaler,
by buying, stocking and reselling or donating supplies and services, including rentals, to those
third countries. By derogation from Article 169(3) of Regulation (EU). XXX/XXXX [FR
Recast], the request from a single third country is sufficient to mandate the Commission or

ENISA to act.

When implementing procurement procedures for the EU Cybersecurity Reserve established
by Article 12 of Regulation (EU) 2023/XX, the Commission and ENISA may act as a central
purchasing body to procure on behalf of or in the name of Union institutions, bodies and
agencies. The Commission and ENISA may also act as wholesaler, by buying, stocking and
reselling or donating supplies and services, including rentals, to Union institutions, bodies and
agencies. By derogation from Article 169(3) of Regulation (EU) XXX/XXXX [FR Recast],
the request from a single Union institution, body or agency is sufficient to mandate the

Commission or ENISA to act.

The Programme may also provide financing in the form of financial instruments within

blending operations.”

The following article 16a is added:
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[..]

In the case of actions implementing the European EyberShield Cybersecurity Alert
System established by Article 3 of Regulation (EU) 2023/XX, the applicable rules

shall be those set out in Articles 4 and 5 of Regulation (EU) 2023/XX. In the case of
conflict between the provisions of this Regulation and Articles 4 and 5 of Regulation

(EU) 2023/XX, the latter shall prevail and apply to those specific actions.

Article 19 is replaced by the following:

‘Grants under the Programme shall be awarded and managed in accordance with Title
VIII of the Financial Regulation and may cover up to 100 % of the eligible costs,
without prejudice to the co-financing principle as laid down in Article 190 of the
Financial Regulation. Such grants shall be awarded and managed as specified for each

specific objective.

Support in the form of grants may be awarded directly by the ECCC without a call for
proposals to the National SOCs selected Member States referred to in Article 4 of
Regulation XXXX and the Hosting Consortium referred to in Article 5 of Regulation
XXXX, in accordance with Article 195(1), point (d) of the Financial Regulation.
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Whereas:

@)

3)

The magnitude, frequency and impact of cybersecurity incidents are increasing, including
supply chain attacks aiming at cyberespionage, ransomware or disruption. They represent a
major threat to the functioning of network and information systems. In view of the fast-
evolving threat landscape, the threat of possible large-scale incidents causing significant
disruption or damage to critical infrastructures demands heightened preparedness at all
levels of the Union’s cybersecurity framework. That threat goes beyond Russia’s military
aggression on Ukraine, and is likely to persist given the multiplicity of state-aligned,
criminal and hacktivist actors involved in current geopolitical tensions. Such incidents can
impede the provision of public services and the pursuit of economic activities, including in
sectors of high criticality or highly other critical sectors, generate substantial financial
losses, undermine user confidence, cause major damage to the economy of the Union, and
could even have health or life-threatening consequences. Moreover, cybersecurity incidents
are unpredictable, as they often emerge and evolve within very short periods of time, not
contained within any specific geographical area, and occurring simultaneously or spreading

instantly across many countries.

It is necessary to strengthen the competitive position of industry and services sectors in the
Union across the digitised economy and support their digital transformation, by reinforcing
the level of cybersecurity in the Digital Single Market. As recommended in three different
proposals of the Conference on the Future of Europe?’, it is necessary to increase the
resilience of citizens, businesses and entities operating critical infrastructures against the
growing cybersecurity threats, which can have devastating societal and economic impacts.
Therefore, investment in infrastructures and services that will support faster detection and
response to cybersecurity threats and incidents is needed, and Member States need
assistance in better preparing for, as well as responding to significant and large-scale

cybersecurity incidents. Building on the existing structures and in close cooperation with

them, Fthe Union should also increase its capacities in these areas, notably as regards the

collection and analysis of data on cybersecurity threats and incidents.

27

https://futureu.europa.eu/en/
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®)

(12)

It is necessary to strengthen the detection and situational awareness of cyber threats and
incidents throughout the Union and to strengthen solidarity by enhancing Member States’
and the Union’s preparedness and capabilities to respond to significant and large-scale
cybersecurity incidents. Therefore a pan-European infrastructure of SOCs (European

Cybersecurity Shield-Alert System) should be deployed to build and-enhance eommeon

coordinated detection and situational awareness capabilities and enhance the existing

ones; a Cybersecurity Emergency Mechanism should be established to support Member
States upon their request in preparing for, responding to, and immediate initially
recovering from significant and large-scale cybersecurity incidents; a Cybersecurity Incident
Review Mechanism should be established to review and assess specific significant or large-
scale incidents, with due respect for Member State competences and without

duplication of the activities conducted by the CSIRT network, EU-CYCLONe and the

NIS Cooperation Group. These actions shall be without prejudice to Articles 107 and 108

of the Treaty on the Functioning of the European Union (‘TFEU”).

To achieve these objectives, it is also necessary to amend Regulation (EU) 2021/694 of the
European Parliament and of the Council?® in certain areas. In particular, this Regulation
should amend Regulation (EU) 2021/694 as regards adding new operational objectives
related to the European Cybersecurity Shield Alert System and the Cyber Emergency

Mechanism under Specific Objective 3 of DEP, which aims at guaranteeing the resilience,
integrity and trustworthiness of the Digital Single Market, at strengthening capacities to
monitor cyber-attacks and threats and to respond to them, and at reinforcing cross-border
cooperation on cybersecurity. This will be complemented by the specific conditions under
which financial support may be granted for those actions should be established and the
governance and coordination mechanisms necessary in order to achieve the intended
objectives should be defined. Other amendments to Regulation (EU) 2021/694 should
include descriptions of proposed actions under the new operational objectives, as well as

measurable indicators to monitor the implementation of these new operational objectives.

To more effectively prevent, assess and respond to cyber threats and incidents, it is

necessary to develop more comprehensive knowledge about the threats to critical assets and

28

Regulation (EU) 2021/694 of the European Parliament and of the Council of 29 April 2021
establishing the Digital Europe Programme and repealing Decision (EU) 2015/2240 (OJ L
166, 11.5.2021, p. 1).
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(13)

infrastructures on the territory of the Union, including their geographical distribution,
interconnection and potential effects in case of cyber-attacks affecting those
infrastructures. A large-scale Union infrastructure of SOCs should be deployed (‘the

European Cybersecurity Shield Alert System’), comprising of several interoperating cross-

border platforms, each grouping together several National SOCs . That Commented [A79]: This task should be fulfilled by national
CSIRTs.Same for the rest of the text.
infrastructure should serve national and Union cybersecurity interests and needs, leveraging Formatted: Font: (Default) +Headings CS (Times New

. . . R , Underli
state of the art technology for advanced data collection and analytics tools, enhancing cyber Sl N Ul

detection and management capabilities and providing real-time situational awareness. That
infrastructure should serve to increase detection of cybersecurity threats and incidents and
thus complement and support Union entities and networks responsible for crisis
management in the Union, notably the EU Cyber Crises Liaison Organisation Network
(‘EU-CyCLONge’), as defined in Directive (EU) 2022/2555 of the European Parliament and

of the Council®.

Participation in the European €yber-Shield Cybersecurity Alert System should be
voluntary for Member States. Each Member State that decides to join the European

Formatted: Font: (Default) +Headings CS (Times New
Roman), Strikethrough

Formatted: Font: (Default) +Headings CS (Times New
Roman), Underline

in-that Member-State: These National SOCs hubs should have aet as functionalities the

capacity to act as a reference point and gateway at national level for participation in the
European CyberShield Cybersecurity Alert System and should be capable of detecting,
aggregating and analysing data relevant to cyber threats and incidents, by using in

particular state-of-the-art technologies and that would be shared appropriately with

the CSIRT network in order to support the network conducting its activities. They

should also ensure that cyber threat information from public and private entities is

shared and collected at national level in an effective and streamlined manner. Member

States should be able to-decide-to designate an existing entity such as a CSIRT or

existing national platforms to conduct the functions of National SOC hub, or establish

a new one. Member States should also be able to decide to designate, at the national
level, different entities to carry out the different functionalities of the National SOC

hub.

2 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022
on measures for a high common level of cybersecurity across the Union, amending Regulation
(EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148
(NIS 2 Directive) (OJ L 333, 27.12.2022, p. 80).
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(14)

(142)

As part of the European Cybersecurity Alert System Shield, a number of Cross-border

Cybersecurity Operations Centres (‘Cross-border SOCs’) should be established. These

should bring together National SOCs,_ from at least three Member States, so that the Formatted: Font: (Default) +Headings CS (Times New
Roman), Strikethrough
benefits of cross-border threat detection and information sharing and management can be Formatted: Font: (Default) +Headings CS (Times New

Roman), Underline

fully achieved. The general objective of Cross-border SOCs should be to strengthen
capacities to analyse, prevent and detect cybersecurity threats and to support the production
of high-quality intelligence on cybersecurity threats, notably through the sharing of
information data from various sources, public or private, as well as through the sharing and
joint use of state-of-the-art tools, and jointly developing detection, analysis and prevention
capabilities in a trusted environment. They should provide new additional capacity, building
upon and complementing existing SOCs and computer incident response teams (‘CSIRTs”)

and other relevant actors.

A Member State selected by the European Cybersecurity Competence Centre (ECCC)
following a call for expression of interest to set up a National SOC Hub or enhance the
capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Member State should be eligible to receive a
grant to operate the tools and infrastructures. A Hosting Consortium consisting of at
least three Member States, which has been selected by the ECCC following a call for
expression of interest to set up a Cross-border collaboration SOC Platform or enhance
the capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Hosting Consortium should be eligible to
receive a grant to operate the tools and infrastructures. In accordance with Article
165(2) of Regulation EU 2018/1046, and Article 90 of Decision no GB/2023/1 of the
Governing Board of the ECCC, the procurement procedure to purchase the relevant
tools and infrastructures should be carried out jointly by the ECCC and relevant
contracting authorities from the Member States selected following these calls for
expressions of interest. Private entities should therefore not be eligible to participate in
the calls for expression of interest to jointly purchase tools and infrastructures with the
ECCC, or to receive grants to operate those tools and infrastructures. However, the
Member States should have the possibility to involve private entities in the setting up,
enhancement and operation of their National SOC Hubs and Cross-border SO€s r{g:n?:)ttgtdnk':t)rr\]:o lfl;sfault) +Headings CS (Times New
Platforms in other ways which they deem appropriate, in compliance with national

and Union law.
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(15)

a7

At national level, the monitoring, detection and analysis of cyber threats is typically ensured
by SOCs of public and private entities, in combination with CSIRTs. In addition, CSIRTs
exchange information in the context of the CSIRT network, in accordance with Directive
(EU) 2022/2555. The Cross-border SOCs should constitute a new capability that is

complementary to the CSIRTs network and will cooperate closely with it, by pooling data

and sharing information data on cybersecurity threats from public and private entities,
enhancing the value of such data through expert analysis and jointly acquired infrastructures
and state of the art tools, and contributing to the development of Union capabilities and

technological sovereignty.

Shared situational awareness among relevant authorities is an indispensable prerequisite for
Union-wide preparedness and coordination with regards to significant and large-scale
cybersecurity incidents. Directive (EU) 2022/2555 establishes the EU-CyCLONe to support
the coordinated management of large-scale cybersecurity incidents and crises at operational
level and to ensure the regular exchange of relevant information among Member States and

Union institutions, bodies and agencies. Formatted: Font: (Default) +Headings CS (Times New
Roman), Underline

Formatted: Font: (Default) +Headings CS (Times New
Roman), Strikethrough

ineident: In this context, due regard should be paid to the need-to-know principle and to the

potentially sensitive nature of the information shared, _ Formatted: Font: (Default) +Headings CS (Times New
Roman), Underline

139



(18)  Entities participating in the European Cybersecurity Alert System Shield should ensure a

high-level of interoperability among themselves including, as appropriate, as regards data
formats, taxonomy, data handling and data analysis tools, and secure communications
channels, a minimum level of application layer security, situational awareness dashboard,
and indicators. The adoption of a common taxonomy and the development of a template for

situational reports to describe the-teehnieal causes and-impaets-ofeyberseeunrity detected

cyber threats and cybersecurity risks, should take into account existing work done in

the context of the implementation of Directive (EU) 2022/2555.

(19) In order to enable the exchange of information data on cybersecurity threats from various
sources, on a large-scale basis, in a trusted environment, entities participating in the

European Cybersecurity Alert System Shield should be equipped with state-of-the-art and

highly-secure tools, equipment and infrastructures. The Commission should be able to

issue guidance in this respect. This should make it possible to improve collective detection

capacities and timely warnings to authorities and relevant entities, notably by using the latest

artificial intelligence and data analytics technologies.

(20) By collecting, correlating, sharing and exchanging data and information, the European
Cyber-Shield Cybersecurity Alert System should enhance the Union’s technological
sovereignty. The pooling of high-quality curated data should also contribute to the
development of advanced artificial intelligence and data analytics technologies. It should be
facilitated through the connection of the European €yberShield Cybersecurity Alert
System with the pan-European High Performance Computing infrastructure established by

Council Regulation (EU) 2021/1173%.

30 Council Regulation (EU) 2021/1173 of 13 July 2021 on establishing the European High
Performance Computing Joint Undertaking and repealing Regulation (EU) 2018/1488 (OJ L
256,19.7.2021, p. 3).
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(22)

While the European Cybersecurity Alert System Shield is a civilian project, the cyber

defence community could benefit from stronger civilian detection and situational awareness
capabilities developed for the protection of critical infrastructure. Cross-border SOCs, with
the support of the Commission and the European Cybersecurity Competence Centre
(‘ECCC’), and in cooperation with the High Representative of the Union for Foreign Affairs
and Security Policy (the ‘High Representative’), should gradually develop dedicated
protocols and standards to allow for cooperation with the cyber defence community,
including vetting and security conditions. The development of the European Cybersecurity

Alert System Shield should be accompanied by a reflection enabling future collaboration

with networks and platforms responsible for information sharing in the cyber defence

community, in close cooperation with the High Representative.

Information sharing among participants of the European Cybersecurity Alert System Shield

should comply with existing legal requirements and in particular Union and national data
protection law, as well as the Union rules on competition governing the exchange of
information. The recipient of the information should implement, insofar as the processing of
personal data is necessary, technical and organisational measures that safeguard the rights
and freedoms of data subjects, and destroy the data as soon as they are no longer necessary

for the stated purpose and inform the body making the data available that the data have been

destroyed.
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(25)

In view of the increasing risks and number of cyber incidents affecting Member States, it is

necessary to set up a crisis support instrument, namely the Cyber Emergency Mechanism,

to improve the Union’s resilience to significant and large-scale cybersecurity incidents and
complement Member States’ actions through emergency financial support for preparedness,
response and initial immediate recovery of essential services. That instrument should
enable the rapid deployment of assistance in defined circumstances and under clear
conditions and allow for a careful monitoring and evaluation of how resources have been
used. Whilst the primary responsibility for preventing, preparing for and responding to
cybersecurity incidents and crises lies with the Member States, the Cyber Emergency
Mechanism promotes solidarity between Member States in accordance with Article 3(3) of

the Treaty on European Union (‘TEU’).

The Cyber Emergency Mechanism should provide support to Member States
complementing their own measures and resources, and other existing support options in
case of response to and immediate initial recovery from significant and large-scale
cybersecurity incidents, such as the services provided by the European Union Agency for
Cybersecurity (‘ENISA”) in accordance with its mandate, the coordinated response and the
assistance from the CSIRTs network, the mitigation support from the EU-CyCLONe, as
well as mutual assistance between Member States including in the context of Article 42(7)
of TEU, the PESCO Cyber Rapid Response Teams3! and-Hybrid Rapid Response Teams.

It should address the need to ensure that specialised means are available to support

preparedness and response to cybersecurity incidents across the Union and in third countries.

31

COUNCIL DECISION (CFSP) 2017/ 2315 - of 11 December 2017 - establishing permanent
structured cooperation (PESCO) and determining the list of participating Member States.
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This instrumentRegulation is without prejudice to procedures and frameworks to

coordinate crisis response at Union level, in particular the Union Civil Protection
Mechanism established under Decision No 1313/2013/EU of the European Parliament
and of the CouncilUCPM?3?, the EU Integrated Political Crisis Response Arrangements

under Council Implementing Decision (EU) 2018/1993IPCR* (IPCR Arrangements),
Commission Recommendation 2017/1584>* and Directive (EU) 2022/2555. I

maySupport provided under the Cyber Emergency Mechanism can complement

assistance provided in the context of the Common Foreign and Security Policy and the

Common Security and Defence Policy, including through the Cyber Rapid Response

Teams. Support provided under the Cyber Emergency Mechanism can contribute to or

complement actions implemented in the context of Article 42(7) ef TEU, including

assistance provided by one Member State to another Member State, or form part of the

joint response between the Union and Member States in situations defined referred to in

Article 222 of TFEU. The use implementation of this instrumentRegulation should also
be coordinated with the implementation of measures under the Cyber Diplomacy

Toolbox2s-measures, where appropriate.

Directive (EU) 2022/2555 requires Member States to designate or establish one or more
cyber crisis management authorities and ensure they have adequate resources to carry out
their tasks in an effective and efficient manner. It also requires Member States to identify
capabilities, assets and procedures that can be deployed in the case of a crisis as well as to
adopt a national large-scale cybersecurity incident and crisis response plan where the
objectives of and arrangements for the management of large-scale cybersecurity incidents
and crises are set out. Member States are also required to establish one or more CSIRTs
tasked with incident handling responsibilities in accordance with a well-defined process and
covering at least the sectors, subsectors and types of entities under the scope of that
Directive, and to ensure they have adequate resources to carry out effectively their tasks.

This Regulation is without prejudice to the Commission’s role in ensuring the compliance

32

33

34

Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December
2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).

Council Implementing Decision (EU) 2018/1993 of 11 December 2018 on the EU
Integrated Political Crisis Response Arrangements (OJ L 320, 17.12.2018, p.

Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated
response to large-scale cybersecurity incidents and crises (OJ L 239, 19.9.2017, p. 36).
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by Member States with the obligations of Directive (EU) 2022/2555. The Cyber Emergency
Mechanism should provide assistance for actions aimed at reinforcing preparedness as well
as incident response actions to mitigate the impact of significant and large-scale
cybersecurity incidents, to support immediate initial recovery and/or restore the functioning

of essential services.

As part of the preparedness actions, to promote a consistent approach and strengthen
security across the Union and its internal market, support should be provided for testing and
assessing cybersecurity of entities operating in highly-eritieal sectors of high criticality
identified pursuant to Directive (EU) 2022/2555 in a coordinated manner. For this purpose,
the Commission, with the support of ENISA and in cooperation with the NIS Cooperation
Group established by Directive (EU) 2022/2555, should regularly identify relevant sectors
or subsectors, which should be eligible to receive financial support for coordinated testing at
Union level. The sectors or subsectors should be selected from Annex I to Directive (EU)
2022/2555 (“Sectors of High Criticality’). The coordinated testing exercises should be based
on common risk scenarios and methodologies. The selection of sectors and development of
risk scenarios should take into account relevant Union-wide risk assessments and risk
scenarios, including the need to avoid duplication, such as the risk evaluation and risk
scenarios called for in the Council conclusions on the development of the European Union's
cyber posture to-be conducted by the Commission, the High Representative and the NIS
Cooperation Group, in coordination with relevant civilian and military bodies and agencies
and established networks, including the EU CyCLONe, as well as the risk assessment of
communications networks and infrastructures requested by the Joint Ministerial Call of
Nevers and conducted by the NIS Cooperation Group, with the support of the Commission
and ENISA, and in cooperation with the Body of European Regulators for Electronic
Communications (BEREC), the coordinated risk assessments to be conducted under Article
22 of Directive (EU) 2022/2555 and digital operational resilience testing as provided for in
Regulation (EU) 2022/2554 of the European Parliament and of the Council®. The selection
of sectors should also take into account the Council Recommendation on a Union-wide

coordinated approach to strengthen the resilience of critical infrastructure.

In addition, the Cyber Emergency Mechanism should offer support for other preparedness

actions and support preparedness in other sectors, not covered by the coordinated testing of

35

Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December
2022 on digital operational resilience for the financial sector and amending Regulations
(EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU)
2016/1011
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entities operating in highly-eritieal sectors of high criticality. Those actions could include

various types of national preparedness activities.

The Cyber Emergency Mechanism should also provide support for incident response actions
to mitigate the impact of significant and large-scale cybersecurity incidents, to support
immediate-initial recovery or restore the functioning of essential services. Where
appropriate, it should complement the UCPM to ensure a comprehensive approach to

respond to the impacts of cyber incidents on citizens.

A Union-level Cybersecurity Reserve should gradually be set up, consisting of services from
trusted private providers of managed security services to support response and immediate
initiate recovery actions in cases of significant or large-scale cybersecurity incidents. The
EU Cybersecurity Reserve should ensure the availability and readiness of services. The
services from the EU Cybersecurity Reserve should serve to support national authorities in
providing assistance to affected entities operating in sectors of high criticality or highly
other critical sectors as a complement to their own actions at national level. When
requesting support from the EU Cybersecurity Reserve, Member States should specify the
support provided to the affected entity at the national level, which should be taken into
account when assessing the Member State request. The CSIRT Network established in

Directive EU 2022/2555 can advise the Commission in reviewing requests for support

from the EU Cybersecurity Reserve. The services from the EU Cybersecurity Reserve

may also serve to support Union institutions, bodies and agencies, under similar conditions.

Having overall responsibility for the implementation of the EU Cybersecurity Reserve,

the Commission should be the contracting authority for the procurement of services to

establish the EU Cybersecurity Reserve, insofar as the operation and administration of

those services has not been entrusted to ENISA. Insofar as as the operation and

administration of the EU Cybersecurity Reserve has been entrusted, in full or in part,

to ENISA, ENISA may be the contracting authority for those services with whose

operation and administration it has been entrusted. The procurement procedures to

establish the EU Cybersecurity Reserve should be conducted in accordance with

Regulation EU 2018/1046. The resulting contracts, including any framework contract

and specific contracts implementing a framework contract, should be signed by the

contracting authority and the selected service provider. In addition, the service

provider and the user to which the support under the EU Cybersecurity Reserve is

provided should sign specific agreements which specify the way in which the services

145




(33b)

are to be provided to the affected entities, and the liability conditions towards those

entities in case of damage caused by the services of the EU Cybersecurity Reserve.

These agreements should stipulate that the Commission and ENISA should bear no

contractual liability towards the affected entities for any damages caused by the

services. In order to ensure that these agreements between the service providers and

the users are available when needed, so as to allow the services to be deployed quickly

in case of a request for support from the EU Cybersecurity Reserve, they may be based

on templates prepared by ENISA, after consulting Member States.

Due regard should be given to the role of the Member States in the implementation of

(34

(35)

(36)

the EU Cybersecurity reserve. As Regulation (EU) 2021/694 is the relevant basic act

for actions implementing the EU Cybersecurity Reserve, the actions under the EU

Cyber Reserve should be provided for in the relevant work programmes referred to in

Article 24 of Regulation (EU) 2021/694. In accordance with Article 24(6) of Regulation

(EU) 2021/694, these work programmes should be adopted by the Commission by

means of implementing acts in accordance with the examination procedure referred to

in Article 5 of Regulation (EU) No 182/2011. Furthermore, by virtue of cooperating

with the NIS Cooperation Group, the Commission should ensure that the views of

Member States as regards priorities and evolution of the EU Cybersecurity Reserve

are taken into account.

For the purpose of selecting private service providers to provide services in the context of
the EU Cybersecurity Reserve, it is necessary to establish a set of minimum criteria that

should be included in the call for tenders to select these providers, so as to ensure that the
needs of Member States’ authorities and entities operating in sectors of high criticality or

highly other critical sectors are met.

To support the establishment of the EU Cybersecurity Reserve, the Commission eould
eoensider- should request-requesting ENISA to prepare a candidate certification scheme

pursuant to Regulation (EU) 2019/881 for managed security services in the areas covered by

the Cyber Emergency Mechanism.

In order to support the objectives of this Regulation of promoting shared situational
awareness, enhancing Union’s resilience and enabling effective response to significant and
large-scale cybersecurity incidents, the EU=CyCLONe, the CSIRTs network or the

Commission, with due respect of Member states competences, should be able to ask

ENISA to review and assess threats, known exploitable vulnerabilities and mitigation
actions with respect to a specific significant or large-scale cybersecurity incident. After the

146



G37)

(38)

completion of a review and assessment of an incident, ENISA should prepare an incident
review report, in collaboration with relevant stakeholders, including representatives from the
private sector, Member States, the Commission and other relevant EU institutions, bodies
and agencies. As regards the private sector, ENISA is developing channels for exchanging
information with specialised providers, including providers of managed security solutions
and vendors, in order to contribute to ENISA’s mission of achieving a high common level of
cybersecurity across the Union. Building on the collaboration with stakeholders, including
the private sector, the review report on specific incidents should aim at assessing the causes,
impacts and mitigations of an incident, after it has occurred. Particular attention should be
paid to the input and lessons shared by the managed security service providers that fulfil the
conditions of highest professional integrity, impartiality and requisite technical expertise as
required by this Regulation. The report should be delivered and feed into the work of the
EU=-CyCLONe, the CSIRTs network and the Commission. When the incident relates to a
third country, it should will also be shared by the Commission with the High

Representative.

Taking into account the unpredictable nature of cybersecurity attacks and the fact that they
are often not contained in a specific geographical area and pose high risk of spill-over, the
strengthening of resilience of neighbouring countries and their capacity to respond
effectively to significant and large-scale cybersecurity incidents contributes to the protection
of the Union as a whole. Therefore, third countries associated to the DEP may be supported
from the EU Cybersecurity Reserve, where this is provided for in the respeetive-association
relevant agreement or Association Council decision through which te-the third country

is associated to DEP. The CSIRT Network established in Directive EU 2022/2555 can

advise the Commission in reviewing requests for support from the EU Cybersecurity

Reserve. The funding for DEP- associated third countries should be supported by the
Union in the framework of relevant partnerships and funding instruments for those
countries. The support should cover services in the area of response to and inmediate
initiate recovery from significant or large-scale cybersecurity incidents. The conditions set
for the EU Cybersecurity Reserve and trusted providers in this Regulation should apply
when providing support to the DEP- associated third countries asseeiated-to-DEP.

In order to ensure uniform conditions for the implementation of this Regulation,
implementing powers should be conferred on the Commission to specify the conditions for
the interoperability between Cross-border SOCs; determine the procedural arrangements for

the information sharing related to a potential or ongoing large-scale cybersecurity incident
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between Cross-border SOCs and Union entities; laying-dewn-technical requirementsto
ensure security-of the Eurepean Cyberseeurity Alert System Shield; specify the types

and the number of response services required for the EU Cybersecurity Reserve; and,

specify further the detailed arrangements for allocating the EU Cybersecurity Reserve
support services. Those powers should be exercised in accordance with Regulation (EU)

182/2011 of the European Parliament and of the Council.

[...]
HAVE ADOPTED THIS REGULATION:

Chapter I

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives
1. This Regulation lays down measures to strengthen capacities in the Union to detect, prepare
for and respond to cybersecurity threats and incidents, in particular through the following

actions:

(a) the deployment of a pan-European infrastructure of Security Operations Centres
(‘European Cyber-Shield Cybersecurity Alert System’) to build and enhance common

detection and situational awareness capabilities;

(b) the creation of a Cybersecurity Emergency Mechanism to support Member States in
preparing for, responding to, mitigating the impact and inititating immediate recovery

from significant and large-scale cybersecurity incidents;

(c) the establishment of a European Cybersecurity Incident Review Mechanism to review

and assess significant or large-scale incidents.

2. This Regulation pursues the objective to strengthen solidarity at Union level and enhance

Member States cyber resilience through the following specific objectives:

[...]

(b) to reinforce preparedness of entities operating in sectors of high criticality and highly
other critical sectors across the Union and strengthen solidarity by developing
enhanced eemmen response capacities to handle against significant or large-scale

cybersecurity incidents, including by making Union cybersecurity incident response
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support available for third countries associated to the Digital Europe Programme
(‘DEP’);

(c) to enhance Union resilience and contribute to effective response by reviewing and
assessing significant or large-scale incidents, including drawing lessons learned and,
where appropriate, recommendations upon request and in coordination with Member

States.

This Regulation is without prejudice to the Member States’ prinary responsibility for
safeguarding national security;publie seeurity; and their power to safeguard other
essential State functions, including ensuring the territorial integrity of the State and
maintaining law and order. 2

VWithout prejudice to Article 346 TFEU, the exchange under this Regulation of

information that is confidential pursuant to Union or national rules shall be limited to

that which is relevant and proportionate to the purpose of that exchange. The exchange

of such information shall preserve the confidentiality of the information and protect the

security and commercial interests of the entities concerned, in full respect of trade and

business secrets.

Article 2

Definitions

For the purposes of this Regulation, the following definitions apply:

(-1)

(1

2 (“Nati Formatted: Font: (Default) +Headings CS (Times New

Roman), Strikethrough

Formatted: Font: (Default) +Headings CS (Times New
Roman), Strikethrough

‘Cross-border Security Operations Centre collaboration Platform’ (“Cross-border SOC

collaboration Platform”) means a multi-country platform, established by a written

consortium agreeement that brings together in a coordinated network structure Naational
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SOCs Hubs from at least three Member States whe-form-aHesting Consortiam, and
that is designed to monitor, detect and analyse prevent cyber threats and to prevent

incidents and to support the production of cyber threat high-quality intelligence, notably
through the exchange of information data from-variousseurees;publicand private, as well

as through the sharing of state-of-the-art tools and jointly developing cyber detection,

analysis, and prevention and protection capabilities in a trusted environment;

(3) ‘Hosting Consortium’ means a consortium composed of participating Member Sstates,

represented-byNational SOCs; that have agreed to establish and contribute to the acquisition

of tools and infrastructure for, and operation of, a Cross-border

collaboration Platform;
(4) ‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU) 2022/2555;

(5) ‘entities operating in sectors of high criticality or highly other critical sectors’ means type
of entities listed in Annex I and Annex II of Directive (EU) 2022/2555;

(6) ‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU)
2019/881;

(6a) ‘incident’ means an incident as defined in Article 6, point (6), of Directive (EU)

2022/2555;

(7) ‘significant cybersecurity incident’ means a cybersecurity incident fulfilling criteria set out

in Article 23(3) of Directive (EU) 2022/2555;

(8) ‘large-scale cybersecurity incident’ means an incident as defined in Article 6, point (7) of

Directive (EU)2022/2555;

(8¢) ‘DEP-associated third country’ means a third country which is party to an agreement

with the Union allowing for its participation in the Digital Europe Programme pursuant

to Article 10 of Regulation (EU) 2021/694;

36 Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014
on public procurement and repealing Directive 2004/18/EC (OJ L 94 28.3.2014, p. 65).
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a1 (8a) ‘trusted providers’ means managed security service providers as defined in Article

6, point (40), of Directive (EU) 2022/2555 selected in accordance with Article 16 of this

Regulation.

(8b) ‘CSIRT’ means a CSIRT designated or established pursuant to Article 10 of Directive

(EU) 2022/2555 .

Chapter 11

THE EUROPEAN €¥BER-SHIELD CYBERSECURITY ALERT SYSTEM

Article 3

Establishment of the European Cyber-Shield Cybersecurity Alert System

An interconnected pan-European infrastructure that consists of Natienal SOC hubs-and Formatted: Font: (Default) +Headings CS (Times New
Roman), Strikethrough
Cross-border SO€ collaboration platforms joining on a voluntary basis Seeurity

Operations-Centres(European-Cyber-Shield the European Cybersecurity Alert System>)

shall be established to support the development of advanced capabilities for the Union to

Formatted: Font: (Default) +Headings CS (Times New
Roman), Strikethrough

detect, analyse and process data on cyber threats and incidents in the Union. H-shall-consist-of

erations-Centres{National SOCs }and-Cro derSe

The European C€yberShield Cybersecurity Alert System shall:

(a) pool data and share information data on cyber threats and incidents from various

sources through cross-border SOCs collaboration platforms; Formatted: Font: (Default) +Headings CS (Times New
Roman), Strikethrough

(b) share preduee high-quality, actionable information and cyber threat intelligence,
through the use of state-of-the art tools and advanced technologies such as;netably

Aartificial Hintelligence and data analytics, and share that information and cyber

threat intelligence technologies;
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(c) contribute to better protection and response to cyber threats aned-ineidents by
supporting and cooperating with relevant entities such as competent authorities
designated or established pursuant to Article 8 of Directive (EU) 2022/2555,
CSIRTs and the CSIRTSs network;

(d) contribute to enhanced faster detection of cyber threats and situational awareness

across the Union, and to the issuing of cybersecurity alerts to relevant entities;

(e) provide services and activities for the cybersecurity community in the Union, including

contributing to the development of advanced tools and technologies, such as artificial

intelligence and data analytics teels.

3. Actions implementing the European Cybersecurity Alert System shall be supported
by funding from the Digital Europe Programme and implemented in accordance with

Regulation (EU) 2021/694 and in particular Specific Objective 3 thereof.

Article 4

National Security Operations Centres Hubs

In-erder Where a Member State decides to voluntarily participate in the European Cyber
Shield Cybersecurity Alert System,-each-Member-State it shall designate at least one

National SOE Hub. TheNational SOCshal-be-apublic body:

Following a call for expression of interest, Member States intending to participate in the
European €yber-Shield Cybersecurity Alert System National- SOCs shall be selected by
the European Cybersecurity Competence Centre (‘ECCC’) to take part partieipate in a joint

procurement of tools and infrastructures with the ECCC, in order to set up National
SOC€ hubs or enhance capabilities of an existing one. The ECCC may award grants to the
selected Member States National SOCs to fund the operation of those tools and

infrastructures. The Union financial contribution shall cover up to 50% of the acquisition
152
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costs of the tools and infrastructures, and up to 50% of the operation costs, with the remaining
costs to be covered by the Member State. Before launching the procedure for the acquisition
of the tools and infrastructures, the ECCC and the Member State National-SOC shall

conclude a hosting and usage agreement regulating the usage of the tools and infrastructures.

A Member State National SO€ selected pursuant to paragraph 2 shall commit to apply for
their National SO€ hubs to participate in a Cross-border SO€ collaboration
Platform within two years from the date on which the tools and infrastructures are acquired,
or on which it receives grant funding, whichever occurs sooner. If a Member State’s
National SOC hub is not a participant in a Cross-border SOC _collaboration Platform by that
time, the Member State it shall not be eligible for additional Union support under this
Chapter Regulation.

Article 5

Cross-border Security Operations Centres-collaboration Platforms

A Hosting Consortium consisting of at least three Member States, represented-byNational
SOCs, committed to ensuring that their National SOC€ hubs work werking
together to coordinate their cyber-detection and threat monitoring activities shall be eligible to

participate in actions to establish a Cross-border SO€ collaboration Platform.

Members of the Hosting Consortium shall conclude a written consortium agreement which

sets out their internal arrangements for implementing the hosting and usage Aagreement.

A Cross-border SO€ collaboration Platform shall be represented for legal purposes by a
member of the Hosting Consortium National SOC acting as a coordinator eoordinating

SOC€, or by the Hosting Consortium if it has legal personality.

- The responsibility

for compliance of the cross-border SOC collaboration Platform with this Regulation and

the hosting and usage agreement shall be determined in the written consortium

agreement referred to in paragraph 3.

A Member State may join an existing Hosting Consortium with the agreement of the

Hosting Consortium members. The written consortium agreement referred to in

paragraph 3 and the hosting and usage agreement shall be modified accordingly. This
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shall not affect the ECCC’s ownership rights over the tools and infrastructures already

jointly procured with that Hosting Consortium.

Article 6

Cooperation and information sharing within and between cross-border SOCs collaboration

Platforms

Members of a Hosting Consortium shall ensure that their National SO€ hubs
exchange, in accordance with the Consortium Agreement, relevant information among
themselves within the Cross-border SO€ collaboration Platform including information

relating to cyber threats, near misses, vulnerabilities, technigues-and preeedures, indicators

of compromise, adversarial tactics-threat-actor-speeific information; and cybersecurity
alerts and-reconmmendationsregarding the-eonfiguration-o berseeurity-toolsto-dete
eyber-attaeks, where such information sharing:

[...]

The written consortium agreement referred to in Article 5(3) shall establish:

(a) acommitment to share among the members of the Consortium a-significant-ameunt
ofdata information referred to in paragraph 1, and the conditions under which that

information is to be exchanged;

(b) agovernance framework clarifying and incentivising the sharing of information

referred to in paragraph 1 by all participants;

(c) targets for contribution to the development of advanced tools and technologies, such as

artificial intelligence and data analytics teels.

To encourage exchange of information between Cross-border SOCs collaboration
Platforms, Cross-border SOCs collaboration Platforms shall ensure a high level of
interoperability between themselves. To facilitate the interoperability between the Cross-
border SOCs collaboration Platforms, the Commission may, by means of implementing
actsyafter-consulting the ECCC; specify the conditions for this interoperability. Those
implementing acts shall be adopted in accordance with the examination procedure referred to
in Article 21(2) of this Regulation. Before submitting those draft _implementing

acts to the committee referred to in Article 21(1), the Commission shall consult the
E€€E€ and existing Cross-border SOC collaboration Platforms.
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Cross-border SOCs collaboration Platforms shall conclude cooperation agreements with one

another, specifying information sharing principles among the cross-border platforms.

Article 7

Cooperation and information sharing with Union-level entities and networks

Where the Cross-border collaboration Platforms obtain information relating to

a potential or ongoing large-scale cybersecurity incident, they shall ensure provide that

relevant information is provided to the CSIRTSs network, EJ=CCEONe-the CSIRTs

Article 8

Security

Member States participating in the European Eyber-Shield Cybersecurity Alert System shall
ensure a high level of data security and physical security of the European Eyber-Shield
Cybersecurity Alert System infrastructure, and shall ensure that the infrastructure shall-be is
adequately managed and controlled in such a way as to protect it from threats and to ensure its
security and that of the systems, including that of information and data exchanged through

the infrastructure.

Member States participating in the European Gyber-Shield Cybersecurity Alert System shall
ensure that the sharing of information within the European €yberShield Cybersecurity Alert
System with_any entity other than a public authority or body of a Member State entities
which-are net Member State publie bedies does not negatively affect the security interests

of the Union.
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Chapter 111

CYBER EMERGENCY MECHANISM

Article 9
Establishment of the Cyber Emergency Mechanism

3. A Cyber Emergency Mechanism is established to support improvement of the Union’s
resilience to majer cyberseeurity threats and prepare for and mitigate, in a spirit of
solidarity, the short-term impact of significant and large-scale cybersecurity incidents (the

‘Mechanism’).

Article 10
Type of actions

1.  The Mechanism shall support the following types of actions:

(a) preparedness actions:; inclading
(v) the coordinated preparedness testing of entities operating in sectors of high
criticality highly-eritieal seetors across the Union;

(vi)other preparedness actions for entities operating in sectors of high
criticality eritieal and other-highly critical sectors, including those

involving exercises and trainings and ;

(b) respense actions; supporting response to and initiating immediate recovery from
significant and large-scale cybersecurity incidents, to be provided by trusted providers

participating in the EU Cybersecurity Reserve established under Article 12;

156



(c) mutual assistance actions consisting of the provision of technical support assistanee
from natienal-autherities of one Member State to another Member State, including
partienlar as provided for in Article 11(3), point (f), of Directive (EU) 2022/2555.

Member States may request to participate may-benefitfrom in the actions referred to in
paragraph 1 upenrequest.

Article 11

Coordinated preparedness testing of entities

For the purpose of supporting the coordinated preparedness testing of entities referred to in

Article 10(1), point (a), across the Union, and with due respect to the Member States

competences, the Commission, after consulting the NIS Cooperation Group and ENISA, shall
identify the sectors, or sub-sectors, concerned, from the Sectors of High Criticality listed in
Annex I to Directive (EU) 2022/2555 from which Member States may request to

participate and to this end propose entities to may be subject to the coordinated

preparedness testing.;

. When identifying the sectors or sub-sectors under paragraph 1, the Commission shall

take taking into account existing and planned coordinated risk assessments and resilience

testing at Union level, and the results thereof.

The NIS Cooperation Group in cooperation with the Commission, ENISA, and the High
Representative, shall develop common risk scenarios and methodologies for the coordinated

testing exercises under Article 10 (1) (a) (i). The NIS Cooperation Group, in cooperation

with Commission, ENISA and the High Representative, may develop common risk

scenarios and methodologies for other preparedness actions under Article 10(1)(a)(ii).

Article 12

Establishment of the EU Cybersecurity Reserve

An EU Cybersecurity Reserve shall be established, in order to assist, upon request, users
referred to in paragraph 3, responding or providing support for responding to significant or

large-scale cybersecurity incidents, and immediate initiate recovery from such incidents.

The EU Cybersecurity Reserve shall consist of incident response services from trusted

providers selected in accordance with the criteria laid down in Article 16. The Reserve shall
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include pre-committed services. The services Reserve shall be deployable upon request in

all Member States and in third countries referred to in Article 17 (1).

Users of the services from the EU Cybersecurity Reserve shall include:
[...]
(¢) Users of associated third countries in accordance with Article 17(3).

Users referred to in paragraph 3, point (a), shall use the services granted upon their request
from the EU Cybersecurity Reserve in order to respond or support response to and initiate
immediate-recovery from significant or large-scale incidents affecting entities operating in

sectors of high criticality or highly other critical sectors.

The Commission shall responsibility have overall responsibility for the implementation of

the EU Cybersecurity Reserve. To that end, the Commission, in cooperation with the NIS

Cooperation Group and ENISA, shall determine the priorities and evolution of the EU
Cybersecurity Reserve, in line with the requirements of the users referred to in paragraph 3,
and shall supervise its implementation, and ensure complementarity, consistency, synergies
and links with other support actions under this Regulation as well as other Union actions and

programmes. These priorities shall be revised every two years.

The Commission may shall entrust the operation and administration of the EU Cybersecurity

Reserve, in full or in part, to ENISA, by means of contribution agreements.

ity Reserve; ENISA

shall prepare a mapping of the services needed and their availability, after consulting

Member States the NIS Cooperation Group and the Commission. ENISA shall prepare a

similar mapping, after consulting the the NIS Cooperation Group and the Commission, to

identify the needs of third countries eligible for support from the EU Cybersecurity Reserve

pursuant to Article 17. The Commission, where relevant, may shall seek the views of eonsult

the High Representative.

The Commission may, by means of implementing acts, specify the types and the number of
response services required for the EU Cybersecurity Reserve. Those implementing acts shall
be adopted in accordance with the examination procedure referred to in Article 21(2). Before

submitting those drafting implementing acts to the committee referred to in Article

21(1), the Commission may exchange advice and cooperate with the NIS Cooperation

Group.
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Article 13
Requests for support from the EU Cybersecurity Reserve

The users referred to in Article 12(3) may request services from the EU Cybersecurity
Reserve to support response to and initiate #mmediate-recovery from significant or large-scale

cybersecurity incidents.

To receive support from the EU Cybersecurity Reserve, the users referred to in Article 12(3)
shall take appropriate measures to mitigate the effects of the incident for which the support
is requested, including, where apprepriate relevant, the provision of direct technical

assistance, and other resources to assist the response to the incident, and #nmediate recovery

efforts.

Member States shall inform the CSIRTSs network, and where appropriate EU-CyCLONe,
about their requests for incident response and initiate immediate recovery support pursuant to

this Article.
Requests for incident response and initial #mmediate recovery support shall include:

(a) appropriate information regarding the affected entity and potential impacts of the
incident on affected Member State(s) and users, including the risk of spill over, and

the planned use of the requested support, including an indication of the estimated needs;

(c) where relevant, available information about other forms of support available to the
affected entity, including contractual arrangements in place for incident response and
initial immediate recovery services, as well as insurance contracts potentially covering

such type of incident.

The information provided in accordance with paragraph 5 of this Article shall be
handled in accordance with Union law while preserving the security and commercial

interests of the entity concerned.

Article 14

Implementation of the support from the EU Cybersecurity Reserve
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Requests for support from the EU Cybersecurity Reserve, shall be assessed by the
Commission, with the support of ENISA or as defined in contribution agreements under
Article 12(6), and a response shall be transmitted to the users referred to in Article 12(3)

without delay and in any event no later than 72 hours from the submission of the request

to ensure effectiveness of the support action.

To prioritise requests, in the case of multiple concurrent requests, the following criteria shall

be taken into account, where relevant:

[..]

(e) the measures taken by the user to assist the response, and immediate initial recovery

efforts, as referred in Article 13(2) and Article 13(5), point (b).

(f) __ the category of user under Article 12(3) of this Regulation, with higher priority

given to Member State users and Union institutions, bodies and agencies.

Within three esie months from the end of the support action, the users shall provide the
Commission, and ENISA, the CSIRTs network and, where appropiate, EU-CyCLONe
with a summary report about the service provided, results achieved and the lessons learned.
When the user is from a third country as set out in Article 17, such report shall be shared with

the High Representative.

The Commission shall report to the NIS Cooperation Group, on a regular basis and at least

once per year, about the use and the results of the support; enaregular-basis.

Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December
2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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Article 16

Trusted providers

In procurement procedures for the purpose of establishing the EU Cybersecurity Reserve, the
contracting authority shall act in accordance with the principles laid down in the Regulation

(EU, Euratom) 2018/1046 and in accordance with the following principles:

(a) ensure that the services included in the EU Cybersecurity Reserve are such that the
Reserve incladesservieesthat may be deployed in all Member States, taking into
account in particular national requirements for the provision of such services, including

certification or accreditation;

[...]

When procuring services for the EU Cybersecurity Reserve, the contracting authority shall

include in the procurement documents the following selection criteria:

[..]

(d) the provider shall have appropriate security clearance, at least for personnel intended for

service deployments-,where required by a Member State;

(g) the provider shall be able to demonstrate that it has experience in delivering similar
services to relevant national authorities or entities operating in sectors of high

criticality or highly other critical sectors;
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(h) the provider shall be able to provide the service within a short timeframe in the Member

State(s) where it can deliver the service;

(j) once an EU certification scheme for managed security service Regulation (EU)

2019/881 is in place, the provider shall be certified in accordance with that scheme.

Article 17

Support to DEP-associated third countries

A DEP- associated tFhird countryies may request support from the EU Cybersecurity

Reserve where Association-Agreements-concludedregarding their participationin DEP

agreement, decision-er-conditions or Association Council decision through which it is

associated to DEP provides for participation in the Reserve.

Support from the EU Cybersecurity Reserve shall be in accordance with this Regulation, and

shall comply with any specific conditions laid down in the AsseciationAgreements
agreement, or decision er-eonditions referred to in paragraph 1.

In order to enable the Commission to apply the criteria listed in Article 14(2) to requests

from third countries referred to in paragraph 1, pPrior to receiving any support from the

EU Cybersecurity Reserve, third countries shall provide to the Commission and-the High

Representative information about their cyber resilience and risk management capabilities,
including at least information on national measures taken to prepare for significant or large-
scale cybersecurity incidents, as well as information on responsible national entities, including
CSIRTs or equivalent entities, their capabilities and the resources allocated to them. The

Commission shall share this information with the High Representative, for the purpose

of facilitating the cooperation referred to in paragraph 6. Where provisions of Articles 13

and 14 of this Regulation refer to Member States, they shall apply to third countries as set out
in paragraph 1.

The Commission shall inform the NIS Cooperation Group Coeuneil and

cooperateeoordinate with the High Representative about the requests received and the
implementation of the support granted to third countries from the EU Cybersecurity Reserve.
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The Commission shall take into account the opinions of the NIS Cooperation Group and

the High Representative, if such are provided.

Article 17a) 15
Coordination with Union crisis management mechanisms

1. In-eases wWhere a significant cybersecurity incident or a large-scale cybersecurity

incidents originates from or results in a disasters as defined in Article 4, point (1), of

Decision No 1313/2013/EU¢, the support provided under this Regulation for responding
to such incidents shall complement actions under, and be without prejudice, to Decision

No 1313/2013/EU.

2.  In the event of a large-scale—eress-berder cybersecurity incident where the EU

Integrated Political Crisis Response aArrangements under Implementing Decision (EU)

2018/19934 (IPCR Arrangements) are triggered, the support provided under this

Regulation for responding to such incident shall be handled in accordance with the

relevant pretecels-and procedures under the IPCR Arrangements.

Chapter IV

CYBERSECURITY INCIDENT REVIEW MECHANISM

Article 18

Cybersecurity Incident Review Mechanism
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After-consulting Member-States-concerneds-and Aat the request of the Commission, the
EU-CyCLONe or the CSIRTs network, and with the agreement of the Member States

concerned, ENISA shall review and assess threats, vulnerabilities and mitigation actions with
respect to a specific significant or large-scale cybersecurity incident. Following the
completion of a review and assessment of an incident, ENISA shall deliver an incident review
report to the CSIRTs network, the EU-CyCLONe and the Commission to support them in
carrying out their tasks, in particular in view of those set out in Articles 15 and 16 of Directive

(EU) 2022/2555. Whererelevant; When an incident has an impact on a third country, the

Commission shall share the report with the High Representative.

To prepare the incident review report referred to in paragraph 1, ENISA shall collaborate all
relevant stakeholders, including representatives of Member States, the Commission, other
relevant EU institutions, bodies and agencies, managed security services providers and users
of cybersecurity services. Where appropriate, and in-elese-cooperation with the agreement
of the Member State(s) concerned, ENISA shall also collaborate with entities affected by
significant or large-scale cybersecurity incidents. Fo-suppert-thereviews; ENISA-may-alse
consult-othertypes-of stakehelders: Consulted representatives shall disclose any potential

conflict of interest.

The report shall cover a review and analysis of the specific significant or large-scale
cybersecurity incident, including the main causes, vulnerabilities and lessons learned. It shall
protect eonfidential information, in particular in accordance with Union or national law

concerning the protection of sensitive or classified information. If the Member State(s)

concerned so requests, the report shall contain only anonymised data.

Where appropriate, the report shall draw recommendations to improve the Union’s cyber

posture.

With the agreement of the Member State(s) concerned, ENISA may publish Wvhere
pessible;-a version of the report containing only public information. shall be-made-available

Chapter V

FINAL PROVISIONS

Article 19

Amendments to Regulation (EU) 2021/694
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Regulation (EU) 2021/694 is amended as follows:

(M

“4)

&)

Article 6 is amended as follows:
(a) paragraph 1 is amended as follows:
(1)  the following point (aa) is inserted:

‘(aa) support the development of an EU Eyber-Shield Cybersecurity Alert
System, including the development, deployment and operation of National and
Cross-border SOCs collaboration platforms that contribute to situational
awareness in the Union and to enhancing the cyber threat intelligence capacities

of the Union’;

[...]
The following article 16a is added:

In the case of actions implementing the European CyberShield Cybersecurity Alert System
established by Article 3 of Regulation (EU) 2023/XX, the applicable rules shall be those set
out in Articles 4 and 5 of Regulation (EU) 2023/XX. In the case of conflict between the
provisions of this Regulation and Articles 4 and 5 of Regulation (EU) 2023/XX, the latter

shall prevail and apply to those specific actions.
Article 19 is replaced by the following:

‘Grants under the Programme shall be awarded and managed in accordance with Title VIII of
the Financial Regulation and may cover up to 100 % of the eligible costs, without prejudice to
the co-financing principle as laid down in Article 190 of the Financial Regulation. Such grants

shall be awarded and managed as specified for each specific objective.

Support in the form of grants may be awarded directly by the ECCC without a call for
proposals to the National SOCs selected Member States referred to in Article 4 of
Regulation XXXX and the Hosting Consortium referred to in Article 5 of Regulation XXXX,

in accordance with Article 195(1), point (d) of the Financial Regulation.
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IRELAND

Chapter 111

CYBER EMERGENCY MECHANISM

Article 9

Establishment of the Cyber Emergency Mechanism
1. A Cyber Emergency Mechanism is established to support improvement of the Union’s resilience
to cyber threats and prepare for and mitigate, in a spirit of solidarity, the short-term impact of
significant and large-scale cybersecurity incidents (the ‘Mechanism’).
2. Actions implementing the Cyber Emergency Mechanism shall be supported by funding from
DEP and implemented in accordance with Regulation (EU) 2021/694 and in particular Specific
Objective 3 thereof.

Article 16

Trusted providers

1.
(b) ensure the protection of the essential security interests of the Union and each of its
Member States y.of each
Article 17
Support to third countries
1. A DEP-associated third country, may request support

from the EU Cybersecurity Reserve where the agreement, or Association Council decision through
which it is associated to DEP provides for participation in the Reserve.
2. Support from the EU Cybersecurity Reserve shall be in accordance with this Regulation,

and shall comply with any specific conditions laid down in the agreement,

or decision referred to in paragraph 1.
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[..

]

Whereas:

@)

3)

The magnitude, frequency and impact of cybersecurity incidents are increasing, including
supply chain attacks aiming at cyberespionage, ransomware or disruption. They represent a
major threat to the functioning of network and information systems. In view of the fast-
evolving threat landscape, the threat of possible large-scale incidents causing significant
disruption or damage to critical infrastructures demands heightened preparedness

of the Union’s cybersecurity framework. That threat goes beyond Russia’s military
aggression on Ukraine, and is likely to persist given the multiplicity of state-aligned,
criminal and hacktivist actors involved in current geopolitical tensions. Such incidents can
impede the provision of public services and the pursuit of economic activities, including in
sectors of high criticality or highly other critical sectors, generate substantial financial
losses, undermine user confidence, cause major damage to the economy of the Union, and
could even have health or life-threatening consequences. Moreover, cybersecurity incidents
are unpredictable, as they often emerge and evolve within very short periods of time, not
contained within any specific geographical area, and occurring simultaneously or spreading

instantly across many countries.

It is necessary to strengthen the competitive position of industry and services
sectors in the Union across the digitised economy and support their digital transformation,
by reinforcing the level of cybersecurity in the Digital Single Market. As recommended in
three different proposals of the Conference on the Future of Europe®, it is necessary to
increase the resilience of citizens, businesses and entities operating critical
infrastructures against the growing cybersecurity threats, which can have devastating
societal and economic impacts. Therefore, investment in infrastructures and services that
will support faster detection and response to cybersecurity threats and incidents is needed,
and Member States need assistance in better preparing for, as well as responding
to significant and large-scale cybersecurity incidents. the

existing structures and in close cooperation with them, Fthe Union should also increase

its capacities in these areas, notably as regards the collection and analysis of data on

cybersecurity threats and incidents.
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The Union has already taken a number of measures to reduce vulnerabilities and increase the
resilience of critical infrastructures and entities against cybersecurity risks, in particular
Directive (EU) 2022/2555 of the European Parliament and of the Council*’, Commission
Recommendation (EU) 2017/1584*!, Directive 2013/40/EU of the European Parliament and
of the Council** and Regulation (EU) 2019/881 of the European Parliament and of the
Council®. In addition, the Council Recommendation on a Union-wide coordinated approach
to strengthen the resilience of critical infrastructure invites Member States to take urgent and
effective measures, and to cooperate loyally, efficiently, in solidarity and in a coordinated
manner with each other, the Commission and other relevant public authorities as well as the
entities concerned, to enhance the resilience of critical infrastructure used to provide

essential services in the internal market.

The growing cybersecurity risks and an overall complex threat landscape, with a clear risk
of rapid spill-over of cyber incidents from one Member State to others and from a third
country to the Union requires to strengthene« solidarity at Union level to better detect,
prepare for and respond to
cybersecurity threats and incidents. Member States have also invited the Commission to
present a proposal on a new Emergency Response Fund for Cybersecurity in the Council

Conclusions on an EU Cyber Posture®,

40

41

42

43

44

Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December
2022 on measures for a high common level of cybersecurity across the Union, amending
Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU)
2016/1148 (OJ L 333, 27.12.2022).
Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated
response to large-scale cybersecurity incidents and crises (OJ L 239, 19.9.2017, p. 36).
Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on
attacks against information systems and replacing Council Framework Decision
2005/222/JHA (J L 218, 14.8.2013, p. 8).
Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019
on ENISA (the European Union Agency for Cybersecurity) and on information and
communications technology cybersecurity certification and repealing Regulation (EU) No
526/2013 (Cybersecurity Act) (OJ L 151,7.6.2019, p. 15).
Council conclusions on the development of the European Union's cyber posture approved by
the Council at its meeting on 23 May 2022, (9364/22)
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The Joint Communication on the EU Policy on Cyber Defence*s adopted on 10 November
2022 announced an EU Cyber Solidarity Initiative with the following objectives:
strengthening EU detection, situational awareness and

of an EU

response
capabilities by promoting the

, supporting gradual of
an EU-level cybersecurity reserve with services from trusted private providers and testing of

critical entities for potential vulnerabilities based on EU risk assessments.

It is necessary to strengthen the detection and situational awareness of cyber threats and
incidents throughout the Union and to strengthen solidarity by enhancing Member States’
and the Union’s preparedness and capabilities to respond to significant and large-scale
cybersecurity incidents

. Therefore a pan-European

Cybersecurity Shield-Alert System) should be

(European

to build and-enhance

eemmeon-coordinated detection and situational awareness capabilities and enhance -the
existing ; a Cybersecurity Emergency
Mechanism should be established to support Member States upon their request in

preparing for, responding to, and immediate initially recovering from significant and large-

scale cybersecurity incidents; a Cybersecurity Incident Review Mechanism should be
established to review and assess specific significant or large-scale incidents, with due
respect Member State competences and without duplication of the activities

conducted by the CSIRT network, EU-CyCLONe and the NIS Cooperation Group.

These actions shall be without prejudice to Articles 107 and 108 of the Treaty on the
Functioning of the European Union (‘TFEU’).

45

Join Communication to the European Parliament and the Council EU Policy on Cyber
Defence JOIN/2022/49 final
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(12)

To achieve these objectives, it is also necessary to amend Regulation (EU) 2021/694 of the
European Parliament and of the Council in certain areas. In particular, this Regulation
should amend Regulation (EU) 2021/694 as regards adding new operational objectives
related to the European Cybersecurity Shield Alert System and the Cyber Emergency

Mechanism under Specific Objective 3 of DEP, which aims at guaranteeing the resilience,
integrity and trustworthiness of the Digital Single Market, at strengthening capacities to
monitor cyber-attacks and threats and to respond to them, and at reinforcing cross-border
cooperation on cybersecurity. This will be complemented by the specific
conditions under which financial support may be granted for those actions should be
established and the governance and coordination mechanisms necessary in order to achieve
the intended objectives should be defined. Other amendments to Regulation (EU) 2021/694
should include descriptions of proposed actions under the new operational objectives, as
well as measurable indicators to monitor the implementation of these new operational

objectives.

To more effectively prevent, assess and respond to cyber threats and incidents, it is
necessary to develop more comprehensive knowledge about the threats to critical assets and
infrastructures on the territory of the Union, including their geographical distribution,
interconnection and potential effects in case of cyber-attacks affecting those

infrastructures. A large-scale Union should be

(‘the European Cybersecurity Shield Alert System’), comprising of

several interoperating cross-border platforms, each grouping together several National

. That infrastructure should serve national and Union cybersecurity interests
and needs, leveraging state of the art technology for advanced data collection and analytics
tools, enhancing cyber detection and management capabilities and providing
real-time situational awareness. That infrastructure should serve to increase detection of
cybersecurity threats and incidents and thus complement and support Union entities and
networks responsible for crisis management in the Union, notably the EU Cyber Crises
Liaison Organisation Network (‘EU-CyCLONe’), as defined in Directive (EU) 2022/2555 of

the European Parliament and of the Council?’.

46

Regulation (EU) 2021/694 of the European Parliament and of the Council of 29 April 2021
establishing the Digital Europe Programme and repealing Decision (EU) 2015/2240 (OJ L
166, 11.5.2021, p. 1).

47 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022
on measures for a high common level of cybersecurity across the Union, amending Regulation
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(14)

Participation in the European €yber-Shield Cybersecurity Alert System should be
voluntary for Member States. Each Member State that decides to join the European

€yber-Shield Cybersecurity Alert System should designate a National hub

Member-State: These National hub should have aet as functionalities the
capacity to act as a reference point and gateway at national level for participation in the
European CyberShield Cybersecurity Alert System and should be capable of detecting,
aggregating and analysing data relevant to cyber threats and incidents, by using in
particular state-of-the-art technologies

_shar

in order to support the network conducting its

activities. They should also ensure that cyber threat information from public and

private entities is shared and collected at national level in an effective and streamlined

manner. Member States should be able to-deeide-to designate an existing entity such as

a CSIRT or existing national platforms to conduct the functions of National hub

, or establish a new one. Member States should also be able to decide to
designate, at the national level, different entities to carry out the different

functionalities of the National hub

As part of the European Cybersecurity Alert System Shield, a number of Cross-border

Cybersecurity (‘Cross-border

’) should be established. These should bring together National from
at least three Member States, so that the benefits of cross-border threat detection and
information sharing and management can be fully achieved. The general objective of Cross-
border should be to strengthen capacities to analyse, prevent and
detect cybersecurity threats and to support the production of high-quality intelligence on
cybersecurity threats, notably through the sharing of information data from various
sources, public or private, as well as through the sharing and joint use of state-of-the-art
tools, and jointly developing detection, analysis and prevention capabilities in a trusted
environment. They should provide new additional capacity, building upon and
complementing existing computer incident response teams (‘CSIRTs’) and other

relevant actors.

(EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148
(NIS 2 Directive) (OJ L 333, 27.12.2022, p. 80).
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(14a) A Member State selected by the European Cybersecurity Competence Centre (ECCC)

(15)

following a call for expression of interest to set up a National Hub or
enhance the capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Member State should be eligible to receive a
grant to operate the tools and infrastructures. A Hosting Consortium consisting of at
least three Member States, which has been selected by the ECCC following a call for
expression of interest to set up a Cross-border collaboration Platform or
enhance the capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Hosting Consortium should be eligible to
receive a grant to operate the tools and infrastructures. In accordance with Article
165(2) of Regulation EU 2018/1046, and Article 90 of Decision no GB/2023/1 of the
Governing Board of the ECCC, the procurement procedure to purchase the relevant
tools and infrastructures should be carried out jointly by the ECCC and relevant
contracting authorities from the Member States selected following these calls for
expressions of interest. Private entities should therefore not be eligible to participate in
the calls for expression of interest to jointly purchase tools and infrastructures with the
ECCC, or to receive grants to operate those tools and infrastructures. However, the
Member States should have the possibility to involve private entities in the setting up,
enhancement and operation of their National Hub and Cross-border

Platforms in other ways which they deem appropriate, in compliance

with national and Union law.

CSIRTs
exchange information in the context of the CSIRT network, in accordance with Directive
(EU) 2022/2555. The Cross-border should constitute a new
capability that is complementary to the CSIRTs network

cooperate closely with

it, by pooling data and sharing information data on cybersecurity threats from public and
private entities, enhancing the value of such data through expert analysis and jointly
acquired infrastructures and state of the art tools, and contributing to the development of

Union capabilities and technological sovereignty.
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(16)  The Cross-border Support platforms SOCs should act as a central point allowing for a broad
pooling of relevant data and cyber threat intelligence, enable the spreading of threat

information among a large and diverse set of stakeolders %MSLICI] as {e-g- Computer

Emergency Response Teams (‘CERTSs’), CSIRTs, Information Sharing and Analysis Centers
(‘ISACs’), operators of critical infrastructures). The information exchanged among

participants in a Cross-border Support platform SOC€-should be defined between the parties

of the consortium and could include data that do not go beyond national defense and security

interests (c.o from networks and sensors, threat intelligence feeds, indicators of compromise,

and contextualised information about incidents, threats and vilnerabilities, In addition,
Cross-border Support platform SOCs-should also enter into cooperation agreements with
other Cross-border Support platform SOCs.

17) |Shared situational awareness among relevant authorities is an indispensable prerequisite for
Union-wide preparedness and coordination with regards to significant and large-scale
cybersecurity incidents. Directive (EU) 2022/2555 establishes the EU-CyCLONe to support
the coordinated management of large-scale cybersecurity incidents and crises at operational
level and to ensure the regular exchange of relevant information among Member States and

Union institutions, bodies and agencies. Directive (EU) 2022/2555 also establishes the

CSIRTs network to promote swift and effective operational cooperation among all Member

States. To ensure situational awareness and strenghten solidarity, in situations where Cross

Border Support Platforms obtain information related to a potential or ongoing large-scale

cybersecurity incident, they should provide relevant information to the CSIRTSs network.

~In this context,

due regard should be paid to the need-to-know principle and to the potentially sensitive
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(18)

(19)

(20)

nature of the information shared.

Entities participating in the European Cybersecurity Alert System Shield should ensure a

high-level of interoperability among themselves including, as appropriate, as regards data
formats, taxonomy, data handling and data analysis tools, and secure communications
channels, a minimum level of application layer security, situational awareness dashboard,
and indicators. The adoption of a common taxonomy and the development of a template for

situational reports to describe the-technieal causes and-impaets-of eyberseeurity

detected cyber threats and cybersecurity risks, should take into account existing work

done in the context of the implementation of Directive (EU) 2022/2555.

In order to enable the exchange of information data on cybersecurity threats from various
sources, , in a trusted environment, entities participating in the

European Cybersecurity Alert System Shield should be equipped with state-of-the-art and

highly-secure tools, equipment and infrastructures. The Commission should be able to

issue guidance in this respect

. This should make it possible to improve collective
detection capacities and timely warnings to authorities and relevant entities, notably by

using the latest artificial intelligence and data analytics technologies.

By collecting, correlating, sharing and exchanging data and information, the European
Cyber-Shield Cybersecurity Alert System should enhance the Union’s technological
sovereignty. The pooling of high-quality curated data should also contribute to the
development of advanced artificial intelligence and data analytics technologies. It should be

facilitated through the connection of the European Cyber-Shield Cybersecurity Alert
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(22)

System with the pan-European High Performance Computing infrastructure established by

Council Regulation (EU) 2021/1173%8,

While the European Cybersecurity Alert System Shield is a civilian project, the cyber

defence community could benefit from stronger civilian detection and situational awareness

capabilities developed for the protection of critical infrastructure.

The development of the European Cybersecurity

Alert System Shield cshould be accompanied a reflection enabling future

collaboration with networks and platforms responsible for information sharing in the cyber

defence community, in close cooperation with the High Representative

Information sharing among participants of the European Cybersecurity Alert System Shield

should comply with existing legal requirements and in particular Union and national data
protection law, as well as the Union rules on competition governing the exchange of
information. The recipient of the information should implement, insofar as the processing of
personal data is necessary, technical and organisational measures that safeguard the rights
and freedoms of data subjects, and destroy the data as soon as they are no longer necessary

for the stated purpose and inform the body making the data available that the data have been

destroyed.

48 Council Regulation (EU) 2021/1173 of 13 July 2021 on establishing the European High
Performance Computing Joint Undertaking and repealing Regulation (EU) 2018/1488 (OJ L
256,19.7.2021, p. 3).
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(25)

(26)

In view of the increasing risks and number of cyber incidents affecting Member States, it is

necessary to set up a crisis support instrument, namely the Cyber Emergency Mechanism,

to improve the Union’s resilience to significant and large-scale cybersecurity incidents and
complement Member States’ actions through emergency financial support for preparedness,
response and initial immediate recovery of essential services. Commented [A118]: FR : it might be useful to explain what

initial recovery covers.

That instrument should enable the ra«pid deployment of assistance in This notion would benefit from a definition or specification in the
recital part.

. i, o FR will come back with sal.
defined circumstances and under clear conditions and allow for a careful monitoring and W RER Aot W & PRt

. . . o Formatted: Font: (Default) +Headings CS (Times New
evaluation of how resources have been used. Whilst the primary responsibility for Roman), Highlight
preventing, preparing for and responding to cybersecurity incidents and crises lies with the
Member States, the Cyber Emergency Mechanism promotes solidarity between Member

States in accordance with Article 3(3) of the Treaty on European Union (‘TEU’).

The Cyber Emergency Mechanism should provide support to Member States

complementing their own measures and resources, and other existing support options in

case of response to and immediate initial recovery from significant and large-scale Ct_)r_n_nllented [A120]: FR : same comment than above on the
cybersecurity incidents, such as the services provided by the European Union Agency for c——

Cybersecurity (‘ENISA’) in accordance with its mandate, the coordinated response and the

assistance from the CSIRTSs network, the mitigation support from the EU-CyCLONe, as

well as mutual assistance between Member States including in the context of Article 42(7)

of TEU, the PESCO Cyber Rapid Response Teams*’ and Hybrid Rapid Response Teams.

It should address the need to ensure that specialised means are available to support

preparedness and response to cybersecurity incidents across the Union and in third countries.

This instrumentRegulation is without prejudice to procedures and frameworks to

coordinate crisis response at Union level, in particular the Union Civil Protection
Mechanism established under Decision No 1313/2013/EU of the European Parliament
and of the CouncilHEPM, the EU Integrated Political Crisis Response Arrangements

under Council Implementing Decision (EU) 2018/1993IPCR5! (IPCR Arrangements),

49

50

51

COUNCIL DECISION (CFSP) 2017/ 2315 - of 11 December 2017 - establishing permanent
structured cooperation (PESCO) and determining the list of participating Member States.
Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December
2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).

Council Implementing Decision (EU) 2018/1993 of 11 December 2018 on the EU
Integrated Political Crisis Response Arrangements (OJ L 320, 17.12.2018, p.
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Commission Recommendation 2017/1584°> and Directive (EU) 2022/2555. It

maySupport provided under the Cyber Emergency Mechanism can complement

assistance provided in the context of the Common Foreign and Security Policy and the

Common Security and Defence Policy, including through the Cyber Rapid Response

Teams. Support provided under the Cyber Emergency Mechanism can contribute to or

complement actions implemented in the context of Article 42(7) of TEU, including

assistance provided by one Member State to another Member State, or form part of the

joint response between the Union and Member States in situations defined referred to in

Article 222 of TFEU. The use implementation of this instrumentRegulation should also

be coordinated with the implementation of measures under the Cyber Diplomacy

Toolbox2s-meastres, where appropriate.

Assistance provided under this Regulation should be in support of, and complementary to,
the actions taken by Member States at national level. To this end, close cooperation and
consultation between the Commission and the affected Member State should be
ensured. When requesting support under the Cyber Emergency Mechanism, the Member

State should provide relevant information justifying the need for support.

Directive (EU) 2022/2555 requires Member States to designate or establish one or more
cyber crisis management authorities and ensure they have adequate resources to carry out
their tasks in an effective and efficient manner. It also requires Member States to identify
capabilities, assets and procedures that can be deployed in the case of a crisis as well as to
adopt a national large-scale cybersecurity incident and crisis response plan where the
objectives of and arrangements for the management of large-scale cybersecurity incidents
and crises are set out. Member States are also required to establish one or more CSIRTs
tasked with incident handling responsibilities in accordance with a well-defined process and
covering at least the sectors, subsectors and types of entities under the scope of that
Directive, and to ensure they have adequate resources to carry out effectively their tasks.
This Regulation is without prejudice to the Commission’s role in ensuring the compliance
by Member States with the obligations of Directive (EU) 2022/2555. The Cyber Emergency
Mechanism should provide assistance for actions aimed at reinforcing preparedness as well
as incident response actions to mitigate the impact of significant and large-scale
cybersecurity incidents, to support immediate initial recovery and/or restore the functioning

of essential services.

52

Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated
response to large-scale cybersecurity incidents and crises (OJ L 239, 19.9.2017, p. 36).
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(€2))

As part of the preparedness actions, to promote a consistent approach and strengthen
security across the Union and its internal market, support should be provided for testing and
assessing cybersecurity of entities operating in highly-eritieal sectors of high criticality
identified pursuant to Directive (EU) 2022/2555 in a coordinated manner. For this purpose,
the Commission, with the support of ENISA and in cooperation with the NIS Cooperation
Group established by Directive (EU) 2022/2555 , should regularly
identify relevant sectors or subsectors, which should be eligible to receive financial support
for coordinated testing at Union level. The sectors or subsectors should be selected from
Annex I to Directive (EU) 2022/2555 (‘Sectors of High Criticality’). The coordinated testing
exercises should be based on common risk scenarios and methodologies. The selection of
sectors and development of risk scenarios should take into account relevant Union-wide risk
assessments and risk scenarios, including the need to avoid duplication, such as the risk
evaluation and risk scenarios called for in the Council conclusions on the development of
the European Union's cyber posture te-be conducted by the Commission, the High
Representative and the NIS Cooperation Group, in coordination with relevant civilian and
military bodies and agencies and established networks, including the EU CyCLONe, as well
as the risk assessment of communications networks and infrastructures requested by the
Joint Ministerial Call of Nevers and conducted by the NIS Cooperation Group, with the
support of the Commission and ENISA, and in cooperation with the Body of European
Regulators for Electronic Communications (BEREC), the coordinated risk assessments to be
conducted under Article 22 of Directive (EU) 2022/2555 and digital operational resilience
testing as provided for in Regulation (EU) 2022/2554 of the European Parliament and of the
Council™. The selection of sectors should also take into account the Council
Recommendation on a Union-wide coordinated approach to strengthen the resilience of

critical infrastructure.

In addition, the Cyber Emergency Mechanism should offer support for other preparedness
actions and support preparedness in other sectors, not covered by the coordinated testing of

entities operating in highly-eritieal sectors of high criticality. Those actions could include

various types of national preparedness activities.

The Cyber Emergency Mechanism should also provide support for incident response actions

to mitigate the impact of significant and large-scale cybersecurity incidents, to support

53

Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December
2022 on digital operational resilience for the financial sector and amending Regulations
(EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU)
2016/1011
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The CSIRT Network

immediate-initial recovery or restore the functioning of essential services. Where
appropriate, it should complement the UCPM to ensure a comprehensive approach to

respond to the impacts of cyber incidents on citizens.

The Cyber Emergency Mechanism should support assistance provided by Member States to
a Member State affected by a significant or large-scale cybersecurity incident, including by
the CSIRTs network set out in Article 15 of Directive (EU) 2022/2555. Member States
providing assistance should be allowed to submit requests to cover costs related to
dispatching of expert teams in the framework of mutual assistance. The eligible costs could

include travel, accommodation and daily allowance expenses of cybersecurity experts.

A Union-level Cybersecurity Reserve should gradually be set up, consisting of services from
trusted private providers of managed security services to support response and immediate
initiate recovery actions in cases of significant or large-scale cybersecurity incidents. The
EU Cybersecurity Reserve should ensure the availability and readiness of services. The
services from the EU Cybersecurity Reserve should serve to support national authorities in
providing assistance to affected entities operating in sectors of high criticality or highly
other critical sectors as a complement to their own actions at national level. When
requesting support from the EU Cybersecurity Reserve,
Member States should specify the support
provided to the affected entity at the national level, which should be taken into account

when assessing the request.

established in Directive EU 2022/2555

advise the Commission in reviewing requests for support from the EU Cybersecurity

Reserve. The
services from the EU Cybersecurity Reserve may also serve to support Union institutions,

bodies and agencies, under similar conditions.
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(33a) Having overall responsibility for the implementation of the EU Cybersecurity Reserve,

33b

the Commission should be the contracting authority for the procurement of services to

establish the EU Cybersecurity Reserve, insofar as the operation and administration of

those services has not been entrusted to ENISA. Insofar as as the operation and

administration of the EU Cybersecurity Reserve has been entrusted, in full or in part,

to ENISA, ENISA may be the contracting authority for those services with whose

operation and administration it has been entrusted. The procurement procedures to

establish the EU Cybersecurity Reserve should be conducted in accordance with

Regulation EU 2018/1046. The resulting contracts, including any framework contract

and specific contracts implementing a framework contract, should be signed by the

contracting authority and the selected service provider. In addition, the service

provider and the user to which the support under the EU Cybersecurity Reserve is

provided should sign specific agreements which specify the way in which the services

are to be provided to the affected entities, and the liability conditions towards those

entities in case of damage caused by the services of the EU Cybersecurity Reserve.

These agreements should stipulate that the Commission and ENISA should bear no

contractual liability towards the affected entities for any damages caused by the

services. In order to ensure that these agreements between the service providers and

the users are available when needed, so as to allow the services to be deployed quickly

in_case of a request for support from the EU Cybersecurity Reserve, they may be based

on templates prepared by ENISA, after consulting Member States.

Member States in
the f the EU
Cybersecurity reserve. As Regulation (EU) 2021/694 is the relevant basic act for

actions implementing the EU Cybersecurity Reserve, the actions under the EU Cyber

Reserve should be provided for in the relevant work programmes referred to in Article

24 of Regulation (EU) 2021/694. In accordance with Article 24(6) of Regulation (EU)

2021/694, these work programmes should be adopted by the Commission by means of

implementing acts in accordance with the examination procedure referred to in Article

5 of Regulation (EU) No 182/2011. Furthermore, by virtue of cooperating with the NIS

Cooperation Group, the Commission should ensure that the views of Member States as

regards priorities and evolution of the EU Cybersecurity Reserve are taken into

account.
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For the purpose of selecting private service providers to provide services in the context of
the EU Cybersecurity Reserve, it is necessary to establish a set of minimum criteria that

should be included in the call for tenders to select these providers, so as to ensure that the
needs of Member States’ authorities and entities operating in sectors of high criticality or

highly other critical sectors are met.

To support the establishment of the EU Cybersecurity Reserve, the Commission eould
eensider- should request-requesting ENISA to prepare a candidate certification scheme

pursuant to Regulation (EU) 2019/881 for managed security services in the areas covered by

the Cyber Emergency Mechanism.

In order to support the objectives of this Regulation of promoting shared situational
awareness, enhancing Union’s resilience and enabling effective response to significant and
large-scale cybersecurity incidents, the EU=CyCLONe, the CSIRTSs network or the

Commission, with due respect of Member states competences, should be able to ask

ENISA to review and assess threats, known exploitable vulnerabilities and mitigation

actions with respect to a specific significant or large-scale cybersecurity incident.

After the completion of a review and assessment of an Commented [A130]: FR : new proposal to ensure that the
information requested by the COM can not be provided by EU
incident, ENISA should prepare an incident review report, in collaboration with relevant CyCLONe / CSIRT network

stakeholders, including representatives from the private sector, Member States, the
Commission and other relevant EU institutions, bodies and agencies. As regards the private
sector, ENISA is developing channels for exchanging information with specialised
providers, including providers of managed security solutions and vendors, in order to
contribute to ENISA’s mission of achieving a high common level of cybersecurity across the
Union. Building on the collaboration with stakeholders, including the private sector, the
review report on specific incidents should aim at assessing the causes, impacts and
mitigations of an incident, after it has occurred. Particular attention should be paid to the
input and lessons shared by the managed security service providers that fulfil the conditions
of highest professional integrity, impartiality and requisite technical expertise as required by
this Regulation. The report should be delivered and feed into the work of the EU=-
CyCLONe, the CSIRTs network and the Commission. When the incident relates to a third
country, it should will also be shared by the Commission with the High Representative.

Taking into account the unpredictable nature of cybersecurity attacks and the fact that they
are often not contained in a specific geographical area and pose high risk of spill-over, the

strengthening of resilience of neighbouring countries and their capacity to respond
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effectively to significant and large-scale cybersecurity incidents contributes to the protection
of the Union as a whole. Therefore, third countries associated to the DEP may be supported

from the EU Cybersecurity Reserve, where this is provided for in the respeetive-association

relevant agreement or Association Council decision through which te-the third country
is associated to DEP. The CSIRT Network established in Directive EU 2022/2555 can

advise the Commission in reviewing requests for support from the EU Cybersecurity

Reserve. The funding for DEP- associated third countries should be supported by the
Union in the framework of relevant partnerships and funding instruments for those
countries. The support should cover services in the area of response to and immediate
initiate recovery from significant or large-scale cybersecurity incidents. The conditions set
for the EU Cybersecurity Reserve and trusted providers in this Regulation should apply
when providing support to the DEP- associated third countries asseciated-te DEP.

In order to ensure uniform conditions for the implementation of this Regulation,
implementing powers should be conferred on the Commission to specify the conditions for
the interoperability between Cross-border SOCs; determine the procedural arrangements for
the information sharing related to a potential or ongoing large-scale cybersecurity incident
between Cross-border SOCs and Union entities; laying-dewn technieal requirements te
ensureseeurityv-of the Furopean-Cyberseeuritv-AlertSvstem-Shield: specify the types

and the number of response services required for the EU Cybersecurity Reserve; and,

specify further the detailed arrangements for allocating the EU Cybersecurity Reserve
support services. Those powers should be exercised in accordance with Regulation (EU)

182/2011 of the European Parliament and of the Council.

HAVE ADOPTED THIS REGULATION:

Chapter I

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives
This Regulation lays down measures to strengthen capacities in the Union to detect, prepare
for and respond to cybersecurity threats and incidents, in particular through the following

actions:
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(b)

(©

the of a pan-European infrastructure of
(‘European Eyber-Shield Cybersecurity Alert System’) to
situational awareness

build and enhance detection and

capabilities 5

the creation of a Cybersecurity Emergency Mechanism to support Member States in
preparing for, responding to, mitigating the impact and inititating immediate recovery

from significant and large-scale cybersecurity incidents;

the establishment of a European Cybersecurity Incident Review Mechanism to review

and assess significant or large-scale incidents

This Regulation pursues the objective to strengthen solidarity at Union level and enhance

Member States cyber resilience through the following specific objectives:

(@

(b)

(©

to strengthen Union detection and situational
awareness of cyber threats and incidents thus allowing to reinforce the competitive
position of industry and services sectors in the Union across the digital economy and

contribute to the Union’s technological sovereignty in the area of cybersecurity;

to reinforce preparedness of entities operating in sectors of high criticality and highly
other critical sectors

across the Union and strengthen solidarity by developing enhanced eemmen response
capacities to handle against significant or large-scale cybersecurity incidents, including
by making Union cybersecurity incident response support available for third countries

associated to the Digital Europe Programme (‘DEP’);

to enhance Union resilience and contribute to effective response by reviewing and
assessing significant or large-scale incidents, including drawing lessons learned and,
where appropriate, recommendations upon request and in coordination with Member

States.

This Regulation is without prejudice to the Member States’ primary responsibility for
safeguarding national security;publie-seetrity; and their power to safeguard other

essential State functions, including ensuring the territorial integrity of the State and

maintaining law and order. 2
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Without prejudice to Article 346 TFEU, the exchange under this Regulation ¢f

information that is confidential pursuant to Union or national rules shall be limited to

that which is relevant and proportionate to the purpose of that exchange. The exchange

of such information shall preserve the confidentiality of the information and protect the

security and commercial interests of the entities concerned, in full respect of trade and

business secrets.

Article 2

Definitions

For the purposes of this Regulation, the following definitions apply:

-1

(1

‘National Hub (¢ means an
entity designated by and under the authority of a Member State, which has the following

functionalities:

(a) it has the capacity to act as a reference point and gateway to other public and
private organisations at national level for collecting and analysing infermatien on
to a Cross-border

cyber threats and incidents and contribut

collaboration platform;

(b) itis capable of detecting, aggregating, and analysing data relevant to cyber threats

and incidents by using in particular state of the art technologies;

‘Cross-border Security Operations Centre Platform’ (“Cross-

border collaboration Platform”) means a multi-country platform, established

by a written consortium agreeement that brings together in a coordinated network structure

s Hubs from at least three Member States whe-form-aHesting
Ceonsertinm, and that is designed to , detect

Nrational
monitor and analys

prevent cyber threats and to prevent incidents and to support the production of cyber threat
high-quality intelligence, notably through the exchange of information data frem-various

seurees; public-and-private, as well as through the sharing of state-of-the-art tools and jointly

184

Commented [A140]: FR : it would also be relevant to specify
that for non classified information, a Traffic light protocol should
be followed.

Formatted: Indent: Left: 0 cm, First line: 0 cm

Commented [A141]: FR : please see comments in the
recitals.

We suggest to avoid dealing with SOC as it could create
confusion. There are 27 definitions of SOC at the EU level. It
might be relevant to use a neutral word such as « entity ».

Commented [A142]: FR : please see comment above on the
use of the wording SOC

Support to the DE, NL, PL, CZ, DK positions in this regard.

It could be « support platform » or « CTI platform ».

Formatted: Default, Indent: Left: 1 cm, Adjust space
between Latin and Asian text, Adjust space between Asian
text and numbers

Formatted: Font: (Default) +Headings CS (Times New
Roman), 12 pt, English (United States)

Formatted: Font: (Default) +Headings CS (Times New
Roman), 12 pt, Font color: Black, English (United States)

Commented [A143]: FR : proposal to specify that the
Support platform should be put in place to enhance the
monitoring, detection and analysing of cyber threats.

As it contributes to this enhnacement, then it supports the
empowerement of the CSIRT network



€)

“4)
®)

(6)

(62)

(M

®)

developing cyber detection, analysis, and prevention and protection capabilities in a trusted

environment;

fpubls
PUB

‘Hosting Consortium’ means a consortium composed of participating Member Sstates,

represented-by National-SOCs; that have agreed to establish and contribute to the acquisition

of'tools and infrastructure for, and operation of, a Cross-border collaboration

Platform;
‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU) 2022/2555;

‘entities operating in sectors of high criticality or highly other critical sectors’ means type
of entities listed in Annex I and Annex II of Directive (EU) 2022/2555;

‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU)
2019/881;

‘incident’ means an incident as defined in Article 6, point (6), of Directive (EU)

2022/2555;

‘significant cybersecurity incident’ means a cybersecurity incident fulfilling criteria set out

in Article 23(3) of Directive (EU) 2022/2555;

‘large-scale cybersecurity incident’ means an incident as defined in Article 6, point (7) of

Directive (EU)2022/2555;

(8¢) ‘DEP-associated third country’ means a third country which is party to an agreement

with the Union allowing for its participation in the Digital Europe Programme pursuant

to Article 10 of Regulation (EU) 2021/694;

54

Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014
on public procurement and repealing Directive 2004/18/EC (OJ L 94 28.3.2014, p. 65).
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a1 (8a) ‘trusted providers’ means managed security service providers as defined in Article
6, point (40), of Directive (EU) 2022/2555 selected in accordance with Article 16 of this

Regulation.

(8b) ‘CSIRT’ means a CSIRT designated or established pursuant to Article 10 of Directive
(EU) 2022/2555 .

Chapter 11

THE EUROPEAN €¥BER-SHIELD CYBERSECURITY ALERT SYSTEM

Article 3

Establishment of the European Cyber-Shield Cybersecurity Alert System

1.  An interconnected pan-European infrastructure that consists of National hub S Commented [A145]: FR : as already mentionned by DK,
« interconnected » should be clearly defined. For example, it
and Cross-border collaboration platforms joining on a voluntary basis Gotlizo@ disiintitm nile dsliitem P @b 2) 5
- If it is not defined, then we would suggest to withdraw the word
; ; 3 : . « interconnected » as it might create confusion on « what » will
Seeurity- Operations-Centres-(European-Cyber-Shield the European Cybersecurity Alert Nre—]
System?} shall be established to support the development of advanced capabilities for the ST v e i il Nt b @rities D @ (o wensie (o)
. the platform only ?
Union to detection, analysise and process on cyber threats > Will it be shaped as a network ? If so, it might create more
confusion and duplication of efforts with the activities of the
and incidents in the Union. #-shall-censistofall National Seeurity- Operations-Centres CITRIT gt
‘National SOCs>)-and S border-Security-Operation entres{<Cro border-SO Commented [A146]: FR : or « CTI platform » as suggested
by NL
Commented [A147]: FR : wording proposal to clarify what it
entails.
2.
he European CyberShield Cybersecurity Alert System shall: Commented [A148]: FR : proposal in order to be consistent

with amendments incorporated in the recital 2 of the REV2.

(a) pool data and share information data on cyber threats and incidents from various

sources through cross-border s collaboration platforms; Commented [A149]: FR : or « CTI platform »
(b) share high-quality, actionable information and cyber threat intelligence, Commented [A150]: FR : suggestion to define what
« actionable » information means and the purpose ?
through the use of state-of-the art tools and advanced technologies such as;netably Waially i iiforsnitom s izl msitencalile @oagpned o ki

that need analysis

Aartificial intelligence and data analytics, and share that information and cyber

threat intelligence technologies;

(c) contribute to better protection and response to cyber threats anéd-ineidents by

Commented [A151]: FR : proposal to be consistent with

supporting and cooperating with relevant entities such as competent recital 2
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authorities designated or established pursuant to Article 8 of Directive (EU)

2022/2555, CSIRTSs and the CSIRTSs network;

(d) contribute to enhance¢! faster detection of cyber threats and
situational awareness across the Union, :
(e) provide services and activities for the cybersecurity community in the Union, including

contributing to the development of advanced tools and technologies, such as artificial

intelligence and data analytics teels.

3. Actions implementing the European Cybersecurity Alert System shall be supported
by funding from the Digital Europe Programme and implemented in accordance with

Regulation (EU) 2021/694 and in particular Specific Objective 3 thereof.

Article 4

National Hub

In-erder Where a Member State decides to voluntarily participate in the European Cyber
Shield Cybersecurity Alert System,-each-MemberState it shall designate at least one

National SOC Hub. Fhe National SOC-shall be-a-public-body-

Following a call for expression of interest, Member States intending to participate in the
European €yber-Shield Cybersecurity Alert System National SOCs shall be selected by
the European Cybersecurity Competence Centre (‘ECCC’) to take part partieipate in a joint
procurement of tools and infrastructures with the ECCC, in order to set up National

hub s or enhance capabilities of an existing one. The ECCC may
award grants to the selected Member States National SOCs to fund the operation of those
tools and infrastructures. The Union financial contribution shall cover up to 50% of the

acquisition costs of the tools and infrastructures, and up to 50% of the operation costs, with
187
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the remaining costs to be covered by the Member State. Before launching the procedure for
the acquisition of the tools and infrastructures, the ECCC and the Member State Nationat
SOC shall conclude a hosting and usage agreement regulating the usage of the tools and

infrastructures.

A Member State National- SO€ selected pursuant to paragraph 2 shall commit to apply for

their National hub to participate in a Cross-border

collaboration Platform within two years from the date on which the tools and infrastructures

are acquired, or on which it receives grant funding, whichever occurs sooner. If a Member dci?frcn:?:tet?:zgn[cglss]: FR suggests to differentiate two
State’s National hub is not a participant in a Cross-border

collaboration Platform by that time, the Member State it shall not be eligible for additional

Union support under this Chapter Regulation.

Article 5

Cross-border -collaboration Platforms

A Hosting Consortium consisting of at least three Member States, represented-byNational

SOEs, committed to ensur that their National hub s work werking Commented [A156]: FR : typo
together to coordinate cyber-detection and threat monitoring activities shall be eligible to
participate in actions to establish a Cross-border collaboration Platform.

Members of the Hosting Consortium shall conclude a written consortium agreement which

sets out their internal arrangements for implementing the hosting and usage Aagreement.

A Cross-border collaboration Platform shall be represented for legal purposes

by a member of the Hosting Consortium National SOC acting as a coordinator
coordinating SOC, or by the Hosting Consortium if it has legal personality. The-ceordinator

o-ordinatineSO hall-bere asible for-compliance-of-the oss-borde OC-Platfe

responsibility for compliance of the cross-border collaboration Platform

with this Regulation and the hosting and usage agreement shall be determined in the

written consortium agreement referred to in paragraph 3.

A Member State may join an existing Hosting Consortium with the agreement of the

Hosting Consortium members. The written consortium agreement referred to in

paragraph 3 and the hosting and usage agreement shall be modified accordingly. This
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shall not affect the ECCC’s ownership rights over the tools and infrastructures already

jointly procured with that Hosting Consortium.

Article 6

Cooperation and information sharing within and between cross-border
collaboration Platforms

1. Members of a Hosting Consortium shall ensure that their National SOC hubs exchange, in
accordance with the Consortium Agreement, relevant information among themselves
within the Cross-border SOC collaboration Platform including information relating to cyber
threats, near misses , techniques-and precedures, 3
adversarial tacticscthreat-actor-speeific information; and cybersecurity alerts and

attaeks, where such information sharing:

(a) aimsto prevention, detect

respond to or recover from incidents-or to mitigate their impact;

(b) enhances the level of cybersecurity, in particular through raising awareness in relation
to cyber threats, limiting or impeding the ability of such threats to spread, supporting a
range of defensive capabilities, , threat
detection, containment and prevention techniques, mitigation strategies, or response and
recovery stages or promoting collaborative threat research between public and private

entities.
2. The written consortium agreement referred to in Article 5(3) shall establish:

(a) acommitment to share among the members of the Consortium a-significant-ameunt
ofdata information referred to in paragraph 1, and the conditions under which that

information is to be exchanged;

(b) agovernance framework clarifying and incentivising the sharing of information

referred to in paragraph 1 by all participants;

(c) targets for contribution to the development of advanced tools and technologies, such as

artificial intelligence and data analytics teels.
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To encourage exchange of information between Cross-border collaboration

Platforms, Cross-border collaboration Platforms shall ensure a high level of

interoperability between themselves. To facilitate the interoperability between the Cross-

border collaboration Platforms, the Commission may, by means of implementing
actsafter-consulting the ECEE; specify the conditions for this interoperability. Those

implementing acts shall be adopted in accordance with the examination procedure referred to

in Article 21(2) of this Regulation. Before submitting those draft implementing acts to the

committee referred to in Article 21(1), the Commission shall consult the ECCC and

existing Cross-border SOC collaboration Platforms.

Cross-border SOCs collaboration Platforms shall conclude cooperation agreements with one

another, specifying information sharing principles among the cross-border platforms.

Article 7

Cooperation and information sharing with Union-level entities and networks

Where Cross-border collaboration Platforms obtain

information #-relating to a potential or ongoing large-scale cybersecurity incident, they
shall ensure provide that relevant information is provided to the CSIRTSs network, EU-

=CyCLONe, the-CSIRTsnetworks

, in view of their respective crisis

management roles in accordance with Directive (EU) 2022/2555 without undue delay.

The Commission may, by means of implementing acts, determine the procedural
arrangements for the information sharing provided for in paragraphs 1. Those implementing
acts shall be adopted in accordance with the examination procedure referred to in Article

21(2) of this Regulation.

Article 8

Security

Member States participating in the European Gyber-Shield Cybersecurity Alert System shall
ensure a high level of data security and physical security of the European €yberShield
Cybersecurity Alert System infrastructure, and shall ensure that the infrastructure shall-be is
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adequately managed and controlled in such a way as to protect it from threats and to ensure its
security and that of the systems, including that of information and data exchanged through

the infrastructure.

Member States participating in the European Cyber-Shield Cybersecurity Alert System shall
ensure that the sharing of information within the European €yberShield Cybersecurity Alert
System with_any entity other than a public authority or body of a Member State entities
which-are net Member State publie bedies does not negatively affect the security interests
of the Union.

The Commission may. i i issue guidance documents layving- down

A

clarifying the application of paragraphs 1 and 2. Fhese-implementing-actsshall be

this Regulation-In-deing se; When preparing those guidance documents, the
Commission, in cooperation with supperted-by the High Representative, shall take into

account relevant defence-level security standards, in order to facilitate cooperation with

military actors.

Chapter 111

CYBER EMERGENCY MECHANISM

Article 9
Establishment of the Cyber Emergency Mechanism

A Cyber Emergency Mechanism is established to support improvement of the Union’s
resilience to majer cyberseeurity threats and prepare for and mitigate, in a spirit of
solidarity, the short-term impact of significant and large-scale cybersecurity incidents (the

‘Mechanism’).

Article 10
Type of actions

The Mechanism shall support the following types of actions:
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(a) preparedness actions

ncludi
(vii) the coordinated preparedness testing of entities operating in sectors of
high criticality
highly-eritical-seetors across the Union;
(viii) other preparedness actions for entities operating in sectors of

high criticality eritieal and other-highly critical sectors, including those

involving exercises and trainings and ;

(b) respense actions; supporting response to and initiating immediate recovery from
significant and large-scale cybersecurity incidents, to be provided by trusted providers

participating in the EU Cybersecurity Reserve established under Article 12;

(c) mutual assistance actions consisting of the provision of technical support assistanee
from national autherities of one Member State to another Member State, including in
partienlar as provided for in Article 11(3), point (f), of Directive (EU) 2022/2555.

Member States may request to participate may-benefitfrem in the actions referred to in
paragraph 1 upen-request.

Article 11

Coordinated preparedness testing of entities

For the purpose of supporting the coordinated preparedness testing of entities referred to in

Article 10(1), point (a), across the Union, and with due respect to the Member States

competences, the Commission, after consulting the NIS Cooperation Group and ENISA, shall
identify the sectors, or sub-sectors, concerned, from the Sectors of High Criticality listed in
Annex I to Directive (EU) 2022/2555 from which Member States may request to

participate and to this end propose entities to may be subject to the coordinated

preparedness testing.;

1.a. When identifying the sectors or sub-sectors under paragraph 1, the Commission shall

take taking into account existing and planned coordinated risk assessments and resilience

testing at Union level, and the results thereof.

The NIS Cooperation Group in cooperation with the Commission, ENISA, and the High

Representative, shall develop common risk scenarios and methodologies for the coordinated
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testing exercises under Article 10 (1) (a) (i). The NIS Cooperation Group, in cooperation

with Commission, ENISA and the High Representative, may develop common risk

scenarios and methodologies for other preparedness actions under Article 10(1)(a)(ii).

Article 12

Establishment of the EU Cybersecurity Reserve

An EU Cybersecurity Reserve shall be established, in order to assist, upon request, users

referred to in paragraph 3 responding to significant

or large-scale cybersecurity incidents, and fmmediate initiate recovery from such incidents.

The EU Cybersecurity Reserve shall consist of incident response services from trusted

providers selected in accordance with the criteria laid down in Article 16.

. The Reserve shall include
pre-committed services. The serviees Reserve shall be deployable upon request in all

Member States and in third countries referred to in Article 17 (1).

Users of the services from the EU Cybersecurity Reserve shall include:

(a) Member States’ cyber crisis management authorities and CSIRTs as referred to in

Article 9 (1) and (2) and Article 10 of Directive (EU) 2022/2555, respectively;
(b) Union institutions, bodies and agencies.
(c¢) |Users of associated third countries in accordance with Article 17(3).

Users referred to in paragraph 3, point (a), shall use the services granted upon their request
from the EU Cybersecurity Reserve in order to respond or support response to and initiate
immediate-recovery from significant or large-scale incidents affecting entities operating in

sectors of high criticality or highly other critical sectors

The Commission may shall entrust the operation and administration of the EU Cybersecurity

Reserve, in full or in part, to ENISA, by means of contribution agreements.
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shall prepare a mapping of the services needed and their availability, after consulting

Member-States the NIS Cooperation Group and the Commission. ENISA

shall prepare a similar mapping, after consulting

NIS Cooperation Group , to identify the needs of

third countries eligible for support from the EU Cybersecurity Reserve pursuant to Article 17.
The Commission, where relevant, may shall seek the views of eensult the High

Representative.

The Commission may, by means of implementing acts, specify the types and the number of
response services required for the EU Cybersecurity Reserve. Those implementing acts shall
be adopted in accordance with the examination procedure referred to in Article 21(2). Before

submitting those drafting implementing acts to the committee referred to in Article

21(1), the Commission may exchange advice and cooperate with NIS
Cooperation Group )
Article 13

Requests for support from the EU Cybersecurity Reserve

The users referred to in Article 12(3) may request services from the EU Cybersecurity
Reserve to support response to and initiate immediate-recovery from significant or large-scale

cybersecurity incidents.

To receive support from the EU Cybersecurity Reserve, the users referred to in Article 12(3)
shall take appropriate measures to mitigate the effects of the incident for which the support
is requested, including, where apprepriate relevant, the provision of direct technical

assistance, and other resources to assist the response to the incident, and #nmediate recovery

efforts.

Requests for support from users referred to in Article 12(3), point (a), of this Regulation shall
be transmitted to the Commission and ENISA via the Single Point of Contact designated or
established by the Member State in accordance with Article 8(3) of Directive (EU)
2022/2555.

Member States shall inform the CSIRTs network, and EU-CyCLONe, about their requests for

incident response and initialte immediate recovery support pursuant to this Article.
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5. Requests for incident response and initial #mmediate recovery support include :

(a) appropriate information regarding the affected entity and potential impacts
of the incident on users, including the risk of spill
over, and the planned use of the requested support, including an indication of the

estimated needs;

| (b) information about measures taken to mitigate the incident for which the

support is requested, as referred to in paragraph 2;

| (c) where relevant , available information about other forms of support
available to the affected entity, including contractual arrangements in place for incident
response and initial #mmediate recovery services, as well as insurance contracts

potentially covering such type of incident.

5a. The information provided in accordance with paragraph 5 of this Article shall be
handled in accordance with Union law while preserving the security and commercial

interests of the entity concerned.

6.  ENISA, in cooperation with the Commission and
shall develop a template to facilitate the submission of requests for support from the EU

Cybersecurity Reserve.

Article 14
Implementation of the support from the EU Cybersecurity Reserve

Requests for support from the EU Cybersecurity Reserve
shall be assessed by the Commission, with the support of ENISA or as defined
in contribution agreements under Article 12(6), and a response shall be transmitted to the users

referred to in Article 12(3) without delay and in any event no later than 72 hours from the

submission of the request to ensure effectiveness of the support action.

2. To prioritise requests, in the case of multiple concurrent requests, the following criteria shall

be taken into account, where relevant:

[...]

(e) the measures taken by the user to assist the response, and immediate initial recovery
efforts, as referred in Article 13(2) and Article 13(5), point (b).
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() the category of user under Article 12(3) of this Regulation, with higher priority

given to Member State users and Union institutions, bodies and agencies.

The EU Cybersecurity Reserve services shall be provided in accordance with specific
agreements between the service provider and the user to which the support under the EU

Cybersecurity Reserve is provided. Those agreements shall include liability conditions.

Within three ere months from the end of the support action, the users shall provide the

Commission, and ENISA, the CSIRTSs network and, EU-CyCLONe

with a summary report about the service provided, results achieved and the lessons learned.

When the user is from a third country as set out in Article 17, such report shall be shared with

the High Representative.

The Commission shall report to the , on a regular

basis and at least once per year, about the use and the results of the support; enaregular
basis.

Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December

2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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Article 16

Trusted providers

1. Inprocurement procedures for the purpose of establishing the EU Cybersecurity Reserve, the
contracting authority. shall act in accordance with the Commented [A197]: FR : suggest to clarify who will be the
contracting authority.

principles laid down in the Regulation (EU, Euratom) 2018/1046 and in accordance with the

following principles:

(a) ensure that the services included in the EU Cybersecurity Reserve are such that the
Reserve incladesserviees-that may be deployed in all Member States, taking into
account in particular national requirements for the provision of such services, including

certification or accreditation;

[..]

2. When procuring services for the EU Cybersecurity Reserve, the contracting authority shall

include in the procurement documents the following selection criteria:

[...]

(d) the provider shall have appropriate security clearance, at least for personnel intended for

service deployments-,where required by a Member State;

(g) the provider shall be able to demonstrate that it has experience in delivering similar
services to relevant national authorities or entities operating in sectors of high

criticality or highly other critical sectors;

(h) the provider shall be able to provide the service within a short timeframe in the Member

State(s) where it can deliver the service;

(i) the provider shall be able to provide the service in the local language of the Member

State(s) where it can deliver the service, if so required by the Member State;

(j) once an EU certification scheme for managed security service Regulation (EU)

2019/881 is in place, the provider shall be certified in accordance with that scheme.
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Article 17

Support to DEP-associated third countries

A DEP- associated tFhird countryies may request support from the EU Cybersecurity

Reserve where Asseetation-Agreemen oncluded-regarding-thetr-participation-in-DEP

where the

agreement, decision-or-conditions or Association Council decision through which it is

associated to DEP provides for participation in the Reserve.

Support from the EU Cybersecurity Reserve shall be in accordance with this Regulation, and

shall comply with any specific conditions laid down in the AsseciationAgreements
agreement, or decision er-eenditiens referred to in paragraph 1.

Users from associated third countries eligible to receive services from the EU Cybersecurity
Reserve shall include competent authorities such as CSIRTs and cyber crisis management

authorities.

Each third country eligible for support from the EU Cybersecurity Reserve shall designate an

authority to act as a single point of contact for the purpose of this Regulation.

In order to enable the Commission to apply the criteria listed in Article 14(2)

to requests from third countries referred to in paragraph 1. pPrior to receiving any

support from the EU Cybersecurity Reserve, third countries shall provide to the Commission
and-the High Representative information about their cyber resilience and risk management
capabilities, including at least information on national measures taken to prepare for
significant or large-scale cybersecurity incidents, as well as information on responsible
national entities, including CSIRTs or equivalent entities, their capabilities and the resources

allocated to them. The Commission shall share this information with the

High Representative, for the purpose of facilitating the cooperation referred to in

paragraph 6. Where provisions of Articles 13 and 14 of this Regulation refer to Member
States, they shall apply to third countries as set out in paragraph 1.

The Commission shall inform NIS Cooperation Group €Ceuncil and

cooperateeeordinate with the High Representative about the requests received and the
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implementation of the support granted to third countries from the EU Cybersecurity Reserve.

The Commission shall take into account the opinions of the NIS Cooperation Group and

the High Representative, if such are provided.

Article I7a) 15 Commented [A199]: FR : would like to request for a scrutiny
reserve and would come back with additional comments on the
text.

Coordination with Union crisis management mechanisms

1. Ineases wWhere a significant cybersecurity incident or a large-scale cybersecurity

incidents originates from or results in a disasters as defined in Article 4, point (1), of

Decision No 1313/2013/EU>®, the support provided under this Regulation for responding

to such incidents shall complement actions under, and be without prejudice, to Decision

No 1313/2013/EU.

2.  In the event of a large-scale-eress-boerder cybersecurity incident where the EU

Integrated Political Crisis Response aArrangements under Implementing Decision (EU)

2018/19934 (IPCR Arrangements) are triggered, the support provided under this

Regulation for responding to such incident shall be handled in accordance with the

relevant pretecelsand procedures under the IPCR Arrangements.
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Chapter IV

CYBERSECURITY INCIDENT REVIEW MECHANISM

Article 18

Cybersecurity Incident Review Mechanism

After-consulting Member-States-concerneds-and Aat the request of , the
EU-CyCLONe or the CSIRTs network, and with the agreement of the

Member States concerned, ENISA shall review and assess threats,

vulnerabilities and mitigation actions with respect to a specific significant or large-scale Commented [A200]: FR : proposals to be consistent with the
recitals and with the CRA.

cybersecurity incident. Following the completion of a review and assessment of an incident,

ENISA shall deliver an incident review report to the CSIRTs network, the EU-CyCLONe and

the Commission to support them in carrying out their tasks, in particular in view of those set

out in Articles 15 and 16 of Directive (EU) 2022/2555. Where relevant; When an incident

has an impact on a third country, the Commission shall share the report

with the High Representative.

To prepare the incident review report referred to in paragraph 1, ENISA shall collaborate all
relevant stakeholders, including representatives of Member States, the Commission, other
relevant EU institutions, bodies and agencies, managed security services providers and users
of cybersecurity services. Where appropriate, and in-elese-cooperation with the agreement
of the Member State(s) concerned, ENISA shall also collaborate with entities affected by
significant or large-scale cybersecurity incidents. Fe-suppertthereviews ENISA-may-alse
consult-othertypes-of stakehelders: Consulted representatives shall disclose any potential

conflict of interest.

The report shall cover a review and analysis of the specific significant or large-scale

cybersecurity incident, including the main causes, vulnerabilities and

lessons learned. It shall protect eenfidential information, in particular in accordance with

Union or national law concerning the protection of sensitive or classified information. If the Commented [A201]: We suggest to referred to the

Article 346 TFEU.
Member State(s) concerned so requests, the report shall contain only anonymised data.

Where appropriate, the report shall draw recommendations to improve the Union’s cyber

posture.

VWith the agreement of the Member State(s) concerned, ENISA may publish W-here
pessible;-a version of the report containing only public information. shall- be-made-available
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Chapter V

FINAL PROVISIONS

Article 19

Amendments to Regulation (EU) 2021/694

Regulation (EU) 2021/694 is amended as follows:

(1)

)

Article 6 is amended as follows:
(a) paragraph 1 is amended as follows:
(1) the following point (aa) is inserted:

‘(aa) support the development of an EU E€yberShield Cybersecurity Alert
System, including the development, deployment and operation of National and
Cross-border SOCs collaboration platforms that contribute to situational
awareness in the Union and to enhancing the cyber threat intelligence capacities

of the Union’;

[...]
Article 19 is replaced by the following:

‘Grants under the Programme shall be awarded and managed in accordance with Title VIII of
the Financial Regulation and may cover up to 100 % of the eligible costs, without prejudice to
the co-financing principle as laid down in Article 190 of the Financial Regulation. Such grants

shall be awarded and managed as specified for each specific objective.

Support in the form of grants may be awarded directly by the ECCC without a call for
proposals to the National SOCs selected Member States referred to in Article 4 of
Regulation XXXX and the Hosting Consortium referred to in Article 5 of Regulation XXXX,

in accordance with Article 195(1), point (d) of the Financial Regulation.

Support in the form of grants for the Cyber Emergency Mechanism as set out in Article 10 of
Regulation XXXX may be awarded directly by the ECCC to Member States without a call for

proposals, in accordance with Article 195(1), point (d) of the Financial Regulation.
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For actions specified in Article 10(1), point (c) of Regulation 202X/XXXX, the ECCC shall
inform the Commission and ENISA about Member States’ requests for direct grants without a

call for proposals.

For the support of mutual assistance for response to a significant or large-scale cybersecurity
incident as defined in Article 10(c), of Regulation XXXX, and in accordance with Article
193(2), second subparagraph, point (a), of the Financial Regulation, in duly justified cases,
the costs may be considered to be eligible even if they were incurred before the grant

application was submitted.”;
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CROATIA

Recitals — terminology consolidation is necessary

Recital 7

Recital 7 is the first recital mentioning “CSIRT network, EU-CyCLONe and the NIS Cooperation
Group®, so we think that in this recital should be added “established in Directive EU 2022/2555 of
the European Parliament and of the Council®“. Accordingly, this sentence could be deleted in
other recitals (e.g. recital 12 and 33).

Recital 12

Due to changes that has been made in other parts of the Regulation, in recital 12 instead of the term
“National SOCs” the term “National SOC Hub” should be used.

Recital 14

Due to changes that has been made in other parts of the Regulation, in recital 14 (and in any other
parts of the Regulation still using this terms) instead of the terms “Cross-border Cybersecurity
Operations Centres (‘Cross-border SOCs’)” and “Cross-border SOCs“, the term “Cross-border
collaboration SOC Platform” should be used.

Having in mind that “CSIRT” has been already mentioned in recital 13, in that recital should be
added “computer incident response team*. This part of the sentence could be deleted in recital 14.

Recital 36

Instead of the term “providers of managed security solutions”, the term “providers of managed
security services” should be used.

CHAPTER1

Article 1

We propose to add a new paragraph:

“3a. The exchange of information under this Regulation shall not entail the supply of information

the disclosure of which would be contrary to the essential interests of Member States’ national
security, public security or defence .

Article 4

In paragraph 2 singular and plural of the term “National SOC Hub” is used. Considering the content
of this Paragraph, we think that only singular (“National SOC Hub”) should be used in it.
CHAPTER II

57 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022
on measures for a high common level of cybersecurity across the Union, amending
Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU)
2016/1148 (NIS 2 Directive) (OJ L 333, 27.12.2022, p. 80).
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Article 7

We propose to add a new sentence at the end of the Paragraph 2:
“The Commission shall exchange advice and cooperate with EU-CyCLONe and CSIRT Network on

the draft of those implementing acts.”

CHAPTER III

Article 11

We propose to add a new paragraph:

“2a. Member states requests and proposals referred to in Paragraph 1 of this Article shall be
transmitted to the Commission via the Member States’ cyber crisis management authorities referred
to in Article 9 (1) and (2) of Directive (EU) 2022/2555 .

Article 12
Having in mind the operational role that EU-CyCLONe has in accordance with Article 16 of NIS2

directive, EU-CyCLONe should be involved in determination of the priorities and evolution of the
EU Cybersecurity Reserve, mapping of the services and specifying the types and the number of
response services required for the EU Cybersecurity Reserve referred to in Paragraphs 5, 7 and 8 of
this Article.

Paragraphs 5, 7 and 8. should be supplemented accordingly:

5.

“To that end, the Commission, in cooperation with the NIS Cooperation Group, EU-CyCLONe and
ENISA, shall determine the priorities and evolution of the EU Cybersecurity Reserve ...”

7.

“ENISA shall prepare a mapping of the services needed and their availability, after consulting
Member—States the NIS Cooperation Group, EU-CyCLONe and the Commission. ENISA shall
prepare a similar mapping, after consulting the the NIS Cooperation Group and the Commission, to
identify the needs of third countries eligible for support from the EU Cybersecurity Reserve
pursuant to Article 17.”

8.

“The Commission may, by means of implementing acts, specify the types and the number of
response services required for the EU Cybersecurity Reserve. Those implementing acts shall be
adopted in accordance with the examination procedure referred to in Article 21(2). Before
submitting those drafting implementing acts to the committee referred to in Article 21(1), the

Commission should exchange advice and cooperate with the NIS Cooperation Group and EU-

CyCLONe.

Article 13
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Please consider to supplement Paragraph 5 point a) additionally. From the text should be clear that
requests for support from users referred to in Article 12(3), points b) and c) should also include
relevant information on potential impacts of the incident.

In Paragraph 7 we propose to add a new sentence:

“Before submitting those drafting implementing acts to the committee referred to in Article 21(1),
the Commission should exchange advice and cooperate with the NIS Cooperation Group and EU-
CyCLONe.”

Article 14
In Paragraph 4 should be clearly defined how Member States should be consulted. We think that

ENISA should consult NIS Cooperation group on this subject matter.

Taking into account changes that has been made in Recital 33 related to reviewing requests for
support from the EU Cybersecurity Reserve, Article 14 should be supplemented also, but instead of
CSIRT Network we think that EU-CyCLONe should advise Commission on this subject matter.
New paragraph that should be added:

“l.a The EU-CyCLONe should advise the Commission in reviewing requests for support from the

EU Cybersecurity Reserve.’
Recital 33 should be adjusted accordingly.

CHAPTER 1V

Article 18
Please consider to add additional paragraph which will defined that Member States’ cyber crisis

management authorities are MS’s representatives that is going to be communicated in relation to

MS’s agreements referred in this Article.

Additional remark in relation to implementing acts — please consider to define in Regulation
the deadlines for their adoption.

As general remark - national SOC Hub should be eligible to use the EU funding, regardless of
whether MS participates in one of the Cross-Border SOC Platforms.

Regarding the exchange of information, duplication with information exchange activities
which are already done within CSIRT network should be avoided. CSoA activities related to
the exchange of information should support the exchange of information and cooperation

established by the NIS2 Directive.
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LATVIA
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Whereas:

@)

3)

The magnitude, frequency and impact of cybersecurity incidents are increasing, including
supply chain attacks aiming at cyberespionage, ransomware or disruption. They represent a
major threat to the functioning of network and information systems. In view of the fast-
evolving threat landscape, the threat of possible large-scale incidents causing significant
disruption or damage to critical infrastructures demands heightened preparedness at all
levels of the Union’s cybersecurity framework. That threat goes beyond Russia’s military
aggression on Ukraine, and is likely to persist given the multiplicity of state-aligned,
criminal and hacktivist actors involved in current geopolitical tensions. Such incidents can
impede the provision of public services and the pursuit of economic activities, including in
sectors of high criticality or highly other critical sectors, generate substantial financial
losses, undermine user confidence, cause major damage to the economy of the Union, and
could even have health or life-threatening consequences. Moreover, cybersecurity incidents
are unpredictable, as they often emerge and evolve within very short periods of time, not
contained within any specific geographical area, and occurring simultaneously or spreading

instantly across many countries.

It is necessary to strengthen the competitive position of industry and services sectors in the
Union across the digitised economy and support their digital transformation, by reinforcing
the level of cybersecurity in the Digital Single Market. As recommended in three different

S8 it is necessary to increase the

proposals of the Conference on the Future of Europe
resilience of citizens, businesses and entities operating critical infrastructures against the
growing cybersecurity threats, which can have devastating societal and economic impacts.
Therefore, investment in infrastructures and services that will support faster detection and
response to cybersecurity threats and incidents is needed, and Member States need

assistance in better preparing for, as well as responding to significant and large-scale

cybersecurity incidents. Building on the existing structures and in close cooperation with

them, Fthe Union should also increase its capacities in these areas, notably as regards the

collection and analysis of data on cybersecurity threats and incidents.

58

https://futureu.europa.eu/en/
206



(N

®)

(12)

It is necessary to strengthen the detection and situational awareness of cyber threats and
incidents throughout the Union and to strengthen solidarity by enhancing Member States’
and the Union’s preparedness and capabilities to respond to significant and large-scale
cybersecurity incidents. Therefore a pan-European infrastructure of SOCs (European

Cybersecurity Shield-Alert System) should be deployed to build and-enhance eommeon

coordinated detection and situational awareness capabilities and enhance the existing

ones; a Cybersecurity Emergency Mechanism should be established to support Member
States upon their request in preparing for, responding to, and immediate initially
recovering from significant and large-scale cybersecurity incidents; a Cybersecurity Incident
Review Mechanism should be established to review and assess specific significant or large-
scale incidents, with due respect for Member State competences and without

duplication of the activities conducted by the CSIRT network, EU-CYCLONe and the

NIS Cooperation Group. These actions shall be without prejudice to Articles 107 and 108

of the Treaty on the Functioning of the European Union (‘TFEU”).

To achieve these objectives, it is also necessary to amend Regulation (EU) 2021/694 of the
European Parliament and of the Council® in certain areas. In particular, this Regulation
should amend Regulation (EU) 2021/694 as regards adding new operational objectives
related to the European Cybersecurity Shield Alert System and the Cyber Emergency

Mechanism under Specific Objective 3 of DEP, which aims at guaranteeing the resilience,
integrity and trustworthiness of the Digital Single Market, at strengthening capacities to
monitor cyber-attacks and threats and to respond to them, and at reinforcing cross-border
cooperation on cybersecurity. This will be complemented by the specific conditions under
which financial support may be granted for those actions should be established and the
governance and coordination mechanisms necessary in order to achieve the intended
objectives should be defined. Other amendments to Regulation (EU) 2021/694 should
include descriptions of proposed actions under the new operational objectives, as well as

measurable indicators to monitor the implementation of these new operational objectives.

To more effectively prevent, assess and respond to cyber threats and incidents, it is

necessary to develop more comprehensive knowledge about the threats to critical assets and

59

Regulation (EU) 2021/694 of the European Parliament and of the Council of 29 April 2021
establishing the Digital Europe Programme and repealing Decision (EU) 2015/2240 (OJ L
166, 11.5.2021, p. 1).
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(13)

(14)

infrastructures on the territory of the Union, including their geographical distribution,
interconnection and potential effects in case of cyber-attacks affecting those
infrastructures. A large-scale Union infrastructure of SOCs should be deployed (‘the

European Cybersecurity Shield Alert System’), comprising of several interoperating cross-

border platforms, each grouping together several National SOCs. That infrastructure should
serve national and Union cybersecurity interests and needs, leveraging state of the art
technology for advanced data collection and analytics tools, enhancing cyber detection and
management capabilities and providing real-time situational awareness. That infrastructure
should serve to increase detection of cybersecurity threats and incidents and thus
complement and support Union entities and networks responsible for crisis management in
the Union, notably the EU Cyber Crises Liaison Organisation Network (‘EU-CyCLONe”),
as defined in Directive (EU) 2022/2555 of the European Parliament and of the Council®.

Participation in the European €yber-Shield Cybersecurity Alert System should be
voluntary for Member States. Each Member State that decides to join the European

€Cyber-Shield Cybersecurity Alert System should designate a National SOC hub. publie

Member-State- These National SOCs hubs should have aet as-functionalities the
capacity to act as a reference point and gateway at national level for participation in the
European Eyber-Shield Cybersecurity Alert System and should be capable of detecting,
aggregating and analysing data relevant to cyber threats and incidents, by using in

particular state-of-the-art technologies and that would be shared appropriately with

the CSIRT network in order to support the network conducting its activities. They

should also ensure that cyber threat information from public and private entities is

shared and collected at national level in an effective and streamlined manner. Member

States to-decide-to designate an existing entity such as a CSIRT or
national platforms to conduct the functions of National SOC hub, or establish

a new one. Member States should also be able to decide to designate, at the national

level, different entities to carry out the different functionalities of the National SOC

hub.

As part of the European Cybersecurity Alert System Shield, a number of Cross-border

Cybersecurity Operations Centres (‘Cross-border SOCs’) should be established. These

% Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022
on measures for a high common level of cybersecurity across the Union, amending Regulation
(EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148
(NIS 2 Directive) (OJ L 333, 27.12.2022, p. 80).
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(14a)

(15)

should bring together National SOCs from at least three Member States, so that the benefits
of cross-border threat detection and information sharing and management can be fully
achieved. The general objective of Cross-border SOCs should be to strengthen capacities to
analyse, prevent and detect cybersecurity threats and to support the production of high-
quality intelligence on cybersecurity threats, notably through the sharing of information
data from various sources, public or private, as well as through the sharing and joint use of
state-of-the-art tools, and jointly developing detection, analysis and prevention capabilities
in a trusted environment. They should provide new additional capacity, building upon and
complementing existing SOCs and computer incident response teams (‘CSIRTs’) and other

relevant actors.

A Member State selected by the European Cybersecurity Competence Centre (ECCC)
following a call for expression of interest to set up a National SOC Hub or enhance the
capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Member State should be eligible to receive a
grant to operate the tools and infrastructures. A Hosting Consortium consisting of at
least three Member States, which has been selected by the ECCC following a call for
expression of interest to set up a Cross-border collaboration SOC Platform or enhance
the capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Hosting Consortium should be eligible to
receive a grant to operate the tools and infrastructures. In accordance with Article
165(2) of Regulation EU 2018/1046, and Article 90 of Decision no GB/2023/1 of the
Governing Board of the ECCC, the procurement procedure to purchase the relevant
tools and infrastructures should be carried out jointly by the ECCC and relevant
contracting authorities from the Member States selected following these calls for
expressions of interest. Private entities should therefore not be eligible to participate in
the calls for expression of interest to jointly purchase tools and infrastructures with the
ECCC, or to receive grants to operate those tools and infrastructures. However, the
Member States should have the possibility to involve private entities in the setting up,
enhancement and operation of their National SOC Hubs and Cross-border SOCs
Platforms in other ways which they deem appropriate, in compliance with national

and Union law.

At national level, the monitoring, detection and analysis of cyber threats is typically ensured
by SOCs of public and private entities, in combination with CSIRTs. In addition, CSIRTs

exchange information in the context of the CSIRT network, in accordance with Directive
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(18)

(19)

(20)

@1

(EU) 2022/2555. The Cross-border SOCs should constitute a new capability that is

complementary to the CSIRTs network and will cooperate closely with it, by pooling data

and sharing information data on cybersecurity threats from public and private entities,
enhancing the value of such data through expert analysis and jointly acquired infrastructures
and state of the art tools, and contributing to the development of Union capabilities and

technological sovereignty.

Entities participating in the European Cybersecurity Alert System Shield should ensure a

high-level of interoperability among themselves including, as appropriate, as regards data
formats, taxonomy, data handling and data analysis tools, and secure communications
channels, a minimum level of application layer security, situational awareness dashboard,
and indicators. The adoption of a common taxonomy and the development of a template for

situational reports to describe the-teehnieal causes and-impaets-of eybersecurity detected

cyber threats and cybersecurity risks, should take into account existing work done in

the context of the implementation of Directive (EU) 2022/2555.

In order to enable the exchange of information data on cybersecurity threats from various
sources, on a large-scale basis, in a trusted environment, entities participating in the

European Cybersecurity Alert System Shield should be equipped with state-of-the-art and

highly-secure tools, equipment and infrastructures. The Commission should be able to

issue guidance in this respect. This should make it possible to improve collective detection

capacities and timely warnings to authorities and relevant entities, notably by using the latest

artificial intelligence and data analytics technologies.

By collecting, correlating, sharing and exchanging data and information, the European
Cyber-Shield Cybersecurity Alert System should enhance the Union’s technological
sovereignty. The pooling of high-quality curated data should also contribute to the
development of advanced artificial intelligence and data analytics technologies. It should be
facilitated through the connection of the European CyberShield Cybersecurity Alert
System with the pan-European High Performance Computing infrastructure established by

Council Regulation (EU) 2021/117361,

While the European Cybersecurity Alert System Shield is a civilian project, the cyber

defence community could benefit from stronger civilian detection and situational awareness

61 Council Regulation (EU) 2021/1173 of 13 July 2021 on establishing the European High
Performance Computing Joint Undertaking and repealing Regulation (EU) 2018/1488 (OJ L
256,19.7.2021, p. 3).
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capabilities developed for the protection of critical infrastructure. Cross-border SOCs, with
the support of the Commission and the European Cybersecurity Competence Centre
(‘ECCC’), and in cooperation with the High Representative of the Union for Foreign Affairs
and Security Policy (the ‘High Representative’), should gradually develop dedicated
protocols and standards to allow for cooperation with the cyber defence community,
including vetting and security conditions. The development of the European Cybersecurity
Alert System Shield should be accompanied by a reflection enabling future collaboration

with networks and platforms responsible for information sharing in the cyber defence

community, in close cooperation with the High Representative.

Information sharing among participants of the European Cybersecurity Alert System Shield

should comply with existing legal requirements and in particular Union and national data
protection law, as well as the Union rules on competition governing the exchange of
information. The recipient of the information should implement, insofar as the processing of
personal data is necessary, technical and organisational measures that safeguard the rights
and freedoms of data subjects, and destroy the data as soon as they are no longer necessary

for the stated purpose and inform the body making the data available that the data have been

destroyed.
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(25)

(26)

In view of the increasing risks and number of cyber incidents affecting Member States, it is

necessary to set up a crisis support instrument, namely the Cyber Emergency Mechanism,

to improve the Union’s resilience to significant and large-scale cybersecurity incidents and
complement Member States’ actions through emergency financial support for preparedness,
response and initial immediate recovery of essential services. That instrument should
enable the rapid deployment of assistance in defined circumstances and under clear
conditions and allow for a careful monitoring and evaluation of how resources have been
used. Whilst the primary responsibility for preventing, preparing for and responding to
cybersecurity incidents and crises lies with the Member States, the Cyber Emergency
Mechanism promotes solidarity between Member States in accordance with Article 3(3) of

the Treaty on European Union (‘TEU’).

The Cyber Emergency Mechanism should provide support to Member States
complementing their own measures and resources, and other existing support options in
case of response to and immediate initial recovery from significant and large-scale
cybersecurity incidents, such as the services provided by the European Union Agency for
Cybersecurity (‘ENISA”) in accordance with its mandate, the coordinated response and the
assistance from the CSIRTs network, the mitigation support from the EU-CyCLONe, as
well as mutual assistance between Member States including in the context of Article 42(7)
of TEU, the PESCO Cyber Rapid Response Teams®? and-Hybrid Rapid Response Teams.

It should address the need to ensure that specialised means are available to support

preparedness and response to cybersecurity incidents across the Union and in third countries.

This instrumentRegulation is without prejudice to procedures and frameworks to

coordinate crisis response at Union level, in particular the Union Civil Protection
Mechanism established under Decision No 1313/2013/EU of the European Parliament
and of the CouncilUCPM®, the EU Integrated Political Crisis Response Arrangements

under Council Implementing Decision (EU) 2018/1993IPCR% (IPCR Arrangements),

62

63

64

COUNCIL DECISION (CFSP) 2017/ 2315 - of 11 December 2017 - establishing permanent
structured cooperation (PESCO) and determining the list of participating Member States.
Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December
2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).

Council Implementing Decision (EU) 2018/1993 of 11 December 2018 on the EU
Integrated Political Crisis Response Arrangements (OJ L 320, 17.12.2018, p.
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(28)

(29

Commission Recommendation 2017/1584% and Directive (EU) 2022/2555. It

maySupport provided under the Cyber Emergency Mechanism can complement

assistance provided in the context of the Common Foreign and Security Policy and the

Common Security and Defence Policy, including through the Cyber Rapid Response

Teams. Support provided under the Cyber Emergency Mechanism can contribute to or

complement actions implemented in the context of Article 42(7) of TEU, including

assistance provided by one Member State to another Member State, or form part of the

joint response between the Union and Member States in situations defined referred to in

Article 222 of TFEU. The use implementation of this instrumentRegulation should also

be coordinated with the implementation of measures under the Cyber Diplomacy

Toolbox2s-meastres, where appropriate.

Directive (EU) 2022/2555 requires Member States to designate or establish one or more
cyber crisis management authorities and ensure they have adequate resources to carry out
their tasks in an effective and efficient manner. It also requires Member States to identify
capabilities, assets and procedures that can be deployed in the case of a crisis as well as to
adopt a national large-scale cybersecurity incident and crisis response plan where the
objectives of and arrangements for the management of large-scale cybersecurity incidents
and crises are set out. Member States are also required to establish one or more CSIRTs
tasked with incident handling responsibilities in accordance with a well-defined process and
covering at least the sectors, subsectors and types of entities under the scope of that
Directive, and to ensure they have adequate resources to carry out effectively their tasks.
This Regulation is without prejudice to the Commission’s role in ensuring the compliance
by Member States with the obligations of Directive (EU) 2022/2555. The Cyber Emergency
Mechanism should provide assistance for actions aimed at reinforcing preparedness as well
as incident response actions to mitigate the impact of significant and large-scale
cybersecurity incidents, to support immeediate initial recovery and/or restore the functioning

of essential services.

As part of the preparedness actions, to promote a consistent approach and strengthen
security across the Union and its internal market, support should be provided for testing and

assessing cybersecurity of entities operating in highly-eritieal sectors of high criticality
identified pursuant to Directive (EU) 2022/2555 in a coordinated manner. For this purpose,

65

Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated
response to large-scale cybersecurity incidents and crises (OJ L 239, 19.9.2017, p. 36).
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€3]

the Commission, with the support of ENISA and in cooperation with the NIS Cooperation
Group established by Directive (EU) 2022/2555, should regularly identify relevant sectors
or subsectors, which should be eligible to receive financial support for coordinated testing at
Union level. The sectors or subsectors should be selected from Annex I to Directive (EU)
2022/2555 (‘Sectors of High Criticality’). The coordinated testing exercises should be based
on common risk scenarios and methodologies. The selection of sectors and development of
risk scenarios should take into account relevant Union-wide risk assessments and risk
scenarios, including the need to avoid duplication, such as the risk evaluation and risk
scenarios called for in the Council conclusions on the development of the European Union's
cyber posture te-be conducted by the Commission, the High Representative and the NIS
Cooperation Group, in coordination with relevant civilian and military bodies and agencies
and established networks, including the EU CyCLONe, as well as the risk assessment of
communications networks and infrastructures requested by the Joint Ministerial Call of
Nevers and conducted by the NIS Cooperation Group, with the support of the Commission
and ENISA, and in cooperation with the Body of European Regulators for Electronic
Communications (BEREC), the coordinated risk assessments to be conducted under Article
22 of Directive (EU) 2022/2555 and digital operational resilience testing as provided for in
Regulation (EU) 2022/2554 of the European Parliament and of the Council®. The selection
of sectors should also take into account the Council Recommendation on a Union-wide

coordinated approach to strengthen the resilience of critical infrastructure.

In addition, the Cyber Emergency Mechanism should offer support for other preparedness
actions and support preparedness in other sectors, not covered by the coordinated testing of

entities operating in highly-eritieal sectors of high criticality. Those actions could include

various types of national preparedness activities.

The Cyber Emergency Mechanism should also provide support for incident response actions
to mitigate the impact of significant and large-scale cybersecurity incidents, to support
immediate-initial recovery or restore the functioning of essential services. Where
appropriate, it should complement the UCPM to ensure a comprehensive approach to

respond to the impacts of cyber incidents on citizens.

66

Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December
2022 on digital operational resilience for the financial sector and amending Regulations
(EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU)
2016/1011
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A Union-level Cybersecurity Reserve should gradually be set up, consisting of services from
trusted private providers of managed security services to support response and immediate
initiate recovery actions in cases of significant or large-scale cybersecurity incidents. The
EU Cybersecurity Reserve should ensure the availability and readiness of services. The
services from the EU Cybersecurity Reserve should serve to support national authorities in
providing assistance to affected entities operating in sectors of high criticality or highly
other critical sectors as a complement to their own actions at national level. When
requesting support from the EU Cybersecurity Reserve, Member States should specify the
support provided to the affected entity at the national level, which should be taken into
account when assessing the Member State request. The CSIRT Network established in

Directive EU 2022/2555 can advise the Commission in reviewing requests for support

from the EU Cybersecurity Reserve. The services from the EU Cybersecurity Reserve

may also serve to support Union institutions, bodies and agencies, under similar conditions.

Having overall responsibility for the implementation of the EU Cybersecurity Reserve,

the Commission should be the contracting authority for the procurement of services to

establish the EU Cybersecurity Reserve, insofar as the operation and administration of

those services has not been entrusted to ENISA. Insofar as as the operation and

administration of the EU Cybersecurity Reserve has been entrusted, in full or in part,

to ENISA, ENISA may be the contracting authority for those services with whose

operation and administration it has been entrusted. The procurement procedures to

establish the EU Cybersecurity Reserve should be conducted in accordance with

Regulation EU 2018/1046. The resulting contracts, including any framework contract

and specific contracts implementing a framework contract, should be signed by the

contracting authority and the selected service provider. In addition, the service

provider and the user to which the support under the EU Cybersecurity Reserve is

provided should sign specific agreements which specify the way in which the services

are to be provided to the affected entities, and the liability conditions towards those

entities in case of damage caused by the services of the EU Cybersecurity Reserve.

These agreements should stipulate that the Commission and ENISA should bear no

contractual liability towards the affected entities for any damages caused by the

services. In order to ensure that these agreements between the service providers and

the users are available when needed, so as to allow the services to be deployed quickly

in case of a request for support from the EU Cybersecurity Reserve, they may be based

on templates prepared by ENISA, after consulting Member States.
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(33b) Due regard should be given to the role of the Member States in the implementation of

(34)

(35)

(36)

the EU Cybersecurity reserve. As Regulation (EU) 2021/694 is the relevant basic act

for actions implementing the EU Cybersecurity Reserve, the actions under the EU

Cyber Reserve should be provided for in the relevant work programmes referred to in
Article 24 of Regulation (EU) 2021/694. In accordance with Article 24(6) of Regulation

(EU) 2021/694, these work programmes should be adopted by the Commission by

means of implementing acts in accordance with the examination procedure referred to

in Article S of Regulation (EU) No 182/2011. Furthermore, by virtue of cooperating

with the NIS Cooperation Group, the Commission should ensure that the views of

Member States as regards priorities and evolution of the EU Cybersecurity Reserve

are taken into account.

For the purpose of selecting private service providers to provide services in the context of
the EU Cybersecurity Reserve, it is necessary to establish a set of minimum criteria that

should be included in the call for tenders to select these providers, so as to ensure that the
needs of Member States’ authorities and entities operating in sectors of high criticality or

highly other critical sectors are met.

To support the establishment of the EU Cybersecurity Reserve, the Commission eould
eensider- should request-requesting ENISA to prepare a candidate certification scheme

pursuant to Regulation (EU) 2019/881 for managed security services in the areas covered by

the Cyber Emergency Mechanism.

In order to support the objectives of this Regulation of promoting shared situational
awareness, enhancing Union’s resilience and enabling effective response to significant and
large-scale cybersecurity incidents, the EU=CyCLONe, the CSIRTs network or the

Commission, with due respect of Member states competences, should be able to ask

ENISA to review and assess threats, known exploitable vulnerabilities and mitigation
actions with respect to a specific significant or large-scale cybersecurity incident. After the
completion of a review and assessment of an incident, ENISA should prepare an incident
review report, in collaboration with relevant stakeholders, including representatives from the
private sector, Member States, the Commission and other relevant EU institutions, bodies
and agencies. As regards the private sector, ENISA is developing channels for exchanging
information with specialised providers, including providers of managed security solutions
and vendors, in order to contribute to ENISA’s mission of achieving a high common level of
cybersecurity across the Union. Building on the collaboration with stakeholders, including

the private sector, the review report on specific incidents should aim at assessing the causes,
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(37

(3%)

impacts and mitigations of an incident, after it has occurred. Particular attention should be
paid to the input and lessons shared by the managed security service providers that fulfil the
conditions of highest professional integrity, impartiality and requisite technical expertise as
required by this Regulation. The report should be delivered and feed into the work of the
EU=-CyCLONe, the CSIRTs network and the Commission. When the incident relates to a
third country, it should will also be shared by the Commission with the High

Representative.

Taking into account the unpredictable nature of cybersecurity attacks and the fact that they
are often not contained in a specific geographical area and pose high risk of spill-over, the
strengthening of resilience of neighbouring countries and their capacity to respond
effectively to significant and large-scale cybersecurity incidents contributes to the protection
of'the Union as a whole. Therefore, third countries associated to the DEP may be supported

from the EU Cybersecurity Reserve, where this is provided for in the respeetive-asseciation

relevant agreement or Association Council decision through which te-the third country

is associated to DEP. The CSIRT Network established in Directive EU 2022/2555 can

advise the Commission in reviewing requests for support from the EU Cybersecurity

Reserve. The funding for DEP- associated third countries should be supported by the
Union in the framework of relevant partnerships and funding instruments for those
countries. The support should cover services in the area of response to and #mnmediate
initiate recovery from significant or large-scale cybersecurity incidents. The conditions set
for the EU Cybersecurity Reserve and trusted providers in this Regulation should apply
when providing support to the DEP- associated third countries asseeiated-te DEP.

In order to ensure uniform conditions for the implementation of this Regulation,
implementing powers should be conferred on the Commission to specify the conditions for
the interoperability between Cross-border SOCs; determine the procedural arrangements for
the information sharing related to a potential or ongoing large-scale cybersecurity incident
between Cross-border SOCs and Union entities; laying-down technieal requirementsto
ensure security of the Eurepean Cybersecurity Alert System Shield; specify the types

and the number of response services required for the EU Cybersecurity Reserve; and,

specify further the detailed arrangements for allocating the EU Cybersecurity Reserve
support services. Those powers should be exercised in accordance with Regulation (EU)

182/2011 of the European Parliament and of the Council.
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HAVE ADOPTED THIS REGULATION:

Chapter I

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives

1.  This Regulation lays down measures to strengthen capacities in the Union to detect, prepare

for and respond to cybersecurity threats and incidents, in particular through the following

actions:

(@

(b)

(©

the deployment of a pan-European infrastructure of Security Operations Centres
(‘European Eyber-Shield Cybersecurity Alert System’) to build and enhance common

detection and situational awareness capabilities;

the creation of a Cybersecurity Emergency Mechanism to support Member States in
preparing for, responding to, mitigating the impact and inititating immediate recovery
from significant and large-scale cybersecurity incidents;

the establishment of a European Cybersecurity Incident Review Mechanism to review

and assess significant or large-scale incidents.

2. This Regulation pursues the objective to strengthen solidarity at Union level and enhance

Member States cyber resilience through the following specific objectives:

(@

(b)

(©

to strengthen common Union detection and situational awareness of cyber threats and
incidents thus allowing to reinforce the competitive position of industry and services
sectors in the Union across the digital economy and contribute to the Union’s

technological sovereignty in the area of cybersecurity;

to reinforce preparedness of entities operating in sectors of high criticality and highly
other critical sectors across the Union and strengthen solidarity by developing
enhanced eemmen response capacities to handle against significant or large-scale
cybersecurity incidents, including by making Union cybersecurity incident response
support available for third countries associated to the Digital Europe Programme
(‘DEP’);

to enhance Union resilience and contribute to effective response by reviewing and

assessing significant or large-scale incidents, including drawing lessons learned and,
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where appropriate, recommendations upon request and in coordination with Member

States.

This Regulation is without prejudice to the Member States’ primary responsibility for
safeguarding national security;publieseeurity; and their power to safeguard other

essential State functions, including ensuring the territorial integrity of the State and

maintaining law and order. an

Without prejudice to Article 346 TFEU, the exchange under this Regulation of

information that is confidential pursuant to Union or national rules shall be limited to

that which is relevant and proportionate to the purpose of that exchange. The exchange

of such information shall preserve the confidentiality of the information and protect the

security and commercial interests of the entities concerned, in full respect of trade and

business secrets.

Article 2

Definitions

For the purposes of this Regulation, the following definitions apply:

-1

(1

‘National Security Operations Centre Hub’ (“National SOC hub”) means an entity
designated by and under the authority of a Member State, which has the following

functionalities:

(a) it has the capacity to act as a reference point and gateway to other public and
private organisations at national level for collecting and analysing infermatien on
cyber threats and incidents and contributing to a Cross-border SOC collaboration

platform;

(b) itis capable of detecting, aggregating, and analysing data relevant to cyber threats

and incidents by using in particular state of the art technologies;

‘Cross-border Security Operations Centre collaboration Platform’ (“Cross-border SOC

collaboration Platform™) means a multi-country platform, established by a written

consortium agreeement that brings together in a coordinated network structure Nnational

SOCs Hubs from at least three Member States who-form-aHesting-Censertinm, and that is
designed to monitor, detect and analyse prevent cyber threats and to prevent incidents and

to support the production of cyber threat high-quality intelligence, notably through the
exchange of information data frem-variousseurees; public-andprivate, as well as through
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the sharing of state-of-the-art tools and jointly developing cyber detection, analysis, and

prevention and protection capabilities in a trusted environment;

(3) ‘Hosting Consortium’ means a consortium composed of participating Member Sstates

, represented-by National SOCs; that have agreed to establish and Commented [A203]: LV : Changes made in order to secure
that it is not governmental level decision. National SOC hubs
contribute to the acquisition of tools and infrastructure for, and operation of, a Cross-border could be used.

SOC collaboration Platform,;
(4) ‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU) 2022/2555;

(5) ‘entities operating in sectors of high criticality or highly other critical sectors’ means type
of entities listed in Annex I and Annex II of Directive (EU) 2022/2555;

(6) ‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU)
2019/881;

(6a) ‘incident’ means an incident as defined in Article 6, point (6), of Directive (EU)

2022/2555;

(7) ‘significant cybersecurity incident’ means a cybersecurity incident fulfilling criteria set out

in Article 23(3) of Directive (EU) 2022/2555;

(8) ‘large-scale cybersecurity incident’ means an incident as defined in Article 6, point (7) of

Directive (EU)2022/2555;

(8¢) ‘DEP-associated third country’ means a third country which is party to an agreement

with the Union allowing for its participation in the Digital Europe Programme pursuant

to Article 10 of Regulation (EU) 2021/694;

67 Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014
on public procurement and repealing Directive 2004/18/EC (OJ L 94 28.3.2014, p. 65).
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a1 (8a) ‘trusted providers’ means managed security service providers as defined in Article
6, point (40), of Directive (EU) 2022/2555 selected in accordance with Article 16 of this

Regulation.

(8b) ‘CSIRT’ means a CSIRT designated or established pursuant to Article 10 of Directive
(EU) 2022/2555 .

Chapter 11

THE EUROPEAN €¥BER-SHIELD CYBERSECURITY ALERT SYSTEM

Article 3

Establishment of the European Cyber-Shield Cybersecurity Alert System

1. Aninterconnected pan-European infrastructure that consists of National SOC hubs and Commented [A204]: LV : need clarification what the
interconnected part means. Does this entail that all National SOC
Cross-border SOC collaboration platforms joining on a voluntary basis Seeurity Lt ] Cimses o P o s 22 @il

Operations-Centres(European-CyberShield the European Cybersecurity Alert System>)

shall be established to support the development of advanced capabilities for the Union to

detect, analyse and process data on cyber threats and incidents in the Union. ¥shall-censist-of

N on a One on entra N 10n a 2 nd o a a
d a H VS a a a d

2. The European CyberShield Cybersecurity Alert System shall:

(a) pool data and share information data on cyber threats and incidents from various

sources through cross-border SOCs collaboration platforms;

(b) share preduee high-quality, actionable information and cyber threat intelligence,
through the use of state-of-the art tools and advanced technologies such as;netably

Aartificial Hintelligence and data analytics, and share that information and cyber

threat intelligence technologies;

(c) contribute to better protection and response to cyber threats and-ineidents by
supporting and cooperating with relevant entities such as competent authorities
designated or established pursuant to Article 8 of Directive (EU) 2022/2555,
CSIRTSs and the CSIRTSs network;
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(d) contribute to enhanced faster detection of cyber threats and situational awareness

across the Union, and to the issuing of cybersecurity alerts to relevant entities;

(e) provide services and activities for the cybersecurity community in the Union, including

contributing to the development of advanced tools and technologies, such as artificial

intelligence and data analytics teels.

3. Actions implementing the European Cybersecurity Alert System shall be supported
by funding from the Digital Europe Programme and implemented in accordance with

Regulation (EU) 2021/694 and in particular Specific Objective 3 thereof.

Article 4

National Security Operations Centres Hubs

In-erder Where a Member State decides to voluntarily participate in the European Eyber
Shield Cybersecurity Alert System,-each-MemberState it shall designate at least one

National SOC Hub. TheNatienal SOC-shall be-apublie bedy-

Following a call for expression of interest, Member States intending to participate in the
European Cyber-Shield Cybersecurity Alert System National- SOCs shall be selected by
the European Cybersecurity Competence Centre (‘ECCC’) to take part partieipate in a joint

procurement of tools and infrastructures with the ECCC, in order to set up National SOC
hubs or enhance capabilities of an existing one. The ECCC may award grants to the
selected Member States National- SOCs to fund the operation of those tools and
infrastructures. The Union financial contribution shall cover up to 50% of the acquisition
costs of the tools and infrastructures, and up to 50% of the operation costs, with the remaining
costs to be covered by the Member State. Before launching the procedure for the acquisition
of the tools and infrastructures, the ECCC and the Member State National SOC shall
conclude a hosting and usage agreement regulating the usage of the tools and infrastructures.
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A Member State National SOC selected pursuant to paragraph 2 shall commit to apply for
their National SOC hubs to participate in a Cross-border SOC collaboration Platform
within two years from the date on which the tools and infrastructures are acquired, or on
which it receives grant funding, whichever occurs sooner. If a Member State’s National SOC
hub is not a participant in a Cross-border SOC _collaboration Platform by that time, the
Member State it shall not be eligible for additional Union support under this Chapter

Regulation.

Article 5

Cross-border Security Operations Centres-collaboration Platforms

A Hosting Consortium consisting of at least three Member States, represented-byNational
SOCs, ensuring that their National SOC hubs work wetking together to
coordinate their cyber-detection and threat monitoring activities shall be eligible to participate

in actions to establish a Cross-border SOC collaboration Platform.

Members of the Hosting Consortium shall conclude a written consortium agreement which

sets out their internal arrangements for implementing the hosting and usage Aagreement.

A Cross-border SOC collaboration Platform shall be represented for legal purposes by a
member of the Hosting Consortium National SOC acting as a coordinator eoordinating
SOCE, or by the Hosting Consortium if it has legal personality. The-coordinatoerco-ordinating

ion- The responsibility

for compliance of the cross-border SOC collaboration Platform with this Regulation and

the hosting and usage agreement shall be determined in the written consortium

agreement referred to in paragraph 3.

A Member State may join an existing Hosting Consortium with the agreement of the

Hosting Consortium members. The written consortium agreement referred to in

paragraph 3 and the hosting and usage agreement shall be modified accordingly. This

shall not affect the ECCC’s ownership rights over the tools and infrastructures already

jointly procured with that Hosting Consortium.
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Article 6

Cooperation and information sharing within and between cross-border SOCs collaboration
Platforms

Members of a Hosting Consortium shall ensure that their National SOC hubs exchange, in
accordance with the Consortium Agreement, relevant information among themselves
within the Cross-border SOC collaboration Platform including information relating to cyber
threats, near misses, vulnerabilities, techniques-and precedures, indicators of compromise,
adversarial tacticscthreat-actor-specific information; and cybersecurity alerts and

attaeks, where such information sharing:

[...]
The written consortium agreement referred to in Article 5(3) shall establish:

(a) acommitment to share among the members of the Consortium a-significant-ameount
ofdata information referred to in paragraph 1, and the conditions under which that

information is to be exchanged;

(b) agovernance framework clarifying and incentivising the sharing of information

referred to in paragraph 1 by all participants;

(c) targets for contribution to the development of advanced tools and technologies, such as

artificial intelligence and data analytics teels.

Commented [A206]: LV : cooperation agreement has to be
base for colloboration and information exchange.

Cross-border SOCs collaboration Platforms shall conclude cooperation agreements with one

another, specifying information sharing principles among the cross-border platforms.
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Article 7
Cooperation and information sharing with Union-level entities and networks
Where the Cross-border SOCs collaboration Platforms obtain information relating to a

potential or ongoing large-scale cybersecurity incident, they shall ensure previde that
relevant information is provided to the CSIRTSs network, EU-=CyCLONe, the- CSIRTs

petwetls and the Commission, in view of their respective crisis management roles in

accordance with Directive (EU) 2022/2555 without undue delay.

The Commission may, by means of implementing acts, determine the procedural
arrangements for the information sharing provided for in paragraphs 1. Those implementing
acts shall be adopted in accordance with the examination procedure referred to in Article

21(2) of this Regulation.

Article 8

Security

Member States participating in the European Cyber-Shield Cybersecurity Alert System shall
ensure a high level of data security and physical security of the European CyberShield
Cybersecurity Alert System infrastructure, and shall ensure that the infrastructure shall-be is
adequately managed and controlled in such a way as to protect it from threats and to ensure its
security and that of the systems, including that of information and data exchanged through

the infrastructure.

Member States participating in the European €yber-Shield Cybersecurity Alert System shall
ensure that the sharing of information within the European EyberShield Cybersecurity Alert
System with_any entity other than a public authority or body of a Member State entities
which-are net Member State publie bedies does not negatively affect the security interests
of the Union.

The Commission may_adeptimplementingaets issue guidance documents laying dewn

eay AMen 0 Membe o 0 0N h he oh O On

clarifying the application of paragraphs 1 and 2. Fhese-implementing-aets shall be
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this Regulation-In-deing so; When preparing those guidance documents, the
Commission, in cooperation with supperted-by the High Representative, shall take into
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account relevant defence-level security standards, in order to facilitate cooperation with

mlhtary actors . Commented [A208]: LV : involvement of MS is important

Chapter 111
CYBER EMERGENCY MECHANISM

Article 9
Establishment of the Cyber Emergency Mechanism

5. A Cyber Emergency Mechanism is established to support improvement of the Union’s
resilience to majer cyberseeurity threats and prepare for and mitigate, in a spirit of
solidarity, the short-term impact of significant and large-scale cybersecurity incidents (the

‘Mechanism’).

Article 10
Type of actions
1. The Mechanism shall support the following types of actions:
(a) preparedness actions:; inclading

(ix)the coordinated preparedness testing of entities operating in sectors of high
criticality highly-eritical-seetors across the Union;

(x) other preparedness actions for entities operating in sectors of high
criticality eritieal and other-highly critical sectors, including those

involving exercises and trainings and ;

(b) respense actions; supporting response to and initiating immediate recovery from
significant and large-scale cybersecurity incidents, to be provided by trusted providers

participating in the EU Cybersecurity Reserve established under Article 12;

(c) mutual assistance actions consisting of the provision of technical support assistance
from national-autherities of one Member State to another Member State, including #
partienlar as provided for in Article 11(3), point (f), of Directive (EU) 2022/2555.

2.  Member States may request to participate may benefitfroem in the actions referred to in
paragraph 1 upen-request.
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Article 11

Coordinated preparedness testing of entities

For the purpose of supporting the coordinated preparedness testing of entities referred to in

Article 10(1), point (a), across the Union, and with due respect to the Member States

competences, the Commission, after consulting the NIS Cooperation Group and ENISA, shall
identify the sectors, or sub-sectors, concerned, from the Sectors of High Criticality listed in
Annex I to Directive (EU) 2022/2555 from which Member States may request to

participate and to this end propose entities to may be subject to the coordinated

preparedness testing.;

. When identifying the sectors or sub-sectors under paragraph 1, the Commission shall

take taking into account existing and planned coordinated risk assessments and resilience

testing at Union level, and the results thereof.

The NIS Cooperation Group in cooperation with the Commission, ENISA, and the High
Representative, shall develop common risk scenarios and methodologies for the coordinated

testing exercises under Article 10 (1) (a) (i). The NIS Cooperation Group, in cooperation

with Commission, ENISA and the High Representative, may develop common risk

scenarios and methodologies for other preparedness actions under Article 10(1)(a)(ii).

Article 12

Establishment of the EU Cybersecurity Reserve

An EU Cybersecurity Reserve shall be established, in order to assist, upon request, users
referred to in paragraph 3, responding or providing support for responding to significant or

large-scale cybersecurity incidents, and #mmediate initiate recovery from such incidents.

The EU Cybersecurity Reserve shall consist of incident response services from trusted
providers selected in accordance with the criteria laid down in Article 16. The Reserve shall
include pre-committed services. The services Reserve shall be deployable upon request in

all Member States and in third countries referred to in Article 17 (1).

Users of the services from the EU Cybersecurity Reserve shall include:

[...]
(¢) Users of associated third countries in accordance with Article 17(3).
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Users referred to in paragraph 3, point (a), shall use the services granted upon their request
from the EU Cybersecurity Reserve in order to respond or support response to and initiate
immediate-recovery from significant or large-scale incidents affecting entities operating in

sectors of high criticality or highly other critical sectors.

The Commission shall have overall responsibility for the implementation of

the EU Cybersecurity Reserve. To that end, the Commission, in cooperation with the NIS
Cooperation Group and ENISA, shall determine the priorities and evolution of the EU
Cybersecurity Reserve, in line with the requirements of the users referred to in paragraph 3,
and shall supervise its implementation, and ensure complementarity, consistency, synergies
and links with other support actions under this Regulation as well as other Union actions and

programmes. These priorities shall be revised every two years.

The Commission may shall entrust the operation and administration of the EU Cybersecurity

Reserve, in full or in part, to ENISA, by means of contribution agreements.

shall prepare a mapping of the services needed and their availability, after consulting

Member States the NIS Cooperation Group and the Commission. ENISA shall prepare a

similar mapping, after consulting the the NIS Cooperation Group and the Commission, to

identify the needs of third countries eligible for support from the EU Cybersecurity Reserve
pursuant to Article 17. The Commission, where relevant, may shall seek the views of eonsult

the High Representative.

The Commission may, by means of implementing acts, specify the types and the number of
response services required for the EU Cybersecurity Reserve. Those implementing acts shall
be adopted in accordance with the examination procedure referred to in Article 21(2). Before

submitting those drafting implementing acts to the committee referred to in Article

21(1), the Commission may exchange advice and cooperate with the NIS Cooperation

Group.

Article 13
Requests for support from the EU Cybersecurity Reserve

The users referred to in Article 12(3) may request services from the EU Cybersecurity
Reserve to support response to and initiate immediate-recovery from significant or large-scale

cybersecurity incidents.
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Sa.

To receive support from the EU Cybersecurity Reserve, the users referred to in Article 12(3)
shall take appropriate measures to mitigate the effects of the incident for which the support
is requested, including, where apprepriate relevant, the provision of direct technical

assistance, and other resources to assist the response to the incident, and #nmediate recovery

efforts.

Member States shall inform the CSIRTs network, and where appropriate EU-CyCLONe,
about their requests for incident response and initiate immediate recovery support pursuant to

this Article.
Requests for incident response and initial i#mmediate recovery support shall include:

(a) appropriate information regarding the affected entity and potential impacts of the
incident on affected Member State(s) and users, including the risk of spill over, and

the planned use of the requested support, including an indication of the estimated needs;

(b) information about measures taken to mitigate the incident for which the

support is requested, as referred to in paragraph 2;

(c) where relevant, available information about other forms of support available to the
affected entity, including contractual arrangements in place for incident response and
initial immediate recovery services, as well as insurance contracts potentially covering

such type of incident.

The information provided in accordance with paragraph 5 of this Article shall be
handled in accordance with Union law while preserving the security and commercial

interests of the entity concerned.

The Commission may, by means of implementing acts, specify further the detailed
arrangements for allocating the EU Cybersecurity Reserve support services. Those
implementing acts shall be adopted in accordance with the examination procedure referred to

in Article 21(2).

Article 14
Implementation of the support from the EU Cybersecurity Reserve

Requests for support from the EU Cybersecurity Reserve, shall be assessed by the

Commission, with the support of ENISA or as defined in contribution agreements under
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Article 12(6), and a response shall be transmitted to the users referred to in Article 12(3)

without delay and in any event no later than 72 hours from the submission of the request

to ensure effectiveness of the support action.

2. To prioritise requests, in the case of multiple concurrent requests, the following criteria shall

be taken into account, where relevant:

[...]

(e) the measures taken by the user to assist the response, and immediate initial recovery

efforts, as referred in Article 13(2) and Article 13(5), point (b).

() the category of user under Article 12(3) of this Regulation, with higher priority

given to Member State users and Union institutions, bodies and agencies.

6.  Within three ere months from the end of the support action, the users shall provide the
Commission, ard ENISA, the CSIRTSs network and, where appropiate, EU-CyCLONe
with a summary report about the service provided, results achieved and the lessons learned.
When the user is from a third country as set out in Article 17, such report shall be shared with

the High Representative.

7. The Commission shall report to the NIS Cooperation Group, on a regular basis and at least

once per year, about the use and the results of the support; en-aregular-basis.

o8 Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December
2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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Article 16

Trusted providers

In procurement procedures for the purpose of establishing the EU Cybersecurity Reserve, the
contracting authority shall act in accordance with the principles laid down in the Regulation

(EU, Euratom) 2018/1046 and in accordance with the following principles:

(a) ensure that the services included in the EU Cybersecurity Reserve are such that the
Reserve includes-serviees-that may be deployed in all Member States, taking into
account in particular national requirements for the provision of such services, including

certification or accreditation;

[..]

When procuring services for the EU Cybersecurity Reserve, the contracting authority shall

include in the procurement documents the following selection criteria:

[..]

(d) the provider shall have appropriate security clearance, at least for personnel intended for

service deployment,where required by a Member State;

(g) the provider shall be able to demonstrate that it has experience in delivering similar
services to relevant national authorities or entities operating in sectors of high

criticality or highly other critical sectors;

(h) the provider shall be able to provide the service within a short timeframe in the Member

State(s) where it can deliver the service;
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(i) the provider shall be able to provide the service in the local language of the Member

State(s) where it can deliver the service, if so required by the Member State;

(j) once an EU certification scheme for managed security service Regulation (EU)
2019/881 is in place, the provider shall be certified in accordance with that scheme

Commented [A211]: LV : need to take into account schemes
are not mandatory if not decided otherwise.

Article 17

Support to DEP-associated third countries

A DEP- associated tFhird countryies may request support from the EU Cybersecurity

Reserve Assoctation-Agsreemen oncluded resardine

agreement, decision-or-conditions or Association Council decision through which it is

associated to DEP provides for participation in the Reserve.

Support from the EU Cybersecurity Reserve shall be in Commented [A212]: LV : Deploying the reserve to a third
country is a matter of foreign and security policy, which is a
accordance with this Regulation, and shall comply with any specific conditions laid down in Cotmerl prerogative:

the AsseciationAgreements agreement, or decision er-eenditiens referred to in paragraph 1.

In order to enable the Commission to apply the criteria listed in Article 14(2) to requests

from third countries referred to in paragraph 1, pPrior to receiving any support from the

EU Cybersecurity Reserve, third countries shall provide to the Commission and-the High

Representative information about their cyber resilience and risk management capabilities,
including at least information on national measures taken to prepare for significant or large-
scale cybersecurity incidents, as well as information on responsible national entities, including
CSIRTs or equivalent entities, their capabilities and the resources allocated to them. The

Commission shall share this information with the High Representative, for the purpose

of facilitating the cooperation referred to in paragraph 6. Where provisions of Articles 13

and 14 of this Regulation refer to Member States, they shall apply to third countries as set out
in paragraph 1.

The Commission shall inform the NIS Cooperation Group Ceunecil and

cooperateceordinate with the High Representative about the requests received and the

implementation of the support granted to third countries from the EU Cybersecurity Reserve.
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The Commission shall take into account the opinions of the NIS Cooperation Group and

the High Representative, if such are provided.

Article 17a) 15
Coordination with Union crisis management mechanisms

1. In-eases wWhere a significant cybersecurity incident or a large-scale cybersecurity

incidents originates from or results in a disasters as defined in Article 4, point (1), of

Decision No 1313/2013/EU*, the support provided under this Regulation for responding
to such incidents shall complement actions under, and be without prejudice, to Decision

No 1313/2013/EU.

2.  In the event of a large-scale—eress-berder cybersecurity incident where the EU

Integrated Political Crisis Response aArrangements under Implementing Decision (EU)

2018/19934 (IPCR Arrangements) are triggered, the support provided under this

Regulation for responding to such incident shall be handled in accordance with the

relevant pretecels-and procedures under the IPCR Arrangements.

Chapter IV

CYBERSECURITY INCIDENT REVIEW MECHANISM

Article 18

Cybersecurity Incident Review Mechanism
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After-consulting Member-States-concerneds-and Aat the request of the Commission, the
EU-CyCLONe or the CSIRTs network, and with the agreement of the Member States

concerned, ENISA shall review and assess threats, vulnerabilities and mitigation actions with
respect to a specific significant or large-scale cybersecurity incident. Following the
completion of a review and assessment of an incident, ENISA shall deliver an incident review
report to the CSIRTs network, the EU-CyCLONe and the Commission to support them in
carrying out their tasks, in particular in view of those set out in Articles 15 and 16 of Directive

(EU) 2022/2555. Whererelevant; When an incident has an impact on a third country, the

Commission shall share the report with the High Representative.

To prepare the incident review report referred to in paragraph 1, ENISA shall collaborate all
relevant stakeholders, including representatives of Member States, the Commission, other
relevant EU institutions, bodies and agencies, managed security services providers and users
of cybersecurity services. Where appropriate, and in-elese-cooperation with the agreement
of the Member State(s) concerned, ENISA shall also collaborate with entities affected by
significant or large-scale cybersecurity incidents. Fo-suppert-thereview; ENISA-may-alse
consult-othertypes-of stakehelders: Consulted representatives shall disclose any potential

conflict of interest.

The report shall cover a review and analysis of the specific significant or large-scale
cybersecurity incident, including the main causes, vulnerabilities and lessons learned. It shall
protect eonfidential information, in particular in accordance with Union or national law

concerning the protection of sensitive or classified information. If the Member State(s)

concerned so requests, the report shall contain only anonymised data.

Where appropriate, the report shall draw recommendations to improve the Union’s cyber
posture.

With the agreement of the Member State(s) concerned, ENISA may publish Wvhere
pessible;-a version of the report containing only public information. shall be-made-available

sub . o on no Membe ate hic vercion-ch onb—includevub
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Chapter V

FINAL PROVISIONS

Article 19

Amendments to Regulation (EU) 2021/694

Regulation (EU) 2021/694 is amended as follows:

(N

“4)

)

Article 6 is amended as follows:
(a) paragraph 1 is amended as follows:
(1) the following point (aa) is inserted:

‘(aa) support the development of an EU Eyber-Shield Cybersecurity Alert
System, including the development, deployment and operation of National and
Cross-border SOCs collaboration platforms that contribute to situational
awareness in the Union and to enhancing the cyber threat intelligence capacities

of the Union’;

[...]
The following article 16a is added:

In the case of actions implementing the European €yber-Shield Cybersecurity Alert System
established by Article 3 of Regulation (EU) 2023/XX, the applicable rules shall be those set
out in Articles 4 and 5 of Regulation (EU) 2023/XX. In the case of conflict between the
provisions of this Regulation and Articles 4 and 5 of Regulation (EU) 2023/XX, the latter

shall prevail and apply to those specific actions.
Article 19 is replaced by the following:

‘Grants under the Programme shall be awarded and managed in accordance with Title VIII of
the Financial Regulation and may cover up to 100 % of the eligible costs, without prejudice to
the co-financing principle as laid down in Article 190 of the Financial Regulation. Such grants

shall be awarded and managed as specified for each specific objective.

Support in the form of grants may be awarded directly by the ECCC without a call for
proposals to the National SOCs selected Member States referred to in Article 4 of
Regulation XXXX and the Hosting Consortium referred to in Article 5 of Regulation XXXX,

in accordance with Article 195(1), point (d) of the Financial Regulation.
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HUNGARY
General comments

HU carefully considered PRES second compromise proposal, recognizing the thoughtful efforts to
bridge differences and advance our collective objectives during the written consultation.

We ask PRES to incorporate our position in the proposal along with the opinions of our
colleges from like-minded MS groups by highlighting a simplified procedure as a priority
commit to fostering consensus and progress in our collaborative endeavours. We trust in
PRES dedicated efforts for the work accomplished striving for clarity and coherence during
future negotiations.

Furthermore, in our understanding, in accordance with the new recitals (33a) and (33b), the COM
does not have full contractual responsibility for the implementation of the Reserve, as it acts as
a contracting authority for the establishment, operation and management of the Reserve, and these
services could not be under the responsibility of ENISA.

Textually, this will be the case, we would appreciate it to know what practical consequences this
amendment will have. In our views, in order for this above-mentioned mechanism to be effective,
it should be simplified.

The section does not, however, go into detail on the common rules of liability for damages.
Unfortunately, it only lays down general form of the contract and the specific agreement to be
finalized between the contracting authority and the selected service provider.

Finally, we find it quite essential that all MS is able to participate in a constructive dialogue,
offering feedback and insights to refine and enhance the proposal.
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The use of and dependence on information and communication technologies have
become fundamental aspects in all sectors of economic activity as our public
administrations, companies and citizens are more interconnected and

interdependent across sectors and borders than ever before.

The magnitude, frequency and impact of cybersecurity incidents are increasing,
including supply chain attacks aiming at cyberespionage, ransomware or
disruption. They represent a major threat to the functioning of network and
information systems. In view of the fast- evolving threat landscape, the threat of
possible large-scale incidents causing significant disruption or damage to critical
infrastructures demands heightened preparedness at all levels of the Union’s
cybersecurity framework. That threat goes beyond Russia’s military aggression on
Ukraine, and is likely to persist given the multiplicity of state-aligned, criminal and
hacktivist actors involved in current geopolitical tensions. Such incidents can
impede the provision of public services and the pursuit of economic activities,
including in sectors of high criticality or highly-other critical sectors, generate
substantial financial losses, undermine user confidence, cause major damage to the
economy of the Union, and could even have health or life-threatening
consequences. Moreover, cybersecurity incidents are unpredictable, as they often
emerge and evolve within very short periods of time, not contained within any
specific geographical area, and occurring simultaneously or spreading instantly

across many countries.

It is necessary to strengthen the competitive position of industry and services sectors
in the Union across the digitised economy and support their digital transformation,
by reinforcing the level of cybersecurity in the Digital Single Market. As
recommended in three different proposals of the Conference on the Future of

Europel

, it is necessary to increase the resilience of citizens, businesses and entities
operating critical infrastructures against the growing cybersecurity threats, which
can have devastating societal and economic impacts. Therefore, investment in

infrastructures and services that will support faster detection and response to
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cybersecurity threats and incidents is needed, and Member States need assistance in
better preparing for, as well as responding to significant and
large-scale cybersecurity incidents. Building on the existing structur

close cooperation with them. Fthe Union should also increase its capacities in
these areas, notably as regards the collection and analysis of data on cybersecurity

threats and incidents.

https://futureu.europa.eu/en/
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The Union has already taken a number of measures to reduce vulnerabilities and increase the

resilience of critical infrastructures and entities against cybersecurity risks, in particular
Directive (EU) 2022/2555 of the European Parliament and of the Councill, Commission
Recommendation (EU) 2017/1 5842, Directive 2013/40/EU of the European Parliament and
of the Council3 and Regulation (EU) 2019/881 of the European Parliament and of the

Council4. In addition, the Council Recommendation on a Union-wide coordinated approach
to strengthen the resilience of critical infrastructure invites Member States to take urgent and
effective measures, and to cooperate loyally, efficiently, in solidarity and in a coordinated
manner with each other, the Commission and other relevant public authorities as well as the
entities concerned, to enhance the resilience of critical infrastructure used to provide

essential services in the internal market.

The growing cybersecurity risks and an overall complex threat landscape, with a clear risk
of rapid spill-over of cyber incidents from one Member State to others and from a third
country to the Union requires strengthened solidarity at Union level to better detect, prepare
for and respond to cybersecurity threats and incidents. Member States have also invited the
Commission to present a proposal on a new Emergency Response Fund for Cybersecurity in

the Council Conclusions on an EU Cyber Posture>.

Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December
2022 on measures for a high common level of cybersecurity across the Union, amending
Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU)
2016/1148 (OJ L 333, 27.12.2022).

Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated
response to large-scale cybersecurity incidents and crises (OJ L 239, 19.9.2017, p. 36).
Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on

attacks against information systems and replacing Council Framework Decision
2005/222/JHA (J L 218, 14.8.2013, p. 8).
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Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019
on ENISA (the European Union Agency for Cybersecurity) and on information and
communications technology cybersecurity certification and repealing Regulation (EU) No
526/2013 (Cybersecurity Act) (OJ L 151, 7.6.2019, p. 15).

Council conclusions on the development of the European Union's cyber posture approved by
the Council at its meeting on 23 May 2022, (9364/22)
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(7

The Joint Communication on the EU Policy on Cyber Defencel adopted on 10 November
2022 announced an EU Cyber Solidarity Initiative with the following objectives:
strengthening of common EU detection, situational awareness and response capabilities by
promoting the of an EU infrastructure of Security Operations
Centres (‘SOCs’), supporting gradual building of an EU-level cybersecurity reserve with
services from trusted private providers and testing of critical entities for potential

vulnerabilities based on EU risk assessments.

It is necessary to strengthen the detection and situational awareness of cyber threats and
incidents throughout the Union and to strengthen solidarity by enhancing Member States’
and the Union’s preparedness and capabilities to respond to significant and large-scale
cybersecurity incidents. Therefore a pan-European infrastructure of SOCs (European
Cybersecurity Shield-Alert System) should be to build and-enhanee
common coordinated detection and situational awareness capabilities and enhance the

existing ones; a Cybersecurity Emergency Mechanism should be established to support
Member States upon their request in preparing for, responding to, and

recovering from significant and large-scale cybersecurity incidents; a Cybersecurity Incident

Review Mechanism should be established to review and assess specific significant or large-

scale incidents, with due respect for Member State competences and without

lication of the activiti nduct th IRT n rk. EU- L.ONe and th
NIS Cooperation Group. These actions shall be without prejudice to Articles 107 and 108

of the Treaty on the Functioning of the European Union (‘TFEU”).
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Join Communication to the European Parliament and the Council EU Policy on Cyber
Defence JOIN/2022/49 final
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To achieve these objectives, it is also necessary to amend Regulation (EU) 2021/694 of the

European Parliament and of the Councill in certain areas. In particular, this Regulation
should amend Regulation (EU) 2021/694 as regards adding new operational objectives
related to the European Cybersecurity Shield-Alert System and the Cyber Emergency
Mechanism under Specific Objective 3 of DEP, which aims at guaranteeing the resilience,
integrity and trustworthiness of the Digital Single Market, at strengthening capacities to
monitor cyber-attacks and threats and to respond to them, and at reinforcing cross-border
cooperation on cybersecurity. This will be complemented by the specific conditions under
which financial support may be granted for those actions should be established and the
governance and coordination mechanisms necessary in order to achieve the intended
objectives should be defined. Other amendments to Regulation (EU) 2021/694 should
include descriptions of proposed actions under the new operational objectives, as well as

measurable indicators to monitor the implementation of these new operational objectives.

The financing of actions under this Regulation should be provided for in Regulation (EU)
2021/694, which should remain the relevant basic act for these actions enshrined within the
Specific Objective 3 of DEP. Specific conditions for participation concerning each action
will be provided for in the relevant work programmes, in line with the applicable provision

of Regulation (EU) 2021/694.

Horizontal financial rules adopted by the European Parliament and by the Council on the
basis of Article 322 TFEU apply to this Regulation. Those rules are laid down in the
Financial Regulation and determine in particular the procedure for establishing and
implementing the Union budget, and provide for checks on the responsibility of financial
actors. Rules adopted on the basis of Article 322 TFEU also include a general regime of
conditionality for the protection of the Union budget as established in Regulation (EU,
Euratom) 2020/2092 of the European Parliament and of the Council.
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Regulation (EU) 2021/694 of the European Parliament and of the Council of 29 April 2021
establishing the Digital Europe Programme and repealing Decision (EU) 2015/2240 (OJ L
166, 11.5.2021, p. 1).
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For the purpose of sound financial management, specific rules should be laid down for the
carry-over of unused commitment and payment appropriations. While respecting the
principle that the Union budget is set annually, this Regulation should, on account of the
unpredictable, exceptional and specific nature of the cybersecurity landscape, provide for
possibilities to carry over unused funds beyond those set out in the Financial Regulation,
thus maximising the Cybersecurity Emergency Mechanism’s capacity to support Member

States in countering effectively cyber threats.

To more effectively prevent, assess and respond to cyber threats and incidents, it is
necessary to develop more comprehensive knowledge about the threats to critical assets and
infrastructures on the territory of the Union, including their geographical distribution,
interconnection and potential effects in case of cyber-attacks affecting those
infrastructures. A large-scale Union infrastructure of SOCs should be deployed (‘the

European Cybersecurity Shield-Alert System’), comprising of several interoperating cross-

border platforms, each grouping together several National SOCs. That infrastructure should
serve national and Union cybersecurity interests and needs, leveraging state of the art
technology for advanced data collection and analytics tools, enhancing cyber detection and
management capabilities and providing real-time situational awareness. That infrastructure
should serve to increase detection of cybersecurity threats and incidents and thus
complement and support Union entities and networks responsible for crisis management in

the Union, notably the EU Cyber Crises Liaison Organisation Network (‘EU-CyCLONe’),

as defined in Directive (EU) 2022/2555 of the European Parliament and of the Councill.
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I Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022
on measures for a high common level of cybersecurity across the Union, amending Regulation
(EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148
(NIS 2 Directive) (OJ L 333, 27.12.2022, p. 80).
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Participation in the European Cyber-Shield Cybersecurity Alert System should be
voluntary for Member States. Each Member State that decides to join the European

Eyber-Shield Cybersecurity Alert System should

aetivities-in-that MemberState- These National SOCs hubs should have aet as
functionalities the capacity to act as a reference point and gateway at national level for
participation in the European CyberShield Cybersecurity Alert System and should be
capable of detecting, relevant to cyber threats and
incidents, by using in particular state-of-the-art technologies and that would be shared

appropriately with the CSIRT network in order to support the network conducting its
activities.

As part of the European Cybersecurity Alert System Shield, a number of Cross-border
Cybersecurity Operations Centres (‘Cross-border SOCs’) should be established. These
should bring together National SOCs from at least three Member States, so that the benefits
of cross-border threat detection and information sharing and management can be fully
achieved. The general objective of Cross-border SOCs should be to strengthen capacities to
analyse, prevent and detect cybersecurity threats and to support the production of high-
quality intelligence on cybersecurity threats, notably through the sharing of information
data from various sources, public or private, as well as through the sharing and joint use of
state-of-the-art tools, and jointly developing detection, analysis and prevention capabilities
in a trusted environment. They should provide new additional capacity, building upon and
complementing existing SOCs and computer incident response teams (‘CSIRTs’) and other

relevant actors.
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Commented [A214]: The Netherlands continues its urge to
steer away from the terms ‘SOC’, taking into account the purpose
of this initiative, and using terms that more aptly reflect the
objectives of the initiative, such as the term “cross-border
platform” as used in the Call for Expression of Interest.

Even more, referring to the designated CSIRT under Directive
2022/2555. will ensure legal consistency in the EU cyber
legislation framework.

We hear the Presidency that it should be up to Member States to
designate the exact body on a national level. At the same time, it
is of the utmost importance to us that we do not introduce any
further complexity in our cyber landscape. The NIS2 has been
created to harmonise MS approach to cybersecurity, therefore we
should also follow this since the projects are linked to the CSIRT
Network. So we see a possible compromise with an explicit
reference to national CSIRTSs in the operative text (as general
principle) but with flexibility to designate another public body,
with similar functionalities, if deemed necessary by a Member
State.

Commented [A215]: Within the Alert System no raw data
should be exchanged, but data that is already
aggregated/analysed. The Alert System should be about sharing
data, not analysing it. Therefore, NL strongly opposes this
addition.

Commented [A216]: No support for including this in a
recital; this should be arranged within the consortia agreements.

Commented [A217]: No support for this addition since this
wording causes to much ambiguity in which kind of entity is
eligible as a member of the cross-border SOC platform. NL
suggests that only the CSIRTs under Directive 2022/2555 or a
public entity with a similar mandate should be eligible. This
national CSIRT can act as gateway towards other national entities
and platforms.



(14a) A Member State selected by the European Cybersecurity Competence Centre (ECCC)

s)

following a call for expression of interest to set up a National SOC Hub or enhance the
capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Member State should be eligible to receive a
grant to operate the tools and infrastructures. A Hosting Consortium consisting of at
least three Member States, which has been selected by the ECCC following a call for
expression of interest to set up a Cross-border collaboration SOC Platform or enhance
the capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Hosting Consortium should be eligible to
receive a grant to operate the tools and infrastructures. In accordance with Article
165(2) of Regulation EU 2018/1046, and Article 90 of Decision no GB/2023/1 of the
Governing Board of the ECCC, the procurement procedure to purchase the relevant
tools and infrastructures should be carried out jointly by the ECCC and relevant
contracting authorities from the Member States selected following these calls for
expressions of interest. Private entities should therefore not be eligible to participate in
the calls for expression of interest to jointly purchase tools and infrastructures with the
ECCQC, or to receive grants to operate those tools and infrastructures. However, the
Member States should have the possibility to involve private entities in the setting up,
enhancement and operation of their National SOC Hubs and Cross-border SOCs
Platforms in other ways which they deem appropriate, in compliance with national

and Union law.

At national level, the monitoring, detection and analysis of cyber threats is typically ensured
by SOCs of public and private entities, in combination with CSIRTs. In addition, CSIRTSs
exchange information in the context of the CSIRT network, in accordance with Directive
(EU) 2022/2555. The Cross-border SOCs should constitute a new capability that is
complementary to the CSIRTSs network and will cooperate closely with it. by pooling data
and sharing information data on cybersecurity threats from public and private entities,
enhancing the value of such data through expert analysis and jointly acquired infrastructures
and state of the art tools, and contributing to the development of Union capabilities and

technological sovereignty.
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The Cross-border SOCs should act as a central point allowing for a broad pooling of
relevant data and cyber threat intelligence, enable the spreading of threat information among
a large and diverse set of actors (e.g., Computer Emergency Response Teams (‘CERTSs’),
CSIRTs, Information Sharing and Analysis Centers (‘ISACs’), operators of critical
infrastructures). The information exchanged among participants in a Cross-border SOC
could include data from networks and sensors, threat intelligence feeds, indicators of
compromise, and contextualised information about incidents, threats and vulnerabilities. In
addition, Cross-border SOCs should also enter into cooperation agreements with other

Cross-border SOCs.

Shared situational awareness among relevant authorities is an indispensable prerequisite for
Union-wide preparedness and coordination with regards to significant and large-scale
cybersecurity incidents. Directive (EU) 2022/2555 establishes the EU-CyCLONe to support
the coordinated management of large-scale cybersecurity incidents and crises at operational
level and to ensure the regular exchange of relevant information among Member States and
Union institutions, bodies and agencies. Recommendation (EU) 2017/1584 on coordinated
response to large-scale cybersecurity incidents and crises addresses the role of all relevant
actors. Directive (EU) 2022/2555 also recalls the Commission’s responsibilities in the Union
Civil Protection Mechanism (‘UCPM”) established by Decision 1313/2013/EU of the
European Parliament and of the Council, as well as for providing analytical reports for the
Integrated Political Crisis Response Mechanism (‘IPCR’) arrangements under Implementing
Decision (EU) 2018/1993. Therefore, in situations where Cross-border SOCs obtain
information related to a potential or ongoing large-scale cybersecurity incident, they should

provide relevant information to the CSIRTs network

In particular, depending on
the situation, information to be shared could include technical information, information
about the nature and motives of the attacker or potential attacker, and higher-level non-
technical information about a potential or ongoing large-scale cybersecurity incident. In this
context, due regard should be paid to the need-to-know principle and to the potentially

sensitive nature of the information shared.

Commented [A218]: NL would like to pay attention to
coherence with existing structures of EU operational cooperation.
In the current governance model, the CSIRT Network has the
mandate and technical expertise to determine if certain
information is relevant for the EU CyCLONe.
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Entities participating in the European Cybersecurity Alert System Shield should ensure a
high-level of interoperability among themselves including, as appropriate, as regards data
formats, taxonomy, data handling and data analysis tools, and secure communications
channels, a minimum level of application layer security, situational awareness dashboard,
and indicators. The adoption of a common taxonomy and the development of a template for

situational reports to describe the-technieal causes and-impacts of eyberseeurity detected

r thr n r rity risks. shoul ke in nt existin rk done in

! f the impl ion of Directive (EU) 2022/2555

In order to enable the exchange of information data on cybersecurity threats from various
sources, on a large-scale basis, in a trusted environment, entities participating in the
European Cybersecurity Alert System Shield should be equipped with state-of-the-art and
highly-secure tools, equipment and infrastructures. The Commission should be able to
issue guidance in this respect. This should make it possible to improve collective detection
capacities and timely warnings to authorities and relevant entities, notably by using the latest

artificial intelligence and data analytics technologies.

By collecting, correlating, sharing and exchanging data and information, the European
Cyber-Shield Cybersecurity Alert System should enhance the Union’s technological
sovereignty. The pooling of high-quality curated data should also contribute to the
development of advanced artificial intelligence and data analytics technologies. It should be
facilitated through the connection of the European EyberShield Cybersecurity Alert

System with the pan-European High Performance Computing infrastructure established by

Council Regulation (EU) 2021/11731.
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Commented [A219]: This needs to be clarified, what
guidance does the Commission expect to give in this respect?



1 Council Regulation (EU) 2021/1173 of 13 July 2021 on establishing the European High
Performance Computing Joint Undertaking and repealing Regulation (EU) 2018/1488 (OJ L
256, 19.7.2021, p. 3).
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While the European Cybersecurity Alert System Shield is a civilian project, the cyber
defence community could benefit from stronger civilian detection and situational awareness
capabilities developed for the protection of critical infrastructure. Cross-border SOCs, with
the support of the Commission and the European Cybersecurity Competence Centre

(‘ECCC’),

Information sharing among participants of the European Cybersecurity Alert System Shield

should comply with existing legal requirements and in particular Union and national data
protection law, as well as the Union rules on competition governing the exchange of
information. The recipient of the information should implement, insofar as the processing of
personal data is necessary, technical and organisational measures that safeguard the rights
and freedoms of data subjects, and destroy the data as soon as they are no longer necessary

for the stated purpose and inform the body making the data available that the data have been

destroyed.
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In view of the increasing risks and number of cyber incidents affecting Member States, it is
necessary to set up a crisis support instrument, namely the Cyber Emergency Mechanism,
to improve the Union’s resilience to significant and large-scale cybersecurity incidents and
complement Member States’ actions through emergency financial support for preparedness,
response and recovery of essential services.

instrument should enable the rapid deployment of
assistance in defined circumstances and under clear conditions and allow for a careful
monitoring and evaluation of how resources have been used. Whilst the primary
responsibility for preventing, preparing for and responding to cybersecurity incidents and
crises lies with the Member States, the Cyber Emergency Mechanism promotes solidarity
between Member States in accordance with Article 3(3) of the Treaty on European Union

(‘TEU’).

The Cyber Emergency Mechanism should provide support to Member States
complementing their own measures and resources, and other existing support options in
case of response to and immediate-initial recovery from significant and large-scale
cybersecurity incidents, such as the services provided by the European Union Agency for
Cybersecurity (‘ENISA”) in accordance with its mandate, the coordinated response and the
assistance from the CSIRTSs network, the mitigation support from the EU-CyCLONe, as

well as mutual assistance between Member States including in the context of Article 42(7)

of TEU, the PESCO Cyber Rapid Response Teams! and

It should address the need to ensure that specialised means are available to support

preparedness and response to cybersecurity incidents across the Union and in third countries.
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Commented [A222]: The preparedness support cannot be
classified as 'emergency' financial support since it will often be
carried out ex ante. This should be rephrased accordingly.



COUNCIL DECISION (CFSP) 2017/ 2315 - of 11 December 2017 - establishing permanent
structured cooperation (PESCO) and determining the list of participating Member States.
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This instrumentRegulation is without prejudice to procedures and frameworks to

coordinate crisis response at Union level, in particular the Union Civil Protection
Mechanism established under Decision No 1313/2013/EU of the European Parliament
MMMI, the EU Integrated Political Crisis Response Arrangements

ler C il Impl ing Decision (EU. 2018/1993EPCR> IPCR )
Commisstom Recommend=ation 201 7/1584° and Directive (EU) 2022/2555. H-maySupport
provided under the Cyber Emergency Mechanism can complement assistance provided
in the context of the Common Foreign and Security Policy and the Common Security
and Defence Policy, including through the r Rapid R nse Teams.
Support provided under the Cyber Emergency Mechanism can contribute to or
complement actions implemented in the context of Article 42(7) ef TEU, including
assistance provided by one Member State to another Member State, or form part of the
joint response between the Union and Member States in situations referr in
Article 222 of TFEU. The use-implementation of this instrimentRegulation should also
be coordinated with the implementation of_measures under the Cyber Diplomacy

Toolbox2s-measures, where appropriate.

Assistance provided under this Regulation should be in support of, and complementary to,
the actions taken by Member States at national level. To this end, close cooperation and
consultation between and the affected Member State should be
ensured. When requesting support under the Cyber Emergency Mechanism, the Member

State should provide relevant information justifying the need for support.

Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December
2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).

Council Implementing Decision (EU) 2018/1993 of 11 December 2018 on the EU
L 1 Political Crisis R (QJ L. 320, 17.12.2018
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Commented [A223]: ENISA is the EU Cybersecurity
Agency supporting all cooperation networks and the most suited
and best equiped organisation to engage with Member States on
deployment of the Cyber Reserve, also on the basis of their
experience with the current pilot.



response to large-scale cybersecurity incidents and crises (OJ L. 239. 19.9.2017. p. 36).
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Directive (EU) 2022/2555 requires Member States to designate or establish one or more
cyber crisis management authorities and ensure they have adequate resources to carry out
their tasks in an effective and efficient manner. It also requires Member States to identify
capabilities, assets and procedures that can be deployed in the case of a crisis as well as to
adopt a national large-scale cybersecurity incident and crisis response plan where the
objectives of and arrangements for the management of large-scale cybersecurity incidents
and crises are set out. Member States are also required to establish one or more CSIRTs
tasked with incident handling responsibilities in accordance with a well-defined process and
covering at least the sectors, subsectors and types of entities under the scope of that
Directive, and to ensure they have adequate resources to carry out effectively their tasks.
This Regulation is without prejudice to the Commission’s role in ensuring the compliance
by Member States with the obligations of Directive (EU) 2022/2555. The Cyber Emergency
Mechanism should provide assistance for actions aimed at reinforcing preparedness as well
as incident response actions to mitigate the impact of significant and large-scale
cybersecurity incidents, to support recovery

of essential services.

As part of the preparedness actions, to promote a consistent approach and strengthen
security across the Union and its internal market, support should be provided for testing and
assessing cybersecurity of entities operating in highly-eritical sectors of high criticality
identified pursuant to Directive (EU) 2022/2555 in a coordinated manner. For this purpose,
the Commission, with the support of ENISA and in cooperation with the NIS Cooperation
Group established by Directive (EU) 2022/2555, should regularly identify relevant sectors
or subsectors, which should be eligible to receive financial support for coordinated testing at
Union level. The sectors or subsectors should be selected from Annex I to Directive (EU)
2022/2555 (‘Sectors of High Criticality”). The coordinated testing exercises should be based
on common risk scenarios and methodologies. The selection of sectors and development of
risk scenarios should take into account relevant Union-wide risk assessments and risk
scenarios, including the need to avoid duplication, such as the risk evaluation and risk
scenarios called for in the Council conclusions on the development of the European Union's
cyber posture te-be conducted by the Commission, the High Representative and the NIS
Cooperation Group, in coordination with relevant civilian and military bodies and agencies
and established networks, including the EU CyCLONe, as well as the risk assessment of
communications networks and infrastructures requested by the Joint Ministerial Call of

Nevers and conducted by the NIS Cooperation Group, with the support of the Commission
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(30)

(€3]

(32)

(33)

and ENISA, and in cooperation with the Body of European Regulators for Electronic
Communications (BEREC), the coordinated risk assessments to be conducted under Article

22 of Directive (EU) 2022/2555 and digital operational resilience testing as provided for in

Regulation (EU) 2022/2554 of the European Parliament and of the Councill. The selection
of sectors should also take into account the Council Recommendation on a Union-wide

coordinated approach to strengthen the resilience of critical infrastructure.

In addition, the Cyber Emergency Mechanism should offer support for other preparedness
actions and support preparedness in other sectors, not covered by the coordinated testing of

entities operating in highly-eritical sectors of high criticality. Those actions could include

various types of national preparedness activities.

The Cyber Emergency Mechanism should also provide support for incident response actions
to mitigate the impact of significant and large-scale cybersecurity incidents, to support
immediate-initial recovery or restore the functioning of essential services. Where
appropriate, it should complement the UCPM to ensure a comprehensive approach to

respond to the impacts of cyber incidents on citizens.

The Cyber Emergency Mechanism should support assistance provided by Member States to
a Member State affected by a significant or large-scale cybersecurity incident, including by
the CSIRTs network set out in Article 15 of Directive (EU) 2022/2555. Member States
providing assistance should be allowed to submit requests to cover costs related to
dispatching of expert teams in the framework of mutual assistance. The eligible costs could

include travel, accommodation and daily allowance expenses of cybersecurity experts.

A Union-level Cybersecurity Reserve should gradually be set up, consisting of services from

trusted private providers to support response and immediate

initiate recovery actions in cases of significant or large-scale cybersecurity incidents. The

EU Cybersecurity Reserve should ensure the availability and readiness of services. The
services from the EU Cybersecurity Reserve should serve to support national authorities in
providing assistance to affected entities operating in sectors of high criticality or highly
other critical sectors as a complement to their own actions at national level. When

requesting support from the EU Cybersecurity Reserve, Member States should specify the

Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December
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2022 on digital operational resilience for the financial sector and amending Regulations
(EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU)
2016/1011
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support provided to the affected entity at the national level, which should be taken into

account when assessing the Member State request. The CSIRT Network established in
Directive EU 2022/2555 can advise the Commission-ENISA in reviewing requests for

support from the EU Cybersecurity Reserve. The services from the EU Cybersecurity

Reserve may also serve to support Union institutions, bodies and agencies, under similar

conditions.

the Commission should ENISA shall be the contracting authority for the procurement
of services to ¢ i he berse insofar as the eperation-and

The contracting
authority should consult the Member States regarding the procurement of services to

establish the EU Cybersecurity Reserve. Insofar-as-as the operation-and administration

Commented [A226]: According to NL, this recital is very
confusing. NL would like to stress the following crucial points
that should be reflected in the recitals and legal text:

* Member States' experts should be involved in the

recgard shoul iven to the role of the Member States in the implementation of selection of the providers that might be deployed in their
own Member State.
the E rsecurity r. . As Regulation (EU) 2021/694 is the relevant basic act g MierbenStates shonl ot e iabilityfollov iRl

deployment of the services of the Cyber Reserve.

for actions implementing the E I' rity R« the actions under the E

Further discussions and amendments regarding this are necessary.

r Reser houl rovi for in the relevant work prosrammes referred to in Commented [A227]: According to NL, the 'role of the
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Article 24 of Regulation (EU) 2021/694.

Furthermore, by virtue of cooperating
with the NI ration Gr th mmission should ensure that the vi f
Member States as regar. riorities an lution of the E I rity Reser

are taken into account.

For the purpose of selecting private service providers to provide services in the context of
the EU Cybersecurity Reserve,

establish a set of minimum criteria that should be included in the call for
tenders to select these providers, so as to ensure that the needs of Member States’
authorities and entities operating in sectors of high criticality or highly-other critical

sectors are met.

To support the establishment of the EU Cybersecurity Reserve, the Commission eould
eonsider- should request-requesting ENISA to prepare a candidate certification scheme
pursuant to Regulation (EU) 2019/881 for managed security services in the areas covered by

the Cyber Emergency Mechanism.

In order to support the objectives of this Regulation of promoting shared situational
awareness, enhancing Union’s resilience and enabling effective response to significant and
large-scale cybersecurity incidents, the EU=CyCLONe, the CSIRTs network or the
Commission, with due respect of Member states competences. should be able to ask
ENISA to review and assess threats, known exploitable vulnerabilities and mitigation
actions with respect to a specific significant or large-scale cybersecurity incident. After the
completion of a review and assessment of an incident, ENISA should prepare an incident
review report, in collaboration with relevant stakeholders, including representatives from the
private sector, Member States, the Commission and other relevant EU institutions, bodies
and agencies. As regards the private sector, ENISA is developing channels for exchanging
information with specialised providers, including providers of managed security solutions
and vendors, in order to contribute to ENISA’s mission of achieving a high common level of
cybersecurity across the Union. Building on the collaboration with stakeholders, including
the private sector, the review report on specific incidents should aim at assessing the causes,

impacts and mitigations of an incident, after it has occurred. Particular attention should be
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paid to the input and lessons shared by the managed security service providers that fulfil the
conditions of highest professional integrity, impartiality and requisite technical expertise as
required by this Regulation. The report should be delivered and feed into the work of the
EU=-CyCLONe, the CSIRTs network and the Commission. When the incident relates to a
third country, it should will also be shared by the Commission with the High

Representative.

263



27— Taking into account the unpredictable nature of cybersecurity attacks and the fact that they

are often not contained in a specific geographical area and pose high risk of spill-over, the
strengthening of resilience of neighbouring countries and their capacity to respond
effectively to significant and large-scale cybersecurity incidents contributes to the protection
of the Union as a whole. Therefore, third countries associated to the DEP may be supported
from the EU Cybersecurity Reserve, where this is provided for in the pespeetive asseciation
relevant agreement or Association ncil decision through which te-the thir.

is associated to DEP. Recognising that support measures of this nature may encompass

activities falling within the scope of CSDP Missions or the deployment of military or dual-

use technologies, the Commission shall consult with the High Representative and the

Council in assessing requests from third countries. In the event that this support is provided

to cyber defence authorities or comprises measures falling within the scope of active cyber

protection as set out in Directive EU 2022/2555, its deployment should be based on a

defensive strategy that excludes offensive measures. As the Union’s principal cyber security

incident response network, the CyCLONe Network established in Directive EU 2022/2555

shall advise the Commission in reviewing requests for support from the Cyber Reserve. The
CSIRT Network established in Directive EU 2022/2553 can should advise the

Commission ENISA _in reviewing requests for support from the EU Cybersecurity
Reserve. The funding for DEP- associated third countries should be supported by the

Union in the framework of relevant partnerships and funding instruments for those
countries. The support should cover services in the area of response to and immediate
initiate recovery from significant or large-scale cybersecurity incidents. The conditions set
for the EU Cybersecurity Reserve and trusted providers in this Regulation should apply
when providing support to the DEP- associated third countries asseeiated to DEP.

With the EU Cybersecurity Reserve being available to be used in certain conditions to DEP-

associated third countries and the implications such a deployment might have on the EU
Common Foreign and Security Policy, it remains important to acknowledge Member States’
competences and the role of the High Representative in this field. On the preparation for, the

activation and deployment of the EU Cybersecurity Reserve to DEP-associated third countries,

the High Representative shall be regularly consulted and coordinated with in order to aim for
more coherence, cooperation and consistency in EU foreign and security policy.

(38)
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(39) [..]

HAVE ADOPTED THIS REGULATION:

Chapter I

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives

1. This Regulation lays down measures to strengthen capacities in the Union to detect, prepare
for and respond to cybersecurity threats and incidents, in particular through the following

actions:

(a) the deployment of a pan-European infrastructure of Security Operations Centres
(‘European EyberShield Cybersecurity Alert System’) to build and enhance common

detection and situational awareness capabilities;

(b) the creation of a Cybersecurity Emergency Mechanism to support Member States in
preparing for, responding to, mitigating the impact and inititating immediate recovery

from significant and large-scale cybersecurity incidents;

(c) the establishment of a European Cybersecurity Incident Review Mechanism to review

and assess significant or large-scale incidents.

2. This Regulation pursues the objective to strengthen solidarity at Union level and enhance
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Member States cyber resilience through the following specific objectives:

(a) to strengthen common Union detection and situational awareness of cyber threats and
incidents thus allowing to reinforce the competitive position of industry and services
sectors in the Union across the digital economy and contribute to the Union’s

technological sovereignty in the area of cybersecurity;

(b) to reinforce preparedness of entities operating in sectors of high criticality and highly
other critical sectors across the Union and strengthen solidarity by developing
enhanced eemmen response capacities to handle against significant or large-scale
cybersecurity incidents, including Union cybersecurity
incident response support available for third countries associated to the Digital Europe

Programme
(‘DEP?);
(c) to enhance Union resilience and contribute to effective response by reviewing and

assessing significant or large-scale incidents, including drawing lessons learned and,

where appropriate, recommendations upon request and in coordination with Member

States.

This Regulation is without prejudice to the Member States’ primnary responsibility for
safeguarding national security, prbheseenrity: and
their power to safeguard other essential State functions, including ensuring the

territorial integrity of the State and maintaining law and order. and-theprevention;
. ication; . l . ¢ erimi e _

ithout prejudice to Article 346 TFE .the exchange under this
Regulation of information that is confidential pursuant to Union or national rules shall
be limited to that which is relevant and proportionate to the purpose of that exchange.
The exchange of such information shall preserve the confidentiality of the information
and protect the security and commercial interests of the entities concerned. in full
respect of trade and business secrets,

Article 2
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Definitions

For the purposes of this Regulation, the following definitions apply:

(-1) * i ity i 5 e : ) ity
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S
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‘ (1) ‘Cross-border collaboration Platform’ (“Cross-border
collaboration Platform”) means a multi-country platform, established by a written Commented [A230]: Sce argumentation above and below on

this matter.
consortium agreeement that brings together in a coordinated network structure Nrational

| from at least three Member States whe-formaHesting-Censertium, and
that is designed to monitor, detect and analyse prevent cyber threats and to prevent

incidents and to support the production of cyber threat high-quatlity intelligence, notably

through the exchange of information data from-varieus-seurees;public-and-private, as well
as through the sharing of state-of-the-art tools and jointly developing cyber detection,

analysis, and prevention and protection capabilities in a trusted environment;

‘public body’ means a body governed by public law as defined in Article 2((1), point (4),), of

Directive 2014/24/EU of the European Parliament and the Council»: ;

(2)(3) ‘Hosting Consortium’ means a consortium composed of participating Member Sstates,

represented-by National-SOCs; that have agreed to establish and contribute to the acquisition
of'tools and infrastructure for, and operation of, a Cross-border SOC ¢ollaboration Platform,;

(3)(4) ‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU) 2022/2555;

4(5) ‘entities operating in sectors of high criticality or highly-other critical sectors’ means type
of entities listed in Annex I and Annex II of Directive (EU) 2022/2555;

(5)(6) ‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU)
2019/881;

(6a) ‘incident’ means an incident as defined in Article 6, point (6), of Directive (EU)

2022/2555;
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6)(7) ‘significant cybersecurity incident’ means a cybersecurity incident fulfilling criteria set out
in Article 23(3) of Directive (EU) 2022/2555;

A(8) ‘large-scale cybersecurity incident’ means an incident as defined in Article 6, point (7) of

Directive (EU)2022/2555;

(8¢) ‘DEP-associated third country’ means a third country which is party to an agreement with the Union

allowing for its participation in the Digital Europe Programme pursuant to Article 10 of Regulation (EU)
2021/694.

15 080) (8a) ‘trusted providers’ means managed security service providers as
defined in Article 6, point (40), of Directive (EU) 2022/2555 selected in accordance with
Article 16 of this Regulation.

(8b) ‘CSIRT’ means a CSIRT designated or established pursuant to Article 10 of Directive
(EU) 2022/2555 .

Chapter 11

THE EUROPEAN €¥BER-SHIELD CYBERSECURITY ALERT SYSTEM

Article 3
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Establishment of the European €yber-Shield Cybersecurity Alert System

An interconnected pan-European infrastructure that consists of

Cross-border collaboration platforms joining on a voluntary basis Seeurity
Operations-Centres{European-Cyber-Shield the European Cybersecurity Alert System>)

shall be established to support the development of advanced capabilities for the Union to

detect, analyse and process data on cyber threats and incidents in the Union. H-shal-eensist-of

erations-Centres-(National- SOCs)-and-Cro
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The -European €yberShield Cybersecurity Alert System shall

(a) pool data and share information data Commented [A231]: The Netherlands proposes to use the
term “analysed” or "aggregated" throughout articles 3 to 8 of this
on cyber act when referencing to “information” or “data”. The added value

of information sharing in this regard would lie in processed data.
This would furthermore clearly establish that appropriate
measures can be taken with regards to national security, when
necessary, since this remains a matter of national competence.

threats and incidents from various sources through cross-border

collaboration platforms;

(b) share preduee high-quality, actionable information and cyber threat intelligence,
through the use of state-of-the art tools and advanced technologies such as;notably
Aartificial lintelligence and data analytics, and share that information and cyber
threat intelligence technolosies;

(c) contribute to better protection and response to cyber threats and-incidents by
supporting and cooperating with relevant entities such as competent authorities
designated or established pursuant to Article 8 of Directive (EU) 2022/2555,
CSIRTs and the CSIRTSs network;

(d) contribute to enhanced faster detection of cyber threats and situational awareness

across the Union, and to the issuing of cvbersecurity alerts to relevant entities; Commented [A232]: This needs to be clarified. Which

entities? At national/EU level, public/private entities?

(e) provide services and activities for the cybersecurity community in the Union, including

contributing to the development of advanced tools and technologies, such as artificial

intelligence and data analytics teels.

3. Actions implementing the European Cybersecurity Alert System shall be supported
by funding from the Digital Europe Programme and implemented in accordance with

Regulation (EU) 2021/694 and in particular Specific Objective 3 thereof.
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Article 4

Role of National Seeurity-Operations-Centres- Hubs
CSIRTs




1.  Inerder Where a Member State decides to yvoluntarily participate in the European Cyber
Shield Cybersecurity Alert System,-each-Member-State ﬁt shall designate-atleast-one a
National SOC Hwub CSIRT pursuant to Directive (EU) 2022/2555 or another public body

as defined in Article 2(2). The-National- SOC-shall-be-a-publie-body- ' Commented [A233]: We hear the Presidency that it should

be up to Member States to designate the exact body on a national

| level. At the same time, it is of the utmost importance to us that
we do not introduce any further complexity in our cyber
landscape. The NIS2 has been created to harmonise MS approach
to cybersecurity, therefore we should also follow this since the
projects are linked to the CSIRT Network. So we see a possible
compromise with an explicit reference to national CSIRTS in the
operative text (as general principle) but with flexibility to
designate another public body, with similar functionalities, if

L deemed necessary by a Member State.

£

Eurepean-Cyber-Shield-Cyberseeurity Adert-SystemNational SOCs—shall-beseleeted by

3.2. A Member State Natienal SOC selected pursuant to paragraph 2 shall commit to apply for
their National SOC hubsCSIRT to participate in a Cross-border SOC-collaboration
Platform within two years from the date on which the tools and infrastructures are acquired,
or on which it receives grant funding, whichever occurs sooner. If a Member State’s National
SOC-hubCSIRT is not a participant in a Cross-border SOC_collaboration Platform by that
time, the Member State i shall not be eligible for additional Union support under this

Chapter Regulation.

Article 5
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Cross-border collaboration Platforms

A Hosting Consortium consisting of at least three Member States, represented-byNational
SOE€s, committed to ensuring that their National

werking together to
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coordinate their cyber-detection and threat monitoring activities shall be eligible to participate

in actions to establish a Cross-border collaboration Platform.

3.2. Members of the Hosting Consortium shall conclude a written consortium agreement which

sets out their internal arrangements

for implementing the hosting and usage Aagreement.

4.3. A Cross-border collaboration Platform shall be represented for legal purposes by a

member of the Hosting Consortium Natienal SOC acting as a coordinator eceerdinating
SOCE, or by the Hosting Consortium if it has legal personality. The-ceordinator-co-ordinating

—The responsibility

for compliance of the cross-border collaboration Platform with this Regulation and
the hosting and usage agreement shall be determined in the written consortium

agreement referred to in paragraph

|fﬁ

A Member may join an existing Hostin nsortium with th reement of
Hosting Consortium members. The written consortium agreement referred
aragraph 3 and the hosting an age agreement shall be modified accordingly.

This shall not affect the ECCC’s ownership rights over the tools and infrastructures

already jointly procured with that Hostin nsortium.

Article 6
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Cooperation and information sharing within and between cross-border collaboration
Platforms
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1.  Members of a Hosting Consortium shall ensure that their National

exchange , in accordance with the

Consortium Agreement, among themselves within the Cross-border

collaboration Platform

where such information sharing: Commented [A236]: NL suggests to simplify the legal text.
Cyber threat intelligence (CTI) covers these elements of
information already. The type of information shared within a
Consortium should be further specified within a Consortium

(a) aims to prevent, detect, respond to or recover from incidents or to mitigate their impact; A
(b) enhances the level of cybersecurity , in particular through raising

awareness in relation to cyber threats, limiting or impeding the ability of such threats to

spread, supporting a range of defensive capabilities, vulnerability remediation and

disclosure, threat detection, containment and prevention techniques, mitigation

strategies, or response and recovery stages or promoting collaborative threat research

between public and private entities.

2. The written consortium agreement referred to in Article 5(3) shall establish:

(a) acommitment to share among the members of the Consortium a-significant-ameunt
ofdata information referred to in paragraph 1, and the conditions under which that

information is to be exchanged;

(b) agovernance framework clarifving and incentivising the sharing of information
referred to in paragraph 1 by all participants;

(c) targets for contribution to the development of advanced tools and technologies, such as

artificial intelligence and data analytics teels.

3. To encourage exchange of information between Cross-border collaboration
Platforms, Cross-border collaboration Platforms shall ensure a high level of
interoperability between themselves. To facilitate the interoperability between the Cross-

border collaboration Platforms, the Commission may
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collaboration Platforms.
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4.

Cross-border SOCs-collaboration Platforms shall conclude cooperation agreements with one

another, specifying information sharing principles among the cross-border platforms.
Article 7

Cooperation and information sharing with Union-Jevel entities and networks

Where the Cross-border SOCs collaboration Platforms obtain information relating to a
potential or ongoing large-scale cybersecurity incident, they shall gnsure previde that
relevant, technical information js provided to khg CSIRTSs network, =H-—CyCLONe,

S 5 S S1S 723

-without undue delay. In accordance

with the principles for managing large-scale cybersecurity incidents in Directive (EU)

2022/2555 and their standard operating procedures, the CSIRTs network shall notify and

share this information with CyCLONe ifrelcvunt.‘

21H2)-of this Regulations Each Cross-border collaboration platform shall ensure that they

have procedural arrangements for the information sharing referred to in paragraph 1 of this

article.

2. Cross-border collaboration platforms shall, where appropriate, ensure that experiences with
state of the art tools, notably Artificial Intelligence and data analytics technology, used
within the cross-border collaboration platforms are shared with the CSIRT Network.
Article 8
Security
1.  Member States participating in the European CyberShield Cybersecurity Alert System shall

ensure a high level of data security and physical security of the European EyberShield
Cybersecurity Alert System infrastructure, and shall ensure that the infrastructure shall-be-is

adequately managed and controlled in such a way as to protect it from threats and to ensure its
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security and that of the systems, including that of information and data exchanged through
the infrastructure.

2. Member States participating in the European CyberShield Cybersecurity Alert System shall
ensure that the sharing of information within the European EyberShield Cybersecurity Alert

System with_any entity other than li horitv or f a Member iti  Commented [A239]: Support.

which-are not Member State public bedies does not negatively affect the security interests

of the Union.

Chapter I11

CYBER EMERGENCY MECHANISM

Article 10

Type of actions

Member States may request to participate may benefitfrom in the actions referred to in
paragraph 1 upenrequest.

1. ‘As a part of the Mechanism, an Emergency Fund shall be established to rapidly cover

immediate costs of Member States necessary for their swift response to significant and large-

Commented [A240]: NL is a strong advocate for establishing
a Fund. Happy to work together with the Presidency, Commission
and other Member States to further work out this idea.

scale cybersecurity incidents.\

280



Article 11

For the purpose of supporting the coordinated preparedness testing of entities

referred to in Article 10(1), point (a), across the Union, and with due respect to the Member
States competences, the Commission, after consulting the NIS Cooperation Group and
ENISA, shall identify the sectors, or sub-sectors, concerned, from the Sectors of High
Criticality listed in Annex I to Directive (EU) 2022/2555 from which Member States may
request to participate and to this end propose entities to may be subject to the

preparedness s

1.a. When identifying the sectors or sub-sectors under paragraph 1, the Commission shall

take taking into account existing and planned coordinated risk assessments and resilience

testing at Union level, and the results thereof.

The NIS Cooperation Group
Commission, ENISA, and the High Representative, shall develop common risk
scenarios and methodologies for the coordinated testing exercises under Article 10 (1) (a) (i).
The NIS C ion G . . ith C ission, ENIS 1 the Higl
Representative, develop common risk scenarios and methodologies for other
preparedness actions under Article 10(1)(a)(ii).

Article 12

Establishment of the EU Cybersecurity Reserve

An EU Cybersecurity Reserve shall be established, in order to assist, upon request, users
referred to in paragraph 3, responding or providing support for responding to significant or

large-scale cybersecurity incidents, and #mmediate _recovery from such incidents.

The EU Cybersecurity Reserve shall consist of incident response services from trusted
providers selected in accordance with the criteria laid down in Article 16. The Reserve shall

include pre-committed services. The serviees Reserve shall be deployable upon request in

Commented [A241]: In accordance with Art. 10 (1i and ii),
this article should have a broader scope with regard to
preparedness actions and should not just focus on the testing of
entities.

Even more, significant information is missing on how the
processes and procedures for preparedness actions will work in
practice. Additional texts are needed on the financial procedures
(grants ECCC?), roles and responsibilities, the sort of
preparedness actions (non-exhaustive) since only pentesting seem
to be unnecessary limitative. This needs to be added to this article
or should be covered in a new article. Only limited information is
already covered in article 19.

Commented [A242]: Support
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Commented [A244]: It is of crucial importance to NL to
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amendments in the legal text.



all Member States and in third countries referred toin Article 17 (1).

3. the services from the EU Cybersecurity Reserve

shall include:

(a) Member States’ cyber crisis management authorities and CSIRTs as referred to in

Article 9 (1) and (2) and Article 10 of Directive (EU) 2022/2555, respectively;

(b)

of associated third countries in accordance with Article 17(3).

referred to in paragraph 3, point (a), shall use the services granted upon
their request from the EU Cybersecurity Reserve in order to respond or support response to
and initiate #mmediate-recovery from significant or large-scale incidents affecting entities
operating in sectors of high criticaljty or highl¥-other critical sectors.
46.

5.7. The Commission shall responsibility._

_for the implementation of the EU Cybersecurity Reserve. To that end, the

Commission, in cooperation with the NIS Cooperation Group and ENISA, shall
determine the priorities and evolution of the EU Cybersecurity Reserve, in line with the

requirements of the users referred to in paragraph 3,

its implementation, and ensure complementarity, consistency, synergies and links with other

support actions under this Regulation as well as other Union actions and programmes

Tl iorities shall ised

-shall the

operation

and administration of the EU Cybersecurity Reserve to ENISA, by means

of contribution agreements.

ENISA
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shall prepare a mapping of the services needed and their availability, after consulting

MemberStates-the NIS Cooperation Group

. ENISA shall prepare a similar mapping, after consulting the the NIS
Cooperation Group and the Commission, to identify the needs of third countries eligible for
support from the EU Cybersecurity Reserve pursuant to Article 17.

8.9. The Commission may,

3.

by means of , specify the types and the number of
response services required for the EU Cybersecurity Reserve. Those implementing acts shall

be adopted in accordance with the examination procedure referred to in Article 21(2).

Article 13

Requests for support from the EU Cybersecurity Reserve

The referred to in Article 12(3) may request services from the EU
Cybersecurity Reserve to support response to and initiate #mmediate-recovery from

significant or large-scale cybersecurity incidents.

To receive support from the EU Cybersecurity Reserve, the

referred to in Article 12(3) shall measures to
mitigate the effects of the incident for which the support is requested, including, where
apprepriate-relevant, the provision of direct technical assistance, and other resources to
assist the response to the incident, and #mnmediate recovery efforts.

Requests for support from users referred to in Article 12(3), point (a), of this Regulation shall
be transmitted to ENISA via the Single Point of Contact designated or
established by the Member State in accordance with Article 8(3) of Directive (EU)
2022/2555.
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4. Member States shall inform the CSIRTs network, and where appropriate EU-CyCLONe,
about their requests for incident response and initiate immediate recovery support pursuant to

this Article.

5. Requests for incident response and initial immediate recovery support shall include:

(a) appropriate information
regard the affected entity and potential impacts of the incident on
affected Member State(s) and users, including the risk of spill over, and the planned

use of the requested support, including an indication of the estimated needs;

(b) information about measures taken to mitigate the incident for which the support is

requested, as referred to in paragraph 2;

(c) where relevant, available information about other forms of support available to the

affected entity

5a. The information provided in accordance with paragraph 5 of this Article shall be
handled in accordance with Union law while preserving the security and commercial

interests of the entity concerned.

6.  ENISA, in cooperation with the Commission and the NIS Cooperation Group, shall develop a
template to facilitate the submission of requests for support from the EU Cybersecurity

Reserve.

Commented [A252]: It is unclear what these implementing
acts could potentially entail and why these are necessary.

Article 14 Commented [A253]: NL strongly emphasizes that, in
order to be able to support the Cyber Reserve proposal, we
expect a much stronger role for the Council with regard to the
deployment of the Reserve. We are open to looking at a
different model for internal and external deployment; this
requires further discussions.
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45.

Implementation of the support from the EU Cybersecurity Reserve

Requests for support from the EU Cybersecurity Reserve, shall be assessed by

), and a shall be transmitted to the users referred to in Article
12(3) without delay and in an nt no later than 72 hours from th mission of th

request to ensure effectiveness of the support action.

To prioritise requests, in the case of multiple concurrent requests, the following criteria shall

be taken into account, where relevant:
(a) the severity of the cybersecurity incident;

(b) the type of entity affected, with higher priority given to incidents affecting essential
entities as defined in Article 3(1) of Directive (EU) 2022/2555;

(c) the potential impact on the affected Member State(s) or users;

(d) the potential cross-border nature of the incident and the risk of spill over to other

Member States or users;

(e) the measures taken by the user to assist the response, and immediate-initial recovery
efforts, as referred in Article 13(2) and Article 13(5), point (b).

(f) the category of nder Article 12 f this Regulation. with
higher priority given to Member Stat rs and Union institution ies an

agencies.

The EU Cybersecurity Reserve services shall be provided in accordance with specific
agreements between the service provider and the user to which the support under the EU

Cybersecurity Reserve is provided. Those agreements shall include liability conditions.

The agreements referred to in paragraph 3 may be based on templates prepared by ENISA,

after consulting Member States.

Commented [A254]: Support
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67.

1.

shall bear no contractual liability for damages
caused to third parties by the services provided in the framework of the implementation of

the EU Cybersecurity Reserve.

Within three ese months from the end of the support action, the shall provide
the Commission, and ENISA, the CSIRTSs network and, where appropriate, EU-
CyCLONe with a summary report about the service provided, results achieved and the
lessons learned. When the user is from a third country as set out in Article 17, such report

shall be shared with the High Representative.

shall report to the NIS Cooperation Group, on a
regular basis and at least year, about the use and the results of the
support;-en-aregular-basis.

Article 16

Trusted providers

In procurement procedures for the purpose of establishing the EU Cybersecurity Reserve, the
contracting authority shall act in accordance with the principles laid down in the Regulation

(EU, Euratom) 2018/1046 and in accordance with the following principles:

Article 17

Support to DEP-associated third countries

The Commission shall inform the NIS Cooperation Group €Ceuneil and

cooperateceordinate with the High Representative about the requests received and the

implementation of the support granted to third countries from the EU Cybersecurity Reserve.
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Chapter V

FINAL PROVISIONS

Article 19

Amendments to Regulation (EU) 2021/694

Regulation (EU) 2021/694 is amended as follows:

(1) Article 6 is amended as follows:
(a) paragraph 1 is amended as follows:
(1) the following point (aa) is inserted:

‘(aa) support the development of an EU Cyber-Shield Cybersecurity Alert
System, including the development, deployment and operation of National and
Cross-border SOCscollaboration platforms that contribute to situational
awareness in the Union and to enhancing the cyber threat intelligence capacities

of the Union’;

(2) the following point (g) is added:
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‘(g) establish and operate a Cyber Emergency Mechanism to support Member

States in preparing for and responding to significant cybersecurity incidents,
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complementary to national resources and capabilities and other forms of support
available at Union level, including the establishment of an EU Cybersecurity

Reserve’;

(b) Paragraph 2 is replaced by the following:

‘2. The actions under Specific Objective 3 shall be implemented primarily through the
European Cybersecurity Industrial, technology and research Competence Centre and the

Network of National Coordination Centres, in accordance with Regulation (EU)

2021/887 of the European Parliament and of the Councill with the exception of actions
implementing the EU Cybersecurity Reserve, which shall be implemented by the
ENISA.';

(a) in paragraph 2, points (b), (¢) and (d) are replaced by the following:
‘(b), EUR 1 776 956 000 for Specific Objective 2 — Artificial Intelligence;
(c), EUR 1 629 566 000 for Specific Objective 3 — Cybersecurity and Trust;
(d), EUR 482 347 000 for Specific Objective 4 — Advanced Digital Skills’;
(b) the following paragraph 8 is added:

‘8. By derogation to Article 12(4) of Regulation (EU, Euratom) 2018/1046, unused
commitment and payment appropriations for actions pursuing the objectives set out in
Article 6(1), point (g) of this Regulation, shall be automatically carried over and may be

committed and paid up to 31 December of the following financial year.’;

In Article 14, paragraph 2 is replaced by the following:

“2. The Programme may provide funding in any of the forms laid down in the Financial

Regulation, including in particular through procurement as a primary form, or grants and

(2) Article 9 is amended as follows:
©)

prizes.
1

Regulation (EU) 2021/887 of the European Parliament and of the Council of 20 May 2021
establishing the European Cybersecurity Industrial, Technology and Research Competence
Centre and the Network of National Coordination Centres, (OJ L 202, 8.6.2021, p. 1-31).
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Where the achievement of the objective of an action requires the procurement of innovative
goods and services, grants may be awarded only to beneficiaries that are contracting
authorities or contracting entities as defined in Directives 2014/24/EU ?7 and 2014/25/EU 28 of

the European Parliament and of the Council.

Where the supply of innovative goods or services that are not yet available on a large-scale
commercial basis is necessary to achieve the objectives of an action, the contracting authority
or the contracting entity may authorise the award of multiple contracts within the same

procurement procedure.

For duly justified reasons of public security, the contracting authority or the contracting entity
may require that the place of performance of the contract be situated within the territory of the

Union.

When implementing procurement procedures for the EU Cybersecurity Reserve established
by Article 12 of Regulation (EU) 2023/XX, ENISA may act as a central
purchasing body to procure on behalf of or in the name of third countries associated to the
Programme in line with Article 10. ENISA may also act as wholesaler,
by buying, stocking and reselling or donating supplies and services, including rentals, to those
third countries. By derogation from Article 169(3) of Regulation (EU). XXX/XXXX [FR
Recast], the request from a single third country is sufficient to mandate the Commission or

ENISA to act. Commented [A260]: Should reflect the wish for Council
involvement.

When implementing procurement procedures for the EU Cybersecurity Reserve established
by Article 12 of Regulation (EU) 2023/XX, ENISA may act as a central
purchasing body to procure on behalf of or in the name of Union institutions, bodies and
agencies. ENISA may also act as wholesaler, by buying, stocking and
reselling or donating supplies and services, including rentals, to Union institutions, bodies and
agencies. By derogation from Article 169(3) of Regulation (EU) XXX/XXXX [FR Recast],
the request from a single Union institution, body or agency is sufficient to mandate the

Commission or ENISA to act.

The Programme may also provide financing in the form of financial instruments within

blending operations.”

(4) The following article 16a is added:
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)

(6

In the case of actions implementing the European Eyber-Shield Cybersecurity Alert System
established by Article 3 of Regulation (EU) 2023/XX, the applicable rules shall be those set
out in Articles 4 and 5 of Regulation (EU) 2023/XX. In the case of conflict between the
provisions of this Regulation and Articles 4 and 5 of Regulation (EU) 2023/XX, the latter

shall prevail and apply to those specific actions.

Article 19 is replaced by the following:

‘Grants under the Programme shall be awarded and managed in accordance with Title VIII of
the Financial Regulation and may cover up to 100 % of the eligible costs, without prejudice to
the co-financing principle as laid down in Article 190 of the Financial Regulation. Such grants

shall be awarded and managed as specified for each specific objective.

Support in the form of grants may be awarded directly by the ECCC without a call for
proposals to the National SOCs selected Member States referred to in Article 4 of
Regulation XXXX and the Hosting Consortium referred to in Article 5 of Regulation XXXX,

in accordance with Article 195(1), point (d) of the Financial Regulation.

Support in the form of grants for the Cyber Emergency Mechanism as set out in Article 10 of
Regulation XXXX may be awarded directly by the ECCC to Member States without a call for

proposals, in accordance with Article 195(1), point (d) of the Financial Regulation.

For actions specified in Article 10(1), point (c) of Regulation 202X/XXXX, the ECCC shall
inform the Commission and ENISA about Member States’ requests for direct grants without a

call for proposals.

For the support of mutual assistance for response to a significant or large-scale cybersecurity
incident as defined in Article 10(c), of Regulation XXXX, and in accordance with Article
193(2), second subparagraph, point (a), of the Financial Regulation, in duly justified cases,
the costs may be considered to be eligible even if they were incurred before the grant

application was submitted.”;

Annexes | and II are amended in accordance with the Annex to this Regulation.

Article 20

Evaluation
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By[ years after the date of application of this Regulation], the Commission
shall submit a report on the evaluation and review of this Regulation to the European

Parliament and to the Council. Commented [A261]: Act should be evaluated before next
MFF
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AUSTRIA

[..

]

Whereas:

[..
2

3)

]

The magnitude, frequency and impact of cybersecurity incidents are increasing, including
supply chain attacks aiming at cyberespionage, ransomware or disruption. They represent a
major threat to the functioning of network and information systems. In view of the fast-
evolving threat landscape, the threat of possible large-scale incidents causing significant
disruption or damage to critical infrastructures demands heightened preparedness at all
levels of the Union’s cybersecurity framework. That threat goes beyond Russia’s military
aggression on Ukraine, and is likely to persist given the multiplicity of state-aligned,
criminal and hacktivist actors involved in current geopolitical tensions. Such incidents can
impede the provision of public services and the pursuit of economic activities, including in
sectors of high criticality or highly other critical sectors, generate substantial financial
losses, undermine user confidence, cause major damage to the economy of the Union, and
could even have health or life-threatening consequences. Moreover, cybersecurity incidents
are unpredictable, as they often emerge and evolve within very short periods of time, not
contained within any specific geographical area, and occurring simultaneously or spreading

instantly across many countries.

It is necessary to strengthen the competitive position of industry and services sectors in the
Union across the digitised economy and support their digital transformation, by reinforcing
the level of cybersecurity in the Digital Single Market. As recommended in three different
proposals of the Conference on the Future of Europe”, it is necessary to increase the
resilience of citizens, businesses and entities operating critical infrastructures against the
growing cybersecurity threats, which can have devastating societal and economic impacts.
Therefore, investment in infrastructures and services that will support faster detection and
response to cybersecurity threats and incidents is needed, and Member States need
assistance in better preparing for, as well as responding to significant and large-scale

cybersecurity incidents. Building on the existing structures and in close cooperation with

them, Fthe Union should also increase its capacities in these areas, notably as regards the

collection and analysis of data on cybersecurity threats and incidents.

70

https://futureu.europa.eu/en/
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(M

®)

(12)

It is necessary to strengthen the detection and situational awareness of cyber threats and
incidents throughout the Union and to strengthen solidarity by enhancing Member States’
and the Union’s preparedness and capabilities to respond to significant and large-scale
cybersecurity incidents. Therefore a pan-European infrastructure of SOCs (European

Cybersecurity Shield-Alert System) should be deployed to build and-enhanece ecommen

coordinated detection and situational awareness capabilities and enhance the existing

ones; a Cybersecurity Emergency Mechanism should be established to support Member
States upon their request in preparing for, responding to, and immediate initially
recovering from significant and large-scale cybersecurity incidents; a Cybersecurity Incident
Review Mechanism should be established to review and assess specific significant or large-
scale incidents, with due respect for Member State competences and without

duplication of the activities conducted by the CSIRT network, EU-CyCL.ONe and the

NIS Cooperation Group. These actions shall be without prejudice to Articles 107 and 108

of the Treaty on the Functioning of the European Union (‘TFEU”).

To achieve these objectives, it is also necessary to amend Regulation (EU) 2021/694 of the
European Parliament and of the Council” in certain areas. In particular, this Regulation
should amend Regulation (EU) 2021/694 as regards adding new operational objectives
related to the European Cybersecurity Shield Alert System and the Cyber Emergency

Mechanism under Specific Objective 3 of DEP, which aims at guaranteeing the resilience,
integrity and trustworthiness of the Digital Single Market, at strengthening capacities to
monitor cyber-attacks and threats and to respond to them, and at reinforcing cross-border
cooperation on cybersecurity. This will be complemented by the specific conditions under
which financial support may be granted for those actions should be established and the
governance and coordination mechanisms necessary in order to achieve the intended
objectives should be defined. Other amendments to Regulation (EU) 2021/694 should
include descriptions of proposed actions under the new operational objectives, as well as

measurable indicators to monitor the implementation of these new operational objectives.

To more effectively prevent, assess and respond to cyber threats and incidents, it is

necessary to develop more comprehensive knowledge about the threats to critical assets and

71

Regulation (EU) 2021/694 of the European Parliament and of the Council of 29 April 2021
establishing the Digital Europe Programme and repealing Decision (EU) 2015/2240 (OJ L
166, 11.5.2021, p. 1).
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infrastructures on the territory of the Union, including their geographical distribution,
interconnection and potential effects in case of cyber-attacks affecting those
infrastructures. A large-scale Union infrastructure of SOCs should be deployed (‘the

European Cybersecurity Shield Alert System’), comprising of several interoperating cross-

border platforms, each grouping together several National SOC hubs. That

infrastructure should serve national and Union cybersecurity interests and needs, leveraging

state of the art technology for advanced data Commented [A262]: It is highly important for AT that data
shared is anonymized. Furthermore, we want to emphasize that
and analytics tools, enhancing cyber detection and management capabilities and onlyjdataithatiigs iegticantivaliciforiderectionland

monitoring threats (“relevant”) should be shared.

providing real-time situational awareness. That infrastructure should serve to increase
detection of cybersecurity threats and incidents and thus complement and support Union
entities and networks responsible for crisis management in the Union, notably the EU Cyber
Crises Liaison Organisation Network (‘EU-CyCLONe’), as defined in Directive (EU)
2022/2555 of the European Parliament and of the Council.

(13) Participation in the European Cyber-Shield Cybersecurity Alert System should be
voluntary for Member States. Each Member State that decides to join the European

€yber-Shield Cybersecurity Alert System should designate a National SOC hub. publie

Member-State- These National SOCs hubs should have aet as functionalities the capacity
to act as a reference point and gateway at national level for participation in the European
Cyber-Shield Cybersecurity Alert System and should be capable of detecting,
aggregating and analysing data relevant to cyber threats and incidents, by using in
particular state-of-the-art technologies

. They

should also ensure that cyber threat information from public and private entities is

shared and collected at national level in an effective and streamlined manner.

_Member States

deeide-to-designate an existing entity such as a CSIRT

or existing national platforms to conduct the Commented [A263]: We would appreciate this addition.
functions of National SOC hub, or establish a new one. Member States should also be
able to decide to designate, at the national level, different entities to carry out the

different functionalities of the National SOC hub.

2 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022
on measures for a high common level of cybersecurity across the Union, amending Regulation
(EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148
(NIS 2 Directive) (OJ L 333, 27.12.2022, p. 80).
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(14)

(142)

As part of the European Cybersecurity Alert System Shield, a number of Cross-border

Cybersecurity Operations Centres (‘Cross-border SOCs’) should be established. These
should bring together National SOC s from at least three Member States, so that the
benefits of cross-border threat detection and information sharing and management can be
fully achieved. The general objective of Cross-border SOC s should
be to strengthen capacities to analyse, prevent and detect cybersecurity threats and to
support the production of high-quality intelligence on cybersecurity threats, notably through
the sharing of information data from various sources, public or private, as well as through
the sharing and joint use of state-of-the-art tools, and jointly developing detection, analysis

and prevention capabilities in a trusted environment.

A Member State selected by the European Cybersecurity Competence Centre (ECCC)
following a call for expression of interest to set up a National SOC Hub or enhance the
capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Member State should be eligible to receive a
grant to operate the tools and infrastructures. A Hosting Consortium consisting of at
least three Member States, which has been selected by the ECCC following a call for
expression of interest to set up a Cross-border collaboration SOC Platform or enhance
the capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Hosting Consortium should be eligible to
receive a grant to operate the tools and infrastructures. In accordance with Article
165(2) of Regulation EU 2018/1046, and Article 90 of Decision no GB/2023/1 of the
Governing Board of the ECCC, the procurement procedure to purchase the relevant
tools and infrastructures should be carried out jointly by the ECCC and relevant
contracting authorities from the Member States selected following these calls for
expressions of interest. Private entities should therefore not be eligible to participate in
the calls for expression of interest to jointly purchase tools and infrastructures with the
ECCC, or to receive grants to operate those tools and infrastructures. However, the
Member States should have the possibility to involve private entities in the setting up,
enhancement and operation of their National SOC Hubs and Cross-border SOCs
Platforms in other ways which they deem appropriate, in compliance with national

and Union law.
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(15)

(16)

(18)

(19)

At national level, the monitoring, detection and analysis of cyber threats is typically ensured
by SOCs of public and private entities, in combination with CSIRTs. In addition, CSIRTs
exchange information in the context of the CSIRT network, in accordance with Directive
(EU) 2022/2555. The Cross-border SOCs should constitute a new capability that is

complementary to the CSIRTs network and will cooperate closely with it, by pooling data

and sharing information data on cybersecurity threats from public and private entities,
enhancing the value of such data through expert analysis and jointly acquired infrastructures
and state of the art tools, and contributing to the development of Union capabilities and

technological sovereignty.

The Cross-border SOCs should act as a central point allowing for a broad pooling of
relevant data and cyber threat intelligence, enable the spreading of threat information among
a large and diverse set of actors (e.g., Computer Emergency Response Teams (‘CERTSs’),
CSIRTs, Information Sharing and Analysis Centers (‘ISACs’), operators of critical
infrastructures). The information exchanged among participants in a Cross-border SOC
could include data from networks and sensors

, threat intelligence feeds, indicators of compromise, and
contextualised information about incidents, threats and vulnerabilities. In addition, Cross-

border SOCs should also enter into cooperation agreements with other Cross-border SOCs.

Entities participating in the European Cybersecurity Alert System Shield should ensure a

high-level of interoperability among themselves including, as appropriate, as regards data
formats, taxonomy, data handling and data analysis tools, and secure communications
channels, a minimum level of application layer security, situational awareness dashboard,
and indicators. The adoption of a common taxonomy and the development of a template for

situational reports to describe the-teehnieal causes and-impaets-ofeyberseeunrity detected

cyber threats and cybersecurity risks, should take into account existing work done in

the context of the implementation of Directive (EU) 2022/2555.

In order to enable the exchange of information data on cybersecurity threats from various
sources, on a large-scale basis, in a trusted environment, entities participating in the

European Cybersecurity Alert System Shield should be equipped with state-of-the-art and

highly-secure tools, equipment and infrastructures. The Commission should be able to

issue guidance in this respect. This should make it possible to improve collective detection

capacities and timely warnings to authorities and relevant entities, notably by using the latest
data analytics technologies.
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(20)

2D

(22)

By collecting, correlating, sharing and exchanging data and information, the European
Cyber-Shield Cybersecurity Alert System should enhance the Union’s technological
sovereignty. The pooling of high-quality curated data should also
contribute to the development of advanced artificial intelligence and data analytics
technologies. It should be facilitated through the connection of the European EyberShield
Cybersecurity Alert System with the pan-European High Performance Computing
infrastructure established by Council Regulation (EU) 2021/117373.

While the European Cybersecurity Alert System Shield is a civilian project, the cyber

defence community could benefit from stronger civilian detection and situational awareness
capabilities developed for the protection of critical infrastructure. Cross-border SOCs, with
the support of the Commission and the European Cybersecurity Competence Centre
(‘ECCC’), and in cooperation with the High Representative of the Union for Foreign Affairs
and Security Policy (the ‘High Representative”), should gradually develop dedicated
protocols and standards to allow for cooperation with the cyber defence community,
including vetting and security conditions. The development of the European Cybersecurity
Alert System Shield should be accompanied by a reflection enabling future collaboration

with networks and platforms responsible for information sharing in the cyber defence

community, in close cooperation with the High Representative.

Information sharing among participants of the European Cybersecurity Alert System Shield

should comply with existing legal requirements and in particular Union and national data
protection law, as well as the Union rules on competition governing the exchange of
information. The recipient of the information should implement, insofar as the processing of
personal data is necessary, technical and organisational measures that safeguard the rights
and freedoms of data subjects, and destroy the data as soon as they are no longer necessary

for the stated purpose and inform the body making the data available that the data have been

destroyed.

73 Council Regulation (EU) 2021/1173 of 13 July 2021 on establishing the European High
Performance Computing Joint Undertaking and repealing Regulation (EU) 2018/1488 (OJ L
256,19.7.2021, p. 3).
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24

(25)

(26)

business-seerets:

In view of the increasing risks and number of cyber incidents affecting Member States,

the Cyber Emergency Mechanism

, to improve the Union’s resilience to
significant and large-scale cybersecurity incidents and complement Member States’ actions
through emergency financial support for preparedness, response and initial immediate
recovery of services . That instrument
should enable the rapid deployment of assistance in defined circumstances and under clear
conditions and allow for a careful monitoring and evaluation of how resources have been
used. Whilst the primary responsibility for preventing, preparing for and responding to
cybersecurity incidents and crises lies with the Member States, the Cyber Emergency
Mechanism promotes solidarity between Member States in accordance with Article 3(3) of

the Treaty on European Union (‘TEU’).

The Cyber Emergency Mechanism should provide support to Member States
complementing their own measures and resources, and other existing support options in
case of response to and immediate initial recovery from significant and large-scale
cybersecurity incidents, such as the services provided by the European Union Agency for
Cybersecurity (‘ENISA”) in accordance with its mandate, the coordinated response and the
assistance from the CSIRTs network, the mitigation support from the EU-CyCLONe, as
well as mutual assistance between Member States including in the context of Article 42(7)
of TEU, the PESCO Cyber Rapid Response Teams™ and-Hybrid Rapid Response Teams.

It should address the need to ensure that specialised means are available to support

preparedness and response to cybersecurity incidents across the Union and in third countries.

This instrumentRegulation is without prejudice to procedures and frameworks to

coordinate crisis response at Union level, in particular the Union Civil Protection
Mechanism established under Decision No 1313/2013/EU of the European Parliament
and of the CouncilHUCPM’5, the EU Integrated Political Crisis Response Arrangements

under Council Implementing Decision (EU) 2018/1993IPCR (IPCR Arrangements),

74

75

76

COUNCIL DECISION (CFSP) 2017/ 2315 - of 11 December 2017 - establishing permanent
structured cooperation (PESCO) and determining the list of participating Member States.
Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December
2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).

Council Implementing Decision (EU) 2018/1993 of 11 December 2018 on the EU
Integrated Political Crisis Response Arrangements (OJ L 320, 17.12.2018, p.
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(28)

(29

Commission Recommendation 2017/158477 and Directive (EU) 2022/2555. kt

maySupport provided under the Cyber Emergency Mechanism can complement

assistance provided in the context of the Common Foreign and Security Policy and the

Common Security and Defence Policy, including through the Cyber Rapid Response

Teams
contribute to or complement actions implemented in the context of Article 42(7) ef TEU,

including assistance provided by one Member State to another Member State, or form

part of the joint response between the Union and Member States in situations defined

referred to in Article 222 of TFEU. The use implementation of this

instrumentRegulation should also be coordinated with the implementation of measures

under the Cyber Diplomacy Toolbox2s-measures, where appropriate.

Directive (EU) 2022/2555 requires Member States to designate or establish one or more
cyber crisis management authorities and ensure they have adequate resources to carry out
their tasks in an effective and efficient manner. It also requires Member States to identify
capabilities, assets and procedures that can be deployed in the case of a crisis as well as to
adopt a national large-scale cybersecurity incident and crisis response plan where the
objectives of and arrangements for the management of large-scale cybersecurity incidents
and crises are set out. Member States are also required to establish one or more CSIRTs
tasked with incident handling responsibilities in accordance with a well-defined process and
covering at least the sectors, subsectors and types of entities under the scope of that
Directive, and to ensure they have adequate resources to carry out effectively their tasks.
This Regulation is without prejudice to the Commission’s role in ensuring the compliance
by Member States with the obligations of Directive (EU) 2022/2555. The Cyber Emergency
Mechanism should provide assistance for actions aimed at reinforcing preparedness as well
as incident response actions to mitigate the impact of significant and large-scale
cybersecurity incidents, to support immeeiate initial recovery and/or restore the functioning

of services

As part of the preparedness actions, to promote a consistent approach and strengthen

security across the Union and its internal market, support should be provided for testing and
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Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated
response to large-scale cybersecurity incidents and crises (OJ L 239, 19.9.2017, p. 36).
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€3]

assessing cybersecurity of entities operating in highly-eritieal sectors of high criticality
identified pursuant to Directive (EU) 2022/2555 in a coordinated manner. For this purpose,

the Commission,

regularly identify
relevant sectors or subsectors, which should be eligible to receive financial support for
coordinated testing at Union level. The sectors or subsectors should be selected from Annex
I to Directive (EU) 2022/2555 (*Sectors of High Criticality’). The coordinated testing
exercises should be based on common risk scenarios and methodologies. The selection of
sectors and development of risk scenarios should take into account relevant Union-wide risk
assessments and risk scenarios, including the need to avoid duplication, such as the risk
evaluation and risk scenarios called for in the Council conclusions on the development of
the European Union's cyber posture te-be conducted by the Commission, the High
Representative and the NIS Cooperation Group, in coordination with relevant civilian and
military bodies and agencies and established networks, including the EU CyCLONe, as well
as the risk assessment of communications networks and infrastructures requested by the
Joint Ministerial Call of Nevers and conducted by the NIS Cooperation Group, with the
support of the Commission and ENISA, and in cooperation with the Body of European
Regulators for Electronic Communications (BEREC), the coordinated risk assessments to be
conducted under Article 22 of Directive (EU) 2022/2555 and digital operational resilience
testing as provided for in Regulation (EU) 2022/2554 of the European Parliament and of the
Council’®. The selection of sectors should also take into account the Council
Recommendation on a Union-wide coordinated approach to strengthen the resilience of

critical infrastructure.

In addition, the Cyber Emergency Mechanism should offer support for other preparedness
actions and support preparedness in other sectors, not covered by the coordinated testing of

entities operating in highly-eritieal sectors of high criticality

Those actions could include various types of national preparedness activities.

The Cyber Emergency Mechanism should also provide support for incident response actions
to mitigate the impact of significant and large-scale cybersecurity incidents, to support

immediate-initial recovery or restore the functioning of essential services. Where
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Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December
2022 on digital operational resilience for the financial sector and amending Regulations
(EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU)
2016/1011
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appropriate, it should complement the UCPM to ensure a comprehensive approach to

respond to the impacts of cyber incidents on citizens.

A Union-level Cybersecurity Reserve should
gradually be set up, consisting of services from trusted private providers of managed
security services to support response and immediate-initiate recovery actions in cases of
significant or large-scale cybersecurity incidents. The EU Cybersecurity Reserve should
ensure the availability and readiness of services. The services from the EU Cybersecurity
Reserve should serve to support national authorities in providing assistance to affected
entities operating in sectors of high criticality or highly other critical sectors as a
complement to their own actions at national level. When requesting support from the EU
Cybersecurity Reserve, Member States should specify the support provided to the affected
entity at the national level, which should be taken into account when assessing the Member

State request

The services from the EU Cybersecurity Reserve may also serve to support Union

institutions, bodies and agencies, under similar conditions.

Having overall responsibility for the implementation of the EU Cybersecurity Reserve,

the Commission should be the contracting authority for the procurement of services to

establish the EU Cybersecurity Reserve, insofar as the operation and administration of

those services has not been entrusted to ENISA. Insofar as as-the operation and

administration of the EU Cybersecurity Reserve has been entrusted, in full or in part,

to ENISA, ENISA may be the contracting authority for those services with whose

operation and administration it has been entrusted. The procurement procedures to

establish the EU Cybersecurity Reserve should be conducted in accordance with

Regulation EU 2018/1046. The resulting contracts, including any framework contract

and specific contracts implementing a framework contract, should be signed by the

contracting authority and the selected service provider. In addition, the service

provider and the user to which the support under the EU Cybersecurity Reserve is

provided should sign specific agreements which specify the way in which the services

are to be provided to the affected entities, and the liability conditions towards those

entities in case of damage caused by the services of the EU Cybersecurity Reserve.

These agreements should stipulate that the Commission and ENISA should bear no

contractual liability towards the affected entities for any damages caused by the
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services. In order to ensure that these agreements between the service providers and

the users are available when needed, so as to allow the services to be deployed quickly

in case of a request for support from the EU Cybersecurity Reserve, they

be based on templates prepared by ENISA, after consulting Member States.

Due regard should be given to the role of the Member States in the implementation of

(34

(35)

(36)

the EU Cybersecurity reserve. As Regulation (EU) 2021/694 is the relevant basic act

for actions implementing the EU Cybersecurity Reserve, the actions under the EU

Cyber Reserve should be provided for in the relevant work programmes referred to in

Article 24 of Regulation (EU) 2021/694. In accordance with Article 24(6) of Regulation
(EU) 2021/694, these work programmes should be adopted by the Commission by

means of implementing acts in accordance with the examination procedure referred to

in Article 5 of Regulation (EU) No 182/2011. Furthermore, by virtue of cooperating

with the NIS Cooperation Group, the Commission should ensure that the views of

Member States as regards priorities and evolution of the EU Cybersecurity Reserve

are taken into account.

For the purpose of selecting private service providers to provide services in the context of
the EU Cybersecurity Reserve, it is necessary to establish a set of minimum criteria that

should be included in the call for tenders to select these providers, so as to ensure that the
needs of Member States’ authorities and entities operating in sectors of high criticality or

highly other critical sectors are met

To support the establishment of the EU Cybersecurity Reserve, the Commission eould
eonsider- should request-requesting ENISA to prepare a candidate certification scheme

pursuant to Regulation (EU) 2019/881 for managed security services in the areas covered by

the Cyber Emergency Mechanism.

In order to support the objectives of this Regulation of promoting shared situational
awareness, enhancing Union’s resilience and enabling effective response to significant and
large-scale cybersecurity incidents, the EU=CyCLONe, the CSIRTs network or the

Commission, with due respect of Member states competences, should be able to ask

ENISA to review and assess threats, known exploitable vulnerabilities and mitigation

actions with respect to a specific significant or large-scale cybersecurity incident. After the
303
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completion of a review and assessment of an incident, ENISA should prepare an incident
review report, in collaboration with relevant stakeholders, including representatives from the
private sector, Member States, the Commission and other relevant EU institutions, bodies
and agencies. As regards the private sector, ENISA is developing channels for exchanging
information with specialised providers, including providers of managed security solutions
and vendors, in order to contribute to ENISA’s mission of achieving a high common level of
cybersecurity across the Union. Building on the collaboration with stakeholders, including
the private sector, the review report on specific incidents should aim at assessing the causes,
impacts and mitigations of an incident, after it has occurred. Particular attention should be
paid to the input and lessons shared by the managed security service providers that fulfil the
conditions of highest professional integrity, impartiality and requisite technical expertise as
required by this Regulation. The report should be delivered and feed into the work of the
EU=-CyCLONe, the CSIRTs network and the Commission. When the incident relates to a
third country, it should will also be shared by the Commission with the High

Representative.

Taking into account the unpredictable nature of cybersecurity attacks and the fact that they
are often not contained in a specific geographical area and pose high risk of spill-over, the
strengthening of resilience of neighbouring countries and their capacity to respond
effectively to significant and large-scale cybersecurity incidents contributes to the protection
of the Union as a whole. Therefore, third countries associated to the DEP may be supported
from the EU Cybersecurity Reserve, where this is provided for in the respeetive-association
relevant agreement or Association Council decision through which te-the third country

is associated to DEP. The CSIRT Network established in Directive EU 2022/2555 can

advise the Commission in reviewing requests for support from the EU Cybersecurity

Reserve. The funding for DEP- associated third countries should be supported by the
Union in the framework of relevant partnerships and funding instruments for those
countries. The support should cover services in the area of response to and inmediate
initiate recovery from significant or large-scale cybersecurity incidents. The conditions set
for the EU Cybersecurity Reserve and trusted providers in this Regulation should apply
when providing support to the DEP- associated third countries asseeiated-to-DEP.

In order to ensure uniform conditions for the implementation of this Regulation,
implementing powers should be conferred on the Commission to specify the conditions for
the interoperability between Cross-border SOCs; determine the procedural arrangements for

the information sharing related to a potential or ongoing large-scale cybersecurity incident
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between Cross-border SOCs and Union entities; laying-dewn-technical requirementsto
ensure security-of the Eurepean Cyberseeurity Alert System-Shield; specify the types

and the number of response services required for the EU Cybersecurity Reserve; and,

specify further the detailed arrangements for allocating the EU Cybersecurity Reserve
support services. Those powers should be exercised in accordance with Regulation (EU)

182/2011 of the European Parliament and of the Council.

[...]
HAVE ADOPTED THIS REGULATION:

Chapter I

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives
1. This Regulation lays down measures to strengthen capacities in the Union to detect, prepare
for and respond to cybersecurity threats and incidents, in particular through the following

actions:

(a) the deployment of a pan-European infrastructure of Security Operations Centres
(‘European Cyber-Shield Cybersecurity Alert System’) to build and enhance common

detection and situational awareness capabilities;

(b) the creation of a Cybersecurity Emergency Mechanism to support Member States in
preparing for, responding to, mitigating the impact and inititating immediate recovery

from significant and large-scale cybersecurity incidents;

(c) the establishment of a European Cybersecurity Incident Review Mechanism to review

and assess significant or large-scale incidents.

2. This Regulation pursues the objective to strengthen solidarity at Union level and enhance

Member States cyber resilience through the following specific objectives:

[...]

(b) to reinforce preparedness of entities operating in sectors of high criticality and highly
other critical sectors across the Union and strengthen solidarity by developing
enhanced eemmen response capacities to handle against significant or large-scale

cybersecurity incidents, including by making Union cybersecurity incident response
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support available for third countries associated to the Digital Europe Programme
(‘DEP’);

(c) to enhance Union resilience and contribute to effective response by reviewing and
assessing significant or large-scale incidents, including drawing lessons learned and,
where appropriate, recommendations upon request and in coordination with Member

States.

3. This Regulation is without prejudice to the Member States’ primary responsibility for
safeguarding national security;publie seeurity; and their power to safeguard other
essential State functions, including ensuring the territorial integrity of the State and
maintaining law and order. 2

|

Without prejudice to Article 346 TFEU, the exchange under this Regulation of

information that is confidential pursuant to Union or national rules shall be limited to

that which is relevant and proportionate to the purpose of that exchange. The exchange

of such information shall preserve the confidentiality of the information and protect the

security and commercial interests of the entities concerned, in full respect of trade and

business secrets.

Article 2

Definitions

For the purposes of this Regulation, the following definitions apply:

(-1) ‘National Security Operations Centre Hub’ (“National SOC hub”) means an entity

designated by and under the authority of a Member State, which has the following Commented [A270]: Is it possible to receive further
information of what is meant by that?
functionalities: The explanation should possibly be included in the recitals as

well.
(a) it has the capacity to act as a reference point and gateway to other public and
private organisations at national level for collecting and analysing infermatien on Commented [A271]: This needs so be replaced by another
word — otherwise this does not make much sense.

cyber threats and incidents and contributing to a Cross-border SOC collaboration

platform;

(b) itis capable of detecting, aggregating, and analysing data relevant to cyber threats

and incidents by using in particular state of the art technologies;

(1) “Cross-border Security Operations Centre collaboration Platform’ (“Cross-border SOC

collaboration Platform”) means a multi-country platform, established by a written

consortium agreeement that brings together in a coordinated network structure Naational
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SOCs Hubs from at least three Member States whoform-aHesting-Ceonsertinm, and that is
designed to monitor, detect and analyse prevent cyber threats and to prevent incidents and

to support the production of cyber threat high-quality intelligence, notably through the
exchange of information data frem-varieusseurces; public-and private,
as well as through the

sharing of state-of-the-art tools and jointly developing cyber detection, analysis, and

prevention and protection capabilities in a trusted environment;

(3) ‘Hosting Consortium’ means a consortium composed of participating Member Sstates,

represented-by National SOCs; that have agreed to establish and contribute to the acquisition

of'tools and infrastructure for, and operation of, a Cross-border SOC collaboration Platform;
(4) ‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU) 2022/2555;

(5) ‘entities operating in sectors of high criticality or highly other critical sectors’ means type
of entities listed in Annex I and Annex II of Directive (EU) 2022/2555;

(6) ‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU)
2019/881;

(6a) ‘incident’ means an incident as defined in Article 6, point (6), of Directive (EU)

2022/2555;

(7) ‘significant cybersecurity incident’ means a cybersecurity incident fulfilling criteria set out

in Article 23(3) of Directive (EU) 2022/2555;

(8) ‘large-scale cybersecurity incident’ means an incident as defined in Article 6, point (7) of

Directive (EU)2022/2555;

(8¢) ‘DEP-associated third country’ means a third country which is party to an agreement

with the Union allowing for its participation in the Digital Europe Programme pursuant

to Article 10 of Regulation (EU) 2021/694;

» Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014
on public procurement and repealing Directive 2004/18/EC (OJ L 94 28.3.2014, p. 65).
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a1 (8a) ‘trusted providers’ means managed security service providers as defined in Article

6, point (40), of Directive (EU) 2022/2555 selected in accordance with Article 16 of this

Regulation.

(8b) ‘CSIRT’ means a CSIRT designated or established pursuant to Article 10 of Directive
(EU) 2022/2555 .

Chapter 11

THE EUROPEAN €¥BER-SHIELD CYBERSECURITY ALERT SYSTEM

Article 3

Establishment of the European Cyber-Shield Cybersecurity Alert System

1. An interconnected pan-European infrastructure that consists of National SOC hubs and
Cross-border SOC collaboration platforms joining on a voluntary basis Seeurity
Operations-Centres(‘European-Cyber-Shield the European Cybersecurity Alert System>)
shall be established to support the development of advanced capabilities for the Union to

detect, analyse and process data on cyber threats and incidents in the Union. ¥shall-censist-of

A on a Ope on entre N 101 O 2 nd o de a
a a t VI a a a a d

2. The European CyberShield Cybersecurity Alert System shall:

(a) pool data and share information data on cyber threats and

incidents from various sources through cross-border SOCs collaboration platforms;

(b) share preduee high-quality, actionable information and cyber threat intelligence,
through the use of state-of-the art tools and advanced technologies such as;netably
Aartificial Hintelligence and data analytics, and share that information and cyber

threat intelligence technologies;
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(c) contribute to better protection and response to cyber threats aned-ineidents by
cooperating with relevant entities such as competent authorities
designated or established pursuant to Article 8 of Directive (EU) 2022/2555,
CSIRTs and the CSIRTSs network;

(d) contribute to enhanced faster detection of cyber threats and situational awareness

across the Union, and to the issuing of cybersecurity alerts to relevant entities;

(e) provide services and activities for the cybersecurity community in the Union, including

contributing to the development of advanced tools and technologies, such as artificial

intelligence and data analytics teels.

3. Actions implementing the European Cybersecurity Alert System shall be supported
by funding from the Digital Europe Programme and implemented in accordance with

Regulation (EU) 2021/694 and in particular Specific Objective 3 thereof.

Article 4

National Security Operations Centres Hubs

In-erder Where a Member State decides to voluntarily participate in the European Cyber
Shield Cybersecurity Alert System,-each-Member-State it shall designate at least one

National SOC Hub. FheNatienal SOC-shall- be-apublie bedy-

Following a call for expression of interest, Member States intending to participate in the
European €yber-Shield Cybersecurity Alert System National- SOCs shall be selected by
the European Cybersecurity Competence Centre (‘ECCC’) to take part partieipate in a joint

procurement of tools and infrastructures with the ECCC, in order to set up National SOC
hubs or enhance capabilities of an existing one. The ECCC may award grants to the
selected Member States National SOCs to fund the operation of those tools and

infrastructures. The Union financial contribution shall cover up to 50% of the acquisition
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costs of the tools and infrastructures, and up to 50% of the operation costs, with the remaining
costs to be covered by the Member State. Before launching the procedure for the acquisition
of the tools and infrastructures, the ECCC and the Member State National-SOC shall

conclude a hosting and usage agreement regulating the usage of the tools and infrastructures.

A Member State National- SO€ selected pursuant to paragraph 2 shall commit to apply for
their National SOC hubs to participate in a Cross-border SOC collaboration Platform
within two years from the date on which the tools and infrastructures are acquired, or on
which it receives grant funding, whichever occurs sooner. If a Member State’s National SOC
hub is not a participant in a Cross-border SOC_collaboration Platform by that time, the
Member State it shall not be eligible for additional Union support under this Chapter

Regulation.

Article 5

Cross-border Security Operations Centres-collaboration Platforms

A Hosting Consortium consisting of at least three Member States, represented-byNational
SOCs, committed to ensuring that their National SOC hubs work werking together to
coordinate their cyber-detection and threat monitoring activities shall be eligible to participate

in actions to establish a Cross-border SOC collaboration Platform.

Members of the Hosting Consortium shall conclude a written consortium agreement which

sets out their internal arrangements for implementing the hosting and usage Aagreement.

A Cross-border SOC collaboration Platform shall be represented for legal purposes by a
member of the Hosting Consortium National SOC acting as a coordinator eoordinating

SOC€, or by the Hosting Consortium if it has legal personality.

jor: The responsibility

for compliance of the cross-border SOC collaboration Platform with this Regulation and

the hosting and usage agreement shall be determined in the written consortium

agreement referred to in paragraph 3.

A Member State may join an existing Hosting Consortium with the agreement of the

Hosting Consortium members. The written consortium agreement referred to in

paragraph 3 and the hosting and usage agreement shall be modified accordingly. This
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shall not affect the ECCC’s ownership rights over the tools and infrastructures already

jointly procured with that Hosting Consortium.

Article 6

Cooperation and information sharing within and between cross-border SOCs collaboration
Platforms

Members of a Hosting Consortium shall ensure that their National SOC hubs exchange, in
accordance with the Consortium Agreement, relevant information among themselves
within the Cross-border SOC collaboration Platform including information relating to cyber
threats, near misses, vulnerabilities, techniques-and precedures, indicators of compromise,
adversarial tacticsthreat-actor-speeific information; and cybersecurity alerts and

attaeks, where such information sharing:

[...]
The written consortium agreement referred to in Article 5(3) shall establish:

(a) acommitment to share among the members of the Consortium a-significant-ameunt
ofdata information referred to in paragraph 1, and the conditions under which that

information is to be exchanged;

(b) agovernance framework clarifying and incentivising the sharing of information

referred to in paragraph 1 by all participants;

(c) targets for contribution to the development of advanced tools and technologies, such as

artificial intelligence and data analytics teels.

To encourage exchange of information between Cross-border SOCs collaboration
Platforms, Cross-border SOCs collaboration Platforms shall ensure a high level of
interoperability between themselves. To facilitate the interoperability between the Cross-

border SOCs collaboration Platforms,

he Commission

may
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Article 7

Cooperation and information sharing with Union-level entities and networks

Where the Cross-border SOCs collaboration Platforms obtain information relating to a
potential or ongoing large-scale cybersecurity incident, they shall ensure provide that
relevant information is provided to the CSIRTSs network, EU-=CyCLONe, the- CSIRTs

networks and the Commission, in view of their respective crisis management roles in

accordance with Directive (EU) 2022/2555 without undue
delay.

Article 8

Security

Member States participating in the European Exyber-Shield Cybersecurity Alert System shall
ensure a high level of data security and physical security of the European Eyber-Shield
Cybersecurity Alert System infrastructure, and shall ensure that the infrastructure shall-be is
adequately managed and controlled in such a way as to protect it from threats and to ensure its
security and that of the systems, including that of information and data exchanged through

the infrastructure.

Member States participating in the European Cyber-Shield Cybersecurity Alert System shall
ensure that the sharing of information within the European €yberShield Cybersecurity Alert
System with_any entity other than a public authority or body of a Member State entities
which-are not Member State publie bedies does not negatively affect the security interests
of the Union.

The Commission may_adeptimplementing aets issue guidance documents laying dewn

cquiremen or-Membe ates-to-comp h-their-oblisg
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clarifying the application of paragraphs 1 and 2. Fhese-implementing-aects shall be

this Regulation-In-deing so; When preparing those guidance documents, the
Commission, in cooperation with supperted-by the High Representative, shall take into

account relevant defence-level security standards, in order to facilitate cooperation with

military actors.

Chapter 111

CYBER EMERGENCY MECHANISM

Article 9
Establishment of the Cyber Emergency Mechanism

6. A Cyber Emergency Mechanism is established to support improvement of the Union’s
resilience to majer cyberseeurity threats and prepare for and mitigate, in a spirit of
solidarity, the short-term impact of significant and large-scale cybersecurity incidents (the

‘Mechanism’).

Article 10
Type of actions

1.  The Mechanism shall support the following types of actions:

(a) preparedness actions:; inclading

(xi)the coordinated preparedness testing of entities operating in sectors of high
criticality highly-eritieal seetors across the Union;

(xii) other preparedness actions for entities operating in sectors of
high criticality eritieal and other-highly critical sectors, including those

involving exercises and trainings and ;

(b) respense actions; supporting response to and initiating immediate recovery from
significant and large-scale cybersecurity incidents, to be provided by trusted providers

participating in the EU Cybersecurity Reserve established under Article 12;
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(c) mutual assistance actions
consisting of the provision of technical support assistanee from national-autherities of
one Member State to another Member State, including #n-partieslar as provided for in
Article 11(3), point (f), of Directive (EU) 2022/2555.

Member States may request to participate maybenefitfrom in the actions referred to in
paragraph 1 upen-request.

Article 11

Coordinated preparedness testing of entities

For the purpose of supporting the coordinated preparedness testing of entities referred to in

Article 10(1), point (a), across the Union, and with due respect to the Member States

competences, the Commission, after consulting the NIS Cooperation Group and ENISA, shall
identify the sectors, or sub-sectors, concerned, from the Sectors of High Criticality listed in
Annex I to Directive (EU) 2022/2555 from which Member States may request to

participate and to this end propose entities to may be subject to the coordinated

preparedness testing.;

When identifying the sectors or sub-sectors under paragraph 1, the Commission shall
take taking into account existing and planned coordinated risk assessments and resilience

testing at Union level, and the results thereof.

The NIS Cooperation Group in cooperation with the Commission, ENISA, and the High
Representative, shall develop common risk scenarios and methodologies for the coordinated

testing exercises under Article 10 (1) (a) (i). The NIS Cooperation Group, in cooperation

with Commission, ENISA and the High Representative, may develop common risk

scenarios and methodologies for other preparedness actions under Article 10(1)(a)(ii).

Article 12

Establishment of the EU Cybersecurity Reserve

An EU Cybersecurity Reserve shall be established, in order to assist, upon request, users
referred to in paragraph 3, responding or providing support for responding to significant or

large-scale cybersecurity incidents, and immediate initiate recovery from such incidents.

The EU Cybersecurity Reserve shall consist of incident response services from trusted

providers selected in accordance with the criteria laid down in Article 16. The Reserve shall
314
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include pre-committed services. The services Reserve shall be deployable upon request in

all Member States and in third countries referred to in Article 17 (1).

Users of the services from the EU Cybersecurity Reserve shall include:

(a) Member States’ cyber crisis management authorities and CSIRTs as referred to in

Article 9 (1) and (2) and Article 10 of Directive (EU) 2022/2555, respectively;
(b) Union institutions, bodies and agencies.
(¢) Users of associated third countries in accordance with Article 17(3).

Users referred to in paragraph 3, point (a), shall use the services granted upon their request
from the EU Cybersecurity Reserve in order to respond or support response to and initiate
immediate-recovery from significant or large-scale incidents affecting entities operating in

sectors of high criticality or highly other critical sectors.

The Commission shall responsibility have overall responsibility for the implementation of

the EU Cybersecurity Reserve. To that end, the Commission, in cooperation with the NIS

Cooperation Group and ENISA, shall determine the priorities and evolution of the EU
Cybersecurity Reserve, in line with the requirements of the users referred to in paragraph 3,
and shall supervise its implementation, and ensure complementarity, consistency, synergies
and links with other support actions under this Regulation as well as other Union actions and

programmes. These priorities shall be revised every two years.

The Commission may shall entrust the operation and administration of the EU Cybersecurity

Reserve, in full or in part, to ENISA, by means of contribution agreements.

shall prepare a mapping of the services needed and their availability, after consulting

Member States the NIS Cooperation Group and the Commission. ENISA shall prepare a

similar mapping, after consulting the the NIS Cooperation Group and the Commission, to

identify the needs of third countries eligible for support from the EU Cybersecurity Reserve

pursuant to Article 17. The Commission, where relevant, may shall seek the views of eonsult

the High Representative.

The Commission may, by means of implementing acts, specify the types and the number of
response services required for the EU Cybersecurity Reserve. Those implementing acts shall
be adopted in accordance with the examination procedure referred to in Article 21(2). Before

submitting those drafting implementing acts to the committee referred to in Article
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21(1), the Commission exchange advice and cooperate with the NIS

Cooperation Group.

Article 13
Requests for support from the EU Cybersecurity Reserve

The users referred to in Article 12(3) may request services from the EU Cybersecurity
Reserve to support response to and initiate immediate-recovery from significant or large-scale

cybersecurity incidents.

To receive support from the EU Cybersecurity Reserve, the users referred to in Article 12(3)
shall take appropriate measures to mitigate the effects of the incident for which the support

is requested, including, where apprepriate relevant, the provision of direct technical

assistance, and other resources to assist the response to the incident, and #mmediate recovery

efforts.

Member States shall inform the CSIRTs network, and where appropriate EU-CyCLONe,
about their requests for incident response and initiate #mmediate recovery support pursuant to

this Article.
Requests for incident response and initial immediate recovery support shall include:

(a) appropriate information regarding the affected entity and potential impacts of the
incident on affected Member State(s) and users, including the risk of spill over, and

the planned use of the requested support, including an indication of the estimated needs;

(b) information about measures taken to mitigate the incident for which the

support is requested, as referred to in paragraph 2;

(c) where relevant, available information about other forms of support available to the
affected entity, including contractual arrangements in place for incident response and
initial #mmediate recovery services, as well as insurance contracts potentially covering

such type of incident.

The information provided in accordance with paragraph 5 of this Article shall be
handled in accordance with Union law while preserving the security and commercial

interests of the entity concerned.
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Article 14
Implementation of the support from the EU Cybersecurity Reserve

1. Requests for support from the EU Cybersecurity Reserve, shall be assessed by the
Commission, with the support of ENISA or as defined in contribution agreements under
Article 12(6), and a response shall be transmitted to the users referred to in Article 12(3)

without delay and in any event no later than 72 hours from the submission of the request

to ensure effectiveness of the support action.

2. To prioritise requests, in the case of multiple concurrent requests, the following criteria shall

be taken into account, where relevant:

[..]

(e) the measures taken by the user to assist the response, and immediate initial recovery

efforts, as referred in Article 13(2) and Article 13(5), point (b).

(f) __ the category of user under Article 12(3) of this Regulation, with higher priority

given to

Commented [A277]: Modification just for clarification.

6.  Within three ene months from the end of the support action, the users shall provide the
ENISA, the CSIRTSs network and EU-CyCLONe
with a summary report about the service provided, results achieved and the lessons learned.
When the user is from a third country as set out in Article 17, such report shall be shared with

the High Representative.

7. The Commission shall report to the NIS Cooperation Group, on a regular basis and at least

once per year, about the use and the results of the support; en-areglarbasis.

80 Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December
2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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Article 16

Trusted providers

In procurement procedures for the purpose of establishing the EU Cybersecurity Reserve, the
contracting authority shall act in accordance with the principles laid down in the Regulation

(EU, Euratom) 2018/1046 and in accordance with the following principles:

(a) ensure that the services included in the EU Cybersecurity Reserve are such that the
Reserve incladesserviees-that may be deployed in all Member States, taking into
account in particular national requirements for the provision of such services, including

certification or accreditation;

When procuring services for the EU Cybersecurity Reserve, the contracting authority shall

include in the procurement documents the following selection criteria:
[...]

(d) the provider shall have appropriate security clearance, at least for personnel intended for

service deployments-,where required by a Member State;
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(g) the provider shall be able to demonstrate that it has experience in delivering similar
services to relevant national authorities or entities operating in sectors of high

criticality or highly other critical sectors;

(h) the provider shall be able to provide the service within a short timeframe in the Member

State(s) where it can deliver the service;

(i) the provider shall be able to provide the service in the local language of the Member

State(s) where it can deliver the service, if so required by the Member State;

(j) once an EU certification scheme for managed security service Regulation (EU)

2019/881 is in place, the provider shall be certified in accordance with that scheme.

Article 17

Support to DEP-associated third countries

A DEP- associated tFhird countryies may request support from the EU Cybersecurity

Reserve where A

i i i i i where the
agreement, decision-er-conditions or Association Council decision through which it is

associated to DEP provides for participation in the Reserve.

Support from the EU Cybersecurity Reserve shall be in accordance with this Regulation, and

shall comply with any specific conditions laid down in the AsseciationAgreements
agreement, or decision er-eonditions referred to in paragraph 1.

In order to enable the Commission to apply the criteria listed in Article 14(2) to requests

from third countries referred to in paragraph 1, pPrior to receiving any support from the

EU Cybersecurity Reserve, third countries shall provide to the Commission and-the High

Representative information about their cyber resilience and risk management capabilities,
including at least information on national measures taken to prepare for significant or large-
scale cybersecurity incidents, as well as information on responsible national entities, including
CSIRTs or equivalent entities, their capabilities and the resources allocated to them. The

Commission shall share this information with the High Representative, for the purpose

of facilitating the cooperation referred to in paragraph 6. Where provisions of Articles 13

and 14 of this Regulation refer to Member States, they shall apply to third countries as set out
in paragraph 1.
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The Commission shall inform the NIS Cooperation Group Ceunecil and

cooperateceordinate with the High Representative about the requests received and the
implementation of the support granted to third countries from the EU Cybersecurity Reserve.

The Commission shall take into account the opinions of the NIS Cooperation Group and

the High Representative, if such are provided.

Article 17a) 15

Coordination with Union crisis management mechanisms

In-eases wWhere a significant cybersecurity incident or a large-scale cybersecurity

incidents originates from or results in a disasters as defined in Article 4, point (1), of

Decision No 1313/2013/EU*, the support provided under this Regulation for responding
to such incidents shall complement actions under, and be without prejudice, to Decision

No 1313/2013/EU.

In the event of a large-scaleeress-berder cybersecurity incident where the EU

Integrated Political Crisis Response aArrangements under Implementing Decision (EU)

2018/19934 (IPCR Arrangements) are triggered, the support provided under this

Regulation for responding to such incident shall be handled in accordance with the

relevant pretecels-and procedures under the IPCR Arrangements.




Chapter IV

CYBERSECURITY INCIDENT REVIEW MECHANISM

Article 18

Cybersecurity Incident Review Mechanism

After-consulting Member-States-concerned;-and Aat the request of the Commission, the
EU-CyCLONe or the CSIRTs network, and with the agreement of the Member States

concerned, ENISA shall review and assess threats, vulnerabilities and mitigation actions with
respect to a specific significant or large-scale cybersecurity incident. Following the
completion of a review and assessment of an incident, ENISA shall deliver an incident review
report to the CSIRTs network, the EU-CyCLONe and the Commission to support them in
carrying out their tasks, in particular in view of those set out in Articles 15 and 16 of Directive

(EU) 2022/2555. Whererelevant; When an incident has an impact on a third country, the

Commission shall share the report with the High Representative.

To prepare the incident review report referred to in paragraph 1, ENISA shall collaborate all
relevant stakeholders, including representatives of Member States, the Commission, other
relevant EU institutions, bodies and agencies, managed security services providers and users
of cybersecurity services. Where appropriate, and in-elese-cooperation with the agreement
of the Member State(s) concerned, ENISA shall also collaborate with entities affected by
significant or large-scale cybersecurity incidents. Fe-suppertthereviews ENISA-may-alse
consult-othertypes-ofstakehelders: Consulted representatives shall disclose any potential

conflict of interest.

The report shall cover a review and analysis of the specific significant or large-scale
cybersecurity incident, including the main causes, vulnerabilities and lessons learned. It shall
protect eonfidential information, in particular in accordance with Union or national law

concerning the protection of sensitive or classified information._If the Member State(s)

concerned so requests, the report shall contain only anonymised data.

Where appropriate, the report shall draw recommendations to improve the Union’s cyber

posture.

With the agreement of the Member State(s) concerned, ENISA may publish W-swhere
possible;-a version of the report containing only public information. shall be-madeavailable
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Chapter V

FINAL PROVISIONS

Article 19

Amendments to Regulation (EU) 2021/694

Regulation (EU) 2021/694 is amended as follows:

(1) Article 6 is amended as follows:
(a) paragraph 1 is amended as follows:
(1) the following point (aa) is inserted:

‘(aa) support the development of an EU EyberShield Cybersecurity Alert
System, including the development, deployment and operation of National and
Cross-border SOCs collaboration platforms that contribute to situational
awareness in the Union and to enhancing the cyber threat intelligence capacities

of the Union’;
(2) the following point (g) is added:

‘(g) establish and operate a Cyber Emergency Mechanism to support Member
States in preparing for and responding to significant cybersecurity incidents,
complementary to national resources and capabilities and other forms of support
available at Union level, including the establishment of an EU Cybersecurity

Reserve’;

[...]
(4) The following article 16a is added:

In the case of actions implementing the European CyberShield Cybersecurity Alert System
established by Article 3 of Regulation (EU) 2023/XX, the applicable rules shall be those set
out in Articles 4 and 5 of Regulation (EU) 2023/XX. In the case of conflict between the
provisions of this Regulation and Articles 4 and 5 of Regulation (EU) 2023/XX, the latter
shall prevail and apply to those specific actions.

(5) Article 19 is replaced by the following:
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‘Grants under the Programme shall be awarded and managed in accordance with Title VIII of
the Financial Regulation and may cover up to 100 % of the eligible costs, without prejudice to
the co-financing principle as laid down in Article 190 of the Financial Regulation. Such grants

shall be awarded and managed as specified for each specific objective.

Support in the form of grants may be awarded directly by the ECCC without a call for
proposals to the National SOCs selected Member States referred to in Article 4 of
Regulation XXXX and the Hosting Consortium referred to in Article 5 of Regulation XXXX,

in accordance with Article 195(1), point (d) of the Financial Regulation.
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POLAND

General remarks

It is necessary to unify the naming in the recitals of the document and in the text of the CSoA
proposal itself. This is true both in relation to the original compromise text and to sent
amendment proposals. We did not fully reflect our proposals in the recitals

Regarding SOCs:

The point of introducing a duplicative separate structure to perform cybersecurity tasks in the
EU is not acceptable. To properly fulfill tasks and effectively achieve the objectives of the
CSoA proposal, it is necessary to clearly differentiate between the tasks of the entities
and mechanisms established within the CSoA and those set out in NIS 2. Only this will ensure
an efficient, joint, non-duplicative and mutually supportive response to incidents and thus
strengthen the common level of cybersecurity in the EU. CSIRTs should have a crucial role it is
of utmost importance to ensure non duplication of structures.

We propose to replace the National Security Operations Centre Hub’ (“National SOC hub”)
with National CSIRT as it is both superfluous and the role described in the CSoA for National
SOC hub is already performed by the National CSIRTs. Therefore the word SOC should be
deleted

There should not be any implementing acts in art. 6 and 7

in art. 7, there should be an automatic notification to the CSIRT network, and depending on
their standard operating procedures, CSIRTSs could proceed to CyCLONe.

Ensuring the confidentiality of information is essential

We can support FR proposal to change name to Cyber Support System

There should be a framework for cooperation with private companies

Regarding the cyber reserve, we would like to raise the following strong points:

e MS involvement in deployment of the Reserve internally and external is crucial

e ENISA should be the only entity responsible for the implementation of the Reserve — clear
tasking has to be done in the act

e The information in the request for support provided by MS should be shared only with
ENISA, the EC should not receive it

e There should be a possibility to use reserve also for preparedness with money that is not
used for ex post actions — ensure flexibility

e It is still not clear at all how the Reserve will work in practice — as it will not work like the
ENISA support action

o The issue of liability is not clear — MS/CSIRT should not be liable, who will be liable?

e EUIBAS have their own budget, they should not use the DEP resource, so they should be
deleted as users wholly, as a compromise we can accept puttind cert EU instead

e  Why there is a need for precomittment needs to be further explained. We still have concerns

e PL agrees with the overall DE suggestion and proposal to simplify and streamline the
process of receiving support from the EU Cybersecurity Reserve, while at the same time
emphasize need for further discussion on implications contacting directly with the providers
ase.g.:

- the risk of overloading a limited group of suppliers with work, which would result in a

prolonged incident response, and
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[...]
@)

(7

- no tools or abilities for providers to apply the assessment criteria set out in the article

142).

The magnitude, frequency and impact of cybersecurity incidents are increasing, including
supply chain attacks aiming at cyberespionage, ransomware or disruption. They represent a
major threat to the functioning of network and information systems. In view of the fast-
evolving threat landscape, the threat of possible large-scale incidents causing significant
disruption or damage to critical infrastructures demands heightened preparedness at all
levels of the Union’s cybersecurity framework. That threat goes beyond Russia’s military
aggression on Ukraine, and is likely to persist given the multiplicity of state-aligned,
criminal and hacktivist actors involved in current geopolitical tensions. Such incidents can
impede the provision of public services and the pursuit of economic activities, including in
sectors of high criticality or highly other critical sectors, generate substantial financial
losses, undermine user confidence, cause major damage to the economy of the Union, and
could even have health or life-threatening consequences. Moreover, cybersecurity incidents
are unpredictable, as they often emerge and evolve within very short periods of time, not
contained within any specific geographical area, and occurring simultaneously or spreading

instantly across many countries.

It is necessary to strengthen the detection and situational awareness of cyber threats and
incidents throughout the Union and to strengthen solidarity by enhancing Member States’
and the Union’s preparedness and capabilities to respond to significant and large-scale
cybersecurity incidents. Therefore a pan-European infrastructure of SOCs (European

Cybersecurity Shield-Alert System) should be deployed to build and-erhance eemmeon

coordinated detection and situational awareness capabilities and enhance the existing

ones; a Cybersecurity Emergency Mechanism should be established to support Member
States upon their request in preparing for, responding to, and immediate initially
recovering from significant and large-scale cybersecurity incidents; a Cybersecurity Incident
Review Mechanism should be established to review and assess specific significant or large-
scale incidents, with due respect for Member State competences and without

duplication of the activities conducted by the CSIRT network, EU-CyCL.ONe and the
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NIS Cooperation Group. These actions shall be without prejudice to Articles 107 and 108 Commented [A280]: the competences and their division
should be clearly defined in the proposal, not only in recitals.

of the Treaty on the Functioning of the European Union (‘TFEU”).
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(12)  To more effectively prevent, assess and respond to cyber threats and incidents, it is
necessary to develop more comprehensive knowledge about the threats to critical assets and
infrastructures on the territory of the Union, including their geographical distribution,
interconnection and potential effects in case of cyber-attacks affecting those
infrastructures. A large-scale Union infrastructure of SOCs should be deployed (‘the

European Cybersecurity Shield Alert System’), comprising of several interoperating cross-

border platforms, each grouping together several National hubs. That infrastructure Commented [A281]: Proposed: This should be national
should serve national and Union cybersecurity interests and needs, leveraging state of the art o

technology for advanced data collection and analytics tools, enhancing cyber detection and

management capabilities and providing real-time situational awareness. That infrastructure

should serve to increase detection of cybersecurity threats and incidents and thus

complement and support Union entities and networks responsible for crisis management in

the Union, notably the EU Cyber Crises Liaison Organisation Network (‘EU-CyCLONe”),

as defined in Directive (EU) 2022/2555 of the European Parliament and of the Council®?,

(13)  Participation in the European Cyber-Shield Cybersecurity Alert System should be
voluntary for Member States. Each Member State that decides to join the European

€Cyber-Shield Cybersecurity Alert System should designate a National Commented [A282]: This should be national csirt

Member-State- These National SOCs hubs should have aet as functionalities the capacity
to act as a reference point and gateway at national level for participation in the European
Cyber-Shield Cybersecurity Alert System and should be capable of detecting,
aggregating and analysing data relevant to cyber threats and incidents, by using in

particular state-of-the-art technologies and that would be shared appropriately with Commented [A283]: What would be shared?

the CSIRT network in order to support the network conducting its activities. They

should also ensure that cyber threat information from public and private entities is

shared and collected at national level in an effective and streamlined manner. Member

States should be able to-decide-to designate an existing entity such as a CSIRT or

existing national platforms to conduct the functions of National SOC hub, or establish

a new one. Member States should also be able to decide to designate, at the national

82 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022
on measures for a high common level of cybersecurity across the Union, amending Regulation
(EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148
(NIS 2 Directive) (OJ L 333, 27.12.2022, p. 80).
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(14)

(14a)

level, different entities to carry out the different functionalities of the National SOC

hub.

As part of the European Cybersecurity Alert System Shield, a number of Cross-border
should be established. These

should bring together National from at least three Member States, so that
the benefits of cross-border threat detection and information sharing and management can be
fully achieved. The general objective of Cross-border SOCs should be to strengthen
capacities to analyse, prevent and detect cybersecurity threats and to support the production
of high-quality intelligence on cybersecurity threats, notably through the sharing of
information data from various sources, public or private, as well as through the sharing and
joint use of state-of-the-art tools, and jointly developing detection, analysis and prevention
capabilities in a trusted environment. They should provide new additional capacity, building
upon and complementing existing SOCs and computer incident response teams (‘CSIRTs”)

and other relevant actors.

A Member State selected by the European Cybersecurity Competence Centre (ECCC)
following a call for expression of interest to set up a National SOC Hub or enhance the
capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Member State should be eligible to receive a
grant to operate the tools and infrastructures. A Hosting Consortium consisting of at
least three Member States, which has been selected by the ECCC following a call for
expression of interest to set up a Cross-border collaboration SOC Platform or enhance
the capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Hosting Consortium should be eligible to
receive a grant to operate the tools and infrastructures. In accordance with Article
165(2) of Regulation EU 2018/1046, and Article 90 of Decision no GB/2023/1 of the
Governing Board of the ECCC, the procurement procedure to purchase the relevant
tools and infrastructures should be carried out jointly by the ECCC and relevant
contracting authorities from the Member States selected following these calls for
expressions of interest. Private entities should therefore not be eligible to participate in
the calls for expression of interest to jointly purchase tools and infrastructures with the
ECCC, or to receive grants to operate those tools and infrastructures. However, the
Member States should have the possibility to involve private entities in the setting up,

enhancement and operation of their National SOC Hubs and Cross-border
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(15)

(16)

(17)

Platforms in other ways which they deem appropriate, in compliance with national

and Union law.

At national level, the monitoring, detection and analysis of cyber threats is typically ensured
by SOCs of public and private entities, in combination with CSIRTs. In addition, CSIRTs
exchange information in the context of the CSIRT network, in accordance with Directive
(EU) 2022/2555. The Cross-border should constitute a new capability that is

complementary to the CSIRTs network and will cooperate closely with it, by pooling data

and sharing information data on cybersecurity threats from public and private entities,
enhancing the value of such data through expert analysis and jointly acquired infrastructures
and state of the art tools, and contributing to the development of Union capabilities and

technological sovereignty.

The Cross-border SOCs should act as a central point allowing for a broad pooling of
relevant data and cyber threat intelligence, enable the spreading of threat information among
a large and diverse set of actors (e.g., Computer Emergency Response Teams (‘CERTS’),
CSIRTs, Information Sharing and Analysis Centers (‘ISACs’), operators of critical
infrastructures). The information exchanged among participants in a Cross-border SOC
could include data from networks and sensors, threat intelligence feeds, indicators of
compromise, and contextualised information about incidents, threats and vulnerabilities. In
addition, Cross-border SOCs should also enter into cooperation agreements with other

Cross-border SOCs.

Shared situational awareness among relevant authorities is an indispensable prerequisite for
Union-wide preparedness and coordination with regards to significant and large-scale
cybersecurity incidents. Directive (EU) 2022/2555 establishes the EU-CyCLONe to support
the coordinated management of large-scale cybersecurity incidents and crises at operational
level and to ensure the regular exchange of relevant information among Member States and
Union institutions, bodies and agencies. Recommendation (EU) 2017/1584 on coordinated
response to large-scale cybersecurity incidents and crises addresses the role of all relevant
actors. Directive (EU) 2022/2555 also recalls the Commission’s responsibilities in the Union
Civil Protection Mechanism (‘UCPM”) established by Decision 1313/2013/EU of the
European Parliament and of the Council, as well as for providing analytical reports for the
Integrated Political Crisis Response Mechanism (‘IPCR’) arrangements under Implementing
Decision (EU) 2018/1993. Therefore, in situations where Cross-border SOCs obtain
information related to a potential or ongoing large-scale cybersecurity incident, they should

provide relevant information to EU-CyCLONe, the CSIRTSs network and
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(18)

(19)

(20)

. In particular, depending on the situation, information to be shared could
include technical information, information about the nature and motives of the attacker or
potential attacker, and higher-level non-technical information about a potential or ongoing
large-scale cybersecurity incident. In this context, due regard should be paid to the need-to-

know principle and to the potentially sensitive nature of the information shared.

Entities participating in the European Cybersecurity Alert System Shield should ensure a

high-level of interoperability among themselves including, as appropriate, as regards data
formats, taxonomy, data handling and data analysis tools, and secure communications
channels, a minimum level of application layer security, situational awareness dashboard,
and indicators. The adoption of a common taxonomy and the development of a template for

situational reports to describe the-teehnieal causes and-impaets-of eyberseecurity detected

cyber threats and cybersecurity risks, should take into account existing work done in

the context of the implementation of Directive (EU) 2022/2555.

In order to enable the exchange of information data on cybersecurity threats from various
sources, on a large-scale basis, in a trusted environment, entities participating in the

European Cybersecurity Alert System Shield should be equipped with state-of-the-art and

highly-secure tools, equipment and infrastructures. The Commission

should be able to issue guidance in this respect. This should make it possible to

improve collective detection capacities and timely warnings to authorities and relevant

entities, notably by using the latest artificial intelligence and data analytics technologies.

By collecting, correlating, sharing and exchanging data and information, the European
Cyber-Shield Cybersecurity Alert System should enhance the Union’s technological
sovereignty. The pooling of high-quality curated data should also contribute to the
development of advanced artificial intelligence and data analytics technologies. It should be
facilitated through the connection of the European &yberShield Cybersecurity Alert
System with the pan-European High Performance Computing infrastructure established by
Council Regulation (EU) 2021/1173%,
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(24) In view of the increasing risks and number of cyber incidents affecting Member States, it is

necessary to set up a crisis support instrument, namely the Cyber Emergency Mechanism,

to improve the Union’s resilience to significant and large-scale cybersecurity incidents and
complement Member States’ actions through emergency financial support for preparedness,
response and initial immediate recovery of essential services. That instrument should
enable the rapid deployment of assistance in defined circumstances and under clear
conditions and allow for a careful monitoring and evaluation of how resources have been
used. Whilst the primary responsibility for preventing, preparing for and responding to
cybersecurity incidents and crises lies with the Member States, the Cyber Emergency
Mechanism promotes solidarity between Member States in accordance with Article 3(3) of

the Treaty on European Union (‘TEU’)

(25) The Cyber Emergency Mechanism should provide support to Member States
complementing their own measures and resources, and other existing support options in
case of response to and immediate initial recovery from significant and large-scale
cybersecurity incidents, such as the services provided by the European Union Agency for
Cybersecurity (‘ENISA’) in accordance with its mandate, the coordinated response and the
assistance from the CSIRTs network, the mitigation support from the EU-CyCLONe, as Commented [A298]: Is cyclone offering mitigation support ?
well as mutual assistance between Member States including in the context of Article 42(7)
of TEU, the PESCO Cyber Rapid Response Teams®* and-Hybrid Rapid Response Teams.

It should address the need to ensure that specialised means are available to support

preparedness and response to cybersecurity incidents across the Union and in third countries.

84 COUNCIL DECISION (CFSP) 2017/ 2315 - of 11 December 2017 - establishing permanent
structured cooperation (PESCO) and determining the list of participating Member States.
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(29)

Assistance provided under this Regulation should be in support of, and complementary to,
the actions taken by Member States at national level. To this end, close cooperation and
consultation between and the affected Member State should be
ensured. When requesting support under the Cyber Emergency Mechanism, the Member

State should provide relevant information justifying the need for support.

As part of the preparedness actions, to promote a consistent approach and strengthen
security across the Union and its internal market, support should be provided for testing
assessing cybersecurity of entities operating in
highly-eritieal sectors of high criticality identified pursuant to Directive (EU) 2022/2555 in
a coordinated manner. For this purpose, the Commission, with the support of ENISA and in
cooperation with the NIS Cooperation Group established by Directive (EU) 2022/2555,
should regularly identify relevant sectors or subsectors, which should be to
receive financial support for coordinated testing at Union level. The sectors or subsectors
should be selected from Annex I to Directive (EU) 2022/2555 (‘Sectors of High
Criticality’). The coordinated testing exercises should be based on common risk scenarios
and methodologies. The selection of sectors and development of risk scenarios should take
into account relevant Union-wide risk assessments and risk scenarios, including the need to
avoid duplication, such as the risk evaluation and risk scenarios called for in the Council
conclusions on the development of the European Union's cyber posture te-be conducted by
the Commission, the High Representative and the NIS Cooperation Group, in coordination
with relevant civilian and military bodies and agencies and established networks, including
the EU CyCLONe, as well as the risk assessment of communications networks and
infrastructures requested by the Joint Ministerial Call of Nevers and conducted by the NIS
Cooperation Group, with the support of the Commission and ENISA, and in cooperation
with the Body of European Regulators for Electronic Communications (BEREC), the
coordinated risk assessments to be conducted under Article 22 of Directive (EU) 2022/2555
and digital operational resilience testing as provided for in Regulation (EU) 2022/2554 of

the European Parliament and of the Council®s. The selection of sectors should also take into

85

Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December
2022 on digital operational resilience for the financial sector and amending Regulations
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(32)

(33)

33a

account the Council Recommendation on a Union-wide coordinated approach to strengthen

the resilience of critical infrastructure.

The Cyber Emergency Mechanism should support assistance provided by Member States to
a Member State affected by a significant or large-scale cybersecurity incident, including by
the CSIRTs network set out in Article 15 of Directive (EU) 2022/2555. Member States
providing assistance should be allowed to submit requests to cover costs related to
dispatching of expert teams in the framework of mutual assistance. The eligible costs could

include travel, accommodation and daily allowance expenses of cybersecurity experts.

A Union-level Cybersecurity Reserve should gradually be set up, consisting of services from
trusted private providers of managed security services to support response and immediate
initiate recovery actions in cases of significant or large-scale cybersecurity incidents. The
EU Cybersecurity Reserve should ensure the availability and readiness of services. The
services from the EU Cybersecurity Reserve should serve to support national authorities in
providing assistance to affected entities operating in sectors of high criticality or highly
other critical sectors as a complement to their own actions at national level. When
requesting support from the EU Cybersecurity Reserve, Member States should specify the
support provided to the affected entity at the national level, which should be taken into
account when assessing the Member State request. The CSIRT Network established in

Directive EU 2022/2555 can advise the Commission in reviewing requests for support

from the EU Cybersecurity Reserve. The services from the EU Cybersecurity Reserve

may also serve to support Union institutions, bodies and agencies, under similar conditions.

ENISA

the contracting authority for those services with whose operation and

administration it has been entrusted.

(EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU)
2016/1011
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(37)

The resulting contracts, including any framework contract and specific

contracts implementing a framework contract, should be signed by the contracting

authority and the service provider

In order to ensure that these

agreements are available when needed, so

as to allow the services to be deployed quickly in case of a request for support from the

EU Cybersecurity Reserve, they may be based on templates prepared by ENISA, after

consulting Member States.

Taking into account the unpredictable nature of cybersecurity attacks and the fact that they
are often not contained in a specific geographical area and pose high risk of spill-over, the
strengthening of resilience of neighbouring countries and their capacity to respond
effectively to significant and large-scale cybersecurity incidents contributes to the protection
of the Union as a whole. Therefore, third countries associated to the DEP may be supported

from the EU Cybersecurity Reserve, where this is provided for in the respeetive-association

relevant agreement or Association Council decision through which te-the third country

is associated to DEP.

The CSIRT Network established in Directive EU 2022/2555 can advise the

Commission in reviewing requests for support from the EU Cybersecurity Reserve.

The funding for DEP- associated third countries should be supported by the Union in the
framework of relevant partnerships and funding instruments for those countries. The support
should cover services in the area of response to and #mmediate initiate recovery from
significant or large-scale cybersecurity incidents. The conditions set for the EU
Cybersecurity Reserve and trusted providers in this Regulation should apply when providing

support to the DEP- associated third countries asseciated to DEP.
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(39)

In order to ensure uniform conditions for the implementation of this Regulation,
implementing powers should be conferred on the Commission to specify the conditions for
the interoperability between Cross-border SOCs; determine the procedural arrangements for
the information sharing related to a potential or ongoing large-scale cybersecurity incident
between Cross-border SOCs and Union entities; laying-dewn technieal requirementste
ensure seeurityv-of the European Cybersecuritv-Alert Svstem-Shield: specify the types

and the number of response services required for the EU Cybersecurity Reserve; and,

specify further the detailed arrangements for allocating the EU Cybersecurity Reserve
support services. Those powers should be exercised in accordance with Regulation (EU)

182/2011 of the European Parliament and of the Council.

The objective of this Regulation can be better achieved at Union level than by the Member
States. Hence, the Union may adopt measures, in accordance with the principles of
subsidiarity and proportionality as set out in Article 5 of the Treaty on European Union. This

Regulation does not go beyond what is necessary in order to achieve that objective.

HAVE ADOPTED THIS REGULATION:

Chapter 1

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives
This Regulation lays down measures to strengthen capacities in the Union to detect, prepare
for and respond to cybersecurity threats and incidents, in particular through the following

actions:

(a) the deployment of a pan-European infrastructure of Security Operations Centres
(‘European EyberShield Cybersecurity System’) to build and enhance

common detection and situational awareness capabilities;

Article 2

Definitions

For the purposes of this Regulation, the following definitions apply:
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Chapter I1

THE EUROPEAN €¥YBER-SHIELD CYBERSECURITY ALERT SYSTEM

Article 3

Establishment of the European Cyber-Shield Cybersecurity Alert System

An interconnected pan-European infrastructure that consists of

Cross-border collaboration platforms joining on a voluntary basis Seeurity
Operations-Centres(Huropean-CyberShield the European Cybersecurity Alert System>)
shall be established to support the development of advanced capabilities for the Union to

detect, analyse and process data on cyber threats and incidents in the Union. #-shall-consist-of

N on a Ope on entro N 100 a 2 nd o a
d a H VS a a a a

The European CyberShield Cybersecurity Alert System shall:

(a) pool data and share information data on cyber threats and

incidents from various sources through cross-border SOCs collaboration platforms;

(b) share preduee high-quality, actionable information and cyber threat intelligence,
through the use of state-of-the art tools and advanced technologies such as;netably

Aartificial Fintelligence and data analytics, and share that information and cyber

threat intelligence technelogies;

(c) contribute to better protection and response to cyber threats and-ineidents by
supporting and cooperating with relevant entities such as competent authorities
designated or established pursuant to Article 8 of Directive (EU) 2022/2555,
CSIRTs and the CSIRTSs network;
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(d) contribute to enhanced faster detection of cyber threats and situational awareness

across the Union, and to the issuing of cybersecurity alerts to relevant entities;

(e) provide services and activities for the cybersecurity community in the Union, including

contributing to the development of advanced tools and technologies, such as artificial

intelligence and data analytics teels.

3. Actions implementing the European Cybersecurity Alert System shall be supported
by funding from the Digital Europe Programme and implemented in accordance with

Regulation (EU) 2021/694 and in particular Specific Objective 3 thereof.

Article 4

National

In-erder Where a Member State decides to voluntarily participate in the European Eyber
Shield Cybersecurity Alert System,-each-MemberState it shall designate at least one

National . Fhe Natienal SOC-shall-be-a-publie bedy-
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A Member State National SOC selected pursuant to paragraph 2 shall commit to apply for
their National to participate in a Cross-border collaboration
Platform within two years from the date on which the tools and infrastructures are acquired,
or on which it receives grant funding, whichever occurs sooner. If a Member State’s
National is not a participant in a Cross-border collaboration Platform
by that time, the Member State it shall not be eligible for additional Union support under this
Chapter Regulation.

Article 5

Cross-border -collaboration Platforms

A Hosting Consortium consisting of at least three Member States, represented-byNational
SOCs, committed to ensuring that their National

work wetking together to coordinate their cyber-detection
and threat monitoring activities shall be eligible to participate in actions to establish a Cross-

border SOC collaboration Platform.

Members of the Hosting Consortium shall conclude a written consortium agreement which

sets out their internal arrangements for implementing the hosting and usage Aagreement.

A Cross-border collaboration Platform shall be represented for legal purposes by a
member of the Hosting Consortium Natienal SOC acting as a coordinator eeordinating
SOE, or by the Hosting Consortium if it has legal personality. The-coordinatorco-ordinating

- The responsibility

for compliance of the cross-border collaboration Platform with this Regulation and
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the hosting and usage agreement shall be determined in the written consortium

agreement referred to in paragraph 3.

A Member State may join an existing Hosting Consortium with the agreement of the

Hosting Consortium members. The written consortium agreement referred to in

paragraph 3 and the hosting and usage agreement shall be modified accordingly. This

shall not affect the ECCC’s ownership rights over the tools and infrastructures already

jointly procured with that Hosting Consortium.

Article 6
Cooperation and information sharing within and between cross-border collaboration
Platforms
Members of a Hosting Consortium shall ensure that their National exchange, in

accordance with the Consortium Agreement, relevant information among themselves

Vs TSI ) o T Viestinirkep Commented [A313]: Remove

(a) aims to prevent, detect, respond to or recover from incidents or to mitigate their impact;

(b) enhances the level of cybersecurity , in particular through
raising awareness in relation to cyber threats, limiting or impeding the ability of such
threats to spread, supporting a range of defensive capabilities, vulnerability remediation
and disclosure, threat detection, containment and prevention techniques, mitigation
strategies, or response and recovery stages or promoting collaborative threat research

between public and private entities.
The written consortium agreement referred to in Article 5(3) shall establish:

(a) acommitment to share among the members of the Consortium a-significant-ameount
ofdata information referred to in paragraph 1, and the conditions under which that

information is to be exchanged;

(b) agovernance framework clarifying and incentivising the sharing of information

referred to in paragraph 1 by all participants;

(c) targets for contribution to the development of advanced tools and technologies, such as

artificial intelligence and data analytics teels.
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To encourage exchange of information between Cross-border collaboration Platforms,
Cross-border SOCs collaboration Platforms shall ensure a high level of interoperability
between themselves. To facilitate the interoperability between the Cross-border

abbaaimPEimshCommsonay, fr

this interoperability. Those shall be adopted in accordance with the examination

procedure referred to in Article 21(2) of this Regulation. Before submitting those draft
to the commiittee referred toin Article 21(1), the Commission shall consult the

and existing Cross-border SOC collaboration Platforms.

Cross-border collaboration Platforms shall conclude cooperation agreements with one

another, specifying information sharing principles among the cross-border platforms.

Article 7

Cooperation and information sharing with Union-level entities and networks

Where the Cross-border collaboration Platforms obtain information relating to a
potential or ongoing large-scale cybersecurity incident, they shall ensure previde that

relevant information is provided to the CSIRTSs network,

without undue delay.

Article 8

Security
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Chapter 111

CYBER EMERGENCY MECHANISM

Article 10
Type of actions

1.  The Mechanism shall support the following types of actions:

(a) preparedness actions:; inehading

(xiii) the coordinated preparedness testing of entities operating in sectors of
high criticality highly-eritical seeters across the Union;

(xiv) other preparedness actions for entities operating in sectors of
high criticality eritieal and other-highly critical sectors, including those

involving exercises and trainings H

(b) respense actions; supporting response to and immediate recovery from
significant and large-scale cybersecurity incidents, to be provided by trusted providers

participating in the EU Cybersecurity Reserve established under Article 12;

(c) mutual assistance actions consisting of the provision of technical support assistanee
from national-autherities of one Member State to another Member State, including in
partienlar as provided for in Article 11(3), point (f), of Directive (EU) 2022/2555.

2. Member States may request to participate may benefitfroem in the actions referred to in
paragraph 1 upen-request.

Article 11

Coordinated preparedness testing of entities

1. For the purpose of supporting the coordinated preparedness testing of entities

referred to in Article 10(1), point (a), across the Union, and with due respect to the Member

States competences, the Commission, after consulting the NIS Cooperation Group and

ENISA, shall identify the sectors, or sub-sectors, concerned, from the Sectors of High

Criticality listed in Annex I to Directive (EU) 2022/2555 from which Member States may
341



request to participate and to this end propose entities to may be subject to the coordinated

preparedness testing.;

1.a. When identifying the sectors or sub-sectors under paragraph 1, the Commission shall

take taking into account existing and planned coordinated risk assessments and resilience

testing at Union level, and the results thereof.

The NIS Cooperation Group in cooperation with the Commission, ENISA,
and the High Representative, shall develop common risk scenarios and methodologies for the

coordinated testing exercises under Article 10 (1) (a) (i). The NIS Cooperation Group, in

cooperation with Commission, ENISA and the High Representative, may develop

common risk scenarios and methodologies for other preparedness actions under Article

10()(a)(ii).

Article 12

Establishment of the EU Cybersecurity Reserve

An EU Cybersecurity Reserve shall be established, in order to assist,
upon request, users referred to in paragraph 3, responding or providing
support for responding to significant or large-scale cybersecurity

incidents, and #mmediate _recovery from such incidents.

The EU Cybersecurity Reserve shall consist of incident response services from trusted
providers selected in accordance with the criteria laid down in Article 16. The Reserve shall
include pre-committed services. The services Reserve shall be deployable upon request in

all Member States and in third countries referred to in Article 17 (1).

Users of the services from the EU Cybersecurity Reserve shall include:

(a) Member States’ cyber crisis management authorities and CSIRTs as referred to in

Article 9 (1) and (2) and Article 10 of Directive (EU) 2022/2555, respectively;

(b
(c¢) Users of associated third countries in accordance with Article 17(3).
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The Commission shall have responsibility
for the EU Cybersecurity Reserve. To that end, the

Commission, in cooperation with the NIS Cooperation Group and ENISA, shall
determine the priorities and evolution of the EU Cybersecurity Reserve, in line with the
requirements of the users referred to in paragraph 3, and shall supervise its implementation,
and ensure complementarity, consistency, synergies and links with other support actions

under this Regulation as well as other Union actions and programmes. These priorities shall

be revised every two vyears.

The Commission may shall entrust the operation and administration of the EU

Cybersecurity Reserve to ENISA, by means of contribution agreements.

erve; ENISA

shall prepare a mapping of the services needed and their availability, after consulting

Member States the NIS Cooperation Group and the Commission. ENISA shall prepare a

similar mapping, after consulting the the NIS Cooperation Group and the Commission, to

identify the needs of third countries eligible for support from the EU Cybersecurity Reserve

pursuant to Article 17. The Commission, where relevant, may shall seek the views of eensult

the High Representative.

The Commission may, by means
of implementing acts, specify the types and the number of response services required for the
EU Cybersecurity Reserve. Those implementing acts shall be adopted in accordance with the

examination procedure referred to in Article 21(2).

Article 13

Requests for support from the EU Cybersecurity Reserve
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Sa.

The users referred to in Article 12(3) may request services from the EU Cybersecurity
Reserve to support response to and immediaterecovery from significant or large-scale

cybersecurity incidents.

To receive support from the EU Cybersecurity Reserve, the users referred to in Article 12(3)
shall take appropriate measures to mitigate the effects of the incident for which the support
is requested, including, where apprepriate relevant, the provision of direct technical

assistance, and other resources to assist the response to the incident, and #nmediate recovery

efforts.

Requests for support from users referred to in Article 12(3), point (a), of this Regulation shall
be transmitted to ENISA via the Single Point of Contact designated or
established by the Member State in accordance with Article 8(3) of Directive (EU)
2022/2555.

Member States shall inform the CSIRTSs network, and where appropriate EU-CyCLONe,
about their requests for incident response and initiate immediate recovery support pursuant to

this Article.
Requests for incident response and immediate recovery support shall include:

(a) appropriate information regarding the affected entity and potential impacts of the
incident on affected Member State(s) and users, including the risk of spill over
, and the planned use of the requested support, including an

indication of the estimated needs;

(b) information about measures taken to mitigate the incident for which the support

is requested, as referred to in paragraph 2;

(c) where relevant, available information about other forms of support available to the

affected entity,

Commented [A326]: Not necessary burden

The information provided in accordance with paragraph 5 of this Article shall be
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Reserve.
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Requests for support from the EU Cybersecurity Reserve, shall be assessed by
ENISA
and a shall be transmitted to the referred to in

Article 12(3) without delay and in any event no later than 72 hours from the submission

of the request to ensure effectiveness of the support action.

To prioritise requests, in the case of multiple concurrent requests, the following criteria shall

be taken into account, where relevant:
(a) the severity of the cybersecurity incident;

(b) the type of entity affected, with higher priority given to incidents affecting essential
entities as defined in Article 3(1) of Directive (EU) 2022/2555;

(c) the potential impact on the affected Member State(s) or users;

(d) the potential cross-border nature of the incident and the risk of spill over to other

Member States or users;

(e) the measures taken by the user to assist the response, and immediate initial recovery

efforts, as referred in Article 13(2) and Article 13(5), point (b).

() __ the category of user under Article 12(3) of this Regulation, with higher priority

given to Member State users and Union institutions, bodies and agencies.

/
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Article 17

Support to DEP-associated third countries

1. A DEP- associated tFhird countryies may request support from the EU Cybersecurity
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agreement, decision-or-conditions or Association Council decision through which it is

associated to DEP provides for participation in the Reserve.

2. Support from the EU Cybersecurity Reserve shall be in accordance with this Regulation, and

shall comply with any specific conditions laid down in the Asseeiation-Agreements
agreement, or decision er-eenditiens referred to in paragraph 1.

3. Users from associated third countries eligible to receive services from the EU Cybersecurity
Reserve shall include competent authorities such as CSIRTSs and cyber crisis management

authorities

4.  Each third country eligible for support from the EU Cybersecurity Reserve shall designate an

authority to act as a single point of contact for the purpose of this Regulation.

5. In order to enable the Commission to apply the criteria listed in Article 14(2) to requests

from third countries referred to in paragraph 1, pPrior to receiving any support from the

EU Cybersecurity Reserve, third countries shall provide to the Commission and-the High

346



Representative information about their cyber resilience and risk management capabilities,
including at least information on national measures taken to prepare for significant or large-
scale cybersecurity incidents, as well as information on responsible national entities, including
CSIRTs or equivalent entities, their capabilities and the resources allocated to them. The

Commission shall share this information with the High Representative, for the purpose

of facilitating the cooperation referred to in paragraph 6. Where provisions of Articles 13

and 14 of this Regulation refer to Member States, they shall apply to third countries as set out
in paragraph 1.

The Commission shall inform the NIS Cooperation Group Ceuncil and

cooperatecoordinate with the High Representative about the requests received and the
implementation of the support granted to third countries from the EU Cybersecurity Reserve.

The Commission shall take into account the opinions of the NIS Cooperation Group and

the High Representative, if such are provided.

Article 17a) 15
Coordination with Union crisis management mechanisms

In-eases wWhere a significant cybersecurity incident or a large-scale cybersecurity

incidents originates from or results in a disasters as defined in Article 4, point (1), of

Decision No 1313/2013/EU®, the support provided under this Regulation for responding
to such incidents shall complement actions under, and be without prejudice, to Decision

No 1313/2013/EU.

In the event of a large-scale-eress-boerder cybersecurity incident where the EU

Integrated Political Crisis Response aArrangements under Implementing Decision (EU)

2018/19934 (IPCR Arrangements) are triggered, the support provided under this

Regulation for responding to such incident shall be handled in accordance with the

relevant proetecels-and procedures under the IPCR Arrangements.
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Chapter IV

CYBERSECURITY INCIDENT REVIEW MECHANISM

Article 18

Cybersecurity Incident Review Mechanism

After-econsulting Member-States-concerneds;and Aat the
EU-CyCLONe or the CSIRTs network, and with the agreement of the Member States

concerned, ENISA shall review and assess threats, vulnerabilities and mitigation actions with
respect to a specific significant or large-scale cybersecurity incident. Following the
completion of a review and assessment of an incident, ENISA shall deliver an incident review
report to the CSIRTs network, the EU-CyCLONe and the Commission to support them in
carrying out their tasks, in particular in view of those set out in Articles 15 and 16 of Directive

(EU) 2022/2555. Whererelevant; When an incident has an impact on a third country, the

Commission shall share the report with the High Representative.

Chapter V

FINAL PROVISIONS

Article 19

Amendments to Regulation (EU) 2021/694
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FINLAND

Finland thanks the Presidency for the new compromise proposal. We see that the text is moving to
the right direction in some parts and we thank the Presidency for taking into account the existing
structures such as CSIRTs. However, we still have major concerns in some parts of the text,
especially regarding the role of national legislation in information exchange in and between the
Cross Border SOCs.

Please find attached our new comments on the text and also some new text proposals. Finland has
proposed text revisions to clarify the role of national security and legislation in information
exchange and in the Chapter 3 regarding the Cyber Emergency Mechanism to clarify forms of the
preparedness actions and to include the preparedness actions to be provided by the Cybersecurity
Reserve. Also some other text suggestions have been made.

Finland also informs the presidency, that the National Cyber Security Centre Finland (NCSC-FI)
has endorsed the non-paper drafted by the CSIRTs among 19 other CERTs/CSIRTs/NCSCs.
Finland sees that the non-paper elaborates well the terminology, tasks and differences between
cyber incident response, threat detection and analysis actors in the cyber ecosystem and Finland
notes that the concerns from the operational level should be taken into account when drafting
the CSOA text.

Finland also notes, that to make sure the text fulfils its purpose and fits the needs of the MS,
adequate time is needed to draft the text. We prefer quality over speed as our colleagues from NL
already noted on Monday.

Please find below our further comments and explanations on the text. The new proposals/changes
have been marked in this document in red.

Recitals

We thank the presidency for aligning the terminology better with the NIS2 Directive. Secondly, we
thank for mentioning the existing structures in Recital 3, 7, 13. We have provided further
clarification accordingly in recitals 3 and 13.

Regarding recital 15, Finland notes that the structures vary in MS and therefore the first sentence
has been removed. It is also very important to state that the new SOC’s will support the CSIRT’s
rather than create a new layer.

In regard the cooperation between the Cross Border SOC’s, Finland agrees that there should be
engouragement for cooperation to ensure flow of information but notes that no legal obligations
should be made. (Recital 16, article 7)

Chapter 1

As Finland has stated in our written comments earlier, we reiterate that this Act should not create
any obligations for MS to share any classified, confidential or sensitive information that would go
beyond the national laws in this regard. We remind, that the legal base of the act does not allow the
harmonization of the MS laws, and that should be clearly noted also in the text. We have provided
new text proposal followingly:

Art 1(5) “All information exchange and data sharing under this Regulation shall be carried out im
compliance with national rules and legislation and shall be limited to that which is relevant and
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proportionate to the purpose of that exchange.”

We see that the most suitable place to address this would be in the Chapter one, but we have also
provided some clarifications in this regard also in other articles.

Art 2

The definitions of the SOC’s needs further discussion, but to keep the definitions available for later
use we have proposed the following and moved the longer descriptions in the articles 4 and 5.

(1) “National Security Operations Centre Hub’ (“National SOC hub”’) means an entity that detects,
aggregates, and analyses data relevant to cyber threats and acts as a reference point and gateway
to a Cross-border SOC collaboration platform”

(2) “Cross-border Security Operations Centre collaboration Platform’ (*“Cross-border SOC

collaboration Platform ) means a multi-country platform that is designed to monitor, detect and
analyse cyber threat related information »

Chapter 2

We join the concerns presented by several MS in the HWP CI regarding the issues in the SOC
terminology. We also remind, that in the usual case — the role of operations in Security Operations
Centres is the most relevant capacity of SOC’s. In our understanding, the focus of the SOC’s under
the CSOA would focus more on the detection and analyzing of threats. Therefore, the SOC-term
used in this context can be misleading. The differences between different cybert threat detection
actors are well described in the CSIRT non-paper and Finland aligns with notion that the term
“national SOC” is imprecise, as it might suggest creating new operational entities.

Secondly, as stated above, the role of national legislation should be noted in the articles 6 and 7.
Therefore we have proposed several editions on those Articles to better describe the roles and
responsibilities of SOC members.

In Article 8 we see, that the MS should only be responsible on the security on their part.
Chapter 3

Finland thanks the opportunity to ask questions from ENISA about their pilot project. We see the
Cyber Emergency Mechanism as a continuation of the pilot project and therefore all lessons learned
from ENISA are important way of improving the CSOA text.

We have suggested several changes in the whole chapter to clarify the different actions and the
mechanisms behind them. The text proposed is definitely not a final one but a starting point to
develop the text to better fit the needs of the MS.

To begin with, Finland notes, that preparedness, risk management, exercising and testings are the
key to improve cyber resilience in the Union. The current conficts and intertwined crises have
teached us, that in-time threat assesments and exercises to test our readiness may prevent cyber
incidents in the future. Furthermore, we align with ENISA’s view, that so called ex-ante and ex-post
services should be provided together as they complement each other.
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Taking that into account, we have suggested to move article 11 and all preparedness actions to
be included in the Reserve (and provided by the trusted providers). Also the following explanation
of the preparedness actions is inserted to Art 10(1a)

1. The Mechanism shall support the following types of actions:

(a) preparedness actions such as coordinated preparedness testings, exercises and trainings,
risk monitoring and threat assesments. The beneficiaries of these actions shall primarily be the
entities operating in sectors of high criticality other critical sectors across the Union. :, including

Also several clarifications are made to differentiate the preparedness and incident response actions
under the reserve.

Secondly, taking into account ENISA’s tasks set out in the Cybersecurity Act and ENISA’s
professional capability to conduct such tasks, Finland sees that the operation of the Cyber
Emergency Mechanism should be tasked to ENISA, not the Commission. Also, in line with that,
we see it important that also ENISA is consulted when drafting the implementing acts (Art 12(8),
Art 13(7)).

In assistance to third countries, instead of NIS CG, the Council should have the cooperation role.
Instead of NIS CG, the CSIRT network or the CyCLONe-network could be consulted on the
technical matters regarding the cyber incident.

Lastly, to ensure the complementarity of the Mechanism services, the following paragraph is
inserted in Art 9(2):

2. The actions provided under the Mechanism shall complement and not replace Member
States national efforts and actions to prepare for, respond to and recover from cybersecurity
incidents.

Chapter 4

In this Chapter we see the text has improved and we thank the Presidency for clarifying the role of
the MS in this action. However, Finland sees that the Incident Review Report should only be shared
to the CSIRT network and CyCLONe — taking into account their roles in NIS2 Directive articles 15
and 16. The Commission is an observer in CyCLONe and therefore the respondent of the report in
that role.

Chapter 5

Lastly, in Article 19 (2) b where derogation from the Financial Regulation is proposed, Finland
notes that this is rather an exceptional procedure and therefore only certain activities should be
allowed to derogate from the annuality principle. Due to the exceptionality of the procedure,
Finland proposes to change the text accordingly:

8. By derogation to Article 12(4) of Regulation (EU, Euratom) 2018/1046, unused commitment and
payment appropriations for actions pursuing the objectives set out in Article 6(1), point (g) of this
Regulation, may be on a discretionary basis carried over and may be committed and paid up to 31
December of the following financial year.
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Whereas:

2

3)

The magnitude, frequency and impact of cybersecurity incidents are increasing, including
supply chain attacks aiming at cyberespionage, ransomware or disruption. They represent a
major threat to the functioning of network and information systems. In view of the fast-
evolving threat landscape, the threat of possible large-scale incidents causing significant
disruption or damage to critical infrastructures demands heightened preparedness at all
levels of the Union’s cybersecurity framework. That threat goes beyond Russia’s military
aggression on Ukraine, and is likely to persist given the multiplicity of state-aligned,
criminal and hacktivist actors involved in current geopolitical tensions. Such incidents can
impede the provision of public services and the pursuit of economic activities, including in
sectors of high criticality or highly other critical sectors, generate substantial financial
losses, undermine user confidence, cause major damage to the economy of the Union, and
could even have health or life-threatening consequences. Moreover, cybersecurity incidents
are unpredictable, as they often emerge and evolve within very short periods of time, not
contained within any specific geographical area, and occurring simultaneously or spreading

instantly across many countries.

It is necessary to strengthen the competitive position of industry and services sectors in the
Union across the digitised economy and support their digital transformation, by reinforcing
the level of cybersecurity in the Digital Single Market. As recommended in three different
proposals of the Conference on the Future of Europe®’, it is necessary to increase the
resilience of citizens, businesses and entities operating critical infrastructures against the
growing cybersecurity threats, which can have devastating societal and economic impacts.
Therefore, investment in infrastructures and services that will support faster detection and
response to cybersecurity threats and incidents is needed, and Member States need
assistance in better preparing for, as well as responding to significant and large-scale

cybersecurity incidents. Building on the existing structures

and in close cooperation with them, Fthe

Union should also increase its capacities in these areas, notably as regards the collection and

analysis of data on cybersecurity threats and incidents.
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It is necessary to strengthen the detection and situational awareness of cyber threats and
incidents throughout the Union and to strengthen solidarity by enhancing Member States’
and the Union’s preparedness and capabilities to respond to significant and large-scale
cybersecurity incidents. Therefore a pan-European infrastructure of SOCs (European

Cybersecurity Shield-Alert System) should be deployed to build and-enhanece ecommen

coordinated detection and situational awareness capabilities and enhance the existing

ones; a Cybersecurity Emergency Mechanism should be established to support Member
States upon their request in preparing for, responding to, and immediate initially
recovering from significant and large-scale cybersecurity incidents; a Cybersecurity Incident
Review Mechanism should be established to review and assess specific significant or large-
scale incidents, with due respect for Member State competences and without

duplication of the activities conducted by the CSIRT network, EU-CYyCLONe and the

NIS Cooperation Group. These actions shall be without prejudice to Articles 107 and 108

of the Treaty on the Functioning of the European Union (‘TFEU”).

To achieve these objectives, it is also necessary to amend Regulation (EU) 2021/694 of the
European Parliament and of the Council®® in certain areas. In particular, this Regulation
should amend Regulation (EU) 2021/694 as regards adding new operational objectives
related to the European Cybersecurity Shield Alert System and the Cyber Emergency

Mechanism under Specific Objective 3 of DEP, which aims at guaranteeing the resilience,
integrity and trustworthiness of the Digital Single Market, at strengthening capacities to
monitor cyber-attacks and threats and to respond to them, and at reinforcing cross-border
cooperation on cybersecurity. This will be complemented by the specific conditions under
which financial support may be granted for those actions should be established and the
governance and coordination mechanisms necessary in order to achieve the intended
objectives should be defined. Other amendments to Regulation (EU) 2021/694 should
include descriptions of proposed actions under the new operational objectives, as well as

measurable indicators to monitor the implementation of these new operational objectives.

To more effectively prevent, assess and respond to cyber threats and incidents, it is
necessary to develop more comprehensive knowledge about the threats to critical assets and

infrastructures on the territory of the Union, including their geographical distribution,
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Regulation (EU) 2021/694 of the European Parliament and of the Council of 29 April 2021
establishing the Digital Europe Programme and repealing Decision (EU) 2015/2240 (OJ L
166, 11.5.2021, p. 1).
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interconnection and potential effects in case of cyber-attacks affecting those
infrastructures. A large-scale Union infrastructure of SOCs should be deployed (‘the

European Cybersecurity Shield Alert System’), comprising of several interoperating cross-

border platforms, each grouping together several National SOCs. That infrastructure should
serve national and Union cybersecurity interests and needs, leveraging state of the art
technology for advanced data collection and analytics tools, enhancing cyber detection and
management capabilities and providing real-time situational awareness. That infrastructure
should serve to increase detection of cybersecurity threats and incidents and thus
complement and support Union entities and networks responsible for crisis management in
the Union, notably the EU Cyber Crises Liaison Organisation Network (‘EU-CyCLONe’),
as defined in Directive (EU) 2022/2555 of the European Parliament and of the Council®®.

Participation in the European €yber-Shield Cybersecurity Alert System should be
voluntary for Member States. Each Member State that decides to join the European

€Eyber-Shield Cybersecurity Alert System should designate a National SOC hub. publie

Member-State- These National SOCs hubs should have aet as functionalities the capacity
to act as a reference point and gateway at national level for participation in the European
Cyber-Shield Cybersecurity Alert System and should be capable of detecting,
aggregating and analysing data relevant to cyber threats and incidents, by using in

particular state-of-the-art technologies

. They should

also ensure that cyber threat information from public and private entities is shared

and collected at national level in an effective and streamlined manner

. Member States should be able te-deeide-to designate an existing

entity such as a CSIRT or existing national platforms to conduct the functions of

National SOC hub, or establish a new one. Member States should also be
able to decide to designate, at the national level, different entities to carry out the

different functionalities of the National SOC hub.

As part of the European Cybersecurity Alert System Shield, a number of Cross-border

Cybersecurity Operations Centres (‘Cross-border SOCs’) should be established. These

8 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022
on measures for a high common level of cybersecurity across the Union, amending Regulation
(EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148
(NIS 2 Directive) (OJ L 333, 27.12.2022, p. 80).
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should bring together National SOCs from at least three Member States, so that the benefits
of cross-border threat detection and information sharing and management can be fully
achieved. The general objective of Cross-border SOCs should be to strengthen capacities to
analyse, prevent and detect cybersecurity threats and to support the production of high-
quality intelligence on cybersecurity threats, notably through the sharing of information
data from various sources, public or private, as well as through the sharing and joint use of
state-of-the-art tools, and jointly developing detection, analysis and prevention capabilities
in a trusted environment. They should provide new additional capacity, building upon and
complementing existing SOCs and computer incident response teams (‘CSIRTs’) and other

relevant actors.

A Member State selected by the European Cybersecurity Competence Centre (ECCC)
following a call for expression of interest to set up a National SOC Hub or enhance the
capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Member State should be eligible to receive a
grant to operate the tools and infrastructures. A Hosting Consortium consisting of at
least three Member States, which has been selected by the ECCC following a call for
expression of interest to set up a Cross-border collaboration SOC Platform or enhance
the capabilities of an existing one, should jointly purchase relevant tools and
infrastructures with the ECCC. Such a Hosting Consortium should be eligible to
receive a grant to operate the tools and infrastructures. In accordance with Article
165(2) of Regulation EU 2018/1046, and Article 90 of Decision no GB/2023/1 of the
Governing Board of the ECCC, the procurement procedure to purchase the relevant
tools and infrastructures should be carried out jointly by the ECCC and relevant
contracting authorities from the Member States selected following these calls for
expressions of interest. Private entities should therefore not be eligible to participate in
the calls for expression of interest to jointly purchase tools and infrastructures with the
ECCC, or to receive grants to operate those tools and infrastructures. However, the
Member States should have the possibility to involve private entities in the setting up,
enhancement and operation of their National SOC Hubs and Cross-border SOCs
Platforms in other ways which they deem appropriate, in compliance with national

and Union law.

CSIRTs
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exchange information in the context of the CSIRT network, in accordance with Directive
(EU) 2022/2555. The Cross-border SOCs should constitute capability that

is complementary to the CSIRTs network and will cooperate closely with it, by pooling

data and sharing information data on cybersecurity threats from public and private entities,
enhancing the value of such data through expert analysis and jointly acquired infrastructures
and state of the art tools, and contributing to the development of Union capabilities and

technological sovereignty.

The Cross-border SOCs should act as a central point allowing for a broad pooling of
relevant data and cyber threat intelligence, enable the spreading of threat information among
a large and diverse set of actors (e.g., Computer Emergency Response Teams (‘CERTS’),
CSIRTs, Information Sharing and Analysis Centers (‘ISACs’), operators of critical
infrastructures). The information exchanged among participants in a Cross-border SOC
could include data from networks and sensors, threat intelligence feeds, indicators of

compromise, and contextualised information about incidents, threats and vulnerabilities.

Shared situational awareness among relevant authorities is an indispensable prerequisite for
Union-wide preparedness and coordination with regards to significant and large-scale
cybersecurity incidents. Directive (EU) 2022/2555 establishes the EU-CyCLONe to support
the coordinated management of large-scale cybersecurity incidents and crises at operational
level and to ensure the regular exchange of relevant information among Member States and
Union institutions, bodies and agencies. Recommendation (EU) 2017/1584 on coordinated
response to large-scale cybersecurity incidents and crises addresses the role of all relevant
actors. Directive (EU) 2022/2555 also recalls the Commission’s responsibilities in the Union
Civil Protection Mechanism (‘UCPM’) established by Decision 1313/2013/EU of the
European Parliament and of the Council, as well as for providing analytical reports for the
Integrated Political Crisis Response Mechanism (‘IPCR’) arrangements under Implementing
Decision (EU) 2018/1993. Therefore, in situations where Cross-border SOCs obtain
information related to a potential or ongoing large-scale cybersecurity incident, they should
provide relevant information to EU-CyCLONe, the CSIRTSs network and the Commission.
In particular, depending on the situation, information to be shared could include technical
information, information about the nature and motives of the attacker or potential attacker,

and higher-level non-technical information about a potential or ongoing large-scale
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cybersecurity incident. In this context, due regard should be paid to the
need-to-know principle and to the potentially sensitive nature

of the information shared.

(18)  Entities participating in the European Cybersecurity Alert System Shield should ensure a

high-level of interoperability among themselves including, as appropriate, as regards data
formats, taxonomy, data handling and data analysis tools, and secure communications
channels, a minimum level of application layer security, situational awareness dashboard,
and indicators. The adoption of a common taxonomy and the development of a template for

situational reports to describe the-technieal causes and-impaets-ofeyberseeurity detected
cyber threats and cybersecurity risks, should take into account existing work done in

the context of the implementation of Directive (EU) 2022/2555.

(19) In order to enable the exchange of information data on cybersecurity threats from various
sources, on a large-scale basis, in a trusted environment, entities participating in the

European Cybersecurity Alert System Shield should be equipped with state-of-the-art and

highly-secure tools, equipment and infrastructures. The Commission

issue guidance in this respect. This should make it possible to improve collective

detection capacities and timely warnings to authorities and relevant entities, notably by

using the latest artificial intelligence and data analytics technologies.

(20) By collecting, correlating, sharing and exchanging data and information, the European
Cyber-Shield Cybersecurity Alert System should enhance the Union’s technological
sovereignty. The pooling of high-quality curated data should also contribute to the
development of advanced artificial intelligence and data analytics technologies. It should be
facilitated through the connection of the European Eyber-Shield Cybersecurity Alert
System with the pan-European High Performance Computing infrastructure established by

Council Regulation (EU) 2021/1173%.

(21)  While the European Cybersecurity Alert System Shield is a civilian project, the cyber

defence community could benefit from stronger civilian detection and situational awareness
capabilities developed for the protection of critical infrastructure. Cross-border SOCs, with
the support of the Commission and the European Cybersecurity Competence Centre
(‘ECCC’), and in cooperation with the High Representative of the Union for Foreign Affairs
and Security Policy (the ‘High Representative’), should gradually develop dedicated

9 Council Regulation (EU) 2021/1173 of 13 July 2021 on establishing the European High
Performance Computing Joint Undertaking and repealing Regulation (EU) 2018/1488 (OJ L
256,19.7.2021, p. 3).
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protocols and standards to allow for cooperation with the cyber defence community,
including vetting and security conditions. The development of the European Cybersecurity

Alert System Shield should be accompanied by a reflection enabling future collaboration

with networks and platforms responsible for information sharing in the cyber defence

community, in close cooperation with the High Representative.

Information sharing among participants of the European Cybersecurity Alert System Shield

should comply with existing legal requirements and in particular
Union and national data protection law, as well as the Union rules on competition governing
the exchange of information. The recipient of the information should implement, insofar as
the processing of personal data is necessary, technical and organisational measures that
safeguard the rights and freedoms of data subjects, and destroy the data as soon as they are

no longer necessary for the stated purpose and inform the body making the data available

that the data have been destroyed.
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In view of the increasing risks and number of cyber incidents affecting Member States, it is

necessary to set up a crisis support instrument, namely the Cyber Emergency Mechanism,

to improve the Union’s resilience to significant and large-scale cybersecurity incidents and
complement Member States’ actions through emergency financial support for preparedness,
response and initial immediate recovery of essential services. That instrument should
enable the rapid deployment of assistance in defined circumstances and under clear
conditions and allow for a careful monitoring and evaluation of how resources have been
used. Whilst the primary responsibility for preventing, preparing for and responding to
cybersecurity incidents and crises lies with the Member States, the Cyber Emergency
Mechanism promotes solidarity between Member States in accordance with Article 3(3) of

the Treaty on European Union (‘TEU’).

The Cyber Emergency Mechanism should provide support to Member States
complementing their own measures and resources, and other existing support options in
case of response to and immediate initial recovery from significant and large-scale
cybersecurity incidents, such as the services provided by the European Union Agency for
Cybersecurity (‘ENISA”) in accordance with its mandate, the coordinated response and the
assistance from the CSIRTs network, the mitigation support from the EU-CyCLONe, as
well as mutual assistance between Member States including in the context of Article 42(7)
of TEU, the PESCO Cyber Rapid Response Teams®! and-Hybrid Rapid Response Teams.

It should address the need to ensure that specialised means are available to support

preparedness and response to cybersecurity incidents across the Union and in third countries.

This instrumentRegulation is without prejudice to procedures and frameworks to

coordinate crisis response at Union level, in particular the Union Civil Protection

Mechanism established under Decision No 1313/2013/EU of the European Parliament
and of the CouncilUCPM”, the EU Integrated Political Crisis Response Arrangements

under Council Implementing Decision (EU) 2018/1993IPCR* (IPCR Arrangements),
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COUNCIL DECISION (CFSP) 2017/ 2315 - of 11 December 2017 - establishing permanent
structured cooperation (PESCO) and determining the list of participating Member States.
Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December
2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).

Council Implementing Decision (EU) 2018/1993 of 11 December 2018 on the EU
Integrated Political Crisis Response Arrangements (OJ L 320, 17.12.2018, p.
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Commission Recommendation 2017/1584°* and Directive (EU) 2022/2555. It

maySupport provided under the Cyber Emergency Mechanism can complement

assistance provided in the context of the Common Foreign and Security Policy and the

Common Security and Defence Policy, including through the Cyber Rapid Response

Teams. Support provided under the Cyber Emergency Mechanism can contribute to or

complement actions implemented in the context of Article 42(7) of TEU, including

assistance provided by one Member State to another Member State, or form part of the

joint response between the Union and Member States in situations defined referred to in

Article 222 of TFEU. The use implementation of this instrumentRegulation should also

be coordinated with the implementation of measures under the Cyber Diplomacy

Toolbox2s-meastres, where appropriate.

Directive (EU) 2022/2555 requires Member States to designate or establish one or more
cyber crisis management authorities and ensure they have adequate resources to carry out
their tasks in an effective and efficient manner. It also requires Member States to identify
capabilities, assets and procedures that can be deployed in the case of a crisis as well as to
adopt a national large-scale cybersecurity incident and crisis response plan where the
objectives of and arrangements for the management of large-scale cybersecurity incidents
and crises are set out. Member States are also required to establish one or more CSIRTSs
tasked with incident handling responsibilities in accordance with a well-defined process and
covering at least the sectors, subsectors and types of entities under the scope of that
Directive, and to ensure they have adequate resources to carry out effectively their tasks.
This Regulation is without prejudice to the Commission’s role in ensuring the compliance
by Member States with the obligations of Directive (EU) 2022/2555. The Cyber Emergency
Mechanism should provide assistance for actions aimed at reinforcing preparedness as well
as incident response actions to mitigate the impact of significant and large-scale
cybersecurity incidents, to support immediate initial recovery and/or restore the functioning

of essential services.

As part of the preparedness actions, to promote a consistent approach and strengthen
security across the Union and its internal market, support should be provided for testing and

assessing cybersecurity of entities operating in highly-eritieal sectors of high criticality
identified pursuant to Directive (EU) 2022/2555 in a coordinated manner. For this purpose,
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Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated
response to large-scale cybersecurity incidents and crises (OJ L 239, 19.9.2017, p. 36).
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the Commission, with the support of ENISA and in cooperation with the NIS Cooperation
Group established by Directive (EU) 2022/2555, should regularly identify relevant sectors
or subsectors, which should be eligible to receive financial support for coordinated testing at
Union level. The sectors or subsectors should be selected from Annex I to Directive (EU)
2022/2555 (‘Sectors of High Criticality’). The coordinated testing exercises should be based
on common risk scenarios and methodologies. The selection of sectors and development of
risk scenarios should take into account relevant Union-wide risk assessments and risk
scenarios, including the need to avoid duplication, such as the risk evaluation and risk
scenarios called for in the Council conclusions on the development of the European Union's
cyber posture te-be conducted by the Commission, the High Representative and the NIS
Cooperation Group, in coordination with relevant civilian and military bodies and agencies
and established networks, including the EU CyCLONe, as well as the risk assessment of
communications networks and infrastructures requested by the Joint Ministerial Call of
Nevers and conducted by the NIS Cooperation Group, with the support of the Commission
and ENISA, and in cooperation with the Body of European Regulators for Electronic
Communications (BEREC), the coordinated risk assessments to be conducted under Article
22 of Directive (EU) 2022/2555 and digital operational resilience testing as provided for in
Regulation (EU) 2022/2554 of the European Parliament and of the Council®. The selection
of sectors should also take into account the Council Recommendation on a Union-wide

coordinated approach to strengthen the resilience of critical infrastructure.

In addition, the Cyber Emergency Mechanism should offer support for other preparedness
actions and support preparedness in other sectors, not covered by the coordinated testing of
entities operating in highly-eritieal sectors of high criticality. Those actions could include

various types of national preparedness activities.

The Cyber Emergency Mechanism should also provide support for incident response actions
to mitigate the impact of significant and large-scale cybersecurity incidents, to support
immediate-initial recovery or restore the functioning of essential services. Where
appropriate, it should complement the UCPM to ensure a comprehensive approach to

respond to the impacts of cyber incidents on citizens.
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Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December
2022 on digital operational resilience for the financial sector and amending Regulations
(EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU)
2016/1011

361



(33)

(33a)

A Union-level Cybersecurity Reserve should gradually be set up, consisting of services from
trusted private providers of managed security services to support response and immediate
initiate recovery actions in cases of significant or large-scale cybersecurity incidents. The
EU Cybersecurity Reserve should ensure the availability and readiness of services. The
services from the EU Cybersecurity Reserve should serve to support national authorities in
providing assistance to affected entities operating in sectors of high criticality or highly
other critical sectors as a complement to their own actions at national level. When
requesting support from the EU Cybersecurity Reserve, Member States should specify the
support provided to the affected entity at the national level, which should be taken into
account when assessing the Member State request. The CSIRT Network established in

Directive EU 2022/2555 can advise the Commission in reviewing requests for support

from the EU Cybersecurity Reserve. The services from the EU Cybersecurity Reserve

may also serve to support Union institutions, bodies and agencies, under similar conditions.

Having overall responsibility for the implementation of the EU Cybersecurity Reserve,

the Commission should be the contracting authority for the procurement of services to

establish the EU Cybersecurity Reserve, insofar as the operation and administration of

those services has not been entrusted to ENISA. Insofar as as the operation and

administration of the EU Cybersecurity Reserve has been entrusted, in full or in part,

to ENISA, ENISA may be the contracting authority for those services with whose

operation and administration it has been entrusted. The procurement procedures to

establish the EU Cybersecurity Reserve should be conducted in accordance with

Regulation EU 2018/1046. The resulting contracts, including any framework contract

and specific contracts implementing a framework contract, should be signed by the

contracting authority and the selected service provider. In addition, the service

provider and the user to which the support under the EU Cybersecurity Reserve is

provided should sign specific agreements which specify the way in which the services

are to be provided to the affected entities, and the liability conditions towards those

entities in case of damage caused by the services of the EU Cybersecurity Reserve.

These agreements should stipulate that the Commission and ENISA should bear no

contractual liability towards the affected entities for any damages caused by the

services. In order to ensure that these agreements between the service providers and

the users are available when needed, so as to allow the services to be deployed quickly

in case of a request for support from the EU Cybersecurity Reserve, they may be based

on templates prepared by ENISA, after consulting Member States.
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(33b) Due regard should be given to the role of the Member States in the implementation of

the EU Cybersecurity reserve. As Regulation (EU) 2021/694 is the relevant basic act

for actions implementing the EU Cybersecurity Reserve, the actions under the EU

Cyber Reserve should be provided for in the relevant work programmes referred to in
Article 24 of Regulation (EU) 2021/694. In accordance with Article 24(6) of Regulation

(EU) 2021/694, these work programmes should be adopted by the Commission by

means of implementing acts in accordance with the examination procedure referred to

in Article S of Regulation (EU) No 182/2011. Furthermore, by virtue of cooperating

with the NIS Cooperation Group, the Commission should ensure that the views of

Member States as regards priorities and evolution of the EU Cybersecurity Reserve

are taken into account.

(34) For the purpose of selecting private service providers to provide services in the context of
the EU Cybersecurity Reserve, it is necessary to establish a set of minimum criteria that
should be included in the call for tenders to select these providers, so as to ensure that the
needs of Member States’ authorities and entities operating in sectors of high criticality or

highly other critical sectors are met.

(35) To support the establishment of the EU Cybersecurity Reserve, the Commission eeuld
eensider- should request-requesting ENISA to prepare a candidate certification scheme

pursuant to Regulation (EU) 2019/881 for managed security services in the areas covered by

the Cyber Emergency Mechanism.

(36) In order to support the objectives of this Regulation of promoting shared situational
awareness, enhancing Union’s resilience and enabling effective response to significant and
large-scale cybersecurity incidents,

the EU-=CyCLONe or; the CSIRTs network

X ENISA to review and assess
threats, known exploitable vulnerabilities and mitigation actions with respect to a specific
significant or large-scale cybersecurity incident. After the completion of a review and
assessment of an incident, ENISA should prepare an incident review report, in collaboration
with relevant stakeholders, including representatives from the
private sector, , the Commission and other relevant EU institutions, bodies
and agencies. As regards the private sector, ENISA is developing channels for exchanging
information with specialised providers, including providers of managed security solutions
and vendors, in order to contribute to ENISA’s mission of achieving a high common level of

cybersecurity across the Union. Building on the collaboration with stakeholders, including Commented [A333]: Is this necessary to be included in the
recitals ?
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the private sector, the review report on specific incidents should aim at assessing the causes,
impacts and mitigations of an incident, after it has occurred. Particular attention should be
paid to the input and lessons shared by the managed security service providers that fulfil the
conditions of highest professional integrity, impartiality and requisite technical expertise as
required by this Regulation. The report should be delivered and feed into the work of the
EU=-CyCLONe, the CSIRTs network the Commission. When the
incident relates to a third country, it should will also be shared by the Commission with the

High Representative.

Taking into account the unpredictable nature of cybersecurity attacks and the fact that they
are often not contained in a specific geographical area and pose high risk of spill-over, the
strengthening of resilience of neighbouring countries and their capacity to respond
effectively to significant and large-scale cybersecurity incidents contributes to the protection
of the Union as a whole. Therefore, third countries associated to the DEP may be supported
from the EU Cybersecurity Reserve, where this is provided for in the respeetive-asseciation
relevant agreement or Association Council decision through which te-the third country

is associated to DEP. The CSIRT Network established in Directive EU 2022/2555 can

advise the Commission in reviewing requests for support from the EU Cybersecurity

Reserve. The funding for DEP- associated third countries should be supported by the
Union in the framework of relevant partnerships and funding instruments for those
countries. The support should cover services in the area of response to and immediate
initiate recovery from significant or large-scale cybersecurity incidents. The conditions set
for the EU Cybersecurity Reserve and trusted providers in this Regulation should apply
when providing support to the DEP- associated third countries asseeiated-to-DEP.

In order to ensure uniform conditions for the implementation of this Regulation,
implementing powers should be conferred on the Commission to specify the conditions for
the interoperability between Cross-border SOCs; determine the procedural arrangements for
the information sharing related to a potential or ongoing large-scale cybersecurity incident
between Cross-border SOCs and Union entities; laying-dewn-technical requirementste
ensureseeurity-of the Furopean-Cyberseeurity Alert System-Shield; specify the types

and the number of response services required for the EU Cybersecurity Reserve; and,

specify further the detailed arrangements for allocating the EU Cybersecurity Reserve
support services. Those powers should be exercised in accordance with Regulation (EU)

182/2011 of the European Parliament and of the Council.
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HAVE ADOPTED THIS REGULATION:

Chapter I

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives

1. This Regulation lays down measures to strengthen capacities in the Union to detect, prepare

for and respond to cybersecurity threats and incidents, in particular through the following

actions:

(@

(b)

(©

the deployment of a pan-European infrastructure of Security Operations Centres
(‘European Eyber-Shield Cybersecurity Alert System’) to build and enhance common

detection and situational awareness capabilities;

the creation of a Cybersecurity Emergency Mechanism to support Member States in
preparing for, responding to, mitigating the impact and inititating immediate recovery
from significant and large-scale cybersecurity incidents;

the establishment of a European Cybersecurity Incident Review Mechanism to review

and assess significant or large-scale incidents.

2. This Regulation pursues the objective to strengthen solidarity at Union level and enhance

Member States cyber resilience through the following specific objectives:

[...]
(b)

(©

to reinforce preparedness of entities operating in sectors of high criticality and highly
other critical sectors across the Union and strengthen solidarity by developing
enhanced eommen response capacities to handle against significant or large-scale
cybersecurity incidents, including by making Union cybersecurity incident response
support available for third countries associated to the Digital Europe Programme
(‘DEP”);

to enhance Union resilience and contribute to effective response by reviewing and
assessing significant or large-scale incidents, including drawing lessons learned and,
where appropriate, recommendations upon request and in coordination with Member

States.
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This Regulation is without prejudice to the Member States’ primary responsibility for
safeguarding national security;publie-seeurity; and their power to safeguard other
essential State functions, including ensuring the territorial integrity of the State and
maintaining law and order. 3

Without prejudice to Article 346 TFEU, the exchange under this Regulation of

information that is confidential pursuant to Union or national rules shall be limited to

that which is relevant and proportionate to the purpose of that exchange. The exchange

of such information shall preserve the confidentiality of the information and protect the

security and commercial interests of the entities concerned, in full respect of trade and

business secrets.

Article 2

Definitions

For the purposes of this Regulation, the following definitions apply:

-1

(1

‘National Security Operations Centre Hub’ (“National SOC hub”) means an entity

‘Cross-border Security Operations Centre collaboration Platform’ (“Cross-border SOC

collaboration Platform”) means a multi-country platform,

that
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‘Hosting Consortium’ means a consortium composed of participating Member Sstates,

represented-by National SOCs; that have agreed to establish and contribute to the acquisition

of tools and infrastructure for, and operation of, a Cross-border SOC collaboration Platform;

‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU) 2022/2555;

‘entities operating in sectors of high criticality or highly other critical sectors’ means type
of entities listed in Annex I and Annex II of Directive (EU) 2022/2555;

‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU)
2019/881;

‘incident’ means an incident as defined in Article 6, point (6), of Directive (EU)

2022/2555;

‘significant cybersecurity incident’ means a cybersecurity incident fulfilling criteria set out

in Article 23(3) of Directive (EU) 2022/2555;

‘large-scale cybersecurity incident’ means an incident as defined in Article 6, point (7) of

Directive (EU)2022/2555;

(8¢) ‘DEP-associated third country’ means a third country which is party to an agreement

with the Union allowing for its participation in the Digital Europe Programme pursuant

to Article 10 of Regulation (EU) 2021/694;
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Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014
on public procurement and repealing Directive 2004/18/EC (OJ L 94 28.3.2014, p. 65).
367
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a1 (8a) ‘trusted providers’ means managed security service providers as defined in Article
6, point (40), of Directive (EU) 2022/2555 selected in accordance with Article 16 of this

Regulation.

(8b)

Commented [A336]: moved above

Chapter 11

THE EUROPEAN €¥BER-SHIELD CYBERSECURITY ALERT SYSTEM

Article 3

Establishment of the European Cyber-Shield Cybersecurity Alert System

1. An interconnected pan-European infrastructure that consists of National SOC hubs and
Cross-border SOC collaboration platforms joining on a voluntary basis Seeurity
Operations-Centres(European-CyberShield the European Cybersecurity Alert System>)
shall be established to support the development of advanced capabilities for the Union to

detect, analyse and process data on cyber threats and incidents in the Union. #shall-eensist-of

erations-Centres{National SOCs} and-Cro er Se

2. The European CyberShield Cybersecurity Alert System shall:

(a) pool data and share information data on cyber threats and incidents from various

sources through cross-border SOCs collaboration platforms;

(b) share preduee high-quality, actionable information and cyber threat intelligence,
through the use of state-of-the art tools and advanced technologies such as;netably

Aartificial Hintelligence and data analytics, and share that information and cyber

threat intelligence technologies;

(c) contribute to better protection and response to cyber threats and-ineidents by

supporting and cooperating with relevant entities such as competent authorities

designated or established pursuant to
Article 8 of Directive (EU) 2022/2555,

>
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(d) contribute to enhanced faster detection of cyber threats and situational awareness

across the Union, and to the issuing of cybersecurity alerts to relevant entities;

(e) provide services and activities for the cybersecurity community in the Union, including

contributing to the development of advanced tools and technologies, such as artificial

intelligence and data analytics teels.

3. Actions implementing the European Cybersecurity Alert System shall be supported
by funding from the Digital Europe Programme and implemented in accordance with

Regulation (EU) 2021/694 and in particular Specific Objective 3 thereof.

Article 4

National Security Operations Centres Hubs

Commented [A337]: Moved from definitions here
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In-erder Where a Member State decides to voluntarily participate in the European Eyber
Shield Cybersecurity Alert System,-each-MemberState it shall designate at least one

National SOC Hub. Fhe National SOC-shall- be-a-public body-
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Following a call for expression of interest, Member States intending to participate in the
European €yber-Shield Cybersecurity Alert System National SOCs shall be selected by
the European Cybersecurity Competence Centre (‘ECCC’) to take part partieipate in a joint
procurement of tools and infrastructures with the ECCC, in order to set up National SOC
hubs or enhance capabilities of an existing one. The ECCC may award grants to the
selected Member States National SOCs to fund the operation of those tools and
infrastructures. The Union financial contribution shall cover up to 50% of the acquisition
costs of the tools and infrastructures, and up to 50% of the operation costs, with the remaining
costs to be covered by the Member State. Before launching the procedure for the acquisition
of the tools and infrastructures, the ECCC and the Member State National SO€ shall

conclude a hosting and usage agreement regulating the usage of the tools and infrastructures.

A Member State National SOC selected pursuant to paragraph 2 shall commit to apply for
their National SOC hubs to participate in a Cross-border SOC collaboration Platform
within two years from the date on which the tools and infrastructures are acquired, or on
which it receives grant funding, whichever occurs sooner. If a Member State’s National SOC
hub is not a participant in a Cross-border SOC_collaboration Platform by that time, the
Member State it shall not be eligible for additional Union support under this Chapter

Regulation.

Article 5

Cross-border Security Operations Centres-collaboration Platforms
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A Hosting Consortium consisting of at least three Member States, represented-byNational SOCs,
committed to ensuring that their National SOC hubs work werking together to coordinate
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their cyber-detection and threat monitoring activities shall be eligible to participate in actions

to establish a Cross-border SOC collaboration Platform.

Following a call for expression of interest, a Hosting Consortium shall be selected by the
ECCC to participate in a joint procurement of tools and infrastructures with the ECCC. The
ECCC may award to the Hosting Consortium a grant to fund the operation of the tools and
infrastructures. The Union financial contribution shall cover up to 75% of the acquisition
costs of the tools and infrastructures, and up to 50% of the operation costs, with the remaining
costs to be covered by the Hosting Consortium. Before launching the procedure for the
acquisition of the tools and infrastructures, the ECCC and the Hosting Consortium shall

conclude a hosting and usage agreement regulating the usage of the tools and infrastructures.

Members of the Hosting Consortium shall conclude a written consortium agreement which

sets out their internal arrangements for implementing the hosting and usage Aagreement.

A Cross-border SOC collaboration Platform shall be represented for legal purposes by a
member of the Hosting Consortium National SOC acting as a coordinator eoordinating

SOC€, or by the Hosting Consortium if it has legal personality.

- The responsibility

for compliance of the cross-border SOC collaboration Platform with this Regulation and

the hosting and usage agreement shall be determined in the written consortium

agreement referred to in paragraph 3.

A Member State may join an existing Hosting Consortium with the agreement of the

Hosting Consortium members. The written consortium agreement referred to in

paragraph 3 and the hosting and usage agreement shall be modified accordingly. This

shall not affect the ECCC’s ownership rights over the tools and infrastructures already

jointly procured with that Hosting Consortium.

. Commented [A338]: This Article requires major revision as
Article 6 . s . isouss .
Finland has stated earlier. We are happy to discuss our concerns

in more detail.

Also, taking into account that this Act is mainly necessary to

Cooperation and information sharing within cross-border SOCs collaboration ensure the funding for SOCs in the upcoming years, this article
goes beyond the absolute necessity what needs to be juridicially
Platforms stated.

Commented [A339]: We reiterate that information exchange
needs to be based on law as it can include confidential
1. Members of a Hosting Consortium shall ensure that their National SOC hubs exchange, in ffranitern, el o e e it el iz i alll
information exchange is done according to national legislation,
otherwise the text is harmonizing the MS laws and the legal base

accordance with ’ relevant of the act does not allow that.
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information among themselves within the Cross-border SOC collaboration Platform
including information relating to cyber threats, near misses, vulnerabilities, techniques and

precedures, indicators of compromise, adversarial tacticsothreat-actor-speeifie
infermatien; and cybersecurity alerts andrecommendations regarding the configuration

of-evberseeurity tools to-deteet-eyber-attaeks, where such information sharing
(a) to prevent, detect, respond to or recover from incidents or to mitigate their impact;
[...]

The written consortium agreement referred to in Article 5(3) shall establish:

(@

(b) agovernance framework clarifying and incentivising the sharing of information

referred to in paragraph 1 by all participants;

(c) targets for contribution to the development of advanced tools and technologies, such as

artificial intelligence and data analytics teels.

To encourage exchange of information between Cross-border SOCs collaboration
Platforms, Cross-border SOCs collaboration Platforms shall ensure a high level of
interoperability between themselves. To facilitate the interoperability between the Cross-
border SOCs collaboration Platforms, the Commission may, by means of implementing
actsrafter-consulting the ECEG; specify the conditions for this interoperability.

Those implementing acts shall be adopted in accordance with the examination procedure

referred to in Article 21(2) of this Regulation. Before submitting those draft implementing

acts to the committee referred to in Article 21(1), the Commission shall consult the

ECCC and existing Cross-border SOC collaboration Platforms.

Article 7
Cooperation and information sharing with Union-level entities and networks

Where the Cross-border SOCs collaboration Platforms obtain information relating to a

potential or ongoing large-scale cybersecurity incident, they shall ensure provide that
372
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relevant information is provided to the CSIRTSs network, EU-=CyCLONe, the-CSIRTs

petwetls and the Commission, in view of their respective crisis management roles in

accordance with Directive (EU) 2022/2555 Formatted: Font: (Default) +Headings CS (Times New
Roman), Not Highlight
without undue delay.

The Commission may, by means of implementing acts, determine the Commented [A343]: To be symmetrical with articles 6 and 8
— this formulation is better in light of the fact that impelementing
for the information sharing provided for in paragraphs 1. Those powers should adress only techincal questions.

implementing acts shall be adopted in accordance with the examination procedure referred to

in Article 21(2) of this Regulation.

Article 8 Commented [A344]: In this Article we remind that every MS
is responsible for their own measures.

Security

Member States participating in the European Gyber-Shield Cybersecurity Alert System shall
ensure a high level of data security and physical security of the European Cyber
Shield Cybersecurity Alert System infrastructure, and shall ensure that the infrastructure
shall-be is adequately managed and controlled in such a way as to protect it from threats and
to ensure its security and that of the systems, including that of information and data

exchanged through the infrastructure.

Member States participating in the European Cyber-Shield Cybersecurity Alert System shall
ensure that the sharing of information within the European Cyber-Shield
Cybersecurity Alert System with_any entity other than a public authority or body of a
Member State entities-which-are net Member State publie bedies does not negatively

affect the security interests of the Union

The Commission may_adeptimplementingaets issue guidance documents laying- down

clarifying the application of paragraphs 1 and 2. Fhese-implementing-aects shall be

adentedin-a ordanee h th amination neaocaduya yafarrad t0 1 A
260pted A€€ore : 2t oh-proceat 616

this Regulation-In-deing so; When preparing those guidance documents, the
Commission, in cooperation with sappertedby the High Representative, shall take into

account relevant defence-level security standards, in order to facilitate cooperation with

military actors.
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Chapter 111

CYBER EMERGENCY MECHANISM Commented [A345]: Several changes have been suggested in
this chapter. We will be happy to discuss these revisions in more
detail on Monday/later. Explanations for these changes are
provided in our second document.

Article 9
Establishment of the Cyber Emergency Mechanism

A Cyber Emergency Mechanism is established to support improvement of the Union’s
resilience to majer cyberseeurity threats and prepare for and mitigate, in a spirit of
solidarity, the short-term impact of significant and large-scale cybersecurity incidents (the

‘Mechanism’).
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Actions implementing the Cyber Emergency Mechanism shall be supported by funding from
DEP and implemented in accordance with Regulation (EU) 2021/694 and in particular
Specific Objective 3 thereof.

Article 10
Type of actions
The Mechanism shall support the following types of actions:
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(c) mutual assistance actions consisting of the provision of technical support assistanee
from national-autherities of one Member State to another Member State, including in
partieular as provided for in Article 11(3), point (f), of Directive (EU) 2022/2555.

Member States may request to participate may-benefitfrem in the actions referred to in
paragraph 1 upenrequest.

374



Formatted: Font: (Default) +Headings CS (Times New
Roman), Not Bold

Establishment of the EU Cybersecurity Reserve

An EU Cybersecurity Reserve shall be established, in order to assist, upon request, users
referred to in paragraph 3, responding or providing support for responding to
significant or large-scale cybersecurity incidents, and immediate initiate recovery from such

incidents.

The EU Cybersecurity Reserve shall consist of incident response services
from trusted providers selected in accordance with the criteria laid down in Article 16. The
Reserve shall include pre-committed services. The serviees Reserve shall be deployable

upon request in all Member States and in third countries referred to in Article 17 (1).

Users of the services from the EU Cybersecurity Reserve shall include:

(a) Member States’ cyber crisis management authorities and CSIRTSs as referred to in

Article 9 (1) and (2) and Article 10 of Directive (EU) 2022/2555, respectively;
(b) Union institutions, bodies and agencies.
(¢) Users of associated third countries in accordance with Article 17(3).

Users referred to in paragraph 3, point (a), shall use the services granted upon their request
from the EU Cybersecurity Reserve in order to respond or support response to
and initiate #mmediate-recovery from significant or large-scale incidents affecting entities

operating in sectors of high criticality or highly other critical sectors.

shall responsibility for the
implementation of the EU Cybersecurity Reserve. To that end, in
cooperation with the NIS Cooperation Group and , shall

determine the priorities and evolution of the EU Cybersecurity Reserve, in line with the
requirements of the users referred to in paragraph 3, and shall supervise its implementation,
and ensure complementarity, consistency, synergies and links with other support actions

under this Regulation as well as other Union actions and programmes. These priorities shall

Commented [A347]: Taking into account ENISAs briefing in
be revised every two vears. HWP CI on Monday, ENISA has the most relevant expertise and
existing strutures to best implement the Emergency Mechanism.
Also, in regards ENISAs resources planning, the roles and
responsibilities should be clearly stated in the Act to ensure
continuency of this service.
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shall prepare a mapping of the services needed and their availability, after consulting

Member States the NIS Cooperation Group and the Commission. ENISA shall prepare a

similar mapping, after consulting the the NIS Cooperation Group and the Commission, to

identify the needs of third countries eligible for support from the EU Cybersecurity Reserve

pursuant to Article 17. The Commission, where relevant, may shall seek the views of eonsult

the High Representative.

The Commission may, by means of implementing acts, specify the types and the number of
response services required for the EU Cybersecurity Reserve. Those
implementing acts shall be adopted in accordance with the examination procedure referred to

in Article 21(2). Before submitting those drafting implementing acts to the committee

referred to in Article 21(1), the Commission exchange advice and cooperate

with the NIS Cooperation Group .

Article 13

Requests for-support from the EU Cybersecurity Reserve

376
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of the entities.

Also, according to the briefing from ENISA in HWP CI, the so
called ex-ante services are important part of enhancing the cyber
resilience of the Union and should be provided together with the
ex-post services.
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The users referred to in Article 12(3) may request services from the EU Cybersecurity
Reserve to -support response to and initiate i#mmediate-recovery from

significant or large-scale cybersecurity incidents.

Requests for support from users referred to in Article 12(3), point (a), of this Regulation

shall be transmitted to the-Commission-and-ENISA via the Single Point of Contact

designated or established by the Member State in accordance with Article 8(3) of

Directive (EU) 2022/2555.

Member States shall inform the CSIRTSs network, and where appropriate EU-CyCLONe,

about their requests for

(a) appropriate information regarding the affected entity and potential impacts of the
incident on affected Member State(s) and users, including the risk of spill over, and

the planned use of the requested support, including an indication of the estimated needs;

(b) information about measures taken to mitigate the incident for which the support is

requested, as referred to in paragraph 2;

(c) where relevant, available information about other forms of support available to the
affected entity, including contractual arrangements in place for incident response and
initial #mmediate recovery services, as well as insurance contracts potentially covering

such type of incident.

a. The information provided in accordance with paragraph S of this Article shall be
handled in accordance with Union law while preserving the security and commercial

interests of the entity concerned.

ENISA, in cooperation with the Commission and the NIS Cooperation Group, shall develop a
template to facilitate the submission of requests for support from the EU Cybersecurity

Reserve.
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The Commission may, by means of implementing acts, specify further the detailed
arrangements for allocating the EU Cybersecurity Reserve support services. Those
implementing acts shall be adopted in accordance with the examination procedure referred to

in Article 21(2).

Article 14
Implementation of the support from the EU Cybersecurity Reserve

Requests for support from the EU Cybersecurity Reserve
, shall be assessed by ENISA
and a response shall be transmitted to

the users referred to in Article 12(3) without delay and in any event no later than 72 hours

from the submission of the request to ensure effectiveness of the support action.

To prioritise requests, in the case of multiple concurrent requests, the following criteria shall

be taken into account, where relevant:

[...]

(e) the measures taken by the user to assist the response, and immediate initial recovery

efforts, as referred in Article 13(2) and Article 13(5), point (b).

() the category of user under Article 12(3) of this Regulation, with higher priority

given to Member State users and Union institutions, bodies and agencies.

Within three ene months from the end of the support action

, the users shall provide the Commission, and ENISA, the CSIRTs network
and, where appropiate, EU-CyCLONe with a summary report about the service provided,
results achieved and the lessons learned. When the user is from a third country as set out in

Article 17, such report shall be shared with the High Representative.

The Commission shall report to the NIS Cooperation Group, on a regular basis and at least

once per year, about the use and the results of the support; en-aregalarbasis.

Artiete 15
Coordinationwith-crisi hani

378
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Article 16

Trusted providers

In procurement procedures for the purpose of establishing the EU Cybersecurity Reserve, the
contracting authority shall act in accordance with the principles laid down in the Regulation

(EU, Euratom) 2018/1046 and in accordance with the following principles:

(a) ensure that the services included in the EU Cybersecurity Reserve are such that the
Reserve incladesservieesthat may be deployed in all Member States, taking into
account in particular national requirements for the provision of such services, including

certification or accreditation;

[...]

When procuring services for the EU Cybersecurity Reserve, the contracting authority shall

include in the procurement documents the following selection criteria:

[..]

Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December
2013 on a Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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(d) the provider shall have appropriate security clearance, at least for personnel intended for

service deployments-,where required by a Member State;

(g) the provider shall be able to demonstrate that it has experience in delivering similar
services to relevant national authorities or entities operating in sectors of high

criticality or highly other critical sectors;

(h) the provider shall be able to provide the service within a short timeframe in the Member

State(s) where it can deliver the service;

(i)  the provider shall be able to provide the service in the local language of the Member

State(s) where it can deliver the service, if so required by the Member State;

(j)  once an EU certification scheme for managed security service Regulation (EU)

2019/881 is in place, the provider shall be certified in accordance with that scheme.

Article 17

Support to DEP-associated third countries

A DEP- associated tFhird countryies may request support from the EU Cybersecurity

Reserve where Asseeciation-Agreemen oncluded resarding

agreement, decision-oer-conditions or Association Council decision through which it is

associated to DEP provides for participation in the Reserve.

Support from the EU Cybersecurity Reserve shall be in accordance with this Regulation, and

shall comply with any specific conditions laid down in the Asseeiation-Agreements
agreement, or decision er-eenditiens referred to in paragraph 1.

In order to enable the Commission to apply the criteria listed in Article 14(2) to requests

from third countries referred to in paragraph 1, pPrior to receiving any support from the

EU Cybersecurity Reserve, third countries shall provide to the Commission and-the High

Representative information about their cyber resilience and risk management capabilities,
including at least information on national measures taken to prepare for significant or large-
scale cybersecurity incidents, as well as information on responsible national entities, including

CSIRTs or equivalent entities, their capabilities and the resources allocated to them. The
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Commission shall share this information with the High Representative, for the purpose

of facilitating the cooperation referred to in paragraph 6. Where provisions of Articles 13

and 14 of this Regulation refer to Member States, they shall apply to third countries as set out
in paragraph 1.

The Commission shall inform the Council and
cooperatecoordinate with the High Representative about the requests received and the
implementation of the support granted to third countries from the EU Cybersecurity Reserve.

The Commission shall take into account the opinions of the

and the High Representative, if such are provided.

Article 17a) 15

Coordination with Union crisis management mechanisms

In-eases wWhere a significant cybersecurity incident or a large-scale cybersecurity

incidents originates from or results in a disasters as defined in Article 4, point (1), of

Decision No 1313/2013/EU, the support provided under this Regulation for responding
to such incidents shall complement actions under, and be without prejudice, to Decision

No 1313/2013/EU.

In the event of a large-scale-eress-boerder cybersecurity incident where the EU

Integrated Political Crisis Response aArrangements under Implementing Decision (EU)

2018/19934 (IPCR Arrangements) are triggered, the support provided under this

Regulation for responding to such incident shall be handled in accordance with the

relevant proetecels-and procedures under the IPCR Arrangements.
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Chapter IV

CYBERSECURITY INCIDENT REVIEW MECHANISM

Article 18

Cybersecurity Incident Review Mechanism

After-consulting Member-States-concerned;-and Aat the request of
Commission, the EU-CyCLONe or the CSIRTSs network, and with the agreement of the

Member States concerned, ENISA shall review and assess threats, vulnerabilities and

mitigation actions with respect to a specific significant or large-scale cybersecurity incident.
Following the completion of a review and assessment of an incident, ENISA shall deliver an
incident review report to the CSIRTSs network the EU-CyCLONe to
support them in carrying out their tasks, in particular in view of those set out in Articles 15

and 16 of Directive (EU) 2022/2555. Whererelevant; When an incident has an impact on

a third country, the Commission shall share the report with the High Representative.

To prepare the incident review report referred to in paragraph 1, ENISA shall collaborate all
relevant stakeholders, including representatives of Member States, the Commission, other
relevant EU institutions, bodies and agencies, managed security services providers and users
of cybersecurity services. Where appropriate, and in-elese-cooperation with the agreement
of the Member State(s) concerned, ENISA shall also collaborate with entities affected by
significant or large-scale cybersecurity incidents. Fo-suppert-thereviews ENISA-may-alse
consult-other-types-of stakehelders: Consulted representatives shall disclose any potential

conflict of interest.

The report shall cover a review and analysis of the specific significant or large-scale
cybersecurity incident, including the main causes, vulnerabilities and lessons learned. It shall
protect eonfidential information, in particular in accordance with Union or national law

concerning the protection of sensitive or classified information. If the Member State(s)

concerned so requests, the report shall contain only anonymised data.

Where appropriate, the report shall draw recommendations to improve the Union’s cyber

posture.

VWith the agreement of the Member State(s) concerned, ENISA may publish W-where
pessible;-a version of the report containing only public information. shall be-made-available
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Chapter V

FINAL PROVISIONS

Article 19

Amendments to Regulation (EU) 2021/694

Regulation (EU) 2021/694 is amended as follows:

(1) Article 6 is amended as follows:
(a) paragraph 1 is amended as follows:
(1) the following point (aa) is inserted:

‘(aa) support the development of an EU E€yberShield Cybersecurity Alert
System, including the development, deployment and operation of National and
Cross-border SOCs collaboration platforms that contribute to situational
awareness in the Union and to enhancing the cyber threat intelligence capacities

of the Union’;

[...]
(2) Article 9 is amended as follows:
[...]

(b) the following paragraph 8 is added:

‘8. By derogation to Article 12(4) of Regulation (EU, Euratom) 2018/1046, unused
commitment and payment appropriations for actions pursuing the objectives set out in
Article 6(1), point (g) of this Regulation, be

carried over and may be committed and paid up to 31 December of the

following financial year.’;

(4) The following article 16a is added:
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will be cancelled at the end of the year, unless Article 12.2 to 12.8
regulates otherwise. It is also worth noting that the negotiations
on the Recast of the Financial Regulation are ongoing.

Finland opposes such a change mainly for two reasons: Firstly,
carrying over appropriations from one year to the next would
create an effect on the national budgets of Member States. It
would increase Member States' contributions to the EU budget
because certain appropriations would not be decommitted. Thus,
the proposed flexibility for the implementation of the EU budget
would ultimately have the effect of increasing Finland’s and other
Member States’ EU contributions.
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In the case of actions implementing the European CyberShield Cybersecurity Alert System
established by Article 3 of Regulation (EU) 2023/XX, the applicable rules shall be those set
out in Articles 4 and 5 of Regulation (EU) 2023/XX. In the case of conflict between the
provisions of this Regulation and Articles 4 and 5 of Regulation (EU) 2023/XX, the latter

shall prevail and apply to those specific actions.
Article 19 is replaced by the following:

‘Grants under the Programme shall be awarded and managed in accordance with Title VIII of
the Financial Regulation and may cover up to 100 % of the eligible costs, without prejudice to
the co-financing principle as laid down in Article 190 of the Financial Regulation. Such grants

shall be awarded and managed as specified for each specific objective.

Support in the form of grants may be awarded directly by the ECCC without a call for
proposals to the National SOCs selected Member States referred to in Article 4 of
Regulation XXXX and the Hosting Consortium referred to in Article 5 of Regulation XXXX,

in accordance with Article 195(1), point (d) of the Financial Regulation.
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The Union has already taken a number of measures to reduce vulnerabilities and increase the
resilience of critical infrastructures and entities against cybersecurity risks, in particular
Directive (EU) 2022/2555 of the European Parliament and of the Council®®, Commission
Recommendation (EU) 2017/15841%, Directive 2013/40/EU of the European Parliament and
of the Council'™ and Regulation (EU) 2019/881 of the European Parliament and of the
Council'®?, In addition, the Council Recommendation on a Union-wide coordinated
approach to strengthen the resilience of critical infrastructure invites Member States to take
urgent and effective measures, and to cooperate loyally, efficiently, in solidarity and in a
coordinated manner with each other, the Commission and other relevant public authorities as
well as the entities concerned, to enhance the resilience of critical

infrastructure used to provide essential services in the internal market.

It is necessary to strengthen the detection and situational awareness of cyber threats and
incidents throughout the Union and to strengthen solidarity by enhancing Member States’
and the Union’s preparedness and capabilities to respond to significant and large-scale
cybersecurity incidents. Therefore a pan-European infrastructure of SOCs (European

Cybersecurity Shield-Alert System) should be deployed to build and-enhance ecommen

coordinated detection and situational awareness capabilities and enhance the existing
ones; a Cybersecurity Emergency Mechanism should be established to support Member
States upon their request in preparing for, responding to, and immediate initially
recovering from significant and large-scale cybersecurity incidents; a Cybersecurity Incident
Review Mechanism should be established to review and assess specific significant or large-

scale incidents, with due respect for Member States_ competences and without

99

100

101

102

Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December
2022 on measures for a high common level of cybersecurity across the Union, amending
Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU)
2016/1148 (OJ L 333, 27.12.2022).
Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated
response to large-scale cybersecurity incidents and crises (OJ L 239, 19.9.2017, p. 36).
Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on
attacks against information systems and replacing Council Framework Decision
2005/222/JHA (J L 218, 14.8.2013, p. 8).
Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019
on ENISA (the European Union Agency for Cybersecurity) and on information and
communications technology cybersecurity certification and repealing Regulation (EU) No
526/2013 (Cybersecurity Act) (OJ L 151, 7.6.2019, p. 15).
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duplication of the activities conducted by the CSIRT network, EU-CYCLONe and the

NIS Cooperation Group. These actions shall be without prejudice to Articles 107 and 108

of the Treaty on the Functioning of the European Union (‘TFEU”).
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(1)

(14)

Participation in the European €yber-Shield Cybersecurity Alert System should be
voluntary for Member States. Each Member State that decides to join the European

€yber-Shield Cybersecurity Alert System should designate a National SOC hub. publie

Member-State- These National SOCs hubs should have aet as functionalities the capacity
to act as a reference point and gateway at national level for participation in the European
Cyber-Shield Cybersecurity Alert System and should be capable of detecting,
aggregating and analysing data relevant to cyber threats and incidents, by using in

particular state-of-the-art technologies and that would be shared appropriately with

the CSIRT network in order to support the network conducting its activities. They

should also ensure that cyber threat information from public and private entities is

shared and collected at national level in an effective and streamlined manner. Member

States should be able to-decide-to designate an existing entity such as a CSIRT or

existing national platforms to conduct the functions of National SOC hub, or establish

a new one. Member States should also be able to decide to designate, at the national
level, different entities to carry out the different functionalities of the National SOC

hub.

As part of the European Cybersecurity Alert System Shield, a number of Cross-border

Cybersecurity Operations Centres (‘Cross-border SOCs’) should be established. These
should bring together National SOCs from at least three Member States, so that the benefits
of cross-border threat detection and information sharing and management can be fully
achieved. The general objective of Cross-border SOCs should be to strengthen capacities to
analyse, prevent and detect cybersecurity threats and to support the production of high-

quality intelligence on cybersecurity threats, notably through the sharing of information
387
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data from various sources, public or private, as well as through the sharing and joint
use of state-of-the-art tools, and jointly developing detection, analysis and prevention
capabilities in a trusted environment. They should provide new additional capacity, building
upon and complementing existing SOCs

and other relevant actors.
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(19)

In order to enable the exchange of information data on cybersecurity threats from various
sources, on a large-scale basis, in a trusted environment, entities participating in the

European Cybersecurity Alert System Shield should be equipped with state-of-the-art and

highly-secure tools, equipment and infrastructures.
This should make it possible to improve collective detection
capacities and timely warnings to authorities and relevant entities,

artificial intelligence and data analytics technologies.

(20) By collecting, sharing and exchanging data and information, the European

Cyber-Shield Cybersecurity Alert System should enhance the Union’s

sovereignty. The pooling of high-quality curated data should also contribute to the
development of advanced artificial intelligence and data analytics technologies. It should be
facilitated through the connection of the European Eyber-Shield Cybersecurity Alert
System with the pan-European High Performance Computing infrastructure established by
Council Regulation (EU) 2021/117319,
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Council Regulation (EU) 2021/1173 of 13 July 2021 on establishing the European High
Performance Computing Joint Undertaking and repealing Regulation (EU) 2018/1488 (OJ L
256,19.7.2021, p. 3).
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(33a)

While the European Cybersecurity Alert System Shield is a civilian project, the cyber

defence community could benefit from stronger civilian detection and situational awareness
capabilities developed for the protection of critical infrastructure. Cross-border SOCs, with
the support of the Commission and the European Cybersecurity Competence Centre
(‘ECCC’), and in cooperation with the High Representative of the Union for Foreign Affairs
and Security Policy (the ‘High Representative”), should gradually develop dedicated
protocols and standards to allow for cooperation with the cyber defence community,
including vetting and security conditions. The development of the European Cybersecurity

Alert System Shield should be accompanied by a enabling future

collaboration with networks and platforms responsible for information sharing in the cyber

defence community, in close cooperation with the High Representative.

Having overall responsibility for the implementation of the EU Cybersecurity Reserve,

the Commission should be the contracting authority for the procurement of services to

establish the EU Cybersecurity Reserve, insofar as the operation and administration of

those services has not been entrusted to ENISA. Insofar as as-the operation and

administration of the EU Cybersecurity Reserve has been entrusted, in full or in part,

to ENISA, ENISA may be the contracting authority for those services with whose

operation and administration it has been entrusted. The procurement procedures to

establish the EU Cybersecurity Reserve should be conducted in accordance with

Regulation EU 2018/1046. The resulting contracts, including any framework contract

and specific contracts implementing a framework contract, should be signed by the

contracting authority and the selected service provider. In addition, the service

provider and the user to which the support under the EU Cybersecurity Reserve is

provided should sign specific agreements which specify the way in which the services

are to be provided to the affected entities, and the liability conditions towards those

entities in case of damage caused by the services of the EU Cybersecurity Reserve.

These agreements should stipulate that the Commission and ENISA should bear no

contractual liability towards the affected entities for any damages caused by the

services. In order to ensure that these agreements between the service providers and

the users are available when needed, so as to allow the services to be deployed quickly

in case of a request for support from the EU Cybersecurity Reserve, they may be based

on templates prepared by ENISA, after consulting Member States.
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(33b) Due regard should be given to the role of the Member States in the implementation of

(34)

(35)

(36)

the EU Cybersecurity reserve. As Regulation (EU) 2021/694 is the relevant basic act

for actions implementing the EU Cybersecurity Reserve, the actions under the EU

Cyber Reserve should be provided for in the relevant work programmes referred to in
Article 24 of Regulation (EU) 2021/694. In accordance with Article 24(6) of Regulation

(EU) 2021/694, these work programmes should be adopted by the Commission by

means of implementing acts in accordance with the examination procedure referred to

in Article S of Regulation (EU) No 182/2011. Furthermore, by virtue of cooperating

with the NIS Cooperation Group, the Commission should

Member States priorities and evolution of the

EU Cybersecurity Reserve

For the purpose of selecting private service providers to provide services in the context of
the EU Cybersecurity Reserve, it is necessary to establish a set of minimum criteria that

should be included in the call for tenders to select these providers, so as to ensure that the
needs of Member States’ authorities and entities operating in sectors of high criticality or

highly other critical sectors are met.

To support the establishment of the EU Cybersecurity Reserve, the Commission eould
eensider- should request-requesting ENISA to prepare a candidate certification scheme

pursuant to Regulation (EU) 2019/881 for managed security services in the areas covered by

the Cyber Emergency Mechanism.

In order to support the objectives of this Regulation of promoting shared situational
awareness, enhancing Union’s resilience and enabling effective response to significant and
large-scale cybersecurity incidents, the EU=-CyCLONe, the CSIRTs network or the

Commission, with due respect of Member states’_ competences, should be able

to ask ENISA to review and assess threats, known exploitable vulnerabilities and mitigation

actions with respect to a specific significant or large-scale cybersecurity incident. After the
completion of a review and assessment of an incident, ENISA should prepare an incident
review report, in collaboration with relevant stakeholders, including representatives from the
private sector, Member States, the Commission and other relevant EU institutions, bodies
and agencies. As regards the private sector, ENISA is developing channels for exchanging
information with specialised providers, including providers of managed security solutions
and vendors, in order to contribute to ENISA’s mission of achieving a high common level of
cybersecurity across the Union. Building on the collaboration with stakeholders, including

the private sector, the review report on specific incidents should aim at assessing the causes,
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impacts and mitigations of an incident, after it has occurred. Particular attention should be
paid to the input and lessons shared by the managed security service providers that fulfil the
conditions of highest professional integrity, impartiality and requisite technical expertise as
required by this Regulation. The report should be delivered and feed into the work of the
EU=-CyCLONe, the CSIRTs network and the Commission. When the incident relates to a
third country, it should will also be shared by the Commission with the High

Representative.

(37) Taking into account the unpredictable nature of cybersecurity attacks and the fact that they
are often not contained in a specific geographical area and pose high risk of spill-over, the
strengthening of resilience of neighbouring countries and their capacity to respond
effectively to significant and large-scale cybersecurity incidents contributes to the protection
of the Union as a whole.

Therefore, third countries associated to the DEP may be supported from the EU
Cybersecurity Reserve, where this is provided for in the respeetive-asseeiation relevant

agreement or Association Council decision through which te-the third country is

associated to DEP. The CSIRT Network established in Directive EU 2022/2555 can

advise the Commission in reviewing requests for support from the EU Cybersecurity

Reserve. The funding for DEP- associated third countries should be supported by the
Union in the framework of relevant partnerships and funding instruments for those
countries. The support should cover services in the area of response to and immediate
initiate recovery from significant or large-scale cybersecurity incidents. The conditions set
for the EU Cybersecurity Reserve and trusted providers in this Regulation should apply
when providing support to the DEP- associated third countries asseeiated-to-DEP.

[...]
HAVE ADOPTED THIS REGULATION:

Chapter I

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives
1. This Regulation lays down measures to strengthen capacities in the Union to detect, prepare
for and respond to cybersecurity threats and incidents, in particular through the following
actions:
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(a) the deployment of a pan-European infrastructure of Security Operations Centres
(‘European EyberShield Cybersecurity Alert System’) to build and enhance common

detection and situational awareness capabilities;

(b) the creation of a Cybersecurity Emergency Mechanism to support Member States in
preparing for, responding to, mitigating the impact and inititating immediate recovery

from significant and large-scale cybersecurity incidents;

(c) the establishment of a European Cybersecurity Incident Review Mechanism to review

and assess significant or large-scale incidents.

This Regulation is without prejudice to the Member States’ primary responsibility for
spublieseeunrity; and their power

to safeguard other essential State functions, including ensuring the territorial integrity

of the State and maintaining law and order. and-the-preventioninvestigation; deteetion

safeguarding national security

Article 2

Definitions

For the purposes of this Regulation, the following definitions apply:

-1

(1

‘National Security Operations Centre Hub’ (“National SOC hub”) means an entity
designated by and under the authority of a Member State, which has the following

functionalities:

(a) it has the capacity to act as a reference point and gateway to other public and
private organisations at national level for collecting and analysing infermation
cyber threats and incidents and contributing to a Cross-border

collaboration platform;

(b) itis capable of detecting, aggregating, and analysing data relevant to cyber threats

and incidents by using in particular state of the art technologies;

‘Cross-border Security Operations Centre collaboration Platform’ (“Cross-border SOC

collaboration Platform™) means a multi-country platform, established by a written

consortium agreeement that brings together in a coordinated network structure Naational

SOCs Hubs from at least three Member States whe-form-aHesting-Ceonsertivm, and that is
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designed to monitor, detect and analyse prevent cyber threats and to prevent incidents and
to support the production of cyber threat high-quality intelligence, notably through the

exchange of information data frem-various-seurees; public-andprivate, as well as through
the sharing of state-of-the-art tools and jointly developing cyber detection, analysis, and

prevention and protection capabilities in a trusted environment;

Chapter 11

THE EUROPEAN €¥BER-SHIELD CYBERSECURITY ALERT SYSTEM

Article 3

Establishment of the European Cyber-Shield Cybersecurity Alert System

An interconnected pan-European infrastructure that consists of National SOC hubs and
Cross-border SOC collaboration platforms joining on a voluntary basis Seeurity
Operations-Centres(European-CyberShield the European Cybersecurity Alert System>)
shall be established to support the development of advanced capabilities for the Union to

detect, analyse and process data on cyber threats and incidents in the Union. #-shall-eensist-of

A on a Ope on entre N 101 O 2 nd 2 de a
a a t VI a a a a d

The European CyberShield Cybersecurity Alert System shall:

(a)
pool data and share information data on cyber threats and incidents from various
sources through cross-border SOCs collaboration platforms;

(cb) preduee high-quality, actionable information and cyber threat

intelligence, through the use of state-of-the art tools and advanced technologies such
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Commented [A359]: This will be the primary task for the
Cybersecurity Alert System.
SE thus suggests that this point is moved here.



as;-netably Aartificial Hintelligence and data analytics, and
share that information and cyber threat intelligence technologies;

©)

(d) contribute to enhanced faster detection of cyber threats and situational awareness

across the Union, and to the issuing of cybersecurity alerts to relevant entities;

(e) provide services and activities for the cybersecurity community in the Union, including

contributing to the development of advanced tools and technologies, such as artificial

intelligence and data analytics teels.

3. Actions implementing the European Cybersecurity Alert System shall be supported
by funding from the Digital Europe Programme and implemented in accordance with

Regulation (EU) 2021/694 and in particular Specific Objective 3 thereof.

Article 4

National Hubs

In-erder Where a Member State decides to voluntarily participate in the European Eyber
Shield Cybersecurity Alert System,-each-MemberState it shall designate at least one

National SOC Hub. Fhe National SOC-shall-be-a-public body-

Following a call for expression of interest, Member States intending to participate in the
European €yber-Shield Cybersecurity Alert System National-SOCs shall be selected by
the European Cybersecurity Competence Centre (‘ECCC’) to take part partieipate in a joint

procurement of tools and infrastructures with the ECCC, in order to set up National SOC
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hubs or enhance capabilities of an existing one. The ECCC may award grants to the
selected Member States National SOCs to fund the operation of those tools and
infrastructures. The Union financial contribution shall cover up to 50% of the acquisition
costs of the tools and infrastructures, and up to 50% of the operation costs, with the remaining
costs to be covered by the Member State. Before launching the procedure for the acquisition
of the tools and infrastructures, the ECCC and the Member State National-SOC shall

conclude a hosting and usage agreement regulating the usage of the tools and infrastructures.

Commented [A361]: Security level of those tool and
infrastructure

A Member State National SOC selected pursuant to paragraph 2 shall commit to apply for
their National SOC hubs to participate in a Cross-border SOC collaboration Platform
within two years from the date on which the tools and infrastructures are acquired, or on
which it receives grant funding, whichever occurs sooner. If a Member State’s National SOC
hub is not a participant in a Cross-border SOC_collaboration Platform by that time, the

Member State it shall not be eligible for additional Union support under this Chapter
Regulation.

Article 5

Cross-border -collaboration Platforms

A Hosting Consortium consisting of at least three Member States, represented-byNational
SOECs, committed to ensuring that their National SOC hubs work wesking together to
coordinate their cyber-detection and threat monitoring activities shall be eligible to participate

in actions to establish a Cross-border SOC collaboration Platform.

Following a call for expression of interest, a Hosting Consortium shall be selected by the

ECCC to participate in a joint procurement of tools and infrastructures with the ECCC. The

ECCC may award to the Hosting Consortium a grant to fund the operation of the tools and

infrastructures. The Union financial contribution shall cover up to 75% of the acquisition

costs of the tools and infrastructures, and up to 50% of the operation costs, with the remaining

costs to be covered by the Hosting Consortium. Before launching the procedure for the Commented [A362]: SE would like to ask for a comment on
the reason behind this threshold of union financing.

acquisition of the tools and infrastructures, the ECCC and the Hosting Consortium shall

conclude a hosting and usage agreement regulating the usage of the tools and infrastructures.
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3. Members of the Hosting Consortium shall conclude a written consortium agreement which

sets out their internal arrangements for implementing the hosting and usage Aagreement.

[...]

Article 6

[...]

3. To encourage exchange of information between Cross-border SOCs collaboration
Platforms, Cross-border SOCs collaboration Platforms shall ensure a high level of
interoperability between themselves. To facilitate the interoperability between the Cross-
border SOCs collaboration Platforms, the Commission may, by means of implementing
actszafter consulting the KCCE;
specify the conditions for this interoperability. Those implementing acts shall be adopted in

accordance with the examination procedure referred to in Article 21(2) of this Regulation.

4.  Cross-border SOCs collaboration Platforms shall conclude cooperation agreements with one

another, specifying information sharing principles among the cross-border platforms.

Article 7

Cooperation and information sharing with Union-level entities and networks

1. Where the Cross-border SOCs collaboration Platforms obtain information relating to a
potential or ongoing large-scale cybersecurity incident, they shall ensure provide that
relevant information is provided to the CSIRTSs network, EU-=CyCLONe, the-CSIRTs

aetwetls and the Commission, in view of their respective crisis management roles in

accordance with Directive (EU) 2022/2555 without undue delay
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The Commission may, by means of implementing acts, determine the procedural

arrangements for the information sharing provided for in paragraphs 1. Those implementing Commented [A365]: Clarification needed.
What kind of changes does the COM foresee?
acts shall be adopted in accordance with the examination procedure referred to in Article This regulation should define the premises and conditions of the

interoperability and information sharing.

21(2) of this Regulation.

Article 8

Security

Member States participating in the European €yberShield Cybersecurity Alert System shall
ensure a high level of data security physical security of the European
Cyber-Shield Cybersecurity Alert System infrastructure, and shall ensure that the
infrastructure shall-be is adequately managed and controlled in such a way as to protect it
from threats and to ensure its security and that of the systems, including that of information

and data exchanged through the infrastructure.

Chapter 111

CYBER EMERGENCY MECHANISM

Article 9
Establishment of the Cyber Emergency Mechanism

8:9. A Cyber Emergency Mechanism is established to support improvement of the Union’s
resilience to majer cyberseeurity threats and prepare for and mitigate, in a spirit of
solidarity, the short-term impact of significant and large-scale cybersecurity incidents (the

‘Mechanism’).

Actions implementing the Cyber Emergency Mechanism shall
be supported by funding from DEP and implemented in accordance with
Regulation (EU) 2021/694 and in particular Specific Objective 3 thereof.

Article 10

Type of actions
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I.

l.a.

The Mechanism shall support the following types of actions:

(a) preparedness actions:; inelading
Eevib)(xv) the coordinated preparedness testing of entities operating in sectors of

high criticality highly-eritical seeters across the Union;

Gevii)(xvi) other preparedness actions for entities operating in sectors

of high criticality eritieal and other-highly critical sectors, including
those involving exercises and trainings and ;
(b) respense actions; supporting response to and initiating immediate recovery from
significant and large-scale cybersecurity incidents, to be provided by trusted providers

participating in the EU Cybersecurity Reserve established under Article 12;

(c) mutual assistance actions consisting of the provision of technical support assistanece
from national-autherities of one Member State to another Member State, including in
partienlar as provided for in Article 11(3), point (f), of Directive (EU) 2022/2555.

Member States may request to participate may-benefitfrom in the actions referred to in
paragraph 1 upen-request.

Article 11

Coordinated preparedness testing of entities

For the purpose of supporting the coordinated preparedness testing of entities referred to in
Article 10(1), point (a), across the Union

. the Commission, after consulting the NIS
Cooperation Group and ENISA, shall identify the sectors, or sub-sectors, concerned, from the
Sectors of High Criticality listed in Annex I to Directive (EU) 2022/2555 from which

Member States may request to participate and to this end propose entities to may be

subject to the coordinated preparedness testing.;

When identifying the sectors or sub-sectors under paragraph 1, the Commission shall
take taking into account existing and planned coordinated risk assessments and resilience

testing at Union level, and the results thereof.

The NIS Cooperation Group in cooperation with the Commission, ENISA, and the High
Representative, shall develop common risk scenarios and methodologies for the coordinated

testing exercises under Article 10 (1) (a) (i). The NIS Cooperation Group, in cooperation
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with Commission, ENISA and the High Representative, may develop common risk

scenarios and methodologies for other preparedness actions under Article 10(1)(a)(ii).

Article 12

Establishment of the EU Cybersecurity Reserve

1.  An EU Cybersecurity Reserve shall be established, in order to assist, upon request, users
referred to in paragraph 3, responding or providing support for responding to significant or

large-scale cybersecurity incidents, and #mmediate initiate recovery from such incidents.

2. The EU Cybersecurity Reserve shall consist of incident response services from trusted

providers selected in accordance with the criteria laid down in Article 16. The Reserve shall

include pre-committed services. The serviees Reserve shall be deployable in
all Member States in third countries referred to in Article 17 (1)
. Commented [A366]: The review of the ENISA
Cybersecurity Support Action shows that the support is more
. . . successful if delivered by an organisation that is already
3. Users of the services from the EU Cybersecurity Reserve shall include: established in the MS.
(a) Member States’ cyber crisis management authorities and

CSIRTs as referred to in Article 9 (1) and (2) and Article 10 of Directive (EU)
2022/2555, respectively;

(b) Union

(¢) Users of associated third countries in accordance with Article 17(3).

4.  Users referred to in paragraph 3, point (a), use the services granted upon their

request from the EU Cybersecurity Reserve in order to

respond or support response to and initiate immediate-recovery from significant or large-scale
incidents affecting entities operating in sectors of high criticality or highly other critical

sectors.

5. The Commission shall have overall responsibility for the implementation of

the EU Cybersecurity Reserve. To that end, the Commission,
in cooperation with the NIS Cooperation Group and ENISA, shall
determine the priorities and evolution of the EU Cybersecurity Reserve, in line with the

requirements of the users referred to in paragraph 3, and shall supervise its implementation,
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Sa.

and ensure complementarity, consistency, synergies and links with other support actions

under this Regulation as well as other Union actions and programmes. These priorities shall

be revised every two vears.

The Commission may shall entrust the operation and administration of the EU Cybersecurity

Reserve, in full or in part, to ENISA, by means of contribution agreements.

ity Reserve; ENISA

shall prepare a mapping of the services needed and their availability, after consulting

Member-States the NIS Cooperation Group and the Commission. ENISA

shall prepare a similar mapping, after consulting the the NIS Cooperation Group and the

Commission, to identify the needs of third countries eligible for support from the EU
Cybersecurity Reserve pursuant to Article 17. The Commission, where relevant, may shatt
eensult the High Representative.

The Commission may, by means of
implementing acts, specify the types and the number of response services required for the EU
Cybersecurity Reserve. Those implementing acts shall be adopted in accordance with the

examination procedure referred to in Article 21(2). Before submitting those drafting

implementing acts to the committee referred to in Article 21(1), the Commission may

exchange advice and cooperate with the NIS Cooperation Group.

Article 13

Requests for support from the EU Cybersecurity Reserve

The information provided in accordance with paragraph 5 of this Article shall be
handled in accordance with Union law while preserving the security and commercial

interests of the entity concerned.

ENISA, in cooperation with the Commission and the NIS Cooperation Group, shall develop a
template to facilitate the submission of requests for support from the EU Cybersecurity

Reserve.

Those
implementing acts shall be adopted in accordance with the examination procedure referred to

in Article 21(2).
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Article 14
Implementation of the support from the EU Cybersecurity Reserve

Requests for support from the EU Cybersecurity Reserve, shall be assessed by the
Commission, with the support of ENISA or as defined in contribution
agreements under Article 12(6), and a response shall be transmitted to the users referred to in

Article 12(3) without delay and in any event no later than 72 hours from the submission

of the request to ensure effectiveness of the support action.

To prioritise requests, in the case of multiple concurrent requests, the following criteria shall

be taken into account, where relevant:
(a) the severity of the cybersecurity incident;

(b) the type of entity affected, with higher priority given to incidents affecting essential
entities as defined in Article 3(1) of Directive (EU) 2022/2555;

(c) the potential impact on the affected Member State(s) or users;

(d) the potential cross-border nature of the incident and the risk of spill over to other

Member States or users;

(e) the measures taken by the user to assist the response, and immediate initial recovery

efforts, as referred in Article 13(2) and Article 13(5), point (b).

() the category of user under Article 12(3) of this Regulation, with higher priority

given to Member State users and Union institutions, bodies and agencies.

The EU Cybersecurity Reserve services shall be provided in accordance with specific
agreements between the service provider and the user to which
the support under the EU Cybersecurity Reserve is provided. Those agreements shall include

liability conditions.
The agreements referred to in paragraph 3 may be based on templates prepared by ENISA,

after consulting Member States.

The Commission and ENISA shall bear no contractual liability for damages caused to third
parties by the services provided in the framework of the implementation of the EU

Cybersecurity Reserve.

Within three ere months from the end of the support action, the users shall provide the
Commission, and ENISA, the CSIRTSs network and, where appropiate, EU-CyCLONe

with a summary report about the service provided, results achieved and the lessons learned.
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When the user is from a third country as set out in Article 17, such report shall be shared with

the High Representative.

The Commission shall report to the NIS Cooperation Group, on a regular basis and at least

once per year, about the use and the results of the support; en-aregalarbasis.

Article 16
Trusted providers

In procurement procedures for the purpose of establishing the EU Cybersecurity Reserve, the
contracting authority shall act in accordance with the principles laid down in the Regulation

(EU, Euratom) 2018/1046 and in accordance with the following principles:

(a) ensure that the services included in the EU Cybersecurity Reserve are such that the
Reserve includes-serviees-that may be deployed in all Member States
, taking into account in particular national requirements for the provision of

such services, including certification or accreditation;

(b) ensure the protection of the essential security interests of the Union and its Member

States;

(c) ensure that the EU Cybersecurity Reserve brings EU added value, by contributing to the
objectives set out in Article 3 of Regulation (EU) 2021/694, including promoting the
development of cybersecurity skills in the EU.

When procuring services for the EU Cybersecurity Reserve, the contracting authority shall

include in the procurement documents the following selection criteria:

(a) the provider shall demonstrate that its personnel has the highest degree of professional
integrity, independence, responsibility, and the requisite technical competence to
perform the activities in their specific field, and ensures the permanence/continuity of

expertise as well as the required technical resources;

(b) the provider, its subsidiaries and subcontractors shall have in place a
to protect sensitive information relating to the service, and in particular
evidence, findings and reports, and is compliant with Union security rules on the

protection of EU classified information;
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Article 17

Support to DEP-associated third countries

A DEP- associated tFhird countryies may request support from the EU Cybersecurity

Reserve where AsseciationAgreements-concluded regarding-theirparticipation-in DEP
the
agreement, decision-er-conditions or Association Council decision through which it is

associated to DEP provides for participation in the Reserve.

Support from the EU Cybersecurity Reserve shall be in accordance with this Regulation, and

shall comply with any specific conditions laid down in the AsseeiationAgreements
agreement, or decision er-eonditions referred to in paragraph 1.

Users from associated third countries eligible to receive services from the EU Cybersecurity
Reserve shall include competent authorities such as CSIRTs and cyber crisis management

authorities.

Each third country eligible for support from the EU Cybersecurity Reserve shall designate an

authority to act as a single point of contact for the purpose of this Regulation.

In order to enable the Commission to apply the criteria listed in Article 14(2) to requests

from third countries referred to in paragraph 1, pPrior to receiving any support from the

EU Cybersecurity Reserve, third countries shall provide to the Commission anéd-the Hish

Representative information about their cyber resilience and risk management capabilities,
including at least information on national measures taken to prepare for significant or large-
scale cybersecurity incidents, as well as information on responsible national entities, including
CSIRTs or equivalent entities, their capabilities and the resources allocated to them. The

Commission shall share this information with the High Representative, for the purpose

of facilitating the cooperation referred to in paragraph 6. Where provisions of Articles 13

and 14 of this Regulation refer to Member States, they shall apply to third countries as set out
in paragraph 1.

The Commission shall inform the Ceouneil and
cooperateeeordinate with the High Representative about the requests received and the
implementation of the support granted to third countries from the EU Cybersecurity Reserve.

The Commission shall take into account the opinions of the NIS Cooperation Group and

the High Representative, if such are provided.
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Article 17a) 15

Coordination with Union crisis management mechanisms

1. In-eases wWhere a significant cybersecurity incident or a large-scale cybersecurity

incidents originates from or results in a disasters as defined in Article 4, point (1), of

Decision No 1313/2013/EU**, the support provided under this Regulation for
responding to such incidents shall complement actions under, and be without prejudice,

to Decision No 1313/2013/EU.

2.  In the event of a large-scale-eress-border cybersecurity incident where the EU

Integrated Political Crisis Response aArrangements under Implementing Decision (EU)

2018/19934 (IPCR Arrangements) are triggered, the support provided under this

Regulation for responding to such incident shall be handled in accordance with the

relevant pretecels-and procedures under the IPCR Arrangements.

Chapter 1V

CYBERSECURITY INCIDENT REVIEW MECHANISM

Article 18

Cybersecurity Incident Review Mechanism

1.  Afterconsulting Member-States-concerned;and Aat the request of the Commission, the
EU-CyCLONe or the CSIRTs network, and with the of the Member
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States concerned, ENISA shall review and assess threats, vulnerabilities and mitigation
actions with respect to a specific significant or large-scale cybersecurity incident. Following
the completion of a review and assessment of an incident, ENISA shall deliver an incident
review report to the CSIRTs network, the EU-CyCLONe and the Commission to support
them in carrying out their tasks, in particular in view of those set out in Articles 15 and 16 of

Directive (EU) 2022/2555. Where relevant; When an incident has an impact on a third

country, the Commission shall share the report with the High Representative.

To prepare the incident review report referred to in paragraph 1, ENISA shall collaborate all
relevant stakeholders, including representatives of Member States, the Commission, other
relevant EU institutions, bodies and agencies, managed security services providers and users
of cybersecurity services. Where appropriate, and inrelose eeoperation with the of
the Member State(s) concerned, ENISA shall also collaborate with entities affected by
significant or large-scale cybersecurity incidents. Fo-suppertthereviews ENISA-may-alse
consult-othertypes-ofstakehelders: Consulted representatives shall disclose any potential

conflict of interest.

The report shall cover a review and analysis of the specific significant or large-scale

cybersecurity incident, including the main causes, vulnerabilities and lessons learned. It shall

protect eenfidential information, in particular in accordance with Union or
national law concerning the protection of sensitive or classified information. If the Member
State(s) concerned so requests, the report shall contain only anonymised
data.

Where appropriate, the report shall draw recommendations to improve the Union’s cyber
posture.

With the of the Member State(s) concerned, ENISA may publish W-where
pessible;-a version of the report containing only public information. shall be-made-available
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