ANNEX 1

Provisional changes/new texts since publishing document WK 12984/2022 dated 30.9.2022 for the
JHA Councellors meeting on 4/10/2022

Directive

- Linel

- Line9,rec.1

- Line14,rec. 6
- Line 16, rec. 8
- Line19,rec.11
- Line 20, rec. 12
- Line 21, rec. 13
- Line22,rec. 14
- Line 23, rec. 15
- Line 26, rec. 18
- Line 27, rec. 19
- Line 28, rec. 20
- Line 29, rec. 20a
- Line 31, rec. 22

Line 38, Art.
Line 46, Art.
Line 50, Art.
Line 56, Art.
Line 57, Art.
Line 58, Art.
Line 62, Art.
Line 66, Art.
Line 68, Art.

Regulation

Line 16, rec.
Line 17, rec.
Line 24, rec.
Line 33, rec.
Line 35, rec.
Line 38, rec.
Line 39, rec.
Line 43, rec.
Line 44, rec.
Line 46, rec.
Line 49, rec.
Line 50. rec.
Line 51, rec.

1(2) and 1(3)
2(2)(a)
2(2)(c),line2
2(5)

w

11a
15
17
19
20
22b
23
24a
26
27
28



Line 52, rec.
Line 54, rec.
Line 56, rec.
Line 58, rec.
Line 60, rec.
Line 66, rec.
Line 67, rec.
Line 70, rec.
Line 71, rec.
Line 72, rec.
Line 73, rec.
Line 76, rec.
Line 77, rec.
Line 78, rec.
Line 79, rec.
Line 80, rec.
Line 81, rec.
Line 87, rec.
Line 92, rec.
Line 93, rec.
Line 96, rec.
Line 98, rec.
Line 99, rec.

28a
30

31

33

34

35d
35e
36

36a
37

38

40

40a
41

41a
42

42a
43

43e
43f
45

46

47

Line 106, rec.
Line 107, rec.
Line 112, rec.
Line 113, rec.
Line 114, rec.
Line 115, rec.
Line 116, rec.
Line 117, rec.
Line 120, rec.
Line 132, Art.
Line 149, Art.
Line 155, Art.
Line 156, Art.
Line 166, Art.
Line 180, Art.
Line 201, Art.
Line 204, Art.
Line 206, Art.
Line 244, Art.
Line 253, Art.
Line 254, Art.
Line 255, Art.
Line 256, Art.
Line 270, Art.
Line 271, Art.

53

54

57 and 57a
57b

58

59

60

61

64

2(2)

2(9)

2(14)

15a and 15b
4(1)(b)
5(4)
5(5)(g)
5(6)

5(7), para. 1
7a(2)

8(2)

8(3)

8(4)

8(5)

9(-1a)
9(-1a)(a)



Line 272, Art.
Line 275, Art.
Line 289, Art.
Line 290, Art.
Line 292, Art.
Line 293, Art.
Line 297, Art.
Line 315, Art.
Line 332, Art.
Line 333, Art.
Line 334, Art.
Line 335, Art.
Line 336, Art.
Line 337, Art.
Line 338, Art.
Line 339, Art.
Line 342, Art.
Line 362, Art.
Line 364, Art.
Line 408, Art.
Line 421, Art.
Line 422, Art.
Line 427, Art.
Line 435, Art.
Line 439, Art.
Line 441, Art.
Line 451, Art.
Line 452, Art.
Line 460, Art.
Line 462, Art.

9(-1a)(b)
9(2)
10(1)
10(2)
10(4)
10(5)
10a(1)
11(2)
12b
12b(1)
12b(1)(a)
12b(1)(b)
12b(2)
12b(2)(a)
12b(2)(b)
12b (3)
13(1)
14(6)
14(8)
17(1)
19(1)
19(2)
19(2)(ba)
19(2a)
19(3)(c)
20(1)
22(1)(a)
22(1)(b)
24(1)
25(1)



Brussels, 20 October 2022

Interinstitutional files:

2018/0107 (COD) WK 14123/2022 INIT
2018/0108 (COD)
LIMITE
CYBER TELECOM
JAI EJUSTICE
COPEN MI
ENFOPOL DATAPROTECT
CODEC

This is a paper intended for a specific community of recipients. Handling and
further distribution are under the sole responsibility of community members.

NOTE
From: Presidency
To: Delegations
Subject: Electronic evidence — internal Union rules — Four column tables

Delegations will find in Annexes 2 and 3 to this note two updated four-column-tables for the Regulation
and the Directive. Considering that informal discussions with the Parliament are still continuing,
delegations should note that these texts are still provisional and include explanatory comments to a few
of the lines in the text. The tables should also be read in conjunction with the Presidency note included in
WK 14112/2022, as regards the lines highlighted in the note.

For ease of reference, delegations will in Annex 1 find a list of preliminary changes/new texts in relation
to the tables included in WK 12984/2022.
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Version: 19/10/2022

DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
laying down harmonised rules on the appointment of legal representatives for the purpose of gathering evidence in criminal proceedings

2018/0107(COD)
DRAFT

The amendments made by the EP and the Council in the text of the proposal for a Directive compared to the Commission's proposal are marked as
follows:

- the new text is marked in bold italics;
- the deleted parts of the text are marked in strikethrough.
- the parts amended following discussions at trilogues or technical meetings will be underlined.

Where full paragraphs of the Commission's proposal were not amended by the EP and the Council, they are not repeated in the columns reflecting their
respective positions, but are marked with a diagonal line in the 4th column.

Parts provisionally agreed at the trilogue are going to be marked in green.
Parts provisionally agreed at the technical meetings and to be confirmed at the trilogue are going to be marked in blue.

Parts to be further discussed are going to be marked in yellow.

Footnotes are marked in red. Their numbering does not correspond to the respective original documents. Updating and renumbering must be
done_manually (NO automatic update).
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Version: 19/10/2022

Commission Proposal EP mandate Council Mandate Draft agreement
Formula
1 COM/2018/226 final - A9-9999/2020 - 11 December 7348/19
2018/0107 (COD) 2020!

Proposal Title

2 Proposal for a DIRECTIVE OF | Prepesalfera DIRECTIVE-OFE Proposal for a DIRECTIVE OF

Provisionally agreed at technical

THE EUROPEAN THE ELROPEAN THE EUROPEAN level 20/09/2022 as changed at
PARLIAMENT AND OF THE | PARHAMENTAND-OETHE PARLIAMENT AND OF THE technical meeting 19/10/2022:
COUNCIL laying down COUNCH A rving-down COUNCIL laying down
harmonised rules on the harmonised rules on the harmonised rules on the Proposal for a DIRECTIVE OF
appointment of legal appeintmentoflegal appointment of legal THE EUROPEAN
representatives for the purpose | representativesfor-the-purpese-of | representatives for the purpose of | PARLIAMENT AND OF THE
of gathering evidence in gathering evidencein-eriminal gathering evidence in criminal COUNCIL laying down
criminal proceedings proceedings proceedings harmonised rules on the
designation of designated
1 Proposal for a DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL laying down harmonised rules on the appointment of legal representatives for

the purpose of gathering evidence in criminal proceedings
having regard to the Commission proposal to Parliament and the Council (COM(2018)0226),

having regard to Article 294(2) and Articles 53 and 62 of the Treaty on the Functioning of the European Union, pursuant to which the Commission submitted the proposal to

Parliament (C8-0154/2018),

having regard to Article 294(3) of the Treaty on the Functioning of the European Union,

having regard to Rules 59 of its Rules of Procedure,

having regard to the report of the Committee on Civil Liberties, Justice and Home Affairs (A9-0000/2020),

1. Rejects the Commission proposal;
2. Calls on the Commission to withdraw its proposal;

3. Instructs its President to forward its position to the Council, the Commission and the national parliaments.
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Version: 19/10/2022

Commission Proposal

EP mandate

Council Mandate

Draft agreement

establishments and the
appointment of legal
representatives for the purpose of
gathering electronic evidence in
criminal proceedings

Formula
3 Having regard to the Treaty on | Havingregard-to-the Freaty-on Having regard to the Treaty on Provisionally agreed at technical
the Functioning of the European | the Funetioning-ofthe European | the Functioning of the European | level 20/09/2022:
Union, and in particular Eron—and-parbientar Union, and in particular '
Articles 53 and 62 thereof, Artieles-53-and-62-thereof Articles 53 and 62 thereof, Having regard to the Treaty on the
Functioning of the European
Union, and in particular
Articles 53 and 62 thereof,
Formula
4 Having regard to the proposal Having regard to the proposal Having regard to the proposal Provisionally agreed at technical
from the European Commission, | fremthe European-Commission; | from the European Commission, | level 20/09/2022:
Having regard to the proposal
from the European Commission,
Formula
MK/mj 3
ANNEX JAIL2 LIMITE EN




Version: 19/10/2022

Commission Proposal EP mandate Council Mandate Draft agreement
5 After transmission of the draft Adftertransmisston-of the-draft After transmission of the draft Provisionally agreed at technical
legislative act to the national tegislative act to the national legislative act to the national level 20/09/2022:
parliaments, parliaments; parliaments,
After transmission of the draft
legislative act to the national
parliaments,
Formul
Provisionally agreed at technical
6 Having regard to the opinion of | Havingregard-to-the-epintonof | Having regard to the opinion of level 20/09/2022:
the European Economic and the-EwropeantEconomiteand the European Economic and ' .
Social Committee !, Social Committee™; Social Committee !, Having regard to the opinion of
the European Economic and
Social Committee ',
tolc,,p.. Ol Cp— tolc,,p..
orc,,p..
Formul
7 Acting in accordance with the Areting-thaceordaneewith-the Acting in accordance with the Provisionally agreed at technical
ordinary legislative procedure, ordinary legislative procedure, ordinary legislative procedure, level 20/09/2022:
Acting in accordance with the
ordinary legislative procedure,
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Commission Proposal EP mandate Council Mandate Draft agreement
Formula
8 Whereas: Whereas: Whereas: Provisionally agreed at technical
level 20/09/2022:
Whereas:
Recital 1
(1)Network-based services can | {H-Network-based-servicesean (1) Network-based services can Provisionally agreed at technical
in principle be provided from in-prineiple-be-providedfrom in principle be provided from level 20/09/2022 as changed at
9 anywhere and do not require a wherennd-do-notrequire anywhere and do not require a technical meeting 19/10/2022;
physical infrastructure, phystealinfrastrueture;corporate | physical infrastructure, corporate
corporate presence, or staff in presence, or statt in the country presence, or staff in the country
the country where the services where the services-are-offered; where the services are offered, (1) Network-based services can
are offered, nor in the internal porn-thetnternalbmarketitselt nor in the internal market itself. be provided from anywhere and
market itself. As a consequence, | As-a-consequenece;tteanbe As a consequence, it can be do not require a physical
it can be difficult to apply and ditettbtoapphand-caforee difficult to apply and enforce infrastructure, premises or staff in
enforce obligations laid down in | ebligationslaid-down-innational | obligations laid down in national | the country where the relevant
national and Union law which and-Untontaw-which-apply-te-the | and Union law which apply to the | ¢ 000 i offered. nor in the
apply to the service providers service-providers-eoncernedih service providers concerned, in internal market it;el £ Asa
concerned, in particular the particutar the obligation to particular the obligation to consequence, it can be difficult to
obligation to comply with an comply-with-an-erderora comply with an order or a apply and en’force obligations laid
order or a decision by a judicial | deeisten-by-ajudictal-authority decision by a judicial authority. down in national and Union law
authority. This is the case in Fhis-istheecaseinpartienlarin This is the case in particular in which apply to the service
particular in criminal law, where | erimninal-laws,—where Member criminal law, where Member providers concerned, in particular
Member States’ authorities face | States™autheritiesface States’ authorities face the obligation to cor;lply i
difficulties with serving, diffienlties-with-servingensuring | difficulties with serving, ensuring order or a decision by a judicial
ensuring compliance and complianeeand-enforeingtheir compliance and enforcing their authority. This is the case in
enforcing their decisions, in deetstons—particutar-where decisions, in particular where
MK/mj 5
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

particular where relevant relevantservices-are-provided relevant services are provided particular in criminal law, where
services are provided from {ronr outside thewr territory. from outside their territory. Member States’ authorities face
outside their territory. difficulties with serving, ensuring
compliance and enforcing their
decisions, in particular where
relevant services are provided
from outside their territory.
Recital 2
10 (2) Against that background, 23 At that-backuround: (2) Against that background, Provisionally agreed at technical
Member States have taken a Member-States-have-takena Member States have taken a level 20/09/2022:
variety of disparate measures to | variety-of-disparate-measuresto variety of disparate measures to
more effectively apply and more-effectivelyapply-and more effectively apply and (2) Against that background,
enforce their legislation. This enforeetheirlegislation—This enforce their legislation. This Member States have taken a
includes measures for includes-measures foraddressing | includes measures for addressing | variety of disparate measures to
addressing service providers to | service-providersto-obtain service providers to obtain more effectively apply and
obtain electronic evidence that is | eleetronte-evidence-thatis-of electronic evidence that is of enforce their legislation. This
of relevance to criminal relevanee-to-ertminal relevance to criminal includes measures for addressing
proceedings. proceedings: proceedings. service providers to obtain
electronic evidence that is of
relevance to criminal proceedings.
Recital 3
11 (3) To that end, some Member 3y Fo-thatend, some Member (3) To that end, some Member Provisionally agreed at technical
States have adopted, or are Stateshaveadopred—orare States have adopted, or are level 20/09/2022:
considering adopting, legislation | eensideringadoptinglegislation | considering adopting, legislation
MK/mj 6
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imposing mandatory legal impesing mandatory-legal imposing mandatory legal (3) To that end, some Member
representation within their own | representation-within-theirown representation within their own States have adopted, or are
territory, for a number of service | territoryforanumberofserviee | territory, for a number of service | considering adopting, legislation
providers offering services in providers-offering servicesthat | providers offering services in that | imposing mandatory legal
that territory. Such requirements | territory—Suchrequirements territory. Such requirements representation within their own
create obstacles to the free ereate obstacles to the lree create obstacles to the free territory, for a number of service
provision of services within the | previston-ofservices-withinthe provision of services within the providers offering services in that
internal market. tterstharket internal market. territory. Such requirements create
obstacles to the free provision of
services within the internal
market.
Recital 4
(4) There is a significant risk (D-There-is-astentficantriskthat | (4) There is a significant risk that - .
that other Member States will other Member States-willtryte | other Member States will try to | Provisionally agreed at technical
12 try to overcome existing overcome-existing-shorteomings | overcome existing shortcomings level 20/09/2022:
shortcomings related to related-to-gatheringevidenecein related to gathering evidence in o ;
oming o .. . . & ng ev (4) There is a risk that, in the
gathering evidence in criminal eriminal proceedings-by-means-of | criminal proceedings by means of . .
; . . . ; . : : ; absence of a Union-wide
proceedings by means of tmposing disparate national imposing disparate national :
. . . . A e approach, Member States will try
imposing disparate national obligations-inthe-absence-ofa obligations in the absence of a oy
. . . . .. . . . to overcome existing
obligations in the absence of a Union-wide approach. This is Union-wide approach. This is . :
. ) o shortcomings related to gathering
Union-wide approach. This is beund-to-createfurtherobstacles | bound to create further obstacles . . .2
- . - . electronic evidence in criminal
bound to create further obstacles | to-thefree-previston-ofservices to the free provision of services ; . :
i, . s ; s : proceedings by means of imposing
to the free provision of services | withinthe-internal-market: within the internal market. . . .
within the internal market disparate national obligations.

’ This is bound to create further
obstacles to the free provision of
services within the internal
market.
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Recital 5

13 (5) Under the current
circumstances, the resulting
legal uncertainty affects both
service providers and national
authorities. Disparate and
possibly conflicting obligations
are set out for service providers
established or offering services
in different Member States,
which also subject them to
different sanction regimes in
case of violations. This
divergence in the framework of
criminal proceedings will likely
further expand because of the
growing importance of
communication and information
society services in our daily
lives and societies. The
foregoing not only represents an
obstacle to the proper
functioning of the internal
market but also entails problems
for the establishment and correct
functioning of the Union’s area
of freedom, security and justice.

(5) Under the current
circumstances, the resulting legal
uncertainty affects both service
providers and national
authorities. Disparate and
possibly conflicting obligations
are set out for service providers
established or offering services in
different Member States, which
also subject them to different
sanction regimes in case of
violations. This divergence in the
framework of criminal
proceedings will likely further
expand because of the growing
importance of communication
and information society services
in our daily lives and societies.
The foregoing not only represents
an obstacle to the proper
functioning of the internal market
but also entails problems for the
establishment and correct
functioning of the Union’s area
of freedom, security and justice.

Provisionally agreed at technical
level 20/09/2022:

(5) The absence of a Union-wide
approach results in legal
uncertainty affecting both service
providers and national authorities.
Disparate and possibly conflicting
obligations are set out for service
providers established or offering
services in different Member
States, which also subject them to
different sanction regimes in case
of violations. This divergence in
the framework of criminal
proceedings will likely further
expand because of the growing
importance of communication and
information society services in our
daily lives and societies. The
foregoing not only represents an
obstacle to the proper functioning
of the internal market, but also
entails problems for the
establishment and correct
functioning of the Union’s area of
freedom, security and justice.
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Commission Proposal EP mandate Council Mandate Draft agreement
Recital 6
(6) To avoid such fragmentation | (6)Fe-aveid-suchfragmentation | (6) To avoid such fragmentation e e R L
and to ensure that undertakings | and-te-ensure-thatundertakings and to ensure that undertakings level 20/09/2022 as chanoed at
14 active in the internal market are | aetive-in-the-internal- marketare active in the internal market are technical meeting 19/10. /§0 22
subject to the same or similar subteet to the same or sinilar subject to the same or similar o ’
obligations, the Union has obligations;-the Untonhas obligations, the Union has (6) To avoid such fragmentation
adopted a number of legal acts adopted-anumberoflegalactsin | adopted a number of legal acts in | 414 to ensure that undertakings
in related fields such as data related ficlds such as data related fields such as data it T e Tl Tt a
protection”. To increase the protection’—To-inerease-thelevel | protection’. To increase the level subject to the same or similar
level of protection for the data of protection-for-the-data of protection for the data obligations, the Union has adopted
subjects, the rules of the General | subjects;-therules-ofthe-General | subjects, the rules of the General | ; pimber of legal acts in related
Data Protection Regulation® DataProtectionRegulation’ Data Protection Regulation’ fields, such as data protection®. To
provide for the designation of a | prevideforthe-designationofa provide for the designation of a increase the level of protection for
legal representative in the Union | fegal-representative-in-the Union | legal representative in the Union | 4 qata subjects, the rules of the
by controllers or processors not | by-centroHers-orprocessorsnot by controllers or processors not e TDaim T iaee i
established in the Union but established in the Union but established in the Union but Regulation® provide for the
offering goods or services to offering goods or services to offering goods or services to designation of a legal
individuals in the Union or individuals in the Union or individuals in the Union or representative in the Union by
monitoring their behaviour if menttoring-thetrbehavtour+ monitoring their behaviour if controllers or processors not
their behaviour takes place their-behaviour-takes-place-within | their behaviour takes place within | eapblished in the Union but
within the Union, unless the the Union;unlessthe proeessing | the Union, unless the processing offering goods or services to
processing is occasional, does is-oceasional,-does-notinclude is occasional, does not include e a el e T ine e Gl
not include processing, on a processing, on a large scale. of processing, on a large scale, of monitoring their behaviour if their
large scale, of special categories | speectal-eategeries-ofpersonal special categories of personal behaviour takes place within the
of personal data or the data-or-the proecessingofpersonal | data or the processing of personal Union, unless the processing is
processing of personal data datarelatineto-ertminal data relating to criminal occasional, does not include
relating to criminal convictions | eenvictions-and-offencesandis convictions and offences, and is processing, on a large scale, of
and offences, and is unlikely to | unlikelytoresultinariskto-the | unlikely to result in a risk to the special categories of personal data
result in a risk to the rights and | rights-andfreedoms-ofnatural rights and freedoms of natural or the processing of personal data
MK/mj 9
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freedoms of natural persons, persons;-taking into-account-the persons, taking into account the relating to criminal convictions
taking into account the nature, pature, context scope and nature, context, scope and and offences, and is unlikely to
context, scope and purposes of | purpeses-of-theprocessingorif purposes of the processing or if result in a risk to the rights and
the processing or if the the-controlerisapublic-autherity | the controller is a public authority | freedoms of natural persons,
controller is a public authority or-body- or body. taking into account the nature,
or body. context, scope and purposes of the
> Direetive 95/46/EC of the ? Directive 95/46/EC of the processing or if the controller is a
? Directive 95/46/EC of the EuropeanParbamentond-ofthe European Parliament and of the public authority or body.
European Parliament and of the | Coeunetof24-October1995-on Council of 24 October 1995 on
Council of 24 October 1995 on | theprotectionofindividuals-with | the protection of individuals with | —
the protection of individuals regard to the processing of regard to the processing of * Directive 95/46/EC of the
with regard to the processing of | personal-data-and-on-the-free personal data and on the free European Parliament and of the
personal data and on the free movement of such data (OJ L movement of such data (OJ L Council of 24 October 1995 on the
movement of such data (OJ L 23 11 3 281,23.11.1995, p. 31); protection of individuals with
281, 23.11.1995, p. 31); Regulation (EU}2016/679 ofthe | Regulation (EU) 2016/679 of the | regard to the processing of
Regulation (EU) 2016/679 of EuropeanParliamentand-ofthe | European Parliament and of the | personal data and on the free
the European Parliament and of | Ceuneil-of27 April 2016-onthe | Council of 27 April 2016 on the | movement of such data (OJ L 281,
the Council of 27 April 2016 on | protection-ofnataral-persons-with | protection of natural persons with | 23.11.1995, p. 31); Regulation
the protection of natural persons | regard-to-the-processing-of regard to the processing of (EU) 2016/679 of the European
with regard to the processing of | persenal-data-and-on-thefree personal data and on the free Parliament and of the Council of
personal data and on the free movement-of such-data;and movement of such data, and 27 April 2016 on the protection of
movement of such data, and repealing Directive 95/46/EC repealing Directive 95/46/EC natural persons with regard to the
repealing Directive 95/46/EC (General DataProtection (General Data Protection processing of personal data and on
(General Data Protection Regulation)-(OJ 119452016, | Regulation) (OJ L 119, 4.5.2016, | the free movement of such data,
Regulation) (OJ L 119, p—): Direetive2002/58/EC of p. 1); Directive 2002/58/EC of and repealing Directive 95/46/EC
4.5.2016, p. 1); Directive the BuropeanParliamentand-of | the European Parliament and of | (General Data Protection
2002/58/EC of the European the-Couneil-of 12 -July2002 the Council of 12 July 2002 Regulation) (OJ L 119, 4.5.2016,
Parliament and of the Council of | concerninsthe-processins—of concerning the processing of p. 1); Directive 2002/58/EC of the
12 July 2002 concerning the personal-data-and the protection | personal data and the protection | European Parliament and of the
processing of personal data and | efprivacy-in-the-electronie of privacy in the electronic Council of 12 July 2002
concerning the processing of
MK/mj 10
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the protection of privacy in the

communications sector (Directive

personal data and the protection of

electronic communications on privacy and clectronte on privacy and electronic privacy in the electronic
sector (Directive on privacy and | eemmunications){OFH260+H communications) (OJ L 201, communications sector (Directive
electronic communications) (OJ | 3472002937 31.7.2002, p. 37). on privacy and electronic
L 201, 31.7.2002, p. 37). *Regulation (EU) 2016/679 of 3 Regulation (EU) 2016/679 of communications) (OJ L 201,
3 Regulation (EU) 2016/679 of | the BuropeanParliamentand-of | the European Parliament and of | 31.7.2002, p. 37).
the Europgan Parhamgnt and of th%@eaﬂel-l—e%%ﬂ—zg}éﬂﬂ the Counql of 27 April 2016 on | 3 Regulation (EU) 2016/679 of the
the Council of 27 April 2016 on | the-protection-of nataral-persens | the protection of natural persons :
. . . . ) European Parliament and of the
the protection of natural persons | with-regard-to-theproecessingof | with regard to the processing of : -
. . Council of 27 April 2016 on the
with regard to the processing of | personal-data-and-on-the-free personal data and on the free ; :
protection of natural persons with
personal data and on the free movement-of such-data;and movement of such data, and recard to the processing of
movement of such data, and repealing Direetive 95/46/ECH(OJ | repealing Directive 95/46/EC (OJ g P s
i . personal data and on the free
repealing Directive 95/46/EC EH9 452016, pb- L 119,4.5.2016,p. 1).
OI L 119.4.5.2016. o. 1 movement of such data, and
( > »p- 1. repealing Directive 95/46/EC (OJ
L 119, 4.5.2016, p. 1).
Recital 7
15 (7) By setting out harmonised (7} By setting out harmonised (7) By setting out harmonised Provisionally agreed at technical
rules on the legal representation | reles-on-thelegal representation | rules on the legal representation | level 20/09/2022:
of certain service providers in ofeertain-serviceprovidersinthe | of certain service providers in the . .
the Union for receipt of, Union-forreceipt-of,complianee | Union for receipt of, compliance | (7) By setting out harmonised
compliance with and with-and-enforcement-of with and enforcement of rules on the designation of
enforcement of decisions issued | deeisions-issued-by-competent decisions issued by competent establishments and the
by competent authorities in the | autheritiesinthe MemberStates | authorities in the Member States | @ppointment of legal ' '
Member States for the purposes | forthepurpeses-of-gathering for the purposes of gathering reprgsentqtives of certain service
of gathering evidence in evidence-in-eriminal proceedings; | evidence in criminal proceedings, | providers in the Union for receipt
criminal proceedings, the the-existing obstaclesto-the free | the existing obstacles to the free | Of, compliance With ?ﬂd _
existing obstacles to the free provision-ofservicesshouldbe | provision of services should be | enforcement of decisions issued
MK/mj 11
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provision of services should be | remeved;-as-wel-as-thefuture removed, as well as the future by competent authorities in the
removed, as well as the future impesition-of divergentnational | imposition of divergent national | Member States for the purposes of
imposition of divergent national | appreachesinthatregardshould | approaches in that regard should | gathering electronic evidence in
approaches in that regard should | be-prevented—tevelplayingfield | be prevented. Level playing field | criminal proceedings, the existing
be prevented. Level playing forservice-providers-should-be for service providers should be obstacles to the free provision of
field for service providers established- Meoreover,more established. This should not services should be removed, as
should be established. effective-criminat-daw affect obligations on service well as the future imposition of
Moreover, more effective enforcementinthe-commen-area | providers deriving from other | divergent national approaches in
criminal law enforcement in the | effreedom;-security-andjustice EU legislation. Moreover, more | that regard should be prevented.
common area of freedom, shotld-betaethitated: effective criminal law Level playing field for service
security and justice should be enforcement in the common area | providers should be established.
facilitated. of freedom, security and justice This should not affect
should be facilitated. obligations on service providers
deriving from other EU
legislation. Moreover, more
effective criminal law
enforcement in the common area
of freedom, security and justice
should be facilitated.
Recital 8
16 (8) The legal representative at 3-Fhedevalreprescntatpeeat (8) The legal representative at Commission proposal
issue should serve as an sste-should-serveas-an issue should serve as an 18/10/2022:
addressee for domestic orders addresseefor-domestic-orders addressee for domestic orders and
and decisions and for orders and | and-decisions-and-fororders-and | decisions and for orders and (8) The designated establishment
decisions pursuant to Union decisions-pursuant-to-Unionlegal | decisions pursuant to Union legal | @nd legal representative at issue
MK/mj 12
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legal instruments adopted instroments-adopted-within-the instruments adepted falling should serve as an addressee for
within the scope of Title V, seope-of-Fithe V- Chapterd—of within the scope of Title V, decisions and orders for the
Chapter 4, of the Treaty on the the Treaty-onthe Funetioningof | Chapter 4, of the Treaty on the purpose of gathering electronic
Functioning of the European the Evropean Union lor Functioning of the European evidence on the basis of
Union for gathering evidence in | gatheringevidenee-neriminal Union for gathering evidence in | Regulation XXXX/XXX [e-
criminal matters. This includes | matters—TFhis-incladesboth criminal matters, including Evidence Regulation], Directive
both instruments that permit the | instruments-thatpermitthe-direct | where those orders and 2014/41/EU, the Convention
direct serving of orders in cross- | serving-eferdersineross-berder | decisions are transmitted in established by the Council in
border situations on the service | situations-on-the-serviee form of a certificate. This accordance with Article 34 of the
provider, and instruments based | previderand-instramentsbased | includes both instruments that Treaty on the European Union
on judicial cooperation between | enjudictalcooperationbetween | permit the direct serving of on mutual assistance in criminal
judicial authorities under Title jadicial-aunthoritiesunder Fitle V5 | orders in cross-border situations | matters between Member States
V, Chapter 4. Chapter 4. on the service provider or its of the Union, including where
legal representative, such as the | those orders and decisions are
[Regulation on European transmitted in zhe form of a
Production and Preservation certificate. Recourse to the
Orders for electronic evidence | designated establishment or the
in criminal matters legal representative should be in
(“Regulation”)*], and other accordance with the procedures
instruments based-en for judicial | set out in the instruments and
cooperation applicable between | legislation applicable to the
the judicial-autherities Member | judicial proceedings, including
States, notably those falling whether the instrument permits
within the scope of under Title the direct serving of orders in
V, Chapter 4, such as the cross-border situations on the
Directive on the European designated establishment or legal
Investigation Order® and the representative of the service
2000 Mutual Legal Assistance | provider, or is based on
Convention®. Recourse to the cooperation between competent
legal representative should be | judicial authorities. The
MK/mj 13
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in accordance with the
procedures-set out in the
instruments and legislation
applicable to the judicial
proceedings. The competent
authorities of the Member State
where the legal representative
resides or is established should
act in accordance with the role
set out for them in the
respective instrument if and
where an involvement is
foreseen.

“ Regulation of the European
Parliament and of the Council
on European Production and
preservation orders for
electronic evidence in criminal
matters.

S Directive 2014/41/EU of the
European Parliament and of
the Council of 3 April 2014
regarding the European
Investigation Order in criminal

Draft agreement

competent authorities of the
Member State where the
designated establishment is
established or the legal
representative resides should act
in accordance with the role set
out for them in the respective
instrument where an
involvement is foreseen. Member
States may also address decisions
and orders for the purpose of
gathering electronic evidence on
the basis of national law to a
natural or legal person acting as
legal representative or designated
establishment of a service
provider on their territory.

“ Regulation of the European
Parliament and of the Council
on European Production and
preservation orders for
electronic evidence in criminal
matters.
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matters, OJ L. 130, 1.5.2014,
p-1.

% Council Act of 29 May 2000
establishing in accordance with
Article 34 of the Treaty on
European Union the
Convention on Mutual
Assistance in Criminal Matters
between the Member States of
the European Union, OJ C 197,
12.7.2000, p. 1 and its Protocol,
0J C 326, 21.11.2001, p. 2.

S Directive 2014/41/EU of the
European Parliament and of the
Council of 3 April 2014
regarding the European
Investigation Order in criminal
matters, OJ L 130, 1.5.2014, p.1.

¢ Council Act of 29 May 2000
establishing in accordance with
Article 34 of the Treaty on
European Union the Convention
on Mutual Assistance in
Criminal Matters between the
Member States of the European
Union, OJ C 197, 12.7.2000, p. 1
and its Protocol, OJ C 326,
21.11.2001, p. 2.

Recital 9
17 (9) Member States shall ensure | ()-Member-States-shall-ensure (9) Member States shall ensure Agreement at inter-institutional
that the obligation to designate a | that-the-obligationto-designatea | that service providers have the technical meeting 27/09/2022:
legal representative is legal representative-is-tmmediate; | obligation to designate a legal
immediate, that is from the date | thatisfromthe-date-of representative is-immediate that (9) Depending on whether service
of transposition set out in transpositionsetoutinArtiele 7 | isfromthe dateof transpesition | providers are established in the
Atticle 7 for service providers | forservice-providers-thatoffer setoutin-Article 7 forservice Union, are established in
that offer services in the Union | services-inthe Union-atthatdate; | providersthatofferservicesin Member States not taking part in
at that date, or from the moment | erfrom-the-momentserviee the Union-at-that-date by [6 a legal instrument referred to in
service providers start offering | previders-start-offering services | months from the transposition | this Directive or are not
MK/mj 15
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services in the Union for those
service providers that will start
offering services after the date
of transposition.

deadline of this Directive] or
from the moment service
providers start offering services
in the Union for those service
providers that will start offering
services after |6 months from
the date-of transposition
deadline of this Directive].

established in the Union, Member
States should ensure that service
providers have the obligation to
designate at least one
establishment or legal
representative by [6 months from
the transposition deadline of this
Directive] or from the moment
service providers start offering
services in the Union for those
service providers that will start
offering services after [6 months
from the transposition deadline
of this Directive|. Without
prejudice to data protection
safeguards, such [establishment
or| legal representative could be
shared between several service
providers, in particular by small
and medium-sized enterprises.

Presidency note: Member States
are invited to indicate whether
they want to keep the part in
brackets.

Recital

10

18

(10) The obligation to designate
a legal representative should

(10) The obligation to designate a
legal representative should apply

Rapporteur proposal 06/09/2022:
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apply to service providers that to-service-providers-that-offer to service providers that offer (10) The obligation to designate
offer services in the Union, services-in-the- Untonmeaningin | services in the Union, meaning in | an establishment or a legal
meaning in one or more one-or-more Member-States- one or more Member States. representative should apply to
Member States. Situations Sitvations where g serviee Situations where a service service providers that offer
where a service provider is provider-is-established-en-the provider is established on the services in the Union, meaning in
established on the territory of a | territory-of-a-MemberState-and territory of a Member State and one or more Member States.
Member State and offers offers-services-exclusively-onthe | offers services exclusively on the | Situations where a service
services exclusively on the terrtorv-ofthut-Member State: territory of that Member State, provider is established on the
territory of that Member State, shewldnotbecovered-by-this should not be covered by this territory of a Member State and
should not be covered by this Directive. Directive. offers services exclusively on the
Directive. territory of that Member State,
should not be covered by this
Directive.
Recital 11
19 (11) Notwithstandin . : . . Provisional agreement 7th
g the (FH)y Notwithstanding the (11) Notwithstanding the .
designation of a legal destenationofaltegal designation of a legal I o s amended
representative, Member States representative. Member States representative, Member States by COM 19/10/2022:
should be able to continue should be able to continuc should be able to continue
addressing service providers addressing serviee providers addressing service providers (11) For the purpose of gathering
established on their territory, be | established-on-theirterritory, be-it | established on their territory, be it | electronic evidence in criminal
it in purely domestic situations, | in-purely-domestie-sitaations;be | in purely domestic situations, be | proceedings, Member States
be it after receipt of a request for | #t-afterreceipt-of-arequestfor it after receipt of a request for should be able to continue
assistance under legal assistance-underlegalinstruments | assistance under legal addressing service providers
instruments on mutual legal en-mutual-legal-assistanee-and-on | instruments on mutual legal established on their territory for
assistance and on mutual mutual recognition i erintinal assistance and on mutual purely domestic situations in
recognition in criminal matters. | matters: recognition in criminal matters. accordance with Union law and
Likewise Member States should | their respective national
be able to continue addressing | laws.Notwithstanding the
MK/mj 17
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the Member States where
service providers are
established with instruments
falling within the scope of Title
V, Chapter 4, such as the
Directive on the European
Investigation Order and the
2000 Mutual Legal Assistance
Convention.

possibilities currently provided
for by domestic law to address
service providers on their own
territory, Member States should
not circumvent the principles set
out in this Directive and in
Regulation XXXX/XXX.

Recital 12
20 (12) The determination whether | 2)Fhe-determinationwhethera | (12) The determination whether a | Provisionally agreed at technical
a service provider offers service-provider-offersservicesin | service provider offers services in | level 20/09/2022 as amended in
services in the Union requires an | the- Unionrequiresanassessment | the Union requires an assessment | technical meeting 19/10/2022;
assessment whether the service | whethertheserviceprovider whether the service provider
provider enables legal or natural | enableslegal-ornaturalpersensin | enables legal or natural persons (12) Determining whether a
persons in the Union to use its the- Untonto-tusets-serviees: in the Union to use its services. service provider offers services in
services. However, the mere However. the mere aceessibility However, the mere accessibility the Union requires an assessment
accessibility of an online of an online interface (for of an online interface (for whether the service provider
interface (for instance the instance-the-accessibility-of the instance the accessibility of the enables data subjects, either
accessibility of the service service-provider s-oran service provider’s or an natural or legal persons, in one or
provider’s or an intermediary’s | intermediary’s-website-orofan intermediary’s website or of an | more Member States, o use its
website or of an email address cemail address and of other email address and of other services. However, the mere
and of other contact details) contact-details)-taken-iniselation | contact details) taken in isolation | accessibility of an online interface
taken in isolation should not be | sheuld-netbe-a-sufficient should not be a sufficient in the Union, such as for instance
a sufficient condition for the conditionfor the-application-of condition for the application of | the accessibility of the website or
application of this Directive. this Direetive: this Directive. an e-mail address or other contact
details of a service provider or an
intermediary, taken in isolation,
MK/mj 18
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should be considered insufficient
to determine that a service
provider offers services in the
Union within the meaning of this
Directive.
Recital 13
(13) A substantial connection to | (43)A-substantial-conneetionte | (13) A substantial connection to sy el e e
the Union should also be the- Unton-should-also-berelevant | the Union should also be relevant
21 } : ) . ) . level 20/09/2022 as amended by
relevant to determine the ambit | to-determine-the-ambitof to determine the ambit of technical level 14/10/2022 as
of application of this Directive. | application-ofthis Direetive- application of this Directive. amended in technical meeting
Such a substantial connection to | Such-a-substantial connectionto Such a substantial connection to 19/10/2022:
the Union should be considered | the Unienshould-be-considered the Union should be considered
to exist where the service to-existwhere the serviee to exist where the service (13) A substantial connection to
provider has an establishment in | provider-has-an-establishmentin | provider has an establishment in | {ha Union should also be relevant
the Union. In the absence of the Union—tn-the-absence-ofsuch | the Union. In the absence of such | 5 qetermine the ambit of
such an establishment, the an-establishmentthe-eriterton-of | an establishment, the criterion of application of this Directive. Such
criterion of a substantial astbstantial connectonshould a substantial connection should s el eaniesiien (o (e
connection should be assessed be-assessed-on-the-basis-of the be assessed-on-the basis of the Ui alhenlldl e eas el i
on the basis of the existence of a | existence-ofasignificantnumber | existence-of based on specific exist where the service provider
significant number of users in of users-in-one-ormore Member factual criteria such as a Hoe g et et o dhe Uit
one or more Member States, or | States;-orthe-targetingof significant number of users in v (e albeeines o sndh ol
the targeting of activities activitiestowards-one-ormore one or more Member States, or establishment, the criterion of a
towards one or more Member MemberStates—The-targetingof | the targeting of activities towards | ¢ bstantial connection should be
States. The targeting of activitiestowards-one-ormeore one or more Member States. The | paced on specific factual criteria
activities towards one or more Member-Statescan-be-determined | targeting of activities towards ol e e e e Gl
Member States can be on-the basis-ofall relevant one or more Member States can
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determined on the basis of all circumstaneesrinclading factors | be determined on the basis of all | significant number of users in one
relevant circumstances, sueh-as-the-use-of alanguage-ora | relevant circumstances, including | or more Member States, or the
including factors such as the use | evrreney-generally-used-inthat factors such as the use of a targeting of activities towards one
of a language or a currency Member-Stateor-the possibility | language or a currency generally | or more Member States. The
generally used in that Member of ordering-goods-or-serviees: used in that Member State, or the | targeting of activities towards one
State, or the possibility of Fhetargetinsotactivities possibility of ordering goods or | or more Member States should be
ordering goods or services. The | towards-aMemberState-could services. The targeting of determined on the basis of all
targeting of activities towards a | alse-be-derivedfrom-the activities towards a Member relevant circumstances, including
Member State could also be avatlability of an application State could also be derived from | factors such as the use of a
derived from the availability of | Capp>-intherelevantnational the availability of an application | language or a currency generally
an application (‘app’) in the app store, from providing local (‘app’) in the relevant national used in that Member State, or the
relevant national app store, from | advertising-or-advertisinginthe app store, from providing local possibility of ordering goods or
providing local advertising or fanguageused-that Member advertising or advertising in the | services. The targeting of
advertising in the language used | State-erfromthe-handlingof language used in that Member activities towards a Member State
in that Member State, or from customer relations such as by State, or from the handling of could also be derived from the
the handling of customer providingcustomer-service-inthe | customer relations such as by availability of an application
relations such as by providing fanguagegenerathyused-nthat providing customer service in the | (‘app’) in the relevant national app
customer service in the language | MemberState—A-substantial language generally used in that store, from providing local
generally used in that Member connectionis-alse-to-be-assumed | Member State. A substantial advertising or advertising in the
State. A substantial connection | where-a-serviceproviderdireets connection is also to be assumed | language generally used in that
is also to be assumed where a ts-activities-towards-one-ormeore | where a service provider directs | Member State, or from the
service provider directs its Member States as setout in its activities towards one or more | handling of customer relations
activities towards one or more Article 17(1)(¢) of Regulation Member States as set out in such as by providing a customer
Member States as set out in 1215202 enjurisdictionand-the | Article 17(1)(c) of Regulation service in the language generally
Article 17(1)(c) of Regulation reccognition and enforcement of 1215/2012 on jurisdiction and the | used in that Member State. A
1215/2012 on jurisdiction and fadeementstrervand recognition and enforcement of | substantial connection is also to be
the recognition and enforcement | eemmercial-matters—On-the-other | judgements in civil and assumed where a service provider
of judgements in civil and hand;proviston-oftheservicein | commercial matters. On the other | directs its activities towards one or
commercial matters. On the view-of mere-compliance-with-the | hand, provision of the service in | more Member States as set out in
other hand, provision of the prohibitionto-disertminate tatd view of mere compliance with Regulation 1215/2012 on
MK/mj 20
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service in view of mere down-in-Regulation(ELH the prohibition to discriminate jurisdiction and the recognition
compliance with the prohibition | 2018/302" cannet-be-on-that laid down in Regulation (EU) and enforcement of judgements in
to discriminate laid down in ground-alone; be-considered-as 2018/3027 cannot be, on that civil and commercial matters''.
Regulation (EU) 2018/302* directire-ot-tarsetinsactivities ground alone, be considered as On the other hand, provision of
cannot be, on that ground alone, | tewards-agiventerritory-within directing or targeting activities the service in view of mere
be considered as directing or the- Hnton—Thesame towards a given territory within | compliance with the prohibition to
targeting activities towards a constderationsshould-apply to the Union. The same discriminate laid down in
given territory within the Union. | determine-whetheraserviee considerations should apply to Regulation (EU) 2018/302"*
The same considerations should | previdereffersservicesina determine whether a service cannot, on that ground alone, be
apply to determine whether a Member State. provider offers services in a considered as directing or
service provider offers services Member State. targeting activities towards a
in a Member State. given territory within the Union.
The same considerations should
4 : .
R%%“W%M ; , apply to determine whether a
the EuropeanParliament-and-of Regulation (EU) 2018/302 of service provider offers services in
“Regulation (EU) 2018/302 of | the-Couneilof 28 February 2618 | the European Parliament and of | 5 Member State.
the European Parliament and of | en-addressing-unjustified-geo- the Council of 28 February 2018
the Council of 28 February 2018 | blecking-and-otherformsof on addressing unjustified geo-
on addressing unjustified geo- discrimination bascd on blocking and other forms of
blocking and other forms of custorners'nationatity;place-of discrimination based on ! Regulation (EU) 1215/2012 of
discrimination based on restdenee-or-placeof customers' nationality, place of the European Parliament and of
customers' nationality, place of | establishment-withinthe-internal | residence or place of the Council of 12 December 2012
residence or place of marketand-amending establishment within the internal | on jurisdiction and the recognition
establishment within the internal | Regalations{EC)Ne2006/2004 | market and amending and enforcement of judgments in
market and amending and (EU) 2017/2394 and Regulations (EC) No 2006/2004 | civil and commercial matters (OJ
Regulations (EC) No 2006/2004 | Direetive200922/EC(OJ-664; | and (EU) 2017/2394 and L 351,20.12.2012, p. 1).
and (EU) 2017/2394 and 23208p- Directive 2009/22/EC (OJ L 601,
Directive 2009/22/EC (OJ L 2.3.2018, p. 1). " Regulation (EU) 2018/302 of
601,2.3.2018, p. 1). the European Parliament and of
the Council of 28 February 2018
on addressing unjustified geo-
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blocking and other forms of
discrimination based on
customers' nationality, place of
residence or place of
establishment within the internal
market and amending Regulations
(EC) No 2006/2004 and (EU)
2017/2394 and Directive
2009/22/EC (OJ L 601, 2.3.2018,

p. 1).

Recital

14

(14) SF:rVice providers obliged %S%ﬁe%piﬂeﬂfmebhged—te (14) Service providers oblige.:d to ez s
) to demgnat; a legal destenitendesabrepresentitive designate a legal representative technical meeting 27/09/2022 as
representative should be able to | sheuld-be-able-to-chooseto-that should be able to choose to that ) e e
choose to that effect an existing | effeet-an-existing-establishment effect an existing establishment 19/10/2022:
establishment in a Member inaMember-State; be-ita in a Member State, be it a
State, be it a corporate body or a | eerperate-body-orabranch; corporate body or a branch, : ‘
branch, agency, office or a main | ageney;-effice-oramainseator agency, office or a main seat or D}ff(?rent Instruments falling
seat or headquarters, and also headquarters;and-also-more-than | headquarters, and also more than within the scope of Title V,
more than one legal onelegal representative: one legal representative. This Chapt.er ‘}, of the Treaty on the
representative. Nevertheless, a | Nevertheless acorperategroup | legal representative could also | Functioning of the European
corporate group should not be should-not-beforced-to-designate | be a third party, which could Union apply in the relationships
forced to designate multiple multiple representatives;onefor | be shared between several betwegn Merpber St-ates'wl‘len
representatives, one for each cach undertaking part of that service providers, in particular gathermg evidence in criminal
undertaking part of that group. croup—PHCF RS HRC S small and medium-sized prpceedlpgs. As a consequence _Of
Different instruments adopted adopted-within the scope-of Title | enterprises. Nevertheless, a this “variable geometry” that exists
within the scope of Title V, V-Chapter4-of-the Freaty-on-the | corporate group should not be in the \IMAT IR0 U S of criminal
Chapter 4, of the Treaty on the | Funetioning-of the European forced to designate multiple law, there Ry need to SRS that
Functioning of the European Unionapply-in-therelationships | representatives, one for each the Directive does not facilitate
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Union apply in the relationships | betweenMember-States-when undertaking part of that group, the creation of further disparities
between Member States when gathering evidence i erintinal but can designate one legal or obstacles to the provision of
gathering evidence in criminal preceedings—As-aconsequence-of | representative for the group. services in the internal market by
proceedings. As a consequence | this—variable-geometry—that Different instruments adepted allowing service providers
of this ‘variable geometry’ that | existsinthe-commeon-areaof falling within the scope of Title | offering services on their territory
exists in the common area of erintinal fav . there is a need to V, Chapter 4, of the Treaty on the | to designate designated
criminal law, there is a need to ensure-that the Direetive-doesnot | Functioning of the European establishments or legal
ensure that the Directive does facilitate the creation of further Union apply in the relationships | representatives within Member
not facilitate the creation of disparities-or-obstaclesto-the between Member States when States that do not take part in
further disparities or obstacles to | prevision-ofservices-in-the gathering evidence in criminal relevant legal instruments, which
the provision of services in the | internal-marketby-allowing proceedings. As a consequence would fall short of addressing the
internal market by allowing service providers offering of this ‘variable geometry’ that problem. Therefore, at least one
service providers offering services on their territory to exists in the common area of designated establishment or legal
services on their territory to destenitetegalrepresentatives criminal law, there is a need to representative should be
designate legal representatives within-Member-States-that de-net | ensure that the Directive does not | designated in a Member State that
within Member States that do tkepartinrelevintlecal facilitate the creation of further participates in the relevant Union
not take part in relevant legal wmstriments—which-wonld-fall disparities or obstacles to the legal instruments to avoid the risk
instruments, which would fall shert-of addressingthepreblem- | provision of services in the of weakening the effectiveness of
short of addressing the problem. | Fherefore;-atleastone internal market by allowing the designation provided for in
Therefore, at least one representative should be service providers offering this Directive and to make use of
representative should be designated-in-a-Member-State-that | services on their territory to the synergies of having a
designated in a Member State participatesintherelevantUnten | designate legal representatives designated establishment or legal
that participates in the relevant | legalinstrumentsto-aveid-therisk | within Member States that do not | representative for the receipt of,
Union legal instruments to avoid | ef-weakeningthe-effeetiveness-of | take part in relevant legal compliance with and enforcement
the risk of weakening the the-destenationprovidedtorin instruments, which would fall of decisions and orders issued in
effectiveness of the designation | thisDPireetive-and-to-makeuseof | short of addressing the problem. | the context of gathering electronic
provided for in this Directive the-syrergtes-othavingatesal Therefore, at least one evidence in criminal proceedings,
and to make use of the synergies | representatrveforthereceiptof; representative should be including under the the
of having a legal representative | eompliance-with-and-enforcement | designated in a Member State Regulation XXXX/XXX [e-
for the receipt of, compliance of decistonsandordersissuedin | that participates in the relevant Evidence Regulation], Directive
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with and enforcement of the-context-of gatheringevidenee | Union legal instruments to avoid | 2014/41/EU, the Convention
decisions and orders issued in -eriminal procecdings, the risk of weakening the established by the Council in
the context of gathering neludingunderthe {Regulation] | effectiveness of the designation accordance with Article 34 of the
evidence in criminal ot the 2000 Mutual Legal provided for in this Directive and | Treaty on the European Union
proceedings, including under the | Assistanee-Convention—In to make use of the synergies of on mutual assistance in criminal
[Regulation] or the 2000 Mutual | additions-destgnating-alegal having a legal representative for | matters between Member States
Legal Assistance Convention. In | representative,which-eould-alse | the receipt of, compliance with of the Union
addition, designating a legal be-utilised-to-ensure-comphiance | and enforcement of decisions and In addition, designating a
representative, which could also | with-natienal-egal-ebligations; orders issued in the context of ;lesigna ted e,s tablishment or legal
be utilised to ensure compliance | makesuse-ofthe-synergies-of gathering evidence in criminal representative, which could also
with national legal obligations, ha#mg—a%le&r—pemt—ef—&eeess—te proceedings, including under the be utilised to énsure compliance
makps use of the synergies of add*ess—th&set%e&pfewdelas—fe% [Regulation], the Dlr?ctn-fe on with national legal obligations,
having a clear point of access to | the-purpese-ofgathering-evidence | the European Investigation makes use of the synergies of
address the service providers for | in-eriminal-matters: Order or the 2000 Mutual Legal having a clear point of access to
thg purpose Of. ggthermg Ass.ls.tance C.O nvention. In address the service providers for
evidence in criminal matters. addition, d§s1gnatlpg a legal the purpose of gathering evidence
representative, which could also eminalaaier
be utilised to ensure compliance
with national legal obligations,
makes use of the synergies of
having a clear point of access to
address the service providers for
the purpose of gathering evidence
in criminal matters.
Recital 15
23 (15) Service providers should be | (+5)-Serviceprovidersshouldbe | (15) Service providers should be | Rapporteur proposal 06/09/2022:
free to choose in which Member | free-to-choose-in-which-Member | free to choose in which Member
State they designate their legal | State-they-designate-theirlegal State they designate their legal
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representative, and Member representative,and-Member representative, and Member (15) Service providers should be
States may not restrict this free | Statesmay-netrestrietthisfree States may not restrict this free free to choose in which Member
choice, e.g. by imposing an choicerc.g-by-imposingan choice, e.g. by imposing an State they designate their
obligation to designate the legal | ebligationto-designate-thelegal | obligation to designate the legal | designated establishment or,
representative on their territory. | representative-on-theirterritory: representative on their territory. | where applicable, legal
However, the Directive also Howoever—the-Directivealse However, the Directive also representative, and Member States
contains certain restrictions with | eentains-eertainrestrictions-with | contains certain restrictions with | may not restrict this free choice,
regard to this free choice of regard-to-thisHree-chotecof regard to this free choice of e.g. by imposing an obligation to
service providers, notably that service providers. notably that service providers, notably that designate the designated
the legal representative should thelegal representative-should-be | the legal representative should be | establishment or legal
be established in a Member established-ina-MemberState established in a Member State representative on their territory.
State where the service provider | where-theservice-provider where the service provider However, the Directive also
provides services or is provides services or s provides services or is contains certain restrictions with
established, as well as the established,-as-well-as-the established, as well as the regard to this free choice of
obligation to designate a legal obligationto-destgnatealegal obligation to designate a legal service providers, notably that the
representative in one of the representative in one ol the representative in one of the designated establishment should
Member States participating in | Member-Statesparticipatingin Member States participating in be established in, or where
judicial cooperation instruments | judictal-cooperationnstruments | judicial cooperation instruments | applicable, the legal
adopted under Title V of the adopted-under Fitle V-of the adopted-under-falling within representative should reside in a
Treaty. Treaty. Title V of the Treaty. The sole Member State where the service
designation of a legal provider provides services or is
representative should not be established, as well as the
considered to constitute an obligation to designate a
establishment of the service designated establishment or a
provider. legal representative in one of the
Member States participating in a
legal instrument referred to in
this Directive. The sole
designation of a legal
representative should not be
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considered to constitute an
establishment of the service
provider.

Recital 16
24 (16) The service providers most | (+6)Fhe-serviceprovidersmeost | (16) The service providers most | Agreement at inter-institutional
relevant for gathering evidence | relevantforgathering-evideneein | relevant for gathering evidence in | technical level 27/09/2022:
in criminal proceedings are criminal proceedings are criminal proceedings are
providers of electronic providers-ofelectronie providers of electronic (16) The service providers most
communications services and communications-servicesand communications services and relevant for gathering evidence in
specific providers of specific providers-of information | specific providers of information | criminal proceedings are providers
information society services that | seeiety-services-thatfacilitate society services that facilitate of electronic communications
facilitate interaction between interaction-betweenusers—Thus; | interaction between users. Thus, | Services and specific providers of
users. Thus, both groups should | beth-groups-should-be-eovered-by | both groups should be covered by | information society services that
be covered by this Directive. this Directive. Providers of this Directive. Providers of facilitate interaction between
Providers of electronic eleetronic-communication electronic communication users. Thus, both groups should be
communication services are services-are-defined-inthe services are defined in the covered by this Directive.
defined in the proposal for a proposalfora Directive proposal for a Directive Providers of electronic
Directive establishing the establishingthe European establishing the European communication services are
European Electronic Eleetronic Communications Electronic Communications defined in Directive (EU)
Communications Code. They Code—They-include-inter- Code. They include inter- 2018/1972. They include inter-
include inter-personal personal-communteationssuehas | personal communications such as personal communications such as
communications such as voice- | veice-overIPinstantmessaging | voice-over-IP, instant messaging | Voice-over-IP, instant messaging
over-IP, instant messaging and | and-e-mail-services—The and e-mail services. and e-mail services.
e-mail services. The categories | eategeries-of informationseeiety | This Directive should also be This Directive should also be
of information society services | services-included-here-arethose | applicable to other The applicable to other information
included here are those for for-which-the storage-of dataisa | eategories-of information society | society services providers within
which the storage of data is a defining component-of the services providers within the the meaning of Directive (EU)
defining component of the service-provided-to-the-user;and | meaning of Directive (EU) 2015/1535 that do not qualify as
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service provided to the user, and | refer-inparticularto-soetal 2015/1535 that included-hereare | electronic communications service
refer in particular to social networks to- the extent thev donot  thoxe Lore o h e storage of providers, but offer their users
networks to the extent they do gquality-as-cleetronie datata4d folaecomponentof the ability to communicate with
not qualify as electronic communieationsservices;online | theserviceprovidedto-theuser; | each other or offer their users
communications services, online | marketplacesfaecilitating and-referih pardc ol to-soetal services that can be used to
marketplaces facilitating transactionsbetween-theirusers | networksto-the-extentthey-do not | process or store data on their
transactions between their users | {such-as-econsumers-or qualify as electronic behalf. This should be in line
(such as consumers or businessesyand other hosting communications services with the terms used in the
businesses)and other hosting services, including where the providers, but offer their users | Budapest Convention on
services, including where the servieets-provided-via-cloud the ability to communicate with | Cybercrime. Processing of data
service is provided via cloud computing. Information socicty each other or offer their users should be understood in a
computing. Information society | services-for-whichthe-storage-of | services that can be used to technical sense, meaning the
services for which the storage of | data-isnet-a-definingcomponent; | process or store data on their creation or manipulation of
data is not a defining and-Forwiehtbs-onb-ofan behalf. This should be in line data, i.e. technical operations to
component, and for which it is ancillary nature, such as legal, with the terms used in the produce or alter data by means
only of an ancillary nature, such | architeetural-engineering-and Budapest Convention on of computer processing power.
as legal, architectural, aceounting servicesprovided Cybercrime. Processing of data
engineering and accounting onhine at distance, should be should be understood in a The categories of service
services provided online at exclidedfromthe scope-of-this technical sense, meaning the providers included here are, for
distance, should be e.xch.lded' D*P%GFW%,%V%H—W%%P&H&%LH%&&‘ creation or manipulation of example online marketplaces
from the scope of this D1rec.tlv.e, &Hwﬂﬁ&th%deﬁnme&ef data, i.e. technical operations to providing consumers and
even where they may fall within | infermationseetetyserviees-as produce or alter data by means | psinesses the ability to
the definition of information perDPirective(EL) 20454535 of computer processing power. | .ommunicate with each
society services as per Directive other and other hosting services,
(EU) 2015/1535. Th . . including where the service is
e categories of service . . .
. . provided via cloud computing, as
providers included here are, for X X
example online marketplaces polliae ?nllne saming platforms
facilitati o | and online gambling platforms.
hei (such-as providing Whe:re an in.formation society
consumers er-and businesses) the SER EEnn NIV ICIEUR ENPL
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ability to communicate with
each other and other hosting
services, including where the
service 1s provided via cloud
computing, as well as online
gaming platforms and online
gambling platforms. Where an
information society service
provider does not provide its
users the ability to
communicate with each other,
but only with the service
provider, or does not provide
the ability to process or to store
data, or where the ability to
store/process data is not an
essential part of the service
provided to users, such as legal,
architectural engineering and
accounting services provided
online at a distance, it would
not fall within the scope of the
definition, even if within the
definition of information
society services pursuant to
Directive (EU) 2015/1535.

provide its users the ability to
communicate with each other,
but only with the service
provider, or does not provide
the ability to process or to store
data, or where the ability to
store/process data is not an
essential part of the service
provided to users, such as legal,
architectural engineering and
accounting services provided
online at a distance, it would not
fall within the scope of the
definition, even if within the
definition of information society
services pursuant to Directive
(EU) 2015/153s5.

Information socicty services for
bich  data i
defining component. and for
hich it is onlvof »
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Recital 17
25 (17) Providers of internet HA-Providers-ofternet (17) Providers of internet Provisionally agreed at technical
infrastructure services related to | infrastructure-servicesrelatedte | infrastructure services related to | level 20/09/2022:
the assignment of names and the assignment of names and the assignment of names and
numbers, such as domain name | numbers;such-as-domain-name numbers, such as domain name (17) Providers of internet
registrars and registries and registrars-and-registries-and registrars and registries and infrastructure services related to
privacy and proxy service privaey-and-proxy-serviece privacy and proxy service the assignment of names and
providers or regional internet providers-orregional-internet providers or regional internet numbers, such as domain name
registries for internet protocol registries-for-tnternet protocol registries for internet protocol registrars and registries and
(‘IP’) addresses, are of P ; b (‘IP*) addresses, are of particular | privacy and proxy service
particular relevance when it relevance-whenit-comesto-the relevance when it comes to the providers, or regional internet
comes to the identification of identification-of actorsbehind identification of actors behind registries for internet protocol
actors behind malicious or malicious or compromised web malicious or compromised web (‘IP”) addresses, are of particular
compromised web sites. They sttes—Fhey-hold-datathatisof sites. They hold data that is of relevance when it comes to the
hold data that is of particular particular relevance foreriminal | particular relevance for criminal | identification of actors behind
relevance for criminal investigations-as-itean-allowfor | investigations as it can allow for | malicious or compromised web
investigations as it can allow for | the-identification-ofan-individual | the identification of an individual | sites. They hold data that could
the identification of an or-entity behind-a-websiteused | or entity behind a web site used | allow for the identification of an
individual or entity behind a in-criminal-activity;orthe-vietim | in criminal activity, or the victim | individual or entity behind a web
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web site used in criminal of eriminalactivityinthe-ease-of | of criminal activity in the case of | site used in @ criminal activity, or
activity, or the victim of a-compromised-web-site-thathas | a compromised web site that has | the victim of @ criminal activity.
criminal activity in the case of a | beenhijacked-by-eriminals: been hijacked by criminals.
compromised web site that has
been hijacked by criminals.
Recital 18
26 (18) The legal representative b Fheteonbrepresentative (18) The legal representative Agreement at inter-institutional
should be able to comply with should be able to comply with should be able to comply with technical level 27/09/2022 as
decisions and orders addressed | deeistons-and-ordersaddressedte | decisions and orders addressed to | amended at technical meeting
to them by Member States’ them-by-MemberStates™ them by Member States’ 19/10/2022:
authorities on behalf of the authorttics on behalt of the authorities on behalf of the
service provider, which should | serviceproviderwhich-should service provider, which should (18) Member States should
take the appropriate measures to | take-the-appropriate-measuresto | take the appropriate measures to | ensure that service providers
ensure this result, including ensure-thisresultincluding ensure this result, including established or offering services
sufficient resources and powers. | sufficientresources-andpowers: | sufficient resources and powers. | on their territory provide their
The absence of such measures | The-absence-ofsuch-measuresor | The absence of such measures or | designated establishments and
or their shortcomings should not | theirshertcomingsshouldnot their shortcomings should not legal representatives with the
serve as grounds to justify non- | serve-as-grounds-tojustify-nen- serve as grounds to justify non- necessary powers and resources
compliance with decisions or comphiance-with-decisions-or compliance with decisions or to comply with those decisions
orders falling into the ambit of | erders-fallinginto-the-ambit-of orders falling into the ambit of and orders received from any
application of by this Directive, | application-ofby-thisDirective; | application of by this Directive, | Member State. Member States
neither for the service provider | neitherfor-the-service-provider neither for the service provider should also verify that the
nor its legal representative. nor-its-legal representative: nor its legal representative. designated establishments or
Neither should service legal representatives residing on
providers be able to exculpate their territory have received from
themselves due to missing or the service providers the
ineffective internal procedure, necessary powers and resources
as they are responsible for to comply with decisions and
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providing the necessary orders received from any Member
resources and powers to State and that they cooperate with
guarantee compliance with the competent authorities when
orders and national decisions. receiving those decisions and
Nor should the legal orders, in accordance with the
representative be able to applicable legal framework. The
exculpate himself by claiming absence of such measures or their
for example he is not shortcomings should not serve as
empowered to deliver data. The | grounds to justify non-compliance
service provider and its legal with decisions or orders falling
representative(s) should remain | into the ambit of application of by
free to allocate among this Directive. Neither should
themselves the tasks of service providers be able to
identifying and accessing the exculpate themselves due to
requested evidence as long as missing or ineffective internal
decisions and orders addressed | procedures, as they are
to them are complied with. responsible for providing the

necessary resources and powers
to guarantee compliance with
orders and national decisions.
Nor should designated
establishments or legal
representatives be able to
exculpate themselves by claiming,
for example, that they are not
empowered to deliver data. To
this end, Member States should
ensure that both the designated
establishment or the legal
representative and the service
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provider can be held jointly and
severally liable for non-
compliance with obligations
deriving from the applicable legal
framework when receiving
decisions and orders falling
within the scope of this Directive,
with the effect that each of the
designated establishment or the
legal representative and the
service provider may be
sanctioned for non-compliance
by either of them. In particular,
the lack of appropriate internal
procedures between the service
provider and the designated
establishment or the legal
representative cannot be used by
either side as a justification for
non-compliance with those
obligations. Joint and several
liability should not apply for
actions or omissions of either the
service provider or the legal
representative or the designated
establishment which constitute a
criminal offence in the Member
State applying the sanction.

Recital 19
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(19) Service providers should 9 -Serviceproviders-should (19) Service providers should Agreement at inter-institutional
notify the Member State in notifythe Member-State-in-whieh | notify the Member State in which | technical level 27/09/2022 as
27 which the legal representative thedegal representativeresides-or | the legal representative resides or | gended at technical meeting
resides or is established of the 1s-established-of theidentity-and | is established of the identity and | 79/70/2022:
identity and contact details of contact-detattsofthettesal contact details of their legal
their legal representative, as representativeras-wellasrelated | representative, as well as related | (19) Member States should ensure
well as related changes and changesand-updates-of changes and updates of that each service provider
updates of information. The formation—The notifieation information. The notification established or offering services in
notification should also provide | sheuld-also-provide-information | should also provide information | gheijp territory notifies in writing
information about the languages | abeut-thelanguagesin-which-the | about the languages in whichthe | ghe  central authority of the
in which the legal representative | legal-representative-ean-be legal representative can be Member State where its designated
can be addressed, which should | addressed;-whichshouldinelude | addressed, which should include | gstablishment is established or
include at least one of the atleast-one-of the-official atleast one or more of the where its legal representative
official languages of the languages-of the MemberState official languages in accordance | yegides, the respective contact
Member State where the legal where-the legal representative with the national law of the details and any changes thereof.
representative resides or is resides-or-is-established; butmay | Member State where the legal The notification should also
established, but may include tnclude other official fanguages representative resides or 1s S -

: i ) i provide information about the
other official languages of the of the Union, such as the established, but may include languages in which the designated
Union, such as the language of | language-ofitsheadguarters: other official languages of the establishment or the legal
its headquarters. When the When-the service provider Union, such as the language of its .

. . . . representative can be addressed,
service provider designates eles+g&a%es—mef&ehaﬁ—eﬁelega4 headquarters. which should include one or more
more than one liegal . pre . y®s 3 of the official languages in
representative, it may also notify | eensiderations-to-determine ) , accordance with the national
considerations to determine which-oneshould-be-addressed: Wh.en the service provider ! f the Member State wh
which one should be addressed. | These-considerations-are-not designates more than one legal ZW; L e;lm - b l.a’f -
These considerations are not binding for Member States” representative, it may also notify f te b‘;‘?’in;te tflsn; tsl ment i
binding for Member States’ thorities_butshould} cogmderatmns to determine PRl tet' L e'degab .
authorities, but should be followed-exeeptin-dulyjustitied which one should be , , ?eplr e(slen ?hlve rfef51 . elsi s f
followed except in duly justified _ Al this-information—which addresseq.These considerations gqlc {lj ST Oh 10131 ainguages Of
cases. All this information, 5ot partiettarrelevancefor are not—bmeh-n‘g—'fer—Member e

States” authorities butshould be | its headquarters.
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which is of particular relevance | MemberStates™autherities; followed except n-dulyjustified | Jhere a service provider
for Member States’ authorities, | should-be-madepubliely where the competent designates several designated
should be made publicly avatable by -the service provider; | authorities consider it is establishments or legal
available by the service for example on its websites ina necessary to depart from those representatives in accordance
provider, for example on its manner-comparable-to-the considerations on a case-by- with this Directive, Member
website, in a manner requireients tor making cases basis e.g. when the legal States should ensure that such
comparable to the requirements | avatable-generalinformation representative is unavailable or | goppice provider indicates, for
for making available general pursiant to Article 5 Directive uncooperative. Where the each designated establishment or
information pursuant to Article | 2000/31/EC-on-eertainlegal competent authorities, by way | Jegql representative, the precise
5 Directive 2000/31/EC on aspect-of oo society of exception, depart from these | opritorial scope of its
certain legal aspects of services;in-particulareleetronie considerations they should only designation. The territory of all
information society services, in | eommereeintheInternal Market | address a legal representative the Member States taking part in
particular electronic commerce, | °{e-Commeree Directive)For established in a Member State | ghe jnstruments within the scope
in the Internal Market ° (e- these-serviceproviderssubjectte | participating in the respective of this Directive should be
Commerce Directive). For those | the-e-Commeree Direetive; instrument. All-thisinformation; | covered. Member States should
service providers subject to the | Artiele 3(3)complementsbut which-ts-of parterdurrelevanee ensure that their respective
e-Commerce Directive, Article does not replace these for Member-States”authorities; competent authorities address all
3(3) complements but does not | requirements—Furthermeore; should-be-made publiely their decisions and orders in
replace these requirements. Member-Statesshould-alse available-by-the-serviceproviders | ypplication of this Directive to the
Furthermore, Member States publish the relevant information | for example on its website, th a indicated designated
should also publish the relevant | fertheircountry-on-a-dedicated manncr comparable to the establishment or legal
information for their country on | site-efthe-eJustice-pertal-to requirementsfor making representative of this service
a dedicated site of the e-Justice | faciitate-coordinationbetween avatable-generalnformation provider.
portal to facilitate coordination | MemberStates-and-use-ofthe pursuantto-Artiele S Directive
between Member States and use | legalrepresentative-by-authorities | 2000/31H/ECon—certainlegal Merpber S shoqld R
of the legal representative by from-another Member-State- aspeets-of-nformation-soeciety t.he ey noottﬁe.d to.the’fl
authorities from another icesi ticularelectronic in acco.rdance .w1th this Directive
Member State. - _in theJni I Magket | I8 pybltcly available on a
Directive 200031/ECof the  feC Directive)E dedicated internet page of the
Eafepe.an—llafhament—aﬂd—ef—the' those serviee providers sul.a jeet-to European Judicial Network in
Counetl-of 8-June2000-on-—certain criminal matters to facilitate
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5 Directive 2000/31/EC of the legal-aspeets-ofinformation the-e-Commerce Direetive; coordination between Member
European Parliament and of the | Soeiety-services;in-particular Artiele 3 yeomplementsbut States and use of the designated
Council of 8 June 2000 on eleetronic-commeree;in-the deesnotreplace-these establishments or legal
certain legal aspects of Internal Market(OF 178 requiremonts- arthernnore; representative by authorities from
information society services, in | ¥772000-p—H> Member States should atse another Member State. Member
particular electronic commerce, publish and keep up-to-date the | States should ensure that this
in the Internal Market (OJ L relevant information for their information is regularly updated.
178, 17.7.2000, p. 1). country on a dedicated site The information may also be
internet page of the e-Justice further disseminated to facilitate
Portal European Judicial access to this information by
Network in criminal matters to | competent authorities, such as
facilitate coordination between via dedicated intranet sites or
Member States and use of the forums and platforms.
legal representative by authorities
from another Member State. The
data may also be further
disseminated to facilitate access
to this data by competent
authorities, such as via
dedicated intranet sites or
forums and platforms.
$ Directive 20003 LEC of4
,
. f 1 of 2 Tune 2000 .
: .
garaspects ¥ el
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Recital 20
28 (20) The infringement of the ¢20) The infringement of the (20) The service provider Provisionally agreed at technical
obligations to designate a legal | ebligationsto-designate-alegal should be subject to effective, level 20/09/2022 as amended at
representative and to notify and | representative-and-to-notifyand proportionate and dissuasive technical meeting 19/10/2022:
make publicly available the make publicly available the sanctions for the infringement of
information related thereto informationrelated-thereto-should | its the obligations to designate a | (20) Service providers should be
should be subject to effective, besubjectto-effective; legal representative, to entrust | subject to effective,
proportionate and dissuasive proportionate-and-dissuasive the legal representative with proportionate and dissuasive
sanctions. Under no sanetions—Underne the necessary powers and sanctions for the infringement of
circumstances should the circumstances-should-the resources to comply with its obligations deriving from this
sanctions determine a ban, sanctions-determine a-ban, decisions and orders, establish | Directive. Member States should,
permanent or temporary, of permanent-or-temporary;-of the appropiate procedures and | by the date set out in this
service provision. Member service-provision—MemberStates | to notify and-make-publicly Directive, notify the Commission
States should coordinate their should-coordinate their available-the information related | @f their rules and of measures
enforcement action where a enforcementaction-where-a thereto should-be-subject-to regarding such sanctions and
service provider offers services | service-provideroffersservicesin | effective,proportionate-and should notify it, without delay, of
in several Member States. To several- Member-States—Fo-ensure | di i ions. The service | any subsequent amendment
ensure a coherent and a-coherent-and propertionate provider and the legal affecting them. Member States
proportionate approach, a approach. a coordination representative should be should also inform the
coordination mechanism is mcechanismois provided. The subject to effective, Commission on an annual basis
provided. The Commission Commissioncould-facilitate sueh | proportionate and dissuasive about non-compliant service
could facilitate such eoordinationif necessary; but sanctions for the systematic providers, relevant enforcement
coordination if necessary, but needs-to-be-informed-ofcases-of | infringement by the legal action taken against them and the
needs to be informed of cases of | infringement—This Directive-does | representative of the obligation | Sanctions imposed. Under no
infringement. This Directive not-governthecontractual to cooperate with the circumstances should the
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does not govern the contractual | arrangementsfortransferor competent authorities when sanctions determine a ban,
arrangements for transfer or shifting-of financial consequenees | receiving decisions and orders. | permanent or temporary, of
shifting of financial between-service providers-and Member States should ensure service provision. Member States
consequences between service legal representatives-of sanetions | that both the designated legal should coordinate their
providers and legal impesed-upon-them- representative and the service enforcement action where a
representatives of sanctions provider can be held jointly service provider offers services in
imposed upon them. and severally liable for non- several Member States. Central
compliance with obligations authorities should coordinate to
deriving from the applicable ensure a coherent and
legal framework when proportionate approach. The
receiving decisions and orders. | Commission should facilitate such
Jointly and severally liable coordination if necessary, but
means that either the legal needs to be informed of cases of
representative or the service infringement. This Directive does
provider may be sanctioned for | not govern the contractual
non-compliance by either of arrangements for transfer or
them with any of the shifting of financial consequences
obligations under this between service providers,
Directive. Joint and several designated establishments and
liability should not apply for legal representatives of sanctions
actions or omissions of either imposed upon them.
the service provider or the legal
representative which constitute
a criminal offence under the
law of the Member State
imposing the sanction. Under no
circumstances should the
sanctions determine a ban,
permanent or temporary, of
service provision. Member States
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should coordinate their
enforcement action where a
service provider offers services in
several Member States. Central
authorities should coordinate to
ensure a coherent and
proportionate approach;a
previded. The Commission could
facilitate such coordination if
necessary, but needs to be
informed of cases of
infringement. This Directive does
not govern the contractual
arrangements for transfer or
shifting of financial
consequences between service
providers and legal
representatives of sanctions
imposed upon them.

Recital 20a
29 (20a) When determining in the | Provisionally agreed at technical
individual case the appropriate | level 20/09/2022 as amended at
and proportionate sanction, the | technical meeting 19/10/2022:
competent authorities should
also take into account the (20a) When determining the
appropriate sanction applicable
to infringements by service
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financial capacity of the service
provider.

providers, the competent
authorities should take into
account all relevant
circumstances, such as the
financial capacity of the service
provider, the nature, gravity and
duration of the breach, whether it
was committed intentionally or
through negligence [and whether
the service provider was held
responsible for similar previous
breaches]. Particular attention
should, in this respect, be given to
micro enterprises.

Presidency note: Member States
are invited to indicate whether
they want to keep the part in
brackets.

Recital 21

30 (21) This Directive is without (21) This Dircctive is without (21) This Directive is without Provisionally agreed at technical
prejudice to the investigative prejudiceto-thetrvestigative prejudice to the investigative level 20/09/2022:
powers of authorities in civil or | pewers-ofauthoritiesin-etvil-or powers of authorities in civil or
administrative proceedings, administrative proceedings; administrative proceedings, (21) This Directive is without
including where such including-where-such-proceedings | including where such prejudice to the powers of national
proceedings can lead to canlead-to-sanctions- proceedings can lead to authorities in civil or
sanctions. sanctions. administrative proceedings,
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including where such proceedings
can lead to sanctions.

Recital 22
31 (22) In order to ensure the 22y -order to-cnsure the (22) In order to ensure the Provisionally agreed at technical
application of the Directive in a | application-of-the Direetive-ra application of the Directive in a level 20/09/2022:
consistent manner, additional consistentmanner,additional consistent manner, additional
mechanisms for the coordination | meehanismsforthecoordination | mechanisms for the coordination | (22) In order to ensure the
between Member States should | betweenMember-States-should between Member States should application of the Directive in a
be put in place. For that purpose, | be-putin-place—Forthatpurpese; | be put in place. For that purpose, | consistent manner, additional
Member States should designate | Member States-should-designate | Member States should designate | mechanisms for the coordination
a central authority that can a-central-authority-that-can a central authority that can between Member States should be
provide central authorities in provide-central authoritiesn provide central authorities in put in place. For that purpose,
other Member States with other Member States-with other Member States with Member States should designate
information and assistance in the | information-and-assistanee-inthe | information and assistance in the | @ne or more central authorities
application of the Directive, in | application-of the Directivein application of the Directive, in that can provide central authorities
particular where enforcement partietar-where-enforcerment particular where enforcement in other Member States with
actions under the Directive are | actions-underthe Direetive-are actions under the Directive are information and assistance in the
considered. This coordination considered—This-coordination considered. This coordination application of the Directive, in
mechanism should ensure that mechanstshouldensure-that mechanism should ensure that particular where enforcement
relevant Member States are relevant-Member-States-are relevant Member States are actions under the Directive are
informed of the intent of a informed-of the-intentofa informed of the intent of a considered. This coordination
Member State to undertake an Member-State to-undertake-an Member State to undertake an mechanism should ensure that
enforcement action. In addition, | enforcementactionIn-additien; enforcement action. In addition, relevant Member States are
Member States should ensure Member States-should-ensure-that | Member States should ensure that | informed of the intent of a
that central authorities can centrabauthorities-canprovide central authorities can provide Member State to undertake an
provide each other with each-other-with-assistance-in each other any relevant enforcement action. In addition,
assistance in those these-circumstances,and information and with assistance | Member States should ensure that
circumstances, and cooperate cooperate-with-each-otherwhere | in those circumstances, and central authorities can provide
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with each other where relevant. | relevant—Cooperation-ameongst cooperate with each other where | each other any relevant
Cooperation amongst central central-authoritiesintheease-of | relevant. Cooperation amongst information and with assistance
authorities in the case of an an-enforeementactionmay-entatl | central authorities in the case of | in those circumstances, and
enforcement action may entail the coordination of an an enforcement action may entail | cooperate with each other where
the coordination of an enforeement-action-between the coordination of an relevant. Cooperation amongst
enforcement action between competentautheritiesin-different | enforcement action between central authorities in the case of an
competent authorities in Member-States—For-the competent authorities in different | enforcement action may entail the
different Member States. For the | eoordination-ofan-enforcement Member States. It should aim to | coordination of an enforcement
coordination of an enforcement | action;-central-autherities-shall avoid positive or negative action between competent
action, central authorities shall | alse-invebre-the-Commission conflicts of competence. For the | authorities in different Member
also involve the Commission whererelevant—The-existenee-of | coordination of an enforcement States. It should aim to avoid
where relevant. The existence of | the-ceordination-mechanism-dees | action, central authorities should | positive or negative conflicts of
the coordination mechanism notprejudicetheright-ofan shall also involve the competence. For the coordination
does not prejudice the right of thedividuaMember Stiteto Commission where relevant. The | of an enforcement action, central
an individual Member State to HRpose-sanctions-on-Serviee existence of the obligation of authorities should also involve the
impose sanctions on service providers-that fail- to-comply-with | these authorities to cooperate Commission where relevant. The
providers that fail to comply thetr-oblieationsunderthe coordinationmechanism does not | obligation of these authorities to
with their obligations under the | Direetive—The-designation-and prejudice the right of an cooperate does not prejudice the
Directive. The designation and | publication-ofinformationabeut | individual Member State to right of an individual Member
publication of information about | eentral-autherities-willfaecilitate impose sanctions on service State to impose sanctions on
central authorities will facilitate | thenetification-byservice providers that fail to comply with | service providers that fail to
the notification by service providers-ofthe-designationand | their obligations under the comply with their obligations
providers of the designation and | eentact-details-ofitstegal Directive. The designation and under the Directive. The
contact details of its legal representativ-e-to-the-Member publication of information about | designation and publication of
representative to the Member State-wheretstegal central authorities will facilitate | information about central
State where its legal representativerestdes-oris the notification by service authorities will facilitate the
representative resides or is established-of the-designation-and | providers of the designation and | notification by service providers
established of the designation contactdetaths: contact details of its legal of the designation and contact
and contact details. representative to the Member details of their designated
State where its legal establishment or legal
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representative resides or is
established of the designation and
contact details.

representative to the Member
State where their designated
establishment is established or
legal representative resides. To
this end, Member States should
inform the Commission of their
designated central authority, or
central authorities and the
Commission should forward a list
of designated central authorities
to the Member States and make it

publicly available.
Recital 23
32 (23) Since the objective of this | 23)-Sinee-the-objeetive-ofthis (23) Since the objective of this Provisionally agreed at technical
Directive, namely to remove Directive, namely to remove Directive, namely to remove level 20/09/2022:
obstacles to the free provision of | ebstacles-to-thefreeprovistonof | obstacles to the free provision of
services in the framework of services-theframeworkef services in the framework of (23) Since the objective of this
gathering evidence in criminal gatheringevideneetn-eriminal gathering evidence in criminal Directive, namely to remove
proceedings, cannot be proceedings. cannot be proceedings, cannot be obstacles to the free provision of
sufficiently achieved by the suffretenthyachieved by the sufficiently achieved by the services in the framework of
Member States, but can rather, Member-States; but-eanrather; by | Member States, but can rather, by gathering electronic evidence in
by reason of the borderless reason-of the borderlessnature-of | reason of the borderless nature of | criminal proceedings, cannot be
nature of such services, be better | suchservices;be-betterachieved | such services, be better achieved | sufficiently achieved by the
achieved at Union level, the at Union level, the Union may at Union level, the Union may Member States, but can rather, by
Union may adopt measures in adoptmeasuresinaccordance adopt measures in accordance reason of the borderless nature of
accordance with the principle of | with-theprineiple-ofsubsidiarity | with the principle of subsidiarity | Such services, be better achieved
subsidiarity as set out in Article | asseteutinArticle-S-ofthe as set out in Article 5 of the at Union level, the Union may
5 of the Treaty on European Freaty-onEuropeanntonin Treaty on European Union. In adopt measures in accordance
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Union. In accordance with the acecordance-with-the prineiple-of | accordance with the principle of | with the principle of subsidiarity
principle of proportionality as propertionality-as-seteutinthat | proportionality as set out in that | as set out in Article 5 of the Treaty
set out in that Article, this Artielethis Direetive-doesnotge | Article, this Directive does not go | on European Union. In accordance
Directive does not go beyond beyond-whatisneeessary-inrorder | beyond what is necessary in order | with the principle of
what is necessary in order to to-achieve-these-objeetives: to achieve those objectives. proportionality as set out in that
achieve those objectives. Article, this Directive does not go
beyond what is necessary in order
to achieve those objectives.
Recital 24
(24) The European Data (24) The European Data (24) The European Data Provisionally agreed at technical
34 . . . . . ! level 20/09/2022:
Protection Supervisor was Protection-Supervisorwas Protection Supervisor was
consulted in accordance with consulted in accordance with consulted in accordance with
Article 28(2) of Regulation (EC) | Article28(2)-of Regulation (EC) | Article 28(2) of Regulation (EC) | (24) The European Data
No 45/2001 of the European No-452001-of the European No 45/2001 of the European Protectlon.Superwsor RS
Parliament and of the Council® | Parliament-and-of the-Couneil® Parliament and of the Council’ consulted in accordance with
and delivered an opinion on and-delivered-an-opinion-on and delivered an opinion on Atticle 42(2) of Regulation (EU)
...), s .)", 2018/1725 of the European
Parliament and of the Council’
P — — and delivered an opinion on 6
Regulation (EC) No 45/2001 of | “RegulationECY No-45/2001of | * Regulation (EC) No 45/2001 of November 2019,
the European Parliament and of | the EureopeanParliamentandeof | the European Parliament and of
the Council of 18 December the-Counet-of 18- December 2000 | the Council of 18 December 2000
2000 on the protection of on-the-protectionof-ndividuals on the protection of individuals
individuals with regard to the withregard-to-the processingof | with regard to the processing of | ” Regulation (EU) 2018/1725 of
processing of personal data by personal-data-by-the Community | personal data by the Community | the European Parliament and of
the Community institutions and | institations-and-bedies-and-enthe | institutions and bodies and on the | the Council of 23 October 2018
bodies and on the free free-movementofsuch-data{OJ | free movement of such data (OJ | on the protection of natural
L& 1212001 p. 1. L 8, 12.1.2001, p. 1). persons with regard to the
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movement of such data (OJ L 8, OFC —p— voJC,,p.. processing of personal data by
12.1.2001, p. 1). the Union institutions, bodies,
0IC,,p.. offices and agencies and on the

free movement of such data, and
repealing Regulation (EC) No
45/2001 and Decision No
1247/2002/EC (OJ L 295,
21.11.2018, p. 39).

'Y EDPS Opinion 7/2019 on
Proposals regarding European
Production and Preservation
Orders for electronic evidence in

criminal matters (6 November
2019).

Recital 25

35 (25) The Commission should 25) Fhe-Commissionshould (25) The Commission should Provisionally agreed at technical
carry out an evaluation of this earry-outan-evaluation-otthis carry out an evaluation of this level 20/09/2022:

Directive that should be based DPireetive-that sheuld-be-based-en | Directive that should be based on
on the five criteria of efficiency, | the-five-eriteria-ofefficieney; the five criteria of efficiency, (25) The Commission should
effectiveness, relevance, effectiveness;relevanee; effectiveness, relevance, carry out an evaluation of this
coherence and EU value added | eoherence-and-EU-value-added coherence and EU value added Directive that should be based on
and should provide the basis for | and-sheuld-providethe basisfor | and should provide the basis for | the five criteria of efficiency,
impact assessments of possible | impaet-assessments-of possible impact assessments of possible effectiveness, relevance,

further measures. The evaluation | further measures—The-evaluation | further measures. The evaluation | coherence and EU value added
should be completed 5 years should-be-completed-S—years-after | should be completed 5 years after | and should provide the basis for
after entry into application, to entry-tto-appheation—teoatow entry into application, to allow impact assessments of possible

allow for the gathering of for thegathering of sufficient for the gathering of sufficient further measures. The evaluation
should be completed [X] years
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sufficient data on its practical data-en-tts-practical data on 1ts practical after entry into application, to
implementation. Information mplementation—tnformation implementation. Information allow for the gathering of
should be collected regularly should-be-colectedregularlyand | should be collected regularly and | sufficient data on its practical
and in order to inform the in-orderto-inform-the-evalaation | in order to inform the evaluation | implementation. Information
evaluation of this Directive. of this Pireetive: of this Directive. should be collected regularly and
in order to inform the evaluation
of this Directive.

Formula

36 HAVE ADOPTED THIS HANVEADOPTED-FHIS HAVE ADOPTED THIS
DIRECTIVE: DIRECTVE: DIRECTIVE:

Article 1

37 Article 1 Artiele1 Article 1

Subject matter and scope Subfeet-mattercid-seope Subject matter and scope

Article 1(1)

38 1. This Directive lays down +—This Direetive lays-downrales | 1. This Directive lays down rules | Presidency proposal 25/06/2022
rules on the legal representation | enthelegalrepresentationinthe | on the legal representation in the | as amended by COM 10/10/2022
in the Union of certain service Untonotcertatrservice Union of certain service & 19/10/2022:
providers for receipt of, providerstorrecctptof providers for receipt of,
compliance with and compliance-with-and-enforecement | compliance with and enforcement | 1. This Directive lays down the
enforcement of decisions and of deeistonsand-orders-issted by | of decisions and orders issued by | rules on the designation of
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orders issued by competent
authorities of the Member States
for the purposes of gathering
evidence in criminal
proceedings.

competent authorities of the
Member States for the purposes
of gathering evidence in criminal
proceedings.

establishments and the
appointment of legal
representatives of certain service
providers offering services in the
Union for the receipt of,
compliance with and enforcement
of decisions and orders issued by
competent authorities of the
Member States, for the purposes
of gathering electronic evidence in
criminal proceedings.

2. This Directive applies to
decisions and orders for the
purpose of gathering electronic
evidence on the basis of
Regulation XXXX/XXX [e-
Evidence Regulation], Directive
2014/41/EU and the Convention
established by the Council in
accordance with Article 34 of
the Treaty on the European
Union on mutual assistance in
criminal matters between
Member States of the Union.
This Directive equally applies to
decisions and orders for the
purpose of gathering electronic
evidence on the basis of national
law addressed by a Member
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State to a natural or legal
person acting as legal
representative or designated
establishment of a service
provider on the territory of that
Member State.

3. This Directive is without
prejudice to the powers of
national authorities in
accordance with Union and
national law to address directly
service providers established on
their territory, for the purposes
of gathering electronic evidence
in criminal proceedings.

Article 1(2)
Provisional agreement 7th
39 2. Member States may not 2 Member-States-mayhot 2. Member States may shall not » 28/06/2022-
impose additional obligations to | impese-additional-obligatienste | impose additional obligations to trilogue 5
those deriving from this these-derivingfrom-this Direetive | those deriving from this Directive | 4. Member States shall not impose

Directive on service providers on-service-providers-eovered-by | on service providers covered by | additional obligations to those
covered by this Directive for the | thisDireetiveforthepurpesesset | this Directive for the purposes set | deriving from this Directive on
purposes set out in paragraph 1. | ewtinparagrapht out in paragraph 1. service providers in particular
with regard to the designation of
establishments or the
appointment of legal
representatives for the purposes
set out in paragraph 1.
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Article 1(3)
40 3. This Directive is without 3_This Directiveis-without 3. This Directive is without Pl:owswnal agreement 7th
prejudice to the powers of prejudice to the powers of prejudice to the powers of trilogue 28/06/2022:
national authorities in national-autheritiesin-aceordanee | national authorities in accordance
accordance with Union and with- Unionand national law-te with Union and national law to [DELETE]
national law to address service address-service providers address directly service
providers established on their established-on-theirterritoryfor | providers established on their
territory for the purposes the-purpesesreferred-to-inin territory for the purposes referred
referred to in in paragraph 1. paragraph-t to # in paragraph 1.
Article 1(4)
41 4 This Directive shall apol  Dirants o Dyivant: Provisional agreement 7th
. pply to | 4TFhis Direetiveshall-apphy-te 4. This Directive shall apply to .
the service providers defined in | the-service-providers-defined-in the service providers defined in trilogue 28/06/2022:
Article 2(2) offering their Article 2(2) offering their Article 2(2) offering their
services in the Union. It shall serviees-in-the Union—Jtshallnet | services in the Union. It shall not | 5. This Directive shall apply to the
not apply where those service apply-where-theseserviee apply where those service service providers defined in
providers are established on the | previders-are-established-on-the providers are established on the Article 2(2) offering their services
territory of a single Member territory-ofasingle Member-State | territory of a single Member State | it the Union. It shall not apply
State and offer services and-offerservices-exclusively-on | and offer services exclusively on | Where those service providers are
exclusively on the territory of the territory of that Member established on the territory of a

that Member State. State. single Member State and offer
services exclusively on the
territory of that Member State.
Article 2
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42 Article 2 Artiete2 Article 2
Definitions Delfinitions Definitions
Article 2, introductory part
43 For the purpose of this For-thepurpese-of this Direetive; | For the purpose of this Directive, | Provisional agreement 6th
Directive, the following the-following definitions-apply: the following definitions apply: trilogue 14/06/2022:
definitions apply:
For the purpose of this Directive,
the following definitions apply:
Article 2(1)
44 (1) ‘legal representative’ means | (H—legal representative>meansa | (1) ‘legal representative’ means a B r:lovis ior;;i(;l&g/;eoeznzztm i
a legal or natural person, legal or natural person, legal or natural person, trilogue .
designated in writing by a designatedin-writing by-a-serviee | designated in writing by a service .
service provider for the purpose | previderforthepurpese-of provider for the purpose of (1) ‘legal representative’ means a
of Articles 1(1), 3(1), 3(2) and i 3D, . | Articles 1(1), 3(1), 3(2) and 3(3); | matural or legal person,
3(3); designated in writing by a service
provider not established in a
Member State taking part in a
legal instrument referred to in
Article 1(2) of this Directive, for
the purpose of Articles 1(1) and
3(1);
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Article 2(2)
45 (2) “service ider’ ‘ . PP ¢ . TR Provisional agreement 7th
provider’ means any | (2)-"service-provider—meansany | (2) ‘service provider’ means any \
natural or legal person that Aattrat-ortesabperson-that natural or legal person that e
provides one or more of the provides-one-or-more-of the provides one or more of the
following categories of services: | folewingecategories-ofservieces: | following categories of services, (2) “service provider’ means any
with the exception of financial | natural or legal person that
services referred to in pI'OVidCS one or more of the
Article 2(2)(b) of following categories of services,
Directive 2006/123/EC: with the exception of financial
services referred to in Article
2(2)(b) of Directive 2006/123/EC
Article 2(2), point a
(a) electronic communications (a) clectronic communications (a) electronic communications Brovisional agreementotn
service as defined in Article 2(4) | service-as-definedinAsticle 2(4) | service as defined in Article 2(4) .
46 . . . o o trilogue 14/06/2022 as amended
of [Directive establishing the of [Directive establishing the of {Directive (EU) 2018/1972 . .
. . L at technical meeting 19/10/2022;
European Electronic EurepeanEleetronte establishing the European
Communications Code]; CommntedtionsCodef: Electronic Communications Code | @) eléctronic communications
3 service as defined in Article 2(4)
of Directive (EU) 2018/1972 of
the European Parliament and of
the Council'';
I Directive (EU) 2018/1972 of
the European Parliament and
Council of 11 December 2018
establishing the European ' Directive (EU) 2018/1972 of
Electronic Communications the European Parliament and
Council of 11 December 2018
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Code (OJ L 321,17.12.2018, p. | establishing the European
36.) Electronic Communications
Code (OJ L 321, 17.12.2018, p.
36.)

Article 2(2), point b

(b) information society services | (b informationseciety-serviees (b) internet domain name and e P

47 as defined in point (b) of Article | as-definedinpoint{b)ofAsrticle | IP numbering services such as trilogue 14/06/2022:

1(1) of Directive (EU) HBH-of Directive(ELH)20454535 | IP address providers, domain

2015/1535 of the European of the BuropeanParliamentand | name registries, domain name | b) internet domain name and IP
Parliament and of the Council® | efthe-Couneil’for-whichthe registrars and related privacy | numbering services such as IP
for which the storage of data is a | sterage-of data-is-a-defining and proxy services; address providers, domain name
defining component of the component-ofthe serviee registries, domain name

service provided to the user, provided to the user. including registrars and domain name
including social networks, sectal-networks;-online related privacy and proxy
online marketplaces facilitating | marketplacesfaetlitating services;

transactions between their users, | transactions-between-theirusers;

and other hosting service and-other-hosting serviee

providers; providers;

¥ Directive (EU) 2015/1535 of | *Direetive BN 2015/1535 ofthe
the European Parliament and of | EurepeanParliamentand-ofthe
the Council of 9 September Counctl of 9 September 2015
2015 laying down a procedure fayine-downaprocedureforthe
for the provision of information | previsien-efinformationin-the

in the field of technical ficld of technical regulations and
regulations and of rules on ofriles-on-tnformation-Seciety

Information Society services services (OJ L 241, 17.9.2015. p.
(OJ L 241, 17.9.2015,p. 1). b-
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Article 2(2), point c
(©) interpet domain name and IP @—m@emet—dem&m—ﬂam&aﬂd—ﬁl () qther infoquatiqn sogiety e P —
numbering services such as IP pumbering services suchas [P services as defined in point (b) of trilooue 14/06/2022:
48 address providers, domain name | addressproviders;domainname | Article 1(1) of Directive (EU) - ’
registries, domain name registriesdomainnameregistrars | 2015/1535 of the European ¢) other information society
registrars and related privacy and-related-privacy-and-proxy Parliament and of the Council 2 services as defined in point (b) of
and proxy services; SeEvhees: that provide: Atrticle 1(1) of Directive (EU)
2015/1535 of the European
12 Directive (EU) 2015/1535 of | Parliament and of the Council®™
the European Parliament and of | that provide:
the Council of 9 September 2015
laying down a procedure for the
provision of information in the —
field of technical regulations and Directive (EU) 2015/1535 of the
of rules on Information Society European Parliament and of the
services (OJ L 241, 17.9.2015, | Council of 9 September 2015
p. 1). laying down a procedure for the
provision of information in the
field of technical regulations and
of rules on Information Society
services (OJ L 241, 17.9.2015, p.
1).
Article 2(2), point ¢, line 1
- the abll,lty to 1t.s users to Provisional agreement 6th
49 (c)(l)'mmumcate with each other; trilogue 14/06/2022;
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- the ability to its users to
communicate with each other;
or

Article 2(2), point c, line 2

50

- to process or store data on
behalf of the users to whom the

Provisional agreement 6th
trilogue 14/06/2022 as amended

service is provided . : at technical meeting 19/10/2022;
storage of data is a defining
component-ofthe service - the ability to process or store
provided to the user. including data on behalf of the users to
soctalnetworks-online whom the service is provided,
marketplacesfacilitating where the storage of data is a
transactions-between-theirusers; deﬁning component of the service
and-other-hosting serviee provided to the user;
providers:
Article 2(2), point d
dyinternet-domainname-andIP | Provisional agreement Jih
51 numberihg servicessuch-as P trilogue 28/06/2022:
1 ders_d .
registries; domain-name-registrars | |[DELETE]
| related-pei I
servicess
Article 2(3)
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(3) ‘offering services in a 3 -effering servicesina (3) ‘offering services in a e P —
’ : MemberStatemeans: : ’ : .
5 Member State’ means Member State’ means trilogue 14/06/2022:
(3) ‘offering services in a
Member State’ means:
Article 2(3), point a
(a) enabling legal or natural (a) cnabling legal or natural (a) enabling legal or natural Provisional agreement 6th
persons in a Member State to persons-inaMember-Stateto-use | persons in a Member State to use . -
53 : . . : s . : . trilogue 14/06/2022:
use the services referred to in the-servicesreferred-to-inpoint the services referred to in point :
point (2); and 2):-and (2); and (a) enabling natural or legal
persons in a Member State to use
the services referred to in point
(2); and
Article 2(3), point b
(b) having a substantial (b) having a substantial (b) having a substantial Provisional agreement 6th
A connection to the Member State | conneetionto-the MemberState | connection based on specific trilooue 14 /0:?/2 022
> referred to in point (a); referred to in point (a): factual criteria to the Member - ’

State referred to in point (a); b) having a substantial connection
based on specific factual criteria
to the Member State(s) referred to
in point (a); such a substantial
connection to the Union shall be
considered to exist where the
service provider has an
establishment in the Union, or, in
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Article 2(4)
(4) ‘establishment’ means either | (h—establishment means-either | (4) ‘establishment’ or ‘being
the actual pursuit of an the-actual pursuit-ofan-economie | established’ means either the
55 economic activity for an activity for an indefinite pertod actual pursuit of an economic
indefinite period through a through-astable-tnfrastraeture activity for an indefinite period
stable infrastructure from where | fremwhere-the-business-of through a stable infrastructure
the business of providing providing servicesis-carrted-out | from where the business of
services is carried out or a stable | er-a-stable-infrastructurefrom providing services is carried out
infrastructure from where the where the business is managed: or a stable infrastructure from
business is managed; where the business is managed;
MK/mj 55
ANNEX JAL2 LIMITE EN



Version: 19/10/2022

Commission Proposal EP mandate Council Mandate Draft agreement
Article 2(5)
(5) ‘group’ means a group as 5)-"group—means-a-group-as (5) ‘group’ means a group as o
defined in Article 3(15) of defined-in-Aticle 315y of defined in Article 3(15) of 5’.;’”’5"”;‘;%"5;7;03”2"’"‘ Gt o
| Directive (BU) 2015/849 of the | Direetive(EU)2015/849-0f the | Directive (EU) 2015/849 of the |, 802 2% B8 50 0 0 s
European Parliament and of the | EvropeanParliamentand-ofthe European Parliament and of the y tecinical feve ’
Council’. Couneil’: Council "*: [deleted]
? Directive (EU) 2015/849 of the | * Direetive {EUY2015/849 ofthe | ’ Directive (EU) 2015/849 of the
European Parliament and of the | EurepeanParkament-and-ofthe European Parliament and of the
Council of 20 May 2015 on the | Counetlof20-May20H5-on-the Council of 20 May 2015 on the
prevention of the use of the prevention-of the-use-of the prevention of the use of the
financial system for the finaneial-systemfor-the-purpeses | financial system for the purposes
purposes of money laundering of meneylaundering-orterrorist | of money laundering or terrorist
or terrorist financing, amending | finaneingamendingRegulation | financing, amending Regulation
Regulation (EU) No 648/2012 EH)Ne-643/2012-ef the (EU) No 648/2012 of the
of the European Parliament and | EurepeanParliamentand-ofthe European Parliament and of the
of the Council, and repealing Counetl;andrepealing Pireetive | Council, and repealing Directive
Directive 2005/60/EC of the 2005:60/EC of the Furopean 2005/60/EC of the European
European Parliament and of the | Parliament-and-ofthe-Counetl Parliament and of the Council
Council and Commission and-CommisstonDireetive and Commission Directive
Directive 2006/70/EC (OJ L 2006/70/ECOFHE1415:6:2015; | 2006/70/EC (OJ L 141, 5.6.2015,
141, 5.6.2015, p. 73). p.o73) p. 73).
Article
COM proposal 18/10/2022:
Article 3 Artiete3 Article 3
57 Legal representative Fevelrepresentative Legal representative
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Article 3
Designated establishment and
legal representative

Article 3(1)

58 1. Member States where a 1 Member Stateswhere-aservice | 1. Member States where a service P r-'ovtswnal agreement 7th
service provider offering provider-offering servicesinthe | provider offering services in the irtlogue ,28/ 06/20,22 gsiamented
services in the Union is Union-is-established shall ensure | Union is established shall ensure | % o e
established shall ensure that it that-it-destgnatesatleast-one that it designates at least one 1. Member States shall ensure that
designates at least one legal legal representative-inthe Untenn | legal representative in the Union | service providers offering services
representative in the Union for for the reecipt of. compliance for the receipt of, compliance in the Union designate at least one
the receipt of, compliance with | with-and-enforcement-of with and enforcement of addressee for the receipt of,
and enforcement of decisions deeistons-and-ordersissted-by decisions and orders issued by compliance with and enforcement
and orders issued by competent | eempetent-aunthoritiesof Member | competent authorities of Member | of decisions and orders falling
authorities of Member States for | Statesfor-the-purpese-of States for the purpose of within the scope of Article 1(2) of
the purpose of gathering cathering evidence i erintinal gathering evidence in criminal this Directive issued by competent
evidence in criminal proceedings—Thetegal proceedings. The legal authorities of Member States for
proceedings. The legal representati-eshatbresideorbe representative shall reside or be the purpose of gathering evidence
representative shall reside or be | established-in-one-efthe Member | established in one of the Member | in eriminal proceedings:
established in one of the States-where-the-service-provider | States where the service provider (a) For service providers
Member States where the is-established-or-offersthe is established or offers the established in the Union,
service provider is established or | serviees: services. the Member States where
offers the services. the service providers are

established shall ensure
that such service providers
designate the
establishment(s)
responsible for the
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paragraph, in Member
States taking part in such
instruments.
Article 3(2)
59 2 Where a servi ider i - g 2 Wh : ider i Provisional agreement 7th
. vice provider is 2 Where-a-serviee-providerisnet | 2. Where a service provider is not | [,
not established in the Union, established-in-the Union, Member | established in the Union, Member trilogue 28/06/2022:
Member States shall ensure that | States-shall-ensure-thatsuch States shall ensure that such
such service provider offering service provider-offering servieces | service provider offering services | [[DELETE]
services on their territory ot-thetterrtory-destgates—at on their territory designates at
designates at least one legal least one legal representative in least one legal representative in
representative in the Union for | the Untenforthereeeiptof; the Union for the receipt of,
the receipt of, compliance with | eomphanee-with-and-enforeement | compliance with and enforcement
and enforcement of decisions of deeistonsand-orders-issted-by | of decisions and orders issued by
and orders issued by competent | eompetent-authorities-of Member | competent authorities of Member
authorities of Member States for | States-for-the-purpese-of States for the purpose of
the purpose of gathering cathering cvidenee in criminal gathering evidence in criminal
evidence in criminal proeceedines—Thelegal proceedings. The legal
proceedings. The legal representative shalreside-orbe representative shall reside or be
representative shall reside or be | establishedin-one-ofthe Member | established in one of the Member
established in one of the States-where-the serviee-provider | States where the service provider
Member States where the offerstheserviees: offers the services.
service provider offers the
services.
Article 3(3)
60 3 As recard . . . Provisional agreement 7th
. gards the receipt of, 3Asregardstherecetptof 3. As regards the receipt of, \
compliance with and comphance-with-and-enfereement | compliance with and enforcement trilogue 28/06/2022:
enforcement of decisions and of deetstonsand-orders—issued-by | of decisions and orders issued by
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orders issued by the competent | the-competentauthoritiesof the competent authorities of [DELETE]
authorities of Member States Member-Statesunder Untontegal | Member States under Union legal
under Union legal instruments instroments-adopted-within-the instruments adepted falling
adopted within the scope of seope-of-Fithe V- Chapterd—of within the scope of Title V,

Title V, Chapter 4, of the Treaty | theFreaty-ontheFunetioningeof | Chapter 4, of the Treaty on the
on the Functioning of the the- EurepeanUntenforgathering | Functioning of the European
European Union for gathering evidenee-in-eriminal-proeceedings; | Union for gathering evidence in
evidence in criminal the- Member-Statestakingpartin | criminal proceedings, the
proceedings, the Member States | theselegalinstrumentsshall Member States taking part in
taking part in those legal cnsure that serviee providers those legal instruments shall
instruments shall ensure that offering services-on-thetrterritory | ensure that service providers
service providers offering destonteat-eastone offering services on their territory
services on their territory representative-in-one-of them- designate at least one

designate at least one Fhetegadrepresentativeshal representative in one of them.
representative in one of them. restde-or-be-established-inrone-of | The legal representative shall

The legal representative shall the Member States where the reside or be established in one of
reside or be established in one of | service-providereoffers-the the Member States where the

the Member States where the SCFVICes. service provider offers the
service provider offers the services.

services.

Article 3(4)

61 4. Service providers shall be free | 4—Service-providersshall-befree | 4. Service providers shall-befree Pt:ovzswnal agreement 7th
to designate additional legal to desienate additional legal te-may designate additional legal trilogue 28/06/2022:
representatives, resident or representatives;restdent-or representatives, restdent-or
established in other Member established-in-other Member established-in other Member [DELETE]

States, including those where States;inclading these-where-the | Statesrineludingthese where the
the service providers offer their | serviceproviders-efferthetr service providers are estalished
services. Service providers serviees—Service-providers-whieh | or offer their services. Service
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which are part of a group shall
be allowed to collectively
designate one legal

providers which-are-partefa
greup shall be allowed to

collectively designate one legal

representative. representative.
Article 3(5)
62 5. Member States shall ensure 5. Member-States-shall ensure 5. Member States shall ensure Provisional agreement 7th

trilogue 28/06/2022 as amended

that the decisions and orders b thatthe-decistonsand-orders-by that the decisions and orders b - ]
their competent authorities fory theircompetent-authoritiesfor the their competent authoritiesy attechnicalmeetngtlo/10/20228
evidence gathering in criminal evidence gathering in crintinal for evidence gathering in criminal | 2. Member States shall ensure that
proceedings are addressed to the | proceedings-are-addressedto-the | proceedings are addressed to the | the addressees defined in
legal representative designated | legalrepresentative-designated-by | legal representative designated by | paragraph 1:
by the service provider to that the-service providerto-thateffeet: | the service provider to that effect.
effect. That representative shall | Fhatrepresentative-shall-be That legal representative shall be | (a) reside in @ Member State
be entrusted with the receipt, entrusted with the recceipt. entrusted with the receipt; of and | where the service providers offer
compliance and enforcement of | eomphiance-and-enforeement-of compliance with and their services; and
those decisions and orders on thosc decisions and orders on enforeement-of those decisions
behalf of the service provider behaH ol theservieeprovider and orders on behalf of the (b) can be subject to enforcement
concerned. coneerned. service provider concerned, and | procedures.
can be subject to enforcement
measures. 3. Member States shall ensure that
the decisions and orders issued by
the competent authorities for
evidence gathering in criminal
proceedings are addressed to the
designated establishment or legal
representative designated by the
service provider in accordance
with paragraph (1) to that effect.
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Article 3(6)
63 6. To this end, Member States 6—To-this-end; Member-States 6. Member States shall ensure
shall ensure that the legal shall ensure that the legal that service providers established
representative residing or representative restding or or offering services in their
established on their territory estabhished-on-thetrterritory territory provide their legal
cooperates with the competent cooperates-with-the-competent representative with the necessary
authorities when receiving those | autheritieswhenreeetvingthose | powers and resources to comply
decisions and orders, in decistons-and-orders;in with these decisions and orders
accordance with the applicable | acecerdance-with-the-appheable received from any Member
legal framework. fegaHframework: State.
Article 3(7)
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64 7. Member States shall ensure T-Member-States-shall-ensure 7. '* To-this-end: The Member PI:OWSlonal agreement 7th
that service providers that-service-providers-established | States where shall-ensure-that the trilogue 28/06/2022:
established or offering services | er-offeringservicesintheir legal representatives are residing
in their territory provide their territory-provide thertegal or are established en-their [DELETE]
legal representative with the representative-with-theneeessary | territory shall verify that the
necessary powers and resources | pewers-and-resoureesto-comply | said legal representatives have
to comply with those decisions | with-these-deeistons-and-orders: | received from the service
and orders. providers the necessary powers
and resources to comply with
decisions and orders received
from any Member State and
that they cooperates with the
competent authorities when
receiving those decisions and
orders, in accordance with the
applicable legal framework.
14 Paragraphs 6 and 7 of this
Article from the Commission
Proposal have been switched.
Article 3(8)
65 8. Member States shall ensure 8—Member-States-shall-ensure 8. Member States shall ensure Provisional agreement 7th
that the designated legal thatthe-destenateddesal that both the designated legal trilogue 28/06/2022:
representative can be held liable | representative-canbeheldliable | representative and the service
for non-compliance with for-non-comphanee-with provider can be held jointly and
obligations deriving from the obligations-dertvinefromthe severally liable for non- 5. Member S_tates shall CHSUIe that
applicable legal framework applicableJegal framewerk-when | compliance with obligations both the designated establishment
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when receiving decisions and reeetvingdectstons-and-orders, deriving from the applicable legal
orders, without prejudice to the | witheutprejudice-to-the habiity | framework when receiving
liability and legal actions that and-legal-actions-that could be decisions and orders, witheut
could be initiated against the inttiated against the service prejudice toth - habibovand tegal
service provider. In particular, provider—tnpartienlarthe lack-of | actionsthat cent ¢ vnoted
the lack of appropriate internal | apprepriate-internal-procedures against-the ser -iee wrovid r with
procedures between the service | between-the-serviceproviderand | the effect that each of the legal
provider and the legal thedegihrepresentatives-cantot representative and service
representatives cannot be used be-used-as-ajustificationfornon- | provider may be sanctioned for
as a justification for non- cotrphitmeewith-these non-compliance of either of
compliance with those obligations. them. In particular, the lack of
obligations. appropriate internal procedures
between the service provider and
the legal representatives cannot
be used by either side as a
justification for non-compliance
with those obligations. Joint and
several liability shall not apply
for actions or omissions of
either the service provider or
the legal representative which
constitute a criminal offence in
the Member State applying the
sanction.
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Article 3(9)

66 9. Member States shall ensure 9-MemberStates-shall-ensure 9. Member States shall ensure Pl:lowswl;l;ioal%eoezn;ent 7th ded
that the obligation to designate a | thatthe-obligationto-destgnatea | that the obligation to designate a i og;:e. y 5 a; 9%"0% 0; A
legal representative applies from | legalrepresentative-applesfrom | legal representative applies is SHicCInlCaHNTECHng :
the date of transposition set out | the-date-eftranspesitionsetoutin | fulfilled by [6 months from the
in Article 7 for service providers | Article-7forserviceproviders date of transposition set out in 6. Member States shall ensure that
that offer services in the Union | that-efferservicesinthe Unionat | Article 7] for service providers the obligation to designate
at that date, or from the moment | that-date,orfrom-the-moment that offer services in the Union at | designated establishments or legal
service providers start offering | serviee-providers-start-offering that date, or from the moment representatives is fulfilled by [6
services in the Union for those | serviees-in-the Untonfor-these service providers start offering months from the date of
service providers that will start | service-providers-that-will-start services in the Union for those transposition set out in Article 7]
offering services after the date offering servicesafter the-date-of | service providers that will start for service providers that offer
of transposition of the Directive. | transpesition-of-the Directive: offering services after the-date-of | S€rvices in the Union at that date,

transposition-of the Directive or from the moment service

that date. providers start offering services in
the Union for those service
providers that will start offering
services after that date.

Article

Article 4 Article4 Article 4

67 Notifications and languages Notifications and langnages Notifications and languages

Article 4(1)
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68 1. Member States shall ensure +-Member-States-shall-ensure 1. Member States shall ensure .
that, upon designation of its that;upen-designation-ofitslegal | that, upon designation of its legal i ,28/06/20,22 B
legal representative in representative-inaccordanece-with | representative in accordance with atitechnicalimeetingtl9/10/2022)
gal rep p
accordance with Article 3(1), (2) | Artiele 3(H;(2)-and(3);each Article 3(1), (2), and (3) and (4), | 1. Member States shall ensure that
and (3), each service provider serviceprovider-cstablished-or each service provider established | each service provider established
established or offering services | efferingservices+ntheirterritory | or offering services in their or offering services in their
in their territory notifies in notiftesta-writing-the-eentral territory notifies in writing the territory notifies in writing the
writing the central authority of | autherity-efthe MemberState central authority of the Member | central authority of the Member
the Member State where its where-itslegal representative State where its legal State where its designated
legal representative resides or is | resides-or-is-established-ofthe representative resides or is establishment is established or
established of the designation designation-and-contact-detatlsof | established of the designation and | where its legal representative
and contact details of its legal itslegal representative-as-well-as | contact details of its legal resides, the respective contact
representative as well as any any changes thereof. representative as well as any details and any changes thereof.
changes thereof. changes thereof.
Article 4(2)
69 2. The notification shall specif’ i i i 2. Th i i i Brovisional agreement 7th
. pecify | 2—Fhenotificattonshall-speetfy . The notification shall specify .
the official language(s) of the the official language(s) of the the official language(s) of the trilogue 28/06/2022:
Union, as referred to in Union;-asreferred-to-in Union, as referred to in 2. The notification shall specify
Regulation 1/58, in which the Regutation+38—nwhichthe Regulation 1/58, in which the the official language(s) of the
legal representative can be fegalrepresentativecanbe legal representative can be Union, as referred to in Regulation
addressed. This shall include, at | addressed—This-shallineludeat addressed. This shall include, at 1/58, in which the legal
least, one of the official least-one-of the-official least; one or more of the official | representative or designated
languages of the Member State | langnages-ofthe Member-State languages in accordance with establishment can be addressed.
where the legal representative where-thelegal representative the national law of the Member | [This shall include one or more of
resides or is established. restdes-or-established: State where the legal the official languages in
accordance with the national
law of the Member State where
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representative resides or is
established.
Article 4(3)
70 3. When a service provider 3-When a service provider 3. When a service provider -
designates several designates several designates several
representatives, the notification | representatives;-the-netifieation representatives, the notification
shall specify the official shall-speetfy-the-offieial shall specify the official
language(s) of the Union or fanguage(sy of the Union or language(s) of the Union or
Member States covered by each | MemberStatescovered-byeach | Member States covered by each
of them or any other ofthemroranv-other of them er-and any other
considerations to determine the | eonsiderations-to-determine-the considerations to determine the
appropriate legal representative | appropriatelegal representative-te | appropriate legal representative
to be addressed. In duly justified | be-addressedIn-dulyjustified to be addressed. In-dulyjustified
cases, Member States’ cases. Member States™ authoritics | cases. Member States™
authorities may depart from may-departifromthese Competent authorities may
those considerations. considerations, depart from those considerations
on a case-by-case basis; where
necessary Member States shall
ensure that in such cases, the
addressed legal representative
has to comply with these orders + Accompanying recital :
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Article 4(4)
71 4. Member States shall ensure F-Member Statesshabbetsere 4. fMember States shall ensure
that the service provider makes | thatthe-serviceprovidermakes that the service provider makes
the information notified to them | the-informationnetifiedto-them | the information notified to them
in accordance with this Article in accordance with this Article in accordance with this Article is
publicly available. Member pubhch—avkbleMember publicly available} Member
States shall publish that States-shalpubhish-that Statesshalpublish-that
information on a dedicated page | informationon-a-dedicatedpage | information on a dedicated
of the e-Justice portal. of the ¢-Justice portal. internet page-ofthe-eJustice
Portal-of the European Judicial
Network in criminal matters.
Member States shall ensure
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that this information is ensure that this information is
regularly updated. This regularly updated. This
information may be further information may be further
disseminated to facilitate access | disseminated to facilitate access
by competent authorities. by competent authorities.
Article
72 Article 5 Article S Article 5
Sanctions Seretions Sanctions
Article 5(1)
73 1. Member States shall lay down | +MemberStatesshalHay-down | 1. Member States shall lay down | Provisional agreement 6th
rules on sanctions applicable to | reles-on-sanetions-applicable-te rules on sanctions applicable to trilogue 14/06/2022:
infringements of national wmfringements-of national infringements of national
provisions adopted pursuant to | previsiens-adepted-pursuant-te provisions adopted pursuant to 1. Member States shall lay down
this Directive and shall take all | thisDireetive-and-shall-take-all Article 3 and 4 this Direetive rules on sanctions applicable to
measures necessary to ensure meastres-necessary-to-ensure-that | and shall take all measures infringements of national
that they are implemented. The | they-areimplemented—The necessary to ensure that they are provisions adopted pursuant to
sanctions provided for shall be sanetions-provided-forshall-be implemented. The sanctions Article 3 and 4 and shall take a1l
effective, proportionate and ctfective. proportionate and provided for shall be effective, measures necessary to ensure that
dissuasive. dissuastve: proportionate and dissuasive. they are implemented. The
sanctions provided for shall be
effective, proportionate and
dissuasive.
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Article 5(2)
74 2. Member States shall, by the 2-Member-States-shall, by-the 2. Member States shall, by the Provisional agreement 6th
date set out in Article 7, notify date setout in Article 7. notity date set out in Article 7, notify trilogue 14/06/2022:
the Commission of those rules the-Commisston-of theserules the Commission of those rules
and of those measures and shall | and-efthese-measures-andshall and of those measures and shall 2. Member States shall, by the
notify it, without delay, of any notify-it.-without- delay.of any notify it, without delay, of any date set out in Article 7, notify the
subsequent amendment affecting | subsequentamendmentatfeeting | subsequent amendment affecting | Gommission of those rljles T
them. Member States shall also | them—Member-States-shall-alse them. Member States shall also those measures and shall notify it
inform the Commission on an tor-the Compiston- ot inform the Commission on an without delay, of any subsequent,
annual basis about non- annual-basis-aboutnon-comphant | annual basis about non-compliant | g a0 dment af”fecting e
compliant service providers and | serviceproviders-andrelevant service providers and relevant W isriber Seres bl ol Db
relevant enforcement action enforecementaction-taken-against | enforcement action taken against | ¥ha Gommission on an annual
taken against them. thes- them. basis about non-compliant service
providers, relevant enforcement
action taken against them and the
sanctions imposed.
Article 6
Article 6 Artiete s  Article 6
75 L . L . Coordination-mechanismCentral
Coordination mechanism Coordinttionmecharisi .
authorities
Article 6(1)
76 1. Member States shall +MemberStatesshall designate | 1. In accordance with their Provisional agreement 6th
designate a central authority or, | acentral-autherity-er—whereits legal systems, Member States trilogue 14/06/2022:
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where its legal system so legal systemso-provides,meore shall designate one or more &
provides, more than one central | than-ene-central-authority—to central authorities authority-or; | 1. In accordance with their legal
authority, to ensure the enstre-the-appheation-of-this where-ttslegal systemse systems, Member States shall
application of this Directive in a | Direetive-in-a-consistent-and provides,-more-than-one-central | d€signate one or more central
consistent and proportionate proportionate-manner: ity, to ensure the authorities to ensure the
manner. application of this Directive ina | application of this Directive in'a
consistent and proportionate consistent and proportionate
manner. manner.
Article 6(2)
77 2. Member States shall inform 2-Member-States-shall-informthe | 2. Member States shall inform the | Provisional agreement 6th
the Commission of their Commission-of theirdesignated | Commission of their designated | trilogue 14/06/2022:
designated cer'lt.ral authority, or een%fal—&&themy,—er—een&al central. a.luthorlty, or cer.ltral 2 Member States shall inform the
central authorities, referred to in | autherities;referredtoin authorities, referred to in - : :
A . . Commission of their designated
paragraph 1. The Commission paragraph 1. The Commission paragraph 1. The Commission -
. . . . . . central authority, or central
shall forward a list of designated | shallHforward-atlistofdestgnated | shall forward a list of designated o -
.. .. .. authorities, referred to in
central authorities to the central-authoritiesto-the Member | central authorities to the Member -
. . o : paragraph 1. The Commission
Member States. The States—The-Commission-will-alse | States. The Commission will also . X
I . . . ) . } . shall forward a list of designated
Commission will also make make-publicly-avatable-alistof | make publicly available a list of o
. . . . i ) oo central authorities to the Member
publicly available a list of desiegnated central authorities to designated central authorities to . .
. .. o . . o . . States and make it publicly
designated central authorities to | facHitate-thenetificationsbya facilitate the notifications by a .
o1 . . . : . . available.
facilitate the notifications by a service provider to the Member service provider to the Member
service provider to the Member | States-where-itslegal States where its legal
States where its legal representative resides or s representative resides or 1s
representative resides or is established: established.
established.
Article 6(3)
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78 3. Member States shall ensure 3 Member-States-shall-ensure 3. Member States shall ensure Provisional agreement 6th
that central authorities shall thatcentral-anthorittesshalt that their central authorities shall | trilogue 14/06/2022:
provide each other with relevant | previde-each-otherwithrelevant | provide-ecachotherwithrelevant 3 Member States shall ensure that
information and mutual HHormationad-atual coordinate and cooperate with their central authorities
assistance relevant to assistancerelevant-to-applieation | each other and, where relevant, coordinate and cooperate with
application of this Directive in a | efthisDireetive-in-a-consistent with the Commission, and each other and. where relevant
consistent and proportionate and proportionate manner. The provide any appropriate . o ’

S L . . . . with the Commission, and

manner. The provisioning of provistoning-of informationand | information and mutaal provide any appropriate
information and mutual mutual-assistance-shall-eoverin | assistance to each other in order | : . :

. X . . o information and assistance to each
assistance shall cover, in particutar. enforcement actions. 10 relevantto appheationot other in order to apply this
particular, enforcement actions. apply this Directive in a Directive in a consisten)t, and

consistent and proportionate rtionat Th
manner. The coordination propo. 10nf;1 © Tanuet . X

C . S coordination, cooperation and
cooperation and provisioning of rovisionine of information and
information and mutual Pro; & :

- hall i assistance shall cover, in
assistance sha ' COVCL, In. particular, enforcement actions.
particular, enforcement actions.

Article 6(4)
79 4. Member States shall ensure 4 Member-States-shall ensure 4 Member-Statesshall- ensure P r:lovts tor;;i(;l&g/;eoeznzztmt 7th
that the central authorities shall | thatthe-eentral-authoritiesshall that the central authoritics shall trilogue .
cooperate with each other and, cooperate with cach other and, cooperate with cach other and.
where relevant, with the where-relevant-with-the where-relevant-with-the [DELETE]
Commission to ensure the Commission-to-chastrethe Commisston-to-ensurethe
application of this Directive in a | application-ofthis Directiveina | apphleationofthisDirectiveina
consistent and proportionate consttentand-proportonite connistentand-propertionate
manner. Cooperation shall mannct. Cooperation shall cover. | manner. Cooperation shall cover,
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cover, in particular, enforcement | in-particlar,enforcement parte ar-onforcement
actions. actons: ACHORS
Article 7
Article 7 Artielte 7 Article 7
80 Transposition Fransposition Transposition
Article 7(1)
. o N Provisional agreement 7th
81 1. Member States shall bring +Member-Statesshall- bringinte | 1. Member States shall bring into » 28/06/2022-
into force the laws, regulations | foree-thelaws;regulationsand force the laws, regulations and trilogue :
and administrative provisions admintstrative-provistons administrative provisions —
necessary to comply with this necessary to comply with this necessary to comply with this 1. Member States shau bring into
Directive by 6 months after Direetive-by-6-menths-afterentry | Directive by 6 18 months after forcc? the laWS, regu.la.tlons and
entry into force. They shall wteforee—Fheyshal entry into force. They shall administrative provasions
immediately inform the immediately-inform-the immediately inform the necessary to comply with this
Commission thereof. Commission-thereof: Commission thereof. Directive by [18] months after
entry into force. They shall
immediately inform the
Commission thereof.
Article 7(2)
82 2. When Member States adopt 2. When Member States adopt 2. When Member States adopt Provisional agreement 6th
these measures, they shall these-measures;-they-shall-eontain | these measures, they shall contain | trilogue 14/06/2022:
contain a reference to this a reference to this Directive or a reference to this Directive or
Directive or shall be shaH-be-accompanted-bysuch shall be accompanied by such
accompanied by such reference | reference-onthe-oceasionoftheir | reference on the occasion of their
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on the occasion of their official | effietal publication—Themethods | official publication. The methods

publication. The methods of of making suchreferenceshallbe | of making such reference shall be | 2 When Member States adopt

making such reference shall be | laid-down-by-MemberStates: laid down by Member States. these measures, they shall contain

laid down by Member States. a reference to this Directive or
shall be accompanied by such
reference on the occasion of their
official publication. The methods
of making such reference shall be
laid down by Member States.

Article 7(3)

83 3. Member States shall 3. Member States shall 3. Member States shall Provisional agreement 6th
communicate to the communicate-to-the-Commission | communicate to the Commission | trilogue 14/06/2022:
Commission the text of the the-text-of the-measures—of the text of the measures of
measures of national law which | natienaHaw-which-they-adeptin | national law which they adopt in | FUNERBETSTAeYShAT
they adopt in the field covered the ficld covered by this the field covered by this Ty T Y e ——
by this Directive. Directive. Directive. e (st T e T o

national law which they adopt in
the field covered by this Directive.

Article 8

84

Article 8 Artiele-§ Article 8
Evaluation Everuertion Evaluation
Article 8, paragraph 1
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85 By [5 years from the date of By Byearsfromthedateof By [5 years from the date of Provisionally agreed at technical
application of this Directive] at | application-of thisDPirectivelat application of this Directive] at level 20/09/2022:
the latest, the Commission shall | thelatest-the Commissionshall the latest, the Commission shall
carry out an evaluation of the earry out an evaluation of the carry out an evaluation of the By /X years from the date of
Directive and present a report to | Direetive-andpresentarepoertte | Directive and present a report to application of this Directive] at
the European Parliament and to | the EuropeanParliamentand-to the European Parliament and to the latest, the Commission shall
the Council on the application of | the-Counetl-on-the-applieationof | the Council on the application of carry out an evaluation of the
this Directive, which shall this Directive which shall this Directive, which shall Shiaetve, The Cemmmasam dhaill
include an assessment of the inelude-an-assessment-of the-need | include an assessment of the need | yanamit this report to the
need to enlarge its scope. Where | to-enlarge-its-seope—Where to enlarge its scope. Where European Parliament and the
appropriate, the report shall be appropriate;-the-report-shall-be appropriate, the report shall be el e cvalietien ahall he
accompanied by a proposal for | aceompanied-by-apropesalfor accompanied by a proposal for conducted according to the
the amendment of this Directive. | the-amendment-of-this Directive: | the amendment of this Directive. | commission's better regulation
The evaluation shall be The evaluation shall be The evaluation shall be guidelines. Member States shall
conducted according to the conducted according to the conducted according to the provide the Commission with the
Commission's Better Regulation | Commission'sBetterRegutation | Commission's Better Regulation | i1 formation necessary for the
Guidelines. Member States shall | Guidelines—Member-Statesshall | Guidelines. Member States shall preparation of that Report.
provide the Commission with provide-the-Commisston-with-the | provide the Commission with the
the information necessary for formationneeessaryforthe information necessary for the
the preparation of that Report. preparation of that Report. preparation of that Report.
Article
86 Article 9 Artiete 9 Article 9
Entry into force Frbv-frio-foree Entry into force
Article 9, paragraph 1
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87 This Directive shall enter into TFhisDirective-shall-enter-inte This Directive shall enter into Provisional agreement 6th
force on the twentieth day foree on the twenticth day force on the twentieth day trilogue 14/06/2022:
following that of its publication | feHewingthatefitspublication following that of its publication
in the Official Journal of the wrthe Officicd Jowrnal of the in the Official Journal of the T | ————
European Union. Luropean -Union. European Union. force on the twentieth day
following that of its publication in
the Official Journal of the
European Union.
Article 10
88 Article 10 Article 10 Article 10
Addressees Addressees Addressees
Article 10, paragraph 1
89 This Directive is addressed to ThisDireetive-is-addressed-to-the | This Directive is addressed to the | Provisional agreement 6th
the Member States in Member States in accordance Member States #-accerdance trilogue 14/06/2022:
accordance with the Treaties. with the Treaties. with-the Treattes.
This Directive is addressed to the
Member States in accordance with
the Treaties.
Formula
90 Done at Brussels, Done-at Brussels: Done at Brussels,
Formula
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For the European Parliament For-the-EuropeanPartianent For the European Parliament
91
The President The Presiiges
Formula
For the Council Forthe-Council For the Council
92
The Prosid .
The President The President
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REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

on European Production and Preservation Orders for electronic evidence in
criminal matters
2018/0108(COD)
DRAFT

The amendments made by the EP and the Council in the text of the proposal for a Directive compared to the Commission's proposal are marked as
follows:

- the new text is marked in bold italics;
- the deleted parts of the text are marked in strikethrough.
- the parts amended following discussions at trilogues or technical meetings will be underlined.

Where full paragraphs of the Commission's proposal were not amended by the EP and the Council, they are not repeated in the columns reflecting their
respective positions, but are marked with a diagonal line in the 4th column.

Parts provisionally agreed at the trilogue are going to be marked in green.
Parts provisionally agreed at the technical meetings and to be confirmed at the trilogue are going to be marked in blue.

Parts to be further discussed are going to be marked in yellow.

Footnotes are marked in red. Their numbering does not correspond to the respective original documents. Updating and renumbering must be
done_manually (NO automatic update).

MK/mj
ANNEX JAL2 LIMITE EN



Version: 14/10/2022

Commission Proposal

EP mandate

Council Mandate

Draft agreement

Formula

1 COM/2018/225 final - 2018/0108 (COD) A9-9999/2020 - 11 December 2020 10206/19 as supplemented by 9365/19

Proposal Title

2 Proposal for a REGULATION OF THE Proposal for a REGULATION OF THE Proposal for a REGULATION OF THE
EUROPEAN PARLIAMENT AND OF EUROPEAN PARLIAMENT AND OF EUROPEAN PARLIAMENT AND OF
THE COUNCIL on European Production THE COUNCIL on European Production THE COUNCIL on European Production
and Preservation Orders for electronic and Preservation Orders for electronic and Preservation Orders for electronic
evidence in criminal matters information in criminal proceedings evidence in criminal matters

Formula

3 THE EUROPEAN PARLIAMENT AND
THE COUNCIL OF THE EUROPEAN
UNION,

Formula

4 Having regard to the Treaty on the
Functioning of the European Union, and in
particular Article 82(1) thereof,

Formula

5 Having regard to the proposal from the
European Commission,

Formula

6 After transmission of the draft legislative
act to the national parliaments,

ANNEX

JAL2

MK/mj
LIMITE

EN




Version: 14/10/2022

Commission Proposal EP mandate Council Mandate Draft agreement

Formula

7 Having regard to the opinion of the
European Economic and Social
Committee',

'oJjc,,p..

Formula

8 Acting in accordance with the ordinary
legislative procedure,

9 Whereas:

Recital 1

10 (1) The Union has set itself the objective of
maintaining and developing an area of
freedom, security and justice. For the
gradual establishment of such an area, the
Union is to adopt measures relating to
judicial cooperation in criminal matters
based on the principle of mutual
recognition of judgments and judicial
decisions, which is commonly referred to
as a cornerstone of judicial cooperation in
criminal matters within the Union since the
Tampere European Council of 15 and 16
October 1999.
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Recital 2

11

(2) Measures to obtain and preserve
electronic evidence are increasingly
important to enable criminal investigations
and prosecutions across the Union.
Effective mechanisms to obtain electronic
evidence are of the essence to combat
crime, subject to conditions to ensure full
accordance with fundamental rights and
principles recognised in the Charter of
Fundamental Rights of the European
Union as enshrined in the Treaties, in
particular the principles of necessity and
proportionality, due process, data
protection, secrecy of correspondence and
privacy.

(2) Measures to obtain and preserve
electronic information are increasingly
important to enable criminal investigations
and prosecutions across the Union.
Effective mechanisms to obtain electronic
information are essential to combat crime,
subject to conditions and safeguards to
ensure full compliance with fundamental
rights and principles recognised in Arficle 6
of the Treaty on European Union (TEU)
and the Charter of Fundamental Rights of
the European Union (‘the Charter’), in
particular the principles of necessity and
proportionality, due process, protection of
privacy and personal data and
confidentiality of communications.

(2) Measures to obtain and preserve
electronic evidence are increasingly
important to enable criminal investigations
and prosecutions across the Union.
Effective mechanisms to obtain electronic
evidence are of the essence to combat
crime, subject to conditions to ensure full
accordance with fundamental rights and
principles recognised in the Charter of
Fundamental Rights of the European Union
as enshrined in the Treaties, in particular
the principles of necessity and
proportionality, due process, data
protection, secrecy of correspondence and
privacy.

Rapporteur proposal 24/08/2022:

(2) Measures to obtain and preserve
electronic evidence are increasingly
important to enable criminal investigations
and prosecutions across the Union.
Effective mechanisms to obtain electronic
evidence are essential to combat crime,
subject to conditions and safeguards to
ensure full compliance with fundamental
rights and principles recognised in Arficle 6
of the Treaty on European Union (TEU)
and the Charter of Fundamental Rights of
the European Union (‘the Charter’), in
particular the principles of necessity and
proportionality, due process, protection of
privacy and personal data and
confidentiality of communications.

Recital 3
12 (3) The 22 March 2016 Joint Statement of | 3)-The22March2016Joint-Statement-of (3) The 22 March 2016 Joint Statement of
the Ministers of Justice and Home Affairs the-Minsters-of Justiceand Home-Adlairs the Ministers of Justice and Home Affairs
and representatives of the Union and-representatives-of the Union and representatives of the Union
institutions on the terrorist attacks in institutions-on-the-terrorist-attacksin institutions on the terrorist attacks in
Brussels stressed the need, as a matter of Brussels-stressed-the need;-as-amatterof Brussels stressed the need, as a matter of
priority, to find ways to secure and obtain priority-to-find-ways-to-secure-and-obtain priority, to find ways to secure and obtain
electronic evidence more quickly and cleetronie-cvidenec-more-quickly-and electronic evidence more quickly and
effectively and to identify concrete effectively-and-to-identifyy conerete effectively and to identify concrete
measures to address this matter. measures-to-address-this-matter: measures to address this matter.
Recital 4
MK/mj 4
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13 (4) The Council Conclusions of 9 June -The-Counei-Conclustons-of 9-June (4) The Council Conclusions of 9 June
2016 underlined the increasing importance | 2016-underlined-the-inereasingimpeortanee | 2016 underlined the increasing importance
of electronic evidence in criminal ofclectronicevidenecin-eriminal of electronic evidence in criminal
proceedings, and of protecting cyberspace | preeceedings-and-ofprotecting-eyberspace proceedings, and of protecting cyberspace
from abuse and criminal activities for the from-abuse-and-ertminal-activitiesforthe from abuse and criminal activities for the
benefit of economies and societies, and benefitof economies-and-societies;-and benefit of economies and societies, and
therefore the need for law enforcement and | therefore-theneed-forlaw-enforcementand | therefore the need for law enforcement and
judicial authorities to have effective tools jodicial-autheritiesto-haveeffectivetools judicial authorities to have effective tools
to investigate and prosecute criminal acts to-investigate-and-prosecute-criminal-aets to investigate and prosecute criminal acts
related to cyberspace. related-to-cyberspaee: related to cyberspace.

Recital 5

14 (5) In the Joint Communication on Er-hrtheJontCommtmnteationon (5) In the Joint Communication on
Resilience, Deterrence and Defence of 13 Resthience Deterrence-and Defenceof 13 Resilience, Deterrence and Defence of 13
September 20172, the Commission September 2017 -the Commission September 20172, the Commission
emphasised that effective investigation and | emphasised-thateffeetive-investigationand | emphasised that effective investigation and
prosecution of cyber-enabled crime was a prosecution-of eyber-enabled-erime-wasa prosecution of cyber-enabled crime was a
key deterrent to cyber-attacks, and that key-deterrentto-eyber-attacks-and-that key deterrent to cyber-attacks, and that
today’s procedural framework needed to be | teday>s-proceduralframeworkneededto-be | today’s procedural framework needed to be
better adapted to the internet age. Current better-adapted-to-the-internet age—Current better adapted to the internet age. Current
procedures at times could not match the procedures-at- times-cotld-not-mateh-the procedures at times could not match the
speed of cyber-attacks, which create speed-of-eyber-attacks;-which-ereate speed of cyber-attacks, which create
particular need for swift cooperation across | particularneedforswiftcooperationaeross | particular need for swift cooperation across
borders. borders: borders.
2JOIN(2017) 450 final. 2JOINQR017)450 finak 2JOIN(2017) 450 final.

Recital 6

15 (6) The European Parliament echoed these | (6)FheEuropeanParliamentechoedthese | (6) The European Parliament echoed these
concerns in its Resolution on the fight conecerasintsResolutiononthe ficht concerns in its Resolution on the fight
against cybercrime of 3 October 20177, againstcybererime-of 3-October 20177 against cybercrime of 3 October 20177,
highlighting the challenges that the highlighting the-challenges-that-the highlighting the challenges that the
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currently fragmented legal framework can | eurrentlyfragmentedlegalframeworkean currently fragmented legal framework can
create for service providers seeking to createtorservieeprovidersseekingto create for service providers seeking to
comply with law enforcement requests and | eemply-with-law-enforeementrequests-and | comply with law enforcement requests and
calling on the Commission to put forward a | ealling-onthe Commissionto-putforwarda | calling on the Commission to put forward a
Union legal framework for electronic Unien-legal framework forelectronie Union legal framework for electronic
evidence with sufficient safeguards for the | evidence-with-sufficientsafeguardsforthe | evidence with sufficient safeguards for the
rights and freedoms of all concerned. rights-and-freedoms-ofall conecerned- rights and freedoms of all concerned.
32017/2068(INT). *2017/2068(ND: 32017/2068(INT).
Recital 7
16 (7) Network-based services can be (7) Network-based services can be (7) Network-based services can be Rapporteur proposal 24/08/2022 as

provided from anywhere and do not require
a physical infrastructure, premises or staff
in the relevant country. As a consequence,
relevant evidence is often stored outside of
the investigating State or by a service
provider established outside of this State.
Frequently, there is no other connection
between the case under investigation in the
State concerned and the State of the place
of storage or of the main establishment of
the service provider.

provided from anywhere and do not require
a physical infrastructure, premises or staff
in the relevant country where the service is
offered. Therefore, relevant electronic
information is often stored outside of the
investigating State, creating challenges
regarding the gathering of electronic
information in criminal proceedings.

provided from anywhere and do not require
a physical infrastructure, premises or staff
in the relevant country. As a consequence,
relevant evidence is often stored outside of
the investigating State or by a service
provider established outside of this State.
Frequently, there is no other connection
between the case under investigation in the
State concerned and the State of the place
of storage or of the main establishment of
the service provider.

amended by Presidency 14/10/2022:

(7) Network-based services can be provided
from anywhere and do not require a
physical infrastructure, premises or staff in
the relevant country where the service is
offered. Therefore, relevant electronic
evidence is often stored outside of the
investigating State or by a service
provider established outside of this State,
creating challenges regarding the
gathering of electronic evidence in
criminal proceedings.

Recital 8

17

(8) Due to this lack of connection, judicial
cooperation requests are often addressed to
states which are hosts to a large number of
service providers, but which have no other
relation to the case at hand. Furthermore,
the number of requests has multiplied in

(8) Due to this, judicial cooperation
requests are often addressed to states which
are hosts to a large number of service
providers. Furthermore, the number of
requests has multiplied . As a result,
obtaining electronic information using

(8) Due to this lack of connection, judicial
cooperation requests are often addressed to
states which are hosts to a large number of
service providers, but which have no other
relation to the case at hand. Furthermore,
the number of requests has multiplied in

Rapporteur proposal 24/08/2022:

(8) Judicial cooperation requests are often
addressed to states which are hosts to a
large number of service providers.
Furthermore, the number of requests has
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Commission Proposal

view of increasingly used networked
services that are borderless by nature. As a
result, obtaining electronic evidence using
judicial cooperation channels often takes a
long time — longer than subsequent leads
may be available. Furthermore, there is no
clear framework for cooperation with
service providers, while certain third-
country providers accept direct requests for
non-content data as permitted by their
applicable domestic law. As a
consequence, all Member States rely on the
cooperation channel with service providers
where available, using different national
tools, conditions and procedures. In
addition, for content data, some Member
States have taken unilateral action, while
others continue to rely on judicial
cooperation.

EP mandate

judicial cooperation channels often takes a
long time —which may cause problems
due to the often volatile nature of
electronic information. Furthermore, there
is no harmonised framework for
cooperation with service providers, while
certain third-country providers accept direct
requests for non-content data as permitted
by their applicable domestic law. As a
consequence, all Member States
increasingly rely on voluntary direct
cooperation channels with service providers
where available, applying different national
tools, conditions and procedures.

Council Mandate

view of increasingly used networked
services that are borderless by nature. As a
result, obtaining electronic evidence using
judicial cooperation channels often takes a
long time — longer than subsequent leads
may be available. Furthermore, there is no
clear framework for cooperation with
service providers, while certain third-
country providers accept direct requests for
non-content data as permitted by their
applicable domestic law. As a consequence,
all Member States rely on the cooperation
channel with service providers where
available, using different national tools,
conditions and procedures. In addition, for
content data, some Member States have
taken unilateral action, while others
continue to rely on judicial cooperation.

Draft agreement

multiplied in view of increasingly used
networked services. Directive 2014/41/EU
of the European Parliament and of the
Council’ provides for the possibility of
issuing a European Investigation Order
(EIO) for the purpose of gathering
evidencein another Member State.
However, the procedures and timelines
foreseen in the EIO mighty not be
appropriate for electronic evidence, which
is more volatile and could more easily and
quickly be deleted. As a result, obtaining
electronic evidence using judicial
cooperation channels often takes a long
time, resulting in situations where
subsequent leads might no longer be
available. Furthermore, there is no
harmonised framework for cooperation
with service providers, while certain third-
country providers accept direct requests for
other data than content data as permitted
by their applicable domestic law. As a
consequence, all Member States
increasingly rely on voluntary direct
cooperation channels with service providers
where available, applying different national
tools, conditions and procedures. For
content data, some Member States have
taken unilateral action, while others
continue to rely on judicial cooperation.

3 Directive 2014/41/EU of the European
Parliament and of the Council of 3 April
2014 regarding the European Investigation
Order in criminal matters (OJ L 130
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1.5.2014, p. 1).
Recital 9
18 (9) The fragmented legal framework (9) The fragmented legal framework (9) The fragmented legal framework Rapporteur proposal 24/08/2022:
creates challenges for service providers creates challenges for law enforcement, creates challenges for service providers
seeking to comply with law enforcement Jjudicial authorities and service providers seeking to comply with law enforcement (9) The fragmented legal framework creates
requests. Therefore there is a need to put seeking to comply with legal requests, as requests. Therefore there is a need to put challenges for law enforcement, judicial
forward a European legal framework for they are increasingly faced with legal forward a European legal framework for authorities and service providers seeking to
electronic evidence to impose an obligation | uncertainty and, potentially, conflicts of electronic evidence to impose an obligation | comply with legal requests, as they are
on service providers covered by the scope | law. Therefore there is a need to put on service providers covered by the scope increasingly faced with legal uncertainty
of the instrument to respond directly to forward specific rules as regards cross- of the instrument to respond directly to and, potentially, conflicts of law. Therefore
authorities without the involvement of a border judicial cooperation for preserving | authorities without systematic the there is a need to put forward specific rules
judicial authority in the Member State of and producing electronic information, in involvement of a judicial authority in the as regards cross-border judicial
the service provider. order to complement the existing EU law Member State of the service provider in cooperation for preserving and producing
and to clarify the rules of the cooperation | every case. electronic evidence, addressing the specific
between law enforcement, judicial nature of electronic evidence, including an
authorities and service providers in the obligation on service providers covered by
field of electronic information, while the scope of the instrument to respond
ensuring full compliance with directly to requests stemming from
Jfundamental rights and principles authorities in another Member State. With
recognised in Article 6 TEU and the this, this Regulation complements the
Charter and with the rule of law. existing Union law and clarifies the rules
applicable to law enforcement, judicial
authorities and service providers in the
field of electronic evidence, while ensuring
full compliance with fundamental rights.
Recital 9a
19 (9a) Directive 2014/41/EU of the Rapporteur proposal 24/08/2022:
European Parliament and of the Council’
provides for the acquisition, access and [DELETED; partly integrated into (7) and
production of evidence in one Member (®)]
State for criminal investigations and
proceedings in another Member State.
MK/mj 8
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The procedures and timelines foreseen in
the EIO may not be appropriate for
electronic information, which is more
volatile and could more easily and quickly
be deleted. This Regulation therefore
provides for specific procedures that
address the nature of electronic
information. However, in order to avoid a
long-term fragmentation of the Union
framework for judicial cooperation in
criminal matters, in the mid-term, the
Commission should assess the functioning
of the Regulation in relation with
Directive 2014/41/EU of the European
Parliament and of the Council.

3 Directive 2014/41/EU of the European
Parliament and of the Council of 3 April
2014 regarding the European
Investigation Order in criminal matters
(OJ L 130 1.5.2014, p. 1).

Recital 10
20 (10) Orders under this Regulation should H0)-Ordersunderthis Regulationshould (10) Orders under this Regulation should Rapporteur proposal 24/08/2022:
be addressed to legal representatives of be-addressed-to-legal representatives-of be addressed to legal representatives of
service providers designated for that serviee-providers-designated-for that service providers designated for that (10) Orders under this Regulation should be
purpose If a service provider established in | purpesetfaservice-providerestablishedin | purpose If a service provider established in | addressed directly to the designated
the Union has not designated a legal the-Union-hasnetdesignated-alegal the Union has not designated a legal establishment or to the legal representative
representative, the Orders can be addressed | representative;the-Orderscanbe-addressed | representative, the Orders can be addressed | designated by the service provider for that
to any establishment of this service to-amyv-establishmentof thissepiee to any establishment of this service purpose pursuant to Directive XXXX/XXX.
provider in the Union. This fall-back provider-inthe Union—This-fall-backeptien | provider in the Union. This fall-back option | Exceptionally, in emergency cases as
option serves to ensure the effectiveness of | serves-te-ensure-the-effectiveness-ofthe serves to ensure the effectiveness of the defined in this Regulation, where the
the system in case the service provider has | systemin-ease-theserviceproviderhasnet | system in case the service provider has not | designated establishment or the legal
not (yet) nominated a dedicated Eretynominated-a-dedicated representative- | (yet) nominated a dedicated representative. | representative of a service provider does
MK/mj 9
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representative. not react to an EPOC or an EPOC-PR
within the deadlines, it should be possible
to address the EPOC or EPOC-PR to any
other establishment or legal representative
of the service provider in the Union.
Recital 10a
21 (10a) This Regulation respects Provisional agreement 7th trilogue
Sfundamental rights and observes the 28/06/2022:
principles recognised by Article 6 TEU
and the Charter, by international law and (10a) This Regulation respects
international agreements to which the fundamental rights and observes the
Union or all the Member States are party, principles recognised by Article 6 TEU
including the European Convention for and the Charter, by international law and
the Protection of Human Rights and international agreements to which the
Fundamental Freedoms, and in Member Union or all the Member States are party,
States' constitutions, in their respective including the European Convention for
fields of application. Such rights and the Protection of Human Rights and
principles include, in particular, the Fundamental Freedoms, and in Member
respect for private and family life, the States' constitutions, in their respective
protection of personal data, the right to an fields of application. Such rights and
effective remedy and to a fair trial, the principles include, in particular, the right
presumption of innocence and right of to liberty and security, the respect for
defence, the principles of legality and private and family life, the protection of
proportionality, as well as the right not to personal data, the freedom to conduct a
be tried or punished twice in criminal business, the right to property, the right to
proceedings for the same criminal an effective remedy and to a fair trial, the
offence. presumption of innocence and right of
defence, the principles of legality and
proportionality, as well as the right not to
be tried or punished twice in criminal
proceedings for the same criminal offence.
MK/mj 10
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Recital 10b
22 (10b) Nothing in this Regulation should Rapporteur proposal 22/06/2022:
be interpreted as prohibiting the refusal to
execute a European Production Order (10b) Nothing in this Regulation should be
where there are reasons to believe, on the interpreted as prohibiting the refusal to
basis of objective elements, that the execute a European Production Order
European Production Order has been where there are reasons to believe, on the
issued for the purpose of prosecuting or basis of objective elements, that the
punishing a person on account of the European Production Order has been
person’s gender, racial or ethnic origin, issued for the purpose of prosecuting or
religion, sexual orientation or gender punishing a person on account of the
identity, nationality, language or political person’s gender, racial or ethnic origin,
opinions, or that the person's position may religion, sexual orientation or gender
be prejudiced for any of those reasons. identity, nationality, language or political
opinions, or that the person's position may
be prejudiced for any of those reasons.
Recital 11
23 (11) The mechanism of the European (11) The mechanism of the European (11) The mechanism of the European Provisional written political agreement

Production Order and the European
Preservation Order for electronic evidence
in criminal matters can only work on the
basis of a high level of mutual trust
between the Member States, which is an
essential precondition for the proper
functioning of this instrument.

Production Order and the European
Preservation Order for electronic
information in criminal proceedings works
on the condition of mutual trust between
the Member States and a presumption of
compliance by other Member States with
Union law, the rule of law and, in
particular, with fundamental rights, which
are essential elements of the area of
freedom, security and justice within the
Union. However, if the executing
authority has substantial grounds for
believing that the execution of a European
Production Order would not be compatible
with its obligations concerning the

Production Order and the European
Preservation Order for electronic evidence
in criminal matters can only work on the
basis of a high level of mutual trust
between the Member States, which is an
essential precondition for the proper
functioning of this instrument.

13/07/2022:

(11) The mechanism of the European
Production Order and the European
Preservation Order for electronic
evidence in criminal proceedings relies
on the principle of mutual trust between
the Member States and a presumption of
compliance by Member States with
Union law, the rule of law and, in
particular, with fundamental rights,
which are essential elements of the area
of freedom, security and justice within
the Union. This mechanism enables
national competent authorities to send
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Commission Proposal

EP mandate

protection of fundamental rights
recognised in Article 6 TEU and in the
Charter, the execution of the European
Production Order should be refused.
Before deciding to raise one of the
grounds for non-recognition or non-
execution provided for in this Regulation,
the executing authority should consult the
issuing authority in order to obtain any
necessary additional information.
Information regarding a reasoned
proposal by the Commission to the
Council on the basis of Article 7(1) and 7
(2) TEU, indicating systemic or
generalised deficiencies, should be
particularly relevant for the purposes of
that assessment.

Council Mandate

Draft agreement
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authority should determine specifically
and precisely whether, having regard to
the concerned person’s personal
situation, as well as to the nature of the
offense for which the criminal
proceedings are conducted, and the
factual context that forms the basis of the
Order, and in the light of the information
provided by the issuing Member State,
there are substantial grounds for
believing that that person will run such a
risk of breach of his/her right to a fair
trial.
Recital 11a
24 (11a) If the European Council were to [DELETE]
adopt a decision determining, as provided
forin Article 7(2) TEU, that there is a
serious and persistent breach in the
issuing Member State of the principles set
out in Article 2 TEU, such as those
inherent in the rule of law, the executing
judicial authority may decide
automatically to raise one of the grounds
for non-recognition or non-execution
provided for in this Regulation, without
having to carry out any specific
assessment.
Recital 11b
25 (11b) The respect for private and family Provisional agreement 7th trilogue
life and the protection of natural persons 28/06/2022:
regarding the processing of personal data
are fundamental rights. In accordance (11¢) The respect for private and family
13
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Commission Proposal

EP mandate

with Articles 7 and 8(1) of the Charter and
Article 16(1) of the TFEU, everyone has
the right to respect for his or her private
and family life, home and
communications and to the protection of
personal data concerning them. When
implementing this Regulation, Member
States should ensure that personal data
are protected and processed only in
accordance with Regulation (EU)
2016/679 of the European Parliament and
of the Council’ and Directive (EU)
2016/680 of the European Parliament and
of the Council’, as well as Directive
2002/58/EC of the European Parliament
and of the Council®.

* Regulation (EU) 2016/679 of the
European Parliament and of the Council
of 27 April 2016 on the protection of
natural persons with regard to the
processing of personal data and on the
free movement of such data, and repealing
Directive 95/46/EC (General Data
Protection Regulation) (OJ L 119
4.5.2016, p. 1).

3 Directive (EU) 2016/680 of the European
Parliament and of the Council of 27 April
2016 on the protection of natural persons
with regard to the processing of personal
data by competent authorities for the
purposes of the prevention, investigation,
detection or prosecution of criminal
offences or the execution of criminal

Council Mandate

Draft agreement
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penalties, and on the free movement of
such data, and repealing Council
Framework Decision 2008/977/JHA (OJ
L 119 4.5.2016, p. 89).

¢ Directive 2002/58/EC of the European
Parliament and of the Council of 12 July
2002 concerning the processing of
personal data and the protection of
privacy in the electronic communications
sector (Directive on privacy and electronic
communications) (OJ L 201, 31.7.2002,

p-37).

Council Mandate Draft agreement

Recital 11c

26

(11¢) Personal data obtained under this
Regulation should only be processed when
necessary and in a manner that is
proportionate to the purposes of
Pprevention, investigation, detection and
prosecution of crime or enforcement of
criminal sanctions and the exercise of the
rights of defence. In particular, Member
States should ensure that appropriate data
protection policies and measures apply to
the transmission of personal data from
relevant authorities to service providers
for the purposes of this Regulation,
including measures to ensure the security
of the data. Service providers should
ensure that the same safeguards apply for
the transmission of personal data to
relevant authorities. Only authorised
persons should have access to information
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Draft agreement

containing personal data.

transmission of personal data to relevant
authorities. Only authorised persons
should have access to information
containing personal data.

Recital 12
27 (12) This Regulation respects fundamental | (}2)FhisRegulationrespeetsfundamental | (12) This Regulation respects fundamental | Rapporteur proposal 24/08/2022:
rights and observes the principles rights-and-observes-the prineiples rights and observes the principles
recognised in particular by the Charter of reeognised-H-partienlar by-the Charter-of recognised in particular by the Charter of [DELETED; moved up to line 21]
Fundamental Rights of the European Fundamental Rights-of the European Fundamental Rights of the European
Union. These include the right to liberty Union—These-include-the-right to-liberty Union. These include the right to liberty
and security, the respect for private and and-seeurity;-the respect-for private-and and security, the respect for private and
family life, the protection of personal data, | family-lifethe protectionofpersonal-data; | family life, the protection of personal data,
the freedom to conduct a business, the right | the-freedomto-conduct-abusiness;-theright | the freedom to conduct a business, the right
to property, the right to an effective to-property-the right to-an-effective remedy | to property, the right to an effective remedy
remedy and to a fair trial, the presumption | and-te-afairtrial-the presumptionof and to a fair trial, the presumption of
of innocence and right of defence, the innecenee-andright of defencethe innocence and right of defence, the
principles of the legality and prineiples-of-the legality-and principles of the legality and
proportionality, as well as the right not to propertionality-as-well-as-the right net-te proportionality, as well as the right not to
be tried or punished twice in criminal be-tried-orpunished-twice-in-eriminal be tried or punished twice in criminal
proceedings for the same criminal offence. | preeceedingsforthesame-eriminal-offence- | proceedings for the same criminal offence.
In case the issuing Member State has Tr-ease-the-issuing Member-State-has
indications that parallel criminal wcheattonsthat parabelertminal
proceedings may be ongoing in another proceedings-may be-ongoinginanother
Member State, it shall consult the Member-Stateit-shall consult-the
authorities of this Member State in authoritics-of this-Member-State-in
accordance with Council Framework secorduncewith-ComnetH-Framework
Decision 2009/948/JHA®. Beeiston 20009480 HA
* Council Framework Decision
2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of
exercise of jurisdiction in criminal
MK/mj 16
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proceedings (OJ L 328, 15.12.2009, p. 42).
Recital 12a
28 (12a) In case, the issuing Member State has | Provisional agreement 7th trilogue
indications that parallel criminal 28/06/2022:
proceedings may be ongoing in another
Member State, it shall consult the (12a) In case, the issuing Member State has
authorities of this Member State in indications that parallel criminal
accordance with Council Framework proceedings may be ongoing in another
Decision 2009/948/JHA*. In any case, a Member State, it should consult the
European Production Order should not authorities of this Member State in
be issued, if the issuing Member State accordance with Council Framework
has indications that this would be Decision 2009/948/JHA*. In any case, a
contrary to the ne bis in idem principle. European Production Order or European
Preservation Order should not be issued,
if the issuing Member State has
indications that this could lead to the
* Council Framework Decision violation of the ne bis in idem principle.
2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of
exercise of jurisdiction in criminal
proceedings (OJ L 328, 15.12.2009, p. 42). | #Council Framework Decision
2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of
exercise of jurisdiction in criminal
proceedings (OJ L 328, 15.12.2009, p. 42).
Recital 13
29 (13) In order to guarantee full respect of B3y -orderto-snarantecfullrespectof (13) In order to guarantee full respect of Rapporteur proposal 24/08/2022:
fundamental rights, this Regulation fundamental rights;-this Regulation fundamental rights, this Regulation
explicitly refers to the necessary standards | expheithyrefersto-the necessarystandards | explicitly refers to the necessary standards [DELETED; covered by recital 10a, line
regarding the obtaining of any personal regarding the-obtaining-of any personal regarding the obtaining of any personal 21]
data, the processing of such data, the data-the processing-of such-data; the data, the processing of such data, the
judicial review of the use of the judicial-revicew-of the-use-of the judicial review of the use of the
MK/mj 17
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investigative measure provided by this investigative-measure-provided-by-this investigative measure provided by this
instrument and the available remedies. instrument-and-the-available remedies: instrument and the available remedies.
Recital 13a
30 (13a) According to the European Court of Rapporteur proposal 24/08/2022:
Justice case-law, a general and
indiscriminate data retention by EU [DELETED:; covered by recitals (19) and
national security authorities seriously (19a), line 38]
interferes with the privacy rules
enshrined, in particular, in the EU
Charter of Fundamental Rights.
Therefore, the application of this
Regulation should not have the effect of
resulting in any general and
indiscriminate retention of data, nor
should it affect any rights of or obligations
incumbent on service providers
concerning the security of data, including
the right to encryption.
Recital 14
31 (14) This Regulation should be applied (14) The procedural rights in criminal (14) This Regulation should be applied Provisional agreement 7th trilogue
without prejudice to the procedural rights proceedings set out in Directives without prejudice to the procedural rights 28/06/2022:
in criminal proceedings set out in 2010/64/EU’, 2012/13/EU®, 2013/48/EU°, in criminal proceedings set out in
Directives 2010/64/EU°, 2012/13/EU®, 2016/343'°,2016/800'" and 2016/1919'% of | Directives 2010/64/EU?, 2012/13/EU°, (14) The procedural rights in criminal
2013/48/EU7, 2016/343%, 2016/800° and the European Parliament and of the Council | 2013/48/EU’, 2016/3438,2016/800° and proceedings set out in Directives
2016/1919'° of the European Parliament should apply, within the scope of those 2016/1919'° of the European Parliament 2010/64/EU’, 2012/13/EU¥, 2013/48/EU°,
and of the Council. Directives, to criminal proceedings and of the Council. 2016/343'°,2016/800'" and 2016/1919'* of
covered by this Regulation as regards the the European Parliament and of the Council
Member States bound by those Directives. should apply, within the scope of those
The procedural safeguards under the Directives, to criminal proceedings covered
3 Directive 2010/64/EU of the European Charter apply to all proceedings covered 3 Directive 2010/64/EU of the European by this Regulation as regards the Member
Parliament and of the Council of 20 by this Regulation. Parliament and of the Council of 20 States bound by those Directives. The
October 2010 on the right to interpretation October 2010 on the right to interpretation | procedural safeguards under the Charter
MK/mj 18
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Commission Proposal

and translation in criminal proceedings (OJ
L 280, 26.10.2010, p. 1).

¢ Directive 2012/13/EU of the European
Parliament and of the Council of 22 May
2012 on the right to information in
criminal proceedings (OJ L 142, 1.6.2012,

p- 1).

’ Directive 2013/48/EU of the European
Parliament and of the Council of 22
October 2013 on the right of access to a
lawyer in criminal proceedings and in
European arrest warrant proceedings, and
on the right to have a third party informed
upon deprivation of liberty and to
communicate with third persons and with
consular authorities while deprived of
liberty (OJ L 294, 6.11.2013, p. 1).

8 Directive (EU) 2016/343 of the European
Parliament and of the Council of 9 March
2016 on the strengthening of certain
aspects of the presumption of innocence
and of the right to be present at the trial in
criminal proceedings (OJ L 65, 11.3.2016,

p- D).

? Directive (EU) 2016/800 of the European
Parliament and of the Council of 11 May
2016 on procedural safeguards for children
who are suspects or accused persons in
criminal proceedings (OJ L 132,
21.5.2016, p. 1).

10 Directive (EU) 2016/1919 of the

EP mandate

" Directive 2010/64/EU of the European
Parliament and of the Council of 20
October 2010 on the right to interpretation
and translation in criminal proceedings (OJ
L 280, 26.10.2010, p. 1).

8 Directive 2012/13/EU of the European
Parliament and of the Council of 22 May
2012 on the right to information in criminal
proceedings (OJ L 142, 1.6.2012, p. 1).

? Directive 2013/48/EU of the European
Parliament and of the Council of 22
October 2013 on the right of access to a
lawyer in criminal proceedings and in
European arrest warrant proceedings, and
on the right to have a third party informed
upon deprivation of liberty and to
communicate with third persons and with
consular authorities while deprived of
liberty (OJ L 294, 6.11.2013, p. 1).

19 Directive (EU) 2016/343 of the European
Parliament and of the Council of 9 March
2016 on the strengthening of certain
aspects of the presumption of innocence
and of the right to be present at the trial in
criminal proceedings (OJ L 65, 11.3.2016,

p. 1).

' Directive (EU) 2016/800 of the European
Parliament and of the Council of 11 May
2016 on procedural safeguards for children
who are suspects or accused persons in

Council Mandate

and translation in criminal proceedings (OJ
L 280, 26.10.2010, p. 1).

¢ Directive 2012/13/EU of the European
Parliament and of the Council of 22 May
2012 on the right to information in criminal
proceedings (OJ L 142, 1.6.2012, p. 1).

’ Directive 2013/48/EU of the European
Parliament and of the Council of 22
October 2013 on the right of access to a
lawyer in criminal proceedings and in
European arrest warrant proceedings, and
on the right to have a third party informed
upon deprivation of liberty and to
communicate with third persons and with
consular authorities while deprived of
liberty (OJ L 294, 6.11.2013, p. 1).

¥ Directive (EU) 2016/343 of the European
Parliament and of the Council of 9 March
2016 on the strengthening of certain
aspects of the presumption of innocence
and of the right to be present at the trial in
criminal proceedings (OJ L 65, 11.3.2016,

p- 1.

° Directive (EU) 2016/800 of the European
Parliament and of the Council of 11 May
2016 on procedural safeguards for children
who are suspects or accused persons in
criminal proceedings (OJ L 132, 21.5.2016,

p- D.

10 Directive (EU) 2016/1919 of the
European Parliament and of the Council of

Draft agreement
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European Parliament and of the Council of
26 October 2016 on legal aid for suspects
and accused persons in criminal
proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297,4.11.2016, p. 1).

criminal proceedings (OJ L 132, 21.5.2016,
p.- 1).

12 Directive (EU) 2016/1919 of the
European Parliament and of the Council of
26 October 2016 on legal aid for suspects
and accused persons in criminal
proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297,4.11.2016, p. 1).

26 October 2016 on legal aid for suspects
and accused persons in criminal
proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297,4.11.2016, p. 1).

2016 on procedural safeguards for children
who are suspects or accused persons in
criminal proceedings (OJ L 132, 21.5.2016,

p. ).

12 Directive (EU) 2016/1919 of the
European Parliament and of the Council of
26 October 2016 on legal aid for suspects
and accused persons in criminal
proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297,4.11.2016, p. 1).

Recital 14a
32 (14a) Where the issuing Member State has Provisional agreement 6th trilogue
reason to believe that parallel criminal 14/06/2022:
proceedings may be ongoing in another
Member State, it should consult the In order to guarantee full respect of
authorities of the latter Member State in fundamental rights, the probatory value of
accordance with Council Framework the evidence gathered in application of this
Decision 2009/948/JHA". Regulation should be assessed in trial by
the competent judicial authority, in
accordance with national law and in
compliance with, notably, the right to a
I3 Council Framework Decision fair trial and the right of defence.
2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of
exercise of jurisdiction in criminal
proceedings (OJ L 328, 15.12.2009, p. 42).
Recital 15
33 (15) This instrument lays down the rules (15) This instrument lays down the rules (15) This instrument lays down the rules Rapporteur proposal 24/08/2022:

under which a competent judicial authority
in the European Union may order a service

under which, in a criminal proceeding, a
competent judicial authority in the

under which a competent judicial authority
in the European Union may order a service

(15) This instrument lays down the rules

ANNEX

JAL2

MK/mj
LIMITE

20
EN




Version: 14/10/2022

Commission Proposal

EP mandate

Council Mandate

Draft agreement

provider offering services in the Union to
produce or preserve electronic evidence
through a European Production or
Preservation Order. This Regulation is
applicable in all cases where the service
provider is established or represented in
another Member State. For domestic
situations where the instruments set out by
this Regulation cannot be used, the
Regulation should not limit the powers of
the national competent authorities already
set out by national law to compel service
providers established or represented on
their territory.

European Union may order a service
provider offering services in the Union to
produce or preserve electronic information
that may serve as evidence through a
European Production or Preservation
Order. This Regulation is applicable in all
cross-border cases where the service
provider has its main establishment in
another Member State, or, if where it is
not established in the Union, is legally
represented in another Member State.
Authorities of the Member States should
not issue domestic orders with
extraterritorial effects for the production
or preservation of electronic information
that could be requested on the basis of this
Regulation.

provider offering services in the Union to
produce or preserve electronic evidence
through a European Production or
Preservation Order. This Regulation is
applicable in all cases where the service
provider is established or represented in
another Member State. For domestic
situations where the instruments set out by
this Regulation cannot be used, the
Regulation should not limit the powers of
the national competent authorities already
set out by national law to compel service
providers established or represented on
their territory.

under which, in a criminal proceeding, a
competent judicial authority in the
European Union may order a service
provider offering services in the Union to
produce or preserve electronic evidence
through a European Production or
Preservation Order. This Regulation is
applicable in all cross-border cases where
the service provider has its designated
establishment or legal representative in
another Member State. This Regulation is
without prejudice to the powers of national
authorities to address service providers
established or represented on their
territory to comply with similar national
measures.

Presidency note: The Presidency asked to
include a reference to the enforcement of
custodial sentences in the first sentence of
recital 15. The EP is opposed to this since
this recital is based on line 126 (Subject
matter), which was agreed in the 7th
trilogue. A potential reference to custodial
sentences could be added later in another
recital (e.g. recital (24b), line 47).

Recital 16

34

(16) The service providers most relevant
for criminal proceedings are providers of
electronic communications services and
specific providers of information society
services that facilitate interaction between
users. Thus, both groups should be covered
by this Regulation. Providers of electronic

(16) The service providers most relevant
for gathering electronic information in
criminal proceedings are providers of
electronic communications services and
specific providers of information society
services that facilitate interaction between
users. Thus, both groups should be covered

(16) The service providers most relevant
for criminal proceedings are providers of
electronic communications services and
specific providers of information society
services that facilitate interaction between
users. Thus, both groups should be covered
by this Regulation. Providers of electronic

Rapporteur proposal 27/09/2022:

(16) The service providers most relevant for
gathering evidence in criminal proceedings
are providers of electronic communications
services and specific providers of
information society services that facilitate
interaction between users. Thus, both
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Commission Proposal

communications services are defined in the
proposal for a Directive establishing the
European Electronic Communications
Code. They include inter-personal
communications such as voice-over-IP,
instant messaging and e-mail services. The
categories of information society services
included here are those for which the
storage of data is a defining component of
the service provided to the user, and refer
in particular to social networks to the
extent they do not qualify as electronic
communications services, online
marketplaces facilitating transactions
between their users (such as consumers or
businesses) and other hosting services,
including where the service is provided via
cloud computing. Information society
services for which the storage of data is not
a defining component of the service
provided to the user, and for which it is
only of an ancillary nature, such as legal,
architectural, engineering and accounting
services provided online at a distance,
should be excluded from the scope of this
Regulation, even where they may fall
within the definition of information society
services as per Directive (EU) 2015/1535.

EP mandate

by this Regulation. Providers of electronic
communication services are defined in
Directive (EU) 2018/1972 of the European
Parliament and of the Council®. They
include inter-personal communications
such as voice-over-IP, instant messaging
and e-mail services. The categories of
information society services included in
this Regulation are those for which the
storage of data is a defining component of
the service provided to the user, and refer
in particular to social networks to the extent
they do not qualify as electronic
communications services, online
marketplaces facilitating transactions
between their users (such as consumers or
businesses) and other hosting services,
including where the service is provided via
cloud computing.

4 Directive (EU) 2018/1972 of the
European Parliament and of the Council
of 11 December 2018 establishing the
European Electronic Communications
Code (OJ L 321, 17.12.2018, p. 36).

Council Mandate

communications services are defined in the
proposal for a Directive establishing the
European Electronic Communications
Code. They include inter-personal
communications such as voice-over-IP,
instant messaging and e-mail services. This
Regulation should also be applicable to
other Fhe-eategories-of information society
services providers within the meaning of
Directive (EU) 2015/1535inckaded-here-are

thesefor-which-the storage-of data-isa
EEI gee fli 5; € 5.;5|55f5.55
networks-to-the-extent-they that do not

qualify as electronic communications
services-providers, but offer their users
the ability to communicate with each
other or offer their users services that
can be used to process or store data on
their behalf. This should be in line with
the terms used in the Budapest
Convention on cybercrime. Processing of
data should be understood in a technical
sense, meaning the creation or
manipulation of data, i.e. technical
operations to produce or alter data by
means of computer processing power.
The categories of service providers
included here are, for example online

marketplaces faeilitatingtransactions
between-theirusers{such-as providing
consumers or-and businesses the ability to
communicate with each other and other
hosting services, including where the
service is provided via cloud computing, as
well as online gaming platforms and
online gambling platforms. Where an

Draft agreement

groups should be covered by this
Regulation. Providers of electronic
communication services are defined in
Directive (EU) 2018/1972. They include
inter-personal communications such as
voice-over-IP, instant messaging and e-mail
services. This Regulation should also be
applicable to other information society
services providers within the meaning of
Directive (EU) 2015/1535 that do not
qualify as electronic communications
service-providers, but offer their users
the ability to communicate with each
other or offer their users services that
can be used to process or store data on
their behalf. This should be in line with
the terms used in the Budapest
Convention on Cybercrime. Processing of
data should be understood in a technical
sense, meaning the creation or
manipulation of data, i.e. technical
operations to produce or alter data by
means of computer processing power.

The categories of service providers
included here are, for example online
marketplaces providing consumers and
businesses the ability to communicate
with each other and other hosting services,
including where the service is provided via
cloud computing, as well as online gaming
platforms and online gambling
platforms. Where an information society
service provider does not provide its
users the ability to communicate with
each other, but only with the service
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information society service provider does
not provide its users the ability to
communicate with each other, but only
with the service provider, or does not
provide the ability to process or to store
data, or where the ability to
store/process data is not an essential part
of the service provided to users, such as
legal, architectural, engineering and
accounting services provided online at a
distance, it would not fall within the
scope of the definition, even if within the
definition of information society services
pursuant to Directive (EU) 2015/1535.

provider, or does not provide the ability
to process or to store data, or where the
ability to store/process data is not an
essential part of the service provided to
users, such as legal, architectural
engineering and accounting services
provided online at a distance, it would
not fall within the scope of the definition,
even if within the definition of
information society services pursuant to
Directive (EU) 2015/1535.

Information-soeietyservicesfor-which-the
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& . ) & ’ t
o f . ’
’ ™ enei o
g ) g led lg'
i b
. o,
f N Iy )
e . . .
Direeti EIIQ§§§I§§S. f
Recital 17
35 (17) In many cases, data is no longer stored | (F)-Hmany-eases;-datais-no-longerstored | (17) In many cases, data is no longer stored | Rapporteur proposal 30/09//2022:
or processed on a user's device but made or-processed-ona-user's-device-but-made or processed on a user's device but made
available on cloud-based infrastructure for | available-oncloud-basedinfrastruetarefor | available on cloud-based infrastructure for
access from anywhere. To run those aceess-from-anywhere—Fo-run-these access from anywhere. To run those
services, service providers do not need to serviees;-serviec-providers-do-not-need-to services, service providers do not need to (17) In many cases, data is no longer stored
be established or to have servers in a be-established-orto-have serversina be established or to have servers in a or processed on a user's device but made
specific jurisdiction. Thus, the application | speetfiejurisdietion—Thus;the-apphication specific jurisdiction. Thus, the application available on cloud-based infrastructure for
of this Regulation should not depend on of thisRegulationshould-not-depend-onthe | of this Regulation should not depend on the | access from anywhere. To run those
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the actual location of the provider's
establishment or of the data processing or
storage facility.

actual location of the provider's
establishment or of the data processing or
storage facility.

services, service providers do not need to be
established or to have servers in a specific
jurisdiction. Thus, the application of this
Regulation should not depend on the actual
location of the provider's establishment or
of the data processing or storage facility.

Recital 18

36

(18) Providers of internet infrastructure
services related to the assignment of names
and numbers, such as domain name
registrars and registries and privacy and
proxy service providers, or regional
internet registries for internet protocol
(‘IP”) addresses, are of particular relevance
when it comes to the identification of
actors behind malicious or compromised
web sites. They hold data that is of
particular relevance for criminal
proceedings as it can allow for the
identification of an individual or entity
behind a web site used in criminal activity,
or the victim of criminal activity in the
case of a compromised web site that has
been hijacked by criminals.

(18) Providers of internet infrastructure
services related to the assignment of names
and numbers, such as domain name
registrars and registries and proxy service
providers, or regional internet registries for
internet protocol (‘IP’) addresses, are of
particular relevance when it comes to the
identification of actors behind malicious or
compromised web sites. They hold data
that could allow for the identification of an
individual or entity behind a web site used
in a criminal activity, or the victim of a
criminal activity

(18) Providers of internet infrastructure
services related to the assignment of names
and numbers, such as domain name
registrars and registries and privacy and
proxy service providers, or regional internet
registries for internet protocol (‘IP’)
addresses, are of particular relevance when
it comes to the identification of actors
behind malicious or compromised web
sites. They hold data that is of particular
relevance for criminal proceedings as it can
allow for the identification of an individual
or entity behind a web site used in criminal
activity, or the victim of criminal activity in
the case of a compromised web site that has
been hijacked by criminals.

Rapporteur proposal 24/08/2022:

(18) Providers of internet infrastructure
services related to the assignment of names
and numbers, such as domain name
registrars and registries and privacy and
proxy service providers, or regional internet
registries for internet protocol (‘IP”)
addresses, are of particular relevance when
it comes to the identification of actors
behind malicious or compromised web
sites. They hold data that could allow for
the identification of an individual or entity
behind a web site used in @ criminal
activity, or the victim of @ criminal activity.

Recital 18
37 (18a) Orders under this Regulation should Rapporteur proposal 24/08/2022:
be addressed to the main establishment of
the service providers or to legal [DELETED; covered by recital (10), line
representatives designated for that 20]
purpose as regards service providers not
established in one of the Member States
bound by this Regulation. As regards a
MK/mj 24
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service provider with establishments in
more than one Member State, the main
establishment should be the place of its
central administration in the Union,
unless the decisions on the purposes and
means of the processing of data are taken
in another establishment of the service
provider in the Union and the latter
establishment has the power to have such
decisions implemented, in which case the
establishment having taken such decisions
should be considered to be the main
establishment.

Recital 19

38

(19) This Regulation regulates gathering of
stored data only, that is, the data held by a
service provider at the time of receipt of a
European Production or Preservation Order
Certificate. It does not stipulate a general
data retention obligation, nor does it
authorise interception of data or obtaining
to data stored at a future point in time from
the receipt of a production or preservation
order certificate. Data should be provided
regardless of whether it is encrypted or not.

(19) This Regulation regulates gathering of
data stored by a service provider at the
time of the issuing of a European
Production or Preservation Order only. It
does not stipulate a general data retention
obligation, nor does it authorise
interception of data or obtaining data stored
at a future point from the issuing of a

European production or preservation order.

(19) This Regulation regulates gathering of
stored data only, that is, the data held by a
service provider at the time of receipt of a
European Production or Preservation Order
Certificate. It does not stipulate a general
data retention obligation, nor does it
authorise interception of data or obtaining
to data stored at a future point in time from
the receipt of a production or preservation
order certificate. Data should be provided
regardless of whether it is encrypted or not.

Commission proposal 28/07/2022:

(19) This Regulation should regulate the
gathering of data stored by a service
provider at the time of receipt of a
European Production or Preservation Order
only. It should not stipulate a general data
retention obligation for service providers
and it should not have the effect of
resulting in any general and
indiscriminate retention of data. The
Regulation also should not authorise
interception of data or obtaining data stored
at a future point from the receipt of a
European production or preservation order.

(19a) The application of this Regulation
should not affect the use of encryption by
service providers or their users. Data
sought by means of a European
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Production or Preservation Order should
be provided or preserved regardless of
whether it is encrypted or not. However,
this Regulation should not stipulate any
obligation for service providers to decrypt
data.
Recital 20
39 (20) The categories of data this Regulation | (20) The categories of data which this (20) The categories of data this Regulation | Rapporteur proposal 24/08/2022:
covers include subscriber data, access data, | Regulation covers include subscriber data, covers include subscriber data, access data, (20) This Regulation should cover the data
transactional data (these three categories traffic data and content data. Such transactional data (these three categories > weswiatl
being referred to as ‘non-content data’) and | categorisations are in line with the laws being referred to as ‘non-content data’) and categories subscriber data, t rafﬁ ¢ ('1at'a a¥1d
content data. This distinction, apart from of many Member States, Union law such content data. This distinction, apart from co.n;er}llt dlata. Sl;Ch catﬁortﬁlttosn fldline
the access data, exists in the legal laws of as Directive 2002/58/EC and the case law | the access data, exists in thedegal laws of wzt- the laws o many. efn er States,
many Member States and also in the of the Court of Justice, as well as many Member States and also in the BT D ORI 2002/58{EC
current US legal framework that allows international law, notably the Convention | current US legal framework that allows Egd the-case lmf} of the Court of Ju]: ce, as
service providers to share non-content data | on Cybercrime of the Council of Europe service providers to share non-content data el tl?tematmnal lavy, g bl .
with foreign law enforcement authorities (CETS No.185) (‘Budapest convention’) . | with foreign law enforcement authorities on AL (70 A (:f (eefCounel
on a voluntary basis. a voluntary basis. 7 Europi ¢ (,CETS NSO dapes:
convention’).
Recital 21
40 (21) It is appropriate to single out access (21) It is appropriate to single out (21) It is appropriate to single out access Rapporteur proposal 24/08/2022:
data as a specific data category used in this | subscriber data as a specific data category | data as a specific data category used in this
Regulation. Access data is pursued for the | used in this Regulation. Subscriber data is | Regulation. Access data is pursued for the [DELETED; covered by recital (22a), line
same objective as subscriber data, in other | pursued to identify the underlying user, and | same objective as subscriber data, in other | 42]
words to identify the underlying user, and | the level of interference with fundamental words to identify the underlying user, and
the level of interference with fundamental rights is lower than is the case with other, | the level of interference with fundamental
rights is similar to that of subscriber data. more sensitive data categories. rights is similar to that of subscriber data.
Access data is typically recorded as part of Access data is typically recorded as part of
a record of events (in other words a server a record of events (in other words a server
log) to indicate the commencement and log) to indicate the commencement and
termination of a user access session to a termination of a user access session to a
MK/mj 26
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service. It is often an individual IP address service. It is often an individual IP address
(static or dynamic) or other identifier that (static or dynamic) or other identifier that
singles out the network interface used singles out the network interface used
during the access session. If the user is during the access session. If the user is
unknown, it often needs to be obtained unknown, it often needs to be obtained
before subscriber data related to that before subscriber data related to that
identifier can be ordered from the service identifier can be ordered from the service
provider. provider.
Recital 22
41 (22) Transactional data, on the other hand, | (22) Traffic data, on the other hand, is (22) Transactional data, on the other hand, | Rapporteur proposal 24/08/2022:
is generally pursued to obtain information | generally pursued to obtain more privacy- is generally pursued to obtain information
about the contacts and whereabouts of the | intrusive information, such as the contacts | about the contacts and whereabouts of the [DELETED; combined with recital (22b),
user and may be served to establish a and whereabouts of the user and may be user and may be served to establish a line 43]
profile of an individual concerned. That served to establish a comprehensive profile | profile of an individual concerned. That
said, access data cannot by itself serve to of an individual concerned. Therefore, as said, access data cannot by itself serve to
establish a similar purpose, for example it regards its sensitivity, traffic data is establish a similar purpose, for example it
does not reveal any information on comparable to content data. does not reveal any information on
interlocutors related to the user. Hence this interlocutors related to the user. Hence this
proposal introduces a new category of data, proposal introduces a new category of data,
which is to be treated like subscriber data if which is to be treated like subscriber data if
the aim of obtaining this data is similar. the aim of obtaining this data is similar.
Recital 22
42 (22a) IP addresses can constitute a crucial Provisional agreement 7th trilogue
starting point for criminal investigations 28/06/2022:
in which the identity of a suspect is not
known. According to the EU acquis as (22a) IP addresses as well as access
interpreted by the European Court of numbers and related information can
Justice, IP addresses are to be considered constitute a crucial starting point for
personal data and have to benefit from the criminal investigations in which the identity
full protection under the EU data of a suspect is not known. They are
protection acquis. In addition, under typically part of a record of events (in
certain circumstances, they can be other words a server log) to indicate the
MK/mj 27
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purpose of a specific criminal
investigation, law enforcement authorities
might request an IP address for the sole
purpose of identifying the user and, in a
subsequent step, the name or address of
the subscriber or the registered user. In
such cases, it is appropriate to apply the
same regime as for subscriber data, as
defined under this Regulation.
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Recital 22b
43 (22b) Metadata can be processed and Rapporteur proposal 24/08/2022:
analysed more easily than content data, as
it is already brought into a structured and (22b) Where IP addresses, access numbers
standardised format, but, where derived and related information are not requested
firom electronic communications services for the sole purpose of identifying the user
or protocols, it may also reveal very in a specific criminal investigation, it is
sensitive and personal information. It is generally pursued to obtain more privacy-
therefore essential that, where metadata of intrusive information, such as the contacts
other electronic communications services and whereabouts of the user and could
or protocols are stored, transmitted, serve to establish a comprehensive profile
distributed or exchanged by using the of an individual concerned, while it can be
respective services/by the service processed and analysed more easily than
providers, they are to be considered content data, as it is already brought into a
content data. structured and standardised format. It is
therefore essential that, in such situations,
they are treated as traffic data and
requested under the similar regime as
content data, as defined under this
Regulation.
Recital 23
44 (23) All data categories contain personal (23) All data categories contain personal (23) All data categories contain personal Rapporteur proposal 24/08/2022:
data, and are thus covered by the data, and are thus covered by the data, and are thus covered by the
safeguards under the Union data protection | safeguards under the Union data protection | safeguards under the Union data protection | (23) All data categories contain personal
acquis, but the intensity of the impact on acquis. However, the intensity of the acquis, but the intensity of the impact on data, and are thus covered by the safeguards
fundamental rights varies, in particular impact on fundamental rights varies fundamental rights varies, in particular under the Union data protection acquis.
between subscriber data and access data on | between the categories, in particular between subscriber data and access data on | However, the intensity of the impact on
the one hand and transactional data and between subscriber data on the one hand the one hand and transactional data and fundamental rights varies between the
content data on the other hand. While and fraffic data and content data on the content data on the other hand. While categories, in particular between subscriber
subscriber data and access data are useful other. While subscriber data and IP subscriber data and access data are useful data, as well as data requested for the sole
to obtain first leads in an investigation addresses could be useful to obtain first to obtain first leads in an investigation purpose of identifying the user, as defined
about the identity of a suspect, leads in an investigation about the identity | about the identity of a suspect, transactional | in this Regulation, on the one hand and
transactional and content data are the most | of a suspect, #raffic and content data are and content data are the most relevant as traffic data, except for data requested for
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relevant as probative material. It is
therefore essential that all these data
categories are covered by the instrument.
Because of the different degree of
interference with fundamental rights,
different conditions are imposed for
obtaining subscriber and access data on the
one hand, and transactional and content
data on the other.

often more relevant as probative material,
which could finally lead to a conviction of
the suspect. 1t is therefore essential that all
these data categories are covered by the
instrument. Because of the different degree
of interference with fundamental rights,
different safeguards and conditions are
imposed for obtaining such data.

probative material. It is therefore essential
that all these data categories are covered by
the instrument. Because of the different
degree of interference with fundamental
rights, different conditions are imposed for
obtaining subscriber and access data on the
one hand, and transactional and content
data on the other.

the sole purpose of identifying, and content
data on the other. While subscriber data as
well as IP addresses, access numbers and
related information, where requested for
the sole purpose of identifying the user,
could be useful to obtain first leads in an
investigation about the identity of a suspect,
traffic and content data are often more
relevant as probative evidence, which could
finally lead to a conviction of the suspect.
It is therefore essential that all these data
categories are covered by the instrument.
Because of the different degree of
interference with fundamental rights,
different safeguards and conditions are
imposed for obtaining such data.

Recital 24

45

(24) The European Production Order and
the European Preservation Order are
investigative measures that should be
issued only in the framework of specific
criminal proceedings against the specific
known or still unknown perpetrators of a
concrete criminal offence that has already
taken place, after an individual evaluation
of the proportionality and necessity in
every single case.

(24) The European Production Order and
the European Preservation Order are
investigative measures that should be
issued only in the framework of specific
criminal proceedings concerning a
concrete criminal offence that has already
taken place, after an individual evaluation
of the proportionality and necessity in
every single case, taking into account the
rights of the suspected or accused person.

(24) The European Production Order and
the European Preservation Order are
investigative measures that should be
issued only in the framework of specific
criminal proceedings against the specific
known or still unknown perpetrators of a
concrete criminal offence that has already
taken place, after an individual evaluation
of the proportionality and necessity in
every single case.

Rapporteur proposal 24/08/2022:

(24) The European Production Order and
the European Preservation Order are
investigative measures that should be issued
only in the framework of specific criminal
proceedings concerning a concrete criminal
offence that has already taken place, after
an individual evaluation of the
proportionality and necessity in every single
case, , taking into account the rights of the
suspected or accused person.

Recital 24a
46 (24a) As proceedings for mutual legal Rapporteur proposal 24/08/2022:
assistance may be considered as criminal
MK/mj 30
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proceedings in accordance with
applicable national law in the Member
States, it should be clarified that a
European Production Order or a
European Preservation Order should not
be issued to provide mutual legal
assistance to another Member State or
third country. In such cases, the mutual
legal assistance request should be
addressed to the Member State or third
country which can provide mutual legal
assistance under its domestic law.
However, if electronic evidence had
already been obtained under this
Regulation by the issuing authority for
its own criminal investigations or
proceedings and afterwards this
evidence is subject to transfer or
transmission, the conditions on the
speciality principle should apply.

(24a) As proceedings for mutual legal
assistance might be considered as
criminal proceedings in accordance with
applicable national law in the Member
States, it should be clarified that a
European Production Order or a
European Preservation Order should not
be issued to provide mutual legal
assistance to another Member State or
third country. In such cases, the mutual
legal assistance request should be
addressed to the Member State or third
country which can provide mutual legal
assistance under its domestic law.

Recital 24b

47

(24b) This Regulation should apply to
criminal proceedings initiated by the
issuing authority in order to localise a
convict that absconded from justice to
execute custodial sentences or detention
orders. However, in case the sentence or
detention order was rendered in absentia
it should not be possible to issue a
European Production Order or a
European Preservation Order as
national law of the Member States on
judgments in absentia vary considerably
throughout the European Union.

[EP could accept the extension, depending
on the general agreement, including on the
scope, residence criterion, suspensive
effect, principle of speciality, deletion of
data, admissibility]
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Recital 25
48 (25) This Regulation is without prejudice 25) ThisRegulationis-witheut prefudieeteo | (25) This Regulation is without prejudice to | Rapporteur proposal 24/08/2022:
to the investigative powers of authorities in | the-investigative-powers-ofauthoritiesin the investigative powers of authorities in
civil or administrative proceedings, eivil-oradministrative-proceedings; civil or administrative proceedings, (25) This Regulation is without prejudice to
including where such proceedings can lead | ineluding-where-such-proceedingseanlead | including where such proceedings can lead | the investigative powers of authorities in
to sanctions. to-sanetions: to sanctions. civil or administrative proceedings,
including where such proceedings can lead
to sanctions.
Recital 26
49 (26) This Regulation should apply to (26) This Regulation should apply to (26) This Regulation should apply to Agreement at inter-institutional technical
service providers offering services in the service providers offering services in the service providers offering services in the level 27/09/2022:
Union, and the Orders provided for by this | Union, and the Orders provided for by this | Union, and the Orders provided for by this
Regulation may be issued only for data Regulation may be issued only for data Regulation may be issued only for data (26) This Regulation should apply to
pertaining to services offered in the Union. | pertaining to services offered in the Union. | pertaining to services offered in the Union. | service providers offering services in the
Services offered exclusively outside the Services offered exclusively outside the Services offered exclusively outside the Union, and it should only be possible to
Union are not in the scope of this Union are not in the scope of this Union are not in the scope of this issue the Orders provided for by this
Regulation, even if the service provideris | Regulation. Regulation, even if the service provider is Regulation for data pertaining to services
established in the Union. established in the Union. offered in the Union. Services offered
exclusively outside the Union are not
included in the scope of this Regulation.
Therefore, this Regulation should not
allow any access to any data beyond data
related to the services offered to the user
by those service providers.
Recital 27
50 (27) The determination whether a service (27) Determining whether a service (27) The determination whether a service Rapporteur proposal 24/08/2022:
provider offers services in the Union provider offers services in the Union provider offers services in the Union
requires an assessment whether the service | requires an assessment whether it is requires an assessment whether the service | (27) Determining whether a service
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provider enables legal or natural persons in
one or more Member States to use its
services. However, the mere accessibility
of an online interface as for instance the
accessibility of the service provider’s or an
intermediary’s website or of an email
address and of other contact details in one
or more Member States taken in isolation
should not be a sufficient condition for the
application of this Regulation.

apparent that the service provider
envisages offering services to data
subjects, either legal or natural persons, in
one or more Member States in the Union.
However, the mere accessibility of an
online interface, as for instance the
accessibility of the website or an e-mail
address or other contact details of a service
provider or an intermediary, or the use of
a language also used in a Member State,
should be considered insufficient to
ascertain such intention.

provider enables legal or natural persons in
one or more Member States to use its
services. However, the mere accessibility
of an online interface as for instance the
accessibility of the service provider’s or an
intermediary’s website or of an email
address and of other contact details in one
or more Member States taken in isolation
should not be a sufficient condition for the
application of this Regulation.

provider offers services in the Union
requires an assessment whether it is
apparent that the service provider enables
data subjects, either natural or legal
persons, in one or more Member States in
the Union, to use its services. However, the
mere accessibility of an online interface in
the Union, as for instance the accessibility
of the website or an e-mail address or other
contact details of a service provider or an
intermediary, taken in isolation, should be
considered insufficient to ascertain such
intention for the application of this
Regulation.

Recital 28

51

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection
to the Union should be considered to exist
where the service provider has an
establishment in the Union. In the absence
of such an establishment, the criterion of a
substantial connection should be assessed
on the basis of the existence of a
significant number of users in one or more
Member States, or the targeting of
activities towards one or more Member
States. The targeting of activities towards
one or more Member States can be
determined on the basis of all relevant
circumstances, including factors such as
the use of a language or a currency
generally used in that Member State, or the

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection
to the Union should be considered to exist
where the service provider has an
establishment in the Union. In the absence
of such an establishment, the criterion of a
substantial connection should be assessed
on the basis of the existence of a significant
number of users in one or more Member
States, or the targeting of activities towards
one or more Member States. The targeting
of activities towards one or more Member
States should be determined on the basis of
all relevant circumstances, including
factors such as the use of a language or a
currency generally used in that Member
State, or the possibility of ordering goods

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection
to the Union should be considered to exist
where the service provider has an
establishment in the Union. In the absence
of such an establishment, the criterion of a
substantial connection should be assesseé
on-the-basised of the-existence-on specific
factual criteria such as a significant
number of users in one or more Member
States, or the targeting of activities towards
one or more Member States. The targeting
of activities towards one or more Member
States can be determined on the basis of all
relevant circumstances, including factors
such as the use of a language or a currency
generally used in that Member State, or the

Rapporteur proposal 24/08/2022:

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection
to the Union should be considered to exist
where the service provider has an
establishment in the Union. In the absence
of such an establishment, the criterion of a
substantial connection should be based on
specific factual criteria such as the
existence of a significant number of users in
one or more Member States, or the targeting
of activities towards one or more Member
States. The targeting of activities towards
one or more Member States should be
determined on the basis of all relevant
circumstances, including factors such as the
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possibility of ordering goods or services.
The targeting of activities towards a
Member State could also be derived from
the availability of an application (‘app’) in
the relevant national app store, from
providing local advertising or advertising
in the language used in that Member State,
or from the handling of customer relations
such as by providing customer service in
the language generally used in that
Member State. A substantial connection is

EP mandate

or services. The-targeting-of activities

Council Mandate

possibility of ordering goods or services.
The targeting of activities towards a
Member State could also be derived from
the availability of an application (‘app’) in
the relevant national app store, from
providing local advertising or advertising in
the language used in that Member State, or
from the handling of customer relations
such as by providing customer service in
the language generally used in that Member
State. A substantial connection is also to be

Draft agreement

use of a language or a currency generally
used in that Member State, or the possibility
of ordering goods or services. The targeting
of activities towards a Member State could
also be derived from the availability of an
application (‘app’) in the relevant national
app store, from providing local advertising
or advertising in the language generally
used in that Member State, or from the
handling of customer relations such as by
providing customer service in the language

also to be assumed where a service servieeprovider<irechHsaetivibes assumed where a service provider directs generally used in that Member State. A

provider directs its activities towards one towards-one-ormore Member Statesas-set | its activities towards one or more Member | substantial connection is also to be assumed

or more Member States as set out in Article | ewtin-Astiele 17 (e)of Regulation States as set out in Article 17(1)(c) of where a service provider directs its

17(1)(c) of Regulation 1215/2012 on 1215201 2-enjurisdictionand-the Regulation 1215/2012 on jurisdiction and activities towards one or more Member

jurisdiction and the recognition and recognition-and-enforcement-of judgements | the recognition and enforcement of States as set out in Regulation 1215/2012

enforcement of judgements in civil and in-eivil and commercial- matters—Onthe judgements in civil and commercial on jurisdiction and the recognition and

commercial matters''. On the other hand, other-hand; provision-of the service-in-view | matters''. On the other hand, provision of enforcement of judgements in civil and

provision of the service in view of mere of mere-compliance-with-the-prohibitiente | the service in view of mere compliance commercial matters''. On the other hand,

compliance with the prohibition to diseriminatelaid-downinRegulation (EY) | with the prohibition to discriminate laid provision of the service in view of mere

discriminate laid down in Regulation (EU) | 2018/302" cannet-be;-on-that-ground-alene; | down in Regulation (EU) 2018/302!2 compliance with the prohibition to

2018/302'2 cannot be, on that ground becomsideredundirectingorturgeting cannot be, on that ground alone, be discriminate laid down in Regulation (EU)

alone, be considered as directing or setviiestowardsauhverterritorywithin considered as directing or targeting 2018/302'% cannot be, on that ground alone,

targeting activities towards a given the Union- activities towards a given territory within be considered as directing or targeting

territory within the Union. the Union. activities towards a given territory within

the Union.
15 Resulation (EUY1215/2012 of

' Regulation (EU) 1215/2012 of the EuropeanParliamentand-of the Councilof | !' Regulation (EU) 1215/2012 of the

European Parliament and of the Council of | 12-December2042-onjurisdiction-and-the European Parliament and of the Council of | ! Regulation (EU) 1215/2012 of the

12 December 2012 on jurisdiction and the | recegnitionand-enforeement-ofjudgments | 12 December 2012 on jurisdiction and the European Parliament and of the Council of

recognition and enforcement of judgments | in-eivil-and-commereialmatters{OJE351; | recognition and enforcement of judgments 12 December 2012 on jurisdiction and the

in civil and commercial matters (OJ L 351, | 20422042, p—H- in civil and commercial matters (OJ L 351, | recognition and enforcement of judgments

20.12.2012, p. 1). 20.12.2012, p. 1). in civil and commercial matters (OJ L 351,

" Regulation(ELH-2018/302 of the 20.12.2012, p. 1).
12 Regulation (EU) 2018/302 of the EuropeanParliamentand-of the Councilof | '2 Regulation (EU) 2018/302 of the
European Parliament and of the Council of | 28February 2018 on-addressingunjustified | European Parliament and of the Council of | '> Regulation (EU) 2018/302 of the
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28 February 2018 on addressing unjustified | gee-bloekingandotherforms-of 28 February 2018 on addressing unjustified | European Parliament and of the Council of
geo-blocking and other forms of diserimination-based-on-customers’ geo-blocking and other forms of 28 February 2018 on addressing unjustified
discrimination based on customers' nationatityplace-ofresidenecorplace-of discrimination based on customers' geo-blocking and other forms of
nationality, place of residence or place of establishment-within-the-internal-market nationality, place of residence or place of discrimination based on customers'
establishment within the internal market and-amending Regulations{EC)Ne establishment within the internal market nationality, place of residence or place of
and amending Regulations (EC) No 2006/2004-and(ELH2017/2394-and and amending Regulations (EC) No establishment within the internal market
2006/2004 and (EU) 2017/2394 and Direetive 200922/EC(OJ-601,2.32018; | 2006/2004 and (EU) 2017/2394 and and amending Regulations (EC) No
Directive 2009/22/EC (OJ L 601, 2.3.2018, | p-b- Directive 2009/22/EC (OJ L 601, 2.3.2018, | 2006/2004 and (EU) 2017/2394 and
p. . p- 1. Directive 2009/22/EC (OJ L 601, 2.3.2018,
p.- D).
Recital 28
52 (28a) Situations, where there is an Rapporteur proposal 24/08/2022:
imminent threat to life or physical
integrity of a person, should be treated as (28a) Situations, where there is an
emergency cases and allow for shorter imminent threat to life or physical integrity
time limits on the service provider and the or safety of a person, should be treated as
executing authority. Where the disruption emergency cases and allow for shorter
or destruction of a critical infrastructure time limits on the service provider and the
would directly imply an imminent risk to executing authority. Where the disruption
the life or physical integrity of a person, or destruction of a critical infrastructure
such a situation should also be treated as as defined in Council Directive
an emergency case, in accordance with 2008/114/EC21 would imply such a threat,
EU law. including through a serious harm to the
provision of basic supplies to the
population or to the exercise of the core
functions of the State, such a situation
should also be treated as an emergency
case, in accordance with Union law.
Recital 29
53 (29) A European Production Order should | (29) A European Production Order should (29) A European Production Order should | Provisional agreement 6th trilogue
only be issued if it is necessary and only be issued if it is necessary and only be issued if it is necessary and 14/06/2022:
proportionate. The assessment should take | proportionate, taking into account the proportionate. The assessment should take
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into account whether the Order is limited
to what is necessary to achieve the
legitimate aim of obtaining the relevant
and necessary data to serve as evidence in
the individual case only.

rights of the suspected or accused person
and the seriousness of the offence. The
assessment should take into account
whether it could have been ordered under
the same conditions in a similar domestic
case, whether there are sufficient reasons
to believe that a crime has been
commiitted, where it is grave enough to
justify the cross-border production of the
data and where the requested information
is relevant for the investigation. The Order
should be limited to what is strictly
necessary to achieve the legitimate aim of
obtaining the relevant and necessary data to
serve as evidence in the individual case
only and should be limited to data of
specific persons with a direct link to the
specific proceedings. The direct link
between the person whose data are sought
and the purpose of the specific proceeding
must be demonstrable at all times.

into account whether the Order is limited to
what is necessary to achieve the legitimate
aim of obtaining the relevant and necessary
data to serve as evidence in the individual
case only, taking due account of the
impact of the measure on fundamental
rights of the person whose data are
sought.

(29) A European Production order should
only be issued if it is necessary and
proportionate. It should take into account
the rights of the suspected or accused
person in a proceeding relating to a
criminal offence. It should only be issued
if it could have been ordered under the
same conditions in a similar domestic case
and if its execution seems proportionate,
adequate and applicable to the case in
hand. The assessment should take into
account whether the Order is limited to
what is strictly necessary to achieve the
legitimate aim of obtaining the relevant and
necessary data to serve as evidence in the
individual case only.

Recital 30

54

(30) When a European Production or
Preservation Order is issued, there should
always be a judicial authority involved
either in the process of issuing or
validating the Order. In view of the more
sensitive character of transactional and
content data, the issuing or validation of
European Production Orders for production
of these categories requires review by a
judge. As subscriber and access data are
less sensitive, European Production Orders
for their disclosure can in addition be

(30) When a European Production or
Preservation Order is issued, there should
always be a judicial authority involved
either in the process of issuing or validating
the Order. In view of the more sensitive
character of traffic and content data, the
issuing or validation of European
Production Orders for production of these
categories requires review by a judge. As
subscriber data are less sensitive, European
Production Orders for their disclosure can
in addition be issued or validated by

(30) When a European Production or
Preservation Order is issued, there should
always be a judicial authority involved
either in the process of issuing or validating
the Order. In view of the more sensitive
character of transactional and content data,
the issuing or validation of European
Production Orders for production of these
categories requires review by a judge. As
subscriber and access data are less
sensitive, European Production Orders for
their disclosure can in addition be issued or

Provisional written political agreement
13/07/2022 as amended by Presidency
14/10/2022;

30) When a European Production or
Preservation Order is issued, there should
always be a judicial authority involved
either in the process of issuing or validating
the Order. In view of the more sensitive
character of traffic data except for data
requested for the sole purpose of
identifying the user as defined in this
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issued or validated by competent
prosecutors.

competent public prosecutors, where such
a public prosecutor is capable of
exercising its responsibilities objectively.
Where so provided by national law, the
execution of the order might require the
procedural involvement of a court in the
executing State.

validated by competent prosecutors.

Regulation and content data, the issuing or
validation of European Production Orders
for production of these categories requires
review by a judge. As subscriber data and
data requested for the sole purpose of
identifying the user as defined in this
Regulation are less sensitive, European
Production Orders for their disclosure can
in addition be issued or validated by
competent  public  prosecutors. In
accordance with the right to a fair trial, as
protected by the European Union Charter
of fundamental rights and the European
Convention on Human rights, public
prosecutors exercise their responsibilities
objectively, taking their decision solely on
the basis of the factual elements in the
case fileforder, and taking into account all
incriminatory and exculpatory evidence.
Where so provided by national law, the
execution of the order might require the
procedural involvement of a court in the
executing State.

Recital 30a

55

(30a) The competent issuing authority
should be considered independent where it
is not exposed to the risk of being subject,
directly or indirectly, to external directions
or instructions, in particular from the
executive, such as a Minister for Justice,
in connection with the adoption of a
decision. That independence should be
considered to exist where, based on the

Provisional written political agreement
13/07/2022:

[DELETE]
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appropriate statutory rules and an
institutional framework, the competent
issuing authority is capable of exercising
his or her responsibilities objectively and
acts independently in the execution of his
or her responsibilities which are inherent
in the issuing of a European Production
or Preservation Order, taking into account
all incriminatory and exculpatory
evidence and without being exposed to the
risk that its decision-making power be
subject to external directions or
instructions.

Recital 31

56

(31) For the same reason, a distinction has
to be made regarding the material scope of
this Regulation: Orders to produce
subscriber data and access data can be
issued for any criminal offence, whereas
access to transactional and content data
should be subject to stricter requirements
to reflect the more sensitive nature of such
data. A threshold allows for a more
proportionate approach, together with a
number of other ex ante and ex post
conditions and safeguards provided for in
the proposal to ensure respect for
proportionality and the rights of the
persons affected. At the same time, a
threshold should not limit the effectiveness
of the instrument and its use by
practitioners. Allowing the issuing of
Orders for investigations that carry at least
a three-year maximum sentence limits the

(31) For the same reason, a distinction has
to be made regarding the material scope of
this Regulation: Orders to produce
subscriber data and IP addresses for the
sole purpose of identifying the person can
be issued for any criminal offence, whereas
access to traffic and content data should be
subject to stricter requirements to reflect
the more sensitive nature of such data. A
threshold allows for a more proportionate
approach, together with a number of other
ex ante and ex post conditions and
safeguards provided for in this Regulation
to ensure respect for proportionality and the
rights of the persons affected. At the same
time, a threshold should not limit the
effectiveness of the instrument and its use
by practitioners. Allowing the issuing of
Orders for investigations that carry at least
a three-year maximum sentence limits the

(31) For the same reason, a distinction has
to be made regarding the material scope of
this Regulation: Orders to produce
subscriber data and access data can be
issued for any criminal offence, whereas
access to transactional and content data
should be subject to stricter requirements to
reflect the more sensitive nature of such
data. A threshold allows for a more
proportionate approach, together with a
number of other ex ante and ex post
conditions and safeguards provided for in
the proposal to ensure respect for
proportionality and the rights of the persons
affected. At the same time, a threshold
should not limit the effectiveness of the
instrument and its use by practitioners.
Allowing the issuing of Orders for
investigations that carry at least a three-
year maximum sentence limits the scope of

Rapporteur proposal 24/08/2022:

(31) For the same reason, a distinction has
to be made regarding the material scope of
this Regulation: it should be possible to
issue Orders to produce subscriber data and
other requested for the sole purpose of
identifying the user, as defined in this
Regulation, for any criminal offence,
whereas access to traffic and content data
should be subject to stricter requirements to
reflect the more sensitive nature of such
data. There should be a threshold allowing
for a more proportionate approach, together
with a number of other ex ante and ex post
conditions and safeguards provided for in
this Regulation to ensure respect for
proportionality and the rights of the persons
affected. At the same time, a threshold
should not limit the effectiveness of the
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scope of the instrument to more serious
crimes, without excessively affecting the
possibilities of its use by practitioners. It
excludes from the scope a significant
number of crimes which are considered
less serious by Member States, as
expressed in a lower maximum penalty. It
also has the advantage of being easily
applicable in practice.

scope of the instrument to more serious
crimes, without excessively affecting the
possibilities of its use by practitioners. It
excludes from the scope a significant
number of crimes which are considered less
serious by Member States, as expressed in
a lower maximum penalty. It also has the
advantage of being easily applicable in
practice.

the instrument to more serious crimes,
without excessively affecting the
possibilities of its use by practitioners. It
excludes from the scope a significant
number of crimes which are considered less
serious by Member States, as expressed in
a lower maximum penalty. It also has the
advantage of being easily applicable in
practice.

instrument and its use by practitioners.
Allowing the issuing of Orders for
investigations that carry at least a three-year
maximum custodial sentence would limit
the scope of the instrument to more serious
crimes, without excessively affecting the
possibilities of its use by practitioners. It
should exclude from its scope a significant
number of crimes which are considered less
serious by Member States, as expressed in a
lower maximum penalty. It would also have
the advantage of being easily applicable in
practice.

Recital 32

57

(32) There are specific offences where
evidence will typically be available
exclusively in electronic form, which is
particularly fleeting in nature. This is the
case for cyber-related crimes, even those
which might not be considered serious in
and of themselves but which may cause
extensive or considerable damage, in
particular including cases of low individual
impact but high volume and overall
damage. For most cases where the offence
has been committed by means of an
information system, applying the same
threshold as for other types of offences
would predominantly lead to impunity.
This justifies the application of the
Regulation also for those offences where
the penalty frame is less than 3 years of
imprisonment. Additional terrorism related
offences as described in the Directive

(32) There are specific offences where
information will typically be available
exclusively in electronic form, which is
particularly fleeting in nature. This is the
case for cyber-related crimes, even those
which might not be considered serious in
and of themselves but which may cause
extensive or considerable damage, in
particular including cases of low individual
impact but high volume and overall
damage. For most cases where the offence
has been committed by means of an
information system, applying the same
threshold as for other types of offences
would predominantly lead to impunity.
This justifies the application of the
Regulation also for those offences where
the penalty frame is less than 3 years of
imprisonment. Additional terrorism related
offences as described in Directive

(32) There are specific offences where
evidence will typically be available
exclusively in electronic form, which is
particularly fleeting in nature. This is the
case for cyber-related crimes, even those
which might not be considered serious in
and of themselves but which may cause
extensive or considerable damage, in
particular including cases of low individual
impact but high volume and overall
damage. For most cases where the offence
has been committed by means of an
information system, applying the same
threshold as for other types of offences
would predominantly lead to impunity.
This justifies the application of the
Regulation also for those offences where
the penalty frame is less than 3 years of
imprisonment. Additional terrorism related
offences as described in the Directive

Rapporteur proposal 24/08/2022:

(32) There are specific offences where
evidence will typically be available
exclusively in electronic form, which is
particularly fleeting in nature. This is the
case for cyber-related crimes, even those
which might not be considered serious in
and of themselves but which may cause
extensive or considerable damage, in
particular including cases of low individual
impact but high volume and overall
damage. For most cases where the offence
has been committed by means of an
information system, applying the same
threshold as for other types of offences
would predominantly lead to impunity. This
justifies the application of the Regulation
also for those offences where the penalty
frame is less than 3 years of imprisonment.
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2017/541/EU do not require the minimum
maximum threshold of 3 years.

2017/541/EU of the European Parliament
and of the Council'” as well as offences
concerning the sexual abuse and sexual
exploitation of children as described in
Directive 2011/93/EU of the European
Parliament and of the Council’® do not
require the minimum maximum threshold
of 3 years.

'7 Directive (EU) 2017/541 of the
European Parliament and of the Council
of 15 March 2017 on combating terrorism
and replacing Council Framework
Decision 2002/475/JHA and amending
Council Decision 2005/671/JHA (OJ L 88,
31.3.2017, p. 6).

I8 Directive 2011/93/EU of the European
Parliament and of the Council of 13
December 2011 on combating the sexual
abuse and sexual exploitation of children
and child pornography, and replacing
Council Framework Decision
2004/68/JHA (OJ L 335, 17.12.2011, p.1).

2017/541/EU do not require the minimum
maximum threshold of 3 years.

Additional terrorism related offences as
described in Directive 2017/541/EU of the
European Parliament and of the Council’”’
as well as offences concerning the sexual
abuse and sexual exploitation of children
as described in Directive 2011/93/EU of
the European Parliament and of the
Council’® do not require the minimum
maximum threshold of 3 years.

'7 Directive (EU) 2017/541 of the
European Parliament and of the Council
of 15 March 2017 on combating terrorism
and replacing Council Framework
Decision 2002/475/JHA and amending
Council Decision 2005/671/JHA (OJ L 88,
31.3.2017, p. 6).

I8 Directive 2011/93/EU of the European
Parliament and of the Council of 13
December 2011 on combating the sexual
abuse and sexual exploitation of children
and child pornography, and replacing
Council Framework Decision
2004/68/JHA (OJ L 335, 17.12.2011, p.1).

Recital 33
58 (33) Additionally, it is necessary to provide | 33)-Additionallyitisnecessarytoprovide | (33) Additionally, it is necessary to provide | Rapporteur proposal 24/08/2022:
that the European Production Order may that-the EuropeanProduction- Ordermay that the European Production Order may
only be issued if a similar Order would be | enly-be-issued-ifasimilarOrderwould-be only be issued if a similar Order would be
available for the same criminal offence in a | availableforthe-same-eriminal-offeneeira | available for the same criminal offence in a
comparable domestic situation in the comparable-domestic-situation-in-the comparable domestic situation in the [Deleted, covered in lines 178 + 213]
issuing State. issuing-State: issuing State.
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Recital 33a
59 (33a) In cases where an Order is issued Rapporteur proposal 24/08/2022:
to obtain different data categories the
issuing authority has to ensure that the (33a) In cases where an Order is issued to
conditions and procedures, such as obtain different data categories the
notification of the enforcing State, are issuing authority has to ensure that the
met for all of the respective data conditions and procedures, such as
categories. notification of the enforcing State, are
met for all of the respective data
categories.
Recital 34
60 (34) In cases where the data sought is B4 1n-cases-where-the-datasoughtis (34) In cases where the data sought is Rapporteur proposal 24/08/2022:
stored or processed as part of an stored-or-processed-as-part-ofan stored or processed as part of an
infrastructure provided by a service infrastructure provided-by-a-service infrastructure provided by a service (34) European Production Orders should
provider to a company or another entity provider-to-a-company-or-anotherentity provider to a company or another entity be addressed to service providers, acting as
other than natural persons, typically in case | etherthannatural persons-typicallyinease | other than natural persons, typically in case | data controllers, in accordance with
of hosting services, the European ofhosting services;-the European of hosting services, the European Regulation (EU) 2016/679. As an
Production Order should only be used Produetion-Ordershould-onty-be-used Production Order should only be used exception, where the data is stored or
when other investigative measures when-otherinvestigative-measures when other investigative measures processed as part of an infrastructure
addressed to the company or the entity are | addressed-to-the-company-orthe-entity-are addressed to the company or the entity are provided by a service provider to a data
not appropriate, especially if this would netappropriate;-espeeiallyif this-weuld not appropriate, especially if this would controller other than natural persons, it
create a risk to jeopardise the investigation. | ereate-a-riskto-jeopardise-the-investigation- | create a risk to jeopardise the investigation. | should be possible to address the European
This is of relevance in particular when it TFhis-is-ofrelevanece-inpartictlar when-it This is of relevance in particular when it Production Order directly to the service
comes to larger entities, such as comes-to-largercntitiesssuch-as comes to larger entities, such as provider, processing the data on behalf of
corporations or government entities, that corporations-or government-entities;-that corporations or government entities, that the controller, where the data controller
avail themselves of the services of service | avail-themselves-oftheservices-ofservice avail themselves of the services of service cannot be identified despite reasonable
providers to provide their corporate IT providers-to-provide-theircorporate T providers to provide their corporate IT efforts on the part of the issuing authority,
infrastructure or services or both. The first | infrastrueture-orservices-orboth—Thefirst | infrastructure or services or both. The first | or where addressing the data controller
addressee of a European Production Order, | addressee-ofaEuropeanProduction-Order; | addressee of a European Production Order, | might be detrimental to the investigation.
in such situations, should be the company in-such-situations;should-be-the-company in such situations, should be the company
or other entity. This company or other or-other-entity—Fhis-company-or-other or other entity. This company or other (34a) In accordance with Regulation (EU)
entity may not be a service provider cntity-may-not-be-a-service-provider entity may not be a service provider 2016/679, the data processor, storing or
covered by the scope of this Regulation. covered-by-the-scope-of this Regulation- covered by the scope of this Regulation. processing the data on behalf of the
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However, for cases where addressing that Heweverforcases-where-addressingthat However, for cases where addressing that controller, should inform the data
entity is not opportune, for example entity-is-net-oppertuneforexample entity is not opportune, for example controller about the production of the data
because it is suspected of involvement in beeatse-itHissuspeeted-ofinvolvementin because it is suspected of involvement in unless the issuing authority has requested
the case concerned or there are indications | the-ease-coneerned-orthere-are-indieations | the case concerned or there are indications | the service provider to refrain from
for collusion with the target of the forcolustonwith-the-targetof the for collusion with the target of the informing the data controller, for as long
investigation, competent authorities should | investigation;-competentauthoritiesshould | investigation, competent authorities should | as necessary and proportionate, in order
be able to address the service provider be-able-to-address-theserviceprovider be able to address the service provider not to obstruct the relevant criminal
providing the infrastructure in question to providing the-infrastructure-in-questionto providing the infrastructure in question to proceedings. In this case, the issuing
provide the requested data. This provision | previde-therequested-data—This-provision provide the requested data. This provision authority should indicate in the case file
does not affect the right to order the service | does-notaffecttherightto-ordertheserviee | does not affect the right to order the service | the reasons for the delay and a short
provider to preserve the data. providerto-preserve-the-data- provider to preserve the data. Justification should also be added in the
Certificate.
Recital 34a
61 (34a) In case data are stored or Rapporteur proposal 24/08/2022:
processed as part of an infrastructure
provided by a service provider to a (34b) Where the data is stored or processed
public authority only authorities of the as part of an infrastructure provided by a
same Member State should be able to service provider to a public authority, a
issue a European Production or European Production Order may only be
Preservation Order because such data issued where the public authority for which
can be considered particularly sensitive. | the data is stored or processed is in the
Public authority should be understood as | issuing State.
any authority that, by its applicable
national law has a mandate to govern, (34c) In cases where the data is stored or
administrate a part or aspect of public processed by a service provider as part of
life, such as branches of the judiciary, an infrastructure, provided to professionals
the legislative or executive power of a protected by professional privilege, in their
state, province, municipality. business capacity, which stores data
protected by a professional privilege under
the law of the issuing State, a European
Production Order to produce traffic data
except for data requested for the sole
purpose of identifying the user as defined in
Article 2(8) and content data may only be
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issued where the privileged professional
resides in the issuing State, where
addressing the privileged professional
might be detrimental to the investigation, or
where the privileges were waived in
accordance with the applicable law.
Recital 35
62 (35) Immunities and privileges, which may | (35) Immunities and privileges, which may | (35) Immunities and privileges, which may | Provisional agreement 7th trilogue
refer to categories of persons (such as refer to categories of persons (such as refer to categories of persons (such as 28/06/2022:
diplomats) or specifically protected diplomats) or specifically protected diplomats) or specifically protected
relationships (such as lawyer-client relationships (such as lawyer-client relationships (such as lawyer-client (35) Immunities and privileges, which may
privilege), are referred to in other mutual privilege, source confidentiality) or rules privilege or the right of journalists not to | refer to categories of persons (such as
recognition instruments such as the relating to freedom of the press and disclose their sources of information), are | diplomats) or specifically protected
European Investigation Order. Their range | freedom of expression in other media, are | referred to in other mutual recognition relationships (such as lawyer-client
and impact differ according to the referred to in other mutual recognition instruments such as the European privilege or the right of journalists not to
applicable national law that should be instruments such as the European Investigation Order. Their range and impact | disclose their sources of information), are
taken into account at the time of issuing the | Investigation Order. There is no common differ according to the applicable national referred to in other mutual recognition
Order, as the issuing authority may only definition of what constitutes an immunity | law that should be taken into account at the | instruments such as the European
issue the Order if a similar order would be | or privilege in Union law. The precise time of issuing the Order, as the issuing Investigation Order. Their range and impact
available in a comparable domestic definition of those terms is, therefore, left | authority may only issue the Order if a differ according to the applicable national
situation. In addition to this basic principle, | to national law. This may include similar order would be available in a law that should be taken into account at the
immunities and privileges which protect protections which apply to medical (such | comparable domestic situation. la-additien | time of issuing the Order, as the issuing
access, transactional or content data in the | as doctors) and legal professions, clergy or | to-thisbasic-principle; Whether a second authority may only issue the Order if it
Member State of the service provider otherwise protected counsellors but also, legal framework needs to be taken into could have been ordered under the same
should be taken into account as far as even though they are not necessarily account should depend on the strength of | conditions in a similar domestic case.
possibl§ in the issuing Stgte in the same ?onside'red to be form.s of privilege or 'the connection qf th.e person whose data i i) e s i it e @it S,
way as if they were provided for under the | immunity, rules relating to freedom of the | is sought to the issuing State. Where the .. . . .
. o - S . g . where it is notified according to this
national law of the issuing State. This is press and freedom of expression in other person is residing on the territory of the : :
. . . . . s . s Regulation, to refuse the execution of the
relevant in particular should the law of the | media (such as journalists). Thus, the issuing State, a strong link to the issuing . .
. . . . . - European Production Order where it would
Member State where the service provider applicable national law should already be State exists. The applicable legal . . .
. . . . . . .. involve a breach of an immunity or
or its legal representative is addressed taken into account at the time of issuing the | framework to assess immunities and . . o
. . . B . . . privilege. There is no common definition of
provide for a higher protection than the law | Order, as the issuing authority may only privileges should therefore be that of the . . ; . .
A . ) . s . what constitutes an immunity or privilege in
of the issuing State. The provision also issue the Order where it could have been issuing State alone. The same principle . . 2.
. . ., . o Union law, the precise definition of these
ensures respect for cases where the ordered under the same conditions in ain | applies for rules on determination and . . ;
terms is therefore left to national law, which
MK/mj 43
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Commission Proposal

disclosure of the data may impact
fundamental interests of that Member State
such as national security and defence. As
an additional safeguard, these aspects
should be taken into account not only when
the Order is issued, but also later, when
assessing the relevance and admissibility
of the data concerned at the relevant stage
of the criminal proceedings, and if an
enforcement procedure takes place, by the
enforcing authority.

EP mandate

a similar domestic case. In addition to this
basic principle, immunities and privileges
which protect data in the executing State
should be taken into account as far as
possible in the issuing State in the same
way as if they were provided for under the
national law of the issuing State. This is
relevant in particular should the law of the
executing State provide for a higher
protection than the law of the issuing State.
As an additional safeguard, these aspects
should be taken into account not only when
the Order is issued, but also later, during
the notification procedure or when
assessing the relevance and admissibility of
the data concerned at the relevant stage of
the criminal proceedings, and if an
enforcement procedure takes place, by the
executing authority.

Council Mandate

limitation of criminal liability relating to
freedom of press and freedom of
expression in other media, and
fundamental interests of the enforcing
State. By the time a request for content
or transactional data is made, authorities
will regularly have an indication of
where the person resides on the basis of
previous investigatory steps. Moreover,
statistics show that in a large majority of
cases, the person resides in the issuing
State. Where that is not the case, for
example because the person whose data
is sought has taken steps to conceal his
or her location, the same principle
should be applied.

Draft agreement

may include protections which apply to, for
instance, medical and legal professions
including when specialized platforms in
these areas are used. This may also include
rules relating to freedom of the press and
freedom of expression in other media.

Recital 35a

63

(35a) Immunities and privileges as well as
rules on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in other
media, which protect aeeess, transactional
or content data in the enforcing Member

State efthe-service-provider should
therefore be taken into account as-far-as

possible-n-the-issuing-State where the
issuing authority has reasonable grounds
to believe the person whose data is
sought is not residing on its territory. in

the-same-way-as-if they-were provided-for
Jor-the-national law of the issuine State.

Rapporteur proposal 24/08/2022:

[DELETED, covered by recital (35), line
62]
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This is relevant in particular should the law
of thate Member State where-the-service

» e looal S
addressed provide for a higher protection
than the law of the issuing State. The
provision also ensures respect for cases
where the disclosure of the data may
impact fundamental interests of that
Member State such as national security and
defence. As-an-additional-safeguard, These
aspects should be taken into account not
only when the Order is issued, but also

later, when-assessing-therelevance-and

| ) Cthe eriminal lings,
and if an enforcement procedure takes
place, by the enforcing authority.

Recital 35

o

64

(35b) Where the issuing authority seeks
to obtain transactional data and has
reasonable grounds to believe that the
person whose data are sought is not
residing on its territory and that the data
requested is protected by immunities and
privileges granted under the law of the
enforcing State, or by rules of that
Member State on determination and
limitation of criminal liability relating to
freedom of press and freedom of
expression in other media, or its
disclosure may impact fundamental
interests of that Member State such as
national security and defence, the issuing
authority should seek clarification,

Rapporteur proposal 24/08/2022:

[DELETED, covered by recital (35), line
62]
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including through appropriate
consultation.

Draft agreement

Recital 35¢

65

(35¢) In cases where the European
Production Order concerns content data
and where the issuing authority has
reasonable grounds to believe the person
whose data are sought is not residing on
its territory, the enforcing State is
notified and can as soon as possible,
preferably within 10 days, inform the
issuing authority of issues that might
lead to a withdrawal or adaptation of the
Order, such as privileges or immunities
of the person whose data are sought or
rules on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in other
media. As opposed to non-content data,
content data is of particularly sensitive
nature because persons may reveal their
thoughts as well as sensitive details of
their private life. This justifies a
different treatment and an involvement
of the authorities of the enforcing State
early on in the procedure. In such cases,
the issuing Member State should provide
a copy of the Certificate to the enforcing
State at the same time as the Certificate
is provided to the service provider. In
the interest of allowing for a swift check,
the issuing authority should choose one
of the languages accepted by the
enforcing State if a translation of the

Rapporteur proposal 24/08/2022:

[DELETED, covered by recital (35), line
62]
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Certificate is needed, even where the
service provider indicated that it would
also accept Certificates in another
language than one of the official
languages of the enforcing State. Where
the notified authority raises issues, it
should provide the issuing authority with
any relevant information regarding the
immunities or privileges as well as the
rules on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in other
media granted to the person under its
law or information, or if the Order
impacts fundamental interests of that
Member State such as national security
and defence.

Recital 35d
66 (35d) In cases where the person, at the Presidency proposal 10/10/2022 as
time of issuing the European Production | amended by Rapporteur 10/10/2022:
Order, has more than one residency, of
which one is on the territory of the It follows from the need for uniform
issuing State, or in cases where the application of European Union law and
residency of the person cannot be from the principle of equality that the
determined with reasonable and notion of "residence'" should be given
proportionate efforts, the above uniform interpretation throughout the
procedures do not apply. However, a Union. For the purpose of this Regulation,
short visit, a holiday or a similar stay in | residence applies in particular where a
the issuing State without any further person is registered as a resident in a
substantial link is not enough to establish | Member State, by holding an identity card,
a residence in that Member State. a residence permit or a registration in an
official residence register. Exeeptionally;
iln the absence of registration, residence
may be indicated by the fact that a person
MK/mj 47
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has acquired, following a stable period of
presence of at least three months in that
Member State, certain connections with
that State which are of a similar degree
to those resulting from establishing a
formal of residence in that Member
State. In order to determine whether, in a
specific situation, there are sufficient
connections between the person
concerned and a Member State which
lead to the conclusion that that person is
covered by the criterion of residence, it is
necessary to take into account/make an
overall assessment of various objective
factors characterising the situation of
that person, which include, in particular,
the length, nature and conditions of his
presence and the family and economic
connections which that person has with
that Member State. In that regard, a
single factor characterising the person
concerned cannot, in principle, have a
conclusive effect of itself. A registered
vehicle, the registration of a fixed fixed
telephone number, the fact that the
person’s stay in a Member State was
uninterrupted, that it complies with the
national legislation of that Member State
on residence of foreign nationals or other

objective and factual eriteria-provingfactors

may be of relevance to demonstrating
Ppresenceresidence that that person may
be considered to be covered by the notion
of residence in a Member State for-atleast
fsixf-months. A short visit, a holiday stay,
including in a holiday home, or a similar
stay in a Member State without any further
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substantial link is not enough to establish a
residence in that Member State. In cases
where, at the time of issuing the European
Production Order, the residence of the
person cannot be determined with
reasonable efforts on the part of the issuing
authority, the issuing authority should
proceed on the assumption that the person
is not residing on its territory.

+ Presidency proposal of an
accompanying recital 20/06/2022, as
amended by Rapporteur 24/08/2022 as
amended by COM 03/10/2022:

(35a) Within the meaning of this
Regulation, an offense should be considered
as having been committed, being committed
or being likely to be committed in the
issuing State, in accordance with national
laws of the issuing State. In some cases,
especially in the cybercrime field, some
factual elements, such as the residency of
the victim, are usually important indications
to consider when determining where the
offense has been committed. For instance,
ransomware crimes can often be considered
as having been committed where the victim
of this crime resides, even when the exact
localization from where the ransomware has
been launched is uncertain. Any
determination as to the location of the
crime should be without prejudice to the
rules on jurisdiction over the relevant
offenses pursuant to the applicable
national law.
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Recital 35e
67 (35e¢) In order to provide for a swift Rapporteur proposal 24/08/2022:
procedure, the relevant point in time to
determine whether there is a need to (35e) In order to provide for a swift
notify the authorities of the enforcing procedure, the relevant point in time to
State should be the time when the Order | determine whether there is a need to
is issued or validated. Any subsequent notify the authorities of the enforcing
change of residency should not have any | State should be the time when the Order
impact on the procedure. Where the is issued or validated. Any subsequent
issuing authority did not have reasonable | change of residence should not have any
grounds to believe the person whose data | impact on the procedure. The person
are sought is not residing on its territory | concerned should be able to invoke his or
at the time of issuing or validating the her fundamental rights as well as rules on
Order, and it later emerges that this determination and limitation of criminal
person was in fact not residing on the liability relating to freedom of press and
territory of the issuing Member State no | freedom of expression in other media
later check or notification should be during the whole criminal proceeding,
required. However, the person and the other Member State should be
concerned can invoke his or her rights as | able to raise its fundamental interests,
well as rules on determination and such as national security and defence or
limitation of criminal liability relating to | where in exceptional situations, there are
freedom of press and freedom of substantial grounds to believe, on the basis
expression in other media during the of specific and objective evidence, that the
whole criminal proceeding, and the other | execution of the Order would, in the
Member State could also raise its particular circumstances of the case, entail
fundamental interests such as national a manifest breach of a relevant
security and defence at any time during | fundamental right as set out in Article 6
the criminal proceedings. In addition, TEU and the Charter, at any time during
these grounds could also be invoked the criminal proceedings. In addition, it
during the enforcement procedure. should be also possible to invoke these
grounds during the enforcement
procedure.
Presidency note: The Presidency suggests to
keep the following part from the GA:
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“Where the issuing authority did not have
reasonable grounds to believe the person
whose data are sought is not residing on its
territory at the time of issuing or validating
the Order, and it later emerges that this
person was in fact not residing on the
territory of the issuing Member State no
later check or notification should be
required”.

Recital 35f

68

(35f)Where data is protected by
privileges or immunities or rules on
determination and limitation of criminal
liability relating to freedom of press and
freedom of expression in other media
granted under the law of the enforcing
State, or disclosure of data might impact
fundamental interests of that Member
State, the issuing State should ensure
that these grounds are taken into
account in the same way as if they were
provided for under its own national law,
in order to give effect to them. If, for
example, such privileges or immunities
are not granted under the law of the
issuing Member State, the protection
should, to the extent possible, be adapted
to the closest equivalent privilege or
immunity under the law of the issuing
State, taking into account the aims and
the interests pursued by the specific
protection and the effects attached to it.
The legal consequences in its own
national law for such similar situations

Rapporteur proposal 24/08/2022:

[DELETED]

ANNEX

JAL2

MK/mj
LIMITE

51
EN




Version: 14/10/2022

Commission Proposal

EP mandate

Council Mandate

should be applied. For the purposes of
determining how to take these grounds
into account in the same way as if they
were provided for under its national law,
the issuing authority may contact the
notified authority for further
information on the nature and the effects
of the protection, cither directly or via
the European Judicial Network in
criminal matters or Eurojust. While the
enforcing State may raise any and all
objections based on these grounds, the
person whose data is sought can only
rely on his or her own rights, such as
privileges or immunities, and cannot
raise objections based on a fundamental
interest of the enforcing State.

Draft agreement

Recital 35

69

(35g) Where a privilege or immunity
prohibits the use of the data but these
rights could be lifted and where the
issuing authority intends to use the data
obtained as evidence or does not
withdraw the Order in case the data was
not obtained, yet, the issuing Member
State should have the possibility to
request the competent authority to apply
for lifting the privilege or immunity.

Recital 36

70

(36) The European Preservation Order may
be issued for any offence. Its aim is to
prevent the removal, deletion or alteration

(36) The European Preservation Order may
be issued for any criminal offence, where
it could have been ordered under the same

(36) The European Preservation Order may
be issued for any offence. Its aim is to
prevent the removal, deletion or alteration

Provisional agreement 6th trilogue
14/06/2022:
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of relevant data in situations where it may
take more time to obtain the production of
this data, for example because judicial
cooperation channels will be used.

conditions in a similar domestic case in
the issuing State, where there are
sufficient reasons to believe that a crime
has been committed, where it is grave
enough to justify the cross-border
Dpreservation of the data and where the
requested information is relevant for that
investigation. It shall be limited to data of
specific persons with a direct link to the
specific proceedings referred to in this
Regulation and the direct link between the
person whose data are sought and the
purpose of the specific processing must be
demonstrable at all times. The aim of
European Preservation Orders is to
prevent the removal, deletion or alteration
of relevant data in situations where it may
take more time to obtain the production of
this data.

of relevant data in situations where it may
take more time to obtain the production of
this data, for example because judicial
cooperation channels will be used.

(36) It should be possible to issue the
European Preservation Order for any
criminal offence. It should only be issued if
it is necessary and proportionate. It should
take into account the rights of the
suspected or accused person in a
proceeding relating to a criminal offence.
It should only be issued if it could have
been ordered under the same conditions in
a similar domestic case and if its execution
seems proportionate, adequate and
applicable to the case in hand. The
assessment should take into account
whether the Order is limited to what is
strictly necessary to achieve the legitimate
aim to prevent the removal, deletion or
alteration of relevant and necessary data as
evidence in an individual case in situations
where it may take more time to obtain the
production of this data.

Recital 36
71 (36a) In order to ensure full protection of | Rapporteur proposal 24/08/2022:
fundamental rights, any validation of
European Production or Preservation (36a) In order to ensure full protection of
Orders by judicial authorities should in fundamental rights, any validation of
principle be obtained before the order is | European Production or Preservation
issued. Exceptions to this principle can Orders by judicial authorities should in
only be made in exceptional cases when principle be obtained before the order is
seeking subscriber and access data issued. Exceptions to this principle can
where the issuing authority validly only be made in validly established
establishes an emergency case and where | emergency cases when seeking subscriber
it is not possible to obtain the prior data and data requested for the sole
validation by the judicial authority in purpose of identifying the user in
time, in particular because the validating | accordance with this Regulation, where it
MK/mj 53
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authority cannot be reached to obtain
validation and the threat is so imminent
that immediate action has to be taken.
However, this only applies where this
procedure is provided for in a similar
domestic case under national law.

is not possible to obtain the prior
validation by the judicial authority in
time, in particular because the validating
authority cannot be reached to obtain
validation and the threat is so imminent
that immediate action has to be taken.
However, this only applies where these
authorities could issue the Order in a
similar domestic case under national law
without validation.

Recital 37

72

(37) European Production and Preservation
Orders should be addressed to the legal
representative designated by the service
provider. In the absence of a designated
legal representative, Orders can be
addressed to an establishment of the
service provider in the Union. This can be
the case where there is no legal obligation
for the service provider to nominate a legal
representative. In case of non-compliance
by the legal representative in emergency
situations, the European Production or
Preservation Order may also be addressed
to the service provider alongside or instead
of pursuing enforcement of the original
Order according to Article 14. In case of
non-compliance by the legal representative
in non-emergency situations, but where
there are clear risks of loss of data, a
European Production or Preservation Order
may also be addressed to any establishment
of the service provider in the Union.
Because of these various possible

(37) European Production and Preservation
Orders should be addressed to the main
establishment of the service provider
where the data controller is, or, where not
established in the Union or one of the
Member States bound by this Regulation,
to its legal representative designated by the
service provider. Simultaneously, it should
be addressed directly to the executing
authority.

(37) European Production and Preservation
Orders should be addressed to the legal
representative designated by the service
provider. In the absence of a designated
legal representative, Orders can be
addressed to an establishment of the service
provider in the Union. This can be the case
where there is no legal obligation for the
service provider to nominate a legal
representative. In case of non-compliance
by the legal representative in emergency
situations, the European Production or
Preservation Order may also be addressed
to the service provider alongside or instead
of pursuing enforcement of the original
Order according to Article 14. In case of
non-compliance by the legal representative
in non-emergency situations, but where
there are clear risks of loss of data, a
European Production or Preservation Order
may also be addressed to any establishment
of the service provider in the Union.
Because of these various possible

Rapporteur proposal 24/08/2022:

(37) European Production and Preservation
Orders should be addressed directly to the
designated establishment or to the legal
representative designated by the service
provider pursuant to Directive
XXXX/XXX. Exceptionally, in emergency
cases as defined in this Regulation, where
the designated establishment or the legal
representative of a service provider does
not react to the EPOC or the EPOC-PR
within the deadlines or has not yet been
designated, it should be possible to address
the EPOC or EPOC-PR to any other
establishment or legal representative of the
service provider in the Union alongside or
instead of pursuing enforcement of the
original Order according to Article 14.
Because of these various possible scenarios,
the general term ‘addressee’ is used in the
provisions.
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scenarios, the general term ‘addressee’ is
used in the provisions. Where an
obligation, such as on confidentiality,
applies not only to the addressee, but also
to the service provider if it is not the
addressee, this is specified in the respective
provision.

scenarios, the general term ‘addressee’ is
used in the provisions. Where an
obligation, such as on confidentiality,
applies not only to the addressee, but also
to the service provider if it is not the
addressee, this is specified in the respective
provision. In cases where the European
Production or Preservation Order is
addressed to the service provider
following non-compliance by the legal
representative, it can also be enforced
against the service provider.

Recital 38

73

(38) The European Production and
European Preservation Orders should be
transmitted to the service provider through
a European Production Order Certificate
(EPOC) or a European Preservation Order
Certificate (EPOC-PR), which should be
translated. The Certificates should contain
the same mandatory information as the
Orders, except for the grounds for the
necessity and proportionality of the
measure or further details about the case to
avoid jeopardising the investigations. But
as they are part of the Order itself, they
allow the suspect to challenge it later
during the criminal proceedings. Where
necessary, a Certificate needs to be
translated into (one of) the official
language(s) of the Member State of the
addressee, or into another official language
that the service provider has declared it
will accept.

(38) The European Production and
European Preservation Orders should be
transmitted through a European Production
Order Certificate (EPOC) or a European
Preservation Order Certificate (EPOC-PR).
The Certificates should contain the same
mandatory information as the Orders.
Where necessary, a Certificate should be
translated into (one of) the official
language(s) of the executing State and the
service provider, or into another official
language that the Member State or the
service provider have declared they will
accept. In this regard, Member States
should be allowed, at any time, to state in
a declaration submitted to the Commission
that they would accept translations of
EPOCs and EPOC-PRs in one or more
official languages of the Union other than
the official language or languages of that
Member State. The Commission should

(38) The European Production and
European Preservation Orders should be
transmitted to the serviee-provider
addressee through a European Production
Order Certificate (EPOC) or a European
Preservation Order Certificate (EPOC-PR),
which should be translated. The
Certificates should contain the same
mandatory information as the Orders,
except for the grounds for the necessity and
proportionality of the measure or further
details about the case to avoid jeopardising
the investigations. But as they are part of
the Order itself, they allow the suspect to
challenge it later during the criminal
proceedings. Where necessary, a Certificate
needs to be translated into (one of) the
official language(s) of the Member-State-of
the-addressee enforcing State, or into
another official language that the service
provider has declared it will accept.

Rapporteur proposal 22/04/2021 as
amended by Presidency 14/10/2022:

(38) The European Production and
European Preservation Orders should be
transmitted through a European Production
Order Certificate (EPOC) or a European
Preservation Order Certificate (EPOC-PR).
The Certificates should contain the same
mandatory information as the Orders.
Where necessary, the EPOC or the EPOC-
PR should be translated into (one of) the
official language(s) of the Member State
where the designated establishment or the
legal representative of the service provider
are located, or into another official
language that the designated establishment
or the legal representative of the service
provider declared it will accept. Where a
notification is required, the EPOC to the
notified authority should be translated into
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make the declarations available to all
Member States and to the European
Judicial Network in criminal matters.

an official language of the enforcing State.
In this regard, Member States should be
allowed, at any time, to state in a
declaration submitted to the Commission if
and in which official 1anguage(s) of the
Union in addition to their official
language(s), they would accept
translations of EPOCs and EPOC-PRs.
The Commission should make the
declarations available to all Member States
and to the European Judicial Network.

Recital 39

74

(39) The competent issuing authority
should transmit the EPOC or the EPOC-PR
directly to the addressee by any means
capable of producing a written record
under conditions that allow the service
provider to establish authenticity, such as
by registered mail, secured email and
platforms or other secured channels,
including those made available by the
service provider, in line with the rules
protecting personal data.

(39) The competent issuing authority
should transmit the EPOC or the EPOC-PR
directly to the addressees, via a common
European digital exchange system
established by the Commission by [date of
application of this Regulation]. This
system should allow for secure channels
for the handling of authorised cross-
border communication, authentication
and transmission of the Orders and of the
requested data between the competent
authorities and service providers, by
guaranteeing an effective, reliable and
smooth exchange of the relevant
information and a high level of security,
confidentiality and integrity as well as the
necessary protection of privacy and
personal data in line with Regulation
(EU) 2018/1725 of the European
Parliament and of the Council”’,
Regulation (EU) 2016/679, Directive (EU)
2016/680, and Directive 2002/58/EC. To

(39) The competent issuing authority or
the authority competent for transmission
should transmit the EPOC or the EPOC-PR
directly to the addressee in a secure and
reliable way by any means capable of
producing a written record under conditions
that allow the service provider to establish
authenticity, such as by registered mail,
secured email and platforms or other
secured channels, including those made
available by the service provider, in line
with the rules protecting personal data.
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this end, open and commonly used state-
of-the-art electronic signature and
encryption technology should be applied.
The system should also allow the
addressees to produce a written record
under conditions that allow the addressees
to establish authenticity of the Order and
of the issuing authority, in line with the
rules protecting personal data.

" Regulation (EU) 2018/1725 of the
European Parliament and of the Council
of 23 October 2018 on the protection of
natural persons with regard to the
processing of personal data by the Union
institutions, bodies, offices and agencies
and on the free movement of such data,
and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC
(OJ L 295, 21.11.2018, p. 39).

Recital 39a

75 (39a) Where service providers or Member
States have already established dedicated
systems or other secure channels for the
handling of requests for data for law
enforcement purposes, it should be
possible to interconnect such systems or
channels with this common European
digital exchange system.

Recital 40
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76 (40) The requested data should be (40) Upon receipt of an EPOC for (40) The requested data should be Rapporteur proposal 24/08/2022 as
transmitted to the authorities at the latest subscriber data or IP addresses for the transmitted to the authorities in a secure amended by Presidency 14/10/2022:
within 10 days upon receipt of the EPOC. sole purpose of identifying a person, the and reliable way that allows to establish
Shorter time limits should be respected by | service provider should ensure that the the authenticity of the sender and (40) Where notification is not needed in
the provider in emergency cases and if the | requested data is transmitted to the issuing | integrity of the data at the latest within 10 | application of this Regulation, an EPOC
issuing authority indicates other reasons to | authority at the latest within 10 days upon | days upon receipt of the EPOC. Shorter for subscriber data, [other| data requested
depart from the 10 day deadline. In receipt of the EPOC and within 16 hours time limits should be respected by the for the sole purpose of identifying the user,
addition to the imminent danger of the in emergency cases. Where the executing | provider in emergency cases and if the as defined in this Regulation, traffic data
deletion of the requested data, such reasons | authority decides to invoke any of the issuing authority indicates other reasons to | and for content data, should be addressed
could include circumstances that are grounds listed for non-recognition or non- | depart from the 10 day deadline. In directly to the designated establishment of
related to an ongoing investigation, for execution provided for in this Regulation addition to the imminent danger of the the service provider or, where applicable,
example where the requested data is within the time periods, it should deletion of the requested data, such reasons | its legal representative. Upon receipt of
associated to other urgent investigative immediately inform the issuing authority could include circumstances that are related | such EPOC, the addressee should ensure
measures that cannot be conducted without | and the service provider of its decision. to an ongoing investigation, for example that the requested data are transmitted in a
the missing data or are otherwise The issuing authority should erase the where the requested data is associated to secure and reliable way allowing the
dependent on it. data. Where the requested data has not yet | other urgent investigative measures that establishment of authenticity and

been transmitted to the issuing authority, cannot be conducted without the missing integrity directly to the issuing authority or
the addressed service provider may not data or are otherwise dependent on it. the law enforcement authorities as indicated
transmit the data. in the EPOC at the latest within 10 days
upon receipt of the EPOC.
Where notification is needed in application
of this Regulation, an EPOC for traffic
data, except for data requested for the sole
purpose of identifying the user as defined in
this Regulation and for content data should
be addressed directly and simultaneously to
the designated establishment of the service
provider or, where applicable, its legal
representative and the enforcing authority.
Upon receipt of the EPOC, the service
provider should act expeditiously to
preserve the data. Where the enforcing
authority has not raised any ground for
refusal in accordance with this Regulation
within 10 days, the addressee should
ensure that the requested data are
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transmitted in a secure and reliable way
allowing the establishment of authenticity
and integrity directly to the issuing
authority or the law enforcement
authorities as indicated in the EPOC at the
at the end of the 10 days upon receipt of
the EPOC. Shorter time limits should be
respected by the addressee, and, where
applicable, the enforcing authority, in
emergency cases as defined in this
Regulation. The addressee, and, where
applicable, the enforcing authority, should
execute the order as soon as possible and at
the latest within the deadlines proscribed in
the Regulation, taking as full account as
possible of the procedural deadlines and
other deadlines indicated by the issuing
State.

Recital 40a
77 (40a) Upon receipt of an EPOC for traffic Rapporteur proposal 24/08/2022 as
or content data, the service provider amended by COM 13/10/2022:
should act expeditiously to preserve the
requested data. Where the executing (40a) Where the addressee considers,
authority has invoked any of the grounds based solely on the information contained
listed for non-recognition or non- in the EPOC or EPOC-PR, that the
execution provided for in this Regulation execution of the EPOC or EPOC-PR could
within the time periods, it should interfere with immunities or privileges, or
immediately inform the issuing authority rules on the determination or limitation of
and the service provider of its decision. criminal liability that relate to the freedom
Where the issuing State is subject to a of press or the freedom of expression in
procedure referred to in Article 7(1) or other media under the law of the enforcing
7(2) TEU, the service provider should State the addressee should inform the
transmit the requested data only after competent authorities of the issuing and
receiving the explicit written approval of the enforcing State. Where no notification
MK/mj 59
ANNEX JAL2 LIMITE EN




Version: 14/10/2022

Commission Proposal

EP mandate

Council Mandate

Draft agreement

the executing authority. Without prejudice
to this special provision, where the
executing authority has not invoked any
of the grounds listed in this Regulation
within the time periods, the service
provider should ensure that the requested
data is immediately transmitted directly to
the issuing authority or the law
enforcement authorities as indicated in
the EPOC.

is made pursuant to this Regulation, the
issuing authority should take the
information received from the addressee
into account, and should decide, on its
own initiative or on request of the
enforcing authority, whether to withdraw,
adapt or maintain the Order. Where a
notification is made pursuant to this
Regulation, the issuing authority should
take the information received from the
addressee into account, and decide,
whether to withdraw, adapt or maintain
the Order. It should also be possible for
the enforcing authority to raise the
grounds for refusal set out in this
Regulation.

Recital 41

78 (41) In order to allow service providers to A H1n-erderto-allowservice-providers-te (41) In order to allow service providers to Rapporteur proposal 24/08/2022 as
address formal problems, it is necessary to | addressformal-problems;itisneecessaryte | address formal problems, it is necessary to | amended by COM 13/10/2022:
set out a procedure for the communication | set-eutaprocedureforthe-communieation | set out a procedure for the communication
between the service provider and the between-the-service providerand-the between the service provider and the (41) In order to allow the addressee to
issuing judicial authority in cases where issuingjudicial authority in-eases-where-the | issuing judicial authority in cases where the | address formal problems, it is necessary to
the EPOC might be incomplete or contains | EPOC-mightbe-incomplete-orcontains EPOC might be incomplete or contains set out a procedure for the communication
manifest errors or not enough information | manifesterrors-ornotenoughinformation manifest errors or not enough information between the addressee and the issuing
to execute the Order. Moreover, should the | te-exeeute-the-Order—Meoreover;shouldthe | to execute the Order. Moreover, should the | authority, as well as, where a notification
service provider not provide the servieeprovidernotprovide the service provider not provide the took place, the enforcing authority, in
information in an exhaustive or timely information-in-an-exhaustive-or-timely information in an exhaustive or timely cases where the EPOC or EPOC-PR might
manner for any other reason, for example mannerfor-any-other reason;for-example manner for any other reason, for example be incomplete or contains manifest errors or
because it thinks there is a conflict with an | beeause-it-thinks-there-is-a-conflict-with-an | because it thinks there is a conflict with an | not enough information to execute the
obligation under the law of a third country, | ebligationunderthelaw-ofathirdeountry; | obligation under the law of a third country, | Order. Moreover, should the addressee not
or because it thinks the European or-beeause-it thinks-the European or because it thinks the European provide the information in an exhaustive or

Production Order has not been issued in

Production Order has not been issued in

timely manner for any other reason, for
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accordance with the conditions set out by aceordanecwith-the-conditions—setout-by accordance with the conditions set out by example because it thinks there is a conflict
this Regulation, it should go back to the this-Regulation—itshould-go-back-to-the this Regulation, it should go back to the with an obligation under the law of a third
issuing authorities and provide the isseinganthorities-and-provide-the issuing authorities and provide the country, or because it thinks the European
opportune justifications. The oppertunefustifications—The opportune justifications. The Production Order or European
communication procedure thus should communication procedure-thusshould communication procedure thus should Preservation Order has not been issued in
broadly allow for the correction or broadhyallew-for thecorrection-or broadly allow for the correction or accordance with the conditions set out by
reconsideration of the EPOC by the issuing | recensiderationofthe EPOC bytheissuing | reconsideration of the EROE European this Regulation, it should go back to the
authority at an early stage. To guarantee autherity atan-early stage—To-guaranteethe | Production Order by the issuing authority | issuing authority as well as, where a
the availabilty of the data, the service avatlabilty-of the-data;the serviceprovider | at an early stage. To guarantee the notification took place, the enforcing
provider should preserve the data if they should-preserve-the-data-if they-canidentify | availability of the data, the service provider | authority, and provide the opportune
can identify the data sought. the-data-sought should preserve the data if they can identify | justifications. The communication
the data sought. procedure thus should broadly allow for the
correction or reconsideration of the EROE
European Production Order or
European Preservation Order by the
issuing authority at an early stage. To
guarantee the availability of the data, the
addressee should preserve the data if they
can identify the data sought.
Recital 41
79 (41a) The addressee should not be Rapporteur proposal 24/08/2022 as
obliged to comply with the Order in case | amended by COM 13/10/2022:
of de facto impossibility which was not
created by the addressee or, if different, | (41a) The addressee should not be
the service provider at the time when the | obliged to comply with the European
Order was received. De facto Production Order or European
impossibility should be assumed if the Preservation Order in case of de facto
person whose data were sought is not a impossibility due to circumstances not
customer of the service provider or attributable to the addressee or, if
cannot be identified as such even after a | different, the service provider at the time
request for further information to the when the European Production Order or
issuing authority, or if the data have European Preservation Order was
been deleted lawfully before receiving received. De facto impossibility should be
the order. assumed if the person whose data were
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sought is not a customer of the service
provider or cannot be identified as such
even after a request for further
information to the issuing authority, or if
the data have been deleted before
receiving the order.

Recital 42

80 (42) Upon receipt of a European (42) Upon receipt of a European (42) Upon receipt of a European Rapporteni’s-proposal-08/05/2021:
Preservation Order Certificate (‘EPOC- Preservation Order Certificate (‘EPOC- Preservation Order Certificate (‘EPOC-
PR’), the service provider should preserve | PR’), the service provider should act PR’), the service provider should preserve | Addition-atthe-end-of recital (42):
requested data for a maximum of 60 days expeditiously to preserve the requested data | requested data for a maximum of 60 days
unless the issuing authority informs the for a maximum of 60 days. The 60 day unless the issuing authority informs the Where-the-preservationisnolonger
service provider that it has launched the period is calculated to allow for the service provider that it has launched the necessary-the issuingauthority should
procedure for issuing a subsequent request | launch of an official request for procedure for issuing a subsequent request | inform-the faddressees/-without-undue
for production, in which case the production. It may only be extended by for production, in which case the delay-and the preservationfor-the purpose
preservation should be continued. The 60 additional 30 days, where necessary to preservation should be continued. The 60 of-therelevant Order-should cease.

day period is calculated to allow for the
launch of an official request. This requires
that at least some formal steps have been
taken, for example by sending a mutual
legal assistance request to translation.
Following receipt of that information, the
data should be preserved as long as
necessary until the data is produced in the
framework of a subsequent request for
production.

allow further assessment of the relevance
of the data in the ongoing investigations
in order to prevent that potentially
relevant data is lost before the European
Preservation Order ends. Where the
issuing authority submits the subsequent
European Production Order to the
addressees within these time periods
European Production Order has been the
service provider should continue fo
preserve the data as long as necessary for
the execution of the European Production
Order.

day period is calculated to allow for the
launch of an official request. This requires
that at least some formal steps have been
taken, for example by sending a mutual
legal assistance request to translation.
Following receipt of that information, the
data should be preserved as long as
necessary until the data is produced in the
framework of a subsequent request for
production.

Rapporteur proposal 24/08/2022 as
amended by COM 13/10/2022:

(42) Upon receipt of a European
Preservation Order Certificate (‘EPOC-
PR”), the service provider should preserve
the requested data for a maximum of 60
days unless the issuing authority confirms
that a subsequent request for production has
been issued, in which case the preservation
should be continued. The issuing authority
can extend the duration of the preservation
by an additional 30 days, where necessary
to allow for the issuing of the subsequent
request for production, using the form set
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out in this Regulation. Where the issuing
authority confirms within the relevant
deadline that a subsequent request for
production has been issued at its level, the
service provider should preserve the data as
long as necessary to produce the data once
the service provider has received the
subsequent request for production. Such a
confirmation must be sent to the service
provider within the relevant deadline, in
one of the official languages of the Member
State where the designated establishment
or the legal representative is located or any
other language accepted by the
addressee[s], using the form as set out in
this Regulation. To prevent the preservation
from ceasing it is sufficient that the
underlying request for production has been
issued and the confirmation has been sent
by the issuing authority; further required
formalities for the transmission, such as the
translation of documents, do not need to be
completed at this point of time. Where the
preservation is no longer necessary, the
issuing authority should inform the
addressee without undue delay and the
preservation for the purpose of the relevant
Order should cease.

Recital 42a

81 (42a) In order to allow the service Rapporteur proposal 24/08/2022 as
provider to address problems, in cases amended by COM 13/10/2022:
where the EPOC or EPOC-PR might be
incomplete, in form or content, contain [delete; covered in lines 77-79]

manifest errors or not enough information
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to execute the Order, it is necessary to set
out a procedure for the communication, to
ask for clarification or, where necessary,
correction from the issuing authority.
Moreover, there might be cases where the
service provider cannot provide the
information in cases of force majeure or
of a de facto impossibility not attributable
to the service provider, or cannot provide
it in an exhaustive or timely manner for
any other reason. Such reasons could be
technical or operational (e.g. operational
limitations of small and medium-sized
enterprises). In these cases, the service
provider also should go back to the issuing
authorities and provide the opportune
Justifications, as well as where it considers
the Order to be manifestly abusive or
excessive For example, an Order
requesting the production of data
pertaining to an undefined class of people
in a geographical area or with no link to
concrete criminal proceedings would
ignore in a manifest way the conditions
for issuing a European Production or
Preservation Order. The communication
procedure thus should broadly allow for
the correction or reconsideration of the
EPOC or EPOC-PR by the issuing
authority at an early stage. Where
clarification or correction is needed, the
issuing authority should react
expeditiously and within 5 days at the
latest. In the absence of a reaction from
the issuing authority, the order should be
considered null and void. Where the
relevant conditions are fulfilled, the

Council Mandate

Draft agreement
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issuing authority should set a new
deadline or withdraw the order. To
guarantee the availability of the data, the
service provider should preserve the
requested data during this procedure,
where possible.
Recital 42b
82 (42b) Notwithstanding the principle of Rapporteur proposal 24/08/2022:
mutual trust, the executing authority
should be able to refuse the recognition of (42d) Notwithstanding the principle of
execution of a European Production mutual trust, the enforcing authority
Order, where such refusal is based on the should, where appropriate, raise grounds
fact that the conditions for issuing a for refusal of a European Production
European Production Order as laid down Order, where a notification took place in
this Regulation are not fulfilled or based accordance with this Regulation, based
on further specific grounds as listed in on a list of grounds for refusal, provided
this Regulation. for in this Regulation.
Recital 42c
83 (42c) The principle of ne bis in idem is a Rapporteur proposal 24/08/2022:
fundamental principle of law in the
Union, as recognised by the Charter and (42e) Where the recognition or execution
developed by the case law of the Court of of such European Production Order would
Justice of the European Union. Therefore, involve the breach of an immunity or
where the executing authority assesses the privilege in the enforcing State, where the
Order, it should refuse the execution of a data requested are related to rules on the
European Production Order if its determination or limitation of criminal
execution would be contrary to that liability that relate to the freedom of press
principle. or the freedom of expression in other
media, or where, in exceptional situations,
there are substantial grounds to believe,
on the basis of specific and objective
evidence, that the execution of the Order
MK/mj 65
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would, in the particular circumstances of
the case, entail a manifest breach of a
relevant fundamental right as set out in
Article 6 TEU and the Charter, the
enforcing authority should refuse that
order.
Recital 42d
84 (42d) Furthermore, where the executing Rapporteur proposal 24/08/2022:
authority assesses the Order and there are
substantial grounds to believe that the (42d) The principle of ne bis in idem is a
execution of the European Production fundamental principle of law in the Union,
Order would be incompatible with as recognised by the Charter and
Member State's obligations in accordance developed by the case law of the Court of
with Article 6 TEU and the Charter, the Justice of the European Union. Therefore,
executing authority should refuse the where the enforcing authority assesses the
execution of a European Production Order, it should refuse the execution of a
Order. European Production Order if its
execution would be contrary to that
principle.
Recital 42e
85 (42e) In addition, where the recognition or Rapporteur proposal 24/08/2022:
execution of a European Production
Order would involve the breach of an [DELETED; moved up to line 83]
immunity or privilege in the executing
State, the executing authority should
refuse that order in cases where it is
assessed by the executing authority.
Recital 42f
86 (42f) Due to the more intrusive character Rapporteur proposal 24/08/2022:
of European Production Orders for traffic
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and content data, the executing authority
should have additional optional grounds
for non-recognition and non-execution at
their disposal for these data categories.

[DELETED]

Recital 43

87

(43) Service providers and their legal
representatives should ensure
confidentiality and when requested by the
issuing authority refrain from informing
the person whose data is being sought in
order to safeguard the investigation of
criminal offences, in compliance with
Article 23 of Regulation (EU) 2016/679".
However, user information is an essential
element in enabling review and judicial
redress and should be provided by the
authority if the service provider was asked
not to inform the user, where there is no
risk of jeopardising ongoing investigations,
in accordance with the national measure
implementing Article 13 of Directive (EU)
2016/680'.

13 Regulation (EU) 2016/679 of the
European Parliament and of the Council of
27 April 2016 on the protection of natural
persons with regard to the processing of
personal data and on the free movement of
such data, and repealing Directive
95/46/EC (General Data Protection
Regulation) (OJ L 119, 4.5.2016, p. 1).

(43) Since informing the person whose
data is sought is an essential element as
regards data protection rights and defence
rights, in enabling effective review and
Jjudicial redress, in accordance with
Article 6 TEU and the Charter, the service
provider should inform the person whose
data is being sought without undue delay.
When informing the person, the service
provider should take the necessary state-
of-the-art operational and technical
measures to ensure the security,
confidentiality and integrity of the EPOC
or the EPOC-PR and of the data produced
or preserved.

(43) Service providers and their legal
representatives should ensure
confidentiality. Furthermore they should

autherity refrain from informing the person
whose data is being sought in order to
safeguard the investigation of criminal
offences, in compliance with Article 23 of
Regulation (EU) 2016/679'°. Hewever
except where requested by the issuing
authority to inform the person. In these
cases, the issuing authority should also
provide the necessary information about
the applicable legal remedies to the
service provider, so that it can be
included in the information to the
person. In any case, user information is an
essential element in enabling review and
judicial redress and should be provided by
the authority if the service provider was not
asked not to inform the user, where-as soon
as there is no risk of jeopardising ongoing
investigations, in accordance with the
national measure implementing Article 13
of Directive (EU) 2016/680'%. The issuing
authority may abstain from informing
the person whose subscriber or access
data was sought where necessary and
proportionate to protect the

Rapporteur proposal 24/08/2022:

(43) Since informing the person whose
data is sought is an essential element as
regards data protection rights and defence
rights, in enabling effective review and
judicial redress, in accordance with Article
6 TEU and the Charter, the issuing
authority should inform the person whose
data are being sought without undue delay
about the data production. However, the
issuing authority may, in accordance with
national law, delay, restrict or omit
informing the person whose data are being
sought, to the extent that, and for as long
as the conditions of Directive 2016/680"
are met, in which case, the issuing
authority should indicate in the case
filethe reasons for the delay, restriction or
omission and add a short justification in
the Certificate. The addressees and, if
different, the service providers should take
the necessary state-of-the-art operational
and technical measures to ensure the
confidentiality, secrecy and integrity of the
EPOC or the EPOC-PR and of the data
produced or preserved.
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14 Directive (EU) 2016/680 of the
European Parliament and of the Council of
27 April 2016 on the protection of natural
persons with regard to the processing of
personal data by competent authorities for
the purposes of the prevention,
investigation, detection or prosecution of
criminal offences or the execution of
criminal penalties, and on the free
movement of such data, and repealing
Council Framework Decision
2008/977/JHA (OJ L 119, 4.5.2016, p. 89).

EP mandate

Council Mandate

fundamental rights and legitimate
interests of another person, and in
particular where these rights and
interests outweigh the interest to be
informed of the person whose data were
sought. This could be the case where an
Order concerns subscriber or access
data of a third person, in light of the
presumption of innocence of the suspect.
Where the identity of the person
concerned is unknown to the issuing
authority, investigations to determine the
identity of this person should only be
carried out insofar as it seems necessary
and proportionate in relation to the
invasiveness of the measure and the
respective effort associated with
establishing their identity.

13 Regulation (EU) 2016/679 of the
European Parliament and of the Council of
27 April 2016 on the protection of natural
persons with regard to the processing of
personal data and on the free movement of
such data, and repealing Directive
95/46/EC (General Data Protection
Regulation) (OJ L 119, 4.5.2016, p. 1).

' Directive (EU) 2016/680 of the European
Parliament and of the Council of 27 April
2016 on the protection of natural persons
with regard to the processing of personal
data by competent authorities for the
purposes of the prevention, investigation,
detection or prosecution of criminal

Draft agreement

13 Directive (EU) 2016/680 of the European
Parliament and of the Council of 27 April
2016 on the protection of natural persons
with regard to the processing of personal
data by competent authorities for the
purposes of the prevention, investigation,
detection or prosecution of criminal
offences or the execution of criminal
penalties, and on the free movement of such
data, and repealing Council Framework
Decision 2008/977/JHA (OJ L 119,
4.5.2016, p. 89).
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offences or the execution of criminal
penalties, and on the free movement of
such data, and repealing Council
Framework Decision 2008/977/JHA (OJ L
119, 4.5.2016, p. 89).

Recital 43a

88 (43a) As long as necessary and Rapporteur proposal 24/08/2022:
proportionate, in order not to obstruct the
relevant criminal proceedings or in order [DELETED; covered in line 87]

to protect the fundamental rights of
another person, the issuing authority,
taking due account of the impact of the
measure on the fundamental rights of the
person whose data is sought, may request
the service provider to refrain from
informing the person whose data is being
sought, based on a judicial order, which
should be duly justified, specify the
duration of the obligation of
confidentiality and be subject to periodic
review. Where the issuing authority
requests the service provider to refrain
from informing the person, the issuing
authority should inform the person whose
data is being sought without undue delay
about the data production or preservation.
That information could be delayed as long
as necessary and proportionate, taking
into account the rights of the suspected
and accused person and without prejudice
to defence rights and effective legal
remedies. User information should
include information about any available
remedies as referred to in this Regulation.
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Recital 43b

89 (43b) Electronic information obtained in
accordance with this Regulation should
not be used for the purpose of proceedings
other than those for which it was obtained
in accordance with this Regulation, except
for where there is an imminent threat to
the life or physical integrity of a person.
Where the disruption or destruction of a
critical infrastructure would directly imply
an imminent risk to the life or physical
integrity of a person, such a situation
should also be treated as an imminent
threat to the life or physical integrity of a
person, in accordance with EU law.

Recital 43c

90 (43¢) Electronic information that has been
gathered in breach of any of the
conditions listed in this Regulation should
be erased without undue delay. Electronic
information that is no longer necessary
for the investigation or prosecution for
which it was produced or preserved,
including possible appeals, should also
immediately be erased, unless this would
affect the defence rights of the suspected
or accused person. For this purpose,
periodic reviews for the need of the
storage of the electronic information
should be established. The person whose
data was sought should be informed about
the erasure.
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Recital 43d

91

(43d) Electronic information that has
been gathered in breach of this
Regulation should not be admissible
before a court. This should also include
all cases where the criteria laid down in
this Regulation are not fulfilled. Where
electronic information has been obtained
before a ground for non-recognition listed
in this Regulation has been invoked, it
neither should be admissible before a
court. When assessing the admissibility of
electronic information, obtained in
accordance with this Regulation, the
competent judicial authorities should at
any stage of the proceedings ensure that
the rights of the defence and the fairness
of the proceedings are respected. For such
an assessment, the competent judicial
authorities should also take into due
account whether the criteria laid down in
this Regulation were fulfilled, in
particular where the data sought might be
protected by immunities or privileges.

Recital 43e

92

(43e) Where claimed by the service
provider, the issuing State should
reimburse the justified costs borne by the
service provider and related to the
execution of the European Production
Order or the European Preservation
Order. To this end, Member States should
inform the Commission on the rules for

Rapporteur proposal 24/08/2022:

It should be possible for the service
provider to claim reimbursement of its
costs by the issuing State, if that is
provided for by the national law of the
issuing State for domestic orders in similar
situations, in accordance with that
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reimbursement, which the Commission
should make public. Where for practical
reasons, such as the economic size of the
service provider, different language
regimes between the issuing State and the
executing State or different national rules
for the reimbursement of costs between
these States, the service provider is
substantially hampered from claiming the
reimbursement of costs related to the
execution of a European Production
Order or European Investigation order
from the issuing State, the service provider
should be entitled to claim reimbursement
of the costs from the executing State.
Where the service provider chooses the
executing State, the issuing State should
reimburse the executing State for these
costs.

Council Mandate

Draft agreement

national law. Member States should
inform the Commission about their
national rules for reimbursement, and the
Commission should make them public.

Recital 43f
93 (43f) Member States should lay down the Rapporteur proposal 24/08/2022:
rules on sanctions applicable to
infringements of the obligations pursuant Without prejudice to national laws
to this Regulation. These sanctions should providing for the imposition of criminal
be effective, proportionate and dissuasive. sanctions, Member States should lay down
When determining the appropriate the rules on pecuniary sanctions
sanction applicable to infringements of applicable to infringements of this
service providers, the competent Regulation and should take all measures
authorities should take into account all necessary measures to ensure that they are
relevant circumstances, such as the implemented. The sanctions provided for
nature, gravity and duration of the shall be effective, proportionate and
breach, whether it was committed dissuasive. Member States should, without
intentionally or through negligence and delay notify the Commission of those rules
whether the service provider was held and of those measures and should notify it,
MK/mj 72
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responsible for similar previous breaches.
Particular attention should, in this
respect, be given to micro enterprises.

without delay, of any subsequent
amendment affecting them. Member States
should ensure that pecuniary sanctions
provided for by national laws of the
Member States are effective, proportionate
and dissuasive and that pecuniary
sanctions of up to 2% of the total
worldwide annual turnover of the service
provider’s preceding financial year can be
imposed.

Recital 43g
94 (43g) Where a service provider acts with Rapporteur proposal 24/08/2022:
due diligence, in particular with regards to
data protection obligations, and requested Where a service provider acts with due
clarification or justification from the diligence, in particular with regards to
issuing authority, in accordance with this data protection obligations, and requested
Regulation, it should not be held liable for clarification or justification from the
the consequences of any delays caused. In issuing authority, in accordance with this
addition, sanctions applied to Regulation, it should not be held liable for
infringements of the obligations of service the consequences of any delays caused. In
provider pursuant to this Regulation addition, sanctions applied to
should be annulled, where an order has infringements of the obligations of service
been successfully challenged in provider pursuant to this Regulation
accordance with this Regulation. should be annulled, where an order has
been successfully challenged in
accordance with this Regulation.
Recital 44
95 (44) In case of non-compliance by the (44) Where the service provider does not (44) In case of non-compliance by the Rapporteur proposal 24/08/2022:
addressee, the issuing authority may comply with an EPOC within the addressee, the issuing authority may
transfer the full Order including the deadlines or with an EPOC-PR, without transfer the full Order including the (44) Where the addressee does not comply
reasoning on necessity and proportionality, | providing sufficient reasons, and where, reasoning on necessity and proportionality, | with an EPOC within the deadline or with
accompanied by the Certificate, to the as regards the EPOC, the executing accompanied by the Certificate, to the an EPOC-PR, without providing reasons
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competent authority in the Member State
where the addressee of the Certificate
resides or is established. This Member
State should enforce it in accordance with
its national law. Member States should
provide for the imposition of effective,
proportionate and deterrent pecuniary
sanctions in case of infringements of the
obligations set up by this Regulation.

authority has not invoked any of the
grounds as provided for in this
Regulation, the issuing authority may
request the competent authority in the
executing State to enforce the Order. In
such a case, the executing State should
formally require the service provider to
comply with the Order, informing the
service provider of the possibility to
oppose the execution by invoking one of
the grounds which the service provider
has at its disposal for correction or
reconsideration of the order, in
accordance with this Regulation. Where a
service provider still does not comply with
its obligations, Member States should
impose a sanction in accordance with this
Regulation.

competent authority in the Member State
where the addressee of the Certificate
resides or is established.

accepted by the issuing authority and
where the enforcing authority has not
invoked any of the grounds for refusal as
provided for in this Regulation, the issuing
authority may request the competent
authority in the enforcing State to enforce
the European Production Order or the
European Preservation Order. To this end,
the issuing authority should transfer the
Form filled out by the addressee and any
relevant document by any means capable
of producing a written record under
conditions allowing the enforcing
authority to establish authenticity. It
should translate the Order and any
document transferred into one of the
languages accepted by this Member State
and should inform the addressee of the
transfer. This Member State should enforce
it in accordance with its national law.
Member States should provide for the
imposition of effective, proportionate and
deterrent pecuniary sanctions in case of
infringements of the obligations set up by
this Regulation.

Recital 45
96 (45) The enforcement procedure is a 33 T heenforcementproceduretsa (45) The enforcement procedure is a Rapporteur proposal 24/08/2022:
procedure where the addressee can oppose | precedure-where-the-addressee-can-oppese | procedure where the addressee can eppese
the enforcement based on certain restricted | the-enforeementbased-on-certainrestricted | invoke formal grounds against the (45) The enforcement procedure is a
grounds. The enforcing authority can grounds—The-enforeingauthority-canrefuse | enforcement based on certain restricted procedure where the addressee can eppese
refuse to recognise and enforce the Order to-reeognisc-and-cnforee-the-Order-based grounds. The enforcing authority can refuse | invoke formal grounds against the
based on the same grounds, or if on-the-same grounds;-or i immunitiesand | to recognize and enforce the Order based enforcement based on certain restricted
immunities and privileges under its privileges-under-its-national-law-apply-or on the same grounds, or and additionally, | grounds provided for in this Regulation,
national law apply or the disclosure may the-disclosure-mayimpactitsfundamental | in case they have to be taken into including it not being issued or validated
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impact its fundamental interests such as terestssueh-asnationalseeuriby-and account under this Regulation, if by a competent authority or where the
national security and defence. The defence—The-enforcingautherity should immunities and privileges as well as rules | European Production Order does not
enforcing authority should consult the constit-theissuingauthority-before on determination and limitation of concern data stored by or on behalf of the
issuing authority before refusing to refustngto-recognise-orenforee-the-order; criminal liability relating to freedom of service provider at the time of receipt of
recognise or enforce the order, based on based-on-thesegrounds—tnease-of non- press and freedom of expression in other | EPOC. The enforcing authority can refuse
these grounds. In case of non-compliance, | eompliance,autherities-canimpeose media under its national law apply or the to recognize and enforce the Order based on
authorities can impose sanctions. These sanetions—hese-sanctions-should-be disclosure may impact its fundamental the same grounds, or, where a notification
sanctions should be proportionate also in propertionatealse-H-view-of speeifie interests such as national security and took place in accordance with this
view of specific circumstances such as circumstances-suchasrepeated-orsystemie | defense. The enforcing authority should Regulation, based on applicable additional
repeated or systemic non-compliance. non-compliance- consult the issuing authority before grounds for refusal. The enforcing
refusing to recognize or enforce the order, authority should consult the issuing
based on these grounds. In case of non- authority before refusing to recognize or
compliance, authorities can impose enforce the order, based on these grounds.
sanctions. These sanctions should be In case of non-compliance, authorities can
proportionate also in view of specific impose sanctions. These sanctions should
circumstances such as repeated or systemic | be proportionate also in view of specific
non-compliance. circumstances such as repeated or systemic
non-compliance.
Recital 45
97 (45a) When determining in the Rapporteur proposal 24/08/2022:
individual case the appropriate
pecuniary sanction, the competent (45a) When determining in the individual
authorities should take into account all case the appropriate pecuniary sanction,
relevant circumstances, such as the the competent authorities should take
nature, gravity and duration of the into account all relevant circumstances,
breach, whether it was committed such as the nature, gravity and duration
intentionally or through negligence, of the breach, whether it was committed
whether the service provider was held intentionally or through negligence,
responsible for similar previous breaches | whether the service provider was held
and the financial strength of the service responsible for similar previous breaches
provider held liable. In exceptional and the financial strength of the service
circumstances, that assessment may lead | provider held liable. In exceptional
the enforcing authority to decide to circumstances, that assessment may lead
abstain from imposing any pecuniary the enforcing authority to decide to
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sanctions. Particular attention should, in | abstain from imposing any pecuniary
this respect, be given to micro sanctions. Particular attention should, in
enterprises that fail to comply with an this respect, be given to micro enterprises
Order in an emergency case due to lack that fail to comply with an Order in an
of personal resources outside normal emergency case due to lack of Auman
business hours, if the data is transmitted | resources outside normal business hours,
without undue delay. if the data is transmitted without undue
delay.
Recital 46
98 (46) Notwithstanding their data protection | (46)Netwithstanding theirdataprotection (46)Netwithstandingtheir dataprotection | Rapporteur proposal 24/08/2022:
obligations, service providers should not obligations;-service providersshould notbe | ebligations, Service providers should not
be held liable in Member States for held-liable-in Member States-forprejudice | be held liable in Member States for (46) Without prejudice to data protection
prejudice to their users or third parties to-theirusers-or-third-parties-exclusively prejudice to their users or third parties obligations, service providers should not
exclusively resulting from good faith resulting from-good-faith-comphiance-with | exelusively resulting from good faith be held liable in Member States for
compliance with an EPOC or an EPOC- anr BEPOC-oran EPOC-PR- compliance with an EPOC or an EPOC-PR. | prejudice to their users or third parties
PR. The responsibility to ensure the legality resulting from good faith compliance with
of the Order, in particular its necessity an EPOC or an EPOC-PR. The
and proportionality, should lie with the responsibility to ensure the legality of the
issuing authority. Order, in particular its necessity and
proportionality, should lie with the
issuing authority.
Recital 47
99 (47) In addition to the individuals whose (47) In addition to the individuals whose (47) In addition to the individuals whose Rapporteur proposal 24/08/2022:
data is requested, the service providers and | data is sought, the laws of a third country data is requested, the service providers and
third countries may be affected by the may be affected by the investigative third countries may be affected by the (47) In addition to the individuals whose
investigative measure. To ensure comity measure. In such situations, judicial investigative measure. To ensure comity data is sought, the laws of a third country
with respect to the sovereign interests of cooperation based on international with respect to the sovereign interests of might be affected by the investigative
third countries, to protect the individual agreements would generally be the most third countries, to protect the individual measure. To ensure comity with respect to
concerned and to address conflicting appropriate way to request electronic concerned and to address conflicting the sovereign interests of third countries, to
obligations on service providers, this information when conflicts of law with a obligations on service providers, this protect the individual concerned and to
instrument provides a specific mechanism | third country arise. Without prejudice to instrument provides a specific mechanism address conflicting obligations on service
for judicial review where compliance with | such international agreements and in for judicial review where compliance with | providers, this instrument provides a
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a European Production Order would order to ensure comity with respect to the a European Production Order would specific mechanism for judicial review
prevent service providers from complying | sovereign interests of third countries, to prevent service providers from complying where compliance with a European
with legal obligation deriving from a third | protect the individual concerned and to with legal obligation deriving from a third Production Order would prevent service
State’s law. address conflicting obligations on service State’s law. providers from complying with legal

providers, this instrument provides a obligation deriving from a law of a third

specific mechanism for review where the country.

service provider or the executing authority

consider that compliance with a European

Production Order or a European

Preservation Order would conflict with

applicable laws of third country

prohibiting disclosure of the data

concerned.

Recital 48
100 (48) To this end, whenever the addressee (48) To this end, whenever the service (48) To this end, whenever the addressee Rapporteur proposal 24/08/2022:

considers that the European Production provider or the executing authority considers that the European Production
Order in the specific case would entail the | consider that the European Production Order in the specific case would entail the (48) To this end, whenever the addressee
violation of a legal obligation stemming Order or the European Preservation Order | violation of a legal obligation stemming considers that the European Production
from the law of a third country, it should in the specific case would entail the from the law of a third country, it should Order in the specific case would entail the
inform the issuing authority by way of a violation of a legal obligation stemming inform the issuing authority by way of a violation of a legal obligation stemming
reasoned objection, using the forms from the law of a third country, it should reasoned objection, using the forms from the law of a third country, it should
provided. The issuing authority should inform the issuing authority and the provided. The issuing authority should then | inform the issuing authority by way of a
then review the European Production relevant addressees, without undue delay review the European Production Order in reasoned objection, using the forms
Order in light of the reasoned objection, at the latest within 10 days from the light of the reasoned objection, taking into | provided. The issuing authority should then
taking into account the same criteria that receipt of the order, thereby suspending account the same criteria that the competent | review the European Production Order in
the competent court would have to follow. | the execution of the Order. Such notice court would have to follow. Where the light of the reasoned objection and any
Where the authority decides to uphold the | should include all relevant details on the authority decides to uphold the Order, the input provided by the enforcing State,
Order, the procedure should be referred to | law of the third country, its applicability in | procedure should be referred to the taking into account the same criteria that the
the competent court, as notified by the the case at hand and the nature of the competent court, as notified by the relevant | competent court would have to follow.
relevant Member State, which then reviews | conflicting obligation. The issuing Member State, which then reviews the Where the authority decides to uphold the
the Order. authority should then review the European | Order. Order, the procedure should be referred to

Production Order or European the competent court, as notified by the

Preservation Order, within 10 days of relevant Member State, which then reviews

receiving the notice, taking into account the Order.
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criteria including the interests protected by
the relevant law, the connection of the
criminal case and the third country, the
connection between the service provider
and the third country, the interests of the
issuing State in obtaining the electronic
information and the possible
consequences for the addressees of
complying with the European Production
Order or the European Preservation
Order. During this procedure, the
requested data should be preserved where
possible.

Draft agreement

Recital 48a

101 (48a) The issuing authority should be able
to withdraw, uphold or adapt the Order
where necessary, to give effect to the
relevant criteria. In the event of
withdrawal, the issuing authority should
immediately inform the addressees of the
withdrawal. Where the issuing authority
decides to uphold the Order, it should
inform the addressees of its decision. The
executing authority, while duly taking into
account the decision of the issuing
authority should take a final decision
based on the criteria listed in this
Regulation, within 10 days of receiving
the decision of the issuing authority, and
inform the issuing authority and the
service provider of its final decision.

Rapporteur proposal 24/08/2022:

[DELETED]

Recital 49
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102 (49) In determining the existence of a (49) In determining the existence of a (49) In determining the existence of a Rapporteur proposal 24/08/2022:
conflicting obligation in the specific conflicting obligation in the specific conflicting obligation in the specific
circumstances of the case under circumstances of the case under circumstances of the case under (49) In determining the existence of a
examination, the competent court should examination, the issuing authority and the | examination, the competent court sheuld conflicting obligation in the specific
rely on appropriate external expertise executing authority should seek may rely on appropriate external expertise | circumstances of the case under
where needed, for example if the review information from the competent authority | where needed, for example ifthereview examination, the competent court sheuld
raises questions on the interpretation of the | of the third country, for example if the raises-questions on the interpretation of the | may rely on appropriate external expertise
law of the third country concerned. This review raises questions on the law of the third country concerned. This where needed, for example #thereview
could include consulting the central interpretation of the law of the third could include consulting the central raises-questions on the interpretation of the
authorities of that country. country concerned, in compliance with authorities of that country. law of the third country concerned. This
Directive (EU) 2016/680 and to the extent could include consulting the central
that this does not obstruct the deadlines authorities of that country, taking into
provided for in this Regulation. account Directive 2016/680. Information
should in particular be requested from the
competent authority of the third country by
the issuing State where the conflict
concerns fundamental rights of the third
country or fundamental interests of the
third country related to national security
and defence.
Recital 50
103 (50) Expertise on interpretation could also | (50) Expertise on interpretation could also (50) Expertise on interpretation could also | Rapporteur proposal 24/08/2022:
be provided through expert opinions where | be provided through expert opinions where | be provided through expert opinions where
available. Information and case law on the | available. Information and case law on the | available. Information and case law on the | (50) Expertise on interpretation could also
interpretation of third countries’ laws and interpretation of the laws of a third country | interpretation of third countries’ laws and be provided through expert opinions where
on conflicts procedures in Member States and on conflict procedures in Member on conflicts procedures in Member States available. Information and case law on the
should be made available on a central States should be made available on a should be made available on a central interpretation of the laws of a third country
platform such as the SIRIUS project and/or | central platform such as the SIRIUS project | platform such as the SIRIUS project and/or | and on conflict procedures in Member
the European Judicial Network. This and/or the European Judicial Network, with | the European Judicial Network. This States should be made available on a central
should allow courts to benefit from a view to benefitting from experience and should allow courts to benefit from platform such as the SIRIUS project and/or
experience and expertise gathered by other | expertise gathered on the same or similar experience and expertise gathered by other | the European Judicial Network, with a view
courts on the same or similar questions. It questions. It should not prevent a renewed courts on the same or similar questions. It to benefitting from experience and
should not prevent a renewed consultation | consultation of the third state where should not prevent a renewed consultation | expertise gathered on the same or similar
questions. It should not prevent a renewed
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of the third state where appropriate. appropriate. of the third state where appropriate. consultation of the third state where
appropriate.
Recital 51
104 (51) Where conflicting obligations exist, 5 Where-conflicting-obligations-exist; (51) Where conflicting obligations exist, Rapporteur proposal 24/08/2022:
the court should determine whether the the-court should-determine-whether-the the court should determine whether the
conflicting provisions of the third country | eenflictingprovisions-ofthe third-country conflicting provisions of the third country (51) Where conflicting obligations exist, the
prohibit disclosure of the data concerned prohibit-disclosure-of the-data-concerned-on | law applies and if so, whether they court should determine whether the
on the grounds that this is necessary to the-grounds-that this-is-neeessary-to-either prohibit disclosure of the data concerned. conflicting provisions of the third country
either protect the fundamental rights of the | protectthefundamentalrights-efthe on-the-grounds-that-thists-neeessary-te law applies and if so, whether they
individuals concerned or the fundamental individuals-conecrned-or-thefundamental either protect-the fundamental rights-efthe | prohibit disclosure of the data concerned,
interests of the third country related to wterests-ofthe thirdcountryrelatedto individuals-coneerned-or-the fundamental by weighing a number of elements which
national security or defence. In carrying national security-or-defenceIn-ecarryingout | interests-ofthe-third countryrelated-to are designed to ascertain the strength of the
out this assessment, the court should take this-assessment-the-court-should-takeinto national security-or-defenceIn-carryingout | connection to either of the two jurisdictions
into account whether the third country law, | account-whetherthe-third-countrylaw; this-assessment;the-court-should-takeinto involved, the respective interests in
rather than being intended to protect rather-than being-intended-to-proteet aeeoutwhether the tirdreottrytaws obtaining or instead preventing disclosure
fundamental rights or fundamental interests | fundamentalrights-or fundamental-interests | rather-than beingintended-to-proteet of the data, and the possible consequences
of the third country related to national of the-third-countryrelated-to-national fundamental rights-or fundamental-interests | for the service provider of having to comply
security or defence, manifestly seeks to seeurity-or-defence, manifestly-seeksto ot the-third-country-related-tonational with the Order. Particular importance and
protect other interests or is being aimed to | protectotherinterests-oris-beingaimed-to | security-or-defence,manifestlyseeksto weight should be given to the protection
shield illegal activities from law shield-iHepuhaetivitiestromtaw protect-otherinterests-oris-beingaimedte | of fundamental rights by the third
enforcement requests in the context of enforcement requests-in-the-context-of shield-itegal-aetivitiesfromlaw country’s provisions and other
criminal investigations. Where the court eriminal-investigations—Where-the-eourt enforeementrequestsinthecontextof fundamental interests, such as national
concludes that conflicting provisions of the | eencludes-that-conflicting provisions-ofthe irinald igations. Where the court security interests of the third country as
third country prohibit disclosure of the data | third-country-prohibit-disclosure-ofthe-data | concludes that conflicting provisions of the | well as the degree of connection of the
concerned on the grounds that this is conecerned-on-the-grounds-that this-is third country prohibit disclosure of the data | criminal case to either of the two
necessary to either protect the fundamental | neecessary-to-eitherprotectthe-fundamental | concerned-onthe-grounds-thatthisis jurisdictions when conducting the
rights of the individuals concerned or the rights-of the-individuals-concerned-or-the necessary-to-either proteetthe fundamental | assessment. Where the court decides to lift
fundamental interests of the third country fundamental-interests-of the-third-country rights-ef the-individuals-concerned-or-the the Order, it should inform the issuing
related to national security or defence, it related-to-national seeurity-or-defence, it fundamental-interests-of the-third-country authority and the addressee. If the
should consult the third country via its should-consult-the-third-eountry-via-its related-to-national-sceurity-or-defeneesit competent court determines that the Order
central authorities, which are already in central-antheorities;-which-are-already-in should-consult-the-third-country-via-its is to be upheld, it should inform the
place for mutual legal assistance purposes place-for mutaal legal-assistanee-purpeses eentral-authorities;-which-are-already-in issuing authority and the addressee, who
in most parts of the world. It should set a in-mestparts-of the-worldJtshouldseta placefor-mutaal legal assistance-purposes should proceed with the execution of the
deadline for the third country to raise deadhineforthe third countryto-raise wrmestparts-oftheworldteshould seta Order. The issuing authority should
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objections to the execution of the European
Production Order; in case the third country
authorities do not respond within the
(extended) deadline despite a reminder
informing them of the consequences of not
providing a response, the court upholds the
Order. If the third country authorities
object to disclosure, the court should lift
the Order.

inform the enforcement authority about
the outcome of the proceedings.

Recital 52
105 (52) In all other cases of conflicting 52D In-all-otherecases-of contlicting (52)1n-all-othereases-of conflicting Rapporteur proposal 24/08/2022:
obligations, unrelated to fundamental obligations;unrelated-tofundamental rights | obligations;unrelated-tofundamentalrights
rights of the individual or fundamental of the-individual-or-fundamental-interests ofthe-tndividunlorfundamentaltnterests [DELETED; partly referred to line 104]
interests of the third country related to of the-third-countryrelated-to-national of the-third-countryrelated-to-national
national security or defence, the court seeurity-or-defence;the-court should-take seeurity-or-defenee, the court should take
should take its decision on whether to its-deeistonron-whetherto-upheld-the its decision on whether to uphold the
uphold the European Production Order by | EvrepeanProductionOrderby-weighinga | European Production Order by weighing a
weighing a number of elements which are | numberofelements-which-are-designedte | number of elements which are designed to
designed to ascertain the strength of the aseertain-the-strength-of the-connectionto ascertain the strength of the connection to
connection to either of the two either-of the-twojurisdictionsinvelved;the | either of the two jurisdictions involved, the
jurisdictions involved, the respective respeetive-interests-in-obtaining orinstead respective interests in obtaining or instead
interests in obtaining or instead preventing | preventingdiselosure-of the-data,and-the preventing disclosure of the data, and the
disclosure of the data, and the possible pessible-consequencesfor-theserviee possible consequences for the service
consequences for the service provider of provider-of having to-comply-with-the provider of having to comply with the
having to comply with the Order. Orderlmportantly foreyber—related Order. Importantly for cyber-related
Importantly for cyber-related offences, the | effences;the-place-where-the-erime-was offences, the place where the crime was
place where the crime was committed committed-covers-boththe place(s)-where committed covers both the place(s) where
covers both the place(s) where the action the-action-was-taken-and-the place{s)-where | the action was taken and the place(s) where

was taken and the place(s) where the
effects of the offence materialised.

the effects of the offence materialised.
Particular importance and weight should
be given to the protection of
fundamental rights by the third
country’s provisions and other
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fundaimental interests, such as national
security interests of the third country as
well as the degree of connection of the
criminal case to either of the two
jurisdictions when conducting the
assessment.
Recital 53
106 (53) The conditions set out in Article 9 are | (53)The-conditions-setoutinArticle9are | (53) The conditions set out in Article 9 are | Rapporteur proposal 24/08/2022:
applicable also where conflicting applicable-also-where-conflicting applicable also where conflicting
obligations deriving from the law of a third | ebligatiens-derivingfromthelaw-ofathird | obligations deriving from the law of a third | (53) The conditions set out in this
country occur. During this procedure, the country-occusPuring thisprocedurethe country occur. During this procedure, the Regulation for the execution of an EPOC
data should be preserved. Where the Order | datasheuld-bepreserved—WheretheOrder | data should be preserved. Where the Order | are applicable also where conflicting
is lifted, a new Preservation Order may be | istifted;-anewPreservation Ordermaybe | is lifted, a new Preservation Order may be obligations deriving from the law of a third
issued to permit the issuing authority to mssuedHo-permitthedssingauthoritvto issued to permit the issuing authority to country occur. During this judicial review
seek production of the data through other seek-production-of the-data-through-other seek production of the data through other where compliance with a European
channels, such as mutual legal assistance. channels;-such-as-mutual legal-assistanee: channels, such as mutual legal assistance. Production Order would prevent service
providers from complying with legal
obligation deriving from a law of a third
country, the data should be preserved.
Where the Order is lifted, a new
Preservation Order may be issued to permit
the issuing authority to seek production of
the data through other channels, such as
mutual legal assistance.
Recital 54
107 (54) 1t is essential that all persons whose (54) In line with Article 47 of the Charter (54) 1t is essential that all persons whose Rapporteur proposal 24/08/2022:
data are requested in criminal of Fundamental Rights of the European data are requested in criminal
investigations or proceedings have access Union, it is essential that all persons investigations or proceedings have access (54) It is essential that all persons whose
to an effective legal remedy, in line with whose data was sought via a European to an effective legal remedy, in line with data are requested in criminal investigations
Article 47 of the Charter of Fundamental Production Order or a European Article 47 of the Charter of Fundamental or proceedings have access to an effective
Rights of the European Union. For Preservation Order have the right to Rights of the European Union. For suspects | legal remedy, in line with Article 47 of the
suspects and accused persons, the right to effective remedies against such Orders in | and accused persons, the right to an Charter of Fundamental Rights of the
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an effective remedy should be exercised
during the criminal proceedings. This may
affect the admissibility, or as the case may
be, the weight in the proceedings, of the
evidence obtained by such means. In
addition, they benefit from all procedural
guarantees applicable to them, such as the
right to information. Other persons, who
are not suspects or accused persons, should
also have a right to an effective remedy.
Therefore, as a minimum, the possibility to
challenge the legality of a European
Production Order, including the necessity
and the proportionality of the Order,
should be provided. This Regulation
should not limit the possible grounds to
challenge the legality of the Order. These
remedies should be exercised in the issuing
State in accordance with national law.
Rules on interim relief should be governed
by national law.

EP mandate

the issuing and executing State in
accordance with national law, including
the possibility to challenge the legality of
the Order, including its necessity and
proportionality, without prejudice to
remedies available under Regulation (EU)
2016/679 and Directive (EU) 2016/680.
The substantive reasons for issuing the
European Production Order or the
European Preservation Order should be
challenged in the issuing State, without
prejudice to the guarantees of
fundamental rights in the executing State.
The issuing authority and the executing
authority should take the appropriate
measures to ensure that information about
the options for seeking legal remedies
under national law is provided in due
time, including about when such remedies
become applicable, and ensure that they
can be exercised effectively.

Council Mandate

effective remedy cskould be exercised
during-the whenever data obtained is
used in criminal proceedings against
them. This may affect the admissibility, or
as the case may be, the weight in the
proceedings, of the evidence obtained by
such means. In addition, they benefit from
all procedural guarantees applicable to
them, such as the right to information.
Other persons, whose data were sought
but who are not suspects or accused
persons, should also have a right to an
effective remedy. Therefore, as a minimum,
the possibility to challenge the legality of a
European Production Order, including the
necessity and the proportionality of the
Order, should be provided. This Regulation
should not limit the possible grounds to
challenge the legality of the Order. These
remedies should be exercised in the issuing
State in accordance with national law.
Rules on interim relief should be governed
by national law.

Draft agreement

European Union. Without prejudice to
further legal remedies available in
accordance with national law, any persons
whose data were sought via a European
Production Order should have the right to
effective remedies against the European
Production Order. Where that person is a
suspect or accused person, the person
should have the right to effective remedies
during the criminal proceedings in which
the data were being used as evidence. The
right to an effective remedy should be
exercised before a court in the issuing
State in accordance with its national law
and should include the possibility to
challenge the legality of the measure,
including its necessity and proportionality,
without prejudice to the guarantees of
fundamental rights in the enforcing State,
or other additional remedies in accordance
with national law. This Regulation should
not limit the possible grounds to challenge
the legality of the Order. Remedies
mentioned in this Regulation should be
without prejudice to remedies available
under Directive (EU) 2016/680 and
Regulation (EU) 2016/679. Information
about the possibilities under national law
for seeking remedies should be provided in
due time and it should ensure that they
can be exercised effectively.
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108 (55) In addition, during the enforcement 3 Hnaddivion—during the-enforeement (55) Iraddition;-During the enforcement Rapporteur proposal 24/08/2022:
procedure and subsequent legal remedy, procedure-and-subsequentlegal remedy;the | procedure the enforcing authority may
the addressee may oppose the enforcement | addressee-may-oppese-the-enforcementofa | refuse the recognition and enforcement [DELETED; covered, where relevant, in
of a European Production or Preservation EurepeanProduction-orPreservationOrder | of a European Production or line 95-96]
Order on a number of limited grounds, on-anumber-of Hmited-groundsinclading Preservation Order on a number of
including it not being issued or validated itnotbeingissued-orvalidated-bya limited grounds-and subsequentlegal
by a competent authority or it being competentautherity orit beingapparent remedy-the-addrec-ee:  .ay+eposethe
apparent that it manifestly violates the thatitmanifestlyvielates-the-Charter of enforeementofaEwroner Productionor
Charter of Fundamental Rights of the Fundamental Rights-of the European-Union | PreservationOrder-on-anumberoftimited
European Union or is manifestly abusive. or-is-manifestly-abusiveForexample,an groundsincluding it not beingissued-or
For example, an Order requesting the Orderrequesting the production-of content | validated-by-a-competentauthority-orit
production of content data pertaining to an | data-pertainingto-an-undefined-elass-of beingapparent-that-it manifestly-violates
undefined class of people in a geographical | peeple-inageographical-area-orwith-ne the Charter of Fundamental Rights-of the
area or with no link to concrete criminal link-to-conerete-criminal-proceedings EurepeanUnion-oris-manifestly-abusive:
proceedings would ignore in a manifest wotld-ignere-in-a-manifest-way-the FEor-exampleanOrderrequesting the
way the conditions for issuing a European | eenditionsforissuing-aEuropean production-of content-datapertaining to-an
Production Order. Production Order: undefined-elass-of people-ina-geographical
I ] & i Eg . v
Recital 56
109 (56) The protection of natural persons for 56)-Theprotection-ofnatural persons-for (56) The protection of natural persons for Rapporteur proposal 24/08/2022:
the processing of personal data is a the-processing-of personal-data-isa the processing of personal data is a
fundamental right. In accordance with fundamentalrightIn-accordance-with fundamental right. In accordance with [DELETED, covered in line 25 + 26]
Article 8(1) of the Charter of Fundamental | Artiele-8(1)-efthe-Charterof Fundamental | Article 8(1) of the Charter of Fundamental
Rights of the European Union and Article | Rights-efthe EvropeanUnion-and-Artiele Rights of the European Union and Article
16(1) of the TFEU, everyone has the right | +6(D-efthe TEEU everyone -hastheright 16(1) of the TFEU, everyone has the right
to the protection of personal data to-the-protcetion-of personal-data to the protection of personal data
concerning them. When implementing this | eeneerningthem—Whenimplementingthis | concerning them. When implementing this
Regulation, Member States should ensure Regwlation- Member-States-should-cnsure Regulation, Member States should ensure
that personal data are protected and may that-personal-data-arc-proteeted-and-may that personal data are protected and may
only be processed in accordance with only-be-proeessed-in-accordanec-with only be processed in accordance with
Regulation (EU) 2016/679 and Directive Regulation (EU)-2016/679-and Directive Regulation (EU) 2016/679 and Directive
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Recital 56

Q

110

(56a) Transmission and transfer as well
as making use of electronic evidence
obtained through a Enropean
Production Order in other proceedings
and for another purpose as for the one
for which the Order was issued should
be restricted, in particular to criminal
offences for which the issuing authority
could have also issued a European
Production Order. The use, transmission
or transfer of electronic evidence should,
in addition only be possible where the
data are needed to prevent an immediate
and serious threat to public security of
the respective Member State or third
country as well as their essential
interests. International transfer of
electronic evidence is furthermore
subject to conditions as set out in
Chapter V of Directive (EU) 2016/680. In
cases, where the obtained personal data
is used for the prevention of an
immediate and serious threat to public
security of the respective Member State
or third country as well as their essential
interests, and such threat may not lead
to criminal investigations Regulation
(EU) 2016/679 should apply.

Recital 56

o

111

(56b) When making a declaration

Rapporteur proposal 24/08/2022:
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concerning the language regime,
Member States are encouraged to
include at least one additional language
to their official language(s).

[DELETED; covered in line 73]

Recital 57

112 (57) Personal data obtained under this 5D Personal - data-obtained-underthis (57) Personal data obtained under this COM proposal 13/10/2022:
Regulation should only be processed when | Regulationshould-only-beprocessed-when | Regulation should only be processed when
necessary and proportionate to the necessary-and propertionate-to-the-purpeses | necessary and proportionate to the purposes | (57) Personal data obtained under this
purposes of prevention, investigation, of prevention;-investigation,-detection-and of prevention, investigation, detection and Regulation should only be processed when
detection and prosecution of crime or prosecution-of erime-or-enforecement-of prosecution of crime or enforcement of necessary and proportionate to the purposes
enforcement of criminal sanctions and the | eriminalsanctions-and-the-exercise-ofthe criminal sanctions and the exercise of the of prevention, investigation, detection and
exercise of the rights of defence. In riehts ol defencetapartierdar—Member rights of defence. In particular, Member prosecution of crime or enforcement of
particular, Member States should ensure States-should-ensure-that-appropriate-data States should ensure that appropriate data criminal sanctions and the exercise of the
that appropriate data protection policies protectionpolicies-and-measures-apply-to protection policies and measures apply to rights of defence. In particular, Member
and measures apply to the transmission of | the-transmission-of personal-datafrom the transmission of personal data from States should ensure that appropriate data
personal data from relevant authorities to relevant-autheritiesto-service-providersfor | relevant authorities to service providers for | protection policies and measures apply to
service providers for the purposes of this the-purpeses-of this Regulation;-inclading the purposes of this Regulation, including the transmission of personal data from
Regulation, including measures to ensure measures-to-ensure-the security-of the-data- | measures to ensure the security of the data. | relevant authorities to service providers for
the security of the data. Service providers Service-providersshould-ensure-the-same Service providers should ensure the same the purposes of this Regulation, including
should ensure the same for the forthe-transmission-of personal-datate for the transmission of personal data to measures to ensure the security of the data.
transmission of personal data to relevant relevant-autherities—Only-authorised relevant authorities. Only authorised Service providers should ensure the same
authorities. Only authorised persons should | personsshould-haveacecessto-information | persons should have access to information for the transmission of personal data to
have access to information containing containing personal-data-which-may be containing personal data which may be relevant authorities. Only authorised
personal data which may be obtained obtained-through-authenticationprocesses: | obtained through authentication processes. | persons should have access to information
through authentication processes. The use | Fhe-use-of mechanisms-to-ensure The use of mechanisms to ensure containing personal data which may be
of mechanisms to ensure authenticity authenticity should-be-considered;such-as authenticity should be considered, such as obtained through authentication processes.
should be considered, such as notified notified national-electronicidentification notified national electronic identification
national electronic identification systems systems-or-trustservices-as-providedfor by | systems or trust services as provided for by | (57a) The use of mechanisms to ensure
or trust services as provided for by Regulation(EU)-910/2014-of the Eurepean | Regulation (EU) 910/2014 of the European | authenticity, as provided for by Regulation
Regulation (EU) 910/2014 of the European | Parliament-and-ofthe Couneil-of23July Parliament and of the Council of 23 July (EU) 910/2014 of the European Parliament

Parliament and of the Council of 23 July
2014 on electronic identification and trust

2014 on electronic identification and trust
services for electronic transactions in the

and of the Council of 23 July 2014 on
electronic identification and trust services

services for electronic transactions in the internal-market-and repealing Directive internal market and repealing Directive for electronic transactions in the internal
internal market and repealing Directive 1999/93/EC- 1999/93/EC. market and repealing Directive 1999/93/EC,
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1999/93/EC. should be considered.
Recital 57a
113 (57a) In order to monitor the outputs, COM proposal 13/10/2022
results and impacts of this Regulation, the
Commission should publish an annual (57b) In order to monitor the outputs,
report on the preceding calendar year, results and impacts of this Regulation, the
based on data obtained from the Member Commission should publish an annual
States. For this purpose, Member States report on the preceding calendar year,
should collect and maintain based on data obtained from the Member
comprehensive statistics from the relevant States. For this purpose, Member States
authorities on different aspects of this should collect and provide to the
Regulation, by type of data requested, the Commission comprehensive statistics on
addressees (executive authority different aspects of this Regulation, by type
addressed), the type of service provider of data requested, the addressees
addressed [electronic communications [electronic communications service,
service, information society service or information society service or internet
internet domain name and IP number domain name and IP number service
service (such as IP address providers, (such as IP address providers, domain
domain name registries, domain name name registries, domain name registrars
registrars or related proxy services)| and or related proxy services)] and whether it
whether it was an emergency case or not. was an emergency case or not.
Where applicable, the data collected
should also include the grounds for non-
recognition or non-execution raised, the
legal remedies used, the sanctions
imposed, the costs claimed by the service
provider and the enforcement proceeding
launched.
Recital 58
114 (58) The Commission should carry out an (58) The Commission should carry out an (58) The Commission should carry out an COM proposal 13/10/2022:
evaluation of this Regulation that should evaluation of this Regulation that should be | evaluation of this Regulation that should be
be based on the five criteria of efficiency, based on the five criteria of efficiency, based on the five criteria of efficiency, (58) The Commission should carry out an
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effectiveness, relevance, coherence and EU
value added and should provide the basis
for impact assessments of possible further
measures. Information should be collected
regularly and in order to inform the
evaluation of this Regulation.

effectiveness, relevance, coherence and EU
added value, should provide the basis for
impact assessments efpessible-further
measures and include an evaluation of the
use of derogations (emergency derogation,
derogation from the principle of user
information) as well as an assessment of
the functioning of the common European
exchange system and of the functioning of
the Regulation in relation with Directive
2014/41/EU. Information should be
collected regularly and in order to inform
the evaluation of this Regulation.

effectiveness, relevance, coherence and EU
value added and should provide the basis
for impact assessments of possible further
measures. Information should be collected
regularly and in order to inform the
evaluation of this Regulation.

evaluation of this Regulation that should be
based on the five criteria of efficiency,
effectiveness, relevance, coherence and EU
added value and should provide the basis
for impact assessments of possible further
measures. It should include an assessment
of the application of this Regulation and of
the results that have been achieved with
regard to the objectives that were set and of
the impact on fundamental rights.
Information should be collected regularly in
order to inform the evaluation of this
Regulation.

Recital 59

115

(59) The use of pretranslated and
stardardised forms facilitates cooperation
and the exchange of information between
judicial authorities and service providers,
allowing them to secure and transmit
electronic evidence more quickly and
effectively, while also fulfilling the
necessary security requirements in a user-
friendly manner. They reduce translation
costs and contribute to a high quality
standard. Response forms similarly should
allow for a standardised exchange of
information, in particular where service
providers are unable to comply because the
account does not exist or because no data is
available. The forms should also facilitate
the gathering of statistics.

(59) The use of pretranslated and
stardardised forms facilitates cooperation
and the exchange of information between
different judicial authorities as well as with
service providers, allowing for a quicker
and more effective transmission of
electronic information in a user-friendly
manner. They could also reduce translation
costs and contribute to a high quality
standard. Response forms similarly should
allow for a standardised exchange of
information. The forms should also
facilitate the gathering of statistics.

(59) The use of pretranslated and
stardardised forms facilitates cooperation
and the exchange of information between
judicial authorities and service providers,
allowing them to secure and transmit
electronic evidence more quickly and
effectively, while also fulfilling the
necessary security requirements in a user-
friendly manner. They reduce translation
costs and contribute to a high quality
standard. Response forms similarly should
allow for a standardised exchange of
information, in particular where service
providers are unable to comply because the
account does not exist or because no data is
available. The forms should also facilitate
the gathering of statistics.

COM proposal 13/10/2022:

(59) The use of pretranslated and
stardardised forms facilitates cooperation
and the exchange of information under this
Regulation, allowing for a quicker and more
effective communication in a user-friendly
manner. They reduce translation costs and
contribute to a high-quality standard.
Response forms similarly should allow for a
standardised exchange of information, in
particular where service providers are
unable to comply because the account does
not exist or because no data is available.
The forms should also facilitate the
gathering of statistics.

Recital 60
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116 (60) In order to effectively address a 69 In-orderto-effectively-addressa (60) In order to effectively address a Rapporteur proposal 24/08/2022:
possible need for improvement regarding possibleneedHorimprovementregarding possible need for improvement regarding
the content of the EPOCs and EPOC-PRs the-contentol the EROCs-and ERPOC-PRs the content of the EPOCs and EPOC-PRs (60) In order to effectively address a
and of the Form to be used to provide and-of the Form-to-be-used-to-provide and of the Form to be used to provide possible need for improvement regarding
information on the impossibility to execute | information-ontheimpeossibilitrto-exeente | information on the impossibility to execute | the content of the EPOCs and EPOC-PRs
the EPOC or EPOC-PR, the power to the EPOC-or EROC-PRthe power-to-adopt | the EPOC or EPOC-PR, the power to adopt | and of the form to be used to provide
adopt acts in accordance with Article 290 aets-in-aceordance-with-Article 290-of the acts in accordance with Article 290 of the information on the impossibility to execute
of the Treaty on the Functioning of the Freaty-on-the Functioning-of the European | Treaty on the Functioning of the European | the EPOC or EPOC-PR, the power to adopt
European Union should be delegated to the | Unionshould-be-delegated-to-the Union should be delegated to the acts in accordance with Article 290 of the
Commission to amend Annexes I, I and Commission-to-amend-Annexes L HanddH | Commission to amend Annexes I, I and III | Treaty on the Functioning of the European
111 to this Regulation. It is of particular to-thisResalationtisof partienhar to this Regulation. It is of particular Union should be delegated to the
importance that the Commission carry out | impertance-thatthe-Commissionearryout | importance that the Commission carry out Commission in respect of the amendment
appropriate consultations during its appropriate-consultations-during-its appropriate consultations during its of Annexes 1, 11, III and IV to this
preparatory work, including at expert level, | preparatery-werk—includingatexpertievel; | preparatory work, including at expert level, | Regulation. It is of particular importance
and that those consultations be conducted and-that these-consultations-be-condueted and that those consultations be conducted that the Commission carry out appropriate
in accordance with the principles laid down | in-aceordance-with-the-prineipleslaid-down | in accordance with the principles laid down | consultations during its preparatory work,
in the Interinstitutional Agreement of 13 in-the Interinstitutional Agreement of 13 in the Interinstitutional Agreement of 13 including at expert level, and that those
April 2016 on Better Law-Making'®. In April 2016 onBetter LawMaking1In April 2016 on Better Law-Making'®. In consultations be conducted in accordance
particular, to ensure equal participation in particular-to-ensure-equal participationin particular, to ensure equal participation in with the principles laid down in the
the preparation of delegated acts, the the-preparation-of delegated-aets-the the preparation of delegated acts, the Interinstitutional Agreement of 13 April
European Parliament and the Council EuropennParhamentand-the Comnetl European Parliament and the Council 2016 on Better Law-Making'®. In particular,
receive all documents at the same time as recenveathdocimentsatthe same thneas receive all documents at the same time as to ensure equal participation in the
Member States' experts, and their experts MemberStatestexperts—and-therexperts Member States' experts, and their experts preparation of delegated acts, the European
systematically have access to meetings of | systematically-have-aceessto-meetings-of systematically have access to meetings of Parliament and the Council receive all
Commission expert groups dealing with Commission-expertgroups-dealing-with-the | Commission expert groups dealing with the | documents at the same time as Member
the preparation of delegated acts. preparation-of delegated-aets: preparation of delegated acts. States' experts, and their experts
systematically have access to meetings of
Commission expert groups dealing with the
preparation of delegated acts.
SOJL 123, 12.5.2016, p. 1. *0JL123,12.52016,p- 1 SOJ L 123, 12.5.2016, p. 1.
SOJ L 123, 12.5.2016, p. 1.
Recital 61
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117 (61) The measures based on this (61) The measures based on this Regulation | (61) The measures based on this Regulation | Rapporteur proposal 30/09/2022:
Regulation should not supersede European | should not supersede European should not supersede European
Investigation Orders in accordance with Investigation Orders in accordance with Investigation Orders in accordance with (61) The measures based on this Regulation
Directive 2014/41/EU of the European Directive 2014/41/EU or Mutual Legal Directive 2014/41/EU of the European should not affect EU and other
Parliament and of the Council'® to obtain Assistance Procedures to obtain electronic | Parliament and of the Council'® to obtain international instruments, agreements and
electronic evidence. Member States’ information. Member States’ authorities electronic evidence. Member States’ arrangements on the gathering of evidence
authorities should choose the tool most should choose the tool most adapted to authorities should choose the tool most that would also fall within the scope of this
adapted to their situation; they may prefer | their situation; they may prefer to use the adapted to-theirsituation the case at hand; | Regulation. Member States’ authorities
to use the European Investigation Order European Investigation Order when they may prefer to use the European should choose the tool most adapted zo the
when requesting a set of different types of | requesting a set of different types of Investigation Order when requesting a set case at hand; they may prefer to use EU
investigative measures including but not investigative measures including but not of different types of investigative measures | and other international instruments,
limited to the production of electronic limited to the production of electronic including but not limited to the production | agreements and arrangements when
evidence from another Member State. information from another Member State. of electronic evidence from another requesting a set of different types of
Member State. investigative measures including but not
limited to the production of electronic
evidence from another Member State.
16 Directive 2014/41/EU of 3 April 2014 Member States should notify the
regarding the European Investigation Order 16 Directive 2014/41/EU of 3 April 2014 Commission by ... [date of the application
in criminal matters (OJ L 130, 1.5.2014, regarding the European Investigation Order | of the Regulation] of the existing
p.1). in criminal matters (OJ L 130, 1.5.2014, agreements and arrangements referred to
p-1. in this Regulation which they will continue
to apply. Member States should also notify
the Commission within three months of
the signing of any new agreement or
arrangement referred to in this
Regulation.
Recital 62
118 (62) Because of technological 62) Because-of technological (62) Because of technological
developments, new forms of developments-—new-forms-of developments, new forms of
communication tools may prevail in a few | eemmunicationtools-mayprevai-inafew communication tools may prevail in a few
years, or gaps may emerge in the years;-of-gaps-may-cmerge-ih-the years, or gaps may emerge in the
application of this Regulation. It is application-of this Regulation—It-is application of this Regulation. It is
therefore important to provide for a review | therefore-importantto-provideforareview | therefore important to provide for a review
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on its application. on-its-apphiecation: on its application.

Recital 63

119 (63) Since the objective of this Regulation, | (63) Since the objective of this Regulation, | (63) Since the objective of this Regulation, | Rapporteur proposal 24/08/2022:
namely to improve securing and obtaining | namely to improve securing and obtaining | namely to improve securing and obtaining
electronic evidence across borders, cannot | electronic information across borders, electronic evidence across borders, cannot | (63) Since the objective of this Regulation,
be sufficiently achieved by the Member cannot be sufficiently achieved by the be sufficiently achieved by the Member namely to improve securing and obtaining
States given its cross-border nature, but Member States given its cross-border States given its cross-border nature, but can | electronic evidence across borders, cannot
can rather be better achieved at Union nature, but can rather be better achieved at | rather be better achieved at Union level, the | be sufficiently achieved by the Member
level, the Union may adopt measures in Union level, the Union may adopt measures | Union may adopt measures in accordance States given its cross-border nature, but can
accordance with the principle of in accordance with the principle of with the principle of subsidiarity as set out | rather be better achieved at Union level, the
subsidiarity as set out in Article 5 of the subsidiarity as set out in Article 5 of the in Article 5 of the Treaty on European Union may adopt measures in accordance
Treaty on European Union. In accordance | Treaty on European Union. In accordance Union. In accordance with the principle of | with the principle of subsidiarity as set out
with the principle of proportionality as set | with the principle of proportionality as set | proportionality as set out in that Article, in Article 5 of the Treaty on European
out in that Article, this Regulation does not | out in that Article, this Regulation does not | this Regulation does not go beyond what is | Union. In accordance with the principle of
go beyond what is necessary in order to go beyond what is necessary in order to necessary in order to achieve those proportionality as set out in that Article, this
achieve those objectives. achieve that objective. objectives. Regulation does not go beyond what is

necessary in order to achieve that objective.

Recital 64

120 (64) In accordance with Article 3 of the (64) In accordance with Article 3 of the (64) In accordance with Article 3 of the Rapporteur proposal 24/08/2022:
Protocol on the position of the United Protocol on the position of the United Protocol on the position of the United
Kingdom and Ireland in respect of the Area | Kingdom and Ireland in respect of the Area | Kingdom and Ireland in respect of the Area | (64) In accordance with Article 3 of
of Freedom, Security and Justice, annexed | of Freedom, Security and Justice, annexed of Freedom, Security and Justice, annexed Protocol No 21 on the position of the
to the Treaty on European Union and to the | to the Treaty on European Union and to the | to the Treaty on European Union and to the | United Kingdom and Ireland in respect of
Treaty on the Functioning of the European | Treaty on the Functioning of the European | Treaty on the Functioning of the European | the area of freedom, security and justice,
Union, [the United Kingdom /Ireland has Union, Ireland has notified its wish to take | Union, fthe UnitedKingdem /Ireland has annexed to the Treaty on European Union
notified its wish to take part in the part in the adoption and application of this | notified its wish to take part in the adoption | and to the Treaty on the Functioning of the
adoption and application of this Regulation and without prejudice to Article | and application of this Regulation}-erfand | European Union, Ireland has notified its
Regulation] or [and without prejudice to 4 of that Protocol, the United Kingdom is without prejudice to Article 4 of that wish to take part in the adoption and
Article 4 of that Protocol, the United not taking part in the adoption of this Protocol, the United Kingdom#Areland-is application of this Regulation.
Kingdom/Ireland is not taking part in the Regulation and is not bound by it or subject | not taking part in the adoption of this
adoption of this Regulation and is not to its application. Regulation and is not bound by it or subject
bound by it or subject to its application.]. to its application.
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Recital 65

121

(65) In accordance with Articles 1 and 2 of
the Protocol No 22 on the position of
Denmark annexed to the Treaty on
European Union and to the Treaty on the
Functioning of the European Union,
Denmark is not taking part in the adoption
of this Regulation and is not bound by it or
subject to its application.

Recital 66

122

(66) The European Data Protection
Supervisor was consulted in accordance
with Article 28(2) of Regulation (EC) No
45/2001 of the European Parliament and of
the Council'” and delivered an opinion on

("')18:

17 Regulation (EC) No 45/2001 of the
European Parliament and of the Council of
18 December 2000 on the protection of
individuals with regard to the processing of
personal data by the Community
institutions and bodies and on the free
movement of such data (OJ L 8, 12.1.2001,

p. 1).

(66) The European Data Protection
Supervisor was consulted in accordance
with Article 42(2) of Regulation (EU)
2018/1725 of the European Parliament and
of the Council?!' and delivered an opinion
on 6 November 2019,

2! Regulation (EU) 2018/1725 of the
European Parliament and of the Council
of 23 October 2018 on the protection of
natural persons with regard to the
processing of personal data by the Union
institutions, bodies, offices and agencies
and on the free movement of such data,
and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC

(66) The European Data Protection
Supervisor was consulted in accordance
with Article 28(2) of Regulation (EC) No
45/2001 of the European Parliament and of
the Council'” and delivered an opinion on

("')189

17 Regulation (EC) No 45/2001 of the
European Parliament and of the Council of
18 December 2000 on the protection of
individuals with regard to the processing of
personal data by the Community
institutions and bodies and on the free
movement of such data (OJ L 8, 12.1.2001,

p. 1).

Rapporteur proposal 24/08/2022:

(66) The European Data Protection
Supervisor was consulted in accordance
with Article 42(2) of Regulation (EU)
2018/1725 of the European Parliament and
of the Council?!' and delivered an opinion
on 6 November 20197,

2l Regulation (EU) 2018/1725 of the
European Parliament and of the Council
of 23 October 2018 on the protection of
natural persons with regard to the
processing of personal data by the Union
institutions, bodies, offices and agencies
and on the free movement of such data,

BoJc,,p.. (OJ L 295, 21.11.2018, p. 39). BoJrc,,p.. and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC
22 EDPS Opinion 7/2019 on Proposals (OJ L 295, 21.11.2018, p. 39).
regarding European Production and
Preservation Orders for electronic 2 EDPS Opinion 7/2019 on Proposals
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evidence in criminal matters (6 November
2019).

regarding European Production and
Preservation Orders for electronic
evidence in criminal matters (6 November
2019).

1. This Regulation lays down the rules
under which an authority of a Member
State, in a criminal proceeding, may order
a service provider offering services in the
Union and established or, if not
established, legally represented in another
Member State to produce or preserve
electronic information that may serve as
evidence, regardless of the location of data.

Authorities of the Member States shall not
issue domestic orders with extraterritorial
effects for the production or preservation
of electronic information that could be

1.This Regulation lays down the rules
under which an authority of a Member
State may order a service provider offering
services in the Union, to produce or
preserve electronic evidence, regardless of
the location of data. This Regulation is
without prejudice to the powers of national
authorities to compel service providers
established or represented on their territory
to comply with similar national measures.

Provisional agreement 7th trilogue
28/06/2022:

This Regulation lays down the rules under
which an authority of a Member State, in a
criminal proceeding, may order a service
provider offering services in the Union and
established or, if not established,
represented by a legal representative in
another Member State to produce or
preserve electronic evidence regardless of
the location of data.

This Regulation is without prejudice to the

Formula

123 HAVE ADOPTED THIS REGULATION:

Chapter |

124 Chapter 1: Subject matter, definitions
and scope

Article 1

125 Article 1

Subject matter

Article 1(1)

126 1. This Regulation lays down the rules
under which an authority of a Member
State may order a service provider offering
services in the Union, to produce or
preserve electronic evidence, regardless of
the location of data. This Regulation is
without prejudice to the powers of national
authorities to compel service providers
established or represented on their territory
to comply with similar national measures.
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Versi

on: 14/10/2022

Commission Proposal

EP mandate

requested on the basis of this Regulation.

Council Mandate

Draft agreement

of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined in Article 6 of the TEU,
including the rights of defence of persons
subject to criminal proceedings, and any
obligations incumbent on law enforcement
or judicial authorities in this respect shall
remain unaffected.

of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined in the Charter and in Article 6
of the TEU, including the rights of defence
of persons subject to criminal proceedings,
and any obligations incumbent on law
enforcement, judicial authorities or service
providers in this respect shall remain
unaffected.

Article 1a
127 1a. The issuing of a European Production
or Preservation Order may also be
requested on behalf of a suspected or
accused person, within the framework of
applicable defence rights in accordance
with national criminal procedures.
Article 1(2)
128 2. This Regulation shall not have the effect | 2. This Regulation shall not have the effect | 2. This Regulation shall not have the effect

of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined in Article 6 of the TEU,
including the rights of defence of persons
subject to criminal proceedings, and any
obligations incumbent on law enforcement
or judicial authorities in this respect shall
remain unaffected.
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Version: 14/10/2022

Commission Proposal

EP mandate

Council Mandate

Draft agreement

right for effective judicial protection.
Article 2
129 Article 2
Definitions
Article 2, introductory paragraph
130 For the purpose of this Regulation, the
following definitions shall apply:
Article 2(1)
131 1. ‘European Production Order’ means a 1.°European Production Order’ means a 1. ‘European Production Order’ means a Provisional agreement 6th trilogue
binding decision by an issuing authority of | decision which has been issued or binding decision by an issuing authority of | 14/06/2022:
a Member State compelling a service validated by a judicial authority of a a Member State compelling a service
provider offering services in the Union and | Member State ('the issuing State’) provider offering services in the Union and | [I. ‘European Production Order’ means a
established or represented in another addressed to a service provider offering established or represented in another decision, issued or validated by a judicial
Member State, to produce electronic services in the Union and established or Member State, to produce electronic authority of a Member State in application
evidence; legally represented in another Member evidence; of Articles 4(1) to 4(5), addressed to a
State bound by this Regulation (‘the designated establishment or a legal
executing State’), to produce electronic representative of a service provider offering
information; services in the Union located in another
Member State bound by this Regulation to
produce electronic evidence.
Article 2(2)
132 2. ‘European Preservation Order' means a 2. ‘European Preservation Order' means a 2. ‘European Preservation Order' means a Provisional agreement 6th trilogue
binding decision by an issuing authority of | decision which has been issued or binding decision by an issuing authority of | I4/06/2022 as amended by Presidency
a Member State compelling a service validated by a judicial authority of a a Member State compelling a service 14/10/2022;
provider offering services in the Union and | Member State (‘the issuing State’) provider offering services in the Union and
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Versi

on: 14/10/2022

Commission Proposal

EP mandate

Council Mandate

Draft agreement

established or represented in another
Member State, to preserve electronic
evidence in view of a subsequent request
for production;

addressed to a service provider offering
services in the Union and established or
legally represented in another Member
State bound by this Regulation (‘the
executing State’), to preserve electronic
information in view of a subsequent
request for production;

established or represented in another
Member State, to preserve electronic
evidence in view of a subsequent request
for production;

2. ‘European Preservation Order’ means a
decision, issued or validated by a judicial
authority of a Member State in application
of Articles 4(1) to 4(5), addressed to a
designated establishment or a legal
representative of a service provider
offering services in the Union located in
another Member State bound by this
Regulation to preserve electronic evidence
in view of a subsequent request for
production.

Article 2(3)

133

3. ‘service provider’ means any natural or
legal person that provides one or more of
the following categories of services:

3. ‘service provider’ means any natural or
legal person that provides one or more of
the following categories of services and,
where it concerns personal data, acts as a
data controller within the meaning of
Regulation (EU) 2016/679:

3. ‘service provider’ means any natural or
legal person that provides one or more of
the following categories of services, with
the exception of financial services
referred to in Article 2(2)(b) of Directive
2006/123/EC:

Provisional agreement 7th trilogue
28/06/2022:

3. ‘service provider’ means any natural or
legal person that provides one or more of
the following categories of services, with
the exception of financial services referred
to in Article 2(2)(b) of Directive
2006/123/EC: andwhere-it-concerns

personal-dataacts-as-a-data-controtfer
thin-th . f Regilation-(ED;
2016/679:
Article 2(3), point a
134 a) electronic communications service as
defined in Article 2(4) of [Directive
establishing the European Electronic
Communications Code];
Article 2(3), point b
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Version: 14/10/2022

Commission Proposal

b) information society services as defined
in point (b) of Article 1(1) of Directive
(EU) 2015/1535 of the European
Parliament and of the Council'® for which
the storage of data is a defining component
of the service provided to the user,
including social networks, online
marketplaces facilitating transactions
between their users, and other hosting
service providers;

1 Directive (EU) 2015/1535 of the
European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L 241,
17.9.2015, p. 1).

EP mandate

b) information society services as defined
in point (b) of Article 1(1) of Directive
(EU) 2015/1535 of the European
Parliament and of the Council®® for which
the storage of data is a defining component
of the service provided to the user,
g s .
prace: ’ 3 .
. iders: &

2 Directive (EU) 2015/1535 of the
European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L 241,
17.9.2015, p. 1).

Council Mandate

b) internet domain name and IP
numbering services such as IP address
providers, domain name registries,
domain name registrars and related
privacy and proxy services;

Draft agreement

Provisional agreement 2nd trilogue
18/03/2021:

b) internet domain name and IP
numbering services such as IP address
providers, domain name registries,
domain name registrars and domain
name related privacy and proxy services;

Article 2(3), point c

136 ¢) internet domain name and IP numbering | c) internet domain name and IP numbering | c) other information society services as Provisional agreement 3rd trilogue
services such as IP address providers, services such as IP address providers, defined in point (b) of Article 1(1) of 20/05/2021:
domain name registries, domain name domain name registries, domain name Directive (EU) 2015/1535 of the European
registrars and related privacy and proxy registrars and related privaey-and proxy Parliament and of the Council'’ that ¢) other information society services as
services; services; provide: defined in point (b) of Article 1(1) of
Directive (EU) 2015/1535 of the European
- the ability to its users to communicate Parliament and of the Council '’ that
with each other; or provide:
- to process or store data on behalf of the - the ability to its users to communicate
users to whom the service is provided fer with each other; or
hich c data isa defini
component-of the service provided-to-the - the ability to process or store data on
wscr—ietudingsociabnctworksontine behalf of the users to whom the service is
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Version: 14/10/2022

Commission Proposal

EP mandate

Council Mandate

1 Directive (EU) 2015/1535 of the
European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L 241,
17.9.2015, p. 1).

Draft agreement

provided for, whieh-where the storage of
data is a defining component of the service
provided to the user;

' Directive (EU) 2015/1535 of the
European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L 241,
17.9.2015, p. 1).

Article 2(4)

137

4, ‘offering services in the Union’ means:

Article 2(4), point a

138

a) enabling legal or natural persons in one
or more Member State(s) to use the
services listed under (3) above; and

a) enabling legal or natural persons in one
or more Member State(s) to use the
services listed under point (3) above; and

a) enabling legal or natural persons in one
or more Member State(s) to use the
services listed under (3) above; and

Provisional agreement 6th trilogue
14/06/2022:

(a) enabling natural or legal persons in a
Member State to use the services listed
under point (3); and

Article 2(4), point b

139 b) having a substantial connection to the b) having a substantial connection to the b) having a substantial connection based Provisional agreement 2nd trilogue
Member State(s) referred to in point (a); Member State(s) referred to in point (a); on specific factual criteria to the Member | 18/03/2021:
such a substantial connection to the State(s) referred to in point (a);
Union shall be considered to exist where b) having a substantial connection based on
the service provider has an establishment specific factual criteria to the Member
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Versi

on: 14/10/2022

Commission Proposal

EP mandate

in the Union, or, in the absence of such an
establishment, based on the existence of a
significant number of users in one or
more Member States, or the targeting of
activities towards one or more Member
States;

Council Mandate

Draft agreement

Article 2(5)

140

5. ‘establishment’ means either the actual
pursuit of an economic activity for an
indefinite period through a stable
infrastructure from where the business of
providing services is carried out or a stable
infrastructure from where the business is
managed;

5. ‘main establishment’ means, as regards
a service provider with establishments in
more than one Member State, the place of
its central administration in the Union,
unless the decisions on the purposes and
means of the processing of data are taken
in another establishment of the service
provider in the Union and the latter
establishment has the power to have such
decisions implemented, in which case the
establishment having taken such decisions
is to be considered to be the main
establishment;

5. ‘establishment’ or ‘being established’
means either the actual pursuit of an
economic activity for an indefinite period
through a stable infrastructure from where
the business of providing services is carried
out or a-stable-infrastraeture-from-where
the business is managed;
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Versi

on: 14/10/2022

Commission Proposal

EP mandate

Council Mandate

Draft agreement

established in a Member State taking
part in a legal instrument referred to in
Article 1(2) of the Directive XXX/XXX,
for the purpose of Articles 1(1) and 3(1);

Article 2(6)

’

141

6. ‘electronic evidence’ means evidence
stored in electronic form by or on behalf of
a service provider at the time of receipt of
a production or preservation order
certificate, consisting in stored subscriber
data, access data, transactional data and
content data;

6. electronic information’ means
subscriber data, traffic data, or content
data lawfully stored by a service provider
at the time of the issuing of a European
Production or Preservation order, that is
requested for the purpose of serving as
evidence during the investigation,
prosecution and court proceedings
relating to a criminal offence in a Member
State, in accordance with national law,

6. ‘electronic evidence’ means evidence
stored in electronic form by or on behalf of
a service provider at the time of receipt of a
production or preservation order certificate,
consisting in stored subscriber data, access
data, transactional data and content data;

Provisional agreement 6th trilogue
14/06/2022:

6. ‘electronic evidence’ means subscriber
data, traffic data or content data stored by
or on behalf of a service provider, in an
electronic form, at the time of receipt of an
EPOC or and EPOC-PR, and is requested
for the purpose of proceedings as defined
in Article 3(2).

+ Recital 14a

In order to guarantee full respect of
fundamental rights, the probatory value of
the evidence gathered in application of this
Regulation should be assessed in trial by
the competent judicial authority, in
accordance with national law and in
compliance with, notably, the right to a
fair trial and the right of defence.

Article 2(7)

142

7. ‘subscriber data’ means any data
pertaining to:

7. ‘subscriber data’ means any data,
collected in the normal course of business,
pertaining to the provided name, date of
birth, postal or geographic address, billing
and payment data, telephone number, or

7. ‘subscriber data’ means any data
pertaining to:

Provisional agreement 3™ trilogue
20/05/2021:

‘subscriber data’ means any data held by a
service provider relating to the
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Version: 14/10/2022

Commission Proposal

EP mandate

email address identifying the subscriber or
customer as well as the type of service
provided and the duration of the contract
with the service provider, which is strictly
necessary for the sole purpose of
identifying the user of the service;

Council Mandate

Draft agreement

subscription to the services, pertaining to:

Article 2(7), point a

143 a) the identity of a subscriber or customer a)-the-identity-of a-subseriber-or-customer a) the identity of a subscriber or customer Provisional agreement 2nd trilogue
such as the provided name, date of birth, stchas-the provided-namedate-of birth: such as the provided name, date of birth, 18/03/2021:
postal or geographic address, billing and pestal-ergeographic-address;billing-and postal or geographic address, billing and
payment data, telephone, or email; - ; H: payment data, telephone, or email; (a) the identity of a subscriber or customer
such as the provided name, date of birth,
postal or geographic address, billing and
payment data, telephone number, or email
addpress;
Article 2(7), point b
144 b) the type of service and its duration b)-the-type-ofservice-and-its-duration b) the type of service and its duration Provisional agreement 3" trilogue
including technical data and data ineluding technical- data-and-data including technical data and data 20/05/2021:
identifying related technical measures or identifying related-technical measures-or identifying related technical measures or
interfaces used by or provided to the Hterfucestsed-by-orprovidedtothe interfaces used by or provided to the b) the type of service and its duration
subscriber or customer, and data related to | subsecriber-orcustomerand-datarelatedto subscriber or customer, and data related to including technical data and data
the validation of the use of service, the-validation-of the-use-of serviee; the validation of the use of service, identifying related technical measures or
excluding passwords or other exchdinepasswords-orother excluding passwords or other interfaces used by or provided to the
authentication means used in lieu of a authentication-means-used-in-Hew-of a authentication means used in lieu of a subscriber or customer at the moment of
password that are provided by a user, or password-that-are-provided-by-a-user;-or password that are provided by a user, or initial registration or activation, and data
created at the request of a user; ereated-at the request-ofa-user; created at the request of a user; related to the validation of the use of
service, excluding passwords or other
authentication means used in lieu of a
password that are provided by a user, or
created at the request of a user.
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Version: 14/10/2022

Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 2(8)

145

8. ‘access data’ means data related to the
commencement and termination of a user
access session to a service, which is strictly
necessary for the sole purpose of
identifying the user of the service, such as
the date and time of use, or the log-in to
and log-off from the service, together with
the IP address allocated by the internet
access service provider to the user of a
service, data identifying the interface used
and the user ID. This includes electronic
communications metadata as defined in
point (g) of Article 4(3) of [Regulation
concerning the respect for private life and
the protection of personal data in electronic
communications];

8. ‘traffic data’ means data collected in the

normal course of business related to: the
| s c

8. ‘access data’ means data related to the
commencement and termination of a user
access session to a service, which is strictly
necessary for the sole purpose of
identifying the user of the service, such as
the date and time of use, or the log-in to
and log-off from the service, together with
the IP address allocated by the internet
access service provider to the user of a
service, data identifying the interface used
and the user ID. This includes electronic
communications metadata as defined in
point (gc) of Article 4(3) of [Regulation
concerning the respect for private life and
the protection of personal data in electronic
communications];

Provisional agreement 6th trilogue
14/06/2022:

8. ‘[other] data requested for the sole
purpose of identifying the user’ means IP
addresses and, where necessary, the
relevant source ports and time stamp
(date/time), or technical equivalents of
these identifiers and related information
where requested by law enforcement
authorities for the sole purpose of
identifying the user in a specific criminal
investigation.

[+ Additional recital (22a), line 42]

Article 2(8)

, point a

146

(a) the type of service provided and its
duration where it concerns technical data
and data identifying related technical
measures or interfaces used by or
provided to the subscriber or customer,
and data related to the validation of the
use of the service, excluding passwords or
other authentication means used instead
of a password that are provided by a user,
or created at the request of a user;

Provisional agreement 3"
trilogue20/05/2021:

[DELETED]

Article 2(8)

, point b
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Version: 14/10/2022

Commission Proposal

EP mandate

Council Mandate

Draft agreement

147 (b) the commencement and termination of Provisional agreement 3™ trilogue
a user access session to a service, such as 20/05/2021:
the date and time of use, or the log-in to,
and log-off from the service; [DELETED]
Article 2(8), point c
148 (c) electronic communications metadata Provisional agreement 3" trilogue
as processed in an electronic 20/05/2021:
communications network for the purposes
of transmitting, distributing or [DELETED]
exchanging electronic communications
content, including data used to trace and
identify the source and destination of a
communication, data on the location of
the terminal equipment processed in the
context of providing electronic
communications services, and the date,
time, duration and the type of
communication;
Article 2(9)
149 ?ﬁe t;igi?;izznjt} Szt;vzzzrgéz?gilzted to Q—msaet}eﬁal—da%a—meaﬂsdata—related—te] o servi oredt 9. ‘transggtional data’ means data related to | Provisional agreement 3™ trilogue
service provider that serves to provide servioe provider-thet serves to-provide the provision of a service offered by a 20/05/2021 as amended in technical
context or additional information about context-oraddibonaliformationabout SCIVICE p rov1d§r. that Serves tolp rovide miennel 00002
such service and is generated or processed | sueh-service-andis-generated-orprocessed context or addlthnal information about 7 5
by an information system of the service by-an information system of the service such service an'd is generated or progessed 9. tr_a.fﬁc data means data related to tl?e
provider, such as the source and provider_such as the source-and-destination by an information system of the service provision of a service offergd by a service
destination of a message or another type of | ofamessageor anothertype-of interaction: provider, such as the source and'destma.tlon proY1fier thgt serves to provide context'or
interaction. data on the location of the data-onthe location-of the-device_date. of a message or ?:mother type of Interaction, add1jc10na1 information about such service
device, dat’e, time, duration, size, route, MWW ’ Qata on the'locat}on of the device, date, gnd is gqnerated or processed l?y an
format, the protocol used and the type of protocel-used-and-the-type-of compression: time, duration, size, route, format, the . information system of the service provider,
compression, unless such data constitutes unless such data const ties access data protocol used and the type of compression, | such as the source and destlpatlon qf a
access data. This includes electronic Thisincludes electronic commumications unl.es.s such data const%tutes access da}ta. message or another type of interaction, data
This includes electronic communications on the location of the device, date, time,
MK/mj 103
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Version: 14/10/2022

Commission Proposal

communications metadata as defined in
point (g) of Article 4(3) of [Regulation
concerning the respect for private life and
the protection of personal data in electronic
communications];

EP mandate

Council Mandate

metadata as defined in point (gc) of Article
4(3) of [Regulation concerning the respect
for private life and the protection of
personal data in electronic
communications|;

Draft agreement

duration, size, route, format, the protocol
used and the type of compression including
electronic communications metadata and
data relating to the commencement and
termination of a user access session to a
service such as the data and time of use,
the log-in to and log-off from the service
other than subscriber data;

Article 2(10)

150

10. ‘content data’ means any stored data in
a digital format such as text, voice, videos,
images, and sound other than subscriber,
access or transactional data;

10. ‘content data’ means the stored data in
a digital format by the service provider
such as text, voice, videos, images, and
sound other than subscriber or traffic data;

10. ‘content data’ means any stored data in
a digital format such as text, voice, videos,
images, and sound other than subscriber,
access or transactional data;

Provisional agreement 3" trilogue
20/05/2021:

‘content data’ means any data in a digital
format, such as text, voice, videos, images
and sound, other than subscriber or traffic
data;

Article 2(11)

151

11. ‘information system’ means
information system as defined in point (a)
of Article 2 of Directive 2013/40/EU of the
European Parliament and of the Council®’;

20 Directive 2013/40/EU of the European
Parliament and of the Council of 12
August 2013 on attacks against
information systems and replacing Council
Framework Decision 2005/222/JHA (OJ L
218, 14.8.2013, p. 8).
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Version: 14/10/2022

Commission Proposal

Article 2(12)

EP mandate

Council Mandate

Draft agreement

152

12. ‘issuing State’ means the Member State
in which the European Production Order or
the European Preservation Order is issued;

Article 2(12a)

153

(12a) 'issuing authority’ means the
authority in the issuing State, competent
in the case concerned, to issue the
European Production Order or European
Preservation Order;

Provisional agreement 7th trilogue
28/06/2022:

12a) "issuing authority' means the
competent authority in the issuing State,
which, in accordance with Article 4, can
issue a European Production Order or
European Preservation Order;”

Article 2(13)

154 13. ‘enforcing State’ means the Member 13. ‘executing State’ means the Member 13. ‘enforcing State’ means the Member Provisional agreement 7th trilogue
State in which the addressee of the State in which the service provider is State in which the addressee of the 28/06/2022:
European Production Order or the established or legally represented and to European Production Order or the
European Preservation Order resides or is which the European Production Order and European Preservation Order resides or is 13. ‘enforcing State’ means the Member
established and to which the European the European Production Order Certificate | established and to which, if necessary, the | State in which the designated establishment
Production Order and the European or the European Preservation Order and the | European Production Order and the or legal representative is established and to
Production Order Certificate or the European Preservation Order Certificate are | European Production Order Certificate or which the European Production Order and
European Preservation Order and the transmitted for notification and the European Preservation Order and the the European Production Order Certificate
European Preservation Order Certificate enforcement of the order in accordance European Preservation Order Certificate are | or the European Preservation Order and the
are transmitted for enforcement; with this Regulation,; transmitted for enforcement; European Preservation Order Certificate are
transmitted for notification and
enforcement of the order in accordance
with this Regulation;
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Commission Proposal

Article 2(14)

EP mandate

Council Mandate

Draft agreement

155

14. ‘enforcing authority’ means the
competent authority in the enforcing State
to which the European Production Order
and the European Production Order
Certificate or the European Preservation
Order and the European Preservation Order
Certificate are transmitted by the issuing
authority for enforcement;

14. ‘executing authority’ means the
competent authority in the executing State
to which the European Production Order
and the European Production Order
Certificate or the European Preservation
Order and the European Preservation Order
Certificate are transmitted by the issuing
authority for notification and enforcement
of the order in accordance with this
Regulation; where provided by national
law, the executing authority may be a
court authority in the executing State;

14. ‘enforcing authority’ means the
competent authority in the enforcing State
to which the European Production Order
and the European Production Order
Certificate or the European Preservation
Order and the European Preservation Order
Certificate are transmitted by the issuing
authority for enforcement;

Provisional written political agreement
13/07/2022 as amended by Presidency
14/10/2022;

14. ‘enforcing authority’ means, in
accordance with its national law, the
competent authority in the enforcing State
to which the European Production Order
and the European Production Order
Certificate or the European Preservation
Order and the European Preservation Order
Certificate are transmitted by the issuing
authority for notification or enforcement
of the order in accordance with this
Regulation;

Article 2(15)

156 15. ‘emergency cases’ means situations 15. ‘emergency cases’ means situations 15. ‘emergency cases’ means situations General provisional agreement 4th
where there is an imminent threat to life or | where there is an imminent threat to life or | where there is an imminent threat to life or | pelitical trilogue 09/07/2021
physical integrity of a person or to a physical integrity of a person erte-a-eritieal | physical integrity of a person or to a critical
critical infrastructure as defined in Article i i i infrastructure as defined in Article 2(a) of 15. ‘emergency cases’ means situations
2(a) of Council Directive 2008/114/EC?'. Couneil Direetive 2008/ 114/EC>. Council Directive 2008/114/EC?'. where there is an imminent threat to life or
physical integrity or safety of a person, or to
a critical infrastructure as defined in Article
2(a) of Council Directive 2008/114/EC,
21 Council Directive 2008/114/EC of 8 *Council Directive 2008/ 14/EC of 8 2! Council Directive 2008/114/EC of 8 where the disruption or destruction of
December 2008 on the identification and Deecmber2008-on-the-identification-and December 2008 on the identification and such critical infrastructure would result
designation of European critical designation-of European-eritical designation of European critical in an imminent threat to life or physical
infrastructures and the assessment of the infrastroetures-and-the-assessment-of the infrastructures and the assessment of the integrity or safety of a person, including
need to improve their protection (OJ L need-to-nprove theiprotection{Od-L need to improve their protection (OJ L through a serious harm to the provision
34523.12.2008. p 75). 34523422008 p-F+5)- 34523.12.2008. p 75). of basic supplies to the population or to
the exercise of the core functions of the
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

State.
+ COM proposal 03/10/2022:

15a. ‘controller’ means controller as
defined in point 7 of Article 4 of
Regulation (EU) 2016/679;

15b. ‘processor’ means processor as
defined in point 8 of Article 4 of
Regulation (EU) 2016/679;

providers which offer services in the
Union.

States and service providers, offering
services in one or more Member States
bound by this Regulation and established
or legally represented in one of these
Member States.

providers which offer services in the
Union.

Article 3
157 Article 3
Scope
Article 3(1)
158 1. This Regulation applies to service 1. This Regulation applies to Member 1. This Regulation applies to service Provisional agreement 7th trilogue

28/06/2022:

1. This Regulation applies to service
providers which offer services in the Union.

Article 3(1a)

159 1a. This Regulation shall not apply to 1a. The Regulation shall not apply to Provisional agreement 6th trilogue
proceedings initiated by the issuing proceedings initiated by the issuing 14/06/2022:
authority for the purpose of providing authority for the purpose of providing
mutual legal assistance to another mutual legal assistance to another 1a. The Regulation shall not apply to
Member State or a third country. Member State or a third country. proceedings initiated by the issuing
authority for the purpose of providing
mutual legal assistance to another
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Commission Proposal
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Council Mandate

Draft agreement

Member State or a third country.

Article 3(2)

160

2. The European Production Orders and
European Production Orders may only be
issued for criminal proceedings, both
during the pre-trial and trial phase. The
Orders may also be issued in proceedings
relating to a criminal offence for which a
legal person may be held liable or punished
in the issuing State.

2. The European Production Orders and
European Preservation Orders may only be
issued in the framework and for the
purposes of criminal proceedings, both
during the pre-trial and trial phase. The
Orders may also be issued in proceedings
relating to a criminal offence for which a
legal person may be held liable or punished
in the issuing State.

2. The European Production Orders and
European PreduetionPreservation Orders
may only be issued for criminal
proceedings, beth-during the pre-trial-and
trial- phase and for the execution of
custodial sentences or detention orders
that were not rendered in absentia in
case the convict absconded from justice.
The Orders may also be issued in
proceedings relating to a criminal offence
for which a legal person may be held liable
or punished in the issuing State.

Presidency proposal 20/06/2022:

The European Production Orders and
European Preservation Orders may only
be issued in the framework and for the
purposes of criminal proceedings, [and
for the execution of custodial sentences
or detention orders that were not
rendered in absentia in case the convict
absconded from justice/. The Orders
may also be issued in proceedings
relating to a criminal offence for which a
legal person may be held liable or
punished in the issuing State.

Article 3(3)

161

3. The Orders provided for by this
Regulation may be issued only for data
pertaining to services as defined in Article
2(3) offered in the Union.

Chapter Il
162 Chapter 2: European Production Order,

European Preservation Order and

Certificates
Article 4
163 Article 4
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Issuing authority

Article 4(1)

164 1. A European Production Order for
subscriber data and access data may be

issued by:

1. A European Production Order for
obtaining subscriber data and IP addresses
for the sole purpose of determining the
identity of specific persons with a direct
link to the specific proceedings referred to
in Article 3(2) may be issued by:

1. A European Production Order for
subscriber data and access data may be
issued by:

Provisional agreement 6th trilogue
14/06/2022:

1. A European Production Order for
obtaining subscriber data and for obtaining
[other]|data requested for the sole purpose
of identifying the user, as defined in
Article 2 (8) may be issued by :

Article 4(1), point a

165 a) a judge, a court, an investigating judge
or prosecutor competent in the case

concerned; or

a) a judge, a court, an investigating judge
or a public prosecutor competent in the
case concerned; or

a) a judge, a court, an investigating judge
or prosecutor competent in the case
concerned; or

Provisional written political agreement
13/07/2022:

a) a judge, a court, an investigating judge or
a public prosecutor competent in the case
concerned; or

Article 4(1), point b

166 b) any other competent authority as defined | b) any other competent authority as defined | b) any other competent authority as defined | Provisional written political agreement
by the issuing State which, in the specific by the issuing State which, in the specific by the issuing State which, in the specific 13/07/2022:
case, is acting in its capacity as an case, is acting in its capacity as an case, is acting in its capacity as an
investigating authority in criminal investigating authority in criminal investigating authority in criminal b) any other competent authority as defined
proceedings with competence to order the | proceedings with competence to order the proceedings with competence to order the by the issuing State which, in the specific
gathering of evidence in accordance with gathering of evidence in accordance with gathering of evidence in accordance with case, is acting in its capacity as an
national law. Such European Production national law. Such European Production national law. Such European Production investigating authority in criminal
Order shall be validated, after examination | Order shall be validated, after examination | Order shall be validated, after examination | proceedings with competence to order the
of its conformity with the conditions for of its conformity with the conditions for of its conformity with the conditions for gathering of evidence in accordance with
issuing a European Production Order under | issuing a European Production Order under | issuing a European Production Order under | national law. Such European Production
this Regulation, by a judge, a court, an this Regulation, by a judge, a court, an this Regulation, by a judge, a court, an Order shall be validated, after examination
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Commission Proposal EP mandate Council Mandate Draft agreement

investigating judge or a public prosecutor investigating judge or a public prosecutor investigating judge or a public prosecutor of its conformity with the conditions for
in the issuing State. in the issuing State. in the issuing State. issuing a European Production Order under
this Regulation, by a judge, a court, an
investigating judge or a public prosecutor
in the issuing State.

Article 4(2)

167 2. A European Production Order for 2. A European Production Order for traffic | 2. A European Production Order for Provisional agreement 6th trilogue
transactional and content data may be and content data may be issued only by: transactional and content data may be 14/06/2022:
issued only by: issued only by:

2. A European Production Order for traffic
data, except for data requested for the sole
purpose of identifying the user as defined
in Article 2 (8), and for content data may be
issued only by :

Article 4(2), point a

168 a) a judge, a court or an investigating judge
competent in the case concerned; or

Article 4(2), point b

169 b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Production
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Production Order under
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on: 14/10/2022

this Regulation, by a judge, a court or an
investigating judge in the issuing State.

Article 4(3)

170

3. A European Preservation Order may be
issued by:

3. A European Preservation Order for all
data categories may be issued by:

3. A European Preservation Order may be
issued by:

Provisional agreement 6th trilogue
14/06/2022:

3. A European Preservation Order for all
data categories may be issued by:

Article 4(3)

, point a

171

a) a judge, a court, an investigating judge
or prosecutor competent in the case
concerned; or

a) a judge, a court, an investigating judge
or a public prosecutor competent in the
case concerned; or

a) a judge, a court, an investigating judge
or prosecutor competent in the case
concerned; or

Provisional written political agreement
13/07/2022:

a) a judge, a court, an investigating judge or
a public prosecutor competent in the case
concerned; or

Article 4(3)

, point b

172

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Preservation
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Preservation Order
under this Regulation, by a judge, a court,
an investigating judge or a prosecutor in
the issuing State.

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Preservation
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Preservation Order
under this Regulation, by a judge, a court,
an investigating judge or a public
prosecutor in the issuing State.

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Preservation
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Preservation Order
under this Regulation, by a judge, a court,
an investigating judge or a prosecutor in the
issuing State.

Provisional written political agreement
13/07/2022:

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Preservation
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Preservation Order
under this Regulation, by a judge, a court,
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

an investigating judge or a public
prosecutor in the issuing State.
Article 4(4)
173 4. Where the Order has been validated by a
judicial authority pursuant to paragraphs
1(b), 2(b) and 3(b), that authority may also
be regarded as an issuing authority for the
purposes of transmission of the European
Production Order Certificate and the
European Preservation Order Certificate.
Article 4(5)
174 5. In validly established emergency cases, | Provisional agreement 7th trilogue
the authorities mentioned under 28/06/2022:
paragraphs 1(b) and 3(b) may issue the
respective Order for subscriber and 5. In validly established emergency cases,
access data, without prior validation if as defined in Art. 2 (15), the authorities
the validation cannot be obtained in time | mentioned under paragraphs 1(b) and 3(b)
and if these authorities could issue the may exceptionally issue the respective
Order in a similar domestic case without | Order for subscriber data and, data
validation. The issuing authority shall requested for the sole purpose of
seek validation ex-post without undue identifying the user in accordance with
delay, at the latest within 48 hours. Article 2 (8), without prior validation,
Where such ex-post validation is not where the validation cannot be obtained in
granted the issuing authority shall time and where these authorities could issue
withdraw the Order immediately and the Order in a similar domestic case without
shall, in accordance with its national law, | validation. The issuing authority shall seek
either delete any data that was obtained | validation ex-post without undue delay, at
or ensure that the data are not used as the latest within 48 hours. Where such ex-
evidence. post validation is not granted, the issuing
authority shall withdraw the Order
immediately and shall delete any data that
was obtained.
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 4(6)
175 6. Each Member State may designate one | Provisional agreement 6th trilogue
or more central authority responsible for | 14/06/2022:
the administrative transmission of
Certificates, Orders and notifications, 6. Each Member State may designate one
the receipt of data and notifications as or more central authorities responsible
well as transmission of other official for the administrative transmission of
correspondence relating to the Certificates, Orders and notifications, the
Certificates or Orders. receipt of data and notifications as well
as transmission of other official
correspondence relating to the
Certificates or Orders.
Article 5
176 Article 5
Conditions for issuing a European
Production Order
Article 5(1)
177 1. An issuing authority may only issue a

European Production Order where the

conditions set out in this Article are
fulfilled.

Article 5(2)

178

2. The European Production Order shall be
necessary and proportionate for the
purpose of the proceedings referred to in
Article 3 (2) and may only be issued if a
similar measure would be available for the

2. The European Production Order shall be
necessary and proportionate for the purpose
of the proceedings referred to in Article 3
(2), taking into account the rights of the
person concerned. It may only be issued if

2. The European Production Order shall be
necessary and proportionate for the purpose
of the proceedings referred to in Article 3
(2) and may only be issued if a similar
measure would be available for the same

Provisional agreement 6th trilogue
14/06/2022:

2. The European Production Order shall be
necessary and proportionate for the purpose
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

same criminal offence in a comparable
domestic situation in the issuing State.

it could have been ordered under the same
conditions in a similar domestic case
where there are sufficient reasons to
believe that a crime has been committed,
where it is grave enough to justify the
cross-border production of the data and
where the requested information is
relevant for the investigation. It shall be
limited to data of specific persons with a
direct link to the specific proceedings
referred to in Article 3(2).

criminal offence in a comparable domestic
situation in the issuing State.

of the proceedings referred to in Article 3
(2) taking into account the rights of the
suspected or accused person. It may only
be issued if it could have been ordered
under the same conditions in a similar
domestic case.

+ Presidency proposal 11/06/2022 for
recital 29, line 53

Article 5(3)

179

3. European Production Orders to produce
subscriber data or access data may be
issued for all criminal offences.

3. A European Production Order for
obtaining subscriber data or IP addresses
for the sole purpose of determining the
identity of specific persons with a direct
link to the specific proceedings referred to
in Article 3(2) may be issued for all
criminal offences.

3. European Production Orders to produce
subscriber data or access data may be
issued for all criminal offences and for the
execution of a custodial sentence or a
detention order of at least 4 months.

Rapporteur proposal 07/06/2022:

3. European Production Orders to produce
subscriber data or data requested for the
sole purpose of identifying the user as
defined in Article 2 (8) may be issued for
all criminal offences [and for the
execution of a custodial sentence or a
detention order of at least 4 months].

Article 5(4)

180

4. European Production Orders to produce
transactional data or content data may only
be issued

4. A European Production Order to produce
traffic data or content data may only be
issued for criminal offences punishable in
the issuing State by a custodial sentence of
a maximum of at least 3 years.

4. European Production Orders to produce
transactional data or content data may only
be issued

Provisional agreement 6th trilogue
14/06/2022 as amended by Presidency:

4. European Production Orders to produce
traffic data, except for data requested for
the sole purpose of identifying the user as
defined in Article 2 (8), or content data
shall only be issued
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Commission Proposal

Article 5(4), point a

EP mandate

Council Mandate

Draft agreement

181 a) for criminal offences punishable in the a)-for-eriminal-offences-punishable-in-the a) for criminal offences punishable in the Provisional agreement 6th trilogue
issuing State by a custodial sentence of a isseine-State-by-a-custodial-sentence-ola issuing State by a custodial sentence of a 14/06/2022:
maximum of at least 3 years, or maxtmum-ofatleast 3yvears—or maximum of at least 3 years, or
a) for criminal offences punishable in the
issuing State by a custodial sentence of a
maximum of at least 3 years, or
Article 5(4), point b
182 b) for the following offences, if they are biorthedollowineoffences—Htheyare b) for the following offences, if they are Provisional agreement 6th trilogue
wholly or partly committed by means of an | whelly-erparthyrcommitted-by-means-ofan | wholly or partly committed by means of an | 14/406/2022:
information system: informationsystent: information system:

b) for the following offences, if they are
wholly or partly committed by means of an
information system:

Article 5(4), point b, paragraph 1

183

- offences as defined in Articles 3,4 and 5
of the Council Framework Decision
2001/413/JTHA?%;

22 Council Framework Decision
2001/413/JHA of 28 May 2001 combating
fraud and counterfeiting of non-cash means
of payment (OJ L 149, 2.6.2001, p. 1).

- offences as defined in Articles 3,4 and 5
of the Council Framework Decision
2001/413/THA?;

22 Council Framework Decision
2001/413/JHA of 28 May 2001 combating
fraud and counterfeiting of non-cash means
of payment (OJ L 149, 2.6.2001, p. 1).

Provisional agreement 6th trilogue
14/06/2022:

- offences as defined in Articles 3,4, 5, 6, 7
and 8 of the Directive (EU) 2019/713 of
the European Parliament and of the
Council.

Article 5(4), point b, paragraph 2

184 - offences as defined in Articles 3 to 7 of --offenees-as-defined-in-Articles 3-to-7-of - offences as defined in Articles 3 to 7 of Provisional agreement 6th trilogue
Directive 2011/93/EU of the European Direetive 2093/ EU-of the-European Directive 2011/93/EU of the European 14/06/2022:
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Commission Proposal EP mandate Council Mandate Draft agreement
; i123. ; i A i123.
Parliament and of the Council*; Parliament-and-of the Couneil; Parliament and of the Council*’; - offences as defined in Articles 3 to 7 of
e efined cles 2 c Directive 2011/93/EU of the European
e Parliament and of the Council®;
Direetive 201H/93/EU-of the European
23 Directive 2011/93/EU of the European Parliament-and-of the Couneil™; 23 Directive 2011/93/EU of the European
Parliament and of the Council of 13 Parliament and of the Council of 13
December 2011 on corr}baFing the spxual December 2011 on corr.lbaFing the spxual P s 201 VO EE210) T 1S
abuse and sexual exploitation of children abuse and sexual exploitation of children . .
. . DT s . . Parliament and of the Council of 13
and child pornography, and replacing Direetive 2093/ Ed-of the European and child pornography, and replacing .
Council Framework Decision Parliamentand-of the Council of 13 Council Framework Decision 2004/68/JHA bsteginlosi AU G corr.lba'Flng e °¢ xual
. buse and sexual exploitation of children
2004/68/JHA (OJ L 335, 17.12.2011, p. 1). | December20tH-on-combatingthe-sexual (OJ L 335,17.12.2011, p. 1). B . P .
o . and child pornography, and replacing
abus%gnd—s%&al—%qale&aﬂm%ef—ebﬂd%en Council Framework Decision 2004/68/JHA
and child pornography, and replacing (OJ L 335, 17.12.2011, p. 1),
Article 5(4), point b, paragraph 3
185 - offences as defined in Articles 3 to 8 of —offences-as-defined-in-Artieles 3-to-8-of - offences as defined in Articles 3 to 8 of Provisional agreement 6th trilogue
Directive 2013/40/EU, of the European Direetive 2013/40/EU -of the European Directive 2013/40/EU, of the European 14/06/2022:
Parliament and of the Council; Parliament-and-ofthe Couneil; Parliament and of the Council;
- offences as defined in Articles 3 to 8 of
Directive 2013/40/EU, of the European
Parliament and of the Council;
Article 5(4), point c
186 ¢) for criminal offences as defined in e)-forecriminal-offences-as-definedin ¢) for criminal offences as defined in Provisional agreement 6th trilogue
Article 3 to 12 and 14 of Directive (EU) Avtiele 3t 12 and- ot Direetive-tELY Article 3 to 12 and 14 of Directive (EU) 14/06/2022:
2017/541 of the European Parliament and 2017/54-of the EuropeanParliament-and 2017/541 of the European Parliament and
of the Council?*, of the Couneil®*; of the Council®*. ¢) for criminal offences as defined in
Article 3 to 12 and 14 of Directive (EU)
2017/541 of the European Parliament and
of the Council?*.
% Directive (EU) 2017/541 of the *Directive (BN 2017/541 of the European | 2 Directive (EU) 2017/541 of the European
European Parliament and of the Council of | Parliamentandofthe Counetlof15Mareh | Parliament and of the Council of 15 March
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

15 March 2017 on combating terrorism
and replacing Council Framework
Decision 2002/475/JHA and amending
Council Decision 2005/671/JHA (OJ L 88,
31.3.2017, p. 6).

2017 on combating terrorism and replacing
Council Framework Decision
2002/475/JHA and amending Council
Decision 2005/671/JHA (OJ L 88,
31.3.2017, p. 6).

24 Directive (EU) 2017/541 of the European
Parliament and of the Council of 15 March
2017 on combating terrorism and replacing
Council Framework Decision
2002/475/JHA and amending Council
Decision 2005/671/JHA (OJ L 88,
31.3.2017, p. 6).

Article 5(4), point d

187

d) for the execution of a custodial
sentence or a detention order of at least
four months imposed for criminal
offences pursuant to point (a), (b) and (c)
of this paragraph;

Presidency proposal 03/06/2022:

d) for the execution of a custodial sentence
or a detention order of at least four months
imposed for criminal offences pursuant to
point (a), (b) and (c) of this paragraph;

Article 5(4a)

188

4a. European Production Orders to
produce traffic data or content data may
also be issued for the following offences:

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 5(4a), point a

189

(a) for the following offences if they are
wholly or partly committed by means of an
information system,

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 5(4a), point a, line 1
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Commission Proposal

EP mandate

—offences as defined in Articles 3, 4 and 5
of the Council Framework Decision
2001/413/JHA;

Council Mandate

Draft agreement

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 5(4a), point a, line 2

191

— offences as defined in Articles 3 to 8 of
Directive 2013/40/EU;

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 5(4a), point b

192

(b) for criminal offences as defined in
Article 3 to 12 and 14 of Directive (EU)
2017/541;

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 5(4a), point ba

193 (ba) for criminal offences as defined in Provisional agreement 7th trilogue
Articles 3 to 7 of Directive 2011/93/EU; 28/06/2022:
[DELETED]
Article 5(5)
194 5. The European Production Order shall 5. The European Production Order shall 5. The European Production Order shall Provisional agreement 7th trilogue
include the following information: include the following information: include the following information: 28/06/2022:
5. The European Production Order shall
include the following information:
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Commission Proposal

Article 5(5), point a

EP mandate

Council Mandate

Draft agreement

195

a) the issuing and, where applicable, the
validating authority;

a) the issuing and, where applicable, the
validating authority; for traffic and content
data and where the issuing State is subject
to a procedure referred to in Article 7(1)
or 7(2) of the Treaty on European Union,
information on the special procedure as
referred to in Article 9 (2a) of this
Regulation;

a) the issuing and, where applicable, the
validating authority;

Provisional written political agreement
13/07/2022:

a) the issuing and, where applicable, the
validating authority;

Article 5(5), point b

196

b) the addressee of the European
Production Order as referred to in Article
73

Article 5(5), point c

197

¢) the persons whose data is being
requested, except where the sole purpose
of the order is to identify a person;

c) the individually identifiable persons, or
where the sole purpose of the order is to
identify a person, any other unique
identifier such as user name or Login ID,;

c) the user, except where the sole purpose
of the order is to identify the user, or any
other unique identifier such as user
name, ID or account name to determine
the data that are being sought, persens
P

| | gg | f ori 'il ”
petsot;

Provisional agreement 7th trilogue
28/06/2022:

c) the user, except where the sole purpose
of the order is to identify the user, or any
other unique identifier such as user
name, login ID or account name to
determine the data that are being sought;

Article 5(5), point d

198 d) the requested data category (subscriber d) the requested data category (subscriber d) the requested data category (subscriber Provisional agreement 7th trilogue
data, access data, transactional data or data, traffic data or content data); data, access data, transactional data or 28/06/2022:
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Commission Proposal

content data);

EP mandate

Council Mandate

content data);

Draft agreement

d) the requested data category as defined
in Article 2 paragraphs 7 to 10 ;

Article 5(5), point e

199

e) if applicable, the time range requested to
be produced;

e) the time range requested to be produced,
tailored as narrowly as possible;

e) if applicable, the time range requested to
be produced;

Provisional agreement 7th trilogue
28/06/2022:

e) if applicable, the time range requested
to be produced;

Article 5(5), point f

200

f) the applicable provisions of the criminal
law of the issuing State;

Article 5(5), point g

201

g) in case of emergency or request for
earlier disclosure, the reasons for it;

g) in case of emergency, the duly justified
reasons for it;

g) in case of emergency or request for
earlier disclosure, the reasons for it;

Presidency proposal 24/06/2022:

g) in case of emergency, the duly justified
reasons for it.

Article 5(5), point h

202 h) in cases where the data sought is stored | h)-in-eases-where-the-data-soughtis-stored h) in cases where the data sought is stored Provisional agreement 7th trilogue
or processed as part of an infrastructure eFprocessedaspartofan-ifrastractire or processed as part of an infrastructure 28/06/2022:
provided by a service provider to a provided-by-aservice providertoa provided by a service provider to a
company or another entity other than company-or-another-entity-otherthan company or another entity other than h) in cases where the European Production
natural persons, a confirmation that the natural-persons;-a-confirmation-that- the natural persons, a confirmation that the Order is directly addressed to the service
Order is made in accordance with Orderis-made-inaceordance-with Order is made in accordance with provider, processing the data on behalf of
paragraph 6; patasraph-6: paragraph 6; the data controller, a confirmation that the
Order is made in accordance with paragraph
6;
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 5(5)

, point i

203

i) the grounds for the necessity and
proportionality of the measure.

i) the grounds for the necessity and
proportionality of the measure, taking due
account of the impact of the measure on
the fundamental rights of the specific
persons whose data is sought and the
seriousness of the offence.

i) the grounds for the necessity and
proportionality of the measure.

Provisional agreement 7th trilogue
28/06/2022:

i) the grounds for the necessity and
proportionality of the measure in

application of Article 5(2)

Provisional written political agreement
13/07/2022:

) a summary description of the case.

Article 5(6)

204 6. In cases where the data sought is stored | 6-Jn-eases-where-the-datasoughtisstored 6. In cases where the data sought is stored Provisional written political agreement
or processed as part of an infrastructure or-processed-as-part-of an-infrastructure or processed as part of an infrastructure 13/07/2022 + agreement at inter-
provided by a service provider to a provided-by-aservice providertoa provided by a service provider to a institutional technical level 27/09/2022 as
company or another entity other than compaiy-orahotherentity other than company or another entity other than amended by technical level 05/10/2022:
natural persons, the European Production naturabpersons—the EuropeanProduction natural persons, the European Production
Order may only be addressed to the service | Ordermay-onlybe-addressed-to-theserviee | Order may only be addressed to the service | 6. European Production Orders shall be
provider where investigatory measures provider-where-investigatory-measures provider where investigatory measures addressed to service providers, acting as
addressed to the company or the entity are | addressed-to-the-company-or-the-entity-are addressed to the company or the entity are data controllers, in accordance with
not appropriate, in particular because they | netappropriateinparticularbecause-they not appropriate, in particular because they Regulation (EU) 2016/679.
might jeopardise the investigation. might jeopardise-the-investigation: might jeopardise the investigation.

As an exception, where the data is stored
or processed as part of an infrastructure
provided by a service provider to a data
controller, the European Production
Order may be directly addressed to the
service provider, processing the data on
behalf of the controller, where:
- the data controller cannot be identified
despite reasonable efforts on the part of
MK/mj 121
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

the case fil. A
short justification shall also be added in
the Certificate.

Article 5(6a)

205

6a. A European Production Order to
produce data stored or processed as part
of an infrastructure provided by a
service provider to a public authority
may only be issued if the public
authority for which the data is stored or
processed is in the issuing State.

F
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

protected by professional privilege, in their
business capacity, which stores data
protected by a professional privilege under
the law of the issuing State, a European
Production Order to produce traffic data
except for data requested for the sole
purpose of identifying the user as defined in
Article 2(8) and content data may only be
issued :

- where the privileged professional resides
in the issuing State, or

- where addressing the privileged
professional might be detrimental to the
investigation, or

- where the privileges were waived in
accordance with the applicable law.

Article 5(7), paragraph 1

206 7. If the issuing authority has reasons to 7. If the issuing authority has reasons to 7.4 In cases where the Order concerns
believe that, transactional or content data believe that data requested is protected by transactional data and where the issuing
requested is protected by immunities and immunities and privileges granted under authority has reasens-reasonable grounds | Rapporteur proposal 14/10/2022:
privileges granted under the law of the the law of the Member State where the to believe that transactional-or-content
Member State where the service provider is | service provider is addressed or under the 7. If the issuing authority has reasons to
addressed, or its disclosure may impact law of the Member State where the person believe that, traffic or content data
fundamental interests of that Member State | whose data is sought resides or is bound requested is protected by immunities and
such as national security and defence, the by an obligation of professional secrecy or privileges granted under the law of the
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Commission Proposal

issuing authority has to seek clarification
before issuing the European Production
Order, including by consulting the
competent authorities of the Member State
concerned, either directly or via Eurojust
or the European Judicial Network. If the
issuing authority finds that the requested
access, transactional or content data is
protected by such immunities and
privileges or its disclosure would impact
fundamental interests of the other Member
State, it shall not issue the European
Production Order.

EP mandate

lawyer-client privilege, or its disclosure
may impact fundamental interests of that
Member State such as national security and
defence, the issuing authority shall seek
clarification before issuing the European
Production Order, including by consulting
the competent authorities of the Member
State concerned, either directly or via
Eurojust or the European Judicial Network
in criminal matters. Where the issuing
authority finds that the requested data is
protected by such immunities and
privileges or its disclosure would impact
fundamental interests of the other Member
State, the issuing authority shall not issue
the European Production Order.

Council Mandate

Draft agreement

Member State where the service provider is
addressed, or its disclosure may impact
fundamental interests of that Member State
such as national security and defence, the
issuing authority may seek clarification
before issuing the European Production
Order, including by consulting the
competent authorities of the Member State
concerned, either directly or via Eurojust or
the European Judicial Network. Where the
issuing authority finds that the requested
traffic or content data is protected by such
immunities and privileges or its disclosure
would impact fundamental interests of the
other Member State, the issuing authority
shall not issue the European Production
Order.

Article 5(7), paragraph 1, point a

207

a) the person whose data are sought is
not residing on the territory of the
issuing State, and

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 5(7), paragraph 1, point b

208

b) the data requested is protected by
immunities and privileges granted under
the law of the Member-State-where-the
serviee-provideris-addressed enforcing
State or it is subject in that Member State
to rules on determination and limitation
of criminal liability relating to freedom
of press and freedom of expression in
other media its disclosure may impact

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]
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Commission Proposal

EP mandate

Council Mandate

fundamental interests of theat-Member
enforcing State such as national security
and defence,

Draft agreement

Article 5(7), paragraph 2

209

the issuing authority has to shall seek
clarification on the circumstances
referred to in point b) before issuing the
European Production Order, including by
consulting the competent authorities of the
Member enforcing State concerned, either
directly or via Eurojust or the European
Judicial Network. If the issuing authority
finds that the requested access,
transactional or content data is are
protected by such immunities and
privileges or rules on determination and
limitation of criminal liability relating to
freedom of press and freedom of
expression in other media or its disclosure
would impact fundamental interests of the
other Member State such as national
security and defence, it shall take these
circumstances into account in the same
way as if they were provided for under
its national law and it shall not issue or
shall adapt the European Production Order
where necessary to give effect to these
grounds.

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 5(8)

210

8. Where the power to waive the
privilege or immunity lies with an
authority of the enforcing State, the

Provisional agreement 7th trilogue
28/06/2022:
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Versi

on: 14/10/2022

Commission Proposal

EP mandate

Council Mandate

Draft agreement

issuing authority may request the
enforcing authority to contact the [DELETE]
competent authority to request it to
exercise its power forthwith. Where
power to waive the privilege or
immunity lies with an authority of
another Member State or a third
country or with an international
organisation, the issuing authority may
request the authority concerned to
exercise that power.
Article 6
211 Article 6
Conditions for issuing a European
Preservation Order
Article 6(1)
212 1. An issuing authority may only issue a 1. An issuing authority may only issue a 1. An issuing authority may only issue a Provisional agreement 7th trilogue
European Preservation Order where the European Preservation Order where the European Preservation Order where the 28/06/2022:
conditions set out in this Article are conditions set out in this Article are conditions set out in this Article are
fulfilled. fulfilled. fulfilled. Article S (6a) shall apply 1. An issuing authority may only issue a
mutatis mutandis. European Preservation Order where the
conditions set out in this Article are
fulfilled. Article S paragraph 6b shall
apply mutatis mutandis.
Article 6(2)
213 2. It may be issued where necessary and 2. It may be issued where necessary and 2. It may be issued where necessary and Provisional agreement 6th trilogue
proportionate to prevent the removal, proportionate to prevent the removal, proportionate to prevent the removal, 14/06/2022:
deletion or alteration of data in view of a deletion or alteration of data in view of a deletion or alteration of data in view of a
subsequent request for production of this subsequent request for production of this subsequent request for production of this 2. It may be issued provided it is necessary
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on: 14/10/2022

Commission Proposal

data via mutual legal assistance, a
European Investigation Order or a
European Production Order. European
Preservation Orders to preserve data may
be issued for all criminal offences.

EP mandate

data via mutual legal assistance, a
European Investigation Order or a
European Production Order, taking into
account the rights of the person
concerned. European Preservation Orders
to preserve data may be issued for all
criminal offences, if it could have been
ordered under the same conditions in a
similar domestic case in the issuing State,
where there are sufficient reasons to
believe that a crime has been committed,
where it is grave enough to justify the
cross-border preservation of the data and
where the requested information is
relevant for that investigation. It shall be
limited to data of specific persons with a
direct link to the specific proceedings
referred to in Article 3(2).

Council Mandate

data via mutual legal assistance, a
European Investigation Order or a
European Production Order. European
Preservation Orders to preserve data may
be issued for all criminal offences and for
the execution of a custodial sentence or a
detention order of at least 4 months.

Draft agreement

and proportionate to prevent the removal,
deletion or alteration of data in view of a
subsequent request for production of this
data via mutual legal assistance, a European
Investigation Order or a European
Production Order, taking into account the
rights of the suspected or accused person.
European Preservation Orders to preserve
data may be issued for all criminal
offences, provided that it could have been
ordered under the same conditions in a
similar domestic case, [ and for the
execution of a custodial sentence or a
detention order of at least 4 months].

+ Presidency proposal 11/06/2022 for
recital 36, line 70

Article 6(3)

214

3. The European Preservation Order shall
include the following information:

Article 6(3)

, point a

215

a) the issuing and, where applicable, the
validating authority;

Article 6(3)

, point b

216

b) the addressee of the European
Preservation Order as referred to in Article
7
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 6(3), point c

217 ¢) the persons whose data shall be
preserved, except where the sole purpose

of the order is to identify a person;

c) the individually identifiable persons
whose data shall be preserved, or, where
the sole purpose of the order is to identify a
person, any other unique identifier such as
user name or Login ID;

¢) the persens— hetedotais-being
requested user, except where the sole
purpose of the order is to identify a-petsen
the user, or any other unique identifier
such as user name, ID or account name
to determine the data that are being
sought;

Provisional agreement 7th trilogue
28/06/2022:

c) the user, except where the sole purpose
of the order is to identify the user, or any
other unique identifier such as user name,
login ID or account name to determine the
data that are sought.

Article 6(3), point d

218 d) the data category to be preserved
(subscriber data, access data, transactional

data or content data);

d) the data category to be preserved
(subscriber data, traffic data or content
data);

d) the data category to be preserved
(subscriber data, access data, transactional
data or content data);

Provisional agreement 7th trilogue
28/06/2022:

d) the requested data category as defined
in Article 2 paragraphs 7 to 10;

Article 6(3), point e

219 e) if applicable, the time range requested to

be preserved;

e) the time range requested to be preserved,
tailored as narrowly as possible;

e) if applicable, the time range requested to
be preserved;

Provisional agreement 7th trilogue
28/06/2022:

e) if applicable, the time range requested
to be preserved,;

Article 6(3), point f

220 f) the applicable provisions of the criminal

law of the issuing State;

Article 6(3), point g
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Version: 14/10/2022

221

Commission Proposal

g) the grounds for the necessity and
proportionality of the measure.

EP mandate

g) the grounds for the necessity and
proportionality of the measure, taking due
account of the impact of the measure on
the fundamental rights of the specific
persons whose data is sought and the
seriousness of the offence.

Council Mandate

) the grounds for the necessity and
proportionality of the measure.

Draft agreement

Provisional agreement 7th trilogue
28/06/2022:

i) the grounds for the necessity and
proportionality of the measure in
application of Article 5(2).

Article 6(3a)

222

3a. If the issuing authority has reasons to
believe that data requested is protected by
immunities and privileges granted under
the law of the Member State where the
service provider is addressed, or its
preservation may impact fundamental
interests of that Member State such as
national security and defence, the issuing
authority shall seek clarification before
issuing the European Preservation Ovder,
including by consulting the competent
authorities of the Member State
concerned, either directly or via Eurojust
or the European Judicial Network in
criminal matters. Where the issuing
authority finds that the requested data is
protected by such immunities and
privileges or its preservation would impact
fundamental interests of the other
Member State, the issuing authority shall
not issue the European Preservation
Order.

Article 6a

223

Article 6a

Provisional agreement 7th trilogue
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Commission Proposal

EP mandate

Legal representative

Council Mandate

Draft agreement

28/06/2022:

[DELETE]

Article 6a(1)

224

1. Service providers, offering services in
the Member States bound by this
Regulation, but not established in the
Union, shall designate one legal
representative for receipt of, compliance
with and enforcement of European
Production Orders and European
Preservation Orders issued by the
competent authorities of the Member
States, for the purpose of gathering
electronic information in criminal
proceedings. The legal representative shall
be established in one of the Member States
(bound by this Regulation) where the
service provider offers its services.

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 6a(2)

225

2. Service providers, offering services in
the Member States bound by this
Regulation, but established in a Member
State not bound by this Regulation, shall
designate one legal representative for
receipt of, compliance with and
enforcement of European Production
Orders and European Preservation Orders
issued by the competent authorities of the
Member States, for the purpose of
gathering electronic information in
criminal proceedings. The legal

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

representative shall be established in one
of the Member States (bound by this
Regulation) where the service provider
offers its services.
Article 6a(3)
226 3. Service providers which are part of a Provisional agreement 7th trilogue
group shall be allowed to collectively 28/06/2022:
designate one legal representative.
[DELETE]
Article 6a(4)
227 4. The legal representative shall be Provisional agreement 7th trilogue
entrusted with the receipt, compliance and 28/06/2022:
enforcement of those decisions and orders
on behalf of the service provider [DELETE]
concerned.
Article 6a(5)
228 5. Upon designation of the legal Provisional agreement 7th trilogue
representative, service providers shall 28/06/2022:
notify in writing that Member State where
their legal representative is established. [DELETE]
The notification shall contain the
designation and contact details of its legal
representative as well as any changes
thereof.
Article 6a(6)
229 6. The notification shall specify the Provisional agreement 7th trilogue
official language(s) of the Union, as 28/06/2022:
referred to in Regulation 1/58, in which
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Commission Proposal

EP mandate

the legal representative can be addressed.
This shall include, at least, one of the
languages accepted by the Member State
where the legal representative is
established.

Council Mandate

Draft agreement

[DELETE|

Article 6a(7)

230

7. Information, notified to Member States
in accordance with this Article, shall be
made available on a dedicated internet
page of the European Judicial Network in
criminal matters. Such information shall
be regularly updated.

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 6a(8)

231

8. Member States shall ensure that the
designated legal representative can be
held liable for non-compliance with
obligations under this Regulation when
receiving decisions and orders, without
prejudice to the liability and legal actions
that could be initiated against the service
provider.

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 6a(9)

232

9. Member States shall lay down rules on
sanctions applicable to infringements
pursuant to this Article and shall take all
measures necessary to ensure that they
are implemented. The sanctions provided
for shall be effective, proportionate and
dissuasive.

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 7
233 Article 7
Addressee of a European Production
Order and a European Preservation Order
Article 7(1)
234 1. The European Production Order and the | 1. For the purpose of gathering electronic | 1. The European Production Order and the | Provisional agreement 7th trilogue

European Preservation Order shall be
addressed directly to a legal representative
designated by the service provider for the
purpose of gathering evidence in criminal
proceedings.

information in criminal proceedings, the
European Production Order and the
European Preservation Order shall be
addressed directly and simultaneously:

European Preservation Order shall be
addressed directly to a legal representative
designated by the service provider for the
purpose of gathering evidence in criminal
proceedings.

28/06/2022:

1. The European Production Order and the
European Preservation Order shall be
addressed directly to the designated
establishment or to the legal representative
designated by the service provider pursuant
to Directive XXXX/XXX.

Article 7(1), point a

235

a) to the main establishment of the service
provider, or, where applicable, its legal
representative in the executing State
designated by the service provider for the
purpose of gathering evidence in criminal
proceedings; and

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 7(1), point b

236

b) to the executing authority.

Provisional agreement 7th trilogue
28/06/2022:

ANNEX

JAL2

MK/mj
LIMITE

133
EN




Version: 14/10/2022

Commission Proposal

EP mandate

Council Mandate

Draft agreement

[DELETE]
Article 7(1a)
237 1la. Member States shall ensure that any Provisional agreement 7th trilogue
service provider established on their 28/06/2022:
territory notifies that Member State in
writing of where its main establishment is. [DELETE]
The notification shall contain the contact
details, as well as any changes thereof.
Article 7(1b)
238 1b. Information, notified to Member Provisional agreement 7th trilogue
States in accordance with paragraph 1a, 28/06/2022:
shall be made available on a dedicated
internet page of the European Judicial [DELETE]
Network in criminal matters. Such
information shall be regularly updated.
Article 7(2)
239 2. If no dedicated legal representative has 21 no-dedicated- legal representative-has 2. If no dediecated legal representative has Provisional agreement 7th trilogue
been appointed, the European Production been-appeinted;-the EvropeanProduction been appointed, the European Production 28/06/2022:
Order and the European Preservation Order | Order-and-the EuropeanPreservationOrder | Order and the European Preservation Order
may be addressed to any establishment of | may-be-addressed-to-any-establishmentof may be addressed to any establishment of [DELETE]
the service provider in the Union. the-service-providerinthe Union- the service provider in the Union.
Article 7(3)
240 3. Where the legal representative does not | 3—Where-the legal representative-doesnet 3. Where the legal representative does not Provisional agreement 7th trilogue
comply with an EPOC in an emergency comply-with-an-EPOC-in-an-cmergeney comply with an EPOC in an emergency 28/06/2022:
case pursuant to Article 9(2), the EPOC ease-pursuant-to-Article 9(2)-the EPOC case pursuant to Article 9(2), the European
may be addressed to any establishment of may-be-addressed-to-any-establishment-of Production OrderEROC may be 3. Exceptionally, in emergency cases as
the service provider in the Union. the-service-providerinthe Union: addressed to any establishment of the defined in Article 2(15), where the
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

service provider in the Union.

designated establishment or the legal
representative of a service provider does
not react to the EPOC within the deadlines,
the EPOC may be addressed to any other
establishment or legal representative of the
service provider in the Union.

Article 7(4)

241 4. Where the legal representative does not | 4—Where-thelegalrepresentative-doesnot 4. Where the legal representative does not Provisional agreement 7th trilogue
comply with its obligations under Articles | eemply-withits-ebligationsunderAstieles comply with its obligations under Articles 28/06/2022:
9 or 10 and the issuing authority considers | 9-er10-and-the-issuingauthorityeonsiders | 9 or 10 and the issuing authority considers

that there is a serious risk of loss of data,

that there is a serious risk of loss of data,

[DELETE]

the European Production Order or the the-EurepeanProduction-Orderor-the the European Production Order or the
European Preservation Order may be EurepeanPreservation Order-may-be European Preservation Order may be
addressed to any establishment of the addressed-to-any-establishment-of the addressed to any establishment of the
service provider in the Union. service-providerin-the Union: service provider in the Union.
Article 7a (Council Mandate)
242 Article 7a Agreement at technical level 10/10/2022:
Notification Article 7a
Notification
Article 7a(1)
243 1. In cases where the European Provisional written political agreement
Production Order concerns content data, | 13/07/2022:
and the issuing authority has reasonable
grounds to believe that the person whose | 1. Where a European Production Order is
data are sought is not residing on its own | issued for the production of traffic data,
territory, the issuing authority shall except for data requested for the sole
submit a copy of the EPOC to the purpose of identifying the user as defined in
competent authority of the enforcing Article 2(8) and of content data, the issuing
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EP mandate

Commission Proposal

Council Mandate

Draft agreement

State at the same time the EPOC is authority shall notify the competent
submitted to the addressee in accordance | authority of the enforcing State by
with Article 7. transmitting a copy of the EPOC to that
authority at the same time as the EPOC is
transmitted to the addressee in accordance
with Article 7.
Article 7a(2)
244 2. The notified authority may as soon as | Presidency proposal 20/06/2022 :
possible inform the issuing authority of
any circumstances pursuant to Article 5 | 2. Paragraph 1 of this Article does not apply
(7) (b) and shall endeavour to do so if, at the time of issuing the Order, there are
within 10 days. The issuing authority reasonable grounds to believe that :
shall take these circumstances into
account in the same way as if they were - (a) the offence has been committed, is
provided for under its national law and being committed or is likely to be
shall withdraw or adapt the Order committed in the issuing State, and;
where necessary to give effect to these
gl‘OllIldS if the data were not provided E (b) the person whose data are sought
yet. In case of withdrawal the issuing resides in the issuing State.
authority shall immediately inform the
addressee.
Article 7a(3)
245 3. Where power to waive the privilege or | Provisional written political agreement
immunity lies with an authority of the 13/07/2022:
enforcing State, the issuing authority
may request the notified authority to 3. When transmitting the copy referred to in
contact the competent authority to paragraph 1 to the competent authority of
request it to exercise its power forthwith. | the enforcing State, the issuing authority
Where power to waive the privilege or shall add any additional information that
immunity lies with an authority of may be needed for the evaluation of the
another Member State or a third possibility to raise a ground for refusal.
country or with an international
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Commission Proposal

EP mandate

Council Mandate

organisation, the issuing authority may
request the authority concerned to
exercise that power.

Draft agreement

Article 7a(4)

246

4. The notification shall not have
suspensive effect on the obligations of the
addressee under this Regulation.

Rapporteur proposal 29/06/2022:

4. The notification shall have a suspensive
effect on the obligations of the addressee as
outlined in Article 9 except for emergency
cases defined in Article 2(15) of this
Regulation.

Article 7a (EP mandate)

247

Article 7a

Common European exchange system

Provisional agreement 6th trilogue
14/06/2022:

[Provisional agreement on the objective of
a common EU platform to exchange the
electronic evidence gathered. Drafting and
exact localisation of the provisions to be
discussed at technical level]

Presidency proposal 24/06/2022 :

[Written communications between
competent authorities and services
providers under this Regulation, including
the exchange of forms established by this
Regulation, shall be carried out through a
secure and reliable decentralised IT system
when this system will be implemented at
the latest three years after the entry into
force of this Regulation.
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Commission Proposal EP mandate Council Mandate Draft agreement

In order to set up such a system, its
technical specifications, legal effects and
costs must be carefully assessed].

Article 7a(1)

248 1. By ... [date of application of this
Regulation] the Commission shall
establish a common European exchange
system with secure channels for the
handling of authorised cross-border
communication, authentication and
transmission of the Orders and of the
requested data between the competent
authorities and service providers. The
competent authorities and service
providers shall use this system for the
purpose of this Regulation.

Article 7a(2)

249 2. The Commission shall ensure that the
system guarantees an effective, reliable
and smooth exchange of the relevant
information and a high level of security,
confidentiality and integrity as well as the
necessary protection of privacy and
personal data in line with Regulation
(EU) 2018/1725, Regulation (EU)
2016/679, Directive (EU) 2016/680, and
Directive (EC) 2002/58. To this end, open
and commonly used state-of-the-art
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on: 14/10/2022

Commission Proposal

EP mandate

Council Mandate

Draft agreement

electronic signature and encryption
technology shall be applied.
Article 7a(3)
250 3. Where service providers or Member
States have already established dedicated
systems or other secure channels for the
handling of requests for data for law
enforcement purposes, it shall be possible
to interconnect such systems or channels
with this common European exchange
system.
Article 8
251 Article 8
European Production and Preservation
Order Certificate
Article 8(1)
252 1. A European Production or Preservation 1. A European Production or Preservation 1. A European Production or Preservation Provisional agreement at technical level
Order shall be transmitted to the addressee | Order shall be transmitted to the addressees | Order shall be transmitted to the addressee | 10/10/2022:
as defined in Article 7 through a European | as defined in Article 7 via the system as as defined in Article 7 through a European
Production Order Certificate (EPOC) or a defined in Article 7a through a European Production Order Certificate (EPOC) or a 1. A European Production or Preservation
European Preservation Order Certificate Production Order Certificate (EPOC) or a European Preservation Order Certificate Order shall be transmitted to the addressee
(EPOC-PR). European Preservation Order Certificate (EPOC-PR). as defined in Article 7 through a European
(EPOC-PR). Production Order Certificate (EPOC) or a
The issuing or validating authority shall The issuing or validating authority shall European Preservation Order Certificate
complete the EPOC set out in Annex I or The issuing or validating authority shall complete the EPOC set out in Annex I or (EPOC-PR).
the EPOC-PR set out in Annex II, shall complete the EPOC set out in Annex I or the EPOC-PR set out in Annex II, shall
sign it and shall certify its content as being | the EPOC-PR set out in Annex II, shall sign it and shall certify its content as being | The issuing or validating authority shall
accurate and correct. sign it and shall certify its content as being | accurate and correct. complete the EPOC set out in Annex I or
accurate and correct. the EPOC-PR set out in Annex II, shall sign
it and shall certify its content as being
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accurate and correct.
Article 8(2)
253 (211rZ<}:l§3Ftl; gl(sjrr?irttt:; ffzg_rl;lzail};agaEZble 2. The EPOC or the EPOC-PR shall be 2. The EPOC or the EPOC-PR shall be Provisional agreement at technical level
) . directly transmitted via the system as direetly transmitted by or on behalf of the | 10/10/2022:
of producing a written record under . . ; N \ .
conditions allowing the addressee to defined in Article 7a, allow.mg the issuing author.lty aﬂﬁqﬂe&ﬂ&ea‘pabl%m a
establish its authenticity. addre;sees to produce a written r.ecord secure .and rell.able way‘ allowing of N [DELETED]
allowing the addressees to establish the
Where service providers, Member States or | authenticity of the Order and of the allewing the addressee to produce a
Union bodies have established dedicated issuing authority. written record and to establish its the
platforms or other secure channels for the authenticity of the Certificate.
handling of requests for data by law
enforcement and judicial authorities, the Where service providers, Member States or
issuing authority may also choose to Union bodies have established dedicated
transmit the Certificate via these channels. platforms or other secure channels for the
handling of requests for data by law
enforcement and judicial authorities, the
issuing authority may also choose to
transmit the Certificate via these channels.
Article 8(3)
254 3. The EPOC shall contain the information | 3. The EPOC shall contain all the 3. The EPOC shall contain the information | Provisional written political agreement
listed in Article 5(5) (a) to (h), including information listed in Article 5(5) (a) to (i), listed in Article 5(5) (a) to (h), including 13/07/2022 as amended by technical level
sufficient information to allow the including sufficient information to allow sufficient information to allow the 05/10/2022:
addressee to identify and contact the the addressees to identify and contact the addressee to identify and contact the
issuing authority. The grounds for the issuing authority, and information issuing authority. The grounds for the 3. The EPOC shall contain the information
necessity and proportionality of the regarding the means and technical necessity and proportionality of the listed in Article 5(5) (a) to (h), including
measure or further details about the interfaces it has at its disposal to receive measure or further details about the sufficient information to allow the
investigations shall not be included. the produced data, or where to find this investigations shall not be included. addressee to identify and contact the issuing
information. authority and the competent authority in the
enforcing State when necessary.
Where a notification is required, the
EPOC to the notified authority shall
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contain the information listed in Article
5(5) (@) to (j)-
Article 8(4)
255 4 The EPOC._PR ;hall contain the 4. The EPOC-PR shall contain all the 4 The E.POC._PR ;hall PRUIRY the Provisional written political agreement
information listed in Article 6(3) (a) to (f), | . . . . information listed in Article 6(3) (a) to (f), .
. . .. . information listed in Article 6(3) (a) to (g), | . . AN / 13/07/2022 as amended by technical level
including sufficient information to allow . . L . including sufficient information to allow
. . including sufficient information to allow . . 05/10/2022:
the addressee to identify and contact the . . the addressee to identify and contact the
S . the addressees to identify and contact the oo .
issuing authority. The grounds for the o . issuing authority. The grounds for the :

g Lo issuing authority. . Lo 4. The EPOC-PR shall contain the
necessity and proportionality of the necessity and proportionality of the O tion listed in Article 6(3 :
measure or further details about the measure or further details about the m ?r?a 101 f;.s < 1tn f e et' ( )t(a)llo (t)til
investigations shall not be included. investigations shall not be included. inciuding sutticient mformation o allow the

addressee to identify and contact the issuing
authority.

Article 8(5)

256 5. Where needed, the EPOC or the EPOC- | 5. Where needed, the EPOC or the EPOC- | 5. Where needed, the EPOC or the EPOC- | Provisional written political agreement
PR shall be translated into an official PR shall be translated into an official PR shall be translated into an official 13/07/2022 as amended by Presidency
language of the Union accepted by the language of the executing State or in any language of the Union accepted by the 14/10/2022;
addressee. Where no language has been other language explicitly accepted by the addressee. Where no language has been
specified, the EPOC or the EPOC-PR shall | executing State in accordance with specified, the EPOC or the EPOC-PR shall | 5. Where needed, the EPOC or the EPOC-
be translated into one of the official paragraph 5a. be translated into one of the official PR shall be translated into an official
languages of the Member State where the languages of the Member State where the language of the Union accepted by the
legal representative resides or is legal representative resides or is addressee. Where no language has been
established. established. specified by the service provider, the EPOC

or the EPOC-PR shall be translated into one
of the official languages of the Member
State where the designated establishment
or the legal representative of the service
provider are located. Where a notification
is required, the EPOC to the notified
authority shall be translated into an
official language of the enforcing State or
into another official languages of the
Union accepted by that State,
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257

Article 8a

Execution of an EPOC for subscriber data

and IP addresses
for the sole purpose of identifying a
person

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 8a (1), paragraph 1

258

1. An EPOC for subscriber data and IP
addresses, for the sole purpose of
identifying a person, shall be addressed
directly and simultaneously:

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 8a (1), paragraph 1, point a

259

(a) to the main establishment of the
service provider or, where applicable,
where its legal representative is
established; and

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 8a (1), paragraph 1, point b

260

(b) to the executing authority.

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 8a (1), paragraph 2
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261 The simultaneous information of the Provisional agreement 7th trilogue
executing authority shall not have a 28/06/2022:

suspensive effect on the obligations of the
service provider as referred to in [DELETED]
paragraph 1.

Article 8a(2)

262 2. Upon receipt of the EPOC for Provisional agreement 7th trilogue
subscriber data and IP addresses, for the 28/06/2022:

sole purpose of identifying a person, the
service provider shall ensure that the [DELETED]
requested data is transmitted directly to
the issuing authority, or the law
enforcement authorities as indicated in
the EPOC, as soon as possible and at the
latest within 10 days upon receipt of the
EPOC. When transmitting the requested
data, the service provider shall
simultaneously send a copy of the data
transferred for information to the
executing authority.

Article 8a(3)

263 3. In emergency cases, the service Provisional agreement 7th trilogue
provider shall transmit the requested data 28/06/2022:

without undue delay, at the latest within
16 hours upon receipt of the EPOC. When [DELETED]
transmitting the requested data, the
service provider shall simultaneously
make the data available to the executing
authority for information.

Article 8a(4)
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264 4. Where the executing authority decides Provisional agreement 7th trilogue
to invoke any of the grounds listed in 28/06/2022:
Article 10a (1), it shall act as soon as
possible and at the latest within the time [DELETED]

periods as referred to in paragraphs 1 or
2, and immediately inform the issuing
authority and the service provider of its
decision. The issuing authority shall erase
the data. Where the requested data has not
yet been transmitted to the issuing
authority, the addressed service provider
shall not transmit the data.

Article 8a(5)

265 5. Where the EPOC is incomplete, Provisional agreement 7th trilogue
contains manifest errors, in form or 28/06/2022:

content, or does not contain sufficient
information to execute the EPOC, the [DELETED]
service provider shall inform the issuing
authority as well as the executing
authority referred to in the EPOC without
undue delay and ask for clarification or,
where necessary, correction from the
issuing authority, using the Form set out
in Annex III. The issuing authority shall
react expeditiously and within 5 days at
the latest. The deadlines set out in
paragraphs 1 and 2 shall not apply until
the clarification is provided. In the
absence of a reaction from the issuing
authority, the order shall be considered
null and void.

Article 8a(6)
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266 6. Where the service provider cannot Provisional agreement 7th trilogue
comply with its obligations because of 28/06/2022:
force majeure or of de facto impossibility
due to circumstances not attributable to [DELETED]

the service provider, notably because the
person whose data is sought is not their
customer, or the data has been deleted
before receiving the EPOC, the service
provider shall inform the issuing authority
as well as the executing authority referred
to in the EPOC without undue delay
explaining the reasons, using the Form set
out in Annex II1. Where the relevant
conditions are fulfilled, the issuing
authority shall withdraw the EPOC and
inform the addressees of its decision.

Article 8a(7)

267 7. In all cases where the service provider Provisional agreement 7th trilogue
does not provide the requested 28/06/2022:
information, does not provide it
exhaustively or does not provide it within [DELETED]

the deadline, for other reasons, including
for technical or operational ones, it shall
inform the issuing authority as well as the
executing authority referred to in the
EPOC without undue delay and at the
latest within the deadlines set out in
paragraphs 1 and 2 of the reasons for this
using the Form in Annex IIl. The issuing
authority shall review the order in light of
the information provided by the service
provider and if necessary, set a new
deadline for the addressees.In case the
service provider considers that the EPOC
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cannot be executed because based on the
sole information contained in the EPOC it
is apparent that it is manifestly abusive or
that it exceeds the purpose of the order,
the service provider shall also send the
Form in Annex III to the issuing authority
as well as to the executing authority
referred to in the EPOC with a suspensive
affect as regards the transmission of the
requested data. In such cases the
executing authority may seek
clarifications from the issuing authority
on the European Production Order, either
directly or via Eurojust or the European
Judicial Network in criminal matters. The
issuing authority shall react expeditiously
and within 5 days at the latest. The
deadlines set out in paragraphs 1 and 2
shall not apply until the clarification is
provided. In the absence of a reaction
from the issuing authority, the order shall
be considered null and void.

Council Mandate

Draft agreement

Article 8a(8)
268 8. Where the service provider does not Provisional agreement 7th trilogue
produce the data requested immediately, 28/06/2022:
in accordance with paragraphs 3, 4, and
5, it shall preserve the data requested, [DELETED]
where possible. The preservation shall be
upheld until the data is produced or until
the EPOC is withdrawn or null and void.
Article 9
269 Article 9 Article 9 Article 9 Provisional agreement 7th trilogue
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Execution of an EPOC Execution of an EPOC for traffic or Execution of an EPOC 28/06/2022:
content data
Article 9
Execution of an EPOC
Article 9(-1a)
270 - la. An EPOC for traffic or content data Provisional agreement 7th trilogue
shall be addressed directly and 28/06/2022 as amended by technical level
simultaneously: 10/10/2022:
[DELETED, covered by lines 234, 243]
Article 9(-1a), point a
271 (a) to the main establishment of the Provisional agreement 7th trilogue
service provider or, where applicable, 28/06/2022 \as amended by technical level
where its legal representative is 10/10/2022:
established; and
[DELETED; covered by line 234]
Article 9(-1a), point b
272 (b) to the executing authority. Provisional agreement 7th trilogue
28/06/2022 as amended by technical level
10/10/2022:
[DELETED:; covered by line 243]
Article 9(1)
273 1. Upon receipt of the EPOC, the addressee | 1. Upon receipt of the EPOC for traffic 1. Upon receipt of the EPOC, the addressee | Provisional written political agreement
shall ensure that the requested data is and content data, the service provider shall ensure that the requested data is are 13/07/2022:
transmitted directly to the issuing authority | shall act expeditiously to preserve the transmitted in a secure and reliable way
or the law enforcement authorities as allowing the establishment of
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indicated in the EPOC at the latest within
10 days upon receipt of the EPOC, unless
the issuing authority indicates reasons for
earlier disclosure.

data.

authenticity and integrity directly to the
issuing authority or the law enforcement
authorities as indicated in the EPOC at the
latest within 10 days upon receipt of the
EPOC, unless the issuing authority
indicates reasons for earlier disclosure.

Where the
enforcing authority, already before the end
of the 10 days, confirms to the issuing
authority and the addressee that it will not
raise any ground for refusal, the addressee
shall act as soon as possible upon such
confirmation and at the latest at the end of
the 10 days.
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the law enforcement authorities as indicated
in the EPOC at the latest within 10 days
upon receipt of the EPOC.
Article 9(1a)
274 1a. Where the executing authority decides Provisional agreement 7th trilogue
to refuse the EPOC, based on one of the 28/06/2022:
grounds provided for in Article 10a (new),
it shall act as soon as possible and at the [DELETE]
latest within 10 days upon receipt of the
EPOC and inform the issuing authority
and the service provider of such decision
immediately.
Article 9(2)
275 2. In emergency cases the addressee shall 2. In emergency cases, where the 2. In emergency cases the addressee shall Presidency proposal 20/06/2022 -
transmit the requested data without undue | executing authority decides to refuse the | transmit the requested data without undue
delay, at the latest within 6 hours upon EPOC based on one of the grounds delay, at the latest within 6 hours upon 2. In emergency cases the addressee shall
receipt of the EPOC. provided for in Article 10a, it shall act as receipt of the EPOC. transmit the requested data without undue
soon as possible and at the latest within 16 delay, at the latest within 8 hours upon
hours upon receipt of the EPOC and receipt of the EPOC.
inform the issuing authority and the
service provider of such decision + COM proposal 03/10/2022:
immediately.
(2a) Where the order is subject to a
notification pursuant to Article 7a, the
enforcing authority may, without delay and
at the latest within [96 hours] after the
receipt of the notification, notify the issuing
authority and the addressee, based on one of
the grounds provided for in Article 7b (1),
that it objects to the use of the data or that
the data may only be used under conditions
which it shall specify. In cases where a
ground for refusal is raised by the enforcing
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authority, if the data has already been
transmitted by the addressee to the issuing
authority, the issuing authority shall delete
the data/ erase or otherwise restrict or, in
case of conditions, comply with those
conditions when using the data.
Article 9(2a)
276 2a. Where the issuing State is subject to a Provisional written political agreement
procedure referred to in Article 7(1) or 13/07/2022:
7(2) of the Treaty on European Union, the
service provider shall transmit the [DELETE]
requested data only after receiving the
explicit written approval of the executing
authority. For this, the executing
authority shall assess the order of the
issuing authority with due diligence and
check in particular for grounds for non-
recognition or non-execution pursuant to
Article 10a , before giving its written
approval within the deadlines set out in
paragraph la and 2.
Article 9(2b)
277 2b. Without prejudice to paragraph 2a, Provisional written political agreement
where the executing authority has not 13/07/2022:
invoked any of the grounds listed in
Article 10a within the time periods 2b. Where the addressee considers, based
referred to in paragraphs la and 2, the solely on the information contained in the
service provider to which the order is EPOC, that the execution of the EPOC
addressed shall ensure that the requested could interfere with immunities or
data is immediately transmitted directly to privileges, or rules on the determination or
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the issuing authority or the law
enforcement authorities as indicated in
the EPOC.

limitation of criminal liability that relate to
the freedom of press or the freedom of
expression in other media in the enforcing
State the addressee shall inform the
competent authorities of the issuing and
the enforcing State.

Where no notification is made pursuant to
Article [7a], the issuing authority shall
take the information mentioned in the
previous sub-paragraph into account, and
shall decide, on its own initiative or on
request of the enforcing authority, whether
to withdraw, adapt or maintain the Order.

Where a notification is made pursuant to
Article [7a], the issuing authority shall
take the information mentioned in the first
subparagraph into account, and decide,
whether to withdraw, adapt or maintain
the Order. The enforcing authority may
also decide to raise the grounds for refusal
set out in Article 7b.

Article 9(2c)

278

2c. Where it is not possible in a specific
case for the executing authority to meet
the time limit set out in paragraph 1 or 2,
it shall, without undue delay, inform the
issuing authority and the service provider
by any means, giving the reasons for the
delay and the estimated time necessary for
the decision to be taken.

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 9(3)
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279 3. If the addressee cannot comply with its
obligation because the EPOC is
incomplete, contains manifest errors or
does not contain sufficient information to
execute the EPOC, the addressee shall
inform the issuing authority referred to in
the EPOC without undue delay and ask for
clarification, using the Form set out in
Annex II1. It shall inform the issuing
authority whether an identification and
preservation was possible as set out in
paragraph 6. The issuing authority shall
react expeditiously and within 5 days at the
latest. The deadlines set out in paragraphs
1 and 2 shall not apply until the
clarification is provided.

EP mandate

3. Where the EPOC is incomplete, contains
manifest errors, in form or content, or does
not contain sufficient information to
execute the EPOC, the service provider
shall inform the issuing authority as well as
the executing authority referred to in the
EPOC without undue delay and ask for
clarification or, where necessary,
correction from the issuing authority,
using the Form set out in Annex III. The
issuing authority shall react expeditiously
and within 5 days at the latest. The
deadlines set out in paragraphs la and 2
shall not apply until the clarification is
provided. In the absence of a reaction
firom the issuing authority, the order shall
be considered null and void.

Council Mandate

3. If the addressee cannot comply with its
obligation because the EPOC is
incomplete, contains manifest errors or
does not contain sufficient information to
execute the EPOC, the addressee shall
inform the issuing authority referred to in
the EPOC without undue delay and ask for
clarification, using the Form set out in
Annex II1. It shall inform the issuing
authority whether an identification and
preservation was possible as set out in
paragraph 6. The issuing authority shall
react expeditiously and within 5 days at the
latest. The deadlines set out in paragraphs 1
and 2 shall not apply until the clarification
is provided.

Draft agreement

Article 9(4)

280 4. If the addressee cannot comply with its
obligation because of force majeure or of
de facto impossibility not attributable to
the addressee or, if different, the service
provider, notably because the person
whose data is sought is not their customer,
or the data has been deleted before

4. Where the service provider cannot
comply with its obligations because of
force majeure or of de facto impossibility
due to circumstances not attributable to the
service provider, notably because the
person whose data is sought is not their
customer, or the data has been deleted

4. If the addressee cannot comply with its
obligation because efforee-majeure or of
de facto impossibility due to
circumstances not created by the
addressee or the service provider at the
time the order was received net
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receiving the EPOC, the addressee shall
inform the issuing authority referred to in
the EPOC without undue delay explaining
the reasons, using the Form set out in
Annex III. If the relevant conditions are
fulfilled, the issuing authority shall
withdraw the EPOC.

EP mandate

before receiving the EPOC, the service
provider shall inform the issuing authority
as well as the executing authority referred
to in the EPOC without undue delay
explaining the reasons, using the Form set
out in Annex III. Where the relevant
conditions are fulfilled, the issuing
authority shall withdraw the EPOC and
inform the addressees of its decision.

Council Mandate

euste vet-or e fate has-been-deleted
beforerecervingthe EPOC, the addressee
shall inform the issuing authority referred
to in the EPOC without undue delay
explaining the reasons, using the Form set
out in Annex III. H+therelevantconditions
withdrawthe EPOC

Draft agreement

shall inform the issuing authority as well
as, where a notification took place, the
enforcing authority referred to in the
EPOC without undue delay explaining the
reasons, using the Form set out in Annex
III. Where these conditions are fulfilled, the
issuing authority shall inform the
addressees that the EPOC does no longer
need to be executed.

+ Shifting the deleted examples to the
respective recital 41a or 42a , line 79 or
81:

“due to circumstances not created by the
addressee or the service provider at the time
the order was received”

“notably because the person whose data is
sought is not their customer, or the data has
been deleted before receiving the EPOC-
PR”

Article 9(5), paragraph 1

281 5. In all cases where the addressee does not | 5. In all cases where the service provider 5. In all cases where the addressee does not | Provisional agreement 7th trilogue
provide the requested information, does not | does not provide the requested information, | provide the requested information, does not | 28/406/2022:
provide it exhaustively or does not provide | does not provide it exhaustively or does not | provide it exhaustively or does not provide
it within the deadline, for other reasons, it provide it within the deadline, for other it within the deadline, for other reasons 5. In all cases where the addressee does not
shall inform the issuing authority without reasons, including for technical or listed-in-the Form-of Annex1H, it shall provide the requested information, does not
undue delay and at the latest within the operational ones, it shall inform the issuing | inform the issuing authority without undue | provide it exhaustively or does not provide
deadlines set out in paragraphs 1 and 2 of | authority as well as the executing delay and at the latest within the deadlines | it within the deadline, for other reasons, it
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the reasons for this using the Form in
Annex III. The issuing authority shall
review the order in light of the information
provided by the service provider and if
necessary, set a new deadline for the
service provider to produce the data.

EP mandate

authority referred to in the EPOC without
undue delay and at the latest within the
deadlines set out in paragraphs la and 2 of
the reasons for this using the Form in
Annex III. The issuing authority shall
review the order in light of the information
provided by the service provider and if
necessary, set a new deadline for the
addressees.

Council Mandate

set out in paragraphs 1 and 2 of the reasons
for this using the Form in Annex III. The
issuing authority shall review the order in
light of the information provided by the
service provider and if necessary, set a new
deadline for the service provider to produce
the data.

Draft agreement

shall inform the issuing authority as well as,
where a notification took place, the
enforcing authority referred to in the
EPOC, without undue delay and at the
latest within the deadlines set out in
paragraphs la and 2 of the reasons for this
using the Form in Annex III. The issuing
authority shall review the order in light of
the information provided by the addressee
and if necessary, set a new deadline for the
addressee to produce the data.

Article 9(5), paragraph 2

282 In case the addressee considers that the In case the service provider considers that Trecasetheaddresseeconvidersthat the Provisional agreement 7th trilogue
EPOC cannot be executed because based the EPOC cannot be executed because EPOC-cannot-be-exectted-because-based 28/06/2022:
on the sole information contained in the based on the sole information contained in | en-the-sele-infermationcontained-in-the
EPOC it is apparent that it manifestly the EPOC it is apparent that it is manifestly | EROCHtis-apparentthatit-manifestly [DELETE]
violates the Charter of Fundamental Rights | abusive or that it exceeds the purpose of violates-the-Charter of Fundamental Rights
of the European Union or that it is the order, the service provider shall also of the EuropeanUnion-or-thatitis
manifestly abusive, the addressee shall also | send the Form in Annex III to the issuing manifestly-abusive-the-addresseeshall-alse
send the Form in Annex III to the authority as well as to the executing send-the Form-in-AnnexH-to-the
competent enforcement authority in the authority referred to in the EPOC with a competent-enforcementauthority-in-the
Member State of the addressee. In such suspensive affect as regards the Member-State-of the-addresseetnsuch
cases the competent enforcement authority | transmission of the requested data. In such | eases-the-competentenforcement-authority
may seek clarifications from the issuing cases the competent executing authority may-seek-clarifications{from-the-issuing
authority on the European Production may seek clarifications from the issuing auwtherityon-the EuropeanProduction
Order, either directly or via Eurojust or the | authority on the European Production Order,-either-dircetly-or-via-Eurojust-or-the
European Judicial Network. Order, either directly or via Eurojust or the | EurepeanJudietal Network:
European Judicial Network in criminal
matters. The issuing authority shall react
expeditiously and within 5 days at the
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latest. The deadlines set out in paragraphs
1a and 2 shall not apply until the
clarification is provided. In the absence of
a reaction from the issuing authority, the
order shall be considered null and void.

Article 9(6)

283

6. The addressee shall preserve the data
requested, if it does not produce it
immediately, unless the information in the
EPOC does not allow it to identify the data
requested, in which case it shall seek
clarification in accordance with paragraph
3. The preservation shall be upheld until
the data is produced, whether it is on the
basis of the clarified European Production
Order and its Certificate or through other
channels, such as mutual legal assistance.
If the production of data and its
preservation is no longer necessary, the
issuing authority and where applicable
pursuant to Article 14(8) the enforcing
authority shall inform the addressee
without undue delay.

6. During the procedure referred to in
paragraphs 1, 1a, 2, 2b, 2c¢, 3, 4, and 5, the
service provider shall preserve the data
requested, where possible. The
preservation shall be upheld until the data
is produced or until the EPOC is
withdrawn or null and void.

6. The addressee shall preserve the data
requested, if it does not produce it
immediately, unless the information in the
EPOC does not allow it to identify the data
requested, in which case it shall seek
clarification in accordance with paragraph
3. The preservation shall be upheld until
the data is produced, whether it is on the
basis of the clarified European Production
Order and its Certificate or through other
channels, such as mutual legal assistance. If
the production of data and its preservation
is no longer necessary, the issuing authority
and where applicable pursuant to Article
14(8) the enforcing authority shall inform
the addressee without undue delay.

Provisional agreement 7th trilogue
28/06/2022:

6. The preservation shall be upheld until
the data is produced, whether it is on the
basis of the clarified European
Production Order and its Certificate or
through other channels, such as mutual
legal assistance. During the procedure
referred to in paragraphs 1 to 5, the
addressee shall preserve the data requested,
where possible. The preservation shall be
upheld until the data is produced or until
the EPOC is withdrawn.

Where the production of data and its
preservation is no longer necessary, the
issuing authority and where applicable
pursuant to Article 14(8) the enforcing
authority shall inform the addressee without
undue delay.

Article 10
284 Article 10 Execution of an EPOC-PR
Article 10(-1a), paragraph 1
MK/mj 155
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285

- 1a. An EPOC-PR shall be addressed
directly and simultaneously

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 10(-1a), paragraph 1, point a

286

(a) to the main establishment of the
service provider or, where applicable,
where its legal representative is
established; and

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 10(-1a), paragraph 1, point b

287

(b) to the executing authority.

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 10(-1a), paragraph 2

288

The simultaneous information of the
executing authority shall not have a
suspensive effect on the obligations of the
service provider as referred to in
paragraph 1.

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 10(1)

289 1. Upon receipt of the EPOC-PR, the 1. Upon receipt of the EPOC-PR, the 1. Upon receipt of the EPOC-PR, the General provisional agreement 4th
addressee shall, without undue delay, service provider shall act expeditiously to addressee shall, without undue delay, political trilogue 09/07/2021 as amended
preserve the data requested. The preserve the data requested. The preserve the data requested. The by COM 13/10/2022%
preservation shall cease after 60 days, preservation shall cease after 60 days, preservation shall cease after 60 days,
unless the issuing authority confirms that unless the issuing authority confirms that unless the issuing authority confirms that 1. Upon receipt of the EPOC-PR, the
the subsequent request for production has the subsequent request for production has the subsequent request for production has addressee shall, without undue delay,
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been launched.

EP mandate

been launched. The EPOC-PR can be
extended by additional 30 days, only when
necessary to allow further assessment of
the relevance of the data.

Council Mandate

been launched.

Draft agreement

Article 10

()

290

2. If the issuing authority confirms within
the time period set out in paragraph 1 that
the subsequent request for production has
been launched, the addressee shall preserve
the data as long as necessary to produce the
data once the subsequent request for
production is served.

2. Where the issuing authority submits the
subsequent European Production Order
within the deadline referred to in
paragraph 1, the service provider shall
preserve the data as long as necessary for
the execution of that European Production
Order pursuant to Articles 8a or 9.

2. If the issuing authority confirms within
the time period set out in paragraph 1 that
the subsequent request for production has
been launched, the addressee shall preserve
the data as long as necessary to produce the
data once the subsequent request for
production is served.

as amended

by technical level 05/10/2022:
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the service provider has received the

Article 10

(3)

291

3. If the preservation is no longer
necessary, the issuing authority shall
inform the addressee without undue delay.

3. Where the preservation is no longer
necessary, the issuing authority shall
inform the addressees without undue delay

3. If the preservation is no longer
necessary, the issuing authority shall
inform the addressee without undue delay.

General provisional agreement 3" political
trilogue 20/05/2021:
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EP mandate

and the preservation shall cease
immediately.

Council Mandate

Draft agreement

3. Where the preservation is no longer
necessary, the issuing authority shall inform
the addressee without undue delay and the
preservation for the purpose of the
relevant Order shall cease.

+ Respective adaptation in recital 42 (line
80)

Provisional agreement inter-institutional
technical meeting 08/07/2022:

3a. Where the addressee considers, based
solely on the information contained in the
EPOC-PR, that the execution of the
EPOC-PR could interfere with
immunities or privileges, or rules on the
determination or limitation of criminal
liability that relate to the freedom of
press or the freedom of expression in
other media in the enforcing State, the
addressee shall inform the competent
authorities of the issuing and the
enforcing State.

The issuing authority shall take the
information mentioned in previous sub-
paragraph into account, and shall decide,
on its own initiative or on request of the
enforcing State, whether to withdraw,
adapt or maintain the Order.

Article 10(4)

292 4. If the addressee cannot comply with its 4. Where the EPOC-PR is incomplete, 4. If the addressee cannot comply with its General provisional agreement 3™ political
obligation because the Certificate is contains manifest errors, in form or obligation because the Certificate is trilogue 20/05/2021 as amended by
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incomplete, contains manifest errors or
does not contain sufficient information to
execute the EPOC-PR, the addressee shall
inform the issuing authority set out in the
EPOC-PR without undue delay and ask for
clarification, using the Form set out in
Annex III. The issuing authority shall react
expeditiously and within 5 days at the
latest. The addressee shall ensure that on
its side the needed clarification can be
received in order to fulfil its obligation set
out in paragraph 1.

content, or does not contain sufficient
information to execute the EPOC-PR, the
service provider shall inform the issuing
authority as well as the executing
authority referred to in the EPOC-PR
without undue delay and ask for
clarification or, where necessary,
correction from the issuing authority,
using the Form set out in Annex III. The
issuing authority shall react expeditiously
and within 5 days at the latest. The
addressees shall ensure that the needed
clarification can be received in order, for
the service provider, to fulfil its obligations
set out in paragraphs 1, 2 and 3. In the
absence of a reaction from the issuing
authority, the order shall be considered
null and void.

incomplete, contains manifest errors or
does not contain sufficient information to
execute the EPOC-PR, the addressee shall
inform the issuing authority set out in the
EPOC-PR without undue delay and ask for
clarification, using the Form set out in
Annex III. The issuing authority shall react
expeditiously and within 5 days at the
latest. The addressee shall ensure that on its
side the needed clarification can be
received in order to fulfil its obligation set
out in paragraph 1.

Presidency 14/10/2022:

4. Where the addressee cannot comply with
its obligation because the Certificate is
incomplete, contains manifest errors or does
not contain sufficient information to
execute the EPOC-PR, the addressee shall
inform the issuing authority set out in the
EPOC-PR without undue delay and ask for
clarification using the Form set out in
Annex III. The issuing authority shall react
expeditiously and within 5 days at the
latest. The addressee shall ensure that the
needed clarification or any correction
provided by the issuing authority can be
received in order, for the addressee, to
fulfil its obligations set out in paragraphs 1,
2 and 3. In the absence of a reaction from
the issuing authority, the service provider
shall be exempt from the obligations under
paragraphs 1 and 2.

Article 10(5)
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293 5. If the addressee cannot comply with its 5. Where the service provider cannot 5. If the addressee cannot comply with its General provisional agreement 3rd
obligation because of force majeure, or of | comply with its obligations because of obligation because efforce-majeure or of political trilogue 20/05/2021 as amended
de facto impossibility not attributable to force majeure, or of de facto impossibility de facto impossibility due to by Presidency 14/10/2022;
the addressee or, if different, the service due to circumstances not attributable to the | circumstances not created by the
provider, notably because the person service provider, notably because the addressee or the service provider at the 5. Where the addressee cannot comply with
whose data is sought is not their customer, | person whose data is sought is not their time the order was received not its obligations because of de facto
or the data has been deleted before customer, or the data has been deleted attributable-to-the-addressee-orif-different; | impossibility due fo circumstances not
receiving the Order, it shall contact the before receiving the EPOC-PR, the service | the-serviceprovider; notablybecause-the attributable to the addressee, the addressee
issuing authority set out in the EPOC-PR provider shall contact the issuing authority | persen-whese-data-issoughtisnottheir shall inform the issuing authority in the
without undue delay explaining the as well as the executing authority referred | eustomer;-orthe-datahasbeen-deleted EPOC-PR without undue delay explaining
reasons, using the Form set out in Annex to in the EPOC-PR without undue delay beforereceiving the-Order-it the the reasons, using the Form set out in
II1. If these conditions are fulfilled, the explaining the reasons, using the Form set addressee shall contact inform the issuing | Annex III. Where these conditions are
issuing authority shall withdraw the out in Annex I1I. Where the relevant authority set out in the EPOC-PR without fulfilled, the issuing authority shall inform
EPOC-PR. conditions are fulfilled, the issuing undue delay explaining the reasons, using the addressees that the EPOC-PR does no
authority shall withdraw the EPOC-PR and | the Form set out in Annex [1I-¥these longer need to be executed.
inform the addressees of its decision. conditions-are fulfiled;the-issuing
autherity-shallwithdrawthe EPOCPR- + Shifting the deleted examples proposed
by the PCY and the to the respective
recital 41a or 42a , line 79 or 81:
“due to circumstances not created by the
addressee or the service provider at the time
the order was received”
“notably because the person whose data is
sought is not their customer, or the data has
been deleted before receiving the EPOC-
PR”
Article 10(6), paragraph 1
294 6. In all cases where the addressee does not | 6. In all cases where the service provider 6. In all cases where the addressee does not | Provisional agreement 7th trilogue
preserve the requested information, for does not preserve the requested preserve the requested information, for 28/06/2022:
other reasons listed in the Form of Annex information, for other reasons listed in the other reasons listed-in-the Form-of- Annex
111, the addressee shall inform the issuing Form of Annex 11, including for technical | H, the addressee shall inform the issuing 6. In all cases where the addressee does not
authority without undue delay of the or operational ones, the service provider authority without undue delay of the preserve the requested information, for
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reasons for this in the Form set out in
Annex III. The issuing authority shall
review the Order in light of the
justification provided by the service
provider.

shall inform the issuing authority as well as
the executing authority referred to in the
EPOC-PR without undue delay of the
reasons for this in the Form set out in
Annex III. The issuing authority shall
review the Order in light of the justification
provided by the service provider.

reasons for this in the Form set out in
Annex I1I. The issuing authority shall
review the Order in light of the justification
provided by the service provider.

other reasons listed in the Form of Annex
I1I, it shall inform the issuing authority
without undue delay of the reasons for this
in the Form set out in Annex III. The
issuing authority shall review the Order in
light of the justification provided by the
addressee.

Article 10

(6), paragraph 2

295

In case the service provider considers that
the EPOC-PR cannot be executed because
based on the sole information contained
in the EPOC-PR it is apparent that it is
manifestly abusive or that it exceeds the
purpose of the order, the service provider
shall also send the Form in Annex III to
the issuing authority as well as to the
executing authority referred to in the
EPOC-PR. In such cases the competent
executing authority may seek
clarifications from the issuing authority
on the European Preservation Order,
either directly or via Eurojust or the
European Judicial Network in criminal
matters. The issuing authority shall react
expeditiously and within 5 days at the
latest. The deadline set out in paragraph 1
shall not apply until the clarification is
provided. In the absence of a reaction
from the issuing authority, the order shall
be considered null and void.

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 10

a (new)

296

Article 10a

Presidency proposal 20/06/2022:
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Grounds for non-recognition or non-
execution

Article 7b

Grounds for refusal for European
Production Orders

Article 10a(1)

297

1. Without prejudice to Article 1(2), where
the EPOC is assessed by the executing
authority, the EPOC shall be refused,
where:

Provisional written political agreement
13/07/2022:

1. Where the issuing authority has notified
the competent authority of the enforcing
State in accordance with Article 7a, the
enforcing authority shall as soon as
possible but at the latest within 10 days of
the receipt of the notification, or, in
emergency cases, within 8 hours, , raise
grounds for refusal of the Order where
appropriate, on the basis of &l the
elements available to it and provided that:

Updated COM proposal 10/10/2022:

Where the issuing authority has notified the
competent authority of the enforcing State
in accordance with Article 7a, the
enforcing authority shall assess the
information set out in the order and
decide, as soon as possible but at the latest
within 10 days of the receipt of the
notification, or, in emergency cases, within
8 hours, whether or not to raise grounds
for refusal [regarding] ef the Order
provided that:
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Article 10a(1), point a

298

(a) the conditions for issuing a European
Production Order as laid down in Article 5
of this Regulation are not fulfilled;

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 10a(1), point b

299

(b) the execution of the European
Production Order would be contrary to the
principle of ne bis in idem;

Provisional agreement 7th trilogue
28/06/2022:

(a) The data requested is protected by
immunities and privileges granted under the
law of the enforcing State, or;

Article 10a(1), point c

300

(c) there are substantial grounds to believe
that the execution of the European
Production Order would be incompatible
with Member State's obligations in
accordance with Article 6 TEU and the
Charter; or

Provisional agreement 7th trilogue
28/06/2022:

(b) the data requested are related to rules
on the determination or limitation of
criminal liability that relate to the freedom
of press or the freedom of expression in
other media, or;

Article 10a(1), point d

301 (d) there is an immunity, a privilege or Provisional agreement 7th trilogue
rules on determination and limitation of 28/06/2022:
criminal liability relating to freedom of
the press and freedom of expression in (c) in exceptional situations, there are
MK/mj 164
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other media under the law of the substantial grounds to believe, on the basis
executing State, which makes it impossible of specific and objective evidence, that the
to execute the European Production execution of the Order would, in the
Order; particular circumstances of the case, entail a
manifest breach of a relevant fundamental
right as set out in Article 6 TEU and the
Charter, or;
Article 10a(2)
302 2. In addition to paragraph 1, an EPOC Provisional agreement 7th trilogue
for traffic and content data may be 28/06/2022:
refused by the executing authority, where:

(d) the execution of the Order would be
contrary to the principle of ne bis in idem,
or;

Article 10a(2), point a
303 (a) the execution of the European Provisional agreement 7th trilogue
Production Order would harm essential 28/06/2022:
national security interests, jeopardise the
source of the information or involve the [DELETED]
use of classified information relating to
specific intelligence activities;
Article 10a(2), point b
304 (b) the European Production Order relates
to a criminal offence which is alleged to
have been committed outside the territory
of the issuing State and wholly or partially
on the territory of the executing State, and
the conduct for which the EPOC was
issued does not constitute a criminal
offence under the law of the executing
MK/mj 165
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State;
Article 10a(2), point c
305 (c) the conduct for which the EPOC has Provisional written political agreement
been issued does not constitute an offence 13/07/2022:
under the law of the executing State,
unless it concerns an offence listed within (¢) the conduct for which the EPOC has
the categories of offences set out in Annex been issued does not constitute an offence
Ila, as indicated by the issuing authority under the law of the executing State,
in the EPOC, if it is punishable in the unless it concerns an offence listed within
issuing State by a custodial sentence or a the categories of offences set out in Annex
detention order for a maximum period of Illa, as indicated by the issuing authority
at least three years; in the EPOC, if'it is punishable in the
issuing State by a custodial sentence or a
detention order for a maximum period of
at least three years;
Article 10a(2), point d
306 (d) the execution of the European Provisional agreement 7th trilogue
Production Order is restricted under the 28/06/2022:
law of the executing State to a list or
category of offences or to offences [DELETE]
punishable by a higher threshold; or
Article 10a(2), point e
307 (e) compliance with the European Provisional agreement 7th trilogue
Production Order would conflict with 28/06/2022:
applicable laws of a third country that
prohibits disclosure of the data concerned. [DELETE]
Article 10a(3)
MK/mj 166
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Commission Proposal

EP mandate

3. Point (e) of paragraph 2 shall be
applied according to the procedure set out
in Article 14a.

Council Mandate

Draft agreement

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 10a(4)

309

4. Where the European Production Order
concerns an offence in connection with
taxes or duties, customs and exchange, the
executing authority shall not refuse
recognition or execution on the ground
that the law of the executing State does
not impose the same kind of tax or duty or
does not contain a tax, duty, customs and
exchange regulation of the same kind as
the law of the issuing State.

Provisional agreement 7th trilogue
28/06/2022:

2. Where the enforcing authority raises a
ground for refusal pursuant to paragraph 1,
it shall inform the addressee and the
issuing authority. The addressee shall stop
the execution of the Order and not transfer
the data and the issuing authority shall
withdraw the order.

Article 10a(5)

310 5. In the cases referred to in paragraphs 1 Provisional agreement inter-institutional

and 2 of this Article, before deciding not technical meeting 08/07/2022:

to recognise or not to execute a European

Production Order, either in whole or in 3. Before deciding to raise a ground for

part, the executing authority shall consult refusal, the notified authority shall contact

the issuing authority, by any appropriate the issuing authority by any appropriate

means, and shall, where appropriate, means in order to discuss the appropriate

request the issuing authority to supply any measures to take. On that basis, the issuing

necessary information without delay. authority may decide to adapt or withdraw
the Order. Where, following such
discussions, no solution is reached, the
notified authority may decide to raise
grounds for refusal of the Order and inform
the issuing authority as well as the
addressee accordingly.
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Additional Presidency proposal 24/06/2022

4. Where the enforcing authority decides to
raise grounds for refusal of the Order
pursuant to paragraph 1, it may indicate
whether it objects to all use of data obtained
pursuant to the order or whether the data
may only be used under conditions
specified by the enforcing authority.

Article 10a(6)

311

6. In the case referred to in point (d) of
paragraph 1 and where power to waive the
privilege or immunity lies with an
authority of the executing State, the
executing authority shall request it to
exercise that power forthwith. Where
power to waive the privilege or immunity
lies with an authority of another State or
international organisation, it shall be for
the issuing authority to request the
authority concerned to exercise that
power.

Provisional agreement 7th trilogue
28/06/2022:

5. Where power to waive the privilege or
immunity as set out in paragraph (1)(a) lies
with an authority of the enforcing State, the
issuing authority may request the notified
authority to contact the competent authority
to request it to exercise its power forthwith.
Where power to waive the privilege or
immunity lies with an authority of another
Member State or a third country or with an
international organisation, the issuing
authority may request the authority
concerned to exercise that power.

Article 10a(7)

312 7. The executing authority shall inform Provisional agreement 7th trilogue
the issuing authority about the use of any 28/06/2022:
of the grounds for non-recognition or
non-execution as listed in paragraphs 1 [DELETE]
and 2 of this Article, by using the form set
MK/mj 168
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out in Annex III.

Article 11
313 Article 11 Confidentiality and user Article 11 Article 11 Confidentiality and user Provisional agreement 7th trilogue
information User information and confidentiality information 28/06/2022:
Article 11 User information and
confidentiality
Article 11(1)
314 1. Addressees and, if different, service 1. The service provider shall inform the 1. Addressees and, if different, service Provisional agreement 7th trilogue

providers shall take the necessary measures
to ensure the confidentiality of the EPOC
or the EPOC-PR and of the data produced
or preserved and where requested by the
issuing authority, shall refrain from
informing the person whose data is being
sought in order not to obstruct the relevant
criminal proceedings.

person whose data is being sought without
undue delay. The service provider shall
take the necessary state-of-the-art
operational and technical measures to
ensure the confidentiality, secrecy and
integrity of the EPOC or the EPOC-PR and
of the data produced or preserved.

providers shall take the necessary measures
to ensure the confidentiality of the EPOC
or the EPOC-PR and of the data produced
or preserved and where-requested-by-the
issuing-autherity; shall refrain from

informing the person whose data is being
sought in order to avoid rette obstructing
the relevant criminal proceedings. They
shall only inform the person whose data
is are being sought if explicitly requested
by the issuing authority. In this case the
issuing authority shall also provide
information pursuant to paragraph 4 of
this Article to the addressee or, if
different, to the service provider.

28/06/2022:

1. The issuing authority shall inform the
person whose data are being sought without
undue delay about the data production.

Article 11(1a)

315 la. As long as necessary and Presidency proposal 24/06/2022 as
proportionate, in order not to obstruct the amended at technical level 05/10/2022:
relevant criminal proceedings or in order
to protect the fundamental rights of 2. The issuing authority may, in accordance
another person, the issuing authority, with national law, delay, restrict or omit
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taking into due account the impact of the
measure on the fundamental rights of the
person whose data is sought, may request
the service provider to refrain from
informing the person whose data is being
sought, based on a judicial order. Such an
order shall be duly justified, specify the
duration of the obligation of
confidentiality and shall be subject to
periodic review.

informing the person whose data are being
sought, to the extent that, and for as long as
the conditions in Article 13(3) of Directive
2016/680 are met, in which case, the issuing
authority shall indicate in the case file the
reasons for the delay, restriction or
omission. A short justification shall also be
added in the Certificate.

3. The addressees and, if different, the
service providers shall take the necessary
state-of-the-art operational and technical
measures to ensure the confidentiality,
secrecy and integrity of the EPOC or the
EPOC-PR and of the data produced or
preserved.

Article 11

()

316

2. Where the issuing authority requested
the addressee to refrain from informing the
person whose data is being sought, the
issuing authority shall inform the person
whose data is being sought by the EPOC
without undue delay about the data
production. This information may be
delayed as long as necessary and
proportionate to avoid obstructing the
relevant criminal proceedings.

2. Where the issuing authority requested
the addressees to refrain from informing the
person whose data is being sought, based
on a judicial order, the issuing authority
shall inform the person whose data is being
sought by the EPOC or the EPOC-PR
without undue delay about the data
production or preservation. This
information may be delayed as long as
necessary and proportionate to avoid
obstructing the relevant criminal
proceedings, taking into account the rights
of the suspected and accused person and
without prejudice to defense rights and
effective legal remedies.

2.Where the issuing authority did not
requested-the-addressee-to-refrainfrom-the
service provider to informing the person
whose data were beirg-sought in
accordance with paragraph 1, the issuing
authority shall inform thise person whese
latais bei bt by the EPOC wil
Theis issuing authority may delay
informing the person whose data were
sought as long as it constitutes a
necessary and proportionate measure
ik o shall | bmitted

hic | bl witl be del |
long-as-necessary-and propertionate to
avoid obstructing the+elevant criminal
proceedings. Infermation-abeutavailable

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]
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Article 11(3)
317 3. When informing the person, the issuing | 3. When informing the person, the issuing 3. The issuing authority may abstain Provisional agreement 7th trilogue
authority shall include information about authority shall include information about from informing the person whose 28/06/2022:
any available remedies as referred to in any available remedies as referred to in subscriber or access data was sought
Article 17. Article 17. where necessary and proportionate to [DELETE]
protect the fundamental rights and
legitimate interests of another person,
and in particular where these rights and
interests outweigh the interest to be
informed of the person whose data were
sought .When-informingthe-person;-the
abeut-any-avatable remedies-asreferred-to
Article 11(4)
318 4. Information about available remedies | Provisional agreement 7th trilogue
pursuant to Article 17 shall be included. | 28/06/2022:
4. When informing the person, the issuing
authority shall include information about
available remedies pursuant to Article 17.
Article 11a
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Article 11a
Limitations to the use of information
obtained

319 Presidency proposal 24/06/2022:

[DELETE]

Article 11a, paragraph 1

320 Electronic information obtained in
accordance with this Regulation shall not
be used for the purpose of proceedings
other than those for which it was obtained
in accordance with this Regulation, except
for where there is an imminent threat to
the life or physical integrity of a person.

Presidency proposal 24/06/2022:

[DELETE]

Article 11b

321 Article 11b Presidency proposal 24/06/2022 :

Erasure of electronic information [DELETE]

Article 11b(1)

322 1. Electronic information that has been Presidency proposal 24/06/2022 :
gathered in breach of this Regulation
shall be erased without undue delay. [DELETE]

Article 11b(2)

323 2. Electronic information that is no longer Presidency proposal 24/06/2022 :
necessary for all phases of the proceeding
Jfor which it was produced or preserved, [DELETE]
including possible appeals, shall be erased
without undue delay, unless this would
affect the defence rights of the suspected
or accused person. Periodic reviews for
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information shall be established.

Council Mandate
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Article 11b(3)

324 3. The person whose data was sought shall Presidency proposal 24/06/2022 :
be informed about the erasure without
undue delay. [DELETE]

Article 11c

325 Article 11c Presidency proposal 20/06/2022 :

Admissibility of electronic information in
court proceedings

[DELETE]

Article 11c, paragraph 1

326

Electronic information that has been
obtained in breach of this Regulation,
including where the criteria laid down in
this Regulation are not fulfilled, shall not
be admissible before a court. Where
electronic information has been obtained
before a ground for non-recognition listed
in Article 10a (new) has been invoked, it
neither shall be admissible before a court.

Presidency proposal 20/06/2022 :

[DELETE]

Article 12

327

Article 12

Reimbursement of costs

Article 12, paragraph 1
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The service provider may claim Where so claimed by the service The service provider may claim ;
o reimbursement of their costs by the issuing | provider, the issuing State shall reimbursement of their costs by the issuing GresidensyinmnpeNall IR
State, if this is provided by the national law | reimburse the justified costs borne by e | State, if this is provided by the national law Th : d i
of the issuing State for domestic orders in service provider and related to the of the issuing State for domestic orders in 1¢ service provider may ciaim - -
similar situations, in accordance with these | execution of the European Production similar situations, in accordance with these rse1mb1'1trﬂs;me.n t of1t§ dcc()is';s bg thi 1SSUINE |
national provisions. Order or the European Preservation national provisions. Member States shall tate, 1f ¢ gt s provided tor y the patlona
Order. For practical reasons, the service | inform the Commission about rules for !aw.of.the 1Ssumng Stqte for domestic grders
provider may claim reimbursement of the reimbursement who shall make them . glmllar s1mat10p§, ' 5 OIS Tl il
costs by the executing State. Where the public. natlor{al I ORI I'VIe.:mber SLars -
service provider chooses the executing sha}l L2040 Cmflmlssmn Abm el
State, the issuing State shall reimburse i 0l nfle§ for reimbursement, and'
the executing State for these costs. the Commission shall make them public.
Member States shall inform the
Commission on the rules for
reimbursement, which the Commission
shall make public.
Article 12a
329 Article 12a 18-Ensuringpriviteges-and Provisional agreement 7th trilogue
immnities-wnder-thetaw-of the-enforeing | 28/06/2022:
State Limitations to the use of data
obtained [DELETE]
Article 12a(1)
330 1.4 In case the person whose data are Provisional agreement 7th trilogue
sought is not residing on the territory of | 28/06/2022:
the issuing State, and transactional or
content data has been obtained by the [DELETE]
European Production Order and the
issuing authority receives information
that these data it is are protected by
privileges or immunities granted under the
law of the Member enforcing State of the
addressee, or is subject, in the enforcing
State, to rules on determination and
MK/mj 174
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limitation of criminal liability relating to
freedom of press and freedom of
expression in other media, or i#t-impaets
fundame-ata = er stso O that Member State
if invoked by that Member State,
disclosure of these data would impact its
fundamental interests such as national
security and defense, the-court the
competent authorities in the issuing State
shall ensure during the criminal
proceedings for-which-the-Order-was-issued
that these grounds are taken into account in
the same way as if they were provided for

under their national law when-assessing-the

relevanece-andadmissibility of the-evidenee
concerned—The-court The competent

authorities may consult the authorities of
the relevant Member State, the European
Judicial Network in criminal matters or
Eurojust.

Article 12a(2)

331 2. Where power to waive the privilege or | Provisional agreement 7th trilogue
immunity lies with an authority of the 28/06/2022:

enforcing State, the competent authority
in the issuing State may request the [DELETE]
enforcing or notified authority to contact
the competent authority of the enforcing
State to request it to exercise its power
forthwith. Where power to waive the
privilege or immunity lies with an
authority of another Member State or a
third country or with an international
organisation, the competent authority in
the issuing State may request the
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authority concerned to exercise that
power.
Article 12b
332 Article 12b
Speciality principle
Article 12b(1)
333 1. Electronic evidence shall not be used

for the purpose of proceedings other
than those for which it was obtained in
accordance with this Regulation, except:

Article 12b(1), point a

334 a) for the purpose of proceedings for
which a European Production Order
could have been issued in accordance
with Article 5(3) and (4); or

Article 12b(1), point b

335 b) for preventing an immediate and
serious threat to public security of the
issuing State or its essential interests;

Article 12b(2)

336 2. Electronic evidence obtained in
accordance with this Regulation may
only be transmitted to another Member
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State:

Article 12b(2), point a

337 a) for the purpose of proceedings for
which a Eurepean Production Order
could have been issued in accordance
with Article 5(3) and (4); or

Article 12b(2), point b

338 b) for preventing an immediate and
serious threat to public security of that
Member State or its essential interests.

Article 12b(3)

339 3. Electronic evidence obtained in
accordance with this Regulation may
only be transferred to a third country or
to an international organisation
pursuant to conditions of paragraph 2,
points a) and b) of this Article and
Chapter V of the Directive (EU)
2016/680.

Chapter Il

340 Chapter III: Sanctions and enforcement | Chapter III: Sanctions, review procedure | Chapter III: Sanctions and enforcement

and remedies

Article 13

341 Article 13 Sanctions
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Article 13, paragraph 1
342 Without prejudice to national laws which 1.Member States shall lay down the rules Wlth%m fp rciﬁdli(:l toqlilgtlﬁnag li‘rﬁlz}llwh Rapporteur proposal 07/06/2022 as
provide for the imposition of criminal on sanctions applicable to infringements of S zru(i;/tlioensog\/le:nbef %tat(e)s s(;lalcl lav down amended by technical level 10/10/2022:
sanctions, Member States shall lay down the obligations pursuant to Articles 84, 9, the rules Z)n pecuniaity sanefions a}[l)plicable
the rules on pecuniary sanctions applicable | 10 and 11 of this Regulation as regards to to infringements of th\ghligations pursuant Without prejudice to national laws
to infringements of the obligations the service providers on their territory and to Articles 9, 10 and 11 (1) of this providing for the imposition of criminal
pursuant to Articles 9, 10 and 11 of this shall take all necessary measures to ensure Regulation a’n d shall take all necessary sanctions, Member States shall lay down
Regulation and shall take all necessary that they are implemented. The sanctions measures to ensure that they are rules on pecuniary sanctions applicable to
measures to ensure that they are provided for by national laws of the implemented. Member States shall, without infringements of Articles 9, 10 and 11 (3) of
implemented. The pecuniary sanctions Member States shall be effective, delay, notify :[he Commission of th’ose rules this Regulation in accordance with Article
provided for shall be effective, proportionate and dissuasive. Member and o’f those measures and shall notify it 14 (10) and shall take all necessary
proportionate and dissuasive. Member States shall, without delay, notify the without delay, of any subsequent ’ measures to ensure that they are
States shall, without delay, notify the Commission of those rules and of those amendment a %fec ting them implemented. Member States shall, without
Commission of those rules and of those measures and shall notify it, without delay, The Member States shall .ensure that delay notify the Commission of those rules
measures and shall notify it, without delay, | of any subsequent amendment affecting ccuniary sanctions provided for shalit and of those measures and shall notify it,
of any subsequent amendment affecting them. P Y Pl . . without delay, of any subsequent
are effective, proportionate and dissuasive. .
them. amendment affecting them. Member States
Member States shall ensure that shall ensure that the pecuniary sanctions
pecuniary sanctions of up to 2% of the provided for by national laws of the
total worldwide annual turnover of the Member States are eftective, proportionate
service provider’s preceding financial and dissuasive. Member States shall
year can be imposed. ensure that pecuniary sanctions of up to
2% of the total worldwide annual
turnover of the service provider’s
preceding financial year can be imposed.
la. Without prejudice to data protection
obligations, service providers shall not be
held liable in Member States for the
prejudices to their users or third parties
exclusively resulting from good faith
compliance with an EPOC or an EPOC-
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EPOC within the deadline or with an
EPOC-PR, without providing reasons
accepted by the issuing authority, the
issuing authority may transfer to the
competent authority in the enforcing State
the European Production Order with the
EPOC or the European Preservation Order
with the EPOC-PR as well as the Form set
out in Annex III filled out by the addressee
and any other relevant document with a
view to its enforcement by any means
capable of producing a written record
under conditions allowing the enforcing
authority to establish authenticity. To this
end, the issuing authority shall translate the
Order, the Form and any other
accompanying documents into one of the
official languages of this Member State
and shall inform the addressee of the

comply with an EPOC within the deadline
or with an EPOC-PR, without providing
reasons and where the executing authority
has not invoked any of the grounds for
non-recognition or non-execution as
provided for in Article 10a, the issuing
authority may request the competent
authority in the executing State to enforce
the European Production Order or the
European Preservation Order.

EPOC within the deadline or with an
EPOC-PR, without providing reasons
accepted by the issuing authority, the
issuing authority may transfer to the
competent authority in the enforcing State
the European Production Order with the
EPOC or the European Preservation Order
with the EPOC-PR as well as the Form set
out in Annex III filled out by the addressee
and any other relevant document with a
view to its enforcement by any means
capable of producing a written record under
conditions allowing the enforcing authority
to establish authenticity. To this end, the
issuing authority shall translate the Order,
the Form and any other accompanying
documents into one of the effieial
languages of accepted by this Member
State and shall inform the addressee of the

Article 13(1a)
343 1a. Without prejudice to data protection Provisional written political agreement
obligations, service providers shall not be 13/07/2022:
held liable in Member States for the
consequences resulting from compliance [DELETE]
with an EPOC or an EPOC-PR.
Article 14
344 Article 14 Procedure for enforcement
Article 14(1)
345 1. If the addressee does not comply with an | 1. Where the service provider does not 1. If the addressee does not comply with an | Provisional agreement 7th trilogue

28/06/2022:

1. Where the addressee does not comply
with an EPOC within the deadline or with
an EPOC-PR, without providing reasons
accepted by the issuing authority and where
the enforcing authority has not invoked
any of the grounds for refusal as provided
for in Article [7b] the issuing authority may
request the competent authority in the
enforcing State to enforce the European
Production Order or the European
Preservation Order.

To this end, the issuing authority shall
transfer the Form set out in Annex III filled
out by the addressee and any relevant
document by any means capable of
producing a written record under conditions
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transfer. transfer. allowing the enforcing authority to establish
authenticity. It shall translate the Order and
any document transferred into one of the
languages accepted by this Member State
and shall inform the addressee of the
transfer.
Article 14(2)
346 2. Upop receipt, the enforcipg authority. Q—Hpeﬂ—lceeelpt,—th%enfefemg—&u%heﬂ{y 2. Upop receipt, the enforcir}g authority. A T G
shall without further formalities recognise | shal-witheutfurtherformalitiesrecognise-a | shall without further formalities recognise
. ) 28/06/2022:
a European Production Order or European | EurepeanProduction-OrderorEuropean and take the necessary measures for
Preservation Order transmitted in Preservation Ordertramsmitted-n enforcement of 2. Upon receipt, the enforcing authority
accordance with paragraph 1 and shall take | accerdance-with-paragrapht-and-shalltake | (a) a European Production Order unless shall without further formalities recognise
the necessary measures for its enforcement, | the-neecessary-measuresforitsenforeement; | the enforcing authority considers that and take the necessary measures for
unless the enforcing authority considers ardesstheerdoremeaunthoriy-considers one of the grounds provided for in enforcement of
that one of the grounds provided for in that-one-of the-groundsprovidedforin paragraph 4 apply, or (a) a European Production Order unless the
paragraphs 4 or 5 apply or that the data paragraphs4-erS-apply-or-that the-data (b) a European Preservation Order enforcing authority considers that one of
concerned is protected by an immunity or concerhedisprotected-byaniarmunityor transmitted-inaceordance-with-paragraph-1 | the grounds provided for in paragraph 4
privilege under its national law or its privilege-under-itsnational- law-or-its and-shall-take-the necessary-measuresfor apply, or
disclosure may impact its fundamental disclostremny-tmpaetitfondumentat its-enforeement, unless the enforcing (b) a European Preservation Order, unless
interests such as national security and Hiterestsuchasnationabsecurityund authority considers that one of the grounds | the enforcing authority considers that one of
defence. The enforcing authority shall take | defenee—The-enforeingauthorityshalltake | provided for in paragraph 4-ef 5 apply et the grounds provided for in paragraph 5
the decision to recognise the Order without | the-decisionto-recognise-the-Orderwithout | thatthe-dataconcernedisprotectedby-an apply.
undue delay and no later than 5 working undue-delay-and-no-laterthan-S5-werking Hmanity-or-privilege-underits national
days after the receipt of the Order fund e ! onal The enforcing authority shall take the
: 1 def decision to recognise the Order without
' undue delay and no later than 5 working
The enforcing authority shall take the days after the receipt of the Order.
decision to recognise the Order without
undue delay and no later than 5 working
days after the receipt of the Order.
Article 14(2a)
347 2a. Article 5(8) shall apply mutatis Provisional agreement 7th trilogue
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mutandis. 28/06/2022:
[DELETE]
Article 14(3)
348 3. Where the enforcing authority 3. The executing authority it shall formally | 3. Where the enforcing authority recognises | Provisional agreement 7th trilogue

recognises the Order, it shall formally
require the addressee to comply with the
relevant obligation, informing the
addressee of the possibility to oppose the
enforcement by invoking the grounds listed
in paragraphs 4 or 5, as well as the
applicable sanctions in case of non-
compliance, and set a deadline for
compliance or opposition.

require the service provider to comply with
the relevant obligation, informing the
service provider of the possibility to
oppose the execution by invoking the
grounds listed in Articles 8a, 9 and 10, as
well as the applicable sanctions in case of
non-compliance, and set a deadline for
compliance or opposition.

the Order, it shall formally require the
addressee to comply with the relevant
obligation, informing the addressee of the
possibility to oppose the enforcement by
invoking the grounds listed in paragraphs 4
point (a) to (e) or paragraph 5, as well as
the applicable sanctions in case of non-
compliance, and set a deadline for
compliance or opposition.

28/06/2022:

2. The enforcing authority shall formally
require the addressees to comply with the
relevant obligation, informing the
addressees of the possibility to oppose the
execution by invoking grounds listed in
paragraphs [below], as well as the
applicable sanctions in case of non-
compliance, and set a deadline for
compliance or opposition.

Article 14(4)
349 4. The addressee may only oppose the 4—Theaddresscemav-onbropposethe 4. Fhenddresseemayv-onbyopposethe Provisional agreement 7th trilogue
enforcement of the European Production enforcement-of the EuropeanProduction Recognition or enforcement of the 28/06/2022:
Order on the basis of the following Order-on-the-basis-of the following European Production Order may only be
grounds: grounds: denied on the basis of the following 3. Enforcement of the European Production
grounds: Order may only be denied on the basis of
the following grounds:
Article 14(4), point a
350 a) the European Production Order has not a)-the-European-Production-Order-has-not a) the European Production Order has not Provisional agreement 7th trilogue
been issued or validated by an issuing been-issued-or-validated-by-an-issuing been issued or validated by an issuing 28/06/2022:
authority as provided for in Article 4; autherity-as-provided-for-in-Article-4; authority as provided for in Article 4;
a) the European Production Order has not
been issued or validated by an issuing
MK/mj 181
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authority as provided for in Article 4;

Article 14(4), point b
351 b) the European Production Order has not b)-the-EuropeanProduction-Orderhasnot b) the European Production Order has not Provisional agreement 7th trilogue
been issued for an offence provided for by | been-issued-foran-offenceprovidedforby | been issued for an offence provided for by | 28/406/2022;
Article 5(4); Article S Article 5(4);
b) the European Production Order has not
been issued for an offence provided for by
Article 5(4);
Article 14(4), point c
352 c) the addressee could not comply with the | e)-the-addressee-couldnetcomplywiththe | c) the addressee could not comply with the | Provisional agreement 7th trilogue
EPOC because of de facto impossibility or | EROCbecause-of de-facto-impeossibilityor | EPOC because of de facto impossibility ex | 28/06/2022:
force majeure, or because the EPOC forece-majetre;-or-beecause-the EROC foree-majenre, or because the EPOC
contains manifest errors; contains-manifesterrors; contains manifest errors; c) the addressee could not comply with the
EPOC because of de facto impossibility due
to circumstances not attributable to the
addressee, or because the EPOC contains
manifest errors;
Article 14(4), point d
353 d) the European Production Order does not | d)-the EuropeanProductionOrderdoesnot | d) the European Production Order does not | Provisional agreement 7th trilogue
concern data stored by or on behalf of the conecern-data-stored-by-oron-behalf of the concern data stored by or on behalf of the 28/06/2022:
service provider at the time of receipt of service-providerat-the time-of receiptof service provider at the time of receipt of
EPOC; EPOC; EPOC; d) the European Production Order does not
concern data stored by or on behalf of the
service provider at the time of receipt of
EPOC;
Article 14(4), point e
354 e) the service is not covered by this e)-theservice-is-not-covered-by-this e) the service is not covered by this Provisional agreement 7th trilogue
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Regulation; Regulation; Regulation; 28/06/2022:
e) the service is not covered by this
Regulation;
Article 14(4), point f
355 f) based on the sole information contained | H-based-onthesole-information-contained f) based-on-thesole-information—contained | Provisional written political agreement
in the EPOC, it is apparent that it t-the EPOCHtis-apparent-thatit i-the ERPOCitis-appa - atthatit 13/07/2022:
manifestly violates the Charter or that it is | manifesthyviolates-the-Charter or-thatitis | manifesthyvielatesthe-Charter orthatitis
manifestly abusive. manifestly-abusive: manifestly-abusive one of the grounds f) based on the sole information contained
referred to in Article 12a (1) apply. in the EPOC, it is apparent that it in
exceptional situations, there are
substantial grounds to believe, on the basis
of specific and objective evidence, that the
execution of the Order would, in the
particular circumstances of the case, entail
a manifest breach of a relevant
fundamental right as set out in Article 6
TEU and the Charter.
Article 14(5)
356 5. The addressee may only oppose the S5—Fhe-addressee-may-onty-oppese-the 5. The-addressee-may-only-oppeose-the Provisional agreement 7th trilogue
enforcement of the European Preservation | enforcementofthe EuropeanPreservation | Recognition or enforcement of the 28/06/2022:
Order on the basis of the following Order-on-the-basis-of the following European Preservation Order may only be
grounds: grounds: denied on the basis of the following The enforcement of the European
grounds: Preservation order may only be denied on
the basis of the following grounds :
Article 14(5), point a
357 a) the European Preservation Order has not | a)-the EurepeanPreservation-Orderhasnet | a) the European Preservation Order has not | Provisional agreement 7th trilogue
been issued or validated by an issuing been-issued-or-validated by-an-issuing been issued or validated by an issuing 28/06/2022:
authority as specified in Article 4; authority-asspeeified-inArtiele 4 authority as specified in Article 4;
a) the European Preservation Order has not
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been issued or validated by an issuing
authority as specified in Article 4;

Article 14(5), point b

358 b) the service provider could not comply b)-the-service providercould-not-comply b) the service provider could not comply Provisional agreement 7th trilogue
with the EPOC-PR because of de facto with-the EPOC-PR because-of defacto with the EPOC-PR because of de facto 28/06/2022:
impossibility or force majeure, or because | impessibility-orforee-majeure;orbecause impossibility erferce-majenre;-or because

the EPOC-PR contains manifest errors;

the EPOC-PR contains manifest errors;

b) the addressee could not comply with the
EPOC-PR because of de facto impossibility
due to circumstances not attributable to the
addressee, or because the EPOC-PR
contains manifest errors;

Article 14(5), point c
359 ¢) the European Preservation Order does ¢)-the EurepeanPreservation-Order-does ¢) the European Preservation Order does Provisional agreement 7th trilogue
not concern data stored by or on behalf of | netcencern-data-stored-by-oronbehalfof not concern data stored by or on behalf of 28/06/2022:
the service provider at the time of the the-service-provider-atthe-time-of the the service provider at the time of the
EPOC-PR; EPOC-PR; EPOC-PR; ¢) the European Preservation Order does
not concern data stored by or on behalf of
the service provider at the time of the
EPOC-PR;
Article 14(5), point d
360 d) the service is not covered by the scope d)-the-service-isnot-covered-by-theseope-of | d) the service is not covered by the scope of | Provisional agreement 7th trilogue
of the present Regulation; thepresentRegalation: the present Regulation; 28/06/2022:
d) the service is not covered by the scope of
the present Regulation;
Article 14(5), point e
361 e) based on the sole information contained | e)based-on-the-sole-informationcontained | e)based-onthesole-informationcontained | Provisional written political agreement
in the EPOC-PR, it is apparent that the in-the EPOC-PR itis-apparent-that the inthe EPOC-PR itis-apparcnt-that the
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EPOC-PR manifestly violates the Charter
or is manifestly abusive.

13/07/2022:

f) based on the sole information contained
in the EPOC-PR, it is apparent that it in
exceptional situations, there are
substantial grounds to believe, on the basis
of specific and objective evidence, that the
execution of the Order would, in the
particular circumstances of the case, entail
a manifest breach of a relevant
fundamental right as set out in Article 6
TEU and the Charter.

Article 14

(6)

362

6. In case of an objection by the addressee,
the enforcing authority shall decide
whether to enforce the Order on the basis
of the information provided by the
addressee and, if necessary, supplementary
information obtained from the issuing
authority in accordance with paragraph 7.

6. In case of an objection by the service
provider, the executing authority shall
decide whether to enforce or not to
recognise the Order on the basis of the
information provided by the service
provider and, if necessary, supplementary
information obtained from the issuing
authority. The executing authority shall
notify its decision without undue delay to
the service provider and the issuing
authority.

6. In case of an objection by the addressee
pursuant to paragraphs 4 point (a) to (e)
and 5, the enforcing authority shall decide
whether to enforce the Order on the basis of
the information provided by the addressee
and, if necessary, supplementary
information obtained from the issuing
authority in accordance with paragraph 7.

Provisional agreement 7th trilogue
28/06/2022 as amended by technical level
10/10/2022:

6. In case of an objection by the addressee
pursuant to paragraphs 4 and 5, the
enforcing authority shall decide whether or
not to enforce the Order on the basis of the
information provided by the addressee and,
if necessary, supplementary information
obtained from the issuing authority in
accordance with paragraph 7.

Article 14(7)
363 7. Before deciding not to recognise or T Before-deciding not-to-recognise-or 7. Before deciding not to recognise or Provisional agreement 7th trilogue
enforce the Order in accordance with enforee-the Order-in-aceordance-with enforce the Order in accordance with 28/06/2022 + agreement at inter-
paragraph 2 and 6, the enforcing authority | paragraph2-and-6;-the-enforeingauthority paragraph 2 and 6, the enforcing authority institutional technical level 27/09/2022:
shall consult the issuing authority by any shal-consult the tssuinsauthority byany shall consult the issuing authority by any
appropriate means. Where appropriate, it appropriate-means—Where-appropriate it appropriate means. Where appropriate, it 7. Before deciding not to recognise or
shall request further information from the shall-request-further-information-from-the shall request further information from the enforce the Order in accordance with
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paragraphs 2 and 6, the enforcing authority

shall reply to any such request within 5 shall reply to any such request within 5 shall consult the issuing authority by any

working days. working-days: working days. appropriate means. Where appropriate, it
shall request further information from the
issuing authority. The issuing authority
shall reply to any such request within 5
working days.

Article 14(8)

364 8. All decisions shall be notified &AM -decistonsshall-benotified 8. All decisions shall be notified Provisional agreement 7th trilogue
immediately to the issuing authority and to | immediately-to-the-issuingauthorityandte | immediately to the issuing authority and to | 28/06/2022 as amended by technical level
the addressee by any means capable of the-addressee-by-any-means-capable-of the addressee by any means capable of 10/10/2022 as amended by COM
producing a written record. producinsawrittenrecord: producing a written record. 13/10/2022:

8. The enforcing authority shall notify all
decisions immediately to the issuing
authority and to the addressee.

Article 14

9)

365

9. If the enforcing authority obtains the
data from the addressee, it shall transmit it
to the issuing authority within 2 working
days, unless the data concerned is
protected by an immunity or privilege
under its own domestic law or it impacts
its fundamental interests such as national
security and defence. In such case, it shall
inform the issuing authority of the reasons
for not transmitting the data.

9. If the executing authority obtains the
data from the service provider, it shall
transmit it to the issuing authority without
undue delay.

9. If the enforcing authority obtains the
data from the addressee, it shall transmit it
to the issuing authority within 2 working
days, unless the data concerned is protected
by an immunity or privilege or by rules on
determination and limitation of criminal
liability relating to freedom of press and
freedom of expression in other media
under its own domestic law or it impacts its
fundamental interests such as national
security and defence. In such case, it shall
inform the issuing authority of the reasons
for not transmitting the data.

Provisional agreement 7th trilogue
28/06/2022:

9. If the enforcing authority obtains the
data from the addressee, it shall transmit it
to the issuing authority without undue
delay.
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Article 14

(10)

366

10. In case the addressee does not comply
with its obligations under a recognised
Order whose enforceability has been
confirmed by the enforcing authority, that
authority shall impose a pecuniary sanction
in accordance with its national law. An
effective judicial remedy shall be available
against the decision to impose a fine.

10. In case the service provider does not
comply with its obligations , the executing
authority shall impose a sanction in
accordance with Article 13. An effective
judicial remedy shall be available against
the decision to impose a fine

10. In case the addressee does not comply
with its obligations under a recognised
Order whose enforceability has been
confirmed by the enforcing authority, that
authority shall impose a pecuniary sanction
in accordance with its national law. An
effective judicial remedy shall be available
against the decision to impose a fine.

Provisional agreement 7th trilogue
28/06/2022:

10. In case the addressee does not comply
with its obligations under a recognised
Order whose enforceability has been
confirmed by the enforcing authority, that
authority shall impose a pecuniary sanction
in accordance with Article 13. An effective
judicial remedy shall be available against
the decision to impose a fine.

Chapter IV
367 Chapter 4: Remedies Chapter4: Remedies Chapter 4: Remedies
Article 14a
368 Article 14a Provisional agreement 7th trilogue
28/06/2022:
Review procedure in case of conflicting
[DELETE]
obligations with third country law
Article 14a(1)
369 L Whe're the service p rov'tder or the Provisional agreement 7th trilogue
executing authority considers that 28/06/2022
compliance with the European Production .
Order or the European Preservation
Order would conflict with applicable laws LI LD
of a third country prohibiting disclosure
of the data concerned, it shall inform the
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Article 14

a(2)

370

2. Such notice shall include all relevant
details on the law of the third country, its
applicability to the case at hand and the
nature of the conflicting obligation.

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 14

a(3)

371

3. The competent authority of the issuing
State shall review the European
Production Order or the European
Preservation Order and inform the
addressees, within 10 days after receiving
the notice, on the basis of the following
criteria:

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 14

a(3), point a

372

a) the interests protected by the relevant
law of the third country, including
fundamental rights as well as other
interests preventing disclosure of the data,
in particular national security interests of
the third country;

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 14

a(3), point b

373

b) the degree of connection of the criminal
case for which the Order was issued to the
jurisdiction of the issuing State and the
third country, as indicated inter alia by:

Provisional agreement 7th trilogue
28/06/2022:
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[DELETE]
Article 14a(3), point b, item i
374 i) the location, natzonalzty. and. residence Provisional agreement 7th trilogue
of the person whose data is being sought 28/06/2022:
and/or of the victim(s); .
[DELETE]
Article 14a(3), point b, item ii
375 th 2’;;.5 ;a;stczZZ?t; f;:lmmal offence in Provisional agreement 7th trilogue
’ 28/06/2022:
[DELETE]
Article 14a(3), point c
376 gg :Zij;‘%ii d(:efr Caonn;;c;l;:'i:’degizglfn Provisional agreement 7th trilogue
question; 28/06/2022:
[DELETE]
Article 14a(3), point d
377 d) the interests of the issuing State in Provisional agreement 7th trilogue
obtaining the electronic information 28/06/2022:
concerned, based on the seriousness of the
offence and the importance of obtaining [DELETE]
the electronic information in an
expeditious manner;
Article 14a(3), point e
189
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378 e) the possible consequences for the Provisional agreement 7th trilogue
addressees of complying with the 28/06/2022:

European Production Order or the
European Preservation Order, including [DELETE]
the sanctions that may be imposed against
the service providers under the law of the
third country.

Article 14a(4)

379 4. Within 10 days after receiving the Provisional agreement 7th trilogue
notice, the issuing authority shall 28/06/2022:

withdraw, uphold or adapt the Order
where necessary, to give effect to these [DELETE]
criteria. To this end, the issuing authority
shall request clarifications on the
applicable law from the competent
authority of the third country, in
compliance with Directive (EU) 2016/680,
to the extent that this does not obstruct the
deadlines provided for in this Regulation.
In the event of withdrawal, the issuing
authority shall immediately inform the
addressees of the withdrawal.

Article 14a(5)

380 5. Where the issuing authority decides to Provisional agreement 7th trilogue
uphold the Order, it shall inform the 28/06/2022:

addressees of its decision. While duly
taking into account the decision of the [DELETE]
issuing authority and after also consulting
the competent authority of the third
country, in compliance with Directive
(EU) 2016/680, to the extent that this does
not obstruct the deadlines provided for in
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this Regulation, the executing authority
shall take a final decision based on the
criteria listed in paragraph 3, within 10
days after receiving the decision of the
issuing authority, and inform the issuing
authority, the service provider and the
competent authority of the third country
its final decision.

Article 14a(6)
381 6. For the duration of the procedure Provisional agreement 7th trilogue
referred to in Article 14a , the service 28/06/2022:
provider shall preserve the data requested.
[DELETE]
Article 15
382 Article 15 Review procedure in case of Article 15-Reviewprocedure-in-easeof Articte 15 Review procedure-incaseof Provisional agreement 7th trilogue
conflicting obligations based on conflicting-obligations-based-on conflicting-obligations-based-on 28/06/2022:
fundamental rights or fundamental fundamentalrights-or-fundamental fundamental riehts-or-fundamented
interests of a third country interests-of-a-third-country interests-of-a-third-cowntry [DELETE]
Article 15(1)
383 1. If the addressee considers that +1fthe-addressee-considersthat +1f the-addresseeconsiders-that Provisional agreement 7th trilogue
compliance with the European Production | eempliance-with-the EuropeanProduction comphanee-with-the EuropeanProduction 28/06/2022:
Order would conflict with applicable laws | Orderweould-confliet-with-appleabledaws Order-would-confliet-with-applicable daws
of a third country prohibiting disclosure of | efa-third-country-prohibiting-disclosure-of | ofa-third-countryprohibiting-disclosureof | [DELETE]
the data concerned on the grounds that this | the-data-concerned-on-thegrounds-thatthis | the-dataconecerned-onthe-grounds-thatthis
is necessary to either protect the is-neeessary-to-eitherprotect-the is-neeessary-to-either proteet the
fundamental rights of the individuals fundamental-rights-of the-individuals fundamental-rights-of the-individuals
concerned or the fundamental interests of concerned-orthe fundamentalinterestsof concerned-or the fundamental-interestsof
the third country related to national the-third-country related-to-national security | the-third countryrelated-to-national seeurity
security or defence, it shall inform the or-defenee it shall informthe-issuing or-defenceit-shall informthe-issuing
issuing authority of its reasons for not avthority-of itsreasonsfor not executing autherity-ofits reasonsfor notexecuting
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executing the European Production Order the-EurepeanProduetion-Orderin theHthop anroductionOrderin
in accordance with the procedure referred accordance-with-the procedurereferred-to acuorde ee Athneprocedurereferred-te
to in Article 9(5). inArticle 95)- AvtieleHE -
Article 15(2)
384 2. The reasoned objection shall include all Provisional agreement 7th trilogue

relevant details on the law of the third
country, its applicability to the case at hand
and the nature of the conflicting obligation.
It cannot be based on the fact that similar
provisions concerning the conditions,
formalities and procedures of issuing a
production order do not exist in the
applicable law of the third country, nor on
the only circumstance that the data is
stored in a third country.

28/06/2022:

[DELETE]

Article 15

(3)

385

3. The issuing authority shall review the
European Production Order on the basis of
the reasoned objection. If the issuing
authority intends to uphold the European
Production Order, it shall request a review
by the competent court in its Member

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

State. The execution of the Order shall be The-executionofthe Ordershall-be The-execcution-ofthe Ordershall-be

suspended pending completion of the suspended-pending-completion-of the suspended-pending completion-of the

review procedure. review-procedure: evienwprocedure:

The competent court shall first assess Fhe-competenteonrtshat- st ussess Tl hall &

whether a conflict exists, based on an whether-a-conthetexistsbased-onan . .

examination of whether examination-of-whether . ’

examination-of-whether
Article 15(3), point a
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o | oy o il | ) sy o trles b | e oo i veeden | ol g
. . . . . AN N\ 28/06/2022:
question and if so, question-and-if so; qrestonand Fsos
[DELETE]

Article 15(3), point b

387 (b) the third country law, when applied to b)-the-third-countrylaw,—when-applied-to b)-the-third-country1-w-whenapplied-to Provisional agreement 7th trilogue
the specific circumstances of the case in thespecHicciresmstunces-of the-caseth thespectiieciretmstanees-of the casein 28/06/2022:
question, prohibits disclosure of the data question;prohibits-diselosure-of the-data eaestion;prohibits-diselosure-of the-data
concerned. coneerned: coneerned: [DELETE]

Article 15(4)

388 4. In carrying out this assessment, the court | 4Jn-earryingoutthis-assessment-the-court | 4Jnearryingoutthisassessment-the-court Provisional ¢ 7th tril
should take into account whether the third | sheuld-take-into-account-whetherthe-third sheould-take-into-account-whether the-third ngavglzool;t;.agreemen rilogue
country law, rather than being intended to country-lawsrather than being-intended-to country-lawsratherthan-being-intended-te :
protect fundamental rights or fundamental | pretectfundamentalrightsorfundamental | protectfundamentalrightsorfundamental
interests of the third country related to wterests-ofthe third-countryrelatedto terests-of the third-conntryrelatedto IIELEINE
national security or defence, manifestly national-security-or-defencemanifestly national security-or-defence,manifestly
seeks to protect other interests or is being seeks-to-protect-otherinterests-or-is-being seeks-to-protect-otherinterests-oris-being
aimed to shield illegal activities from law aimed-to-shield-illegal-activities from-law aimed-to-shield-illegal-activities from-law
enforcement requests in the context of enforcementrequestsin-the-context-of enforcementrequests-in-the-contextof
criminal investigations. eriminal-investigations: eriminal-investigations:

Article 15(5)

389 5. If the competent court finds that no 51 the-competentcourt finds-thatne 51 the-competentcourt finds-thatne Provisional agreement 7th trilogue
relevant conflict within the meaning of refevanteonthebwithinthe meanineof relevanteonthetwithinthe meanineof 28/06/2022:
paragraphs 1 and 4 exists, it shall uphold paragraphst-and4-exists-it shall-uphold paragraphstand-4-existsit shall upheld
the Order. If the competent court the- Order1{ the-competent-court the- Order1fthe-competent-court [DELETE]
establishes that a relevant conflict within establishes-that-arelevantconfliet-within establishes-that arelevant-confliet-within
the meaning of paragraphs 1 and 4 exists, the-meaning-of paragraphs1-and-4-exists; the-meaning-of paragraphs1-and-4-exists;
the competent court shall transmit all the-competent-court shall transmitall the-competent-court-shall- transmit-all
relevant factual and legal information as relevant-factual-andJegal informationas relevant-factual and-legal informationas
regards the case, including its assessment, regards-the-caseincluding its-assessment; regards-the-caseincluding its-assessment;
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to the central authorities in the third to-the-central-authoritiesin-the-third totnecop' alauthoritiesin-the third
country concerned, via its national central | eeuntry-coneerned;-via-its-national-central e BitEy cop cfren —via-itsnational-central
authority, with a 15 day deadline to authority—with-a13-day-deadhinete authortty—w' va BS<vy-deadlineto
respond. Upon reasoned request from the respond—Upenreasoned requestfromthe respona-Hpo v o7 oned requestfromthe
third country central authority, the deadline | third-countrycentral autheritythe deadline | thirdcountrycentral autheritythe deadline
may be extended by 30 days. may-be-extended-by30-days: may-be-extendiedoy 37 o vs:
Article 15(6)
390 6. If the third country central authority, 61 the-third-country-central-autherity; 61 the-third-countrycentral-antherity; Provisional agreement 7th trilogue
within the deadline, informs the competent | withinthe-deadlineinforms-the-competent | withinthe-deadlineinforms-the-competent | 28/06/2022;
court that it objects to the execution of the | eourt-thatitobjectsto-the-executionofthe | eourtthatitobjeectsto-the-executionofthe
European Production Order in this case, European-Production-Orderin-this-caserthe | European-ProductionOrderin-this-ease-the | [DELETE]
the competent court shall lift the Order and | eompetenteourtshalllifi-the Orderand competent-courtshall-lift the Orderand
inform the issuing authority and the inform-the-issuing-authority-and-the inform-the-issuing autherity-and-the
addressee. If no objection is received addressee1fno-objectionisreceived addressee1fno-objection-isreceived
within the (extended) deadline, the within-the (extended)-deadline;the within-the-(extended)-deadline, - the
competent court shall send a reminder competent-court shall send-areminder competent-courtshall send-areminder
giving the third country central authority 5 | givingthe-third-country-central-autherity 5 | giving the third countrycentral-autherity 5
more days to respond and informing it of moere-days-to-respond-and-informingitof more-days-to-respond-and-informingitof
the consequences of not providing a the-consequences-of not providinga the-consequences-of not providinga
response. If no objection is received within | respense—Hno-objection-isreceived-within | respense1{fno-objectionisreceived-within
this additional deadline, the competent this-additional deadline;the-competent this-additional deadline;the-competent
court shall uphold the Order. court-shall- upheld-the Order- eourt-shall upheld-the Order:
Article 15(7)
391 7. If the competent court determines that T 1f the-competent-court determines-that T the- competentcourt-determines-that Provisional agreement 7th trilogue
the Order is to be upheld, it shall inform the- Order-is-to-be-uphelditshallinform the | the Orderisto-be-uphelditshallinform-the | 28/06/2022:
the issuing authority and the addressee, issuing-authority-and-the-addressee—whe st aathoribyand-theaddressee—who
who shall proceed with the execution of shall- proceed-with-the-execution-of the shallproceed-with-the-exceution-of the [DELETE]
the Order. Order- Order:
Article 16
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392 Article 16 Review procedure in case of Articte16-Reviewprocedureit-case-of Article 16 Review procedure in case of Provisional agreement 7th trilogue
conflicting obligations based on other conflicting-obligations-based-on-other conflicting obligations based-on-other 28/06/2022:
grounds grounds groidsy
Article 16 Review procedure in case of
conflicting obligations
Article 16(1)
393 1. If the addressee considers that +1f the-addressee-considers-that 1. If the addressee considers that Provisional agreement 7th trilogue
compliance with the European Production | eempliance-with-the EuropeanProduction compliance with the European Production 28/06/2022:
Order would conflict with applicable laws | Orderweould-confliet-with-appheabledaws Order would conflict with applicable laws
of a third country prohibiting disclosure of | efathird-countryprohibiting-diselosure-of | of a third country prehibiting-diselosure-of | [I. Where the addressee considers that
the data concerned on other grounds than the-data-conecerned-on-othergrounds-than thedutconcernedonothergroundsthan compliance with the European Production
those referred to in Article 15, it shall thosereferredttom-Artiele B shalt thesereferred-to-in-Artiele15; it shall Order would conflict with applicable laws
inform the issuing authority of its reasons inform-the-issuing-authority ofitsreasons inform the issuing authority of its reasons of a third country prehibiting-diselosure-of
for not executing the European Production | fornetexecuting-the EuropeanProduction | for not executing the European Production | the-dataconcerned-onothergrounds-than
Order in accordance with the procedure Orderin-accordance-with-the-procedure Order in accordance with the procedure thesereferred-to-in-Article15; it shall
referred to in Article 9(5). referredHom-Artele V5% referred to in Article 9(5) and (6). inform the issuing authority and the
enforcing authority of its reasons for not
executing the European Production Order in
accordance with the procedure referred to in
Article 9(5) and (6).
Article 16(2)
394 2. The reasoned objection must include all | 2-Fhereasoned-objectionmustinclude-all | 2. The reasoned objection must include all | Provisional agreement 7th trilogue
relevant details on the law of the third refevantdetntsonthedavofthe third relevant details on the law of the third 28/06/2022:
country, its applicability to the case at hand | eeuntry;its-applieabiity-to-the-ease-athand | country, its applicability to the case at hand
and the nature of the conflicting obligation. | and-thenature-of the-conflicting-obligation- | and the nature of the conflicting obligation. | 2. The reasoned objection must include all
It cannot be based on the fact that similar Tt-cannot-be-based-on-the-faet that similar It cannot be based on the fact that similar relevant details on the law of the third
provisions concerning the conditions, provisions-concerning the-conditions; provisions concerning the conditions, country, its applicability to the case at hand
formalities and procedures of issuing a formalities-and-procedures-ofissuinga formalities and procedures of issuing a and the nature of the conflicting obligation.
production order do not exist in the production-order- do-notexistin-the production order do not exist in the It cannot be based on the fact that similar
applicable law of the third country, nor on | applieablelaw-ofthe thirdcountry,noron applicable law of the third country, nor on | provisions concerning the conditions,
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the only circumstance that the data is the-only-eireumstance-that the-datais-stored | the only circumstance that the data is stored | formalities and procedures of issuing a
stored in a third country. -a-third-country- in a third country. It shall be filed no later | production order do not exist in the
than 10 days after the date on which the | applicable law of the third country, nor on
addressee was served with the EPOC. the only circumstance that the data is stored
Time limits shall be calculated in in a third country. It shall be filed no later
accordance with the national law of the than 10 days after the date on which the
issuing authority. addressee was served with the EPOC.
Time limits shall be calculated in
accordance with the national law of the
issuing authority.
Article 16(3)
395 3. The issuing authority shall review the 3 The-issuingautherity shall review-the 3. The issuing authority shall review the Provisional agreement 7th trilogue
European Production Order on the basis of | EurepeanProductionOrderon-thebasisef | European Production Order on the basis of | 28406/2022:
the reasoned objection. If the issuing the-reasoned-objection—1f the-issuing the reasoned objection. If the issuing
authority intends to uphold the European autherity-intends-to-uphold-the European authority intends to uphold the European 3. The issuing authority shall review the
Production Order, it shall request a review | Preduetion-Order;it-shallrequestareview | Production Order, it shall request a review | European Production Order on the basis of
by the competent court in its Member by-the-competent-courtinits Member-State- | by the competent court in its Member State. | the reasoned objection and any input
State. The execution of the Order shall be | Fhe-exeecution-ofthe Ordershall-be The execution of the Order shall be provided by the enforcing State. 1f the
suspended pending completion of the suspended-pendingcompletion-ofthe suspended pending completion of the issuing authority intends to uphold the
review procedure. reviewproeedure: review procedure. European Production Order, it shall request
a review by the competent court in its
Member State. The execution of the Order
shall be suspended pending completion of
the review procedure.
Article 16(4)
4. The competent court shall first assess 4-The-competentcourt-shall first-assess 4. The competent court shall first assess a ;
396 . . . . . . Provisional agreement 7th trilogue
whether a conflict exists, based on an whether-a-conthetexists;based-onan whether a conflict exists, based on an
L o S 28/06/2022:
examination of whether examinationofwhether examination of whether
4. The competent court shall first assess
whether a conflict exists, based on an
examination of whether
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Article 16(4), point a
397 a) the thlrd cguntry law applies based.on —a}—th%th&é—eema%r—y—kaw—apphes—b&sed—eﬂ‘ . ‘ a) the thlrd cpuntry lav&i applies based.on e e AT
the specific circumstances of the case in the-speeific-eircumstances-of the-case-in the specific circumstances of the case in
. . . . . Ny 28/06/2022:
question and if so, question-and-ifso; question and if so,
a) the third country law applies based on the
specific circumstances of the case in
question and if so,
Article 16(4), point b
398 b) the third country law, when applied to b)-the-third-country taw,-when-applied-to b) the third country law, when applied to Provisional agreement 7th trilogue
the specific circumstances of the case in the-speeific-eircumstances-of the-ease-in the specific circumstances of the case in 28/06/2022:
question, prohibits disclosure of the data question; prohibits-diselosure-of the-data question, prohibits disclosure of the data
concerned. coneerned: concerned. b) the third country law, when applied to
the specific circumstances of the case in
question, prohibits disclosure of the data
concerned.
Article 16(5)
399 5. If the competent court finds that no 51 the competentcourtfinds-thatne 5. If the competent court finds that no Provisional agreement 7th trilogue
relevant conflict within the meaning of relevant-conflict-within-the-meaning of relevant conflict within the meaning of 28/06/2022:
paragraphs 1 and 4 exists, it shall uphold paragraphs1-and-4-exists-it shall-uphold paragraphs 1 and 4 exists, it shall uphold
the Order. If the competent court the- Order1 the-competentcourt the Order. If the competent court S. Where the competent court finds that no
establishes that the third country law, when | establishes-thatthe third-countrylaws;-when | establishes that the third country law, when | relevant conflict within the meaning of
applied to the specific circumstances of the | applied-to-thespeecific-cireumstances-ofthe | applied to the specific circumstances of the | paragraphs 1 and 4 exists, it shall uphold
case under examination, prohibits case-under-examination,prohibits case under examination, prohibits the Order. Where the competent court
disclosure of the data concerned, the disclosure-of the-data-concerned;-the disclosure of the data concerned, the establishes that the third country law, when
competent court shall determine whether to | competent-courtshall- determine-whetherte | competent court shall determine whether to | applied to the specific circumstances of the
uphold or withdraw the Order in particular | wpheld-erwithdraw-the Orderinpartiealar | uphold or lift withdraw the Order. That case under examination, prohibits
on the basis of the following factors: on-the-basis-of the-folowing factors: assessment shall in particular be based on | disclosure of the data concerned, the
the-basis-of the following factors while competent court shall determine whether to
giving particular weight to the factors uphold or lift withdraw the Order. That
referred to in points (a) and (b): assessment shall in particular be based on
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the-basis-of the following factors while
giving particular weight to the factors
referred to in points (a) and (b):

Article 16(5), point a
400 a) the mFerest protect.ed by 'the releva}nt law . . . . a) the interest protected by the relevant law | Provisional agreement 7th trilogue
of the third country, including the third of the-third-country;-inclading the third . . .
, ; . . , X . . of the third country, including 28/06/2022:
country’s interest in preventing disclosure | eeuntry’s-interestinpreventingdisclosure .
. . fundamental rights as well as other
of the data; ofthe-data: . . . ;
interests preventing disclosure of the a) the interest protected by the relevant law
data interestinpreventing diselosure-ofthe | of the third country, including fundamental
data-in particular national security rights as well as other fundamental
interests of the third country; interests preventing disclosure of the
data interestin-preventing disclosure-ofthe
data-in particular national security
interests of the third country;
Article 16(5), point b
401 b) the degree of connection of the criminal | b)-the-degree-ofconnectionofthe-eriminal | b) the degree of connection of the criminal | Provisional agreement 7th trilogue
case for which the Order was issued to caseforwhich-the Orderwasissaedto case for which the Order was issued to 28/06/2022:
either of the two jurisdictions, as indicated | eitherefthe-twojurisdictions,as-indicated | either of the two jurisdictions, as indicated
inter alia by: inter-aliaby: inter alia by: b) the degree of connection of the criminal
- the location, nationality and residence of | —thelocation, nationality-andresidence-of - the location, nationality and residence of ase el th.e O.rd.er was lssu.ed FO
N T O either of the two jurisdictions, as indicated
the person whose data is being sought the-person-whese-data-is-beingsought the person whose data is being sought nter alia by:
and/or of the victim(s), andfor-of the-vietim(s); and/or of the victim(s), mnier ata by
- the place where the criminal offence in —theplace-where-the-eriminal- offence-in - the place where the criminal offence in o les o, natlonah.ty agd A
. . . ) . X the person whose data is being sought
question was committed question-was-committed question was committed . .
and/or of the victim(s),
- the place where the criminal offence in
question was committed
Article 16(5), point c
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402 ¢) the degree of connection between the ¢)-the-degree-of connectionbetween-the ¢) the degree of connection between the Provisional agreement 7th trilogue
service provider and the third country in sepviceproviderand-thethird-country-—in service provider and the third country in 28/06/2022:
question; in this context, the data storage qrestion—in-this-eontext—the-data-storage question; in this context, the data storage
location by itself does not suffice in location-by-itself does-notsuffice-in location by itself does not suffice in c) the degree of connection between the
establishing a substantial degree of establishing-a-substantial degree-of establishing a substantial degree of service provider and the third country in
connection; conneetion; connection; question; in this context, the data storage
location by itself does not suffice in
establishing a substantial degree of
connection;
Article 16(5), point d
403 d) the interests of the investigating State in | d)-the-interests-ofthe-investigating Statein | d) the interests of the investigating State in | Provisional agreement 7th trilogue
obtaining the evidence concerned, based on | ebtaining the-evidence-concerned;based-on | obtaining the evidence concerned, based on | 28/06/2022:
the seriousness of the offence and the thesertowsness-of the offenecandthe the seriousness of the offence and the
importance of obtaining evidence in an nportance ol obtatnine evidence inan importance of obtaining evidence in an d) the interests of the investigating State in
expeditious manner; expedibousanter: expeditious manner; obtaining the evidence concerned, based on
the seriousness of the offence and the
importance of obtaining evidence in an
expeditious manner;
Article 16(5), point e
404 e) the possible consequences for the e)-the-possible-consequenecestor-the e) the possible consequences for the Provisional agreement 7th trilogue
addressee or the service provider of addressee-or-the-service providerof addressee or the service provider of 28/06/2022:
complying with the European Production complying-with-the EuropeanProduction complying with the European Production
Order, including the sanctions that may be | Order-ineluding-the-sanetions-thatmaybe | Order, including the sanctions that may be | g) the possible consequences for the
incurred. ineurred: incurred. addressee or the service provider of
complying with the European Production
Order, including the sanctions that may be
incurred.
Article 16(5b)
405 5b. The court may seek information Provisional agreement 7th trilogue
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from the competent authority of the
third country taking into account
Directive 2016/680, in particular its
Chapter V and to the extent that such
the transmission does not obstruct the
relevant criminal proceedings.

Article 16(6)
406 6. If the competent court decides to lift the | 6Jtthe-competenteourt-decidestoliftthe | 6. If the competent court decides to lift the
Order, it shall inform the issuing authority | Order-itshal-informtheissuingauthority | Order, it shall inform the issuing authority
and the addressee. If the competent court and-the-addresseeH the-competenteourt and the addressee. If the competent court
determines that the Order is to be upheld, it | determines-thatthe Orderisto-beupheldit | determines that the Order is to be upheld, it
shall inform the issuing authority and the shatform-the-tssuingauthority-and-the shall inform the issuing authority and the
addressee, who shall proceed with the addresseewhe-shall-preceed-with-the addressee, who shall proceed with the
execution of the Order exeetttion-ofthe Order execution of the Order
Article 17
407 Article 17 Effective remedies Article 17 Effective remedies Article 17 Effective remedies
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Article 17

(1)

408

1. Suspects and accused persons whose
data was obtained via a European
Production Order shall have the right to
effective remedies against the European
Production Order during the criminal
proceedings for which the Order was
issued, without prejudice to remedies
available under Directive (EU) 2016/680
and Regulation (EU) 2016/679.

1. Persons whose data was sought via a
European Production Order or a European
Preservation Order shall have the right to
effective remedies against such Orders,
without prejudice to remedies available
under Directive (EU) 2016/680 and
Regulation (EU) 2016/679.

1. Without prejudice to further legal
remedies available in accordance with
national law, any Suspeeis-and-aceused
Ppersons whose data was sought ebtained
via a European Production Order shall have
the right to effective remedies against the
European Production Order. Where that
person is a suspect or accused person,
the person shall have the right to
effective remedies during the criminal
proceedings for in which the Order-was
issued data were being used. Such
remedies shall be without prejudice to
remedies available under Directive (EU)
2016/680 and Regulation (EU) 2016/679.

Provisional agreement 7th trilogue
28/06/2022:

1. Without prejudice to further legal
remedies available in accordance with
national law, any persons whose data were
sought via a European Production Order
shall have the right to effective remedies
against the European Production Order.
Where that person is a suspect or
accused person, the person shall have the
right to effective remedies during the
criminal proceedings in which the data
were being used as evidence. Remedies
mentioned in this paragraph shall be
without prejudice to remedies available
under Directive (EU) 2016/680 and
Regulation (EU) 2016/679.

Rapporteur proposal 27/06/2022:

+ accompanying recital, in particular with
regards to additional remedies for European
preservation orders, in accordance with
national law.

Article 17(2)
409 2. Where the person whose data was 2 Where-the person-whese-data-was 2 W herethe persorwhose datawas Provisional agreement 7th trilogue
obtained is not a suspect or accused person | ebtainedis-nota-suspeet-oraccused-person | obtainedisnetasuspectoracecusedperson | 28/06/2022:
in criminal proceedings for which the Hreriminatproceedingsforwhich the Order | meriminalproceedinestorwhich-the Order
Order was issued, this person shall have was-issted;-this-personshall have-the-right | was-issued;-this-person-shall have-the-right [DELETE]
the right to effective remedies against a to-cffeetive-remedics-against-a-European to-cffcetiveremedics-against-a-European
European Production Order in the issuing Production-Order-in-the-issutng-State; Production-Order-in-the-issuing-State;
State, without prejudice to remedies witheut-prejudicc-to-remedics-available without-prejudice-to-remedics-available
available under Directive (EU) 2016/680 under Direetive-(EHH)2016/680-and under Directive-(EHH)2016/680-and
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and Regulation (EU) 2016/679.

Article 17

(3)

410

3. Such right to an effective remedy shall
be exercised before a court in the issuing
State in accordance with its national law
and shall include the possibility to
challenge the legality of the measure,
including its necessity and proportionality.

3. Such right to an effective remedy shall
be exercised before a court in the issuing
State or the executing State in accordance
with national law and shall include the
possibility to challenge the legality of the
measure, including its necessity and
proportionality.

3. Such right to an effective remedy shall
be exercised before a court in the issuing
State in accordance with its national law
and shall include the possibility to
challenge the legality of the measure,
including its necessity and proportionality.

Provisional agreement 7th trilogue
28/06/2022:

2. The right to an effective remedy shall be
exercised before a court in the issuing State
in accordance with its national law and shall
include the possibility to challenge the
legality of the measure, including its
necessity and proportionality, without
prejudice to the guarantees of
fundamental rights in the enforcing
State.

Article 17(3a)

411 3a. The substantive reasons for issuing the Provisional agreement 7th trilogue
European Production Order or the 28/06/2022:
European Preservation Order shall be
challenged in the issuing State, without [DELETE]
prejudice to the guarantees of
fundamental rights in the executing State.
Article 17(4)
412 4. Without prejudice to Article 11, the 4. Without prejudice to Article 11, the 4. Without prejudice to Article 11, the Provisional agreement 7th trilogue
issuing authority shall take the appropriate | issuing authority and the executing issuing authority shall take the appropriate | 28/06/2022:
measures to ensure that information is authority shall take the appropriate measures to ensure that information is
provided about the possibilities under measures to ensure that information is provided about the possibilities under 3. When applying Article 11(1) of this
national law for seeking remedies and provided in due time about the possibilities | national law for seeking remedies and Regulation, information shall be provided
ensure that they can be exercised under national law for seeking legal ensure that they can be exercised in due time about the possibilities under
effectively. remedies, including about when such effectively. national law for seeking remedies and
remedies apply, and ensure that they can be ensure that they can be exercised
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exercised effectively.

effectively.

Article 17

(5)

413

5. The same time-limits or other conditions
for seeking a remedy in similar domestic
cases shall apply here and in a way that
guarantees effective exercise of these
remedies for the persons concerned.

Article 17(6)
414 6. Without prejudice to national procedural | 6—Witheutprejudice-to-national procedural | 6. Without prejudice to national procedural | Provisional agreement 7th trilogue
rules, Member States shall ensure that in rules; Member-States-shall-ensure thatin rules, Member States shall ensure that in 28/06/2022:
criminal proceedings in the issuing State eriminal proceedings-in-the-issuingState criminal proceedings in the issuing State
the rights of the defence and the fairness of | therights-ofthe-defence-and-thefairnessof | the rights of the defence and the fairness of | Without prejudice to national procedural
the proceedings are respected when the-proceedings-arerespected-when the proceedings are respected when rules, the issuing State and any other
assessing evidence obtained through the assessing-evidence-obtained-through-the assessing evidence obtained through the Member State the electronic evidence has
European Production Order. EurepeanProduetion-Order- European Production Order. been transmitted to or from, shall ensure
that the rights of the defence and the
fairness of the proceedings are respected
when assessing evidence obtained through
the European Production Order.
Article 18
- - — WITY - .y / WTY - ] / _ :
415 , Artzhc.l ¢ 18 Ensuring privileges and , . . . . .. , Provisional agreement 7th trilogue
immunities under the law of the enforcing immuhities-under-thetaw-of the-enforeing itiities-wnder-thetanw-ofthe-enforciig 28/06/2022:
State State State :
[DELETE]
Article 18, paragraph 1
If transactional or content data obtained by | H-+ransactional-orcontent-data-obtainedby | Htransactionalorcontentdata-ebtainedby o ;
416 the European Production Order is protected | the-E Production Orderi 1 | theE Production Order 1 Provisional agreement 7th trilogue
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by immunities or privileges granted under | by-immunities-orprivilegesgranted-under Yy thhar des orprivileges-granted-under 28/06/2022:
the law of the Member State of the the-law-of the Member-State-of the the-daw - MenberState of the
addressee, or it impacts fundamental addressee;-or-itimpacts-fundamental addrossecor Hapastsfundamental [DELETE]
interests of that Member State such as interests-of that Member State-suchas interest-of+ o M mber State suchas
national security and defence, the court in | natienal-seeurityand-defenece;thecourtin npational scourit —and< 2fei-ce—thecourtin
the issuing State shall ensure during the the-issuingState shall ensure-during the thedssuineSwtesp o oowe Jaringthe
criminal proceedings for which the Order eriminal proeceedingsfor-which-the-Order ertminal-proeececings forwhielthe Order
was issued that these grounds are taken was-issued-that thesegrounds-are-takeninte | was-issued-thatthese srounds-are-takeninte
into account in the same way as if they aeeotntin-the-sameway-as-H they-were accountinthesamew - s they-were
were provided for under their national law | previdedforundertheirnational-law—-when | providedforundertheirnational-law-when
when assessing the relevance and assessing-therelevance-and-admissibility of | assessing therelevance-and-admissibility-of
admissibility of the evidence concerned. the-evidence-concerned—The-court-may the-evidence-concerned—The-court-may
The court may consult the authorities of consult-the-autherities-of the relevant consult-the-autherities-of the relevant
the relevant Member State, the European Member-State-the EuropeanJudieial Member-State;the Europeantudicial
Judicial Network in criminal matters or Networlkin-eriminal- matters-or BEurofast- Networkin-eriminal- matters-or Eurojast:
Eurojust.
Chapter V
417 Chapter 5: Final provisions
Article 18a
418 Article 18a Language Provisional agreement 4th political
trilogue 09/07/2021:
Article 18a Language
Article 18, paragraph 1
419 Eac.h Member Statfz shall. 1{1d1cate, 11: and Provisional agreement 4th political
which language(s) in addition to their il 09/07/2021:
official language(s) they will accept for rilogue :
the transmission of the EPOC or EPOC- : :
. Member States may decide, at any time,
PR, and/or of a European Production . .
. that they will accept translations of EPOCs
Order and a European Preservation 3 .
. and EPOC-PRs in one or more official
Order in case of enforcement.
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language(s) of the Union in addition to
their official language(s) and shall
indicate such a decision in a written
declaration submitted to the Commission.
The Commission shall make the
declarations available to all Member States
and to the European Judicial Network.

[+ respective adaptations in recital 38 (line

731

Article 19

420 Article 19 Monitoring and reporting

Article 19(1)

421 1. By [date of application of this 1. By... [date of application of this 1. By [date of application of this Provisional agreement 7th trilogue

Regulation] at the latest, the Commission
shall establish a detailed programme for
monitoring the outputs, results and impacts
of this Regulation. The monitoring
programme shall set out the means by
which and the intervals at which the data
and other necessary evidence will be
collected. It shall specify the action to be
taken by the Commission and by the
Member States in collecting and analysing
the data and other evidence.

Regulation] at the latest, the Commission
shall establish a detailed programme for
monitoring the outputs, results and impacts
of this Regulation. The monitoring
programme shall set out the means by
which and the intervals at which the data
and other necessary information will be
collected. It shall specify the action to be
taken by the Commission and by the
Member States in collecting and analysing
the data and other information.

Regulation] at the latest, the Commission
shall establish a detailed programme for
monitoring the outputs, results and impacts
of this Regulation. The monitoring
programme shall set out the means by
which and the intervals at which the data
and other necessary evidence will be
collected. It shall specify the action to be
taken by the Commission and by the
Member States in collecting and analysing
the data and other evidence.

28/06/2022 as amended at technical level
29/08/2022:

1. By... [date of application of this
Regulation] at the latest, the Commission
shall establish a detailed programme for
monitoring the outputs, results and impacts
of this Regulation. The monitoring
programme shall set out the means by
which and the intervals at which the data
will be collected. It shall specify the action
to be taken by the Commission and by the
Member States in collecting and analysing
the data.

Article 19(2)
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422 2. In any event, Member States shall 2. In any event, Member States shall collect | 2. In any event, Member States shall collect | Rapporteur’s proposal 22/04/2021 as
collect and maintain comprehensive and maintain comprehensive statistics from | and maintain comprehensive statistics from | amended by COM 12/08/2022 as amended
statistics from the relevant authorities. The | the relevant authorities. The data collected | the relevant authorities. The data collected | by technical level 29/08/2022:
data collected shall be sent to the shall be sent to the Commission each year shall be sent to the Commission each year
Commission each year by 31 March for the | by 31 March for the preceding calendar by 31 March for the preceding calendar 2. In any event, as of the date of
preceding calendar year and shall include: | year and shall include: year and shall, as far as possible, include: application of this Regulation, Member
States shall collect and maintain
comprehensive statistics from the relevant
authorities. The data collected shall be sent
to the Commission each year by 31 March
for the preceding calendar year and shall [as
far as possible] include:
Article 19(2), point a
423 ?) the number of EPOCs and EPOC_P.RS a) the number of EPOCs and EPOC-PRs ?) the number of EPOCs and EPOC_P.RS Provisional agreement 7th trilogue
issued by type of data requested, service . issued by type of data requested, service
providers addressed and situation issucd by the type Of. datg requested, the providers addressed and situation eRiG 008,
(emergency case or not); addressees and the situation (emergency (emergency case or not, ex-post
’ case or not); eyl N ’ a) the number of EPOCs and EPOC-PRs
validation); .
issued by the type of data requested, the
addressees and the situation (emergency
case or not);
Article 19(2), point aa
424 aa) the number of EPOCs issued under Provisional agreement 7th trilogue
emergency case derogations, including 28/06/2022:
details on circumstances and possible
outcomes; aa) the number of EPOCs issued under
emergency case derogations;
Article 19(2), point ab
425 ab) the number of EPOCs and EPOC-PRs Provisional agreement 7th trilogue
issued making use of the possibility of the 28/06/2022:
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issuing authority to request the service
provider to refrain from informing the
person whose data is being sought
pursuant to Article 11(1a), including
information of the circumstances and
possible later information pursuant to
Article 11(2);

[DELETE]

Article 19

(2), point b

426

b) the number of fulfilled and non-fulfilled
EPOC:s by type of data requested, service
providers addressed and situation
(emergency case or not);

b) the number of fulfilled and non-fulfilled
EPOCs and EPOC-PRs by the type of data
requested, the addressees and the situation
(emergency case or not);

b) the number of fulfilled and non-fulfilled
EPOC:s by type of data requested, service
providers addressed and situation
(emergency case or not);

Provisional agreement 7th trilogue
28/06/2022:

b) the number of fulfilled and non-fulfilled
EPOCs and EPOC-PRs by the type of data
requested, the addressees and the situation
(emergency case or not);

Article 19(2), point ba
427 (ba) the number of EPOCs that were Presidency proposal 25/06/2022 :
refused, by the type of data requested, the
addressees, the situation (emergency case [DELETE]
or not) and the ground for non-
recognition or non-execution raised;
COM proposal 12/08/2022 as amended by
Rapporteur 29/08/2022:
(ba) the number of notifications, and the
number of EPOCs that were refused, by
the type of data requested, the addressees,
the situation (emergency case or not) and
the ground for refusal raised;
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Article 19(2), point ¢
428 3) for. fulfilled EPO.CS’ the average c) for fulfilled EPOCs, the average duration ¢) for fu.lh.llcd EPOCs, j[he average duration Provisional agreement 7th trilogue
uration for obtaining the requested data . for obtaining the requested data from the
from the moment the EPOC is issued to the for obtaining the requgsted data from the moment the EPOC is issued to the moment Lol
moment it is obtained, by type of data an’ment .the EPOCis issued to the moment it is obtained, by type of data requested.
. > it is obtained, by the type of data requested, . AN RPN ¢) for fulfilled EPOCs, the average duration
requested, service provider addressed and o service provider addressed and situation .
situation (emergency case or not); the addressees and the situation (emergency case ornot); for obtaining the requc?sted data from the
(emergency case or not); moment the EPOC is issued to the moment
it is obtained, by the type of data requested,
the addressees and the situation
(emergency case or not);
Article 19(2), point ca
429 ca) for fulfilled EPOC-PRs, the average Provisional agreement 7th trilogue
duration for the respective EPOC 28/06/2022:
procedure following the EPOC-PR, from
the moment the EPOC-PR is issued to the ca) for fulfilled EPOC-PRs, the average
moment the EPOC is issued, by the type of duration for the respective subsequent
data requested and the addressees; request for production following the
EPOC-PR, from the moment the EPOC-
PR is issued to the moment the request for
production is issued, by the type of data
requested and the addressees;
Article 19(2), point d
d) the number of European Production &-the-number-of EuropeanProduction d) the number of European Production — :
430 Orders t tted and ved f . . Orders t tted and ved f Provisional agreement 7th trilogue
rders transmitted and received for Qfd-ePS—t-FaﬂSﬂHt-ted—aﬁd—Feeeﬁ‘ed—fef. rders transmitted and received for 28/06/2022:
enforcement to an enforcing State by type | enfereementto-an-enforeingState by-type enforcement to an enforcing State by type
of data requested, service providers of datarequested;service-providers of data requested, service providers :
addressed and situation (emergency case or | addressed-and-situation(emergeney-ease-or | addressed and situation (emergency case or d) the number of European PrOflucnon
not) and the number thereof fulfilled; not)-and-the number thereof fulfillod: not) and the number thereof fulfilled:; (Qieloie a7 Ly e I Gt
transmitted and received for enforcement to
an enforcing State by the type of data
requested, the addressees and the situation
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(emergency case or not) and the number
thereof fulfilled;
Article 19(2), point e
. . ¢) the number of legal remedies used \ . — ;
431 e) the number of legal remedies against acainst European Production Orders and e) the number of legal remedies against Provisional agreement 7th trilogue
European Production Orders in the issuing Egu ropean P;I’) eservation Orders in the European Production Orders in the issuing | 28/06/2022:
State and in the enforcing State by type of | . op g din th ino State b State and in the enforcing State by type of
data re ted: 1ssuing State and 1n the executing State by dat ted: h ber of legal a0 ]
quested; the type of data requested; ata requested; e) the number of legal remedies use
’ against European Production Orders [and
European Preservation Orders] in the
issuing State and in the enforcing State by
the type of data requested;
Article 19(2), point f
432 f) the sanctions imposed, in accordance f) the number of cases where no ex-post Provisional agreement 7th trilogue
with Article 13, by the type of data validation was granted. 28/06/2022:
requested, the addressees, the situation
(emergency case or not) and the amount f) the number of cases where no ex-post
of sanctions. validation was granted.
Article 19(2), point g
433 g) an overview of the costs claimed by Provisional agreement 7th trilogue
service providers related to the execution 28/06/2022:
of the EPOC or the EPOC-PR and the
costs reimbursed by the issuing 2) an overview of the costs claimed by
authorities. service providers related to the execution
of the EPOC or the EPOC-PR and the
costs reimbursed by the issuing
authorities.
Article 19(2), point h
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Provisional agreement 7th trilogue
28/06/2022:

[DELETED, transferred to line 430]

Article 19(2a)

435

2a. The Commission shall, by 30 June of
each year, publish a report containing the
data referred to in paragraph 2 in a
compiled form subdivided per into
Member States.

Provisional agreement 7th trilogue
28/06/2022:

[DELETED, transferred to line 439]

COM proposal 12/08/2022 as amended by
technical level 29/08/2022:

2bis. As of the date of application of zhis
Regulation, for the data exchanges
carried out via the decentralised IT
system pursuant to Article D1(1), the
statistics referred to in paragraph 2 may
be programmatically collected by
national portals. The reference
implementation software referred to in
Article D6 shall be technically equipped
to provide for this functionality.

Article 19(3)

436

3. Service providers may collect,
maintain and publish statistics if any
such data were collected they may be
sent to the Commission by 31 March for
the preceding calendar year and may, as
far as possible, include:

Provisional agreement 7th trilogue
28/06/2022:

3. Service providers may collect,
maintain and publish statistics, in
accordance with existing data protection
principles. If any such data were
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collected, they may be sent to the
Commission by 31 March for the
preceding calendar year and may, as far
as possible, include:

Article 19(3), point a

437 a) the number of EPOCs and EPOC-PRs
received by type of data requested,
Member States and situation (emergency
case or not);

Provisional agreement 7th trilogue
28/06/2022:

a) the number of EPOCs and EPOC-PRs
received by the type of data requested,
the Member State and situation
(emergency case or not);

Article 19(3), point b

438 b) the number of fulfilled and non-
fulfilled EPOCs by type of data
requested, Member States and situation
(emergency case or not);

Provisional agreement 7th trilogue
28/06/2022:

b) the number of fulfilled and non-
fulfilled EPOCs and EPOC-PRs by the
type of data requested, the Member State
and the situation (emergency case or
not);

Article 19(3), point c

439 ¢) for fulfilled EPOCs, the average
duration for providing of the requested
data from the moment the EPOC is
received to the moment it is provided, by
type of data requested, Member State
and situation (emergency case or not).

Provisional agreement 7th trilogue
28/06/2022:

¢) for fulfilled EPOCs, the average
duration for providing of the requested
data from the moment the EPOC is
received to the moment it is provided, by
the type of data requested, the Member
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State and the situation (emergency case
or not).

ca) for fulfilled EPOC-PRs, the average
duration for the respective subsequent
request for production following the
EPOC-PR, from the moment the EPOC-
PR is issued to the moment the request for
production is issued, by the type of data
requested and the Member State;

COM proposal 12/08/2022 as amended by
technical level 29/08/2022:

3a. As of one year after the date of
application of this Regulation, the
Commission shall, by [30 June] of each
year, publish a report containing the data
referred to in paragraphs 2 and 3 in a
compiled form, subdivided into Member
States and type of service provider.

Article 20
440 Article 20 Amsz;l?heg? Ot;) Wiﬁze Certificates Article 20-Amendmentsto-the Certificates Article 20 Am;;z;l?hegj; Ot;) mtize Certificates Provisional agreement 7th trilogue
REHCTOHRS 28/06/2022:
Article 20 Amendments to the Certificates
and the Forms
Article 20, paragraph 1
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The Commission shall adopt delegated acts | The-Commission-shall-adoptdelegatedaets | The Commission shall adopt delegated acts — :
441 . . . . . . \ ) \ . Provisional agreement 7th trilogue
in accordance with Article 21 to amend inaccordance-with-Article 21-to-amend in accordance with Article 21 to amend .
. . . . . . 28/06/2022 as amended by technical level
Annexes I, IT and III in order to effectively | AnnexestH-andHlinorderto-effectively | Annexes [, Il and 111 in order to effectively
. . . . \ . . 10/10/2022:
address a possible need for improvements address-a-possible need-for improvements address a possible need for improvements
regarding the content of EPOC and EPOC- | regardingthe-contentof EPOCand EPOC- | regarding the content of EPOC and EPOC- The C ission shall adont delesated act
PR forms and of forms to be used to PR forms-and-of forms-to-beused-to PR forms and of forms to be used to e Lommussion shaft adopt defegated acts
S . : e S . . g Sl . . o in accordance with Article 21 to amend
provide information on the impossibility to | previde-information-on-the-impessibilityte | provide information on the impossibility to Ann L1 1L ITla and IV in order
execute the EPOC or EPOC-PR. execute-the EPOCor EPOC-PR- execute the EPOC or EPOC-PR. CHES o B ! In orderto
effectively address a possible need for
improvements regarding the content of
EPOC and EPOC-PR forms and of forms to
be used to provide information on the
impossibility to execute the EPOC or
EPOC-PR.
Article 21
442 Article 21 Exercise of delegation Article 21 Exereise-of-delegation Article 21 Exercise of delegation Provisional written political agreement
13/07/2022:
Article 21 Exercise of delegation
Article 21(1)
443 1. The power to adopt delegated acts is +—Fhepowertoadopt-delegated-aetsis 1. The power to adopt delegated acts is Provisional written political agreement
conferred on the Commission subject to conferred-on-the- Commissionsubjeetto-the | conferred on the Commission subject to the | 13/07/2022:
the conditions laid down in this Article. conditionslaid-down-inthisAstiele: conditions laid down in this Article.
1. The power to adopt delegated acts is
conferred on the Commission subject to the
conditions laid down in this Article.
Article 21(2)
444 2. The delegation of power referred to in 2-Fhe-delegation-of powerreferred-to-in 2. The delegation of power referred to in Provisional written political agreement
Article 20 shall be conferred for an Article-20-shall be-conferred-foran Article 20 shall be conferred for an 13/07/2022:
indeterminate period of time from [date of | indeterminateperiod-of timefromfdateof | indeterminate period of time from /date of
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application of this Regulation]. application-of-this Regulation]- application of this Regulation]. P TS Gl o G s e o |
Article 20 shall be conferred for an
indeterminate period of time from /date of
application of this Regulation].
Article 21(3)
445 3. The delegation of powers referred to in 3 The delegation-of powersreferred-to-in 3. The delegation of powers referred to in Provisional written political agreement
Article 20 may be revoked at any time by Artiele20-may-berevokedat-any-time-by Article 20 may be revoked at any time by 13/07/2022:
the European Parliament or by the Council. | the EuropeanParliamentorby-the-Couneil: | the European Parliament or by the Council.
A decision to revoke shall put an end to the | A-deeisiontorevokeshall putan-endtothe | A decision to revoke shall put an end to the | 3. The delegation of powers referred to in
delegation of the power specified in that delesationotthe powerspeethiedinthat delegation of the power specified in that Article 20 may be revoked at any time by
decision. It shall take effect the day deeision—ttshall-takeeffectthe-day decision. It shall take effect the day the European Parliament or by the Council.
following the publication of the decision in | folewingthe-publication-ofthe-decisionin | following the publication of the decision in | A decision to revoke shall put an end to the
the Official Journal of the European Union | the-OfficialJournatof-the-Enropean-tnion | the Official Journal of the European Union | delegation of the power specified in that
or at a later date specified therein. It shall oratataterdatespeethiedthereitshalt or at a later date specified therein. It shall decision. It shall take effect the day
not affect the validity of any delegated acts | net-affectthe-validity-of any-delegatedaets | not affect the validity of any delegated acts | following the publication of the decision in
already in force. shready-foree: already in force. the Official Journal of the European Union
or at a later date specified therein. It shall
not affect the validity of any delegated acts
already in force.
Article 21(4)
446 4. Before adopting a delegated act, the 4Before-adoptingadelesateductthe 4. Before adopting a delegated act, the Provisional written political agreement
Commission shall consult experts Commission-shal-econsultexperts Commission shall consult experts 13/07/2022:
designated by each Member State in designated-by-each- Member State-in designated by each Member State in
accordance with the principles laid down in | accordance-with-the-prineipleslaid-downin | accordance with the principles laid down in | 4. Before adopting a delegated act, the
the Interinstitutional Agreement on Better | thelnterinstitutional Agreement-onBetter the Interinstitutional Agreement on Better Commission shall consult experts
Law-Making of 13 April 2016%°. Law-Makingof 13-April 2016%; Law-Making of 13 April 2016%. designated by each Member State in
accordance with the principles laid down in
the Interinstitutional Agreement on Better
Law-Making of 13 April 20162,
B0OJ L 123,12.5.2016, p. 13. ¥0JL123,12.52016,p13- B 0JL123,12.5.2016, p. 13.
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$0JL123,12.5.2016, p. 13.

Article 21(5)
447 5. As soon as it adopts a delegated act, the | 5-Asseen-as-itadeptsa-delegatedaetthe | 5. Assoon as it adopts a delegated act, the | Provisional written political agreement
Commission shall notify it simultaneously | Cemmissionshallnotify-itsimultaneously | Commission shall notify it simultaneously | 13/07/2022:
to the European Parliament and to the to-the EuropeanParliament-and-to-the to the European Parliament and to the
Council. Ceouneil: Council. 5. As soon as it adopts a delegated act, the
Commission shall notify it simultaneously
to the European Parliament and to the
Council.
Article 21(6)
448 6. A delegated act adopted pursuant to 6—-Adelepntedaetadoptedprrsuantto 6. A delegated act adopted pursuant to Provisional agreement inter-institutional
Article 20 shall enter into force only if no Artiele20-shall-enter-intotorec-only-ne Article 20 shall enter into force only if no technical meeting 11/07/2022:
objection has been expressed either by the | ebjection-has-been-expressed-eitherby-the objection has been expressed either by the
European Parliament or the Council within | EurepeanParliament-orthe-Couneil-within | European Parliament or the Council within | 6. A delegated act adopted pursuant to
a period of 2 months of notification of that | a-peried-ef2-menths-ofnetification-ofthat | a period of 2 months of notification of that | Article 20 shall enter into force only if no
act to the European Parliament and the aet-to-the-European-Parliament-and-the act to the European Parliament and the objection has been expressed either by the
Council or if, before the expiry of that Couneil-or-if before-the-expiry-of that Council or if, before the expiry of that European Parliament or the Council within
period, the European Parliament and the period;-the EuropeanParliament-and-the period, the European Parliament and the a period of 2 months of notification of that
Council have both informed the Couneilhave both-informed-the Council have both informed the act to the European Parliament and the
Commission that they will not object. That | Commissien-that-they-willnetebjeet—That | Commission that they will not object. That | Council or if, before the expiry of that
period shall be extended by 2 months at the | peried-shall-be-extended-by2-menthsatthe | period shall be extended by 2 months at the | period, the European Parliament and the
initiative of the European Parliament or of | initiative-of the EuropeanParliamentorof | initiative of the European Parliament or of | Council have both informed the
the Council. the-Couneil: the Council. Commission that they will not object. That
period shall be extended by 2 months at the
initiative of the European Parliament or of
the Council.
Article 22
449 Article 22
Notifications
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Article 22

(1)

450

1. By [date of application of this
Regulation] each Member State shall
notify the Commission of the following:

1. By... [12 months before the date of
application of this Regulation] each
Member State shall notify the Commission
of the following

1. By [date of application of this
Regulation] each Member State shall notify
the Commission of the following:

Provisional agreement 7th trilogue
28/06/2022:

1. By... [12 months before the date of
application of this Regulation] each
Member State shall notify the Commission
of the following

Article 22

(1), point a

451

a) the authorities which, in accordance
with its national law, are competent in
accordance with to Article 4 to issue and/or
validate European Production Orders and
European Preservation Orders;

a) the authorities which, in accordance with
its national law, are competent in
accordance with to Article 4 to issue and/or
validate European Production Orders and
European Preservation Orders;

a) the authorities which, in accordance with
its national law, are competent in
accordance with to Article 4 to issue
and/or, validate, transmit and/or receive
European Production Orders and European
Preservation Orders or the notifications
thereof;

Provisional agreement 7th trilogue
28/06/2022 as amended by technical level
10/10/2022:

a) the authorities which, in accordance with
its national law, are competent in
accordance with Article 4 to issue, validate
and/or transmit European Production
Orders and European Preservation Orders
or the notifications thereof;

Article 22

(1), point b

452

b) the enforcing authority or authorities
which are competent to enforce European
Production Orders and European
Preservation Orders on behalf of another
Member State;

b) the executing authority to which the
EPOC or EPOC-PR is transmitted for the
execution or enforcement of European
Production Orders and European
Preservation Orders;

b) the enforcing authority or authorities
which are competent to enforce European
Production Orders and European
Preservation Orders on behalf of another
Member State;

Provisional agreement 7th trilogue
28/06/2022 as amended by technical level
10/10/2022:

b) the authority or authorities which are
competent, in accordance with Article 7a,
to receive the notification, and, in
accordance with Article 14, to enforce
European Production Orders and European
Preservation Orders on behalf of another
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Member State;

Article 22(1), point ba

453

(ba) where service providers or Member
States have already established dedicated
systems or other secure channels for the
handling of requests for data for law
enforcement purposes, the means and
technical interfaces the competent
authorities have at their disposal to
receive or access data produced to be
interconnected with the system referred to
in Article 7a;

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 22(1), point ¢

¢) the courts competent to deal with ¢)-the-courts-competent-to-deal-with ¢) the courts competent to deal with — ;
454 .. . . . .. . Provisional agreement 7th trilogue
reasoned objections by addressees in reasoned-objections-by-addressees-in reasoned objections by addressees in 28/06/2022:
accordance with Articles 15 and 16. accordance-with-Articles 15-and-16- accordance with Articles1+5-and-16. :
c) the competent authorities to deal with
reasoned objections by addressees in
accordance with Article 16.
Article 22(1), point d
d) languages accepted for the 5] g
SR transmission of the EPOC or EPOC-PR 5;;’0";’2"0’;‘;’ iAo it ol
and/or a European Production Order :
and a European Preservation Order, in ™ ted for th tificati
case of enforcement in accordance with ) languages ac'c e[') eGioTtacnotacation
Article 18a and the transmission of the EPOC or
’ EPOC-PR and/or a European
Production Order and a European
Preservation Order, in case of
enforcement in accordance with Article
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18a.
Article 22(1a)
456 la. By the same date, service providers Provisional agreement 7th trilogue
with establishments in more than one 28/06/2022:
Member State shall notify the Commission
of the place of their main establishment in [DELETE]
the Union.
Article 22(2)
457 2. The Commission shall make the 2. The Commission shall make the 2. The Commission shall make the Provisional agreement 7th trilogue

information received under this Article
publicly available, either on a dedicated
website or on the website of the European
Judicial Network referred to in Article 9 of
the Council Decision 2008/976/JHAC.

26 Council Decision 2008/976/JHA of 16
December 2008 on the European Judicial
Network (OJ L 348, 24.12.2008, p. 130).

information received under this Article
publicly available, either on a dedicated
website or on the website of the European
Judicial Network in criminal matters
referred to in Article 9 of the Council
Decision 2008/976/JHA.

39 Council Decision 2008/976/JHA of 16
December 2008 on the European Judicial
Network (OJ L 348, 24.12.2008, p. 130).

information received under this Article
publicly available, either on a dedicated
website or on the website of the European
Judicial Network referred to in Article 9 of
the Council Decision 2008/976/JHAC.

26 Council Decision 2008/976/JHA of 16
December 2008 on the European Judicial
Network (OJ L 348, 24.12.2008, p. 130).

28/06/2022:

2. The Commission shall make the
information received under this Article
publicly available, either on a dedicated
website or on the website of the European
Judicial Network in criminal matters
referred to in Article 9 of the Council
Decision 2008/976/JHA™.

%6 Council Decision 2008/976/JHA of 16
December 2008 on the European Judicial
Network (OJ L 348, 24.12.2008, p. 130).

Article 23
Article 23 Relationship to European Article 23
458 arionsmp P Article 23 . . C Provisional agreement 7th trilogue
Investigation Orders . . L Relationship to Ewropeatinvestisation
Relationship to European Investigation . 28/06/2022:
. Orders other instruments, agreements and
Orders and Mutual Legal Assistance :
, . . arrangements Article 23
Member States’ authorities may continue Procedures : : S
Relationship to Ewropeaninvestigation

to issue European Investigation Orders in
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accordance with Directive 2014/41/EU for
the gathering of evidence that would also
fall within the scope of this Regulation.

The authorities of the Member States may
continue to issue European Investigation
Orders in accordance with Directive
2014/41/EU, or to use the existing mutual
legal assistance procedures for the
gathering of electronic information, that
would also fall within the scope of this
Regulation.

This Regulation does not affect EU and
other international instruments,
agreements and arrangements on

s N .
. ® ) .

| t b D g 0 EULR

the gathering of evidence that would also
fall within the scope of this Regulation.

Orders other instruments, agreements and
arrangements

This Regulation does not affect EU and
other international instruments,
agreements and arrangements on

, 2 :
. . J ;

; f b Di g 2O1A/AL/EUf

the gathering of evidence that would also
fall within the scope of this Regulation.

la. Member States shall notify the
Commission by ... [date of the application
of the Regulation] of the existing
agreements and arrangements referred to
in paragraph 1 which they will continue to
apply. Member States shall also notify the
Commission within three months of the
signing of any new agreement or
arrangement referred to in paragraph 1.

Article 24
459 Article 24 Evaluation
Article 24, paragraph 1
460 By /5 years from the date of application of | By [2 years from the date of application of | By [5 years from the date of application of | Agreement at inter-institutional technical
this Regulation] at the latest, the this Regulation] at the latest, the this Regulation] at the latest, the level 27/09/2022:
Commission shall carry out an evaluation Commission shall carry out an evaluation Commission shall carry out an evaluation
of the Regulation and present a report to of the Regulation and present a report to of the Regulation and present a report to By /3 years from the date of application of
the European Parliament and to the the European Parliament and to the Council | the European Parliament and to the Council | this Regulation] at the latest, the
Council on the functioning of this on the functioning of this Regulation, on the functioning of this Regulation, Commission shall carry out an evaluation of
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Regulation, which shall include an
assessment of the need to enlarge its scope.
If necessary, the report shall be
accompanied by legislative proposals. The
evaluation shall be conducted according to
the Commission's better regulation
guidelines. Member States shall provide
the Commission with the information
necessary for the preparation of that
Report.

which shall, include-an-assessment-ofthe
need-to-enlarge-its-seope: in particular,
evaluate the number of cases in which the
emergency derogation, pursuant to Article
9 (2), and the derogation from the
principle of user information, pursuant to
Article 11, were applied.Hneeessary; The
report shall be accompanied by an
assessment of the functioning of the
common European exchange Ssystem as
well as an assessment of the functioning
of the Regulation in relation with
Directive 2014/41/EU of the European
Parliament and of the Council.

The evaluation shall be conducted
according to the Commission's better
regulation guidelines. Member States shall
provide the Commission with the
information necessary for the preparation
of that Report.

which shall include an assessment of the
need to enlarge its scope. If necessary, the
report shall be accompanied by legislative
proposals. The evaluation shall be
conducted according to the Commission's
better regulation guidelines. Member States
shall provide the Commission with the
information necessary for the preparation
of that Report.

the Regulation. The Commission shall
transmit this report to the European
Parliament, the Council, the European
Data Protection Supervisor and the
European Union Agency for Fundamental
Rights. This overall evaluation shall
include an assessment of the application of
this Regulation and of the results that
have been achieved with regard to the
objectives that were set and of the impact
on fundamental rights. The evaluation
shall be conducted according to the
Commission's better regulation guidelines.
Member States shall provide the
Commission with the information necessary
for the preparation of that Report.

Article 25

Article 25
ol Entry into force
Article 25, paragraph 1

This Regulation shall enter into force on

This Regulation shall enter into force on

5 the twentieth day following its publication This Regglatlon shall enFer ‘?‘to forge on the twentieth day following its publication DS e L
. . the twentieth day following its publication . . 28/06/2022:
in the Official Journal of the European in the Official Jowrnal of the European in the Official Journal of the European
Union. Union P Union. This Regulation shall enter into force on the
. ’ It shall apply from /6 24 months after its twentieth day following its publication in
It shall apply from /6 months after its entry entry into force]. the Official Journal of the European Union.
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into force].

This Regulation shall be binding in its
entirety and directly applicable in the
Member States in accordance with the
Treaties.

It shall apply from /18 months after its
entry into force].

This Regulation shall be binding in its
entirety and directly applicable in the
Member States in accordance with the
Treaties.

This Regulation shall be binding in its
entirety and directly applicable in the
Member States in accordance with the
Treaties.

It shall apply from [36] months after its
entry into force].

This Regulation shall be binding in its
entirety and directly applicable in the
Member States in accordance with the
Treaties.

Formula
463 Done at Strasbourg,
Formula
464 For the European Parliament
The President
Formula
465 For the Council
The President
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