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Subject: Proposal for a Regulation of the European Parliament and of the Council on the
European Union Agency for Cybersecurity (ENISA), the European cybersecurity
certification framework, and ICT supply chain security and repealing Regulation
(EU) 2019/881 (The Cybersecurity Act 2) - Cyber posture
- Presentation by Belgium

Delegations will find in the annex a presentation given by Belgium at the meeting of the Horizontal
Working Party on Cyber Issues on 10 September 2026.
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The CyberFundamentals Framework (CyFun®)

A set of actionable measures to:
➢ protect data

➢ significantly reduce the risk of the most 
common cyber-attacks

➢ increase an organisation’s cyber resilience

Making Belgium 

one of the least 

cyber-vulnerable 

country

Sharing knowledge

Insight into 

threats

What is it?
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The CyberFundamentals Framework (CyFun®)

ESSENTIAL:    100 % Attacks countered

  IMPORTANT:  94 % Attacks countered

  BASIC:              82 % Attacks countered

CERT attack profiles (retrofit of successful attacks)

62443

Federal Cyber 
Emergency response 

Team
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The CyberFundamentals Architecture

CyFun® ESSENTIAL

Requirements

Implementing 
Guidance

CyFun® IMPORTANT

Requirements

Implementing 
Guidance

CyFun® BASIC

Requirements Implementing Guidance

CyFun® Small
Non-technical formulated 

guidelines & 
recommendations
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The CyberFundamentals Framework (CyFun®)

Who is it for?

Private and public entities: 
• BE NIS2 presumption of conformity 

• Supply Chain cybersecurity assurance 

• Use to demonstrate the entities resilience to banks, assurance 
companies 

• Voluntary use 

• Use Certification under accreditation: Cost effectiveness
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NIST CSF as a starting point – Why?

• Common and accessible language

• Adaptable to many technologies, lifecycle phases, 

sectors and uses

• Risk-based

• Based on international standards

• Living document

• Guided by many angels – private sector, academia, 

public sector

NIST Cybersecurity Framework 2.0



7

NIST CSF & CyFun® functions

PROTECT Take steps to safeguard the organization’s assets

RESPOND Plan for the worst, be ready to act

RECOVER Get back to normal after an incident

DETECT Routinely monitor to alert for problems

IDENTIFY What processes and assets are at risk?

Validate and monitor implementation of policiesGOVERN
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Proportionality - the Principle of balance

Focus on real cyber attacks

Through the 

assurance levels 

based on cyber risk

Through 

maturity level evaluation

Conformity thresholds considering the maturity level.

Key Measures

BASIC

•Standard security measures for all enterprises.

•Technology and processes generally available. 

•Known cyber security risks.

IMPORTANT
•Targeted cyber-attacks.

•By actors with common skills and resources.

ESSENTIAL
•Targeted advanced cyber-attacks.

•By actors with extensive skills and resources.
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CyberFundamentals is measurable

Level 1 - Initial

Level 2 - Repeatable

Level 3 - Defined

Level 4 - Managed

Level 5 - Optimized

Maturity level

Implementation

Documentation
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CyberFundamentals is measurable

➔ The Self-Assessment tool

Available

AUTOMATIC
MANUAL INPUT ➔

AUTOMATIC
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CyberFundamentals is assessable

➔ Conformity Assessment Scheme (in collaboration with          ) 

BASIC IMPORTANT ESSENTIAL

Type of assessment Verification Verification Certification

Assessment method
Verification 

of self-assessment

Verification 

of self-assessment
Certification audit

Assessment performed by Accredited CAB Accredited CAB Accredited CAB

Accreditation standard ISO 17029 ISO 17029 ISO 17021-1

Frequency

The verification statement reflects only the 

situation at the point in time it is issued.

There is no repetitive cycle.

3yrs repetitive cycle

Year 0: Complete

Year 1&2: partial 

(surveillance)

Assurance evidence Verified Claim Verified Claim Certificate

BASIC IMPORTANT ESSENTIAL
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CyberFundamentals is assessable

➔ Conformity Assessment Scheme – labeling

BASIC IMPORTANT ESSENTIAL

® ® ®

ONLY
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Conformity Assessment Scheme – labeling

Once your company is registered on 

safeonweb@work, you can apply for 

a CyFun® label.

ONLY
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CyberFundamentals in a NIS2 context

Essential Entities

Important Entities

ONLY
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CyberFundamentals in a NIS2 context

CCB Default Risk Assessment

Default Risk Assessment per Sector & Size ➔ appropriate CyberFundamentals Level

ONLY
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CyberFundamentals Advantages

▪ One system to maintain for all sectors and entities 

▪ Low-cost Risk Assessment and Security Plan 

▪ Supply chain cyber security level can be easily and uniformly assessed (Ripple-through)

▪ Effective and efficient supervision (low Gov cost)

▪ Recognized method for managing board member responsibilities 

▪ Reference framework for Insurance companies (better coverage vs. price)

▪ Cross-sector education, training and exercises

▪ International recognition ➔ cross-border (growing)
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CyFun 2025 International

Scheme Owner Group

Observing Members

Vincent Strubel ANSSI (au Sénat FR – 12/2024):  
‘Soit vous appliquez la recette de cuisine française, 
soit vous appliquez la labélisation belge. 
En tout cas, si cela atteint l’objectif, 
il n'y a pas de travaux supplémentaires'

Mutual recognition procedure

MSSP Certification Scheme

EU DIWallet Scheme

Used as a building block outside NIS2

Mutual Recognition



Thank you

Certification@ccb.belgium.be

CCB Certification Authority (NCCA) 

Centre for Cybersecurity Belgium

Rue de la Loi / Wetstraat 18 – 1000 Brussels

www.ccb.belgium.be
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