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@®— The CyberFundamentals Framework (CyFun®)
What is it?

A set of actionable measures to:
Making Belgium > protect data

one of the least > significantly reduce the risk of the most
common cyber-attacks

» Increase an organisation’s cyber resilience

cyber-vulnerable

country

Insight into
threats

Sharing knowledge
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©®— The CyberFundamentals Framework (CyFun®

@ CIS Controls’

N\

ESSENTIAL 85 controls

7 Key Measures

ESSENTIAL: 100 % Attacks countered \/

99 controls

IMPORTANT 9 Key Measures
IMPORTANT: 94 % Attacks countered \/

34 controls

BASIC 13 Key Measures
BASIC: 82 % Attacks countered V

Non-technical
formulated
guidelines &
recommendations

CERT attack profiles (retrofit of successful attacks)

%:i' CENTRE FOR Federal Cyber

” CYBERSECURITY Emergency response
‘ BELGIUM Team
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® — The CyberFundamentals Architecture

CyFun® ESSENTIAL

CyFun® IMPORTANT

Requirements

CyFun® BASIC
Q)
CyFun® Small
Implementin : - i
guidance & Implementing Requirements Implementing Guidance Non-technical formulated
Guidance guidelines &
recommendations
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@®— The CyberFundamentals Framework (CyFun®)
Who is it for?

Private and public entities:
 BE NIS2 presumption of conformity
* Supply Chain cybersecurity assurance

 Use to demonstrate the entities resilience to banks, assurance
companies

* Voluntary use
e Use Certification under accreditation: Cost effectiveness
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@®— NIST CSF as a starting point — Why?
NIST

National Institute of

. Standards and Technology
« Common and accessible language .8 Davsrimenneh Eommieres

» Adaptable to many technologies, lifecycle phases,

sectors and uses
* Risk-based
» Based on international standards
* Living document
» Guided by many angels — private sector, academia,

public sector

NIST Cybersecurity Framework 2.0
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NIST CSF & CyFun® functions sy o

AT
(S

Validate and monitor implementation of policies

IDENTIFY [ What processes an_d assets are at risk”? }

PROTECT { Take steps to safeguard the organization’s assets J

DETECT Routinely monitor to alert for problems

[ Plan for the worst, be ready to act J
6 [ Get back to normal after an incident J
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©®— Proportionality - the Principle of balance

«Standard security measures for all enterprises.
* Technology and processes generally available.
Through the “ | *Known cyber security risks.

assurance levels TSV A | Targeted cyber-attacks.
based on By actors with common skills and resources.

ESSENTIAL * Targeted ad_vanced C_yber-gttacks.
By actors with extensive skills and resources.

Focus on real ) Key Measures

Conformity thresholds considering the maturity level.

Through IMPORTANT ESSENTIAL

Min KM Maturity >2,5/5 >3/5 >3/5
CategoryMaturity . >3/
Total Maturity >2,5/5 > 3/5 >3,5/5
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® — CyberFundamentals is measurabie

Documentation

Implementation

Level 1 - Initial

Level 2 - Repeatable

Maturity level

Level 4 - Managed

Level 5 - Optimized
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® — CyberFundamentals is measurabie

= The Seif-Assessment tool

IMPORTANT
v v Category Category
Function Key Measure Requirement Guidance v i i v i i ‘Comments anc
MaturityScore | MaturityScore | MaturityScore | Maturity Score
sInventory specifications include for example, manufacturer, device type,
: i madel, serizl number, machine names and network addresses, physical
ID.AM-1: Physica| devices and systems Tha inventory of sssets associsted with information snd information | "°° - . - PhY 1,00 1,00
location...
within the organization are inventoried processingfacilities shall reflect changes in the organization’s o A . y _—
X X . 3 =Accountability is the obligation to explain, justify, and take responsibility
context and include all information necessary for effective
. for ane's actions, it implies answerability for the cutcome of the taskor
accountability.
process.
+Changes include the decommissioning of material
*An rted hard ithout ption d tation, i
‘When unauthorized hardware is detected, it shall be quarantined for 4 }duni::pn :hr wae:fw' auTan sxcs neecumentanan, 1= -
X . . . esignated as unauthorized.
possible exception handling, remaved, or replaced, and the IVentory | ||| S\ i o owrars r2n ha dstartad dirins invantany reanass for
shall be updated accordir
«Outsourcing arrangements should be part of the contractual agreements
An inventery that reflects what software platforms and applications | with the provider.
are being used in the organization shall be documented, reviewed, | sinformation in the inventory should include for example: name,
and updated when changes occur. description, version, number of users, data processed, etc.
+Adistinction should be made between unsupported software and
unauthorized software.
*The use of an IT asset management tool could be considerad
IDLAM-2: Software platforms and
within the The inventery of software platforms and applications sssociated with|The inventory of software platforms and applications should include the 100 100
inventoried information and information processing shall reflectchangesinthe  |title, publisher, initizl install/use date, and business purpose for each ’ ’

AUTOMATIC

- Documentation | Implementation N 2
. . Category e M:M.W P, Total Maturity level CyFUn SerfT :;szr;z: .
Documentation il
g 1,03
Level 1 _ |n|t|a| Asset Management (1IDAM) 100 100 100 :
Business Environment (1D.BE) 1,00 1,00 1,00
Governance (ID.GV) 1,00 1,00 1,00
k Assessment (ID.RA) 100 100 100
k Management Strategy (ID.RM) 3,00 1,00 1,00 1,00
Level 2 - Repeatable ly Chain Risk Management (ID.SC) 3,00 1,00 100 100
. Identity Management, Authentication and Access Control | 3,00 1,00 1,00 1,00
Implementatlon ‘Awareness and Training (PR AT) 3,00 1,00 1,00 1,00
. Data Security (PR.DS) 3,00 100 100 100
Level 3 — D efl ned Information Protection Processes and Procedures (PR.IP) 3,00 1,00 1,00 1,00
Maintenance (PR.MA) 3,00 1,00 1,00 1,00
Protective Technology (PR.PT) 3,00 100 100 100
Anomalies and Events (DE.AE) 3,00 1,00 1,00 1,00
LGVE' 4 _ Manag ed Security Continuous Monitoring [DE.CM) 3,00 1,00 1,00 1,00
Response Planning (RS.RP) 3,00 1,00 1,00 1,00
= Communications (RS.CO) 3,00 1,00 1,00 1,00
Matu rlty Analysis (RS.AN) 3,00 183 175 1,50
L] w Mitigation [RS.MI}) 3,00 100 100 100
Level 5 - Opt|m ized impeve s (S i i i S
Recovery Planning (RC.RP) 3,00 1,00 1,00 1,00
Improvements (RC.IM} 3,00 1,00 1,00 1,00
Communications (RC.CO) 3,00 1,00 100 100
KEY MEASURES (KM) KEY MEASURES (KM)
CyberFundamentals Maturity Level IMPORTANT ndamentals Fra - ] Target KM B N B = ] Target KM
—aTargetMisturity Scorz —e—CategoryMaturity Score —a— Documentztion MaturityScore —a— | Maturity Levels T Requirement Maturity | Maturity Maturity Score . Maturity Score ey Requirement Maturity | Matuy
Score Score Score Scor|
Communications (RC.CO) Asset Managsment (ID. AN} 5 - Optimizing Information security and cybersecurity roles, responsibilities
N / . - 4 - Managed Identities and credentials for authorized devices and authorities within the organization shall be documented,
mpmyements {RE-M) f i Fuiness Eionment 1D £6) 3- Deﬂngd PRACL {14 users shall be managed. &y Lo i L00 DN reviewed, authorized, and updated and alignment with =0n 10
- vinternal roles and external partners,
Recovery Planning (RC &} < Governance 1DV} i_ :?:i:Ji:Iatahle N — Usage restrictions, connection reqmram:nr_r.,
PRAC3 re"n::ys” be secured, including through 3,00 100 100 100 PRAC.3 |imPlementation gu\.dar!cEJ and authurizatiunsﬁ)‘r remote 3,00 1,04
Impravements (RS.IM) . Risk Assesment (ID.RA) multi-factor suthentication [MFAL a:‘ﬁ‘:mme organization’s :”“‘“':V“E""S enviranmant
- shallbe. an
Where appropriate, network integrity of the orzanization's
Mitigation (RS.MI} _ Risk Management Strategy (ID.RM) Access permissions for userstothe i S.YStEm;hEH be protectad by .
PRACA . - 3,00 100 100 100 PRAC.S |1)identifying, =nd contralling 3,00 1,04
managed between system components.
(2} Limiting external connections to the organization's critical
Analysis (RE.AN) —— —— supply Chain Risk Management (ID.SC) yshem.
N The organization shall menitor and control connections and
- i o PRAC- ithe organization's business's critical information | 3,00 1,00 1,00 1,00 PRAC-5 |communications atthe external boundary and stkeyintemal | 5 o 1,04
commuricatians (R co) sdentity Management, Authent cation and and technology 3nd the mesns to get accass. boundaries within the organization's critical systems by
) Access Oontrol [FRAC) boundary protection devices where
V a I a e ::mmda“;m'"":_‘ e — o The organization shall take appropriste actions resulting in
Responsz Planning [RSAP} ™ avareness and Training [PRAT] PRACA tlh":y "E::u ;yf::;bs [::‘ml:ip\er:fﬂ\.:::t 3,00 100 100 1,00 PR.DS-5 th.E.murfituringuf\.Ls critical systems. a external borders and 300 100
e critical internz| points when unauthorized access and
. i - y \ activities, including dats leakage, iz detected.
Security Continuous Monitoring (DE.CA) DataSecurity (PR.OS)
PP | l Vinformation protectin Processs an e d":i"’;"::::" e e ey a0 AT e e prap The : Sl E T =nd maintain 3 0 Al
Protective Technolagy (PR.PT) 'Maintenanc jpra] oo FRIF} & 5 2 2 baszline configuration for the its business critical systems. & 2
The orzanization shall monitor and identify unauthorized use
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® — CyberFundamentals is assessabie

2 Conformity Assessment Scheme (in collaboration with

e TBASIc) | MPORTANT | | ESSENTIAL

Type of assessment

Assessment method

Assessment performed by

Accreditation standard

Frequency

Assurance evidence

Verification Verification

Verification Verification
of self-assessment of self-assessment

Accredited CAB Accredited CAB

1ISO 17029 1ISO 17029

The verification statement reflects only the
situation at the point in time it is issued.
There is no repetitive cycle.

Verified Claim Verified Claim

Certification
Certification audit

Accredited CAB
1ISO 17021-1
3yrs repetitive cycle
Year 0: Complete
Year 1&2: partial

(surveillance)

Certificate

e
oW CyFun®
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® — CyberFundamentals is assessabie
2 Conformity Assessment Scheme — labeling

IMPORTANT ESSENTIAL

CyFun

CyFun

IMPORTANT
Verified

Oki0
_ =] .-

BASIC
Verified

Certified

[=];
[=]
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©®— Conformity Assessment Scheme - iabeling

Once your company is registered on
safeonweb@work, you can apply for
a CyFun® label.

B B ony
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® — CyberFundamentals in a NIS2 context TS

—

Essential Entities

Important Entities

_—

\8//Z= CENTRE FOR

. = CYBER SECURITY Version: 2023-08-03
=/ |..;Ii- BELGIUM
Energv Comman skills Common skills Common skills Extended Skills Extended Skills
______________________________________________________________________ !
Threat Ideologues Nation State !
Organization Size (L/M/S = 3/2/1) 3 Competitors . g Terrorist Cyber Criminals }
Actor Type Hactivists actor |
Global or . . . . .
Cybe r Attack Ca tego ry Targetted Impact Prob  |Risk Score | Prob  |Risk Score | Prob  |Risk Score | Prob  |Risk Score | Prob |Risk Score
Sabotage/ Disruption (DDOS,...) 2 High Low 0 Low 0 Med 30 Med 30 High 60
Information Theft (espionage, ...) 2 High Low i} Low 0 Low 0 High 60 High 60
Crime (Ransom attacks) 1 High Low i} Low 0 Low 0 High 30 Low 0
Hactivism (Subversion, defacement...) 1 Med Low 0 Med 7,5 Low 0 Low 0 Med 7.5
Disinformation (political influencing) 1 Low Low 0 Med 0 Low 0 Low 0 Low 0 Score CyFun Level
Total Total 0 7,5 30 120 127,5 285
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@®— CyberFundamentals in a NIS2 context — o CyFun®
CCB Default Risk Assessment

Default Risk Assessment per Sector & Size =» appropriate CyberFundamentals Level

\§(///Za= CENTRE FOR

. CYBER SECUR'TY Version: 2023-08-03
=\ BELGIUM
i
Energv Common skills Common skills Common skills Extended Skills Extended Skills
Threat Ideologues Nation State |
Organization Size (L/M/S = 3/2/1) Competitors i g Terrorist Cyber Criminals :
Actor Type Hactivists actor .
Global or . . . . .
Cybe r Attack Ca ['egg ry Targetted Impact Prob | Risk Score Prob Risk Score Prob | Risk Score Prob Risk Score Prob Risk Score
Sabotage/ Disruption (DDOS,...) 2 High Low 0 Low 0 Med 30 Med 30 High 60
Information Theft (espionage, ...) 2 High Low 0 Low 0 Low 0 High 60 High 60
Crime (Ransom attacks) 1 High Low 0 Low 0 Low 0 High 30 Low 0
Hactivism (Subversion, defacement...) 1 Med Low 0 Med 7,5 Low 0 Low 0 Med 7,5
Disinformation (political influencing) 1 Low Low 0 Med 0 Low 0 Low 0 Low 0 Score CyFun Level
Total Total 0 7,5 30 120 127,5 285

15 @




N
oW CyFun®

® — CyberFundamentals Advantages

= One system to maintain for all sectors and entities

= |Low-cost Risk Assessment and Security Plan

= Supply chain cyber security level can be easily and uniformly assessed (Ripple-through)

= Effective and efficient supervision (low Gov cost)

= Recognized method for managing board member responsibilities

= Reference framework for Insurance companies (better coverage vs. price)

= Cross-sector education, training and exercises

= [nternational recognition =» cross-border (growing)
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® — CyFun® 2025 International o CyFun®

;

Scheme Owner Group I I I I I I

- Observing Members

p———

y f

e
h

?‘ I
a— ' Vincent Strubel ANSSI (au Sénat FR — 12/2024):
Used as a building block outside NIS2 Soit vous appliquez la recette de cuisine francaise,
soit vous appliquez la labélisation belge.
1 En tout cas, si cela atteint I'objectif,
MSSP Certification Scheme Mutual Recognltlon

il n'y a pas de travaux supplémentaires’

EU DIWallet Scheme Mutual recognition procedure
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®— Thank you

©  CCB Certification Authority (NCCA)

e Certification@ccb.belgium.be

0 Centre for Cybersecurity Belgium
Rue de la Loi / Wetstraat 18 — 1000 Brussels

www.ccb.belgium.be
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