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providers. In light of the criticality of the managed security 

services and their providers and the sensitivity of the data they 

process, certification could provide potential customers with 

important guidance and assurance about the trustworthiness of these 

services and their providers. European certification schemes for 

managed security services providers contribute to avoiding 

fragmentation of the single market. This Regulation therefore aims 

at enhancing the functioning of the internal market. 

 

Similar amendments would be needed in Recital (5) and relevant 

articles (see below)  

It is clear from the text and context that the intent of this proposal 

is to be able to indicate the trustworthiness of managed security 

service providers. The Cyber Posture of 2022, the Cyber Defence 

Policy of May 2023 and the Cyber Solidarity Act also require 

certification of service providers. Recital 5, Art. 1(5) and the new 

Art. 51a in the CSA+ also refer to security criteria that transcend 

the service itself and focus on organisational aspects (such as 

personnel and internal procedures). Only certifying  the service 

will be insufficient to achieve the desired objective. Moreover, as 

stated above, in the case of MSSPs, the security of the service 

and of the organisation itself are intrinsically interconnected.  

 
Therefore Belgium proposes that this regulation would allow a 

scheme for the provider itself (MSSP) rather than for the service 

only (MSS). Such a scope adjustment to the MSSP will also be 

clearer and more efficient for the market, and give a firmer legal 

basis to the conformity assessment bodies, and could help 

providers with achieving the cybersecurity requirements of 

NIS2. 

 

Additionally, we support the Presidency’s compromise proposal 

to place all mentions of the Cyber Reserve between brackets and 

to await the negotiations on the Cyber Solidarity Act to 



include this reference. 

 

New Recital 

(5c) 

(5c) When adopting Implementing Acts pursuant to the by this 

Regulation amended Article 49(7) of Regulation (EU) 2019/881, 

which will establish a certification scheme for Managed 

Security Services Providers, the Commission shall fully take 

into account the requirements for MSSPs contained in the 

Implementing Act to be adopted under Article 21(5) of NIS2 

Directive EU (2022/2555). MSSPs should not be subject to 

divergent cybersecurity requirements in the Union. The 

Implementing Act under the NIS2 Directive could in this sense 

serve as a basic level of cybersecurity requirements, on which 

(a) future MSSP certification scheme(s) can build additional 

levels of assurance. 

An Implementing act on cybersecurity requirements for 

digital infrastructure entities, including MSSPs, will be adopted 

pursuant to the NIS2 Directive by October 2024.  

In this respect it is important to emphasize that the NIS2 directive 

focusses on the protection of an organization where the current 

CSA+ proposal limits certification to the services themselves. 

This is no semantic difference, but a significant difference in 

approach. Moreover, for this type of provider, the security of the 

services is intrinsically linked to the security of the organisation 

itself. This will inevitably link the future certification 

requirements of the MSS to the NIS2 requirements of the MSSPs 

and reenforces the proposal to extend the scope of CSA+ for 

MSS to MSSP . MSSPs should not become subject to conflicting 

requirements under NIS2 or such an MSS scheme. 

Any future MSS certification scheme should therefore take 

into account the Implementing Act on MSSPs. 

 

Art. 1 (2) (b)  

on inserting a 

(a) the following point is inserted: 
 

‘(14a) ‘managed security service’ means a service provided by 

Since MSSPs are included in the scope of the NIS2 Directive, it 

is of vital importance that potential MSS schemes are coherent 



point (14a) managed security service providers as defined in Article 6(40) of 

Directive (EU) 2022/2555 of the European Parliament and of 

the Council2, consisting of carrying out, or providing assistance 

for, activities relating to cybersecurity risk management, including 

incident response, penetration testing, security audits, and 

consultancy related to technical support’; 

with the NIS2 implementation process for MSSPs. Thereby it is 

necessary that the definition of MSS used in the CSA+ be 

identical to the definition in NIS2. 

Art. 1 (1) and 

following 

(1) in Article 1(1), first subparagraph, point (b) is replaced by the 
following: 

 

‘(b) a framework for the establishment of European 

cybersecurity certification schemes for the purpose of 

ensuring an adequate level of cybersecurity for ICT 

products, ICT services, ICT processes, and managed 

security services providers in the Union, as well as for the 

purpose of avoiding the fragmentation of the internal 

market with regard to cybersecurity certification schemes 

in the Union.’; 

 

And identical changes to all other points (2)-(17) of Art. 1. 

See comments on recitals (4) & (5) 

 





DENMARK 

Denmark would like to thank the Presidency for this opportunity to provide written comments to the 

amendments of the CSA.  

In general, we would kindly like to request that the standard format for indicating changes is used in 

the compromise texts.  

We recommend altering the newly introduced definition of “managed security services”, as we do 

not find it appropriate to extend the scope of the CSA to non-ICT related “managed security 

services” Instead, we suggest the following amendment: 

 

“(2) Article 2 is amended as follows: 

 

(b) the following point is inserted:  

 

‘(14a) ‘managed security service’ means a service consisting of carrying out, or providing assistance 

for, activities relating to cybersecurity risk management, which may include including incident 

response, and penetration testing,. security audits, and consultancy related to technical support’;”  

 

 

If the article 14.a is maintained, it should be clarified that only audits and consultancy related to 

cyber security should be covered by the definition.  

In article 46(2) we find that a new formulation is necessary, in order to avoid subjective criteria. We 

must assume that a new certification scheme with three assurance levels (basic, substantial and 

high) will be established and that the formulation thus will have to accommodate all three levels. 

The current formulation of “very high” will be confusing for level basic. We suggest the following 

amendment: 

 

“(5) in Article 46, paragraphs 1 and 2 are replaced by the following:  

 

‘1. The European cybersecurity certification framework shall be established in order to improve the 

conditions for the functioning of the internal market by increasing the level of cybersecurity within the 

Union and enabling a harmonised approach at Union level to European cybersecurity certification 

schemes, with a view to creating a digital single market for ICT products, ICT services, ICT processes 

and managed security services.’;  

 

2. The European cybersecurity certification framework shall provide for a mechanism to establish 

European cybersecurity certification schemes. It shall attest that the ICT products, ICT services and 

ICT processes that have been evaluated in accordance with such schemes comply with specified security 

requirements for the purpose of protecting the availability, authenticity, integrity or confidentiality of 



stored or transmitted or processed data or the functions or services offered by, or accessible via, those 

products, services and processes throughout their life cycle. In addition, it shall attest that managed 

security services that have been evaluated in accordance with such schemes comply with specified 

security requirements for the purpose of protecting the availability, authenticity, integrity and 

confidentiality of data, which are accessed, processed, stored or transmitted in relation to the provision 

of those services, and that those services are provided continuously with the requisite competence, 

expertise and experience by staff with a sufficient and appropriate very high level of relevant technical 

knowledge and professional integrity.’;” 

 

As previously mentioned, we do not find it appropriate to extend the scope of the CSA to non-ICT 

related “managed security services”. We therefore do not see the need to introduce a new article 

51a, but would rather find it better to integrate the new article 51a in article 51 – and avoid the 

subjective criteria. If article 51a is maintained, we at least need a new formulation of the subjective 

criteria, which should either be clarified in article 51a or the recital. We suggest the following 

amendment: 

 

“(9) The following Article is inserted:  

 

‘Article 51a  

Security objectives of European cybersecurity certification schemes for managed security services  

‘A European cybersecurity certification scheme for managed security services shall be designed to 

achieve, as applicable, at least the following security objectives:  

 

(a) ensure that the managed security services are provided with the requisite competence, expertise and 

experience, including that the staff in charge of providing these services has a sufficient and 

appropriate  a very high level of technical knowledge and competence in the specific field, sufficient and 

appropriate experience, and the highest degree of professional integrity;  

 

(b) ensure that the provider has appropriate internal procedures in place to ensure that the managed 

security services are provided at a sufficient and appropriate very high level of quality at all times ;”  

  













PORTUGAL 

Portugal welcomes the proposal for a Regulation of the European Parliament and of the Council 

amending Regulation (EU) 2019/881 as regards managed security services, flagging it as an 

opportunity not to be missed. In that sense Portugal stresses the need to widen the scope of the 

amendment at the risk of losing this opportunity for years to come. 

Due to the infrastructural nature of managed services, the amendment should provide for the 

European certification of these types of services, and not only managed security services. 

Additionally, Portugal also sees a need for European certification schemes directed at the 

cybersecurity management systems of entities, to assess their compliance with the uptake of 

appropriate and proportionate technical, operational and organisational measures to manage the 

risks posed to the security of network and information systems which those entities use for their 

operations or for the provision of their services, and to prevent or minimise the impact of incidents 

on recipients of their services and on other services. 

This would enable the implementation of certification schemes for SMEs, which already exist in 

different forms throughout the EU, but also of schemes targeted for entities within the scope of NIS 

2, supporting its effective implementation by defining baseline cybersecurity standards applicable 

across the Union. 

Moreover, it would allow the creation of European cybersecurity-specific management systems 

certifications, since there seems to be a market gap in this area as well as risk of fragmentation due 

to the emergence of national schemes. 

The amendment enabling this type of certification is required since cybersecurity management 

systems rely on the implementation of organisational procedures and on active human intervention, 

and assessing their level of technical and specific competences, expertise and experience is not 

currently foreseen in the CSA. 

A new category of minimum-security objectives should be developed for the entities’ cybersecurity, 

in line with the NIS 2 provisions. 

This would also enable the development of sector-specific cybersecurity management systems 

certification schemes, which, due to their being tailored to those sectors, would better address their 

cybersecurity needs, could further boost cybersecurity in vital sectors for the society and economy 

and would contribute to a common European minimum cybersecurity level in such crucial sectors.    

In short, by enabling both above stated certifications, namely managed services and entities’ 

cybersecurity-specific management systems,  

 the quality of managed services entities under the NIS 2 scope would be improved and their 

comparability increased; 



 complementarity of the CSA with the NIS 2 Directive would be reinforced and the European 

certification schemes could contribute to the implementation of NIS 2 security objectives;   

 fragmentation of the internal market could be avoided, since there seems to be a concrete 

risk of fragmentation of the internal market in this domain; 

 cybersecurity certification could be used by National Competent Authorities, supporting 

their activities in the implementation of the NIS 2 Directive. 

 

Even if it could be actively promoted by Cybersecurity National Competent Auhtorities, 

certification of services and of cybersecurity-specific management systems should and would 

remain voluntary and not compulsory, so as not to restrict access to the market. 

In line with this view, Portugal suggests the following amendments:  

 

Article 1(1), first subparagraph, point (b): 

‘(b) a framework for the establishment of European cybersecurity certification schemes for 

the purpose of ensuring an adequate level of cybersecurity for ICT products, ICT services, 

ICT processes, and managed security services and entities’ cybersecurity management 

systems in the Union, as well as for the purpose of avoiding the fragmentation of the 

internal market with regard to cybersecurity certification schemes in the Union.’ 

 

Article 2, points 9, 10 and 11: 

‘(9) ‘European cybersecurity certification scheme’ means a comprehensive set of rules, 

technical requirements, standards and procedures that are established at Union level and 

that apply to the certification or conformity assessment of specific ICT products, ICT 

services, ICT processes, or managed security services and entities’ cybersecurity 

management systems; 

’(10) ‘national cybersecurity certification scheme’ means a comprehensive set of rules, 

technical requirements, standards and procedures developed and adopted by a national 

public authority and that apply to the certification or conformity assessment of ICT 

products, ICT services, ICT processes, and managed security services and entities’ 

cybersecurity management systems falling under the scope of the specific scheme; 

(11) ‘European cybersecurity certificate’ means a document issued by a relevant body, 

attesting that a given ICT product, ICT service, ICT process, or managed security service or 

entity’s cybersecurity management systems has been evaluated for compliance with specific 

security requirements laid down in a European cybersecurity certification scheme;’ 

 

with other relevant articles and recitals being amended accordingly. 




