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BELGIUM

The amendments suggested below aim at improving the current text of the Cyber Solidarity Act (CSoA) proposal in two main ways:

e by adjusting the terminology currently used to avoid misperceptions and to improve legal certainty,
e by encouraging cross-border cooperation within the scope of existing structures as much as possible and by avoiding a legally binding approach where it is
not necessary and could even be counterproductive.

Amendment suggestions (in bold)

I. “Cyber Shield” & “SOCs"

Comments

Recitals 12 to
15

(12) [...] A large-scale Union infrastructure of SO€s-sheuld-be
leployed-(the F CyberShield?), - £ several
interoperating cross-border cyber threat intelligence-sharing
platforms (CTIPs), each grouping together several national
TIPSOEs (“European Cyber Early Warning System”). That
infrastructure should serve national and Union cybersecurity
interests and needs, leveraging state of the art technology for
advanced data collection and analytics tools, enhancing cyber
detection and management capabilities and providing real-time
situational awareness. That infrastructure should serve to increase
detection of cybersecurity threats and incidents with the objective

of preventing attacks and limiting the damage caused by

First, Belgium supports replacing the term “Cyber Shield” by
another term such as “European Cyber (Early) Warning
System”. The word “shield” has a military connotation which
creates confusion. Furthermore, it does not accurately reflect the
objective pursued here, i.e. the detection and analysis of cyber

threats through intelligence-sharing in order to issue alerts.

Second, in the same line of thought, we think that the current
text does not sufficiently clearly explain the purpose of the
information-exchange within the “Cyber Shield”/”European

Cyber Early Warning System”. We believe the purpose of the
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cyberattacks, notably through the rapid, automated and
targeted issuance of early warnings to relevant organisations
and individuals. The European Cyber Early Warning System
would and-thus support the CSIRTs Network and complement
apd—suppert Union entities and networks responsible for
preventing and mitigating cybersecurity crises erisis
management-in the Union, notably the EU Cyber Crises Liaison
Organisation Network (‘EU-CyCLONg’), as defined in Directive
(EU) 2022/2555 of the European Parliament and of the Council 24

(13) Each Member State should designate a public body at national
level tasked with coordinating cyber threat detection activities in
that Member State. These National CTIPsSO€s should act as a
reference point and gateway at national level for participation in
the European Cyber Early Warning SystemShield and should
ensure that cyber threat information from public and private

entities is shared and collected at national level in an effective and

first pillar of the CSoA is to prevent cyber incidents. We thus
suggest making the preventive — i.e. early warning - objective
much more explicit in the wording of the text. For instance, we
could specify, through amendments to Recital 12, Article 1(2)(a)
and Article 3, that the “European Cyber Early Warning System”
aims to enable the rapid, automated and targeted issuance of
early warnings to relevant organisations and individuals in order
to prevent cyberattacks, or at least to limit the damage caused by

cyberattacks.!

Third, we think the use of the term “Security Operation Centre”
(SOC) is confusing and should be avoided. Taking into account
the outcome of the very useful discussions during the SOC

workshop of 12 September 2023, we suggest:

* As first choice, to replace the term “SOC” by “Cyber
Threat Intelligence-sharing Platforms (CTIPs)” or “Cyber
Threat Intelligence hubs (CTIHs)”,

EN
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because they are part of the target group).

Example of an early warning preventing an attack: A spear warning alert will inform an organisation that they are particularly vulnerable to a given attack (e.g. because of an outdated system or

Example of an early warning limiting the damage caused by an attack: A pre-ransomware alert informs an organisation that its system has already been compromised (e.g. the attacker has gained access
to some parts of the network) but that it may still be possible to avoid the encryption of its data by taking appropriate measures.
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streamlined manner. Some CTIPs already exist, such as the
Malware Information Sharing Platform - a tool used by several
CSIRTs to exchange technical threat information quickly and

directly with each other and with relevant entities.

[Recitals 14 to 15 would also have to be rephrased accordingly
to replace “Cyber Shield” by “Cyber Early Warning system”
and “SOC” by “cyber threat intelligence-sharing platform”]

Art. 1 — Subject
matter &

objectives

[...] 2. This Regulation pursues the objective to strengthen

solidarity at Union level through following specific objectives:

(a) to strengthen common Union detection and situational
awareness of cyber threats and incidents to enable the rapid,
automated and targeted issuance of early warnings to relevant
organisations and individuals in order to prevent cyberattacks,
or at least to limit the damage caused by cyberattacks. Such
capabilities will also thus—alewingte-reinforce the competitive
position of industry and services sectors in the Union across the
digital economy and contribute to the Union’s technological

sovereignty in the area of cybersecurity; [...]

» As second choice, if the term “SOC” is maintained, to amend
the definition to make it clear that it refers to a set of functions
and not an entity, consistent with the Commission statement
made during the 18 September HWPCI meeting. The CSoA
should not require the creation of a new “SOC” entity, where an
entity (such as a national CSIRT) already performs the tasks

described at national level.

The fact that the European Commission and the ECCC have
already used the term “SOC” in the context of DEP projects
does not create any obligation to use such a term in EU
legislation. On the opposite, we believe that the DEP can adapt
its terminology for future tenders and calls for proposals to align

itself with new EU legislation.
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[...] 3. This Regulation is without prejudice to the Member States’
primary responsibility for national security, public security, and
the prevention, investigation, detection and prosecution of criminal

offences.

Art. 2 -

Definitions

[...1 1. ‘Cross-border threat intelligence-sharing platform
Seeurity Operations—Centre’ (“Cross-border SOETIP”) means a
multi-country platform, that brings together in a coordinated
network structure national bodies tasked with detecting,
monitoring and analysing cyber threats SOCs from at least
three Member States who form a Hosting Consortium, and that is
designed to prevent cyber threats and incidents and to support the
production of high-quality intelligence, notably through the
exchange of data from various sources, public and private, as well
as through the sharing of state-of-the-art tools and jointly
developing cyber detection, analysis, and prevention and

protection capabilities in a trusted environment; |[...]

Art. 3 — “Cyber
Shield”

Establishment of the European Cyber ShieldEarly Warning
System

1. An interconnected pan-European infrastructure of Cyber
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Threat Intelligence-Sharing PlatformsSeeurity —Operations
€Centres (‘European Cyber ShieldEarly Warning System’) shall

be established to develop advanced capabilities for the Union to
detect, analyse and process data on cyber threats and incidents in
the Union. It shall consist of all National Cyber Threat

Intelligence-Sharing PlatformsSeeurity —Operations—Centres
(‘National CTIPsSO€s’) and Cross-border Cyber Threat

Intelligence-Sharing PlatformsSeeurity —Operations—Centres
(‘Cross-border CTIPsSOE€s’).

Actions implementing the European Cyber ShieldEarly Warning
System shall be supported by funding from the Digital Europe
Programme and implemented in accordance with Regulation (EU)

2021/694 and in particular Specific Objective 3 thereof.

2. The European Cyber ShieldEarly Warning System shall:

(a) pool and share data on cyber threats and incidents from various

sources through cross-border CTIPsSOCs;

(b) produce high-quality, actionable information and cyber threat
intelligence, through the use of state-of-the art tools, notably

Artificial Intelligence and data analytics technologies;
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(c) contribute to better protection and response to cyber threats,
including thanks to the issuance by National CTIPs of early

warnings to relevant entities and individuals;

(d) contribute to faster detection of cyber threats and situational

awareness across the Union;

(e) provide services and activities for the cybersecurity community
in the Union, including contributing to the development advanced

artificial intelligence and data analytics tools. [...]

Art. 4
“National

SOCs”

National Cyber Threat Intelligence-sharing PlatformsSeeurity
Operations-Centres

1. In order to participate in the European Cyber ShieldEarly
Warning System, cach Member State shall designate at least one
national public body acting as CTIPSOC—TFhe National SOC
shall-be-a-publiecbody-

It shall have the capacity to act as a reference point and gateway to
other public and private organisations at national level for
collecting and analysing information on cybersecurity threats and
incidents and contributing to a Cross-border CTIPSOE. It shall be
equipped with state-of-the-art technologies capable of detecting,

Obtaining EU funding for the reinforcement of cyber

intelligence capabilities should not be made legally

conditional on membership in a cross-border threat
Intelligence-sharing consortium. We thus suggest deleting Art.

4(3).

In several cases, sharing information at the level of the EU as a
whole makes more sense than sharing it with a limited number

of States within a consortium.

In terms of intelligence-sharing among CSIRTs, we are thus not
convinced that there is great value in imposing an intermediate

level (consortium-level) between the national and European
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aggregating, and analysing data relevant to cybersecurity threats

and incidents.

2. Following a call for expression of interest, National
CTIPsSOE€s shall be selected by the European Cybersecurity
Competence Centre (‘ECCC”) to participate in a joint procurement
of tools and infrastructures with the ECCC. The ECCC may award
grants to the selected National CTIPSOEs to fund the operation of
those tools and infrastructures. The Union financial contribution
shall cover up to 50% of the acquisition costs of the tools and
infrastructures, and up to 50% of the operation costs, with the
remaining costs to be covered by the Member State. Before
launching the procedure for the acquisition of the tools and
infrastructures, the ECCC and the National CTIPSO€ shall
conclude a hosting and usage agreement regulating the usage of the

tools and infrastructures.

levels.

Moreover, given the still very recent formation of consortia in
the context of cross-border “SOC” projects supported by the
ECCC, it would be wise to leave as much flexibility as possible
in the CSoA’s wording of legal requirements, in order to be able
to take into account as many lessons learned as possible that will

emerge from these projects in future months and years.

Belgium would also like to stress that the CSIRTs Network is
already doing a great deal of work exchanging cyber threat
intelligence across borders. This work should not be hindered or
unnecessarily duplicated by the establishment of cross-border
cyber threat intelligence-sharing platforms. We thus suggest the
introduction of Art.5(5) to give an explicit role to the CSIRTSs
network as the umbrella structure charged with monitoring
the operation of cross-border CTIPs. We also note that
achieving the objectives of a European Cyber Early Warning
System may involve a higher level of automation or
strengthened efficiency of cross-border intelligence-sharing

within the CSIRTs network.
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Jditional Uni Jerthis Regulation.

Art. 5 — “Cross-
border SOCs”

Cross-border Cyber Threat Intelligence-sharing
PlatformsSeeurity- Operations-Centres

1. A Hosting Consortium consisting of at least three Member
States, represented by National CTIPSOE€s, committed to working
together to coordinate their cyber-detection and threat monitoring
activities shall be eligible to participate in actions to establish a

Cross-border CTIPSOE€. [...]

[...]14. A Cross-border CTIPSOE€ shall be represented for legal
purposes by a National CTIPSOE—acting as coordinating
CTIPSOE, or by the Hosing Consortium if it has legal personality.
The co-ordinating CTIPSOE€ shall be responsible for compliance
with the requirements of the hosting and usage agreement and of

this Regulation.

5. The CSIRTs Network shall monitor the operation of Cross-
border CTIPs.

Recital 16 -

Sensors

[...]. The information exchanged among participants in a Cross-
border SOC could include, for instance datafrom-networks-and

sensors, threat intelligence feeds, indicators of compromise, and

Recital 16 suggests that national “SOCs”/CTIPs may place
sensors on critical infrastructures, which may be a very

sensitive at national level. It is important that such a possibility

EN

EN




contextualised information about incidents, threats and

vulnerabilities. In addition, cross-border cyber threat intelligence-
sharing platforms (CTIPs)SOE€s—mayshould also enter into

cooperation agreements with other cross-border CTIPSSOE€s.

be left to the discretion of the national CSIRTs. If network flows
originating from critical infrastructures were to be subject to
compulsory listening, this could undermine the trusted role of
national CSIRTs. We therefore recommend removing the

reference to “data from networks and sensors” in the Recital and

Art. 6 - Info- | Cooperation and information sharing within and between cross- clarifying that the list is not limitative, leaving it up to each
sharing border CTIPsSOEs cross-border “SOC”/TIP to determine what type of information
[“SOC” would need to be replaced by “CTIP” throughout the | they wish to share, and to what level of granularity.
whole article]
Art. 7 - Coop. | . Where the Cross-border CTIPsSOCs obtain information | Belgium recommends that the CSIRTs network should be the

with EU bodies

relating to a potential or ongoing large-scale cybersecurity
incident, they information to ¥EB-
=€y€LONe; the CSIRTs network and-the-Commission;—in—view
£ thei . .. lesi . "

Direetive-(EH)-2022/2555 without undue delay.

1a. CERT-EU shall be designated as CTIP for EU institutions

shall provide relevant

and bodies and participate in the European Cyber Early
Warning System.

2. The Commission may, by means of implementing acts,

determine the procedural arrangements for the information sharing

first and primary structure through which relevant

information flows from the cross-border TIPs are
channelled. Further transmission of relevant information to EU-
CyCLONe and the European Commission can be ensured by the

CSIRTs Network via existing channels and procedures.

Furthermore, provisions should be included to allow EU bodies
such as CERT-EU to participate in and contribute to the
European Cyber Early Warning System next to national

CSIRTs.

EN
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provided for in paragraphs 1. Those implementing acts shall be
adopted in accordance with the examination procedure referred to

in Article 21(2) of this Regulation.

II. Cyber Emergency Mechanism & the European Cybersecurity Reserve

Recitals 30 &
37 -
Preparedness

& support to

third countries

(30) In addition, the Cyber Emergency Mechanism should offer
support for other preparedness actions and support preparedness in
other sectors, not covered by the coordinated testing of entities
operating in highly critical sectors. Those actions could include
various types of national preparedness activities such as
penetration tests, the organisation of simulation exercises, and
the provision of technical advice on compliance with
cybersecurity legislation (such as NIS2) and other best practice

standards.

(37) Taking into account the unpredictable nature of cybersecurity
attacks and the fact that they are often not contained in a specific
geographical area and pose high risk of spill-over, the
strengthening of resilience of neighbouring countries and their

capacity to respond effectively to significant and large-scale

The main objective of the Cyber Reserve is to provide assistance
to European entities dealing with cyber incidents. A secondary
objective is to help (associated) third countries deal with
cybersecurity attacks. Likewise, the Reserve could be used to
help strengthen the preventive capabilities of entities in the
EU, as well as of those in third countries. Services such as
penetration tests could be used to test and boost the cyber
resilience of eligible entities. We thus suggest an amendment to
Recital 30 aimed at stressing the importance of preventive

actions, beyond coordinated testing.

That said, the programs and funding for these support actions
should not mix the different objectives. EU and non-EU entities
should never be put in competition with each other for the same
resources. Clear demarcations in the available funds should be set
out by the ECCC to allocate different funds to EU and non-EU entities.
Likewise, funding programs should clearly distinguish preventive from

EN
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cybersecurity incidents contributes to the protection of the Union
as a whole. Therefore, third countries associated to the DEP may
be supported from the EU Cybersecurity Reserve, where this is
provided for in the respective association agreement to DEP. The
funding for associated third countries should be supported by the
Union in the framework of relevant partnerships and funding
instruments for those countries. Any risk of competition between
the support provided to third countries and the support
provided to EU Member States should be avoided. The support
should cover services in the area of response to and immediate
recovery from significant or large-scale cybersecurity incidents.
The conditions set for the EU Cybersecurity Reserve and trusted
providers in this Regulation should apply when providing support

to the third countries associated to DEP.

Art. 10 — Type

of actions

1. The Mechanism shall support the following types of actions:

(a) preparedness actions, including the coordinated preparedness
testing of entities operating in highly critical sectors across the
Union and other preventive and preparedness actions such as
penetration tests and simulation exercises. Such preparedness

actions may in some cases be provided by trusted providers

reactive capabilities of the Reserve. We suggest including this
principle in Recital 37.

EN
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participating in the EU Cybersecurity Reserve established
under Article 12;

(b)response actions, supporting response to and immediate
recovery from significant and large-scale cybersecurity incidents,
to be provided by trusted providers participating in the EU
Cybersecurity Reserve established under Article 12;

(c)mutual assistance actions consisting of the provision of
assistance from national authorities of one Member State to
another Member State, in particular as provided for in Article
11(3), point (f), of Directive (EU) 2022/2555.

Art. 11
Coordinated
tests

1. For the purpose of supporting the coordinated preparedness
testing of entities referred to in Article 10(1), point (a), across the
Union, the Commission, after consulting the NIS Cooperation
Group and ENISA, shall identify the sectors, or sub-sectors,
concerned, from the Sectors of High Criticality listed in Annex I to
Directive (EU) 2022/2555 from which entities may be subject to
the coordinated preparedness testing, taking into account existing
and planned coordinated risk assessments and resilience testing at

Union level.

The selection of entities to take part in the coordinated tests

The wording of the article could be more precise and clarify that
national authorities are responsible for applying for the
grants and will thus be tasked with selecting the relevant
entities to take part in the coordinated tests, on a voluntary
basis, based on the critical sectors identified by the European
Commission (intention confirmed by the European Commission

during the 18 September HWPCI meeting).

EN
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will be made by each participating Member State on a

voluntary basis. [...]

Art. 12 -

Cybersecurity

Reserve

1. An EU Cybersecurity Reserve shall be established, in order to
assist users referred to in paragraph 3 in preventive and
preparedness actions, as well as in responding or providing
support for responding to significant or large-scale cybersecurity

incidents, and immediate recovery from such incidents. [...]

[...] 6. The Commission mayshall entrust the operation and
administration of the EU Cybersecurity Reserves-in-full-or-inpart;

to ENISA, by means of contribution agreements. [...]

As stressed in our comments on Recital 30, Belgium believes
that the “preparedness” dimension of the Cyber Emergency
Mechanism should be strengthened and that it should be
possible to use the Cyber Reserve to support preparedness

actions, hence our suggested amendment to Art. 12(1).

Moreover, we suggest amending Art. 12(6) to more clearly
specify the role of ENISA in relation to the Cybersecurity
Reserve. This would remove the uncertainty created by the
current text, which leaves a lot of discretion to the European

Commission.

Art. 13 -

Requests  for

support

[...] 5. Requests for incident response and immediate recovery

support shall include:
(a) the choice of provider(s)

)(b) appropriate information regarding [...]

We understand that users can choose which provider(s) they
wish to obtain services from, from among the list of Cyber
Reserve MSSPs. If this is indeed the case, we recommend

making it more explicit in Art. 13.

Art. 14 -

Implementation

1. Requests for support from the EU Cybersecurity Reserve, shall

be assessed by the Commission based on transparent and

As regards the filtering of requests by the European Commission

as foreseen in Art. 14(1), we have some reservations, especially

EN
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of the | objective criteria, with the support of ENISA or as defined in | since the selection criteria in Art. 14(2) leave some room for
Cybersecurity | contribution agreements under Article 12(6), and a response shall | interpretation. Belgium believes that the CSoA should include
Reserve be transmitted to the users referred to in Article 12(3) as soon as | guarantees that this filtering will be objective, transparent and
possible so as not to compromise the effectiveness of the | carried out quickly so as not to compromise the effectiveness of
proposed support actionwitheut-delay- the response service — when the Cyber Reserve is used of
incident response services.
Art. 16  —| 3. Procured services will be limited in time, and be subject to | It is important that the provided services are offered to support
Trusted regular evaluation by the Commission whether the provider | response to and immediate recovery from significant or large-
providers still complies with the selection criteria in point 2. scale cybersecurity incident and not replace structural

Recital 36
Incident
Review

Mechanism

(36) In order to support the objectives of this Regulation of

promoting shared situational awareness, enhancing Union’s
resilience and enabling effective response to significant and large-
scale cybersecurity incidents, the EU-=CyCLONe, the CSIRTs
network or the Commission maysheuld-be-able-te-ask ENISA to

review and assess threats, vulnerabilities and mitigation actions

investments or infrastructures required. This will also contribute
to tackle the risk of vendor buy-in, by making sure that the

delivered service is targeted to the specific incident at hand.

III. Incident Review Mechanism

Belgium is not convinced that the cybersecurity incident
review mechanism provided for in Art. 18 is legally
necessary, especially since Art. 7(4) of the CSA already gives a
mandate to ENISA in this respect. We would rather support a
more flexible approach based on veoluntary cooperation,

without the creation of a binding legal provision.

EN
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with respect to a specific significant or large-scale cybersecurity
incident. After the completion of a review and assessment of an
incident, ENISA maysheuld prepare an incident review report, in
collaboration with relevant stakeholders, including representatives
from the private sector, Member States, the Commission and other
relevant EU institutions, bodies and agencies. As regards the
private sector, ENISA is developing channels for exchanging
information with specialised providers, including providers of
managed security solutions and vendors, in order to contribute to
ENISA’s mission of achieving a high common level of
cybersecurity across the Union. This is however without prejudice
to the role of national CSIRTSs vis-a-vis their national constituents,
which implies that any information shared by private entities
with ENISA should be obtained via the relevant national
CSIRT or shared simultaneously with the relevant national
CSIRT, in order not to undermine the roles and
responsibilities of national CSIRTS, as established under the
NIS2 Directive EU 2022/2555. Building on the collaboration with
stakeholders, including the private sector, the review report on
specific incidents should aim at assessing the causes, impacts and

mitigations of an incident, after it has occurred. Particular attention

Moreover, if Art. 18 remains, we see a risk that the current
drafting could result in a disintermediation of national
CSIRTs, e.g. if private entities involved in a cyber incident or
crisis are asked to share information directly with ENISA
without having to share it with their national CSIRT. The
Commission having indicated during the meeting of the HWPCI
on 18 September 2023 that it is open to consider an amendment
in this direction, we suggest making it explicit that any
information shared by private entities with ENISA should be
also shared with their national CSIRT.

EN
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should be paid to the input and lessons shared by the managed
security service providers that fulfil the conditions of highest
professional integrity, impartiality and requisite technical expertise
as required by this Regulation. The report should be delivered and
feed into the work of the EU-=CyCLONe, the CSIRTs network
and the Commission. When the incident relates to a third country,
it will also be shared by the Commission with the High

Representative.

Art. 18

[Deletion of Art. 18 is our preferred choice.

If the article remains, we would recommend amending it as

follows:]

[...] 2. To prepare the incident review report referred to in
paragraph 1, ENISA may consultshall-coHaberate—all rclevant
stakeholders, including representatives of Member States, the
Commission, other relevant EU institutions, bodies and agencies,
managed security services providers and users of cybersecurity
services. When consulting other stakeholders and any
individual entity established in a Member State, ENISA should

ensure that information is primarily obtained from the

EN
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relevant national CSIRT. Where it is not, ENISA shall ensure
that any information shared by entities established in a
Member State is also shared with the relevant national
CSIRT(s). Where-appropriate, ENISA-—shall-also—collaberate
ith ities-aff L byv-sionifi ! leevk .
ineid T } iew. ENIS ] ]
other—types—ofstakeholders. Consulted representatives shall

disclose any potential conflict of interest.[...]

EN
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CZECH REPUBLIC
[...]

Proposal for a

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

laying down measures to strengthen solidarity and capacities in the Union to detect, prepare

for and respond to cybersecurity threats and incidents

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article

173(3) and Article 322(1), point (a) thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,
Having regard to the opinion of the Court of Auditors?

Having regard to the opinion of the European Economic and Social Committee?,
Having regard to the opinion of the Committee of the Regions®,

Acting in accordance with the ordinary legislative procedure,

Whereas:|

HAVE ADOPTED THIS REGULATION:
Chapter 1

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives

2 OJCL. )L p-[.n].
3 0icC,,p..
4 oJC,,p..
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Commented [A1]: For the time being we focus on the articles
and do not comment on recitals, as they may require further
adjustments based on the final text of articles.
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1. This Regulation lays down measures to strengthen capacities in the Union to detect, prepare for

and respond to cybersecurity threats and incidents, in particular through the following actions:

(a) the deployment of a pan-European infrastructure of Computer security incident
response teams (CSIRTSs) and Security Operations Centres (‘European Cyber Shield’) to
build and enhance common detection and situational awareness capabilities_falling within
the scope of the CSIRTs Network;

(b) the creation of a Cybersecurity Emergency Mechanism to support Member States in

preparing for, responding to, and immediate recovery from significant and large-scale
cybersecurity incidents;

2. This Regulation pursues the objective to strengthen solidarity at Union level through following

specific objectives:

(a) to strengthen common Union detection and situational awareness of cyber threats and
incidents thus allowing to reinforce the competitive position of industry and services
sectors in the Union across the digital economy and contribute to the Union’s technological
sovereignty in the area of cybersecurity;

(b) to reinforce preparedness of entities operating in critical and highly critical sectors across
the Union and strengthen solidarity by developing common response capacities against
significant or large-scale cybersecurity incidents, including by making Union cybersecurity
incident response support available for third countries associated to the Digital Europe
Programme (‘DEP’);

3. This Regulation is without prejudice to the Member States’ pﬁmaﬁ%@}responsibility for

national security, public security, and the primary responsibility for prevention, investigation,

detection and prosecution of criminal offences.

Article 2
Definitions

For the purposes of this Regulation, the following definitions apply:

@ ‘Cross-berder-Security Operations-Centre’ (“Cross-border- SOC>)-means a multi-

country platform, that brings together in a coordinated network structure national SOCs
from at least three Member States who form a Hosting Consortium, and that is
designed to prevent cyber threats and incidents and to support the production of high-
quality intelligence, notably through the exchange of data from various sources, public
and private, as well as through the sharing of state-of-the-art tools and jointly
developing cyber detection, analysis, and prevention and protection capabilities in a
trusted environmentj

20 EN

Commented [A2]: We do not see an added value in the
cybersecurity incident review mechanism. Moreover, the relevant
actions by ENISA may constitute an interventions to national
matters of the affected Member State, and negatively affect
national processes such as ongoing criminal proceedings, etc. For
these reasons, we do not support this initiative.

Commented [A3]: Art. 4(2) TEU; national security is
Member States’ sole responsibility.

Commented [A4]: As it was shown during the SOC workshop
the terminology and definition of SOC is problematic. We think
that tasks of the Cross-border SOC would suit better the CSIRT
network and its members. That is why we would like to change
this chapter to be more focused ond CSIRTSs network members,
national SOCs and other CSIRTSs (which are not designated as
members of CSIRTSs network). The main entity should be CSIRTs
network as set up in accordance with the NIS 2.
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H(2) _ ‘National Security Operations Centre (“National SOC”)’

2) ‘public body’ means a body governed by public law as defined in Article 2((1), point (4),),
of Directive 2014/24/EU of the European Parliament and the Council’;

3) ‘Hosting Consortium’ means a consortium composed of participating states, represented
by National SOCs, that have agreed to establish and contribute to the acquisition of tools
and infrastructure for, and operation of, a Cross-border SOC ;

“4) ‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU) 2022/2555;

) ‘entities operating in critical or highly critical sectors’ means type of entities listed in
Annex | and Annex II of Directive (EU) 2022/2555;

(6) ‘cyber threat’ hneans a cyber threat as defined in Article 2, point (8), of Regulation (EU)
2019/881;

7 ‘significant cybersecurity incident’ means a cybersecurity incident fulfilling criteria set
out in Article 23(3) of Directive (EU) 2022/2555;

®) ‘large-scale cybersecurity incident’ means an incident as defined in Article 6, point (7) of

Directive (EU)2022/2555;

(11) ‘trusted providers’ means managed security service providers as defined in Article 6,
point (40), of Directive (EU) 2022/2555 selected in accordance with Article 16 of this
Regulation.

Chapter I1
THE EUROPEAN CYBER SHIELD

Article 3
Establishment of the European Cyber Shield

1. An interconnected pan-European infrastructure of Computer security incident reponse teams

(CSIRTs) and Security Operations Centres (‘European Cyber Shield’) shall be established to

develop advanced capabilities for the Union to detect, analyse and process data on cyber threats and

incidents in the Union. It shall consist of all the members of the CSIRTs network (established in

accordance with the directive- 2022/2555), CSIRTs and National Security Operations Centres
(‘National SOCs’) voluntarityregistered by the Member States. e Cross-berderSecurity Operations Centres{-Cross

3 Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014 on public
procurement and repealing Directive 2004/18/EC (OJ L 94 28.3.2014, p. 65).
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Actions implementing the European Cyber Shield shall be supported by funding from the Digital
Europe Programme and implemented in accordance with Regulation (EU) 2021/694 and in
particular Specific Objective 3 thereof.
2. The European Cyber Shield shall:

(a) pool and share data on cyber threats and incidents from various sources through cross-

border SOCs;

(b) produce high-quality, actionable information and cyber threat intelligence, through the
use of state-of-the art tools, notably Artificial Intelligence and data analytics technologies;

(c) contribute to_the activities of the CSIRTs Network aimed at better protection and

response to cyber threats;

(d) contribute to faster detection of cyber threats and situational awareness across the Union;

It shall be developed in cooperation with the pan-European High Performance Computing

infrastructure established pursuant to Regulation (EU) 2021/1173.

Article 4

tNational Security Operations Centres_and Computer security incident reponse teams|
1. In order to participate in the European Cyber Shield, each Member State shall-may designate a at

least-one-National SOC or CSIRT as per article 11 of the directive 2022/2555 . The National SOC
shall be a public body.

It shall have the capacity to act as a reference point and gateway to other public and private
organisations at national level for collecting and analysing information on cybersecurity threats and

incidents and eentributing-tesharing those with the member of the CSIRTs Network a-Cress-berder

SOE. It shall be equipped with state-of-the-art technologies capable of detecting, aggregating, and
analysing data relevant to cybersecurity threats and incidents.

2. Following a call for expression of interest, National SOCs_or CSIRTs shal-may be selected by
the European Cybersecurity Competence Centre (‘ECCC”) to participate in a joint procurement of
tools and infrastructures with the ECCC. The ECCC may award grants to the selected National
SOCs_or CSIRTSs to fund the operation of those tools and infrastructures. The Union financial
contribution shall cover up to 50% of the acquisition costs of the tools and infrastructures, and up to
50% of the operation costs, with the remaining costs to be covered by the Member State. Before

launching the procedure for the acquisition of the tools and infrastructures, the ECCC and the
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National SOC or CSIRT shall conclude a hosting and usage agreement regulating the usage of the
tools and infrastructures.

3. A National SOC _or CSIRT selected pursuant to paragraph 2 shall commit to_concluding an
information and intelligence sharing agreement with the respective Member State’s representative

in the CSIRTs Network apply-to-partieipate-ina-Cross-border-SOC-within two years from the date

on which the tools and infrastructures are acquired, or on which it receives grant funding,

whichever occurs sooner. If a National SOC or CSIRT has -s not concluded an information and

intelligence sharing agreement with the respective Member State’s representative in the CSIRTSs

Network a-participantin-a-Cross-berderSOC-by that time, it shall not be eligible for additional
Union support under this Regulation.

Article 5

Cross-border-Seeurity Operations CentreCSIRTs Network members joint procurement

1. Members of the CSIRTs Network cooperate in accordance with article 15 of the directive

2022/2555.

2. Following a call for expression of interest, aMember of the CSIRTs network Hesting

Censertinm-shall be selected by the ECCC to participate in a joint procurement of tools and
infrastructures with the ECCC. The ECCC may award to the Member of the CSIRTs Network
Hesting-Consortinm-a grant to fund the operation of the tools and infrastructures. The Union

financial contribution shall cover up to 75% of the acquisition costs of the tools and infrastructures,
and up to 50% of the operation costs, with the remaining costs to be covered by the Hesting
Consertivmselected Member of the CSIRTs Network. Before launching the procedure for the
acquisition of the tools and infrastructures, the ECCC and the Member of the CSIRTs
NetworkHesting-Consertinm shall conclude a hosting and usage agreement regulating the usage of

the tools and infrastructures.
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Article 6

Cooperation and information sharing within-and-between Members of the CSIRTs network,
National SOCs and CSIRTs eress-border-SOCs

1. Members-of National SOCs and CSIRTs from the same Member State aHesting-Consertitin

shall exchange relevant information among themselves_and share relevant information with the

respective Member State’s representative in the CSIRTs Network, withinthe-Cross-borderSOC

including information relating to cyber threats, near misses, vulnerabilities, techniques and
procedures, indicators of compromise, adversarial tactics, threat-actor-specific information,
cybersecurity alerts and recommendations regarding the configuration of cybersecurity tools to

detect cyber attacks, where such information sharing:

(a) aims to prevent, detect, respond to or recover from incidents or to mitigate their impact;

(b) enhances the level of cybersecurity, in particular through raising awareness in relation to
cyber threats, limiting or impeding the ability of such threats to spread, supporting a range
of defensive capabilities, vulnerability remediation and disclosure, threat detection,
containment and prevention techniques, mitigation strategies, or response and recovery
stages or promoting collaborative threat research between public and private entities.

2. The information and intelligence sharing agreement written-econsortim-agreementreferred to in
Article 54(3) shall establish:

(a) a commitment to share a-significant-amount-efrelevant data referred to in paragraph 1, and
the conditions under which that information is to be exchanged;

(b) a governance framework incentivising the sharing of information by all participants;

(c) targets for contribution to the development of advanced artificial intelligence and data
analytics tools.
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Article 7

Cooperation and information sharing with Union entities
1. Where the Cress-berderSOCsMembers of CSIRTs network obtain information relating to a

potential or ongoing large-scale cybersecurity incident, they shall provide relevant information to

EU-=CyCLONe and; the CSIRTs Network-and-the-Commission; in view of their respective crisis

management roles in accordance with Directive (EU) 2022/2555 without undue delay.

Article 8
Security

1. Member States participating in the European Cyber Shield shall ensure a high level of data
security and physical security of the European Cyber Shield infrastructure, and shall ensure that the
infrastructure shall be adequately managed and controlled in such a way as to protect it from threats
and to ensure its security and that of the systems, including that of data exchanged through the
infrastructure.

2. Member States participating in the European Cyber Shield shall ensure that the sharing of

information within the European Cyber Shield with entities which are not Member State public

bodies does not negatively affect the security interests of the Union.

Chapter I11
CYBER EMERGENCY MECHANISM

Article 9
Establishment of the Cyber Emergency Mechanism
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significant and large-scale cybersecurity incidents (the ‘Mechanism”).

2. Actions implementing the Cyber Emergency Mechanism shall be supported by funding from
DEP and implemented in accordance with Regulation (EU) 2021/694 and in particular Specific
Objective 3 thereof.

Article 10

Type of actions

1. The Mechanism shall support the following types of actions:

(a) preparedness actions; i
(b) response actions, supporting response to and immediate recovery from significant and

large-scale cybersecurity incidents, to be provided by trusted providers participating in the
EU Cybersecurity Reserve established under Article 12;

(c) )mutual assistance actions lconsisting of the provision of assistance from national authorities
of one Member State to another Member State, in particular as provided for in Article
11(3), point (f), of Directive (EU) 2022/2555.

2. As a part of the Mechanism, an Emergency Fund shall be established to rapidly cover immediate

costs of Member States necessary for their swift response to significant and large-scale

cybersecurity incidents/

Article 11

boordinated preparedness testing of entities\
1. For the purpose of supporting the coordinated preparedness testing of entities referred to in

Article 10(1), point (a), across the Union, the Commission, after consulting the NIS Cooperation
Group and ENISA, }shall identify the sectors, or sub-sectors, concerned, from the Sectors of High
Criticality listed in Annex I to Directive (EU) 2022/2555 from which entities may be subjeet

recommended to take part in the voluntary coordinated preparedness testing, taking into account

existing and planned coordinated risk assessments and resilience testing at Union level.

la. The definition of the process associated to the coordinated preparedness testing shall be the sole

competence of the Member States.
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2. The NIS Cooperation Group in cooperation with the Commission, ENISA, and the High
Representative, shall develop common risk scenarios and methodologies for the coordinated testing

exercises.

Article 12
Establishment of the EU Cybersecurity Reserve

1. An EU Cybersecurity Reserve shall be established, in order to assist users referred to in
paragraph 3, in responding or providing support for responding to significant or large-scale
cybersecurity incidents, and immediate recovery from such incidents.
2. The EU Cybersecurity Reserve shall consist of incident response services from trusted providers
selected in accordance with the criteria laid down in Article 16. The Reserve shall include pre-
committed services[. The services shal-may be deployable upon request in all Member States.
3. Users of the services from the EU Cybersecurity Reserve shall include:
(a) Member States’ cyber crisis management authorities and CSIRTs as referred to in Article
9 (1) and (2) and Article 10 of Directive (EU) 2022/2555, respectively;
(b) Union institutions, bodies and agencies;

(¢) Third countries as set out in Article 17 (1) of this Regulation.

4. Users referred to in paragraph 3, point (a), shall-may use the services from the EU Cybersecurity
Reserve in order to respond or support response to and immediate recovery from significant or
large-scale incidents affecting entities operating in kritical or highly critical sectors, if assessed as

beneficial by the user.

5. The Commission shall have overall responsibility for the implementation of the EU

Cybersecurity Reserve. The Commission, in close cooperation with the ECCC, shall determine the

priorities and evolution of the EU Cybersecurity Reserve, in line with the requirements of the users
referred to in paragraph 3, points (a) and (b), and shall supervise its implementation, and ensure
complementarity, consistency, synergies and links with other support actions under this Regulation

as well as other Union actions and programmes.

7. In order to support the Commission in establishing the EU Cybersecurity Reserve, ENISA shall

prepare a mapping of the services needed, after consulting Member States lnd Union institutions,

bodies and agencies{aﬁd;th%@emmissm. ENISA shall prepare a similar mapping, after consulting
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the Commission, to identify the needs of third countries eligible for support from the EU

Cybersecurity Reserve pursuant to Article 17. The Commission _shall inform the Council about the

needs of third countries and, where relevant, shal-consult the High Representative.

8. The Commission may, by means of implementing acts, specify the types and the number of
response services required for the EU Cybersecurity Reserve. Those implementing acts shall be

adopted in accordance with the examination procedure referred to in Article 21(2).

Article 13
Requests for support from the EU Cybersecurity Reserve
1. The users referred to in Article 12(3) may request services from the EU Cybersecurity Reserve to
support response to and immediate recovery from significant or large-scale cybersecurity incidents.
2. To receive support from the EU Cybersecurity Reserve, the users referred to in Article 12(3) shall
take-exhaist all other measures to mitigate the effects of the incident for which the support is
requested, including the provision of direct technical assistance, and other resources to assist the

response to the incident, and immediate recovery efforts.

3. Requests for support from users referred to in Article 12(3), point (a), of this Regulation shall be

transmitted to the designatet Point of Contact in the Commission and-ENISA-via the Single Point of
Contact designated or established by the Member State in accordance with Article 8(3) of Directive
(EU) 2022/2555.

4. Member States shall inform the CSIRTs network, and where appropriate EU-CyCLONe, about
their requests for incident response and immediate recovery support pursuant to this Article.

5. Requests for incident response and immediate recovery support \shall include:\

(a) approptiate-information on how the provisions of article 9 and 10 of NIS2 directive have
been met as| regardsing the affected entity and potential impacts of the incident and the

planned use of the requested support, including an indication of the estimated needs;

(b) general information about measures taken to mitigate the incident for which the support is
requested, as referred to in paragraph 2;

(c) information about other forms of support available to the affected entity..—ineluding

a S 0

6. ENISA, in cooperation with the Commission and the NIS Cooperation Group, shall develop a

template to facilitate the submission of requests for support from the EU Cybersecurity Reserve.
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Article 14

Implementation of the support from the EU Cybersecurity Reserve

1. Requests for support from the EU Cybersecurity Reserve, shall be assessed by the Commission,

with the support of- the ECCCENISA-er-as-defined-incontribution-agreements-under Article 12(6),
and a respense-decision shall be transmitted to the users referred to in Article 12(3) Mithout delay]

and in any event within 72 hours from the submission of the request at the latest.

2. rTo prioritise requests, in the case of multiple concurrent requests, the following criteria shall be

taken into account, where relevant: |

(a) the severity of the cybersecurity incident;

(b) the type of entity affected, with higher priority given to incidents affecting essential entities
as defined in Article 3(1) of Directive (EU) 2022/2555;

(c) the potential impact on the affected Member State(s) or users;

(d) the potential cross-border nature of the incident and the risk of spill over to other Member

States or users;

(e) the measures taken by the user to assist the response, and immediate recovery efforts, as
referred in Article 13(2) and Article 13(5), point (b).

2a. The decision to provide EU Cybersecurity Reserve services shall be taken by the bouncil\.

3. The EU Cybersecurity Reserve services shall be provided in accordance with specific agreements
between the service provider and the user to which the support under the EU Cybersecurity Reserve
is provided. Those agreements shall include liability conditions.

4. The agreements referred to in paragraph 3 may be based on templates prepared by ENISA, after
consulting Member States.

5. The Commission and ENISA [shall bear no contractual liability for damages caused to third

parties by the services provided in the framework of the implementation of the EU Cybersecurity

Reserve.

6. ’Within one month ffrom the lend of the support action), the users shall provide Commission and-,

ENISA, CSIRTs Network and, where appropriate, EU-CyCLONe with a summary report about the

service provided. This feedback shall be used to evaluate the effectiveness of the Cyber Emergency

Mechanism.;results-achieved-and-the lessonstearned: When the user is from a third country as set

out in Article 17, such report shall be shared with the High Representative.
6a. An annual report shall be prepared by the Commission, aggregating the feedback received. This

report shall be shared with the European Parliament and the Council.
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Article 15

Coordination of the Cyber Emergency Mechanism with crisis management mechanisms

1. In cases where significant or large-scale cybersecurity incidents originate from or result in
disasters as defined in Decision 1313/2013/EUY, the support under this Regulation for responding to
such incidents shall complementactions under and without prejudice to Decision 1313/2013/EU.

2. In the event of a large-scale, cross border cybersecurity incident where Integrated Political Crisis
Response arrangements (IPCR) are triggered, the support under this Regulation for responding to
such incident shall be handled in accordance with relevant protocols and procedures under the
IPCR.

3. In consultation with the High Representative, support under the Cyber Emergency Mechanism
may complement assistance provided in the context of the Common Foreign and Security Policy

and Common Security and Defence Policy.;

4. Support under the Cyber Emergency Mechanism may form part of the joint response between the
Union and Member States in situations referred to in Article 222 of the Treaty on the Functioning of

the European Union.

Article 16
Trusted providers
1. In procurement procedures for the purpose of establishing the EU Cybersecurity Reserve, the
k:ontracting authority[ shall act in accordance with the principles laid down in the Regulation (EU,
Euratom) 2018/1046 and in accordance with the following principles:
(a) ensure the EU Cybersecurity Reserve includes services that may be deployed in all

Member States, taking into account in particular national requirements for the provision of
such services, including certification or accreditation;

(b) ensure the protection of the essential security interests of the Union and its Member States.

(c) k:nsure that the EU Cybersecurity Reserve brings EU added value, by contributing to the
objectives set out in Article 3 of Regulation (EU) 2021/694, including promoting the
development of cybersecurity skills in the EU.

6 Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December 2013 on a Union
Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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2. When procuring services for the EU Cybersecurity Reserve, the contracting authority shall

include in the procurement documents the following selection criteria, to be defined in each

procurement by the respective Member State, for which the contracting authority is procuring

services:

[...]

(h) the provider shall be able to provide the service within a ‘short timeframel in the Member
State(s) where it can deliver the service;

1) the provider shall be able to provide the service in the local language of the Member
State(s) where it can deliver the service;‘

) once an EU certification scheme for managed security service Regulation (EU) 2019/881 is
in place, the provider shall be certified in accordance with that scheme.

Article 17

Support to third countries

[-..]
5. Prior to receiving any support from the EU Cybersecurity Reserve, third countries shall provide
to the Commission and the High Representative information about their cyber resilience and risk

management capabilities, including at least information on national measures taken to prepare for

lsigniﬁcant or large-scale cybersecurity incidents, as well as information on responsible national
entities, including CSIRTs or equivalent entities, their capabilities and the resources allocated to
them. Where provisions of Articles 13 and 14 of this Regulation refer to Member States, they shall
apply to third countries as set out in paragraph 1.

6. The Commission shall [inform the Council and coordinate with the High Representative about the

requests received and the implementation of the support granted to third countries from the EU

Cybersecurity Reserve.
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DENMARK

2. LEGAL BASIS, SUBSIDIARITY AND PROPORTIONALITY
. Legal basis

The legal basis for this proposal is Article 173(3) and Article 322(1), point (a) of the Treaty on the
Functioning of the European Union (TFEU). Article 173 TFEU provides that the Union and the
Member States shall ensure that the conditions necessary for the competitiveness of the Union’s
industry exists. This Regulation aims at strengthening the competitive position of industry and
service sectors in Europe across the digitised economy and supporting their digital transformation,
by reinenforcing the level of cybersecurity in the Digital Single Market. In particular, it aims at
increasing the resilience of citizens, businesses and entities operating in critical and highly critical
sectors against the growing cybersecurity threats, which can have devastating societal and economic
impacts.

The proposal is based also on Article 322(1), point (a) TFEU because it contains specific carry-over
rules derogating from the principle of annuality set out in Regulation (EU, Euratom) 2018/1046 of
the European Parliament and of the Council (the ‘Financial Regulation’)’. For the purpose of sound
financial management and considering the unpredictable, exceptional and specific nature of the
cybersecurity landscape and cyber-threats, the Cybersecurity Emergency Mechanism should benefit
from a certain degree of flexibility in relation to budgetary management, and in particular by
allowing unused commitment and payment appropriations for actions pursuing the objectives set
out in the Regulation to be automatically carried over to the following financial year. As this new
rule raises issues with the Financial Regulation, this matter could be addressed in the context of the
current negotiations of the Financial Regulation recast.

. Subsidiarity (for non-exclusive competence)

The strong cross-border nature of cybersecurity threats and the growing number of risks and
incidents, which have spill-over effects across borders, sectors, and products, mean that the
objectives of the present intervention cannot effectively be achieved by Member States alone and
require common action and solidarity at Union level.

The experience of countering cyber-threats stemming from the war against Ukraine, together with
the lessons learned from a cybersecurity exercise conducted under the French Presidency (EU
CyCLES), showed that concrete mutual support mechanisms, notably cooperation with the private
sector, should be developed to achieve solidarity at EU level. Against this background, the Council
Conclusions of 23 May 2022 on the development of the European Union’s cyber posture calls upon
the Commission to present a proposal on a new Emergency Response Fund for Cybersecurity.

7 Regulation (EU, Euratom) 2018/1046 of the European Parliament and of the Council of 18 July 2018 on the
financial rules applicable to the general budget of the Union (OJ L 193, 30.7.2018, p. 1).
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Support and actions at Union level to better detect cybersecurity threats, and to increase
preparedness and response capacities provide added value because it avoids duplication of efforts
across the Union and Member States. It would lead to a better exploitation of existing assets and to
greater coordination and exchange of information on lessons learned. The Cyber Emergency
Mechanism also envisages providing support to third countries associated to DEP from the EU
Cybersecurity Reserve.

The support provided through the various initiatives to be established and funded at Union level
will complement and not duplicate national capabilities as regards detection, situational awareness,
preparedness and response to cyber threats and incidents.

. Proportionality

The actions do not go beyond what is needed to achieve the general and specific objectives of the
Regulation. The actions in this Regulation do not affect Member States’ responsibilities for national
security, public security, the prevention, investigation, detection, and prosecution of criminal
offences. Nor do they affect the legal obligations of entities operating in critical and highly critical
sectors to adopt cybersecurity measures, in accordance with the NIS 2 Directive.

The actions covered by this Regulation are complementary to such efforts and measures, by
supporting the creation of infrastructures for better detection and analysis of threats and providing
support for preparedness and response actions in case of significant or large-scale incidents.

. Choice of the instrument

The proposal takes the form of a Regulation of the European Parliament and of the Council. This is
the most suitable legal instrument, as only a Regulation, with its directly applicable legal
provisions, can provide the necessary degree of uniformity needed for the establishment and
operation of a European Cyber Shield and Cyber Emergency Mechanism, by providing for support
from DEP for their establishment as well as clear conditions for using and allocating this support.
Further conditions found not to be provided for in the Regulation will be defined through the usual

process for determining the conditions surrounding calls in the Digital Europe Programme. Commented [A43]: Conditions are made in the following

provisions, however we find it to be appropriate to clarify any
greyzones through the normal DEP procedure.

5. OTHER ELEMENTS

. Implementation plans and monitoring, evaluation and reporting arrangements

The Commission will monitor the implementation, the application, and the compliance with these
new provisions with a view to assessing their effectiveness. The Commission shall submit a report

on the evaluation and review of this Regulation to the European Parliament and to the Council by
four years after the date of its application.
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. Detailed explanation of the specific provisions of the proposal

General Objectives, subject matter, and definitions (Chapter 1)

Chapter I sets out the objectives of the Regulation to strengthen solidarity at Union level in order to
better detect, prepare and respond to cybersecurity threats and incidents and in particular, to
strengthen common Union detection and situational awareness of cyber threats and incidents, to
reinforce preparedness of entities operating in critical and highly critical sectors across the Union
and strengthen solidarity by developing common response capacities against significant or large-
scale cybersecurity incidents and to enhance Union resilience by reviewing and assessing
significant or large-scaleincidents. This Chapter also sets out the actions through which these
objectives will be achieved: the deployment of a European Cyber Shield, the creation of a Cyber
Emergency Mechanism and the establishment of a Cybersecurity Incident Review Mechanism. It
also sets out the definitions used throughout the instrument.

The European Cyber Shield (Chapter II)

Chapter II establishes the European Cyber Shield and sets out its various elements and the
conditions for participation. Firstly, it announces the overall objective of the European Cyber
Shield, which is to develop advanced capabilities for the Union to detect, analyse and process data
on cyber threats and incidents in the Union, as well as the specific operational objectives. It
specifies that Union funding for the European Cyber Shield shall be implemented in accordance
with the DEP Regulation.

Further, the chapter describes the type of entities that shall form the European Cyber Shield. The
shield shall consist of designated National Security Operations Centres (‘National SOCs’) and
Cross-border Security Operations Centres (‘Cross-border SOCs”). LA National SOC shall be
designated by each participating Member State‘. This shall act as a reference point and gateway to
other public and private organisations at national level for collecting and analysing information on
cybersecurity threats and incidents and contributing to a Cross-border SOC. Following a Call for
Expression of Interest, a National SOC may be selected by the ECCC to participate in a joint
procurement of tools and infrastructures with the ECCC and to receive a grant for running the tools
and infrastructures. If a National SOC benefits from Union support, it shall commit to apply
participate in a Cross-border SOC within two years.

Cross-border SOCs shall consist of a consortium of at least three Member States, represented by
National SOCs, who are committed to work together to coordinate their cyber detection and threat
monitoring activities. Following an initial Call for Expression of Interest, a Hosting Consortium
may be selected by the ECCC to participate in a joint procurement of tools and infrastructures with
the ECCC and to receive a grant for running the tools and infrastructures. Members of the Hosting
Consortium shall conclude a written consortium agreement which sets out their internal
arrangements. [This chapter then details the requirements for sharing information among the
participants in a Cross-border SOC, and for sharing information between a Cross-border SOC and
other Cross-border SOCs, as well as with relevant EU entities. National SOCs participating in a
Cross-border SOC shall share relevant cyber threat related information with one another, and the
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details, including the commitment to share significant amount of data and the conditions thereof
should be defined in a consortium agreement. Cross-border SOCs shall ensure a high-level of
interoperability between themselves. Cross-border SOCs should also conclude cooperation
agreements with other Cross-border SOCs, specifying information sharing principles. Where Cross-
border SOCs obtain information relating to a potential or ongoing large-scale cybersecurity
incident, they shall provide relevant information to EU CyCLONe, the CSIRTs network and the
Commission, in view of their respective crisis management roles in accordance with Directive (EU)
2022/2555. Chapter II concludes by specifying the security conditions for participating in the
European Cyber Shield.

[...]
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The Cross-border SOCs should act as a central point allowing for a broad pooling of
relevant data and cyber threat intelligence, enable the spreading of threat information among
a large and diverse set of actors (e.g., Computer Emergency Response Teams (‘CERTs’),
CSIRTs, Information Sharing and Analysis Centers (‘ISACs’), operators of critical
infrastructures). The information exchanged among participants in a Cross-border SOC
could include data from networks and sensors, threat intelligence feeds, indicators of
compromise, and contextualised information about incidents, threats and vulnerabilities. [In
addition, Cross-border SOCs sheuld—also—enterare encouraged to enter into cooperation
agreements with other Cross-border SOCs.

[In view of the increasing risks and number of cyber incidents affecting Member States, it is
necessary to set up a crisis support instrument to improve the Union’s resilience to
significant and large-scale cybersecurity incidents and complement Member States’ actions
through emergency financial support for preparedness, response and immediate recovery of
essential services. That instrument should enable the rapid deployment of assistance in
defined circumstances and under clear conditions and allow for a careful monitoring and
evaluation of how resources have been used. Whilst the primary—sole responsibility for
preventing, preparing for and responding to cybersecurity incidents and crises lies with the
Member States, the Cyber Emergency Mechanism promotes solidarity between Member
States in accordance with Article 3(3) of the Treaty on European Union (‘TEU’).‘

The Cyber Emergency Mechanism should provide support to Member States
complementing their own measures and resources, and other existing support options in
case of response to and immediate recovery from significant and large-scale cybersecurity
incidents, such as the services provided by the European Union Agency for Cybersecurity
(‘ENISA’) in accordance with its mandate, the coordinated response and the assistance from
the CSIRTs network, the mitigation support from the EU-CyCLONe, as well as tmutual
assistance between Member States including in the context of Article 42(7) of TEUL the
PESCO Cyber Rapid Response Teams® and Hybrid Rapid Response Teams. It should
address the need to ensure that specialised means are available to support preparedness and
response to cybersecurity incidents across the Union and in third countries.

This instrument is without prejudice to procedures and frameworks to coordinate crisis
response at Union level, in particular the UCPM?, IPCR!® and Directive (EU) 2022/2555. [It
may contribute to or complement actions implemented in the context of Article 42(7) of
TEU or in situations defined in Article 222 of TFEU. \The use of this instrument should also
be coordinated with the implementation of Cyber Diplomacy Toolbox’s measures, where
appropriate.

In order to support the objectives of this Regulation of promoting shared situational
awareness, enhancing Union’s resilience and enabling effective response to significant and
large-scale cybersecurity incidents, the EU=CyCLONe, the CSIRTs network or the
Commission should be able to ask [ENISA to review and assess threats, vulnerabilities and

COUNCIL DECISION (CFSP) 2017/ 2315 - of 11 December 2017 - establishing permanent structured
cooperation (PESCO) and determining the list of participating Member States.

Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December 2013 on a Union
Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).

Integrated Political Crisis Response arrangements (IPCR) and in accordance with Commission
Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated response to large-scale cybersecurity
incidents and crises.
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mitigation actions with respect to a specific significant or large-scale cybersecurity incident.
After the completion of a review and assessment of an incident, ENISA should prepare an
incident review report, in collaboration with relevant stakeholders, including representatives
from the private sector, Member States, the Commission and other relevant EU institutions,
bodies and agencies.‘ As regards the private sector, ENISA is developing channels for
exchanging information with specialised providers, including providers of managed security
solutions and vendors, in order to contribute to ENISA’s mission of achieving a high
common level of cybersecurity across the Union. Building on the collaboration with
stakeholders, including the private sector, the review report on specific incidents should aim
at assessing the causes, impacts and mitigations of an incident, after it has occurred.
Particular attention should be paid to the input and lessons shared by the managed security
service providers that fulfil the conditions of highest professional integrity, impartiality and
requisite technical expertise as required by this Regulation. The report should be delivered
and feed into the work of the EU=CyCLONe, the CSIRTs network and the Commission.
When the incident relates to a third country, it will also be shared by the Commission with
the High Representative.

Taking into account the unpredictable nature of cybersecurity attacks and the fact that they
are often not contained in a specific geographical area and pose high risk of spill-over, the
strengthening of resilience of neighbouring countries and their capacity to respond
effectively to significant and large-scale cybersecurity incidents contributes to the protection
of the Union as a whole. Therefore, third countries associated to the DEP may be supported
from the EU Cybersecurity Reserve, where this is provided for in the respective association
agreement to DEP. The funding for associated third countries should be supported by the
Union in the framework of relevant partnerships and funding instruments for those
countries. The support should cover services in the area of response to and immediate
recovery from significant or large-scale cybersecurity incidents. The conditions set for the
EU Cybersecurity Reserve and trusted providers in this Regulation should apply when
providing support to the third countries associated to DEP.

[In order to ensure uniform conditions for the implementation of this Regulation,
implementing powers should be conferred on the Commission to specify the conditions for
the interoperability between Cross-border SOCs; determine the procedural arrangements for
the information sharing related to a potential or ongoing large-scale cybersecurity incident
between Cross-border SOCs and Union entities; laying down technical requirements to
ensure security of the European Cyber Shield; specify the types and the number of response
services required for the EU Cybersecurity Reserve; and, specify further the detailed
arrangements for allocating the EU Cybersecurity Reserve support services. Those powers
should be exercised in accordance with Regulation (EU) 182/2011 of the European
Parliament and of the Council |

The objective of this Regulation can be better achieved at Union level than by the Member
States. Hence, the Union may adopt measures, in accordance with the principles of
subsidiarity and proportionality as set out in Article 5 of the Treaty on European Union. This
Regulation does not go beyond what is necessary in order to achieve that objective.
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HAVE ADOPTED THIS REGULATION:
Chapter 1

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives

1. This Regulation lays down measures to strengthen capacities in the Union to detect, prepare for

and respond to cybersecurity threats and incidents, in particular through the following actions:

(a) the deployment of a pan-European infrastructure of Security Operations Centres
(‘European Cyber Shield’) to build and enhance common detection and situational
awareness capabilities;

(b) the creation of a Cybersecurity Emergency Mechanism to support Member States in
preparing for, responding to, and immediate recovery from significant and large-scale
cybersecurity incidents;

(c) the establishment of a European Cybersecurity Incident Review Mechanism to review
and assess significant or large-scale incidents.

2. This Regulation pursues the objective to strengthen solidarity at Union level through following

specific objectives:

(a) to strengthen common Union detection and situational awareness of cyber threats and
incidents thus allowing to reinforce the competitive position of industry and services
sectors in the Union across the digital economy and contribute to the Union’s technological
sovereignty in the area of cybersecurity;

(b) to reinforce preparedness of entities operating in critical and highly critical sectors across
the Union and strengthen solidarity by developing common response capacities against
significant or large-scale cybersecurity incidents, including by making Union cybersecurity
incident response support available for third countries associated to the Digital Europe
Programme (‘DEP’);

(c) to enhance Union resilience and contribute to effective response by reviewing and
assessing significant or large-scale incidents, including drawing lessons learned and, where
appropriate, recommendations..

3. Tl“his Regulation is without prejudice to the Member States’ primary-sole responsibility for
national security, public security, and the prevention, investigation, detection and prosecution of

criminal offences.
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Article 2

Definitions

For the purposes of this Regulation, the following definitions apply:

@ H——*Cross-border Security Operations Centre’ (“Cross-border SOC”) means

a multi-country platform, that brings together in a coordinated network structure of
designated national SOCs from at least three Member States who form a Hosting
Consortium, and that is kiesignedl to prevent cyber threats and incidents and to support
the production of high-quality intelligence, notably through the exchange of data from
various sources, public and private, as well as through the sharing of state-of-the-art
tools and jointly developing cyber detection, analysis, and prevention and protection
capabilities in a trusted environment;

HQR) [National Security Operations Centres] I

(32) ‘public body’ means a body governed by public law as defined in Article 2((1), point (4),),
of Directive 2014/24/EU of the European Parliament and the Council'l;

(43) [Hostmg Consortium’ means a consortium composed of participatingstates; represented
by-National SOCs_in the pariticpating Member States, that have agreed to establish and
contribute to the acquisition of tools and infrastructure for, and operation of, a Cross-

(54) ‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU) 2022/2555;

65) ‘entities operating in critical or highly critical sectors’ means type of entities listed in
Annex I and Annex II of Directive (EU) 2022/2555;

| (76) ‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU)
2019/881;

| (&%) ‘significant cybersecurity incident’ means a cybersecurity incident fulfilling criteria set
out in Article 23(3) of Directive (EU) 2022/2555;

| 9%) ‘large-scale cybersecurity incident’ means an incident as defined in Article 6, point (7) of
Directive (EU)2022/2555;

| (109)  ‘preparedness’ means a state of readiness and capability to ensure an effective rapid
response to a significant or large-scale cybersecurity incident, obtained as a result of risk
assessment and monitoring actions taken in advance;

| (116)  ‘response’ means action in the event of a significant or large-scale cybersecurity incident,
or during or after such an incident, to address its immediate and short-term adverse
consequences;

| (124)  “trusted providers’ means managed security service providers as defined in Article 6,

point (40), of Directive (EU) 2022/2555 selected in accordance with Article 16 of this
Regulation.
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Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014 on public
procurement and repealing Directive 2004/18/EC (OJ L 94 28.3.2014, p. 65).
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lChapter III
THE EUROPEAN CYBER SHIELD

Article 3
Establishment of the European Cyber Shield

1. An interconnected pan-European infrastructure of Security Operations Centres (‘European Cyber
Shield”) shall be established to develop advanced capabilities for the Union to detect, analyse and
process data on cyber threats and incidents in the Union. f[t shall consist of designatedalt National
Security Operations Centres (‘National SOCs’) hnd Cross-border Security Operations Centres
(‘Cross-border SOCs’).]
Actions implementing the European Cyber Shield shall be supported by funding from the Digital
Europe Programme and implemented in accordance with Regulation (EU) 2021/694 and in
particular Specific Objective 3 thereof.
2. The European Cyber Shield shall:

(a) pool and share data on cyber threats and incidents from various sources through cross-

border SOCs;

(b) produce high-quality, actionable information and cyber threat intelligence, through the
use of state-of-the art tools, notably Artificial Intelligence and data analytics technologies;

(c) contribute to better protection and response to cyber threats;
(d) contribute to faster detection of cyber threats and situational awareness across the Union;

(e) provide services and activities for the cybersecurity community in the Union, including
contributing to the development advanced artificial intelligence and data analytics tools.
It shall be developed in cooperation with the pan-European High Performance Computing

infrastructure established pursuant to Regulation (EU) 2021/1173.

Article 4

National Security Operations Centres
|1. In order to_receive funding to participate in the European Cyber Shield, each Member State

mayshall designate at least one National SOC. [The National SOC shal-may be a public body.
It shall-may have the capacity to act as a reference point and gateway to other public and private
organisations at national level for collecting and analysing information on cybersecurity threats and

incidents and contributing to a Cross-border SOC. It shall be equipped with state-of-the-art
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technologies capable of detecting, aggregating, and analysing data relevant to cybersecurity threats
and incidents.

D. Following a call for expression of interest, H\Iational SOCs shall be selected by the European
Cybersecurity Competence Centre (‘ECCC’) to participate in a joint procurement of tools and

infrastructures with the ECCC| The ECCC may award grants to the selected National SOCs to fund

the operation of those tools and infrastructures. The Union financial contribution shall cover up to
50% of the acquisition costs of the tools and infrastructures, and up to 50% of the operation costs,
with the remaining costs to be covered by the Member State. Before launching the procedure for the
acquisition of the tools and infrastructures, the ECCC and the National SOC shall conclude a
hosting and usage agreement regulating the usage of the tools and infrastructures. l

3. A National SOC selected pursuant to paragraph 2 shall commit to apply to participate in a Cross-
border SOC within two years from the date on which the tools and infrastructures are acquired, or
on which it receives grant funding, whichever occurs sooner. If a National SOC is not a participant

in a Cross-border SOC by that time, it shall not be eligible for additional Union support under this

Regulation.
Article 5
bross—border Security Operations Centres‘
|1. A Hosting Consortium consisting of at least three MemberStates;represented-by-National SOCs

from three different Member States, committed to working together to coordinate their cyber-

detection and threat monitoring activities shall be eligible to participate in actions to establish a
Cross-border SOC. |

2. Following a call for expression of interest, a Hosting Consortium shall be selected by the ECCC
to participate in a joint procurement of tools and infrastructures with the ECCC. The ECCC may
award to the Hosting Consortium a grant to fund the operation of the tools and infrastructures. The
Union financial contribution shall cover up to 75% of the acquisition costs of the tools and
infrastructures, and up to 50% of the operation costs, with the remaining costs to be covered by the
Hosting Consortium. Before launching the procedure for the acquisition of the tools and
infrastructures, the ECCC and the Hosting Consortium shall conclude a hosting and usage
agreement regulating the usage of the tools and infrastructures.

3. Members of the Hosting Consortium shall conclude a written consortium agreement which sets
out their internal arrangements for implementing the hosting and usage Agreement.

4. A Cross-border SOC shall be represented for legal purposes by a National SOC acting as
coordinating SOC, or by the Hosing Consortium if it has legal personality. The co-ordinating SOC

EN » EN

| Commented [A62]: Unclear whether it is mandatory or if
national SOC scan enter into the joint procurement voluntarily — it
should be voluntary.

Commented [A63]: Will the national SOC also be bound by
EU regulation, i.e. GDPR, and revision (as a member of a
regional SOC), even if it in itself does not apply for and receive
funding from the ECCC?

Commented [A64]: Data to be shared under art. 6 (1) include
information on vulnerabilities, adversarial tactics, threat-actor-
specific information and near misses. If Member States are
obliged to share such information on ongoing attacks the actor
will most likely realize they have been discovered and make any
remediation of the effects of the attack and protecting critical
services very difficult.

Commented [A65]: DK would appreciate clarification and a
clear definition regarding which entity “Members of a Hosting
Consortium” refers to, as the entity will be obligated under art. 6
to share data. Is it the Member State as such — there by any
government entity subject to member State law — as indicated in

art. 2 (1) and (3) or is it only the national SOC?




shall be responsible for compliance with the requirements of the hosting and usage agreement and

of this Regulation.

Article 6

Cooperation and information sharing within and between cross-border SOCs

relevant information among themselves within the Cross-border SOC|, which may includeing
information relating to cyber threats, near misses, vulnerabilities, techniques and procedures,
indicators of compromise, adversarial tactics, threat-actor-specific information, cybersecurity alerts
and recommendations regarding the configuration of cybersecurity tools to detect cyber attacks,

where such information sharing:

(a) aims to prevent, detect, respond to or recover from incidents or to mitigate their impact;

(b) enhances the level of cybersecurity, in particular through raising awareness in relation to
cyber threats, limiting or impeding the ability of such threats to spread, supporting a range
of defensive capabilities, vulnerability remediation and disclosure, threat detection,
containment and prevention techniques, mitigation strategies, or response and recovery
stages or promoting collaborative threat research between public and private entities.

2. The written consortium agreement referred to in Article 5(3) shall establish:

(a) a commitment to share a-significant-amount-of-data #efeﬁed—te—ii%pﬂ%agraﬁh—l—‘, and the
conditions under which that datainfermation is to be exchanged;

(b) a governance framework incentivising the sharing of data reffered to in paragraph
linformation by all participants;
(c) targets for contribution to the development of advanced artificial intelligence and data

analytics tools.
|3. To encourage exchange of information between Cross-border SOCs, Cross-border SOCs shall
ensure a high level of interoperability between themselves. To facilitate the interoperability between
the Cross-border SOCs, the Commission may, by means of implementing acts, after consulting the
| ECCC, specify the conditions for this interoperability.-Those implementing acts shall be adopted in
accordance with the examination procedure referred to in Article 21(2) of this Regulation.
4. Cross-border SOCs shall conclude cooperation agreements with one another, specifying

information sharing principles among the cross-border platforms.

Article 7

booperation and information sharing with Union entities
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ll. Where the Cross-border SOCs obtain information relating to a potential or ongoing large-scale
cybersecurity incident, they shall provide relevant information to EU=CyCLONe, the CSIRTSs

network and the Commission, in view of their respective crisis management roles in accordance

with Directive (EU) 2022/2555 without undue delay. I Commented [A72]: Will it be up to the Cross-border SOC to
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for the information sharing provided for in paragraphs 1. Those implementing acts shall be adopted
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Security

1. Member States participating in the European Cyber Shield shall ensure a high level of data
security and physical security of the European Cyber Shield infrastructure, and shall ensure that the
infrastructure shall be adequately managed and controlled in such a way as to protect it from threats
and to ensure its security and that of the systems, including that of data exchanged through the
infrastructure.

P. Member States participating in the European Cyber Shield shall ensure that the sharing of

information within the European Cyber Shield with entities which are not Member State public

bodies does not negatively affect the security interests of the Union.l Commented [A74]: How does a MS ensure that the sharing
of information with entities, which are not MS public bodies, does
3. The Commission may adopt implementing acts laying down technical requirements for Member et ity it e cranmily et offilie Wintod?

States to comply with their obligation under paragraph 1 and 2. Those implementing acts shall be
adopted in accordance with the examination procedure referred to in Article 21(2) of this
Regulation. In doing so, the Commission, supported by the High Representative, shall take into

account relevant defence-level security standards, in order to facilitate cooperation with military

actors.] Commented [A75]: Reference is here made to the fact that
this will be regulated in the Hosting and Usage agreements that
the respective consortiums will sign bilaterally with ECCC/COM.

Chapter 111

CYBER EMERGENCY MECHANISM

Article 9
TEstablishment of the Cyber Emergency Mechanism‘ Commented [A76]: Can the Commission confirm that the
‘preparedness part” of the Cyber Emergency Mechanism only
1. A Cyber Emergency Mechanism is established to improve the Union’s resilience to major consist of a fund from which the MS can apply for financial

support, and accordingly, does not impose any obligations on the
MS that do not apply for said support?

cybersecurity threats and prepare for and mitigate, in a spirit of solidarity, the short-term impact of

significant and large-scale cybersecurity incidents (the ‘Mechanism’).
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2. Actions implementing the Cyber Emergency Mechanism shall be supported by funding from
DEP and implemented in accordance with Regulation (EU) 2021/694 and in particular Specific
Objective 3 thereof.

Article 10
Type of actions
1. The Mechanism shall support the following types of actions:
(a) h)reparedness actions, including_detecting measures to quickly identify major cybersecurity

incidents and the coordinated preparedness testing of entities operating in highly critical
sectors across the Union;

(b) response actions, supporting response to and immediate recovery from significant and
large-scale cybersecurity incidents, to be provided by trusted providers participating in the
EU Cybersecurity Reserve established under Article 12;

(c) mutual assistance actions consisting of the provision of assistance from national authorities
of one Member State to another Member State, in particular as provided for in Article
11(3), point (f), of Directive (EU) 2022/2555.

Article 11

toordinated preparedness testing of entities\
|1. For the purpose of supporting voluntarythe coordinated preparedness testing of entities referred

to in Article 10(1), point (a), across the Union, the Commission, after consulting the NIS
Cooperation Group and ENISA, shall identify the sectors, or sub-sectors, concerned, from the
Sectors of High Criticality listed in Annex I to Directive (EU) 2022/2555 from which entities may,

on a consentual basis be subject to the coordinated preparedness testing, taking into account

existing and planned coordinated risk assessments and resilience testing at Union level.
2. The NIS Cooperation Group in cooperation with the Commission, ENISA, and the High
Representative, shall develop common risk scenarios and methodologies for the coordinated testing

exercises. |

Article 12

Establishment of the EU Cybersecurity Reserve
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ll. An EU Cybersecurity Reserve shall be established, in order to assist users referred to in
paragraph 3, in responding or providing lsupport upon request for h‘esponding to significant or large-
scale cybersecurity incidents, and immediate recovery from such incidents.‘

2. The EU Cybersecurity Reserve shall consist of incident response services from trusted providers

selected in accordance with the criteria laid down in Article 16. The Reserve shall include pre-

committed services. The services shall l— when taken together - ’be deployable in all Member
States.
3. Users of the services from the EU Cybersecurity Reserve shall include:

(a) Member States’ cyber crisis management authorities and CSIRTS as referred to in Article

9 (1) and (2) and Article 10 of Directive (EU) 2022/2555, respectively;

(b) Union institutions, bodies and agencies.
4. Users referred to in paragraph 3, point (a), shall use the services from the EU Cybersecurity
Reserve in order to respond or support response to and immediate recovery from significant or
large-scale incidents affecting entities operating in critical or highly critical sectors.
5. The Commission shall have overall responsibility for the implementation of the EU
Cybersecurity Reserve. The Commission shall determine the priorities and evolution of the EU
Cybersecurity Reserve, in line with the requirements of the users referred to in paragraph 3, and
shall supervise its implementation, and ensure complementarity, consistency, synergies and links
with other support actions under this Regulation as well as other Union actions and programmes.
|6. The Commission may entrust the operation and administration of the EU Cybersecurity Reserve,
in full or in part, to ENISA, by means of contribution agreements.‘
f7. In order to support the Commission in establishing the EU Cybersecurity Reserve, ENISA shall
prepare a mapping of the services needed, after consulting Member States and the Commission.
ENISA shall prepare a similar mapping, after consulting the Commission, to identify the needs of
third countries eligible for support from the EU Cybersecurity Reserve pursuant to Article 17. The
Commission, where relevant, shall consult the High Representative.\
8. The Commission may, by means of implementing acts, specify the types and the number of
response services required for the EU Cybersecurity Reserve. Those implementing acts shall be

adopted in accordance with the examination procedure referred to in Article 21(2).

Article 13
Requests for support from the EU Cybersecurity Reserve
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1. The users referred to in Article 12(3) may request services from the EU Cybersecurity Reserve to
support response to and immediate recovery from significant or large-scale cybersecurity incidents.
2. To receive support from the EU Cybersecurity Reserve, the users referred to in Article 12(3) shall
take measures to mitigate the effects of the incident for which the support is requested, including
the provision of direct technical assistance, and other resources to assist the response to the incident,
and immediate recovery efforts.

3. Requests for support from users referred to in Article 12(3), point (a), of this Regulation shall be
transmitted to the Commission and ENISA via the Single Point of Contact designated or established
by the Member State in accordance with Article 8(3) of Directive (EU) 2022/2555.

4. Member States shall inform the CSIRTs network, and where appropriate EU-CyCLONe, about

their requests for incident response and immediate recovery support pursuant to this Article.

5. Requests for incident response and immediate recovery support shall include:] Commented [A85]: If the EU Cyber Reserve is to become
effective in practice, the information that MS must provide during
an ongoing incident should be kept to a minimum. It is difficult to

(a) appropriate information regarding the affected entity and potential impacts of the incident see how a MS can prioritise providing substantive information
and the planned use of the requested support, including an indication of the estimated philoliryingfioirespondiolanionsoinstincidontiatiiholsamaltime
needs;

(b) information about measures taken to mitigate the incident for which the support is

requested, as referred to in paragraph 2;

(¢ where relevant, available information about other forms of support available to the affected Commented [A86]: The amoount of information is
: : : . LR : : potentially quite comprehensive relative to the situation one can
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One solution could be to make the requesting entity provide

6. ENISA, in cooperation with the Commission and the NIS Cooperation Group, shall develop a relevant information after the request has been received and
support has been given to the requesting entity.

template to facilitate the submission of requests for support from the EU Cybersecurity Reserve.

7. The Commission may, by means of implementing acts, specify further the detailed arrangements

for allocating the EU Cybersecurity Reserve support services‘. Those implementing acts shall be Commented [A87]: What is meant by detailed arrangements
for allocating support services?

adopted in accordance with the examination procedure referred to in Article 21(2).

Article 14

Implementation of the support from the EU Cybersecurity Reserve

1. Requests for support from the EU Cybersecurity Reserve, shall be assessed by the Commission,
with the support of ENISA or as defined in contribution agreements under Article 12(6), and a
response shall be transmitted to the users referred to in Article 12(3) without delay.

{2. To prioritise requests, in the case of multiple concurrent requests, the following criteria shall be

taken into account, where relevant:

(a) the severity of the cybersecurity incident;
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(b) the type of entity affected, with higher priority given to incidents affecting essential entities
as defined in Article 3(1) of Directive (EU) 2022/2555;

(c) the potential impact on the affected Member State(s) or users;
(d) the potential cross-border nature of the incident and the risk of spill over to other Member
States or users;
(e) the measures taken by the user to assist the response, and immediate recovery efforts, as \ \
referred in Article 13(2) and Article 13(5), point (b).] Commented [A88]: Does the Commission and ENISA decide
on this?

3. The EU Cybersecurity Reserve services shall be provided in accordance with specific agreements
between the service provider and the user to which the support under the EU Cybersecurity Reserve
is provided. Those agreements shall include liability conditions.

4. The agreements referred to in paragraph 3 may be based on templates prepared by ENISA, after
consulting with Member States.

5. The Commission and ENISA shall bear no contractual liability for damages caused to third
parties by the services provided in the framework of the implementation of the EU Cybersecurity
Reserve.

6. ’Within one month from the end of the support action, the users shall provide Commission and

Commented [A89]: What are the specifications for this

ENISA with a summary report about the service provided, results achieved and the lessons learned.l
summary report?

When the user is from a third country as set out in Article 17, such report shall be shared with the
High Representative.
7. The Commission shall report to the NIS Cooperation Group about the use and the results of the

support, on a regular basis.

Article 15

Coordination with crisis management mechanisms
1. In cases where significant or large-scale cybersecurity incidents originate from or result in
disasters as defined in Decision 1313/2013/EU2, the support under this Regulation for responding
to such incidents shall complementactions under and without prejudice to Decision 1313/2013/EU.
2. In the event of a large-scale, cross border cybersecurity incident where Integrated Political Crisis
Response arrangements (IPCR) are triggered, the support under this Regulation for responding to
such incident shall be handled in accordance with relevant protocols and procedures under the
IPCR.
3. In consultation with the High Representative, support under the Cyber Emergency Mechanism
may complement assistance provided in the context of the Common Foreign and Security Policy

and Common Security and Defence Policy, including through the Cyber Rapid Response Teams. It

12 Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December 2013 on a Union
Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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may also complement or contribute to assistance provided by one Member State to another Member
State in the context of Article 42(7) of the Treaty on the European Union.

4. Support under the Cyber Emergency Mechanism may form part of the joint response between the
Union and Member States in situations referred to in Article 222 of the Treaty on the Functioning of

the European Union.

Article 16
lTrusted providersl
1. In procurement procedures for the purpose of establishing the EU Cybersecurity Reserve, the
contracting authority shall act in accordance with the principles laid down in the Regulation (EU,
Euratom) 2018/1046 and in accordance with the following principles:
(a) ensure the EU Cybersecurity Reserve L when taken together - includes services that may
be deployed in all Member States, taking into account in particular national requirements,

including compatibility requirements for the provision of such services, including
certification or accreditation;

(b) ensure the protection of the essential security interests of the Union and its Member States.

(c) ensure that the EU Cybersecurity Reserve brings EU added value, by contributing to the
objectives set out in Article 3 of Regulation (EU) 2021/694, including promoting the
development of cybersecurity skills in the EU.

2. When procuring services for the EU Cybersecurity Reserve, the contracting authority shall

include in the procurement documents the following selection criteria:

(a) }the provider shall demonstrate‘ that its personnel has the highest degree of professional
integrity, independence, responsibility, and the requisite technical competence to perform
the activities in their specific field, and ensures the permanence/continuity of expertise as
well as the required technical resources;

(b) the provider, its subsidiaries and subcontractors shall have in place b framework to protect
sensitive information felating to the service, and in particular evidence, findings and
reports, and is compliant with Union security rules on the protection of EU classified

information;

(c) the provider shall provide sufficient proof that its governing structure is transparent, not
likely to compromise its impartiality and the quality of its services or to cause conflicts of
interest;

(d) }the provider shall have appropriate security clearance, at least for personnel intended for
service deployment;

(e) the provider shall have the relevant level of security for its IT systems;

® the provider shall be equipped with the hardware and software technical equipment

necessary to support the requested service;

(2) the provider shall be—able—to—demonstrate that it has experience in delivering similar
services to relevant national authorities or entities operating in critical or highly critical
sectors;
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(h) the provider shall be able to provide the service within a \short timeframe \in the Member
State(s) where it can deliver the service;

1) }the provider shall be able to provide the service in the local language of the Member
State(s) where it can deliver the service;

Q) once an EU certification scheme for managed security service Regulation (EU) 2019/881 is
in place, the provider shall be certified in accordance with that scheme. ‘

Article 17

Support to third countries

1. Third countries may request support from the EU Cybersecurity Reserve where Association
Agreements concluded regarding their participation in DEP provide for this.

2. Support from the EU Cybersecurity Reserve shall be in accordance with this Regulation, and
shall comply with any specific conditions laid down in the Association Agreements referred to in
paragraph 1.

3. Users from associated third countries eligible to receive services from the EU Cybersecurity
Reserve shall include competent authorities such as CSIRTs and cyber crisis management
authorities.

4. Each third country eligible for support from the EU Cybersecurity Reserve shall designate an
authority to act as a single point of contact for the purpose of this Regulation.

5. Prior to receiving any support from the EU Cybersecurity Reserve, third countries shall provide
to the Commission and the High Representative information about their cyber resilience and risk
management capabilities, including at least information on national measures taken to prepare for
significant or large-scale cybersecurity incidents, as well as information on responsible national
entities, including CSIRTs or equivalent entities, their capabilities and the resources allocated to
them. Where provisions of Articles 13 and 14 of this Regulation refer to Member States, they shall
apply to third countries as set out in paragraph 1.

6. The Commission shall coordinate with the High Representative about the requests received and

the implementation of the support granted to third countries from the EU Cybersecurity Reserve.

Chapter IV
CYBERSECURITY INCIDENT REVIEW MECHANISM

Article 18

Cybersecurity Incident Review Mechanism
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|1. At the request of the Commission, the EU-CyCLONe or the CSIRTs network, ENISA shall
review and assess threats, vulnerabilities and mitigation actions with respect to a specific significant

or large-scale cybersecurity incident. If the review or assesments include incidents in specific

member states or private enteties operating in said states, relevant authorities shold be consulted and

give their explicit approval prior hertho.,

Following the completion of a review and assessment of an incident, ENISA shall deliver an
incident review report to the CSIRTs network, the EU-CyCLONe and the Commission to support
them in carrying out their tasks, in particular in view of those set out in Articles 15 and 16 of
Directive (EU) 2022/2555. Where relevant, the Commission shall share the report with the High
Representative

2. To prepare the incident review report referred to in paragraph 1, ENISA shall collaborate all
relevant stakeholders, including representatives of Member States, the Commission, other relevant
EU institutions, bodies and agencies, managed security services providers and users of
cybersecurity services. Where appropriate, ENISA shall also collaborate with entities affected by
significant or large-scale cybersecurity incidents. To support the review, ENISA may also consult
other types of stakeholders. Consulted representatives shall disclose any potential conflict of
interest.

3. The report shall cover a review and analysis of the specific significant or large-scale
cybersecurity incident, including the main causes, vulnerabilities and lessons learned. f[t shall
protect confidential information, in accordance with Union or national law concerning the
protection of sensitive or classified information. l

4. Where appropriate, the report shall draw recommendations to improve the Union’s cyber posture.
5. Where possible, a version of the report shall be made available publicly. This version shall only

include public information.

[...]
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IRELAND

Ireland thanks the Spanish Presidency for the opportunity to provide further comments and textual
suggestions on the draft Cyber Solidarity Act.

Ireland supports the comments made by several Member States on the importance of taking the time
to ensure the proposal is legally sound and bring added value to the EU and its member states. We

note that an impact assessment would greatly assist in this.

Ireland is also supportive of comments that have been made concerning possible duplication with
existing initiatives. We would appreciate a considered gap analysis that would determine how the
new structures and instruments proposed in the CSA will interact with existing structures, e.g. the
CSIRTs and CyCLONe networks, and the European Cyber Security Competence Centre and

Network. We look forward to engaging on amended text, or textual suggestions, when available.

Ireland supports the comments made by other Member States, and the Commission Legal Service,
in relation to clarifying and strengthening the references to national security in the text. Equally, we
look forward to seeing clarity on the voluntary nature of the proposal in the next iteration of the

text.

Trusted Providers

To enable the Cyber Reserve to be used by and useful to Member States, Ireland believes that
further clarity and certainty is required in terms of the selection of trusted providers. We are not
convinced of the added value of the Cyber Reserve in the event of a strict application of article 12.5
DEP. The presence in the Single Market of suppliers of cutting edge security services and
technologies owned and controlled by entities outside the Union cannot be disputed, nor can the
important position they occupy within critical ICT supply chains. Ireland supports having an
Emergency Mechanism that provides for a pragmatic and flexible approach, to ensure the
effectiveness of this instrument. We will continue to reflect on the HWPCI discussions and consider
how to ensure Article 16 can support the development of European cyber security capacity while
ensuring the Cyber Reserve delivers services that are effective, state of the art, and achieve value

for money.

Suggested amendment to Article 12(7):
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12(7) In order to support the Commission in establishing the EU Cybersecurity Reserve, ENISA
shall prepare a mapping of the services needed, after consulting Member States and the

Commission. Service providers that are established in the Union but are controlled from third

countries shall not be excluded from participation where the mapping exercise shows Member

States require these services to add value to the incident response. ENISA shall prepare a similar

mapping, after consulting the Commission, to identify the needs of third countries eligible for
support from the EU Cybersecurity Reserve pursuant to Article 17. Commission, where relevant,

shall consult the High Representative.

Suggested amendment to Article 16(1)(a):

(a) ensure the EU Cybersecurity Reserve includes services that may be deployed in all Member
States, taking into account in particular national requirements for the provision of such
services, including certification or accreditation, and the ability of services to quickly engage
with and add value to Member State mechanisms;

In relation to Article 16.2, we propose deletion of point (d). Ireland does not have the legal structure
to provide security clearance to personnel in this way, and we believe the risks are adequately

addressed under (a) and (b).

2. When procuring services for the EU Cybersecurity Reserve, the contracting authority shall
include in the procurement documents the following selection criteria:

(a) the provider shall demonstrate that its personnel has the highest degree of professional
integrity, independence, responsibility, and the requisite technical competence to perform the
activities in their specific field, and ensures the permanence/continuity of expertise as well as the
required technical resources;

(b) the provider, its subsidiaries and subcontractors shall have in place a framework to protect
sensitive information relating to the service, and in particular evidence, findings and reports, and is
compliant with Union security rules on the protection of EU classified information;

(c) the provider shall provide sufficient proof that its governing structure is transparent, not likely

to compromise its impartiality and the quality of its services or to cause conflicts of interest;

(e) the provider shall have the relevant level of security for its IT systems;

EN 5 EN



() the provider shall be equipped with the hardware and software technical equipment necessary to
support the requested service;

(g) the provider shall be able to demonstrate that it has experience in delivering similar services to
relevant national authorities or entities operating in critical or highly critical sectors;

(h) the provider shall be able to provide the service within a short timeframe in the Member State(s)
where it can deliver the service;

(i) the provider shall be able to provide the service in the local language of the Member State(s)
where it can deliver the service;

(j) once an EU certification scheme for managed security service Regulation (EU) 2019/881 is in

place, the provider shall be certified in accordance with that scheme.

Support to Third Countries

We suggest some additional text in recital 37 and Article 17:

(37) Taking into account the unpredictable nature of cybersecurity attacks and the fact that they are
often not contained in a specific geographical area and pose high risk of spillover, the
strengthening of resilience of neighbouring countries and their capacity to respond effectively to
significant and large-scale cybersecurity incidents contributes to the protection of the Union as a
whole. Therefore, third countries associated to the DEP may be supported from the EU
Cybersecurity Reserve, where this is provided for in the respective association agreement to DEP.

Recognising that support measures of this nature may encompass activities falling within the scope

of CSDP Missions or the deployment of military or dual-use technologies, the Commission shall

consult with the High Representative and the Council in assessing requests from third countries. In

the event that this support is provided to cyber defence authorities or comprises measures falling

within the scope of active cyber protection as set out in Directive EU 2022/2555, its deployment

should based on a defensive strategy that excludes offensive measures. As the Union’s principal

cyber security incident response network, the CyCLONe Network established in Directive EU

2022/2555 shall advise the Commission in reviewing requests for support from the Cyber Reserve.

The funding for associated third countries should be supported by the Union in the framework of
relevant partnerships and funding instruments for those countries. The support should cover
services in the area of response to and immediate recovery from significant or large-scale
cybersecurity incidents. The conditions set for the EU Cybersecurity Reserve and trusted providers

in this Regulation should apply when providing support to the third countries associated to DEP.

EN 54 EN



Article 17

Support to third countries

1. Third countries may request support from the EU Cybersecurity Reserve where Association
Agreements concluded regarding their participation in DEP provide for this.

1. bis The Commission shall consult with the High Representative, the Council and the CyCLONe

Network as established in Directive EU 2022/2555 in considering requests for support from third

countries.

2. Support from the EU Cybersecurity Reserve shall be in accordance with this Regulation, and
shall comply with any specific conditions laid down in the Association Agreements referred to in
paragraph 1.

3. Users from associated third countries eligible to receive services from the EU Cybersecurity
Reserve shall include competent authorities such as CSIRTs and cyber crisis management
authorities.

4. Each third country eligible for support from the EU Cybersecurity Reserve shall designate an
authority to act as a single point of contact for the purpose of this Regulation.

5. Prior to receiving any support from the EU Cybersecurity Reserve, third countries shall provide
to the Commission and the High Representative information about their cyber resilience and risk
management capabilities, including at least information on national measures taken to prepare for
significant or large-scale cybersecurity incidents, as well as information on responsible national
entities, including CSIRTS or equivalent entities, their capabilities and the resources allocated to
them. Where provisions of Articles 13 and 14 of this Regulation refer to Member States, they shall
apply to third countries as set out in paragraph 1.

6. The Commission shall coordinate with the High Representative about the requests received and

the implementation of the support granted to third countries from the EU Cybersecurity Reserve.
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GERMANY

[...]

+Consistency with existing policy provisions in the policy area

The EU framework comprises several legislations already in place or proposed at
Union level to reduce vulnerabilities, increase the resilience of critical entities
against cybersecurity risks and support the coordinated management of large-scale
cybersecurity incidents and crises, notably the Directive on measures for a high
common level of security of network and information systems across the Union
(NIS2)°, the Cybersecurity Act®, the Directive on attacks against information
systems’ the Commission Recommendation (EU) 2017/1584 on coordinated
response to large-scale cybersecurity incidents and crises®.

ffhe actions proposed under the Cyber Solidarity Act cover situational awareness,
information sharing, as well as support for preparedness and response to cyber
incidents. These actions are consistent with and support the objectives of the
regulatory framework in place at Union level, notably under Directive (EU)
2022/2555 (‘the NIS2 Directive’). The Cyber Solidarity Act will especially build
on and support the existing cybersecurity operational cooperation}

EN

s Directive (EU) 2022/2555 of the European Parliament and of the Council of 14
December 2022 on measures for a high common level of cybersecurity across the Union,
amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive
(EU) 2016/1148 (NIS 2 Directive).

6 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April
2019 on ENISA (the European Union Agency for Cybersecurity) and on information and
communications technology cybersecurity certification and repealing Regulation (EU) No
526/2013 (Cybersecurity Act).

7 Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013
on attacks against information systems and replacing Council Framework Decision 2005/222/JHA.
8 Proposal for a Regulation of the European Parliament and of the Council on horizontal
cybersecurity requirements for products with digital elements and amending Regulation (EU)

2019/1020, COM/2022/454 final.
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and crisis management frameworks, in particular European cyber crisis liaison organisation
network (EU-CyCLONe) and the computer security incident response teams (CSIRTSs)
network.

The cross-border SOCs platforms should constitute a new capability that is complementary to
the CSIRTSs network, by pooling and sharing data on cybersecurity threats from public and
private entities, enhancing the value of such data through expert analysis and state of the art
tools, and contributing to the development of Union capabilities and technological

sovereignty.

Finally, this proposal is consistent with the Council Recommendation on a Union-wide
coordinated approach to strengthen the resilience of critical infrastructure® that invites
Member States to take urgent and effective measures, and to cooperate loyally, efficiently, in
solidarity and in a coordinated manner with each other, the Commission and other relevant
public authorities as well as the entities concerned, to enhance the resilience of critical
infrastructure used to provide essential services in the internal market.

2. RESULTS OF  EX-POST EVALUATIONS,
STAKEHOLDER CONSULTATIONS AND IMPACT
ASSESSMENTS

. [Stakeholder consultations

The actions of this Regulation will be supported by DEP, which was subject to wide
consultation. In addition, they will build on first steps that have been prepared in close
cooperation with the main stakeholders. As regards SOCs, the Commission has developed a
concept paper on the development of cross-border SOCs platforms and a Call for Expression
of Interest in close cooperation with Member States in the framework of the European
Cybersecurity Competence Centre (ECCC). In this context, a survey of national SOCs
capacities was conducted and common approaches and technical requirements have been
discussed within the technical working group of the ECCC that gathers representatives of
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Member States. In addition, exchanges took place with industry, notably through the expert
group on SOCs created by ENISA and the European Cyber Security Organisation (ECSO).

Secondly, as regards preparedness and incident response, the Commission has set up a short-
term programme to support Member States, through additional funding allocated to ENISA
from DEP, to immediately reinforce preparedness and capacities to respond to major cyber
incidents. Member States’ and industry’s feedback gathered during the implementation of this
short-term programme is already providing valuable insights that have fed into the preparation
of the proposed Regulation to address identified shortcomings. This was a first step in line
with the Council conclusions on the Cyber posture requesting the Commission to come
forward with a proposal for a new Emergency Response Fund for Cybersecurity.

In addition, a workshop with Member States experts on the Cyber Emergency Mechanism
was held on 16 February 2023, on the basis of a discussion paper. All Member States
participated in this workshop and eleven Member States provided further contributions in
writing.

. Impact assessment

Due to the urgent nature of the proposal, no impact assessment was carried out. The actions of
this Regulation will be supported by the DEP and are in line with those set in the DEP
Regulation, which was subject to a dedicated impact assessment. This Regulation will not
entail any significant administrative or environmental impacts beyond those already assessed
in the impact assessment of the DEP Regulation.

Furthermore, it builds on first actions developed in closed collaboration with the main
stakeholders, as set out above, and follow up on Member States’ call for the Commission to
present a proposal on a new Emergency Response Fund for Cybersecurity by the end of Q3
2022.

Specifically, regarding situational awareness and detection under the European Cyber Shield,
a Call for Expression of Interest to jointly procure tools and infrastructure to establish Cross-
border SOCs, and a call for grants to enable capacity building of SOCs serving public and
private organisations, were held under DEP cybersecurity work programme 2021-2022.

In the area of preparedness and incident response, as mentioned above the Commission has
set up a short-term programme to support Member States from DEP, being implemented by
ENISA. Services covered include preparedness actions, such as penetration testing of critical
entities in order to identify vulnerabilities. It also strengthens possibilities to assist Member
States in case of a major incident affecting critical entities. The implementation by ENISA of
this short-term programme is under way and has already provided relevant insights that have
been taken into account in the preparation of this Regulation.l
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. Fundamental rights

By contributing to the security of digital information, this proposal will contribute to
protecting the right to liberty and security in accordance with Article 6 of the EU Charter of
Fundamental Rights, and the right to respect for private and family life in accordance with
Article 7 of the EU Charter of Fundamental Rights. By protecting businesses from
economically damaging cyberattacks, the proposal will also contribute to the freedom to
conduct a business in accordance with Article 16 of the EU Charter of Fundamental Rights,
and the right to property in accordance with Article 17 of the EU Charter of Fundamental
Rights. Finally, by protecting the integrity of critical infrastructure in the face of cyberattacks,
the proposal will contribute to the right to healthcare in accordance with Article 35 of the EU
Charter of Fundamental Rights, and the right to access to services of general economic
interest in accordance with Article 36 of the EU Charter of Fundamental Rights.

3. BUDGETARY IMPLICATIONS

fl"he actions of this Regulation will be supported by funding under Strategic Objective
‘Cybersecurity and Trust’ of DEP.\

The total budget includes an increase of EUR 100 million that this Regulation proposes to re-
allocate from other Strategic Objectives of DEP. This will bring the new total amount
available for Cybersecurity actions under DEP to EUR 842.8 million.

Part of the additional EUR 100 million will reinforce the budget managed by the ECCC to
implement actions on SOCs and preparedness as part of their Work Programme(s). Moreover,
the additional funding will serve to support the establishment of the EU Cybersecurity
Reserve.

It complements the budget already foreseen for similar actions in the main DEP and
Cybersecurity DEP WP from the period 2023-2027 which could bring the total amount to 551
million for 2023-2027, while 115 million were dedicated already in the form of pilots for
2021-2022. Including Member States contributions, the overall budget could amount up to
1.109 billion euros.

An overview of the costs involved is included in the ‘Legislative financial statement’
accompanying this proposal.

4. OTHER ELEMENTS

. Implementation plans and monitoring, evaluation and reporting arrangements

The Commission will monitor the implementation, the application, and the compliance with
these new provisions with a view to assessing their effectiveness. The Commission shall
submit a report on the evaluation and review of this Regulation to the European Parliament
and to the Council by four years after the date of its application.
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. Detailed explanation of the specific provisions of the proposal

General Objectives, subject matter, and definitions (Chapter I)

Chapter I sets out the objectives of the Regulation to strengthen solidarity at Union level in
order to better detect, prepare and respond to cybersecurity threats and incidents and in
particular, to strengthen common Union detection and situational awareness of cyber threats
and incidents, to reinforce preparedness of entities operating in critical and highly critical
sectors across the Union and strengthen solidarity by developing common response capacities
against significant or large-scale cybersecurity incidents and to enhance Union resilience by
reviewing and assessing significant or large-scaleincidents. This Chapter also sets out the
actions through which these objectives will be achieved: the deployment of a European Cyber
Shield, the creation of a Cyber Emergency Mechanism and the establishment of a
Cybersecurity Incident Review Mechanism. It also sets out the definitions used throughout the
instrument.

The European Cyber Shield (Chapter IT)

Chapter II establishes the European Cyber Shield and sets out its various elements and the
conditions for participation. Firstly, it announces the overall objective of the European Cyber
Shield, which is to develop advanced capabilities for the Union to detect, analyse and process
data on cyber threats and incidents in the Union, as well as the specific operational objectives.
It specifies that Union funding for the European Cyber Shield shall be implemented in
accordance with the DEP Regulation.

Further, the chapter describes the type of entities that shall form the European Cyber Shield.
The shield shall consist of National Security Operations Centres (‘National SOCs’) and
Cross-border Security Operations Centres (‘Cross-border SOCs’). A National SOC shall be
designated by each participating Member State. This shall act as a reference point and
gateway to other public and private organisations at national level for collecting and analysing
information on cybersecurity threats and incidents and contributing to a Cross-border SOC.
Following a Call for Expression of Interest, a National SOC may be selected by the ECCC to
participate in a joint procurement of tools and infrastructures with the ECCC and to receive a
grant for running the tools and infrastructures. If a National SOC benefits from Union
support, it shall commit to apply participate in a Cross-border SOC within two years.

Cross-border SOCs shall consist of a consortium of at least three Member States, represented
by National SOCs, who are committed to work together to coordinate their cyber detection
and threat monitoring activities. Following an initial Call for Expression of Interest, a Hosting
Consortium may be selected by the ECCC to participate in a joint procurement of tools and
infrastructures with the ECCC and to receive a grant for running the tools and infrastructures.
Members of the Hosting Consortium shall conclude a written consortium agreement which
sets out their internal arrangements. This chapter then details the requirements for sharing
information among the participants in a Cross-border SOC, and for sharing information
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between a Cross-border SOC and other Cross-border SOCs, as well as with relevant EU
entities. National SOCs participating in a Cross-border SOC shall share relevant cyber threat
related information with one another, and the details, including the commitment to share
significant amount of data and the conditions thereof should be defined in a consortium
agreement. Cross-border SOCs shall ensure a high-level of interoperability between
themselves. Cross-border SOCs should also conclude cooperation agreements with other
Cross-border SOCs, specifying information sharing principles. Where Cross-border SOCs
obtain information relating to a potential or ongoing large-scale cybersecurity incident, they
shall provide relevant information to EU CyCLONe, the CSIRTs network and the
Commission, in view of their respective crisis management roles in accordance with Directive
(EU) 2022/2555. Chapter II concludes by specifying the security conditions for participating
in the European Cyber Shield.

Cybersecurity Emergency Mechanism (Chapter III)

Chapter III establishes the Cyber Emergency Mechanism to improve the Union’s resilience to
major cybersecurity threats and prepare for and mitigate, in a spirit of solidarity, the short-
term impact of significant and large-scale cybersecurity incidents or crises. Actions
implementing the Cyber Emergency Mechanism shall be supported by funding from DEP.
The Mechanism provides for actions to support preparedness, including coordinated testing of
entities operating in highly critical sectors, response to and fimmediate recovery from
significant or large-scale cybersecurity incidents br mitigate significant cyber threats and
mutual assistance actions.

The Cyber Emergency Mechanism preparedness actions include the coordinated preparedness
testing of entities operating in highly critical sectors. Tl"he Commission, after consulting
ENISA and the NIS Cooperation Group, should regularly identify relevant sectors or
subsectors from the Sectors of High Criticality listed in Annex I of Directive (EU) No
2022/2555, from which entities may be subject to the coordinated preparedness testing at EU
level|

For the purpose of implementing the proposed incident response actions, this Regulation
establishes an EU Cybersecurity Reserve, consisting of incident response services from
trusted providers, selected in accordance with the criteria laid down in this Regulation. Users
of the services from the EU Cybersecurity Reserve shall include Member States’ cyber crisis
management authorities and CSIRTs and Union institutions, bodies and agencies. TThe
Commission shall have overall responsibility for the implementation of the EU Cybersecurity
Reserve and may entrust, in full or in part, ENISA with the operation and administration of
the EU Cybersecurity Reserve|

To receive support from the EU Cybersecurity Reserve, the users should take their own
measures to mitigate the effects of the incident for which the support is requested. The
requests for support from the EU Cybersecurity Reserve should include necessary relevant
information about the incident and the measures already taken by the users. The Chapter
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describes as well the implementation modalities, including assessment of requests to the EU
Cybersecurity Reserve.

The Regulation provides as well for the procurement principles and selection criteria
regarding trusted providers of the EU Cybersecurity Reserve.

Third countries may request support from the EU Cybersecurity Reserve where Association
Agreements concluded regarding their participation in DEP provide for this. This Chapter
describes further conditions and modalities of such participation.

Cybersecurity Incident Review Mechanism (Chapter IV)

At the request of the Commission, the EU-CyCLONe or the CSIRTs network, ENISA should
review and assess threats, vulnerabilities and mitigation actions with respect to a specific
significant or large-scale cybersecurity incident. The review and assessment should be
delivered by ENISA in the form of an incident review report to the CSIRTs network, the EU-
CyCLONe and the Commission to support them in carrying out their tasks. When the incident
relates to a third country, the report should be shared by the Commission with the High
Representative. The report should include lessons learned and where appropriate,
recommendations to improve the Union’s cyber posture.

Final Provisions (Chapter V)

Chapter V contains amendments to the DEP Regulation, and an obligation for the
Commission to prepare regular reports for the evaluation and review of the Regulation to the
European Parliament and to the Council. The Commission is empowered to adopt
implementing acts in accordance with the examination procedure referred to in Article 21 to:
specify the conditions for this interoperability between Cross-border SOCs; determine the
procedural arrangements for the information sharing related to a potential or ongoing large-
scale cybersecurity incident between Cross-border SOCs and Union entities; laying down
technical requirements to ensure a high level of data and physical security of the infrastructure
and to protect the security interests of the Union when sharing information with entities that
are not Member States public bodies; specify the types and the number of response services
required for the EU Cybersecurity Reserve; and, specify further the detailed arrangements for
allocating the EU Cybersecurity Reserve support services.
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2023/0109 (COD)

Proposal for a

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE

COUNCIL

laying down measures to strengthen solidarity and capacities in the Union to detect, prepare for

EN

and respond to cybersecurity threats and incidents

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular
Article 173(3) and Article 322(1), point (a) thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the Court of Auditors'

Having regard to the opinion of the European Economic and Social Committee?,

Having regard to the opinion of the Committee of the Regions?,

Acting in accordance with the ordinary legislative procedure,
Whereas:

(M

@

The use of and dependence on information and communication technologies have
become fundamental aspects in all sectors of economic activity as our public
administrations, companies and citizens are more interconnected and
interdependent across sectors and borders than ever before.

The magnitude, frequency and impact of cybersecurity incidents are increasing,
including supply chain attacks aiming at cyberespionage, ransomware or disruption.
They represent a major threat to the functioning of network and information
systems. In view of the fast-evolving threat landscape, the threat of possible large-
scale incidents causing significant disruption or damage to critical infrastructures
demands heightened preparedness at all levels of the Union’s cybersecurity
framework. That threat goes beyond Russia’s war against military—aggression—en
Ukraine, and is likely to persist given the multiplicity of state-aligned, criminal and
hacktivist actors involved in current geopolitical tensions. Such incidents can impede
the provision of public services and the pursuit of economic activities, including in
critical or highly critical sectors, generate substantial financial losses, undermine user
confidence, cause major damage to the economy of the Union, and could even have
health or life-threatening consequences. Moreover, cybersecurity incidents are
unpredictable, as they often emerge and evolve within very short periods of time, not
contained within any specific geographical area, and occurring simultaneously or
spreading instantly across many countries.

63

EN



EN

OIC[..}.[...l,p. [..

oIC,,p..
oIC,,p..

1

64

EN

| Formatted: Polish




EN

®)

)

Q)

It is necessary to strengthen the competitive position of industry and services sectors
in the Union across the digitised economy and support their digital transformation,
by reinforcing the level of cybersecurity in the Digital Single Market. As
recommended in three different proposals of the Conference on the Future of
Europe?, itis necessary to increase the resilience of citizens, businesses and entities
operating critical infrastructures against the growing cybersecurity threats, which can
have devastating societal and economic impacts. r'l'herefore, investment in
infrastructures and services that will support faster detection and response to
cybersecurity threats and incidents is needed, and Member States need assistance in
better preparing for, as well as responding to significant and large-scale cybersecurity
incidents. hhe Union should also increase its capacities in these areas, notably as
regards the collection and analysis of data on cybersecurity threats and incidents.

The Union has already taken a number of measures to reduce vulnerabilities and
increase the resilience of critical infrastructures and entities against cybersecurity
risks, in particular Directive (EU) 2022/2555 of the European Parliament and of the
Council®, Commission Recommendation (EU) 2017/1584°, Directive 2013/40/EU of
the European Parliament and of the Council” and Regulation (EU) 2019/881 of the
European Parliament and of the Council®. In addition, the Council Recommendation
on a Union-wide coordinated approach to strengthen the resilience of critical
infrastructure invites Member States to take urgent and effective measures, and to
cooperate loyally, efficiently, in solidarity and in a coordinated manner with each
other, the Commission and other relevant public authorities as well as the entities
concerned, to enhance the resilience of critical infrastructure used to provide
essential services in the internal market.

The growing cybersecurity risks and an overall complex threat landscape, with a clear
risk of rapid spill-over of cyber incidents from one Member State to others and from
a third country to the Union requires strengthened solidarity at Union level to better
detect, prepare for and respond to cybersecurity threats and incidents. Member
States have also invited the Commission to present a proposal on a new Emergency
Response Fund for Cybersecurity in the Council Conclusions on an EU Cyber Posture®.

https://futureu.europa.eu/en/

Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on
measures for a high common level of cybersecurity across the Union, amending Regulation (EU) No
910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (OJ L 333,
27.12.2022).

Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated response to
large-scale cybersecurity incidents and crises (OJ L 239, 19.9.2017, p. 36).

Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on attacks
against information systems and replacing Council Framework Decision 2005/222/JHA (J L 218,
14.8.2013, p. 8).

Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA

(the European Union Agency for Cybersecurity) and on information and communications technology

65

EN

Commented [A106]: No logical connection > What comes
first? The need or the investment?




EN

cybersecurity certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act) (OJ L 151,
7.6.2019, p. 15).

Council conclusions on the development of the European Union's cyber posture approved by the

Council at its meeting on 23 May 2022, (9364/22)
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The Joint Communication on the EU Policy on Cyber Defence!® adopted on 10
November 2022 announced an EU Cyber Solidarity Initiative with the following
objectives: strengthening of common EU detection, situational awareness and
response capabilities by promoting the deployment of an EU infrastructure of
Security Operations Centres (‘SOCs’), supporting gradual building of an EU-level
cybersecurity reserve with services from trusted private providers and testing of
critical entities for potential vulnerabilities based on EU risk assessments.

It is necessary to strengthen the detection and situational awareness of cyber threats
and incidents throughout the Union and to strengthen solidarity by enhancing
Member States’ and the Union’s preparedness and capabilities to respond to
significant and large-scale cybersecurity incidents. Therefore a pan-European
infrastructure of SOCs (European Cyber Shield) should be deployed to build and
enhance common detection and situational awareness capabilities; a Cybersecurity
Emergency Mechanism should be established to support Member States in preparing
for, responding to, and immediately recovering from significant and large-scale
cybersecurity incidents; a Cybersecurity Incident Review Mechanism should be
established to review and assess specific significant or large-scale incidents. These
actions shall be without prejudice to Articles 107 and 108 of the Treaty on the
Functioning of the European Union (‘TFEU’).

To achieve these objectives, it is also necessary to amend Regulation (EU) 2021/694
of the European Parliament and of the Council*! in certain areas. In particular, this
Regulation should amend Regulation (EU) 2021/694 as regards adding new
operational objectives related to the European Cyber Shield and the Cyber
Emergency Mechanism under Specific Objective 3 of DEP, which aims at
guaranteeing the resilience, integrity and trustworthiness of the Digital Single
Market, at strengthening capacities to monitor cyber-attacks and threats and to
respond to them, and at reinforcing cross-border cooperation on cybersecurity. This
will be complemented by the specific conditions under which financial support may
be granted for those actions should be established and the governance and
coordination mechanisms necessary in order to achieve the intended objectives
should be defined. Other amendments to Regulation (EU) 2021/694 should include
descriptions of proposed actions under the new operational objectives, as well as
measurable indicators to monitor the implementation of these new operational
objectives.

The financing of actions under this Regulation should be provided for in Regulation
(EU) 2021/694, which should remain the relevant basic act for these actions
enshrined within the Specific Objective 3 of DEP. Specific conditions for participation
concerning each action will be provided for in the relevant work programmes, in line
with the applicable provision of Regulation (EU) 2021/694.

Horizontal financial rules adopted by the European Parliament and by the Council on
the basis of Article 322 TFEU apply to this Regulation. Those rules are laid down in the
Financial Regulation and determine in particular the procedure for establishing and
implementing the Union budget, and provide for checks on the responsibility of
financial actors. Rules adopted on the basis of Article 322 TFEU also include a
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Join Communication to the European Parliament and the Council EU Policy on Cyber Defence
JOIN/2022/49 final

Regulation (EU) 2021/694 of the European Parliament and of the Council of 29 April 2021 establishing
the Digital Europe Programme and repealing Decision (EU) 2015/2240 (OJ L 166, 11.5.2021, p. 1).

68

EN



EN

(1)

(12)

(13)

(14)

general regime of conditionality for the protection of the Union budget as established
in Regulation (EU, Euratom) 2020/2092 of the European Parliament and of the
Council.

For the purpose of sound financial management, specific rules should be laid down
for the carry-over of unused commitment and payment appropriations. While
respecting the principle that the Union budget is set annually, this Regulation should,
on account of the unpredictable, exceptional and specific nature of the cybersecurity
landscape, provide for possibilities to carry over unused funds beyond those set out
in the Financial Regulation, thus maximising the Cybersecurity Emergency
Mechanism’s capacity to support Member States in countering effectively cyber
threats.

To more effectively prevent, assess and respond to cyber threats and incidents, it is
necessary to develop more comprehensive knowledge about the threats to critical
assets and infrastructures on the territory of the Union, including their geographical
distribution, interconnection and potential effects in case of cyber-attacks affecting
those infrastructures. A large-scale Union infrastructure of SOCs should be deployed
(the European Cyber Shield’), comprising of several interoperating cross-border
platforms, each grouping together several National SOCs. That infrastructure should
serve national and Union cybersecurity interests and needs, leveraging state of the
art technology for advanced data collection and analytics tools, enhancing cyber
detection and management capabilities and providing real-time situational
awareness. That infrastructure should serve to increase detection of cybersecurity
threats and incidents and thus complement and support Union entities and networks
responsible for crisis management in the Union, notably the EU Cyber Crises Liaison
Organisation Network (‘EU-CyCLONe’), as defined in Directive (EU) 2022/2555 of the
European Parliament and of the Council'2.

Each Member State should designate a public body at national level tasked with
coordinating cyber threat detection activities in that Member State. These National
SOCs should act as a reference point and gateway at national level for participation in
the European Cyber Shield and should ensure that cyber threat information from
public and private entities is shared and collected at national level in an effective and
streamlined manner.

As part of the European Cyber Shield, a number of Cross-border Cybersecurity
Operations Centres (‘Cross-border SOCs’) should be established. These should bring
together National SOCs from at least three Member States, so that the benefits of
cross-border threat detection and information sharing and management can be fully
achieved. The general objective of Cross-border SOCs should be to strengthen
capacities to analyse, prevent and detect cybersecurity threats and to support the
production of high-quality intelligence on cybersecurity threats, notably through the
sharing of data from various sources, public or private, as well as through the sharing
and joint use of state-of-the-art tools, and jointly developing detection, analysis and
prevention capabilities in a trusted environment. hhey should provide new additional
capacity, building upon and complementing existing SOCs and computer incident
response teams (‘CSIRTs’) and other relevant actors.‘
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12 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on
measures for a high common level of cybersecurity across the Union, amending Regulation (EU)
No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive) (OJ
L 333,27.12.2022, p. 80).
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At national level, the monitoring, detection and analysis of cyber threats is typically
ensured by SOCs of public and private entities, in combination with CSIRTs. In
addition, CSIRTs exchange information in the context of the CSIRT network, in
accordance with Directive (EU) 2022/2555. The Cross-border SOCs should constitute
a new capability that is complementary to the CSIRTs network, by pooling and
sharing data on cybersecurity threats from public and private entities, enhancing the
value of such data through expert analysis and jointly acquired infrastructures and
state of the art tools, and contributing to the development of Union capabilities and
technological sovereignty.

The Cross-border SOCs should act as a central point allowing for a broad pooling of
relevant data and cyber threat intelligence, enable the spreading of threat
information among a large and diverse set of actors (e.g., Computer Emergency
Response Teams (‘CERTs’), CSIRTs, Information Sharing and Analysis Centers (‘ISACs’),
operators of critical infrastructures). The information exchanged among participants
in a Cross- border SOC could include data from networks and sensors, threat
intelligence feeds, indicators of compromise, and contextualised information about
incidents, threats and vulnerabilities. In addition, Cross-border SOCs should also
enter into cooperation agreements with other Cross-border SOCs.

Shared situational awareness among relevant authorities is an indispensable
prerequisite for Union-wide preparedness and coordination with regards to
significant and large-scale cybersecurity incidents. Directive (EU) 2022/2555
establishes the EU— CyCLONe to support the coordinated management of large-scale
cybersecurity incidents and crises at operational level and to ensure the regular
exchange of relevant information among Member States and Union institutions,
bodies and agencies. Recommendation (EU) 2017/1584 on coordinated response to
large-scale cybersecurity incidents and crises addresses the role of all relevant actors.
Directive (EU) 2022/2555 also recalls the Commission’s responsibilities in the Union
Civil Protection Mechanism (‘UCPM’) established by Decision 1313/2013/EU of the
European Parliament and of the Council, as well as for providing analytical reports for
the Integrated Political Crisis Response Mechanism (‘IPCR’) arrangements under
Implementing Decision (EU) 2018/1993. Therefore, in situations where Cross-border
SOCs obtain information related to a potential or ongoing large-scale cybersecurity
incident, they should provide relevant information to EU-CyCLONe, the CSIRTs
network and the Commission. In particular, depending on the situation, information
to be shared could include technical information, information about the nature and
motives of the attacker or potential attacker, and higher-level non-technical
information about a potential or ongoing large-scale cybersecurity incident. In this
context, due regard should be paid to the need-to-know principle and to the
potentially sensitive nature of the information shared.

Entities participating in the European Cyber Shield should ensure a high-level of
interoperability among themselves including, as appropriate, as regards data formats,
taxonomy, data handling and data analysis tools, and secure communications
channels, a minimum level of application layer security, situational awareness
dashboard, and indicators. The adoption of a common taxonomy and the
development of a template for situational reports to describe the technical cause
and impacts of cybersecurity incidents should take into account the ongoing work on
incident notification in the context of the implementation of Directive (EU)
2022/2555.
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In order to enable the exchange of data on cybersecurity threats from various
sources, on a large-scale basis, in a trusted environment, entities participating in the
European
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Cyber Shield should be equipped with state-of-the-art and highly-secure tools,
equipment and infrastructures. This should make it possible to improve collective
detection capacities and timely warnings to authorities and relevant entities, notably by
using the latest artificial intelligence and data analytics technologies.

By collecting, sharing and exchanging data, the European Cyber Shield should
enhance the Union’s technological sovereignty. The pooling of high-quality curated
data should also contribute to the development of advanced artificial intelligence and
data analytics technologies. It should be facilitated through the connection of the
European Cyber Shield with the pan-European High Performance Computing
infrastructure established by Council Regulation (EU) 2021/1173%3.

While the European Cyber Shield is a civilian project, the cyber defence community
could benefit from stronger civilian detection and situational awareness capabilities
developed for the protection of critical infrastructure. Cross-border SOCs, with the
support of the Commission and the European Cybersecurity Competence Centre
(‘ECCC’), and in cooperation with the High Representative of the Union for Foreign
Affairs and Security Policy (the ‘High Representative’), should gradually develop
dedicated protocols and standards to allow for cooperation with the cyber defence
community, including vetting and security conditions. The development of the
European Cyber Shield should be accompanied by a reflection enabling future
collaboration with networks and platforms responsible for information sharing in the
cyber defence community, in close cooperation with the High Representative.

Information sharing among participants of the European Cyber Shield should comply
with existing legal requirements and in particular Union and national data protection
law, as well as the Union rules on competition governing the exchange of
information. The recipient of the information should implement, insofar as the
processing of personal data is necessary, technical and organisational measures that
safeguard the rights and freedoms of data subjects, and destroy the data as soon as
they are no longer necessary for the stated purpose and inform the body making the
data available that the data have been destroyed.

Without prejudice to Article 346 of TFEU, the exchange of information that is
confidential pursuant to Union or national rules should be limited to that which is
relevant and proportionate to the purpose of that exchange. The exchange of such
information should preserve the confidentiality of the information and protect the
security and commercial interests of the entities concerned, in full respect of trade
and business secrets.

In view of the increasing risks and number of cyber incidents affecting Member
States, it is necessary to set up a crisis support instrument to improve the Union’s
resilience to significant and large-scale cybersecurity incidents and complement
Member States’ actions through emergency financial support for preparedness,
response and immediate recovery of essential services. That instrument should
enable the rapid deployment of assistance in defined circumstances and under clear
conditions and allow for a careful monitoring and evaluation of how resources have
been used. Whilst the primary responsibility for preventing, preparing for and
responding to cybersecurity incidents and crises lies with the Member States, the
Cyber Emergency
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Council Regulation (EU) 2021/1173 of 13 July 2021 on establishing the European High Performance
Computing Joint Undertaking and repealing Regulation (EU) 2018/1488 (OJ L 256, 19.7.2021, p. 3).
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Mechanism promotes solidarity between Member States in accordance with Article
3(3) of the Treaty on European Union (‘TEU”).

The Cyber Emergency Mechanism should provide support to Member States
complementing their own measures and resources, and other existing support
options in case of response to and immediate recovery from significant and large-
scale cybersecurity incidents, such as the services provided by the European Union
Agency for Cybersecurity (‘ENISA’) in accordance with its mandate, the coordinated
response and the assistance from the CSIRTs network, the mitigation support from
the EU- CyCLONe, as well as mutual assistance between Member States including in
the context of Article 42(7) of TEU, the PESCO Cyber Rapid Response Teams!* and
Hybrid Rapid Response Teams. It should address the need to ensure that specialised
means are available to support preparedness and response to cybersecurity incidents
across the Union and in third countries.

This instrument is without prejudice to procedures and frameworks to coordinate
crisis response at Union level, in particular the UCPM?*>, IPCR'® and Directive (EU)
2022/2555. It may contribute to or complement actions implemented in the context
of Article 42(7) of TEU or in situations defined in Article 222 of TFEU. The use of this
instrument should also be coordinated with the implementation of Cyber Diplomacy
Toolbox’s measures, where appropriate.

Assistance provided under this Regulation should be in support of, and
complementary to, the actions taken by Member States at national level. To this end,
close cooperation and consultation between the Commission and the affected
Member State should be ensured. When requesting support under the Cyber
Emergency Mechanism, the Member State should provide relevant information
justifying the need for support.

Directive (EU) 2022/2555 requires Member States to designate or establish one or
more cyber crisis management authorities and ensure they have adequate resources
to carry out their tasks in an effective and efficient manner. It also requires Member
States to identify capabilities, assets and procedures that can be deployed in the case
of a crisis as well as to adopt a national large-scale cybersecurity incident and crisis
response plan where the objectives of and arrangements for the management of
large- scale cybersecurity incidents and crises are set out. Member States are also
required to establish one or more CSIRTs tasked with incident handling
responsibilities in accordance with a well-defined process and covering at least the
sectors, subsectors and types of entities under the scope of that Directive, and to
ensure they have adequate resources to carry out effectively their tasks. This
Regulation is without prejudice to the Commission’s role in ensuring the compliance
by Member States with the obligations of Directive (EU) 2022/2555. The Cyber
Emergency Mechanism should provide assistance for actions aimed at reinforcing
preparedness as well as incident response actions to mitigate the impact of
significant and large-scale cybersecurity incidents, to support immediate recovery
and/or restore the functioning of essential services.

COUNCIL DECISION (CFSP) 2017/ 2315 - of 11 December 2017 - establishing permanent structured
cooperation (PESCO) and determining the list of participating Member States.

Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December 2013 on a
Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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Integrated Political Crisis Response arrangements (IPCR) and in accordance with Commission
Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated response to large-scale

cybersecurity incidents and crises.
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As part of the preparedness actions, to promote a consistent approach and
strengthen security across the Union and its internal market, support should be
provided for testing and assessing cybersecurity of entities operating in highly critical
sectors identified pursuant to Directive (EU) 2022/2555 in a coordinated manner. For
this purpose, the Commission, with the support of ENISA and in cooperation with the
NIS Cooperation Group established by Directive (EU) 2022/2555, should regularly
identify relevant sectors or subsectors, which should be eligible to receive financial
support for coordinated testing at Union level. The sectors or subsectors should be
selected from Annex | to Directive (EU) 2022/2555 (‘Sectors of High Criticality’). The
coordinated testing exercises should be based on common risk scenarios and
methodologies. The selection of sectors and development of risk scenarios should
take into account relevant Union-wide risk assessments and risk scenarios, including
the need to avoid duplication, such as the risk evaluation and risk scenarios called for
in the Council conclusions on the development of the European Union's cyber
posture to be conducted by the Commission, the High Representative and the NIS
Cooperation Group, in coordination with relevant civilian and military bodies and
agencies and established networks, including the EU CyCLONe, as well as the risk
assessment of communications networks and infrastructures requested by the Joint
Ministerial Call of Nevers and conducted by the NIS Cooperation Group, with the
support of the Commission and ENISA, and in cooperation with the Body of European
Regulators for Electronic Communications (BEREC), the coordinated risk assessments
to be conducted under Article 22 of Directive (EU) 2022/2555 and digital operational
resilience testing as provided for in Regulation (EU) 2022/2554 of the European
Parliament and of the Council’’. The selection of sectors should also take into
account the Council Recommendation on a Union-wide coordinated approach to
strengthen the resilience of critical infrastructure.

In addition, the Cyber Emergency Mechanism should offer support for other
preparedness actions and support preparedness in other sectors, not covered by the
coordinated testing of entities operating in highly critical sectors. Those actions could
include various types of national preparedness activities.

The Cyber Emergency Mechanism should also provide support for incident response
actions to mitigate the impact of significant and large-scale cybersecurity incidents, to
support immediate recovery or restore the functioning of essential services. Where
appropriate, it should complement the UCPM to ensure a comprehensive approach
to respond to the impacts of cyber incidents on citizens.

The Cyber Emergency Mechanism should support assistance provided by Member
States to a Member State affected by a significant or large-scale cybersecurity
incident, including by the CSIRTs network set out in Article 15 of Directive (EU)
2022/2555. Member States providing assistance should be allowed to submit
requests to cover costs related to dispatching of expert teams in the framework of
mutual assistance. The eligible costs could include travel, accommodation and daily
allowance expenses of cybersecurity experts.

A Union-level Cybersecurity Reserve should gradually be set up, consisting of services
from private providers of managed security services to support response and
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Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December 2022 on
digital operational resilience for the financial sector and amending Regulations (EC) No 1060/2009,

(EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU) 2016/1011
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immediate recovery actions in cases of significant or large-scale cybersecurity
incidents. The EU Cybersecurity Reserve should ensure the availability and readiness
of services. The services from the EU Cybersecurity Reserve should serve to support
national authorities in providing assistance to affected entities operating in critical or
highly critical sectors as a complement to their own actions at national level. When
requesting support from the EU Cybersecurity Reserve, Member States should specify
the support provided to the affected entity at the national level, which should be taken
into account when assessing the Member State request. The services from the EU
Cybersecurity Reserve may also serve to support Union institutions, bodies and
agencies, under similar conditions.

For the purpose of selecting private service providers to provide services in the
context of the EU Cybersecurity Reserve, it is necessary to establish a set of minimum
criteria that should be included in the call for tenders to select these providers, so as
to ensure that the needs of Member States’ authorities and entities operating in
critical or highly critical sectors are met.

To support the establishment of the EU Cybersecurity Reserve, the Commission eeuld

i ing—should request ENISA to prepare a candidate certification
scheme pursuant to Regulation (EU) 2019/881 for managed security services |in the
areas covered by the Cyber Emergency Mechanism.

In order to support the objectives of this Regulation of promoting shared situational
awareness, enhancing Union’s resilience and enabling effective response to
significant and large-scale cybersecurity incidents, the EU=CyCLONe, the CSIRTs
network or the Commission should be able to ask ENISA to review and assess threats,
vulnerabilities and mitigation actions with respect to a specific significant or large-
scale cybersecurity incident. After the completion of a review and assessment of an
incident, ENISA should prepare an incident review report, in collaboration with
relevant stakeholders, including representatives from the private sector, Member
States, the Commission and other relevant EU institutions, bodies and agencies. As
regards the private sector, ENISA is developing channels for exchanging information
with specialised providers, including providers of managed security solutions and
vendors, in order to contribute to ENISA’s mission of achieving a high common level
of cybersecurity across the Union. Building on the collaboration with stakeholders,
including the private sector, the review report on specific incidents should aim at
assessing the causes, impacts and mitigations of an incident, after it has occurred.
Particular attention should be paid to the input and lessons shared by the managed
security service providers that fulfil the conditions of highest professional integrity,
impartiality and requisite technical expertise as required by this Regulation. The
report should be delivered and feed into the work of the EU=CyCLONe, the CSIRTs
network and the Commission. When the incident relates to a third country, it will also
be shared by the Commission with the High Representative.

Taking into account the unpredictable nature of cybersecurity attacks and the fact
that they are often not contained in a specific geographical area and pose high risk of
spill- over, the strengthening of resilience of neighbouring countries and their
capacity to respond effectively to significant and large-scale cybersecurity incidents
contributes to the protection of the Union as a whole. Therefore, third countries
associated to the DEP may be supported from the EU Cybersecurity Reserve, where
this is provided for in the respective association agreement to DEP. The funding for
associated third countries should be supported by the Union in the framework of
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relevant partnerships and funding instruments for those countries. The support
should cover services in the
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area of response to and immediate recovery from significant or large-scale
cybersecurity incidents. The conditions set for the EU Cybersecurity Reserve and
trusted providers in this Regulation should apply when providing support to the third
countries associated to DEP.

\In order to ensure uniform conditions for the implementation of this Regulation,
implementing powers should be conferred on the Commission to specify the
conditions for the interoperability between Cross-border SOCs; |determine the
procedural arrangements for the information sharing related to a potential or
ongoing large-scale cybersecurity incident between Cross-border SOCs and Union
entities; laying down technical requirements to ensure security of the European
Cyber Shield; specify the types and the number of response services required for the
EU Cybersecurity Reserve; and, specify further the detailed arrangements for
allocating the EU Cybersecurity Reserve support services. Those powers should be
exercised in accordance with Regulation (EU) 182/2011 of the European Parliament
and of the Council.

The objective of this Regulation can be better achieved at Union level than by the
Member States. Hence, the Union may adopt measures, in accordance with the
principles of subsidiarity and proportionality as set out in Article 5 of the Treaty on
European Union. This Regulation does not go beyond what is necessary in order to
achieve that objective.

HAVE ADOPTED THIS REGULATION:

Chapter 1

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives

1. This Regulation lays down measures to strengthen capacities in the Union to detect,
prepare for and respond to cybersecurity threats and incidents, in particular through the
following actions:

(a) the deployment of a pan-European infrastructure of Security Operations Centres
(‘European Cyber Shield’) to build and enhance common detection and situational
awareness capabilities;

(b) the creation of a Cybersecurity Emergency Mechanism to support Member
States in preparing for, responding to, and immediate recovery from significant and
large- scale cybersecurity incidents;

(c) the establishment of a European Cybersecurity Incident Review Mechanism to
review and assess significant or large-scale incidents.
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2. This Regulation pursues the objective to strengthen solidarity at Union level through
following specific objectives:

@

(©

to strengthen common Union detection and situational awareness of cyber threats
and incidents thus allowing to reinforce the competitive position of industry and
services sectors in the Union across the digital economy and contribute to the
Union’s technological sovereignty in the area of cybersecurity;

(b) to reinforce preparedness of entities operating in critical and highly critical sectors

across the Union and strengthen solidarity by improving existing
common response capacities against significant or large-scale cybersecurity
incidents_building upon those provisions established through DIRECTIVE (EU)
2022/2555, including by making Union cybersecurity incident response support
available for third countries associated to the Digital Europe Programme (‘DEP’);

to enhance Union resilience and contribute to effective response by reviewing and
assessing significant or large-scale incidents, including drawing lessons learned and,
where appropriate, recommendations..

3. This Regulation is without prejudice to the Member States’ primary-sole responsibility for

national

security, public security, and the prevention, investigation, detection and

prosecution of criminal offences.

Article 2

Definitions

For the purposes of this Regulation, the following definitions apply:

(M

@

3)

)

®)

HCross-border Security Operations Centre’ \(”Cross-border SOC”) means a multi-
country platform, that brings together in a coordinated network structure national
SOCs from at least three Member States who form a Hosting Consortium—and-that

‘public body’ means a body governed by public law as defined in Article 2((1), point
(4),), of Directive 2014/24/EU of the European Parliament and the Council®é;

‘Hosting Consortium’ means a consortium composed of participating states,
represented by National SOCs, that have agreed to establish and contribute to the
acquisition of tools and infrastructure for, and operation of, a Cross-border SOC ;

‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU)
2022/2555;

‘entities operating in critical or highly critical sectors’ means type of entities listed
in Annex | and Annex Il of Directive (EU) 2022/2555;
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Commented [A110]: There is no need for new developments
here since there are existing mechanisms within NIS2, see for
example Art. 29 “Cybersecurity information-sharing
arrangements” Para 1:

,.Member States shall ensure that entities falling within the scope
of this Directive and, where relevant, other entities not falling
within the scope of this Directive are able to exchange on a
voluntary basis relevant cybersecurity information among
themselves, including information relating to cyber threats,
near misses, vulnerabilities, techniques and procedures,
indicators of compromise, adversarial tactics, threat-actor-
specific information, cybersecurity alerts and

r dations regarding configuration of cybersecurity
tools to detect cyberattacks, where such information sharing*

Also, CyCLONEe has already a relevant mandate, see for example
Rec. 71 in NIS2:

,EU-CyCLONe should work as an intermediary between the
technical and political level during large-scale cybersecurity
incidents and crises and should enhance cooperation at
operational level and support decision- making at political level.
In cooperation with the Commission, having regard to the
Commission’s competence in the area of crisis management, EU-
CyCLONGe should build on the CSIRTSs network findings and
use its own capabilities to create impact analysis of large-scale
cybersecurity incidents and crises.

Commented [A111]: Missing "national SOCs" definition.
We refer to the understanding of so called SOCs as a platform for
information sharing.

Commented [A112]: There should be no operational
mandate of so called “Cross-border SOCs” which potentially
duplicate tasks of the NIS2 CSIRTs NW.

For some examples of duplication please refer to Art. 15 (3):
CSIRTs NW shall have the following tasks:

(b)

to facilitate the sharing, transfer and exchange of technology and
relevant measures, policies, tools, processes, best practices and
frameworks among the CSIRTS;

©)
to exchange relevant information about incidents, near misses,
cyber threats, risks and vulnerabilities;
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Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014 on public
procurement and repealing Directive 2004/18/EC (OJ L 94 28.3.2014, p. 65).
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(6) ‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation
(EU) 2019/881;

7 ‘significant cybersecurity incident’ means a cybersecurity incident fulfilling
criteria set out in Article 23(3) of Directive (EU) 2022/2555;

8) ‘large-scale cybersecurity incident’ means an incident as defined in Article 6, point
(7) of Directive (EU)2022/2555;

) ‘preparedness’ \means a state of readiness and capability to ensure an effective
rapid response to a significant or large-scale cybersecurity incidentL obtained as a
result of risk assessment and monitoring actions taken in advance;

(10) ‘response’ means action in the event of a significant or large-scale cybersecurity
incident, or during or after such an incident, to address its immediate and short-
term adverse consequences;

an ‘trusted providers’ means managed security service providers as defined in Article
6, point (40), of Directive (EU) 2022/2555 selected in accordance with Article 16 of
this Regulation.

Chapter I1
THE EUROPEAN CYBER SHIELD

Article 3

Establishment of the European byber Shieldl

1. V\n interconnected pan-European infrastructure of Security Operations Centres (‘European
Cyber Shield’) shall be established te-develop-advancedintegrating existing capabilities for
the Union to detect, analyse and process data on cyber threats and incidents in the Union
such as those structures implemented through DIRECTIVE (EU) 2022/2555. It shall consist of
all National Security Operations Centres (‘National SOCs’) and Cross-border Security
Operations Centres (‘Cross-border SOCs').

Actions implementing the European Cyber Shield shall be supported by funding from the
Digital Europe Programme and implemented in accordance with Regulation (EU) 2021/694
and in particular Specific Objective 3 thereof.

2. rThe European Cyber Shield shall:

(a) [pool and share data on cyber threats and incidents from various sources through

cross-border SOCs;

(b) kafed-ued—share high-quality, actionable information and cyber threat intelligence,
through the use of state-of-the art tools, notably Artificial Intelligence and data
analytics technologies;

84

EN

Commented [A113]: Why limited to significant or large-
scale incidents?

Commented [A114]: As other MS we agree on discussing
the name, having less connotation to military terms, for instance
that proposed by FRA or BEL.

Red line: Before establishing new structures, we need a thorough
discussion among MS about remaining business cases for a SOC
network apart from tasks covered by already existing networks
established by NIS2 (CSIRTs NW, CyCLONe, Cooperation
Group).

The role that SOCs can play in the context of better protection,
detection and response and how this relates to the roles of CSIRTs
is misleading in the current draft of the Act. In essence, SOCs and
CSIRTs can be the same organisation in one MS and can mean in
the end same people contributing to many networks with the same
tasks.

Commented [A115]: As said before, we doubt the need for a
new operational structure here. We want to refer to the CSIRTS /
CyCLONe networks and the NIS cooperation group, because they
can be seen as THE existing example for cross-border information
sharing and might be a starting point for discussing potential
improvements.

We recommend inviting the contribution of other actors and
networks such as the CSIRTs Network, ECCC or CyCLONe
members who are not necessarily participating in the negotiations
of the CSoA, but whose practical view is needed in the further
discussion.

Commented [A116]: This is almost exactly one of the tasks
of the CSIRTSs network (Art. 15 para 3 c, see above). Even before
NIS2, many different tools (chat, share point, MISP) were
established to enhance / enable this exchange. The decisive point
is probably not a new infrastructure but the ability and willingness
of Member States to share and to select the information that is
worth sharing - Partly achieved by CSIRTs NW, members
mainly share own findings about incidents and threats, not those
of third parties, can be technically improved

Commented [A117]: There is no personnel to produce
content

Commented [A118]: ENISA already tries to aggregate and
share the information provided by the different teams (e. g. “heat
map”). Regarding incidents, compared with NIS1, NIS2 provides
for shorter reporting cycles towards the EU level and the
respective numbers are regularly presented within the
Cooperation Group.

-> Partly achieved by CSIRTs NW, collaboration with the aim
that every Member State can produce the type of actionable
information they need for their constituencies, could be
technically improved, however Al probably is not what is needed
here
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(c) lcontribute to better protection and response to cyber threats;
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(d) )contribute to faster detection of cyber threats and situational awareness across

the Union;

(e) [provide services and activities for the cybersecurity community in the Union,
including contributing to the development of advanced artificial intelligence and data
analytics tools,

It shall be developed in cooperation with the pan-European High Performance Computing
infrastructure established pursuant to Regulation (EU) 2021/1173.

Article 4

National Security Operations Centres

1. In order to participate in the European Cyber Shield, each Member State shall designate at
least one National SOC. The National SOC shall be a public body.

It shall have the capacity to act as a reference point and gateway to other public and private
organisations at national level for collecting and analysing information on cybersecurity
threats and incidents and contributing to a Cross-border SOC. It shall be equipped with state-
of-the-art technologies capable of detecting, aggregating, and analysing data relevant to
cybersecurity threats and incidents.

2. \Following a call for expression of interest, National SOCs shall be selected by the
European Cybersecurity Competence Centre (‘ECCC’) to participate in a joint procurement of
tools and infrastructures with the ECCC. rThe ECCC may award grants to the selected
National SOCs to fund the operation of those tools and infrastructures. The Union financial
contribution shall cover up to 50% of the acquisition costs of the tools and infrastructures,
and up to 50% of the operation costs, with the remaining costs to be covered by the Member
State. ‘Before launching the procedure for the acquisition of the tools and infrastructures, the
ECCC and the National SOC shall conclude a hosting and usage agreement regulating the
usage of the tools and infrastructures.)

AN on OC selecte

Article 5

Cross-border Security Operations Centres

1. A Hosting Consortium consisting of at lleast three ]Member States, represented by National
SOCs/CSIRTs, committed to working together to, for example )coordinate their cyber-
detection and threat monitoring activities Lshall be eligible to participate in actions to
establish a Cross-border SOC.
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Commented [A120]: This especially depends on the
information that is shared and what is done with it afterwards.
The CSIRTSs Network is in principle already a suitable forum but
also an example of shortcomings.--> Achieved by CSIRTSs
NW.but can technically been improved

Commented [A121]: See gencral comments above on tasks
ofthe CSIRTs NW referring to Art. 15 of NIS2.

These tasks are already achieved by CSIRTs NW as THE
exchange network for national CSIRTs of EU Member States on
operational information. This

especially includes CTI and information about incidents and
vulnerabilities.

Most of the member CSIRTS also incorporate SOC functions or
act as proxies for their SOCs.

Commented [A122]: Overall, this task is assigned to ENISA
in support of the Member States as well as the EUIBAs.

There are many services and activities provided by ENISA, e. g.
in the area of certification, organisation of exercises and trainings
as well as situational awareness via diverse reports. Regarding the
development of advanced artificial intelligence and

data analytics tools, the ECCC 1i. a. has the task to “support Union
technological capacities, capabilities and skills in relation to the
resilience and reliability of the infrastructure of network and
information systems, including critical infrastructure and
commonly used hardware and software in the Union” (Art. 3 para
1 b). > Partly achieved by CSIRTs NW, CSIRTs NW is

acting as proxy towards national contingencies for

operational topics. Furthermore, part of the tasks are mains tasks
achieved by ENISA and/or ECCC.

[ Commented [A123]: Is there an obligation to apply? ]

Commented [A124]: This step sounds like a huge
bureaucratic task and might interfere with national and
operational decisions.

Commented [A125]: Deletion

Justification: In some MS like in Germany the National SOC is
organizationally inseparable from the National Cyber Security
Authority. An exclusion of the National SOC from the CSoA
would thus result in an exclusion of the National Cyber Security
Authority, which we feel is too much of a restriction.

Commented [A126]: Should be discussed: There should also
be allowances for single or just two MS to apply for funding.

Commented [A127]: Is this a “must” when entering a hosting
consortium? Are there considerations on alternative scenarios?

In general, funding opportunities as proposed by the CSoA are
very welcomed and shall also be usable by CSIRTs/SOCs to build
cooperation platforms on the basis of the needs of existing actors
and networks,




EN

2. Following a call for expression of interest, a Hosting Consortium khall be selected by the
ECCd to participate in-a joint procurement of tools and infrastructures with the ECCC. IThe
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the ECCC has no mandate over these decisions.




ECCC may award to the Hosting Consortium a grant to fund the operation of the tools and
infrastructures. The Union financial contribution shall cover up to 75% of the acquisition
costs of the tools and infrastructures, and up to 50% of the operation costs, with the remaining
costs to be covered by the Hosting Consortium. TBefore launching the procedure for the
acquisition of the tools and infrastructures, the ECCC and the Hosting Consortium shall
conclude a hosting and usage agreement regulating the usage of the tools and infrastructures.

3. Members of the Hosting Consortium shall conclude a written consortium agreement
which sets out their internal arrangements for implementing the hosting and usage
Agreement.

4. A Cross-border SOC shall be represented for legal purposes by a National SOC acting as
coordinating SOC, or by the Hosing Consortium if it has legal personality. rThe co-ordinating
SOC shall be responsible for compliance with the requirements of the hosting and usage
agreement and of this Regulation.\

Article 6

Cooperation and information sharing within and between cross-border SOCs

EN

1. \Members of a Hosting Consortium shall exchange relevant information among themselves
within the Cross-border SOC including information relating to cyber threats, near misses,
vulnerabilities, techniques and procedures, indicators of compromise, adversarial tactics,
threat-actor-specific information, cybersecurity alerts and recommendations regarding the
configuration of cybersecurity tools to detect cyber attacks, where such information sharing:]

(a) aims to prevent, detect, respond to or recover from incidents or to mitigate their
impact;
(b) enhances the level of cybersecurity, in particular through raising awareness in

relation to cyber threats, limiting or impeding the ability of such threats to spread,
supporting a range of defensive capabilities, vulnerability remediation and
disclosure, threat detection, containment and prevention techniques, mitigation
strategies, or response and recovery stages or promoting collaborative threat
research between public and private entities.

2. The written consortium agreement referred to in Article 5(3) shall establish:

(a) a commitment to share b—signiﬁean{—ameun{—eqdata referred to in paragraph 1, and

the conditions under which that information is to be exchanged;

{ey(b)  targets for contribution to the development of advanced artificial intelligence and
data analytics tools.
To encourage exchange of information between Cross-border SOCs, Cross-border

SOCs shall ensure a high level of interoperability between themselves.-FFe—ﬁaeil-ita&e—t—he
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Commented [A129]: This means the consortium needs to
discuss the funding of the remaining resources individually?

Commented [A130]: Is this legally allowed? Can a MS be
responsible for another one? Should be clarified by legal service.

Commented [A131]: See general comments above on tasks
of the CSIRTs NW referring to Art. 15 of NIS2 as well as Art. 29.

These tasks are already achieved by CSIRTs NW as THE
exchange network for national CSIRTs of EU Member States on
operational information and/or MS CSIRTSs for their own
constituency of public and private entities. This

especially includes CTI and information about incidents and
vulnerabilities.

Most of the member CSIRTS also incorporate SOC functions or
act as proxies for their SOCs.

This whole article should be re-formulated based on a discussion
of ,,business cases* for cross-border SOCs or the ,,Shield*.

Commented [A132]: There should be — from a legal side —
no obligation to share a significant amount of data.

Commented [A133]: Not clear what this implies. Either the
legal basis, channels and benefit of sharing exist or they do not.
To overcome this by thinking of incentives is naive and does not
reflect certain constraints.
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-3.Cross-border SOCs shall conclude cooperation agreements with one another, specifying
information sharing principles among the cross-border platforms.

Article 7
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Commented [A135]: Additional point: Would a consortium
be free to decide which info is transmitted to other actors. Who
has the ,,last“ responsibility/what if one member of the cross-
border SOC is not willing to share.

Article 8
Security

1. lMember States participating in the European Cyber Shield shall ensure a high level of data
security and physical security of the European Cyber Shield infrastructure, and shall ensure
that the infrastructure shall be adequately managed and controlled in such a way as to
protect it from threats and to ensure its security and that of the systems, including that of
data exchanged through the infrastructure.

2. Member States participating in the European Cyber Shield shall ensure that the sharing of
information within the European Cyber Shield with entities which are not Member State
public bodies does not negatively affect the security interests of the Union.

3. The Commission may adopt implementing acts laying down technical requirements for
Member States to comply with their obligation under paragraph 1 and 2. Those
implementing acts shall be adopted in accordance with the examination procedure referred
to in Article 21(2) of this Regulation. In doing so, the Commission, supported by the High
Representative, shall take into account relevant defence-level security standards, in order to
facilitate cooperation with military actors.\

Commented [A136]: In our view there is no need for another
“feed” from MS SOCs towards EU CyCLONe. Rather, it is of
utmost importance to “feed in” information flows via the National
CSIRTs/SPoC and the CSIRTs NW as the exchange network for
operational exchange. Opening parallel communication lines are
leading to confusion among national stakeholders. The
cooperation and information sharing arrangements between
CSIRTs NW and CyCLONe are already covered in NIS2 (see for
example Art. 15 (6)) - should be deleted

Information that is used in SOCs for detection is very, very
technical. Information that is shared on such a platform would be
list of IPs or other indicators for detection. This can be considered
a feed for the CSIRTs NW but not for the EU CyCLONe or the
Commission (as a political entity). This would completely mix the
specializations between technical and strategical level.

Potential Compromise: Delivering aggregated reports to the
political level.

Chapter 111
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Commented [A137]: Scrutiny reservation: Requirements
very vague. Why is an implementing act necessary instead of
taking existing requirements being proposed by NIS2 or existing
European/international standards?
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CYBER EMERGENCY MECHANISM

Article 9

Establishment of the Cyber Emergency Mechanism
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1. A Cyber Emergency Mechanism is established fco improve the Union’s resilience to majer

eybersecurity-large scale cybersecurity incidents t-h;ea-t—s)rand prepare for and mitigate, in a
spirit of solidarity, the short-term impact of significant and large-scale cybersecurity

incidents (the ‘Mechanism’).

2. Actions implementing the Cyber Emergency Mechanism shall be supported by funding
from DEP and implemented in accordance with Regulation (EU) 2021/694 and in particular
Specific Objective 3 thereof.

Article 10

Tl“ype of actions

1. The Mechanism shall support the following types of actions:

(a) \preparedness actionsL including the coordinated preparedness testing of entities

operating in highly critical sectors across the Union;

(b) \response actions, supporting response to and immediate recovery }from significant

and large-scale cybersecurity incidents, to be provided by trusted providers
participating in the EU Cybersecurity Reserve established under Article 12;

Article 11

K?oordinated preparedness testing of entities

Article 12

EN % EN

Commented [A138]: Terminology: A threat does not
necessarily lead to an emergency. Why not use ,,large scale as
proposed in the Context of CyCLONe-NW (Art. 16 (1) NIS2)

Commented [A139]: We need clarification about the actions
of the mechanism and the role of the EU Commission (see
comments in the paragraphs below)

Commented [A140]: Isn’t this already done through the EU-
CyCLONe (Art. 16 (3)) EU Directive 2022/2555) and also the
CSIRTs in Art. 10 (4), Art. 10 (7), Art. 11 (3), Art. 11(5), Art. 13
(5) EU Directive 2022/2555? A relevant cross-references to EU
Directive 2022/2555 is also made in this draft Regulation in Art.

What is the added value of the Mechanism?

How can double structures be avoided in this regulation, since
these tasks are already clearly defined in EU Directive
2022/2555?

Commented [A141]: From our understanding, this is already
laid down as a CSIRT task in Art. 11(5) EU Directive 2022/2555.
Also relevant: Part of it is already an EU-CyCLONe task (see Art.
16 (3d-e) EU Directive 2022/2555)? Duplication and no added
value.

Commented [A142]: We need clarification about the
“coordinated preparedness testing” (art. 10) and the role of the
Commission in this scenario.

Commented [A143]: These are questions and responsibilities
of member-states, e.g. according to NIS2. No task for the
Commission.

Not clear what the added value is of the “coordinated
preparedness testing of entities”, since a clear cross-reference is
made to a specific Article in Directive (EU) 2022/2555.
Therefore, this seems to be a duplication, which can be deleted, as
it is already regulated in a Directive.

Commented [A144]: Not clear what the added value is of
this paragraph on the “coordinated preparedness testing of entities
is”, since the tasks of the NIS Cooperation Group are already laid
down in Art. 14 of EU Directive 2022/2555. Therefore, this seems
to be a duplication, which can be deleted, as it is already regulated
in a Directive.
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Establishment of the EU Cybersecurity Reserve
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1. An EU Cybersecurity Reserve shall be established, in order to assist users referred to in
paragraph 3, in responding or providing support for responding to significant or large-scale
cybersecurity incidents, and immediate recovery from such incidents.

2. The EU Cybersecurity Reserve shall consist of incident response services from trusted
providers selected in accordance with the criteria laid down in Article 16. The Reserve shall
include pre-committed services. The services shall be deployable in all Member States.

3. Users of the services from the EU Cybersecurity Reserve shall include:

(a) [Member States’ cyber crisis management authorities and CSIRTs as referred to in
Article 9 (1) and (2) and Article 10 of Directive (EU) 2022/2555, respectively;

(b) Union institutions, bodies and agencies.\

54. he Commission shall have everal-a shared responsibility with the MS for the
implementation of the EU Cybersecurity Reserve. The Member States and the Commission

shall determine the priorities and evolution of the EU Cybersecurity Reserve, in line with the
requirements of the users referred to in paragraph 3, and shall supervise its implementation,
and ensure complementarity, consistency, synergies and links with other support actions
under this Regulation as well as other Union actions and programmes.\

6:5. he Commission may entrust the operation and administration of the EU
Cybersecurity Reserve, in full or in part, to ENISA, by means of contribution agreements.

76. In order to support the Member States and the Commission in establishing the EU
Cybersecurity Reserve, ENISA shall prepare a mapping of the services needed, after
consulting Member States and the Commission. [ENISA shall prepare a similar mapping, after
consulting the Member States and Commission, to [identify the needs of third countries
eligible for support from the EU Cybersecurity Reserve pursuant to Article 17. The
Commission, where relevant, shall consult the High Representative.\

&7. The Commission may, by means of implementing acts, specify the types and the
number of response services required for the EU Cybersecurity Reserve. Those implementing
acts shall be adopted in accordance with the examination procedure referred to in Article
21(2).

Article 13

Requests for support from the EU Cybersecurity Reserve

1. hhe users referred to in Article 12(3) may request services from the EU Cybersecurity
Reserve to support response to and |immediate recovery Hrom significant or large-scale
cybersecurity incidents.‘

2. ho receive support from the EU Cybersecurity Reserve, the users referred to in Article
12(3) shall take measures to mitigate the effects of the incident for which the support is
requested, including the provision of direct technical assistance, and other resources to
assist the response to the incident, and immediate recovery efforts.\

3. Requests for support from users referred to in Article 12(3), point (a), of this Regulation
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Commented [A145]: Are those services managed by MS
themselves? What will be their respective tasks therein?

Commented [A146]: The use of services is mandatory
(,,shall®). This is not a decision taken by the MS, but by the victim
itself.

Commented [A147]: The German Federal Office for
Information Security already offers support to entities in critical
or highly critical sectors. In our view, this would lead to a
duplication of support structures and undermine each Member
States’ national sovereignty in handling incidences as foreseen in
Art. 10 (1) of the EU Directive 2022/2555.

What is the added value of “pre-committed services” (see
paragraph 2)? What are these services? What would happen in the
case that more than the “pre-committed services” are needed?
How quickly can such services be accessed in the case of a major
cyber incident, if the Commission needs to be contacted regarding
the contact details from companies on the reserve list (see
paragraph 5)? This could lead to an additional bureaucratic effort
instead of each Member State being able to immediately react to a
cyber incident with its own available means.

Commented [A148]: The COM has the whole responsibility
and power. This is not a wishful situation from the perspective of
a Member State. There should be a co-responsibility.

Maybe a task for the NIS Cooperation Group?

Commented [A149]: Needs to be discussed on the basis of
the commentary above. There should always be a shared
responsibility. While ENISA can act as a secretary there should
be a clear description of decision opportunities by MS.

Please consider that funds/staff needs to be reserved for ENISA.

Commented [A150]: This should also be discussed in the
context of Cyber Diplomacy.

Commented [A151]: From a practical point of view, a new
instrument should be used and tested by MS first. Participation of
third countries should not be a priority and should be postponed to
a later stage.

Commented [A152]: To include third countries is a political
decision that needs to be considered carefully, also from a
geopolitical perspective. There should not be a scenario where
COM decides on priorities and support alone.

|

Commented [A153]: What about long-term recovery? This
often also poses a challenge and can be very cost intense.

|

Commented [A154]: In Art.12 there was an obligation to use
services, but ,,may* is more appropriate.

|
|

|

Commented [A155]: Users are not necessarily the victims
which have the responsibility in the first place.

|
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shall be transmitted to the Commission and ENISA via the Single Point of Contact designated
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or established by the Member State in accordance with Article 8(3) of Directive (EU)
2022/2555.

4. \Member States shat—may inform the CSIRTs network, and where appropriate EU-
CyCLONe, about their requests for incident response and immediate recovery support
pursuant to this Article.‘

5. Requests for incident response and immediate recovery support shall include:

(a) appropriate information regarding the affected entity and potential impacts of the
incident and the planned use of the requested support, including an indication of
the estimated needs;

(b) information about measures taken to mitigate the incident for which the support is
requested, as referred to in paragraph 2;

(c) \information about other forms of support available to the affected entity, including
contractual arrangements in place for incident response and immediate recovery
services, as well as insurance contracts potentially covering such type of incident.

6. \ENISA, in cooperation with the Commission and the NIS Cooperation Group, shall develop
a template to facilitate the submission of requests for support from the EU Cybersecurity
Reserve.\

7. The Commission may, by means of implementing acts, specify further the detailed
arrangements for allocating the EU Cybersecurity Reserve support services. Those
implementing acts shall be adopted in accordance with the examination procedure referred
toin Article 21(2).

Article 14

Implementation of the support from the EU Cybersecurity Reserve

1. \Requests for support from the EU Cybersecurity Reserve, shall be assessed by —the
Commission, with the support of ENISA or as defined in contribution agreements under
Article 12(6), and a response shall be transmitted to the users referred to in Article 12(3)
without delay.\

2. To prioritise requests, in the case of multiple concurrent requests, the following criteria
shall be taken into account, where relevant:

(a) }the severity of the cybersecurity incident;

(b) the type of entity affected, with higher priority given to incidents affecting essential
entities as defined in Article 3(1) of Directive (EU) 2022/2555;

(c) the potential impact on the affected Member State(s) or users;

(d) the potential cross-border nature of the incident and the risk of spill over to other

Member States or users;

(e) the measures taken by the user to assist the response, and immediate recovery
efforts, as referred in Article 13(2) and Article 13(5), point (b).\
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Commented [A156]: Why? Which information exactly.
What about national sovereignty and victim’s protection, if
| wished? Information can also be given in an abstract form without
@dicating details about the victim.

Commented [A157]: And maybe also other countries being
officially requested as this avoids a situation with strange
outcomes. For instance, a country like Moldavia asks Russia and
the EU alike for help.

Commented [A158]: As already asked in our comment in
Art. 12(4): How quickly can such services be accessed in the case
of a major cyber incident, if the Commission needs to be
contacted regarding the contact details from companies on the
reserve list (see paragraph 5)? This could lead to an additional
bureaucratic effort instead of each Member State being able to
immediately react to a cyber incident with its own available
means

Commented [A159]: What is the competence of the COM as
a non-operational actor to assess the following criteria? It sounds
ambitious and almost impossible: to assess the request (according
to a) — e) ) and to respond without delay. Will the COM have a
24x7 entity for this?

Commented [A160]: Can all these criteria be made
transparent by the victim/user of the service in all cases?
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3. The EU Cybersecurity Reserve services shall be provided in accordance with specific
agreements between the service provider and the [useri to which the support under the EU
Cybersecurity Reserve is provided. Those agreements shall include liability conditions.

4. The agreements referred to in paragraph 3 may be based on templates prepared by
ENISA, after consulting Member States.

5. Member States, Fthe Commission and ENISA shall bear no contractual liability for
damages caused to third parties by the services provided in the framework of the
implementation of the EU Cybersecurity Reserve.

6. ’Within one month from the end of the support action, the users shall provide Commission
and ENISA with a summary report about the service provided, results achieved and the
lessons learned. When the user is from a third country as set out in Article 17, such report
shall be shared with the High Representative.

7. The Commission shall report to the NIS Cooperation Group about the use and the results
of the support, on a regular basis.

Article 15

Coordination with crisis management mechanisms

1. In cases where significant or large-scale cybersecurity incidents originate from or result in
disasters as defined in Decision 1313/2013/EU®, the support under this Regulation for
responding to such incidents shall complementactions under and without prejudice to
Decision 1313/2013/EU.

2. In the event of a large-scale, cross border cybersecurity incident where Integrated Political
Crisis Response arrangements (IPCR) are triggered, the support under this Regulation for
responding to such incident shall be handled in accordance with relevant protocols and
procedures under the IPCR.

3. In consultation with the High Representative, support under the Cyber Emergency
Mechanism may complement assistance provided in the context of the Common Foreign and
Security Policy and Common Security and Defence Policy, including through the Cyber Rapid
Response Teams. It may also complement or contribute to assistance provided by one
Member State to another Member State in the context of Article 42(7) of the Treaty on the
European Union.

4. Support under the Cyber Emergency Mechanism may form part of the joint response
between the Union and Member States in situations referred to in Article 222 of the Treaty
on the Functioning of the European Union.‘

Article 16

Trusted providers

1. In procurement procedures for the purpose of establishing the EU Cybersecurity Reserve,
the }contracting authority lshall act in accordance with the principles laid down in the
Regulation (EU, Euratom) 2018/1046 and in accordance with the following principles:
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Commented [A161]: When the user is a MS CSIRT - is it
bol necessary to make an agreement with the victim as well?

Commented [A162]: Depending on the incident, there might
be more time needed.

Commented [A163]: Is there a competence for regulating
this area within this legal act?

[ Commented [A164]: Who will this be? The user?
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Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December 2013 on a
Union Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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(a) ensure the EU Cybersecurity Reserve includes services that may be
deployed in all Member States, taking into account in particular national
requirements for the provision of such services, including certification
or accreditation;

(b) ensure the protection of the essential security interests of the Union
and its Member States.

() ensure that the EU Cybersecurity Reserve brings EU added value, by
contributing to the objectives set out in Article 3 of Regulation (EU)
2021/694, including promoting the development of cybersecurity skills
in the EU.

2. [When procuring services for the EU Cybersecurity Reserve, the contracting
authority shall include in the procurement documents the following selection
criteria:

(a) the provider shall demonstrate that its personnel has the highest degree
of professional integrity, independence, responsibility, and the requisite
technical competence to perform the activities in their specific field, and
ensures the permanence/continuity of expertise as well as the required
technical resources;

(b) the provider, its subsidiaries and subcontractors shall have in place a
framework to protect sensitive information relating to the service, and
in particular evidence, findings and reports, and is compliant with Union
security rules on the protection of EU classified information;

(c) the provider shall provide sufficient proof that its governing structure is
transparent, not likely to compromise its impartiality and the quality of
its services or to cause conflicts of interest;

(d) the provider shall have appropriate security clearance, at least for
personnel intended for service deployment;

(e) the provider shall have the relevant level of security for its IT systems;

® the provider shall be equipped with the hardware and software
technical equipment necessary to support the requested service;

(2 the provider shall be able to demonstrate that it has experience in
delivering similar services to relevant national authorities or entities
operating in critical or highly critical sectors;

(h) the provider shall be able to provide the service within a short
timeframe in the Member State(s) where it can deliver the service;

(1) the provider shall be able to provide the service in the local language of
the Member State(s) where it can deliver the service;

1)) once an EU certification scheme for managed security service
Regulation (EU) 2019/881 is in place, the provider shall be certified in
accordance with that scheme.\
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Commented [A165]: We agree to the selected criteria. More
details should be discussed when drafting the scheme.
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Article 17

Support to third countries\

1. hhird countries may request support from the EU Cybersecurity Reserve where
Association Agreements concluded regarding their participation in DEP provide
for this.

2. Support from the EU Cybersecurity Reserve shall be in accordance with this
Regulation, and shall comply with any specific conditions laid down in the
Association Agreements referred to in paragraph 1.

3. Users from associated third countries eligible to receive services from the EU
Cybersecurity Reserve shall include competent authorities such as CSIRTs and
cyber crisis management authorities.

4. Each third country eligible for support from the EU Cybersecurity Reserve shall
designate an authority to act as a single point of contact for the purpose of this
Regulation.

5. |Prior to receiving any support from the EU Cybersecurity Reserve, third
countries shall provide to the Commission and the High Representative
information about their cyber resilience and risk management capabilities,
including at least information on national measures taken to prepare for
significant or large-scale cybersecurity incidents, as well as information on
responsible national entities, including CSIRTs or equivalent entities, their
capabilities and the resources allocated to them. Mhere provisions of Articles 13
and 14 of this Regulation refer to Member States, they shall apply to third
countries as set out in paragraph 1.

6. The Commission shall coordinate with the High Representative about the
requests received and the implementation of the support granted to third
countries from the EU Cybersecurity Reserve.

Chapter IV
CYBERSECURITY INCIDENT REVIEW MECHANISM

Article 18

Cybersecurity Incident Review Mechanism

1. lAt the request of the Commission, the EU-CyCLONe or the CSIRTs network, ENISA
shall review and assess threats, vulnerabilities and mitigation actions with
respect to a specific significant or large-scale cybersecurity incident. Participation
in_this review is voluntary for Member States. Following the completion of a
review and assessment of an incident, ENISA shall deliver an incident review
report to the CSIRTs network, the EU-CyCLONe and the Commission to support
them in carrying out their tasks, in particular in view of those set out in Articles
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Commented [A166]: This should also be discussed in the
context of Cyber Diplomacy

Commented [A167]: MS are not informed about this or have
no legal possibility to acquire this information. Therefore, this
needs to be changed.

|

Commented [A168]: MS should play a role in decision
making here.
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[...]

15 and 16 of Directive (EU) 2022/2555. Where relevant, the Commission shall
share the report with the High Representative.

2. To prepare the incident review report referred to in paragraph 1, ENISA shall
collaborate all relevant stakeholders, including representatives of ‘Member
StatesL the Commission, other relevant EU institutions, bodies and agencies,
managed security services providers and users of cybersecurity services. Mﬁhem

3 oprateENSA-SRaH—a1So-—€cohabera wHA—enttiesatrecteaby-sig 3 o
La%ge—sea#e—eybe%seeu%ﬁy—ine%To support the review, ENISA may also
consult other types of stakeholders. Consulted representatives shall disclose any
potential conflict of interest.

3. The report shall cover a review and analysis of the specific significant or large-
scale cybersecurity incident, including the main causes, vulnerabilities and
lessons learned. It shall protect konfidential informationL in accordance with
Union or national law concerning the protection of sensitive or classified
information.

4. ’Where appropriate, the report shall draw recommendations to improve the
Union’s cyber posture.

5. Where possible, a version of the report shall be made available publicly. This
version shall only include public information.

4 As regards traditional own resources (customs duties, sugar levies), the amounts
indicated must be net amounts, i.e. gross amounts after deduction of 20 % for collection

costs.
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Commented [A169]: Is this obligatory?

There is a bureaucratic burden laid down on MS to read reports
and comment on it.

Also, it can lead to strange situations when one of the responsible
actors asks ENISA to provide a report on an incident when a
certain MS is not willing to collaborate. ENISA shall not have a
supervisory role towards MS. If information from MS is needed
the existing channels and procedures should be used.

Commented [A170]: Red line: There shall be no direct
collaboration of ENISA with entities affected. This mandate lies
clearly within the MS authorities. Those requests should be
channeled via the MS responsible authorities.

Commented [A171]: Classified information cannot be
processed at the moment.

Commented [A172]: A “blaming and shaming” should be
avoided. There needs to be mechanism for a victim/MS to agree
on the report overall/ or make changes.

Commented [A173]: Many challenges: Who/what prevents
ENISA from being overloaded with unnecessary requests.

What are the obligations by MS to participate in this activity? =
There should be no obligation if a MS has fundamental reasons
not to provide assistance to this. Maybe refer to the peer review
mechanism in NIS2 here (“participation is voluntary”). There also
other provisions that can be taken from Art. 19 NIS2.

‘What about legal requirements to contact all involved parties?
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FRANCE

Proposal for a

MGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

laying down measures to strengthen solidarity and capacities in the Union to detect, prepare

o

@

3)

[...]

for and respond to cybersecurity threats and incidentsl

The use of and dependence on information and communication technologies have become
fundamental aspects in all sectors of economic activity as our public administrations,
companies and citizens are more interconnected and interdependent across sectors and
borders than ever before.

The magnitude, frequency and impact of cybersecurity incidents are increasing, including
supply chain attacks aiming at cyberespionage, ransomware or disruption. They represent a
major threat to the functioning of network and information systems. In view of the fast-
evolving threat landscape, the threat of possible large-scale incidents causing significant
disruption or damage to critical infrastructures demands heightened preparedness Iat
operational, technical and political allevels bf the Union’s cybersecurity framework.

Strengthening the EU resilience to cyber threat FPhaﬁéthreat \goes beyond Russia’s military

aggression on Ukraine, and is likely to persist given the multiplicity of state-aligned,
criminal and hacktivist actors involved in current geopolitical tensions. Such incidents can
impede the provision of public services and the pursuit of economic activities, including for
, generate substantial financial losses, undermine user confidence, cause major damage to
the economy of the Union, and could even have health or life-threatening consequences.
Moreover, cybersecurity incidents are unpredictable, as they often emerge and evolve within
very short periods of time, not contained within any specific geographical area, and
occurring simultaneously or spreading instantly across many countries.

It is necessary to strengthen the competitive position of industry and services sectors in the
Union across the digitised economy and support their digital transformation, by reinforcing
the level of cybersecurity in the Digital Single Market. As recommended in three different
proposals of the Conference on the Future of Europe'? , it is necessary to increase the
resilience of citizens, businesses and entities operating critical infrastructures against the
growing cybersecurity threats, which can have devastating societal and economic impacts.
Therefore, investment in infrastructures and services that will support faster detection and
response to cybersecurity threats and incidents is needed_along with lfeed cybersecurity

Commented [A174]: FR supports the overall objective of the
proposal aiming a structuring the european cyber ecosystem
within the incident response realm, through the establishment of a
cyber reserve supporting national competent authorities to
prevent, face and response to cyber incidents

FR is still in the process of analyzing the text and will come back
with other proposals.

|

Commented [A175]: FR suggests to precise the level
involved.

|

Commented [A176]: FR suggests to include the fact that
there is an overall objective of strengthening the EU resilience to
prepare, face and response to cyber threat.

Commented [A177]: FR suggests to include the fact that
there is an overall objective of strengthening the EU resilience to
prepare, face and response to cyber threat.

cooperation network such as the CSIRT network, and Member States need assistance in
better preparing for, as well as responding to significant and large-scale cybersecurity
incidents. The Union should also increase its capacities in these areas, notably as regards the
collection and analysis of data on cybersecurity threats and incidents.

https:/futureu.europa.eu/en/
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Commented [A178]: FR suggests to put an emphasis on the
articulation with the CSIRT network.
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(10)

(11)

It is necessary to strengthen the detection and situational awareness of cyber threats and
incidents throughout the Union and to strengthen solidarity by enhancing Member States’
and the Union’s preparedness and capabilities to respond to significant and large-scale
cybersecurity incidents. Therefore a pan-European infrastructure of SOCs (European Cyber
ShieldXXX) should be deployed to build and enhance common detection and situational
awareness capabilities and should be monitored by the CSIRT network as a tool that would
facilitate to conduct analysis ; a Cybersecurity Emergency Mechanism should be established
to support Member States in anticipating, preparing for, &esponding to, mitigating the
impacts of and i i gradual recovering \from significant and large-scale
cybersecurity incidents; a Cybersecurity Incident Review Mechanism should be established
to review and assess specific significant or large-scale incidents lwhen requesting by member
states cyber cooperation network or the EUIBAS and should keep updated them updated by
providing a state of play of the work achieved with regards to the request. These actions
shall be without prejudice to Articles 107 and 108 of the Treaty on the Functioning of the
European Union (‘TFEU’).

To achieve these objectives, it is also necessary to amend Regulation (EU) 2021/694 of the
European Parliament and of the Council' in certain areas. In particular, this Regulation
should amend Regulation (EU) 2021/694 as regards adding new operational objectives
related to the European Cyber Shield-XXX and the Cyber Emergency Mechanism under
Specific Objective 3 of DEP, which aims at guaranteeing the resilience, integrity and
trustworthiness of the Digital Single Market, at strengthening capacities to monitor cyber-
attacks and threats and to respond to them, and at reinforcing cross-border cooperation on
cybersecurity. This will be complemented by the specific conditions under which financial
support may be granted for those actions should be established and the governance and
coordination mechanisms necessary in order to achieve the intended objectives should be
defined. Other amendments to Regulation (EU) 2021/694 should include descriptions of
proposed actions under the new operational objectives, as well as measurable indicators to
monitor the implementation of these new operational objectives.

The financing of actions under this Regulation should be provided for in Regulation (EU)
2021/694, which should remain the relevant basic act for these actions enshrined within the
Specific Objective 3 of DEP. Specific conditions for participation concerning each action
will be provided for in the relevant work programmes, in line with the applicable provision
of Regulation (EU) 2021/694.

Horizontal financial rules adopted by the European Parliament and by the Council on the
basis of Article 322 TFEU apply to this Regulation. Those rules are laid down in the
Financial Regulation and determine in particular the procedure for establishing and
implementing the Union budget, and provide for checks on the responsibility of financial
actors. Rules adopted on the basis of Article 322 TFEU also include a general regime of
conditionality for the protection of the Union budget as established in Regulation (EU,
Euratom) 2020/2092 of the European Parliament and of the Council.

fFor the purpose of sound financial management, specific rules should be laid down for the
carry-over of unused commitment and payment appropriations. While respecting the
principle that the Union budget is set annually, this Regulation should, on account of the
unpredictable, exceptional and specific nature of the cybersecurity landscape, provide for
possibilities to carry over unused funds beyond those set out in the Financial Regulation,
thus maximising the Cybersecurity Emergency Mechanism’s capacity to support Member
States in countering effectively cyber threats. ]

Regulation (EU) 2021/694 of the European Parliament and of the Council of 29 April 2021 establishing the
Digital Europe Programme and repealing Decision (EU) 2015/2240 (OJ L 166, 11.5.2021, p. 1).
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Commented [A179]: FR suggests to specify that the SOC
project should be monitored by the CSIRT network in order to
avoid duplications of activities. If the CSIRT network monitors
the cross border soc then it would be easier to distinguish the
activities that relate to the CSIRT network and those that relate to
the SOC project

Commented [A180]: FR suggests to delete the wording of
immediate recovery as the recovery takes a long time and could
be up to 1 year for some operation.

Commented [A181]: FR : it is difficult to immediately
recover from large scale cyber incidents and it might take a long
time (i.e. 6months or more). In order to keep it flexible, it might
be relevant to refer to mitigate the impacts of the incidents and
ensuring a smooth recovery.

Commented [A182]: FR suggests to specify the process that
would be put in place.

ENISA should keep updated CyCLONe / CSIRT network of the
work achieved by providing a report of state of play of the
activities conducted.

Commented [A183]: FR would like to be provided with
clarifications on this proposal.
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To more effectively prevent, assess and respond to cyber threats and incidents, it is
necessary to develop more comprehensive knowledge about the threats to critical assets and
infrastructures on the territory of the Union, including their geographical distribution,
interconnection and potential effects in case of cyber-attacks affecting those
infrastructures. A large-scale Union infrastructure of SOCs should be deployed (‘the
European Cyber Shield>XXX’), comprising of several interoperating cross-border platforms,
each grouping together several H\Iational SOCs Coordinatoﬂ. That infrastructure should serve
national and Union cybersecurity interests and needs, leveraging state of the art technology
for advanced data collection and analytics tools, enhancing cyber detection and management
capabilities and providing real-time situational awareness. TThat infrastructure should
servebe monitored by the CSIRT network and used as a tool to increase detection of
cybersecurity threats and incidents and thus complement and support Union entities and
networks responsible for crisis management in the Union. [For example, relevant information
should be shared to ;netably the EU Cyber Crises Liaison Organisation Network (‘EU-
CyCLONe’) in order to support the network to conduct its activities, as defined in Directive
(EU) 2022/2555 of the European Parliament and of the Council'®, on the basis of the
Standards rules of procedures and Terms of reference established under within the CSIRT

Commented [A184]: FR suggests to deal with National SOC
coordinator as it is technically incorrect to deal with national
SOCs as a SOC has a limited perimeter and functions.

network. |

[Pursuant to the Directive (EU) 2022/2555, article 10(1), each Member State shall designate
or establish one or more CSIRTsEach—MemberState. As CSIRTs are in charge of
coordinating alerts at national level, - —sheuldNational CSIRT could be -designated as a

pubhebedyLaH}aﬂeﬂaHeV%H&sked%coordlnatmg cyber threat detection activities_at i
that Member Statenational level and then, being identified as the National SOC Coordinator. |

(14)  —These National SOCs Coordinator should act as a reference point and gateway at national

(14

(15)

level for participation in the European Cyber Shield-XXX and should ensure that cyber
threat information from public and private entities is shared and collected at national level in
an effective and streamlined manner.

As part of the European Cyber ShieldXXX, a number of Cross-border Cybersecurity
Operations Centres (‘Cross-border SOCs’) should be established. These should bring
together National SOCs_Coordinator from at least three Member States, so that the benefits
of cross-border threat detection and information sharing and management can be fully
achieved. The general objective of Cross-border SOCs should be to strengthen capacities to
anabysepreventand-detect and analyse cybersecurity threats and to support the production
of high-quality intelligence on cybersecurity threats, notably through the sharing of data
from various sources, public or private, as well as through the sharing and joint use of state-
of-the-art tools, and jointly developing detection, analysis and prevention capabilities in a
trusted environment. They should provide new additional capacity, building upon and
complementing existing SOCs and computer incident response teams (‘CSIRTs’) and other
relevant actors.

At national level, the monitoring, detection and analysis of cyber threats is typically ensured
by SOCs of public and private entities, in combination with CSIRTs. In addition, CSIRTs
exchange information in the context of the CSIRT network, in accordance with Directive
(EU) 2022/2555. The Cross-border SOCs should constitute a new eapability—tool thatis

complementary—teat the disposal of the CSIRTs networH, by pooling and sharing data on
cybersecurity threats from public and private entities, enhancing the value of such data

15 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for a
high common level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive (EU)
2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive) (OJ L 333, 27.12.2022, p. 80).
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Commented [A186]: FR : CyCLONe has a key role to play
to draw the situational awareness picture in the EU. Information
should be shared to the network in order to support the network to
conduct its activities.

Commented [A187]: FR suggests to designate the national
CSIRT as the coordinating entity as it will be easier practically to
coordinate alerts.

Commented [A188]: FR consider the SOC platform could
provide a benefic tool to the CSIRT network in its activities.
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(16)

(17

(18)

(19)

(20)

through expert analysis and jointly acquired infrastructures and state of the art tools, and
contributing to the development of Union capabilities and technological sovereignty.

The Cross-border SOCs should act as a central point allowing for a broad pooling of
relevant data and cyber threat intelligence, enable the spreading of threat information among
a large and diverse set of actors (e.g., Computer Emergency Response Teams (‘CERTSs’),
CSIRTs, Information Sharing and Analysis Centers (‘ISACs’), operators of critical
infrastructures). The information exchanged among participants in a Cross-border SOC
could include data i i indi

would be defined among the participating National SOC coordinators. [[n addition, Cross-
border SOCs should also enter into cooperation agreements with other Cross-border SOCs.

Shared situational awareness among relevant authorities is an indispensable prerequisite for
Union-wide preparedness and coordination with regards to significant and large-scale
cybersecurity incidents. Directive (EU) 2022/2555 establishes the EU-CyCLONe to support
the coordinated management of large-scale cybersecurity incidents and crises at operational
level and to ensure the regular exchange of relevant information among Member States and
Union institutions, bodies and agencies. Recommendation (EU) 2017/1584 on coordinated
response to large-scale cybersecurity incidents and crises addresses the role of all relevant
actors. Directive (EU) 2022/2555 also recalls the Commission’s responsibilities in the Union
Civil Protection Mechanism (‘UCPM’) established by Decision 1313/2013/EU of the
European Parliament and of the Council, as well as for providing analytical reports for the
Integrated Political Crisis Response Mechanism (‘IPCR’”) arrangements under Implementing
Decision (EU) 2018/1993. TTherefore, in situations where Cross-border SOCs obtain
information related to a potential or ongoing large-scale cybersecurity incident, they should
provide relevant information to EU-CyCLONe, the CSIRTs network and the Commission.
In particular, depending on the situation, information to be shared could include technical
information, information about the nature and motives of the attacker or potential attacker,
and higher-level non-technical information about a potential or ongoing large-scale
cybersecurity incident. In this context, due regard should be paid to the need-to-know
principle and to the potentially sensitive nature of the information shared. ‘

Entities participating in the European Cyber Shield-XXX should ensure a high-level of
interoperability—hmeﬂg—%m%ﬁ%—%h&d%ﬁ—appﬁpﬁ%&%@g%—dﬁ%&%

ene d 9
o

indi . The adoption of a common taxonomy and the development of a template for
situational reports to describe the technical cause and impacts of cybersecurity incidents
should take into account the ongoing work on incident notification in the context of the
implementation of Directive (EU) 2022/2555.

In order to enable the exchange of data on cybersecurity threats from various sources, on a
large-scale basis, in a trusted environment, entities participating in the European Cyber
Shield- XXX should be equipped with state-of-the-art and highly-secure tools, equipment
and infrastructures. This should make it possible to improve collective detection capacities
and timely warnings to authorities and relevant entities, notably by using the latest artificial
intelligence and data analytics technologies.

By collecting, sharing and exchanging data, the European Cyber Shield—XXX should
enhance the Union’s technological sovereignty. The pooling of high-quality curated data
should also contribute to the development of advanced artificial intelligence and data
analytics technologies. It should be facilitated through the connection of the European Cyber
Shield- XXX with the pan-European High Performance Computing infrastructure established
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by Council Regulation (EU) 2021/ 117316 and ‘following orientations defined within the

Stategic agenda of the European Cybersecurity Competence Centre\. Commented [A192]: FR suggests to refer to the strategic
agenda of the ECCC and the general orientations provided by the
(21)  While the European Cyber Shield-XXX is a civilian project, the cyber defence community document when referring to fundings of innovation / industrial

and research projects.

could benefit from stronger civilian detection and situational awareness capabilities
developed for the protection of critical infrastructure. Cross-border SOCs, with the support
of the Commission and the European Cybersecurity Competence Centre (‘ECCC’), and in
cooperation with the High Representative of the Union for Foreign Affairs and Security
Policy (the ‘High Representative’), should gradually develop dedicated protocols and
standards to allow for cooperation with the cyber defence community, including vetting and
security conditions. Interaction between {Fhe development-of-the-Furopean Cyber Shield
XXX and sheuld-the cyber defense community should be foreseen once the European vaer
XXX is establishedb

eemm%%eles&eeepefaﬂeﬂ—mfhﬁe—%hg#kepfesem&ewe[ Commented [A193]: FR suggests to specify that interaction
are possible but the Cyber XXX should be distingushed from the
(22) Information sharing among participants of the European Cyber Shield-XXX should be based developments that could be done within the defense realm
n a voluntary basis and comply with existing legal requirements and in particular Union Commented [A194]: FR would like to stress the importance
and national data protection law, as well as the Union rules on competition governing the of voluntary cooperation between member staies when dealing

. . .. N . . X with sharing information. It is on the same basis that what is done
exchange of information. The recipient of the information should implement, insofar as the within CyCLONe and the CSIRT network.

processing of personal data is necessary, technical and organisational measures that
safeguard the rights and freedoms of data subjects, and destroy the data as soon as they are
no longer necessary for the stated purpose and inform the body making the data available
that the data have been destroyed.

(23)  Without prejudice to Article 346 of TFEU, the exchange of information that is confidential
pursuant to Union or national rules should be limited to that which is relevant and
proportionate to the purpose of that exchange. The exchange of such information should
preserve the confidentiality of the information and protect the security and commercial
interests of the entities concerned, in full respect of trade and business secrets.

(24) In view of the increasing risks and number of cyber incidents affecting Member States, it is
necessary to set up a crisis support instrument to improve the Union’s resilience to
significant and large-scale cybersecurity incidents and complement Member States’ actions
through emergency financial support for preparedness, response and immediate recovery of
essential services. That instrument should enable the rapid deployment of assistance in
defined circumstances and under clear conditions and allow for a careful monitoring and
evaluation of how resources have been used. Whilst the primary responsibility for
preventing, preparing for and responding to cybersecurity incidents and crises lies with the
Member States, the Cyber Emergency Mechanism promotes solidarity between Member
States in accordance with Article 3(3) of the Treaty on European Union (‘TEU”).

(25) [The Cyber Emergency Mechanism should provide support to Member —States
complementing their own measures and resources, and other existing support options in
case of response to and immediate recovery from significant and large-scale cybersecurity
incidents, such as the services provided by the European Union Agency for Cybersecurity
(‘ENISA’) in accordance with its mandate, the coordinated response and the assistance from
the CSIRTs network, }Ehe—m'r&g&&eﬂ—sa-ppeﬁas well as the crisis coordintaion provided

ﬂthrough $rom-the EU- CyCLONe_ ‘ Commented [A195]: FR : suggestion to recall the role of

CyCLONe.
(26) Coordination should be foreseen between the Emergency mechanism ;-as-weH-asand mutual
assistance between Member States inclading—in the context of Article 42(7) of TEU, the

16 Council Regulation (EU) 2021/1173 of 13 July 2021 on establishing the European High Performance Computing
Joint Undertaking and repealing Regulation (EU) 2018/1488 (OJ L 256, 19.7.2021, p. 3).
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@7

(28)

29)

PESCO Cyber Rapid Response Teams'’ and Hybrid Rapid Response Teams. It should
address the need to ensure that specialised means are available to support preparedness and
response to cybersecurity incidents across the Union and in third countries.

This instrument is without prejudice to procedures and frameworks to coordinate crisis
response at Union level, in particular the UCPM!8, IPCR!® and Directive (EU) 2022/2555. It
may contribute to or complement actions implemented in the context of Article 42(7) of
TEU or in situations defined in Article 222 of TFEU. The use of this instrument should also
be coordinated with the implementation of Cyber Diplomacy Toolbox’s measures, where
appropriate.

Assistance provided under this Regulation should be in support of, and complementary to,
the actions taken by Member States at national level. To this end, close cooperation and
consultation between the Commission and the affected Member State should be ensured.
When requesting support under the Cyber Emergency Mechanism, the Member State should
provide relevant information justifying the need for support.

Directive (EU) 2022/2555 requires Member States to designate or establish one or more
cyber crisis management authorities and ensure they have adequate resources to carry out
their tasks in an effective and efficient manner. It also requires Member States to identify
capabilities, assets and procedures that can be deployed in the case of a crisis as well as to
adopt a national large-scale cybersecurity incident and crisis response plan where the
objectives of and arrangements for the management of large-scale cybersecurity incidents
and crises are set out. Member States are also required to establish one or more CSIRTSs
tasked with incident handling responsibilities in accordance with a well-defined process and
covering at least the sectors, subsectors and types of entities under the scope of that
Directive, and to ensure they have adequate resources to carry out effectively their tasks.
This Regulation is without prejudice to the Commission’s role in ensuring the compliance
by Member States with the obligations of Directive (EU) 2022/2555. The Cyber Emergency
Mechanism should provide assistance for actions aimed at reinforcing preparedness as well
as incident response actions to mitigate the impact of significant and large-scale
cybersecurity incidents, to support immediate recovery and/or restore the functioning of
essential services.

As part of the preparedness actions, to promote a consistent approach and strengthen
security across the Union and its internal market, support should be provided for testing and
assessing cybersecurity of entities operating in highly critical sectors identified pursuant to
Directive (EU) 2022/2555 in a coordinated manner. For this purpose, the Commission, with
the support of ENISA and in cooperation with the NIS Cooperation Group established by
Directive (EU) 2022/2555, should regularly identify relevant sectors or subsectors, which
should be eligible to receive financial support for coordinated testing at Union level. The
sectors or subsectors should be selected from Annex I to Directive (EU) 2022/2555 (‘Sectors
of High Criticality’). The coordinated testing exercises should be based on common risk
scenarios and methodologies. The selection of sectors and development of risk scenarios
should take into account relevant Union-wide risk assessments and risk scenarios, including
the need to avoid duplication, such as the risk evaluation and risk scenarios called for in the

COUNCIL DECISION (CFSP) 2017/ 2315 - of 11 December 2017 - establishing permanent structured
cooperation (PESCO) and determining the list of participating Member States.

Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December 2013 on a Union
Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).

Integrated Political Crisis Response arrangements (IPCR) and in accordance with Commission
Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated response to large-scale cybersecurity
incidents and crises.
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(32)

(33)

(34

Council conclusions on the development of the European Union's cyber posture to be
conducted by the Commission, the High Representative and the NIS Cooperation Group, in
coordination with relevant civilian and military bodies and agencies and established
networks, including the EU CyCLONe, as well as the risk assessment of communications
networks and infrastructures requested by the Joint Ministerial Call of Nevers and conducted
by the NIS Cooperation Group, with the support of the Commission and ENISA, and in
cooperation with the Body of European Regulators for Electronic Communications
(BEREC), the coordinated risk assessments to be conducted under Article 22 of Directive
(EU) 2022/2555 and digital operational resilience testing as provided for in Regulation (EU)
2022/2554 of the European Parliament and of the Council?®. The selection of sectors should
also take into account the Council Recommendation on a Union-wide coordinated approach
to strengthen the resilience of critical infrastructure.

In addition, the Cyber Emergency Mechanism should_-offer support for other preparedness
actions and support preparedness in other sectors, not covered by the coordinated testing of
entities operating in highly critical sectors. Those actions could include various types of
national preparedness activities.

The Cyber Emergency Mechanism should also provide support for incident response actions
to mitigate the impact of significant and large-scale cybersecurity incidents, to support
immediate recovery or restore the functioning of essential services. Where appropriate, it
should complement the UCPM to ensure a comprehensive approach to respond to the
impacts of cyber incidents on citizens.

The Cyber Emergency Mechanism should support assistance provided by Member States to
a Member State affected by a significant or large-scale cybersecurity incident, including by
the CSIRTs network set out in Article 15 of Directive (EU) 2022/2555. Member States
providing assistance should be allowed to submit requests to cover costs related to
dispatching of expert teams in the framework of mutual assistance. The eligible costs could
include travel, accommodation and daily allowance expenses of cybersecurity experts.

A Union-level Cybersecurity Reserve should gradually be set up, consisting of services from
private providers of managed security services to support response, mitigate the impacts of
and meeé-i—a%%lensure the gradual recovery aetiens—in cases of significant or large-scale
cybersecurity incidents. The EU Cybersecurity Reserve should ensure the availability and
readiness of services. The services from the EU Cybersecurity Reserve should serve to
support national authorities in providing assistance to affected entities operating in critical or
highly critical sectors as a complement to their own actions at national level. When
requesting support from the EU Cybersecurity Reserve, Member States should specify the
support provided to the affected entity at the national level, which should be taken into
account when assessing the Member State request. The services from the EU Cybersecurity
Reserve may also serve to support Union institutions, bodies and agencies, under similar
conditions.

For the purpose of selecting private service providers to provide services in the context of
the EU Cybersecurity Reserve, it is necessary to establish a set of minimum criteria that
should be included in the call for tenders to select these providers, so as to ensure that the
needs of Member States’ authorities and entities operating in critical or highly critical
sectors are met.

20

Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December 2022 on digital
operational resilience for the financial sector and amending Regulations (EC) No 1060/2009, (EU) No
648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU) 2016/1011

108 EN

Commented [A197]: FR would like to get more insights on
this proposal

Commented [A198]: FR suggests to withdraw immediate as
it is difficult to define.

Also, it is difficult to immediately recover from large scale cyber
incidents and it might take a long time (i.e. 6months or more). In
order to keep it flexible, it might be relevant to refer to mitigate
the impacts of the incidents and ensuring a smooth recovery.




EN

(35)

(36)

(37)

(38)

To support the establishment of the EU Cybersecurity Reserve, the Commission could
consider requesting ENISA to prepare a candidate certification scheme pursuant to
Regulation (EU) 2019/881 for managed security services in the areas covered by the Cyber
Emergency Mechanism.

In order to support the objectives of this Regulation of promoting shared situational
awareness, enhancing Union’s resilience and enabling effective response to significant and
large-scale cybersecurity incidents, the EU=_CyCLONe, the CSIRTs network or the
Commission should be able to ask ENISA to review and assess threats, vulnerabilities and
mitigation actions with respect to a specific significant or large-scale cybersecurity incident.
[ENISA should keep informed member states cooperation network such as EU-CyCLONe
the CSIRT network and NIS cooperation group of the ongoing work achieved in order to

avoid duplications of activities and ensure coordination between them. LAfter the completion
of a review and assessment of an incident, ENISA should prepare an incident review report,
in collaboration with relevant stakeholders, including representatives from the private sector
with due respect of Member states competences), Member States, the Commission and other
relevant EU institutions, bodies and agencies. As regards the private sector, ENISA is
developing channels for exchanging information with specialised providers, including
providers of managed security solutions and vendors, in order to contribute to ENISA’s
mission of achieving a high common level of cybersecurity across the Union. Building on
the collaboration with stakeholders, including the private sector, the review report on
specific incidents should aim at assessing the causes, impacts and mitigations of an incident,
after it has occurred. Particular attention should be paid to the input and lessons shared by
the managed security service providers that fulfil the conditions of highest professional
integrity, impartiality and requisite technical expertise as required by this Regulation. The
report should be delivered and feed into the work of the EU_=CyCLONe, the CSIRTs
network and the Commission. When the incident relates to a third country, it will also be
shared by the Commission with the High Representative.

[Taking into account the unpredictable nature of cybersecurity attacks and the fact that they
are often not contained in a specific geographical area and pose high risk of spill-over, the
strengthening of resilience of neighbouring countries and their capacity to respond
effectively to significant and large-scale cybersecurity incidents contributes to the protection
of the Union as a whole. Therefore, third countries associated to the DEP may be supported
from the EU Cybersecurity Reserve, where this is provided for in the respective association
agreement to DEP. The funding for associated third countries should be supported by the
Union in the framework of relevant partnerships and funding instruments for those
countries. The support should cover services in the area of response to, mitigate the impacts
of -and enhance a gradual #wmediate-recovery from significant or large-scale cybersecurity
incidents. The conditions set for the EU Cybersecurity Reserve and trusted providers in this
Regulation should apply when providing support to the third countries associated to DEP.\

In order to ensure uniform conditions for the implementation of this Regulation,
implementing powers should be conferred on the Commission to specify the conditions for
the interoperability between Cross-border SOCs; determine the procedural arrangements for
the information sharing related to a potential or ongoing large-scale cybersecurity incident
between Cross-border SOCs and Union entities; laying down technical requirements to
ensure security of the European Cyber Shield; specify the types and the number of response
services required for the EU Cybersecurity Reserve; and, specify further the detailed
arrangements for allocating the EU Cybersecurity Reserve support services. Those powers
should be exercised in accordance with Regulation (EU) 182/2011 of the European
Parliament and of the Council.
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(39) The objective of this Regulation can be better achieved at Union level than by the Member
States. Hence, the Union may adopt measures, in accordance with the principles of
subsidiarity and proportionality as set out in Article 5 of the Treaty on European Union. This
Regulation does not go beyond what is necessary in order to achieve that objective.

HAVE ADOPTED THIS REGULATION:
Chapter 1

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives

1. This Regulation lays down measures to strengthen capacities in the Union to detect, prepare for

and respond to cybersecurity threats and incidents, in particular through the following actions:

(a) }the deployment of a pan-European infrastructure of Security Operations Centres
(‘European Cyber XXXShield’) to build and enhance common detection and situational
awareness capabilities_falling within the scope of the CSIRT networlgf;

(b) the creation of a Cybersecurity Emergency Mechanism to support Member States in
preparing for, responding to, mitigating the impacts of and gradualy immediate
recoveringy Krom significant and large-scale cybersecurity incidents;

() hhe establishment of a European Cybersecurity Incident Review Mechanism to support
Member states actions in the review and assessment of significant or large-scale incidents. \

2. This Regulation pursues the objective to strengthen solidarity at Union level through following

specific objectives:

(a) to strengthen common Union detection and situational awareness of cyber threats and
incidents thus allowing to reinforce the competitive position of industry and services
sectors in the Union across the digital economy and contribute to the Union’s technological
sovereignty in the area of cybersecurity;

(b) to reinforce preparedness of entities operating in critical and highly critical sectors across
the Union and strengthen solidarity by ktrengthening the EU capacities to developings
common-respondse-capacities gainstto significant or large-scale cybersecurity incidents,
including by making Union cybersecurity incident response support available for third
countries associated to the Digital Europe Programme (‘DEP”);

(c) to enhance Union resilience and contribute to effective response by reviewing and
assessing significant or large-scale incidents lwhile ensuring_close coordination cyber
cooperation network such as NIS Cooperation Group, EU CyCLONe and the CSIRT
network, including drawing lessons learned and, where—apprepriateupon the request of

( Formatted: Highlight

Commented [A202]: FR suggests to include the European
cyber XXX within the CSIRT in order to ease the identification of
activities between the two.

The CSIRT network is a network where members can
cooperate, exchange information and build trust. Members are
able to improve the handling of cross-border incidents and discuss
how to respond in a coordinated manner to specific incidents.
According to the NIS2 Directive, the CSIRT network aims to
(a) to exchange information about the CSIRTSs’ capabilities; (b) to
facilitate the sharing, transfer and exchange of technology and
relevant measures, policies, tools, processes, best practices and
frameworks among the CSIRTS; (c) to exchange relevant
information about incidents, near misses, cyber threats, risks and
vulnerabilities; (d) to exchange information with regard to
cybersecurity publications and recommendations; () to ensure
interoperability with regard to information-sharing specifications
and protocols; (f) at the request of a member of the CSIRTs
network potentially affected by an incident, to exchange and
discuss information in relation to that incident and associated
cyber threats, risks and vulnerabilities; (g) at the request of a
member of the CSIRTs network, to discuss and, where possible, a
coordinated response to an incident that has been identified within
the jurisdiction of that Member State;”.

Then the activities foreseen for the SOC platform falls within the
scope of the CSIRT network activities.

In order to improve the CSIRT network capabilities to monitor an
incident, the outcomes from the Cross border SOC might provide
solid ground to conduct analysis.

Thereof, it might be logical to link the CSIRT network and the
cross border platform and consider the latter as a tool at the
disposal of the CSIRT network to support it in fulfilling its
mission.

Commented [A203]: FR : it is difficult to immediately
recover from large scale cyber incidents and it might take a long
time (i.e. 6months or more). In order to keep it flexible, it might
be relevant to refer to mitigate the impacts of the incidents and
ensuring a smooth recovery.

Commented [A204]: FR : member states cooperation
network have a key role to play to review and assess significant or
large scale incidents.

This mechnaism should be established to support their actions.

Commented [A205]: FR suggests to deal with the

« strenghening of EU capacities to respond to large scale cyber
incidents » as the EU SOC pilot project is more about pooling
information and benefiting from the analysis.

Commented [A206]: FR proposes to open up the reserve to
third countries in the european political community in order to
boost the EU resilience to face / respond/ recover from cyber
incidents.

Member states, non binding recommendationsl:.
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security, public security, and the prevention, investigation, detection and prosecution of criminal

offences.

Article 2

Definitions

For the purposes of this Regulation, the following definitions apply:

(M

@

3)

“)
)

(6)

(7

®)

©

Cyber __threat intelligence platform’

Commented [A208]: FR suggests to withdraw primary
responsability as it is the sole competence of Member states to
deal with national security and defense interests.

‘«c border—S ‘O . c
(“@Fess—befder—SQGJCTI Plantform”) means a_a—multi-country—platform; that brings
lrom-atleast three

together in a coordinated network structure jnational SOCs [coordinators \

Member—States—and _representatives from the private sector who form a Hosting
Consortium,-and that is designed ho detect and analyse [prevent-cyber threats and incidents

and that would e—support the production of high-quality—intelligenee_reports, notably
through the fyoluntag exchange }of data from open source, varieus—seurees—public and

Commented [A209]: FR : suggestion to deal with CTI
platform instead of cross border SOC, then it would not prevent
the private sector to be associated to the platform.

As a platform, it is a tool that could be used by the CSIRT
network.

Commented [A210]: See supra the rational supra regarding

deteetion: —andp p

private_sources, and based s—weH-as—throughon the sharing of state-of-the-art tools—kmd

‘public body’ means a body governed by public law as defined in Article 2((1), point (4),),
of Directive 2014/24/EU of the European Parliament and the Council?!;

‘Hosting Consortium’ means a consortium composed of participating states, represented
by [National SOCs_coordinators and representatives from the private sector, that have

{ National soc coordinator
{ explanation regarding this number.

Commented [A212]: FR considers the role of a SOC is to
detect and analyse incidents. We should specify it in the text to
avoid any duplications with the CNW

Commented [A213]: FR considers that voluntary exchange
of data should be key

Commented [A214]: FR underlines that detection capacities
fall within the scope of national competence and can not be
pooled with other EUMS.

agreed to establish and contribute to the acquisition of tools and infrastructure for, and
operation of, a Cross-border SOC ;

‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU) 2022/2555;

‘entities operating in critical or highly critical sectors’ means type of entities listed in
Annex I and Annex II of Directive (EU) 2022/2555;

‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU)
2019/881;

‘significant cybersecurity incident’ means a cybersecurity incident fulfilling criteria set
out in Article 23(3) of Directive (EU) 2022/2555;

‘large-scale cybersecurity incident’ means an incident as defined in Article 6, point (7) of
Directive (EU)2022/2555;

‘preparedness’ means a state of readiness and capability to bnitigatc the risk of significant
or large scale cybersecurity incident along with ensure an effective rapid—and timely

response to a significant or large-scale cybersecurity incident, obtained as a result of risk
assessment and anticipation scenario, training and monitoring actions taken in advance;

21

Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014 on public
procurement and repealing Directive 2004/18/EC (OJ L 94 28.3.2014, p. 65).
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(11)

‘response’ means action in the event of a significant or large-scale cybersecurity incident,
or during or after such an incident, to address its immediate and short-term adverse
consequences;

‘trusted providers’ means managed security service providers as defined in Article 6,
point (40), of Directive (EU) 2022/2555 selected in accordance with Article 16 of this
Regulation.

Chapter I1
THE EUROPEAN CYBER XXX

Article 3
Establishment of the European Cyber XXX

1. Aninterconnected pan-European infrastructure of Security Operations Centres (‘European Cyber

XXX’) shall be established to develop advanced capabilities for the Union to [detect, and analyse
data on cyber threats and incidents in the Union. [t shall be deployed by the CSIRT network and
feed the CSIRT network analysis.]

It shall consist of all [National Security Operations Centres coordinator (‘National SOCs
coordinators’) and Cross-border Security Operations Centres (‘Cross-border SOCs’).

Actions implementing the European Cyber XXX shall be supported by funding from the Digital

Europe Programme and implemented in accordance with Regulation (EU) 2021/694 and in

particular Specific Objective 3 thereof.
p. The European Cyber XXX Shield shall:

(a) collect peel-and-share-data on cyber threats and incidents from open source, and various
setreespublic and private sources through cross-border SOCs;

(b) produce high-quality, actionable information and cyber threat intelligence, through the
use of state-of-the art tools, notably Artificial Intelligence and data analytics technologies;

|(c) contribute to_support the CSIRT network in the activities better protection and response

to cyber threats

22

(d) contribute to faster-enhance the EU detection_capabilities of cyber threats and situational

awareness across the Union;

f[t shall be developed in cooperation with the pan-European High Performance Computing

infrastructure established pursuant to Regulation (EU) 2021/1173 along with due respect of

developments stated within the strategic agenda of the European cybersecurity competence ccntcﬁ.

EN

112 EN

Commented [A217]: FR considers that the SOC has a role to
detect incidents and provide an analysis based on the data
collected.In our view, the analysis should be processes by the
CSIRT network

Commented [A218]: FR : in order to avoid duplication of
activities with the CSIRT network the cross border SOC should
be deployed within the CSIRT network, like that it would be a
tool at the disposal of the CSIRT and enable a smooth respond in
case of crisis or large scale cyber incidents

[ Commented [A219]: See comment supra ]

the scope of the CSIRT network (art 11 3. Directive EU

Commented [A220]: FR considers this activity falls within
2022/2555).

Commented [A221]: FR suggests to withdraw this part, as it

Commented [A222]: FR would like to precise the type of

is similar to the 3.b }
sources involved. }

Commented [A223]: FR considers the financing of
innovation projects/new technologies falls within the scope of the
ECCC. In order to ensure coherent developments, reference to the
strategic agenda of the ECCC might help to guide the funding of
projects.
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Article 4

tNational Security Operations Centres Coordinators| \
1. In order to participate in the European Cyber Shield, each Member State shall designate at least

one National SOC Coordinator. The National SOC Coordinator shall be a public body.

It shall have the capacity to act as a reference point and gateway to other public and private
organisations at national level for collecting and analysing information on cybersecurity threats and
incidents and contributing to a Cross-border SOC. It shall be equipped with state-of-the-art
technologies capable of detecting, aggregating, and analysing data relevant to cybersecurity threats
and incidents.

Following the Directive (EU) 2022/2555, article 10(1) inviting each Member State to designate or
establish one or more CSIRTs. National CSIRT could be designated to coordinate cyber threat

Commented [A224]: FR : as stated above, SOC have a
limited perimeter and are specific to each entity. FR would prefer
to use the terminology of National SOC, in order to be more
targeted and specific.

[Formatted: Indent: Left: 0 cm, First line: 0.cm ]

detection activities at national level and then, being identified as the National SOC Coordinator. [

A

Commented [A225]: FR suggests to designate the national
CSIRT as the coordinating entity as it will be easier practically to
coordinate alerts.

2. Following a call for expression of interest, National SOCs_Coordinator shall be selected by the
European Cybersecurity Competence Centre (‘ECCC”) to participate in a joint procurement of tools
and infrastructures with the ECCC. The ECCC may award grants to the selected National SOCs
Coordinator to fund the operation of those tools and infrastructures. fl"he Union financial
contribution shall cover up to 50% of the acquisition costs of the tools and infrastructures, and up to

50% of the operation costs, with the remaining costs to be covered by the Member State. Before

launching the procedure for the acquisition of the tools and infrastructures, the ECCC and the
National SOC Coordinator shall conclude a hosting and usage agreement regulating the usage of the

tools and infrastructures.

B. A National SOC coordinator selected pursuant to paragraph 2 shall be encouraged to eemmit-to
voluntarily apply to participate in a Cross-border SOC-within-twe-years-from-the-date-on-which-the

Article 5

Cross-border Security Operations Centres

1. A Hosting Consortium consisting of at least three Member States, represented by National SOCs

Coordinators and fepresentatives from the private sectors, committed to working together to

EN
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coordinate their cyber-detection and threat monitoring activities shall be eligible to participate in
actions to establish a Cross-border SOC.

2. Following a call for expression of interest, a Hosting Consortium shall be selected by the ECCC
to participate in a joint procurement of tools and infrastructures with the ECCC. The ECCC may
award to the Hosting Consortium a grant to fund the operation of the tools and infrastructures. TThe
Union financial contribution shall cover up to 75% of the acquisition costs of the tools and
infrastructures, and up to 50% of the operation costs, with the remaining costs to be covered by the

Hosting Consortium.\ Before launching the procedure for the acquisition of the tools and

infrastructures, the ECCC and the Hosting Consortium shall conclude a hosting and usage
agreement regulating the usage of the tools and infrastructures.

3. Members of the Hosting Consortium shall conclude a written consortium agreement which sets
out their internal arrangements for implementing the hosting and usage Agreement.

4. A Cross-border SOC shall be represented for legal purposes by a National SOC Coordinator
acting as coordinating SOC, or by the Hosing Consortium if it has legal personality. The co-
ordinating SOC shall be responsible for compliance with the requirements of the hosting and usage

agreement and of this Regulation.

Article 6

Cooperation and information sharing within and between cross-border SOCs

1. Members of a Hosting Consortium shall exchange relevantinformation on a voluntary basis

among themselves within the Cross-border SOC, that would be defined between the parties of the

The exchange of such information might support the CSIRT network activities through the “

enhancement of

b——enhanees-the level of cybersecurity, in particular through raising awareness in relation to
cyber threats, limiting or impeding the ability of such threats to spreagd,—(sappemngaﬂqg%ef

defenm%eapab%esﬁ#ulneﬁab%mﬂedmﬂeﬁﬁ%sel@%&é, threat detection, containment and

EN
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article 15 3 ¢ and a of NIS2 concerning CSIRT network activities.
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prevention techniques, mitigation strategies, k)r—respeﬂs&aﬂd—feeevery—s{uagesﬁqp pr

collaborative threat research between public and private entities.

2. The written consortium agreement referred to in Article 5(3) shall establish:

(a) a commitment to share a—significantameuntof-data_on a voluntary basis referred to in
paragraph 1, and the conditions under which that information is to be exchanged;

(b) a governance framework incentivising the sharing of information by all participants;

(c) targets for contribution to the development of advanced artificial intelligence and data
analytics tools.

3. To encourage exchange of information between Cross-border SOCs, Cross-border SOCs shall
ensure a high level of interoperability between themselves. To facilitate the interoperability between
the Cross-border SOCs, the Commission may, by means of implementing acts, after consulting the
ECCC, specify the conditions for this interoperability. Those implementing acts shall be adopted in
accordance with the examination procedure referred to in Article 21(2) of this Regulation.

4. Cross-border SOCs shall conclude cooperation agreements with one another, specifying

information sharing principles among the cross-border platforms.

Brticle 6 bis

Articulation between the CSIRT network and the European Cyber XXX

Commented [A234]: FR : suggestion to withdraw as it is the
role of the CSIRT network (article 15 3. g and 15. 3 j of NIS2)

[Formatted: Font: Bold, Not Italic

1. The Cross border platform shall be established without duplicating the activities of the
CSIRT network, as defined by the article 15 (3) of the Directive (EU) 2022/2555.

2. The Cross border platform should be understood as a tool at the disposal of the CSIRT network to
conduct the activities defined by the Directive (EU) 2022/2055 and be monitored by the CSIRT
network.

3. The CSIRT network internal procedures should defined the articulation envisioned with the
European Cyber XXX.l

L‘lrticle 7

Cooperation and information sharing with Union entities
1. Z-Information collected by the CTI platform should be shared to the CSIRT network in order to

N

support the network in the daily performance of their missions following the Directive (EU)
2022/2555.

2. The CSIRT network could afterwards share the information to EU-CyCLONe on the basis of their
internal procedures.

3. The CSIRT network could also inform the Secretariat of the IICB in order to keep informed the
EUIBAS.
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Article 8

Security

1. Member States participating in the European Cyber Shield shall ensure a high level of data
security and physical security of the European Cyber Shield infrastructure, and shall ensure that the
infrastructure shall be adequately managed and controlled in such a way as to protect it from threats
and to ensure its security and that of the systems, including that of data exchanged through the
infrastructure.

2. Member States participating in the European Cyber Shield shall ensure that the sharing of
information within the European Cyber Shield with entities which are not Member State public
bodies does not negatively affect the security interests of the Union.

3. The Commission may adopt implementing acts laying down technical requirements for Member
States to comply with their obligation under paragraph 1 and 2. Those implementing acts shall be
adopted in accordance with the examination procedure referred to in Article 21(2) of this
Regulation. In doing so, the Commission, supported by the High Representative, shall take into
account relevant defence-level security standards, in order to facilitate cooperation with military

actors.

Chapter I11
CYBER EMERGENCY MECHANISM

Article 9
Establishment of the Cyber Emergency Mechanism
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1. A Cyber Emergency Mechanism is established to improve the Union’s resilience to major
cybersecurity threats and prepare for and mitigate, in a spirit of solidarity, the short-term impact of
significant and large-scale cybersecurity incidents (the ‘Mechanism’).

2. Actions implementing the Cyber Emergency Mechanism shall be supported by funding from
DEP and implemented in accordance with Regulation (EU) 2021/694 and in particular Specific
Objective 3 thereof.

Article 10
Type of actions
1. The Mechanism shall support the following types of actions:

(a) preparedness actions, including the coordinated preparedness testing of entities operating
in highly critical sectors across the Union;

(b) response actions, supporting response to, mitigation of impact from -and smooth immediate
recovery lfrom significant and large-scale cybersecurity incidents, to be provided by trusted
providers participating in the EU Cybersecurity Reserve established under Article 12;

(c) mutual assistance actions consisting of the provision of assistance from national authorities
of one Member State to another Member State, in particular as provided for in Article
11(3), point (f), of Directive (EU) 2022/2555‘.

Article 11

Coordinated preparedness testing of entities
1. For the purpose of supporting the coordinated preparedness testing of entities referred to in

Article 10(1), point (a), across the Union, the Commission, after consulting the NIS Cooperation
Group and ENISA, shall identify the sectors, or sub-sectors, concerned, from the Sectors of High
Criticality listed in Annex I to Directive (EU) 2022/2555 from which entities may be subject to the
coordinated preparedness testing, taking into account existing and planned coordinated risk

assessments and resilience testing at Union level.

p. The definition of the process associated to the coordinated preparedness testing should be of the

sole competence of the Member states. ‘
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3. The NIS Cooperation Group_in coordination with EU--CyCLONe as part of its preparedness role,
ﬁﬂ—eeepefaﬁen—wét—hsupported by [the Commission, ENISA, and the High Representative, shall
develop common risk scenarios and methodologies for the coordinated testing exercises.

4. The coordinated preparedness testing could be conducted by trusted managed security service

providers once an EU certification scheme for managed security service under the Regulation (EU)
2019/881 is in place.

Member states could add up security criteria for the identification of the trusted managed security

service providers when essential or important entities fall within the scope of national security and

defense interests/

4.Within the transitional period of the adoption of certification scheme for managed security service

providers, Member states shall define the process at national level that will be followed. \

Article 12
Establishment of the EU Cybersecurity Reserve

1. An EU Cybersecurity Reserve shall be established, in order to assist users referred to in
paragraph 3, in responding or providing support for responding to significant or large-scale
cybersecurity incidents, and immediate recovery from such incidents.
2. The EU Cybersecurity Reserve shall consist of incident response services from trusted providers
selected in accordance with the criteria laid down in Article 16. The Reserve shall include pre-
committed services. The services shall be deployable in all Member States.
3. Users of the services from the EU Cybersecurity Reserve shall include:
(a) Member States’ cyber crisis management authorities and CSIRTS as referred to in Article
9 (1) and (2) and Article 10 of Directive (EU) 2022/2555, respectively;
(b) Union institutions, bodies and agencies.
4. Users referred to in paragraph 3, point (a), shall use the services from the EU Cybersecurity

[Reserve in order to respond or support response to, mitigate the impact of and #mmediate-ensure the

smooth recovery from significant or large-scale incidents affecting entities operating in critical or

highly critical sectors.

Commented [A240]: FR : the drafting of risk scenarios
should lie within the competence of the member states and
member states could be supported by the EC and ENISA.

Commented [A241]: FR : with the amendment of the CSA,
coordinated response testing could be realised by managed
security service providers.

For security concerns, Member states shall be entitled to define
specific security criteria.

Commented [A242]: FR : transitory provisions should be
established in order to anticipate the time between the adoption of
the scheme and the entry of force of the text.

[ Commented [A243]: FR : see comments above

5. An ad hoc committee, composed of the Secretariat of the IICBFhe, the Chair of the HWPCI , and

cyber cooperation network at technical (CSIRT network) and operational (CyCLONe) level

Commission-shall have overall responsibility for the implementation of the EU Cybersecurity
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Reserve. The Commission-ad hoc committee shall determine the priorities and evolution of the EU
Cybersecurity Reserve, in line with the requirements of the users referred to in paragraph 3, and

shall supervise its implementation, and ensure complementarity, consistency, synergies and links

with other support actions under this Regulation as well as other Union actions and programmes. ‘ Commented [A244]: FR proposes to create an ad hoc
committee that would be in charge of the implementation of the
6. The ad hoc committeeCommission may entrust the operation and administration of the EU ese e sy cd LR llenableliolkesplih

Member states informed of the process.

Cybersecurity Reserve, in full or in part, to ENISA, by means of contribution agreements.
ve-ENISA shall

prepare a mapping of the services needed, after consulting Member States and the Commission.
ENISA shall prepare a similar mapping, after consulting the Commission, to identify the needs of
third countries eligible for support from the EU Cybersecurity Reserve pursuant to Article 17. The

Commission, where relevant, shall consult the High Representative.

8. The Commission may, by means of implementing acts, specify the types and the number of< ( Formatted: Justified )

response services required for the EU Cybersecurity Reserve. Those implementing acts shall be

adopted in accordance with the examination procedure referred to in Article 21(2).

Article 13

Requests for support from the EU Cybersecurity Reserve
1. The users referred to in Article 12(3) may request services from the EU Cybersecurity Reserve to
support response to and immediate recovery from significant or large-scale cybersecurity incidents.
2. To receive support from the EU Cybersecurity Reserve, the users referred to in Article 12(3) shall
take measures to mitigate the effects of the incident for which the support is requested, including
the provision of direct technical assistance, and other resources to assist the response to the incident,
and immediate recovery efforts.
3. Requests for support from users referred to in Article 12(3), point (a), of this Regulation shall be
transmitted to the ad hoc committee Cemmission-and ENISA via the Single Point of Contact
designated or established by the Member State in accordance with Article 8(3) of Directive (EU)

2022/2555.

4. Member States shall inform the CSIRTs network, and Mﬁ%aﬁpmpﬁa&%EU-CyCLONe, about Commented [A245]: FR considers that CyCLONe should be
informed (on a voluntary basis) as the network has a role to play

their requests for incident response and immediate recovery support pursuant to this Article. at operational level to draw the global situational awareness

picture. This would aim to create a link between all cybersecurity
regulations and different cooperation networks. This would create
a coherent framework at the EU level.

5. [Requests for [incident response and #xmediate-smooth &ecovery support shall include:‘

S . . . S . C ted [A246]: Fr : sce ab
(a) appropriate information regarding the affected entity and potential impacts of the incident [ Sl D ]
d th 1 d f th ted t. includi indicati £ th t ted Commented [A247]: FR suggest to define a timeline. If we
and the planned use o € requested support, mcluding an indication o ¢ estumate deal with an urgent situation, then processes shall run smoothly.
needs;
(b) information about measures taken to mitigate the incident for which the support is

requested, as referred to in paragraph 2;
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(c) information about other forms of support available to the affected entity, including
contractual arrangements in place for incident response and immediate recovery services,
as well as insurance contracts potentially covering such type of incident.

6. ENISA, in cooperation with the Commission and the NIS Cooperation Group, shall develop a
template to facilitate the submission of requests for support from the EU Cybersecurity Reserve.
7. The Commission may, by means of implementing acts, specify further the detailed arrangements
for allocating the EU Cybersecurity Reserve support services. Those implementing acts shall be

adopted in accordance with the examination procedure referred to in Article 21(2).

Article 14

Implementation of the support from the EU Cybersecurity Reserve

1. Requests for support from the EU Cybersecurity Reserve, shall be assessed by hhe Commissionad

committee, with the support of ENISA or as defined in contribution agreements under Article 12(6), ( commented [A248]: FR : please sce comment above

and a response shall be transmitted to the users referred to in Article 12(3) without delay.
2. To prioritise requests, in the case of multiple concurrent requests, the following criteria shall be

taken into account, where relevant:

(a the severity of the cybersecurity incident;

(b) the type of entity affected, with higher priority given to incidents affecting essential entities
as defined in Article 3(1) of Directive (EU) 2022/2555;

(o) the potential impact on the affected Member State(s) or users;

(d) the potential cross-border nature of the incident and the risk of spill over to other Member

States or users;

(e) the measures taken by the user to assist the response, and immediate recovery efforts, as
referred in Article 13(2) and Article 13(5), point (b).

3. The EU Cybersecurity Reserve services shall be provided in accordance with specific agreements
between the service provider and the user to which the support under the EU Cybersecurity Reserve
is provided. Those agreements shall include liability conditions.

4. The agreements referred to in paragraph 3 may be based on templates prepared by ENISA, after
consulting Member States.

5. The Commission and ENISA shall bear no contractual liability for damages caused to third
parties by the services provided in the framework of the implementation of the EU Cybersecurity
Reserve.

6. Within one month from the end of the support action, the users shall provide Commission-ad hoc

committee and-ENISA-with a summary report about the service provided, results achieved and the
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lessons learned. [The user is invited to share the report to EU-CyCLONe. [When the user is froma

third country as set out in Article 17, such report shall be shared with the High Representative.
7. The Cemmisston-ad hoc committee shall report to the NIS Cooperation Group about the use and

the results of the support, on a regular basis.

Article 15

Coordination with crisis management mechanisms
1. In cases where significant or large-scale cybersecurity incidents originate from or result in
disasters as defined in Decision 1313/2013/EU??, the support under this Regulation for responding
to such incidents shall complementactions under and without prejudice to Decision 1313/2013/EU.
2. In the event of a large-scale, cross border cybersecurity incident where Integrated Political Crisis
Response arrangements (IPCR) are triggered, the support under this Regulation for responding to
such incident shall be handled in accordance with relevant protocols and procedures under the
IPCR.
3. In consultation with the High Representative, support under the Cyber Emergency Mechanism
may complement assistance provided in the context of the Common Foreign and Security Policy
and Common Security and Defence Policy, including through the Cyber Rapid Response Teams. It
may also complement or contribute to assistance provided by one Member State to another Member
State in the context of Article 42(7) of the Treaty on the European Union.
4. Support under the Cyber Emergency Mechanism may form part of the joint response between the
Union and Member States in situations referred to in Article 222 of the Treaty on the Functioning of

the European Union.

Article 16
Trusted providers
1. In procurement procedures for the purpose of establishing the EU Cybersecurity Reserve, the
contracting authority shall act in accordance with the principles laid down in the Regulation (EU,
Euratom) 2018/1046 and in accordance with the following principles:
(a) ensure the EU Cybersecurity Reserve includes services that may be deployed in all

Member States, taking into account in particular national requirements for the provision of
such services, including certification or accreditation;

(b) ensure the protection of the essential security interests of the Union and its Member States.

22 Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December 2013 on a Union
Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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©

ensure that the EU Cybersecurity Reserve brings EU added value, by contributing to the
objectives set out in Article 3 of Regulation (EU) 2021/694, including promoting the
development of cybersecurity skills in the EU.

2. When procuring services for the EU Cybersecurity Reserve, the contracting authority shall

include in the procurement documents the following selection criteria:

@

(b)

(©)

(d)

(©
®

(2

(h)

(i)

0

the provider shall demonstrate that its personnel has the highest degree of professional
integrity, independence, responsibility, and the requisite technical competence to perform
the activities in their specific field, and ensures the permanence/continuity of expertise as
well as the required technical resources;

the provider, its subsidiaries and subcontractors shall have in place a framework to protect
sensitive information relating to the service, and in particular evidence, findings and
reports, and is compliant with Union security rules on the protection of EU classified
information;

the provider shall provide sufficient proof that its governing structure is transparent, not
likely to compromise its impartiality and the quality of its services or to cause conflicts of
interest;

the provider shall have appropriate security clearance, at least for personnel intended for
service deployment;

the provider shall have the relevant level of security for its IT systems;

the provider shall be equipped with the hardware and software technical equipment
necessary to support the requested service;

the provider shall be able to demonstrate that it has experience in delivering similar
services to relevant national authorities or entities operating in critical or highly critical
sectors;

the provider shall be able to provide the service within a short timeframe in the Member
State(s) where it can deliver the service;

the provider shall be able to provide the service in the local language of the Member
State(s) where it can deliver the service;

once an EU certification scheme for managed security service Regulation (EU) 2019/881 is
in place, the provider shall be certified in accordance with that scheme.

Article 17

Support to third countries‘

1. Third countries may request support from the EU Cybersecurity Reserve where Association

Agreements concluded regarding their participation in DEP provide for this.

2. Support from the EU Cybersecurity Reserve shall be in accordance with this Regulation, and

shall comply with any specific conditions laid down in the Association Agreements referred to in

paragraph 1.
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3. Users from associated third countries eligible to receive services from the EU Cybersecurity
Reserve shall include competent authorities such as CSIRTs and cyber crisis management
authorities.

4. Each third country eligible for support from the EU Cybersecurity Reserve shall designate an
authority to act as a single point of contact for the purpose of this Regulation.

5. Prior to receiving any support from the EU Cybersecurity Reserve, third countries shall provide
to the Cemmission-ad hoc committee and the High Representative information about their cyber
resilience and risk management capabilities, including at least information on national measures
taken to prepare for significant or large-scale cybersecurity incidents, as well as information on
responsible national entities, including CSIRTs or equivalent entities, their capabilities and the
resources allocated to them. Where provisions of Articles 13 and 14 of this Regulation refer to
Member States, they shall apply to third countries as set out in paragraph 1.

6. The Cemmisston-ad hoc committee shall coordinate with the High Representative about the
requests received and the implementation of the support granted to third countries from the EU

Cybersecurity Reserve.

Chapter IV
CYBERSECURITY INCIDENT REVIEW MECHANISM

Article 18

Cybersecurity Incident Review Mechanism

1. At the request of the Commission, the EU-CyCLONe or the CSIRTSs network, ENISA shall
review and assess threats, F&ul—nefabi—l—iﬁes]Land mitigation actions with respect to a specific significant
or large-scale cybersecurity incident. Following the completion of a review and assessment of an
incident, ENISA shall deliver an incident review report to the CSIRTs network, the EU-CyCLONe
and the Commission to support them in carrying out their tasks, in particular in view of those set out
in Articles 15 and 16 of Directive (EU) 2022/2555. Where relevant, the Commission shall share the
report with the High Representative.

2. To prepare the incident review report referred to in paragraph 1, ENISA shall collaborate with all

relevant stakeholders, including representatives of Member States from CyCLONe and the CSIRT

network, ]the Commission, other relevant EU institutions, bodies and agencies, managed security

services providers land users of cybersecurity services_ with due respect to the national cyber

authorities competence as defined by the Directive (EU) 2022/2555; i

L AR ]
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Commented [A252]: FR would like this part to be aligned
with the ongoing CRA negotiation. FR would recommend to align
this part with the Council mandate of the CRA when it comes to
the role of ENISA regarding vulnerabilities.

More, FR considers that vulnerabilities assessment falls within the
scope of the CSIRT network

[Commented [A253]: FR : suggestion to specify

Commented [A254]: FR : under NIS2, it falls within the
national competence that national cyber competent authority are
in contact with their constituents and this aspect should be
respected.

Commented [A255]: FR : suggestion to withdraw this part,
as it is the competence of the Member states.

Commented [A256]: FR : sce comment above

This provision is too vague and might be concurrent to national
cyber competent authority activities, then, suggestion to withdraw
it




3. The report shall cover a review and analysis of the specific significant or large-scale

cybersecurity incident, including the main causes, &u%&efabi—l—i&es—‘and lessons learned. The report [ commented [A257]: FR : Cf. supra ]

shall be reviewed by Member states cooperation network in order to ensure that there is duplication

of work. It shall protect confidential information, in accordance with Union or national law

concerning the protection of sensitive or classified information.

Commented [A258]: IR considers is not the role of ENISA
as foreseen within the CSA.

5. Where possible, a version of the report shall be made available publicly after a review from the

Member states cooperation network. This version shall only include public information. I Commented [A259]: FR : EU CyCLONe / CSIRT network

"""""""""""""" and the NIS Cooperation group shall be entitled to review the
document to check if there are no TLP AMBER / RED / STRICT
information before disclosing information to the public.

[...]
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3.2.4.  Compatibility with the current multiannual financial framework
The proposal/initiative:

- @ can be fully financed through redeployment within the relevant heading of the
Multiannual Financial Framework (MFF).

Explain what reprogramming is required, specifying the budget lines concerned and the corresponding
amounts. Please provide an excel table in the case of major reprogramming.

2023 2024 2025 2026 2027 total
SO1 16.232.897 20.528.765 17.406.899 16.223.464 10.022.366 80.414.391
SO2 initial 226.316.819 295.067.000 195.649.000 221.809.000 246.608.000 1.185.449.819
To CYBER initiative 18.000.000 28.000.000 19.000.000 65.000.000
NEW SO2 226.316.819| 295.067.000| 177.649.000 193.809.000| 227.608.000 1.120.449.819
SO3 DB 24 24.361.553 35.596.172 3.638.000 3.638.000 11.175.000 78.408.725
Fom SO2-SO4 15.000.000 15.000.000 6.000.000 36.000.000
New SO3 24.361.553 35.596.172 18.638.000 18.638.000 17.175.000 114.408.725
ECCC initial 176.222.303 208.374.879 104.228.130 90.704.986 84.851.497 664.381.795
From SO2-SO4 13.000.000 23.000.000 28.000.000 64.000.000
New ECCC 176.222.303| 208.374.879| 117.228.130 113.704.986| 112.851.497 728.381.795
SO4 initial 66.902.708 64.892.032 56.577.977 70.477.245 72.107.201 330.957.163
To CYBER initiative 10.000.000 10.000.000 15.000.000 35.000.000
NEW S04 [ 66.902708]  64.892.032] 46577.977 60.477.245  57.107.201 295.957.163

— [ requires use of the unallocated margin under the relevant heading of the MFF and/or
use of the special instruments as defined in the MFF Regulation.

Explain what is required, specifying the headings and budget lines concerned, the corresponding amounts,
and the instruments proposed to be used.

— O requires a revision of the MFF.

| Explain what is required, specifying the headings and budget lines concerned and the corresponding amounts.

[...]
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CROATIA

Recitals

For the time being, we do not comment on recitals, as they probably should require further
adjustments based on the final text on articles.

General remarks

HR welcomes initiatives aiming to build stronger and more effective EU cooperation in the area of
cyber security with the purpose of achieving a higher common level of cybersecurity in the EU.

In that manner, the Cyber Solidarity Act (CSoA) addresses very important, but also sensitive topics,
especially when information sharing is in question.

The EK draft of the CSoA sets out provisions that needs to be clarified to a greater extent.

It is particularly necessary to clarify the information sharing and participation obligations of
Member States under the Emergency Mechanism and the Cybersecurity Reserve in the Cyber
Shield.

In that manner, HR recalls that all EU proposals for cooperation and information sharing with
respect to cyber security incidents and threats must respect Member States’ national competence in
delivering essential State functions, including ensuring the territorial integrity of the State,
maintaining law and order and safeguarding national security, as recognised in Article 4 of TFEU.

In addition, HR has serious concerns about the proposed SOCs network duplicating work already
assigned to the CSIRTs and CyCLONe network in the NIS 2 Directive.

Especially taking into account the amount of delegation’s comments on EK draft and questions
raised, we call on the Presidency not to rush through the process and we strongly support PL
proposal on reading through article-by-article of the EK draft in the HWP CI.

CHAPTER 1

The terminology used in the draft regarding the SOCs causes a lot of confusion and it needs to be
improved, including related definitions.

CHAPTER II

Chapter II establishes the European Cyber Shield and sets out its various elements and the
conditions for participation. The chapter describes the type of entities that shall form the European
Cyber Shield and says that the shield shall consist of National Security Operations Centres
(‘National SOCs’) and Cross-border Security Operations Centres (‘Cross-border SOCs’).

It is not clear what added value the designation of SOCs per Member State and the establishment of
cross-border security operations centres would have in addition to the designation of national

CSIRTs and the establishment of a CSIRT network under NIS 2.
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The CSoA should not create any overlapping structures with the national CSIRT’s roles and
CSIRT-network structure. It is crucial to avoid the unnecessary duplications, especially as they
going to increase the amount of information sharing, the time needed, the human and other
capacities required, which could jeopardise the achievement of the intended impact of CSoA.
National CSIRT’s appointed by NIS2 directive have specific national responsibilities for Member
States and act as central point of contact for both national incidents as well for the other CSIRT in
the EU.

The Article 4 of CSoA should introduce the possibility for Member States to identify the NIS2
designated national CSIRT as National SOC. In relation to that, having in mind the proposed CSoA
definition of the term “public body”, the next sentence in Article 4.1. should be deleted: “The
National SOC shall be a public body.”“ The definition of “public body” in Article 2 should be
deleted accordingly.

CHAPTER 11T

HR supports the proposal for including the preparedness testing in the scope of the Emergency
Mechanism, as the testing exercises may effectively prevent cyber threats.

From the EK draft, it is not clear are these services (testing) mandatory or voluntary. The use of

services should be voluntary for Member States.

In addition, it is important to define clearly, what type of the entity may use this action (only entities
from highly critical sectors, both entities from highly critical sectors and entities from critical
sectors, other entities, if yes, need to be further specified).

HR supports establishment of the EU Cybersecurity Reserve. We believe that it is necessary that the
CSoA clearly state that the use of the Reserve is voluntary.

When the trusted providers are in question, the text should give clear answer whether or not the
Reserve is open for non-EU provider.

The selection criteria for trusted provider in Article 16 should be define as concrete as possible.
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ITALY

These comments are without prejudice to further positions the Italian National Cybersecurity
Agency or other national authorities may provide on this matter.

Methodological note: in this further round of comments and amendment proposals, we focus on the
articles and do not comment on recitals and Annexes, as they may require further adjustments
based on the final text of articles.

1 General objectives, subject matter and definition

According to article 4, paragraph 2 of the TFEU, national security, as well as maintaining law and
order are essential State functions. In particular, national security remains the sole responsibility of
each Member State.

See proposed amendment to articles 1 in Section 5.

2 European Cyber Shield

With regards to the provision to establish a European Cyber Shield (ECS) through a pan-European
network of Security Operation Center (SOC), we welcome the proposal, in order to identify relevant
early warning that may not be detectable at MS level, and are fully invested in identifying
appropriate adjustment to ensure this novel mechanism fits and synergizes with the existing EU
cyber incidents and cyber crises management mechanisms. Therefore, we would welcome

clarifications on:

1. the role of the SOC network with respect to the CSIRT Network and CyCLONe,
established by Directive 2022/2555, clearly defining the differences in order to address
possible overlaps and duplications, and to ensure roles consistency as well. Indeed, the
framework shall clearly define the roles of each actor involved (eg., National SOCs,
Cross-Border SOCs, CSIRTs Network, CyCLONe, etc.) promoting effective synergies
among them;

2. the information flow from the SOC Network toward other stakeholders, such as the
CSIRT Network and CyCLONe. In this regard, the governance will have to provide
technical guidance to ensure availability and harmonization of the technical
collaboration means, more specifically the taxonomies, metrics and communication
protocols;

3. the establishment and functioning of cross-border SOCs (article 5 and following), with
particular regard to the management and reporting of EU funding that can be allocated
by the ECCC, and the legal representation of the coordinating SOC. As far as the
Regulation proposal makes reference to a written agreement among the consortium
members, it would be interesting to know if there are any indications or guidelines on
this new cooperation model;
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4. the designation of national SOCs. Currently, article 4 suggests the possibility for the MS
to indicate one or more national SOCs. In this regard, it should be clarified how the
relationships and the exchange of information between Brussels and the Capitals
would be structured in the presence of more national SOCs. In particular, we believe
there should be a central, national SOC, coordinating the other national SOCs and
participating to the cross-border SOCs. This does not prevent the other national SOCs,
either public or private, to share information with the national SOCs of other Member
States bilaterally.

See proposed amendment to articles 3-8 in Section 5.

3 Cyber Emergency Mechanism (CEM)

With regards to the provision concerning the Cyber Emergency Mechanism, we welcome the
proposal to establish this mechanism with appropriate funding in order to strengthen and enhance
MS and EU cyber resilience. In the meanwhile, we look forward to the negotiation in order to
improve the governance and applicability of some of the provided instruments. Specifically, we
would see fit:

1. an increased involvement of the CyCLONe with respect to exercise and stress testing,
fully taking into consideration the crisis preparation and management role of the
newly established network as outlined by the NIS2 Directive;

2. to provide supervision and control to MS (through CyCLONe and/or Council) on the
support actions for MS;

3. an in-depth analysis of the lesson learned through the ENISA Cybersecurity Support
Action pilot project. In this regard, it would be useful to understand how the
Cybersecurity Support Action conducted by ENISA pursuant to articles 6 and 7 of the
Cyber Security Act (CSA) is integrated with the trusted providers by the managed
security service providers referred to in the amendments to the CSA, currently under
negotiation;

4. an evaluation of the effectiveness of the proposed Cyber Reserve, considering the
business model of such cybersecurity incident response providers. In this regard we
believe that users enlisted in article 12, paragraph 2, can avail themselves of the
services provided by trusted providers on voluntary basis and upon their request.
Moreover, in article 13, paragraph 5, the request for incident response should contain
only the information needed, taking into consideration the fact that it has to remain
upon Member States the decision to share sensitive information. Further amendments
are under consideration;

1. a comparison with similar mechanism put in place for other domains, such as Civil
Protection, introducing more flexible financial support actions to encompass tools that
are not being/cannot considered here, future proofing the regulation.

129 EN



EN

2. provided the Regulation proposal aims at structuring, also through relevant funds,
cyber crisis management at EU level, we believe it should also address the current lack
of appropriate resilient and secure communication, envisaging the establishment of a
resilient and secure network(s) connecting, for instance, MS Cyber Crisis Management
Authorities (within CyCLONe), MS CSIRT (within the CSIRT Network) and relevant
EUIBAs. Amendment proposals in this regard are being drafted.

Moreover, the provision contained in article 11 appears to be sensitive, especially due to the role

reserved to the NIS Cooperation group and ENISA, to be consulted by the EC for the purpose of

identifying the sectors or subsectors involved, starting from the sectors of high criticality referred to

in the Annex I of Directive (EU) 2022/2555, for the choice of entities to be subjected to coordinated

preparedness testing.

See proposed amendment to articles 10-14 in Section 5.

4 Incindent Review Mechanism (IRM)

Provided cyber incident and crisis management falls within the scope of national security, which is
the sole responsibility of MS, we have concerns with respect to the proposed mechanism.
Therefore, we propose to extend the mandate of CyCLONe to perform such activity, at the request
of MS, which may also entail the support of ENISA as CyCLONe’s Secretariat.

See proposed amendment to article 18 in Section 5.

5 Proposed amendments

For the time being, we limit our amendment proposals to the article and are not considering the

recitals. Proposed deletion are stricken+ed and proposed addition are bold green,

Please find below the articles or paragraphs that were reviewed in this round of comments.

Article 1

Subject-matter and objectives

[...]
3. This Regulation is without prejudice to the Member States’ sole primary responsibility for

national security, public security, and primary responsibility for the prevention, investigation,

detection and prosecution of criminal offences.
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Article 2
Definitions

For the purposes of this Regulation, the following definitions apply:

[...]

(1) ‘Cross-border Security Operations Centre’ (“Cross-border SOC”) means a multi-
country platform, that brings together in a coordinated network structure national SOCs
from at least three Member States, acting as Coordinator and running the national
platform node, who form a Hosting Consortium, and that is designed to prevent and detect
cyber events threats-and incidents and to support the production of high-quality intelligence,
notably through the exchange of data from various sources, public and private, as well as
through the sharing of state-of-the-art tools and jointly developing cyber detection, analysis,

and prevention and protection capabilities in a trusted environment;

(3) ‘Hosting Consortium’ means a consortium composed of partieipating—states;
represented—by—National SOCs of participating Member States, that have agreed to
establish and contribute to the acquisition of tools and infrastructure for, and operation of, a
Cross-border SOC ;

Article 3

Establishment of the European Network of Security Operations Centres Cyber-Shield
1. An-interconnected pan-European-infrastrueture A Network of Security Operations Centres
(‘SOCs’ Network’) (Eurepean-CyberShield™) shall be established to develop advanced
capabilities for the Union to detect, analyse and process data on cyber events threats-and-ineidents
in the Union. It shall consist of all National Security Operations Centres (‘National SOCs’) and
Cross-border Security Operations Centres (‘Cross-border SOCs’). Cross-border SOCs are
composed by a National SOC per Member State, acting as Coordinator and running the
national platform node.
Actions implementing the (‘SOCs’ Network’) Eurepean-CyberShield shall be supported by
funding from the Digital Europe Programme and implemented in accordance with Regulation (EU)
2021/694 and in particular Specific Objective 3 thereof.
2. The SOCs’ Network-European-Cyber-Shield shall:
(a) pool and share data on cyber events threats-and-ineidents from various sources through cross-
border SOCs;
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(b) produce high-quality, actionable information and-eyberthreatinteligenee, through the use of

state-of-the art tools, notably Artificial Intelligence and data analytics technologies;
(c) contribute to an early identification of cyber incidents through the analysis of the cyber
events detected better-protection-and-responseto-eyberthreats;
(d) contribute to faster-deteetion-of cyber threats prevention and detection, as well as to and-joint
situational awareness across the Union;
(e) correlate and enrich, through multiple sources, threat intelligence data with sighting
information and evaluation of the overall impact of identified threats at EU level;
(f) provide support to strengthen incident response capabilities of the CSIRTSs network;
(eg) provide services and activities for the cybersecurity community in the Union, including
contributing to the development advanced artificial intelligence and data analytics tools.
It shall be developed in cooperation with the pan-European High Performance Computing
infrastructure established pursuant to Regulation (EU) 2021/1173.
Article 4

National Security Operations Centres
1. In order to participate in the SOCs’ Network European-Cyber-Shield, each Member State shall
designate identify a National SOC, acting as Coordinator and running the national platform
node, connected with the others established in each Member State that, on voluntary basis, is
willing to participate atleast-one National- SOC: The National Coordinator SOC shall be a public
body.
It shall have the capacity to act as a reference point and gateway to other public and private
organisations at national level for collecting and analysing information on cybersecurity events that
can lead to an early identification of cyber threats and incidents, and contributing to a Cross-
border SOC platform. It shall be equipped with state-of-the-art technologies capable of detecting,
aggregating, and analysing data potentially relevant for an early detetction of te cybersecurity
threats and incidents.
2. Following a call for expression of interest, National Coordinator SOCs shall be selected by the
European Cybersecurity Competence Centre (‘ECCC’) to participate in a joint procurement of tools
and infrastructures with the ECCC. The ECCC may award grants to the selected National
Coordinator SOCs to fund the operation of those tools and infrastructures. The Union financial
contribution shall cover up to 50% of the acquisition costs of the tools and infrastructures, and up to
50% of the operation costs, with the remaining costs to be covered by the Member State. Before

launching the procedure for the acquisition of the tools and infrastructures, the ECCC and the

132 EN



EN

National Coordinator SOC shall conclude a hosting and usage agreement regulating the usage of
the tools and infrastructures.
3. A National Coordinator SOC selected pursuant to paragraph 2 shall commit to apply to
participate in a Cross-border SOC within two years from the date on which the tools and
infrastructures are acquired, or on which it receives grant funding, whichever occurs sooner. If a
National SOC is not a participant in a Cross-border SOC by that time, it shall not be eligible for
additional Union support under this Regulation.
Article 5
Cross-border Security Operations Centres
1. A Hosting Consortium consisting of at least three Member States, represented by National
Coordinator SOCs, committed to working together to coordinate their cyber-detection and events
threat monitoring activities shall be eligible to participate in actions to establish a Cross-border
SOC.
2. Following a call for expression of interest, a Hosting Consortium shall be selected by the ECCC
to participate in a joint procurement of tools and infrastructures with the ECCC. The ECCC may
award to the Hosting Consortium a grant to fund the operation of the tools and infrastructures. The
Union financial contribution shall cover up to 75% of the acquisition costs of the tools and
infrastructures, and up to 50% of the operation costs, with the remaining costs to be covered by the
Hosting Consortium. Before launching the procedure for the acquisition of the tools and
infrastructures, the ECCC and the Hosting Consortium shall conclude a hosting and usage
agreement regulating the usage of the tools and infrastructures.
3. Members of the Hosting Consortium shall conclude a written consortium agreement which sets
out their internal arrangements for implementing the hosting and usage Agreement.
4. A Cross-border SOC shall be represented for legal purposes by a National SOC acting as
coordinating SOC, or by the Hosing Consortium if it has legal personality. The co-ordinating SOC
shall be responsible for compliance with the requirements of the hosting and usage agreement and
of this Regulation.
Article 6

Cooperation and information sharing within and between cross-border SOCs
1. Members of a Hosting Consortium shalt exchange relevant information among themselves on
voluntary basis within the Cross-border SOC including information relating to cyber events
threats, nearmisses; vulnerabilities, techniques and procedures, indicators of compromise,

adversarial tactics, threat-actor-speeifiec-information, cybersecurity alerts and recommendations
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regarding the configuration of cybersecurity tools to detect cyber attacks, where such information
sharing:
(a) aims to prevent; and detect, respend-to-orrecover from cyber incidents and er to mitigate their
impact;
(b) enhances the level of cybersecurity, in particular through raising awareness in relation to cyber
threats, limiting or impeding the ability of such threats to spread, supporting a range of defensive
capabilities, vulnerability remediation and disclosure, threat detection, containment and prevention
techniques, mitigation strategies, erresponse-and-recovery-stages or promoting collaborative threat
research between public and private entities.
2. The written consortium agreement referred to in Article 5(3) shall establish:
(a) a commitment to share a significant amount of data referred to in paragraph 1, and the
conditions under which that information is to be exchanged;
(b) a governance framework incentivising the sharing of information by all participants;
(c) targets for contribution to the development of advanced artificial intelligence and data analytics
tools.
3. To encourage exchange of information between Cross-border SOCs, Cross-border SOCs shall
ensure a high level of interoperability between themselves. To facilitate the interoperability between
the Cross-border SOCs, the Commission may, by means of implementing acts, after consulting the
ECCC, specity the conditions for this interoperability. Those implementing acts shall be adopted in
accordance with the examination procedure referred to in Article 21(2) of this Regulation.
4. Cross-border SOCs shall conclude cooperation agreements with one another, specifying
information sharing principles among the cross-border platforms.
Article 7
Cooperation and information sharing with Union entities
1. Where the Cross-border SOCs obtain information relating to a potential or ongoing large-scale
cybersecurity incident, they shall provide relevant information to EU-=CyCLONe, the CSIRTs
network and the Commission, in view of their respective crisis management roles in accordance
with Directive (EU) 2022/2555 without undue delay.
2. The Commission may, by means of implementing acts, determine the procedural arrangements
for the information sharing provided for in paragraphs 1. Those implementing acts shall be adopted
in accordance with the examination procedure referred to in Article 21(2) of this Regulation.
Article 8

Security
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1. Member States participating in the SOCs’ Network Eurepean-Cyber-Shield shall ensure a high
level of data security and physical security of the SOCs’ Network European-CyberShield
infrastroeture platform nodes, and shall ensure that the underneath infrastructure shall be
adequately managed and controlled in such a way as to protect it from threats and to ensure its
security and that of the systems, including that of data exchanged through the network’s platform
nodes infrastructure.
2. Member States participating in the SOCs’ Network Eurepean-Cyber-Shield shall ensure that the
sharing of information within the SOCs’ Network Evrepean-Cyber-Shield with entities which are
not Member State public bodies does not negatively affect the security interests of the Union.
3. The Commission may adopt implementing acts laying down technical requirements for Member
States to comply with their obligation under paragraph 1 and 2. Those implementing acts shall be
adopted in accordance with the examination procedure referred to in Article 21(2) of this
Regulation. In doing so, the Commission, supported by the High Representative, shall take into
account relevant defence-level security standards, in order to facilitate cooperation with military
actors.
Article 10
Type of actions
1. The Mechanism shall support the following types of actions:
(a) preparedness and prevention actions, including the coordinated preparedness
testing of entities operating in highly critical sectors across the Union;

(b) response actions, supporting response to and immediate recovery from significant
and large-scale cybersecurity incidents, to be provided by trusted providers
participating in the EU Cybersecurity Reserve established under Article 12;

[...]

establishment of an Emergency Fund to switftly provide direct financial
support to Member States necessary for their response to significant and large-
scale cybersecurity incidents.

Article 10b
Cyber Emergency Mechanism Management Board
1. The Cyber Emergency Mechanism Management Board (CEMMB) is composed of
representatives of the Council, as chair, the Commission and the EU-CyCLONe.
2. The CEMMB shall have overall responsibility for the implementation of the Cyber
Emergency Mechanism.

3. ENISA shall provide the secretariat of the CEMMB.
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4. The CEMMB can task the Commission, the EU-CyCLONe and ENISA to perform

activities that are required to implement and enact the Cyber Emergency Mechanism.

Article 11

Coordinated preparedness testing of entities
1. For the purpose of supporting the coordinated preparedness testing of entities referred to in

Article 10(1), point (a), across the Union, the Commission CEMMB, after consulting the NIS
Cooperation Group and-ENISA, shall identify the sectors, or sub-sectors, concerned, from the
Sectors of High Criticality listed in Annex I to Directive (EU) 2022/2555 from which entities may
be subject to the coordinated preparedness testing, taking into account existing and planned
coordinated risk assessments and resilience testing at Union level.

2. The NIS Cooperation Group in cooperation with the EU-CyCLONe, the Commission, ENISA,
and the High Representative, shall develop common risk scenarios and methodologies for the

coordinated testing exercises.

Article 12
Establishment of the EU Cybersecurity Reserve

1. An EU Cybersecurity Reserve shall be established, in order to assist users referred to in
paragraph 3, in responding or providing support for responding to significant or large-scale
cybersecurity incidents, and immediate recovery from such incidents.

2. The EU Cybersecurity Reserve shall consist of incident response services from trusted providers
selected in accordance with the criteria laid down in Article 16. The Reserve shall include pre-
committed services. The services shall-be-deployable can be deployed in all Member States upon
their request.

3. Users of the services from the EU Cybersecurity Reserve shall include:

(a) Member States’ cyber crisis management authorities and CSIRTs as referred to in Article
9 (1) and (2) and Article 10 of Directive (EU) 2022/2555, respectively;

(b) Union institutions, bodies and agencies.

4. Users referred to in paragraph 3, point (a), shall-use can avail themselves of the services from

the EU Cybersecurity Reserve on voluntary basis in order to respond or support response to and

immediate recovery from significant or large-scale incidents affecting entities operating in critical
or highly critical sectors.

5. The CEMMB Cemmission shall have overall responsibility for the implementation of the EU
Cybersecurity Reserve. The CEMMB Cemmaission shall determine the priorities and evolution of
the EU Cybersecurity Reserve, in line with the requirements of the users referred to in paragraph 3,
and shall supervise its implementation, and ensure complementarity, consistency, synergies and
links with other support actions under this Regulation as well as other Union actions and
programmes.

S5a. The CEMMB may entrust the operational supervision of the EU Cybersecurity Reserve,
in full or in part, to the EU-CyCLONe.
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6. The CEMMB, with the support of the Commission may, entrust the operation and
administration of the EU Cybersecurity Reserve, in full or in part, to ENISA, by means of
contribution agreements.

7. In order to support the CEMMB Cemmission in establishing the EU Cybersecurity Reserve,
ENISA shall prepare a mapping of the services needed, after consulting Member States and the
Commission. ENISA shall prepare a similar mapping, after consulting the Commission, to identify
the needs of third countries eligible for support from the EU Cybersecurity Reserve pursuant to
Article 17. The Commission, where relevant, shall consult the High Representative.

8. At the request of the CEMMB, the Commission may, by means of implementing acts, specify
the types and the number of response services required for the EU Cybersecurity Reserve. Those
implementing acts shall be adopted in accordance with the examination procedure referred to in
Article 21(2).

Article 11b
Prepardness and prevention actions

[To be drafted]

Article 13

Requests for support from the EU Cybersecurity Reserve
1. The users referred to in Article 12(3) may request services from the EU Cybersecurity Reserve to
support response to and immediate recovery from significant or large-scale cybersecurity incidents.
2. To receive support from the EU Cybersecurity Reserve, the users referred to in Article 12(3) shall
take applicable measures to mitigate the effects of the incident for which the support is requested,
including, if possibile, the provision of direct technical assistance, and other resources to assist the
response to the incident, and immediate recovery efforts.
3. Requests for support from users referred to in Article 12(3), point (a), of this Regulation shall be
transmitted to the CEMM B Cemmission-and-ENISA via the Single Point of Contact designated or
established by the Member State in accordance with Article 8(3) of Directive (EU) 2022/2555.
4. Member States shall inform the CSIRTs network;-and-where-appropriate and EU-CyCLONe,
about their requests for incident response and immediate recovery support pursuant to this Article.
5. Requests for incident response and immediate recovery support shall include:
(a) appropriate information regarding the type of affected entity and potential impacts

of the incident and the planned use of the requested support, including an indication
of the estimated needs;

(b) information about measures taken to mitigate the incident for which the support is
requested, as referred to in paragraph 2;
(c) information about other forms of support available to the affected entity;—ineluding
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6. ENISA, in cooperation with the Commission and the NIS Cooperation Group, and under the
supervision of the CEMMB, shall develop a template to facilitate the submission of requests for
support from the EU Cybersecurity Reserve.

7. The Commission, in consultation with the CEMMB, may, by means of implementing acts,
specify further the detailed arrangements for allocating the EU Cybersecurity Reserve support
services. Those implementing acts shall be adopted in accordance with the examination procedure

referred to in Article 21(2).

Article 14

Implementation of the support from the EU Cybersecurity Reserve

1. Requests for support from the EU Cybersecurity Reserve, shall be assessed by the CEMMB
Commission, with the support of ENISA or as defined in contribution agreements under Article
12(6), and a response shall be transmitted to the users referred to in Article 12(3) without delay.
2. To prioritise requests, in the case of multiple concurrent requests, the following criteria shall be

taken into account, where relevant:

(a) the severity of the cybersecurity incident;

(b) the type of entity affected, with higher priority given to incidents affecting essential
entities as defined in Article 3(1) of Directive (EU) 2022/2555;

() the potential impact on the affected Member State(s) or users;

(d) the potential cross-border nature of the incident and the risk of spill over to other
Member States or users;

(e) the measures taken, if applicable, by the user to assist the response, and immediate
recovery efforts, as referred in Article 13(2) and Article 13(5), point (b).

3. The EU Cybersecurity Reserve services shall be provided in accordance with specific agreements
between the service provider and the user to which the support under the EU Cybersecurity Reserve
is provided. Those agreements shall include liability conditions.

4. The agreements referred to in paragraph 3 may be based on templates prepared by ENISA, after
consulting Member States.

5. The CEEMB, Commission and ENISA shall bear no contractual liability for damages caused to
third parties by the services provided in the framework of the implementation of the EU
Cybersecurity Reserve.

6. Within one month from the end of the support action, the users shall provide CEMMB
Commisstorr and EU-CyCLONe ENISA with a summary report about the service provided, results
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achieved and the lessons learned. When the user is from a third country as set out in Article 17,
such report shall be shared with the High Representative.
7. The CEMMB Cemmission shall report to the NIS Cooperation Group about the use and the

results of the support, on a regular basis.

Article 14b
Emergnecy Fund
[To be drafted]
[-.]

Article 18

Cybersecurity Incident Review Mechanism
1. The EU-CyCLONe, with the support of Attherequestof-Commission;the EH-CyCLEONe-or
the-CSIRTFsnetworlk; ENISA, shall review and assess threats, vulnerabilities and mitigation actions
with respect to a specific significant or large-scale cybersecurity incident. Following the completion
of a review and assessment of an incident, ENISA EU-CyCLONe shall deliver an incident review
report to its members and the CSIRTs network;-the EU-CyyCEONe-and-the-Commission to support
them in carrying out their tasks, in particular in view of those set out in Articles 15 and 16 of
Directive (EU) 2022/2555. Where relevant, the EU-CyCLONe Commission shall share the report
with the Council, the High Representative and/or the Commission.
1b. The EU-CyCLONe shall update its rules of procedures to define the process to prepare
and draft the incident review report.
2. To prepare the incident review report referred to in paragraph 1, EU-CyCLONe-ENISA shall
collaborate all relevant stakeholders, including representatives of Member States, the Commission,
other relevant EU institutions, bodies and agencies, managed security services providers and users
of cybersecurity services. Where appropriate, EU-CY CLONe-ENISA shall also collaborate with
entities affected by significant or large-scale cybersecurity incidents. To support the review, EU-
CyCLONe-ENISA may also consult other types of stakeholders. Consulted representatives shall
disclose any potential conflict of interest.
2b. If the consultation and collaboration mentioned in paragraph 2 involves national entities,
the EU-CyCLONe should carry out such actions in full collaboration or through the relevant
Member States’ cyber crisis management authorities.
3. The report shall cover a review and analysis of the specific significant or large-scale

cybersecurity incident, including the main causes, vulnerabilities and lessons learned. It shall
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protect confidential information, in accordance with Union or national law concerning the
protection of sensitive or classified information.

4. Where appropriate, the report shall draw recommendations to improve the Union’s cyber posture.
5. Where possible, a version of the report shall be made available publicly. This version shall only

include public information.

[...]
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HUNGARY
Article 1

3. This Regulation is without prejudice to the Member States’ soleprimary-responsibility for national
security, public security, and the prevention, investigation, detection and prosecution of criminal

offences.

We suggest to have a general provision on sharing national security etc. information (the
suggestion based on the text of NIS 2):

4. No Member State should be required to supply information the disclosure of which would be

contrary to the essential interests of its national security, public security or defence.

Article 2

General comment to the notion of ‘Hosting Consortium’:
As it was proposed by other Member States, we are also in favour of establishing an information

sharing technical platform.

Article 3

An additional sentence should be inserted in para 1.:

‘The participation in the European Cyber Shield remains voluntary.’

We suggest the deletion of Al and data analytics technologies references in order to make the
Regulation technology-independent and time-tested.
2. The European Cyber Shield shall:

(b) produce high-quality, actionable information and cyber threat intelligence, through the use of state-

of-the art tools, bbb el e o Do b Lo

Article 6

2. The written consortium agreement referred to in Article 5(3) shall establish:
(a) a commitment to share a-significant-ameunt-ofof the relevant data referred to in paragraph 1,

and the conditions under which that information is to be exchanged;

Article 10

The Mechanism shall support the following types of actions:

(a) preparedness actions,
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The regulation refers to ‘preparedness actions’ without further elaborating what actually is meant by

and how Member States could use them.

The Mechanism shall support the following types of actions:

response actions, supporting response to and immediate-smooth recovery from significant and large-
scale cybersecurity incidents, to be provided by trusted providers participating in the EU Cybersecurity
Reserve established under Article 12;

We suggest to change ‘immediate recovery’ to ‘smooth recovery’ throughout the whole text. We
acknowledged the aim of the Reserve, namely to provide services which could contribute to
recovering as fast as possible from large-scale incidents or crises, at the same time we find it bit
misleading to use the word ‘immediate’ before recovery. It suggests something that might not be

possible.

Article 13

Generally we have a preference to simplify the application procedure.

Article 14

We are still reluctant regarding the fact that the request for support from the Reserve will be assessed
by the Commission since the Reserve is also going to be financed through DEP and the implementation
of the cyber related part of DEP falls in the mandate of ECCC.

In the case if there are no concurrent requests, based on which criteria the Commission (with the
support of the ENISA) will assess the request?

The text lacks the grounds for refusal of requests, the same goes for procedure to be followed in case of
refusal. What actions can be taken if the Member State concerned does not agree with the negative

outcome of the assessment made by the Commission on the request for support?

6. Within one month frem-the-end-of-the-suppert-actionafter the user regained full control over the

situation, the users shall provide Commission and ENISA with a summary report about the service
provided, results achieved and the lessons learned. When the user is from a third country as set out in

Article 17, such report shall be shared with the High Representative.

7. The Commission shall report to the NIS Cooperation Group and the Governing Board of the ECCC

about the use and the results of the support, on a regular basis.

Article 18

142 EN



EN

4. Where appropriate, the report shall draw_non-binding- recommendations to improve the Union’s

cyber posture.

5. Where possible, a version of the report shall be made available publicly, in case the concerned

Member States give their consent . This version shall only include public information.

Article 20

By [four years after the date of applieation—entry into force of this Regulation], the Commission shall
submit a report on the evaluation and review of this Regulation to the European Parliament and to the

Council.
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NETHERLANDS

NL would like to thank the Spanish Presidency for the opportunity to provide written comments on
all relevant provisions in the CySOL. As NL is still in the process of scrutinising the proposal,
please note that the written comments below on the CySOL are preliminary and may evolve or
change over time. NL looks forward to the upcoming discussions, as well as further opportunities to

provide more written comments.

Chapter II — The European Cyber Shield

With regards to chapter 2, the Netherlands would like to reiterate its support to the purpose of this
initiative. We recognize the need for shared situational awareness within the Union. With regards to
this chapter, and building on the exchange of practices during the SOC-workshop, the Netherlands
takes note of the following points:

e That the purpose of the inclusion of this initiative within the Cyber Solidarity Act is to preserve the
setup of cross-border networks as previously set in motion through the Cross-Border Call for
Expression of Interest, and;

e That the primary purpose of the establishment of cross-border networks is the pooling and
sharing of aggregated/analysed information and cyber threat intelligence.

The Netherlands believes that the text of the proposal should not only reflect those elements clearly
but also that the text should not go beyond these elements so that no confusion will be created about

the functions of cross-border networks.

Chapter III - Cyber Emergency Mechanism

With regards to article 11:

NL sees a potential overlap of the preparedness actions with responsibilities set out in the NIS2
Directive.

We suggest that the range (and types) of preparedness testing proposed in article 11 is further
defined by the Commission to have a common understanding of the proposed actions set out in this
article. The NL furthermore proposes that it should be further clarified within the article that the

testing is up to the sole responsibility of Member States.

With regards to articles 12-17:

First and foremost, NL supports the objectives of the proposed Cyber Reserve and recognizes the
value of deploying the private sector in addressing large-scale incidents. NL is therefore taking a
constructive approach towards establishing an effective initiative, emphasizing the importance of

ensuring it’s functionality.
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Nevertheless, aligned with the earlier request to the Commission in March 2022 in Nevers for the
creation of a Cybersecurity Emergency Fund, NL supports the exploration of possibilities for
establishing an Emergency Fund that can assist Member States in covering the expenses associated
with incident response actions following large-scale cybersecurity incidents. NL contends that such
a fund would offer greater practical efficiency and ease of operation compared to a Reserve.

If the establishment of such a fund is not among the (legal) options, NL would strongly welcome an
(interactive) scenario workshop to better understand what the governance will look like and allow
for the Council to gain a congruent understanding of the proposal. In such a workshop we will be
able to walk step by step through the different phases of the proposal, while also considering the
different roles, responsibilities (including those of the Member States) and processes.

Moreover, NL emphasizes the importance of having Member States involved in the process of

establishing clear conditions and thresholds for deployment of the Cyber Reserve. We therefore
stress the need for further clarification in the legal text regarding the deployment, and the (explicit)
roles and responsibilities of the Member States, the Commission, ENISA, and Trusted Providers

therein.

Preliminary Proposed Changes to Chapter I and Chapter II of the Cyber Solidarity Act

Chapter 1
GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives

1. This Regulation lays down measures to strengthen capacities in the Union to detect, prepare
for and respond to cybersecurity threats and incidents, in particular through the following actions:

(a) the deployment of a pan-European infrastructure of SeeurityOperations—Centres
(European—Cyber—Shield)cross-border platforms }to build and enhance common detection and

situational awareness capabilities;
(b) the creation of a Cybersecurity Emergency Mechanism to support Member States
in preparing for, responding to, and immediate recovery from significant and large- scale

cybersecurity incidents;
(c) the establishment of a European Cybersecurity Incident Review Mechanism to
review and assess the processes of responding to significant or large-scale incidents.

[...]
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Article 2

[Defmitions]

For the purposes of this Regulation, the following definitions apply:

(D) ‘Cross-border Security—Operations—CentrePlatform’ ¢Cross-border—S0OE>)

means a multi-country platform, that brings together in a coordinated network structure national
SOCsPartieipantsCSIRTs from at least three Member States who form a Hosting Consortium, and
that is designed to prevent cyber threats and incidents and to support the production of high-quality
intelligence, notably through the exchange of data from various sources, public and private, as well
as through the sharing of state-of-the-art tools and jointly developing cyber detection, analysis, and
prevention and protection capabilities in a trusted environment;

2) ‘public body’ means a body governed by public law as defined in Article 2((1), point
(4),), of Directive 2014/24/EU of the European Parliament and the Council'8;

3) ‘Hosting Consortium’ means a consortium composed of participating states,
represented by National SOCs, that have agreed to establish and contribute to the acquisition of
tools and infrastructure for, and operation of, a Cross-border SOC-platform ;

4) ‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU)
[-..]
Chapter 11
THE EUROPEAN CYBER SHIELD
Article 3

Establishment of the E—u#epeaﬂ@ybeﬂShieldXXXX\
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of 'national CSIRT" as used in the NIS2 directive.

The NL would propose to add the definition of such a participant
as defined in the Call for Expression of Interest for the cross-
border platforms or article 4.2 of this act where this is defined as
an entity that has the “capacity to act as a reference point and
gateway to other public and private organisations at national level
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and incidents and contributing to a Cross-border platform.”

—Cross-border platforms for poohn;
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\analvsed/aggregated \data and cyber threat intelligence on cybersecurity threats between—several

Member-States-shall-be-may be set up between Member States. ¥Theyt shall consist of all-designated
fNatlonal Se&mﬁ&@pemﬁe{%@eﬁtre&(—Naﬁeﬂal%@@s—)PamemamsCISRTs Hesuznated bv Member

States.-

31 TFhe European-Cyber-ShieldThese cross-border platforms shall:

(a) k)ool and share analysed/aggregated data on cyber threats and incidents from various
sources through cross-border platformsSOCs;

(by  predueeshare high-quality, actionable information and cyber threat intelligence,
through the use of state-of-the art tools, notably Artificial Intelligence and data analytics
technologies;
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In order to:

By(c) contribute to better protection and response to cyber threats by relevant entities such
as national competent authorities and the CSIRT-network; and

©)(d) contribute to faster-detection-of-eyberthreats—and-the situational awareness across

the Union;

2. Actions implementing the Cross-border platforms shall be supported by funding from the

Digital Europe Programme and implemented in accordance with Regulation (EU) 2021/694 and in
particular Specific Objective 3 thereof.

It shall be developed in cooperation with the pan-European High Performance Computing
infrastructure established pursuant to Regulation (EU) 2021/1173.

Article 4

National Seeurity- Operations-Centres Role of National CSIRTSs

1. In order to participate in the-Eurepean-Cyber-ShieldCross-border platforms, each Member
State shalwillmay designate atleast-eneNational-SOC-The National- SOCshall-be-a public body
mandated to coordinate prevention and detection of cyberthreats and incidents, such as a national
CSIRT.

It shall have the capacity to act as a single reference point and gateway to other public and private
organisations at national level for collecting and analysing information on cybersecurity threats and
incidents and contributing to a Cross-border SO€platform. It shall be equipped with state- of-the-art
technologies capable of detecting, aggregating, and analysing data relevant to cybersecurity threats
and incidents.

2. [Following a call for expression of interest, the designated National SOEs-CSIRTs
shall be seleeted—recognised by the European Cybersecurity Competence Centre (‘ECCC’) to
participate in a joint procurement of tools and infrastructures with the ECCC. The ECCC may award
grants to the selected National SOCsPartieipantsCSIRT to fund the operation of those tools and
infrastructures. The Union financial contribution shall cover up to 50% of the acquisition costs of
the tools and infrastructures, and up to 50% of the operation costs, with the remaining costs to be
covered by the Member State. Before launching the procedure for the acquisition of the tools and
infrastructures, the ECCC and the National SOCPartieipantsCSIRT shall conclude a hosting and
usage agreement regulating the usage of the tools and infrastructures.\

3. A National SOCPartieipantCSIRT selected pursuant to paragraph 2 shall-may commit to
apply to participate in a Cross-border SOCplatform within two years from the date on which the
tools and infrastructures are acquired, or on which it receives grant funding, whichever occurs
sooner. If a National SOC is not a participant in a Cross-border SOC-platform by that time, it shall
not be eligible for additional Union support under this Regulation.

Article 5
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Cross-border SeeurityOperations-Centresplatforms

1. A Hosting Consortium consisting of at least three Member States, represented by designated
National SOCsPartieipantsCSIRT, committed to working together to coordinate their cyber-
detection and threat monitoring activities shall be eligible to participate in actions to establish a
Cross-border SOC platform-

2. Following a call for expression of interest, a Hosting Consortium shall be selected by the
ECCC to participate in a joint procurement of tools and infrastructures with the ECCC. The

ECCC may award to the Hosting Consortium a grant to fund the operation of the tools and
infrastructures. The Union financial contribution shall cover up to 75% of the acquisition costs of
the tools and infrastructures, and up to 50% of the operation costs, with the remaining costs to be
covered by the Hosting Consortium. Before launching the procedure for the acquisition of the tools
and infrastructures, the ECCC and the Hosting Consortium shall conclude a hosting and usage
agreement regulating the usage of the tools and infrastructures,

3. Members of the Hosting Consortium shall conclude a written consortium agreement which
sets out their internal arrangements for implementing the hosting and usage Agreement.

4. A Cross-border SOC—platform shall be represented for legal purposes by the a—National
CSIRT acting as coordinating National CSIRT SOE, or by the Hosing Consortium if it has legal
personality. The co-ordinating SOE-National CSIRT shall be responsible for compliance with the

requirements of the hosting and usage agreement and of this Regulation.

4.5. Designated Nnational-SOCsPartieipantsCSIRTs can apply to be eligible to join a cross-
border SOE€-platform as a new member. The already joined cross-border SOCplatform members
shall reserve the right to unanimously decide on the participation of a new member.

Article 6

C0|0perati0n and information sharing within and between cross-border SOCsplatforms

EN

1. Members of a Hosting Consortium shall exchange relevant information among themselves
within the Cross-border platformSOE€ for the purpose of generating shared situational awareness as

further worked out by each cross-border SOCplatform in their written consortium agreement

(a) aims to prevent, detect, respond to or recover from incidents or to mitigate their
impact;
(b) enhances the level of cybersecurity_of the Union, in particular through raising

awareness in relation to cyber threats, limiting or impeding the ability of such threats to spread,
supporting a range of defensive capabilities, vulnerability remediation and disclosure, threat
detection, containment and prevention techniques, mitigation strategies, or response and recovery
stages or promoting collaborative threat research between public and private entities.

2. The written consortium agreement referred to in Article 5(3) shall establish:

(a) a commitment to share a—signifieant—ameunt—of—analysed/aggregated data on a

voluntary data-basis as referred to in paragraph 1, and the conditions under which that information
is to be exchanged;
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(b) a governance framework incentivising the sharing of information by all participants;

(c) targets for contribution to the development of advanced artificial intelligence and data
analytics tools.

———To encourage exchange of information between Cross-border SOEsplatforms, Cross-border
SOCs-platforms shall ensure a high level of interoperability between themselves. To facilitate the
interoperability between the Cross-border SOCs-platforms at a Union level, the Commission may,
by-means—of-implementingaets;—after consulting the ECCC_and the cross-border SO€platforms,
specify the conditions for this—Union-wide interoperability. Those implementing acts shall be
adopted in accordance with the examination procedure referred to in Article 21(2) of this
Regulation._Cross-border SOEsplatforms reserve the right to define specific interoperability within
their own

Cross-border SOCplatform.

Article 7

Cooperation and-infermationsharing-with-Unien-entitieswith the CSIRTs Network

1. Where the Cross-border SOCs-platforms obtain analysed information relating to a potential
or ongoing large- scale cybersecurity incident for the purpose of shared situational awareness, they

may—shalt prov1de relevant information to EU—GyGI:@N%the CSIRTs network—and—the
Ceomumnission, in view of their-its respective crisis management roles in accordance with Directive
(EU) 2022/2555 without undue delayl.

2. Cross-border platforms shall, where appropriate, ensure that (experiences with) state of «
the art tools, notably Artificial Intelligence and data analytics technology, used within the
cross-border platforms is shared with the CSIRT Network.

Article 8

Security

1. Member States participating in Cross-border networksthe—European—Cyber—Shield—shall

ensure a high level of data security and physical security of the European Cyber Shield
infrastructure, and shall ensure that the infrastructure shall be adequately managed and controlled in
such a way as to protect it from threats and to ensure its security and that of the systems, including
that of data exchanged through the infrastructure.
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Chapter 111

CYBER EMERGENCY MECHANISM

Article 10

Type of actions

1. The Mechanism shall support the following types of actions:

(@

(b)

preparedness actions, including the coordinated preparedness testing of
entities operating in highly critical sectors across the Union;

response actions, supporting response to and immediate recovery from
significant and large-scale cybersecurity incidents, to be provided by trusted
providers participating in the EU Cybersecurity Incident Response
MechanismReserve established under Article 12;

(©) mutual assistance actions consisting of the provision of assistance from

(@2

national authorities of one Member State to another Member State, in
particular as provided for in Article 11(3), point (f), of Directive (EU)
2022/2555.

As a part of the Mechanism, an Emergency Fund shall be established to

rapidly cover immediate costs of Member States necessary for their swift response

to significant and large-scale cybersecurity incidents.
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Article 11

Coordinated preparedness testing of entities

1. For the purpose of supporting the-voluntary coordinated preparedness testing of
entities referred to in Article 10(1), point (a), across the Union, the Commission,
after consulting the NIS Cooperation Group and ENISA, shall identify the sectors,
or sub-sectors, concerned, from the Sectors of High Criticality listed in Annex I to
Directive (EU) 2022/2555 from which entities may be subject to the coordinated
preparedness testing, taking into account existing and planned coordinated risk
assessments and resilience testing at Union level.

+2. The definition of the coordinated preparedness testing and the
associated process should be of the sole competence of the Member States.
2:3. The NIS Cooperation Group in coordination with EU-CyCLONe,

eooperation—withsupported by the Commission, ENISA, and the High
Representative, shall develop common risk scenarios and methodologies for the

coordinated testing exercises.
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AUSTRIA
GENERAL REMARKS

e We would kindly ask presidency to make full day meetings for the negotiations of the Cyber
Solidarity Act. This is a very technical legislative proposal where the presence of experts is needed.
It would be more efficient to have experts participate in full day meetings!
e Terminologie
o National SOC - National SOC Platform
o Cross-border SOC - Cross-border SOC platform
o Hosting Consortium = Consortium
= Not every participating National SOC Platform is bound the host tools /
infrastructure. Whether a National SOC Platform is actually hosting something is up
to agreement in the consortium. The term “hosting consortium” is thus misleading.
e Non consistent use of legal definition
o Either cyber threat or cybersecurity threat
e The line between CSIRTs and National SOC Platforms / CSIRT-NW and Cross-border SOC Platforms
needs to be clear
o Refrain from referring to incidents; SOC Platforms should focus on events and threats

Legal Basis:
e We would like to see the legal basis (Art 173 (3)) TFEU for the proposed CSoA checked by CLS.

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS
Definitions (Art 2):

e Def of National SOC Platform should be included
o Workshop on 12 September has shown that there is room for various understandings of
what a national SOC Platform is /what the tasks of National SOC Platforms are/could be. In
order to enable cooperation between the National SOC Platforms of MS in a Cross-border
SOC Platform a unified understanding is necessary.
o Definition of 1) what a National SOC is, 2) which tasks does it have and 3) what abilities
National SOC Platforms have should be added. 4) which are tasks of the national CSIRT and
which are tasks of the National SOC Platform (especially regarding wording in Art 11 para 3
NIS 2 Directive)
e Def of Cross-border SOC Platform should be improved
o No use of “incidents” — instead events + threats; incidents should be the sole competence
of CSIRTS
o Detection as the main function of Cross-border SOC Platform should be emphasized
o Abilities should be elaborated: Machine to machine integration, sharing & collection in
near-real time
o Art5 para 1 does not fully align with the current version of the definition on Art 2
e Need for a clear definition of Cyber Shield
e Ad para 2 - Public body (same as NIS 2):
o 2014/24/EU referred to "‘bodies governed by public law’ - why change the wording?
e Ad para 3 — Hosting Consortium:
o It should be added that a Hosting Consortium is represented by one coordinator + def of
role of the coordinator
e Ad para 5: - entities operating in critical or highly critical sectors:
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o Whyisn't the legal definition and wording of NIS2 used?
e Adpara9—preparedness:

o This def should be improved.
e Def of cybersecurity community

o UsedinArt3para3lite

THE EUROPEAN CYBER SHIELD
Establishment of the European Cyber Shield (Art 3)

e Ad para 1 - Cyber Shield:
o The aim of the Cyber Shield incl. the abilities are not clear and do not fully align with
National SOC Platform / Cross-border SOC Platform.
o There needs to be a common understanding of the tasks and aims and abilities of National
SOC Platforms in order to be able to find a uniform understanding of the Cyber Shield.
e Ad para 1 - Composition of the Cyber Shield:
o Wouldn’t it be better if just Cross-border SOC Platforms participate and only those National
SOC Platforms which are not part of a Cross border SOC Platform yet?
More participants make it hard to operate and built trust.
o Def. of National SOC Platform and Cross border SOC Platform must ensure that only SOC
Platforms from MS can participate.
e Adpara2-Al
o Refence to Al should be deleted.
o Otherwise: Check if this aligns with Al-Act. What is the relationship between CSoA and Al-
Act going to be? Check with Council Legal Service.

National Security Operations Centres (Art 4)

e Ad para 1sub para 2 — contributing to National SOC Platforms:
o “Other public and private organizations” needs to be further defined; What are other
public and private organizations?
o Who can contribute? Academia as well?
e Ad para 2 — call for expression of interest
o There should be a maximum amount of how many National SOC Platforms per MS can be
selected
o A minimum threshold of how much is going to be covered by ECCC should be introduced.
e Ad para 3 — Union funding:
o How long are Cross-border SOC Platforms not eligible to apply for further funding?
o There needs to be some sort of time frame.

Cross-border Security Operations Centres (Art S)

e Adparal:
o Definition of a Cross-border SOC Platform in Art 5 does not fully align with the current
version of the def in Art 2.
o What does “shall be eligible to participate in actions” exactly mean? Which acions exactly?
e Ad para 2 —call for expression of interest
o Atime frame on the frequency on calls for expression of interested should be provided
o A minimum threshold of how much is going to be covered by ECCC should be introduced.
e Ad para 2 —Hosting and Usage Agreement between ECCC and Hosting Consortium:
o Either the definition of Hosting Consortium should be adapted to signal that the Hosting
Consortium is acting through their coordinator.
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o Alternatively, the clause in para 2 should be changed, stipulating that the H & U can also be
concluded between the ECCC and the coordinator acting on behalf the Hosting Consortium.
e Adpara4:
o Representation of the Hosting Consortium should already be covered in the definitions.
Maybe by adding a definition for coordinator.

Cooperation and information sharing within and between Cross-border SOC Platforms (Art
6)

e Ad para 1 - Information sharing:
o What kind of information and with what aim will be shared should be looked at further.
o At does not support sharing of raw-data through the Cross-border SOC Platforms.
e Ad para 2 - content of consortium agreement:
o share and collect data in near-real-time through machine-to-machine integration should be
added
= This allows to better distingish National SOC Platforms / Cross-border SOC
Platforms from CSIRTs / CSIRT-NW
= However, check if the type of data / information is eligible for that
e Ad para 2 —a governance framework incentivising the sharing of information by all participants
o What are ideas for that? What is meant by that?
e Ad para 2 - targets for contribution to the development of advanced artificial intelligence and data
analytics tools
o What are examples? How would this play out in practice?

Cooperation and information sharing with Union entities (Art 7)

e Ad paral-EU-CyCLONe, CSIRT-NW, EC:
o Information sharing with EU entities should be more precise and relating to the need of
each actor:
= EU-CyCLONe: Information on large-scale incidents
= CSIRT NW: not just information (and not only on large-scale incidents) but working
together with CSIRT-NW - two-way street (loC coming from CSIRT-NW); SOC
Platforms providing support with information when it comes to incidents,
information on vulnerabilities, retro hunting etc
= EC: noinformation in general, but only when appropriate
e Ad para 2 —implementing act:
o What are the procedural arrangements that are going to be subject to the implementing
acts? Exempels!
o Wouldn't it be useful if the information sharing is as burdenless as possible? Isn't there a
risk that the implementing act introduces barriers for it? What about a recommendation by
EC instead of an implementing act?

Security (Art 8)

e Ad para 1- high level of data security and physical security:
o This should be specified.
o Areference to NIS2 and CER is necessary
e Ad para 2 —sharing with MS public bodies:
o This needs to be mentioned at some point specifically that this is one of the business cases
of a cross border SOC Platform. It’s not clear from simply reading the act that cross-border
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SOC Platform e.g. produce CTI Feeds which then again can be shared with other actors as
well.

o Sanctions should be introduced (e.g. cut of funds). Otherwise: what is the consequence if
data is shared with non-trusted sources?

e Ad para 3 —implementing acts:

o What are examples for technical requirements? What is going to be governed by those
implementing acts?

o Why not just refer to the standards set out in already existing provisions?

o If we should proceed with implementing acts: Further clarification on the term “technical
requirements” necessary.

CYBER EMERGENCY MECHANISM
General questions:

e Who decides which provider is going to assist?

e Who contacts the provider?

e Who pays the provider?

e Are the conditions for the service pre-set or would the user start negotiating with the provider
when conducting the agreement?

Establishment of the Cyber Emergency Mechanism (Art 9)

e Ad para 1 - major cybersecurity threat:
o Def missing- cf Definitions in NIS 2 Directive
e Adparal- prepare for and mitigate, in a spirit of solidarity, the short-term impact of significant
and large-scale cybersecurity incidents
o How is this going to work?
e Ad para 2 - highly critical sectors:
o Def missing
e Ad para 2 — actions implementing the CEM:
o How does it work with other preparedness actions and mutual assistance?
o A call for mutual assistance actions wouldn’t make any sense. Can entities providing mutual
assistance just reimburse themselves?

Type of actions (Art 10)

e Adparal:
o I don’t fully see how these actions cover the full spectrum of the aim for the Emergency
Mechanism

o Aim on Mechanism inter alia: improve resilience to major CS threats; type of actions only
includes preparedness in highly critical sectors, response to significant and large-scale
incidents & mutual assistance actions

o Type of actions should be improved to cover the whole spectrum of the aim of the
Mechanism

e Ad parallita- preparedness actions:

o According to the slide the EC provided, there are 2 kind of preparedness actions — this
should be made clear here as well.

o How does this play out in practice? Can entities just apply for funding for their actions?
Who is eligible for funding under DEP?

o Further criteria for other preparedness actions? Why isn’t there an article on that?
How does this correlate to mandatory preparedness actions stipulated by other Acts?
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Ad para llitc:
o Added value compared to EU-CyCLONe?
o Relation to CSIRT should be defined
o Who requests the funding? Is there going to be a « standing » call? Otherwise, how can one
receive funding in the event of an incident? What criteria do need to be followed in order
to receive money?

Coordinated preparedness testing of entities (Art 11)

Ad para 1:
o  Why specifically reference to Annex 1 of NIS2 and not also to Annex 2?
o Who applies for funding? Is it the entities participating in the testing? Are only the sectors
identified eligible for funding under the Mechanism?

Establishment of the EU Cybersecurity Reserve (Art 12)

Who pays the trusted providers (contract is between MS and trusted provider)? If MS are the ones
paying — can the MS receive funding from DEP? Or is the sole purpose of the CEM to have providers
on hold?
Ad para 2 — pre-committed services:
o what does that mean? What are pre-committed services? What can be deployed from the
Reserve? Hours of service? Need for legal definition!
o Maybe a def would be helpful.
o “deployable in all MS” - This excludes small providers
Ad para 3:
o Reference to Art 17 para 3 should be made.
Ad para 5 — EC shall determine the priorities
o after consulting *the MS through some already established forum*
Ad para 6:
o not practical. Clear competences necessary.
Ad para 8:
o How will the implementing acts play out in practice?
o Are implementing acts the right tool for that?

Requests for support from the EU Cybersecurity Reserve (Art 13)

Text doesn’t clearly state between which body the contract is concluded.
Ad para 3: clear competences — either EC or ENISA
Ad para 6:
o Alot of actors for a template - What about NIS CG based on draft of EC? This way ENISA
would not be tasked additionally
Ad para 7 —implementing acts:
o What are the details that would be specified?

Implementation of the support from the EU Cybersecurity Reserve (Art 14)

EN

Ad para 1 — Response time:
o Exact timeframe should be stimulated: within XXX h
Ad para 1 — competence:
o clear competences — fast reaction in going to necessary
Ad para 2:
o Fallback provision if one incident is not clearly more important than the other
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e Adpara3:
o Contract with the specific cyber crisis management authority and the provider?
o Re specific agreements: only concluded after an incident occurs and EC / ENISA asses that
the user is eligible?
o Isthe trusted provider going to be obliged to conclude that agreement to said conditions
beforehand?
e Ad para 5 — Liability:
o Limitation of liability should include MS as well
o If MS CERT is aiding private company and asks the CER for support — they shouldn’t be
liable
e Adparab:
o Report should go to CSIRT-NW or EU-CyCLONe!
e Adparab6+7:
o No regular information sharing - MS shall send aggregated report 1x p.a. incl lessons
learned

Coordination with crisis management mechanisms (Art 15)

e  Cybercrisis under NIS2 not taken into consideration.
e Why are some provisions “may” and others “shall”?
e Adpara 1-complement actions under UCPM:
o How is this supposed to work? Are the competent authorities under the UCPM also then
eligible as users?

Trusted providers (Art 16)

e From the current def it is not clear that these should be private companies etc and not national
CSIRTs. Could national CSIRTs apply as well? How would mutual assistance and the Reserve play
together then?

e Who is the contracting authority?

e Ad paral-trusted providers:

o Can trusted providers be a nat. person as well? Does it need to be an entity?

e Adparal-principles:

o For what are these principles used exactly?

e Ad parallita-deployed in all Member States:

o What about small providers — How can we ensure that also small providers can participate?

e Ad para 1 lit a —incl certification or accreditation:

o What does this exactly mean?
o Wouldn’t a reference to certifying authorities and the CSA be useful?

e Adparallitc:

o This is very vague. What is the added value?
e Adpara2:

o Only EU-providers? Foreign providers eligible?
e Adpara2lite—relevant level:

o More concrete

Support to third countries (Art 17)

e Which countries may currently request support?

CYBERSECURITY INCIDENT REVIEW MECHANISM

157 EN



EN

Cybersecurity Incident Review Mechanism (Art 18)

e Legal basis should be looked at
e Adparal:
o delete Commission as possible requestor
o delete last sentence — sharing with High Representative
e Adpara2:
o National SOC Platforms / Cross-border SOC Platforms could be relevant stakeholder as well
o ENISA shouldn’t collaborate with entities affected — should be done through EU-CYCLONe /
NIS authorities
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POLAND

26.09.2023
PL comments to chapter Il and definitions
Article 2
Definitions
For the purposes of this Regulation, the following definitions apply:
kl) ‘Cross-border Seecurity-Operations—CentreCollaboration Platform’—(*“Cress-berder

SO€”) means a multi-country platform, that brings together in a coordinated network
structure CSIRTsSOCs (as defined in art. 10 NIS2) from at least three Member States who
form a Hosting Consortium, and that is designed to prevent cyber threats and incidents and
to support the production of high-quality intelligence, notably through the exchange of data
from various sources, public and private, as well as through the sharing of state-of-the-art
tools and jointly developing cyber detection, analysis, and prevention and protection
capabilities in a trusted environment;]

2) ‘public body’ means a body governed by public law as defined in Article 2((1), point (4),),
of Directive 2014/24/EU of the European Parliament and the Council®;

3) ‘Hosting Consortium’ means a consortium composed of participating states, represented
by SOCsCSIRTSs, that have agreed to establish and contribute to the acquisition of tools,
services and infrastructure for, and operation of, a Cross-border Collaboration
PlatformSOC-;

4) ‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU) 2022/2555;

(&) ‘entities operating in critical or highly critical sectors’ means type of entities listed in
Annex I and Annex II of Directive (EU) 2022/2555;

(6) ‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU)

2019/881;

7 ‘significant cybersecurity incident’ means a cybersecurity incident fulfilling criteria set
out in Article 23(3) of Directive (EU) 2022/2555;

®) ‘large-scale cybersecurity incident’ means an incident as defined in Article 6, point (7) of

Directive (EU)2022/2555;

23 Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014 on public
procurement and repealing Directive 2004/18/EC (OJ L 94 28.3.2014, p. 65).
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(+9)  “trusted providers’ means managed security service providers as defined in Article 6,
point (40), of Directive (EU) 2022/2555 selected in accordance with Article 16 of this
Regulation.

Chapter 11

Enhanced cooperation on cyber threats detection THE-EUROPEAN-CYBER SHIELD-

Article 3
Establist  the E an Cyber-Shield

1. lAn interconnected pan-European infrastructure of cross-border platforms for information sharing

and coordination of preventive actions and incident response (‘Cross-border Collaboration

Platforms’) Security Operations Centres (“European Cyber Shield™)

advanced capabilities for the Union to detect, analyse and process data on cyber threats and

shall be established to develop

incidents in the Union.

}-The cross-border collaboration

platforms ¥shall facilitate the cooperation between CSIRTs as defined in the NIS2.
Actions implementing Cross-border Collaboration Platforms’ the-Eurepean-Cyber Shield-shall be

supported by funding from the Digital Europe Programme and implemented in accordance with

Regulation (EU) 2021/694 and in particular Specific Objective 3 thereof.
2. The Cross-border Collaboration Platforms’ Eurepean-CyberShield shall:

1 and share data on cyber threats and incidents from various sources-threugh

~ ) ~

(a) support poo

-

(c) contribute to better protection and response to cyber threats;

(d) contribute to faster detection of cyber threats and situational awareness across the Union;

(e) support provision of previde-services and activities for the cybersecurity community in

the Union, including contributing to the development advanced-artificic Hivenee—

data-analyties-analytical tools.
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Article 4

Role of CSIRTsNational-Securitv-Operations-Centres

D

2. Following a call for expression of interest, SOCsCSIRTs designated in line with art. 10 NIS2.

shall be selected by the European Cybersecurity Competence Centre (‘ECCC?’) to participate in a
joint procurement of tools. services and infrastructures and services with the ECCC to establish
Cross-border Collaboration Platforms’ CellaberationPlatforms. The ECCC may award grants to the
selected Natienal-CSIR TsSOCs to fund the operation of §

sCross-border

Collaboration Platforms. The Union financial contribution shall cover up to 7550% of the
acquisition costs of the tools. services and infrastructures, and up to 50% of the operation costs,
with the remaining costs to be covered by the Member State. Before launching the procedure for the
acquisition of the tools, and infrastructures, the ECCC and the SOCCSIRT shall conclude a hosting
and usage agreement regulating the usage of the tools and infrastructures.

3. CSIRTSOC selected pursuant to paragraph 2 shall commit to apply to participate in a Cress-
border SOCCross-border Collaboration Platform within two years from the date on which the tools,

services and infrastructures are acquired, or on which it receives grant funding, whichever occurs

sooner. If a CSIRTSOC is not a participant in a Cress-berder SOCCross-border Collaboration

Platform by that time, it shall not be eligible for additional Union support under this Regulation.

Article 5

Cross-border Seeurity-Operations-CentresCollaboration Platforms

1. A Hosting Consortium consisting of at least three Member States, represented by CSIRTsSOCs,
committed to working together to coordinate their eyberdetection-and-threat detection, monitoring
and analysis activities shall be eligible to participate in actions to establish a Cross-border
Collaboration PlatformSO€.

2. Following a call for expression of interest, a Hosting Consortium shall be selected by the ECCC

to participate in a joint procurement of tools, services and infrastructures with the ECCC. The
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ECCC may award to the Hosting Consortium a grant to fund the operation of the tools and
infrastructures. The Union financial contribution shall cover up to 75% of the acquisition costs of
the tools, services and infrastructures, and up to 50% of the operation costs, with the remaining
costs to be covered by the Hosting Consortium. Before launching the procedure for the acquisition
of the tools and infrastructures, the ECCC and the Hosting Consortium shall conclude a hosting and
usage agreement regulating the usage of the tools and infrastructures.

3. Members of the Hosting Consortium shall conclude a written consortium agreement which sets
out their internal arrangements for implementing the hosting and usage Agreement.

4. A Cross-border SOCCollaboration Platform shall be represented for legal purposes by a CSIRT

SOC-acting as the coordinatoringSOC, or by the Hosing Consortium if it has legal personality. The
coordinatores-erdinatine-SOC shall be responsible for compliance with the requirements of the

hosting and usage agreement and of this Regulation.

5. Relevant entities responsible for cybersecurity in Member States — especially Security Operations

Centres in public or private sectors — may use Cross Border Collaboration Platforms to share high

quality information and coordinate response to threats. In each case the rules of participation of

such entities shall be governed by the hosting and usage ugrecnwnd

Article 6

Cooperation and information sharing within and between Ceross-border Collaboration
PlatformsSOCs

1. Members of a Hosting Consortium shall voluntarily exchange relevant information among

themselves within the Cross-border Collaboration PlatformsSO€ including information relating to

cyber threats, near misses, vulnerabilities, techniques and procedures, indicators of compromise,
adversarial tactics, threat-actor-specific information, cybersecurity alerts and recommendations

regarding the configuration of cybersecurity tools to detect cyber attacks, where such information

sharing:
(a) aims to prevent, detect, respond to or recover from incidents or to mitigate their impact;
(b) enhances the level of cybersecurity, in particular through raising awareness in relation to

cyber threats, limiting or impeding the ability of such threats to spread, supporting a range
of defensive capabilities, vulnerability remediation and disclosure, threat detection,
containment and prevention techniques, mitigation strategies, or response and recovery
stages or promoting collaborative threat research between public and private entities.

2. The written consortium agreement referred to in Article 5(3) shall establish:
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(a) a commitment to share asignificant-ameount-of-data referred to in paragraph 1, and the
conditions under which that information is to be exchanged;

(b) a governance framework incentivising the sharing of information by all participants;

(c) targets for contribution to the development of ¢
anabyties-analytical tools.
3. To encourage exchange of information between Cross-border Collaboration PlatformsSO€s,

Cross-border Collaboration PlatformsS©E€s shall ensure a high level of interoperability between

themselves.

4. Cross-border SOCsCollaboration Platforms shall conclude cooperation agreements with one

another, specifying information sharing principles among the cross-border platforms.

Article 8

Security

1. Member States participating in the Cross-border Collaboration Platforms’Evrepean-Cyber-Shield

shall ensure a high level of data security and physical security of the European Cyber Shield
infrastructure, and shall ensure that the infrastructure shall be adequately managed and controlled in
such a way as to protect it from threats and to ensure its security and that of the systems, including

that of data exchanged through the infrastructure.
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2. Member States participating in the

shall ensure that the sharing of information within the European Cyber Shield with entities which
are not Member State public bodies does not negatively affect the security interests of the Union.
3. The Commission may adopt implementing acts laying down technical requirements for Member
States to comply with their obligation under paragraph 1 and 2. Those implementing acts shall be
adopted in accordance with the examination procedure referred to in Article 21(2) of this
Regulation. In doing so, the Commission, supported by the High Representative, shall take into
account relevant defence-level security standards, in order to facilitate cooperation with military

actors.
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PORTUGAL

Proposal for a Regulation of the European Parliament and of the Council laying
down measures to strengthen solidarity and capacities in the Union to detect,

prepare for and respond to cybersecurity threats and incidents

Centro Nacional de Ciberseguranca

27 September 2023

Portugal welcomes the Proposal for a Regulation of the European Parliament and of the Council
laying down measures to strengthen solidarity and capacities in the Union to detect, prepare for and
respond to cybersecurity threats and incidents.

In Portugal’s view, it is vital that the EU gives concrete steps towards coordinated approaches on
detection and situational awareness of cyber threats and cybersecurity incidents, as well on
preparedness of entities performing essential and important services to society in the EU.

Although the proposal is seen as a good starting point for discussion, Portugal sees room for
improvement to accommodate aspects responding to the Member States' needs.

Bearing in mind this constructive position, considering

1. That no consensual concept on SOC’s definition and a clear distinction between SOCs and a
CSIRT/CERT exists amongst academic and expert communities — assuming that is the
reason why the Proposal does not attempt a definition for "National SOC" in article 2 — the
Proposal in its Chapter II should seek to have its dispositions focused on duties and
functions rather than structures;

2. The need for a coordinated approach on cybersecurity, both at national and European levels,
Portugal welcomes the references to structures and functions under the dispositions of
Directive (EU) 2022/2555. However, we identify a missing link between the organisational
provisions of Directive (EU) 2022/2555 and the designation of a public body to act as
National SOC, which should be made through a Recital acknowledging the need to avoid
overlaps between this Proposal and the Directive (EU) 2022/2555 regarding the designations
of new structures or functions assignments;

Portugal proposes the following text amendments:

(13) Without prejudice to the competent authorities and single points of

contact’s role and obligations layed down by Directive (EU) 2022/2555,
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Eeach Member State should designate a public body at national level tasked

with coordinating cyber threat detection activities and cybersecurity

situational awareness development responsabilities in that Member State.

These public bodies acting as National SOCs should act as a reference point

and gateway at national level for participation in the European Cyber Shield
and should ensure that cyber threat information from public and private
entities is shared and collected at national level in an effective and streamlined

manner.
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Article 4

National Security Operations Centres
1. In order to participate in the European Cyber Shield, each Member State shall
designate at least one public body to act as National SOC ensuring that they have

the means and capacities to develop and feed into national and European

cybersecurity situational awareness. The National SOCshall be-apublic body-

It shall have the capacity to act as a reference point and gateway to other public and
private organisations at national level for collecting and analysing information on

cybersecurity threats and incidents building and enhancing situational awareness.

This _entity acting as National SOC should be able to contribute to and
eontributing—te—a Cross-border SOC. It shall be equipped with state-of-the-art

technologies capable of detecting, aggregating, and analysing data relevant to

cybersecurity threats and incidents.

2. Following a call for expression of interest, entities acting as National SOCs shall
be selected by the European Cybersecurity Competence Centre (‘ECCC’) to
participate in a joint procurement of tools and infrastructures with the ECCC. The
ECCC may award grants to the selected entities acting as National SOCs to fund the
operation of those tools and infrastructures. The Union financial contribution shall
cover up to 50% of the acquisition costs of the tools and infrastructures, and up to
50% of the operation costs, with the remaining costs to be covered by the Member
State. Before launching the procedure for the acquisition of the tools and
infrastructures, the ECCC and the entity acting as National SOC shall conclude a

hosting and usage agreement regulating the usage of the tools and infrastructures.

3. An entity acting as National SOC selected pursuant to paragraph 2 shall commit
to apply to participate in a Cross-border SOC within two years from the date on
which the tools and infrastructures are acquired, or on which it receives grant
funding, whichever occurs sooner. If a National SOC is not a participant in a Cross-
border SOC by that time, it shall not be eligible for additional Union support under
this Regulation.
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Finally, a few requests for clarification:

e On Article 6, implementing acts are requested to the Commission on a basis of “specify the
conditions” for interoperability between the Cross-border SOCs.
o What type of “conditions” are envisaged here? Technical, financial legal?
o Why only “after consulting the ECCC” and not also the Cross-border SOCs given
they are the ones that know technical aspects of their platforms?

e On Article 12 (5) it is stated that “The Commission shall have overall responsibility for the
implementation of the EU Cybersecurity Reserve. The Commission shall determine the
priorities and evolution of the EU Cybersecurity Reserve, in line with the requirements of
the users referred to in paragraph 3, and shall supervise its implementation, and ensure
complementarity, consistency, synergies and links with other support actions under this
Regulation as well as other Union actions and programmes.”

o Further on Article 16 a designation of “contracting authority” emerges. Who are or
can be these “contracting authorities™?

o Clarifications on the procurement procedures for the purpose of establishing the EU
Cybersecurity Reserve are very welcomed.

Currently, Portugal still has a scrutiny reservation on the dispositions of the Proposal regarding the

implementing acts given that the reading of such dispositions is still ongoing.
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SLOVAKIA
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FINLAND

HAVE ADOPTED THIS REGULATION

Chapter 1

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives

1. This Regulation lays down measures to strengthen capacities in the Union to detect, prepare for

and respond to cybersecurity threats and incidents, in particular through the following actions:

(a) the deployment of a pan-European infrastructure of Security Operations Centres
(‘European Cyber Shield’) to build and enhance common detection and situational
awareness capabilities;

(b) the creation of a Cybersecurity Emergency Mechanism to support Member States in
preparing for, responding to, and immediate recovery from significant and large-scale
cybersecurity incidents;

(c) the establishment of a European Cybersecurity Incident Review Mechanism to review
and assess significant or large-scale incidents.

2. This Regulation pursues the objective to strengthen solidarity at Union level through following

specific objectives:

(a) to strengthen common Union detection and situational awareness of cyber threats and
incidents thus allowing to reinforce the competitive position of industry and services
sectors in the Union across the digital economy and contribute to the Union’s technological
sovereignty in the area of cybersecurity;

(b) to reinforce preparedness of entities operating in critical and highly critical sectors across
the Union and strengthen solidarity by developing common response capacities against
significant or large-scale cybersecurity incidents, including by making Union cybersecurity
incident response support available for third countries associated to the Digital Europe
Programme (‘DEP’);

() to enhance Union resilience and contribute to effective response by reviewing and
assessing significant or large-scale incidents, including drawing lessons learned and, where
appropriate, recommendations..
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3. This Regulation is without prejudice to the Member States’ prisary-sole responsibility for {Commented [A280]: National security is in the sole }
""""""""""""""""""""""" competence of the MS.
national security, public security, and the prevention, investigation, detection and prosecution of
criminal offences/| This Regulation cannot be interpreted in a way leading to_any harmonisation of
the laws and regulations of the Member States.\ Commented [A281]: This comes from the legal basis, but for
clarity it could be repeated here.

Article 2

Definitions

For the purposes of this Regulation, the following definitions apply:

(1)

Commented [A282]: Either the definition of a Cross border
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(&)

(6)
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©

(10

SOC should be removed or also the definition of a SOC should be
included in this article
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‘h)ublic body\’ means a body governed by public law as defined in Article 2((1), point (4),),
of Directive 2014/24/EU of the European Parliament and the Council®*;

t[-Iostmg Consortlum means—a—eeﬂsemum—eempesed—e%pamerpa%mg—st&tes—represemed

goverened by public law, then it would be better to change the
definition to bodies governed by public law

C ted [A284]: Since this covers only bodies ‘
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‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU) 2022/2555; SOCs.
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‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU)
2019/881;

‘significant cybersecurity incident’ means a cybersecurity incident fulfilling criteria set
out in Article 23(3) of Directive (EU) 2022/2555;

‘large-scale cybersecurity incident’ means an incident as defined in Article 6, point (7) of
Directive (EU)2022/2555;

eeﬂseqaeﬁees;—l Commented [A287]: These definitions are not absolutely

necessary to be included here. However, if these are included it
should be noted that preparedness and response actions are taken
not only to prepare and respond for significant or large scale
incidents but for cyber incidents of all volumes
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Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014 on public
procurement and repealing Directive 2004/18/EC (OJ L 94 28.3.2014, p. 65).
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(11) ‘trusted providers’ means managed security service providers as defined in Article 6,
point (40), of Directive (EU) 2022/2555 selected in accordance with Article 16 of this
Regulation.

Chapter I1
THE EUROPEAN CYBER SHIELD

Article 3
Establishment of the LEuropean Cyber Shield‘

1. An interconnected pan-European infrastructure of Security Operations Centres (‘European Cyber
Shield”) shall be established to develop advanced capabilities for the Union to detect, analyse and
process data on cyber threats and incidents in the Union. It shall consist of all National Security
Operations Centres (‘National SOCs’) and Cross-border Security Operations Centres (‘Cross-border
SOCs”).

Actions implementing the European Cyber Shield shall be supported by funding from the Digital
Europe Programme and implemented in accordance with Regulation (EU) 2021/694 and in
particular Specific Objective 3 thereof.

2. The European Cyber Shield shall:

(a) pool and share data on cyber threats and incidents from various sources_and produce
high-quality. actionable information and cyber threat intelligence through cross-border

SOCs;

(c) contribute to better protection and response to cyber threats;
(d) contribute to faster detection of cyber threats and situational awareness across the Union;

(e) provide services and activities for the cybersecurity community in the Union, including
contributing to the development advanced artificial intelligence and data analytics tools.

It shall be developed in cooperation with the pan-European High Performance Computing

infrastructure established pursuant to Regulation (EU) 2021/1173.

Article 4

ﬂ\lational Security Operations Centres\
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one National SOC. The National SOC shall be a public body bor a competent authorityl
It shall F&asfe—t—he—eapae'ﬁlfte—‘act as a reference point and gateway to other public and private

organisations at national level for collecting and analysing information on cybersecurity threats and

incidents and contributing to a Cross-border SOC. It shall be equipped with state-ef-the-art

technologies capable of detecting, aggregating, and analysing data relevant to cybersecurity threats
and incidents.

2. Following a call for expression of interest, National SOCs shall be selected by the European
Cybersecurity Competence Centre (‘ECCC’) to participate in a joint procurement of tools and
infrastructures with the ECCC. The ECCC may award grants to the selected National SOCs to fund
the operation of those tools and infrastructures. The Union financial contribution shall cover up to
50% of the acquisition costs of the tools and infrastructures, and up to 50% of the operation costs,
with the remaining costs to be covered by the Member State. Before launching the procedure for the
acquisition of the tools and infrastructures, the ECCC and the National SOC shall conclude a
hosting and usage agreement regulating the usage of the tools and infrastructures.

3. A National SOC selected pursuant to paragraph 2 shall eemmit-te-apply to participate in a Cross-
border SOC within two years from the date on which the tools and infrastructures are acquired, or

on which it receives grant funding, whichever occurs sooner. If a National SOC is not a participant

in a Cross-border SOC by that time, it shall netbe-eligiblefor-additional- Unionsuppert-underthis
Reg&l—&&eﬂfreimburse the awarded grant.‘

Article 5

Cross-border Security Operations Centres

|1. A-Hesting-Consortinm-consisting-ofaAt least three Member States, represented by National
SOCs, may form a Cross-border Security Operations Centreeemsnitted-to-workingtogetherto

It shall be a coordinated network structure that is designed to prevent cyber threats and incidents

and to support the production of high-quality cyber threat intelligence, notably through the

exchange of data from various sources, public and private, as well as through the sharing of state-

of-the-art tools and jointly developing cyber detection, analysis, and prevention and protection

capabilities in a trusted environment, A Cross-border Security Operations Centre may form a

Hosting Consortium.
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2. Following a call for expression of interest, a Hosting Consortium shall be selected by the ECCC
to participate in a joint procurement of tools and infrastructures with the ECCC. The ECCC may
award to the Hosting Consortium a grant to fund the operation of the tools and infrastructures. The
Union financial contribution shall cover up to 75% of the acquisition costs of the tools and
infrastructures, and up to 50% of the operation costs, with the remaining costs to be covered by the
Hosting Consortium. Before launching the procedure for the acquisition of the tools and
infrastructures, the ECCC and the Hosting Consortium shall conclude a hosting and usage
agreement regulating the usage of the tools and infrastructures.

3. Members of the Hosting Consortium shall conclude a written consortium agreement which sets
out their internal arrangements for implementing the hosting and usage Agreement.

h"he written consortium agreement shall also establish:

(a) a governance framework ;

(b) targets for contribution to the development of advanced artificial intelligence and data

analytics tools,

Article 6

Cooperation and information sharing within and-between-cross-border SOCs

1. Members of a Hosting Consortium shall exchange, in accordance with union and national law!

relevantnecessary finformation among themselves within the Cross-border SOC including

Commented [A296]: Moved from article 6(2) with
amendments (see the explanations there).

Commented [A297]: We oppose this as it complicates the
strucure for no real reason. There is no need for this as this can be
best addressed in the agreements referred to in paras 2 and 3.
Also, legal personhood is not compatible with the description of a
Cross-border Security Operations being a network or a platform.

Commented [A298]: The legal base does not allow for
harmonisation, so the information to be shared need to be limited
to what other EU law and national law allow.

information relatingteon cyber threats, near misses, vulnerabilities, techniques and procedures,
indicators of compromise, adversarial tactics, threat-actor-specific information, cybersecurity alerts
and recommendations regarding the configuration of cybersecurity tools to detect cyber attacks,

where such information sharing [is necessary to\:

(a) atms-to-prevent, detect, respond to or recover from incidents or to mitigate their impact;

(b) enhances the level of cybersecurity, in particular through raising awareness in relation to
cyber threats, limiting or impeding the ability of such threats to spread, supporting a range
of defensive capabilities, vulnerability remediation and disclosure, threat detection,
containment and prevention techniques, mitigation strategies, or response and recovery
stages or promoting collaborative threat research between public and private entities.

B‘%H‘Fmeﬂ—e. i ORSOfF H.H'H:l &g‘reeiﬂeﬂt ieie!f%d to i'ﬂ 7xt E'isls ‘S“Eg) Sha-n CSte kh :

Commented [A299]: It seems that the information exchange
may include also confidential information, so there should be a
threshold of necessity.

Commented [A300]: It seems that the information exchange
may include also confidential information, so there should be a
threshold of necessity.

( commented [A301]: Moved to article 5(3).

178

EN



ensure a high level of interoperability between themselves. To facilitate the interoperability between
the Cross-border SOCs, the Commission may, by means of implementing acts, after consulting the
ECCC _and the Cross-border SOCs|

, specify the conditions for this interoperability. Those

implementing acts shall be adopted in accordance with the examination procedure referred to in

Article 21(2) of this Regulation.

Article 7

Cooperation and information sharing with Union entities
1. Where the Cross-border SOCs obtain information kelaﬁﬂg%em a potential or ongoing large-scale

cybersecurity incident, they shall provide relevant-necessary information to EU=CyCLONe, the
CSIRTs network and the Commission, in view of their respective crisis management roles, in

accordance with Directive (EU) 2022/2555 land national law without undue delay.

2. The Commission may, by means of implementing acts, determine the procedural
arransementstechnical requirements ffor the information sharing provided for in paragraphs 1. Those

implementing acts shall be adopted in accordance with the examination procedure referred to in

Article 21(2) of this Regulation.

Article 8
Security

1. Member States participating in the European Cyber Shield shall ensure[on their part/a high level

of data security and physical security of the European Cyber Shield infrastructure, and shall ensure
that the infrastructure shall be adequately managed and controlled in such a way as to protect it
from threats and to ensure its security and that of the systems, including that of data exchanged

through the infrastructure.
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2. Member States participating in the European Cyber Shield shall ensure_on their part that the
sharing of information within the European Cyber Shield with entities which are not Member State
public bodies does not negatively affect the security interests of the Union.

3. The Commission may adopt implementing acts laying down technical requirements |f0r Member
States to comply with their obligation under paragraph 1 and 2‘. Those implementing acts shall be
adopted in accordance with the examination procedure referred to in Article 21(2) of this
Regulation. In doing so, the Commission, supported by the High Representative, shall take into
account relevant defence-level security standards, in order to facilitate cooperation with military

actors.

Chapter IT11
CYBER EMERGENCY MECHANISM

Article 9

Establishment of the Cyber Emergency Mechanism
1. A Cyber Emergency Mechanism is established to improve the Union’s resilience to major
cybersecurity threats and prepare for and mitigate, in a spirit of solidarity, the short-term impact of
significant and large-scale cybersecurity incidents (the ‘Mechanism’).
2. Actions implementing the Cyber Emergency Mechanism shall be supported by funding from
DEP and implemented in accordance with Regulation (EU) 2021/694 and in particular Specific
Objective 3 thereof.

Article 10
Type of actions
1. The Mechanism shall support the following types of actions:

(a) h)reparedness actions, including the coordinated preparedness testing of entities operating
in highly critical sectors across the Union;

(b) response actions, supporting response to and immediate recovery from significant and
large-scale cybersecurity incidents, to be provided by trusted providers participating in the
EU Cybersecurity Reserve established under Article 12;
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() mutual assistance actions consisting of the provision of assistance from national authorities
of one Member State to another Member State, in particular as provided for in Article
11(3), point (f), of Directive (EU) 2022/2555.

Article 11

Coordinated preparedness testing of entities
1. For the purpose of supporting the coordinated preparedness testing of entities referred to in

Article 10(1), point (a), across the Union, the Commission, after consulting the NIS Cooperation
Group and ENISA, shall identify the sectors, or sub-sectors, concerned, from the Sectors of High
Criticality listed in Annex I to Directive (EU) 2022/2555 from which entities may be subject to the
coordinated preparedness testing, taking into account existing and planned coordinated risk
assessments and resilience testing at Union level.

2. The NIS Cooperation Group in cooperation with the Commission, ENISA, and the High
Representative, shall develop common risk scenarios and methodologies for the coordinated testing

exercises.

Article 12
Establishment of the EU Cybersecurity Reserve

1. An EU Cybersecurity Reserve shall be established, in order to assist users referred to in
paragraph 3, in responding or providing support for responding to significant or large-scale
cybersecurity incidents, and immediate recovery from such incidents.
2. The EU Cybersecurity Reserve shall consist of incident response services from trusted providers
selected in accordance with the criteria laid down in Article 16. The Reserve shall include pre-
committed services. The services shall be deployable in all Member States.
3. Users of the services from the EU Cybersecurity Reserve shall include:
(a) Member States’ cyber crisis management authorities and CSIRTs as referred to in Article
9 (1) and (2) and Article 10 of Directive (EU) 2022/2555, respectively;
(b) Union institutions, bodies and agencies.
4. Users referred to in paragraph 3, point (a), may shall-use the services from the EU Cybersecurity
Reserve in order to respond or support response to and immediate recovery from significant or

large-scale incidents affecting entities operating in critical or highly critical sectors.
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5|. The Commission shall have overall responsibility for the implementation of the EU

Cybersecurity Reservel. The Commission shall in cooperation with ENISA and Member States

determine the priorities and evolution of the EU Cybersecurity Reserve, in-tne-with-the
requirements-of the-usersreferred-to-in-paragraph3;-The andCommission shall supervise its
implementation, and ensure complementarity, consistency, synergies and links with other support
actions under this Regulation as well as other Union actions and programmes.

6. The Commission may entrust the operation and administration of the EU Cybersecurity Reserve,
in full or in part, to ENISA, by means of contribution agreements.

7. In order to support the Commission in establishing the EU Cybersecurity Reserve, ENISA shall
prepare a happing of the services hleeded, after consulting Member States and the Commission.
ENISA shall prepare a similar mapping, after consulting the Commission, to identify the needs of
third countries eligible for support from the EU Cybersecurity Reserve pursuant to Article 17. The
Commission, where relevant, shall consult the High Representative.

8. The Commission may, by means of implementing acts, specify the types and the number of
response services required for the EU Cybersecurity Reserve. Those implementing acts shall be

adopted in accordance with the examination procedure referred to in Article 21(2).

Article 13
Requests for support from the EU Cybersecurity Reserve
|1. The users referred to in Article 12(3) may request services from the EU Cybersecurity Reserve to

support response to and immediate recovery from significant or large-scale cybersecurity incidents.‘

2. To receive support from the EU Cybersecurity Reserve, the users referred to in Article 12(3) shall

take measures to mitigate the effects of the incident for which the support is requested, including

the provision of direct technical assistance, and other resources to assist the response to the incident,

and immediate recovery efforts.

3. Requests for support from users referred to in Article 12(3), point (a), of this Regulation shall be

transmitted to the-Commissiontand ENISA via the Single Point of Contact designated or established

by the Member State in accordance with Article 8(3) of Directive (EU) 2022/2555.

H. Member States shall regurlarly inform the CSIRTs network, and where appropriate EU-
CyCLONe, about their requests for incident response and immediate recovery support pursuant to
this Article

5. H{equests for incident response and immediate recovery support shall include:
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(2)

(b)

©

appropriate information regarding the affected entity and potential impacts of the incident
and the planned use of the requested support, including an indication of the estimated
needs;

information about measures taken to mitigate the incident for which the support is
requested, as referred to in paragraph 2;

information about other forms of support available to the affected entity, including
contractual arrangements in place for incident response and immediate recovery services,
as well as insurance contracts potentially covering such type of incident. ‘

6. ENISA, in cooperation with the CSIRT-network, NIS Cooperation Group and the Commission

and-the NIS-Coeperation-Group, shall develop a template to facilitate the submission of requests for
support from the EU Cybersecurity Reserve.

7. The Commission may, by means of implementing acts, specify further the detailed arrangements

for allocating the EU Cybersecurity Reserve support services. Those implementing acts shall be

adopted in accordance with the examination procedure referred to in Article 21(2).

Article 14

Implementation of the support from the EU Cybersecurity Reserve

1. Requests for support from the EU Cybersecurity Reserve, shall be assessed by the Commission,

with the support of ENISA or as defined in contribution agreements under Article 12(6), and a

response shall be transmitted to the users referred to in Article 12(3) without delay.

2. To prioritise requests, in the case of multiple concurrent requests, the following criteria shall be

taken into account, where relevant:

(2)
(b)

(©)
(d)

(e)

the severity of the cybersecurity incident;

the type of entity affected, with higher priority given to incidents affecting essential entities
as defined in Article 3(1) of Directive (EU) 2022/2555;

the potential impact on the affected Member State(s) or users;

the potential cross-border nature of the incident and the risk of spill over to other Member
States or users;

the measures taken by the user to assist the response, and immediate recovery efforts, as
referred in Article 13(2) and Article 13(5), point (b).

3. The EU Cybersecurity Reserve services shall be provided in accordance with specific agreements

between the service provider and the user fto which the support under the EU Cybersecurity Reserve

is provided. Those agreements shall include liability conditions.

4. The agreements referred to in paragraph 3 may be based on templates prepared by ENISA, after

consulting Member States.
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5. The Commission and ENISA shall bear no contractual liability for damages caused to third
parties by the services provided in the framework of the implementation of the EU Cybersecurity
Reserve.

6. Within three months ene-menth-from the end of the support action, the users shall provide
Commission and ENISA with a summary report about the service provided, results achieved and
the lessons learned. When the user is from a third country as set out in Article 17, such report shall
be shared with the High Representative.

7. The Commission shall report to the NIS Cooperation Group about the use and the results of the

support, on a regular basis.

Article 15

Coordination with crisis management mechanisms
1. In cases where significant or large-scale cybersecurity incidents originate from or result in
disasters as defined in Decision 1313/2013/EU?, the support under this Regulation for responding
to such incidents shall complementactions under and without prejudice to Decision 1313/2013/EU.
2. In the event of a large-scale, cross border cybersecurity incident where Integrated Political Crisis
Response arrangements (IPCR) are triggered, the support under this Regulation for responding to
such incident shall be handled in accordance with relevant protocols and procedures under the
IPCR.
3. In consultation with the High Representative, support under the Cyber Emergency Mechanism
may complement assistance provided in the context of the Common Foreign and Security Policy
and Common Security and Defence Policy, including through the Cyber Rapid Response Teams. It
may also complement or contribute to assistance provided by one Member State to another Member
State in the context of Article 42(7) of the Treaty on the European Union.
4. Support under the Cyber Emergency Mechanism may form part of the joint response between the
Union and Member States in situations referred to in Article 222 of the Treaty on the Functioning of

the European Union.

Article 16

Trusted providers

2 Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December 2013 on a Union
Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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1. In procurement procedures for the purpose of establishing the EU Cybersecurity Reserve, the
contracting authority shall act in accordance with the principles laid down in the Regulation (EU,
Euratom) 2018/1046 and in accordance with the following principles:

(a) ensure the EU Cybersecurity Reserve includes services that may be deployed in all

Member States, taking into account in particular national requirements for the provision of
such services, including certification or accreditation;

(b) ensure the protection of the essential security interests of the Union and its Member States.

(c) ensure that the EU Cybersecurity Reserve brings EU added value, by contributing to the
objectives set out in Article 3 of Regulation (EU) 2021/694, including promoting the
development of cybersecurity skills in the EU.

2. When procuring services for the EU Cybersecurity Reserve, the contracting authority shall

include in the procurement documents the following selection criteria:

(a) the provider shall demonstrate that its personnel has the highest degree of professional
integrity, independence, responsibility, and the requisite technical competence to perform
the activities in their specific field, and ensures the permanence/continuity of expertise as
well as the required technical resources;

(b) the provider, its subsidiaries and subcontractors shall have in place a framework to protect
sensitive information relating to the service, and in particular evidence, findings and
reports, and is compliant with Union security rules on the protection of EU classified

information;

(c) the provider shall provide sufficient proof that its governing structure is transparent, not
likely to compromise its impartiality and the quality of its services or to cause conflicts of
interest;

(d) the provider shall have }appropriate security clearance, at least for personnel intended for
service deployment;

(e) the provider shall have the relevant level of security for its IT systems;

® the provider shall be equipped with the hardware and software technical equipment
necessary to support the requested service;

(2) the provider shall be able to demonstrate that it has experience in delivering similar
services to relevant national authorities or entities operating in critical or highly critical
sectors;

(h) the provider shall be able to provide the service within a short timeframe in the Member

State(s) where it can deliver the service;

(i)l the provider shall be able to provide the service in the local language of the Member
State(s) where it can deliver the service if required by the Member Statc;‘

1)) once an EU certification scheme for managed security service Regulation (EU) 2019/881 is
in place, the provider shall be certified in accordance with that scheme.

Article 17

Support to third countries
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1. Third countries may request support from the EU Cybersecurity Reserve where Association
Agreements concluded regarding their participation in DEP provide for this.

2. Support from the EU Cybersecurity Reserve shall be in accordance with this Regulation, and
shall comply with any specific conditions laid down in the Association Agreements referred to in
paragraph 1.

3. Users from associated third countries eligible to receive services from the EU Cybersecurity
Reserve shall include competent authorities such as CSIRTs and cyber crisis management
authorities.

4. Each third country eligible for support from the EU Cybersecurity Reserve shall designate an
authority to act as a single point of contact for the purpose of this Regulation.

5. Prior to receiving any support from the EU Cybersecurity Reserve, third countries shall provide
to the Commission and the High Representative information about their cyber resilience and risk
management capabilities, including at least information on national measures taken to prepare for
significant or large-scale cybersecurity incidents, as well as information on responsible national
entities, including CSIRTs or equivalent entities, their capabilities and the resources allocated to
them. Where provisions of Articles 13 and 14 of this Regulation refer to Member States, they shall
apply to third countries as set out in paragraph 1.

6. The Commission shall coordinate with the High Representative about the requests received and

the implementation of the support granted to third countries from the EU Cybersecurity Reserve.

Chapter IV
CYBERSECURITY INCIDENT REVIEW MECHANISM

Article 18
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2. To prepare the incident review report referred to in paragraph 1, ENISA shall collaborate all
relevant stakeholders, including representatives of Member States, the Commission, other relevant
EU institutions, bodies and agencies, managed security services providers and users of
cybersecurity services. Where appropriate, ENISA shall also collaborate with entities affected by
significant or large-scale cybersecurity incidents. To support the review, ENISA may also consult
other types of stakeholders. Consulted representatives shall disclose any potential conflict of
interest.

3. The report shall cover a review and analysis of the specific significant or large-scale
cybersecurity incident, including the main causes, vulnerabilities and lessons learned. It shall
protect confidential information, in accordance with Union or national law concerning the
protection of sensitive or classified information.

4. Where appropriate, the report shall draw recommendations to improve the Union’s cyber posture.
5. Where possible, a version of the report shall be made available publicly. This version shall only

include public information.

Chapter V
FINAL PROVISIONS

Article 19
Amendments to Regulation (EU) 2021/694

Regulation (EU) 2021/694 is amended as follows:
(1) Atrticle 6 is amended as follows:

(a) paragraph 1 is amended as follows:

(1) the following point (aa) is inserted:

‘(aa) support the development of an EU Cyber Shield, including the development, deployment
and operation of National and Cross-border SOCs platforms that contribute to situational

awareness in the Union and to enhancing the cyber threat intelligence capacities of the Union’;

2) the following point (g) is added:
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‘(g) establish and operate a Cyber Emergency Mechanism to support Member States in
preparing for and responding to significant cybersecurity incidents, complementary to national
resources and capabilities and other forms of support available at Union level, including the

establishment of an EU Cybersecurity Reserve’;

Paragraph 2 is replaced by the following:
‘2. The actions under Specific Objective 3 shall be implemented primarily through the European
Cybersecurity Industrial, technology and research Competence Centre and the Network of
National Coordination Centres, in accordance with Regulation (EU) 2021/887 of the European
Parliament and of the Council?® with the exception of actions implementing the EU

Cybersecurity Reserve, which shall be implemented by the Commission and ENISA.";

(2) Article 9 is amended as follows:

(a) in paragraph 2, points (b), (c) and (d) are replaced by the following:
‘(b), EUR 1 776 956 000 for Specific Objective 2 — Artificial Intelligence;
(c), EUR 1 629 566 000 for Specific Objective 3 — Cybersecurity and Trust;
(d), EUR 482 347 000 for Specific Objective 4 — Advanced Digital Skills’;

(b) the following paragraph 8 is added:

‘8. By derogation to Article 12(4) of Regulation (EU, Euratom) 2018/1046, unused commitment
and payment appropriations for actions pursuing the objectives set out in Article 6(1), point (g)
of this Regulationl, shall be antematically~discretionally carried over and may be committed and

paid up to 31 December of the following financial year.’;

(3) In Article 14, paragraph 2 is replaced by the following:

“2. The Programme may provide funding in any of the forms laid down in the Financial
Regulation, including in particular through procurement as a primary form, or grants and
prizes.

26

Regulation (EU) 2021/887 of the European Parliament and of the Council of 20 May 2021 establishing the
European Cybersecurity Industrial, Technology and Research Competence Centre and the Network of National
Coordination Centres, (OJ L 202, 8.6.2021, p. 1-31).
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Where the achievement of the objective of an action requires the procurement of innovative
goods and services, grants may be awarded only to beneficiaries that are contracting
authorities or contracting entities as defined in Directives

2014/24/EU 27 and 2014/25/EU 28 of the European Parliament and of the Council.

Where the supply of innovative goods or services that are not yet available on a large-scale
commercial basis is necessary to achieve the objectives of an action, the contracting
authority or the contracting entity may authorise the award of multiple contracts within the
same procurement procedure.

For duly justified reasons of public security, the contracting authority or the contracting
entity may require that the place of performance of the contract be situated within the
territory of the Union.

When implementing procurement procedures for the EU Cybersecurity Reserve established
by Article 12 of Regulation (EU) 2023/XX, the Commission and ENISA may act as a
central purchasing body to procure on behalf of or in the name of third countries associated
to the Programme in line with Article 10. The Commission and ENISA may also act as
wholesaler, by buying, stocking and reselling or donating supplies and services, including
rentals, to those third countries. By derogation from Article 169(3) of Regulation (EU).
XXX/XXXX [FR Recast], the request from a single third country is sufficient to mandate
the Commission or ENISA to act.

When implementing procurement procedures for the EU Cybersecurity Reserve established
by Article 12 of Regulation (EU) 2023/XX, the Commission and ENISA may act as a
central purchasing body to procure on behalf of or in the name of Union institutions, bodies
and agencies. The Commission and ENISA may also act as wholesaler, by buying, stocking
and reselling or donating supplies and services, including rentals, to Union institutions,
bodies and agencies. By derogation from Article 169(3) of Regulation (EU) XXX/XXXX
[FR Recast], the request from a single Union institution, body or agency is sufficient to
mandate the Commission or ENISA to act.

The Programme may also provide financing in the form of financial instruments within
blending operations.”

(4) The following article 16a is added:

In the case of actions implementing the European Cyber Shield established by Article 3 of
Regulation (EU) 2023/XX, the applicable rules shall be those set out in Articles 4 and 5 of
Regulation (EU) 2023/XX. In the case of conflict between the provisions of this Regulation and
Articles 4 and 5 of Regulation (EU) 2023/XX, the latter shall prevail and apply to those specific

actions.

(5) Article 19 is replaced by the following:
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‘Grants under the Programme shall be awarded and managed in accordance with Title VIII of
the Financial Regulation and may cover up to 100 % of the eligible costs, without prejudice to
the co-financing principle as laid down in Article 190 of the Financial Regulation. Such grants

shall be awarded and managed as specified for each specific objective.

Support in the form of grants for the Cyber Emergency Mechanism as set out in Article 10 of

Regulation XXXX may be awarded directly by the ECCC to Member States without a call for
proposals, in accordance with Article 195(1), point (d) of the Financial Regulation.

For actions specified in Article 10(1), point (c) of Regulation 202X/XXXX, the ECCC shall
inform the Commission and ENISA about Member States’ requests for direct grants without a

call for proposals.

For the support of mutual assistance for response to a significant or large-scale cybersecurity
incident as defined in Article 10(c), of Regulation XXXX, and in accordance with Article
193(2), second subparagraph, point (a), of the Financial Regulation, in duly justified cases, the
costs may be considered to be eligible even if they were incurred before the grant application

was submitted.”;

(6) Annexes I and 11 are amended in accordance with the Annex to this Regulation.
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SWEDEN

Chapter 1

GENERAL OBJECTIVES, SUBJECT MATTER, AND DEFINITIONS

Article 1

Subject-matter and objectives

1. This Regulation lays down measures to strengthen capacities in the Union to detect, prepare for

and respond to cybersecurity threats and incidents, in particular through the following actions:

(a) the deployment of a pan-European infrastructure of \Security Operations Centres\
(‘European Cyber Shield’) to build—and—enhance common detection and situational
awareness capabilities;

(b) the creation of a Cybersecurity Emergency Mechanism to support Member States in
preparing for, responding to, and immediate recovery from significant and large-scale
cybersecurity incidents;

(c) the establishment of a European Cybersecurity Incident Review Mechanism to review
and assess significant or large-scale incidents.

2. This Regulation pursues the objective to strengthen solidarity at Union level through following

specific objectives:

(a) to strengthen common Union detection and situational awareness of cyber threats and
incidents thus allowing to reinforce the competitive position of industry and services
sectors in the Union across the digital economy and contribute to the Union’s technological
sovereignty in the area of cybersecurity;

(b) to reinforce preparedness of entities operating in critical and highly critical sectors across
the Union and strengthen solidarity by developing common response capacities against
significant or large-scale cybersecurity incidents, including by making Union cybersecurity
incident response support available for third countries associated to the Digital Europe
Programme (‘DEP’);

(c) to enhance Union resilience and contribute to effective response by_MS. on a voluntary
basis, reviewing and assessing significant or large-scale incidents, including drawing
lessons learned and, where appropriate, recommendations..

3. Tl“his Regulation is without prejudice to the Member States’ responsibility for safeguarding

national security and their power to safeguard other essential State functions, including ensuring the
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responsibility of each Member State.|

Article 2
Definitions

For the purposes of this Regulation, the following definitions apply:

(1) ‘Cross-border Threat Intelligence-sharing PlatformJSeeufit—y—Qpeﬂﬁeﬂs—Geﬂt—lﬁell

(“Cross-border_TIS Platform—SO€”) means a multi-country platform, that brings
together in a coordinated network structure national SOCs—from at least three Member
States who form a Hosting Consortium, and that is designed to prevent cyber threats and
incidents and to support the production of high-quality intelligence, notably through the
exchange of data from various sources, public and private, as well as through the sharing
of state-of-the-art tools and jointly developing cyber detection, analysis, and prevention
and protection capabilities in a trusted environment;

2) “public body’ means a body governed by public law as defined in Article 2((1), point (4),),
of Directive 2014/24/EU of the European Parliament and the Council?’;

3) ‘Hosting Consortium’ means a consortium composed of participating states, represented
by National entity responsible for threat intelligence-sharingSO€s, that have agreed to
establish and contribute to the acquisition of tools and infrastructure for, and operation of,
a Cross-border-SOC-;

4) ‘entity’ means an entity as defined in Article 6, point (38), of Directive (EU) 2022/2555;

) ‘entities operating in critical or highly critical sectors’ means type of entities listed in
Annex | and Annex II of Directive (EU) 2022/2555;

6) ‘cyber threat’ means a cyber threat as defined in Article 2, point (8), of Regulation (EU)
2019/881;

(@) ‘significant cybersecurity incident’ means a cybersecurity incident fulfilling criteria set
out in Article 23(3) of Directive (EU) 2022/2555;

®) ‘large-scale cybersecurity incident’ means an incident as defined in Article 6, point (7) of
Directive (EU)2022/2555;

)

(10)

(11) ‘trusted providers’ means managed security service providers as defined in Article 6,
point (40), of Directive (EU) 2022/2555 selected in accordance with Article 16 of this
Regulation.

27 Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014 on public
procurement and repealing Directive 2004/18/EC (OJ L 94 28.3.2014, p. 65).
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Chapter I1

THE EUROPEAN CYBER WARNING SYST. EMJFS‘HIEL—B ‘

Article 3
Establishment of the European_Cyber Warning System EybeFSh*eleﬂ

1. An interconnected pan-European infrastructure of Seeurity-Operations-Centres-(‘European Cyber
ShieldWarning System) shall be established to develop advanced capabilities for the Union to

detect, analyse and process data on cyber threats and incidents in the Union. It shall consist of all
National Seeurity-Operations-Centres-(‘National-SOCs’) and Cross-border Seeurity-Operations
Centres-(‘Cross-border-SOCs’).

Actions implementing the European Cyber Shield-Warning System shall be supported by funding
from the Digital Europe Programme and implemented in accordance with Regulation (EU)
2021/694 and in particular Specific Objective 3 thereof.

2. The European Cyber Shield-Warning System shall, on a voluntary basis:

(a) peeland-sharecollect data on cyber threats and incidents from wvarieus-sources through
cross-border-SOCs;

(b) produce high-quality, actionable 1nf0rmat10n and cyber threat 1ntelhgence|—t—hfeagh—t-he

(c) support the CSIRTs network by contributinge to better protection and response to cyber
threats;

(d) contribute to faster detection of cyber threats and situational awareness across the Union;

(e) provide services and activities for the cybersecurity community in the Union, including

contributing to kh%develepme&t—ad%ﬂeed—amﬁe}a-l—m{emgeﬂe%&&d—data analytics tools.

It shall be developed in cooperation with the pan-European High Performance Computing

infrastructure established pursuant to Regulation (EU) 2021/1173.

Article 4

National Seeurity-Operations-Centres_Threat Intelligence-sharing Platforms
1. In order to participate in the European Cyber Warning System-Shield;-each Member State shall

designate at least one National SO€. The National SOC- shall be a public body.

193 EN

Commented [A333]: SE notes that “shield” has military
connotations. SE supports the suggestion from BE to rename it

“Cyber Warning System”.

Commented [A334]: SE would like to see a more descriptive
term, eg. “"Cyber Warning System” (as suggested by BE).

|

|

Commented [A335]: SE does not see the point with limiting
this to certain technologies.

Commented [A336]: SE notes that the Al Act has not yet
been finalized. Further, it is difficult to see how the Cyber
Warning System would contribute to the development of Al.




It shall have the capacity to act as a reference point and gateway to other public and private
organisations at national level for collecting and analysing information on cybersecurity threats and
incidents and contributing to a Cross-border-SOE€. It shall be equipped with state-of-the-art
technologies capable of detecting, aggregating, and analysing data relevant to cybersecurity threats
and incidents.

2. Following a call for expression of interest, National SOCs-shall be selected by the European
Cybersecurity Competence Centre (‘ECCC’) to h)articipate in a joint procurement of tools and
infrastructures with the ECCC.] The ECCC may award grants to the selected National SOE€s-to fund
the operation of those tools and infrastructures. The Union financial contribution shall cover up to
50% of the acquisition costs of the tools and infrastructures, and up to 50% of the operation costs,
with the remaining costs to be covered by the Member State. Before launching the procedure for the
acquisition of the tools and infrastructures, the ECCC and the National S6€-shall conclude a
hosting and usage agreement regulating the usage of the tools and infrastructures.

3. A National SOC- selected pursuant to paragraph 2 shall commit to apply to participate in a Cross-
border SOC-within two years from the date on which the tools and infrastructures are acquired, or
on which it receives grant funding, whichever occurs sooner. If a National SOC-is not a participant
in a Cross-border SOC-by that time, it shall not be eligible for additional Union support under this
Regulation.

Article 5

Cross-border Seeurity-Operations-Centres Threat Intelligence-sharing Platforms

1. A Hosting Consortium consisting of at least three Member States, represented by National-SOECs,
committed to working together to coordinate their cyber-detection and threat monitoring activities
shall be eligible to participate in actions to establish a Cross-border-SO€. .

2. Following a call for expression of interest, a Hosting Consortium shall be selected by the ECCC
to participate in a joint procurement of tools and infrastructures with the ECCC. The ECCC may
award to the_ Hosting Consortium-a grant to fund the operation of the tools and infrastructures. fThe
Union financial contribution shall cover up to 75% of the acquisition costs of the tools and
infrastructures, and up to 50% of the operation costs, with the remaining costs to be covered by the
Hosting Consortium. ‘Before launching the procedure for the acquisition of the tools and
infrastructures, the ECCC and the Hosting Consortium shall conclude a hosting and usage

agreement regulating the usage of the tools and infrastructures.
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3. Members of the Hosting Consortium shall conclude a written consortium agreement which sets

out their internal arrangements for implementing the hosting and usage Agreement.

Article 6

Cooperation and information sharing within and between cross-border Threat Intelligence-
sharing PlatformsSOCs

1. Members of a Hosting Consortium shall, on a voluntary basis, exchange relevant information

among themselves within the Cross-border SOE-which may includeing information relating to
cyber threats, near misses, vulnerabilities, techniques and procedures, indicators of compromise,
adversarial tactics, threat-actor-specific information, cybersecurity alerts and recommendations

regarding the configuration of cybersecurity tools to detect cyber attacks, where such information

sharing:
(a) aims to prevent, detect, respond to or recover from incidents or to mitigate their impact;
(b) enhances the level of cybersecurity, in particular through raising awareness in relation to

cyber threats, limiting or impeding the ability of such threats to spread, supporting a range
of defensive capabilities, vulnerability remediation and disclosure, threat detection,
containment and prevention techniques, mitigation strategies, or response and recovery
stages or promoting collaborative threat research between public and private entities.

2. The written consortium agreement referred to in Article 5(3) shall establish:

(a) a commitment to share a-significant-ameunt-eof-data on a voluntary basis-asreferredto-in

, and the conditions under which that information is to be exchanged;

(b) a governance framework incentivising the sharing of information by all participants;

(c) targets for contribution to kh%develepmeﬂke#ad%ﬂeed—&f&ﬁeial—hﬁeﬁgeﬂe%aﬂd—bg@

analytics tools.

3. To encourage exchange of information between Cross-border-SOEs, Cross-border SOEs-shall

ensure a high level of interoperability between themselves. Fo-facilitate-the-interoperability-between
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4. Cross-border SOCs-shall, on a voluntary basis, conclude cooperation agreements with one

another, specifying information sharing principles among the cross-border platforms.

Article 7

)Cooperation and information sharing with Union entities [ 7777777777777777777777777777777777
1. Where the Cross-border SOCs-obtain information relating to a potential or ongoing large-scale

cybersecurity incident, they shall provide relevant information to EU=CyCLONe, the CSIRTs

network and, where relevant, the Commission, in view of their respective crisis management roles

in accordance with Directive (EU) 2022/2555 without undue delay.
p. The Commission may, by means of implementing acts, determine the procedural arrangements

for the information sharing provided for in paragraphs 1. \Those implementing acts shall be adopted

in accordance with the examination procedure referred to in Article 21(2) of this Regulation.

Article 8
Security

1. Member States participating in the European Cyber Warning SystemShield-shall ensure a high
level of data security and physical security of the European Cyber Shield-Warning System
infrastructure, and shall ensure that the infrastructure shall be adequately managed and controlled in
such a way as to protect it from threats and to ensure its security and that of the systems, including
that of data exchanged through the infrastructure.

2. Member States participating in the European Cyber Warning SystemShield-shall ensure that the
sharing of information within the European Cyber Shield-Warning System with entities which are

not Member State public bodies does not negatively affect the security interests of the Union.
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Chapter I11

CYBER EMERGENCY MECHANISM

lArticle q Commented [A346]: SE : MS role needs to be clarified in
this article. MS should have the opportunity to intervene
Establishment of the Cyber Emergency Mechanism | regarding contracts and agreements.

1. A Cyber Emergency Mechanism is established to improve the Union’s resilience to major
cybersecurity threats and prepare for and mitigate, in a spirit of solidarity, the short-term impact of
significant and large-scale cybersecurity incidents (the ‘Mechanism’).

2. Actions implementing the Cyber Emergency Mechanism shall be supported by funding from
DEP and implemented in accordance with Regulation (EU) 2021/694 and in particular Specific
Objective 3 thereof.

Article 10

Type of actions

1. The Mechanism shall support the following types of actions:

(a) preparedness actions, including the coordinated preparedness testing of entities operating
in highly critical sectors across the Union;

(b) response actions, supporting response to and immediate recovery from significant and
large-scale cybersecurity incidents, to be provided by trusted providers participating in the
EU Cybersecurity Reserve-Support established under Article 12;

(c) mutual assistance actions consisting of the provision of assistance from national authorities
of one Member State to another Member State, in particular ‘as provided for in Article Commented [A347]: SE would like to ask for a comment
. . . from the COM on this “in particular”. Does the COM foresee any
1 1(3)’ pOll’lt (f)’ of Directive (EU) 2022/2555. other mutual assistance actions from one national authority of one
MS to another MS than what is provided for in the NIS2-
directive?
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Coordinated preparedness testing of entities
1. For the purpose of supporting the-voluntary coordinated preparedness testing of entities referred

to in Article 10(1), point (a), across the Union, the Commission, after consulting the NIS
Cooperation Group and ENISA, shall ﬁdentify the sectors, or sub-sectors, concerned, from the

Sectors of High Criticality listed in Annex I to Directive (EU) 2022/2555 from which entities may
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be subject to the coordinated preparedness testinQ, taking into account existing and planned
coordinated risk assessments and resilience testing at Union level.

p‘ The NIS Cooperation Group in cooperation with the Commission, ENISA, and the High
Representative, shall develop common risk scenarios and methodologies for the coordinated testing

exercises.

Article 12

Establishment of the EU Cybersecurity—S_uert{l?:eselw«,L ]

1. An EU Cybersecurity Reserve-Support shall be established, in order to facilitate for voluntary

assistance to users referred to in paragraph 3, in responding or providing support for responding to

significant, erlarge-scale or @ajoﬂ cybersecurity incidents, and immediate recovery from such
incidents.
2. The EU Cybersecurity Reserve-Support shall consist of incident response services from trusted
providers selected in accordance with the criteria laid down in Article 16. The Reserve-Support
shall include pre-committed services. The services shall-may be deployable upon request in all
Member States and EUIBAs.
3. Users of the services from the EU Cybersecurity Reserve-Support shall include:
(a) Member States’ cyber crisis management authorities and CSIRTs as referred to in Article
9 (1) and (2) and Article 10 of Directive (EU) 2022/2555, respectively;
(b) Union-entitiesinstitutions-bedies-and-agencies,)

¢) Specified entities in eligible third countries

4. Users referred to in paragraph 3, point (a), shall-may use the services from the EU Cybersecurity
Reserve-Support in order to respond or support response to and immediate recovery from significant
or large-scale incidents affecting entities operating in critical or highly critical sectors.

5. The Commission shall have overall responsibility for the implementation of the EU

Cybersecurity ReserveSupport. The Commission, in close cooperation with ENISA, shall determine

the priorities and evolution of the EU Cybersecurity ReserveSupport, in line with the requirements
of the users referred to in paragraph 3, and shall supervise its implementation, and ensure
complementarity, consistency, synergies and links with other support actions under this Regulation
as well as other Union actions and programmes.

6. The Commission may entrust the operation and administration of the EU Cybersecurity

ReserveSupport, in full or in part, to LENISAL by means of contribution agreements.
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7. In order to support the Commission in establishing the EU Cybersecurity ReserveSupport,
ENISA shall prepare a mapping of the services needed, after consulting Member States and the
Commission. ENISA shall prepare a similar mapping, after consulting the Commission, to identify
the needs of third countries eligible for support from the EU Cybersecurity Reserve-Support
pursuant to Article 17. The Commission, where relevant, shall consult the High Representative.

8. The Commission may, by means of implementing acts, specify the types and the number of
response services required for the EU Cybersecurity ReserveSupport. Those implementing acts

shall be adopted in accordance with the examination procedure referred to in Article 21(2).

Article 13

Requests for support from the EU Cybersecurity ReserveSupport
1. The users referred to in Article 12(3) may request services from the EU Cybersecurity Reserve
Support to support response to and immediate recovery from significant,-ex-large-scale br major]
cybersecurity incidents.
2. To receive support from the EU Cybersecurity ReserveSupport, the users referred to in Article
12(3) shall take measures to mitigate the effects of the incident for which the support is requested,
including the provision of direct technical assistance, and other resources to assist the response to
the incident, and immediate recovery efforts.
3. Requests for support from users referred to in Article 12(3), point (a), of this Regulation shall be
transmitted to the Commission and ENISA via the Single Point of Contact designated or established
by the Member State in accordance with Article 8(3) of Directive (EU) 2022/2555.
4. Member States shall inform the CSIRTs network, and where appropriate EU-CyCLONe, about
their requests for incident response and immediate recovery support pursuant to this Article.

5. Requests for incident response and immediate recovery support shall include:

(a) appropriate information regarding the affected entity and potential impacts of the incident
and the planned use of the requested support, including an indication of the estimated
needs;

(b) information about measures taken to mitigate the incident for which the support is

requested, as referred to in paragraph 2;

(c) information about other forms of support available to the affected entity, including
contractual arrangements in place for incident response and immediate recovery services,
as well as insurance contracts potentially covering such type of incident.

6. ENISA, in cooperation with the Commission and the NIS Cooperation Group, shall develop a
template to facilitate the submission of requests for support from the EU Cybersecurity

ReserveSupport.
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f7. The Commission may, by means of implementing acts, specify further the detailed arrangements

for allocating the EU Cybersecurity Reserve-Support support services. lThose implementing acts

shall be adopted in accordance with the examination procedure referred to in Article 21(2).

Article 14
Implementation of the support from the EU Cybersecurity ReserveSupport

1. Requests for support from the EU Cybersecurity ReserveSupport, shall be assessed by the

Commission, with the support of ENISA br as defined in contribution agreements under Article

12(6), and a response shall be transmitted to the users referred to in Article 12(3) without delay.

2. To prioritise requests, in the case of multiple concurrent requests, the following criteria shall be

taken into account, where relevant:

(@)
(b)

(©
(d)

(e)

the severity of the cybersecurity incident;

the type of entity affected, with higher priority given to incidents affecting essential entities
as defined in Article 3(1) of Directive (EU) 2022/2555;

the potential impact on the affected Member State(s) or users;

the potential cross-border nature of the incident and the risk of spill over to other Member
States or users;

the measures taken by the user to assist the response, and immediate recovery efforts, as
referred in Article 13(2) and Article 13(5), point (b).

3. The EU Cybersecurity Reserve-Support services shall be provided in accordance with \speciﬁc

agreements between the service provider and the user }to which the support under the EU

Cybersecurity Reserve-Support is provided. Those agreements shall include liability conditions.

4. The agreements referred to in paragraph 3 may be based on templates prepared by ENISA, after

consulting Member States.

5. The Commission and ENISA shall bear no contractual liability for damages caused to third

parties by the services provided in the framework of the implementation of the EU Cybersecurity

ReserveSupport. ‘

6. Within one month from the end of the support action, the users shall provide Commission and

ENISA with a summary report about the service provided, results achieved and the lessons learned.

When the user is from a third country as set out in Article 17, such report shall be shared with the

High Representative.

7. The Commission shall report to the NIS Cooperation Group about the use and the results of the

support, k)n a regular basis. \
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Article 15

Coordination with crisis management mechanisms
1. In cases where significant or large-scale cybersecurity incidents originate from or result in
disasters as defined in Decision 1313/2013/EU?8, the support under this Regulation for responding
to such incidents shall complementactions under and without prejudice to Decision 1313/2013/EU.
2. In the event of a large-scale, cross border cybersecurity incident where Integrated Political Crisis
Response arrangements (IPCR) are triggered, the support under this Regulation for responding to
such incident shall be handled in accordance with relevant protocols and procedures under the
IPCR.
3. In consultation with the High Representative, support under the Cyber Emergency Mechanism
may complement assistance provided in the context of the Common Foreign and Security Policy
and Common Security and Defence Policy, including through the Cyber Rapid Response Teams. It
may also complement or contribute to assistance provided by one Member State to another Member
State in the context of Article 42(7) of the Treaty on the European Union.
4. Support under the Cyber Emergency Mechanism may form part of the joint response between the
Union and Member States in situations referred to in Article 222 of the Treaty on the Functioning of

the European Union.

Article 16
Trusted providers
1. In procurement procedures for the purpose of establishing the EU Cybersecurity ReserveSupport,
the contracting authority shall act in accordance with the principles laid down in the Regulation
(EU, Euratom) 2018/1046 and in accordance with the following principles:
(a) ensure the EU Cybersecurity Reserve-Support includes services that may be deployed in all

Member States_and eligible third countries, taking into account in particular national
requirements for the provision of such services, including certification or accreditation;

(b) ensure the protection of the essential security interests of the Union and its Member States.

(c) ensure that the EU Cybersecurity Reserve-Support brings EU added value, by contributing
to the objectives set out in Article 3 of Regulation (EU) 2021/694, including promoting the
development of cybersecurity skills in the EU.

2. When procuring services for the EU Cybersecurity ReserveSupport, the contracting authority

shall include in the procurement documents the following selection criteria:

28 Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December 2013 on a Union
Civil Protection Mechanism (OJ L 347, 20.12.2013, p. 924).
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(a) the provider shall demonstrate that its personnel has the highest degree of professional
integrity, independence, responsibility, and the requisite technical competence to perform
the activities in their specific field, and ensures the permanence/continuity of expertise as
well as the required technical resources;

(b) the provider, its subsidiaries and subcontractors shall have in place an framewerk
agreement to protect sensitive information relating to the service, and in particular
evidence, findings and reports, and is compliant with Union security rules on the protection
of EU classified information;

(c) the provider shall provide }suﬁﬁeiem—haroof that its governing structure is transparent, not Commented [A361]: SE: What counts as “sufficient” in this

|
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|

interest;
(d) the provider shall have hppfepﬁ'a{%lsecurity clearance, at least for personnel intended for Commented [A362]: SE: What counts as “appropriatc” in
service deployment' this context? SE suggestion: delete.
(e) the provider shall have the relevant level of security for its IT systems;
(63 the provider shall be equipped with the hardware and software technical equipment
necessary to support the requested service;
(2) the provider shall be able to demonstrate that it has experience in delivering similar
services to relevant national authorities or entities operating in critical or highly critical
sectors;
(h) the provider shall be able to provide the service within a short timeframe in the Member

State(s) where it can deliver the service;

@) the provider shall be able to provide the service in the local language of the Member
State(s) where it can deliver the service;

kj) bnce an EU certification scheme for managed security service Regulation (EU) 2019/881 is Commented [A363]: SE question: Will the Cybersecurity

in place, the provider shall be certified in accordance with that scheme. Support (*reserve”) only include European compantes?

Article 17

Support to third countries

1. Third countries may request support from the EU Cybersecurity Reserve-Support where
Association Agreements concluded regarding their participation in DEP provide for this.

2. Support from the EU Cybersecurity Reserve-Support shall be in accordance with this Regulation,
and shall comply with any specific conditions laid down in the Association Agreements referred to
in paragraph 1.

3. Users from associated third countries eligible to receive services from the EU Cybersecurity
Reserve-Support shall include competent authorities such as CSIRTs and cyber crisis management
authorities.

4. Each third country eligible for support from the EU Cybersecurity Reserve-Support shall

designate an authority to act as a single point of contact for the purpose of this Regulation.
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5. Prior to receiving any support from the EU Cybersecurity ReserveSupport, third countries shall
provide to the Commission and the High Representative information about their cyber resilience
and risk management capabilities, including at least information on national measures taken to
prepare for significant or large-scale cybersecurity incidents, as well as information on responsible
national entities, including CSIRTs or equivalent entities, their capabilities and the resources
allocated to them. Where provisions of Articles 13 and 14 of this Regulation refer to Member
States, they shall apply to third countries as set out in paragraph 1.

6. The Commission shall inform the Council and coordinate with the High Representative about the

requests received and the implementation of the support granted to third countries from the EU

Cybersecurity ReserveSupport.

Chapter IV
CYBERSECURITY INCIDENT REVIEW MECHANISM

Article 18

Cybersecurity Incident Review Mechanism

1. At the request of the Commission, the EU-CyCLONe or the CSIRTs network, and with the
consent of Member States, ENISA shall review and assess threatsvulnerabilities-and mitigation

actions with respect to a specific significant or large-scale cybersecurity incident. Following the
completion of a review and assessment of an incident, ENISA shall deliver an incident review

report fwith anonymised analysed information, ]to the CSIRTs network, the EU-CyCLONe and the

Commission to support them in carrying out their tasks, in particular in view of those set out in
Articles 15 and 16 of Directive (EU) 2022/2555. Where relevant, the Commission shall share the
report with the High Representative.

2. To prepare the incident review report referred to in paragraph 1, ENISA shall collaborate all
relevant stakeholders, including representatives of Member States, the Commission, other relevant
EU institutions, bodies and agencies, managed security services providers and users of
cybersecurity services. Where appropriate, ENISA shall also collaborate with entities affected by
significant or large-scale cybersecurity incidents. To support the review, ENISA may also consult
other types of stakeholders. Consulted representatives shall disclose any potential conflict of
interest.

3. The report shall cover a review and analysis of the specific significant or large-scale
cybersecurity incident, including the main causes,—(wﬂ&ef&bﬂ-iﬁes{and lessons learned. It shall

protect confidential information, in accordance with Union or national law concerning the
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protection of sensitive or classified information. Upon request from affected actors, the report shall

only cover anonymised analysed information.

4. Where appropriate, the report shall draw recommendations to improve }the Union’s cyber posturc.‘
5. Where possible, a version of the report shall be made available publicly. This version shall only

include public information.

Chapter V
FINAL PROVISIONS

Article 19
Amendments to Regulation (EU) 2021/694

Regulation (EU) 2021/694 is amended as follows:
(1) Atrticle 6 is amended as follows:

(a) paragraph 1 is amended as follows:

(1) the following point (aa) is inserted:

‘(aa) support the development of an EU Cyber Shield Warning System, including the
development, deployment and operation of National and Cross-border SOCs-platforms that

contribute to situational awareness in the Union and to )enhancing the cyber threat intelligence

capacities of the Union’;

2) the following point (g) is added:

‘(g) establish and operate a Cyber Emergency Mechanism to support Member States in
preparing for and responding to significant cybersecurity incidents, complementary to national
resources and capabilities and other forms of support available at Union level, including the

establishment of an EU Cybersecurity Reserve’Support;

(a) Paragraph 2 is replaced by the following:
‘2. The actions under Specific Objective 3 shall be implemented primarily through the European
Cybersecurity Industrial, technology and research Competence Centre and the Network of

National Coordination Centres, in accordance with Regulation (EU) 2021/887 of the European
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Parliament and of the Council?® with the exception of actions implementing the EU

Cybersecurity ReserveSupport, which shall be implemented by the Commission and ENISA.";

(2) Article 9 is amended as follows:

(a) in paragraph 2, points (b), (c) and (d) are replaced by the following:
‘(b), EUR 1 776 956 000 for Specific Objective 2 — Artificial Intelligence;
(c), EUR 1 629 566 000 for Specific Objective 3 — Cybersecurity and Trust;
(d), EUR 482 347 000 for Specific Objective 4 — Advanced Digital Skills’;

(b) the following paragraph 8 is added:

‘8. By derogation to Article 12(4) of Regulation (EU, Euratom) 2018/1046, unused commitment
and payment appropriations for actions pursuing the objectives set out in Article 6(1), point (g)
of this Regulation, shall be automatically carried over and may be committed and paid up to 31

December of the following financial year.”;

(3) In Article 14, paragraph 2 is replaced by the following:

“2. The Programme may provide funding in any of the forms laid down in the Financial
Regulation, including in particular through procurement as a primary form, or grants and
prizes.

Where the achievement of the objective of an action requires the procurement of innovative
goods and services, grants may be awarded only to beneficiaries that are contracting
authorities or contracting entities as defined in Directives

2014/24/EU 27 and 2014/25/EU 28 of the European Parliament and of the Council.

Where the supply of innovative goods or services that are not yet available on a large-scale
commercial basis is necessary to achieve the objectives of an action, the contracting
authority or the contracting entity may authorise the award of multiple contracts within the
same procurement procedure.

For duly justified reasons of public security, the contracting authority or the contracting
entity may require that the place of performance of the contract be situated within the
territory of the Union.

29

Regulation (EU) 2021/887 of the European Parliament and of the Council of 20 May 2021 establishing the
European Cybersecurity Industrial, Technology and Research Competence Centre and the Network of National
Coordination Centres, (OJ L 202, 8.6.2021, p. 1-31).
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When implementing procurement procedures for the EU Cybersecurity Reserve-Support
established by Article 12 of Regulation (EU) 2023/XX, the Commission and ENISA may
act as a central purchasing body to procure on behalf of or in the name of third countries
associated to the Programme in line with Article 10. The Commission and ENISA may also
act as wholesaler, by buying, stocking and reselling or donating supplies and services,
including rentals, to those third countries. By derogation from Article 169(3) of Regulation
(EU). XXX/XXXX [FR Recast], the request from a single third country is sufficient to
mandate the Commission or ENISA to act.

When implementing procurement procedures for the EU Cybersecurity Reserve-Support
established by Article 12 of Regulation (EU) 2023/XX, the Commission and ENISA may
act as a central purchasing body to procure on behalf of or in the name of Union institutions,
bodies and agencies. The Commission and ENISA may also act as wholesaler, by buying,
stocking and reselling or donating supplies and services, including rentals, to Union
institutions, bodies and agencies. By derogation from Article 169(3) of Regulation (EU)
XXX/XXXX [FR Recast], the request from a single Union institution, body or agency is
sufficient to mandate the Commission or ENISA to act.

The Programme may also provide financing in the form of financial instruments within
blending operations.”

(4) The following article 16a is added:

In the case of actions implementing the European Cyber Shield-Warning System established by
Article 3 of Regulation (EU) 2023/XX, the applicable rules shall be those set out in Articles 4
and 5 of Regulation (EU) 2023/XX. In the case of conflict between the provisions of this
Regulation and Articles 4 and 5 of Regulation (EU) 2023/XX, the latter shall prevail and apply

to those specific actions.

(5) Article 19 is replaced by the following:

‘Grants under the Programme shall be awarded and managed in accordance with Title VIII of
the Financial Regulation and may cover up to 100 % of the eligible costs, without prejudice to
the co-financing principle as laid down in Article 190 of the Financial Regulation. Such grants

shall be awarded and managed as specified for each specific objective.

Support in the form of grants may be awarded directly by the ECCC without a call for proposals
to the National SOCs-referred to in Article 4 of Regulation XXXX and the Hosting Consortium
referred to in Article 5 of Regulation XXXX, in accordance with Article 195(1), point (d) of the

Financial Regulation.

206 E N



EN

Support in the form of grants for the Cyber Emergency Mechanism as set out in Article 10 of
Regulation XXXX may be awarded directly by the ECCC to Member States without a call for
proposals, in accordance with Article 195(1), point (d) of the Financial Regulation.

For actions specified in Article 10(1), point (c) of Regulation 202X/XXXX, the ECCC shall
inform the Commission and ENISA about Member States’ requests for direct grants without a

call for proposals.

For the support of mutual assistance for response to a significant or large-scale cybersecurity
incident as defined in Article 10(c), of Regulation XXXX, and in accordance with Article
193(2), second subparagraph, point (a), of the Financial Regulation, in duly justified cases, the
costs may be considered to be eligible even if they were incurred before the grant application

was submitted.”;
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