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ANNEX

Recitals

¢12) This Directive sets out the baseline for cybersecurity risk management measures and
reporting obligations across all sectors that fall within its scope. In order to avoid
unnecessary fragmentation of cybersecurity provisions of Union legal acts, when
additional sector-specific provisions pertaining to cybersecurity risk management measures
and reporting obligations appear to be necessary to ensure a high levels of cybersecurity,
an-assessment-should-be-considered-made-by-the Commission should assess as-te
whether such provisions could be stipulated in an implementing_act or a delegated act.
Should such acts not be suitable for that purpose, sector-specific legislation and

instraments-couldan contribute to ensuring a high levels of cybersecurity, while taking full

account of the specificities and complexities of these-the sectors_concerned. At the same
time, such sector-specific provisions of Union legal acts should duly take into account ef

the need for a comprehensive and eensistent-harmonised cybersecurity framework. This

prejudice to the existing implementing powers that have been conferred te-on the Commission

in a number of sectors, including transport and energy.
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(12a) Where a sector—specific Union legal act_contains provisions requiringes essential or

important entities to adopt measures of at least ap-equivalent effect to the obligations laid

down in this Directive related to cybersecurity risk management measures and obligations

to notify significant incidents or stgnifieant cyber threats efatleastan-equivalenteffectto-the
obligationslaid-dewn-inthis Direetive, those sector-specific provisions, including on
supervision and enforcement;-, should apply Where—the—Fespeetwe—U-men—legal—&et

aﬂd—enfereement,—the—lattepshetﬂd—alse—&ppl-y.—When determining the equivalent effect of

the-obligations set out in the sector-specific provisions of an Union legal act, the
following aspects should be considered: (i) the cybersecurity risk management measures
should consist of appropriate and proportionate governance requirements and technical
and organisational measures to manage the risks posed to the security of network and
information systems which the relevant entities use in the provision of their services, and
should include as a minimum all the elements laid down in this Directive; (ii) the
requirement-obligation to notify significant incidents and cyber threats should ¢be at
least equivalent with/refleet-at-the-minimum)—to the obligations set out in this Directive
as regards the content, format and timelines of the notifications; (iii) the reporting
modalities by-entities-and-therelevant—e autherities-of sector-specific Union legal acts
should (be at least equivalent with to /reflect-at-the-a-minimum) the requirements set out

in this Directive as regards their content, format and timelines and should take into
account the role of the CSIRTS; (iv) the cross-border cooperation requirements for the
relevant authorities should ¢be at least equivalent with-to /reflect-at-the-a-minimum)
those set out by-in this Directive. If the sector-specific provisions of a Union legal act do
not cover all entities in a specific sector falling within the scope of this Directive, the
relevant provisions of this Directive should continue to apply to the entities not covered

by those sector-specific provisions.
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The Commission should regalarhy- periodically review the application of the equivalent

effect requirement in relation to sector-specific provisions of Union legal acts and may
can issue guidelines_or; recommendations on necessary actions or measures to be taken
by the competent authorities designated under sector-specific Union legal acts in order
to address_pessible-potential gaps with-in relation to previsiensunder-this Directive.
relation-to-the-implementation-of the-fex-speeiatis- The Commission shall-is to consult the

Cooperation Group when preparing the regelar- periodical review and developing thosehe

potential guidelines, recommendations and measures.

(12aab) KeySector-specific Union legal acts should take account of the Key-definitions
outlined in Article 4 of this Directive. sheuld-serve-as-a-baselinefor sector-speeifie

Unientegalaets:

(12aba) Where sector-specific provisions of Union legal acts require essential or important
entities to adopt measures of at least an-equivalent effect to the reporting obligations laid
down in this Directive, overlapping efreporting obligations should be avoided, and
coherence and effectiveness of handling of notifications of cyber threats or incidents
should be ensured. For that is purpose, the-abeve-mentioned-those sector-specific
provisions may-can prevideforallow Member States to establish a common, automatic
and direct reporting mechanism for notifying significant incidents and cyber threats to
both the authorities whose tasks are set out in the respective sector-specific provisions
and the competent authorities, including the single point of contact and CSIRTsS as
appropriate, responsible for the cybersecurity tasks provided for in this Directive, or for
a mechanism that ensures systematic and immediate sharing of information and
cooperation among the relevant authorities and CSIRTSs concerning the handling of
such notifications. For the purposes of simplifying reporting and fex-of implementing
the common, automatic and direct reporting mechanism, Member States can-utilise the
single-entry point they establish according to Article 11(5a) of this Directive. To ensure
harmonisation, reporting obligations of sector-specific Union legal acts should be

aligned with those specified under this Directive.
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(13) Regulation XXXX/XXXX of the European Parliament and of the Council should be
considered to be a sector-specific Union legal act in relation to this Directive with regard to
the-financial sector entities. The provisions of Regulation XXXX/XXXX relating to
information and communications technology (ICT) risk management measures, management
of ICT-related incidents and notably incident reporting, as well as on digital operational
resilience testing, information sharing arrangements and ICT third party risk should apply
instead of those set #p—out in this Directive. Member States should therefore not apply the
provisions of this Directive on cybersecurity risk management;-+nformationsharing and
reporting obligations, and supervision and enforcement to any-financial entities covered by
Regulation XXXX/XXXX. At the same time, it is important to maintain a strong relationship
and the exchange of information with the financial sector under this Directive. To that end,
Regulation XXXX/XXXX allows all-Hinanetal-supervisers; the European Supervisory
Authorities (ESAs) for the financial sector and the national competent authorities under
Regulation XXXX/XXXX; to participate in the strategie-poltiey-discussions-and-technieal
work of werkings of the Cooperation Group, and to exchange information and cooperate with
the single points of contact designated under this Directive, and-as well as with the national
CSIRTs. The competent authorities under Regulation XXXX/XXXX should transmit details
of major ICT-related incidents and significant cyber threats also to the single points of
contact or_the national CSIRTSs designated under this Directive. This can be achieved, for
example, by automatic and direct forwarding of incident notifications or a common
reporting platform. Moreover, Member States should continue to include the financial sector
in their cybersecurity strategies and national CSIRTs say-can cover the financial sector in

their activities.
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(13a) In order to avoid gaps between and duplications of cybersecurity obligations imposed on

(14)

entities in the aviation sector referred to in point 2 (a) of Annex I-2)(a), competent
authorities under Regulations 300/2008, 2018/1139 and this DirectiveCemmission

Hmplementing Regulation20194583-and competent authorities under this Directive

should cooperate in relation to the implementation of cybersecurity risk management

measures and the supervision of those measures at national level. The compliance of an
entity with the cybersecurity risk management measures under this Directive may-can
be considered by the competent authorities under_Regulations 300/2008 and 2018/1139

CommissionImplementing Regulation 2019/1583-as-compliant with the requirements
laid down in that-Commission Implementing Regulation_2019/1583.

In view of the interlinkages between cybersecurity and the physical security of entities, a
coherent approach should be ensured between Directive (EU) XXX/XXX of the European
Parliament and of the Council and this Directive. To achieve this, Member States should
ensure that critical entities, and equivalent entities, pursuant to Directive (EU) XXX/XXX are
considered te-be-as essential entities under this Directive. Member States should also ensure
that their cybersecurity strategies provide for a policy framework for enhanced coordination
between the competent authority under this Directive and the one under Directive (EU)
XXX/XXX in the context of information sharing on incidents, and cyber threats, and the
exercise of supervisory tasks. Competent authorities under both Directives should cooperate
and exchange information, particularly in relation to the identification of critical entities,
cyber threats, cybersecurity risks, incidents as well as on non-cyber risks, threats and
incidents affecting critical entities or entities equivalent to critical entities, as-wel-as-on
including the cybersecurity and physical measures taken by critical entities and the results
of supervisory measures-activities carried out with regard to such entities. Furthermore,
in order to streamline supervisory activities between the competent authorities
designated under both directives and in order to minimise the administrative burden for
the entities_concerned, competent authorities should endeavour to align incident

notification templates and supervisory processes. Upenrequest-of
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Where appropriate, competent authorities under Directive (EU) XXX/XXX; may-can
request competent authorities under this Directive should-be-allowed to exercise their
supervisory and enforcement powers es-in relation to an essential entity identified as critical.

Beth _Competent authorities under both Directives should cooperate and exchange

information for that purpose.

(14a) Union law on the protection of personal data and privacy applies to any processing of

personal data falling-within-the seepe-ef-under this Directive. In particular, this
Directive is without prejudice to Regulation (EU) 2016/679 and Directive 2002/58/EC of

the European Parliament and of the Council and therefore should not affect notably the
tasks and powers of the independent supervisory authorities competent to monitor

compliance with the respective Union data protection law.

(A9 —Postal service providers within the meaning of Directive 97/67/EC of the European

(23)

Parliament and of the Council'®

, as well as express and courier delivery service providers,
should be subject to this Directive if they provide at least one of the steps in the postal

delivery chain and in particular clearance, sorting or distribution, including pick-up services,

infermation-systems. Transport services that are not undertaken in conjunction with one of

those steps should fall outside of the scope of postal services-

Competent authorities or the CSIRTs should receive notifications of incidents from entities in
an effective and efficient way, also with a view to facilitate, where appropriate, a timely
response to incidents in accordance with Article 10(2¢) and to provide a response to the
notifying entity in accordance with Article 20(5). The single points of contact should be
tasked with forwarding incident notifications to the single points of contact of other affected
Member States. At the level of Member States’ authorities, to ensure one single entry point in
every Member States, the single points of contacts should also be the addressees of relevant
information on major ICT incidents and significant cyber threats concerning financial

sector entities from the competent authorities under Regulation XXXX/XXXX.
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For that purpose, Member States may-can determine that competent authorities_under

this Directive or national CSIRTSs are the adressees of the notifications in accordance

with Regulation EU [of Regulation XXX DORA]._which-they-should-be-able-to-forward,as

(23a) Competent-autherities-efunderThe sector-specific Union legal acts which require

cybersecurity risk management measures or notificationreporting obligations of at least

equivalent effect with those laid down in this Directive seetor—seeific lex-specialis-may

could provide that their designated competent authorities aexercise their supervisory

and enforcement powers in relation to such measures or obligations with exereise-the

sector-specific lexspeecialis-with-the assistance of the competent authorities designated in
accordance with this Directive. In-erder-te-achieve-this; tThe competent authorities

concerned shewld-could establish effeetive-cooperation arrangements_for this purpose.

Such cooperation arrangements shall-cshould specify, amongst others, the procedures
concerning the coordination of supervisory activities, including the procedures of
investigations and on-site inspections in accordance with the-national law and a
mechanism for the exchange of information between competent authorities, including
access to information requested by competent authorities designated in accordance with

this Directive.
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(26)

(40)

Given the importance of international cooperation on cybersecurity, CSIRTs should be able to
participate in international cooperation networks in addition to the CSIRTs network
established by this Directive. CSIRTSs should be able to exchange information, including
personal data, with national CERTs and CSIRTSs of third countries for-the purpeses-of
their-tasks—Suech-diselosure-or The exchange of such personal information that is

considered necessary for the purposes of mitigating significant cyber threats and

responding to an_ongoing significant incident could be considered an may-eenstitute

important reasons of public interest.

Risk-management measures should take into account the degree of dependence of the

entity on network and information systems and include measures to identify any risks of

incidents, to prevent, detect and handle incidents and to mitigate their impact. The security of
network and information systems should comprise the security of stored, transmitted and

processed data.

(40a) As threats to the security of network and information systems can have different origins,

this Directive applies an “all-hazard” approach that includes the protection of network
and information systems and their physical environment from any event such as theft,
fire, flood, telecommunications-er-poewer-failures, power failures or from any
unauthorised physical access and damage to and interference with the organisation’s
information and information processing facilities that could compromise the availability,
authenticity, integrity or confidentiality of stored, transmitted or processed data or of
therelated services offered by, or accessible via, network and information systems. The
risk- management measures should therefore inparticularalso address the physical and
environmental security by including measures to protect the entity’s network and
information systems from system failures, human error, malicious actions or natural
phenomena in line with internationally recognised standards, such as those included in
the ISO 27000 series. Those measures should be inlinecoherent with Directive XXXX
[CER Directive].
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(44a) National competent authorities, in the context of their supervisory tasks., may also

benefit from MSSP services such as security audits and penetration testing. To assist

entities as well as national competent authorities in selecting skilled and trustworthy

MSSPs, the Commission with the assistance of the Cooperation Group and ENISA,

should consider the possibility of establishing relevant EU certification schemes, where

appropriate under the Regulation 2019/881.

(48) In order to streamline the legal obligations imposed on providers of public electronic
communications networks or publicly available electronic communications services, and trust
service providers related to the security of their network and information systems, as well as
to enable those entities and their respective competent authorities to benefit from the legal
framework established by this Directive (including designation of CSIRT responsible for risk
and incident handling, participation of competent authorities and bodies in the work of the
Cooperation Group and the CSIRT network), they should be included in the scope of
application of this Directive. The corresponding provisions laid down in Regulation (EU) No
910/2014 of the European Parliament and of the Council and Directive (EU) 2018/1972 of the
European Parliament and of the Council related to the imposition of security and notification
requirements on those types of entities should therefore be repealed and appropriately
complemented in this Directive. The rules on reporting obligations should be without
prejudice to Regulation (EU) 2016/679 and Directive 2002/58/EC of the European Parliament

and of the Council.
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(49) Where appropriate and to avoid unnecessary disruption, existing national guidelines and

nationaHegislation adopted for the transposition of the rules related to security measures laid
down in Articles 40(H- and 41 of Directive (EU) 2018/1972;-as-wel-as-of therequirements-of

enforeementfor-the purpeses-of-this Direetive should be taken into account in
transposition arrangements implemented by the Member States in relation to this
Directive, thereby building on the knowledge and skills already acquired under
Directive (EU) 2018/1972 concerning security risk management measures and incident
notifications. ENISA may-can also develop guidance decumentation on security and
reporting requirements arrangements for providers of public electronic communication

networks or publicly available electronic communication services entities-that-were

subjeet-to-ebligationsfromunder Directive-(E) 20181972 to facilitate harmonisation,

transition and minimise disruption. Member States may-can assign the role of

competent authorities for electronic communications to the national regulatory
authorities in order to ensure the continuation of current practices and to build on the

knowledge and experience gained in Directive (EU) 2018/1972.

(69) Fheproeessing-ofpersonal-data;tTo the extent strictly necessary and proportionate for the
purposes of ensuring network and information security, the processing of personal data by
essential and important_entities, public-autherities; CERTs-CSIRFs; and providers of
security technologies and services er-the-preecessing-of personal-data-within-the
c ‘onG _CSIRT I L CvCLON Levd cevinf .
sharing arrangements-established-under-this Direetive should constitute a legitimate

interest of the data controller concerned.; asreferred-to-inRegulation(EH)2016/679 and

nProee N nf ne N i hycompeten ha 0 DO nd 2
s P - aatd P i3 -6
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——That should include measures related to the prevention, detection, analysis and response to
incidents, measures to raise awareness in relation to specific cyber threats, exchange of
information in the context of vulnerability remediation and coordinated disclosure, as well as
the voluntary exchange of information on those incidents, as-weH-as-cyber threats and
vulnerabilities, indicators of compromise, tactics, techniques and procedures, cybersecurity
alerts and configuration tools. Such measures may require the processing of thefellowing
various types of personal data, such as: IP addresses, uniform resources locators (URLs),

domain names, and email addresses.

Processing of personal data by competent authorities, SPOCs and CSIRTSs should be

laid down in national law and considered necessary for compliance with a legal

obligation or for the performance of a task carried out in the public interest or in the

exercise of official authority vested in the data controller, as referred to in Article 6(1)

point (c) or (e) of Regulation (EU) 2016/679.

(69a) Competent authorities, SPOCs and CSIRTSs can, to the extent that is strictly necessary

and proportionate for the purpose of ensuring the security of network and information

systems of essential and important entities, process special categories of personal data in

accordance with Article 9@ of Regulation (EU) 2016/679, in particular by providing for

suitable and specific measures to safesuard the fundamental rights and interests of

natural persons, including technical limitations on the re-use of such data and the use of

state-of-the-art security and privacy-preserving measures, such as pseudonymisation, or

encryption where anonymisation may significantly affect the purpose pursued.
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(80) In order to take account of new cyber threats, technological developments or sectorial

specificities, the power to adopt acts in accordance with Article 290 TFEU should be

delegated to the Commission in respect of the elements in relation to risk management

measures required by this Directive. It is of particular importance that the Commission

carry out appropriate consultations during its preparatory work. including at expert

level, and that those consultations be conducted in accordance with the principles laid

down in the Inter-institutional Agreement of 13 April 2016 on Better Law-Making!. In

particular, to ensure equal participation in the preparation of delegated acts, the

European Parliament and the Council receive all documents at the same time as

Member States' experts, and their experts systematically have access to meetings of

Commission expert groups dealing with the preparation of delegated acts.

! OJL 123,12.5.2016, p. 1.
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3a

Articles
Article 2

Scope

This Directive is without prejudice to Union law on the protection of personal data, in

particular Regulation (EU) 2016/679 and Directive 2002/58/EC.

Te.td hat | | onate for ¢l  ensuring ¢l

Where previstens-ef-sector—specific Union legal acts ef Unientaw require essential or
important entities etther to adopt cybersecurity risk management measures or to notify
significant incidents or signifieant-cyber threats, and where those requirements are at least
equivalent in effect to the obligations laid down in this Directive, the relevant provisions of

this Directives-including the provisions on supervision and enforcement laid down in

Chapter VI, shall not apply to these-such entities. Where-the respeetivesector-speeifie

these-such-entities—either: If sector-specific Union legal acts do not cover all entities in a

specific sector falling within the scope of this Directive, the relevant provisions of this

Directive should continue to apply to the entities not covered by those sector-specific

provisions.

9583/2/21 REV 2 EB/es 14
ANNEX JAL2 LIMITE EN



7——The requirements referred above in this paragraph shall be considered equivalent in

effect to the obligations laid down in this Directive if aln-order tosafecuard-ensure-a

lesal forredto h6-should-shallineclude:

(a) cybersecurity risk management measures,-that-are, at a minimum, equivalent to
those laid down in Article 18-paragraphs(1) and (2) of this Directive; or

(b) requirements to notify significant incidents or cyber threats that are, at a
minimum, equivalent to those laid down in Article 20-paragraphs-(1) threugh-to
(4-(6)and further-include:

(i) where appropriate, automatic and direct access to the incident notifications
ional-competen authoritv-under-this Di i

78. The Commission shall periodically review the application of the equivalent effect
requirement in paragraph 6 in relation to sector-specific provisions of Union legal acts.

The Commission shall consult the Cooperation Group when preparing those regular

assessments periodical reviews and when developing the potential suidelines;
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Article 4
Definitions

) ‘security of networkgserviees and information systems’ means the ability of network,
serviees and information systems to resist, at a given level of confidence, any aetion event
that may compromises the availability, authenticity, integrity or confidentiality of stored data
or transmitted or processed data or-of the related services offered by, or accessible via, those

network, serviees and information systems;

(2a) ‘electronic communications services’ means electronics communications services within

the meaning of Article 2(4) of Directive (EU) 2018/1972;

(5) ‘incident’ means any event compromising the availability, authenticity, integrity or
confidentiality of stored, transmitted or processed data or of the related services offered by, or
accessible via, network and information systems, electronic communications services or

trust services;

(16a) ‘trust services’ means trust services within the meaning of Article 3(16) of Regulation

(EU) No 910/2014;

(16b) _qualified trust service provider’ means a qualified trust service provider within the

meaning of Aarticle 3(20) of Regulation (EU) No 910/2014;
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Article 5
National cybersecurity strategy

1.(f) a policy framework for enhanced coordination between the competent authorities under this

(..

3a.

)

Directive and Directive (EU) XXXX/XXXX of the European Parliament and of the Council
[Resilience of Critical Entities Directive] for the purposes of information sharing on

cybersecurity risks, cyber threats and incidents as well as on non-cyber risks, threats and

incidents and-the exercise of supervisory tasks, as appropriate.

Article 10
Requirements and Tasks of CSIRTsS

CSIRTs may shall establish cooperation relationships with national CERTSs and

CSIRT: s of third countries, As part of this cooperation, they -and-may exchange relevant,

neecessary-and-proepertionate information,_including personal data in accordance with
Union law on data protection. in—view-oftheir-tasks,-which,in-this-context,can-create-an

g £ oublic i

Article 11
Cooperation at national level

To the extent necessary to effectively carry out the tasks and obligations laid down in this
Directive, Member States shall ensure appropriate cooperation between the competent
authorities and single points of contact and law enforcement authorities, data protection
authorities, and the competent authorities designated respensiblefor-eriticalinfrastructare
pursuant to Directive (EU) XXXX/XXXX [Resilience of Critical Entities Directive}|, the
competent authorities under Commission Implementing Regulation 2019/1583, the
national regulatory authorities designated in accordance with Directive (EU) 2018/1972,
the national authorities designated pursuant to Article 17 of Regulation (EU) No
910/2014, and-the national financial authorities designated in accordance with Regulation
(EU) XXXX/XXXX of the European Parliament and of the Council [the DORA Regulationi],
as well as competent authorities designated by future-other sector-specific Union legal

acts, within that Member State.
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Member States shall ensure that their competent authorities under this Directive and the
competent authorities designated pursuant to Directive (EU) XXXX/XXXX [Resilience
of Critical Entities Directive] regularly exchange previde information te-competent

horities desi 1 Direetive (EU) 3OO0 [Resili  Critical
Entities Direetive] on the identification of critical entities, cybersecurity risks, cyber threats
and incidents as well as on non-cyber risks, threats and incidents affecting essential
entities identified as critical, or as entities equivalent to critical entities, pursuant to Directive
(EU) XXXX/XXXX [Resilience of Critical Entities Directive], as well as the measures taken
by-competent-authorities in response to those risks and incidents. Member States shall also

ensure that competent authorities under this Directive regularly exchange relevant

information with competent authorities designated under Regulation

(XXXX/XXXX)DORA Regulation], Directive 2018/1972 and Regulation (EU) 910/2014.

For the purposes of simplifying the reporting of seeurity-incidents-which-entail-a
possible-personal-data-breach, Member States shallmay establish a single-entry point for
all notifications required under this Directive, as well as under Regulation (EU)
2016/679 and Directive 2002/58/EC, where appropriate, when-such-incidentes-entail-a
possible-potential personal-data-breach. Member States may integrate notifications
required under other sector-specific Union legal acts in the single-entry-point. This
single-entry point shall not affect the application of the provisions of Regulation (EU)
2016/679 and Directive 2002/58/EC, in particular those relating to independent
suprviserysupervisory authorities.
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Article 12
Cooperation Group

(...)

3. The Cooperation Group shall be composed of representatives of Member States, the

Commission and ENISA. The European External Action Service shall participate in the

activities of the Cooperation Group as an observer. The European Supervisory Authorities
(ESAs) in accordance with Article 17(5) point (c) of Regulation (EU) XXXX/XXXX [the
DORA Regulation] may participate in the activities of the Cooperation Group. A-meeting

8. The Cooperation Group shall meet regularly and at least once a year with the Critical Entities
Resilience Group established under Directive (EU) XXXX/XXXX [Resilience of Critical

Entities Directive] to promote strategic cooperation and facilitate exchange of information.
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Article 18
Cybersecurity risk management measures

This Directive applies an “all-hazard” approach that includes the protection of network

S.

and information systems and the physical protection from relevant natural and man-

made risks that could compromise the availability, authenticity, integrity or

confidentiality of stored, transmitted or processed data or of the related services offered

by, or accessible via, network and information systems.

Member States shall ensure that essential and important entities shall-take appropriate and
proportionate technical and organisational measures to manage the risks posed to the security
of network, services and information systems which those entities use in the provision of their
services. Having regard to the state of the art, those measures shall ensure a level of security

of network, services and information systems appropriate to the risk presented.

The Commission may adopt implementing acts in order to lay down the technical and the
methodological specifications, as well as sectoral specificities, as necessary, of the elements

referred to in paragraph 2_of this Article. Those implementing acts shall be adopted in

accordance with the examination procedure referred to in Article 37(2). Whenre

preparing these-such implementing acts, the Commission shall-preceed-in-accordance-with
the examination procedure referred to i Article 37(2y and follow. to the greatest extent

possible, follow international and European standards, as well as relevant technical

specifications_and exchange advice with the Cooperation Group on the draft

implementing act in accordance with Article 12(4)(d). -
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Article 21
Use of European cybersecurity certification schemes

1. In order to demonstrate compliance with certain requirements of Article 18 cybersecurity-risk

to use particular ICT products, 1T services and ¥ processes certified under specific

European cybersecurity certification schemes adopted pursuant to Article 49 of Regulation
(EU) 2019/881-—Fhe in order to demonstrate compliance or establish a presumption of
conformity with certain requirements. The ICT products, services and processes subject to

certification may be developed by an essential or important entity or procured from third

parties.

2. The Commission shall be empowered to adopt delegated implementing acts specifying which
categories of essential entities shall be required to use certain certified ICT products, }cF
services and-FEF processes or obtain a certificate-and under whieh specific European
cybersecurity certification schemes adopted pursuant to Article 49 of Regulation (EU)
2019/881. i

Asrticle 36-Those implementing acts shall be adopted in accordance with the examination

procedure referred to in Article 37(2). When preparing the-such implementing acts, the

Commission shall:
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(i) take into account the impact of the measures on the manufacturers or providers
of such ICT products, services or processes and on the users in terms of the cost of those
measures and the societal or economic benefits stemming from the anticipated enhanced

level of security for the targeted ICT products, services or processes;

(ii) carry out an open, transparent and inclusive consultation process with all
relevant stakeholders and Member States;
(iii) take into account any implementation deadlines, transitional measures and
periods, in particular with regard to the possible impact of the measures on the

manufacturers or providers of ICT products, services or processes, particularly
SMEs;

3. The Commission may request ENISA to prepare a candidate scheme or to review an existing
European cybersecurity certification scheme pursuant to Article 48(2) of Regulation (EU)
2019/881 in cases where no appropriate European cybersecurity certification scheme for the

purposes of paragraph 2_of this Article is available.

Article 21a
Use of trust services or notified electronic identification schemes

In order to demonstrate compliance with eertainrequirements of Article 18 cvbersecurity risk

management measures referred to in Article 18, Member States may require all- er-certain
oroups-of essential and important entities to eertify-certain-use trust services or notified
electronic identification schemes under Regulation (EU) No 910/2014.
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Article 29
Supervision and enforcement for essential entities

(...)

9.  Member States shall ensure that their competent authorities under this Directive inform the
relevant competent authorities within that same efthe Member State eeneerned designated
pursuant to Directive (EU) XXXX/XXXX [Resilience of Critical Entities Directive] when
exercising their supervisory and enforcement powers aimed at ensuring compliance of an
essential entity identified as critical, or as an entity equivalent to a critical entity, under
Directive (EU) XXXX/XXXX [Resilience of Critical Entities Directive] with the obligations
pursuant to this Directive. Where appropriate, Upenreguest-ef competent authorities under
Directive (EU) XXXX/XXXX [Resilience of Critical Entities Directive]; may request
competent authorities under this Directive may to exercise their supervisory and

enforcement powers en-in relation to an essential entity identified as critical or equivalent.

10. Member States shall ensure that their competent authorities under this Directive inform
the Oversight Forum pursuant to Article 29-(1) of Regulation (EU) XXXX/XXXX
[DORA] when exercising their supervisory and enforcement powers aimed at ensuring
compliance of an essential entity designated as critical ICT third-party service provider
pursuant to Article 28 of Regulation (EU) XXXX/XXXX [DORA] with the obligations

pursuant to this Directive.

Article 32
Infringements entailing a personal data breach

1. Where the competent authorities have indieations evidenee-established that the infringement
by an essential or important entity of the obligations laid down in Articles 18 and 20_of this
Directive entails a personal data breach, as defined by Article 4(12) of Regulation (EU)
2016/679 which shall be notified pursuant to Article 33 of that Regulation, they shall, without

undue delay, inform the supervisory authorities competent pursuant to Articles 55 and 56 of

that Regulation withinareasonablepertod-eftime.
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Article 3536
Review
Exercise of the delegation

(..)

these-regular-assessments:The power to adopt delegated acts referred to in Articles 18(6)
and-212) shall be conferred on the Commission for a period of five years from [...]

3. The delegation of power referred to in Articles 18(6) and-2H2) may be revoked at any time
by the European Parliament or by the Council. A decision to revoke shall put an end to the
delegation of the power specified in that decision. It shall take effect the day following the
publication of the decision in the Official Journal of the European Union or at a later date

specified therein. It shall not affect the validity of any delegated acts already in force.

Article 38
Transposition

1. By ... [18 24 months after the date of entry into force of this Directive], Member States shall
adopt and publish; by—824-menthsafter the- date-ofentry-intoforee-of this Directive—

the laws, regulations and administrative provisions necessary to comply with this Directive.

They shall immediately inform the Commission thereof.

They shall apply those measures from ... [one day after the date referred to in the first
subparagraph].

(..)
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Article 39
Amendment of Regulation (EU) No 910/2014

In Regulation (EU) No 910/2014, Article 19 ef Regulation(EtHNe-910/20H4-is deleted with

effect from... [-date of the transposition deadline of thise Directive].

Article 40
Amendment of Directive (EU) 2018/1972

In Directive (EU) 2018/1972, Articles 40 and 41 efDireetive-(E)20H84972-are deleted with
effect from... [-date of the transposition deadline of thise Directive].
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ANNEXES

With regard to trust service providers, a differentiation of the regulatory treatment between

non-qualified and qualified trust service providers could be envisaged with the following

proposed amendments in Annex I and I1:

i) In Annex I point 8:- qualified trust service providers referred to in point (19) (20)
of Article 3 of Regulation (EU) No 910/2014
ii) In Annex II point 6:- non-qualified trust service providers referred to in point (19)

of Article 3 of Regulation (EU) No 910/2014

With regard to providers of public electronic communications networks, a precision of the

regulatory treatment for micro and small enterprises could be envisaged with the following

proposed amendment in Annex I and I1:

i) In Annex I point 8: - Providers of public electronic communications networks
referred to in point (8) of Article 2 of Directive (EU) 2018/1972(26) or providers of
electronic communications services referred to in point (4) of Article 2 of Directive
(EU) 2018/1972 where their services are publicly available. This is not applicable to
entities that qualify as micro and small enterprises within the meaning of
Commission Recommendation 2003/361/EC.

In Annex Il point 6a (new) Digital infrastructure - Providers of public electronic

communications networks referred to in point (8) of Article 2 of Directive (EU) 2018/1972(26)

or providers of electronic communications services referred to in point (4) of Article 2 of

Directive (EU) 2018/1972 where their services are publicly available when they qualify as

micro and small enterprises within the meaning of Commission Recommendation

2003/361/EC.
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