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AIIOPAXH (KEIIITA) 2026/... TOY XYMBOYAIOY

™mgs...

vy v Tpomonoinon s ané@acng (KEIIIIA) 2019/797 oyeTiKG e meploprioTikd pétpa

Kata KopepvoemBécemv mov anmerrovv v 'Evoon 1 to xpatn péin g

TO *YMBOYAIO THX EYPQITAIKHE ENQXHY,
"Exovtag vwoyn ) Zuvnkn yuo v Evponaix) ‘Evoon, kot 1dimg o dpbpo 29,

"Exovtag vroyn v npdtacn tov 'Yratov Exnpoodnov g Evoong ya 0épata eEoteptkng

TOALTIKY|G KOl TOMTIKNG AGQOAELNG,
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Extipdvtag to akdlovba:
(1) 211¢ 17 Maiov 2019 to Zvpfoviio eEédmoe v andeacn (KEIIIA) 2019/7971.

(2) 210 TAaio10 TG O10pKOVS, EEATOMKEVIEVTG KO GUVTOVIGUEVNS dpdoTg TG Evoong kotd
TOV ETHOVOV TAPUYOVIOV KUPEPVOOTEIADY, OKT® PUGIKA TPOCOTO KOl TEGGEPLG
ovtotteG Ba TPEmeL va TPosTeBOVV GTOV KATAAOYO TOV TOPAPTILLOTOS TG OTOPAUOTG
(KEIIITA) 2019/797, o omoiog mepi€xel LGIKE Kol VOUIKA TPOCMOTOL, OVIOTNTES Kol POpPElg
OV TEAOVV VIO TEPLOPLOTIKA HETPA. Ta TpOSmTa Kot 01 ovTOTNTEG CLTEG ELOVVOVTAL Yol
KUPBEPVOETIOEGELS [LE CNUOVTIKO OVTIKTLTTO OV OTOTEAOVV EEMTEPIKT QTEIAN Y10 TNV

‘Evoon 1 ta kpdtn pén g, otnpilovv 1 eumiékoviol og tétolec KuPepvoentfEcels.
3) H anépaon (KEIIITA) 2019/797 Ba mpénel, cuvendc, vo Tpomomoin el avarldyme,

EZEAQXE THN ITAPOYXA AIIOOAXH:

1 Anopaon (KEIIITA) 2019/797 tov ZvpPovAiiov, g 17m¢ Maiov 2019, oyetikd pe
TEPLOPIOTIKA PETPA KT KLPepvoemBEésewv Tov amethovy v 'Evoon 1| ta kpdn péAn g
(EEL 12911tq¢ 17.5.2019, o. 13, ELI: http://data.europa.eu/eli/dec/2019/797/0j).
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http://data.europa.eu/eli/dec/2019/797/oj

Apbpo 1

To mapdptpa g andeacng (KEIITA) 2019/797 tpomomoteitanl GOUG®VA LE TO TAPAPTNLLOL TG

TOPOVCOC ATOPACTC.

ApBpo 2

H mapovoa andpacm apyilet va woyvel v nuépa dNpocievong g oty Exionun Epnuepioo g
Evpwraikns Evworg.

Lo o 2Zoufodiio
O/H Ipoedpog

8643/26 3
RELEX.1 LIMITE EL



HAPAPTHMA

To mapdptpa g andeaocng (KEIITA) 2019/797 tpormomoteitan mg e&ng:

1) Ot akdAovbeg kataywpioelg TpootiBevtar LITO TV EMKEPUAION «A. DVLGIKA TPOCWTO:
Ovopa Ytoryeia ToTOTNTAG Adyor Hy eporvia
KOTOy®PLoNG
«20. | Vitaly Buranuit Hukonaesud O Vitaly Kovalev givat av@tepo 6TEAEYOG TOV TPOYPUUUATOV +
Nikolayevich KOBAJIEB kaxopfoviov Aoyiopikod «Trickboty kot «Conti». Efvat eniong yveootog
KOVALEV Alhoc: e to dtadikTvakd yevdmvoua «Bentley», «Bergen», «Alex Konory,
' «Benny», «Ben» kot «Stern».
Bentl B Al . .
%Oil;r:y:ﬁzngriergg;» ox Ta wpoypappota Conti kot Trickbot dnpiovpyndnkay apyukcd Kot
«S tern»’ e ’ avortoyOnkav and ) Wizard Spider. H Wizard Spider £yt die€aydyet
EKOTPOTEIEG AVTPICUIKOV GE S1APOPOVS TOUEIS, CUUTEPIAAUPOVOUEVDV
Hpepounvia yévvnong: Bacdv vanpectdv, OTmG 1 vyela Kot 0 Tpameltkoc TopENS, EXEL
23.6.1988 TPOGPALEL VITOLOYIGTES GE OLO TOV KOGLO Kol TO KAKOBOLAO AOYIGUIKO
AtebBuvon: Serebristy Bulvar 34 | ™S éxet e€ehybel oe pa e€apetikd apBpwt covita KakdBovAiov
(Serebristyy Bul’var): krp 1- flt Aoyopkov. Exotpateieg tng Wizard Spider, mov ypnoyomotody €iom
528 197341 Ayia [etpodmoin KakOBovAov Aoyiopkov, 6nwg Conti kot TrickBot, svBovovtan yuo
Pooiki Opocmovdic onpovtikny otkovoukn (nud oty Evpomnaikt Evoon.
[0ayévewo: pootkn Katd ovvéneua, o Vitaly Kovalev gvBbvetar yia koPfepvoemiBéceis e
) ) GNUOVTIKO OVTIKTLTO, Ol OTOIEC AITOTEAOVV EEMTEPIKN OMEIAN YL TNV
DoLo: appev ‘Evoon 1 ta kpdtn péAn g Kot EPTAEKETOL GE TETOLEG
YVVOEOEUEVEG OVTOTNTEG: KuPepvoembEcerc.
TrickBot, Wizard Spider, Conti
* EE: va mpootebei n nuepounvia dnpocievong g mapovcas andQacng.
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. , . . Hpepopnvia
Ovopa Ytoryeia ToTOTNTAG Adyol KoTayGEING
21. | Alexander Anekcanap AnekcaHIpOBUY O Alexander Volosovik givat o 1d1okttng g Media Land LLC. Ané 1o +
Alexandrovich | BOJIOCOBUK 2016 n Bullet Proof Hosting service Media Land LLC dtevkoAbvel evpd
VOLOSOVIK H fo . Qaopa emBécemv KakOBovAow AoyiGHKol katd TG Evoong kot
pepounvia yévvnong: , , . N ; )
30.1.1983 TOYKOGUIWS, TPOGPEPOVTOS VINPEGTIES PIAOEEVING TOV OTOKPVTTOVY TNV
TOVTOTNTO TOV XPNOTOV KOl OVTIGTEKOVTOL GTHV OPOIPEST] TEPLEYOUEVOD
Tomog yévvnong: EXXA amo Tic opyEs emPoing tov vopov. H MEDIA Land LLC katéotnoe
0ayévewo: pootky duvatég PeyAAng KAMpoKaG EMLYEPNGELG AVTPICUIKOD, VN PEGIES
d1olknoNg Kot ELEYYOV KOl EMLYEPNCELG NAEKTPOVIKOD «WAPEUATOS) TOL
Apid. SwPatnpiov: 762988138 OTOYEVOLV KPIGUUES VITOSOUES KOl POCIKES VANPESIEG 0T KPATH UEAN,
dONO: Gppev LLE OTTOTEAEGLOL GNUOVTIKES OIKOVOLUKES CNUiEG. XTIC EMYEPNOELS TOV
SovOESENEvE OVIOTTEG: 618})1(07»1’)\/6111((1\/ a6 v Media Land LLC cvykataAiéyovrar ot LockBit,
Yalishanda, LARVA-34. EvilCorp kot BlackBasta.
podzemniyl, Ohyeahhellno, Katd ovvénewa, 1 Media Land LLC gumiéketon oe kuPepvoemiBéosig pe
Stas vl, downlow ONUOVTIKEG EMTTOCELG TOV GLVICTOVV EEMTEPIKT amen Yo v Evemon
B N T Kpdn péAn mge. Qg wwoktng g Media Land LLC, o Alexander
Volosovik guBoveton yia t1g kuPepvoemBEcelg Kot EUTAEKETOL OE QVTEG.
Yvvdéetan emiong pe v Media Land LLC.
* EE: va mpootebei n nuepounvia dnpocievong g mapovcas andQacng.
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Ovopa Ytoryeia ToTOTNTAG Adyol ]S;Tl Z‘))(((j)% ?::102
22. | Denis JHenuc OneroBuu O Denis Degtyarenko, GALlm¢ Dena, sivan Pdcog yakep yio tov CARR +
Olegovich JNETTAPEHKO (Cyber Army of Russia Reborn).
IEEGTYAREN AAo¢: «Denay O CARR &tvar vrehBuvog yro kuBepvoembBEsELS KT LVINPESIOV
Hygpopnvia yévwionc: avaykaiov yio ™ dwatpnon B’(xcmcov OLKOVOUIKADY Spfxcrn PLOTATOV KOt
KPIGILOV KPATIKOV AEITOVPYLDV GTO KPATN PEAT], KAOMG Ko KoTd
9.10.1989 , . . , p
vrodoudv otnv Ovkpavia Kot og GAleg Tpiteg yopes. O CARR
Tomog yévvnong: EXXA cuvoéetar e o Kopro Kévrpo Ewvwkav Teyvoroyudv (GTsST) evtdg g
[0ayévela: poctkh Kevtpwng Atevbvvong tov N'evikod Emtedeiov tov Evoniov Avvéapewv
¢ Poowmg Opoonovdiog (GRU).
dolro: dppev )
) ] To GTsST eEaxorovbel va Tpaypotomolel kuPepvoemBécelg Katd g
Atevhovon: 130 Lenina Avenue, | Eyqong v tov kpatdv pekdv me. Etovg otdyoug Tov CARR
Novy Gorod rr‘11crod1str1ct’, Orsk, | nepilapBavoviar KuBEpVNTIKOL OPYAVIGHOL, XPIHOTOTIOTOTIKG
Orenburg I,{eglon, Pooum 1BpouaTa, HEGH EVIUEPMOTS KOl KPIGIHES DVTOSOUES OTA KPATN HEAT KoL
Onoonovdia otic Hvopéveg ITohrteieg. O CARR éyel mparyatonomoet
Katavepnuéveg embécelc apvnong vampesiog (DDoS) oty Ovkpavia
KoL Koté KuPBepvnoemv Kol ETOPELDV TOV BPIicKovIon G€ YMDPEG Ol OTOleg
&yovv otnpi&et v Ovkpavia.
Katd ovvénela, o Denis Degtyarenko, Bacikodg yaxep v tov CARR,
EUTAEKETOL GE KVPEPVOEMIDETELS UE CNUAVTIKEG EMMTMOCELS,
GUUTEPIAAUPAVOUEVOV OTOTEPOV KVPEPVOETIOEGEDVY LUE OLVNTIKA
ONUAVTIKEG EMMTMOGELS, OL OTOIEG CLVIGTOVV EEMTEPIKT| OMEIAT] Y10 TA
Kpdtn pEAN, Kabog kot katd tpitwv kpatmv. Qg pédog tov CARR,
cuvoéetar eniong pe to GTsST.
* EE: va mpootebei n nuepounvia dnpocievong g mapovcas andQacng.
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. , . . Hpepopnvia
Ovopa Ytoryeia ToTOTNTAG Adyol KoTayGEING
23. | Yuliya 1Omus BnagumupoBaa H Yuliya Pankratova givon Pocida ydxep mov epyaleron yio tov CARR +
Vladimirovna | [IAHKPATOBA (Cyber Army of Russia Reborn) kot idpvoe ko eEakorovbei va
PANKRATOV Alhoc: «YULYA» gpyaletot yuo v opddo Z-Pentest.
A Hugpopmvia yévwnong: 6.4.1984 O CARR eivar vtevBuvog yio koepvoeniféceic Katd VInpecIOV
avayKoimv yio T dt)pnon PactKdV 01KoVOUIKOV OpOacTPLOTTOV Kot
Tomog yévvnong: EXXA KPIGIL®V KPOTIKGOV AEITOVPYLAVY 6T Kpdtn HEAT, Kabdg Kot Katd.
0ayévewo: pootky vrodopmv otnv Ovkpavia kot oe dAleg Tpiteg ydpes. O CARR
ocuvoéetar pe o Kopro Kévrpo Ewdikmv Teyvoroyimv (GTsST) evtdg g
Do2ro: Oiv Kevrpumg Atevbuvong tov I'evikov Emitedeion tov Evomiov Avvapewv
AevBvvon: 130 Lenina Avenue, | ™S Pootnig Opoonovéiog (GRU). To GTsST eakorovbei va
Novy Gorod microdistrict, Orsk, | TPOYHOTOTOLEL KuPepvoemiBéoelg Katd g Evoong 1 tov Kpatdv Heddv
Orenburg Region, Poou mG. Z10ovg 6T0Y0VG Tov CARR meprhappdvovtar kufepvnticot
Opoomovdio 0pYOVIGLOL, YPNUOTOTIOTOTIKA WOPVLOTA, LEGH EVIULEPOONG KO
Kpioeg vwodopég ota kpdtn pwéAn kot otig Hvouéveg IMolrteieg. O
CARR éyel mporypotonomoet KoToveunUEVES ETBEGELS APVNONG
vanpeciog (DDoS) oty Ovkpavia kot Kotd KuBeEpVGE®Y Kot ETOPEIDV
mov Ppickoviot 6 YOS o1 omoieg £xovv otnpi&et Tnv Ovkpavia.
* EE: va mpootebei n nuepounvia dnpocievong g mapovcas andQacng.
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Ovopa

Ytoryeia ToTOTNTAG

Adyol

Hpepounvia
KATOYMPLONG

H Z-Pentest givor vrevBovn yio koPepvoemiBEcelg e onUavTiKeg
EMATAOOCELS, LETAED AAAL®V, KATA DINPESIOV TOL Eival amapaiTnTES Yo
T JTNPNoT PACIKOV dPACTNPLOTIITOV GTO KPATN UEAN.

Katd ovvéneta, n Yuliya Pankratova, Pacikn yakep yio tov CARR ko
) Z-Pentest, epmiéketon o€ KoPepvoemBECELG LE ONUAVTIKEG
EMATOOCELS, CUUTEPIAAUPOVOUEVOV OTOTEIP®V KLPEPVOETIOEGEWV e
SLVNTIKG GNUAVTIKEG EMTTMOGELS, Ol OTOIEG CLVIGTOVV EEMTEPIKT] OMEIAN
Yo TOL KPATN PEAT, KaODG Kol KOTA TPITOV KpaTdV. ZuvOEeTal Emiong 1e
™ Z-Pentest.
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Ovopa

Ytoryeia ToTOTNTAG

Adyol

Hpepounvia
KATOYMPLONG

24.

Maksim
Evgenevich
VORONIN

Maxkcum EBresresuu
BOPOHUH

AAo¢: «Daugn0»
[Bayévewn: poown (swalopevn)

dvlro: dppev

O Maksim Voronin, GAlm¢ Daugn0, spumAéketon otnyv avémtoln,
dlovopn| Kot TOANGM Tov kKakoBovAov Aoyiopikod LummaC2 wov
VROKAETTEL TANpOPOpies (YvoTov kKot wg Lumma Infostealer, Lumma
Stealer).

To LummaC2 givan pua mhatedpuo Malware-as-a-Service (MaaS), n
omoia ypnooTotEiTaL Yo TV KAOTY evaicintwv dedopévmv,
SmIoTELTNPI®V PLAALOUETPNTN, KPLTTOTOPTOPOALDV 1| TANPOPOPLOV
GLGTAUATOG, YIoL TNV avATTLEN TPOSHETOV KaKOPOVAOL AOYIGUIKOV GE
LOAVGUEVEG GUGKEVES, Y10 KAOTT) KPLTTOVOLUUGLATMV KO Y10
EKOTPATEIEG KATAGKOTEIOG.

O xuBepvosmBéoelg pe kokoBovio Aoyiopikd LummaC2
YPNOCILOTOLOVVTAL ETIOTG OO TAPAYOVTEG KUPBEPVOUTEIADV LE
owkovoukd kivnpa, m.y. Storm-113, Storm-1607, Storm-1674, Octo
Tempest kKAn. To kax6Bovro Aoyiopikd LummaC2 €yet ypnoipomon el
Yo KuPepvoemBEGELS KATA KPIGIU®V KPATIKOV AELITOVPYUDV Kot
VANPESUDY TOL £ival OmapaitnTES Yo TN O1THPNOT TOV PACIKOV
KOW®VIK®V KOl OIKOVOULK®OV OpUGTNPLOTHTOV TOV KPOT®OV HeAdV. To
2024 xon 1o 2025 to LummaC2 ftav éva and ta TAEov

AP CLOTOLOVLEVE, EPYOAELD Y10 TNV VITOKAOT TANPOPOPLOV

TOYKOG UG,

Katd ovvénela, o Maksim Voronin, og @opéag avantuéng, otevouns Ko
noAnong tov LummaC2, gpmAéketon kot dlevkoAvvel KuPepvoembéoelg
LLE CNUOVTIKES EMMTAOGELS, Ol OTOIEG GLVIGTOVV EEMTEPIKN OEIAN Y10, TO.
KpaTn uEAN.

+

+

EE: va mpootebei n nuepounvia dnpocievong g mapovcas andQacng.
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Ovopa

Ytoryeia ToTOTNTAG

Adyol

Hpepounvia
KATOYMPLONG

25.

Maksim
Aleksandrovich
GORDIENKO

AMoc: Maxim
Alexandrovich
GORDIENKO

Makcum AnekcanapoBUY
IF'OPAMEHKO

AMo¢: «Lummaseller»
[Bayévewn: poown (swalopevn)

dovlro: dppev

O Maksim Gordienko, &AAwg Lummaseller, coppetéyel oty avantoén
Kot dtavopn| Tov kKakdBoviov Aoyropikon LummaC2 mov vrokAéntel
TAnpoeopies (yvootov ko wg Lumma Infostealer, Lumma Stealer).

To LummaC2 givon pio mhoatoppo Malware-as-a-Service (MaaS), n
omoia ypnoipomoteitorl yio v KAom evaictntwv 6edopévmy,
STIGTELTNPI®V PLAAOUETPNTN, KPLLTOTOPTOPOALDV 1| TANPOPOPLDV
GLGTNUATOG, Y10 TNV avATTLEN TPOGHETOL KakOBOLAOL AOYIGUIKOV GE
HLOAVGUEVEG GUGKEVES, Y10l KAOTY] KPLTOVOUGUATOV KOl Y10l
exotpoateieg Kataokoneiog. O kuPepvoembéoelg pue Kakdfovro
Aoylopko LummaC?2 ypnoipomotodvral eniong amd mapdyovteg
KuPepvoanel®dv pe owovouka kivntpa, m.y. Storm-113, Storm-1607,
Storm-1674, Octo Tempest kAn. To kak6povrio Aoyiopiké LummaC2
&xet ypnoworomBel yio kuPepvoemiBEcelg Kot KpIGL®mY KPATIKMV
AELTOVPYIOV KoL VINPEGLOV TOL EIVOL OTAPAITNTES Y10 TN SLOTHPNON TOV
BacIKOV KOWVOVIKOV KOl OIKOVOUK®OV dPAGTNPLOTHTOV TOV KPUTOV
peAwv. To 2024 kot to 2025 1o LummaC2 frav éva omd ta mAéov

AP CLOTOLOVLEVE, EPYUAELD Y10 TNV VTOKAOT] TANPOPOPLOV

TOYKOG UG,

Katd ovvénewa, o Maksim Gordienko, og popéag avdmtvuéng, dtovoung
Kol TwAnong tov LummaC2, spumiéketonl Kot O1EVKOAVVEL
KLPBEPVOEMOEGELS LLE ONUAVTIKEG EMMTMOGELS, Ol OTOIEG GLVIGTOVV
eEMTEPIKT AMEIAT] Y10 TAL KPATN LEAN.

+

+

EE: va mpootebei n nuepounvia dnpocievong g mapovcas andQacng.
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Hpepounvia

Ovopa Ytoryeia ToTOTNTAG Adyol KoTayGEING
26. | Evgeniy EBrenuii BukropoBuu O Evgeniy Bashev eivai pélog tng pmotkig oTPOTIOTIKNG VINPEGING +
Viktorovich BAILIEB minpoeopidv GRU, Unit 29155. Evtog g povadag vrootnpilet ko
BASHEV O1evKoAbVEL KUPEPVOETIOECELS ULE OTIUAVTIKEG ETMTMOGELS KOTA TV
Hpepopunvia yévvnong: KPOTOV HEADV, HeTAED GAL®V Héow TOL EAEYYOL TOL eELTNPETNTA
25.1.1980 «Aegony, 0 0molog YPNCILOTOLEITAL Y10 EMLYEIPT|OELS SIKTLOTOPOPI0OTG.
Témog yévwnong: EXZA Ewdwkdtepa, mapéyet teyvikn KoL VMK VTOGTNPIEN OTIC
) ) kuPepvoemBéoerg tng GRU Unit 29155 péow g etanpeiog tov
[Bayévern: pooum «Impuls» LLC, n onoia d1evkdALVE TNV EMLYEPNCLOKT KAALYT, TIG
dONO: Gppev VTOOOUES KOl TIC TANPOUES, KOBMG Kot vd dlayeipion texvikd péca,
, , GUUTEPIAAUPOVOUEV®V OLOKOULGTOV, TTOL YPNCLLOTOIOVVTOL Y10, TIC
ZDVE}SSgueva'np 05O KuPepvoemBécels. uvtovice eniong tn cvvepyosio Hetald Tmv dopmv
Den}s Igorev1ch Demsg:nko, g GRU kot tov e£mtepikdv diktowv ydkep. Ot kuPepvoemiBéoelg Tic
Yur}y .Fed0r0V1c.h Denisov, omoieg d1evkOAVVE glyov ¢ 6TOHYO POCIKA GLOTNLATO KOL VTNPEGIES
Dpntny Yuryevich (,}OIOShubOV’ KPOTIKOV AELITOVPYUDOV TOV EIVOL OTOPOLTTO YiaL T S10THpnon
Nikolay Alexandrowch OVLGLOCTIKOV KOWVMVIK®V 1| OIKOVOUKADV dPOGTNPLOTHTOV GTO KPATN
Korchagin HEAT, 101w oTOV TOUEN TV PETAPOPOV. MEom NG exoTpaTEing
Yuvoedeléveg ovTOTNTES: WhisperGate, 1 GRU Unit 29155 otdyeve eniong Kpioieg vwodopés g
GRU Unit 29155, Ovkpaviag.
«Impuls» LLC
* EE: va mpootebei n nuepounvia dnpocievong g mapovcas andQacng.
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Ovopa

Ytoryeia ToTOTNTAG

Adyol

Hpepounvia
KATOYMPLONG

Q¢ ex To0TOL, 0 Evgeniy Bashev mapéyet texvikn kot VAIKY vrootipién
N eumhéketal pe GAAovV TpéTo o€ KVPEPVOEMOEGELS [LE ONUOVTIKEG
EMMTOGELS, CLUTEPIAAUPOVOLEVDVY KO OTOTEPDOV KLPEPVOETIOETEWV
Le SLVNTIKA CNUAVTIKEG EMMTMOCELS, O1 OTOIEG CLVIGTOVV EEMTEPIKN
OTEIATN Y10 TO. KPATN HEAN, KaBDG Ko KOPEPVOETIOEGELS LE ONUOVTIKES
EMNTOGELS KOTA TPITNG YOPOGS.

Q¢ 1O10KTNTNG KO YEVIKOG O1EVBVVTING, GUVOEETAL e TV £TOpEia
«Impuls» LLC.

Q¢ pérog g GRU Unit 29155, cuvdéetan emiong pe v ev AOY®
ovtoTNTO.
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Hpepounvia

Ovopa Ytoryeia ToTOTNTAG Adyol KoTayGEING
27. | Roman Poman AnekcanapoBuy O Roman Puntus givor péloc g poc1KnG OTPATIOTIKNAG LINPEGIG tyye
Alexandrovich [IVHTYC manpoeopidv GRU Unit 29155. Evtog ¢ povddag, dtadpapotilet
PUNTUS NYETIKO POAO GTNV OPYAVOGT] KOl TOV GUVTOVIGUO KLPBEPVOEMIBECEWV U
Tomog yévvnong: Poowkn ONUOVTIKEG EMTTOCELS KATA TOV KPATDOV peAdV. Yrootnpilel eniong
Opocmovdia NV avATTLEN TNG ECMTEPIKNG KLPEPVOIKAVOTNTOS TG LOVADOC,
[0ayéveta: pootkn GUUTEPIAAUPOVOUEV®V TNG TPOGANYTG KOL THG ETOTTEING TPOSMOTLKOV,
) ) OTMC YOKEP KL TPOYPOULATIOTOV. Mg T o0otaom e etarpeioc-
Dovro: dppev nponétacpa «Aegeon-Impulse», S1e0KOAVVE TIC VMKOTEXVIKES KO
TovSedeéva TPOCMTOL: OIKOVOUKEG TITUYES TV EMYEPTCEMV GTOV KLPEPVOYDPO. YTIO TOV
Denis Igorevich Denisenko, GLVTOVIGUO TOL, 1] Hovada dte&nyaye KuPePVOETIOEGEIC TOV Elyav ®C
Yuriy Fedorovich Denisov, 6100 PACIKA CLGTHLOTO KO VTINPEGIEG KPATIKAOV AEITOVPYIDV TOV
Dmitriy Yuryevich Goloshubov, | €lvot omapaitnta yio ) d10tiipnon OVGLIGTIKAOV KOWOVIKGOVY 1)
Nikolay Alexandrovich OKOVOLKADV dPACTNPLOTATOV GTO KPATN LEAT, 101G GTOV TOUEN TOV
Korchagin, uetagopmv. Méow g exotpoteiog WhisperGate, n GRU Unit 29155
Evgeniy Viktorovich Bashev oTO)EVE ETioNG Kpioweg vodoués g Ovkpaviag.
YVVOEOEUEVEG OVTOTNTEG:
GRU Unit 29155
* EE: va mpootebei n nuepounvia dnpocievong g mapovcos amdQacg.
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Ovopa

Ytoryeia ToTOTNTAG

Adyol

Hpepounvia
KATOYMPLONG

Q¢ ek To0TOV, 0 Roman Puntus guBvvetar 1 epmiéketon pe GALOV TpOTO
0€ KUPEPVOETIOEGELC LE CNUOVTIKES EMTTMGELS, GCUUTEPIAAUPAVOLEVOV
KOl ATOTTELP MV KVPBEPVOETIOETEWV LE SVVITIKG ONUAVTIKEG ETIMTMGELS,
01 0TO{EG GLVIGTOVV EEMTEPIKT GMEIAN Y10 TR KPATN HEAN, KOOMG Kot
KUPEPVOETMOEGELS [LE GNUOVTIKESG EMTTOCELS KATA TPITNG YDPOC.

Q¢ péhog g GRU Unit 29155, cvvdéeton smiong pe tnv ev A0yw
ovTOTNTO.

8643/26
ITAPAPTHMA

RELEX.1 LIMITE
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2) Ot ax6Aov0eg Kataywpicelg mpootiBevial KAt amd Vv emike@aiidoa «B. Nopukd tpdcsmma, ovtdTnTeg Kot popeioy:
. . , . Hpepopnvia
Ovopa [TAnpopopieg Tavtomoinong Adyol Koo BpIoNC
«8. | Media Land LLC | AebBvvon: Tsvetnochnaya st., 16 | Anwo to 2016 1 Bullet Proot Hosting service Media Land LL.C +
Litera P, Room 27, Moskovskaya O1EVKOADVEL VPV PACHO EMBEGEMV KAKOBOVAOL AOYIGHIKOV KOTA
Zastava Municipal District TOV KPOTOV HEADV KOl TOYKOGUIMG, TPOGHEPOVTAG VI PECIEG
St Petersburg, 196006, Poouc] (ptkogsytag MOV AMOKPHRTOLY TNV TAVTOTNTA TV XPNOTAV KoL
o 5t OVTIGTEKOVTOL GTNV OPOIPEST] TEPLEYOUEVOL OO TIG APYES
HooToVdia . . . . .
eMPOANG TOL VOLOVL, LE ATOTEAECLLO OTUAVTIKEG OTKOVOUIKES
ToYmog ovtomtag: {nuiec. H MEDIA Land LLC katéomnoce duvatég ueying
Etaipeia [epopiopévng Evbovng KMUOKOG ETLYEIPNGEIS AVTPIOUIKOD, DITNPEGIES O101KNOMNG KO
Témoc eyypugiic o8 uTpdo: Ayio akéquv Ko 81;51)(81[)1:]081@ n?u?mpovu(m') <f\|1(xpéu(xr(,)g» mov
TeTpodmoin OTOYXEVOLV KPioes VITOSOUES Kol Pacikég VINPEGieg PETAED TV
) ) ) KPOTOV HEADV. LTIG EMYEPNCELS TOV OLELVKOAVVONKAV ad TNV
Huepopmvia eyypaeng og pmtpdo: | Media Land LLC cvykotahéyovron ot LockBit, EvilCorp kot
19.10.2015 BlackBasta.
ApBpog pmtpdov: 1152536009900 | K grg cuvéneia, n Media Land LLC epmhéketon oe
Kbprog tomog dpastnprotitev: KUPBEPVOEMOEGELS LLE ONUAVTIKEG EMMTMOGELS, Ol OTOIEG GLVIGTOVV
Avyia [Tetpovmoin, Pookn eEOTEPIKT OmEM] Y100 TOL KPATN MEAN.
Opocmovoia
Yuvoedepévn ovtotta: ML.Cloud
* EE: va mpootebei n nuepounvia dnpocievong g mapovcas andQacng.
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Huepounvia

Ovopa [TAnpogopieg Tavtomoinong Adyol KoTayBIONG
9. | ML.Cloud AtevBuvon: Brivibas iela 52, Riga, | H ML.Cloud &ivot n adeAor| stanpeion g Media Land LLC ko +
LV-1011, Latvija'Pocwm TapEXEL TV TEYVIKN vmooour] yio tv Media Land LLC.
Onoonovdia, Kazan, Amo6 10 2016 n Bullet Proof Hosting service Media Land LLC
Peterburgskaya st. 52 dtevkoAvVeL eVpY PAGO EMBECEDY KOKOPOVAOL AOYICUIKOD KAT
Témoc eyypagfic o8 Tpdo: TOV KPATOY HEADV KoL mayKOoH{ms, TPOCEPOVTAG VNPEiES
. QUAOEEVIOG TTOV OTOKPVTTOVY THV TAVTOTNTO TOV XPNOTAOV KO
Piya
OVTIOTEKOVTOL GTNV 0POIPECT] TEPLEYOUEVOV ATO TIG OPYES
Zovdedeuévo 759600?“03 EMPOANG TOL VOLOVL, LE ATOTEAECLLO OTUAVTIKEG OTKOVOUIKES
Alexander Volosovik {nuiec. H MEDIA Land LLC kotéotnoe Suvotéc peyoing
AMEC GUVSESENEVES OVTOTITEC: KAMUOKOG ETLXEPNGELS AVTPLIGHIKOD, VIINPESieS S10ikNnoNg Kot
Media Land LLC ELEYYOV KOl EMLYEPTOELG NAEKTPOVIKOD «YAPELLATOS) TOV
6TOYEVOVV KPIGIUEG VITOJOUES Kot PACIKES VINPECTEC HETOED TV
KPOTOV HEADV. LTIG EMYEPNOELS TOV OLELVKOAVVONKAV amd TNV
Media Land LLC ovykataiéyovtar ot LockBit, EvilCorp kot
BlackBasta.
Q¢ ek tovtov, N Media Land LLC guniéxeton oe
KLPEPVOEMBEGELS, O1 OTOTEG GLVIGTOVV EEMTEPIKT| OMEIAT| LLE
ONUOVTIKEG EMMTAOCELG Y10, TOL KPATN WEAT.
Katé ovvéneo, n ML..Cloud mapéyet texvikt vrootpien yio
KUPBEPVOEMOEGELS LLE GNUAVTIKEG EMMTMOGELS, Ol OTOIEG GLVIGTOVV
eEMTEPIKN AMEAN Y10 TOL KPATN WEAN .
* EE: va mpootebei n nuepounvia dnpocievong g mapovcas andQacng.
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Huepounvia

Ovopa [TAnpogopieg Tavtomoinong Adyol KoTayBIONG
10. | «Impuls» LLC OO611ecTBO ¢ OrpaHUYEHHOMN H «Impuls» LLC givar pooikn| etoupeio mov avikel otov Evgeniy +
OTBETCTBEHHOCTHIO «IMITYITHCY Viktorovich Bashev, 1iéAog th¢ poGikig GTPATIOTIKNG VINPEGTOG
AtgoBuvon: 344015, Russian n?mp,o(popwb\,/ GRU Unit 29155. Hrawlpsia nal?éxa TEXVIKN Kol
Federation, Rostov Region, Rostov- VAIKY vnosrnpt&n o€ KDﬁSpVOSTEl@SGSl,g KO AMOTEPES
on-Don. ul. Eremenko. d. 56. k. 6 KuPepvoemiBécemv mov mpaypatorotei 1 GRU Unit 29155.
apt. 88 ’ ’ 7 | Ewdweotepa, 1 «Impulsy LLC Aettovpyel g entyeipnolokog
OloecOAPNTNG TOL KAOIGTA duVaTH| TV EKTEAECT)
TYmog ovromtag: dpacTNPLOTATOV OV GYETILOVTOL PE TN dKTLOTAPOPlOCT) HECH
Etaipeia ITepopiopévng Evbovng etapeiog mov dev cuvdéetat enionpa e T0 pOGIKO KPATog.
TomOg £YYPAPHC GE LNTPGO: AlevkOALVE TNV EMYEPNCLOKT KAALYN, TIC VTOSOUES KO TIG
Interdistrict Inspectorate of the TANPOUES Yo KUPEPVOEMBETELS KOt GLUVOEOMKE LE TEYVIKA LETAL,
Federal Tax Service No. 26 for the | SUHTEPLOUBAVOUEVOV SLOKOMIGTAOV OV YPNOHOTOOHVTAL Y10l T
Rostov Region, 344019, Rostov- ompiEn dpactnplottev diktvorapaficons. Ewdwotepa, n
on-Don, ul. Myasnikova, d. 52/32, «Impuls» LLC katéomnoe duvat T cuvepyacio HETAED SOUmV
Pwotkr Opoomovdio ™ GRU kot eEmteptk®dv diktvmv yakep. Ot emyelpnoelg otov
) ) ) KuPBepvoydpo mov dtevkorvvovtar amd v «Impuls» LLC
Huepopmvia eyypagng 68 ITpmo: | groyehovy Pacicés KpaTikéc AElTovpyles Kot vnpesieg Tov eivor
27.9.2010 OVOYKOIES Y10 TN O10TPTGT) OVGLUCTIKAV KOWVMOVIKMOV Kol
OKOVOLKADV dPAGTNPLOTHTOV GTO KPATN LEAT, 101G GTOV TopéN
TV petapopav. Méow g exotpateiog WhisperGate, n GRU Unit
29155 otdyeve emiong kpiciueg vrodopég g Ovkpaviag.
* EE: va mpootebei n nuepounvia dnpocievong g mapovcas andQacng.
8643/26 14
I[TAPAPTHMA RELEX.1 LIMITE EL



; , , . Hpepopnvia
Ovopa [TAnpogopieg Tavtomoinong Adyol KoTayBIONG
ApOudc untpdov: Q¢ ex TovTOoL, N «Impuls» LLC mapéyetl texviKn Kot VAIKN
INN (MHH): 6168033776° VTooTNPIEN N eumAEKeTaL Lie dAAOV TpOTO Ge KuPepvoemiBécelg e
OGRN (OI'PH): 1106194004850 ONUOVTIKEG EMMTMOCELG, 01 0TO1EG CLVIGTOVV EEMTEPIKN OMEIAT Y10
Kbpioc 76m0c Spostnplothtay: 0 Kphn WEAT, ’KOLG’COQ Ko KVPEPVOETOETELG e ONUAVTIKES
Pwoth Oposovdia EMNTMOGCELG KOTA TPITNG YDPOS.
Youvdedepéva TpOowmaL:
Evgeniy Bashev
Yuvdedepéveg ovIOTNTES:
GRU Unit 29155
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; , , . Hpepopnvia
Ovopa [TAnpogopieg Tavtomoinong Adyol KOTOYBPIOTC
11. | Z-Pentest AMoc: «Z-Pentest Alliance», «Z- | H Z-Pentest givot o grAopmotkt opddo axtifiotdv yaxKep, .
Alliance» amotelovpevn amd pueAn tov CARR (Cyber Army of Russia
Kibpioc T6moc SpacTnplotuav: Reborn) ka1 tov NoName057, 11 onoia 6Toyevel G VTOOOUES
Pootch Ouostovsia ’ CoTikng onpaciog ava Tov KOO0, 10img GTOV TOUEN TNG EVEPYELNS
it Kol TOV VOATOV.
Youvdedepé ) : Yuli
Pzzkfati) LL 8;/“ pOcHTA. Y ullya Ewdwdtepa, 1 opdda emttédnie oe davikn enyeipnon vépevong tov
Agxépppro tov 2024.
PANVEREATE: ) :
le/)e? Agfrlri/ gg()f(‘)\lgl(l);;}:;é ARR Qg ek TovTOL, M| Z-Pentest evBHveTon yia koPfepvoemiBécelg pe
Y Y ONUAVTIKEG EMMTMOGELS, Ol OTOIEG GLVIGTOVV EEMTEPIKT| OMEIAT] YLO
Aoyopracuog X.com: ZPentest T0 KPATN PEAT.
(éxer avaotarel n Aettovpyia)
Aoyapraouodg Telegram:
Zpentestalliance
+ EE: va mpootebel n nuepounvio dnpocicvong g mopodoag andpacnc.
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