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HAVE ADOPTED THIS DIRECTIVE:

Chapter 1

General provisions

Article 1

Subject matter and scope

1. This Directive establishes rules for the exchange of information between the law

enforcement authorities of the Member States where-neeessary for the purposes of

preventing, detecting or investigating criminal offences.

In particular, this Directive establishes rules on:

(a)

(b)

(©)

(d)

requests for information submitted to the Single Points of Contact established o#
designated by the Member States, in particular on the content of such requests, the
provision of information pursuant to such requests, mandatory time limits for

providing the requested information, and the reasons for refusals of such requests

the own-initiative provision of relevant information to Single Points of Contact or to
the law enforcement authorities of other Member States, in particular the situations

and the manner in which such information is to be provided;

the channel of communication to be used for all-exchanges of information under this
Directive and the information to be provided to the Single Points of Contact in
relation to exchanges of information directly between the law enforcement

authorities of the Member States;

the establishment, tasks, composition and capabilities of the Single Point of Contact,
including on the deployment of a single electronic Case Management System
providing the functions and capabilities set out in Article 16(1) for the fulfilment
ofits tasks set out in Article 14(2).

8267/1/22 REV 1 CD/mr 2

JAL1 LIMITE EN



2. This Directive shall not apply to exchanges of information between the law enforcement
authorities of the Member States for the purpose of preventing, detecting or investigating
criminal offences that are specifically regulated by other acts of Union law. Without
prejudice to their obligations under this Directive and other acts of Union law,
Member States may adopt or maintain provisions further facilitating the exchange of
information between the law enforcement authorities of other Member States for the
purposes of preventing, detecting or investigating criminal offences, including by

means of bilateral or multilateral agreementsor-arrangements concluded by the

Member States.
3. This Directive does not impose any obligation on Member States to:

(a) obtain information by means of coercive measures;-taken-in-accordance-with-national

(b) store information for the sole purpose of providing it to the law enforcement

authorities of other Member States referred-to-inpoint(a);

(¢) provide information to the law enforcement authorities of other Member States to be

used as evidence in judicial proceedings.

4. This Directive does not establish any right to use the information provided in accordance
with this Directive as evidence in judicial proceedings. The Member State providing the
information may give consent for its use as evidence in judicial proceedings, through

the use of instruments regarding judicial cooperation in force between the Member

Statesat-thetimeof provision-of-theinformeation.
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Article 2

Definitions

For the purpose of this Directive:

(1)

(1a)

)

€)

'law enforcement authority' means any authority of the Member States competent
under national law for the purpose of preventing, detecting or investigating criminal
offences, including such authorities that take part in joint entities set up between
two or more Member States on the basis of bilateral or multilateral
arrangements for the purpose of preventing, detecting or investigating criminal
offences. Agencies or units dealing especially with national security issues and
liaison officers seconded pursuant to Art. 47 of the CISA are not covered by this

definition of law enforcement authority;

‘designated law enforcement authority’ means a law enforcement authority that
is authorised to submit requests for information to the Single Points of Contact

of other Member States in accordance with Article 4(1);
'serious criminal offences' means any of the following:

(a) offences referred to in Article 2(2) of Council Framework Decision

2002/584/THAY,

(b) offences referred to in Article 3(1) and (2) of Regulation (EU) 2016/794;

'information' means any content concerning one or more natural or legal persons,
facts or circumstances relevant to law enforcement authorities for the purpose of
conneetionto-the-exercisinge-of their tasks under national law of preventing,

detecting or investigating criminal offences or criminal intelligence;

1 Council Framework Decision 2002/584/JHA of 13 June 2002 on the European arrest
warrant and the surrender procedures between Member States (OJ L 190, 18.7.2002, p. 1).
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4

©)

(6)

(7

®

'available' information means information that is either held by the Single Point of
Contact or the law enforcement authorities of the requested Member State (direct
access), or information that those Single Points of Contact or those law enforcement
authorities can obtain from other public authorities or from private parties established
in that Member State, where permitted by and in accordance with national law,

without coercive measures (indirect access);

‘SIENA’ means the secure information exchange network application, managed and
developed by Europol, aimed at facilitating the exchange of information between

Member States and Europol;

‘personal data’ means personal data as defined in Article 34, point (1) of Regulation
Directive (EU) 2016/68079;

‘requesting Member State’ means the Member State whose Single Point of
Contact or designated law enforcement authority submits a request for

information in accordance with Article 4;

‘requested Member State’ means the Member State whose Single Point of

Contact receives a request for information in accordance with Article 4.

Article 3

Principles of information exchange

Member States shall, in connection to all exchanges of information under this Directive, ensure that:

(a) anyrelevantinformation available to their Single Points of Contact or-the law
enforcement authorities ef-Member-States can be is-provided to the Single Points of
Contact or the law enforcement authorities of other Member States in accordance
with this Directive (‘principle of availability’);
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(b) the conditions for requesting information from the Single Points of Contact erthe
law-enforeementauthorities of other Member States, and those for providing
information to the Single Points of Contact and the designated law enforcement
authorities of other Member States, are equivalent to those applicable for requesting
and providing similar information frem-and-te-theirownltaw-enforeement-avthorities

at national level (‘principle of equivalent access’);

(c) information provided to the Single Points of Contact or the law enforcement
authorities of another Member States that is marked as confidential is protected by
them ese-law-enforcementautherities-in accordance with the requirements set out in
the national law of that Member State offering a similar level of confidentiality

(‘principle of confidentiality’).

(d) where the requested information has initially been obtained from another
Member State or a third country, such information may only be provided to the
law enforcement authority of another Member State or Europol with the

consent of and according to the conditions imposed on its use by the Member

State or third country that initally provided the information, unless that
Member State or third country has granted its prior consent to such provision

of information (" principle of data ownership").
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Chapter 11

Exchanges of information through Single Points of Contact

Article 4
Requests for information to the Single Point of Contact

1. Member States shall ensure that the request for information that their Single Point of
Contact and, where they have so decided, thei+designated law enforcement authorities
submit requestsfor-informationto the Single Points of Contact of another Member States
inaeeordanee-comply with the conditions set out in paragraphs 2 to 5.

Member States shall notify the Commission with the list of law enforcement
authorities designated at national level to submit requests for information directly to
the Single Points of Contact of other Member States. They shall update that
information where necessary. The Commission shall publish those notifications, as
well as any updates thereof, in the Official Journal of the European Union.
Where-a-Member States i — it its-Si i 5t

Ceontact-of other Member-Statesit-shall ensure that theseir designated law enforcement

authorities send, at the same time as submitting such requests, a copy of those requests;-ané

of any-othercommunicationrelating thereto; to the Single Point of Contact of that Member

State. For the exceptional reasons set out in paragraph 1a, Member States may decide

to permit their designated law enforcement authorities not to send such a copy.
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1a.

Member States may decide to permit their designated law enforcement authorities
not to send, at the same time as submitting requests in accordance with paragraph 1,
a copy of those requests to the Single Point of Contact of that Member State in the

following cases:

(a) highly sensitive investigations which need an appropriate level of confidentiality

for the processing of their information, suchas-on-espionaceor-corruptiorn where

the investigation could be jeopardised;

(b) terrorism cases not involving emergency or crisis management situations;
(c) protection of victims and witnesses.

Requests for information to the Single Point of Contact of another Member State shall be

submitted only where there are objective reasons to believe that:

(a) the requested information is necessary and proportionate to achieve the purpose

referred to in Article 1(1);

(b) the requested information is available to the Single Point of Contact law
enforeementautherities of that erequested Member State.

Any request for information to the Single Point of Contact of another Member State shall

specify whether or not it is urgent.

Those requests for information shall be considered urgent if, having regard to all relevant
facts and circumstances of the case at hand, there are objective reasons to believe that the

requested information is one or more of the following:

(a) essential for the prevention of an immediate and serious threat to the public security

of a Member State;

(b) necessary in order to protect the life or physical integrity of a person’s—vital
interests which are at imminent risk;
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(¢) necessary to adopt a decision that may involve the maintenance of restrictive

measures amounting to a deprivation of liberty;
(d) at imminent risk of losing relevance if not provided urgently.

4. Requests for information to the Single Point of Contact of another Member State shall
contain all necessary explanations to allow for their adequate and rapid processing in

accordance with this Directive, including at least the following:

(a) aspecification of the requested information that is as detailed as reasonably possible

under the given circumstances;

(b) adescription of the purpose for which the information is requested including a

description of the facts and indication of the underlying offence;

(c) the objective reasons according to which it is believed that the requested information

is available to the Single Point of Contact law-enforcementautherities of thate
requested Member State;

(d) an explanation of the connection between the purpose and the-any person or subject

persoens-to whemich the information relates, where applicable;
(e) the reasons for which the request is considered urgent, where applicable;

() restrictions on the use of the information contained in the request for purposes

other than those for which it has been submitted.

5. Requests for information to the Single Point of Contact of another Member State shall be
submitted in one of the languages included in the list established by the requested Member
State and published in accordance with Article 11.
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Article 5
Provision of information pursuant to requests to the Single Point of Contact

1. Subject to paragraph 2 of this Article and to Article 6(3), Member States shall ensure that

their Single Point of Contact provides the information requested in accordance with Article

4 as soon as possible andferrequestsretated-to-serious-eriminal-offences-as-defined-in
Artiete2(2); many-event within the following time limits, as applicable:

(a) eight hours, for urgent requests relating to information that is eve#abletoheld by the

Single Point of Contact or the law enforcement authorities of the requested Member

State (direct access) according to Article 2(4)withowt-having-to-obtain-ajudicial
authorisation;

(b) three calendar days, for urgent requests relating to information that the Single Point

of Contact or is-avaitableto the law enforcement authorities of the requested

Member State can obtain from other public authorities or from private parties

established in that Member State, where permitted by and in accordance with
national law, without coercive measures (indirect access)subiectto-arequirementto
bii il oot (eticle9:

(c) seven calendar days, for all other requeststhat-arenoturgent.

The time periodslimits laid down in the first subparagraph shall commence at the moment

of the reception of the request for information.
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2. Where under its national law in accordance with Article 9 the requested information is
available only after having obtained a judicial authorisation, the requested Member State
may deviate from the time limits referred-te-determined in paragraph 1 insofar as

necessary for obtaining such authorisation.

In such cases, Member States shall ensure that their Single Point of Contact does both of

the following:

(i) immediately inform the Single Point-of Contact-or,-where-appheablethelaw
enforcement-autherity-of the-requesting Member State of the expected delay,
specifying the length of the expected delay and the reasons therefore;

(i) subsequently keep it updated and provide the requested information as soon as

possible after obtaining the judicial authorisation.

3. Member States shall ensure that their Single Point of Contact provides the information

requested in accordance with Article 4 to the Single Point-of Contact-or-where-applicable;
the-law-enforcement-autherity-ef the-requesting Member State, in the language in which

that request for information was submitted in accordance with Article 4(5).

Member States shall ensure that, where their Single Point of Contact provides the
requested information to the designated law enforcement authority of the requesting
Member State, it also sends, at the same time, a copy of the information to the Single Point

of Contact of that Member State.

4. For the exceptional reasons listed in Article 4(1a), Member States may decide to permit

their Single Point of Contact not to send, at the same time as providing information to

the designated law enforcement authorities of another Member State in accordance with

this Article, a copy of that information to the Single Point of Contact of that Member

State.

5. Member States shall ensure that, if the requested information is not available to the

Single Point of Contact and the law enforcement authorities of the requested Member

State, their Single Point of Contact inform the requesting Member State.
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Article 6
Refusals of requests for information

1. Without prejudice to Article 3(b), Member States shall ensure that their Single Point of
Contact only refuses to provide the information requested in accordance with Article 4

insofar as any of the following reasons applies:

(b) the request for information does not meet the requirements set out in Article 4;

(c) the judicial authorisation required under the national law of the requested Member

State in accordance with Article 9 was refused;

(e) there are objective reasons to believe that the provision of the requested information

would:

(i) be contrary to or would harm the essential interests of the national_security of

the requested Member State;
(11) jeopardise the-sueeess-efan ongoing investigation of a criminal offence; or;

(i11) jeopardise the safety of an individualunduly-harm-the-life-orphysicalintegrity
ol : Lorlegal .
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(f) the request pertains to an offence punishable by a maximum term of

imprisonment of one year or less under the law of the requested Member State;

(g) therequested information has initially been obtained from another Member
State or a third country and that Member State or third country has, upon

request, not given its consent to the provision of the information.

Any refusal shall only affect the part of the requested information to which the reasons set
out in the first subparagraph relate and shall, where applicable, leave the obligation to

provide the other parts of the information in accordance with this Directive unaffected.

2. Member States shall ensure that their Single Point of Contact informs the-Single Point-of
Ceontact-orwhere-applicable; the law-enforeementauthority-ef the requesting Member

State of the refusal, specifying the reasons for the refusal, within the time limits provided

for in Article 5(1).

3. Regquested-Member States shall ensure that their Single Point of Contact immediately
requests from the requesting Member State additional clarifications needed to process a

request for information that otherwise would have to be refused-fremthe-Single Point-of

requesting Member State receives the request for clarifications, until the moment that the

Single Point of Contact of the requested Member State receives the clarifications.

4. The refusals, reasons for the refusals, requests for clarifications and clarifications referred
to in paragraphs 3 and 4, as well as any other communications relating to the requests for
information to the Single Point of Contact of another Member State, shall be transmitted in

the language in which that request was submitted in accordance with Article 4(5).

8267/1/22 REV 1 CD/mr 13
JALI LIMITE EN



Chapter I1I

Other exchanges of information

Article 7

Own-initiative provision of information-on-serious-criminal-otfences

0. Member States shall ensure that their Single Point of Contact or their law enforcement

authorities may provide, on their own initiative, information available to them to the

Single Points of Contact or to the law enforcement authorities of other Member States,

where there are objective reasons to believe that such information could be relevant to

that Member State for the purposes referred to in Article 1(1).

1. Member States shall ensure that their Single Point of Contact or their law enforcement
authorities provide, on their own initiative, ary-information available to them to the Single
Points of Contact or to the law enforcement authorities of other Member States, where
there are objective reasons to believe that such information could be relevant to that
Member State for the purposes of preventing, detecting or investigating serious
criminal offences as defined in Article 2(2)-referred-to-in-Asrticle HH. However, no such
obligation shall exist insofar as the reasons referred to in points (c)—& or (e) of

Article 6(1) apply in respect of such information.

2. Member States shall ensure that, where their Single Point of Contact or their law

enforcement authorities provide information on their own-initiative to the Single Point of

Contact of the other Member State in accordance with paragraph 0 and 1, they do so in

one of the languages included in the list established by the receiving requested-Member
State and published in accordance with Article 11.
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Member States shall ensure that, where their Single Point of Contact-ertheirtaw
enforeement-anthorities provides such information to the law enforcement authority of

another Member State, they also send, at the same time, a copy of that information to the

Single Point of Contact of that other Member State. Member States shall ensure that,

where their law enforcement authorities provide such information to the law

enforcement authority of another Member State, they also send, at the same time, a copy

of that information to their own Single Point of Contact as well as to the Single Point of

Contact of that other Member State.

2a. For the exceptional reasons listed in Article 4(1a), Member States may decide to
permit their law enforcement authorities not to send, at the same time as providing

information to the Single Point of Contact or the law enforcement authorities of

another Member State in accordance with this Article, a copy of that information 7o
their own Single Point of Contact or to the Single Point of Contact of that Member
State.
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2a.

Article 8

Exchanges of information upen-requestssubmitted directly to beiween law enforcement

authorities

Member States shall ensure that, where their Single Points of Contact ertaw-enforeement

autherities-submitrequests-for provide information directly to the law enforcement
authorities of another Member State, their-Single Points-of Contact-or-theirtaw

they provide, at the same time, a copy thereef-of that information to the Single Point of
Contact of that other Member State.

Member States shall ensure that, where their law enforcement authorities send
requests or provide information directly to the law enforcement authorities of another
Member State, they provide, at the same time, a copy of that request or that
information and;-where-the sender-is-alaw-enforcement-authorityalse-to their own
Single Point of Contact efits-ewnMember-Stateas well as to the Single Point of Contact
of that other Member State.

For the exceptional reasons listed in Article 4(1a), Member States may decide to
permit their law enforcement authorities not to send, at the same time as requesting
or providing information to the law enforcement authorities of another Member State

in accordance with paragraph 2, a copy of that request or that information to their

own Single Point of Contact or to the Single Point of Contact of that other Member

State.
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Chapter 1V
Additional rules on the provision of information under Chapters II and I1T
Article 9
Judicial authorisation

1. Member States shall not require any judicial authorisation for the provision of information
to the Single Points of Contact or to the designated-law enforcement authority of another
Member State under Chapters II and III, where no such requirement applies in respect of

similar provision of information te-their-own-Single Point-of Contact-or-theirownlaw
enforcement-autheritiesat national level.

2. Member States shall ensure that, where their national law requires a judicial authorisation
for the provision of information to the-Single Points-of Contact-or-the law-enforcement
authertty-ef-another Member State in accordance with paragraph 1, their Single Points of
Contact for their designated law enforcement authoritiesf immediately take all necessary
steps, in accordance with their national law, to obtain such judicial authorisation as soon as

possible.

3. The requests for judicial authorisation referred to in paragraph 1 shall be assessed and
decided upon in accordance with the national law of the Member State of the competent

judicial authority.
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Article 10
Additional rules for information constituting personal data

Member States shall ensure that, where their Single Point of Contact or their law enforcement

authorities provide information under Chapters II and III that constitutes personal data:

(i) the categories of personal data provided remain limited to those-necessary and
proportionate to achieve the purpose of the request,listed in Section B,

point 2, of Annex II to Regulation (EU) 2016/794;

(i) their Single Point of Contact or their law enforcement authorities also provide,
at the same time and insofar as possible, the necessary elements enabling the
Single Point of Contact or the law enforcement authority of the other Member
State to assess the degree of accuracy, completeness and reliability of the

personal data, as well as the extent to which the personal data are up to date.
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Article 11
List of languages

1. Member States shall establish and keep up to date a list with one or more of the effietal
languages efthe-Unien in which their Single Point of Contact is able to provide
information upon a request for information or on its own initiative. That list shall include

English.

2. Member States shall provide those lists, as well as any updates thereof, to the Commission.
The Commission shall publish those lists, as well as any updates thereof, in the Official

Journal of the European Union.

Article 12
Provision of information to Europol

1. Member States shall ensure that, where their Single Point of Contact or their law
enforcement authorities send requests for information, provide information pursuant to
such requests, provide information on their own initiative ersend-othereommunications
relating-therete under Chapters II and 111, they also send, at the same time, a copy thereof
to Europol, insofar as the information to which the communication relates concerns
offences falling within the scope of the objectives of Europol in accordance with

Regulation (EU) 2016/794.

2. Member States may exceptionally decide not to provide or to defer the provision of a

copy to Europol if there are objective reasons to believe that such provision would:

(a) Dbe contrary to or would harm the essential interests of the national security of

the Member State;
(b) jeopardise an ongoing investigation of a criminal offence; o7

(c) jeopardise the safety of an individualunduly-harnthe lite-or-physicalintesrity-of-a
person.
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Article 13
Use of SIENA

1. Member States shall ensure that, where their Single Point of Contact or their law
enforcement authorities send requests for information, provide information pursuant to
such requests, provide information on their own initiative ersend-othereommunications
relatingtherete under Chapters II and III or under Article 12, they do so through SIENA.

1a. Member States may allow-exceptionatty-decideto-perntit their SPOC or their law

enforcement authorities not to use SIENA in the following cases:

(a) exchanges of information have been initiated through Interpol communication

(b) multilateral exchanges of information that also involve third countries_or

international organisations not connected to SIENA;-

(c) exchanges of information can be faster with another communication channel for

urgent requests,

(d) exchanges of information between Member States where unexpected technical or

operational incidents suggest the use of another channel,

2. Member States shall ensure that their Single Point of Contact, as well as all their law
enforcement authorities that may be involved in the exchange of information under this

Directive, are directly connected to SIENA.
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Chapter V

Single Point of Contact for information exchange between Member States

Article 14

Establishment, tasks and capabilities

1. Each Member State shall establish ex-designate-one national Single Point of Contact,

which shall be the central entity responsible for coordinating exchanges of information

under this Directive.

2. Member States shall ensure that their Single Point of Contact is empowered to carry out at

least all of the following tasks:

(2)

(b)

(©)

(d)

(e)

®

receive and evaluate requests for information submitted in accordance with

Article 4;

channel requests for information to the relevant national law enforcement authority
or authorities and, where necessary, coordinate among them the processing of such

requests and the provision of information upon such requests;

coordinate the analyseis and the structureing of information with a view to

providing it to the Stngle Points-otf- Contact-and—whereapplicable;to-thedaw
enforcement-authoritiesof other requesting Member States;

provide, upon request or upon its own initiative, information to the-SinglePoints-of

able—to-the law-enforcementauthoritiesofother Member

d
d
u
D
D
d
-
d
d
d
d

States in accordance with Articles 5 and 7;

refuse to provide information in accordance with Article 6 and, where necessary,

request clarifications in accordance with Article 6(3);

send requests for information to the Single Points of Contact of other Member States
in accordance with Article 4 and, where necessary, provide clarifications in

accordance with Article 6(3).
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3. Member States shall ensure that:

(a) their Single Point of Contact has access to all information available to their law

enforcement authorities_as defined in Article 2(4), insofar as necessary to carry out

its tasks under this Directive;
(b) their Single Point of Contact carries out its tasks 24 hours a day, 7 days a week;

(c) their Single Point of Contact is provided with the staff, resources and capabilities,
including for translation, necessary to carry out its tasks in an adequate and rapid
manner in accordance with this Directive and-in-partienlar, including, where
applicable, the time limits set out in Article 5(1);

(d) the judicial authorities competent to grant the judicial authorisations required under
national law in accordance with Article 9 are available on call to the Single Point of

Contact 24 hours a day, 7 days a week.

4. Within one month of the establishment or designation of their Single Point of Contact,
Member States shall notify the Commission thereof. They shall update that information

where necessary.

The Commission shall publish those notifications, as well as any updates thereof, in the

Official Journal of the European Union.
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Article 15
Composition

1. Member States shall determine the organisation and the composition of itstheir Single
Point of Contact in such a manner that it can carry out its tasks under this Directive in an

efficient and effective manner.

2. Member States shall ensure that their Single Point of Contact is composed of
representatives of national law enforcement authorities whose involvement is necessary for
the adequate and rapid exchange of information under this Directive, including at least the
following insofar as the Member State concerned is bound by the relevant legislation to

establish or designate such units or bureaux:
(a) the Europol national unit established by Article 7 of Regulation (EU) 2016/794;

(b) the SIRENE Bureau established by Article 7(2) of Regulation (EU) 2018/1862 of the

European Parliament and of the Council?;

(d) the INTERPOL National Central Bureau (NCB) established by Article 32 of
Constitution of the International Criminal Police Organisation — INTERPOL.

2 Regulation (EU) 2018/1862 of the European Parliament and of the Council of 28 November
2018 on the establishment, operation and use of the Schengen Information System (SIS) in
the field of police cooperation and judicial cooperation in criminal matters, amending and
repealing Council Decision 2007/533/JHA, and repealing Regulation (EC) No 1986/2006 of
the European Parliament and of the Council and Commission Decision 2010/261/EU (OJ L
312 7.12.2018, p. 56).
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Article 16

Case Management System

1. Member States shall ensure that their Single Point of Contact deploys and operates an

electronic single Case Management System as the repository that allows the Single Point

of Contact to carry out its tasks under this Directive. The Case Management System shall

have at least all of the following functions and capabilities:

(2)

(b)

(©)

(d)

(e)

recording incoming and outgoing requests for information referred to in Articles 5
and 8, as well as any other communications with Single Points of Contact and, where
applicable, law enforcement authorities of other Member States relating to such
requests, including the information about refusals and the requests for and provision

of clarifications referred to in Article 6(2) and (3) respectively;

recording communications between the Single Point of Contact and national law

enforcement authorities, pursuant to Article 15(2), point (b);

recording provisions of information to the Single Point of Contact and, where
applicable, to the law enforcement authorities of other Member States in accordance

with Articles 5, 7 and 8;

cross-checking incoming requests for information referred to in Articles 5 and 8,
against information available to the Single Point of Contact, including information
provided in accordance with the second subparagraph of Article 5(3) and the second
subparagraph of Article 7(2) and other relevant information recorded in the Case

Management System,;

ensuring adequate and rapid follow-up to incoming requests for information referred
to in Article 4, in particular with a view to respecting the time limits for the provision

of the requested information set out in Article 5;
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(f)  be interoperable with SIENA, ensuring in particular that incoming communications
through SIENA can be directly recorded in, and that outgoing communications

through SIENA can be directly sent from, the Case Management System;

(g) generating statistics in respect of exchanges of information under this Directive for

evaluation and monitoring purposes, in particular for the purpose of Article 17;

(h) logging of access and of other processing activities in relation to the information
contained in the Case Management System, for accountability and cybersecurity

purposes, in accordance with Article 25 of Directive (EU) 2016/680.

2. Member States shall take the necessary measures to ensure that all cybersecurity risks
relating to the Case Management System, in particular as regards its architecture,
governance and control, are managed and addressed in a prudent and effective manner and

that adequate safeguards against unauthorised access and abuse are provided for.

3. Member States shall ensure that any personal data processed by their Single Point of
Contact are contained in the Case Management System only for as long as is necessary and
proportionate for the purposes for which the personal data are processed and are
subsequently irrevocably deleted, in accordance with Article 4(1)(e) and Article 5 of

Directive (EU) 2016/680.
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Chapter VI

Final provisions

Article 17

Statistics

1. Member States shall provide the Commission with statistics of the previous year on the

exchanges of information with other Member States under this Directive, by 1 March of

each year.

2. The statistics shall cover, as a minimum:

(2)

(b)

(©)

(d)

the number of requests for information submitted by their Single Point of Contact

and by their law enforcement authorities;

the number of requests for information received and replied to by the Single Point of
Contact and by their law enforcement authorities, broken down by urgent and non-

urgent, and broken down by the other Member States receiving the information;

the number of requests for information refused pursuant to Article 6, broken down

per requesting Member States and per grounds of refusal;

the number of cases where the time limits referred to in Article 5(1) were deviated
from due to having to obtain a judicial authorisation in accordance with Article 5(2),
broken down by the Member States having submitted the requests for information

concerned.
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Article 18
Reporting

1. The Commission shall, by /date of entry into force + 3 years], submit a report to the

European Parliament and to the Council, assessing the implementation of this Directive.

2. The Commission shall, by /date of entry into force + 5 years], submit a report to the
European Parliament and to the Council assessing the effectivity and effectiveness of this
Directive. The Commission shall take into account the information provided by Member
States and any other relevant information related to the transposition and implementation
of this Directive. On the basis of this evaluation, the Commission shall decide on

appropriate follow-up actions, including, if necessary, a legislative proposal.

Article 20

Repeal

Framework Decision 2006/960/JHA is repealed from [the date referred to in Article 21(1), the first
subparagraph].

References to that Framework Decision shall be construed as references to the corresponding

provisions of this Directive.
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Article 21
Transposition

1. Member States shall bring into force the laws, regulations and administrative provisions
necessary to comply with this Directive by [date of entry into force + 2 years]. They shall

forthwith communicate to the Commission the text of those provisions.

They shall apply those provisions from that date. However, they shall apply Article 13

from [date of entry into force + 4 years].

When Member States adopt those provisions, they shall contain a reference to this
Directive or be accompanied by such a reference on the occasion of their official

publication. Member States shall determine how such reference is to be made.

2. Member States shall communicate to the Commission the text of the main provisions of

national law which they adopt in the field covered by this Directive.

Article 22
Entry into force

This Directive shall enter into force on the twentieth day following that of its publication in the

Official Journal of the European Union.

Article 23
Addressees

This Directive is addressed to the Member States in accordance with the Treaties.

Done at Brussels,

For the European Parliament For the Council
The President The President
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