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Justification

Article 7A(3)

The following phrase has been deleted in this revised second compromise which was added by

mistake in the previous version in April:
“for reasons of substantial public interest or for reasons of public interest in the area of public”.
As chapter II only regulates primary use of personal electronic health data the SE PRES consider

reference to other use are not needed in Chapter II. See also reference in Article 1 paragraph 6

regarding reporting obligations and public sector body’s access to electronic health data.
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The provision in Article 7A(3) will be examined together with the rights of natural persons in

Chapter II.

Linked recital

Recital 37 is linked to the legal bases for the health data holder’s, the health data access body’s and
the health data user’s processing of personal electronic health data. The content of Article 37(5) and
35B(1b) in the first compromise proposal have been moved to recital 37, see amendments in recital

37 in the revised second compromise.

Other amendments will be explained and clarified in the Working Party or in the flashes.
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ANNEX

Chapter 1

General provisions

Article 1

Subject matter and scope

1. This Regulation establishes the European Health Data Space (‘EHDS’) by providing for
common rules, eemmeon standards and—praetices, infrastructures and a governance
framework for with a view to facilitating access to electronic health data for the
purposes of primary and secondary use of eleetronic-health these data.

2. This Regulation:

(a)

(b)

(©)

(d)

(e)

03]

strengthens—specifies and complements the rights_laid down in the Regulation
(EU) 2016/679 of natural persons in relation to_the primary and secondary use-the

avatability-and-eontrol of their personal electronic health data;

lays down common rules for the—placing—on—themarket—makingavailable-on—the
market-orputting-into-serviee-of electronic health records systems (‘EHR systems’)

and wellness applications that claim interoperability with EHR systems in the
Union for primary use;

lays down common rules and mechanisms supperting—for primary and secondary
use of electronic health data;

establishes a mandatery cross-border infrastructure enabling the primary use of
personal electronic health data across the Union;

establishes a mandatery cross-border infrastructure for the secondary use of
electronic health data;s

establishes governance and coordination on national and European level for

both primary and secondary use of electronic health data.
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3A.

This Regulation shall be without prejudice to Regulations (EU) 2016/679, (EU)

2018/1725, (EU) No 536/2014 and (EC) No 223/2009.

This Regulation shall be without prejudice to other Union legal acts regarding access to,
sharing of or secondary use of electronic health data, or requirements related to the
processing of data in relation to electronic health data, in particular Regulations~EH)

20161679 HE 20484725, (EU) 2022/868F—1Pata—Gevernance-Aet—-COM/2020/767
final}; and [...] [Data Act COM/2022/68 final].

This Regulation shall be without prejudice to Regulations (EU) 2017/745, (EU) 2017/746
and [...] [AI Act COM/2021/206 final], as regards the security of medical devices, in vitro
diagnostic medical devices and Al systems that interact with EHR systems.

This Regulation shall not affect the rights and obligations laid down in Union or national
law concerning electronic health data processing for the purposes of reporting, complying
with access to information requests or demonstrating or verifying compliance with legal
obligations, and is without prejudice to Union or national law providing for access to
electronic health data by public sector bodies or EU institutions, bodies and agencies.

This Regulation shall not apply to activitites concerning public security, national

security, defence and law enforcement, including the prevention, investigation,
detection and prosecution of criminal offences.

Article 2

Definitions

For the purposes of this Regulation, following definitions shall apply:

(a) the definitions of ‘personal data’, ‘processing’, ‘pseudonymisation’, ‘controller’,
‘processor’, ‘third party’., ‘consent’, ‘genetic data’, ‘data concerning health’,
‘international organisation’ pursuant to Article 4(1), (2), (5), (7), (8), (10), (11),
(13), (15) and (26) of the-in Regulation (EU) 2016/679;

(b) the definitions of ‘healthcare’, ‘Member State of affiliation’, ‘Member State of
treatment’, ‘health professional’, ‘healthcare provider’, ‘medicinal product’ and
‘prescription’, pursuant to Article 3 (a), (c), (d), (), (g), (i) and (k) efAxtiele3 of the
Directive 2011/24/EU;

(c) the definitions of ‘data’, ‘access’, ‘data altruism’, ‘public sector body’ and ‘secure
processing environment’, pursuant to Article 2 (1), (8), (10), (11) and (14) of the

Regulation (EU) 2022/868Pata-Gevernance-Aet-COMA2020/767-final};

(d) the definitions of ‘making available on the market’, ‘placing on the market’, ‘market
surveillance’, ‘market surveillance authority’, ‘non-compliance’, ‘manufacturer’,

8171/1/23 REV 1 MAV/ng 4

ANNEX

LIFE.5 LIMITE EN



(e)

®

(2

‘importer’, ‘distributor’, ‘economic operator’, ‘corrective action’,—sisk>, ‘recall’ and
‘withdrawal’, pursuant to Article 2 (1), (2), (3), (4), (7), (8), (9), (10), (13), (16), 8);
(22) and (23) of the Regulation (EU) 2019/1020;

the definitions of ‘medical device’, ‘intended purpose’, ‘instructions for use’,
‘performance’, ‘health institution” and ‘common specifications’, pursuant to Article 2
(1), (12), (14), (22), (36) and (71) of the Regulation (EU) 2017/745;

the definitions of ‘electronic identification’, ‘eclectronic identification means’ and
‘person identification data’ pursuant to Article 3 (1), (2) and (3) of the Regulation
(EU) No 910/2014;-

the definition of ‘contracting authorities’ pursuant to Article 2(1)(1) of the

(h)

Directive 2014/24/EU;

the definition of ‘public health’ pursuant to Article 38(c) of the Regulation (EC)

No 1338/2008.

2. In addition, for the purposes of this Regulation the following definitions shall apply:

(a)

(b)

(©)

(d)

(e)

®

‘personal electronic health data’ means personal data concerning health and
personal genetlc data as deﬁned in Article 4(1), (13) and (15) of Regulatlon (EU)
2016/679 A5 : ’ !

AmelMEH—ef—Regﬂl-&ﬁeﬂ—éEUa—%}éﬁé@— anonymous electronlc health data

means data related to health, processed in an electronic form, which does not
relate to an identified or identifiable natural person or personal data concerning
health processed in a such manner that the data subject is not or no longer
identifiable.

‘electronic health data’ means personal electronic health data or anonymous

electronic health data nen-personal-health—data;

‘primary use of electronic health data’ means the processing of personal electronic
health data for the provision of healthcare serviees to assess, maintain or restore the
state of health of the natural person to whom that data relates, including the
prescription, dispensation and provision of medicinal products and medical devices,
as well as for relevant social seeurtty, administrative or reimbursement services;

‘secondary use of electronic health data’ means the processing of electronic health
data for purposes set out in Artlcle 34 Ghapter—w of this Regulatlon Fhe-datatsed

‘interoperability’ means the ability of organisations as well as software applications
or devices from the same manufacturer or different manufacturers to interact tewards

mutually—benefietal-goals, involving the exchange of information and knowledge
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without changing the content of the data between these organisations, software
applications or devices, through the processes they support;

(h) ‘registration of electronic health data’ means the recording of health data in an
electronic format, through manual entry of data, through the collection of data by a
device, or through the conversion of non-electronic health data into an electronic
format, to be processed in an EHR system or a wellness application;

(1) ‘electronic health data access service’ means an online service, such as a portal or a
mobile application, that enables natural persons not acting in their professional role
to access their own electronic health data or electronic health data of those natural
persons whose electronic health data they are legally authorised to access;

(j)  ‘health professional access service’ means a service, supported by an EHR system,
that enables health professionals to access data of natural persons under their
treatment;

(m) ‘EHR’ (electronic health record) means a collection of personal electronic health
data related to a natural person and collected in the health system, processed for the

provision of healthcare purpeses;

(n) ‘EHR system’ (electronic health record system) means any system where the
appliance or software intended by the manufacturer to be used for storing,
intermediating, importing, exporting, converting, editing or viewing eleetronte-health
records personal electronic health data that belongs to the priority categories of
personal electronic health data as referred to in Article 5(1) of this Regulation;

(na) ‘putting into service’ means the first use, for its intended purpose, in the Union,
of an EHR svstem covered by this Regulation.

(o) ‘wellness application’ means any appliance or software intended by the manufacturer
to be used by a natural person for processing electronic health data for other purposes
than healthcare, such as well-being and pursuing healthy life-styles;

(p) ‘CE marking of conformity’ means a marking by which the manufacturer indicates
that the EHR system is in conformity with the applicable requirements set out in this
Regulation and other applicable Union legislation providing for its affixing pursuant
to Regulation (EC) No 765/2008;
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(pa) ‘risk’ means the combination of the degree of severity of a harm and the

(@

probability of an accurence of ahzard causing the harm to health, safety and
information security:

‘serious incident’ means any malfunction or deterioration in the characteristics or
performance of an EHR system made available on the market that directly or
indirectly leads, might have led or might lead to any of the following:

(1)  the death of a natural person or serious damage to a natural person’s health;

(i1)) a serious disruption of the management and operation of critical infrastructure
in the health sector;

(y) ‘health data holder’ means any natural or legal person, which is an entity or a body
in the health or care sector, or performing research in relation to these sectors, as well
as Union 1nst1tut10ns bodles ofﬁces and agenc:les who has—th%ﬂgh{—er—ebh-ga&eﬂ—m
fmﬁleme&emg—Umeﬂ—l-aw either:

(a) the right or obligation, in accordance with applicable Union law or
national legislation, to process personal electronic health data for the
provision of healthcare or care or for public health, reimbursement,
research, innovation, policy making, official statistics, patient safety or
regulatory purposes. in its capacity as a controller; or

(b) the ability to _make available, including to register, provide, restrict
access or exchange anonymous electronic health data nen-persenal-data,
through control of the technical design of a product and related services, the
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exchange-eertain-data;

(z) ‘health data user’ means a natural or legal person who has lawful access to persenal
oer-nen-persenal electronic health data for secondary use based on a data permit or
a data request pursuant to this Regulation;

(aa) ‘data permit’ means an administrative decision issued to a health data user by a
health data access body or a single health data holder to process the electronic health
data specified in the data permit for the secondary use purposes specified in the data
permit based on conditions laid down in Chapter IV of this Regulation;

(ab) ‘dataset’ means a structured collection of electronic health data;

(ac) ‘dataset catalogue’ means a collection of datasets descriptions, which is arranged in a
systematic manner and consists of a user-oriented public part, where information
concerning individual dataset parameters is accessible by electronic means through
an online portal;

(ad) ‘data quality’ means the degree to which the elements—eharaeteristies of electronic
health data are assessed and considered suitable for their_intended primary and
secondary use;

(ae) ‘data quality and utility label’ means a graphic diagram, including a scale, describing
the data quality and conditions of use of a dataset.

Chapter 11

Primary use of electronic health data
SECTION 1

ACCESS TO AND TRANSMISSION OF PERSONAL ELECTRONIC HEALTH DATA FOR
PRIMARY USE

Article 24

Registration of personal electronic health data MOVED FROM ARTICLE 7

1. Member States shall ensure that, where data is processed in electronic format for_ the

provision of healthcare, healthcare providers health-professionals shall-systematieally

register the relevant personal health data falling fully or partially under at least the

priority categories referred to in Article 5 eoneerningthe -health-servicesprovided-by-them
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to-nataral-persens; in the electronic format in an EHR system. MOVED FROM ARTICLE
7(1) AND AMENDED

1A. Where they process data in an electronic format,—health—professionals—healthcare
providers shall ensure that the personal electronic health data of the natural persons they

treat are updated with information related to the healthcare serviees provided. MOVED
FROM ARTICLE 4(1)(b) AND AMENDED

2. Where personal electronic health data efanatural-persen is registered in a Member State
of treatment that is not the Member State of affiliation of the that person concerned,
Member State of treatment shall ensure that the registration is performed under the person
identification data of the natural person in the Member State of affiliation. MOVED
FROM ARTICLE 7(2) AND AMENDED

3. The Commission shall, by means of implementing acts, determine the—data quality
requirements, _including semantics, uniformity, consistency of data registration,
accuracy and completeness, for the registration of personal electronic health data in

EHR system by—heakheaf%pfewd%s—aﬂd—&&ﬂﬁal—pefseﬂs— as relevant. Fhese-implementing

Those implementing acts shall be adopted in accordance with the adwvisery-examination
procedure referred to in Article 68(2). MOVED FROM ARTICLE 7(3) AND AMENDED

hea%th—d&ta—m—th%pﬂefmkeategeﬂes%efeﬂed%e—m—Amd%MOVED TO ARTICLE 8A,
SEE AMENDMENTS IN THAT ARTICLE

MOVED ARTICLE 8A, SEE AMENDMENTS IN THAT ARTICLE
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IN THAT ARTICLE

NEW ARTICLE 8B, SEE AMENDMENTS

MOVED TO A NEW ARTICLE 8C, SEE AMENMENTS IN THAT
ARTICLE

NEW ARTICLE 8D(1), SEE AMENDMENTS IN THAT

khelder- MOVED TO A
ARTICLE

N At

read—and—aecept—it—MOVED TO A NEW ARTICLE 8D(2), SEE AMENDMENTS IN
THAT ARTICLE

heath-data-avatlable: MOVED TO ARTICLE 9A
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by—other—healthcare—providerss— MOVED TO A NEW ARTICLE 8D(4), SEE
AMENDMENTS IN THAT ARTICLE

restriction-mechanisms—MOVED TO A NEW ARTICLE 7E. SEE AMENDMENTS IN
THAT ARTICLE

electronic—health—data—acecess—services— MOVED TO A NEW ARTICLE 7E, SE
AMENDMENTS IN THAT ARTICLE

respeetive—competencess MOVED TO ARTICLE 11, SEE AMENDMENTS IN THAT
ARTICLE

in-Asticle-682)-MOVED TO A NEW ARTICLE 8D(4), SEE AMENDMENTS IN THAT

ARTICLE

MOVED TO A NEW ARTICLE 7A(1), SEE AMENDMENT
ARTICLE

Hpdated-with-informationrelated-to-the-health-services provided— MOVED TO A
NEW ARTICLE 2A(1A), SEE AMENDMENTS IN THAT ARTICLE
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based-on-thesource-ofelectronichealth-dataMOVED TO A NEW ARTICLE 7A(2), SEE
AMENDMENTS IN THAT ARTICLE

ARTICLE 7A(3) SEE AMENDMENTS IN THAT ARTICLE
Article 5
Priority categories of personal electronic health data for primary use

1. For the purpose of access to and exchange of personal electronic health data pursuant

to this Chapter,%eEHMa—m—pfeeessed—ﬂ%eIee&em%fmm&themb%Sm%es—sh&H

er—pam-&Hy—f-&ng—uﬂder—eh%feﬂea&ﬂ-g he prlorltx categorles of personal electronlc

health data shall be the following:

(a) patient summaries;

(b) electronic prescriptions;

(c) electronic dispensations;

(d) medical images and related image reports;

(e) laboratory results and related laboratory reports;

(f)  hospital discharge reports.

The main characteristics of the priority categories of personal electronic health data #-the
first-subparagraph shall be as set out in Annex .
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1A.

Member States may enable aAccess to and exchange of personal electronic health data

for primary use pursuant to this Chapter may-be-enabled for additional ether categories
of personal electronic health data available in the EHR of natural persons.

The Commlssmn is empowered to adopt delegated acts in accordance w1th Article 67 to

delegafeed—&ets—may—a}se—amend Annex I by addlng, modlfymg or 1emov1ng the main
characteristics of the priority categories of personal electronic health data as referred to

in__paragraph lmd—méeam%g—wheFHe}evaﬂt—defeﬂced—appheaﬂeﬂ—da{e The
amendments eatege ed-aets shall
satisfy the followmg cumulatlve crlterla

(a) the characteristic-eategery is relevant for healthcare serviees provided to natural
persons;

(b) aecording—to—the—mostrecent—information,—the—eategory—is the characteristic as

modified is used in a-significant-number the majority of Member States according
to the most recent information;

(c) the changes are aimed to adapt the priority categories to the technical evolution

and international standards-exist-for-the-category-that-have-been-examinedfor-the
possibility of their application in the Unton.

Article 6

European electronic health record exchange format

The Commission shall, by means of implementing acts, lay down the technical
specifications for the priority categories of personal electronic health data referred to in
Article 5, setting out the European electronic health record exchange format. Such format
shall be structured, commonly used and machine-readable that allows transmission of
personal electronic health data between different software applications, devices and
healthcare providers. The format shall include the following elements:

(a) datasets containing electronic health data and defining structures, such as data fields
and data groups for the eentent representation of clinical content and other parts of
the electronic health data;

(b) coding systems and values to be used in datasets containing electronic health data;

(c) technical specifications for the exchange of electronic health data, including its
content representation, standards and profiles.

Those implementing acts shall be adopted in accordance with the advisery examination
procedure referred to in Article 68(2).MOVED FROM ARTICLE 6(2)
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SENTENCE MOVED TO PARA 1 IN THIS ARTICLE. SECOND SENTENCE MOVED
AND AMENDED IN PARA 3 IN THIS ARTICLE

3. Member States shall ensure that the priority categories of personal electronic health data
referred to in Article 5 are issued in the European electronic health record exchange
format referred to in paragraph land-such-data—shall-beread-and aceepted-bythe-data
reeiptent. Where such data are transmitted by automatic means for primary use the
receiving provider shall accept the format of the data and be able to read it.

Artiete7

Registration-of personal-electronic-health-data MOVED TO THE NEW ARTICLE 2A

te—&a%ufal—pefseﬂs—m—&%elee&emc—fefmat—m—aﬂ—EH%sys%em MOVED TO ARTICLE
2A(1) SEE AMENDMENTS IN THAT ARTICLE

%h&Member—S%a{%ef—aﬁﬁhaﬂeﬁ— MOVED TO ARTICLE 2A(2) SEE AMENDMENTS IN
THAT ARTICLE

f%f%ﬁ%d—tﬁ—kﬂ%ﬁl&l&é%@)— MOVED FROM ARTICLE 2A (3) SEE AMENDMENTS IN
THAT ARTICLE

Article 74

Access by health professionals to personal electronic health data MOVED FROM ARTICLE 4

1. Member States shall ensure that wWhere they health professionals process personal
health data in an electronic format, they health-prefessienals shall:+a) have access the
personal electronic health data of natural persons under their treatment, through the
health professional authorised access services referred to in Article 7B, irrespective of
the Member State of affiliation and the Member State of treatment.; MOVED FROM
ARTICLE 4(1)(a)
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1A. Where the Member States of affiliation of the natural person under treatment and
the Member States of treatment differ, cross-border access to the electronic health
data of the natural person under treatment shall be provided through the
infrastructure referred to in Article 12 via the national contact point.

2. The access referred to in paragraphs 1 and 1B shall include at least the priority
categories in Article S and in line with the principles provided for in Article 5 of
Regulation (EU) 2016/679 and only where there is a valid legal basis under Article 6
and the conditions of Article 9(2) and (3) of the same Regulation_are fulfilled. In line
with the data—minimisation principles provided for in Article 5 of the Regulation (EU)
2016/679, Member States may also establish rules providing for the categories of personal
electronic health data required by different health professionals. Such rules shall net-be
based—on—thesource—of electronichealth—data take into _account the possibility of
restrictions imposed in according to Article 8E. MOVED FROM ARTICLE 4(2) AND
AMENDED

34- Where access to electronic health data has been restricted by the natural person pursuant
to Article 8E, the healthcare provider or health professionals shall not be informed of the
content of the electronic health data without prior authorisation by the natural person,
including where the—healthcare provider or health professional is informed of the
existence and nature of the restricted electronic health data. In cases where processing is
necessary in order to protect the vital interests of the data subject or of another natural
person as referred to in Article 9(2)(c) of the Regulation (EU) 2016/679, the healthcare
provider or health professional may get access to the restricted electronic health data.
Following such access, the healthcare provider or health professional shall inform the
controller of the personal electronic health data datahelder and the natural person
concerned or his/her guardians that access to electronic health data had been granted.
Member States’ law may set out add additional safeguards. MOVED FROM ARTICLE
4(4) AND AMENDED

Article 7B

Health professional authorised access services

For the provision of healthcare, Member States shall ensure that access to at least the priority
categories of electronic health data referred to in Article 5 is made available to health professionals
through health professional access services. Those services shall be accessible only to Hhealth
professionals with who are in possession of recognised electronic identification means shall-have

the—rightto—use-thosehealth-professional-aceess—serviees; and the access shall be free of charge.
MOVED FROM ARTICLE 4(3) AND AMENDED

8171/1/23 REV 1 MAV/ng 15
ANNEX LIFE.5 LIMITE EN



Article 84

Right of natural persons to access their personal electronic health data

I. Natural persons shall have the right to access their personal electronic health data, at a
minimum such data that belongs the priority categories in Article 5, processed for
provision of healthcare inthe-context-of primaryuse-of-electronte health-data and other
information, in the meaning of Article 15(1) of Regulation (EU) 2016/679. through the
electronic health data access services referred to in Article 8G. The access shall be
provided immediately after the personal electronic health data has been registered in
an_ EHR system, free of charge and in an easily readable, consolidated and accessible
form. MOVED FROM ARTICLE 3(1) AND AMENDED

2. Natural persons shall have the right to receive an electronic copy, through the electronic
health data access services referred to in Article 8G, in the European electronic health
record exchange format referred to in Article 6, of at least their personal electronic health
data in the priority categories referred to in Article 5. MOVED FROM ARTICLE 3(2)
AMENDED

3. In accordance with Article 23 of Regulation (EU) 2016/679, Member States may restrict
the scope of this the rights referred to in paragraphs 1 and 2. in particular whenever
necessary for the protection of the natural person based on patient safety and ethics by
delaying their access to their personal electronic health data for a limited period of time
until a health professional can properly communicate and explain to the natural person
information that can have a significant impact on their health. MOVED FROM ARTICLE
3(3)

Article 8B

Right of natural persons to insert information in their own EHR

Member States may allow nNatural persons or_their representatives as referred to in Article
8G(2) to may insert information their-electronie-health-data in their own EHR erinthat-efnatural
persons-whese-health-informationthey-ean-aeeess-through electronic health data access services or
applications linked to these services as referred to in Article 8. That information shall in_such
cases be marked clearly distinguishable as inserted by the natural person or by his or her
representative. Natural persons shall not have the possibility to directly alter the electronic
health data and related information inserted by health professionals. MOVED FROM
ARTICLE 3(6)

Article 8C

Right of natural persons to rectification

Member-States—shall-ensurethat—wWhen exercising the right to rectification under Article 16 of
Regulation (EU) 2016/679, natural persons shall ean be able to easily request, online through the
electronic health data access services referred to in Article 8G, the controller of the personal

electronic health data, reetification—online—through—the—electronic—health—data—aeeess—serviees
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referred-to—in paragraph—5;peoint(a),—of thisArticle to rectify their personal electronic health
data. MOVED FROM ARTICLE 3(7) AND AMENDED

Member States may also enable natural persons to exercise other rights pursuant to Chapter
III of Regulation (EU) 2016/679 online through the electronic health data access services
referred to in Article 8G.

Article 8D

Right to data portability for natural persons

1. Natural persons shall have the right to give access to or request a data—helder healthcare
provider or a_provider of social administrative or reimbursement services seeurity
seetor to transmit, all or_part of their electronic health data that belongs to the priority
categories as referred to in Article 5 to another provider data—reeipient of their choice
from healthcare or social administrative or reimbursement services health—orseeial
seeurity-seetor, immediately without delay, free of charge and without hindrance from the
transmitting data-helder provider or from the manufacturers of the systems used by that
holder provider. MOVED FROM ARTICLE 3(8) SUBPARA 1

2. Natural persons shall have the right that,where the healthcare providers data-helderand
the-data—reeiptent are located in different Member States and such electronic health data
belongs to the categories referred to in Article 5, the datahelder transmitting provider
shall transmit the data in the European electronic health record exchange format referred to
in Article 6 through the cross border infrastructure as referred to in Article 12. and
the The receiving healthcare provider datareeiptent shall read-and accept such data and
shall be able to read it. MOVED FROM ARTICLE 3(8) SUBPARA 2

3. Where nNatural persons have received an electronic copy of their priority categories of
personal electronic health data as referred to in Article 8A(2), they shall be able to
have-the-right-that transmit that data to a healthcare providers or a provider of social

administrative or reimbursement serv1ces of thelr choice —wher&pﬂoﬂt—yheaﬁfegoﬂes—ef

%h&ﬂaaﬁaﬂl—perseﬂ—aeeord-mg—to—m the European electronlc health record exchange format
referred to in Article 6; such-data-shall-beread-and-accepted-by—The receiving provider

shall accept such data and be able to read it. MOVED FROM ARTICLE 3(8)
SUBPARA 4

4. The Commission shall, by means of implementing acts, determine the requirements
concerning the technical implementation of the rights set out in this Article. Those
implementing acts shall be adopted in accordance with the advisery examination
procedure referred to in Article 68(2). MOVED FROM ARTICLE 3(12)

Article SE

Right to restrict access and information on access

1. , : Regu aNatural persons
shall have the rlght to restrict access of health professmnals and healthcare providers to
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all-er—part-of-their personal electronic health data._Such restriction of access may be
derogated from under the conditions laid down to in Article 7A(3).

Member States shall establish the rules and specific safeguards regarding such restriction
mechanisms. MOVED FROM ARTICLE 3(9)

Natural persons shall have the right to obtain information on the healtheare-providers-and

health-prefessionals-that-have-aceessed any access to their personal electronic health data
in the context healthcare. The information shall be provided-immediately without delay

and free of charge through electronic health data access services. The information shall
include at least the following:

(a) the healthcare provider who accessed the personal electronic health data:

(b) the date and time of access:

(c) the personal electronic health data that was accessed. MOVED FROM ARTICLE
3(10)

Article 8F

Right of natural person to object

Member States may provide for natural persons to have the right to object to the

access to their personal electronic health data registered in an EHR system by
electronic health data access services referred to in Article 8G.

If a Member State provides for such a right, it shall establish the rules and specific
safegsuards regarding such objection mechanisms.

With regard to cross-border access to personal electronic health data referred to in

Article 5, Member States may provide for natural persons to have the right to object
to their personal electronic health data are made available for cross-border access
and exchanged through the cross-border infrastructure as referred to in Article 12.

If a Member State provides for such a right, it shall establish the rules and specific
safeguards regarding such objection mechanisms.

Article 8G

Electronic health data access services for natural persons and their representatives

Member States shall_ensure that establish one or more electronic health data access
services at national, regional or local level are established enabling natural persons
access to their personal electronic health data and the exercise of rights_referred to in
paragraphst+and-2 Articles 8A to 8F. MOVED FROM ARTICLE 3(5)(a)

Member States shall ensure that establish one or more proxy services are established as

a functionality of health data access services enabling a natural persons to:
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(a) authorise other natural persons of their choice to access their personal
electronic health data, or part thereof, on their behalf; and:

(b) have access to the personal electronic health data of natural persons whose
affairs they administer as legal suardians

in an equivalent manner as they access their personal electronic health data and to
manage those authorisations.

The proxy services shall provide authorisations free of charge, electronrcally or on paper

Member States shall establish rules regarding such authorisations, actions of

guardlans and representantlves may—prewd&that—a&theﬂsaﬁeﬂs—de—net—&pply—whenever

ea—paﬁent—&af—ety—aﬂd—eth}es. The proxy services shall be 1nter0perable among Member
States. MOVED FROM ARTICLE 3(5)(b) AND SUBPARA 2

The access to the electronic health data services as referred to in paragraph 1 shall be

free of charge for the natural persons and their representatives.

Article 9

Identification management

Where a natural person uses telemedietne-serviees—or-personal health data access services
referred to in Article 3(5);peint{a)8G, that natural person shall have the right to identify
electronically using any electronic identification means which is recognised pursuant to
Article 6 of Regulation (EU) No 910/2014.

The Commission shall, by means of implementing acts, determine the requirements for the
interoperable, cross-border 1dent1ﬁcat10n and authentlcatlon mechanism for natural persons
and health professionals;+1-2 ;
fcoMo2h28+H+mal: The mechamsm shall facﬂltate the transferablhty of persona
electronic health data in a cross-border context. Those implementing acts shall be adopted
in accordance with the advisery examination procedure referred to in Article 68(2).

The Commission shall implement services required by the interoperable, cross-border
identification and authentication mechanism referred to in paragraph 2 of this Article at
Union level, as part of the cross-border digital-health infrastructure referred to in Article
12(3).

The Member States digital-health-autherities and the Commission shall implement the
cross-border identification and authentication mechanism at Member States’ Ynten and
Union Member-States” level, respectively.
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Article 94

Compensation for making personal electronic health data available

By way of derogation from Article 9 of Regulation [...] [Data Act COM/2022/68 final], where
personal electronic health data is transmitted in accordance with Article 8D, the receiving
provider data—reeipient shall not be required to compensate the transmitting provider datahelder
for making electronic heath data available. MOVED FROM ARTICLE 3(8) SUBPARA 3

SECTION 1A

GOVERNANCE FOR PRIMARY USE OF ELECTRONIC HEALTH DATA

Article 10

Digital health authority

1. Each Member State shall designate a one or more digital health authorityies responsible
for the implementation and enforcement of this Chapter at national level. The Member
State shall inform the Commission of cemmunieate the identity of the digital health
authority te—the—Cemmission by the date of application of this Regulation. Where a
Member State designated more than one digital health authority and where the digital
health authority is-an-entity consistsirg of multiple organisations, the Member State shall
communicate to the Commission a description of the separation of tasks between the
organisations. The Commission shall make this information publicly available.

2. Eaeh dThe digital health authority shall be entrusted with the following tasks:

(a) ensure the implementation of the rights and obligations provided for in Chapters 11
and III by adopting necessary national, regional or local technical solutions and by
establishing relevant rules and mechanisms;

(b) ensure that complete and up to date information about the implementation of rights
and obligations provided for in in Chapters II and III is made readily available to
natural persons, health professionals and healthcare providers;

(c) 1in the implementation of technical solutions referred to in point (a), enforce their
compliance with Chapter II, Il and Annex II;

(d) contribute, at Union level, to the development of technical solutions enabling natural
persons and health professionals to exercise their rights and obligations set out in this
Chapter;
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(e)

®

(2

(h)

(@)

G

facilitate for persons with disabilities to exercise their rights listed in Article 3 of this
Regulation in accordance with Directive (EU) 2019/882 of the European Parliament
and of the Councill.

supervise the national contact points for digital health and cooperate with other
digital health authorities and the Commission on further development of
MyHealth@EU;

ensure the implementation, at national level, of the European electronic health record
exchange format, in cooperation with national authorities and stakeholders;

contribute, at Union level, to the development of the European electronic health
record exchange format and to the elaboration of common specifications addressing
interoperability, security, safety or fundamental right concerns in accordance with
Article 23 and of the specifications of the EU database for EHR systems and
wellness applications referred to in Article 32;

where applicable, perform market surveillance activities in accordance with Article
28, while ensuring that any conflict of interest is avoided,

build national capacity for implementing interoperability and security of the primary
use of electronic health data and participate in information exchanges and capacity
building activities at Union level;

)

(m)

(n)

cooperate with market surveillance authorities, participate in the activities related to
handling of risks posed by EHR systems and of serious incidents and supervise the
implementation of corrective actions in accordance with Article 29;

cooperate with other relevant entities and bodies at national or Union level, to ensure
interoperability, data portability and security of electronic health data, as well as with
stakeholders representatives, including patients’ representatives, healthcare
providers, health professionals and; industry associations;

cooperate with supervisory authorities in accordance with Regulation (EU)
910/2014, Regulation (EU) 2016/679, and Directive (EU) 2022/2555 20+6-4148ef

t—h&E—&P@p%&ﬁ—P&Pl—k&ﬁ&%ﬁt—ﬂﬁd—Gf—ﬂ%&@Gﬁﬂeﬂ;—and with other relevant authorities,
mcludmg those competent for cybersecurlty, electromc 1dent1ﬁcat10n—th%Eufepean

1 Directive (EU) 2019/882 of the European Parliament and of the Council of 17 April 2019 on
the accessibility requirements for products and services (Text with EEA relevance) (OJ L
151, 7.6.2019, p. 70)

2 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016
concerning measures for a high common level of security of network and information
systems across the Union (OJ L 194, 19.7.2016, p. 1).
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eeﬂeemmg—LETTER O MOVED TO ARTICLE IOA SEE AMENDMENTS IN
THAT ARTICLE

heal—th—&u—the&t—yshall aV01d any conﬂlcts of interest. SEE ALSO ARTICLE 10(2)(m)
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Article 104

Reporting by digital health authority

1. The digital health authority shall publish drav—up,in-ecolaberation-whererelevant-with
market—survetlance—autherities;—an  biaennial activity report, which shall contain a

comprehensive overview of its activities. If a Member State designates more than one
digital health authority, one of them shall be responsible for the report and request
necessary information from the other digital health authorities. Thereport-shall-be
transmitted-to-the-Commission. The biaennial activity report shall follow a structure that is
agreed at Union level within EHDS Board;—te-suppert-benchmarking pursaantto-Avticle

59. The report shall contain at least information concerning:

(a) @measures taken to implement this Regulation;

(b) @bpercentage of natural persons having access to different data categories of their
electronic health records;

(c) @iformation on the handling of requests from natural persons on the exercise of
their rights pursuant to this Regulation;

(d) @wnumber of healthcare providers of different types, including pharmacies, hospitals
and other points of care, connected to MyHealth@EU calculated a) in absolute terms,
b) as share of all healthcare providers of the same type and c) as share of natural
persons that can use the services;

(¢) €9volumes of electronic health data of different categories shared across borders
through MyHealth@EU;

(H
(&)

ef—éa%a—p*e%ee&ea—ey%%seetm&y%d—&%&ﬁeral—m&eﬂrg%ee MOVED FROM
ARTICLE 10(2)(0)

2. The report shall be drawn up in collaboration where—relevant with market surveillance

authorities as referred to in Article 28 of this Regulation, where relevant. FROM
ARTICLE 10(2)(0)

3. The report shall be transmitted_sent to the Commission_and the EHDS Board within 6
months after the end date of the 2 years period. FROM ARTICLE 10A(1) AND
AMENDED
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Article 11

Right to lodge a complaint with a digital health authority

Without prejudice to any other administrative or judicial remedy, natural and legal persons
shall have the right to lodge a complaint, individually or, where relevant, collectively, with
the digital health authority, related to the provisions in this Chapter. Where the
complaint concerns the rights of natural persons pursuant to Articles 3 8A to 8F of this
Regulation, the digital health authority shall send a copy of the complaint to the
supervisory authorities under Regulation (EU) 2016/679 and shall consult and cooperate
with them in the handling of such complaints.

The digital health authority with which the complaint has been lodged shall inform the
complainant, in accordance with national law, of the progress of the proceedings and of
the decision taken.

Digital health authorities in different Member States shall cooperate to handle and
resolve complaints related to the cross-border exchange and access to personal
electronic health data, including by exchanging all relevant information by electronic
means, without undue delay.

Article 11A4

Relationship with data protection regulation

The supervisory authority or authorities responsible for monitoring and enforcement the
application of Regulation (EU) 2016/679 shall also be responsible for monitoring and enforcement
the processing of personal electronic health data for primary use, in particular the application

of-this Articles 3-8A to 8F, in accordance with the relevant provisions in Chapters VI, VII and VIII
of Regulation (EU) 2016/679. They shall be competent to impose administrative fines up to the
amount referred to in Article 83(5) of that Regulation. Those supervisory authorities and the digital
health authorities referred to in Article 10 of this Regulation shall, where relevant, cooperate in the
enforcement of this Regulation, within the remit of their respective competences. MOVED FROM

ARTICLE 3(11)
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SECTION 2

CROSS-BORDER INFRASTRUCTURE FOR PRIMARY USE OF PERSONAL ELECTRONIC
HEALTH DATA

Article 12

MyHealth@EU

1. The Commission shall establish a central and interoperability platform for digital health,
MyHealth@EU, to provide services to support and facilitate the exchange of personal
electronic health data between national contact points for digital health of the Member
States.

2. Each Member State shall designate one national contact point for digital health, The
national contact point shall be an organisational and technical gateway for the
provision of cross-border digital health information services in the context of
healthcare of personal electronic health data, enabling and te ensureing the connection
to all other national contact points for digital health and to the central platform for digital
health in cross-border infrastructure MyHealth@EU. Where a designated national
contact point is an entity consisting of multiple organisations responsible for implementing
different services, the Member State shall communicate to the Commission a description of

the separation of tasks between the organisations. The—national-contact-pointfor-digital

health-shall-be—considered-an—-authorised participantin—the—infrastractare. Each Member
State shall_inform of eemmunieate the identity of its national contact point to the

Commission by [the date of application of this Regulation]. Such contact point may be
established within the digital health authority established by Article 10 of this Regulation.
Member States shall inform eemmunicate—te the Commission of any subsequent
modification of the identity of those contact points. The Commission and the Member
States shall make this information publicly available.

3. Each national contact point for digital health shall enable the exchange of the personal
electronic health data referred to in Article 5 with all-ether national contact points in other
Member States through MyHealth@EU. The exchange shall be based on the European
electronic health record exchange format.

4. The Commission shall, by means of implementing acts, adopt the necessary measures for
the technical development of MyHealth@EU, detailed rules concerning the security,
confidentiality and protection of personal electronic health data and the conditions and
compliance checks necessary to join and remain connected to MyHealth@EU and
conditions for temporary or definitive exclusion from MyHealth@EU. Those
implementing acts shall be adopted in accordance with the advisery examination
procedure referred to in Article 68(2).

5. Member States shall ensure connection of all healthcare providers to their national contact
points for digital health, Member States ard shall ensure that these connected healthcare
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providers are enabled to perform two-way exchange of electronic health data with the
national contact point for digital health.

6. Member States shall ensure that pharmacies operating on their territories;-tneluding-online
pharmaetes;,—are enabled to dispense electronic prescriptions issued by other Member
States, under the conditions laid down in Article 11 of Directive 2011/24/EU. The
pharmacies shall access and accept electronic prescriptions transmitted to them from other
Member States through MyHealth@EU. Following dispensation of medicinal products
based on an electronic prescription from another Member State, pharmacies shall report the
dispensation to the Member State that issued the prescription, through MyHealth@EU.

(6a) If the Member State of treatment is different from the Member State of affiliation,
the Member State of treatment shall ensure that the hospital discharge report is
exchanged with the Member State of affiliation. The Commission shall ensure that
MyHealth@EU is enabled to transmit the hospital discharge report to the Member
State of affiliation.

7. The national contact points for digital health shall act as jeint controllers of the personal
electronic health data communicated through ‘MyHealth@EU’ for the processing
operations in which they are involved. The Commission shall act as processor.

8. By means of implementing acts, tFhe Commission shall;-by-means-ofimplementingaets;

allocateion-of responsibilities—ameng controlers—and-shall lay down the rules regarding
the processing asregards by the processor referred to in paragraph 7 of this Article and its

responsibilities towards the controllers, in accordance with Chapter IV of Regulation
(EU) 2016/679 and of Regulation (EU) 2018/1725. Those implementing acts shall be
adopted in accordance with the advisery examination procedure referred to in Article
68(2).

9. The national contact points referred to in paragraph 2 shall be authorised
participants in MyHealth@EU, when they fulfil the conditions to join and to remain
connected to MyHealth@EU as laid down pursuant to paragraph 4. The approval for
individual authorised participants to join MyHealth@EU for different services, or to

disconnect a participant shall be issued by the Commission Jeint-Centrelership—group,
based on the results of the compliance checks performed by the Commission.

Subject to the outcome of the compliance check, the Commission shall, by means of
implementing act, take decisions to connect individual authorised participants to join
the infrastructure or to disconnect them. These implementing acts shall be adopted in
accordance with the examination procedure referred to in Article 68(2).

Article 13

Supplementary cross-border digital health services and infrastructures

1. Member States may provide through MyHealth@EU supplementary services that facilitate
telemedicine, mobile health, access by natural persons to their translated health data,
exchange or verification of health-related certificates, including vaccination card services
supporting public health and public health monitoring or digital health systems, services
and interoperable applications, with a view to achieving a high level of trust and security,
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enhancing continuity of care and ensuring access to safe and high-quality healthcare. The
Commission shall, by means of implementing acts, set out the technical aspects of such
services previston. Those implementing acts shall be adopted in accordance with the
advisery examination procedure referred to in Article 68(2).

2. The Commission and Member States may facilitate the exchange of personal electronic
health data with other infrastructures, such as the Clinical Patient Management System or
other services or infrastructures in the health, care or social security fields which may
become authorised participants to MyHealth@EU. The Commission shall, by means of
implementing acts, set out the technical aspects of such exchanges. Those implementing
acts shall be adopted in accordance with the advisory examination procedure referred to in
Article 68(2).

The connection of another infrastructure to the central platform for digital heaith, as well
as dlsconnetlon, shall be subject to a decision, by means of 1mplement1ng acts, of the

on the result of the comphance checks of the technlcal aspects of such exchanges as
referred to in subparagraph 1. Those implementing acts shall be adopted in
accordance with the examination procedure referred to in Article 68(2)

3. A national contact point of a third country or a system established at an international
level may become an authorlsed partlclpant in MvHealth@EU if thev fulfill Member

the requlrements of MyHealth@EU for the purposes of the personal electronlc health data
exchange as referred to in Artlcle 12, Befe;%adeptmg—s;aeh—m&—mpl—memtmg—aet—a

the transfer stemming from such connection would comply with the rules in Chapter

V of Regulation (EU) 2016/679, the requirements equivalence of legal, organizational,
operational, semantic, technical and cybersecurity measures to those of the Member
States in the operation of MvHealth@EU services.

The requirements in subparagraph 1 shall be verified in compliance check performed
by the Commission.

Based on the outcome of the compliance check, the Commission may, by means of

lmplementlng act, %ﬂmp}ana&mg—aets%efeﬂed%e—m—th%ﬂfsk&ﬂapaﬂagmph—ef—thﬂ

to connect as Well as -be-to dlsconnected the natlonal contact pomt of the thlrd country
or of the svstem establlshed at an 1nternat10nal level to MvHealth@EU shaH—be

Ame}e—éé— Member States national securltv 1nterests shall be taken into account.

These implementing acts shall be adopted in accordance with the examination
procedure referred to in Article 68(2).
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The Commission shall make the list of national contact points of a third country or of
systems established at an international level connected to MyHealth@EU

implementing—aets—adopted pursuant to this paragraph and it shall make it publicly

available.

CHAPTER 111

EHR systems and wellness applications
SECTION 1

SCOPE AND GGENERAL PROVISIONS FOR EHR SYSTEMS

Article 134

Scope

1. EHR systems intended by their manufacturer for primary use of priority categories of
electronic health data referred to in Article 5 shall be subject to the provisions laid down in
this Chapter. MOVED FROM ARTICLE 14(1)

2. This Chapter shall not apply to general purpose software used in a healthcare
environment. MOVED FROM ARTICLE 14(2)

Article 13B

Placing on the market and putting into service MOVED FROM ARTICLE 15

1. EHR systems as referred to in Article 13A(1) may be placed on the market or put into
service only if they comply with the provisions laid down in this Chapter. MOVED FROM
ARTICLE 15(1)

2. EHR systems that are manufactured and used within health institutions established in the
Union and EHR systems offered as a service within the meaning of Article 1(1), point (b),
of Directive (EU) 2015/1535 of the European Parliament and of the Council® to a natural
or legal person established in the Union shall be considered as having been put into
service. MOVED FROM ARTICLE 15(2)

Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 laying down a
procedure for the provision of information in the field of technical regulations and of rules on Information
Society services (OJ L 241, 17.9.2015, p. 1).
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Article 14

Interplay with legislation governing medical devices, in vitro diagnostic medical devices and Al

systems

d d 1o A 1 h hia

this-Chapter- MOVED TO THE NEW ARTICLE 13A(1)

13 Manufacturers of medical devices as defined in Article 2(1) of Regulation (EU) 2017/745
and manufacturers of in vitro diagnostic medical devices as defined in Article 2(2) of

Regulation (EU) 2017/746 that claim interoperability of those medical devices with EHR
systems shall prove compliance with the essential requirements on interoperability laid
down in Section 2 of Annex II of this Regulation. Article 23 of this Chapter shall be
applicable to those medical devices.

24. Providers of high-risk Al systems as defined in Article 6 of Regulation [...] [Al act
COM/2021/206 final], which does not fall within the scope of Regulation (EU) 2017/745,
that claim interoperability of those Al systems with EHR systems will need to prove
compliance with the essential requirements on interoperability laid down in Section 2 of
Annex II of this Regulation. Article 23 of this Chapter shall be applicable to those high-
risk Al systems.

healtheare-servieess MOVED TO A NEW ARTICLE lA

Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 laying down a
procedure for the provision of information in the field of technical regulations and of rules on Information
Society services (OJ L 241, 17.9.2015, p. 1).
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Article 16

Claims

In the information sheet, instructions for use or other information accompanying EHR systems, and
in the advertising of EHR systems, it shall be prohibited to use text, names, trademarks, pictures and
figurative or other signs that may mislead the user with regard to its intended purpose,
interoperability and security by:

(a) ascribing functions and properties to the EHR system which it does not have;

(b) failing to inform the user of likely limitations related to interoperability or security features
of the EHR system in relation to its intended purpose;

(c) suggesting uses for the EHR system other than those stated in the technical documentation
to form part of the intended purpose.

Article 16A4

Procurement, reimbursement and financing of EHR systems

Member States may maintain or define specific rules for the procurement, reimbursement or
financing of EHR systems in the context of the organisation, delivery or financing of healthcare
services. MOVED FROM ARTICLE 14(5)

SECTION 2

OBLIGATIONS OF ECONOMIC OPERATORS WITH REGARD TO EHR SYSTEMS

Article 17

Obligations of manufacturers of EHR systems

1. Manufacturers of EHR systems shall:

(a) ensure that their EHR systems are in conformity with the essential requirements laid
down in Annex II and with the common specifications in accordance with Article 23;

(b) draw up the technical documentation of their EHR systems in accordance with
Article 24;

(c) ensure that their EHR systems are accompanied, free of charge for the user, by the
information sheet provided for in Article 25 and clear and complete instructions for
use;

(d) draw up an EU declaration of conformity as referred to in Article;

8171/1/23 REV 1 MAV/ng 30
ANNEX LIFE.5 LIMITE EN



(e) affix the CE marking in accordance with Article 27,
(f) comply with the registration obligations in Article 32;

(g) take without undue delay any necessary corrective action in respect of their EHR
systems which are not in conformity with the essential requirements laid down in
Annex II, or recall or withdraw such systems;

(h) inform the distributors of their EHR systems and, where applicable, the authorised
representative, and importers and the users of any mandatory preventive
maintenance and its frequency, corrective action, recall or withdrawal;

(1) inform the market surveillance authorities of the Member States in which they made
their EHR systems available or put them into service of the non-conformity and of
any corrective action taken, including the timetable for implementation, when
EHR system have been brought into comformity and been recalled or
withdrawn;

(j)  upon request of a market surveillance authority, provide it with all the information
and documentation necessary to demonstrate the conformity of their EHR system
with the essential requirements laid down in Annex II.

(k) cooperate with market surveillance authorities, at their request, on any action taken
to bring their EHR systems in conformity with the essential requirements laid down
in Annex II.

2. Manufacturers of EHR systems shall ensure that procedures are in place to ensure that the
design, development and deployment of an EHR system continues to comply with the
essential requirements laid down in Annex II and the common specifications referred to in
Article 23. Changes in EHR system design or characteristics shall be adequately taken into
account and reflected in the technical documentation.

3. Manufacturers of EHR systems shall keep the technical documentation and the EU
declaration of conformity for 10 years after the last EHR system covered by the EU
declaration of conformity has been placed on the market.

Article 18

Authorised representatives

1. Prior to making an EHR system available on the Union market, a manufacturer of an EHR
system established outside of the Union shall, by written mandate, appoint an authorised
representative which is established in the Union.

2. An authorised representative shall perform the tasks specified in the mandate received
from the manufacturer. The mandate shall allow the authorised representative to do at least
the following:

(a) keep the EU declaration of conformity and the technical documentation at the
disposal of market surveillance authorities for the period referred to in Article 17(3);
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(b) further to a reasoned request from a market surveillance authority, provide that
authority with all the information and documentation necessary to demonstrate the
conformity of an EHR system with essential requirements laid down in Annex II as
well as the common specifications in accordance with Article 23;

(c) cooperate with the market surveillance authorities, at their request, on any corrective
action taken in relation to the EHR systems covered by their mandate.

Article 19

Obligations of importers

Importers shall place on the Union market only EHR systems which are in conformity with
the essential requirements laid down in Annex II as well as the common specifications in
accordance with Article 23.

Before making an EHR system available on the market, importers shall ensure that:

(a) the manufacturer has drawn up the technical documentation and the EU declaration
of conformity;

(b) the EHR system bears the CE marking of conformity;

(c) the EHR system is accompanied by the information sheet referred to in Article 25
and appropriate instructions for use, including maintenance actions.

Importers shall indicate their name, registered trade name or registered trade mark and the
address at which they can be contacted in a document accompanying the EHR system.

Importers shall ensure that, while an EHR system is under their responsibility, the EHR
system is not altered in such a way that its conformity with essential requirements laid
down in Annex II is jeopardised.

Where an importer considers or has reason to believe that an EHR system is not in
conformity with the essential requirements in Annex II, it shall not make that system
available on the market until that system has been brought into conformity. The importer
shall inform without undue delay the manufacturer of such EHR system, the users and the
market surveillance authorities of the Member State in which it made the EHR system
available on the market where this situation occurs, to that effect.

Importers shall keep a copy of the EU declaration of conformity at the disposal of the
market surveillance authorities for the period referred to in Article 17(3) and ensure that
the technical documentation can be made available to those authorities, upon request.

Importers shall, further to a reasoned request from a market surveillance authority, provide
it with all the information and documentation necessary to demonstrate the conformity of
an EHR system in the official language of the Member State where the market surveillance
authority is located. They shall cooperate with that authority, at its request, on any action
taken to bring their EHR systems in conformity with the essential requirements laid down
in Annex II.
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Article 20

Obligations of distributors

I. Before making an EHR system available on the market, distributors shall verify that:
(a) the manufacturer has drawn up the EU declaration of conformity;
(b) the EHR system bears the CE marking of conformity;

(c) the EHR system is accompanied by the information sheet referred to in Article 25
and appropriate instructions for use;

(d) where applicable, the importer has complied with the requirements set out in Article
19(3).

2. Distributors shall ensure that, while an EHR system is under their responsibility, the EHR
system is not altered in such a way that its conformity with the essential requirements laid
down in Annex II is jeopardised.

3. Where a distributor considers or has reason to believe that an EHR system is not in
conformity with the essential requirements laid down in Annex II, it shall not make the
EHR system available on the market until it has been brought into conformity.
Furthermore, the distributor shall inform without undue delay the manufacturer or the
importer and the users, as well as the market surveillance authorities of the Member states
where the EHR system has been made available on the market, to that effect.

4, Distributors shall, further to a reasoned request from a market surveillance authority,
provide it with all the information and documentation necessary to demonstrate the
conformity of an EHR system. They shall cooperate with that authority, at its request, on
any action taken to bring their EHR systems in conformity with the essential requirements
laid down in Annex II.

Article 21

Cases in which obligations of manufacturers of an EHR system apply to importers and distributors

An importer or a distributor shall be considered a manufacturer for the purposes of this Regulation
and shall be subject to the obligations laid down in Article 17, where they made an EHR system
available on the market under their own name or trademark or modify an EHR system already
placed on the market in such a way that conformity with the applicable requirements may be
affected.
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Article 22
Identification of economic operators

Economic operators shall, on request, identify the following to the market surveillance authorities,
for 10 years after the last EHR system covered by the EU declaration of conformity has been placed
on the market:

(a) any economic operator who has supplied them with an EHR system;
(b) any economic operator to whom they have supplied an EHR system.
SECTION 3

CONFORMITY OF THE EHR SYSTEM

Article 23

Common specifications

1. The Commission shall, by means of implementing acts, adopt common specifications in
respect of the essential requirements set out in Annex II, including a time limit for
implementing those common specifications. Those common specifications shall be based
on_existing harmonised standards, where applicable. Where relevant, the common
specifications shall take into account the specificities and verify compatibility with
sectorial legislation and harmonised standards of medical devices and high risk Al
systems referred to in paragraphs 13 and 24 of Article 14, including the state-of-the-art
standards for health informatics and the European electronic health record exchange
format.

Those implementing acts shall be adopted in accordance with the advisery examination
procedure referred to in Article 68(2).

2. The common specifications referred to in paragraph 1 shall include the following elements:
(a) scope;
(b) applicability to different categories of EHR systems or functions included in them;
(c) version;
(d) wvalidity period;
(e) normative part;

(f) explanatory part, including any relevant implementation guidelines.
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3. The common specifications may include elements related to the following:

(a) datasets containing electronic health data and defining structures, such as data fields
and data groups for the representation of clinical content and other parts of the
electronic health data;

(b) coding systems and values to be used in datasets containing electronic health data,
taking due account of both the future harmonization of teriminologies and their
compatibility with existing national terminologies;

(c) other requirements related to data quality, such as the completeness and accuracy of
electronic health data;

(d) technical specifications, standards and profiles for the exchange of electronic health
data;

(e) requirements and principles related to security, confidentiality, integrity, patient
safety and protection of electronic health data;

(f)  specifications and requirements related to identification management and the use of
electronic identification.

4. EHR systems, medical devices, in vitro diagnostic medical devices and high risk Al
systems referred to in Articles 13A and 14 that are in conformity with the common
specifications referred to in paragraph 1 shall be considered to be in conformity with the
essential requirements covered by those specifications or parts thereof, set out in Annex II
covered by those common specifications or the relevant parts of those common
specifications.

5. Where common specifications covering interoperability and security requirements of EHR
systems affect medical devices, in_vitro diagnostic medical devices or high-risk Al
systems falling under other acts, such as Regulations (EU) 2017/745 and (EU) 2017/746
or [...] [Al Act COM/2021/206 final], the Commission shall ensure that the adoption of
those common specifications way shall have been preceded by a consultation with the
Medical Devices Coordination Group (MDCGQG) referred to in Article 103 of Regulation
(EU) 2017/745 or the European Artificial Intelligence Board referred to in Article 56 of
Regulation [...] [AI Act COM/2021/206 final], as applicable.

6. Where common specifications covering interoperability and security requirements of
medical devices, in vitro diagnostic medical devices or high-risk Al systems falling under
other acts such as Regulations (EU) 2017/745 and (EU) 2017/746 or Regulation [...] [Al
Act COM/2021/206 final], impact EHR systems, the Commission shall ensure that the
adoption of those common specifications shall have been preceded by a consultation with

the EHDS Board;-espeetaty-ts-subsreupfor-Chapters Hand Hlof this Regnlation.
Article 24

Technical documentation

I. The technical documentation shall be drawn up before the EHR system is placed on the
market or put into service and shall be kept up-to-date.
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2. The technical documentation shall be drawn up in such a way as to demonstrate that the
EHR system complies with essential requirements laid down in Annex II and provide
market surveillance authorities with all the necessary information to assess the conformity
of the EHR system with those requirements. It shall contain, at a minimum, the elements
set out in Annex III.

3. The technical documentation shall be drawn up in one of the official languages of the
Union. Following a reasoned request from the market surveillance authority of a Member
State, the manufacturer shall provide a translation of the relevant parts of the technical
documentation into the official language of that Member State.

4. When a market surveillance authority requests the technical documentation or a translation
of parts thereof from a manufacturer, it shall set a deadline of 30 days for receipt of such
documentation or translation, unless a shorter deadline is justified because of a serious and
immediate risk. If the manufacturer does not comply with the requirements of paragraphs
1, 2 and 3, the market surveillance authority may require it to have a test performed by an
independent body at its own expense within a specified period in order to verify the
conformity with the essential requirements laid down in Annex II and the common
specifications referred to in Article 23.

Article 25

Information sheet accompanying the EHR system

1. EHR systems shall be accompanied by an information sheet that includes concise,
complete, correct and clear information that is relevant, accessible and comprehensible to
users.

2. The information sheet referred to in paragraph 1 shall specify:

(a) the identity, registered trade name or registered trademark, and the contact details of
the manufacturer and, where applicable, of its authorised representative;

(b) the name and version of the EHR system and date of its release;
(c) its intended purpose;

(d) the categories of electronic health data that the EHR system has been designed to
process;

(e) the standards, formats and specifications and versions thereof supported by the EHR
system.

3. As an alternative to supplying the information sheet referred to in paragraph 1 with
the EHR system, manufacturers may enter the information referred to in paragraph

2 into the EU database referred to in Article 32. The-Commissiton—tis—empowered—to
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Article 26

EU declaration of conformity

I. The EU declaration of conformity shall state that the manufacturer of the EHR system has
demonstrated that the essential requirements laid down in Annex II have been fulfilled.

2. Where EHR systems are subject to other Union legislation in respect of aspects not
covered by this Regulation, which also requires an EU declaration of conformity by the
manufacturer that fulfilment of the requirements of that legislation has been demonstrated,
a single EU declaration of conformity shall be drawn up in respect of all Union acts
applicable to the EHR system. The declaration shall contain all the information required
for the identification of the Union legislation to which the declaration relates.

3. The EU declaration of conformity shall;as—a-minimum; contain the information set out in
Annex IV and shall be translated into one or more official Union languages determined by
the Member State(s) in which the EHR system is made available.

4. By drawing up the EU declaration of conformity, the manufacturer shall assume
responsibility for the conformity of the EHR system when it is placed on the market or
put into service.

Article 27

CE marking

1. The CE marking shall be affixed visibly, legibly and indelibly to the accompanying
documents of the EHR system and, where applicable, to the packaging.

2. The CE marking shall be subject to the general principles set out in Article 30 of
Regulation (EC) 765/2008 of the European Parliament and of the Council®.

S Regulation (EC) No 765/2008 of the European Parliament and of the Council of 9 July
2008 setting out the requirements for accreditation and market surveillance relating to the
marketing of products and repealing Regulation (EEC) No 339/93 (OJ L 218, 13.8.2008, p.
30).
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SECTION 4

MARKET SURVEILLANCE OF EHR SYSTEMS

Article 28

Market surveillance authorities

1. Regulation (EU) 2019/1020 shall apply to EHR systems covered by Chapter III of this
Regulation.
2. Member States shall designate the market surveillance authority or authorities responsible

for the implementation of this Chapter. They shall entrust their market surveillance
authorities with the powers, resources, equipment and knowledge necessary for the proper
performance of their tasks pursuant to this Regulation. Member States shall communicate
the identity of the market surveillance authorities to the Commission whieh-shall-publish-a
list—ofthese—autherities—The Commission and the Member States shall make this
information publicly available.

3. Market surveillance authorities designated pursuant to this Article may be the digital health
authorities designated pursuant to Article 10. Where a digital health authority carries out

tasks of market surveillance authority, Member States shall ensure that any conflict of
interest shal-be is avoided.

4. Market surveillance authorities shall report to the Commission on a regular yearly basis
the outcomes of relevant market surveillance activities.

5. The market surveillance authorities of the Member States shall cooperate with each other
and with the Commission. The Commission shall provide for the organisation of
exchanges of information necessary to that effect.

6. For medical devices, in vitro diagnostic medical devices or high-risk Al systems referred
to in Article 14 (3) and (4), the responsible authorities for market surveillance shall be
those referred to in Article 93 of Regulation (EU) 2017/745, Article 88 of Regulation
(EU) 2017/746 or Article 59 of Regulation [...] [AI act COM/2021/206 final], as
applicable.

Article 29

Handling of risks posed by EHR systems and of serious incidents

1. Where a market surveillance authority finds that an EHR system presents a risk to the
health or safety of natural persons, to the security of the EHR system or to other aspects
of public interest protection, it shall require the manufacturer of the EHR system
concerned, its authorised representative and all other relevant economic operators to take
all appropriate measures to ensure that the EHR system concerned no longer presents that

8171/1/23 REV 1 MAV/ng 38
ANNEX LIFE.5 LIMITE EN



risk when placed on the market. The measures may include te withdrawal of the EHR
system from the market or to recall it within a reasonable period.

The economic operator referred to in paragraph 1 shall ensure that corrective action is
taken in respect of all the EHR systems concerned that it has placed on market throughout
the Union.

The market surveillance authority shall immediately inform the Commission and the
market surveillance authorities of other Member States of the measures ordered pursuant to
paragraph 1. That information shall include all available details, in particular the data
necessary for the identification of the EHR system concerned, the origin and the supply
chain of the EHR system, the nature of the risk involved and the nature and duration of the
national measures taken.

Manufacturers of EHR systems placed on the market or put into service shall report any
serious incident involving an EHR system to the market surveillance authorities of the
Member States where such serious incident occurred and to the market surveillance
authorities of the Member States where such EHR systems is placed on the market or
put into service. The report shall also contain a description of the corrective actions
taken or envisaged by the manufacturer. Member States may provide for users of EHR
systems placed on the market or put into service to report such incidents.

Such notification shall be made, without prejudice to incident notification requirements
under Directive (EU) 2022/2555 20464148, immediately after the manufacturer has
established a causal link between the EHR system and the serious incident or the
reasonable likelihood of such a link, and, in any event, not later than 345 days after the
manufacturer becomes aware of the serious incident involving the EHR system.

The market surveillance authorities referred to in paragraph 4 shall inform the other market
surveillance authorities, without delay, of the serious incident and the corrective action
taken or envisaged by the manufacturer or required of it to minimise the risk of recurrence
of the serious incident.

Where the tasks of the market surveillance authority are not performed by the digital health
authority, it shall cooperate with the digital health authority. It shall inform the digital
health authority of any serious incidents and of EHR systems presenting a risk, including
risks related to interoperability, security and patient safety, and of any corrective action,
recall or withdrawal of such EHR systems.

Where the market surveillance authority becomes aware that the risk or the incident

can entail a personal data breach, as defined in Article 4(12) of Regulation (EU)
2016/679 which is to be notified pursuant to Article 33 of that Regulation, they shall,
without undue delay, inform the supervisory authorities as referred to in Article 55 or
56 of that Regulation.

For incidents putting at risk patient safety or information security, the market

surveillance authorities may take immediate actions and require immediate
corrective actions.
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Article 30

Handling of non-compliance

I. Where a market surveillance authority makes one of the following findings, it shall require
the manufacturer of the EHR system concerned, its authorised representative and all other
relevant economic operators, within _a deadline it establishes, to take appropriate
measures to put an end to the non-compliance concerned:

(a) the EHR system is not in conformity with_the essential requirements laid down in
Annex II;

(b) the technical documentation is either not available or not complete;

(c) the EU declaration of conformity has not been drawn up or has not been drawn up
correctly;

(d) the CE marking has been affixed in violation of Article 27 or has not been affixed.

2. Where the non-compliance referred to in paragraph 1 persists, the market surveillance
authority Member—State concerned shall take all appropriate measures to restrict or
prohibit the EHR system being placed on the market or ensure that it is recalled or
withdrawn from the market.

SECTION 5

OTHER PROVISIONS ON INTEROPERABILITY

Article 31

Yoluntary Llabelling of wellness applications

1. Where a manufacturer of a wellness application claims interoperability with an EHR
system and therefore compliance with the essential requirements laid down in Annex II
and common specifications in Article 23, such wellness application may—shall be
accompanied by a label, clearly indicating its compliance with those requirements. The
label shall be issued by the manufacturer of the wellness application.

2. The label shall indicate the following information:

(a) categories of electronic health data for which compliance with essential requirements
laid down in Annex II has been confirmed;

(b) reference to common specifications to demonstrate compliance;

(c) wvalidity period of the label.
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10.

The Commission may, by means of implementing acts, determine the format and content
of the label. Those implementing acts shall be adopted in accordance with the adwisery
examination procedure referred to in Article 68(2).

The label shall be drawn-up in one or more official languages of the Union or languages
determined by the Member State(s) in which the in—which—the wellness application is
placed on the market or put into service.

The validity of the label shall not exceed 35 years.

If the wellness application is embedded in a device, the accompanying label shall be placed
on the device. Two-dimensional, 2D, barcodes may also be used to display the label.

The market surveillance authorities shall check the compliance of wellness applications
with the essential requirements laid down in Annex II.

Each supplier of a wellness application, for which a label has been issued, shall ensure that
the wellness application that is placed on the market or put into service is accompanied
with the label for each individual unit, free of charge.

Each distributor of a wellness application for which a label has been issued shall make the
label available to customers at the point of sale in electronic form or, upon request, in
physical form.

The requirements of this Article shall not apply to wellness applications which are high-
risk Al systems as defined under Regulation [...] [Al Act COM/2021/206 final].

Article 31A4

Wellness applications within Member States’ healthcare systems

Member States shall remain free to regulate the use of wellness applications as referred to in

Article 31 in the context of provision of healthcare, provided that such rules are in compliance

with Union law.

SECTION 6

REGISTRATION OF EHR SYSTEM AND WELLNESS APPLICATION

Article 32

EU database for rRegistration of EHR systems and wellness applications

The Commission shall establish and maintain a publicly available database with
information on EHR systems for which an EU declaration of conformity has been issued
pursuant to Article 26 and wellness applications for which a label has been issued pursuant
to Article 31.
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2. Before placing on the market or putting into service an EHR system referred to in Article
14 or a wellness application referred to in Article 31, the manufacturer of such EHR
system or wellness application or, where applicable, its authorised representative shall
register the required data into the EU database referred to in paragraph 1.

3. Medical devices, in vitro diagnostic medical devices or high-risk Al systems referred to
in paragraphs 13 and 24 of Article 14 of this Regulation shall be registered in the database
established pursuant to Regulations (EU) 2017/745, (EU) 2017/746 or [...] [Al Act
COM/2021/206 final], as applicable. In_such cases, the information shall also be
forwarded to the EU database referred to in paragraph 1.

4. The Commission is empowered to adopt delegated acts in accordance with Article 67 to
determine the list of required data to be registered by the manufacturers of EHR systems
and wellness applications pursuant to paragraph 2.

CHAPTER 1V

Secondary use of electronic health data
SECTION 1

GENERAL CONDITIONS WITH REGARD TO THE SECONDARY USE OF ELECTRONIC
HEALTH DATA

Article 33

Minimum categories of electronic health data for secondary use

health data-availa

1. This Chapter shall apply toData-helders-shall-make the following categories of electronic

(a) health data from EHRs processed in a structured form;

(b)  health data on impacting health. ncluding social. environmental - behavioural

determinants of health, such as data having an effect on the health status,
healthcare needs, resources allocated to healthcare, the provision of and
universal access to healthcare as well as healthcare expenditure and financing,
and the causes of mortality;

(c) relevant pathogen genomic data, impacting on human health;

(d) healthcare-related administrative data, including claims and reimbursement data;
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(e) human genomic, genetic, genemie, and proteomic, transcriptomic, epigenomic,
metabolomic, lipidomic and other omic data;

(f) person generated eleetronie health data-inelading through medical devices, wellness
applications or other digital health applications;

(g) identifteation data on professional status and role of relatedte health professionals
involved in the treatment of a natural person;

(h) population wide health data registries (public health registries);
(1) eleetrente health data from medical registries ferspeeifie-diseases;

(j)  eleetronie health data from fully completed clinical trials;

(k) eleetronie health data from medical devices and from registries for medicinal
products and medical devices;

(1)  data from research cohorts, questionnaires and surveys related to health;

(m) eleetronte health data from biobanks and associated dedicated databases;

(n) eleetronie data related to insurance status, professional status, education, lifestyle,
wellness and behaviour data relevant to health;

data-permit—SEE PARA 9 IN THIS ARTICLE

IN TEGRATED IN ARTICLE 2(2)(y)

Commission Recommendation of 6 May 2003 concerning the definition of micro, small and
medium-sized enterprises (OJ L 124, 20.5.2003, p. 36).
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Member States may provide by national law that additional categories of electronic
health data shall be made avallable for secondarv use pursuant to this Regulatlon

Member States may establish rules for the processing and use of electronic health

data containing various improvements related to processing of electronic health data
based on a data permit pursuant to Article 46, such as correction, annotation and
enrichment. DELETED IN ARTICLE 33(1)(o) AND AMENDED

Article 34

Purposes for which electronic health data can be processed for secondary use

Health data access bodies shall only provide access to electronic health data referred to in
Article 33 to _a health data user for the following categories of {#-where-the ntended

purposcs of processing pursued by the applicant comphies with:

(a) public interest in the area of public and occupational health, such as activities

for protection against serious cross-border threats to health; and public health
surveillance or activities ensuring high levels of quality and safety of healthcare,
including patient safety, and of medicinal products or medical devices;

(b) policy making and regulatory activities to support public sector bodies or Union
institutions, agencies and bodies, including regulatory authorities, in the health or
care sector to carry out their tasks defined in their mandates;

(c) statistics, such as te—preduee national, multi-national and Union level official
statistics related to health or care sectors;

(d) education or teaching activities in health or care sectors at the level of vocational or
higher education;

(e) scientific research related to health or care sectors;

(f) development and innovation activities, such as the following:

(i) activities for the development of medicinal products or of medical
devices serviees contributing to public health or social security, or aimed at
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ensuring high levels of quality and safety of health—care;—ef—medicinal
I ¢ medieal deviees:

fg)(ii) training, testing and evaluating activities of algorithms, including in
medical devices, Al systems and digital health applications, contributing to
the public health or social security; or aimed to ensuring high levels of
quality and safety of health—care, of medicinal products or of medical
devices;

(h) providing persoenalised healthcare eensisting—in—assessing—maintainingor-restoring
the-state—of health-of natural-persens, based on the electronic health data of other

natural persons.

2. The purposes referred Aeeess%&eleetreﬁrehea}th—data—referred%e—nh&mel%g—wher%the

P%f%PE%d to in p01nts (a) to (c) of paragraph 1 are reserved for shal—l—eﬁl—yhb&graﬁted—te

public sector bodies and Union institutions, bodies, offices and agencies exercising their
tasks conferred to them by Union or national law, including where processing of data for
carrying out these tasks is done by a third party on behalf of that public sector body or of
Union institutions, agencies and bodies.

te—presew%eeaﬁden&a%ﬁy—ef—s&eh—d&ta—MOVED TO ARTICLE 35A(1) AND
AMENDED

Article 35

Prohibited secondary use of electronic health data

Health data users shall be prohlblted to—Sseekm-g—accessz—te—&nd processrng—or use electronic
health data-ebtais : :

be prohibited 0uts1de the scope of the respectlvelv data permit pursuant to Artlcle 46 or data
request pursuant to Article 47. In particular, processing and using the electronic health data
for the following purposes shall be prohibited:

(a) taking decisions detrimental to a natural person or a group of natural persons based on
their electronic health data; in order to qualify as “decisions”, they must produce legal,
social or economical, effects or similarly significantly affect those natural persons;

(b) taking decisions in relation to a natural person or groups of natural persons to exclude them
from the benefit of an insurance contract, such as life assurance contract or a policy of
health insurance or health-related insurance, or to modify their contributions or
premiums contract or to modify their contributions and insurance premiums;
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(ba)

activities related to employment, pension and banking:

(©)

advertising or marketing activities towards health professionals, organisations in health or
natural persons, with the exception of public health messaging by competent public
sector bodies;

(H

pa%esaqet—meﬂ&eﬂeekm%hedafeaqaemﬁm-MOVE TO ARTICLE 35C(2)

developing products or services that may harm individuals and societies at large, including,
but not limited to illicit drugs, alcoholic beverages, tobacco products, or goods or services,
services, included those for automated processing, which are designed or modified in
such a way that they contravene public order er—werality—or _cause a risk for human
health;

activities in conflict with ethical provisions according to national law:

(2)

activities concerning public security, national security, defense and law enforcement,

including prevention, investigation, detection or prosecution of criminal offences or
the execution of criminal penalties.

Article 354

IP-rights and trade secrets

Where the health data access body or other Ppublic sector bodies or Unions

institutions, agencies and bodies obtain access to electronic health data from health data
holders entailning IP rights and trade secrets in the exercise of the tasks conferred to them
by Unientaw-ornational-law this Regulation, they shall take all specific organisational
and technical measures necessary to preserve the confidentiality of such data. MOVED
FROM ARTICLE 34(4) AND AMENDED, SEE ALSO ARTICLE 37(1)(i1)

The technical and organisational measures taken to preserve the confidentiality of

electronic health data entailing IP rights and trade secrets referred to in paragraph 1
shall be made publicly available.

Article 4435B

Duties of health data holders

Wherea A health data holder is obliged to make the electronic health data avatlable under
Article 33 they hold available upon request to the health data access body according
to a data permit pursuant to Article 46 or data request pursuant to Article 47. Such
electronic health data mav also entall 1P rlghts and trade secretser—&nder—ether—Umeﬁ

%h%hea&h—da%a—aeeess—bed&es—wherﬁelev&m MOVED FROM ARTICLES 41(1) AND
33(4) AND AMENDED

8171/1/23 REV 1 MAV/ng 46
ANNEX LIFE.5 LIMITE EN



la. The health data holder shall put the requested electronic health data referred to in

paragraph 1 at the disposal of the health data access body within 2-menthsfromreeetving
the—requestfrom—the—health-data—aceess—bedy a reasonable time of up to 3 months
determined by the health data access body. Inecxeeptional-cases; In_justified cases,
such as in complex and burdensome request, thatperiedmay-be-extendedby the health
data access body may extend this period by up to 3 feran-additional peried-of2 months.
MOVED FROM ARTICLE 41(4) AND AMENDED

1b. The health data holder shall fulfill its obligations towards natural persons laid down
in Article 35E.
2. The health data holder shall communicate to the health data access body a general

description of the dataset it holds in accordance with Article 55. The health data holder
shall, at a minimum, on _an annual basis check that its dataset description in the
national datasets catalogue is accurate and up to date. MOVED FROM ARTICLE
41(2) AND AMENDED

3 Where a data quality and utility label accompanies the dataset pursuant to Article 56, the
health data holder shall provide sufficient documentation to the health data access body
for that body to confirm the accuracy of the label. MOVED FROM ARTICLE 41(3)

4. WhefH A health data holder fs—ebhged—te—mak%e}eetfem&hea}ﬂa—data—avaﬁabl%&ﬂder

shall cooperate—m—geed—faﬁh—wnh the health data access bodyies When the bodv is

fulfilling its tasks, whererelevant. SOME PARTS MOVED FROM ARTICLE 41(1)

5. The requirement in the—first—subparagraph—this Article shall not apply to individual
researchers and health data holders that qualify as micro enterprises as defined in Article

2 of the Annex to Commission Recommendation 2003/361/EC’7. Member States may
provide by law that this Chapter shall apply to these health data holders. MOVED

FROM ARTICLE 33(2)
Article 35C
Duties of health data users
1. Health data users shall only have-therightte access and process the electronic health data

in accordance with a data permit pursuant to Article 46 and a data request pursuant to
Article 47 delivered-to-them-on-the bastsof this Regulation. This includes a prohibition
for health data users to try to re-identify the natural persons in the dataset made
available to them or to process and use electronic health data outside the scope of the
respectively data permit pursuant to Article 46 or data request pursuant to Article
47, in particular the prohibited purposes pursuant to Article 35 or any other misuse
of electronic health data. MOVED FROM ARTICLE 46(7) AND ARTICLE 44(3)

2. When processing electronic health data within the secure processing environments
referred to in Article 50, the health data users are prohibited to providinge access to;

Commission Recommendation of 6 May 2003 concerning the definition of micro, small and
medium-sized enterprises (OJ L 124, 20.5.2003, p. 36).
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or otherwise making avatable; the electronic health data available to third parties not
mentioned in the data permit. MOVED FROM ARTICLE 35(d)

3. Health Ddata users shall make public the results or output of the secondary use of
electronic health data, including information relevant for the provision of healthcare, re
ater-than within 18 months after the completion of the electronic health data processing in
the secure environment or after having received the answer to the data request referred to
in Article 47. This period may in justified cases related to the permitted purposes of
the processing of electronic health data be extended by the health data access body, in
particular in cases where the result shall be published in a scientific journal or other
scientific publication. Those results or output shall only contain anonymised data. The
health data users shall inform the health data access bodies from which a data permit was
obtained and support them to also make the information related to the results or output
provided by the health data users public on health data access bodies’ websites. Such
publication on the health data access bodies website shall not breach publication
rights in a scientific journal or other scientific publication. Whenever the health data
users have used electronic health data in accordance with this Chapter, they shall
acknowledge the electronic health data sources and the fact that electronic health data has
been obtained in the context of the EHDS. MOVED FROM ARTICLE 46(11) AND
AMENDED

4. Where a Member State’s law require, the health Bdata users shall inform the health
data access body of any clinically significant findings that may influence the health status

of the natural persons whose data are included in the dataset as referred to in Article
35G. MOVED FROM ARTICLE 46(12) AND AMENDED

5. The health data users shall cooperate with the health data access body when the
health data access body is fulfilling its tasks.

Article 35D

Information from the health data holder to natural persons

1. The health data holder shall inform natural persons concerned in the meaning of
Articles 13 or 14 of Regulation (EU) 2016/679 or Articles 15 or 16 of Regulation (EU)
2018/1725 respectively of its processing of personal electronic health data pursuant to
this Chapter. The information shall in particular include the following:

(a) the health data holder’s obligation to make personal electronic health data
available for secondary use to the health data access body upon request or, in
situations referred to in Article 49, the health data holder’s role pursuant to
that Article;

(b) the categories of personal electronic health data it holds that may be made
available and the purposes for which those data may be processed pursuant to
Article 34;

(¢) the right of natural persons to exercise their rights with the health data holder
in pursuant Chapter III of Regulations (EU) 2016/679 or (EU) 2018/1725
respectively related to that their personal electronic health data may be made
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available for secondary use, in particular the right to obtain information upon
request pursuant Article 15 of Regulation (EU) 2016/679 or Article 17 of
Regulation (EU) 2018/1725 if their personal electronic health data have been
made available for secondary use and in such cases to whom and for which

purposes.

(d) the right of natural persons to exercise their right with the health data access
body, in particular the right to object (opt-out) as referred to in Article 35F,
including contact details for the health data access body.

2. The information referred to in paragraph 1 shall be provided to the natural persons
in _an easily accessible, visible, intelligible and clearly legible manner and within the
timeframe set out respectively in Articles 13(1) and 14(3) of Regulation (EU) 2016/679
or, where applicable Articles 15(1) and 16(3) of Regulation (EU) 2018/1725. Where
the health data holder has not obtained the personal electronic health data from the
natural person concerned and if the provision of information to each person
concerned proves impossible or would involve a disproportionate effort in accordance
with Article 14(5)(b) of Regulation (EU) 2016/679 or Article 16(5)(b) of Regulation
(EU) 2018/1725 respectively, the health data holder shall take appropriate measures
and at the minimum make the information referred to in paragraph 1 publicly
available.

3. The information referred to in paragraph 1 shall also be made publicly available.

Article 35E

Information from the health data access body to natural persons

1. The health data access body shall inform natural persons concerned in the meaning
of Article 14 of Regulation (EU) 2016/679 of its processing of personal electronic
health data pursuant to this Chapter. For each data permit issued or data request
answered, where personal electronic health data is processed by the health data
access body, the information shall include the following:

(a) the categories of personal electronic health data that have been processed:

(b) the health data holders who provided the personal electronic health data;

(c) the health data user to whom the data permit is granted or to whom the
electronic health data is provided pursuant to a data request:

(d) _in cases where access to pseudonymised electronic health data is granted to the
health data user pursuant to a data permit, the legal basis pursuant to Article 6
and the requirements pursuant to Article 9 of Regulation (EU) 2016/679 or
Articles 5(1) and 10(2) Regulation (EU) 2018/1725 respectively under—which

aeceess-is-granted-to-the-health-datauser; MOVED FROM ARTICLE 38(1)(a)

(e) the technical and organisational measures taken to protect the rights of natural
persons pursuant to the data permit; MOVED FROM ARTICLE 38(1)(b)
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(f) the applieable rights of natural persons ir—relation—to—secondary—use—of—electronic

health—data—the—arrangements—for—nataralpersons to exercise their rights in
accordance with Articles 15 to 18 and 21 ChapterdH of Regulation (EU) 2016/679

and the right to object (opt-out) pursuant to Article 35F. MOVED FROM
ARTICLE 38(1)(c)-(d)

(g) _the results or outcomes of the projects for which the electronic health data were used
referred to in Article 35C(3); MOVED FROM ARTICLE 38(1)(e)

2. The information referred to in paragraph 1 shall be provided to the natural persons
in _an easily accessible, visible, intelligible and clearly legible manner and within the
timeframe set out in Article 14(3) of Regulation (EU) 2016/679, except point g in
paragraph 1. The information may be provided through the electronic health data
access services referred to in Article 8G. If the provision of information to each
person _concerned proves impossible or would involve a disproportionate effort in
accordance with Article 14(5)(b) of Regulation (EU) 2016/679 the health data access
body shall at the minimum make the information referred to in paragraph 1 publicly
available through the electronic mean referred to in Article 37(1)(q)(V).

3. In situations referred to in Article 49(1A). the single health data holder shall fulfill
the obligations laid down in paragraphs 1 and 2.

Article 35F

Exercise of rights by natural persons with the health data access body

1. In addition to the rights in Articles 15 to 18 and 21 of Regulation (EU) 2016/679,
natural persons shall have the right to object (opt-out) to their personal electronic
health data to be made available for secondary use with the health data access body.

2. Where a natural person have exercised the right to object (opt-out), the health data
access body shall exclude personal electronic health data concerning that natural
person from being processed for secondary use, where possible.

3. The health data access body shall provide technical means enabling natural persons
to exercise their rights referred to in paragraph 1. Such means may be established
within the access services referred to in Article 8G or through other means.

4. In situations referred to in Article 49(1A), the single health data holder shall fulfill
the obligations laid down in paragraphs 1 to 3.

5. The Commission shall, by means of implementing acts, determine the implementation
measures of the right referred to in paragraph 2. Those measures shall be based on
the requirements of data protection by design and default laid down in Article 25 of
Regulation (EU) 2016/679, including measures consisting of transparency with regard
to_the functions and processing of personal electronic health data for secondary use.
Those implementing acts shall be adopted in accordance with the examination
procedure referred to in Article 68(2).
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Article 35G

Information of findings related to a natural person’s health status

Member States” law to which the health data access body is subject may require health Pdata
users shal-to_inform the health data access body of any clinically significant findings that may
influence the health status of the natural persons whose data are included in the dataset pursuant to
a data permit. Where a health data access body is informed by a health data user of a finding that
may impact on the health of a natural person, the health data access body may, in accordance with
the Member State’s law, inform the natural person or and his or her treating health professional
about that finding. FIRST SENTENCE MOVED FROM ARTICLE 46(12) AND SECOND
SENTENCE MOVED FROM ARTICLE 38(3)

SECTION 2

GOVERNANCE AND MECHANISMS FOR THE SECONDARY USE OF ELECTRONIC HEALTH
DATA

Article 36

Health data access bodies

l. Member States shall designate one or more health data access bodies responsible for
fulfilling the tasks set out in Articles 37 and 39 grantingaceess-to-electronic-health-data
for-secondary—use. Member States may either establish one or more new public sector
bodies or rely on existing public sector bodies or on internal services of public sector
bodies that fulfil the conditions set out in this Article. The tasks described in Article 37
may be divided between different health data access bodies. Where a Member State
designates several health data access bodies, it shall designate one health data access body
to act as coordinator, with responsibility for coordinating tasks requests with the other
health data access bodies_both within the Member State and towards health data access
bodies in other Member States.

2. Member States shall ensure that each health data access body is provided with the human,
technical and financial resources, premises and infrastructure necessary for the effective
performance of its tasks and the exercise of its powers.

3. In the performance of the1r tasks —heal{h—da%a—aeeess%edies—shaﬂ—aeﬁ#e}y%aepemt%%h

4. Member States shall inform-ecemmunicate-te the Commission of the identity of the health
data access bodies designated pursuant to paragraph 1 by the date of application of this
Regulation. They shall also inform-eemmunicateto the Commission of any subsequent
modification of the identity of those bodies. The Commission and the Member States shall
make this information publicly available.
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Article 37

Tasks of health data access bodies

1. Health data access bodies shall carry out the following tasks:

(a) decide on data access applications pursuant to Article 45, authorise and issue data
permits pursuant to Article 46 to access electronic health data falling within their
national remit for secondary use and decide on data requests pursuant to Article 47
in accordance with this Chapter and Chapter II of Regulation (EU) 2022/868 —}

[Pata-Governance Aet- COM/2020/767 final}-and-this- Chapter including;

(i) process electronic health data referred to in Article 33 for-the-purpeses—set
oeut-r-Article 34; such as ineluding the eoleeting gathering, combination,

preparation, standardisation and_compiling of necessary requested data
from health data holders, the pseudonymisation or anonymisation of
the data; and the disclosure of those data for secondary use to health data
users on the basis of a data permit or_a data request; MOVED FROM
ARTICLE 37(1)(d)

(ii) take all measures necessary to preserve the confidentiality of IP rights and
of trade secrets of electronic health data before those data are made
available for secondary use pursuant to a data permit or a data request;
MOVED FROM ARTICLE 37(1)(d)

(iii) provide access to electronic health data to health data users pursuant to
a data permit in a secure processing environment in accordance with
the requirements laid down in Article 50.

(ab) Health—data—aceess—bodies—shall-monitor and supervise compliance with the
requirements laid down in this Regulation by health data users and health data

holders with-the-requirementstaid-downinthis-Chapter. MOVED FROM ARTICLE
43(1)

seeretssMOVED TO ARTICLE 37(1)(a)(ii) AND AMENDED
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aﬂd—aeekwa{cmrp}emeﬂtaﬁeﬂ of the data quahty and ut111ty label set out in Artlcle 56;

(k) maintain a management system to record and process data access applications, data
requests, the decisions on_these and the data permits issued and data requests
answered, providing at least information on the name of the data applicant, the
purpose of access the date of issuance, duration of the data permit and a description
of the data application or the data request;

AP‘&GI%«S— MOVED TO LETTER Q(V) AND AMENDED

(m) cooperate at Union and national level to lay down appropriate measures and
requirements for accessing electronic health data in a secure processing environment;

(n) cooperate at Union and national level and provide advice to the Commission on
techniques and best practices for_secondary use of electronic health data use and
management;

(o) facilitate cross-border access to electronic health data for secondary use hosted in
other Member States through HealthData@EU and cooperate closely with each other
and with the Commission.

(q9) make public, through electronic means:

(1) anational dataset catalogue referred to 1n Article 55 %hat—shal—l—mel&de—de%aﬂs

(i1) data access applications and data permits, requests and answers, including
the refused, on their websites within 30 working days after deciding on a

data permit or a data request data-permits;requestsand-applications-on-their
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(iii)) measures related to non-compliance penalties-applied pursuant to Article 43;

(iv) results communicated by health data users pursuant to Article 35C(3)46(HH);

(V)  maintainapublie-information system to comply with the obligations laid down
in Article 3835E; MOVED FROM LETTER L AND AMENDED

(r)  fulfil obligations towards natural persons pursuant to Articles 38 35E to 35G;

implementation-of this- Chapters SEE LETTER AB

(t) fulfil any other tasks related to making available the secondary use of electronic
health data in the context of this Regulation.

2. In the exercise of their tasks, health data access bodies shall:

(a) cooperate with supervisory authorities under Regulation (EU) 2016/679 and
Regulation (EU) 2018/1725 in relation to personal electronic health data and the
EHDS Board;

(b) inform the relevant supervisory authorities under Regulation (EU) 2016/679 and
Regulatlon (EU) 2018/ 1725 of %er%a—heal—th—d—a%a—aeeess—bed—yuhas—rmpesed
individual or anv suspected unlawful processin of personal electronic health data;

(c) cooperate with stakeholders, including patient organisations, representatives from
natural persons, health professionals, researchers, and ethical committees, where
applicable in accordance with Union and or national law;

(d) cooperate with other national competent bodies, including the national competent
bodies supervising data altruism organisations under Regulation (EU) 2022/868 {—}
Data—Gevernance—Aet—COMAR2020/767fmal, the competent authorities under
Regulation [...] [Data Act COM/2022/68 final] and the national competent
authorities for Regulations (EU) 2017/745, (EU) 2017/746 and Regulation [...] [Al
Act COM/2021/206 final], where relevant.

3. The health data access bodies may provide assistance to public sector bodies where those
public sector bodies access electronic health data on the basis of Article 14 of Regulation

[...] [Data Act COM/2022/68 final].

3a. The health data access body may support Where a public sector body where it obtains
data in emergency situations as defined in Article 15, point (a) or (b) of the Regulation [...]

[Data Act COM/2022/68 final], in accordance with the rules laid down in that Regulation,

by #-may-be-supported-byahealth-dataaceessbodyte provideing technical support to

process the data or combining it with other data for joint analysis. MOVED FROM

ARTICLE 33(6)
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5. Where-the—consent-of-thenatural persen—is—required-by national-law Nothwithstanding

national laws requesting the consent pursuant to Article 9(4) of Regulation (EU)
2016/679, health data access bodies shall rely on the obligations laid down in this Chapter,
when requesting and processing personal electronic health data from the health data
holder and provide access to pseudonymised eclectronic health data to the health data
user. MOVED FROM ARTICLE 33(5)

(a)—thelegal basis-under-which-aeeessis—granted-MOVED TO ARTICLE 35E(1) AND
AMENDED

persens: MOVED TO ARTICLE 35E(1) AND AMENDED

health-data= MOVED TO ARTICLE 35E(1) AND AMENDED

Chapter HE of Regulation (ELY 2016:679: MOVED TO RTICLE 35E(1) AND

MOVED TO ARTICLE 35E(1) AND AMENDED
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Article 39

Reporting by health data access bodies

1. Each health data access body shall publish an biennialannual activity report. If a Member
States designates more than one health data access body, the coordinating body
referred to in Article 37(1) shall be responsible for the report and request necessary
information from the other health data access bodies. The activity repoxt shall follow
a structure agreed within EHDS Board. The activity report swhich shall contain at least
the following:

(a) information relating to the data access applications for electronic health data access
submitted, such as the types of applicants, number of data permits granted or refused,
categories of purposes of access and categories of electronic health data accessed,
and a summary of the results of the electronic health data uses, where applicable;

(c) information on the fulfilment of regulatory and contractual commitments by health
data users and health data holders, as well as penalties imposed;

(d) information on audits carried out on health data users to ensure compliance of the
processing in the secure processing environment pursuant to Article 50(1)(e) of
with this Regulation,

(e) information on third party audits on compliance of secure processing environments
with the defined standards, specifications and requirements pursuant to Article
50(3) of this Regulation,

(f) information on the handling of requests from natural persons on the exercise of their
data protection rights;

(1) revenues from data permits and data requests;

(k) average number of working days between application and access to data;

(I)  number of data quality labels issued, disaggregated per quality category;
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(n) number of digital health products and services, including Al applications, developed
using data accessed via EHDS.

2. The report shall be sent transmitted to the Commission and the EHDS Board within 6
months after the end date of the 2 vears period.

......
O Y v

with—the—requirements—set-eutinArticle 50-of this Regulation—MOVED TO ARTICLE
50(3A)

the-dataset+tholdstacecordance-with Artiele S5(H-MOVED TO ATICLE 35B(2)

the-health-data-aceess-body-in-thisrespeet- SEE ARTICLE 33(9)
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Article 42

Fees

1. Health data access bodies and-or single health data holders_referred to in Article 49 may
charge fees for making electronic health data available for secondary use. Such fees shall

be in proportion to the cost of making the data available and not restrict competition.
SuchAny-fees shall cover all or part of inelude-and be-derivedfromthe costs related to
condueting the procedure forrequestsinelading for assessing a data permit application or
a data request, granting, refusing or amending a data permit pursunat to Article 45 and 46
or providing an answer to a data request pursuant to Article 47, in accordance with Article
6 of Regulation (EU) 2022/868-—}{DPata-Gevernance-Aet-COM2020/767 final}, as well
as costs related to the gathering, preparation and provising of the electronic health
data.

2. Where the electronic health data in question are anet held by a_health data holder who is
not a the health data access body erapublieseetor-bedy, the fees charged pursuant to
paragraph 1 may also include compensation for costs incurred by the health data

holder compiling and preparing forpart-of-the-costsforeoleeting the electronic health

data to be made available for secondary use —spe&ﬁe&l—l—y%mde&ﬂ%s—l%egal—aﬂeﬂ—m
§ h hat-m harg ; sraph—. When the health data

holder is a public sector bodv, such fees shall be in accordance with Article 6 of
Regulation (EU)2022/868. The part of the fees linked to the health data holder’s costs
shall be paid to the health data holder.
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S5A. Before issuing a data permit pursuant to Article 46 or providing an answer to a data
request pursuant to Article 47, the health data access body shall inform the applicant
of the expected fees. The applicant shall be informed about the option to withdraw
the application. If the applicant withdraw its application, the applicant shall only be
charged the costs that have already been incurred.

w&h—th%adwsefy—pfeeedtwﬁefeﬁed—te—mﬁ&mel%égé—} The Commlssmn may, in close

cooperation with EHDS Board, issue guidelines on fee policies and fee structures in
order to support consistency and transparency between Member States.

Article 43

Penalties by-health-data-access-bodies-Non-compliance by health data holder and health data

user

holders-with-the requirementslaid-down-in-this Chapter- MOVED TO ARTICLE 37(1)(ab)

2. When health data access bodies perform their monitoring and supervising tasks the

bodies have the right to requesting and receive from health data users and health data
holders all the necessary 1nf0rmat10n tha{—}s—neeessa%y to Verlfy comphance with th1s
Chapter he health g

3. Where a health data access bodytes finds that a health data user or a_health data holder
does not comply with the requirements of this Chapter, they it shall immediately notify the
health data user or health data holder of those findings and take appropriate measures.
The health data access body shall give the concerned health data user or the health
data holder —and-—shallgive—+t—the opportunity to state its views within 2—menths_a
reasonable time.

4. With regard to non-compliance by a health data user pursuant to a data permit,
hHealth data access bodies shall have the power to revoke the data permit issued pursuant
to Article 46 and stop the affected electronic health data processing operation carried out
by the health data user in-erderto-ensure-the-cessation-of the non-comphiance referred-to-in
paragraph-3; immediately or within a reasonable time limit, and shall take appropriate and
proportionate measures aimed at ensuring compliant processing by the health data users.
In this regard, the health data access bodies shall also be able, where appropriate, to-revoke
the-data—permit-and to exclude or initiate proceedings to exclude in accordance with
national law the health data user from any access to electronic health data within the
EHDS in the context of secondary use for a period of up to 5 years.
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4A. Where a health data access body finds that a health data user is processing or using
the electronic health data outside the scope of the data permit for the prohibited
purposes as laid down in Article 35 or a health data user does not respect the health
data access body’s measures ensuring pseudonvmisation, it shall immediately revoke
the data permit issued.

5. With regard to non-compliance by a health data holder, wWhere health data holders
withhold the electronic health data from health data access bodies with the manifest
intention of obstructing the use of electronic health data, or do not respect the deadlines set
out in Article 35B(1a)4+, the health data access body shall have the power to fine the
health data holder with periodic penalty payment fires in accordance with national law
for each day of delay, which shall be transparent and proportionate. The amount of the
fines shall be established by the health data access body. In case of repeated breaches by
the health data holder of the obligation of leyal cooperation with the health data access
body, that body ean may exclude or initiate proceedings to exclude in accordance with

national law the health data holder from participation in the EHDS in_the context of

secondary use for a period of up to 5 years. Where-a-data-helderhas-been-excludedfrom

6. The health data access body shall communicate the measures imposed pursuant to
paragraph 4 and the reasons on which they are based to the health data user or holder
concerned, without delay, and shall lay down a reasonable period for the health data user
or holder to comply with those measures.

7. Any penalties—and measures imposed by the health data access body pursuant to
paragraph 4 shall be notified made-available to other health data access bodies, through
the tool referred to in paragraph 8.

8. The Commission shall may, by means of implementing act, set out the architecture of an
IT tool aimed to support and make transparent to other health data access bodies the
measures related to non-compliance aetivities referred to in this Article, especially
periodic penaltytes payments, revoking of data permits and exclusions. Those
implementing acts shall be adopted in accordance with the advisery examination
procedure referred to in Article 68(2).

9. Any natural or legal person affected by a decision of a health data access body shall have
the right to an effective judicial remedy against such decision.

10. The Commission may issues guidelines, in close cooperation with EHDS Board, on
periodic penaltyies payments and other measures to be applied by the health data access
bodies.

Article 434

Relationship with data protection regulation

The supervisory authority or authorities responsible for monitoring and enforcement the
application of Regulation (EU) 2016/679 or Regulation (EU) 2018/1725 shall also be
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responsible for monitoring and enforcement the processing of personal electronic health data
for secondary use, in accordance with the relevant provisions in Chapters VI, VII and VIII of
Regulation (EU) 2016/679 or of Regulation (EU) 2018/1725 respectively. They shall be
competent to impose administrative fines up to the amount referred to in Article 83 and 52
respectively of those Regulations. Those supervisory authorities and the health data access
bodies referred to in Article 36 of this Regulation shall, where relevant, cooperate in the
enforcement of this Regulation, within the remit of their respective competences.

SECTION 3

ACCESS TO DPATAPERMIFFOR THE-SECONDARY-USE-OF ELECTRONIC HEALTH DATA
FOR THE SECONDARY USE

Article 44

Data minimisation and purpose limitation

1. The health data access body shall ensure that access is only provided to requested
electronic health data relevant for the purpose of processing indicated in the data permit
aeeess application by the health data user and in line with the data permit granted.

2. The health data access bodies shall provide the electronic health data in an anonymised or
anonymised statistical format, where the purpose of processing by the health data user
can be achieved with such data, taking into account the information provided by the health
data user.

3. Where the purpose of the health data user’s processing cannot be achieved with
anonymised data, taking into account the information provided by the health data user, the
health data access bodies shall provide access to electronic health data in pseudonymised
format. The information necessary to reverse the pseudonymisation shall be available only
to the health data access body or_a body that acts as trusted thlrd party in accordance

THIRD SENTENCE MOVED TO ARTICLE 35C(1) LAST SENTENCE SEE ARTICLE

43(4A)
Article 45
Data access applications
1. Asny natural or legal person may submit a data access application for the purposes referred

to in Article 34 to the health data access body.
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2. The data access application shall include_a data utilisation plan with the following
information:

(aa) a description of the applicant’s identity, professional function and activities,
including the identity of the natural persons who will have access to the
electronic health data:

(a) a detailed explanation of the intended use and expected benefit related to the use
of the electronic health data, including for which of the purposes referred to in
Article 34(1) access is sought;

(b) a description of the requested electronic health data, their format and data sources,
where possible, including geographical coverage where data is requested from
health data holder in several Member States or authorised participants in the
cross-border infrastructured referred to in Article 52;

(c) an description indieation whether electronic health data sheuld need to be made
available in an pseudonymised or anonymised format;

health-data-in-apsevdonymisedformat; MOVED TO PARA 4(a)

(e) a description of the safeguards planned to prevent any ether—use misuse of the
electronic health data, including re-identification of natural persons in the
dataset;

(ea) in case the applicant intends to bring datasets it already holds into the secure
processing environment, a description of those datasets:

(f) a description of the safeguards planned to protect the rights and interests of the
health data holder and of the natural persons concerned,

(g) an estimatien—indication of the period during which the electronic health data is
needed for processing in a secure processing environment;

(h) adescription of the tools and computing resources needed for a secure environment.

(i) __information on the assessment of ethical aspects of the processing, where applicable
and in line with national law. MOVED FROM ARTICLE 45(4)(b)

+5-daystrom-the-date—of receiptof thedataaecess—appheatton—MOVED TO ARTICLE
45(5A) AND AMENDED
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Where the applicant seeks for intends—te access the personal electronic health data in a
pseudonymised format in_a secure processing environment, the following additional
information shall be provided together with the data access application:

(aa) a detailed justification on the reasons why access to electronic health data in an
anonymised form is not sufficient for the intended use; (MOVED FROM PARA
2(D)

(a) a description of how the processing would comply with Articles 6(1) and 9(2) of
Regulation (EU) 2016/679 or_Articles 5(1) and 10(2) of Regulation (EU)
2018/1725;

(ba) a description of how the processing would comply with Chapter V of
Regulations (EU) 2016/679 or (EU) 2018/1725 respectively, where applicable;

andintine-with-natienalaw= MOVED TO ARTICLE 45(2)(i)

(¢) a documented data protection impact assessment required by Article 35 of
Regulation (EU) 2016/679 or Article 39 of Regulation (EU) 2018/1725., where

applicable.

public sector bodles and the Unlon institutions, bodies, offices and agencies shall provide
the same information as requested under Article 45(2) and 45(4), except for point (g) in
45(2), where they shall submit information concerning the period for which the electronic
health data can be accessed, the frequency of that access or the frequency of the data
updates.

Where DPata—users—appheant an_applicant seeking access to electronic health data from
health data holders established in different more-than-one Member State or from other

authorised participants in the cross-border infrastructure referred to in Article 52,
the appllcan t shall submit a smgle data access apphcatlon through te—eﬂ%ef—the

prov1ded bV the Commlssmn in the cross-border 1nfrastructure HealthData@EU
referred to in Article 52, where the application shall be automatically forwarded to
relevant national contact point of the Member States and other authorised
participants. which-have-been identified in the data access application. Ferrequests—to
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Article 46

Data permit

1. The Hhealth data access bodies shall decide to grant or refuse access to electromc

criterias:

(@

the purposes described in the data permit application matches one or more of

the purposes listed in Article 34(1) of this Regulation:

(b) the requested data is necessary for the purpose described in the data access
application taking into account the provisions of data minimisation and purpose
limitation in Article 44;

(c) the processing complies with Articles 6(1) and 9(2) of Regulation (EU) 2016/679
or Articles 5(1) and 10(2) of Regulation (EU) 2018/1725, in case of access to
pseudonymised electronic health data, as well as Chapter V in those
Regulations respectively, where applicable;

(d) the information provided in the application demonstrates sufficient safeguards
to protect the rights and interests of the health data holder and of the natural
persons concerned as well as to prevent misuse;

(e) the information on the assessment of ethical aspects of the processing, where
applicable, complies with national law;

(f) other requirements in this Chapter.

1A. The health data access body shall also take into account the following risks:

(a) risks for national defence, security, public security and public order;

(b) risks of undermining protected IP-rights and trade secrets and privacy of
natural persons;

(¢) risk of undermining confidential data in governmental databases of market
regulatory authorities;

(d) risk of misuse, including the prohibited use in Article 35.
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3A.

4A.

If the health data access body in its assessment comes to the conclusion that the
requirements in paragraph 1 are met and the risks referred to in paragraph 2 are
sufficiently mitigsated, the health data access body shall issue a data permit. Health

data access bodies shall refuse all applications iekadingone-er-more—purposestHsted-in
Artiele-35-er-where the requirements in this Chapter are not met.

By way of derogation from that Regulation (EU) 2022/868,-Aa heaith data access body
shall issue or refuse a data perm1t within 23 monthe of receiving the data access
application. By
GQ%&QQ%@#é?—ﬁnaH— Tthe health data access body may extend the penod for reqpondlng
to a data access application by 2-3 additional months where necessary, taking into account
the urgency and complexity of the request_and the volume of requests submitted for
decision. In such cases, the health data access body shall notify the applicant as soon as
possible that more time is needed for examlnlng the apphcatlon togethe1 w1th the reasons
for the delay. Wh health v § S5 A

When handling an data permit aeeess—application for cross-border access to electronic
health data forsecondaryuse referred to in Article 45(5A), health data access bodies and
relevant authorised participants in_HealthData@EU referred to in Article 52, shall
remain responsible for taking decisions to grant or refuse access to electronic health data
w1th1n their remlt in accordance with the requlrements for-aceesstaid-down in this Chapter

feeegnﬁmn—by—th%ether—eeneemed—he.ﬂtlfdata—aeeess—bedie& The concerned health data

access bodies and authorised participants shall inform each other of their decisions
and may take the information into consideration when deciding on granting or
refusing access to electronic health data. MOVED FROM ARTICLE 54(1)

Following the issuance of the data permit, the health data access body shall immediately
request the electronic health data from the health data holder. The health data access body
shall make available the electronic health data to the health data user within 2 months after
receiving them from the health data holders, unless the health data access body specifies
that it will provide the data within a longer specified timeframe.

In situations referred to in paragraph 3A the concerned health data access bodies and

authorised participants who issued a data permit, may decide to provide access to the
electronic health data in the secure processing environment provided by the
Commission as referred to in Article 52(10).

When the health data access body refuses to issue a data permit, it shall provide a
justification for the refusal to the applicant.

When the health data access body issue a data permit, itThe-datapermit shall set out
the general conditions applicable to the health data user in the data permit;—inpartietlar.
The data permit shall contain the following:

(a) +ypes—categories, specification and format of electronic health data accessed,
covered by the data permit, including their sources and if the electronic health data
will be accessed in _a pseudonymised format in the secure processing
environment;
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(b) adetailed description of the purpose for which data are made available;

(ba) the identity of authorised persons who will have the right to access the electronic
health data in the secure processing environment:

(c) duration of the data permit;

(d) information about the technical characteristics and tools available to the health data
user within the secure processing environment;

(e) fees to be paid by the health data user;

(f) any additional specific conditions in the data permit granted.

0. A data permit shall be issued for the duration necessary to fulfil the requested purposes
which shall not exceed 10 5 years. This duration may be extended once, at the request of
the health data user, based on arguments and documents to justify this extension provided,
1 month before the expiry of the data permit, for a period which cannot exceed 10 5 years.
By-way-of derogation-from-Artiele42; Tthe health data access body may charge increasing
fees to reflect the costs and risks of storing electronic health data for a longer period of
time exceeding the initial period 5—years. In order to reduce such costs and fees, the health
data access body may also propose to the health data user to store the dataset in storage
system with reduced capabilities. Such reduced capabilities shall not effect the security
of the processed dataset. The electronic health data within the secure processing
environment shall be deleted within 6 months following the expiry of the data permit.
Upon request of the health data user, the formula on the creation of the requested dataset
shall may be stored by the health data access body.

10. If the data permit needs to be updated, the health data user shall submit a request for an
amendment of the data permit.

%h%eea%&et—ef—th%EHD& MOVED TO ARTICLE 35C(3)
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da%&set— MOVED TO ARTICLE 35C(4) SEE ALSO ARTICLE 35G

13. The Commission may, by means of implementing act, develop a logo for acknowledging
the contribution of the EHDS. That implementing act shall be adopted in accordance with
the examination advisery procedure referred to in Article 68(2).

Article 47

Request for electronic health data in a statistical formatDeataregiest

1. Asny natural or legal person may submit a data request for electronic health data in a
statistical format for the purposes referred to in Artlcle 34 to_the health data access

he&kh—da%a—&sed—te—prewd&thrs—aﬂswer— LAST SENTENCE MOVED TO PARA 3 AND

AMENDED

2. A data request referred to_in paragraph 1 shall 1nclude the elemenfes following
information men AFROrd a)-4 : Ay—3
inechade:

(a) a description of the applicant’s identity, professional function and activities:

(b) a detailed explanation of the intended use of the electronic health data,
including for which of the purposes referred to in Article 34(1) access is sought:

(¢) a description of the requested electronic health data, their format and data
sources, where possible:

(bd) a description of the statistic’s content:;

(e) a description of the safeguards planned to prevent any misuse of the electronic
health data.

2A. The health data access body shall assess if the request is complete and take into
account the following risks:

(a) risks for national defence, security, public security and public order;

(b) risks of undermining protected IP-rights and trade secrets;

(¢) risks of undermining confidential data in governmental databases of market
regulatory authorities;
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(d) risks of misuse, including the prohibited use in Article 35.

Where an applicant has requested a result in an anonymised form, including statistical
format, based on a data request, the health data access body shall assess the request,
within 2 3 months and, where possible, provide the result to the health data user within 2 3
months. The health data access body shall only provide an_answer in an anonymised
statistical format and the health data user shall have no access to the electronic health
data used to provide the answer. LAST SENTENCE MOVED FROM PARA 1

Article 47A

Templates to support access to electronic health data for secondary use

The Commission may, by means of implementing acts, set out the templates for the data
access application referred to in this Article 45, the data permit referred to in Article 46 and

the data request referred to in Article 47—TF hese—implementing—aets—shall-be—adopted—in
accordance-with-the procedurereferredto-n-Artiele 68(2) MOVED FROM ARTICLE 45(6)

The Commission may, by means of implementing acts, adopt the necessary rules for
facilitating the handling of data access applications for HealthData@EU referred to in
Article 45(5A), including the single a—eemmen application templateferm, a common data
permit template, standard templates ferms for common electronic health data access
contractual arrangements, and common procedures for handling cross-border requests,

pursuant to Artlcles 45, 46 and 47 and-438. %Hlpl%ﬂ&%ﬂtmg—aets—sh&H—b%adepted—m
h the o 2. MOVED FROM

ARTICLE 54(3)

The implementing acts referred to in paragraphs 1 and 2 shall be adopted in accordance

with the examination procedure referred to in Article 68(2).
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Article 49

Access to electronic health data from a single health data holder in Member States or Union

institutions, bodies, offices and agencies

1. Member States may allow any or specific heaith data holder to_fulfill the tasks
referred to _in_Article 37(1)(a) in_situations Wwhere an applicant requests access to
electronic health data only from a single health data holder in a single Member State.; In
such cases, by way of derogation from Article 45(1) and Article 47(1), that applicant may

file a data access application or a data request directly to theat health data holder. The data

access application shall comply with the requirements set out in Article 45 and the data
request shall comply with requirements in Article 47. Multi-countryrequests-and-requests

o
e a ho Aro ed o—he a
cl v, enw Cl O °

dataaceessbodies-

1A. Where an applicant request access to electronic health data from health data holders
which are an Union institution, body, office or agency, by way of derogation from
Article 45(1) or Article 47(1), that applicant shall file a data access application or a
data request directly to each health data holder or when requesting electronic health
data from several health data holder in several Member States or authorised
participants as referred to in Article 45(5A) through the services provided in cross-
border infrastructure referred to in Article 52. The data access application shall
comply with the requirements set out in Article 45 and the data request shall comply
with requirements in Article 47.

2. In such-ease situations referred to in paragraphs 1 and 1A in this Article, the health
data holder may issue a data permit in accordance with Article 46 or provide an answer to
a data request in accordance with Article 47. When issuing a data permit, Fthe health
data holder shall ther provide access to the electronic health data in a secure processing

environment in compliance with Article 50 and may charge fees in accordance with Article
42.

SEE ARTICLE 51
4. Within3-menthstThe single health data holder, referred to in paragraph 1 of this
Article, shall within 3 months inform the relevant health data access body by electronic
means of all data access applications filed and all the data permits issued and the data

requests fulfilled under this Article in order to enable the health data access body to fulfil
its obligations under Articles 37(1 and Astiele 39.

Article 50

Secure processing environment

1. The health data access bodies shall provide access to electronic health data pursuant to a
data permit only through a secure processing environment, with technical and
organisational measures and security and interoperability requirements. In particular, the
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3A. Nhen

secure processing environment shall comply with theyshall-take the following security
measures:

(a) restrict access to the secure processing environment to authorised natural persons
listed in the respective data permit;

(b) minimise the risk of the unauthorised reading, copying, modification or removal of
electronic health data hosted in the secure processing environment through state-of-
the-art technological means;

(c) limit the input of electronic health data and the inspection, modification or deletion
of electronic health data hosted in the secure processing environment to a limited
number of authorised identifiable individuals;

(d) ensure that health data users have access only to the electronic health data covered
by their data permit, by means of individual and unique user identities and
confidential access modes only;

(e) keep identifiable logs of access to and operation activites in the secure processing
environment for the period of time necessary to verify and audit all processing
operations in that environment;

(f) ensure compliance and monitor the security measures referred to in this Article to
mitigate potential security threats.

The health data access bodies shall ensure that electronic health data can be uploaded by
health data holders and can be accessed by the health data user in a secure processing
environment. The health data access bodies shall ensure by reviewing that tFhe health
data users are shall only be able to download nen-persenal electronic health data in_an
anonymised statistical format from the secure processing environment.

The health data access bodies shall ensure regular third party audits of the secure
processing environments.

JA

0 h e B o N A OV ernan
COM~R020/767final—Where recognised data altruism organisations under Chapter 1V
of Regulation (EU) 2022/868 process personal electronic health data using a secure
processing environment, such environments shall also comply with the security measures
requirements set out in point (a) to (f) in paragraph 1 in this Article—50—ef—this
Regulation. MOVED FROM ARTICLE 40(1)

The Commission shall, by means of implementing acts, provide for the technical,
information security and interoperability requirements for the secure processing
environments, including the technical characteristics and tools available to the health
data user within the secure processing environment. Those implementing acts shall be
adopted in accordance with the advisery examination procedure referred to in Article
68(2).

8171/1/23 REV 1 MAV/ng 70

ANNEX

LIFE.5 LIMITE EN



Article 51

Joint-Controllership

a ocen fa hall ha Aaaman
Oz l
O 9

in-aceordance-with-data—permit: The health data holder shall be deemed controller for
the disclosure of the requested personal electronic health data to the health data
access body pursuant to Article 35B(1) and (1a) of this Regulation. The health data
access body shall be deemed controller for the processing of the personal electronic
health data when fulfilling its tasks pursuant to Article 37(1)(a)(i) of this Regulation.
The health data user shall be deemed controller for the processing of personal
electronic health data in pseudonymised form in the secure processing environment
pursuant to its data permit. The health data access body shall be deemed to act as a
processor for the health data user’s processing pursuant to a data permit in the
secure processing environment when providing such environment.

1A. In situations referred to in Article 49, the single health data holder shall be deemed
controller for its processing of personal electronic health data related to the providing
of electronic health data to the health data user pursuant to a data permit or a data
request. The single health data holder shall be deemed to act as a processor for the
health data user’s processing pursuant to a data permit when providing a secure
processing environment to the health data user.

SECTION 4

CROSS-BORDER INFRASTRUCTURE A€EESS-FO-EEECFRONEC-HEALTHDAFA FOR
SECONDARY USE OF ELECTRONIC HEALTH DATA

Article 52

I. Each Member State shall designate aone national contact point for secondary use of
electronic health data. The national contact point shall be an organisational and
technical gateway, enabling and responsible for making electronic health data available
for secondary use in a cross-border context. Each Member State and shall inform
communicate their names—and-contact-detatlsto-the Commission the name and contact
details of the national contact point by the date of application of this Regulation. The
national contact point may be the coordinator health data access body pursuant to Article
36. The Commission and the Member States shall make this information publicly
available.
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The national contact points referred to in paragraph 1 shall be authorised participants in the
cross-border infrastructure for secondary use of electronic health data (HealthData@EU).
The national contact points shall facilitate the cross-border access to electronic health data
for secondary use for different authorised participants in the infrastructure. The national
contact points-and shall cooperate closely with each other and with the Commission.

Union institutions, bodies, offices and agencies involved in health-related research, health
policy or analysis, shall be authorised participants of HealthData@EU.

Health-related research infrastructures or similar structures whose functioning is based on
Union law and which support the use of electronic health data for research, policy making,
statistical, patient safety or regulatory purposes shall be authorised participants of
HealthData@EU.

Third countries or international organisations may become authorised participants where
they comply with the rules of Chapter IV of this Regulation, the transfer stemming from
such connection would comply with the rules in Chapter V of Regulation (EU)
2016/679 and they provide access to health data users located in the Union, on equivalent
terms and conditions, to the electronic health data available to their health data access
bodies. The Commission may adopt implementing acts establishing that a national contact
point of a third country or a system established at an international level is compliant with
requirements of HealthData@EU for the purposes of secondary use of health data, is
compliant with the Chapter IV of this Regulation_and Chapter V_of Regulation (EU)
2016/679 and provides access to health data users located in the Union to the electronic
health data it has access to on equivalent terms and conditions. The compliance with these
legal, organisational, technical and security requirements, including with the standards for
secure processing environments pursuant to Article 50 shall be checked under the control
of the Commission. These implementing acts shall be adopted in accordance with the
advisery examination procedure referred to in Article 68 (2). The Commission shall make
the list of implementing acts adopted pursuant to this paragraph publicly available. When
adopting the implementing act, the national security interests of Member States shall
be taken into account.

Each authorised participant shall acquire the required technical capability to connect to and
participate in HealthData@EU. Each participant shall comply with the requirements and
technical specifications needed to operate the cross-border infrastructure and to allow the
authorised participants to connect to each other within it.

The Member States and the Commission shall set up HealthData@EU to support and
facilitate the cross-border access to electronic health data for secondary use, connecting the
national contact points for secondary use of electronic health data of all Member States and
authorised participants in that infrastructure and the central platform.

The Commission shall develop, deploy and operate a eere central and interoperability
platform for HealthData@EU by providing information technology services needed to
support_and facilitate the exchange of information eenneetion between health data
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10.

11.

12.

13.

14.

access bodies as part of the cross-border infrastructure for the secondary use of electronic
health data. The Commission shall only process electronic health data on behalf of the jeint
controllers as a processor.

Where requested by two or more health data access bodies or_authorised participants in
this infrastructure, the Commission shall say provide a secure processing environment
for data from more than one Member State compliant with the requirements of Article 50.
Where two or more health data access bodies put electronic health data in the secure
processing environment managed by the Commission, they shall be j6int controller and the
Commission shall be processor.

The authorised participants shall act as jeint controllers of the processing operations in
which they are involved carried out in HealthData@EU and the Commission shall act as a
processor.

Member States and the Commission shall seek to ensure interoperability of
HealthData@EU with other relevant common European data spaces as referred to in

Regulations (EU) 2022/868 |—}{Pata—GevernanceAet—-COMR020/767final-and |[...]
[Data Act COM/2022/68 final].

The Commission may, by means of implementing acts, set out:

(a) requirements, technical specifications, the IT architecture of HealthData@EU,
conditions and compliance checks for authorised participants to join and remain
connected to HealthData@EU and conditions for temporary or definitive exclusion
from HealthData@EU;

(b) the minimum criteria that need to be met by the authorised participants in the
infrastructure;

(c) the responsibilities of the joint controllers and processor(s) participating in the cross-
border infrastructures;

(d) the responsibilities of the jeint controllers and processor(s) for the secure
environment managed by the Commission;

(e) common specifications for the interoperability and architecture concerning
HealthData@EU with other common European data spaces.

Those implementing acts shall be adopted in accordance with the adwvisery examination
procedure referred to in Article 68(2).

Subject to the outcome of the compliance check performed by the Commission
concerning the fulfilment of the requirements in this Article, the Commission shall,
by means of implementing act, take decisions to connect individual authorised
participants to join the infrastructure or to disconnect them. These implementing acts
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shall be adopted in accordance with the examination procedure referred to in Article

68(2).

Article 53

Access to cross-border registries or databases sowrees-of electronic health data for secondary use

1. In the case of cross-border registries and databases, the health data access body in which
the health data holder for_ the specific registry or database is registered shall be
competent to decide on data access applications to provide access to electronic health data
pursuant to a data permit. Where such the—registryies or databases hasyve joint
controllers, the health data access body that shall decide on the data access applications
to provide access to electronic health data shall be the body in the Member State where one
of the joint controllers is established.

2. Where registries or databases from a number of Member States organise themselves into a
single network of registries or databases at Union level, the associated registries may
designate one of their members as a coordinator to ensure the provision of data from the
registries’ network for secondary use. The health data access body of the Member State in
which the coordinator of the network is located shall be competent to decide on the data
access applications to provide access to electronic health data for the network of registries
or databases.

MOVED TO ARTICLE 46(3A)

JA

recognition by the other concerned health data access bodies. SEE ARTICLE 46(3A)
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1A.

SECTION 5

HEALTH DATA QUALITY AND UTILITY FOR SECONDARY USE

Article 55

Dataset description and national datasets catalogue

The health data access bodyies shall, through a publicly available and standardised
machine-readable datasets catalogue, provide information, in the form of metadata,
the—data—users about the available datasets and their characteristics through—anietadata
catalogue. A description of Eeach dataset shall include information concerning the source,
the scope, the main characteristics, the nature of electronic health data and the conditions
for making electronic health data available.

The dataset descriptions in the national datasets catalogue shall be in an official

1B.

language of the Member State.

The national datasets catalogue shall also be made available to single information points

under Article 8 of Regulation (EU) 2022/868 [} Pata-Goevernance-Act-COM/2020/767
final}- MOVED FROM ARTICLE 37(1)(q)

The Commission shall, by means of implementing acts, set out the minimum infermation
elements health data holders are to provide for datasets and their characteristics. Those
implementing acts shall be adopted in accordance with the adwvisery examination
procedure referred to in Article 68(2).

Article 56

Data quality and utility label

Datasets made available through health data access bodies may have a Union data quality
and utility label previded applied by the health data holders. Health data access bodies
shall confirm the accuracy of such label.

Datasets with electronic health data collected and processed with the support of Union or
national public funding shall have a data quality and utility label, in accordance with the

prineiples elements set out in paragraph 3.

The data quality and utility label shall cover eemply—with the following elements, where
applicable:

(a) for data documentation: meta-data, support documentation, data dictionary, format
and standards used, provenance, and when applicable, data model,;

(b) for_assessment of technical quality;: shewing—the completeness, uniqueness,
accuracy, validity, timeliness and consistency of the data;

8171/1/23 REV 1 MAV/ng 75

ANNEX

LIFE.5 LIMITE EN



(c) for data quality management processes: level of maturity of the data quality
management processes, including review and audit processes, biases examination;

(d) for_assessment of coverage: representation—ofmulti-disciplinary—eleetronic—health

data; time period, population coverage and, when applicable, representativity of
population sampled, and average timeframe in which a natural person appears in a
dataset;

(e) for information on access and provision: time between the collection of the
electronic health data and their addition to the dataset, time to provide electronic
health data following eleetronie—health an issued data permit aceess—application

approval;

(f) for information on data modifications enrichments: merging and adding data to an
existing dataset, including links with other datasets:.

4. The Commission is empowered to adopt delegated acts in accordance with Article 67 to
amend the list of elements prineiples for data quality and utility label. Such delegated acts
may also amend the list set out under paragraph 3 by adding, modifying or removing
requirements for data quality and utility label.

5. The Commission shall, by means of implementing acts, set out the visual characteristics
and technical specifications of the data quality and utility label, based on the elements
referred to in paragraph 3. Those implementing acts shall be adopted in accordance with
the advisery examination procedure referred to in Article 68(2). Those implementing acts
shall take into account the requirements in Article 10 of Regulation [...] [Al Act
COM/2021/206 final] and any adopted common specifications or harmonised standards
supporting those requirements, where applicable.

Article 57

EU Datasets Catalogue

1. The Commission shall establish and publicly provide an EU Datasets Catalogue
connecting the national datasets catalogues ef-datasets established by the health data
access bodies in_each Member State as well as datasets catalogues of and—ether
authorised participants in HealthData@EU.

2. The EU Datasets Catalogue and the national datasets catalogues as well as datasets
catalogues of authorised participants in HealthData@EU shall be made publicly
available.

Article 58

Minimum dataset specifications

The Commission may, by means of implementing acts, determine the minimum technical and
other dataset specifications for cross-border exchange of electronic health data with high value for
secondary use to_ harmonise provision, coding and registration of electronic health data, taking
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into account existing Union infrastructures, standards, guidelines and recommendations.. Those
implementing acts shall be adopted in accordance with the advisery examination procedure
referred to in Article 68(2).

Chapter V

Additional actions

Article 59

Capacity building

The Commission shall support sharing of best practices and expertise, aimed to build the capacity of
Member States to strengthen digital health systems for primary and secondary use of electronic
health data. To support capacity building, the Commission shall in_close cooperation and
consultation with Member States draw—up establish indicators for self assessment

benchmarking-guidelines for the primary and secondary use of electronic health data.

Article 60

Additional requirements for public procurement and Union funding

1. Contracting authorities Publicprocurers; national-competent-autherities, including digital

health authorities and health data access bodies and Union institutions, bodies, offices or
agencies, including the Commission, shall make reference to the applicable technical
specifications, standards and profiles as referred to in Articles 6, 12, 23, 50, 52, 56, as well
as to the requirements laid down in Regulations (EU) 2016/679 and (EU) 2018/1725,
as relevant, as points of orientation for public procurements and when formulating their
tender documents or calls for proposals, as well as when defining the conditions for Union
funding regarding this Regulation, including enabling conditions for the structural and
cohesion funds.

2. The criteria for obtaining funding from the Union The-ex-ante-conditionalityfor Unton
funding shall take into account:

a) the requirements developed in Chapters 11, III and [V}

b) the requirements laid down in Regulations (EU) 2016/679 or (EU) 2018/1725,
where applicable.

Article 61

Fhird-countiy-Ttransfer to a third country of anonymous electronic health data —non-personal
electronic-data-presenting a risk of re-identification
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1. Nen-personal-Anonymous electronic health data made available by health data access
bodies to a health data user or its contractor in a third country according to a data
permit pursuant to Article 46 or a data request pursuant to Article 47 or to an
authorised participants or its contractor in a third country or an international

organisation, that are based on a natural person’s electronic health data falling within one

of the categories of Article 33 Hay—~(e)—D—)G—d9— shall be deemed highly
sensitive within the meaning of Article 5(13) of Regulation (EU) 2022/868F—1{Pata

Governanee—Aet—COMAR020/767fimal, provided that their transfer to third countries
presents a risk of re-identification through means going beyond those reasonably likely
reasonably to be used, in_particular in view of the limited number of natural persons
involved in that data, the fact that they are geographically scattered or the technological
developments expected in the near future.

2. The protective measures for the categories of data mentioned in paragraph 1 shall depend
on the nature of the data and anonymization techniques and shall be detailed in the
Delegated Act under the empowerment set out in Article 5(13) of Regulation (EU)

2022/868 |...] | Data Governance Act COM/2020/767 final|.
Article 62

International-aceess-and Ltransfer of anonymous-nen-persenal electronic health data to a third

country or an international organisation

1. The digital health authorities, health data access bodies, the authorised participants in the
cross-border infrastructures provided for in Articles 12 and 52 and health data users shall
take all reasonable technical, legal and organisational measures, including contractual
arrangements, in order to prevent internatienal transfer to a third country or an
international organisation, including-er governmental access in a third country ofte
anonymous nen-persenal electronic health data held in the Union where such transfer er
aeeess would create a conflict with Union law or the national law of the relevant Member
State, without prejudice to paragraph 2 or 3 of this Article.

2. Any judgment of a third-country court or tribunal and any decision of a third-country
administrative authority requiring a digital health authority, a health data access body or a
health data users to transfer-ergive-aceess—to anonymous-ren-personal electronic health
data within the scope of this Regulation held in the Union shall be recognised or
enforceable in any manner only if based on an international agreement, such as a mutual
legal assistance treaty, in force between the requesting third country and the Union or any
such agreement between the requesting third country and a Member State.

3. In the absence of an international agreement as referred to in paragraph 2 of this Article,
where a digital health authority, a health data access body, a health data users is the
addressee of a decision or judgment of a third-country court or tribunal or a decision of a
third-country administrative authority to transfer er-give-aceess-te anonymous data within
the scope of this Regulation held in the Union and in compliance with such a decision
would risk putting the addressee in conflict with Union law or with the national law of the
relevant Member State, transfer of te—er—aeeess—te such data to by that third-country
authority shall take place only where:
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(a) the third-country system requires the reasons and proportionality of such a decision
or judgment to be set out and requires such a decision or judgment to be specific in
character, for instance by establishing a sufficient link to certain suspected natural
or legal persons or infringements;

(b) the reasoned objection of the addressee is subject to a review by a competent third-
country court or tribunal; and

(¢) the competent third-country court or tribunal issuing the decision or judgment or
reviewing the decision of an administrative authority is empowered under the law of
that third country to take duly into account the relevant legal interests of the provider
of the data protected under Union law or the national law of the relevant Member
State.

The addressee of the decision may ask the opinion of the relevant national body or
authority competent for international cooperation in legal matters, in order to
determin_whether these conditions are met. If the addressee considers that the
decision may _impinge on national security or defens interest of the Union or its
Member States, it shall ask the opinion of the national competent bodies or
authorities with the relevant competence, in order to determine whether the data
requested concerns national security or defens interests of the Union or its Member
States.

4. If the criteria eenditions laid down in paragraph 2 or 3 are met, a digital health authority, a
health data access body or a health data user data—altruism—bedy shall-provide the
minimum amount of data permissible in response to a request, based on a reasonable
interpretation of the request.

5. The digital health authorities, health data access bodies, health data users shall inform the
health data holder about the existence of a request of a third-country administrative
authority to access its data before complying with that request, except where the request
serves law enforcement purposes and for as long as this is necessary to preserve the
effectiveness of the law enforcement activity.

Article 63

International-access-and Additional conditions for Ftransfer of personal electronic health data to a

third country or an international organisation

In the context of international-aceess—and transfer of personal electronic health data to a third
country or_an_international organisation, Member States may maintain or introduce further
conditions, including limitations, in accordance with and under the conditions of Aarticle 9(4) of
Regulation (EU) 2016/679,_in addition to the requirements set out in Articles 13(3) and 52(5) of
this Regulation and the requirements laid down in Chapter V of Regulation (EU) 2016/679.
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Chapter VI

European governance and coordination

Article 64

European Health Data Space Board (EHDS Board)

1. A European Health Data Space Board (EHDS Board) is hereby established to facilitate
cooperation and the exchange of information among Member States and the Commission.

The EHDS Board shall be composed of the-high-level representatives, one each of digital
health authorltles and health data access bodles, of all the Member States Q%her—n&t}eﬂal

mﬁastmet&res—m&ebe%hee&mﬁa%s%me&mes—shaﬂ%w&a&ebseweﬁe}e (SECOND THIRD
AND LAST SENTENCES AMENDED AND MOVED TO PARA 1(B)-1(E))

1a. A representative of Fthe Commission and a representative of the Member States shall
co-chair the meetings of the EHDS Board. (MOVED FROM PARA 6)

1b. Othernational-autheritiesneludingMmarket surveillance authorities referred to in Article

28, European Data Protection Board and European Data Protection Supervisor, shall may
be invited to the meetings, where the issues discussed are of relevance for them. (MOVED
FROM PARA 1 AND AMENDED)

lc. The Board may also invite other national authorities, experts and observers to attend its
meetings, and may cooperate with other external experts as appropriate. (MOVED FROM
PARA 1 AND AMENDED)

1d. The Board may also_invite 0Other Union institutions, bodies, offices and agencies,
research infrastructures and other similar structures. When these participants are invited,

they shall have an observer role.-when-invited-to-participate-in-the-meetings. (MOVED
FROM PARA 1 AND AMENDED)

le. Stakeholders and relevant third parties, including patients’ representatives, may shal be
invited to attend meetings of the EHDS Board and to participate in its work, depending on
the topics discussed and their degree of sensitivity. (MOVED FROM PARA 4)

2. Depending on the functions related to the use of electronic health data, the EHDS Board
may work in subgroups for _certain topics, where digital health authorities or health data
access bodies for-a—eertain—area shall be represented._The subgroups shall support the
EHDS Board with specific_expertise. The subgroups may have joint meetings, as
required.
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i rules of procedurs of the EHDS Boar shall be
forward by the Commission.

rs and put

y its membe

adopted b

The rules of procedures shall include rules pertaining to the composition, structure,
operation _and cooperation of the sub-groups and shall regculate the role of invitees
referred to in paragraphs 1b to le, taking into account the topics under discussion
and the level of confidentality involved.

Regarding voting rules, the EHDS Board shall deliberate by consensus as far as
possible. If consensus cannot be reached the EHDS Board shall deliberate by a
majority of two thirds of the Member States representatives. Each member shall have

one vote.

topies-diseussed-and-their degree-of sensitivity—(MOVED TO PARA 1E)
The EHDS Board shall cooperate with other relevant bodies, entities and experts, such as
the European Data Innovation Board referred to in Article 26-29 of Regulation 2022/868
Pata-GevernanceAet-COMA2020/767final|, competent bodies set up under Article 7 of
Regulation [...] [Data Act COM/2022/68 final], supervisory bodies set up under Article 17
of Regulation [...] [eID Regulation], European Data Protection Board referred to in Article
68 of Regulation (EU) 2016/679 and cybersecurity bodies.

GO The Commission shall chair the mectings of the EHDS Board. MOVED TO PARA TA

7. The EHDS Board shall be assisted by a secretariat provided by the Commission.

8. The Commission shall, by means of implementing acts, adopt the necessary measures for
the establishment; and management and—funetioning of the EHDS Board. Those
implementing acts shall be adopted in accordance with the advisery examination
procedure referred to in Article 68(2).

Article 65
Tasks of the EHDS Board

1. The EHDS Board shall have the following tasks relating to the primary use of electronic
health data in accordance with Chapters II and III:

(a) to assist Member States in coordinating practices of digital health authorities;

(b) to issue written contributions and to exchange best practices on matters related to the
coordination of the implementation at Member State level of this Regulation and of
the delegated and implementing acts adopted pursuant to it, in particular as regards:
(i)  the provisions set out in Chapters II and III;
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(i1)) development of online services facilitating secure access, including secure
electronic identification, to electronic health data for health professionals and
natural persons.:

N o o ol Aol it

(c) to facilitate cooperation between digital health authorities through capacity-building,
establishing the structure for biennial annual activity reporting, and exchange of

information in those reports peerreview-of-annual-activityreports-and-exchange-of
infermation;

(d) to share information concerning risks posed by EHR systems and serious incidents as
well as their handling;

(e) to facilitate the exchange of views on the primary use of electronic health data with
the relevant stakeholders, including representatives of patients, health professionals,
researchers, regulators and policy makers in the health sector.

2. The EHDS Board shall have the following tasks related to the secondary use of electronic
health data in accordance with Chapter I'V:

(a) to assist Member States, in coordinating practices of health data access bodies,-in the
implementation of provisions set out in Chapters IV, to ensure a consistent
application of this Regulation;

(b) to issue written contributions and to exchange best practices on matters related to the
coordination of the implementation at Member State level of this Regulation and of
the delegated and implementing acts adopted pursuant to it, in particular as regards:

(xi) implementation of rules for access to electronic health data;

(xi1) technical specifications or existing standards regarding the requirements set out
in Chapter IV;

(xii1) incentives policy for promoting data quality and interoperability improvement;

(xiv) policies concerning fees to be charged by the health data access bodies and
health data holders;

(xv) the establishment and application of penalties:.
(xvi) other aspects of the sccondary use of electronic health data.

(c) to facilitate cooperation between health data access bodies through capacity-building,
establishing the structure for biennial annual-activity reporting, and peer-review—of

annual-aetivity reperts-and exchange of information in those reports;

(d) to share information concerning risks and data—preteetion incidents related to
secondary use of electronic health data, such as risks and incidents in the secure
processing environment as referred to in Article 50, as well as their handling;
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COM/2020/767 final}:(SEE ARTICLE 64(5))

(f) to facilitate the exchange of views on the secondary use of electronic health data with
the relevant stakeholders, including health data holders, health data users,
representatives of patients, health professionals, researchers, regulators and policy
makers in the health sector.

Article 66

Joint-controttership-groupstor-Uhion-infrastructures The Steering Groups for the infrastructures

1A.

MyHealth@EU and HealthData@EU

Two Steering groups are hereby established %@mm&eashal—l—e&tabhsh—t«%gfe&ps

dealing—with—jeint—eontroHership for the cross-border infrastructures provided for in
Articles 12 and 52; the MyHealth@EU Steering group and the HealthData@EU

Steering group. Each FThe groups shall be composed of one—the-representatives per

Member State of the respective national contact points-and-other-autherisated-participants
iy those infrastructures,

The Steering groups shall take operational decisions concerning the development and

1B.

operation of the cross-border infrastructures pursuant to Chapters II and IV, on changes of
infrastructure, adding additional infrastructures or services, or ensuring interoperability
with other infrastructures, digital systems or data spaces. The groups shall also state their
view on take—deeistons—to—accepting individual authorised participants to join the
infrastructures or to disconnect them- (MOVED FROM PARA 6 AND AMENDED)

The Steering Groups shall take decisions by consensus. Where consensus cannot be

3A.

reached, the adoption of a decision shall require the support of members representing
two-thirds majority, where each Member State has one vote.

The composition, organisation, functioning and cooperation of the sub-Steering groups
shall be set out in the rules of procedure adopted by those groups.

A ¥ 3 worlks Other authorlsed
participants mav be 1nv1ted to exchange 1nf0rmat10n and views on relevant matters
related to the crossborder infrastructures respectively provided for in Articles 12, 13

and 52. When these participants are invited, they shall have an observer role.
MOVED FROM ARTICLE 66(1) AND AMENDED

Stakeholders and relevant third parties, including patients’ representatives, may be

invited to attend meetings of the groups and to participate in their work. MOVED
FROM ARTICLE 66(3)

The groups shall elect chairs for their meetings.

The groups shall be assisted by a secretariat provided by the Commission.
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MOVED TO PARA 1A

CHAPTER VII

Delegation and Committee

Article 67

Exercise of the delegation

1. The power to adopt delegated acts is conferred on the Commission subject to the
conditions laid down in this Article.

2. The power to adopt delegated acts referred to in Articles 5(2),46(3%253); 32(4), 33(H;
3HD 393 )AHPA5H46(8),52(F-and 56(4) shall be conferred on the Commission

for an indeterminate period of time from the date of entry into force of this Regulation.

3. The power to adopt delegated acts referred to in Articles 5(2),46(3%253); 32(4); 33(H;
3D 3935445466852 and 56(4) may be revoked at any time by the
European Parliament or by the Council. A decision to revoke shall put an end to the
delegation of the power specified in that decision. It shall take effect the day following the
publication of the decision in the Official Journal of the European Union or at a later date
specified therein. It shall not affect the validity of any delegated acts already in force.

4. Before adopting a delegated act, the Commission shall consult experts designated by each
Member State in accordance with the principles laid down in the Inter-institutional
Agreement of 13 April 2016 on Better Law-Making.

5. As soon as it adopts a delegated act, the Commission shall notify it simultaneously to the
European Parliament and to the Council.

6. A delegated act adopted pursuant to Articles 5(2), +663%253)%-32(4), 33(H;3HH393);
HEBA56P4668352(D; and _56(4) shall enter into force only if no objection has been

expressed either by the European Parliament or by the Council within a period of 3 months
of notification of that act to the European Parliament and to the Council or if, before the
expiry of that period, the European Parliament and the Council have both informed the
Commission that they will not object. That period shall be extended by 3 months at the
initiative of the European Parliament or of the Council.
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Article 68

Commiittee procedure

I. The Commission shall be assisted by a committee. That committee shall be a committee
within the meaning of Regulation (EU) No 182/2011.

2. Where reference is made to this paragraph, Article4 S of Regulation (EU) No 182/2011
shall apply.
Chapter VIII
Miscellaneous
Article 69
Penalties
1. In addition to the measures laid down in Articles 30 and 43 of this Regulation and

Chapter VIII of Regulation (EU) 2016/679, Member States shall lay down the rules on

penalties applicable to infringements of this Regulation and shall take all measures
necessary to ensure that they are implemented. The penalties shall be effective,

proportlonate and dissuasive. Member—S%a{es—shaH—neﬁfyLﬂ&%Gemm*weﬂ—eﬁtheH&es

TO PARA 3

2. Member States shall take into account the following non-exhautive and indicative
criteria for the imposition of penalties for infringements of this Regulation, where
appropriate:

(a) the nature, gravity. scale and duration of the infringement;

(b) any action taken by the infringer to mitigate or remedy the damage caused by the
infringement;

(c) any previous infringements by the infringer:

(d) the financial benefits gained or losses avoided by the infringer due to the
infringement, insofar as such benefits or losses can be reliably established:

(e) any other aggravating or mitigating factors applicable to the circumstances of the
case;

(f) infringer's annual turnover of the preceding financial vear in the Union.
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Article 1

Member States shall notify the Commission of those rules and measures by date of
application of this Regulation and shall notify the Commission without delay of any
subsequent amendment affecting them. MOVED FROM PARA 1

Article 70

Evaluation and review

After 5 7 years from the entry into force of this Regulation, the Commission shall carry out
a targeted evaluation of this Regulation espeetallywithregardsto-ChapterH, and submit a
report on its main findings to the European Parliament and to the Council, the European
Economic and Social Committee and the Committee of the Regions, accompanied, where
appropriate, by a proposal for its amendment. The evaluation shall include the following:

(a) an assessment of the sel-certification framework of EHR systems in Chapter 111
and reflect on the need to introduce further tools regarding conformity assessment

procedure performed by notified bodies;

(b) an assessment of the costs and benefits of implementation of the provisions for
secondary use laid out in Chapter IV.

After 7 9 years from the entry into force of this Regulation, the Commission shall carry out
an overall evaluation of this Regulation, and submit a report on its main findings to the
European Parliament and to the Council, the European Economic and Social Committee
and the Committee of the Regions, accompanied, where appropriate, by a proposal for its
amendment.

Member States shall provide the Commission with the information necessary for the
preparation of that report and the Commission shall take this information duly into
account in that report.

Article 71

Amendment to Directive 2011/24/EU

4 of Directive 2011/24/EU is deleted.

Chapter IX

Deferred application, transitional and final provisions

Article 72

Entry into force and application
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1. This Regulation shall enter into force on the twentieth day following that of its publication
in the Official Journal of the European Union.

This Regulation # shall apply +2-menths 2 years after entry into force, unless provided

otherwise in paragraph 2.

2. Hewever-Articles 3;4; 2A, 5, 6, 7A, 7B, % 8A, 8B. 8C. 8D, 8E. 8F, 8G, 12, 13A, 13B,
14, 23, 31 and 32 in Chapters II and I1I shall apply as follows:

(a)

(b)

(©)

from 45 year after date of entry into force application to categories of
personal electronic health data referred to in Article 5(1), points (a), (b) and (c),
and to EHR systems intended by the manufacturer to process such categories of
data;

from 37 years after date of entry into force appleatien to categories of
personal electronic health data referred to in Article 5(1), points (d), (e) and (f),
and to EHR systems intended by the manufacturer to process such categories of
data;

from 1 years after the date established in a delegated acts pursuant to
Article 5(2) for amendments other—eategories of the main characteristics of
personal electronic health data_in Annex 1, provided that this date of entry into
application is subsequent to the date of entry into application referred to in
point (a) and (b) for the categories of personal electronic health data
concerned.

The implementing acts referred to in Articles 6(1), 7(2), 12(4) and 23(1) shall be adopted

within 1 vear after date of entry into force and apply as referred to in subparagraph 1 in

this paragraph.

Chapter III shall apply to EHR systems put into service in the Union-pursuant referred to in
Article 13B(2) +5(2) from 5 3 years after date of entry into force application.

Chapter IV shall apply from 4 vears after date of entry into force, except Article 33(1),

points (e), (j), (1) and (n) which shall apply from 5 years after date of entry into force.

The implementing acts referred to in Articles 35F(5), 50(4), 52(13), 53(3)., 55, 56(5) and

58 shall be adopted within 1 vear after date of entry into force and apply from 4 vears

after this Regulation enter into force.

This Regulation shall be binding in its entirety and directly applicable in all Member States.

Done at Strasbourg,

For the European Parliament For the Council

The President

The President
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ANNEX I

MAIN CHARACTERISTICS OF ELECTRONIC HEALTH DATA CATEGORIES

Electronic health data | Main characteristics of electronic health data included under the
category category

1. Patient summary Electronic health data that includes important clinical facts related

to an identified person and that is essential for the provision of
safe and efficient healthcare to that person. The following
information is part of a patient summary:

1. Personal details

Contact information

Information on insurance

Allergies

Medical alerts

Vaccination/prophylaxis information, possibly in the form of

a vaccination card

7. Current, resolved, closed or inactive problems

8. Textual information related to medical history

9. Medical devices and implants

10. Procedures

11. Functional status

12. Current and relevant past medicines

13. Social history observations related to health

14. Pregnancy history

15. Patient provided data

16. Observation results pertaining to the health condition

17. Plan of care

18. Information on a rare disease such as details about the impact
or characteristics of the disease

AN

2. Electronic

o Electronic health data constituting a prescription for a medicinal
prescription

product as defined in Article 3(k) of Directive 2011/24/EU.

3. Electronic

. . Information on the supply of a medicinal product to a natural
dispensation

person by a pharmacy based on an electronic prescription.

4. Medical image

. Electronic health data related to the use of or produced by
and image report

technologies that are used to view the human body in order to
prevent, diagnose, monitor, or treat medical conditions.

5. Laboratory result Electronic health data representing results of studies performed

notably through in vitro diagnostics such as clinical biochemistry,
haematology, transfusion medicine, microbiology, immunology,
and others, and including, where relevant, reports supporting the
interpretation of the results.

6. Discharge report Electronic health data related to a healthcare encounter or episode

of care and including essential information about admission,
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treatment and discharge of a natural person.

ANNEX 11

ESSENTIAL REQUIREMENTS FOR EHR SYSTEMS AND PRODUCTS CLAIMING

The esse

INTEROPERABILITY WITH EHR SYSTEMS

ntial requirements laid down in this Annex shall apply mutatis mutandis to products

claiming interoperability with EHR systems.

1.1.

1.2.

1.3.

1.4.

2.1.

General requirements

An electronic health record system (EHR system) shall achieve the performance intended
by its manufacturer and shall be designed and manufactured in such a way that, during
normal conditions of use, it is suitable for its intended purpose and its use does not put at
risk patient safety.

An EHR system shall be designed and developed in such a way that it can be supplied and
installed, taking into account the instructions and information provided by the
manufacturer, without adversely affecting its characteristics and performance during its
intended use.

An EHR system shall be designed and developed in such a way that its interoperability,
safety and security features uphold the rights of natural persons, in line with the intended
purpose of the EHR system, as set out in Chapter II of this Regulation.

An EHR system that is intended to be operated together with other products, including
medical devices, shall be designed and manufactured in such a way that interoperability
and compatibility are reliable and secure, and personal electronic health data can be shared
between the device and the EHR system.

Requirements for interoperability

An EHR system shall be able to allow personal electronic health data to be shared between
health professionals or other entities from the health system, and between health
professionals and patient or health professional portals in a commonly used electronic
interoperable format, which includes, inter-alia, dataset content, data structures, formats,
vocabularies, taxonomies, exchange formats, standards, specifications, profiles for
exchange and code lists, thus enabling system to system communication.
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2.2.

2.3.

2.4.

2.5.

3.1.

3.2.

3.3.

3.4.

An EHR system shall be interoperable and compatible with the European infrastructures
set out in this Regulation for the cross-border sharing of personal electronic health data.

An EHR system that includes a functionality for entering structured personal electronic
health data shall enable the entry of data structured in a structured way that supports the
data sharing in a structured, commonly used and machine-readable format, enabling
system to system communication.

An EHR system shall not include features that prohibit, restrict or place undue burden on
authorised access, personal electronic health data sharing, or use of personal electronic
health data for permitted purposes.

An EHR system shall not include features that prohibit, restrict or place undue burden on
authorised exporting of personal electronic health data for the reasons of replacing the
EHR system by another product.

Requirements for security

An EHR system shall be designed and developed in such a way that it ensures safe and
secure processing of personal electronic health data, and that it prevents unauthorised
access to such data.

An EHR system designed to be used by health professionals shall provide reliable
mechanisms for the identification and authentication of health professionals, including
checks on professional rights and qualifications.

An EHR system designed to be used by health professionals shall support the use of
information on professional rights and qualifications as part of the access control
mechanisms, such as role-based access control.

An EHR system designed to enable access by health professionals or other individuals to
personal electronic health data shall provide sufficient logging mechanisms that record, at
least the following information on every access event or group of events:

(a) 1identification of the health professional or other individual having accessed
electronic health data;

(b) 1identification of the individual,
(c) categories of data accessed;
(d) time and date of access;

(e) origin(s) of data.
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3.5.

3.6.

3.7.

3.8.

3.9.

An EHR system shall include tools and mechanism to allow natural persons to restrict
health professionals’ access to their personal electronic health data. It shall also include
mechanisms that allow access to personal electronic health data in emergency situations,
and ensure that access is strictly logged.

An EHR system shall include tools or mechanisms to review and analyse the log data, or it
shall support the connection and use of external software for the same purposes.

An EHR system designed to be used by health professionals shall support digital signatures
or similar non-repudiation mechanisms.

An EHR system designed for the storage of personal electronic health data shall support
different retention periods and access rights that take into account the origins and
categories of electronic health data.

An EHR system designed to be used by natural persons shall enable their identification
using any high assurance level recognised electronic identification means as defined in
Regulation (EU) No 910/2014, regardless of the Member State that has issued it. If the
service supports other electronic identification means, they shall be of assurance level
‘high’.

ANNEX ITI

TECHNICAL DOCUMENTATION

The technical documentation referred to in Article 24 shall contain at least the following
information, as applicable to the relevant EHR system:

1. A detailed description of the EHR system including:

(a) its intended purpose, the date and the version of the EHR system;

(b) the categories of personal electronic health data that the EHR system has been
designed to process;

(c) how the EHR system interacts or can be used to interact with hardware or software
that is not part of the EHR system itself;

(d) the versions of relevant software or firmware and any requirement related to version
update;

(e) the description of all forms in which the EHR system is placed on the market or put
into service;

(f) the description of hardware on which the EHR system is intended to run;

(g) a description of the system architecture explaining how software components build
on or feed into each other and integrate into the overall processing, including where
appropriate, labelled pictorial representations (e.g. diagrams and drawings), clearly
indicating key parts/components and including sufficient explanation to understand
the drawings and diagrams;
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(h) the technical specifications, such as features, dimensions and performance attributes,
of the EHR system and any variants/configurations and accessories that would
typically appear in the product specification made available to the user, for example
in brochures, catalogues and similar publications, including a detailed description of
the data structures, storage and input/output of data;

(1)  adescription of any change made to the system throughout its lifecycle;

(j)  the instructions of use for the user and, where applicable, installation instructions.

2. A detailed description of the system in place to evaluate the EHR system performance,
where applicable.

3. The references to any common specification used in accordance with Article 23 and in
relation to which conformity is declared.

4. The results and critical analyses of all verifications and validation tests undertaken to
demonstrate conformity of the EHR system with the requirements laid down in Chapter III
of this Regulation, in particular the applicable essential requirements.:

5. A copy of the information sheet referred to in Article 25.

6. A copy of the EU declaration of conformity.
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ANNEX IV

EU DECLARATION OF CONFORMITY

The EU declaration of conformity shall contain all of the following information:

The name of the EHR system, version and any additional unambiguous reference allowing
identification of the EHR system.

Name and address of the manufacturer or, where applicable, their authorised
representative.

A statement that the EU declaration of conformity is issued under the sole responsibility of
the manufacturer.

A statement that the EHR system in question is in conformity with the provisions laid
down in Chapter III of this Regulation and, if applicable, with any other relevant EU
legislation that provides for the issuing of an EU declaration of conformity.

References to any relevant harmonized standards used and in relation to which conformity
is declared.

References to any common specifications used and in relation to which conformity is
declared.

Place and date of issue of the declaration, signature plus name and function of the person
who signed, and, if applicable, an indication of the person on whose behalf it was signed.

Where applicable, additional information.
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Recital

(37)

For the secondary use of the elinieal electronic health data for research, innovation, policy
making, regulatory purposes, patient safety or the treatment of other natural persons, the
possibilities offered by Regulations (EU) 2016/679 and (EU) 2018/1725 for a Union laws
should be used as a basis and rules and mechanisms and providing suitable and specific
measures to safeguard the rights and freedoms of the natural persons. This Regulation
provides the legal basis in accordance with Astieles-H2)«(er—h) (1) -and(H-of Regulation
(EU) 2016/679 and (EU) 2018/1725 for the secondary use of personal_electronic health
data, establishestrg the safeguards for processing, in terms of lawful purposes, trusted
governance for providing access to health data (through health data access bodies) and
processing in a secure environment, as well as modalities for data processing, set out in the
data permit. At the same time, the data applicant should demonstrate a legal basis pursuant
to Articles 6 and 9 of Regulation (EU) 2016/679 or Articles 5 and 10 of Regulation (EU)
2018/1725, where applicable, based on which they could request access to electronic
health data pursuant to this Regulation and should fulfil the conditions set out in Chapter
IV. More specifically: for processing of electronic health data held by the health data holder
pursuant to this Regulation, this Regulation creates the legal obligation in the sense of
Article 6(1) point (c) of Regulation (EU) 2016/679, in_accordance with Article 9(2)(i) and
(j) of the same Regulation for disclosing the personal electronic health data by the
health data holder to health data access bodies, while the legal basis for the purpose of the

initial processing (e.g. providing delivery-of healthcare) is unaffected. FhisRegulationalse
mee%—%%e%%e&s—fe%&wh—pme%&&g—p&%%ﬁ&deﬁ@—éh}%—eﬁthe
Regulation(EH)-2046/679. This Regulation also assigns tasks in the public interest to the
health data access bodies (running—theseeure—proeessing—environment—proeessing—data

before-they-are-used;—ete) in the sense of Article 6(1)(e) of Regulation (EU) 2016/679 to the
health data access bodies, and meets the requirements of Article 9(2)ds€i),(j) of the

Regulation (EU) 2016/679 for the health data access body’s processing of personal
electronic health data when the body is fulfilling its tasks to gathering, combining,
preparing, including pseudonymisation and anonymisation of the data, and make those
data available to the health data user for secondarv use on the basis of a data permlt or
adatareguest heretore+n-th e-thisReg es-theJeg ;

eleet-rem&hea%ﬂ%datsreaﬂ—b%pfeeessed— In the case where the health data user has access to

personal electronic health data (for secondary use of data for one of the purposes defined in
this Regulation), the health data user should demonstrate its legal basis pursuant to Articles
6(1), points (e) or (f), of Regulation (EU) 2016/679 or pursuant to Articles 5(1), points (e)

or (f) of Regulation (EU) 2018/1725 and explain the specific legal basis on which it relies
as part of the application for access to electronic health data pursuant to this Regulation: on
the ba51s of the apphcable leglslatlon—whef%ﬂiﬂegakbasksﬁﬁd%eg&h&e&%}%@%@

et 9. If the
health data user relies upon a legal bas1s offered by Artlcle 6(1) pomt (e) of Regulation
(EU) 2016/679 or Article 5(1), point (e) of Regulation (EU) 2018/1725, it should make
reference to another EU or national law, different from this Regulation, mandating the
health data user to process personal health data for the compliance of its tasks. If the lawful
ground for processing by the health data user is Article 6(1), point (f), of Regulation (EU)
2016/679 or Article 5(1), point (f), of Regulation (EU) 2018/1725, in this case it is this
Regulation that provides the safeguards. In this context, the data permits issued by the health
data access bodies are an administrative decision defining the conditions for the access to
the data.
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