X A Council of the
European Union

Interinstitutional File:
2018/0328(COD)

NOTE

Brussels, 26 March 2019
(OR. en)

7616/19

LIMITE

CYBER 96
TELECOM 135
CODEC 696
COPS 89
COSI 49
CSC 102
CSClI 45
IND 98

JAI 301
RECH 176
ESPACE 30

From: Presidency

To: Permanent Representatives Committee

No. prev. doc.: 7684/19

Subject: Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL establishing the European Cybersecurity Industrial,
Technology and Research Competence Centre and the Network of

National Coordination Centres

- Examination of possible compromise proposals and preparation for the
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I. INTRODUCTION

1.  In October 2017, the European Council called for the Commission's cybersecurity

proposals to be developed in a holistic way, delivered timely and examined without

delay, on the basis of an action plan to be set up by the Council.

2. On 12 September 2018, in the context of its Digital Single Market Strategy, the

Commission adopted and transmitted to the Council and to the European Parliament the

proposal for a Regulation of the European Parliament and of the Council establishing

the European Cybersecurity Industrial, Technology and Research Competence Centre
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II.

and the Network of National Coordination Centres with Articles 173(3) and 188 TFEU

as a legal basis.

The proposal aims at setting up an effective and efficient structure to pool and share
cybersecurity research capacities and outcomes and to deploy innovative cybersecurity
solutions. It introduces three institutional layers (EU level - European Cyber Security
Competence Centre, national level - Network of National Coordination Centres,
stakeholder level - Cybersecurity Competence Community). A new European
Cybersecurity Competence Centre will manage cybersecurity-related financial support
from the EU's budget and facilitate joint investment by the Union, Member States and
industry to boost the EU's cybersecurity industry and make sure our defence systems are

state-of-the-art .

In the European Parliament, Ms. Julia REDA (ITRE, Greens/EFA) has been appointed
as rapporteur. The ITRE Committee voted on its report on 22 February 2019.

The European Economic and Social Committee adopted its opinion on 23 January 2019.

WORK WITHIN THE COUNCIL

The Commission presented this proposal to the Horizontal Working Party on Cyber
Issues (hereinafter referred to as the ‘Working Party’) on 17 September 2018, followed
by an examination of the impact assessment in the Working Party on 28 September

2018.

The discussion of the proposal itself by the Working Party started on 28 September
2018 under the Austrian and continued under the Romanian Presidency. There were 11
meetings held on this proposal which resulted in 5 consecutive revised versions of the

proposal.

COREPER adopted the mandate for negotiations with the European Parliament on 13
March 2019 (7583/19).

Two trilogues have been held so far. The first trilogue took place on 13 March 2019 in
Strasbourg and Coreper was debriefed on 20 March. The second trilogue took place in

Brussels on 20 March and Coreper will be debriefed on 27 March. These trilogues gave
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a broad mandate to the technical meetings to identify, and make progress on certain
areas of compromise. Three technical meetings were held, the last one took place on 26
March 2019, and resulted in the text set out in the fourth column of the document in

anncx.

10. The third trilogue is foreseen to take place on 28 March 2019 in Strabourg.
III. CONCLUSION
9.  The Presidency’s compromise text, as set out in the Annex, reflects efforts of the
Presidency and Member States to strike a proper balance in the text.
At the same time, the Presidency would appreciate indications from delegations as
regards possible flexibilities in relation to the voting rights issue.
10. The Permanent Representatives Committee is therefore invited to:
- examine and confirm the Presidency’s compromise proposals set out in the Annex to
this note;
- adopt the revised mandate for the Presidency to negotiate with the representatives of the
European Parliament and the European Commission on this file.
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4CD Cybersecurity Act (Version 16/03/2019)

Red issues to be discussed - political

Yellow
Green
Word

solved issues

changes to the wording of the General Approach

[Remarks] comments/ remarks by the Presidency

issues which need technical discussion/ proposal to be agreed on

ANNEX

COM(2017) 477 EP Position / First Reading Council General Approach Proposals and Remarks
(08/06/2018) 0
2018/0328 (COD) 2018/0328 (COD) 2018/0328 (COD) 1
2
Proposal for a Proposal for a Proposal for a Proposal for a
REGULATION OF THE REGULATION OF THE REGULATION OF THE REGULATION OF THE
EUROPEAN PARLIAMENT | EUROPEAN PARLIAMENT | EUROPEAN PARLIAMENT EUROPEAN PARLIAMENT 3
AND OF THE COUNCIL AND OF THE COUNCIL AND OF THE COUNCIL AND OF THE COUNCIL
establishing the European establishing the European establishing the European establishing the European
Cybersecurity Industrial, Cybersecurity Industrial, Cybersecurity Industrial, Cybersecurity Industrial,
Technology and Research Technology and Research Technology and Research Technology and Research
Competence Centre and the Competence Centre and the | Competence Centre and the Competenee Centre and the
Network of National Network of National Network of National Network of National
Coordination Centres Coordination Centres Coordination Centres Coordination Centres 4
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A contribution from the
European Commission to the

A contribution from the
European Commission to the

A contribution from the
European Commission to the

A contribution from the
European Commission to the

Leaders’ meeting in Leaders’ meeting in Leaders’ meeting in Leaders’ meeting in
Salzburg on 19-20 September Salzburg on 19-20 September | Salzburg on 19-20 September Salzburg on 19-20 September
2018 2018 2018 2018
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THE EUROPEAN
PARLIAMENT AND THE
COUNCIL OF THE EUROPEAN
UNION,

Having regard to the Treaty on the
Functioning of the European
Union, and in particular Article
173(3) and the first paragraph of
Article 188 thereof,

Having regard to the proposal
from the European Commission,

Having regard to the opinion of
the European Economic and
Social Committee!,

Having regard to the opinion of
the Committee of the Regions?,

Acting in accordance with the

THE EUROPEAN
PARLIAMENT AND THE
COUNCIL OF THE
EUROPEAN UNION,

Having regard to the Treaty on
the Functioning of the European
Union, and in particular Article
173(3) and the first paragraph of
Article 188 thereof,

Having regard to the proposal
from the European Commission,

Having regard to the opinion of
the European Economic and
Social Committee?,

Having regard to the opinion of
the Committee of the Regions?,

Acting in accordance with the

THE EUROPEAN
PARLIAMENT AND THE
COUNCIL OF THE
EUROPEAN UNION,

Having regard to the Treaty on
the Functioning of the European
Union, and in particular Article
173(3) and the first paragraph of
Article 188 thereof,

Having regard to the proposal
from the European Commission,

Having regard to the opinion of
the European Economic and
Social Committee3,

Having regard to the opinion of
the Committee of the Regions®,

Acting in accordance with the

THE EUROPEAN
PARLIAMENT AND THE
COUNCIL OF THE EUROPEAN
UNION,

Having regard to the Treaty on the
Functioning of the European
Union, and in particular Article
173(3) and the first paragraph of
Article 188 thereof,

Having regard to the proposal
from the European Commission,

Having regard to the opinion of
the European Economic and
Social Committee’,

Having regard to the opinion of
the Committee of the Regions?,

Acting in accordance with the

ordinary legislative procedure, ordinary legislative procedure, ordinary legislative procedure, ordinary legislative procedure, >

1 OJC,p..

2 oJIC,,p..

3 OJC,p..

4 oJC,,p..

S oIcC,,p..

6 oJC,,p..

7 oIcC,,p..

8 oIcC,,p..
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Whereas:

Whereas:

Whereas:

Whereas:

(1)  Our daily lives and
economies become increasingly
dependent on digital technologies,
citizens become more and more
exposed to serious cyber
incidents. Future security
depends, among others, on
enhancing technological and
industrial ability to protect the
Union against cyber threats, as
both civilian infrastructure and
military capacities rely on secure
digital systems.

(1) More than 80 % of the
population of the Union is
connected to the internet and
our daily lives and economies
are becoming increasingly
dependent on digital
technologies, with citizens
becoming more and more
exposed to serious cyber
incidents. Future security
depends, among others, on
contributing to overall
resilience, on enhancing
technological and industrial
ability to protect the Union
against constantly evolving
cyber threats, as both
infrastructure and security
capacities rely on secure digital
systems. Such security can be
achieved by raising the
awareness for cybersecurity
threats, by developing
competences, capacities,
capabilities throughout the
Union, thoroughly taking into
account the interplay of

(1)  Our daily lives and
economies become increasingly
dependent on digital
technologies, citizens become
more and more exposed to
serious cyber incidents. Future
security depends, among others,
on enhancing technological and
industrial ability to protect the
Union against cyber threats, as
both civilian infrastructure and
military capacities rely on secure
digital systems.

(1) More than 80 % of the
population of the Union is
connected to the internet and our
daily lives and economies are
becoming increasingly dependent
on digital technologies, with
citizens becoming more and more
exposed to serious cyber
incidents. Future security
depends, among others, on
contributing to overall resilience,
on enhancing technological and
industrial ability to protect the
Union against constantly evolving
cyber threats, as both
infrastructure and security
capacities rely on secure digital
systems. Such security can be
achieved by raising the
awareness for cybersecurity
threats, by developing
competences, capacities,
capabilities throughout the
Union, thoroughly taking into
account the interplay of
hardware and software
infrastructure, networks,

hardware and software products and processes, and the 6
infrastructure, networks, societal and ethical implications
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products and processes, and the
societal and ethical implications
and concerns.

and concerns.

(1a) Cybercrime is a fast
growing threat to the Union, its
citizens and its economy. In
2017, 80 % of the European
companies experienced at least
one cyber incident. The
Wannacry-attack in May 2017
affected more than 150
countries and 230 000 IT-
systems and had significant
impacts on critical
infrastructures, such as
hospitals. This underlines the
necessity for the highest
cybersecurity standards and
holistic cybersecurity solutions,
involving people, products,
processes and technology in the
Union, as well as for the

(la) Cybercrime is a fast
growing threat to the Union, its
citizens and its economy. In
2017, 80 % of the European
companies experienced at least
one cyber incident. The
Wannacry-attack in May 2017
affected more than 150 countries
and 230 000 IT-systems and had
significant impacts on critical
infrastructures, such as
hospitals. This underlines the
necessity for the highest
cybersecurity standards and
holistic cybersecurity solutions,
involving people, products,
processes and technology in the
Union, as well as for the Union’s
leadership in the matter, and for

Union’s leadership in the digital autonomy.
matter, and for digital 7
autonomy.
7616/19 EB/MAC/np 8
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(2) The Union has steadily
increased its activities to address
growing cybersecurity challenges
following the 2013 Cybersecurity
Strategy® aimed to foster a
reliable, safe, and open cyber
ecosystem. In 2016 the Union
adopted the first measures in the
area of cybersecurity through
Directive (EU) 2016/1148 of the
European Parliament and of the
Council'® on security of network
and information systems.

(2) The Union has steadily
increased its activities to address
growing cybersecurity
challenges following the 2013
Cybersecurity Strategy!! aimed
to foster a reliable, safe, and
open cyber ecosystem. In 2016
the Union adopted the first
measures in the area of
cybersecurity through Directive
(EU) 2016/1148 of the European
Parliament and of the Council'?
on security of network and
information systems.

(2) The Union has steadily
increased its activities to address
growing cybersecurity
challenges following the 2013
Cybersecurity Strategy!3 aimed
to foster a reliable, safe, and
open cyber ecosystem. In 2016
the Union adopted the first
measures in the area of
cybersecurity through Directive
(EU) 2016/1148 of the European
Parliament and of the Council
on security of network and
information systems.

(2) The Union has steadily
increased its activities to address
growing cybersecurity challenges
following the 2013 Cybersecurity
Strategy!’ aimed to foster a
reliable, safe, and open cyber
ecosystem. In 2016 the Union
adopted the first measures in the
area of cybersecurity through
Directive (EU) 2016/1148 of the
European Parliament and of the
Council'® on security of network
and information systems.

Cyberspace JOIN(2013) 1 final.

10

security of network and information systems across the Union (OJ L 194, 19.7.2016, p. 1).

11

Joint Communication to the European Parliament and the Council:: Cybersecurity Strategy of the European Union: An Open, Safe and Secure

Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of

12

13

14

15

16

Joint Communication to the European Parliament and the Council:: Cybersecurity Strategy of the European Union: An Open, Safe and Secure
Cyberspace JOIN(2013) 1 final.

Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of
security of network and information systems across the Union (OJ L 194, 19.7.2016, p. 1).

Joint Communication to the European Parliament and the Council: Cybersecurity Strategy of the European Union: An Open, Safe and Secure
Cyberspace, JOIN(2013) 1 final.

Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of
security of network and information systems across the Union (OJ L 194, 19.7.2016, p. 1).

Joint Communication to the European Parliament and the Council: Cybersecurity Strategy of the European Union: An Open, Safe and Secure
Cyberspace, JOIN(2013) 1 final.

Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of
security of network and information systems across the Union (OJ L 194, 19.7.2016, p. 1).
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(3) In September 2017, the
Commission and the High
Representative of the Union for
Foreign Affairs and Security
Policy presented a Joint
Communication!” on "Resilience,
Deterrence and Defence: Building
strong cybersecurity for the EU"
to further reinforce the Union’s
resilience, deterrence and
response to cyber-attacks.

(3) In September 2017, the
Commission and the High
Representative of the Union for
Foreign Affairs and Security
Policy presented a Joint
Communication'® on
"Resilience, Deterrence and
Defence: Building strong
cybersecurity for the EU" to
further reinforce the Union’s
resilience, deterrence and

(3) In September 2017, the
Commission and the High
Representative of the Union for
Foreign Affairs and Security
Policy presented a Joint
Communication!® on
"Resilience, Deterrence and
Defence: Building strong
cybersecurity for the EU" to
further reinforce the Union’s
resilience, deterrence and

(3) In September 2017, the
Commission and the High
Representative of the Union for
Foreign Affairs and Security
Policy presented a Joint
Communication?® on "Resilience,
Deterrence and Defence: Building
strong cybersecurity for the EU"
to further reinforce the Union’s
resilience, deterrence and
response to cyber-attacks.

response to cyber-attacks. response to cyber-attacks. ?
(4) The Heads of State and (4) The Heads of State and (4) The Heads of State and (4) The Heads of State and
Government at the Tallinn Digital | Government at the Tallinn Government at the Tallinn Government at the Tallinn Digital
Summit, in September 2017, Digital Summit, in September Digital Summit, in September Summit, in September 2017,
called for the Union to become "a | 2017, called for the Union to 2017, called for the Union to called for the Union to become a
global leader in cyber-security by | become a global leader in become "a global leader in global leader in cybersecurity by
2025, in order to ensure trust, cybersecurity by 2025, in order | cyber-security by 2025, in order 2025, in order to ensure trust,
confidence and protection of our | to ensure trust, confidence and to ensure trust, confidence and confidence and protection of our
citizens, consumers and protection of our citizens, protection of our citizens, citizens, consumers and
enterprises online and to enable a | consumers and enterprises consumers and enterprises enterprises online and to enable a 10
free and law-governed internet." online and to enable a free, safer | online and to enable a free and free, safer and law-governed

17

Joint Communication to the European Parliament and the Council "Resilience, Deterrence and Defence: Building strong cybersecurity for the

EU", JOIN(2017) 450 final.
Joint Communication to the European Parliament and the Council "Resilience, Deterrence and Defence: Building strong cybersecurity for the
EU", JOIN(2017) 450 final.
b Joint Communication to the European Parliament and the Council "Resilience, Deterrence and Defence: Building strong cybersecurity for the
EU", JOIN(2017) 450 final.
2 Joint Communication to the European Parliament and the Council "Resilience, Deterrence and Defence: Building strong cybersecurity for the
EU", JOIN(2017) 450 final.

18
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and law-governed internet, and
declared to “make more use of
open source solutions and/or
open standards when
(re)building ICT systems and
solutions (among else, to avoid
vendor lock-ins), including
those developed and/or
promoted by EU programmes
for interoperability and
standardisation, such as ISA* ”’.

law-governed internet."

internet, and declared to “make
more use of open source
solutions and/or open standards
when (re)building ICT systems
and solutions (among else, to
avoid vendor lock-ins), including
those developed and/or promoted
by EU programmes for
interoperability and
standardisation, such as ISA? ”.

(4a) The European
Cybersecurity Industrial,
Technology and Research
Competence Centre (the
‘Competence Centre’) should
help to increase the resilience
and reliability of the
infrastructure of network and
information systems, including
the internet and other critical
infrastructure for the
Sfunctioning of society such as
transport, health, and banking
systems.

11
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(4b) The Competence Centre
and its actions should take into
account the implementation of
Regulation (EU) 2019/XXX
[recast of Regulation (EC) No
428/2009 as proposed by
COM(2016)616] '~

Ia Regulation (EU) 2019/... of
the European Parliament and
of the Council of ... setting up a
Union regime for the control of
exports, transfer, brokering,
technical assistance and transit

of dual-use items (OJ L ..., ..., p.
)

(4b) The Competence Centre

and its actions should take into
account the implementation of
Regulation (EU) 2019/XXX
[recast of Regulation (EC) No
428/2009 as proposed by
COM(2016)616] '

1a Regulation (EU) 2019/... of the
European Parliament and of the
Council of ... setting up a Union
regime for the control of exports,
transfer, brokering, technical

assistance and transit of dual-use
items (OJ L ..., ..., p. ...).

12
(5) Substantial disruption of (5) Substantial disruption of (5) Substantial disruption of (5) Substantial disruption of
network and information systems | network and information network and information network and information systems
can affect individual Member systems can affect individual systems can affect individual can affect individual Member
States and the Union as a whole. Member States and the Union as | Member States and the Union as States and the Union as a whole.
The security of network and a whole. The highest level of a whole. The security of network The highest level of security of
information systems is therefore security of network and and information systems is network and information systems
essential for the smooth information systems throughout | therefore essential for the throughout the Union is therefore
functioning of the internal market. | the Union is therefore essential | smooth functioning of the essential for society and economy
At the moment, the Union for society and economy alike. internal market. At the moment, alike. At the moment, the Union
depends on non-European At the moment, the Union the Union depends on non- depends on non-European
cybersecurity providers. However, | depends on non-European European cybersecurity cybersecurity providers. However, | 13
it is in the Union's strategic cybersecurity providers. providers. However, it is in the it is in the Union's strategic
7616/19 EB/MAC/np 12
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interest to ensure that it retains
and develops essential
cybersecurity technological
capacities to secure its Digital
Single Market, and in particular to
protect critical networks and
information systems and to
provide key cybersecurity
services.

However, it is in the Union's
strategic interest to ensure that it
retains and develops essential
cybersecurity technological
capacities and capabilities to
secure the protection of data
and critical networks and
information systems of’
European citizens and
companies, including critical
infrastructures for the
functioning of society such as
transport systems, health
systems and banking, and the
Digital Single Market, and to
provide key cybersecurity
services.

Union's strategic interest to
ensure that it retains and
develops essential cybersecurity
research and technological
capacities to secure its Digital
Single Market, and in particular
to protect critical networks and
information systems and to
provide key cybersecurity
services.

interest to ensure that it retains
and develops essential
cybersecurity technological
capacities and capabilities to
secure the protection of data and
critical networks and information
systems of European citizens and
companies, including critical
facilities for the functioning of
society such as transport systems,
health systems and banking, and
the Digital Single Market, and to
provide key cybersecurity
services.
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(6) A wealth of expertise and
experience in cybersecurity
research, technology and
industrial development exists in
the Union but the efforts of
industrial and research
communities are fragmented,
lacking alignment and a common
mission, which hinders
competitiveness in this domain.
These efforts and expertise need
to be pooled, networked and used
in an efficient manner to reinforce
and complement existing
research, technology and
industrial capacities at Union and
national levels.

(6) A wealth of expertise and
experience in cybersecurity
research, technology and
industrial development exists in
the Union but the efforts of
industrial and research
communities are fragmented,
lacking alignment and a
common mission, which hinders
competitiveness and effective
protection of critical data,
networks and systems in this
domain. These efforts and
expertise need to be pooled,
networked and used in an
efficient manner to reinforce and
complement existing research,
technology, skills and industrial
capacities at Union and national
levels. Whereas Information
and Communication
Technology (ICT) sector faces
important challenges, such as
fulfilling its demand for skilled
workers, it can benefit from
representing the diversity of
society at large, and from
achieving a balanced
representation of genders,
ethnic diversity, and non-

(6) A wealth of expertise and
experience in cybersecurity
research, technology and
industrial development exists in
the Union but the efforts of
industrial and research
communities are fragmented,
lacking alignment and a
common mission, which hinders
competitiveness in this domain.
These efforts and expertise need
to be pooled, networked and
used in an efficient manner to
reinforce and complement
existing research, technology
and industrial capacities at
Union and national levels.

(6) A wealth of expertise and
experience in cybersecurity
research, technology and
industrial development exists in
the Union but the efforts of
industrial and research
communities are fragmented,
lacking alignment and a common
mission, which hinders
competitiveness and effective
protection of critical data,
networks and systems in this
domain. These efforts and
expertise need to be pooled,
networked and used in an efficient
manner to reinforce and
complement existing research,
technology, skills and industrial
capacities at Union and national
levels. Whereas Information and
Communication Technology
(ICT) sector faces important
challenges, such as fulfilling its
demand for skilled workers, it
can benefit from representing the
diversity of society at large, and
Jrom achieving a balanced
representation of genders, ethnic
diversity, and non-discrimination
against disabled persons, as well

discrimination against disabled as from facilitating the access to 14
persons, as well as from knowledge and training for
7616/19 EB/MAC/np 14
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facilitating the access to
knowledge and training for
future cybersecurity experts,
including their education in
non-formal contexts, for
example in Free and Open
Source Software projects, civic
tech projects, start-ups and
microenterprises.

future cybersecurity experts,
including their education in non-
formal contexts, for example in
Free and Open Source Software
projects, civic tech projects, start-
ups and microenterprises.

(6a) Small and medium-sized
enterprises (SMEs) are crucial
actors in the Union’s
cybersecurity sector, which can
provide cutting-edge solutions
due to their agility. SMEs that
are not specialised in
cybersecurity are, however, also
prone to be more vulnerable to
cyber incidents due to high
investment and knowledge
requirements to establish
effective cybersecurity
solutions. It is therefore
necessary that the Competence
Centre and the Cybersecurity
Competence Network (the
‘Network’) provide special
support for SMEs by
facilitating their access to

(6a) Small and medium-sized
enterprises (SMEs) are crucial
actors in the Union’s
cybersecurity sector, which can
provide cutting-edge solutions
due to their agility. SMEs that
are not specialised in
cybersecurity are, however, also
prone to be more vulnerable to
cyber incidents due to high
investment and knowledge
requirements to establish
effective cybersecurity solutions.
It is therefore necessary that the
Competence Centre and the
Cybersecurity Competence
Network (the ‘Network’) provide
special support for SMEs to
facilitate their access to
knowledge and training in order

knowledge and training in to allow them to secure 15
order to allow them to secure themselves sufficiently and to
EB/MAC/np 15
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themselves sufficiently and to
allow those who are active in
cybersecurity to contribute to
the Union’s leadership in the
field.

allow those who are active in
cybersecurity to contribute to the
Union’s leadership in the field.

(6b) Expertise exists beyond
industrial and research
contexts. Non-commercial and
pre-commercial projects,
referred to as “civic tech”
projects, make use of open
standards, Open Data, and Free
and Open Source Software, in
the interest of society and the
public good. They contribute to
the resilience, awareness and
development of competence in
cybersecurity matters and play
an important role in building
capacities for industry and
research in the field.

(6b) Expertise exists beyond
industrial and research contexts.
Non-commercial and pre-
commercial projects, referred to
as “civic tech” projects, make use
of open standards, Open Data,
and Free and Open Source
Software, in the interest of
society and the public good. They
contribute to the resilience,
awareness and development of
competence in cybersecurity
matters and play an important
role in building capacities for
industry and research in the
field.

(6¢c) The term ‘stakeholders’,
when used in the context of this
Regulation, refers to, inter alia,
industry, public entities and
other entities which deal with
operational and technical

(6¢c) The term ‘stakeholders’,
when used in the context of this
Regulation, refers to, inter alia,
industry, public entities and other
entities which deal with
operational and technical matters

matters in the area of in the area of cybersecurity, as 16
cybersecurity, as well as to civil well as to civil society, inter alia
7616/19 EB/MAC/np 16
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society, inter alia trade unions,
consumer associations, the
Free and Open Source
Software community, and the
academic and research
community.

trade unions, consumer
associations, the Free and Open
Source Software community, and
the academic and research
community.

(7)  The Council Conclusions
adopted in November 2017 called
on the Commission to provide
rapidly an impact assessment on
the possible options to create a
network of cybersecurity
competence centres with the
European Research and
Competence Centre and propose
by mid-2018 the relevant legal

(7)  The Council Conclusions
adopted in November 2017
called on the Commission to
provide rapidly an impact
assessment on the possible
options to create a network of
cybersecurity competence
centres with the European
Research and Competence
Centre and propose by mid-2018

(7)  The Council Conclusions
adopted in November 2017
called on the Commission to
provide rapidly an impact
assessment on the possible
options to create a network of
cybersecurity competence
centres with the European
Research and Competence
Centre and propose by mid-2018

(7)  The Council Conclusions
adopted in November 2017 called
on the Commission to provide
rapidly an impact assessment on
the possible options to create a
network of cybersecurity
competence centres with the
European Research and
Competence Centre and propose
by mid-2018 the relevant legal

instrument. the relevant legal instrument. the relevant legal instrument. instrument. 17
(7a) The decision regarding (7a) The decision regarding the
the seat of the Centre will be seat of the Centre will be taken
taken by common agreement by common agreement between
between the Representatives of the Representatives of the
the Governments of the Governments of the Member
Member States. It is States. It is imperative for the
imperative for the proper and proper and efficient
efficient performance of its performance of its tasks, for
tasks, for staff recruitment staff recruitment and retention
and retention and for and for enhancing the efficiency
enhancing the efficiency of of networking activities that the
networking activities that the Centre be based in an 18
Centre be based in an appropriate location, among
7616/19 EB/MAC/np 17
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appropriate location, among

other things providing

appropriate transport

connections and facilities for

spouses partners and children

other things providing
appropriate transport
connections and facilities for
spouses partners and children
accompanying members of staff

accompanying members of

staff of the Centre. The
necessary arrangements
should be laid down in an
agreement between the Centre

of the Centre. The necessary
arrangements should be laid
down in an agreement between
the Centre and the host
Member State concluded after

and the host Member State
concluded after obtaining the
approval of the Governing
Board of the Centre.

obtaining the approval of the
Governing Board of the Centre.

(8) The Competence Centre
should be the Union's main
instrument to pool investment in
cybersecurity research,
technology and industrial
development and to implement
relevant projects and initiatives
together with the Cybersecurity
Competence Network. It should
deliver cybersecurity-related
financial support from the
Horizon Europe and Digital
Europe programmes, and should
be open to the European Regional

(8) The Competence Centre
should be the Union's main
instrument to pool investment in
cybersecurity research,
technology and industrial
development and to implement
relevant projects and initiatives
together with the Network. It
should deliver cybersecurity-
related financial support from
the Horizon Europe and Digital
Europe programmes, as well as
firom the European Defence
Fund for actions and

(8) The Competenee Centre

should be the Union's main
instrument to pool investment in
cybersecurity research,
technology and industrial
development and to implement
relevant projects and initiatives
together with the Cybersecurity
Competence Network. It should
deliver cybersecurity-related
financial support from the
Horizon Europe and Digital
Europe programmes, and should
be open to the European

(8) The Competenee Centre

should be the Union's main
instrument to pool investment in
cybersecurity research,
technology and industrial
development and to implement
relevant projects and initiatives
together with the Network. It
should deliver cybersecurity-
related financial support from the
Horizon Europe and Digital
Europe programmes, as well as
from the European Defence
Fund for actions and

Development Fund and other administrative costs related to Regional Development Fund and administrative costs related to 19
programmes where appropriate. defence, and should be open to | other programmes where defence, and should be open to
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This approach should contribute
to creating synergies and
coordinating financial support
related to cybersecurity research,
innovation, technology and
industrial development and
avoiding duplication.

the European Regional
Development Fund and other
programmes where appropriate.
This approach should contribute
to creating synergies and
coordinating financial support
related to Union initiatives in
the field of cybersecurity
research and development,
innovation, technology and
industrial development and
avoiding duplication.

appropriate. This approach
should contribute to creating
synergies and coordinating
financial support related to
cybersecurity research,
innovation, technology and
industrial development and
avoiding unnecessary
duplication. The Centre should
not play an operational or
technical assistance role.

the European Regional
Development Fund and other
programmes where appropriate.
This approach should contribute
to creating synergies and
coordinating financial support
related to Union initiatives in the
field of cybersecurity research
and development, innovation,
technology and industrial
development and avoiding
unnecessary duplication. The
Centre should primarily focus
on defining and implementing
cybersecurity priorities in
relation to relevant EU funding
programmes.

8.0 The Competence Centre and
the Network shall contribute to
the overall resilience and
awareness in the Union towards
cybersecurity threats, thoroughly
taking into account societal

implications.

20
(8a) “Security by design” as a | (8a) The implementation of 8a) “Security by design” as a
principle established in the present initiative should principle established in 21
Commission Joint take into account results of Commission Joint
7616/19 EB/MAC/np 19
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Communication of 13 four projects?! launched in Communication of 13 September
September 2017 entitled early 2019 under Horizon 2017 entitled “Resilience,
“Resilience, Deterrence and 2020. These projects will be Deterrence and Defence:
Defence: Building strong informative in particular with Building strong cybersecurity for
cybersecurity for the EU” regard to the content of the EU” includes state-of-the-art
includes state-of-the-art research and innovation methods by which to increase
methods by which to increase roadmaps and with regard to security, at all stages of the
security, at all stages of the concrete ways of interaction lifecycle of a product or service,
lifecycle of a product or service, | within the Network and starting with secure design and
starting with secure design and | Community. Lesson learned development methods, reducing
development methods, reducing | from the projects should be the attack surface, and
the attack surface, and used in particular to ensure an incorporating adequate security
incorporating adequate security | effective division of work and testing and security audits. For
testing and security audits. For | cooperation between the the duration of operation and
the duration of operation and Network and the Centre. maintenance, producers or
maintenance, producers or providers need to make available
providers need to make updates remedying new
available updates remedying vulnerabilities or threats without
new vulnerabilities or threats delay, for the estimated lifetime
without delay, for the estimated of a product and beyond. This
lifetime of a product and can also be achieved by enabling
beyond. This can also be third parties to create and
achieved by enabling third provide such updates. The
parties to create and provide provision of updates is especially
such updates. The provision of necessary in the case of
updates is especially necessary commonly used infrastructures,
in the case of commonly used products and processes.
infrastructures, products and

(8a) The implementation of the

A CONCORDIA, ECHO, SPARTA and CyberSec4Europe are the four winning pilot projects of the 2018 Horizon 2020 cybersecurity call
"establishing and operating a pilot for a European Cybersecurity Competence Network and developing a common European
Cybersecurity Research & Innovation Roadmap".
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processes. present initiative should take
into account results of four
projects?? launched in early
2019 under Horizon 2020. These
projects will be informative in
particular with regard to the
content of research and
innovation roadmaps and with
regard to concrete ways of
interaction within the Network
and Community. Lesson learned
from the projects should be
used in particular to ensure an
effective division of work and
cooperation between the

Network and the Centre.
(8b) In view of the extent of (8b) In view of the extent of the
the cybersecurity challenge and cybersecurity challenge and in
in view of the investments made view of the investments made in
in cybersecurity capacities and cybersecurity capacities and
capabilities in other parts of the capabilities in other parts of the
world, the Union and its world, the Union and its Member
Member States should step up States should step up their
their financial support to financial support to research,
research, development and development and deployment in 22
deployment in this area. In this area. In order to realise

2 CONCORDIA, ECHO, SPARTA and CyberSec4Europe are the four winning pilot projects of the 2018 Horizon 2020 cybersecurity call
"establishing and operating a pilot for a European Cybersecurity Competence Network and developing a common European
Cybersecurity Research & Innovation Roadmap".
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order to realise economies of
scale and achieve a comparable
level of protection across the
union, the Member States
should put their efforts into a
European framework by
investing through the
Competence Centre mechanism
where relevant.

economies of scale and achieve a
comparable level of protection
across the union, the Member
States should put their efforts
into a European framework by
investing through the

Competence Centre mechanism

where relevant.

(8c) The Competence Centre
and the Cybersecurity
Competence Community
should, in order to foster the
Union’s competitiveness and
the highest cybersecurity
standards internationally, seek
the exchange on cybersecurity
products and processes,
standards and technical
standards with the international
community. Technical
standards include the creation
of reference implementations,
published under open standard
licences. The secure design of,
in particular, reference
implementations is crucial for
the overall reliability and
resilience of commonly used

(8c) The Competenee Centre
and the Cybersecurity

Competence Community should,
in order to foster the Union’s
competitiveness and the highest
cybersecurity standards
internationally, seek the
exchange on cybersecurity
products and processes,
standards and technical
standards with the international
community. Technical standards
include the creation of reference
implementations, published
under open standard licences.
The secure design of, in
particular, reference
implementations is crucial for
the overall reliability and
resilience of commonly used

network and information network and information system 23
system infrastructure like the infrastructure like the internet
EB/MAC/np 22
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internet and critical
infrastructures.

and critical infrastructures.
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(9) Taking into account that the | (9) Taking into account that H—Taking-into-accountthat —Taking-into-account-that the

objectives of this initiative can be | the objectives of this initiative the objectives of this inttiative objectives of this mitiative can be

best achieved if all Member States | can be best achieved if all can-be-bestachtevedifal best-achtevedifall Member-States

or as many Member States as Member States or as many Member States or as many oras many Member States as

possible participate, and as an Member States as possible Member-States-as-possible possible-participateand-asan

incentive for Member States to contribute, and as an incentive | participate;-and-as-an-ineentive neentive Tor Member States to

take part, only Member States for Member States to take part, | forMember-States-to-take part; takepart;only Member-States

who contribute financially to the | only Member States who orbr-MemberStates—wheo who-contribtttetrranciatyto-the

administrative and operational contribute financially to the contribute-finanecially-to-the administrative-and-operational

costs of the Competence Centre administrative and operational sdrptstrat-eand-operatioral costs-of-the- Competenee-Centre

should hold voting rights. costs of the Competence Centre | eests-ofthe-Competence-Centre shewld-holdvotingrights: 4
should hold voting rights. shouldholdvoting rights:

(10) The participating Member (10) The participating Member | (H)—TFheparticipating Member (10} The participating Member

States' financial participation States' financial participation Sttesnateis-partieipation StatesHinateiaparticipation

should be commensurate to the should be commensurate to the | sheuld-be-commensurate-to-the should-be-commensurate-to-the

Union's financial contribution to | Union's financial contribution to | Bnien'sfinaneial-contributionte Unton's financial contribution to

this initiative. this initiative. this-initiative: this-initiative: 75

(11) The Competence Centre (11) The Competence Centre (11) The Competenee Centre (11) The Competenee Centre

should facilitate and help should facilitate and help should facilitate and kelp should facilitate and kelp

coordinate the work of the coordinate the work of the coordinate the work of the coordinate the work of the

Cybersecurity Competence Cybersecurity Competence Cybersecurity Competence Cybersecurity Competence

Network (“the Network™), made Network (“the Network™), made | Network (“the Network™), made Network (“the Network™), made

up of National Coordination up of National Coordination up of National Coordination up of National Coordination

Centres in each Member State. Centres in each Member State. Centres in each Member State. Centres in each Member State.

National Coordination Centres National Coordination Centres National Coordination Centres National Coordination Centres

should receive direct Union should receive direct Union should receive direct Union should receive direct Union

financial support, including grants | financial support, including financial support, including financial support, including grants

awarded without a call for grants awarded without a call for | grants awarded without a call for awarded without a call for 26

proposals, in order to carry out proposals, in order to carry out proposals, in order to carry out proposals, in order to carry out
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activities related to this
Regulation.

activities related to this
Regulation.

their activities related to this
Regulation.

their activities related to this
Regulation.

(12) National Coordination
Centres should be selected by
Member States. In addition to the
necessary administrative capacity,
Centres should either possess or
have direct access to
cybersecurity technological
expertise in cybersecurity, notably
in domains such as cryptography,
ICT security services, intrusion
detection, system security,
network security, software and
application security, or human and
societal aspects of security and
privacy. They should also have
the capacity to effectively engage
and coordinate with the industry,
the public sector, including
authorities designated pursuant to
the Directive (EU) 2016/1148 of
the European Parliament and of
the Council®, and the research
community.

(12) National Coordination
Centres should be selected by
Member States. In addition to
the necessary administrative
capacity, Centres should either
possess or have direct access to
cybersecurity technological
expertise in cybersecurity,
notably in domains such as
cryptography, ICT security
services, intrusion detection,
system security, network
security, software and
application security, or human,
ethical, societal and
environmental aspects of
security and privacy. They
should also have the capacity to
effectively engage and
coordinate with the industry, the
public sector, including
authorities designated pursuant
to the Directive (EU) 2016/1148

(12) National Coordination
Centres should be public sector
entities or entities with a
majority of public
participation subjects to public
law obligations selected by
Member States. In addition to
the necessary administrative
capacity, Centres should either
possess or have direet-access to
cybersecurity research and
technological expertise

evbersecuribytotably-in

and-privaey—Theyshouwld-alse
have-the-capaeity and be in a
position to effectively engage
and coordinate with the industry,

(12) National Coordination
Centres should be public sector
entities or entities performing
public administrative functions
selected by the with-a-majerity
£ oubli N bi
bliel blicat
seleeted-by Member States. In
addition to the necessary
administrative capacity, Centres
should etther-possess or have
direet access to cybersecurity
technological expertise in
cybersecurity, notably in domains
such as cryptography, ICT
security services, intrusion
detection, system security,
network security, software and
application security, or human,
ethical, societal and
environmental aspects of security
and privacy. They should also

have-the-eapaeity and be in a

of the European Parliament and | the public sectorineluding position to effectively engage and
of the Council* , and the authorities-designated-pursuant coordinate with the industry, the 27
research community in order to | to-the Direetive (EU)-2016/H48 public sector, including
23 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of
security of network and information systems across the Union (OJ L 194, 19.7.2016, p. 1).
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establish a continuous public-
private dialogue on
cybersecurity. In addition,
awareness should be raised
among the general public about
cybersecurity through
appropriate means of
communication.

of the Couneil™, and the
research community.

authorities designated pursuant to
the Directive (EU) 2016/1148 of
the European Parliament and of
the Council?® , and the research
community in order to establish a
continuous public-private
dialogue on cybersecurity. In
addition, awareness should be
raised among the general public
about cybersecurity through
appropriate means of
communication.

(12a) The function of National
Coordination Centre in a given
Member State can be carried
out by the same entity also
fulfilling other functions
created under European law,
such as that of a national
competent authority and/or
single point of contact in the
meaning of the NIS Directive,
any other EU Regulation, or
digital innovation hub in the

(12a) The function of National
Coordination Centre in a given
Member State can be carried
out by the same entity also
fulfilling other functions created
under European law, such as
that of a national competent
authority and/or single point of
contact in the meaning of the
NIS Directive, any other EU
Regulation, or digital
innovation hub in the meaning

meaning of the Digital Europe of the Digital Europe 28
Programme. Programme.
(13) Where financial support is (13) Where financial support is | (13) Where financial support is (13) Where financial support is 29
provided to National Coordination | provided to National provided to National provided to National Coordination
2 erd easures+o SH-COMMOntTeve-o
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Centres in order to support third
parties at the national level, this
shall be passed on to relevant
stakeholders through cascading
grant agreements.

Coordination Centres in order to
support third parties at the
national level, this shall be
passed on to relevant
stakeholders through cascading
grant agreements.

Coordination Centres in order to
support third parties at the
national level, this shall be
passed on to relevant
stakeholders through cascading
grant agreements.

Centres in order to support third
parties at the national level, this
shall be passed on to relevant
stakeholders through cascading
grant agreements.

(14) Emerging technologies such
as artificial intelligence, Internet
of Things, high-performance
computing (HPC) and quantum
computing, blockchain and
concepts such as secure digital
identities create at the same time
new challenges for cybersecurity
as well as offer solutions.
Assessing and validating the
robustness of existing or future
ICT systems will require testing
security solutions against attacks
run on HPC and quantum
machines. The Competence
Centre, the Network and the
Cybersecurity Competence
Community should help advance
and disseminate the latest
cybersecurity solutions. At the
same time the Competence Centre
and the Network should be at the
service of developers and

(14) Emerging technologies
such as artificial intelligence,
Internet of Things, high-
performance computing (HPC)
and quantum computing, as well
as concepts such as secure
digital identities create at the
same time new challenges for
cybersecurity as well as offer
products and processes.
Assessing and validating the
robustness of existing or future
ICT systems will require testing
security products and processes
against attacks run on HPC and
quantum machines. The
Competence Centre, the
Network, the European Digital
Innovation Hubs and the
Cybersecurity Competence
Community should help advance
and disseminate the latest
cybersecurity products and

(14) Emergingtechnologies
| EeinLintell ’

HPC and quantum machincs.
The Cempetenee Centre, the
Network and the Cybersecurity
Competence Community should
help advance and disseminate
the latest cybersecurity
solutions. At the same time the

Ceompetenee Centre and the
Network should be-at-theservice

(14) Emerging technologies such
as artificial intelligence, Internet
of Things, high-performance
computing (HPC) and quantum
computing, as well as concepts
such as secure digital identities
create at the same time new
challenges for cybersecurity as
well as offer products and
processes. Assessing and
validating the robustness of
existing or future ICT systems
will require testing security
products and processes against
attacks run on HPC and quantum
machines. The Competenece
Centre, the Network, the
European Digital Innovation
Hubs and the Cybersecurity
Competence Community should
help advance and disseminate the
latest cybersecurity products and
processes, including dual use, in

operators in critical sectors such | processes, including dual use, ofsupport the demand side particular those that help 30
as transport, energy, health, in particular those that help industry in particular organisations to be in a constant
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financial, government, telecom,
manufacturing, defence, and space
to help them solve their
cybersecurity challenges.

organisations to be in a
constant state of building
capacity, resilience and
appropriate governance. The
Competence Centre and the
Network should stimulate the
whole innovation cycle and
contribute to bridging the valley
of death of innovation of
cybersecurity technologies and
services. At the same time the
Competence Centre, the
Network and the Community
should be at the service of
developers and operators in
critical sectors such as transport,
energy, health, financial,
government, telecom,
manufacturing, defence, and
space to help them solve their
cybersecurity challenges, and
research the various
motivations of attacks on the
integrity of networks and
information systems, such as
crime, industrial espionage,
defamation, and
disinformation.

promotinge activities
supporting developers and
operators in eritieal-sectors such
as transport, energy, health,
financial, government, telecom,
manufacturing, defence, and
space to help them solve their
cybersecurity challenges, for
example in order to achieve
security-by-design.

state of building capacity,
resilience and appropriate
governance. The Competence
Centre and the Network should
stimulate the whole innovation
cycle and contribute to bridging
the valley of death of innovation
of cybersecurity technologies and
services. At the same time the
Competence Centre, the Network
and the Community be-at-the
service-of support the demand
side industry in particular
promotinge activities
supporting developers and
operators in critical sectors such
as transport, energy, health,
financial, government, telecom,
manufacturing, defence, and space
to help them solve their
cybersecurity challenges, for
example in order to achieve
security-by-design, and research
the various motivations of attacks
on the integrity of networks and
information systems, such as
crime, industrial espionage,
defamation, and disinformation.

(14a) Due to the fast changing (14a) Due to the fast changing 31
nature of cyber threats and
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cybersecurity, the Union needs
to be able to adapt fast and
continuously to new
developments in the field.
Hence, the Competence Centre,
the Network and the
Cybersecurity Competence
Community should be flexible
enough to ensure the required
reactivity. They should facilitate
solutions that help entities to be
able to constantly build
capability to enhance their and
the Union’s resilience.

nature of cyber threats and
cybersecurity, the Union needs to
be able to adapt fast and
continuously to new
developments in the field. Hence,
the Competence Centre, the
Network and the Cybersecurity
Competence Community should
be flexible enough to ensure the
required reactivity. They should
facilitate solutions that help
entities to be able to constantly
build capability to enhance their

and the Union’s resilience.

(14b) The Competence Centre
should have the objectives to
establish the Union’s leadership
and expertise in cybersecurity,
and by that guarantee the
highest security standards in

(14b) The Competence Centre
should have the objectives to
establish the Union’s leadership
and expertise in cybersecurity,
and by that guarantee the highest
security standards in the Union,

the Union, ensure the ensure the protection of data, 32
protection of data, information information systems, networks
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systems, networks and critical
infrastructures in the Union,
create new high-quality jobs in
the area, prevent brain drain
from the European
cybersecurity experts to third
countries, and add European
value to the already existing
national cybersecurity
measures.

and critical facilities in the
Union, create new high-quality
jobs in the area, prevent brain
drain from the European
cybersecurity experts to third
countries, and add European
value to the already existing
national cybersecurity measures.

(15) The Competence Centre

should have several key functions.

First, the Competence Centre
should facilitate and help
coordinate the work of the
European Cybersecurity
Competence Network and nurture
the Cybersecurity Competence
Community. The Centre should
drive the cybersecurity
technological agenda and
facilitate access to the expertise
gathered in the Network and the
Cybersecurity Competence
Community. Secondly, it should
implement relevant parts of
Digital Europe and Horizon

(15) The Competence Centre
should have several key
functions. First, the Competence
Centre should facilitate and help
coordinate the work of the
Network and nurture the
Cybersecurity Competence
Community. The Centre should
drive the cybersecurity
technological agenda and pool,
share and facilitate access to the
expertise gathered in the
Network and the Cybersecurity
Competence Community, and to
cybersecurity infrastructure.
Secondly, it should implement
relevant parts of Digital Europe

(15) The Competenee Centre
should have several key
Centre-should facilitate and help
coordinate the work of the

Fuaropean Cyberseeurity
Competenee-Network and

nurture the Cybersecurity
Competence Community. The
Centre should drtve-implement
relevant parts of Digital
Europe and Horizon Europe
programmes in accordance
with its multi annual strategic
plan and the strategic
planning process of Horizon
Europe by allocating grants,

15) The Competenee Centre
should sheuld-haveseveralkey
Centre facilitate and help
coordinate the work of the

Furopean Cyberseeurity
Competenee—Network and nurture

the Cybersecurity Competence
Community. The Centre focus
should drive be to implement
relevant parts of Digital Europe
and Horizon Europe
programmes in accordance with
its multi annual strategic plan
and the strategic planning
process of Horizon Europe by
allocating grants, typically

Europe programmes by allocating | and Horizon Europe typically following a following a competitive call for

grants, typically following a programmes by allocating competitive call for proposals proposals the-eyberseeunrity

competitive call for proposals. grants, typically following a thecvbersceurtbtechnolouieal teehnolostealagendain 33
Thirdly, the Competence Centre competitive call for proposals. agenda-in accordance with its accordance with its multi-
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should facilitate joint investment
by the Union, Member States
and/or industry.

Thirdly, the Competence Centre
should facilitate joint investment
by the Union, Member States
and/or industry as well as joint
training opportunities and
awareness raising programmes
in line with the Digital Europe
Programme for citizens and
businesses to overcome the skill
gap. It should pay special
attention to the enabling of
SME:s in the area of
cybersecurity.

multi-annual strategic plan,
and facilitate transfer of aceess
to-the-expertise gathered-in the
Network and the Cybersecurity
Competence Community and =
r .
| )  Digi T] E

- .
& 24 ;] ; g s
Thirdly. the Competence Centre
sheould faeilitate-support joint
investment by the Union,
Member States and/or industry.

annual strategic plan,—and
facilitate transfer of aceessto-the
expertise gathered-in the Network
and the Cybersecurity
Competence Community and =

Secondlv. it should implement

faeilitate-support joint investment
by the Union, Member States
and/or industry. The Centre
should also support joint
training opportunities and
awareness raising programmes
in line with the Digital Europe
Programme for citizens and
businesses to overcome the skill
gap. It should pay special
attention to the enabling of

SME:s in the area of

cybersecurity.
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(16) The Competence Centre
should stimulate and support the
cooperation and coordination of
the activities of the Cybersecurity
Competence Community, which
would involve a large, open, and
diverse group of actors involved
in cybersecurity technology. That
Community should include in
particular research entities,
supply-side industries, demand
side industries, and the public
sector. The Cybersecurity
Competence Community should
provide input to the activities and
work plan of the Competence
Centre and it should also benefit
from the community-building
activities of the Competence
Centre and the Network, but
otherwise should not be privileged
with regard to calls for proposals
or calls for tender.

(16) The Competence Centre
should stimulate and support the
long-term strategic cooperation
and coordination of the activities
of the Cybersecurity
Competence Community, which
would involve a large, open,
interdisciplinary and diverse
group of European actors
involved in cybersecurity
technology. That Community
should include in particular
research entities, including
those working on cybersecurity
ethics, supply-side industries,
demand-side industries
including SMEs, and the public
sector. The Cybersecurity
Competence Community should
provide input to the activities
and work plan of the
Competence Centre and it
should also benefit from the
community-building activities of
the Competence Centre and the
Network, but otherwise should
not be privileged with regard to
calls for proposals or calls for
tender.

seetor—The Cybersecurity
Competence Community should
provide input to the activities
and work plan of the
Competenee Centre and it
should also benefit from the
community-building activities of
the Competenee Centre and the
Network, but otherwise should
not be privileged with regard to
calls for proposals or calls for
tender.

and-the-publie seetor-The

Cybersecurity Competence
Community should provide input
to the activities and work plan of
the Competenee Centre and it
should also benefit from the
community-building activities of
the Competenee Centre and the
Network, but otherwise should not
be privileged with regard to calls
for proposals or calls for tender.
The Community should include in
particular research entities,
including those working on
cybersecurity ethics, supply-side
industries, demand-side industries
including SMEs, and the public

sector. 34
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(16a) The Competence Centre
should provide the appropriate
support to ENISA in its tasks
defined by Directive (EU)
2016/1148 (“NIS Directive”)
and Regulation (EU) 2019/XXX
of the European Parliament
and of the
Council(“Cybersecurity Act”).
Therefore, ENISA should
provide relevant inputs to the
Competence Centre in its task
of defining funding priorities.

Ia Regulation (EU) 201Y/... of
the European Parliament and
of the Council of ... on ENISA
(the European Union Agency
for Cybersecurity) and on
information and
communications technology
cybersecurity certification and
repealing Regulation (EU) No
526/2013 (Cybersecurity Act)

(OJL...) (2017/0225(COD)). 33
(17) In order to respond to the (17) In order to respond to the | (17) In order to respond to the (17) In order to respond to the
needs of both demand and supply | needs of the public sector and needs of both demand and needs of the public sector and
side industries, the Competence both demand and supply side supply side-industries, the both demand and supply side 36
Centre's task to provide industries, the Competence Competence Centre's task of the industries, the Competenee
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cybersecurity knowledge and
technical assistance to industries
should refer to both ICT products
and services and all other
industrial and technological
products and solutions in which
cybersecurity is to be embedded.

Centre's task to provide
cybersecurity knowledge and
technical assistance to the public
sector and industries should
refer to both ICT products,
processes and services and all
other industrial and
technological products and
processes in which cybersecurity
is to be embedded. In
particular, the Competence
Centre should facilitate the
deployment of dynamic
enterprise-level solutions
focused on building capabilities
of entire organisations,
including people, processes and
technology, in order to
effectively protect the

Centre and the Network te
should-provide access to
cybersecurity knowledge and
should-referte in both ICT
products and services and all
other industrial and
technological products and
solutions in which cybersecurity
is to be embedded.

Centre's task-of the-Centre and
the Network te-should-provide
access to cybersecurity
knowledge and-technieal

referto in ICT products,
processes and services and all
other industrial and technological
products and processes in which
cybersecurity is to be embedded.
In particular, the Competence
Centre should facilitate the
deployment of dynamic
enterprise-level solutions focused
on building capabilities of entire
organisations, including people,
processes and technology, in
order to effectively protect the
organizations against constantly

organizations against changing cyber threats.
constantly changing cyber

threats.

(17a) The Competence Centre (17a) The Competenee Centre

should contribute to the wide
deployment of state-of-the-art
cybersecurity products and
solutions, in particular those
that are internationally

should contribute to the wide
deployment of state-of-the-art
cybersecurity products and
solutions, in particular those that
are internationally recognised.

recognised. 37
(18) Whereas the Competence (18) Whereas the Competence | (18) Whereas the Competenee (18) Whereas the Competenee 38
Centre and the Network should Centre and the Network should | Centre and the Network should Centre and the Network should
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strive to achieve synergies
between the cybersecurity civilian
and defence spheres, projects
financed by the Horizon Europe
Programme will be implemented
in line with Regulation XXX
[Horizon Europe Regulation],
which provides that research and
innovation activities carried out
under Horizon Europe shall have
a focus on civil applications.

strive to achieve synergies and
coordination between the
cybersecurity civilian and
defence spheres, projects
financed by the Horizon Europe
Programme will be implemented
in line with Regulation XXX
[Horizon Europe Regulation],
which provides that research and
innovation activities carried out
under Horizon Europe shall have
a focus on civil applications.

strive to achieve synergies and
exchange of knowledge
between the cybersecurity
civilian and defence spheres,
projects financed by the Horizon
Europe Programme will be
implemented in line with
Regulation XXX [Horizon
Europe Regulation], which
provides that research and
innovation activities carried out
under Horizon Europe shall have
a focus on civil applications.

strive to achieve synergies,
exchange of knowledge-and
coordination between the
cybersecurity civilian and defence
spheres, projects financed by the
Horizon Europe Programme will
be implemented in line with
Regulation XXX [Horizon Europe
Regulation], which provides that
research and innovation activities
carried out under Horizon Europe
shall have a focus on civil
applications.
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(18a) This initiative should not
utilise resources from Horizon
Europe to fund projects which

(18a) This initiative should not
utilise resources from Horizon
Europe to fund projects which

have a focus on military have a focus on military 39
applications. applications.
(18b) The enhancement of dual 18b) The enhancement of dual
use application of use application of cybersecurity
cybersecurity technologies for technologies for cybersecurity
cybersecurity purposes is purposes is without prejudice to
without prejudice to the the civilian nature of this
civilian nature of this Regulation and should therefore
Regulation and should reflect specificities of Member
therefore reflect specificities of States in cases when
Member States in cases when cybersecurity policy is pursued
cybersecurity policy is pursued by civil-military or military
by civil-military or military authorities, and ensure
authorities, and ensure complementarity but not
complementarity but not overlap to the cyber defence
overlap to the cyber defence related funding instruments. 40
related funding instruments.
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(19) In order to ensure structured
and sustainable collaboration, the
relation between the Competence
Centre and the National
Coordination Centres should be
based on a contractual agreement.

(19) In order to ensure
structured and sustainable
collaboration, the relation
between the Competence Centre
and the National Coordination
Centres should be based on a
contractual agreement that
should be harmonised at Union

level. 41
(20) Appropriate provisions (20) Appropriate provisions (20) Appropriate provisions (20) Appropriate provisions
should be made to guarantee the should be made to guarantee the | should be made to guarantee the should be made to guarantee the
liability and transparency of the liability and transparency of the | liability and transparency of the liability and transparency of the
Competence Centre. Competence Centre and those Ceompetenee Centre. Competenee Centre and those
undertakings receiving funding. undertakings receiving funding.
42
(20a) The implementation of 20a) The implementation of
deployment projects, in deployment projects, in
particular those relating to particular those relating to
infrastructures and capabilities infrastructures and capabilities
deployed at European level or deployed at European level or in
in joint procurement, can be Jjoint procurement, can be divided
divided into different phases of into different phases of
implementation, such as implementation, such as separate
separate tenders for the tenders for the architecture of
architecture of hard- and hard- and software, their
software, their production and production and their operation
their operation and and maintenance, whereas
maintenance, whereas companies may only participate 43
companies may only participate in one of the phases each and
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in one of the phases each and
requiring that the beneficiaries
in one or several of those
Pphases meet certain conditions
in terms of European
ownership or control.

requiring that the beneficiaries
in one or several of those phases
meet certain conditions in terms
of European ownership or
control.

(20b) With ENISA being the
dedicated Union cybersecurity
agency, the Competence Centre
should seek the greatest
possible synergies with it and
the Governing Board should
consult ENISA due to its
experience in the field in all
matters regarding
cybersecurity, in particular on

research-related projects. 44
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(20c) In the process of the
nomination of the
representative to the Governing
Board, the European
Parliament should include
details of the mandate,
including the obligation to
report regularly to the
European Parliament, or the

. . 45
committees responsible.
(21) In view of their respective (21) In view of their respective | (21) In view of theirrespeetive (21) In view of their respective
expertise in cybersecurity, the expertise in cybersecurity and in | its expertise in cybersecurity expertise in cybersecurity, and in
Joint Research Centre of the order to ensure greatest and its mandate as a reference order to ensure greatest possible
Commission as well as the possible synergies, the Joint point for advice and expertise synergies, the Joint Research
European Network and Research Centre of the on cybersecurity for Union Centre of the Commission as well
Information Security Agency Commission as well as the institutions, agencies and as the European Network and
(ENISA) should play an active European Network and bodies as well as relevant Information Security Agency
part in the Cybersecurity Information Security Agency Union stakeholders, as well as (ENISA) should play an active
Competence Community and the | (ENISA) should play an active its collection of inputs through part in the Cybersecurity
Industrial and Scientific Advisory | part in the Cybersecurity its missions for instance on Competence Community and the
Board. Competence Community and the | cybersecurity certification and Industrial and Scientific Advisory
Industrial and Scientific standardisation the Joint Board, avoiding any duplication
Advisory Board. ENISA should | Research-Centre-ofthe of their efforts in particular
continue to fulfil its strategic Commission as wellas the through its ENISA role as
objectives especially in the field | European Union Netwerk-and observer in the Governing
of cybersecurity certification as | Intormation-Seeurity-Agency for Board.
defined in Regulation (EU) Cybersecurity (ENISA) should
2019/XXX [Cybersecurity Act]'® | play an active part in-the
while the Competence Centre Cybersceurity Competence
should act as an operational Commnth-and-the-tnduserial
. . N . . 46
body in cybersecurity . in
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1a Regulation (EU) 201Y9/... of
the European Parliament and
of the Council of ... on ENISA
(the European Union Agency
for Cybersecurity) and on
information and
communications technology
cybersecurity certification and
repealing Regulation (EU) No
526/2013 (Cybersecurity Act)
(OJ L...) (2017/0225(COD)).

the activities of the Centre,
avoiding any duplication of
their efforts in particular
through its role as observer in
the Governing Board.

(22) Where they receive a
financial contribution from the
general budget of the Union, the
National Coordination Centres
and the entities which are part of
the Cybersecurity Competence
Community should publicise the
fact that the respective activities
are undertaken in the context of

(22) Where they receive a
financial contribution from the
general budget of the Union, the
National Coordination Centres
and the entities which are part of
the Cybersecurity Competence
Community should publicise the
fact that the respective activities
are undertaken in the context of

(22) Where they receive a
financial contribution from the
general budget of the Union, the
National Coordination Centres
and the entities which are part of
the Cybersecurity Competence
Community should publicise the
fact that the respective activities
are undertaken in the context of

(22) Where they receive a
financial contribution from the
general budget of the Union, the
National Coordination Centres
and the entities which are part of
the Cybersecurity Competence
Community should publicise the
fact that the respective activities
are undertaken in the context of

the present initiative. the present initiative. the present initiative. the present initiative. 47
(23) The Union contribution to (23) The Union contribution to | 23)—Fhe Unton-contributionto (23) The Union contribution to

the Competence Centre should the Competence Centre should the Competencee Centre should the Competence Centre should

finance half of the costs arising finance half of the costs arising | finance-half-ofthe-costs-arising franeehalfof theecostsarising

from the establishment, from the establishment, fromthe-establishments fronrthe-establishments

administrative and coordination administrative and coordination | administrative-and-coordination administrative and coordination

activities of the Competence activities of the Competence aetivites-of the- Competenee aetivittes-of the Competenee 48
Centre, In order to avoid double Centre, In order to avoid double | Centre-In-orderto-avoid-double Centre;In-orderto-avoid-double
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funding, those activities should
not benefit simultaneously from a
contribution from other Union
programmes.

funding, those activities should

not benefit simultaneously from
a contribution from other Union
programmes.

(24) The Governing Board of the
Competence Centre, composed of
the Member States and the
Commission, should define the
general direction of the
Competence Centre’s operations,
and ensure that it carries out its
tasks in accordance with this
Regulation. The Governing Board
should be entrusted with the
powers necessary to establish the
budget, verify its execution, adopt
the appropriate financial rules,
establish transparent working
procedures for decision making
by the Competence Centre, adopt
the Competence Centre’s work
plan and multiannual strategic
plan reflecting the priorities in
achieving the objectives and tasks
of the Competence Centre, adopt
its rules of procedure, appoint the
Executive Director and decide on
the extension of the Executive

(24) The Governing Board of
the Competence Centre,
composed of the Member States
and the Commission, should
define the general direction of
the Competence Centre’s
operations, and ensure that it
carries out its tasks in

accordance with this Regulation.

The Governing Board should be
entrusted with the powers
necessary to establish the
budget, verify its execution,
adopt the appropriate financial
rules, establish transparent
working procedures for decision
making by the Competence
Centre, adopt the Competence
Centre’s work plan and
multiannual strategic plan
reflecting the priorities in
achieving the objectives and
tasks of the Competence Centre,
adopt its rules of procedure,

(24) The Governing Board of
the Competenee Centre,
composed of the Member States
and the Commission, should
define the general direction of
the Competenee Centre’s
operations, and ensure that it
carries out its tasks in

accordance with this Regulation.

The Governing Board should be
entrusted with the powers
necessary to establish the
budget, verify its execution,
adopt the appropriate financial
rules, establish transparent
working procedures for decision
making by the Competenee
Centre, adopt the Competence
Centre’s work plan and
multiannual strategic plan
reflecting the priorities in
achieving the objectives and

tasks of the Competenee Centre,

adopt its rules of procedure,

(24) The Governing Board of the
Ceompetenee Centre, composed of
the Member States and the
Commission, should define the
general direction of the
Competenee Centre’s operations,
and ensure that it carries out its
tasks in accordance with this
Regulation. The Governing Board
should be entrusted with the
powers necessary to establish the
budget, verify its execution, adopt
the appropriate financial rules,
establish transparent working
procedures for decision making

by the Cempetenee Centre, adopt
the Competenee Centre’s work

plan and multiannual strategic
plan reflecting the priorities in
achieving the objectives and tasks
of the Competenee Centre, adopt
its rules of procedure, appoint the
Executive Director and decide on
the extension of the Executive

Director’s term of office and on appoint the Executive Director appoint the Executive Director Director’s term of office and on 49
and decide on the extension of and decide on the extension of the termination thereof. In order
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the termination thereof.

the Executive Director’s term of
office and on the termination
thereof. In order to benefit from
synergies, ENISA should be a
permanent observer in the
Governing Board and
contribute the work of the
Competence Centre, including
by being consulted on the multi-
annual strategic plan and on
the work plan and on the list of
actions selected for funding.

the Executive Director’s term of
office and on the termination
thereof.

to benefit from synergies, ENISA
should be a permanent observer
in the Governing Board and
contribute the work of the
Competence Centre.

(24a) The Governing Board
should aim to promote the
Competence Centre globally, so
as to raise its attractiveness and
make it a world-class body for

excellence in cybersecurity. >0
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(25) In order for the Competence
Centre to function properly and
effectively, the Commission and
the Member States should ensure
that persons to be appointed to the
Governing Board have
appropriate professional expertise
and experience in functional
areas. The Commission and the
Member States should also make
efforts to limit the turnover of
their respective Representatives
on the Governing Board in order
to ensure continuity in its work.

(25) In order for the
Competence Centre to function
properly and effectively, the
Commission and the Member
States should ensure that persons
to be appointed to the Governing
Board have appropriate
professional expertise and
experience in functional areas.
The Commission and the
Member States should also make
efforts to limit the turnover of
their respective Representatives
on the Governing Board in order
to ensure continuity in its work
and aim to achieve gender
balance.

(25) In order for the
Competenee Centre to function
properly and effectively, the
Commission and the Member
States should ensure that persons
to be appointed to the Governing
Board have appropriate
professional expertise and
experience in functional areas.
The Commission and the
Member States should also make
efforts to limit the turnover of
their respective Representatives
on the Governing Board in order
to ensure continuity in its work.

(25) In order for the Competenee

Centre to function properly and
effectively, the Commission and
the Member States should ensure
that persons to be appointed to the
Governing Board have
appropriate professional expertise
and experience in functional
areas. The Commission and the
Member States should also make
efforts to limit the turnover of
their respective Representatives
on the Governing Board in order
to ensure continuity in its work
and aim to achieve gender
balance.

51

(25a) The weight of the (25a) The weight of the

Commission vote in the Commission vote in the decisions

decisions of the Governing of the Governing Board should

Board should be in line with the be in line with the contribution of

contribution of the Union the Union budget to the

budget to the Competence Competence Centre, according to

Centre, according to the the Commission responsibility to

Commission responsibility to ensure proper management of

ensure proper management of the Union budget in the Union

the Union budget in the Union interest, as set in the Treaties.

interest, as set in the Treaties. 52
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(26) The smooth functioning of
the Competence Centre requires
that its Executive Director be
appointed on grounds of merit and
documented administrative and
managerial skills, as well as
competence and experience
relevant for cybersecurity, and
that the duties of the Executive
Director be carried out with
complete independence.

(26) The smooth functioning of
the Competence Centre requires
that its Executive Director be
appointed in a transparent
manner on the grounds of merit
and documented administrative
and managerial skills, as well as
competence and experience
relevant for cybersecurity, and
that the duties of the Executive
Director be carried out with
complete independence.

(26) The smooth functioning of
the Competenee Centre requires
that its Executive Director be
appointed on grounds of merit
and documented administrative
and managerial skills, as well as
competence and experience
relevant for cybersecurity, and
that the duties of the Executive
Director be carried out with
complete independence.

(26) The smooth functioning of
the Competenee Centre requires
that its Executive Director be
appointed in a transparent
manner on the grounds of merit
and documented administrative
and managerial skills, as well as
competence and experience
relevant for cybersecurity, and
that the duties of the Executive
Director be carried out with
complete independence.

53
(27) The Competence Centre (27) The Competence Centre (27) The Competenee Centre (27) The Competenee Centre
should have an Industrial and should have an Industrial and should have an Industrial and should have an Industrial and
Scientific Advisory Board as an Scientific Advisory Board as an | Scientific Advisory Board as an Scientific Advisory Board as an
advisory body to ensure regular advisory body to ensure regular | advisory body to ensure regular advisory body to ensure regular
dialogue with the private sector, and appropriately transparent dialogue with the private sector, and appropriately transparent
consumers’ organisations and dialogue with the private sector, | consumers’ organisations and dialogue with the private sector,
other relevant stakeholders. The consumers’ organisations and other relevant stakeholders. The consumers’ organisations and
Industrial and Scientific Advisory | other relevant stakeholders. It Industrial and Scientific other relevant stakeholders. It
Board should focus on issues should also provide the Advisory Board should focus on should also provide the Executive
relevant to stakeholders and bring | Executive Director and the issues relevant to stakeholders Director and the Governing
them to the attention of the Governing Board with and bring them to the attention Board with independent advice
Competence Centre's Governing independent advice on of the Competenee Centre's on deployment and procurement.
Board. The composition of the deployment and procurement. Governing Board. The The Industrial and Scientific
Industrial and Scientific Advisory | The Industrial and Scientific composition of the Industrial Advisory Board should focus on
Board and the tasks assigned to it, | Advisory Board should focus on | and Scientific Advisory Board issues relevant to stakeholders and
such as being consulted regarding | issues relevant to stakeholders and the tasks assigned to it, such bring them to the attention of the 54
the work plan, should ensure and bring them to the attention as being consulted regarding the Competenee Centre's Governing
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sufficient representation of
stakeholders in the work of the
Competence Centre.

of the Competence Centre's
Governing Board. The
composition of the Industrial

work plan, should ensure
sufficient representation of
stakeholders in the work of the

Board. The composition of the
Industrial and Scientific Advisory
Board and the tasks assigned to it,

and Scientific Advisory Board Competenee Centre. such as being consulted regarding
and the tasks assigned to it, such the work plan, should ensure
as being consulted regarding the sufficient representation of
work plan, should ensure various categories of stakeholders
sufficient representation of in the work of the Competence
stakeholders in the work of the Centre, with particular attention
Competence Centre. 4 paid to the representation of
minimum number of seats SME:.
should be allocated to each
category of industry
stakeholders, with particular
attention paid to the
representation of SMEs.
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(28) The Competence Centre
should benefit from the particular
expertise and the broad and
relevant stakeholders'
representation built through the
contractual public-private
partnership on cybersecurity
during the duration of
Horizon2020, through its
Industrial and Scientific Advisory
Board.

(28) The Competence Centre
and its activities should benefit
from the particular expertise and
the broad and relevant
stakeholders’ representation
built through the contractual
public-private partnership on
cybersecurity during the
duration of Horizon2020, and
the pilot projects under
Horizon2020 on the
Cybersecurity Competence
Network, through its Industrial
and Scientific Advisory Board.
The Competence Centre and
Industrial and Scientific
Advisory Board should, if
appropriate, consider
replications of existing
structures, for example as
working groups.

(28) The Competenee Centre
should benefit from the

particular experteseexperience
and the broad and relevant
stakeholders' representation built
through the contractual public-
private partnership on
cybersecurity during the
duration of Horizon 2020, and
the four pilot projects, thereby
building on the existing
experience that has been set up
by the contractual public-
private partnership on
cybersecurity, for the
management of the
Community, and the
representation of the
Community in the Centre’s

threughits Industrial and
Scientific Advisory Board.

(28) The Competenee Centre

and its activities should benefit
from the particular expertise and
the broad and relevant
stakeholders’ representation built
through the contractual public-
private partnership on
cybersecurity during the duration
of Horizon2020, and the pilot
projects under Horizon2020 on
the Cybersecurity Competence
Network, for the management of
the Community, and the
representation of the
Community in the Centre’s
threugh-ts Industrial and
Scientific Advisory Board. The
Competence Centre and
Industrial and Scientific
Advisory Board should, if
appropriate, consider replications
of existing structures, for
example as working groups.

55
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(28a) The Competence Centre
and its bodies should make use
of the experience and
contributions of past and
current initiatives, such as the
contractual public-private
partnership (cPPP) on
cybersecurity, the European
Cyber Security Organisation
(ECSO0), and the pilot project
and preparatory action on Free

and Open Source Software 56
Audits (EU FOSSA).
(29) The Competence Centre (29) The Competence Centre (29) The Competenee Centre (29) The Competenee Centre
should have in place rules should have in place rules should have in place rules should have in place rules
regarding the prevention and the | regarding the prevention, regarding the prevention and the regarding the prevention,
management of conflict of identification and resolution of | management of conflict of identification and resolution of
interest. The Competence Centre | conflicts of interest in respect of | interest. The Competenee Centre conflicts of interest in respect of
should also apply the relevant its members, bodies and staff, should also apply the relevant its members, bodies and staff, the
Union provisions concerning the Governing Board, as well as | Union provisions concerning Governing Board, as well as the
public access to documents as set | the Scientific and Industrial public access to documents as Scientific and Industrial
out in Regulation (EC) No Advisory Board, and the set out in Regulation (EC) No Advisory Board, and the
1049/2001 of the European Community. Member States 1049/2001 of the European Community. Member States
Parliament and of the Council?s. should ensure the prevention, Parliament and of the Council?$. should ensure the prevention,
Processing of personal data by the | identification, and resolution of | Processing of personal data by identification, and resolution of 57

Competence Centre will be

conflicts of interest in respect of

the Competenee Centre will be

conflicts of interest in respect of

25

Council and Commission documents (OJ L 145, 31.5.2001, p. 43).

26

Council and Commission documents (OJ L 145, 31.5.2001, p. 43).

Regulation (EC) No 1049/2001 of the European Parliament and of the Council of 30 May 2001 regarding public access to European Parliament,

Regulation (EC) No 1049/2001 of the European Parliament and of the Council of 30 May 2001 regarding public access to European Parliament,
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subject to Regulation (EU) No
XXX/2018 of the European
Parliament and of the Council.
The Competence Centre should
comply with the provisions
applicable to the Union
institutions, and with national
legislation regarding the handling
of information, in particular
sensitive non classified
information and EU classified
information.

the National Coordination
Centres. The Competence
Centre should also apply the
relevant Union provisions
concerning public access to
documents as set out in
Regulation (EC) No 1049/2001
of the European Parliament and
of the Council?* . Processing of
personal data by the Competence
Centre will be subject to
Regulation (EU) No XXX/2018
of the European Parliament and
of the Council. The Competence
Centre should comply with the
provisions applicable to the
Union institutions, and with
national legislation regarding the
handling of information, in
particular sensitive non
classified information and EU
classified information.

24 Regulation (EC) No
1049/2001 of the European
Parliament and of the Council of
30 May 2001 regarding public
access to European Parliament,
Council and Commission
documents (OJ L 145,

subject to Regulation (EU) No
XXX/2018 of the European
Parliament and of the Council.
The Competenee Centre should
comply with the provisions
applicable to the Union
institutions, and with national
legislation regarding the
handling of information, in
particular sensitive non
classified information and EU
classified information.

the National Coordination
Centres. The Competenee Centre
should also apply the relevant
Union provisions concerning
public access to documents as set
out in Regulation (EC) No
1049/2001 of the European
Parliament and of the Council®* .
Processing of personal data by the
Competenee Centre will be
subject to Regulation (EU) No
XXX/2018 of the European
Parliament and of the Council.
The Competenee Centre should
comply with the provisions
applicable to the Union
institutions, and with national
legislation regarding the handling
of information, in particular
sensitive non classified
information and EU classified
information.

24 Regulation (EC) No 1049/2001
of the European Parliament and of
the Council of 30 May 2001
regarding public access to
European Parliament, Council and
Commission documents (OJ L
145, 31.5.2001, p. 43).
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31.5.2001, p. 43).

(30) The financial interests of the
Union and of the Member States
should be protected by
proportionate measures
throughout the expenditure cycle,
including the prevention,
detection and investigation of
irregularities, the recovery of lost,
wrongly paid or incorrectly used
funds and, where appropriate, the
application of administrative and
financial penalties in accordance
with Regulation XXX (EU,
Euratom) of the European
Parliament and of the Council?’
[the Financial Regulation].

(30) The financial interests of
the Union and of the Member
States should be protected by
proportionate measures
throughout the expenditure
cycle, including the prevention,
detection and investigation of
irregularities, the recovery of
lost, wrongly paid or incorrectly
used funds and, where
appropriate, the application of
administrative and financial
penalties in accordance with
Regulation XXX (EU, Euratom)
of the European Parliament and
of the Council?® [the Financial

(30) The financial interests of
the Union and of the Member
States should be protected by
proportionate measures
throughout the expenditure
cycle, including the prevention,
detection and investigation of
irregularities, the recovery of
lost, wrongly paid or incorrectly
used funds and, where
appropriate, the application of
administrative and financial
penalties in accordance with
Regulation XXX (EU, Euratom)
of the European Parliament and
of the Council?’ [the Financial

(30) The financial interests of the

Union and of the Member States
should be protected by
proportionate measures
throughout the expenditure cycle,
including the prevention,
detection and investigation of
irregularities, the recovery of lost,
wrongly paid or incorrectly used
funds and, where appropriate, the
application of administrative and
financial penalties in accordance
with Regulation XXX (EU,
Euratom) of the European
Parliament and of the Council3’
[the Financial Regulation].

Regulation]. Regulation]. >8
(31) The Competence Centre (31) The Competence Centre (31) The Competenee Centre (31) The Competenee Centre
should operate in an open and should operate in an open and should operate in an open and should operate in an open and
transparent way providing all transparent way transparent way providing all transparent way comprehensively
relevant information in a timely comprehensively providing relevant information in a timely providing information in a timely
manner as well as promoting its information in a timely manner | manner as well as promoting its manner as well as promoting its
activities, including information as well as promoting its activities, including information activities, including information 59
and dissemination activities to the | activities, including information | and dissemination activities to and dissemination activities to the
2 [add title and OJ reference]
8 [add title and OJ reference]
» [add title and OJ reference]
30 [add title and OJ reference]
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wider public. The rules of
procedure of the bodies of the
Competence Centre should be
made publicly available.

and dissemination activities to
the wider public. It should
provide the public and any
interested parties with a list of
the Cybersecurity Competence
Community members and
should make public the
declarations of interest made by
them in accordance with Article
42. The rules of procedure of the
bodies of the Competence
Centre should be made publicly
available .

the wider public. The rules of
procedure of the bodies of the

Cempetenee Centre should be

made publicly available.

wider public. It should make
public the list of the
Cybersecurity Competence
Community members. The rules
of procedure of the bodies of the

Competenee Centre should be

made publicly available .

(31a) It is advisable that both
the Competence Centre and the
National Coordination Centres
monitor and follow the
international standards as
much as possible, in order

to encourage development
towards global best practices.

(31a) It is advisable that both the
Competence Centre and the
National Coordination Centres
monitor and follow the
international standards as much
as possible, in order to encourage
development towards global best
practices.

60
(32) The Commission’s internal | (32) The Commission’s internal | (32) The Commission’s internal (32) The Commission’s internal
auditor should exercise the same | auditor should exercise the same | auditor should exercise the same auditor should exercise the same
powers over the Competence powers over the Competence powers over the Competenee powers over the Competenece
Centre as those exercised in Centre as those exercised in Centre as those exercised in Centre as those exercised in
respect of the Commission. respect of the Commission. respect of the Commission. respect of the Commission.
(33) The Commission, the (33) The Commission, the (33) The Commission, the (33) The Commission, the 61
Competence Centre, the Court of | Competence Centre, the Court of | Competenee Centre, the Court of | | Competenee Centre, the Court of
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Auditors and the European Anti-
Fraud Office should get access to
all necessary information and the
premises to conduct audits and
investigations on the grants,
contracts and agreement signed by
the Competence Centre.

Auditors and the European Anti-
Fraud Office should get access
to all necessary information and
the premises to conduct audits
and investigations on the grants,
contracts and agreement signed
by the Competence Centre.

Auditors and the European Anti-
Fraud Office should get access
to all necessary information and
the premises to conduct audits
and investigations on the grants,
contracts and agreement signed

by the Competenee Centre.

Auditors and the European Anti-
Fraud Office should get access to
all necessary information and the
premises to conduct audits and
investigations on the grants,
contracts and agreement signed by

the Competenee Centre.

(33a) The power to adopt acts in
accordance with Article 290 of
the Treaty on the Functioning
of the European Union should
be delegated to the Commission
in respect of defining the
elements of contractual
agreements between the
Competence Centre and
National Coordination Centres,
and in respect of specifying
criteria for assessing and
accrediting entities as members
of the Cybersecurity
Competence Community. It is
of particular importance that
the Commission carry out
appropriate consultations
during its preparatory work,
including at expert level, and
that those consultations be
conducted in accordance with
the principles laid down in the

62
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Interinstitutional Agreement of
13 April 2016 on Better Law-
Making'®. In particular, to
ensure equal participation in
the preparation of delegated
acts, the European Parliament
and the Council receive all
documents at the same time as
Member States' experts, and
their experts systematically
have access to meetings of
Commission expert groups
dealing with the preparation of
delegated acts.

laQJ L 123, 12.5.2013, p. 1.

(34) Since the objectives of this
Regulation, namely retaining and
developing Union's cybersecurity
technological and industrial
capacities, increasing the
competitiveness of the Union's
cybersecurity industry and turning
cybersecurity into a competitive
advantage of other Union
industries, cannot be sufficiently
achieved by the Member States
due the fact that existing, limited

(34) The objectives of this
Regulation, namely
strengthening the Union’s
competitiveness and capacities
in cybersecurity through, and
reducing its digital dependence
by increasing the uptake of
cybersecurity products,
processes and services
developed within the Union,
retaining and developing Union's
cybersecurity technological and

(34) Since the objectives of this
Regulation, namely retaining
and developing Union's
cybersecurity research,
technological and industrial
capacities, increasing the
competitiveness of the Union's
cybersecurity industry and
turning cybersecurity into a
competitive advantage of other
Union industries, cannot be
sufficiently achieved by the

(34) The objectives of this
Regulation, namely strengthening
the Union’s competitiveness and
capacities in cybersecurity
through, and reducing its digital
dependence by increasing the
uptake of cybersecurity products,
processes and services developed
within the Union, retaining and
developing Union's cybersecurity
research, technological and
industrial capacities, increasing

resources are dispersed as well as | industrial capacities, increasing | Member States due the fact that the competitiveness of the Union's | 63
due to the scale of the investment | the competitiveness of the existing, limited resources are cybersecurity industry and turning
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necessary, but can rather by
reason of avoiding unnecessary
duplication of these efforts,

helping to achieve critical mass of

investment and ensuring that
public financing is used in an
optimal way be better achieved at
Union level, the Union may adopt
measures, in accordance with the
principle of subsidiarity as set out
in Article 5 of the Treaty on
European Union. In accordance
with the principle of
proportionality as set out in that
Article, this Regulation does not
go beyond what is necessary in
order to achieve that objective.

Union's cybersecurity industry
and turning cybersecurity into a
competitive advantage of other
Union industries, cannot be
sufficiently achieved by the
Member States due the fact that
existing, limited resources are
dispersed as well as due to the
scale of the investment
necessary, but can rather by
reason of avoiding unnecessary
duplication of these efforts,
helping to achieve critical mass
of investment and ensuring that
public financing is used in an
optimal way be better achieved
at Union level. In addition, only
actions at Union level can
ensure the highest level of
cybersecurity in all Member
States and thus close security
gaps existing in some Member
States that create security gaps
for the whole Union. Hence, the
Union may adopt measures, in
accordance with the principle of
subsidiarity as set out in Article
5 of the Treaty on European
Union. In accordance with the
principle of proportionality as
set out in that Article, this
Regulation does not go beyond

dispersed as well as due to the
scale of the investment
necessary, but can rather by
reason of avoiding unnecessary
duplication of these efforts,
helping to achieve critical mass
of investment and ensuring that
public financing is used in an
optimal way be better achieved
at Union level, the Union may
adopt measures, in accordance
with the principle of subsidiarity
as set out in Article 5 of the
Treaty on European Union. In
accordance with the principle of
proportionality as set out in that
Article, this Regulation does not
go beyond what is necessary in
order to achieve that objective.

cybersecurity into a competitive
advantage of other Union
industries, cannot be sufficiently
achieved by the Member States
due the fact that existing, limited
resources are dispersed as well as
due to the scale of the investment
necessary, but can rather by
reason of avoiding unnecessary
duplication of these efforts,
helping to achieve critical mass of
investment and ensuring that
public financing is used in an
optimal way be better achieved at
Union level. In addition, only
actions at Union level can ensure
the highest level of cybersecurity
in all Member States and thus
close security gaps existing in
some Member States that create
security gaps for the whole
Union. Hence, the Union may
adopt measures, in accordance
with the principle of subsidiarity
as set out in Article 5 of the
Treaty on European Union. In
accordance with the principle of
proportionality as set out in that
Article, this Regulation does not
go beyond what is necessary in
order to achieve that objective.
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what is necessary in order to
achieve that objective.

HAVE ADOPTED THIS

HAVE ADOPTED THIS

HAVE ADOPTED THIS HAVE ADOPTED THIS

REGULATION: REGULATION: REGULATION: REGULATION: 64
CHAPTER 1 CHAPTER 1 CHAPTER 1 CHAPTER1 65
GENERAL PROVISIONS AND GENERAL PROVISIONS GENERAL PROVISIONS GENERAL PROVISIONS AND
PRINCIPLES OF THE AND PRINCIPLES OF THE | AND PRINCIPLES OF THE PRINCIPLES OF THE
COMPETENCE CENTRE COMPETENCE CENTRE COMPETENCE CENTRE COMPETENCE CENTRE
AND THE NETWORK AND THE NETWORK AND THE NETWORK AND THE NETWORK 66
. . . . 67
Article 1 Article 1 Article 1 Article 1
Subject matter Subject matter Subject matter Subject matter 68
1. This Regulation establishes | 1.  This Regulation 1. This Regulation 1. This Regulation establishes
the European Cybersecurity establishes the European establishes the European the European Cybersecurity
Industrial, Technology and Cybersecurity Industrial, Cybersecurity Industrial, Industrial, Technology and
Research Competence Centre (the | Technology and Research Technology and Research Research Cempetenee Centre (the
‘Competence Centre’), as well as | Competence Centre (the Ceompetenee Centre (the ‘Competenece Centre’), as well as
the Network of National ‘Competence Centre’), as well ‘Competenee-Centre’), as well the Network of National
Coordination Centres, and lays as the Network of National as the Network of National Coordination Centres (the
down rules for the nomination of | Coordination Centres (the Coordination Centres (the “Network”), and lays down rules
National Coordination Centres as | “Network”), and lays down rules | “Network”), and lays down for the nomination of National
well as for the establishment of for the nomination of National rules for the nomination of Coordination Centres as well as
the Cybersecurity Competence Coordination Centres as well as | National Coordination Centres for the establishment of the
Community. for the establishment of the as well as for the establishment Cybersecurity Competence 69
Cybersecurity Competence of the Cybersecurity
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Community (the

“Community”). The
Competence Centre and the
Network shall contribute to the
overall resilience and
awareness in the Union towards
cybersecurity threats,
thoroughly taking into account
societal implications.

Competence Community (the
“Community”).

Community (the “Community”).

2. The Competence Centre
shall contribute to the
implementation of the
cybersecurity part of the Digital
Europe Programme established by
Regulation No XXX and in
particular actions related to
Article 6 of Regulation (EU) No
XXX [Digital Europe
Programme] thereof and of the
Horizon Europe Programme
established by Regulation No
XXX and in particular Section
2.2.6 of Pillar II of Annex I. of
Decision No XXX on establishing
the specific programme
implementing Horizon Europe —
the Framework Programme for
Research and Innovation[ref.
number of the Specific
Programme].

2. The Competence Centre
shall contribute to the
implementation of the
cybersecurity part of the Digital
Europe Programme established
by Regulation No XXX and in
particular actions related to
Article 6 of Regulation (EU) No
XXX [Digital Europe
Programme] thereof and of the
Horizon Europe Programme
established by Regulation No
XXX and in particular Section
2.2.6 of Pillar IT of Annex I. of
Decision No XXX on
establishing the specific
programme implementing
Horizon Europe — the
Framework Programme for
Research and Innovation[ref.
number of the Specific

2. The Cempetenee Centre

shall contribute to the
implementation of the
cybersecurity part of the Digital
Europe Programme established
by Regulation No XXX and in
particular actions related to
Article 6 of Regulation (EU) No
XXX [Digital Europe
Programme] thereof and of the
Horizon Europe Programme
established by Regulation No
XXX and in particular Section
2.2.6 of Pillar II of Annex I. of
Decision No XXX on
establishing the specific
programme implementing
Horizon Europe — the
Framework Programme for
Research and Innovation[ref.
number of the Specific

2.  The Competenece Centre

shall contribute to the
implementation of the
cybersecurity part of the Digital
Europe Programme established by
Regulation No XXX and in
particular actions related to
Article 6 of Regulation (EU) No
XXX [Digital Europe
Programme] thereof and of the
Horizon Europe Programme
established by Regulation No
XXX and in particular Section
2.2.6 of Pillar II of Annex I. of
Decision No XXX on establishing
the specific programme
implementing Horizon Europe —
the Framework Programme for
Research and Innovation [ref.
number of the Specific
Programme].

Programme]. Programme]. 70
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3.  The seat of the Competence

Centre shall be located in CompetenecCentreshat-be CompetenecCentreshal-be
[Brussels, Belgium. ] tocated-in{Brussels; Beletum}  locatedin | XXX Brussels; PXXXBrussels: Beleiumd 71
Belgium]
4.  The Competence Centre 4—The Competence-Centre 4.  The Competenee Centre 4.  The Competenee Centre
shall have legal personality. In shal have tegal personalitv. In shall have legal personality. In shall have legal personality. In
each Member State, it shall enjoy | each-MemberState+tshall each Member State, it shall each Member State, it shall enjoy
the most extensive legal capacity | enjoy-the-mestextensivelegal enjoy the most extensive legal the most extensive legal capacity
accorded to legal persons under capacity accorded to legal capacity accorded to legal accorded to legal persons under
the laws of that Member State. It | personsunderthelaws-ofthat persons under the laws of that the laws of that Member State. It
may, in particular, acquire or Mcember State. It may. in Member State. It may, in may, in particular, acquire or
dispose of movable and partietlaracquire-or-dispese-of | particular, acquire or dispose of dispose of movable and
immovable property and may be a | mevable-and-immevable movable and immovable immovable property and may be a
party to legal proceedings. propertyatd-tay-benpurby-to property and may be a party to party to legal proceedings.
legal proceedings. legal proceedings.
5.  This Regulation is 5.  This Regulation is without
without prejudice to the prejudice to the competences of
competences of the Member the Member States regarding
States regarding activities activities concerning public
concerning public security, security, defence, national
defence, national security and security and the activities of the
the activities of the state in state in areas of criminal law.
areas of criminal law. 79
. . . : 73
Article 2 Article 2 Article 2 Article 2
Definitions Definitions Definitions Definitions 74
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For the purpose of this
Regulation, the following

For the purpose of this
Regulation, the following

For the purpose of this
Regulation, the following

For the purpose of this
Regulation, the following

definitions shall apply: definitions shall apply: definitions shall apply: definitions shall apply: 5
(1) 'cybersecurity' means the (1) 'cybersecurity' means all (1) 'cybersecurity' means the (1) 'cybersecurity' means the
protection of network and activities necessary to protect protection the activities protection the activities
information systems, their users, network and information necessary to protect network necessary to protect network and
and other persons against cyber systems, their users, and and information systems, their information systems, thetr-users of
threats; affected persons from cyber users of such systems, and other such systems, and other persons
threats; persons affected by -against affected by -against-cyber threats;
cyber threats; 76
(2) (1a) 'cyber defence'’ and (1a) ‘network and (1a) "cyber defence' and ‘defence
‘defence dimensions of information system’ means a dimensions of cybersecurity’
cybersecurity’ means network and information means exclusively defensive and
exclusively defensive and system as defined in point (1) reactive cyber defence technology
reactive cyber defence of Article 4 of Directive (EU) which aims to protect critical
technology which aims to 2016/1148”; infrastructures, military netweorks
protect critical infrastructures, ardinformation systens
military networks and capabilities, their users, and
information systems, their affected persons-against-cyber
users, and affected persons, threats including situational
against cyber threats including awareness-threat-deteetionaid
situational awareness, threat digitalforensics;
detection and digital forensics;
(1a) ‘network and information
system’ means a network and
information system as defined
in point (1) of Article 4 of
Directive (EU) 2016/1148”;
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(3) 'cybersecurity products and
solutions' means ICT products,
services or process with the
specific purpose of protecting
network and information systems,
their users and affected persons
from cyber threats;

(2) ‘'products and processes '
means commercial and non-
commercial ICT products,
services or processes with the
specific purpose of protecting
data, network and information
systems, their users and other
persons from cybersecurity

(2) 'cybersecurity products
and solutions' means ICT
products, services or process
with the specific purpose of
protecting network and
information systems, their users
of such systems and other
affected persons affected by

urity products an
2) 'cybersecurit ducts and
processes ' means commercial

and non-commercial ICT
products, services or processes
with the specific purpose of
protecting data security, network
and information systems, their
users and other persons from

threats; frem-cyber threats; cybersecurity threats; 77
4) (2a) ‘cyber threat’ means any (2a) ‘cyber threat’ means any

potential circumstance, event or potential circumstance, event or

action that may damage, disrupt action that may damage, disrupt

or otherwise adversely impact or otherwise adversely impact

network and information network and information

systems, their users and systems, their users and affected 73

affected persons; persons;
(5) 'public authority' means any | (3) 'public authority' means ) ‘publicautherity'means (3) ‘publicautherity' means
government or other public any government or other public | any-gevernment-or-other any-gevernmentor-otherpublie
administration, including public administration, including public | public-administration; administration;-including publie
advisory bodies, at national, advisory bodies, at national, including public advisory advisery bedies;-atnational;
regional or local level or any regional or local level or any bodies;-atnational; regional-or regional-erlocallevel-or-any
natural or legal person performing | natural or legal person lecalHevel-or-any natural-or natural-erlegal-person
public administrative functions performing public administrative | legal-persen-performingpublie performing publie
under national law, including functions under Union and administrative functions under administrative funetionsunder
specific duties; national law, including specific | rationaHaw;ineludingspeeifie Union-and-nationallaw;

duties; dutiess including speecifie-duties;

79
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(6) 'participating Member State' | (4) 'contributing Member —participating Member (4) 'contributing Member State'
means a Member State which State' means a Member State State-contribitine Member-State means a Member State which
voluntarily contributes financially | which voluntarily contributes means-aMember-State-whieh voluntarily contributes financially
to the administrative and financially to the administrative | veluntarty-contributes to the administrative and
operational costs of the and operational costs of the finanetally-to-the-administrative operational costs of the
Competence Centre. Competence Centre; androperational-costsotthe Competence Centre; 80
Competence Centre:
(7) (4a) ‘European Digital (4a) ‘European Digital
Innovation Hubs’ means a Innovation Hubs’ means a legal
legal entity as defined in entity as defined in Regulation
Regulation (EU) 2019/XXX of (EU) 2019/XXX of the European
the European Parliament and Parliament and of the Council'®.
of the Council™.
(10)
®)
a Ia Regulation (EU) 2019/XXX of
(9) % Regulation (EU) the European Parliament and of
2019/XXX of the European the Council of ... establishing the
Parliament and of the Council Digital Europe programme for
of ... establishing the Digital the period 2021-2027 (OJ L ...)
Europe programme for the (2018/0227(COD)).
period 2021-2027 (OJ L ...) 31
(2018/0227(COD)).
(5) joint actions mean (5) ‘joint actions‘ mean
actions funded through actions funded through
voluntary contribution from voluntary contribution from one
one or more Member States, or more Member States, and
and may receive may receive complementary EU
complementary EU funding if funding if so decided by the 82
so decided by the Governing
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Board.

Governing Board.

(6) ‘capabilities’ means all
actions allowing to master and
integrate the necessary skills for
cybersecurity efficiency, as
referred in article 2 (f) of
Regulation (EU) No
XXX|[Digital Europe

Programme].

83
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I Article 3 84
Article 3 Article 3 Article 3
Mission of the Centre and the Mission of the Centre and the Mission of the Competence Mission of the Competenee 35
Network Network Centre and the Network Centre and the Network
1. The Competence Centre and | 1.  The Competence Centre 1. The Competence Centre 1.  The Competenece Centre and
the Network shall help the Union | and the Network shall help the and the Network shall help the the Network shall help the Union
to: Union to: Union to: to: 26
(a) retain and develop the (a) develop the cybersecurity | (a) retain and develop (a) retain and develop Union’s
cybersecurity technological and technological, industrial, Union’s the-cybersecurity the-cybersecurity research,
industrial capacities necessary to societal, academic and research | research, technological and develop-bion s theevberseeurity
secure its Digital Single Market; expertise capacities and industrial capacities in an technological and
capabilities necessary to secure | autonomous manner necessary industrialseetetal-acadenic-and
its Digital Single Market and to strengthen trust and research-expertise capacities_and
further the protection of data of | security in seeure the Digital capabilities-in-an-autenomeus
Union citizens, companies and | Single Market; manner necessary to strengthen
public administrations, trust-and security, including
data security, resilience, in
particular, essential facilities
and trust_in-view-te-secure-itsin
the Digital Single Market and
strengthen Union's strategic
autonomy and contribute to
reducing its technological
dependence on [third
countries|and further-the
; ¢ d  Uni
emﬁens,—eompamesrand—pubhe ’7
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(aa) increase the resilience

and reliability of the reliability of the infrastructure of
infrastructure of network and network—d-inforaation
information systems, including systems, including eritical
critical infrastructure, the factitiesthe-tnternet-ad
internet and commonly used commonly used hardware and
hardware and software in the software-inthe Lrions 88
Union;
(b) increase the competitiveness of | (b) increase the (b) increase the (b) develop the Union's
the Union's cybersecurity industry | competitiveness of the Union's competitiveness of the Union's leadership in cybersecurity and
and turn cybersecurity into cybersecurity industry and turn | cybersecurity industry and turn increase the competitiveness of
competitive advantage of other cybersecurity into @ competitive | cybersecurity into competitive the Union's cybersecurity industry
Union industries. advantage of other Union advantage of other Union and turn cybersecurity into a
industries. industries. competitive advantage of other
Union industries.
89
(ba) raise the awareness for (ha) raise the awareness for
cybersecurity threats, and evberseenrity-threatsiand-related
related societal and ethical societal and ethical implications
implications and concerns and and-coneerns-and-reduee-the
reduce the skills gap in skills-gap-in-eyberseenrity-inthe
cybersecurity in the Union; Lrion;
90
(bb) develop the Union’s thh)—develop-the Urions
leadership in cybersecurity and leadersitip-in-cyhersecurity-and 91
ensure the highest cybersecurity ensure-the-highest-eyberseenrity
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standards throughout the
Union;

(bc) strengthen the Union’s
competitiveness and capacities
while reducing its digital
dependence by increasing the
uptake of cybersecurity
products, processes and services

(bc) increase the uptake of
cvbersecurity products, processes
and services developed within the
Union, thereby ensuring the
highest cybersecurity standards
throughout the economy and

developed within the Union; society strengthen the Union’s
.. ; . .
hilereducinoitsdicital
; ; by i s o]
/ . leveloped
Ly . 92
within the Union
(bd) reinforce the trust of thd)—retnforee-the-trust-of
citizens, consumers and eitizensconsirrers—ad
businesses in the digital world, businessesin-the-digitalworld;
and therefore contribute to the arrd-therefore-contribute-to-the
goals of the Digital Single godalsof the Digital-Single
Market strategy; Market strategy;
93
2. The Competence Centre 2. The Competence Centre 2. The Cempetenee Centre 2. The Cempetenee Centre
shall undertake its tasks, where shall undertake its tasks, where and the Network shall and the Network shall undertake
appropriate, in collaboration with | appropriate, in collaboration undertake their its tasks, where their #s tasks, where appropriate, 94
the Network of National with the Network of National appropriate, in collaboration in collaboration with the Netwerk
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Coordination Centres and a
Cybersecurity Competence
Community.

Coordination Centres and a
Cybersecurity Competence
Community

with the Network-of National
Coordination Centres and a the
Cybersecurity Competence
Community.

National Coordination.C
and-a-the Cybersecurity
Competence Community.

(2a) Only actions
contributing to the missions
set out in paragraph 1 shall be
eligible for support through

(2a) All activities of the Centre
and Network shall seek to
contribute to the missions set
out in paragraph 1.Unien

Union financial assistance. finaneial-assistanee should
. bubi
I .y .
paragraph-
95
Article 4 96
Article 4 Article 4 Article 4
Objectives and Tasks of the Objectives and Tasks of the Objectives and-TFasks-of the Objectives and-Tasks-of the 97
Centre Centre Centre Centre
The Competence Centre shall The Competence Centre shall The Competenee Centre shall The Competenee Centre shall
have the following objectives and | have the following objectives enhance the coordination of have the following objectives:
related tasks: and related tasks: research, and innovation and
deployment in the field of 1. enhancing the
cybersecurity in order to fulfil coordination of research,
the missions as described in innovation and deployment in
Article 3, strengthen the the field of cybersecurity in
competitiveness of the order to fulfil the missions as
European Union and its described in Article 98
Digital Single Market, by 3.eybersecurity resilience;
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defining strategic orientations
for research, innovation and
deployment in cybersecurity,
implementing actions under
relevant EU funding
programmes in line with the
defined Union’s strategic
orientations and by
stimulating cooperation and
coordination within National
Coordination Centres and
Cybersecurity Competence
Community. —have-the

foHowingobjectiveswmdrelated
tasks:

2. strengthening the
competitiveness of the European
Union and its Digital Single
Market, by defining strategic
orientations for research,
innovation and deployment in
cybersecurity

99
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3. implementingactions 100
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contributing to the
implementation of relevant EU
funding programmes in line
with the defined Union’s
strategic orientations.
4.  and-stimulating
cooperation and coordination
within Natienal Ceerdination
Centresthe Network and the
Cyberseeurity-Competenee
Community. 101
1.  facilitate and help 1.  create, manage and +—faeilitate-and-help
coordinate the work of the facilitate the Network referred to | ecerdinate-the-workofthe
National Coordination Centres in Article 6 and the Community | National-Coerdination-Centres
Network (‘the Network’) referred | referred to in Article §; Nevvork-the NebworkD
to in Article 6 and the referred-to-tn-Avrticle-6-and-the
Cybersecurity Competence Cvbersecurity Competence
Community referred to in Communttyreferred-to-in 102
Article 8; Artiele-8;
2. contribute to the 2. coordinate the 2——contribute to-the
implementation of the implementation of the mplementation-of-the
cybersecurity part of the Digital cybersecurity part of the Digital | eyberseeurity-part-ofthe Digital
Europe Programme established by | Europe Programme established | EurepeProgramme-established
Regulation No XXX3! and in by Regulation No XXX?¢ and in | byRegulation NoXXX>-and-in
particular actions related to particular actions related to patrtictlaractonsrekatedto 103
Article 6 of Regulation (EU) No Article 6 of Regulation (EU) No | Artiele-6-of Regulation-(EH)Ne
31 [add full title and OJ reference]
3 [add full title and OJ reference]
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XXX [Digital Europe XXX [Digital Europe XXX{Pigital Europe
Programme] and of the Horizon Programme] and of the Horizon | Pregrammet}and-ofthe Horizon
Europe Programme established by | Europe Programme established | EurepeProgramme-established
Regulation No XXX32? and in by Regulation No XXX*” and in | byRegulation NoeX " and-in
particular Section 2.2.6 of Pillar I | particular Section 2.2.6 of Pillar | partienlar Seetion 2. 2-6-of Pillar
of Annex L. of Decision No XXX | II of Annex I. of Decision No IFof Annex 1oof Dectsion No
on establishing the specific XXX on establishing the specific | X2X-en-establishingthe-speeifie
programme implementing programme implementing prosramme-tmplementing
Horizon Europe — the Framework | Horizon Europe — the HerizonEurope—the
Programme for Research and Framework Programme for Frework-Prouranmretor
Innovation[ref. number of the Research and Innovation[ref. Research-and-Innevationfref:
Specific Programme]. and of other | number of the Specific nrriberofthe- Specttie
Union programmes when Programme]. and of other Union | Pregrammel}—and-ofother Union
provided for in legal acts of the programmes when provided for | pregrammes-whenprovided-for
Union]; in legal acts of the Union] and in legal acts of the Union|:

contribute to the

implementation of the actions

funded by the European

Defence Fund established by

Regulation (EU) 2019/XXX;

26 [add full title and OJ

reference]

27 [add full title and OJ
32 [add full title and OJ reference]
3 [add full title and OJ reference]
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reference]

3. enhance cybersecurity
capabilities, knowledge and
infrastructures at the service of
industries, the public sector and
research communities, by carrying
out the following tasks:

3. enhance cybersecurity
resilience, capacities,
capabilities, knowledge and
infrastructures at the service of
society, industries, the public
sector and research
communities, by carrying out the
following tasks, having regard
to the state-of-the-art
cybersecurity industrial and
research infrastructures and

related services: 104
(a) having regard to the state- (a) acquiring, upgrading, henvingresard-to-thestate-ot-the-
of-the-art cybersecurity industrial | operating and making available | art-eyberseeurity-industrial-and
and research infrastructures and the Competence Centre’s resetreh-ihstraetiresid
related services , acquiring, facilities and related services in | related-services-aequiring;
upgrading, operating and making | a fair, open and transparent upgrading. operating and making
available such infrastructures and | way to a wide range of users avatablesueh-nfrastruetures
related services to a wide range of | across the Union from industry | and-related-servicesto-a—wide
users across the Union from in particular SMEs, the public | range-ofusers-aeross-the Union
industry including SME:s, the sector and the research and fromindustry theluding SMEs;
public sector and the research and | scientific community; thepublie sectorand-the
scientific community; research-and-setentifie 105
commuRity:
(b) having regard to the state- (b) providing support to other | (b}—havingregard-to-the-state-
of-the-art cybersecurity industrial | entities, including financially, to | ef-the-art-eyberseeurity
and research infrastructures and acquiring, upgrading, operating | industrial-andresearch
related services, providing support | and making available such infrastructures and related 106
to other entities, including facilities and related services to | servieesprovidingsupportto
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financially, to acquiring, a wide range of users across the | etherentities;inelading
upgrading, operating and making | Union from industry, in finanetallyto-aequiring;
available such infrastructures and | particular SMEs, the public upgrading-operatingand - making
related services to a wide range of | sector and the research and avatlable such mfrastructures
users across the Union from scientific community; and-related-services-to-a-wide
industry including SMEs, the rarge-otusersaerossthe bnton
public sector and the research and from-industry-nelading SMEs;
scientific community; thepubliesectorand-the
researchand-seientifie
COHHIHHEY
(ba) providing financial
support and technical
assistance to cybersecurity
start-ups, SMEs,
microenterprises, associations,
individual experts and to civic 107
tech projects;
(bb) financing software
security code audits and related
improvements for Free and
Open Source Software projects,
commonly used for
infrastructure, products and 108
processes;
(c) providing cybersecurity (c) facilitating the sharing of | {6)—providing-eyberseetrity
knowledge and technical cybersecurity knowledge and knowledge-and-technieal
assistance to industry and public technical assistance among assistanee-to-industry-and-publie
authorities, in particular by others to civil society, the atthorttes—-partiettarby
supporting actions aimed at industry and public authorities, | supperting-actions-aimed-at 109
facilitating access to the expertise | and the academic and research | factitatingacecessto-the
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available in the Network and the
Cybersecurity Competence
Community;

community, in particular by
supporting actions aimed at
facilitating access to the
expertise available in the
Network and the Cybersecurity
Competence Community with
the aim of improving cyber
resilience within the Union;

(ca) promoting “security by
design” as principle in the
process of developing,
maintaining, operating, and
updating infrastructures,
products and services, in
particular by supporting state-
of-the-art secure development
methods, adequate security
testing, security audits, and
including the commitment of
producer or provider to make
available updates remedying
new vulnerabilities or threats,
without delay, and beyond the
estimated product lifetime, or
enabling a third party to create
and provide such updates;

110

(cb) assisting source code
contribution policies and their
development, in particular for
public authorities where Free
and Open Source Software

111
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projects are used;

(cc) bringing together
stakeholders from industry,
trade unions, academia,
research organisations and
public entities to ensure long-
term cooperation on developing
and implementing
cybersecurity products and
processes, including pooling
and sharing of resources and
information regarding such
products and processes if
appropriate;

112
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4.  contribute to the wide
deployment of state-of-the-art
cyber security products and
solutions across the economy, by
carrying out the following tasks:

4.  contribute to the wide
deployment of state-of-the-art
and sustainable cyber security
products and processes across
the Union, by carrying out the
following tasks:

113

stimulating cybersecurity
research, development and the
uptake of Union cybersecurity
products and solutions by public
authorities and user industries;

(a) stimulating cybersecurity
research, development and the
uptake of Union cybersecurity
products and holistic processes
throughout the entire
innovation cycle, by, inter alia,
public authorities, the industry
and the market;

114

assisting public authorities,
demand side industries and other
users in adopting and integrating
the latest cyber security solutions;

(b) assisting public
authorities, demand side
industries and other users in
increasing their resilience by
adopting and integrating state-
of-the-art cybersecurity
products and processes;

115

supporting in particular public
authorities in organising their
public procurement, or carrying
out procurement of state-of-the-
art cybersecurity products and
solutions on behalf of public
authorities;

(c) supporting in particular
public authorities in organising
their public procurement, or
carrying out procurement of
state-of-the-art cybersecurity
products and processes on
behalf of public authorities,
including by providing support

116
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for procurement, to increase
the security of and the benefits
from public investment;

providing financial support and
technical assistance to
cybersecurity start-ups and SMEs
to connect to potential markets
and to attract investment;

(d) providing financial support
and technical assistance to
cybersecurity start-ups and
SMEs, micro-enterprises,
individual experts, commonly
used Free and Open Source
Software projects, and civic
tech projects, to enhance
expertise on cybersecurity,
connect to potential markets and
deployment opportunities, and
to attract investment;

117

5. improve the understanding
of cybersecurity and contribute to
reducing skills gaps in the Union
related to cybersecurity by
carrying out the following tasks:

5. improve the understanding
of cybersecurity and contribute
to reducing skills gaps and
strengthening the level of skills
in the Union related to
cybersecurity by carrying out the
following tasks:

118

(a) supporting, where
appropriate, the achievement of
the specific objective 4,
Advanced digital skills, of the
Digital Europe Programme in
cooperation with European
Digital Innovation Hubs;

119

7616/19
ANNEX

JAL2

EB/MAC/np
LIMITE

74

EN




supporting further development of | (a) supporting further h——suppertingfurther
cybersecurity skills , where development, pooling, and development ol evberseeurity
appropriate together with relevant | sharing of cybersecurity skills skills—where-appropriate
EU agencies and bodies including | and competences at all relevant | together-withrelevantEU
ENISA. educational levels, supporting | agenecies-and-bedies-ineluding
the objective of achieving ENSA
gender balance, facilitating a
common high level of
cybersecurity knowledge and
contributing to the resilience of
users and infrastructures
throughout the Union in
cooperation with the Network
and, where appropriate, aligning
with relevant EU agencies and 120
bodies including ENISA;
6.  contribute to the 6.  contribute to the 6. contribute to the
reinforcement of cybersecurity reinforcement of cybersecurity reinforcement of evbersecurity
research and development in the research and development in the | research-and-developmentin-the 121
Union by: Union by: Usion by:
providing financial support to (a) providing financial support | (—yprevidingfinancial-suppeort
cybersecurity research efforts to cybersecurity research efforts | te-eyberseeurityresearch-efforts
based on a common, continuously | based on a common, based-on-a-common;
evaluated and improved continuously evaluated and continuously evaluated and
multiannual strategic, industrial, improved multiannual strategic, | improved-multiannual-strategie;
technology and research agenda; | industrial, technology and inchstritbtechnolomaand
research plan referred to in research agenda: 122
Article 13 ;
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support large-scale research and
demonstration projects in next
generation cybersecurity
technological capabilities, in
collaboration with the industry
and the Network;

(b) supporting large-scale
research and demonstration
projects in next generation
cybersecurity technological
capabilities, in collaboration
with the industry, the academic
and research community,
public sector and authorities,
including the Network and the
Community ;

123

(ba) ensuring respect for
fundamental rights and ethical
conduct in cybersecurity
research projects supported by
the Competence Centre;

124

(bb) monitoring reports of
vulnerabilities discovered by
the Community and facilitating
the disclosure of
vulnerabilities, the development
of patches, fixes and solutions,
and the distribution of those;

125

(bc) monitoring research
results regarding self-learning
algorithms used for malicious
cyber activities in collaboration
with ENISA and supporting the
implementation of Directive
(EU) 2016/1148 ;

126

7616/19
ANNEX

JAL2

EB/MAC/np
LIMITE

76
EN




(bd) supporting research in the
field of cybercrime;

127

(be) supporting the research
and development of products
and processes that can be freely
studied, shared, and built upon,
in particular in the field of
verified and verifiable
hardware and software, in
close cooperation with the
industry, the Network and the
Community;

128

support research and innovation
for standardisation in
cybersecurity technology

(c) support research and
innovation for formal and non-
formal standardisation and
certification in cybersecurity
technology, linking to the
existing work and where
appropriate in close
cooperation with the European
Standardisation Organisations,
certification bodies and
ENISA;

129

(ca) provide special support to
SME:s by facilitating their
access to knowledge and
training through tailored
access to the deliverables of
research and development

130
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reinforced by the Competence
Centre and the Network in
order to increase
competitiveness;
7.  enhance cooperation 7. enhance cooperation between | 7——enhanece-cooperation
between the civil and defence the civil and defence spheres between the eivil and delenee
spheres with regard to dual use with regard to dual use spheres-with-regard-to-dual-use
technologies and applications in | technologies and applications in | techrelogies-and-applicationsin
cybersecurity, by carrying out the | cybersecurity, by carrying out cybersecurity, by carrying out
following tasks: the following tasks, which shall | the-fellowingtasks:
be reactive and defensive cyber
defence technology, 131
applications and services:
supporting Member States and (a) supporting Member States | (H——suppertingMember-States
industrial and research and industrial and research and industrial and rescarch
stakeholders with regard to stakeholders with regard to stakeholders with regard to
research, development and research, development and research, development and 132
deployment; deployment; deplovment:
contributing to cooperation (b) contributing to cooperation | (m)—eontributingto-cooperation
between Member States by between Member States by between Member States by
supporting education, training and | supporting education, training supperting-educationtratning 133
EXErcises ; and exercises ; and-exereises—
bringing together stakeholders, to | (¢) bringing together —bringine together
foster synergies between civil and | stakeholders, to foster synergies | stakehelders;tofostersynergies
defence cyber security research between civil and defence cyber | between-—eivil-and-defence-eyber 134
and markets; security research and markets; seeteyresearch-and-markets:
8. enhance synergies between | 8.  enhance synergies between | 8——enhanece-synergies-between 135
the civil and defence dimensions | the civil and defence dimensions | the-eivil-and-defence-dimensions
7616/19 EB/MAC/np 78
ANNEX JAL2 LIMITE EN




of cybersecurity in relation to the | of cybersecurity in relation to of eybersecurity-inrelation-to
European Defence Fund by the European Defence Fund by | the EuropeanDefence Fund-by
carrying out the following tasks: | carrying out the following tasks | earryingoutthefolowingtasks:
which shall be reactive and
defensive cyber defence
technology, applications and
services:
providing advice, sharing (a) providing advice, sharing | (e)—previdingadvice;sharing
expertise and facilitating expertise and facilitating expertise and facilitating
collaboration among relevant collaboration among relevant collaboration among relevant 136
stakeholders; stakeholders; stakeholders:
managing multinational cyber (b) managing multinational (p)  managinge multinational
defence projects, when requested | cyber defence projects, when cyber defenee projects. when
by Member States, and thus requested by Member States, reguested-by-Member States:
acting as a project manager and thus acting as a project and thus acting as a project
within the meaning of Regulation | manager within the meaning of | manager-withinthe meaningof
XXX [Regulation establishing the | Regulation XXX [Regulation Regulation XX Regulation
European Defence Fund]. establishing the European establishing the European 137
Defence Fund]. Defenee Fund}:
(ba) assisting and providing
advice to the Commission with
regard to the implementation of
Regulation (EU) 2019/XXX
[recast of Regulation (EC) No
428/2009 as proposed by 138
COM(2016)616].
8a. contribute to the Union’s
efforts to enhance international 139
cooperation with regard to
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cybersecurity by:
(a) facilitating the
participation of the Competence
Centre in international
conferences and governmental
organisations as well as the
contribution to international
.. .. 140
standardisation organisations;
(b) cooperating with third
countries and international
organisations within relevant
international cooperation
141
Sframeworks.
Article 4a Article 4a 142
Tasks of the Centre Tasks of the Centre 143
In order to fulfill the mission In order to fulfill the mission laid
laid out in Article 3 and the out in Article 3 and the objectives
objectives laid out in Article 4, laid out in Article 4, the Centre
the Centre shall in close shall in close cooperation with the
cooperation with the Network Network have the following 144
have the following tasks: tasks:
1.  Set up and update the 1.  Set up and update the
multi-annual strategic plan for multi-annual strategic plan for
the Centre, the Network and the Centre, the Network and the
the Community, with a view to Community, with a view to 145
supporting European supporting European excellence,
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excellence, capacities and
competitiveness on
cybersecurity;

capacities and competitiveness on
cybersecurity;

2.  Establish annual work
plan for the implementation of
the cybersecurity part of the
Digital Europe Programme
established by Regulation No
XXX and in particular actions
related to Article 6 of
Regulation (EU) No XXX
[Digital Europe Programme]
and of the Horizon Europe
Programme established by
Regulation No XXX and in
particular Section 2.2.6 of
Pillar II of Annex I. of
Decision No XXX on
establishing the specific
programme implementing
Horizon Europe — the
Framework Programme for
Research and Innovation|ref.
number of the Specific
Programme] and of other
Union programmes when
provided for in legal acts of
the Union]. This shall in
particular facilitate the use of
results from scientific research

2.  Establish annual work
plans for the implementation of
the cybersecurity part of the
[Digital Europe Programme
established by Regulation No
XXX] and in particular actions
related to Article 6 of Regulation
(EU) No XXX [Digital Europe
Programme] and of the [Horizon
Europe Programme established
by Regulation No XXX] and in
particular [Section 2.2.6 of Pillar
IT of Annex L. of Decision No
XXX on establishing the specific
programme implementing
Horizon Europe| — the
Framework Programme for
Research and Innovation|ref.
number of the Specific
Programme] and of other Union
programmes when provided for
in legal acts of the Union].
Contribute to the implementation
of the actions funded by the
European Defence Fund
established by Regulation (EU)
2019/XXX This shall cover the

projects in within actions entire innovation cycle including | 146
related to the development of standardisation in particular
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cyber products and solutions,
seeking to avoid fragmentation
duplication of efforts and to
replicate good cybersecurity
practices, products and
solutions, including those
developed by SMEs and those
based on open-source
software. Support to
deployment of cybersecurity
products and solutions shall to
the extent possible rely on the
European certification
framework as defined by the
cybersecurity act;

facilitate the use of results from
scientific research projects in
within actions related to the
development of cyber products
and solutions, seeking to avoid
fragmentation duplication of
efforts and to replicate good
cybersecurity practices, products
and solutions, including those
developed by SMEs and those
based on open-source software.
Support to deployment of
cybersecurity products and
solutions shall to the extent
possible rely on the European
certification framework as
defined by the cybersecurity act;

3.  Facilitate the acquisition
of cybersecurity
infrastructures — at the service
of industries, the public sector
and research communities,
through voluntary
contributions from Member
States and EU funding for
joint actions, in line with the
strategic plan and the work
plans. EU funding shall not be
conditioned to voluntary

3. Having regard to the state-of-
the-art, carry out and facilitate
the acquisition of cybersecurity
infrastructures and capabilities
at the service of industries, in
particular SMEs, the public
sector, academic and research
communities and society, in
particular through voluntary
contributions from Member
States and EU funding for joint
actions, in line with the strategic

funding from Member States; plan and the work plans. Suppert | 147

large-seale research-and
7616/19 EB/MAC/np 82
ANNEX JAL2 LIMITE EN




horities, including the N !
and the Community—EU funding
shall not be conditioned to
voluntary funding from Member
States;

4. Coordinate the work of
the Network and the
Community in order to
achieve the mission set out in
Article 3, in particular
supporting cybersecurity
start-ups and SMEs in Europe,
facilitating their access to
expertise, funding, investment
and to markets;

4.  Create the Network and the
Community and coordinate their
work ef-the Network-and-the
Community in order to achieve

the mission set out in Article 3

a) supporting cybersecurity start-
ups, SMEs, microenterprises,
associations, individual experts
and civic tech projects SMEs in
Europe, facilitating their access
to expertise, research results,
funding, investment and to
markets

f . hat facilities,
serviees-and-produets-developed
with-fundingmanaged-byv-the 148
dable fair,
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(b) providing financial support
in order to promote cybersecurity
certification [reference to
Cybersecurity Act] and "'security
by design'" as a principle in the
process of developing,
maintaining, operating, and
updating infrastructures, products
and services. to-other-entities;
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5.  Facilitate collaboration
and sharing of expertise
among relevant stakeholders,
in particular members of the
Community; this may include
financially supporting
education, training, and
exercises and building up
cyber security skills;

5.  Facilitate collaboration and
sharing of expertise among
relevant stakeholders, in
particular members of the
Community and including Digital
Innovation Hubs; this may
includeand-strengthen-thelevel-of
cvbersecurity:

ineluding by financially
supporting education at all levels,

training, and-exercises and
building up cyber security skills,
in line with the Digital Europe
Program specific objectives on
advanced digital skills, and on
cybersecurity; this may also
include facilitating the sharing of
knowledge abeut-vulnerabilities

and-toolsused for malicious 149

evber-aetivities in collaboration
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with ENISA and supporting the
implementation of Directive (EU)
2019/1148 and-technical

| il
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the Unionrelated-to
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6.  Without prejudice to the
civilian nature of projects to
be financed from Horizon
Europe and Digital Europe
Programme and in line with

6.  Without prejudice to the
civilian nature of projects to be
financed from Horizon Europe
and Digital Europe Programme
and in line with the respective

150
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the respective program program regulations, enhance
regulations. enhance synergies synergies and exchange of
and exchange of knowledge knowledge and coordination
and coordination between the between the cybersecurity
cybersecurity civilian and civilian and defence spheres.
defence spheres, sineluding-in-the-context-of
. .
y g .
, yoer
jees, i £3 Appreat
I di i g : g
implementation of European
Defence Fund Regulation (EU)
2019/ XXX recast-of Regulation
(EC) No 428/2009 as propesed by
cOMQR016)616}:
. . . 151
Article 5 Article 5 Artiele-5
Investment in and use of Investment in and use of Investmentinanduse-of
infrastructures, capabilities, infrastructures, capabilities, infrastructures. capabilitics. 152
products or solutions products or processes products or solutions
1.  Where the Competence 1.  Where the Competence 1o Where the Competence
Centre provides funding for Centre provides funding for Centre provides funding for
infrastructures, capabilities, infrastructures, capabilities, infrastructures. capabilitics.
products or solutions pursuant to | products or processes pursuant | preduets-or-selutionspursuantto
Article 4(3) and (4) in the form of | to Article 4(3) and (4) in the Artiele 3 rand-tHnthe form
a grant or a prize, the work plan form of a procurement, grant or | efagrant-eraprize,the-work
of the Competence Centre may a prize, the work plan of the plan-ofthe Competence Centre 153
Competence Centre may specify | mayspeeify-inparticular:
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specify in particular:

in particular:

. .
8 & peratie ’
. . f )
e .
hosti g* | f | o
that the Competence Centre shall
define:
)
gE i &
bilic
rules governing the operation of | (a) specific rules governing
an infrastructure or capability, the operation of an infrastructure
including where relevant or capability, including where
entrusting the operation to a relevant entrusting the operation
hosting entity based on criteria to a hosting entity based on
that the Competence Centre shall | criteria that the Competence 154
define; Centre shall define;
rules governing access to and use | (b) rules governing access to
of an infrastructure or capability. | and use of an infrastructure or 155
capability.
(ba) specific rules governing
different phases of 156
implementation;
(bb) that as a result of Union
contribution, access is as open
as possible and as closed as
necessary, and re-use is 157
possible.
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2. The Competence Centre 2. The Competence Centre 2—The Competence-Centre
may be responsible for the overall | may be responsible for the may be responsible tor the
execution of relevant joint overall execution of relevant overall-execution-ofrelevant
procurement actions including joint procurement actions fothtprocurementactions
pre-commercial procurements on | including pre-commercial ineclading pre-commeretal
behalf of members of the procurements on behalf of proctreents-on-behatof
Network, members of the members of the Network. For members-of the Network;
cybersecurity Competence this purpose, the Competence mentbers of the evbersecurity
Community, or other third parties | Centre may be assisted by one or | Competence-Community;or
representing the users of more National Coordination other third partics representing
cybersecurity products and Centres, members of the theusers-ofeyberseenrity
solutions. For this purpose, the Cybersecurity Competence produetsaid-solations—Forthis
Competence Centre may be Community or relevant purpose. the Competence Centre
assisted by one or more National | European Digital Innovation Hry-beassisted-by-oneormore
Coordination Centres or members | Hubs. National Coordination Centres
of the Cybersecurity Competence ortientbers-ot the Cvberseenrity 158
Community. Competenece- Comtranity:
. . . : 159
Article 6 Article 6 Article 6 Article 6
Nomination of National Nomination of National Nomination of National Nomination of National 160
Coordination Centres Coordination Centres Coordination Centres Coordination Centres
-1. A single National -1. A single National
Coordination Centre shall be Coordination Centre shall be set 161
set up in each Member State. up in each Member State.
1. By [date], each Member 1. By [date], each Member 1. By [date], each Member 1. By [date], each Member State
State shall nominate the entity to | State shall nominate the entity to | State shall nominate the entity to shall nominate the entity to act as
act as the National Coordination | act as the National Coordination | act as the National Coordination the National Coordination Centre 162
Centre for the purposes of this Centre for the purposes of this Centre for the purposes of this for the purposes of this Regulation
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Regulation and notify it to the
Commission.

Regulation and notify it to the
Commission.

Regulation and notify it to the
Governing Board of the
Centre Commission.

and notify it to the Commission.

2. On the basis of an
assessment concerning the
compliance of that entity with the
criteria laid down in paragraph 4,
the Commission shall issue a
decision within 6 months from
the nomination transmitted by the
Member State providing for the
accreditation of the entity as a
National Coordination Centre or
rejecting the nomination. The list
of National Coordination Centres
shall be published by the

2. On the basis of an
assessment concerning the
compliance of that entity with
the criteria laid down in
paragraph 4, the Commission
shall issue a decision within 6
months from the nomination
transmitted by the Member State
providing for the accreditation of
the entity as a National
Coordination Centre or rejecting
the nomination. The list of
National Coordination Centres

2. On the basis of the
nomination by a Member State
of an entity which fulfils the
criteria laid down in paragraph
4, the Commisston-Governing
Board shall issue-a-deeision
within 6 months tfrom the

Mermber-S i jg |
acereditation—register the entity
as a National Coordination
Centre no later than 3 months

or rejecting the nomination. The

2. On the basis of an assessment
concerning the compliance of that
entity with the criteria laid down in
paragraph 4, the Commission shall
issue a decision within 6 months
from the nomination transmitted by
the Member State providing for the
accreditation of the entity as a
National Coordination Centre or
rejecting the nomination. The list of
National Coordination Centres shall
be published by the Commission.

Commission. shall be published by the list of National Coordination
Commission. Centres shall be published by the 163
Centre Commission.
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3. Member States may atany | 3. Member States may at any | 3.  Member States may at any 3. Member States may at any
time nominate a new entity as the | time nominate a new entity as time nominate a new entity as time nominate a new entity as the
National Coordination Centre for | the National Coordination the National Coordination National Coordination Centre for
the purposes of this Regulation. Centre for the purposes of this Centre for the purposes of this the purposes of this Regulation.
Paragraphs 1 and 2 shall apply to | Regulation. Paragraphs 1 and 2 | Regulation. Paragraphs 1 and 2 Paragraphs 1 and 2 shall apply to
nomination of any new entity. shall apply to nomination of any | shall apply to the nomination of the nomination of any new entity. 164
new entity. any new entity.
4.  The nominated National 4.  The nominated National 4.  The nominated National 4.  The nominated National
Coordination Centre shall have Coordination Centre shall have | Coordination Centre shall Coordination Centre shall havebe a
the capability to support the the capability to support the kavebe a public sector or an public sector or an entity with-a
Competence Centre and the Competence Centre and the entity with a majority of majority-of publie participation
Network in fulfilling their Network in fulfilling their public participation performing public administrative
mission laid out in Article 3 of mission laid out in Article 3 of performing public functions underaccording to
this Regulation. They shall this Regulation. They shall administrative functions under national law or upon general
possess or have direct access to possess or have direct access to | national law or upon general delegation, subjeect-to-publiclaw
technological expertise in technological expertise in delegation, subject to public obligationshaving the capability to
cybersecurity and be in a position | cybersecurity and be in a law obligations having the support the Competenee Centre and
to effectively engage and position to effectively engage capability to support the the Network in fulfilling their
coordinate with industry, the and coordinate with industry, the | Cempetenee Centre and the mission laid out in Article 3 of this
public sector and the research public sector, the academic and | Network in fulfilling their Regulation. Fheylt-shall-either
community. research community, and mission laid out in Article 3 of possess or have direct access to
citizens. The Commission shall | this Regulation. They-It shall research and technological
issue guidelines further either possess or have direet expertise-theyberseeurity—and-be-in
detailing the assessment access to research and a posttionlt shall should also have
procedure and explaining the technological expertise in the-capaeity-to-effectively-engage
application of the criteria. cybersecurity. and-be-in-a and coordinate with the industry,
pesitienlt shall-sheuld-also thepublie sectors-ineluding
have the capacity to effectively authorities-desisnated-pursvant 165
engage and coordinate with the to-the Direetive () 2016/ 1H148-of
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industry, the public sector,
including authorities
designated pursuant to the
Directive (EU) 2016/1148 of
the European Parliament and
of the Council®’, and the
research community. They shall
also have the administrative
capacity to manage funds.

5. The relationship between
the Competence Centre and the
National Coordination Centres
shall be based on a contractual
agreement signed between the
Competence Centre and each of
the National Coordination
Centres. The agreement shall
provide for the rules governing
the relationship and division of
tasks between the Competence
Centre and each National
Coordination Centre.

5. The relationship between
the Competence Centre and the
National Coordination Centres
shall be based on a standard
contractual agreement signed
between the Competence Centre
and each of the National
Coordination Centres. The
agreement shall consist of the
same set of harmonised general
conditions providing the rules
governing the relationship and
division of tasks between the
Competence Centre and each
National Coordination Centre
and special conditions tailored

166

3 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of
securlty of network and information systems across the Union (OJ L 194, 19 7.2016, p 1)

36 Dire D16 48 ¢ )
ll‘ .

NG i i Commlssmn Delegated Regulatlon
(EU) No 1271/2013 of 30 September 2013 on the framework ﬁnancral regulatlon for the bodres referred to in Article 208 of Regulation (EU,
Euratom) No 966/2012 of the European Parliament and of the Council (OJ L 328, 7.12.2013, p. 42).
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to the particular National
Coordination Centre.
5a. The Commission shall
adopt delegated acts in
accordance with Article 45a in
order to supplement this
Regulation by establishing the
harmonised general conditions
of the contractual agreements
referred to in paragraph 5 of
this Article, including their
167
format.
6.  The National Coordination | 6.  The National Coordination | 6.  The National Coordination 6.  The National Coordination
Centres Network shall be Centres Network shall be Centres Network shall be Centres Network shall be composed
composed of all the National composed of all the National composed of all the National of all the National Coordination
Coordination Centres nominated | Coordination Centres nominated | Coordination Centres nominated Centres nominated by the Member 168
by the Member States. by the Member States. by the Member States. States.
Article 7 Article 7 Article 7 Article 7 169
Tasks of the National Tasks of the National Tasks of the National Tasks of the National 170
Coordination Centres Coordination Centres Coordination Centres Coordination Centres
1.  The National Coordination | 1.  The National Coordination | I.  The National Coordination 1.  The National Coordination
Centres shall have the following | Centres shall have the following | Centres shall have the following Centres shall have the following 171
tasks: tasks: tasks: tasks:
supporting the Competence (a) supporting the a) acting as contact a)  acting as contact point at
Centre in achieving its objectives | Competence Centre in achieving | point at the national level for the national level for the 172
and in particular in coordinating its objectives and in particular in | the Cybersecurity Competence Cybersecurity Competence
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the Cybersecurity Competence
Community;

establishing and coordinating
the Cybersecurity Competence
Community;

Community supporting the
Competenee Centre in achieving
its objective and missions and
in particular in coordinating the
Cybersecurity Competence
Community through the
coordination of its national
members;

Community supporting the
Competenee Centre in achieving its
objective and missions and in
particular in establishing and
coordinating the Cybersecurity
Competence Community through
the coordination of its national
members;

aa) providing
expertise to the strategic
planning of the activities
according to Article 4a taking
into account relevant
challenges for cybersecurity

aa) providing expertise to the
strategic planning of the activities
according to Article 4a taking
into account relevant challenges
for cybersecurity from different
sectors; (possible deletion thc)

from different sectors; 173
facilitating the participation of (b) promeoting, encouraging | b) facilitating the (b) promoting, encouraging and
industry and other actors at the and facilitating the participation | participation of industry, facilitating the participation of civil
Member State level in cross- of civil society, industry, in research institutions and other society, industry, in particular
border projects; particular start-ups and SMEs, | actors at the Member State level start-ups and SMEs, academic and

academic and research in cross-border projects; research community and other
community and other actors at actors at the Member State level in
the Member State level in cross- cross-border projects, without
border projects; prejudice to the financial 174
programmes’ provisions;
(ba) in cooperation with other
entities with similar tasks,
operating as a one-stop-shop 175
for cybersecurity products and
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processes financed through

other Union programmes like

InvestEU or the Single Market

Programme, in particular for

SMEs;
contributing, together with the (c) contributing, together with | e)——centributing;
Competence Centre, to the Competence Centre, to together-with-the- Competenece
identifying and addressing sector- | identifying and addressing Centretotdentifyineand
specific cyber security industrial | sector-specific cyber security addressing scctor-spectfic cyber 176
challenges; intastrial challenges; seeurtb-tndustrinh-chablenzes:

(ca) cooperating closely with

National Standardisation

Organisations to promote the

uptake of existing standards

and to involve all relevant

stakeholders, particularly

SME:s, in setting new 177

standards;
acting as contact point at the (a) acting as contact point at dy  acting as contact d)  acting as contact point at the
national level for the the national level for the point-atthe-national-level-for the nattonal-level -for the Cyberseeurity
Cybersecurity Competence Cybersecurity Competence Cybersceurity Competence Competence Community and the
Community and the Competence | Community and the Communtty and the Competence Competence Centre: 178
Centre; Competence Centre; Centre;
seeking to establish synergies (e) seeking to establish e) seeking to establish synergies e) seeking to establish synergies
with relevant activities at the synergies with relevant with relevant activities at the with relevant activities at the
national and regional level; activities at the national, national and regional level, such national, regional and local level,

regional and local level; as including national policies such as including national

on research, development and policies on research, development | 179
innovation in the area of and innovation in the area of
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cybersecurity, and in
particular those stated in the
national cybersecurity

cybersecurity, and in particular
those stated in the national
cybersecurity strategies;

strategies;
implementing specific actions for | (f) implementing specific f) implementing f) implementing
which grants have been awarded | actions for which grants have specific actions for which grants specific actions for which grants
by the Competence Centre, been awarded by the have been awarded by the have been awarded by the

including through provision of
financial support to third parties
in line with Article 204 of
Regulation XXX [new Financial
Regulation] under conditions
specified in the concerned grant
agreements.

Competence Centre, including
through provision of financial
support to third parties in line
with Article 204 of Regulation
XXX [new Financial
Regulation] under conditions
specified in the concerned grant

Competence Centre, including
through provision of financial
support to third parties in line
with Article 204 of Regulation
XXX [new Financial
Regulation] under conditions
specified in the concerned grant

Competence Centre, including
through provision of financial
support to third parties in line with
Article 204 of Regulation XXX
[new Financial Regulation] under
conditions specified in the
concerned grant agreements;

i 180
agreements. agreements;
(fa) promoting and (fa) promoting cybersecurity
disseminating a common education in cooperation with the
minimal cybersecurity relevant bodies in the Member
educational curricula in States;
cooperation with the relevant 181
bodies in the Member States;
promoting and disseminating the | (g) promoting and g) promoting and disseminating (g) promoting and disseminating
relevant outcomes of the work by | disseminating the relevant the relevant outcomes of the the relevant outcomes of the work
the Network, the Cybersecurity outcomes of the work by the work by the Network, the by the Network, the Cybersecurity
Competence Community and the | Network, the Cybersecurity Cybersecurity Competence Competence Community and the
Competence Centre at national or | Competence Community and Community and the Competenee Cempetenee Centre at national,
regional level; the Competence Centre at Centre at national or regional regional or local level, 132
national, regional or local level; | level;
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assessing requests by entities
established in the same Member
State as the Coordination Centre
for becoming part of the
Cybersecurity Competence
Community.

(h) assessing requests by
entities and individuals
established in the same Member
State as the Coordination Centre
for becoming part of the
Cybersecurity Competence
Community.

h) assessing requests by entities
established in the same Member
State as the Coordination Centre
for becoming part of the
Cybersecurity Competence
Community.

(h) assessing requests by entities
and individuals established in the
same Member State as the
Coordination Centre for becoming
part of the Cybersecurity
Competence Community.

183

2. For the purposes of point
(f), the financial support to third
parties may be provided in any of
the forms specified in Article 125
of Regulation XXX [new
Financial Regulation] including
in the form of lump sums.

2. For the purposes of point
(f), the financial support to third
parties may be provided in any
of the forms specified in Article
125 of Regulation XXX [new
Financial Regulation] including
in the form of lump sums.

2. For the purposes of point
(f), the financial support to third
parties may be provided in any
of the forms specified in Article
125 of Regulation XXX [new
Financial Regulation] including
in the form of lump sums.

2. For the purposes of point (f),
the financial support to third parties
may be provided in any of the
forms specified in Article 125 of
Regulation XXX [new Financial
Regulation] including in the form
of lump sums.

184

3. National Coordination
Centres may receive a grant from
the Union in accordance with
Article 195 (d) of Regulation
XXX [new Financial Regulation]
in relation to carrying out the
tasks laid down in this Article.

3. National Coordination
Centres may receive a grant
from the Union in accordance
with Article 195 (d) of
Regulation XXX [new Financial
Regulation] in relation to
carrying out the tasks laid down
in this Article.

3. National Coordination
Centres may receive a grant
from the Union in accordance
with  Article 195 (d) of
Regulation XXX [new Financial
Regulation] in relation to
carrying out the tasks laid down
in this Article.

3. National Coordination
Centres may receive a grant from
the Union in accordance with
Article 195 (d) of Regulation XXX
[new Financial Regulation] in
relation to carrying out the tasks
laid down in this Article.

185

4.  National Coordination
Centres shall, where relevant,
cooperate through the Network
for the purpose of implementing
tasks referred to in points (a), (b),
(c), (e) and (g) of paragraph 1.

4.  National Coordination
Centres shall, where relevant,
cooperate through the Network
and with the relevant European
Digital Innovation Hubs for the
purpose of implementing tasks
referred to in paragraph 1.

4.  National Coordination
Centres shall, where relevant,
cooperate through the Network
for the purpose of implementing
tasks referred to in points (a),

(b), (¢), (e) and (g) of paragraph
1.

4.  National Coordination
Centres shall, where relevant,
cooperate through the Network for
the purpose of implementing tasks
referred to in points (a), (b), (c), (e)
and (g) of paragraph 1.

186
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187

Article 8 Article 8 Article 8 Article 8
The Cybersecurity Competence The Cybersecurity The Cybersecurity The Cybersecurity Competence 138
Community Competence Community Competence Community Community
1. The Cybersecurity 1. The Cybersecurity 1. The Cybersecurity 1. The Cybersecurity
Competence Community shall Competence Community Competence Community shall Competence Community shal
contribute to the mission of the contributes to the mission of the | contribute to the mission of the contributes to the mission of the
Competence Centre as laid down | Competence Centre as laid down | Competence Centre and the Competence Centre and the
in Article 3 and enhance and in Article 3 and enhances, Network as laid down in Article Network as laid down in Article 3
disseminate cybersecurity pools, shares, and disseminate 3 and enhance and disseminate and enhances, pools, shares and
expertise across the Union. cybersecurity expertise across cybersecurity expertise across disseminates cybersecurity
the Union and provides the Union. expertise across the Union and
technical expertise. provides technical expertise.
189
2. The Cybersecurity 2. The Cybersecurity 2. The Cybersecurity 2. The Cybersecurity
Competence Community shall Competence Community shall Competence Community shall Competence Community shall
consist of industry, academic and | consist of civil society, industry | on the one hand consist of consist of civil society, industry
non-profit research organisations, | from the demand and supply- industry, academic and non- Jfrom the demand and supply-side,
and associations as well as public | side, including SMEs, academic | profit research organisations, including SMEs, academic and
entities and other entities dealing | and research community, other relevant civil society and research community, associations
with operational and technical associations of users, individual | associations as well as public of users, individual experts,
matters. It shall bring together the | experts, relevant European entities and other entities dealing relevant European
main stakeholders with regard to | Standardisation Organisations, | with operational and technical Standardisation Organisations, and
cybersecurity technological and and other associations as well as | matters and on the other hand, other associations as well as public
industrial capacities in the Union. | public entities and other entities | where relevant, actors of entities and other entities dealing
It shall involve National dealing with operational and sectors having an interest in with operational and technical
Coordination Centres as well as technical matters in the area of | cybersecurity and facing matters in the area of 190
Union institutions and bodies cybersecurity. It shall bring cybersecurity challenges. It cybersecurity. It shall bring
7616/19 EB/MAC/np 100
ANNEX JAIL2 LIMITE EN




with relevant expertise..

together the main stakeholders
with regard to cybersecurity
technological, industrial,
academic and research, and
societal capacities and
capabilities in the Union. and
shall involve National
Coordination Centres, European
Digital Innovation Hubs as well
as Union institutions and bodies
with relevant expertise as
referred to in Article 10 of this
Regulation.

shall bring together the main
stakeholders with regard to
cybersecurity research,
technological and industrial
capacities in the Union. It shall
involve National Coordination
Centres as well as Union
institutions and bodies with
relevant expertise.

together the main stakeholders with
regard to cybersecurity
technological, industrial, academic
and research, and societal
capacities and capabilities in the
Union. and shall involve National
Coordination Centres, E#ropear
Digital Innovation-Hubs as well as
Union institutions and bodies with
relevant expertise as referred to in
Article 10 of this Regulation.

3. Only entities which are
established within the Union may
be accredited as members of the
Cybersecurity Competence
Community. They shall
demonstrate that they have
cybersecurity expertise with
regard to at least one of the
following domains:

3. Only entities which are
established and individuals
resident within the Union, the
European Economic Area
(EEA) or the European Free
Trade Association (EFTA) may
be accredited as members of the
Cybersecurity Competence
Community. Applicants shall
demonstrate that they can
provide cybersecurity expertise
with regard to at least one of the

3. Only entities which are
established within the Union
may be accredited registered as
members of the Cybersecurity
Competence Community. They
shall demonstrate that they can
contribute to the missions as set
out in Article 3 and shall have
cybersecurity expertise  with
regard to at least one of the
following domains:

3. Only entities which are
established and individuals
resident within the Union may be
accredited as members of the
Cybersecurity Competence
Community. Applicants shall
demonstrate that they can provide
cybersecurity expertise with regard
to at least one of the following
domains:

following domains: 191

research; (a) academia or research; a) research; (a) academia or research; 192

industrial development; (b) industrial development; b) industrial or product b) industrial or product 193
development; development;
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training and education. (c) training and education. ¢) training and education; ¢) training and education; 194
(ca) ethics; (ca) ethics and societal aspects; 195
d) information security and/or d) information security and/or 196
incident response operations; incident response operations;
(cb) formal and technical (cb) fermealand technical
standardisation and standardisation and specifications. 197
specifications.
e) scientific or technical e) scientific or technical
partnerships or cooperation partnerships or cooperation with
with academic and/or public academic and/or public
authorities as defined under authorities as defined under 198
Article 2(3). Article 2(3).
4.  The Competence Centre 4.  The Competence Centre 4.  The Competenece Centre 4.  The Competenee Centre shall
shall accredit entities established | shall accredit entities established | shall aceredit-register entities aeceredit register entities
under national law as members of | under national law, or established-undernational-Haw-as established under national law, or
the Cybersecurity Competence individuals, as members of the members of the Cybersecurity individuals, as members of the
Community after an assessment Cybersecurity Competence Competence Community after Cybersecurity Competence
made by the National Community after a harmonised | an assessment made by the Community after an assessment
Coordination Centre of the assessment made by the National Coordination Centre of made by, the National Coordination
Member State where the entity is | Competence Centre, the the Member State where the Centre of the Member State where
established, on whether that entity | National Coordination Centre of | entity is established, on whether the entity is established, or the
meets the criteria provided for in | the Member State where the that entity meets the criteria individual is a resident, on whether
paragraph 3. An accreditation entity is established, or the provided for in paragraph 3. Aa that entity meets the criteria
shall not be limited in time but individual is a resident, on registration -acereditation-shall provided for in paragraph 3. An
may be revoked by the whether that entity meets the not be limited in time but may accreditation shall not be limited in | 199
Competence Centre at any time if | criteria provided for in be revoked by the Competenee time but may be revoked by the
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it or the relevant National
Coordination Centre considers
that the entity does not fulfil the
criteria set out in paragraph 3 or it
falls under the relevant provisions
set out in Article 136 of
Regulation XXX [new financial
regulation].

paragraph 3. An accreditation
shall not be limited in time but
may be revoked by the
Competence Centre at any time
if it or the relevant National
Coordination Centre considers
that the entity or individual does
not fulfil the criteria set out in
paragraph 3 or it falls under the
relevant provisions set out in
Article 136 of Regulation XXX
[new financial regulation]. The
National Coordination Centres
of the Member States shall aim
to achieve a balanced
representation of stakeholders
in the Community, actively
stimulating participation from
under-represented categories,
especially SMEs, and groups of
individuals.

Centre at any time if it or the
relevant National Coordination
Centre considers that the entity
does not fulfil the criteria set out
in paragraph 3, -ert-falls under
the relevant provisions set out in
Article 136 of Regulation XXX
[new financial regulation], or
for justified security reasons.

Competence Centre at any time if it
or the relevant National
Coordination Centre considers that
the entity or individual does not
fulfil the criteria set out in
paragraph 3 or it falls under the
relevant provisions set out in
Article 136 of Regulation XXX
[new financial regulation] , or for
justified security reasons. The
National Coordination Centres of
the Member States shall aim to
achieve a balanced representation
of stakeholders in the Commupnity,
actively stimulating participation
Jfrom under-represented
categories, especially SMEs, and
groups of individuals.

4a. The Commission shall
adopt delegated acts in
accordance with Article 45a in
order to supplement this
Regulation by detailing the
criteria provided for in
paragraph 3 of this Article
according to which applicants
are selected, and the procedures
for assessing and accrediting

200
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entities that meet the criteria
referred to in paragraph 4 of
this Article.

5. The Competence Centre
shall accredit relevant bodies,
agencies and offices of the Union
as members of the Cybersecurity
Competence Community after
carrying out an assessment
whether that entity meets the
criteria provided for in paragraph
3. An accreditation shall not be
limited in time but may be
revoked by the Competence
Centre at any time if it considers
that the entity does not fulfil the
criteria set out in paragraph 3 or it
falls under the relevant provisions
set out in Article 136 of
Regulation XXX [new financial
regulation].

5. The Competence Centre
shall accredit relevant bodies,
agencies and offices of the
Union as members of the
Cybersecurity Competence
Community after carrying out an
assessment whether that entity
meets the criteria provided for in
paragraph 3. An accreditation
shall not be limited in time but
may be revoked by the
Competence Centre at any time
if it considers that the entity does
not fulfil the criteria set out in
paragraph 3 or it falls under the
relevant provisions set out in
Article 136 of Regulation XXX
[new financial regulation].

5. The Competenee Centre
shall aeeredit-register relevant

bodies, agencies and offices of
the Union as members of the
Cybersecurity Competence
Community after carrying out an
assessment whether that entity
meets the criteria provided for in
paragraph 3. A n-acereditation
registration shall not be limited
in time but may be revoked by
the Competenee Centre at any
time if it considers that the entity
does not fulfil the criteria set out
in paragraph 3, e+ it falls under
the relevant provisions set out in
Article 136 of Regulation XXX
[new financial regulation], or
for justified security reasons.

5.  The Competenee Centre shall
aeereditregister relevant bodies,

agencies and offices of the Union
as members of the Cybersecurity
Competence Community after
carrying out an assessment whether
that entity meets the criteria
provided for in paragraph 3. A &
acereditationregistration shall not
be limited in time but may be
revoked by the Competence Centre
at any time if it considers that the
entity does not fulfil the criteria set
out in paragraph 3, e+ it falls under
the relevant provisions set out in
Article 136 of Regulation XXX
[new financial regulation], exfer

justified seeurity reasons:

201

(5a) support the Competence
Centre by reporting and
disclosing vulnerabilities,
helping to mitigate them and
providing advice on how to
reduce such vulnerabilities
including through certification
under the schemes adopted in
conformity with Regulation

202
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(EU) 2019/XXX [the
Cybersecurity Act].
6.  The representatives of the 6.  The representatives of the | 6.  The representatives of the 6.  The representatives of the
Commission may participate in Commission may participate in | Commission may participate in Commission may participate in the 203
the work of the Community. the work of the Community. the work of the Community. work of the Community.
. . . : 204
Article 9 Article 9 Article 9 Article 9
Tasks of the members of the Tasks of the members of the Tasks of the members of the Tasks of the members of the
Cybersecurity Competence Cybersecurity Competence Cybersecurity C(Tmpetence Cybersecurity C(Tmpetence 5
Community Community Community Community 05
The members of the The members of the The members of the The members of the Cybersecurity
Cybersecurity Competence Cybersecurity Competence Cybersecurity Competence Competence Community shall:
. . . 206
Community shall: Community shall: Community shall:
(0) support the Competence Centre
by reporting and disclosing
vulnerabilities, helping to mitigate
them _and providing advice on how
to reduce such vulnerabilities
including through certification
under the schemes adopted in
conformity with Regulation
(EU) 2019/XXX [the Cybersecurity | 207
Act].
(1) support the Competence (1) support the Competence 1. support the Competence (1) support the Competenee Centre
Centre in achieving the mission Centre in achieving the mission | Centre in achieving the mission in achieving the mission and the
and the objectives laid down in and the objectives laid down in | and the objectives laid down in objectives laid down in Articles 3 208
Articles 3 and 4 and, for this Articles 3 and 4 and, for this Articles 3 and 4 and, for this and 4 and, for this purpose, work
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purpose, work closely with the purpose, work closely with the purpose, work closely with the closely with the Cempetenee

Competence Centre and the Competence Centre and the Competenee Centre and the Centre and the relevant National

relevant National Coordinating relevant National Coordinating | relevant-National Coordinating Coordinating Centres;

Centres; Centres; Centres;

(2) participate in activities 2) participate in activities | 2.  participate-inactivities 2.  participate-inaetrvities

promoted by the Competence promoted by the Competence promoted by the Competence promoted-by-the Competenee

Centre and National Coordination | Centre and National Centre-and Nattonal Centre-and Nattonal Coordination 209

Centres; Coordination Centres; Coordination-Centres; Centres;

(3) where relevant, participate in | (3) where relevant, 3. where relevant, participate 3.  where relevant, participate in

working groups established by the | participate in working groups in formal or informal formal or informal activities,

Governing Board of the established by the Governing activities, working groups working groups established by the

Competence Centre to carry out Board of the Competence Centre | established by the Governing Governing Board of the

specific activities as provided by | to carry out specific activities as | Board of the Competenee Centre Competence Centre to carry out

the Competence Centre’s work provided by the Competence to carry out specific activities as specific activities as provided by

plan; Centre’s work plan; provided by the Competence the Competence Centre’s work 110

Centre’s work plan; plan;

(4) where relevant, support the 4) where relevant, support | 4.  where relevant, support the 4. where relevant, support the

Competence Centre and the the Competence Centre and the | Competenee Centre and the Competence Centre and the

National Coordination Centres in | National Coordination Centres National Coordination Centres National Coordination Centres in 211

promoting specific projects; in promoting specific projects; in promoting specific projects; promoting specific projects;

(5) promote and disseminate the (5) promote and 5. promote and disseminate 5. promote and disseminate the

relevant outcomes of the activities | disseminate the relevant the relevant outcomes of the relevant outcomes of the activities

and projects carried out within the | outcomes of the activities and activities and projects carried out and projects carried out within the

community. projects carried out within the within the community. community. 212
community.
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I Article 10 213
Article 10 Article 10 Article 10
Cooperation of the Competence Cooperation of the Cooperation of the Cooperation of the Competenee
Centre with Union institutions, Competence Centre with Competenee Centre with Centre with Union institutions,
bodies, offices and agencies Union institutions, bodies, Union institutions, bodies, bodies, offices and agencies and
offices and agencies offices and agencies and ether other-international organisations | 214
international organisations
1.  The Competence Centre 1.  To ensure coherence and | 1. 'To ensure coherence and 1. To ensure coherence and
shall cooperate with relevant complementarity, the complementarity, avoiding any complementarity, avoiding any
Union institutions, bodies, offices | Competence Centre shall duplication of efforts the duplication of efforts the
and agencies including the cooperate with relevant Union Competenee Centre shall Competenee Centre shall cooperate
European Union Agency for institutions, bodies, offices and cooperate with relevant Union with relevant Union institutions,
Network and Information agencies including ENISA, the institutions, bodies, offices and bodies, offices and agencies
Security, the Computer Computer Emergency Response | agencies including the European including the European Union
Emergency Response Team Team (CERT-EU), the European | Union Agency for Agency for Cybersecurity
(CERT-EU), the European External Action Service, the Cybersecurity Network-and Network-and-nformation-Seeurity,
External Action Service, the Joint | Joint Research Centre of the Information Sceurity. the the Computer Emergency Response
Research Centre of the Commission, the Research Computer Emergency Response Team (CERT-EU), the European
Commission, the Research Executive Agency, Innovation Team (CERT-EU), the European External Action Service, the Joint
Executive Agency, Innovation and Networks Executive External Action Service, the Research Centre of the
and Networks Executive Agency, | Agency, relevant European Joint Research Centre of the Commission, the Research
European Cybercrime Centre at Digital Innovation Hubs, Commission, the Research Executive Agency, Innovation and
Europol as well as the European | European Cybercrime Centre at | Executive Agency, Innovation Networks Executive Agency, The
Defence Agency. Europol as well as the European | and Networks Executive centre shall also cooperate with
Defence Agency as regards Agency, European Cybercrime international standardisation
dual-use projects, services and | Centre at Europol, -as-wel-as-the erganisations-and relevant
competences. European Defence Agency and European Digital Innovation
other relevant Union entities. Hubs, European Cybercrime Centre
The Centre may also cooperate at Europol, -as-wel-as-the European
with international Defence Agency as regards dual- 215
use projects, services and
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organisations, where relevant.

competences and other relevant
Union entities. The Centre may
also cooperate with international
organisations and international
standardisation organisations,
where relevant.

2. Such cooperation shall take
place within the framework of
working arrangements. Those
arrangements shall be submitted

2. Such cooperation shall
take place within the framework
of working arrangements. Those
arrangements shall be adopted

2. Such cooperation shall

take place within the framework
of working arrangements. Those
arrangements shall be submitted

2. Such cooperation shall take
place within the framework of
working arrangements. Those
arrangements shall be submitted to

to the prior approval of the by the Governing Board after to the prter-approval of the the prier-approval of the
Commission. prior approval of the Commission Governing Board. Commissior Governing Board.
Commission.
216
CHAPTER II CHAPTER 11 CHAPTER I CHAPTER 11 217
ORGANISATION OF | ORGANISATION OF | ORGANISATION OF ORGANISATION OF
THE COMPETENCE | THE COMPETENCE | THE COMPETENCE THE COMPETENCE
CENTRE CENTRE CENTRE CENTRE )18
. . . . 219
Article 11 Article 11 Article 11 Article 11
Membership and structure Membership and structure Membership and structure Membership and structure 220
1.  The members of the 1.  The members of the 1.  The members of the 1. The members of the
Competence Centre shall be the Competence Centre shall be the | Coempetenee Centre shall be the Competence Centre shall be the 221
Union, represented by the Union, represented by the Union, represented by the Union, represented by the
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Commission, and the Member
States.

Commission, and the Member
States.

Commission, and the Member
States.

Commission, and the Member
States.

2. The structure of the

2. The structure of the

2. The structure of the

2. The structure of the

Competence Centre shall Competence Centre shall Competenee Centre shall Competence Centre shall comprise: 279
comprise: comprise: comprise:
a Governing Board which shall (a) a Governing Board which a) a Governing a)  a Governing Board which
exercise the tasks set out in shall exercise the tasks set out in | Board which shall exercise the shall exercise the tasks set out in 273
Article 13; Article 13; tasks set out in Article 13; Article 13;
an Executive Director who shall (b) an Executive Director who b) an Executive b) an Executive Director who
exercise the tasks set out in shall exercise the tasks set out in | Director who shall exercise the shall exercise the tasks set out in 224
Article 16; Article 16; tasks set out in Article +617; Article 1617,
an Industrial and Scientific (c) an Industrial and Scientific c) an Industrial and c) an Industrial and
Advisory Board which shall Advisory Board which shall Scientific Advisory Board which Scientific Advisory Board which
exercise the functions set out in exercise the functions set out in | shall exercise the functions set shall exercise the functions set out 95
Article 20. Article 20. out in Article 20. in Article 20.
SECTION I SECTION I SECTION I SECTION I 226
GOVERNING BOARD GOVERNING BOARD GOVERNING BOARD GOVERNING BOARD 227
. . . . 228
Article 12 Article 12 Article 12 Article 12
Composition of the Governing | Composition of the Governing | Composition of the Governing Composition of the Governing
229
Board Board Board Board
1. The Governing Board shall | 1.  The Governing Board 1. The Governing Board 1. The Governing Board shall 230
be composed of one shall be composed of one shall be composed of one be composed of one representative
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representative of each Member representative of each Member | representative of each Member of each Member State, one
State, and five representatives of | State, one representative State, and five-two representative nominated by the
the Commission, on behalf of the | nominated by the European representatives of the European Parliament as an
Union. Parliament as an observer, and | Commission, on behalf of the observer, and five-two
four representatives of the Union. representatives of the Commission,
Commission, on behalf of the on behalf of the Union, aiming to
Union, aiming to achieve achieve gender balance among
gender balance among board board members and their
members and their alternates. alternates.
2. Each member of the 2. Each member of the 2. Each member of the 2. Each member of the
Governing Board shall have an Governing Board shall have an | Governing Board shall have an Governing Board shall have an
alternate to represent them in alternate to represent them in alternate to represent them in alternate to represent them in their 31
their absence. their absence. their absence. absence.
3. Members of the Governing | 3.  Members of the Governing | 3.  Members of the Governing 3. Members of the Governing
Board and their alternates shall be | Board and their alternates shall | Board and their alternates Board and their alternates
appointed in light of their be appointed in light of their appointed by Member States appointed by Member States shall
knowledge in the field of knowledge in the field of shall be employees of their be employees of their respective
technology as well as of relevant | cybersecurity as well as of respective Member State’s Member State’s public sector
managerial, administrative and relevant managerial, public sector appeinted-in light appeinted-in light of their
budgetary skills. The Commission | administrative and budgetary of their knowledge in the field of knowledge in the field of
and the Member States shall skills. The Commission and the | technology, their interlink with cybersecurity and technology,
make efforts to limit the turnover | Member States shall make their respective national their interlink with their
of their representatives in the efforts to limit the turnover of coordination centre as well as respective national coordination
Governing Board, in order to their representatives in the of relevant managerial, centre as well as of relevant
ensure continuity of the Board’s | Governing Board, in order to administrative and budgetary managerial, administrative and
work. The Commission and the ensure continuity of the Board’s | skills. Members of the budgetary skills. Members of the
Member States shall aim to work. The Commission and the | Governing Board and their Governing Board and their
achieve a balanced representation | Member States shall aim to alternates appointed by the alternates appointed by the
between men and women on the | achieve a balanced Commission shall be Commission shall be appointed
Governing Board. representation between men and | appointed equally in light of equally in light of their 232
their knowledge in the field of knowledge in the field of
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women on the Governing Board.

technology, of relevant
managerial, administrative
and budgetary skills as well as
being able to ensure
coordination, synergies and as
far as possible joint actions
between different Union
policies (sectoral and
horizontal), involving
cybersecurity. The Commission
and the Member States shall
make efforts to limit the
turnover of their representatives
in the Governing Board, in order
to ensure continuity of the
Board’s work. The Commission
and the Member States shall aim
to achieve a balanced
representation between men and
women on the Governing Board.

technology, of relevant
managerial, administrative and
budgetary skills. The Commission
and the Member States shall make
efforts to limit the turnover of their
representatives in the Governing
Board, in order to ensure continuity
of the Board’s work. The
Commission and the Member
States shall aim to achieve a
balanced representation between
men and women on the Governing
Board.

4.  The term of office of
members of the Governing Board
and of their alternates shall be
four years. That term shall be

4. The term of office of
members of the Governing
Board and of their alternates
shall be four years. That term

4.  The term of office of
members of the Governing
Board and of their alternates
shall be four years. That term

4. The term of office of
members of the Governing Board
and of their alternates shall be four

years. That term shall be renewable.

renewable. shall be renewable. shall be renewable. 233
5. The Governing Board 5. The Governing Board 5. The Governing Board 5. The Governing Board

members shall act in the interest | members shall act in the interest | members shall act #+-the-interest members shall act i#n-the-interestof

of the Competence Centre, of the Competence Centre, ofthe Competence Centres the-CompetenecCentres

safeguarding its goals and safeguarding its goals and safeguarding-to safeguard the safeguarding-to safeguard the

mission, identity, autonomy and | mission, identity, autonomy and | Centre’s is-goals and mission, Centre’s #s-goals and mission, 234
coherence, in an independent and | coherence, in an independent identity, autonomy and identity, autonomy and coherence,
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transparent way.

and transparent way.

coherence, in an independent
and transparent way.

in an independent and transparent
way.
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6.  The Commission may invite | 6.  The Governing Board 6.  The Governing Board 6.  The Governing Board-may
observers, including may invite observers, including | Commission may invite invite observers to take part in the
representatives of relevant Union | representatives of relevant observers, including meetings of the Governing Board
bodies, offices and agencies, to Union bodies, offices and representatives of relevant as appropriate. Observers may
take part in the meetings of the agencies, and the members of Union bodies, offices and include representatives of relevant
Governing Board as appropriate. | the Community, to take part in | agencies, to take part in the Union bodies, offices and agencies,
the meetings of the Governing meetings of the Governing and members of the Community. 35
Board as appropriate. Board as appropriate.
7. The European Agency for 7.  ENISA, and the Industrial | 7.  TheEvropeanYnion 7. ENISA and the chairperson
Network and Information and Scientific Advisory Board, | AgeneyforCyberseeurity of the Industrial and Scientific
Security (ENISA) shall be a shall be permanent observers in | Network-andInformation Advisory Board, shall be
permanent observer in the the Governing Board, in an Seeurity (ENISA) shall be a permanent observers in the
Governing Board. advisory role without voting permanent observer in the Governing Board, in an advisory
rights. The Governing Board Governing Board. role without voting rights. The
shall have the utmost regard to Governing Board-shall-have-the
the views expressed by the utmost regard to the views
permanent observers. expressed-by-the permanent 236
observers:
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Article 13 Article 13 Article 13 Article 13 237
Tasks of the Governing Board | Tasks of the Governing Board Tasks of the Governing Board Tasks of the Governing Board | 238
1.  The Governing Board shall | 1.  The Governing Board 1.  The Governing Board 1.  The Governing Board shall
have the overall responsibility for | shall have the overall shall have the overall have the overall responsibility for
the strategic orientation and the responsibility for the strategic responsibility for the strategic the strategic orientation and the
operations of the Competence orientation and the operations of | orientation and the operations of operations of the Competence
Centre and shall supervise the the Competence Centre and shall | the Competenee Centre and shall Centre and shall supervise the
implementation of its activities. supervise the implementation of | supervise the implementation of implementation of its activities. 239
its activities. its activities.
2. The Governing Board shall | 2.  The Governing Board 2. The Governing Board 2. The Governing Board shall
adopt its rules of procedure. shall adopt its rules of shall adopt its rules of adopt its rules of procedure. These
These rules shall include specific | procedure. These rules shall procedure. These rules shall rules shall include specific
procedures for identifying and include specific procedures for include specific procedures for procedures for identifying and
avoiding conflicts of interest and | identifying and avoiding identifying and avoiding avoiding conflicts of interest and
ensure the confidentiality of any | conflicts of interest and ensure conflicts of interest and ensure ensure the confidentiality of any
sensitive information. the confidentiality of any the confidentiality of any sensitive information. 240
sensitive information. sensitive information.
3. The Governing Board shall | 3.  The Governing Board 3. The Governing Board 3. The Governing Board shall
take the necessary strategic shall take the necessary strategic | shall take the necessary strategic take the necessary strategic 241
decisions, in particular: decisions, in particular: decisions, in particular: decisions, in particular:
(a) adopt a multi-annual strategic | (a) adopt a multi-annual a)  adopt a multi-annual a)  adopt a multi-annual strategic
plan, containing a statement of strategic plan, containing a strategic plan; containing the plan, containing a statement of the
the major priorities and planned statement of the major priorities | development of a common major priorities and planned
initiatives of the Competence and planned initiatives of the strategic, industrial, initiatives of the Competence
Centre, including an estimate of | Competence Centre, including technology and research Centre. The multi-annual strategic 242
financing needs and sources; an estimate of financing needs roadmap, on the basis of the plan shall contain a common
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and sources, taking into account
advice provided by ENISA,

needs identified by Member
States in cooperation with the
Community that require the
focus of Union’s financial
support, including key
technologies and domains for
Union’s strategic autonomy, a
e mayort

f S .

P g . lg
and-sources:

strategic, industrial, technology
and research roadmap,-en-the
basis 6.6 Is identified
MemberS . .

c vt e t]
" £ the Union’sfi al
suppeort, including key
technologies and domains for
Union’s technological

independence. In-deciding-on-the
multi-annal-strategie plansthe

aa) adopt the annual work
plan pregrammes-for
implementing the relevant EU
funds, notably the
cybersecurity parts of the
Horizon Europe and Digital
Europe programmes, in
accordance with its multi

aa) adopt the annual work plan
for implementing the relevant EU
funds, notably the cybersecurity
parts of the Horizon Europe and
Digital Europe programmes, in
accordance with its multi annual
strategic plan, and the strategic
planning process of Horizon

annual strategic plan, and the Europe, on the basis of a proposal | 243

strategic planning process of from the Executive Director, taking
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Horizon Europe incladingan

. el - .
needs-and-sourees;. Where
appropriate, proposals, and in
particular annual work plan
shall assess the need to apply
security rules as set out in
Article 34, including in
particular the security self-
assessment procedure in
accordance with Article 16
of the | XXXX Horizon
Europe regulation].

; i dodd
ENESA: Where appropriate,

proposals, and in particular
annual work plan shall assess the
need to apply security rules as set
out in Article 34, including in
particular the security self-
assessment procedure in
accordance with Article 16 of the
[ XXXX Horizon Europe
regulation]. In-deciding-on-the

” / e plattt}
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(b) adopt the Competence
Centre's work plan, annual
accounts and balance sheet and
annual activity report, on the
basis of a proposal from the
Executive Director;

(b) adopt the Competence
Centre's work plan, annual
accounts and balance sheet and
annual activity report, on the
basis of a proposal from the
Executive Director, taking into
account advice provided by

b) adopt the
Competence Centre's work plan,
annual accounts and balance
sheet and annual activity report,
on the basis of a proposal from
the Executive Director:

b)  adopt the Competenee
Centre's wotk-plan;-annual accounts
and balance sheet and annual
activity report, on the basis of a
proposal from the Executive
Director:

ENISA, 244
(c) adopt the specific financial (c) adopt the specific financial | ¢) adopt the specific c) adopt the specific financial
rules of the Competence Centre in | rules of the Competence Centre | financial rules of the rules of the Competence Centre in
accordance with [Article 70 of the | in accordance with [Article 70 of | Competenee Centre in accordance with [Article 70 of the
FR]; the FR]; accordance with [Article 70 of ERFinancial Regulation]; 245
the ERFinancial Regulation];
ca) adopt decisions ca) as part of the annual work
to dedicate funds from the EU plan, adept-decisions-to-dedicate
budget to joint actions allocate funds from the EU
between the Union and budget to joint actions between 246
Member States; the Union and Member States;
cb) lay down and cb) without prejudice to the
adopt the conditions for joint regulations establishing Horizon
actions; Europe and the Digital Europe
Programme, lay down and adopt 247
the conditions for joint actions;
adopt a procedure for appointing | (d) adopt a procedure for d) adopt a procedure d) adopt a procedure
the Executive Director; appointing the Executive for appointing the Executive for appointing the Executive 248
Director; Director; Director;
7616/19 EB/MAC/np 117
ANNEX JAL2 LIMITE EN




adopt the criteria and procedures | (¢) [adopt the erttertaand e)——adepttheeriteria
for assessing and accrediting the | procedures for assessing and and procedures lor assessing and
entities as members of the accrediting the entities as aecerediting-the-entitiesas
Cybersecurity Competence members of the Cyberseeutrity mentbers of the Cybersecurity 249
Community; Competence-Community; | Competence-Community:
(ea) adopt the working (ea) adopt the working
arrangements referred to in arrangements referred to in Article 250
Article 10(2); 1002);
(f) appoint, dismiss, extend the (f) appoint, dismiss, extend f) appoint, dismiss, (f) appoint, dismiss, extend the
term of office of, provide the term of office of, provide extend the term of office of, term of office of, provide guidance
guidance to and monitor the guidance to and monitor the provide guidance to and monitor to and monitor the performance of
performance of the Executive performance of the Executive the performance of the the Executive Director, and appoint
Director, and appoint the Director, and appoint the Executive Director, and appoint the Accounting Officer; 751
Accounting Officer; Accounting Officer; the Accounting Officer;
(g) adopt the annual budget of the | (g) adopt the annual budget of | g) adopt the annual (g) adopt the annual budget of
Competence Centre, including the | the Competence Centre, budget of the Competence the Competenee Centre, including
corresponding staff establishment | including the corresponding staff | Centre, including the the corresponding staff
plan indicating the number of establishment plan indicating the | corresponding staff establishment plan indicating the
temporary posts by function number of temporary posts by establishment plan indicating the number of temporary posts by
group and by grade, the number function group and by grade, the | number of temporary posts by function group and by grade, the
of contract staff and seconded number of contract staff and function group and by grade, the number of contract staff and
national experts expressed in full- | seconded national experts number of contract staff and seconded national experts
time equivalents expressed in full-time seconded national experts expressed in full-time equivalents
equivalents expressed in full-time 259
equivalents;
(ga) adopt transparency rules (ga) adopt transparency rules for
for the Competence Centre; the Competenee Centre for the 53
purpose of Art 35 (4);
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(h) adopt rules regarding conflicts
of interest;

(h) adopt rules regarding
conflicts of interest;

h) adopt rules for
the prevention and
management of conflicts of
interest in respect of its

h)  adopt rules for the
prevention, identification and
management of conflicts of
interest in respect of its members;

members; regarding-contliets-of regarding conflicts ol interest:
nterest; 254
(1) establish working groups with | (i)  establish working groups | 1) when i)  when appropriate, establish
members of the Cybersecurity with members of the appropriate, establish working working groups with members of
Competence Community; Cybersecurity Competence groups with members of the the Cybersecurity Competence
Community, taking into Cybersecurity Competence Community;
account advice provided by the | Community; 255
permanent observers;
(j) appoint members of the () appoint members of the 1) appoint members 1) appoint members of
Industrial and Scientific Advisory | Industrial and Scientific of the Industrial and Scientific the Industrial and  Scientific 256
Board; Advisory Board; Advisory Board; Advisory Board;
(k) set up an Internal Auditing (k) setup an Internal Auditing | k) set up an Internal k) set up an Internal
Function in accordance with Function in accordance with Auditing Function in accordance Auditing Function in accordance
Commission Delegated Commission Delegated with Commission Delegated with Commission Delegated
Regulation (EU) No Regulation (EU) No 1271/2013 ; | Regulation (EU) No Regulation (EU) No 1271/2013%; 257
1271/201337, 1271/2013%;

37

38

in Article 208 of Regulation

(EU, Euratom) No 966/2012 of the European Parliamen

» N A o A

Commission Delegated Regulation (EU) No 1271/2013 of 30 September 2013 on the framework financial regulation for the bodies referred to
t and of the Council (OJ L 328, 7.12.2013, p. 42).
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(1) promote the Competence ()  promote the cooperation b promote-the (1)  promote the cooperation of
Centre globally, so as to raise its | of the Competence Centre with | Competence-Centre-globallyse the Coempetenee Centre in the
attractiveness and make it a global actors; as-to-raisc-its-attractiveness-and meaning of Art. 10 ;
world-class body for excellence make ita world-class body for
. ) . . 258
in cybersecurity; excelenee-in-eyberseeurity:
(m) establish the Competence (m) establish the Competence | m) establish the (m) establish the Competence
Centre’s communications policy | Centre’s communications policy | Cempetenee Centre’s Centre’s communications policy
upon recommendation by the upon recommendation by the communications policy upon upon recommendation by the
Executive Director; Executive Director; recommendation by the Executive Director; 259
Executive Director;

(n) be responsible to monitor the | (n) be responsible to monitor | n) be responsible to n) be responsible to
adequate follow-up of the the adequate follow-up of the monitor the adequate follow-up monitor the adequate follow-up of
conclusions of retrospective conclusions of retrospective of the conclusions of the conclusions of retrospective 260
evaluations. evaluations. retrospective evaluations; evaluations;
(o) where appropriate, establish (o) where appropriate, 0) where 0) where appropriate,
implementing rules to the Staff establish implementing rules to | appropriate, establish establish implementing rules to the
Regulations and the Conditions of | the Staff Regulations and the implementing rules to the Staff Staff Regulations and the
Employment in accordance with | Conditions of Employment in Regulations and the Conditions Conditions of Employment in
Article 31(3); accordance with Article 31(3); of Employment in accordance accordance with Article 31(3);

. . 261

with Article 31(3);

(p) where appropriate, lay down | (p) where appropriate, lay P) where (p) where appropriate, lay down
rules on the secondment of down rules on the secondment of | appropriate, lay down rules on rules on the secondment of national
national experts to the national experts to the the secondment of national experts to the Competenee Centre
Competence Centre and on the Competence Centre and on the experts to the Competenee and on the use of trainees in 262
use of trainees in accordance with | use of trainees in accordance Centre and on the use of trainees accordance with Article 32(2);
39 O
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Article 32(2); with Article 32(2); in accordance with Article 32(2);
(q) adopt security rules for the (q) adopt security rules for the | q) adopt security (q) adopt security rules for the 63
Competence Centre; Competence Centre; rules for the Competenee Centre; Ceompetenee Centre;
(r) adopt an anti-fraud strategy (r) adopt an anti-fraud and r) adopt an anti- (r) adopt an anti-fraud and anti-
that is proportionate to the fraud | anti-corruption strategy that is fraud strategy that is corruption strategy that is
risks having regard to a cost- proportionate to the fraud and proportionate to the fraud risks proportionate to the fraud and
benefit analysis of the measures corruption risks having regard having regard to a cost-benefit corruption risks having regard to a
to be implemented; to a cost-benefit analysis of the | analysis of the measures to be cost-benefit analysis of the
measures to be implemented, as | implemented; measures to be implemented,
well as adopt comprehensive
protection measures for persons (ra) adopt comprehensive
reporting on breaches of Union protection measures for persons
law in accordance with reporting on breaches of Union
applicable Union legislation; law in accordance with applicable 264
Union legislation;
(s) adopt the methodology to (s) adopt an extensive s) adopt the (s) adopt an-extensive-definition
calculate the financial definition of financial methodology to calculate the of financial-contributionsfront
contribution from Member States; | contributions from Member financial contribution from Member-States-and a methodology
States and a methodology to contributing Member States; to calculate the amount of Member
calculate the amount of Member States’ voluntary contributions
States’ voluntary contributions that can be accounted for as
that can be accounted for as financial contributions in
financial contributions in accordance with that definition,
accordance with that definition, such a calculation being made at
such a calculation being the end of every financial year;
executed at the end of every 265
financial year;
sa) register entities sa) accredit entities nominated 266
nominated by Member States by Member States as their
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as their National Coordination National Coordination Centres;
Centres;
sbh) in deciding on sb) in deciding on the annual
the annual work plan and the work plan and the multi-annual
multi-annual strategic plan, strategic plan, ensure coherence
ensure coherence and and synergies with those parts of
synergies with those parts of the Digital Europe and the
the Digital Europe and the Horizon Europe programmes
Horizon Europe programmes which are not managed by the
which are not managed by the Centre as well as with other
Centre as well as with other Union programmes; 267
Union programmes;
(t) be responsible for any task that | (t)  be responsible for any task | t) be responsible for (t) be responsible for any task that
is not specifically allocated to a that is not specifically allocated | any task that is not specifically is not specifically allocated to a
particular body of the to a particular body of the allocated to a particular body of particular body of the Competenee
Competence Centre; it may assign | Competence Centre; it may the Competenee Centre; it may Centre; it may assign such tasks to
such tasks to anybody of the assign such tasks to anybody of | assign such tasks to anybody of anybody of the Competenee Centre; 268
Competence Centre; the Competence Centre; the Competenee Centre.
. . . . 269
Article 14 Article 14 Article 14 Article 14
Chairperson and Meetings of Chairperson and Meetings of | Chairperson and Meetings of Chairperson and Meetings of the 270
the Governing Board the Governing Board the Governing Board Governing Board
1. The Governing Board shall | 1.  The Governing Board 1. The Governing Board 1. The Governing Board shall
elect a Chairperson and a Deputy | shall elect a Chairperson and a shall elect a Chairperson and a elect a Chairperson and a Deputy
Chairperson from among the Deputy Chairperson from among | Deputy Chairperson from among Chairperson from among the its
members with voting rights, for a | the members with voting rights, | the its members with-veting members with-votingrights, for a
period of two years. The mandate | for a period of two years, aiming | rights, for a period of twe three period of twe three years, aiming | 271
of the Chairperson and the to achieve gender balance. The | years. The mandate of the to achieve gender balance. The
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Deputy Chairperson may be
extended once, following a
decision by the Governing Board.
If, however, their membership of
the Governing Board ends at any
time during their term of office,
their term of office shall
automatically expire on that date.
The Deputy Chairperson shall ex
officio replace the Chairperson if
the latter is unable to attend to his
or her duties. The Chairperson
shall take part in the voting.

mandate of the Chairperson and
the Deputy Chairperson may be
extended once, following a
decision by the Governing
Board. If, however, their
membership of the Governing
Board ends at any time during
their term of office, their term of
office shall automatically expire
on that date. The Deputy
Chairperson shall ex officio
replace the Chairperson if the
latter is unable to attend to his or
her duties. The Chairperson shall
take part in the voting.

Chairperson and the Deputy
Chairperson may be extended
once, following a decision by the
Governing Board. If, however,
their membership of the
Governing Board ends at any
time during their term of office,
their term of office shall
automatically expire on that
date. The Deputy Chairperson
shall ex officio replace the
Chairperson if the latter is
unable to attend to his or her
duties. The Chairperson shall
take part in the voting.

mandate of the Chairperson and the
Deputy Chairperson may be
extended once, following a decision
by the Governing Board. If,
however, their membership of the
Governing Board ends at any time
during their term of office, their
term of office shall automatically
expire on that date. The Deputy
Chairperson shall ex officio replace
the Chairperson if the latter is
unable to attend to his or her duties.
The Chairperson shall take part in
the voting.

2. The Governing Board shall
hold its ordinary meetings at least
three times a year. It may hold
extraordinary meetings at the
request of the Commission, at the
request of one third of all its
members, at the request of the
chair, or at the request of the
Executive Director in the

2. The Governing Board
shall hold its ordinary meetings
at least three times a year. It may
hold extraordinary meetings at
the request of the Commission,
at the request of one third of all
its members, at the request of the
chair, or at the request of the
Executive Director in the

2. The Governing Board
shall hold its ordinary meetings
at least three times a year. It may
hold extraordinary meetings at
the request of the Commission,
at the request of one third of all
its members, at the request of the
chair, or at the request of the
Executive Director in the

2. The Governing Board shall
hold its ordinary meetings at least
three times a year. It may hold
extraordinary meetings at the
request of the Commission, at the
request of one third of all its
members, at the request of the
chair, or at the request of the
Executive Director in the fulfilment

fulfilment of his/her tasks. fulfilment of his/her tasks. fulfilment of his/her tasks. of his/her tasks. 272
3. The Executive Director 3.  The Executive Director 3.  The Executive Director 3. The Executive Director shall

shall take part in the shall take part in the shall take part in the take part in the deliberations, unless
deliberations, unless decided deliberations, unless decided deliberations, unless decided decided otherwise by the

otherwise by the Governing otherwise by the Governing otherwise by the Governing Governing Board, but shall have no
Board, but shall have no voting Board, but shall have no voting | Board, but shall have no voting voting rights. 273
rights. The Governing Board may | rights The-Geverning Board-may
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invite, on a case-by-case basis, nvite-on-a-ease-by-ease-basis; rights.
other persons to attend its otherpersotsto-attends
meetings as observers. meetings-as-observers:
3a. The Governing Board 3a. The Governing Board may
may invite, on a case-by-case invite, on a case-by-case basis,
basis, other persons to attend other persons to attend its
its meetings as observers meetings as observers including
including additional additional representatives of the
representatives of the Commission, for ensuring
Commission, for ensuring coordination and synergies
coordination and synergies between different Union activities
between different Union involving cybersecurity.
activities involving 274
cybersecurity.
4.  Members of the Industrial 4—Members-of the ndustrial | 4.  Members of the Industrial 4.  Members of the Industrial
and Scientific Advisory Board and-Seientiie A isorv-Bourd and Scientific Advisory Board and Scientific Advisory Board may
may take part, upon invitation may take part, upon invitation may take part, upon invitation take part, upon invitation from the
from the Chairperson, in the from-the-Chatrpersen—in-the from the Chairperson, in the Chairperson, in the meetings of the
meetings of the Governing Board, | meetings-ofthe Governing meetings of the Governing Governing Board, without voting
without voting rights. Board. without voting rights. Board, without voting rights. rights.
275
5. The members of the 5. The members of the 5. The members of the 5. The members of the
Governing Board and their Governing Board and their Governing Board and their Governing Board and their
alternates may, subject to its rules | alternates may, subject to its alternates may, subject to its alternates may, subject to its rules
of procedure, be assisted at the rules of procedure, be assisted at | rules of procedure, be assisted at of procedure, be assisted at the
meetings by advisers or experts. the meetings by advisers or the meetings by advisers or meetings by advisers or experts. 276
experts. experts.
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6.  The Competence Centre
shall provide the secretariat for
the Governing Board.

6.  The Competence Centre
shall provide the secretariat for
the Governing Board.

6.  The Competenee Centre

shall provide the secretariat for
the Governing Board.

6.  The Competenee Centre shall

provide the secretariat for the
Governing Board.

277

Article 15

Artiele 15

Article 15

Article 15

278

Voting rules of the Governing
Board

Vot les of the G .

Voting rules of the Governing
Board

Voting rules of the Governing
Board

279

-1. A vote shall be held if the
members of the Governing
Board failed to achieve
consensus.

280

-2.  The Governing Board
shall take its decisions by a
majority of at least 75% of all
voting rights. An absent
member of the Governing
Board may delegate his or her
vote to his or her alternate or,
in the absence of his or her
alternate, to another member.
Any member of the Governing
Board may represent not more
than one other member.

281

-2a. For decisions related to
the task laid down in Article
13(3) cb), contributing
Member States and the
Commission shall hold votes

282
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proportional to their relevant
contribution on that specific
action in line with the
methodology adopted
pursuant Article 13(3) s)
283
1. The Union shall hold 50 % | +—The Unionshallheld50-% | 1.  For any other decisions
of the voting rights. The voting ofthevoting rights—Fhevotng every Member State-and
rights of the Union shall be rights-of the Untonshall-be the Union shallheld 50-%
indivisible. tdivistble: ofthevotnerishts-shall
have one vote. The voting
rights of the Union shall 284
be indivisible.
2. Every participating Member | 2—Every-participating 2 Every-purtietpatitg
State shall hold one vote. Member-State-shall- hold-ene Member-State-shall-hold 735
vote. One vote.
3.  The Governing Board shall | 3—The-Geverning Board 3. The Governing Board
take its decisions by a majority of | shaltakeits-deeisionsbya shalthtake-its-deeistonsbya
at least 75% of all votes, majortty-ofatteast 75% of all majerity-efatleast 75%ofall
including the votes of the votes—chidinethevotes-oftthe . votes—inchuding thevetes-olthe
members who are absent, members-who-are-absent; members-who-are-absent;
representing at least 75% of the representing-atieast 5% ot the | representingatleast 5% ofthe
total financial contributions to the | tetal-finaneial-contributionste total financial contributions to
Competence Centre. The financial | the-Competence-Centre—The the-Competence Centre—the
contribution will be calculated financial contribution will be financial contribution will be
based on the estimated ealeulated-based-on-the calewlated-based-on-the
expenditures proposed by the estimated expenditures proposed  estimated cxpenditures proposcd 286
Member States referred to in byvtheMemberStatesreferredto - bvthe Member Statesreferred-to
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point ¢ of Article 17(2) and based

on the report on the value of the based on the report on the value  based onr the report on the value

contributions of the participating | efthe-contributions-ofthe of thecontributions-of the

Member States referred to in partieipatine MemberStates participatineMvember-States

Article 22(5). referred-to-inArtiele 22(5)- referred-to-inArticle 22(5)

4.  Only the representatives of | 4——Only-the-representatives-of | 4——Onlby-the representativesof

the Commission and the the-Commisston-and-the the- Commisston-and-the

representatives of the representatives-ofthe represehtatives-ofthe

participating Member States shall | partieipating Member-States participating Mcmber States 87
hold voting rights. sha-holdvoting rrehts shatbholdvotinerights:

5. The Chairperson shall take | 5~——The-Chairpersonshall-take | 5.  The Chairperson shall take 38
part in the voting. part in the voting, part in the voting.
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Article 15a

289

Voting rules of the Governing
Board

290

1. Decisions subject to vote
may concern:

291

(a) governance and
organisation of the Competence
Centre and the Network;

292

(b) allocation of budget for
the Competence Centre and the
Network;

293

(c) joint actions by several
Member States, possibly
complemented by Union budget
further to decision allocated in
accordance with point (b).

294

2. The Governing Board
shall adopt its decisions on the
basis of at least 75 % of the
votes of all members. The
voting rights of the Union shall
be represented by the
Commission and shall be
indivisible.

295
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3. For decisions under point
(a) of paragraph 1, each
Member States shall be
represented and have the same
equal rights of vote. For the
remaining votes available up to
100 %, the Union should have
at least 50 % of the voting
rights corresponding to its
financial contribution.

296

4.  For decisions falling
under point (b) or (¢) of
paragraph 1, or any other
decision not falling under any
other category of paragraph 1,
the Union shall hold at least 50
% of the voting rights
corresponding to its financial
contribution. Only contributing
Member States shall have
voting rights and they will
correspond to its financial
contribution.

297

5. If'the Chairperson has
been elected from among the
representatives of the Member
States, the Chairperson shall
take part in the voting as a
representative of his or her
Member State.

298
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SECTION II SECTION II SECTION II SECTION 11 299
EXECUTIVE DIRECTOR EXECUTIVE DIRECTOR EXECUTIVE DIRECTOR EXECUTIVE DIRECTOR 300
Article 16 Article 16 Article 16 Article 16 301
Appointment, dismissal or Appointment, dismissal or Appointment, dismissal or Appointment, dismissal or
extension of the term of office of | extension of the term of office | extension of the term of office extension of the term of office of 300
the Executive Director of the Executive Director of the Executive Director the Executive Director
1.  The Executive Director 1.  The Executive Director 1. The Executive Director 1. The Executive Director shall
shall be a person with expertise shall be a person with expertise | shall be a person with expertise be a person with expertise and high
and high reputation in the areas and high reputation in the areas | and high reputation in the areas reputation in the areas where the
where the Competence Centre where the Competence Centre where the Competenee Centre Ceompetenee Centre operates. 303
operates. operates. operates.
2. The Executive Director 2. The Executive Director 2. The Executive Director 2. The Executive Director shall
shall be engaged as a temporary shall be engaged as a temporary | shall be engaged as a temporary be engaged as a temporary agent of
agent of the Competence Centre | agent of the Competence Centre | agent of the Competenee Centre the Competenee Centre under
under Article 2(a) of the under Article 2(a) of the under Article 2(a) of the Article 2(a) of the Conditions of
Conditions of Employment of Conditions of Employment of Conditions of Employment of Employment of Other Servants. 304
Other Servants. Other Servants. Other Servants.
3. The Executive Director 3. The Executive Director 3. The Executive Director 3. The Executive Director shall
shall be appointed by the shall be appointed by the shall be appointed by the be appointed by the Governing
Governing Board from a list of Governing Board from a list of | Governing Board from a list of Board from a list of candidates
candidates proposed by the candidates proposed by the candidates proposed by the proposed by the Commission,
Commission, following an open | Commission, including Commission, following an open including nominations aiming to
and transparent selection nominations aiming to achieve | and transparent selection achieve gender balance from the
procedure. gender balance from the procedure. Member States, following an open, | 305
Member States, following an transparent and non-discriminatory
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open, transparent and non- selection procedure.

discriminatory selection

procedure.
4.  For the purpose of 4.  For the purpose of 4.  For the purpose of 4.  For the purpose of concluding
concluding the contract of the concluding the contract of the concluding the contract of the the contract of the Executive
Executive Director, the Executive Director, the Executive Director, the Director, the Competenee Centre
Competence Centre shall be Competence Centre shall be Cempetenee Centre shall be shall be represented by the
represented by the Chairperson of | represented by the Chairperson | represented by the Chairperson Chairperson of the Governing 306
the Governing Board. of the Governing Board. of the Governing Board. Board.
5. The term of office of the 5. The term of office of the 5. The term of office of the 5. The term of office of the
Executive Director shall be four | Executive Director shall be five | Executive Director shall be four Executive Director shall be five
years. By the end of that period, years. By the end of that period, | years. By the end of that period, years. By the end of that period, the
the Commission shall carry out an | the Commission shall carry out | the Commission shall carry out Commission shall carry out an
assessment which takes into an assessment which takes into | an assessment which takes into assessment which takes into
account the evaluation of the account the evaluation of the account the evaluation of the account the evaluation of the
performance of the Executive performance of the Executive performance of the Executive performance of the Executive
Director and the Competence Director and the Competence Director and the Competenee Director and the Competenee
Centre’s future tasks and Centre’s future tasks and Centre’s future tasks and Centre’s future tasks and 307
challenges. challenges. challenges. challenges.
6.  The Governing Board may, | 6.  The Governing Board 6.  The Governing Board 6.  The Governing Board may,
acting on a proposal from the may, acting on a proposal from | may, acting on a proposal from acting on a proposal from the
Commission which takes into the Commission which takes the Commission which takes Commission which takes into
account the assessment referred to | into account the assessment into account the assessment account the assessment referred to
in paragraph 5, extend once the referred to in paragraph 5, referred to in paragraph 5, in paragraph 5, extend once the
term of office of the Executive extend once the term of office of | extend once the term of office of term of office of the Executive
Director for no more than four the Executive Director for no the Executive Director for no Director for no more than five 308
years. more than five years. more than four years. years.
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7. An Executive Director
whose term of office has been
extended may not participate in
another selection procedure for

7. An Executive Director
whose term of office has been
extended may not participate in
another selection procedure for

7. An Executive Director
whose term of office has been
extended may not participate in
another selection procedure for

7. An Executive Director whose
term of office has been extended
may not participate in another
selection procedure for the same

the same post. the same post. the same post. post. 309

8.  The Executive Director 8.  The Executive Director 8. The Executive Director 8. The Executive Director shall

shall be removed from office only | shall be removed from office shall be removed from office be removed from office only by

by decision of the Governing only by decision of the only by decision of the decision of the Governing Board,

Board, acting on a proposal from | Governing Board, acting on Governing Board, acting on a acting on a proposal from the

the Commission. proposal from its members or proposal from the Commission Commission or at least 50% of the
on a proposal from the or at least 50% of the Member Member States. 310
Commission. States.

. . . . 311
Article 17 Article 17 Article 17 Article 17
Tasks of the Executive Director Tasks of the Executive Tasks of the Executive Tasks of the Executive Director 312
Director Director

1. The Executive Director 1.  The Executive Director 1. The Executive Director 1. The Executive Director shall

shall be responsible for operations | shall be responsible for shall be responsible for be responsible for operations and

and for the day-to-day operations and for the day-to- operations and for the day-to- for the day-to-day management of

management of the Competence | day management of the day management of the the Competenee Centre and shall be

Centre and shall be its legal Competence Centre and shall be | Cempetenee Centre and shall be its legal representative. The

representative. The Executive its legal representative. The its legal representative. The Executive Director shall be

Director shall be accountable to Executive Director shall be Executive Director shall be accountable to the Governing

the Governing Board and perform | accountable to the Governing accountable to the Governing Board and perform his or her duties

his or her duties with complete Board and perform his or her Board and perform his or her with complete independence within

independence within the powers | duties with complete duties with complete the powers assigned to him or her.

assigned to him or her. independence within the powers | independence within the powers 313
assigned to him or her. assigned to him or her.
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2. The Executive Director 2. The Executive Director 2. The Executive Director 2. The Executive Director shall
shall in particular carry out the shall in particular carry out the shall in particular carry out the in particular carry out the following
following tasks in an independent | following tasks in an following tasks in an tasks in an independent manner: 314
manner: independent manner: independent manner:
(a) implement the decisions (a) implement the decisions a) implement the a) implement the

adopted by the Governing adopted by the Governing decisions adopted by the decisions adopted by the Governing 315

Board; Board; Governing Board; Board;
(b) support the Governing (b) support the Governing b) support the b)  support the Governing Board
Board its work, provide the Board its work, provide the Governing Board in its work, in its work, provide the secretariat
secretariat for their meetings and | secretariat for their meetings and | provide the secretariat for their for their meetings and supply all
supply all information necessary | supply all information necessary | meetings and supply all information necessary for the
for the performance of their for the performance of their information necessary for the performance of their duties; 316
duties; duties; performance of their duties;
(c) after consultation with the (c) after consultation with the | ¢) after consultation (c) after consultation with the
Governing Board and the Governing Board, the Industrial | with the Governing Board and Governing Board, fthetndustrial
Commission, prepare and submit | and Scientific Advisory Board, | the Commission, prepare and and Scientific Advisory Board,
for adoption to the Governing ENISA, and the Commission, submit for adoption to the ENESA and the Commiission,
Board the draft multiannual prepare and submit for adoption | Governing Board the draft prepare and submit for adoption to
strategic plan and the draft annual | to the Governing Board the draft | multiannual strategic plan and the Governing Board the draft
work plan of the Competence multiannual strategic plan and the annual work plan of the multiannual strategic plan and the
Centre including the scope of the | the draft annual work plan of the | Competenee Centre including draft annual work plan of the
calls for proposals, calls for Competence Centre including the scope of the calls for Cempetenee Centre including the
expressions of interest and calls the scope of the calls for proposals, calls for expressions scope of the calls for proposals,
for tenders needed to implement | proposals, calls for expressions | of interest and calls for tenders calls for expressions of interest and
the work plan and the of interest and calls for tenders | needed to implement the work calls for tenders needed to
corresponding expenditure needed to implement the work plan and the corresponding implement the work plan and the
estimates as proposed by the plan and the corresponding expenditure estimates as corresponding expenditure
Member States and the expenditure estimates as proposed by the Member States estimates as proposed by the 317
Commission; proposed by the Member States | and the Commission; Member States and the
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and the Commission;

Commission;

(d) prepare and submit for
adoption to the Governing Board
the draft annual budget, including
the corresponding staff
establishment plan indicating the
number of temporary posts in
each grade and function group
and the number of contract staff
and seconded national experts
expressed in full-time

(d) prepare and submit for
adoption to the Governing Board
the draft annual budget,
including the corresponding staff
establishment plan indicating the
number of temporary posts in
each grade and function group
and the number of contract staff
and seconded national experts
expressed in full-time

d) prepare and
submit for adoption to the
Governing Board the draft
annual budget, including the
corresponding staff
establishment plan indicating the
number of temporary posts in
each grade and function group
and the number of contract staff
and seconded national experts

d) prepare and submit
for adoption to the Governing
Board the draft annual budget,
including the corresponding staff
establishment plan indicating the
number of temporary posts in each
grade and function group and the
number of contract staff and
seconded national experts
expressed in full-time equivalents;

equivalents; equivalents; expressed in full-time 318
equivalents;

(e) implement the (e) implement the work plan e) implement the e) implement the work

work plan and report to the and report to the Governing work plan and report to the plan and report to the Governing 319

Governing Board thereon; Board thereon; Governing Board thereon; Board thereon;

® prepare the draft (f) prepare the draft annual f) prepare the draft (f) prepare the draft annual

annual activity report on the activity report on the annual activity report on the activity report on the Cempetenee

Competence Centre, including the | Competence Centre, including Competenee Centre, including Centre, including the information

information on corresponding the information on the information on on corresponding expenditure; 320

expenditure; corresponding expenditure; corresponding expenditure;

(2) ensure the (g) ensure the implementation | g) ensure the (g) ensure the implementation of

implementation of effective of effective monitoring and implementation of effective effective monitoring and evaluation

monitoring and evaluation evaluation procedures relating to | monitoring and evaluation procedures relating to the

procedures relating to the the performance of the procedures relating to the performance of the Competenee

performance of the Competence Competence Centre; performance of the Cempetenee Centre; 321

Centre; Centre;
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(h) prepare an action (h) prepare an action plan h) prepare an action (h) prepare an action plan
plan following-up on the following-up on the conclusions | plan following-up on the following-up on the conclusions of
conclusions of the retrospective of the retrospective evaluations | conclusions of the retrospective the retrospective evaluations and
evaluations and reporting on and reporting on progress every | evaluations and reporting on reporting on progress every two
progress every two years to the two years to the Commission progress every two years to the years to the Commission and the 329
Commission and the European Parliament; | Commission; European Parliament;
(1) prepare, negotiate | (i)  prepare, negotiate and 1) prepares-negotiate 1)  prepareshegetiate-and
and conclude the agreements with | conclude the agreements with and conclude the agreements conclude the agreements with the
the National Coordination the National Coordination with the National Coordination National Coordination Centres; 323
Centres; Centres; Centres;
() be responsible for | (j)  be responsible for 1) be responsible for (j)  be responsible for
administrative, financial and staff | administrative, financial and administrative, financial and administrative, financial and staff
matters, including the staff matters, including the staff matters, including the matters, including the
implementation of the implementation of the implementation of the implementation of the Competence
Competence Centre budget, Competence Centre budget, Competenee Centre budget, Centre budget, taking due account
taking due account of advice taking due account of advice taking due account of advice of advice received from the Internal
received from the Internal received from the Internal received from the Internal Auditing Function, within the limits
Auditing Function, within the Auditing Function, within the Auditing Function, within the of the delegation by the Governing
limits of the delegation by the limits of the delegation by the limits of the delegation by the Board;

. . . 324
Governing Board; Governing Board; Governing Board;
(k) approve and (k) approve and manage the k) approve and k) approve and manage
manage the launch of calls for launch of calls for proposals, in | manage the launch of calls for the launch of calls for proposals, in
proposals, in accordance with the | accordance with the work plan proposals, in accordance with accordance with the work plan and
work plan and administer the and administer the grant the work plan and administer the administer the grant agreements 375
grant agreements and decisions; agreements and decisions; grant agreements and decisions; and decisions;
Q) approve the list of | (1)  after consulting the 1) approve the list of 1) Jeefter—consulting the
actions selected for funding on Industrial and Scientific actions selected for funding on Industrial and Scientific Advisory 3206
the basis of the ranking list Advisory Board and ENISA, the basis of the ranking list Beard-and ENISA;] approve the
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established by a panel of
independent experts;

approve the list of actions
selected for funding on the basis
of the ranking list established by
a panel of independent experts;

established by a panel of
independent experts;

list of actions selected for funding
on the basis of the ranking list
established by a panel of
independent experts;

(m) approve and
manage the launch of calls for
tenders, in accordance with the
work plan and administer the

(m) approve and manage the
launch of calls for tenders, in

accordance with the work plan
and administer the contracts;

m) approve and
manage the launch of calls for
tenders, in accordance with the
work plan and administer the

m) approve and manage
the launch of calls for tenders, in
accordance with the work plan and
administer the contracts;

contracts; contracts; 327
(n) approve the (n) approve the tenders n) approve the n) approve the tenders 3128
tenders selected for funding; selected for funding; tenders selected for funding; selected for funding;

(0) submit the draft (o) submit the draft annual 0) submit the draft 0) submit the draft

annual accounts and balance sheet | accounts and balance sheet to annual accounts and balance annual accounts and balance sheet

to the Internal Auditing Function, | the Internal Auditing Function, | sheet to the Internal Auditing to the Internal Auditing Function,

and subsequently to the and subsequently to the Function, and subsequently to and subsequently to the Governing 379
Governing Board, Governing Board, the Governing Board; Board;
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(p) ensure that risk (p) ensure that risk assessment | p) ensure that risk p) ensure that risk

assessment and risk management | and risk management are assessment and risk management assessment and risk management 330

are performed; performed; are performed, are performed,

(qQ) sign individual (q) sign individual grant q) sign individual q) sign individual grant

grant agreements, decisions and agreements, decisions and grant agreements, decisions and agreements, decisions and 331

contracts; contracts; contracts; contracts;

(r) sign procurement (r)  sign procurement r) sign procurement r) sign procurement 332

contracts; contracts; contracts; contracts;

(s) prepare an action (s) prepare an action plan S) prepare an action s)  prepare an action plan

plan following-up conclusions of | following-up conclusions of plan following-up conclusions of following-up conclusions of

internal or external audit reports, | internal or external audit reports, | internal or external audit reports, internal or external audit reports, as

as well as investigations by the as well as investigations by the | as well as investigations by the well as investigations by the

European Anti-Fraud Office European Anti-Fraud Office European Anti-Fraud Office European Anti-Fraud Office

(OLAF) and reporting on (OLAF) and reporting on (OLAF) and reporting on (OLAF) and reporting on progress

progress twice a year to the progress twice a year to the progress twice a year to the twice a year to the Commission and

Commission and regularly to the | Commission and the European | Commission and regularly to the the European Parliament and

Governing Board; Parliament and regularly to the | Governing Board, regularly to the Governing Board;
Governing Board; 333
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() prepare draft (t) prepare draft financial t) prepare draft (t) prepare draft financial rules
financial rules applicable to the rules applicable to the financial rules applicable to the applicable to the Competenee 334
Competence Centre; Competence Centre; Competenee Centre; Centre;
(u) establish and (u) establish and ensure the u) establish and u) establish and ensure the
ensure the functioning of an functioning of an effective and ensure the functioning of an functioning of an effective and
effective and efficient internal efficient internal control system | effective and efficient internal efficient internal control system and
control system and report any and report any significant control system and report any report any significant change to it
significant change to it to the change to it to the Governing significant change to it to the to the Governing Board; 335
Governing Board; Board; Governing Board;
(V) ensure effective (v) ensure effective V) ensure effective (v) ensure effective
communication with the Union's | communication with the Union's | communication with the Union's communication with the Union's
institutions; institutions and report, upon institutions; institutions and report, upon
request, to the European request, to the European 336
Parliament and to the Council, Parliament and to the Council,

(W) take any other (w) take any other measures w) take any other (w) take any other measures
measures needed to assess the needed to assess the progress of | measures needed to assess the needed to assess the progress of the
progress of the Competence the Competence Centre towards | progress of the Competenee Competenee Centre towards its
Centre towards its mission and its mission and objectives as set | Centre towards its mission and mission and objectives as set out in
objectives as set out in Articles 3 | out in Articles 3 and 4 of this objectives as set out in Articles 3 Articles 3 and 4 of this Regulation; 337
and 4 of this Regulation; Regulation; and 4 of this Regulation;
(x) perform any other | (x) perform any other tasks X) perform any other x)  perform any other tasks
tasks entrusted or delegated to entrusted or delegated to him or | tasks entrusted or delegated to entrusted or delegated to him or her
him or her by the Governing her by the Governing Board him or her by the Governing by the Governing Board. 338
Board. Board.

SECTION III SECTION III SECTION III SECTION III 339
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INDUSTRIAL AND INDUSTRIAL AND INDUSTRIAL AND INDUSTRIAL AND
SCIENTIFIC ADVISORY SCIENTIFIC ADVISORY SCIENTIFIC ADVISORY SCIENTIFIC ADVISORY
BOARD BOARD BOARD BOARD 340
. . . : 341
Article 18 Article 18 Article 18 Article 18
Composition of the Industrial Composition of the Industrial | Composition of the Industrial Composition of the Industrial 342
and Scientific Advisory Board | and Scientific Advisory Board | and Scientific Advisory Board and Scientific Advisory Board
1. The Industrial and 1.  The Industrial and 1.  The Industrial and 1.  The Industrial and Scientific
Scientific Advisory Board shall Scientific Advisory Board shall | Scientific Advisory Board shall Advisory Board shall consist of no
consist of no more than 16 consist of no more than 25 consist of no more than +6 20 more than 25 members. The
members. The members shall be | members. The members shall be | members. The members shall be members shall be appointed by the
appointed by the Governing appointed by the Governing appointed by the Governing Governing Board from among the
Board from among the Board from among the Board from among the representatives of the entities of the
representatives of the entities of | representatives of the entities of | representatives of the entities of Community, or its individual
the Cybersecurity Competence the Community, or its the Cybersecurity Competence member.
Community. individual members. Only Community.
representatives of entities which
are not controlled by a third
country or a third-country
entity except from EEA and
EFTA countries shall be
eligible. The appointment shall
be made in accordance with an
open, transparent and non-
discriminatory procedure. The
Board composition shall aim to
achieve gender balance, and
include a balanced 343
representation of the
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stakeholder groups from
industry, academic community
and civil society.

2. Members of the Industrial
and Scientific Advisory Board
shall have expertise either with
regard to cybersecurity research,
industrial development,
professional services or the
deployment thereof. The
requirements for such expertise
shall be further specified by the
Governing Board.

2. Members of the Industrial
and Scientific Advisory Board
shall have expertise either with
regard to cybersecurity research,
industrial development,
offering, implementing, or
deploying professional services
or products. The requirements
for such expertise shall be
further specified by the

2. Members of the Industrial
and Scientific Advisory Board
shall have expertise ettherwith
regard to cybersecurity research,
industrial development,
professional services or the
deployment thereof. The
requirements for such expertise
shall be further specified by the
Governing Board.

2. Members of the Industrial
and Scientific Advisory Board shall
have expertise either with regard to
cybersecurity research, industrial
development, offering,
implementing, or deploying
professional services or products.
The requirements for such expertise
shall be further specified by the
Governing Board.

Governing Board. 344
2a. The Governing Board 2a. The Governing Board shall
shall ensure that the ensure that the membership of
membership of the Industrial the Industrial and Scientific
and Scientific Advisory Board Adyvisory Board be balanced
be balanced between scientific, between scientific, industrial and
industrial and civil society civil society entities, demand and
entities, demand and supply supply side industries, and
side industries, and between between large providers and
large providers and small and small and medium enterprises as
medium enterprises as well as well as in terms of geographic
in terms of geographic provenance and aim to achieve 345
provenance and gender. gender balance.
3. Procedures concerning the | 3.  Procedures concerning the | 3.  Procedures concerning the 3. Procedures concerning the
appointment of its members by appointment of its members by | appointment of its members by appointment of its members by the
the Governing Board and the the Governing Board and the the Governing Board and the Governing Board and the operation | 346
operation of the Advisory Board, | operation of the Advisory Board, | operation of the Advisory Board, of the Advisory Board, shall be
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shall be specified in the
Competence Centre’s rules of
procedure and shall be made
public.

shall be specified in the
Competence Centre’s rules of
procedure and shall be made
public.

shall be specified in the
Competenee Centre’s rules of

procedure and shall be made
public.

specified in the Competenee

Centre’s rules of procedure, be
open, transparent and non-
discriminatory and shall be made
public.

4.  The term of office of
members of the Industrial and
Scientific Advisory Board shall
be three years. That term shall be

4. The term of office of
members of the Industrial and
Scientific Advisory Board shall
be three years. That term shall

4, The term of office of
members of the Industrial and

Scientific Advisory Board shall
be three years. Fhattermshall

4.  The term of office of
members of the Industrial and
Scientific Advisory Board shall be
three years. That term may be

renewable. be renewable. be renewable. renewable. 347
5. Representatives of the 5. Representatives of the 5. Representatives of the 5. Representatives of the
Commission and of the European | Commission and of ENISA Commission and of the Commission and of ENISA shall
Network and Information shall be invited to participate in | European Union Network-and be invited to participate in and
Security Agency may participate | and support the works of the Cyber-Seeurity Agency _for support the works of the Industrial
in and support the works of the Industrial and Scientific Cybersecurity may participate and Scientific Advisory Board. The
Industrial and Scientific Advisory | Advisory Board. The Board irand-support the works of the Board may invite additional
Board. may invite additional Industrial and Scientific representatives from the
representatives from the Advisory Board. Community in an observer,
Community in an observer, adviser, or expert capacity as
adviser, or expert capacity as appropriate, on a case-by-case
appropriate, on a case-by-case basis. 348
basis.
. . . . 349
Article 19 Article 19 Article 19 Article 19
Functioning of the Industrial Functioning of the Industrial Functioning of the Industrial Functioning of the Industrial and 350
and Scientific Advisory Board | and Scientific Advisory Board | and Scientific Advisory Board Scientific Advisory Board
1. The Industrial and 1. The Industrial and 1. The Industrial and 1. The Industrial and Scientific | 351
Scientific Advisory Board shall Scientific Advisory Board shall | Scientific Advisory Board shall Advisory Board shall meet at least
7616/19 EB/MAC/np 141
ANNEX JAIL2 LIMITE EN




meet at least twice a year.

meet at least three times a year.

meet at least twice a year.

twice a year.

2. The Industrial and 2. The Industrial and 2. The Industrial and 22— TFhetndustrittand-Setentitie
Scientific Advisory Board may Scientific Advisory Board shall | SeientifieAdvisoryBeard-may Advisory Board-may-advise-the
advise the Governing Board on provide suggestions to the advise the Governing Board on Governig Board on the
the establishment of working Governing Board on the the-establishment-of-working establishment-of-werking groups-on
groups on specific issues relevant | establishment of working groups | greups-en-speeifie-issues speciic tssues relevant to the work
to the work of the Competence on specific issues relevant to the | relevantto-the-workofthe of the Competence-Centre-where
Centre where necessary under the | work of the Competence Centre, | Competence-Centre-where necessary under the overall
overall coordination of one or whenever those issues fall neeessary under the overall coordination-of one-ormeore
more members of the Industrial within the tasks and areas of coordination-of-one-ormore members of the Industrial and
and Scientific Advisory Board. competence outlined in Article | members-ofthe Industrial-and Scientific Advisory Board.
20 and where necessary under SetentifieAdvisory-Beourd:
the overall coordination of one
or more members of the
Industrial and Scientific 350
Advisory Board
3. The Industrial and 3. The Industrial and 3. The Industrial and 3. The Industrial and Scicntific
Scientific Advisory Board shall Scientific Advisory Board shall | Seientific AdviseryBoard-shall Advisory Board shall clect its chair. 353
elect its chair. elect its chair. cleet its chair.
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4.  The Industrial and
Scientific Advisory Board shall
adopt its rules of procedure,
including the nomination of the
representatives that shall
represent the Advisory Board
where relevant and the duration
of their nomination.

4. The Industrial and
Scientific Advisory Board shall
adopt its rules of procedure,
including the nomination of the
representatives that shall
represent the Advisory Board
where relevant and the duration
of their nomination.

4.  The Industrial and
Scientific Advisory Board shall
adopt its rules of procedure,
including the nremination
election of the-representatives
chair, that shall represent the
Advisory Board where relevant
and the duration of their

4.  The Industrial and Scientific
Advisory Board shall adopt its rules
of procedure, including the
nemination-election of the
representatives-chair, that shall
represent the Advisory Board where
relevant and the duration of their
nomination.

L 354
nomination.
5.  The secretariat of the 5.  The secretariat of the
Industrial and Scientific Industrial and Scientific Advisory
Adyvisory Board is provided by Board is provided by the Centre,
the Centre, based on Centre’s based on Centre’s rules of 355
rules of procedure. procedure.
. . . . 356
Article 20 Article 20 Article 20 Article 20
Tasks of the Industrial and Tasks of the Industrial and Tasks of the Industrial and Tasks of the Industrial and 357
Scientific Advisory Board Scientific Advisory Board Scientific Advisory Board Scientific Advisory Board
The Industrial and Scientific The Industrial and Scientific The Industrial and Scientific The Industrial and Scientific
Advisory Board shall advise the | Advisory Board shall regularly | Advisory Board shall advise the Advisory Board shall regularly
Competence Centre in respect of | advise the Competence Centre in | Competenee Centre in respect of advise the Cempetenee Centre in
the performance of its activities respect of the performance of its | the performance of its activities respect of the performance of its 358
and shall: activities and shall: and shall: activities and shall:
-1.  participate in public -1.  participate in public
consultations organised by the consultations organised by the
Centre and other stakeholders, Centre and other stakeholders, at
at events open to all public and events open to all public and 359
private stakeholders having an private stakeholders having an
7616/19 EB/MAC/np 143
ANNEX JAIL2 LIMITE EN




interest in the field of
cybersecurity, on behalf of the
Centre and collect input from
the Community for the
strategic advice referred to in
paragraph 1;

interest in the field of
cybersecurity and collect input
from the Community for the
strategic advice referred to in
paragraph 1;

(6) provide to the Executive
Director and the Governing Board
strategic advice and input for
drafting the work plan and multi-
annual strategic plan within the
deadlines set by the Governing
Board;

(1) provide to the Executive
Director and the Governing
Board strategic advice and input
for deployment by, orientation
and operations of the
Competence Centre as far as
industry and research is
concerned, and drafting the
work plan and multi-annual
strategic plan within the
deadlines set by the Governing

1. provide to the
Executive Director and the
Governing Board strategic
advice and input for drafting the
work plan and multi-annual
strategic plan within the
deadlines set by the Governing
Board;

(1) provide to the Executive
Director and the Governing Board
strategic advice and input for
orientation and actions of the
Competence Centre as far as
industry and research is
concerned, and drafting the work
plan and multi-annual strategic plan
within the deadlines set by the
Governing Board;

Board; 360
(1a) advise the Governing (la) advise the Governing Board
Board on the establishment of on the establishment of working
working groups on specific groups on specific issues relevant
issues relevant to the work of to the work of the Competence 361
the Competence Centre; Centre;

(7) organise public (1) organise public 2. organise public (1) organise public consultations

consultations open to all public consultations open to all public | eensultations-open-to-allpublie open to all public and private

and private stakeholders having and private stakeholders having | and-private-stakehelders-having stakeholders having an interest in

an interest in the field of an interest in the field of an interest in the field of the field of cybersecurity, in order

cybersecurity, in order to collect cybersecurity, in order to collect | eyberseeurityin-orderto-coleet to collect input for the strategic

input for the strategic advice input for the strategic advice mpattorthestratesteadviee advice referred to in paragraph 1;

. . . 362

referred to in paragraph 1; referred to in paragraph 1; referred-to-tnparagrapht
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(8) promote and collect
feedback on the work plan and
multi-annual strategic plan of the
Competence Centre.

(3) promote and collect
feedback on the work plan and
multi-annual strategic plan of
the Competence Centre and
advise the Governing Board on
how to improve the
Competence Centre’s strategic

3. promote and collect
feedback on the work plan and
multi-annual strategic plan of the

Cempetenee Centre.

(3) promote and collect feedback
on the work plan and multi-annual
strategic plan of the Competence
Centre and advise the Governing
Board on how to improve the
Competence Centre’s strategic
orientation and operation.

orientation and operation. 363
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CHAPTER 111 CHAPTER III CHAPTER 111 CHAPTER III 364
FINANCIAL FINANCIAL FINANCIAL FINANCIAL
PROVISIONS PROVISIONS PROVISIONS PROVISIONS 365
. . . . 366
Article 21 Article 21 Article 21 Article 21
Union financial contribution Union financial contribution Union and Member States” 367
financial contribution
-1. The Centre shall be 363
funded by the Union.
1.  The Union’s contribution to | 1. ~ The Union’s contribution | 1.  The Union’s contribution
the Competence Centre to cover | to the Competence Centre to to the Competenee Centre to
administrative costs and cover administrative costs and cover administrative costs and
operational costs shall comprise operational costs shall comprise | operational costs shall comprise 369
the following: the following: the following:
(a) EUR 1 981 668 (@) EUR1780954875in a) [EUR 1 981 668
000 from the Digital Europe 2018 prices (EUR 1 998 696 000] from the Digital Europe
Programme, including up to EUR | 000 in current prices) from the | Programme, including up to
23 746 000 for administrative Digital Europe Programme, [EUR 23 746 000] for
costs; including up to EUR 21 385 465 | administrative costs;
in 2018 prices (EUR 23 746 000
in current prices) for
.. . _ 370
administrative costs;
(b) An amount from (b) An amount from the Horizon | b) An amount from
the Horizon Europe Programme, | Europe Programme, including the Horizon Europe Programme, 371
including for administrative costs, | for administrative costs, to be including for administrative
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to be determined taking into
account the strategic planning
process to be carried out pursuant
to Article 6(6) of Regulation
XXX [Horizon Europe
Regulation].

determined taking into account
the strategic planning process to
be carried out pursuant to
Article 6(6) of Regulation XXX
[Horizon Europe Regulation].

costs, to be determined by
taking into account the strategic
planning process to be carried
out pursuant to Article 6(6) of
Regulation XXX [Horizon
Europe Regulation] and the
strategic plan.

(ba) an amount from the
European Defence Fund for
defence-related actions of the
Competence Centre, including
for all related administrative
costs such as costs that the
Competence Centre may incur
when acting as a project
manager for actions carried out
under the European Defence
Fund.

372
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2. The maximum Union
contribution shall be paid from
the appropriations in the general
budget of the Union allocated to
[Digital Europe Programme] and
to the specific programme
implementing Horizon Europe,
established by Decision XXX.

2. The maximum Union
contribution shall be paid from
the appropriations in the general
budget of the Union allocated to
[Digital Europe Programme], to
the specific programme
implementing Horizon Europe,
established by Decision XXX, to
the European Defence Fund
and to other programmes and
projects falling within the scope
of the Competence Centre or

2. The maximum Union
contribution shall be paid from
the appropriations in the general
budget of the Union allocated to
[Digital Europe Programme] and
to the specific programme
implementing Horizon Europe,
established by Decision XXX.

the Network. 373

3. The Competence Centre 3. The Competence Centre 3. The Competenee Centre

shall implement cybersecurity shall implement cybersecurity shall implement cybersecurity

actions of [Digital Europe actions of [Digital Europe actions of [Digital Europe

Programme] and [Horizon Europe | Programme] and [Horizon Programme] and [Horizon

Programme] in accordance with Europe Programme] in Europe Programme] in

point (c) (iv) of Article 62 of accordance with point (c) (iv) of | accordance with point (c) (iv) of

Regulation (EU, Euratom) XXX*" | Article 62 of Regulation (EU, Article 62 of Regulation (EU,

[the financial regulation]. Euratom) XXX [the financial Euratom) XXX#! [the financial 374
regulation]. regulation].

4. The Union financial 4. The Union financial 54.  The Union financial

contribution shall not cover the contribution from Digital contribution shall not cover the

tasks referred to in Article 4(8)(b) | Europe Programme and from tasksreferred-to-in-Atrticle
Horizon Europe Programme 48¥bByContributions from 375
shall not cover the tasks referred | Union programmes other than

40 [add full title and OJ reference]

4 [add full title and OJ reference]
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to in Article 4(8)(b). These may
be covered by financial
contributions from the
European Defence Fund.

those referred to in
paragraphs (1) and (2) above
that are part of a Union co-
financing to a programme
implemented by one of the
Member States shall not be
accounted for in the
calculation of the Union
maximum financial
contribution referred to in
paragraphs (1) and (2) above.

65. Member States can make
voluntary financial
contributions for joint action
with the Union, paid in
instalments and in-kind
contributions consisting of
costs incurred by National
Coordination Centres and
beneficiaries in implementing
actions that are not

reimbursed by the Centre. 376

377
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Article 22 Article 22 Article-22 378
Contributions of participating | Contributions of participating | Centributions-ef participating
Member States Member States Member-State-contributingof 379
MemberStates
1.  The participating Member 1.  The participating Member | +——TFheparticipating Member
States shall make a total States shall make a total States—shat-make-atotal
contribution to the operational contribution to the operational contributionto-the-oeperational
and administrative costs of the and administrative costs of the and administrative costs ol the
Competence Centre of at least the | Competence Centre of at least Competence Centre of at least
same amounts as those in Article | the same amounts as those in the same amounts as those i 330
21(1) of this Regulation. Article 21(1) of this Regulation. | Artiele 2H-efthisRegulation-
7.4a—Member States' co-
funding of actions supported
by EU programmes other than
Horizon Europe and Digital
Europe could be considered as
contributions as those actions
are in the remit of the Centre's 331
missions and tasks.
2. For the purpose of assessing | 2.  For the purpose of 8.2—For the purpose of
the contributions referred to in assessing the contributions assessing the contributions
paragraph 1 and in point (b)ii of | referred to in paragraph 1 and in | referred to in paragraph 1 and in
Article 23(3), the costs shall be point (b)ii of Article 23(3), the point (b)ii of Article 23(3), the
determined in accordance with costs shall be determined in costs shall be determined in
the usual cost accounting accordance with the usual cost accordance with the usual cost
practices of the Member States accounting practices of the accounting practices of the
concerned, the applicable Member States concerned, the Member States concerned, the 382
accounting standards of the applicable accounting standards | applicable accounting standards
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Member State, and the applicable
International Accounting
Standards and International
Financial Reporting Standards.
The costs shall be certified by an
independent external auditor
appointed by the Member State
concerned. The valuation method
may be verified by the
Competence Centre should there
be any uncertainty arising from
the certification.

of the Member State, and the
applicable International
Accounting Standards and
International Financial
Reporting Standards. The costs
shall be certified by an
independent external auditor
appointed by the Member State
concerned. The valuation
method may be verified by the
Competence Centre should there
be any uncertainty arising from
the certification.

of the Member State, and the
applicable International
Accounting Standards and
International Financial
Reporting Standards. The costs
shall be certified by an
independent external auditor
appointed by the Member State
concerned. The valuation
method may be verified by the
Competenee Centre should there
be any uncertainty arising from
the certification.

3. Should any participating
Member State be in default of its
commitments concerning its
financial contribution, the
Executive Director shall put this
in writing and shall set a
reasonable period within which
such default shall be remedied. If
the situation is not remedied
within that period, the Executive
Director shall convene a meeting
of the Governing Board to decide
whether the defaulting
participating Member State’s
right to vote is to be revoked or
whether any other measures are to

3. Should any participating
Member State be in default of its
commitments concerning its
financial contribution, the
Executive Director shall put this
in writing and shall set a
reasonable period within which
such default shall be remedied.
If the situation is not remedied
within that period, the Executive
Director shall convene a meeting
of the Governing Board to
decide whether the defaulting
participating Member State’s
right to vote is to be revoked or
whether any other measures are

9.3. Should any partieipating
Member State be in default of its

commitments concerning its
financial contribution pursuant
to joint actions, the Executive
Director shall put this in writing
and shall set a reasonable period
within which such default shall
be remedied. If the situation is
not remedied within that period,
the Executive Director shall
convene a meeting of the
Governing Board to decide
whether the defaulting
participating Member State’s
right to vote is to be revoked or

be taken until its obligations have | to be taken until its obligations whether any other measures are 383
been met. The defaulting Member | have been met. The defaulting to be taken until its obligations
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State's voting rights shall be
suspended until the default of its
commitments is remedied.

Member State's voting rights
shall be suspended until the
default of its commitments is
remedied.

have been met. The defaulting
Member State's voting rights
concerning joint actions shall
be suspended until the default of
its commitments is remedied.

4. The Commission may
terminate, proportionally reduce
or suspend the Union’s financial
contribution to the Competence
Centre if the participating
Member States do not contribute,
contribute only partially or
contribute late with regard to the
contributions referred to in
paragraph 1.

4. The Commission may
terminate, proportionally reduce
or suspend the Union’s financial
contribution to the Competence
Centre if the participating
Member States do not
contribute, or contribute only
partially with regard to the
contributions referred to in
paragraph 1. The Commission’s
termination, reduction or
suspension of the Union’s
financial contribution shall be
proportionate in amount and
time to the reduction,
termination or suspension of

10.4. The Commission may
terminate, proportionally reduce
or suspend the Union’s financial

contribution to the-Competenece
Centre joint actions if the

partietpating-contributing
Member States do not
contribute, contribute only
partially or contribute late with
regard to the contributions
referred to in paragraph 1.

the Member States’
N 384
contributions.
5. The participating Member | 5.  The participating Member | 11.5. The participating
States shall report by 31 January | States shall report by 31 January | contributing Member States
each year to the Governing Board | each year to the Governing shall report by 31 January each
on the value of the contributions | Board on the value of the year to the Governing Board on
referred to in paragraphs 1 made | contributions referred to in the value of the contributions
in each of the previous financial | paragraphs 1 made in each of the | referred to in paragraphs 1 (for
year. previous financial year. joint action with the Union) 385
made in each of the previous
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financial year.
. . . 386
Article 23 Article 23 Article 23
Costs and resources of the Costs and resources of the Costs and resources of the 387
Competence Centre Competence Centre Cempetenee Centre
1.  The Competence Centre 1.  The Competence Centre 1. Fhe-CompetenceCentre
shall be jointly funded by the shall be jointly funded by the shall be jomtly funded by the
Union and Member States Union and Member States Union and Member States
through financial contributions through financial contributions | threughfinaneial-contributions
paid in instalments and paid in instalments and patd-in-instalments-and
contributions consisting of costs | contributions consisting of costs | eentributions-econsisting-ofecosts
incurred by National incurred by National incurred by National
Coordination Centres and Coordination Centres and Coordination Centres and
beneficiaries in implementing beneficiaries in implementing beneficiarics in implementing
actions that are not reimbursed by | actions that are not reimbursed setons-thature notreHibursed 338
the Competence Centre. by the Competence Centre. by the Competence Centre.
2. The administrative costs of | 2. The administrative costs of | 2.  The administrative costs of
the Competence Centre shall not | the Competence Centre shall not | the Competenee Centre shallnot
exceed EUR [number] and shall exceed EUR [number] and shall | exeeed EURfnumber}and-shall
be covered by means of financial | be covered by means of financial | be covered by means of financial
contributions divided equally on | contributions divided equally on | contributions divided-egualy-on
an annual basis between the an annual basis between the an annual basis between-from
Union and the participating Union and the participating the Union.-and the-participating
Member States. If part of the Member States. If part of the Member-State-Additional
contribution for administrative contribution for administrative contributions shall be made by
costs is not used, it may be made | costs is not used, it may be made | contributing Member States in
available to cover the operational | available to cover the proportion to their voluntary
costs of the Competence Centre. | operational costs of the contributions to joint action 389
between the Union and
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Competence Centre. Member States. If part of the
contribution for administrative
costs is not used, it may be made
available to cover the
operational costs of the
Cempetenee Centre.
3. The operational costs of the | 3.  The operational costs of 3. The operational costs of
Competence Centre shall be the Competence Centre shall be | the Cempetenee Centre shall be 390
covered by means of: covered by means of: covered by means of:
(c) the Union’s (a) the Union’s financial a) the Union’s 391
financial contribution; contribution; financial contribution;
(d) contributions from | (b) contributions from the b) voluntary
the participating Member States participating Member States in contributions from the
in the form of: the form of: partieipating-contributing
Member States in case of joint
action between the Union and 392
Member States in the form of:
(1) Financial contributions; and | (1)  Financial contributions; 1. Financial 393
and contributions; and
(i1)) where relevant, in-kind (1)) where relevant, in-kind il. where relevant,
contributions by the participating | contributions by the in-kind contributions by the
Member States of the costs participating Member States of | partieipating-contributing
incurred by National the costs incurred by National Member States. A contributing
Coordination Centres and Coordination Centres and Member State’s in-kind
beneficiaries in implementing beneficiaries in implementing contribution to a given action
indirect actions less the indirect actions less the supported by the Centre shall
contribution of the Competence contribution of the Competence | consist of the relevant costs 394
Centre and any other Union Centre and any other Union incurred by the National
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contribution to those costs; contribution to those costs; Coordination Centres and
beneficiaries established in that
Member State in-implementing
indireet-actions-less the
contribution of the Competence
Centre and any other Union
contribution to those costs;
4.  The resources of the 4.  The resources of the 4.  The resources of the
Competence Centre entered into | Competence Centre entered into | Cempetenee Centre entered into
its budget shall be composed of its budget shall be composed of | its budget shall be composed of 395
the following contributions: the following contributions: the following contributions:
396
(a) participating (a) the Union's and a) the Union’s
Member States' participating Member States' financial contributions to the
financial financial contributions to the operational and administrative
contributions to the | administrative costs; costs;
administrative
costs; 397
(b) participating (b) the Union's and b) participating
Member States' financial participating Member States' contributing Member States'
contributions to the operational financial contributions to the voluntary financial
costs; operational costs; contributions to the
administrative costs in case of
joint action between the Union 398
and Member States;
(©) any revenue (c) any revenue generated by | ¢) partictpating 399
generated by Competence Centre; | Competence Centre; contributing Member States'
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voluntary financial
contributions to the operational
costs in case of joint action
between the Union and
Member States;
(d) any other financial | (d) any other financial d) any revenue
contributions, resources and contributions, resources and generated by the-Competenee 400
revenues. revenues. Centre;
e) any other
financial contributions, 401
resources and revenues.
5. Anyinterest yielded by the |5.  Any interest yielded by the | 5. Any interest
contributions paid to the contributions paid to the yielded by the contributions paid
Competence Centre by the Competence Centre by the to the Competenee Centre by the
participating Member States shall | participating Member States partietpating-contributing
be considered to be its revenue. shall be considered to be its Member States shall be 402
revenue. considered to be its revenue..
6.  All resources of the 6.  All resources of the 6.  All resources of the
Competence Centre and its Competence Centre and its Competenee Centre and its
activities shall be aimed to activities shall be aimed to activities shall be aimed to
achieve to the objectives set out achieve to the objectives set out | achieve te the objectives set out 403
in Article 4. in Article 4. in Article 4.
7. The Competence Centre 7. The Competence Centre 7.  The Competenee Centre
shall own all assets generated by | shall own all assets generated by | shall own all assets generated by
it or transferred to it for the it or transferred to it for the it or transferred to it for the 404
fulfilment of its objectives. fulfilment of its objectives. fulfilment of its objectives.
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8.  Except when the 8.  Except when the 8.  Except when the
Competence Centre is wound up, | Competence Centre is wound Competenee Centre is wound
any excess revenue over up, any excess revenue over up, any excess revenue over
expenditure shall not be paid to expenditure shall not be paid to | expenditure shall not be paid to
the participating members of the | the participating members of the | the partietpating-contributing
Competence Centre. Competence Centre. members of the Competenee 405
Centre.
8a. The Competence Centre
shall cooperate closely with
other Union institutions,
agencies, and bodies in order to
benefit from synergies and,
where appropriate, to reduce 406
administrative costs.
Article 24 Article 24 Article 24 Article 24 407
Financial commitments Financial commitments Financial commitments Financial commitments 408
The financial commitments of the | The financial commitments of The financial commitments of The financial commitments of the
Competence Centre shall not the Competence Centre shall not | the Competenee Centre shall not Competenee Centre shall not
exceed the amount of financial exceed the amount of financial exceed the amount of financial exceed the amount of financial
resources available or committed | resources available or committed | resources available or committed resources available or committed to
. . . . . . . . 409
to its budget by its members. to its budget by its members. to its budget by its members. its budget by its members.
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Article 25 Article 25 Article 25 Article 25 410
Financial year Financial year Financial year Financial year 411
The financial year shall run from | The financial year shall run from | The financial year shall run from The financial year shall run from 1 412
1 January to 31 December. 1 January to 31 December. 1 January to 31 December. January to 31 December.
: . . . 413
Article 26 Article 26 Article 26 Article 26
Establishment of the budget Establishment of the budget Establishment of the budget Establishment of the budget 414
1. Each year, the Executive 1. Each year, the Executive 1. Each year, the Executive 1. Each year, the Executive
Director shall draw up a draft Director shall draw up a draft Director shall draw up a draft Director shall draw up a draft
statement of estimates of the statement of estimates of the statement of estimates of the statement of estimates of the
Competence Centre’s revenue Competence Centre’s revenue Cempetenee Centre’s revenue Ceompetenee Centre’s revenue and
and expenditure for the following | and expenditure for the and expenditure for the expenditure for the following
financial year, and shall forward | following financial year, and following financial year, and financial year, and shall forward it
it to the Governing Board, shall forward it to the Governing | shall forward it to the Governing to the Governing Board, together
together with a draft Board, together with a draft Board, together with a draft with a draft establishment plan.
establishment plan. Revenue and | establishment plan. Revenue and | establishment plan. Revenue and Revenue and expenditure shall be
expenditure shall be in balance. expenditure shall be in balance. | expenditure shall be in balance. in balance. The expenditure of the
The expenditure of the The expenditure of the The expenditure of the Cempetenee Centre shall include
Competence Centre shall include | Competence Centre shall include | Competenee Centre shall include the staff, administrative,
the staff, administrative, the staff, administrative, the staff, administrative, infrastructure and operational
infrastructure and operational infrastructure and operational infrastructure and operational expenses. Administrative expenses
expenses. Administrative expenses. Administrative expenses. Administrative shall be kept to a minimum,
expenses shall be kept to a expenses shall be kept to a expenses shall be kept to a alseprimarily through
minimum. minimum. minimum, also through redeployment of staff.
415
redeployment of staff.
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2. Each year, the Governing 2. Each year, the Governing | 2.  Each year, the Governing 2. Each year, the Governing

Board shall, on the basis of the Board shall, on the basis of the Board shall, on the basis of the Board shall, on the basis of the

draft statement of estimates of draft statement of estimates of draft statement of estimates of draft statement of estimates of

revenue and expenditure referred | revenue and expenditure referred | revenue and expenditure referred revenue and expenditure referred to

to in paragraph 1, produce a to in paragraph 1, produce a to in paragraph 1, produce a in paragraph 1, produce a statement
statement of estimates of revenue | statement of estimates of statement of estimates of of estimates of revenue and

and expenditure for the revenue and expenditure for the | revenue and expenditure for the expenditure for the Competenee
Competence Centre for the Competence Centre for the Competenee Centre for the Centre for the following financial 416
following financial year. following financial year. following financial year. year.

3. The Governing Board shall, | 3.  The Governing Board 3. The Governing Board 3. The Governing Board shall,

by 31 January each year, send the | shall, by 31 January each year, shall, by 31 January each year, by 31 January each year, send the
statement of estimates referred to | send the statement of estimates | send the statement of estimates statement of estimates referred to in

in paragraph 2, which shall be referred to in paragraph 2, which | referred to in paragraph 2, which paragraph 2, which shall be part of

part of the draft single shall be part of the draft single shall be part of the draft single the draft single programming
programming document, to the programming document, to the | programming document, to the document, to the Commission. 417
Commission. Commission. Commission.

4. On the basis of that 4. On the basis of that 4. On the basis of that 4. On the basis of that statement
statement of estimates, the statement of estimates, the statement of estimates, the of estimates, the Commission shall
Commission shall enter in the Commission shall enter in the Commission shall enter in the enter in the draft budget of the

draft budget of the Union the draft budget of the Union the draft budget of the Union the Union the estimates it deems

estimates it deems necessary for | estimates it deems necessary for | estimates it deems necessary for necessary for the establishment

the establishment plan and the the establishment plan and the the establishment plan and the plan and the amount of the

amount of the contribution to be | amount of the contribution to be | amount of the contribution to be contribution to be charged to the

charged to the general budget, charged to the general budget, charged to the general budget, general budget, which it shall

which it shall submit to the which it shall submit to the which it shall submit to the submit to the European Parliament
European Parliament and the European Parliament and the European Parliament and the and the Council in accordance with
Council in accordance with Council in accordance with Council in accordance with Articles 313 and 314 TFEU. 418
Article 313 and 314 TFEU. Article 313 and 314 TFEU. Articles 313 and 314 TFEU.
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5. The European Parliament 5. The European Parliament | 5.  The European Parliament 5. The European Parliament and
and the Council shall authorise and the Council shall authorise | and the Council shall authorise the Council shall authorise the
the appropriations for the the appropriations for the the appropriations for the appropriations for the contribution
contribution to the Competence contribution to the Competence | contribution to the Competenee to the Competenee Centre. 419
Centre. Centre. Centre.
6.  The European Parliament 6.  The European Parliament | 6.  The European Parliament 6.  The European Parliament and
and the Council shall adopt the and the Council shall adopt the and the Council shall adopt the the Council shall adopt the
establishment plan for the establishment plan for the establishment plan for the establishment plan for the 490
Competence Centre. Competence Centre. Ceompetenee Centre. Ceompetenee Centre.
7.  Together with the Work 7. Together with the Work 7.  Together with the Work 7.  Together with the Work Plan,
Plan, the Governing Board shall | Plan, the Governing Board shall | Plan, the Governing Board shall the Governing Board shall adopt
adopt the Centre's budget. It shall | adopt the Centre's budget. It adopt the Centre's budget. It the Centre's budget. It shall become
become final following definitive | shall become final following shall become final following final following definitive adoption
adoption of the general budget of | definitive adoption of the definitive adoption of the of the general budget of the Union.
the Union. Where appropriate, the | general budget of the Union. general budget of the Union. Where appropriate, the Governing
Governing Board shall adjust the | Where appropriate, the Where appropriate, the Board shall adjust the Competenee
Competence Centre’s budget and | Governing Board shall adjust the | Governing Board shall adjust the Centre’s budget and Work Plan in
Work Plan in accordance with the | Competence Centre’s budget Cempetenee Centre’s budget accordance with the general budget
general budget of the Union. and Work Plan in accordance and Work Plan in accordance of the Union.

with the general budget of the with the general budget of the a1

Union. Union.
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Article 27 422
Article 27 Article 27 Article 27
Presentation of the Competence Presentation of the Presentation of the Presentation of the Competenee
Centre’s accounts and Competence Centre’s accounts | Competenee Centre’s accounts Centre’s accounts and discharge 423
discharge and discharge and discharge
The presentation of the The presentation of the The presentation of the The presentation of the
Competence Centre's provisional | Competence Centre's provisional | Cempetenee Centre's provisional Competenee Centre's provisional
and final accounts and the and final accounts and the and final accounts and the and final accounts and the
discharge shall follow the rules discharge shall follow the rules | discharge shall follow the rules discharge shall follow the rules and
and timetable of the Financial and timetable of the Financial and timetable of the Financial timetable of the Financial
Regulation and of its financial Regulation and of its financial Regulation and of its financial Regulation and of its financial rules
rules adopted in accordance with | rules adopted in accordance with | rules adopted in accordance with adopted in accordance with Article 424
Article 29. Article 29. Article 29. 29.
Article 28 Article 28 Article 28 Article 28 425
Operational and financial Operational and financial Operational and financial Operational and financial
reporting reporting reporting reporting 426
1.  The Executive Director 1.  The Executive Director 1.  The Executive Director 1.  The Executive Director shall
shall report annually to the shall report annually to the shall report annually to the report annually to the Governing
Governing Board on the Governing Board on the Governing Board on the Board on the performance of
performance of his/her duties in performance of his/her duties in | performance of his/her duties in his/her duties in accordance with
accordance with the financial accordance with the financial accordance with the financial the financial rules of the 427
rules of the Competence Centre. | rules of the Competence Centre. | rules of the Coempetenee Centre. Ceompetenee Centre.
2. Within two months of the 2. Within two months of the | 2.  Within two months of the 2. Within two months of the 428
closure of each financial year, the | closure of each financial year, closure of each financial year, closure of each financial year, the
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Executive Director shall submit to
the Governing Board for approval
an annual activity report on the
progress made by the
Competence Centre in the
previous calendar year, in
particular in relation to the work
plan for that year. That report
shall include, inter alia,
information on the following
matters:

the Executive Director shall
submit to the Governing Board
for approval an annual activity
report on the progress made by
the Competence Centre in the
previous calendar year, in
particular in relation to the work
plan for that year. That report
shall include, inter alia,
information on the following
matters:

the Executive Director shall
submit to the Governing Board
for approval an annual activity
report on the progress made by
the Competenee Centre in the
previous calendar year, in
particular in relation to the work
plan for that year. That report
shall include, inter alia,
information on the following
matters:

Executive Director shall submit to
the Governing Board for approval
an annual activity report on the
progress made by the Competence
Centre in the previous calendar
year, in particular in relation to the
work plan for that year. That report
shall include, inter alia, information
on the following matters:

(e) operational actions | (a) operational actions carried | a) operational a) operational actions

carried out and the corresponding | out and the corresponding actions carried out and the carried out and the corresponding 499

expenditure; expenditure; corresponding expenditure; expenditure;

® the actions (b) the actions submitted, b) the actions b) the actions

submitted, including a breakdown | including a breakdown by submitted, including a submitted, including a breakdown

by participant type, including participant type, including breakdown by participant type, by participant type, including

SMEs, and by Member State; SMEs, and by Member State; including SMEs, and by SMEs, and by Member State; 430
Member State;

(2) the actions selected | (c) the actions selected for C) the actions c) the actions selected for

for funding, including a funding, including a breakdown | selected for funding, including a funding, including a breakdown by

breakdown by participant type, by participant type, including breakdown by participant type, participant type, including SMEs

including SMEs, and by Member | SMEs, and by Member State and | including SMEs and technology and technology related SMEs, and

State and indicating the indicating the contribution of the | related SMEs, and by Member by Member State and indicating the

contribution of the Competence Competence Centre to the State and indicating the contribution of the Cempetenee

Centre to the individual individual participants and contribution of the Competence Centre to the individual participants

participants and actions; actions; Centre to the individual and actions; 431
participants and actions;
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(h) progress towards
the achievement of the objectives
set out in Article 4 and proposals
for further necessary work to

(d) progress towards the
achievement of the objectives
set out in Article 4 and
proposals for further necessary
work to achieve these

d) progress towards
the achievement of the
objectives set out in Article 4
and proposals for further
necessary work to achieve these

d) progress towards the
achievement of the objectives set
out in Article 4 and proposals for
further necessary work to achieve
these objectives.

achieve these objectives.
. L 432
objectives. objectives.
3. Once approved by the 3. Once approved by the 3. Once approved by the 3. Once approved by the
Governing Board, the annual Governing Board, the annual Governing Board, the annual Governing Board, the annual
activity report shall be made activity report shall be made activity report shall be made activity report shall be made 433
publicly available. publicly available. publicly available. publicly available.
7616/19 EB/MAC/np 163
ANNEX JAL2 LIMITE EN



Article 29 Article 29 Article 29 Article 29 434
Financial rules Financial rules Financial rules Financial rules 435
The Competence Centre shall The Competence Centre shall The Cempetenee Centre shall The Cempetenee Centre shall adopt
adopt its specific financial rules adopt its specific financial rules | adopt its specific financial rules its specific financial rules in
in accordance with Article 70 of | in accordance with Article 70 of | in accordance with Article 70 of accordance with Article 70 of
Regulation XXX [new Financial | Regulation XXX [new Financial | Regulation XXX [new Financial Regulation XXX [new Financial 436
Regulation]. Regulation]. Regulation]. Regulation].
. . . . 437
Article 30 Article 30 Article 30 Article 30
Protection of financial interests Protection of financial Protection of financial Protection of financial interests 438
interests interests
1.  The Competence Centre 1.  The Competence Centre 1.  The Competenee Centre 1.  The Competenee Centre shall
shall take appropriate measures to | shall take appropriate measures | shall take appropriate measures take appropriate measures to ensure
ensure that, when actions to ensure that, when actions to ensure that, when actions that, when actions financed under
financed under this Regulation financed under this Regulation financed under this Regulation this Regulation are implemented,
are implemented, the financial are implemented, the financial are implemented, the financial the financial interests of the Union
interests of the Union are interests of the Union are interests of the Union are are protected by the application of
protected by the application of protected by the application of | protected by the application of preventive measures against fraud,
preventive measures against preventive measures against preventive measures against corruption and any other illegal
fraud, corruption and any other fraud, corruption and any other | fraud, corruption and any other activities, by regular and effective
illegal activities, by effective illegal activities, by regular and | illegal activities, by effective checks and, if irregularities are
checks and, if irregularities are effective checks and, if checks and, if irregularities are detected, by the recovery of the
detected, by the recovery of the irregularities are detected, by the | detected, by the recovery of the amounts wrongly paid and, where
amounts wrongly paid and, where | recovery of the amounts wrongly | amounts wrongly paid and, appropriate, by effective,
appropriate, by effective, paid and, where appropriate, by | where appropriate, by effective, proportionate and dissuasive 439
proportionate and dissuasive effective, proportionate and proportionate and dissuasive administrative sanctions.
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administrative sanctions.

dissuasive administrative
sanctions.

administrative sanctions.

2. The Competence Centre
shall grant Commission staff and
other persons authorised by the
Commission, as well as the Court
of Auditors, access to its sites and
premises and to all the
information, including
information in electronic format
that is needed in order to conduct

2. The Competence Centre
shall grant Commission staff and
other persons authorised by the
Commission, as well as the
Court of Auditors, access to its
sites and premises and to all the
information, including
information in electronic format
that is needed in order to

2. The Competenee Centre

shall grant Commission staff and
other persons authorised by the
Commission, as well as the
Court of Auditors, access to its
sites and premises and to all the
information, including
information in electronic format
that is needed in order to

2.  The Competenee Centre shall

grant Commission staff and other
persons authorised by the
Commission, as well as the Court
of Auditors, access to its sites and
premises and to all the information,
including information in electronic
format that is needed in order to
conduct their audits.

their audits. conduct their audits. conduct their audits. 440

3. The European Anti-Fraud 3. The European Anti-Fraud | 3.  The European Anti-Fraud 3. The European Anti-Fraud

Office (OLAF) may carry out Office (OLAF) may carry out Office (OLAF) may carry out Office (OLAF) may carry out

investigations, including on-the- | investigations, including on-the- | investigations, including on-the- investigations, including on-the-

spot checks and inspections, in spot checks and inspections, in spot checks and inspections, in spot checks and inspections, in

accordance with the provisions accordance with the provisions | accordance with the provisions accordance with the provisions and

and procedures laid down in and procedures laid down in and procedures laid down in procedures laid down in Council

Council Regulation (Euratom, Council Regulation (Euratom, Council Regulation (Euratom, Regulation (Euratom, EC) No

EC) No 2185/96*? and Regulation | EC) No 2185/96* and EC) No 2185/96¢ and 2185/964% and Regulation (EU,

(EU, Euratom) No 883/2013 of Regulation (EU, Euratom) No Regulation (EU, Euratom) No Euratom) No 883/2013 of the

the European Parliament and of 883/2013 of the European 883/2013 of the European European Parliament and of the 441

the Council*® with a view to Parliament and of the Council*® | Parliament and of the Council?’ Council* with a view to

42 Council Regulation (Euratom, EC) No 2185/96 of 11 November 1996 concerning on-the-spot checks and inspections carried out by the
Commission in order to protect the European Communities’ financial interests against fraud and other irregularities (OJ L 292, 15.11.1996,

p. 2).

43 Regulation (EU, Euratom) No 883/2013 of the European Parliament and of the Council of 11 September 2013 concerning investigations
conducted by the European Anti-Fraud Office (OLAF) and repealing Regulation (EC) No 1073/1999 of the European Parliament and of the
Council and Council Regulation (Euratom) No 1074/1999 (OJ L 248, 18.9.2013, p. 1).
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establishing whether there has with a view to establishing with a view to establishing establishing whether there has been

been fraud, corruption or any whether there has been fraud, whether there has been fraud, fraud, corruption or any other
other illegal activity affecting the | corruption or any other illegal corruption or any other illegal illegal activity affecting the
financial interests of the Union in | activity affecting the financial activity affecting the financial financial interests of the Union in
connection with a grant interests of the Union in interests of the Union in connection with a grant agreement
agreement or a contract funded, connection with a grant connection with a grant or a contract funded, directly or
directly or indirectly, in agreement or a contract funded, | agreement or a contract funded, indirectly, in accordance with this
accordance with this Regulation. | directly or indirectly, in directly or indirectly, in Regulation.

accordance with this Regulation. | accordance with this Regulation.

4.

Without prejudice to 4.  Without prejudice to 4.  Without prejudice to 4.  Without prejudice to
paragraphs 1, 2 and 3 of this paragraphs 1, 2 and 3 of this paragraphs 1, 2 and 3 of this paragraphs 1, 2 and 3 of this

Article, contracts and grant Article, contracts and grant Article, contracts and grant Article, contracts and grant 442

agreements resulting from the agreements resulting from the agreements resulting from the agreements resulting from the

44

45

46

47

Council Regulation (Euratom, EC) No 2185/96 of 11 November 1996 concerning on-the-spot checks and inspections carried out by the
Commission in order to protect the European Communities’ financial interests against fraud and other irregularities (OJ L 292, 15.11.1996,
p. 2).
Regulation (EU, Euratom) No 883/2013 of the European Parliament and of the Council of 11 September 2013 concerning investigations
conducted by the European Anti-Fraud Office (OLAF) and repealing Regulation (EC) No 1073/1999 of the European Parliament and of the
Council and Council Regulation (Euratom) No 1074/1999 (OJ L 248, 18.9.2013, p. 1).
Council Regulation (Euratom, EC) No 2185/96 of 11 November 1996 concerning on-the-spot checks and inspections carried out by the
Commission in order to protect the European Communities’ financial interests against fraud and other irregularities (OJ L 292, 15.11.1996,
p. 2).
Regulation (EU, Euratom) No 883/2013 of the European Parliament and of the Council of 11 September 2013 concerning investigations
conducted by the European Anti-Fraud Office (OLAF) and repealing Regulation (EC) No 1073/1999 of the European Parliament and of the
Council and Council Regulation (Euratom) No 1074/1999 (OJ L 248, 18.9.2013, p. 1).
Council Regulation (Euratom, EC) No 2185/96 of 11 November 1996 concerning on-the-spot checks and inspections carried out by the
Commission in order to protect the European Communities’ financial interests against fraud and other irregularities (OJ L 292, 15.11.1996, p. 2).
Regulation (EU, Euratom) No 883/2013 of the European Parliament and of the Council of 11 September 2013 concerning investigations
conducted by the European Anti-Fraud Office (OLAF) and repealing Regulation (EC) No 1073/1999 of the European Parliament and of the
Council and Council Regulation (Euratom) No 1074/1999 (OJ L 248, 18.9.2013, p. 1).

7616/19 EB/MAC/np 166
ANNEX JAL2 LIMITE EN




implementation of this Regulation
shall contain provisions expressly
empowering the Commission, the
Competence Centre, the Court of
Auditors and OLAF to conduct
such audits and investigations in
accordance with their respective
competences. Where the
implementation of an action is
outsourced or sub-delegated, in
whole or in part, or where it
requires the award of a
procurement contract or financial
support to a third party, the
contract, or grant agreement shall
include the contractor's or
beneficiary's obligation to impose
on any third party involved
explicit acceptance of those
powers of the Commission, the
Competence Centre, the Court of

implementation of this
Regulation shall contain
provisions expressly
empowering the Commission,
the Competence Centre, the
Court of Auditors and OLAF to
conduct such audits and
investigations in accordance
with their respective
competences. Where the
implementation of an action is
outsourced or sub-delegated, in
whole or in part, or where it
requires the award of a
procurement contract or
financial support to a third party,
the contract, or grant agreement
shall include the contractor's or
beneficiary's obligation to
impose on any third party
involved explicit acceptance of

implementation of this
Regulation shall contain
provisions expressly
empowering the Commission,
the Competenee Centre, the
Court of Auditors and OLAF to
conduct such audits and
investigations in accordance
with their respective
competences. Where the
implementation of an action is
outsourced or sub-delegated, in
whole or in part, or where it
requires the award of a
procurement contract or
financial support to a third party,
the contract, or grant agreement
shall include the contractor's or
beneficiary's obligation to
impose on any third party
involved explicit acceptance of

implementation of this Regulation
shall contain provisions expressly
empowering the Commission, the
Ceompetenee Centre, the Court of
Auditors and OLAF to conduct
such audits and investigations in
accordance with their respective
competences. Where the
implementation of an action is
outsourced or sub-delegated, in
whole or in part, or where it
requires the award of a
procurement contract or financial
support to a third party, the
contract, or grant agreement shall
include the contractor's or
beneficiary's obligation to impose
on any third party involved explicit
acceptance of those powers of the

Commission, the Competenee
Centre, the Court of Auditors and

Auditors and OLAF. those powers of the those powers of the OLAF.

Commission, the Competence Commission, the Competenee

Centre, the Court of Auditors Centre, the Court of Auditors

and OLAF. and OLAF.
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CHAPTER1V CHAPTER IV CHAPTER 1V CHAPTER 1V 443
COMPETENCE COMPETENCE COMBETENCE
CENTRE STAFF CENTRE STAFF CENTRE STAFF dad
Article 31 Article 31 Article 31 Article 31 445
Staff Staff Staff Staff 446
1. The Staff Regulations of 1. The Staff Regulations of 1. The Staff Regulations of 1. The Staff Regulations of
Officials and the Conditions of Officials and the Conditions of | Officials and the Conditions of Officials and the Conditions of
Employment of Other Servants of | Employment of Other Servants | Employment of Other Servants Employment of Other Servants of
the European Union as laid down | of the European Union as laid of the European Union as laid the European Union as laid down
by Council Regulation (EEC, down by Council Regulation down by Council Regulation by Council Regulation (EEC,
Euratom, ECSC) No 259/68%° (EEC, Euratom, ECSC) No (EEC, Euratom, ECSC) No Euratom, ECSC) No 259/68%
(‘Staff Regulations’ and 259/683! (‘Staff Regulations’ 259/68%* (‘Staff Regulations’ and (‘Staff Regulations’ and 447
‘Conditions of Employment’) and | and ‘Conditions of ‘Conditions of Employment’) ‘Conditions of Employment’) and

S0 Regulation (EEC, Euratom, ECSC) No 259/68 of the Council of 29 February 1968 laying down the Staff Regulations of Officials and the

51

52

53

Conditions of Employment of Other Servants of the European Communities and instituting special measures temporarily applicable to officials
of the Commission (OJ L 56, 4.3.1968, p. 1).

Regulation (EEC, Euratom, ECSC) No 259/68 of the Council of 29 February 1968 laying down the Staff Regulations of Officials and the
Conditions of Employment of Other Servants of the European Communities and instituting special measures temporarily applicable to officials
of the Commission (OJ L 56, 4.3.1968, p. 1).

Regulation (EEC, Euratom, ECSC) No 259/68 of the Council of 29 February 1968 laying down the Staff Regulations of Officials and the
Conditions of Employment of Other Servants of the European Communities and instituting special measures temporarily applicable to officials
of the Commission (OJ L 56, 4.3.1968, p. 1).

Regulation (EEC, Euratom, ECSC) No 259/68 of the Council of 29 February 1968 laying down the Staff Regulations of Officials and the
Conditions of Employment of Other Servants of the European Communities and instituting special measures temporarily applicable to officials
of the Commission (OJ L 56, 4.3.1968, p. 1).
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the rules adopted jointly by the
institutions of the Union for the
purpose of applying the Staff
Regulations and Conditions of
Employment shall apply to the
staff of the Competence Centre.

Employment’) and the rules
adopted jointly by the
institutions of the Union for the
purpose of applying the Staff
Regulations and Conditions of
Employment shall apply to the
staff of the Competence Centre.

and the rules adopted jointly by
the institutions of the Union for
the purpose of applying the Staff
Regulations and Conditions of
Employment shall apply to the

staff of the Competenee Centre.

the rules adopted jointly by the
institutions of the Union for the
purpose of applying the Staff
Regulations and Conditions of
Employment shall apply to the staff

of the Cempetenee Centre.

2. The Governing Board shall
exercise, with respect to the staff
of the Competence Centre, the
powers conferred by the Staff
Regulations on the Appointing
Authority and the powers
conferred by the Conditions of
Employment on the authority
empowered to conclude contract
(“the appointing authority

2. The Governing Board
shall exercise, with respect to the
staff of the Competence Centre,
the powers conferred by the
Staff Regulations on the
Appointing Authority and the
powers conferred by the
Conditions of Employment on
the authority empowered to
conclude contract (‘the

2. The Governing Board
shall exercise, with respect to the
staff of the Competenee Centre,
the powers conferred by the
Staff Regulations on the
Appointing Authority and the
powers conferred by the
Conditions of Employment on
the authority empowered to
conclude contract (‘the

2. The Governing Board shall
exercise, with respect to the staff of
the Competenee Centre, the powers
conferred by the Staff Regulations
on the Appointing Authority and
the powers conferred by the
Conditions of Employment on the
authority empowered to conclude
contract (‘the appointing authority
powers’).

powers’). appointing authority powers’). appointing authority powers’). 448
3. The Governing Board shall | 3.  The Governing Board 3. The Governing Board 3. The Governing Board shall

adopt, in accordance with Article | shall adopt, in accordance with shall adopt, in accordance with adopt, in accordance with Article

110 of the Staff Regulations, a Article 110 of the Staff Article 110 of the Staff 110 of the Staff Regulations, a

decision based on Article 2(1) of | Regulations, a decision based on | Regulations, a decision based on decision based on Article 2(1) of

the Staff Regulations and on Article 2(1) of the Staff Article 2(1) of the Staff the Staff Regulations and on Article
Article 6 of the Conditions of Regulations and on Article 6 of | Regulations and on Article 6 of 6 of the Conditions of Employment
Employment delegating the the Conditions of Employment | the Conditions of Employment delegating the relevant appointing
relevant appointing authority delegating the relevant delegating the relevant authority powers to the Executive

powers to the Executive Director | appointing authority powers to appointing authority powers to Director and defining the

and defining the conditions under | the Executive Director and the Executive Director and conditions under which that

which that delegation may be defining the conditions under defining the conditions under delegation may be suspended. The
suspended. The Executive which that delegation may be which that delegation may be Executive Director is authorised to | 449
Director is authorised to sub- suspended. The Executive suspended. The Executive
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delegate those powers.

Director is authorised to sub-
delegate those powers.

Director is authorised to sub-
delegate those powers.

sub-delegate those powers.

4.  Where exceptional
circumstances so require, the
Governing Board may by
decision temporarily suspend the
delegation of the appointing
authority powers to the Executive
Director and any sub-delegation
made by the latter. In such a case
the Governing Board shall
exercise itself the appointing
authority powers or delegate them
to one of its members or to a staff
member of the Competence
Centre other than the Executive

4. Where exceptional
circumstances so require, the
Governing Board may by
decision temporarily suspend the
delegation of the appointing
authority powers to the
Executive Director and any sub-
delegation made by the latter. In
such a case the Governing Board
shall exercise itself the
appointing authority powers or
delegate them to one of its
members or to a staff member of
the Competence Centre other

4. Where exceptional
circumstances so require, the
Governing Board may by
decision temporarily suspend the
delegation of the appointing
authority powers to the
Executive Director and any sub-
delegation made by the latter. In
such a case the Governing Board
shall exercise itself the
appointing authority powers or
delegate them to one of its
members or to a staff member of

the Competenee Centre other

4. Where exceptional
circumstances so require, the
Governing Board may by decision
temporarily suspend the delegation
of the appointing authority powers
to the Executive Director and any
sub-delegation made by the latter.
In such a case the Governing Board
shall exercise itself the appointing
authority powers or delegate them
to one of its members or to a staff

member of the Competenee Centre

other than the Executive Director

Director. than the Executive Director. than the Executive Director. 450

5. The Governing Board shall | 5.  The Governing Board 5. The Governing Board 5. The Governing Board shall

adopt implementing rules as shall adopt implementing rules shall adopt implementing rules adopt implementing rules as

regards the Staff Regulations and | as regards the Staff Regulations | as regards the Staff Regulations regards the Staff Regulations and

the Conditions of Employment in | and the Conditions of and the Conditions of the Conditions of Employment in

accordance with Article 110 of Employment in accordance with | Employment in accordance with accordance with Article 110 of the

the Staff Regulations. Article 110 of the Staff Article 110 of the Staff Staff Regulations. 451
Regulations. Regulations.

6.  The staff resources shallbe | 6.  The staff resources shall 6.  The staff resources shall 6.  The staff resources shall be

determined in the staff be determined in the staff be determined in the staff determined in the staff

establishment plan of the establishment plan of the establishment plan of the establishment plan of the

Competence Centre, indicating Competence Centre, indicating | Coempeteree Centre, indicating Cempetenee Centre, indicating the

the number of temporary posts by | the number of temporary posts the number of temporary posts number of temporary posts by 452

function group and by grade and | by function group and by grade | by function group and by grade function group and by grade and
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the number of contract staff
expressed in full-time
equivalents, in line with its annual
budget.

and the number of contract staff
expressed in full-time
equivalents, in line with its
annual budget.

and the number of contract staff
expressed in full-time
equivalents, in line with its
annual budget.

the number of contract staff
expressed in full-time equivalents,
in line with its annual budget.

7. The staff of the
Competence Centre shall consist

of temporary staff and contract
staff.

7. The Competence Centre
shall aim to achieve gender
balance among its staff. The
staff shall consist of temporary
staff and contract staff.

7.  The human resources
required in the Centre shall be
met by redeployment of staff
from the Commission and
European bodies. The staff of
the Competenee Centre shall
may consist of temporary staff
and contract staff.

7. The human resources required
in the Centre shall be met by
redeployment of staff from the
Commission and European
bodies. The Competence Centre
shall aim to achieve gender
balance among its staff. The staff
of the Cempetence Centre shall
may consist of temporary staff and
contract staff.

453
8. All costs related to staff 8. All costs related to staff 8. All costs related to staff 8. All costs related to staff shall
shall be borne by the Competence | shall be borne by the shall be borne by the be borne by the Coempetenee 454
Centre. Competence Centre. Cempetenee Centre. Centre.
. . . . 455
Article 32 Article 32 Article 32 Article 32
Seconded national experts and | Seconded national experts and | Seconded national experts and Seconded national experts and 456
other staff other staff other staff other staff
1. The Competence Centre 1.  The Competence Centre 1. The Competence Centre 1. The Competence Centre may
may make use of seconded may make use of seconded may make use of seconded make use of seconded national
national experts or other staff not | national experts or other staff national experts or other staff experts or other staff not employed
employed by the Competence not employed by the not employed by the by the Competenee Centre 457
Centre. Competence Centre. Cempetenee Centre.
7616/19 EB/MAC/np 171
ANNEX JAL2 LIMITE EN




2. The Governing Board shall | 2.  The Governing Board 2. The Governing Board 2. The Governing Board shall
adopt a decision laying down shall adopt a decision laying shall adopt a decision laying adopt a decision laying down rules
rules on the secondment of down rules on the secondment of | down rules on the secondment of on the secondment of national
national experts to the national experts to the national experts to the experts to the Competenee Centre,
Competence Centre, in agreement | Competence Centre, in Competenee Centre, in in agreement with the Commission
) . . . . . 458
with the Commission. agreement with the Commission. | agreement with the Commission.
. . . . 459
Article 33 Article 33 Article 33 Article 33
Privileges and Immunities Privileges and Immunities Privileges and Immunities Privileges and Immunities 460
Protocol No 7 on the Privileges Protocol No 7 on the Privileges | Protocol No 7 on the Privileges Protocol No 7 on the Privileges and
and Immunities of the European | and Immunities of the European | and Immunities of the European Immunities of the European Union
Union annexed to the Treaty on Union annexed to the Treaty on | Union annexed to the Treaty on annexed to the Treaty on European
European Union and to the Treaty | European Union and to the European Union and to the Union and to the Treaty on the
on the Functioning of the Treaty on the Functioning of the | Treaty on the Functioning of the Functioning of the European Union
European Union shall apply to the | European Union shall apply to European Union shall apply to shall apply to the Competence
Competence Centre and its staff. | the Competence Centre and its the Competenee Centre and its Centre and its staff. 461
staff. staff.
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CHAPTER YV CHAPTER V CHAPTER YV CHAPTER V 462
COMMON COMMON COMMON COMMON
PROVISIONS PROVISIONS
PROVISIONS PROVISIONS 463
Article 34 Article 34 Article 34 Article 34 464
Security Rules Security Rules Security Rules Security Rules 465
1. Article 12(7) Regulation 1. Article 12(7) Regulation l. Article 12(75) 1. Article 12(#5) Regulation (EU)
(EU) No XXX [Digital Europe (EU) No XXX [Digital Europe Regulation (EU) No No XXX [Digital Europe
Programme] shall apply to Programme] shall apply to XXX [Digital Europe Programme] shall apply to
participation in all actions funded | participation in all actions Programme] shall apply participation in all actions funded
by the Competence Centre. funded by the Competence to participation in all by the Competenee Centre.
Centre. actions funded by the 466
Ceompetenee Centre.
2. The following specific 2. The following specific 2. The following specific 3. The following specific
security rules shall apply to security rules shall apply to security rules shall security rules shall apply
actions funded from Horizon actions funded from Horizon apply to actions funded to actions funded from 467
Europe: Europe: from Horizon Europe: Horizon Europe:
(1) for the purposes (a) for the purposes of Article | a)  for the purposes of Article a)  for the purposes of Article
of Article 34(1) [Ownership and | 34(1) [Ownership and 34(1) [Ownership and 34(1) [Ownership and protection]
protection] of Regulation (EU) protection] of Regulation (EU) | protection] of Regulation (EU) of Regulation (EU) No XXX
No XXX [Horizon Europe], when | No XXX [Horizon Europe], No XXX [Horizon Europe], [Horizon Europe], when provided
provided for in the Work plan, the | when provided for in the Work | when provided for in the Work for in the Work plan, the grant of 468
grant of non-exclusive licenses plan, the grant of non-exclusive | plan, the grant of non-exclusive non-exclusive licenses may be
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may be limited to third parties
established or deemed to be
established in Members States
and controlled by Member States
and/or nationals of Member
States;

licenses may be limited to third
parties established or deemed to
be established in Members
States and controlled by
Member States and/or nationals
of Member States;

licenses may be limited to third
parties established or deemed to
be established in Members

States and controlled by Member
States and/or nationals of
Member States;

limited to third parties established
or deemed to be established in
Members States and controlled by
Member States and/or nationals of
Member States;

() for the purposes of
Article 36(4)(b) [Transfer and
licensing] of Regulation (EU) No
XXX [Horizon Europe], the
transfer or license to a legal entity
established in an associated
country or established in the
Union but controlled from third
countries shall also be a ground to
object to transfers of ownership
of results, or to grants of an
exclusive license regarding
results;

(b) for the purposes of Article
36(4)(b) [Transfer and
licensing] of Regulation (EU)
No XXX [Horizon Europe], the
transfer or license to a legal
entity established in an
associated country or
established in the Union but
controlled from third countries
shall also be a ground to object
to transfers of ownership of
results, or to grants of an
exclusive license regarding

b)  for the purposes of Article
36(4)(b) [Transfer and licensing]
of Regulation (EU) No XXX
[Horizon Europe], the transfer or
license to a legal entity
established in an associated
country or established in the
Union but controlled from third
countries shall also be a ground
to object to transfers of
ownership of results, or to grants
of an exclusive license regarding
results;

b)  for the purposes of Article
36(4)(b) [Transfer and licensing] of
Regulation (EU) No XXX [Horizon
Europe], the transfer or license to a
legal entity established in an
associated country or established in
the Union but controlled from third
countries shall also be a ground to
object to transfers of ownership of
results, or to grants of an exclusive
license regarding results;

results; 469
(k) for the purposes of | (¢) for the purposes of Article | c¢)  for the purposes of Article c) for the purposes of Article
Article 37(3)(a) [Access rights] of | 37(3)(a) [Access rights] of 37(3)(a) [Access rights] of 37(3)(a) [Access rights] of
Regulation (EU) No XXX Regulation (EU) No XXX Regulation (EU) No XXX Regulation (EU) No XXX [Horizon
[Horizon Europe], when provided | [Horizon Europe], when [Horizon Europe], when Europe], when provided for in the
for in the Work plan, granting of | provided for in the Work plan, | provided for in the Work plan, Work plan, granting of access to
access to results and background | granting of access to results and | granting of access to results and results and background may be
may be limited only to a legal background may be limited only | background may be limited only limited only to a legal entity
entity established or deemed to be | to a legal entity established or to a legal entity established or established or deemed to be
established in Members States deemed to be established in deemed to be established in established in Members States and
and controlled by Member States | Members States and controlled | Members States and controlled controlled by Member States and/or | 470
and/or nationals of Member by Member States and/or by Member States and/or
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States.

nationals of Member States.

nationals of Member States.

. nationals of Member States.

(ca) Articles 22 [Ownership of
results], 23 [Ownership of
results| and 30 [Application of
the rules on classified
information] of Regulation
(EU) 2019/XXX [European
Defence Fund] shall apply to
participation in all defence-
related actions by the
Competence Centre, when
provided for in the work plan,
and the grant of non-exclusive
licenses may be limited to third
parties established or deemed to
be established in Members
States and controlled by
Member States and/or

EDF related -> trilogue

nationals of Member States. 471
Article 35 Article 35 472
Article 35 Article 35
Transparency Transparency Transparency Transparency 473
1.  The Competence Centre 1.  The Competence Centre 1.  The Competenee Centre 1.  The Cempetenee Centre shall
shall carry out its activities with a | shall carry out its activities with | shall carry out its activities with carry out its activities with the
high level of transparency. the highest level of a high level of transparency. highest level of transparency. 474
transparency.
2. The Competence Centre 2. The Competence Centre 2. The Cempetenee Centre 2. The Competence Centre shall | 475
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shall ensure that the public and
any interested parties are given
appropriate, objective, reliable
and easily accessible information,
in particular with regard to the
results of its work. It shall also
make public the declarations of
interest made in accordance with
Article 41.

shall ensure that the public and
any interested parties are
provided with comprehensive,
appropriate, objective, reliable
and easily accessible
information in due time, in
particular with regard to the
results of the work of the
Competence Centre, the
Network, the Industry and
Scientific Advisory Board and
the Community. 1t shall also
make public the declarations of
interest made in accordance with
Article 42.

shall ensure that the public and
any interested parties are given
appropriate, objective, reliable
and easily accessible
information, in particular with
regard to the results of its work.
It shall also make public the
declarations of interest made in
accordance with Article 41+42.

ensure that the public and any
interested parties are provided with
comprehensive, clear, appropriate,
objective, reliable and easily
accessible information in due time,
in particular with regard to the
results of the work of the
Competence Centre, the Network,
the Industry and Scientific
Advisory Board and the
Community. It shall also make
public the declarations of interest
made in accordance with Article

42.

3. The Governing Board,
acting on a proposal from the
Executive Director, may authorise
interested parties to observe the
proceedings of some of the

3. The Governing Board,
acting on a proposal from the
Executive Director, may
authorise interested parties to
observe the proceedings of some

3. The Governing Board,
acting on a proposal from the
Executive Director, may
authorise interested parties to
observe the proceedings of some

3. The Governing Board, acting
on a proposal from the Executive
Director, may authorise interested
parties to observe the proceedings

of some of the Competenece

Competence Centre's activities. of the Competence Centre's of the Cempetenee Centre's Centre's activities. 476
activities. activities.

4.  The Competence Centre 4. The Competence Centre 4.  The Competence Centre 4.  The Competenee Centre shall

shall lay down, in its rules of shall lay down, in its rules of shall lay down, in its rules of lay down, in its rules of procedure,

procedure, the practical procedure, the practical procedure, the practical the practical arrangements for

arrangements for implementing arrangements for implementing | arrangements for implementing implementing the transparency

the transparency rules referred to | the transparency rules referred to | the transparency rules referred to rules referred to in paragraphs 1

in paragraphs 1 and 2. For actions | in paragraphs 1 and 2. For in paragraphs 1 and 2. For and 2. For actions funded from

funded from Horizon Europe this | actions funded from Horizon actions funded from Horizon Horizon Europe this will take due

will take due account of the Europe this will take due Europe this will take due account of the provisions irAnnex | 477

provisions in Annex III of the account of the provisions in account of the provisions ## H-of the Horizon Europe
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Horizon Europe Regulation. Annex III of the Horizon Europe | AnnexHl-of the Horizon Europe Regulation.
Regulation. Regulation.
Article 36 478
Article 36 Article 36 Article 36
Security rules on the protection Security rules on the Security rules on the Security rules on the protection
of classified information and protection of classified protection of classified of classified information and
sensitive non-classified information and sensitive non- | information and-sensitive-non- sensitive-non-classified-information
. . . . . . i ) 479
information classified information elassifiedinformation
1.  Without prejudice to Article | 1.  Without prejudice to [ Withoutprepudiceto L. Withewtprepudiceto-Artiele
35, the Competence Centre shall | Article 35, the Competence Artiele 35,the-Competence 35, -the-Competence-Centre-shall
not divulge to third parties Centre shall not divulge to third | Centre-shall-net-dirilgeto-third notdi-ieeto-third-parties
information that it processes or parties information that it parties-eclassified-informationin classifiedinformationin-whole-ora
receives in relation to which a processes or receives in relation | whele-er-apart-thatitproecesses partthat-processes-orrecetves i
reasoned request for confidential | to which a reasoned request for | erreeeivesinrelationto-whicha relationto-which-areasoned request
treatment, in whole or in part, has | confidential treatment, in whole | reasenedrequestforconfidential for confidential- treatment, in- whole
been made. or in part, has been made. treatment, in whole or in part, or in part, has been made.
has | 1 480
2. Members of the Governing | 2.  Members of the Governing 2. Memb%s—ef—ﬂ%%@evemmgl. D; E2. 1MM Executive D |
Board, the Executive Director, the | Board, the Executive Director, ’ L ’ . ’
members of the Industrial and the members of the Industrial %h%membelcs—ef—th%h&d&stﬂal member&ef—ﬂ&ﬂndustﬂal—aﬂé
Scientific Advisory Board, and Scientific Advisory Board, aﬁd—Se}eﬂﬂ-ﬁ%dﬂser—y—Beafd; S&mm%m
external experts participating in external experts participating in @&ema%@epeﬁs—pamekp&tmg—m aepeﬁs—pame}pa%mg—m—ad—hee
ad hoc Working Groups, and ad hoc Working Groups, and ad-hee-Working Groups, and Working Groups, and-members-of
members of the staff of the Centre | members of the staff of the membef&ef—ﬂ&%s%&ff—ef—the . .. P
shall comply with the Centre shall comply with the Gemre—shal-l—eempl-y—“ﬁth—the w&h—the—eeiﬁdeﬂ%}&l-ﬁy
confidentiality requirements confidentiality requirements eeaﬁelenﬁal—x—ty—requ&emen%s %mé%d%
under Article 339 of the Treaty on | under Article 339 of the Treaty HREE ot E E.! E ) %he%eat—yuea—the—ﬁme&e&mg—ef—ﬂae
the Functioning of the European | on the Functioning of the e&th%FuﬂeﬁeﬂH&ge#the . E—&repeaﬂ—Uﬂeﬂ,—even—aﬁer—the}r 481
Union, even after their duties European Union, even after their European-Union; ever-after their ~The Governing
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have ceased.

duties have ceased.

dutieshave-ceased—The
Governing Board of the

Cempetenee-Centre shall adopt
the Competenee-Centre's

security rules, following
approval by the Commission,
based on the principles and rules
laid down in the Commission's
security rules for protecting
European Union classified
information (EUCI) and
sensitive non-classified
information including inter alia
provisions for the processing
and storage of such information
as set out in Commission
Decisions (EU, Euratom)

Board of the Competenee-Centre
shall adopt the Competenee

Centre's security rules, following
approval by the Commission, based
on the principles and rules laid
down in the Commission's security
rules for protecting European
Union classified information
(EUCI) and sensitive non-classified
information including inter alia
provisions for the processing and
storage of such information as set
out in Commission Decisions (EU,
Euratom) 2015/443 and 2015/444 .

3. The Governing Board of the

3. The Governing Board of

2015/443 and 2015/444 .
3. The Governing Board of

Competence Centre shall adopt the Competence Centre shall the-Competence Centre shall . @empeta&e&@eﬂ%r%'shal-l—adept—ﬂn}e

the Competence Centre's security | adopt the Competence Centre's e oM . pe ) ’
rules, following approval by the security rules, following see&&tymles,—fel—lewmg . R )

Commission, based on the approval by the Commission, Pt YHReRe ’ Gemmss&eﬂ,—based—eﬂ—the .
principles and rules laid down in | based on the principles and rules dasec-oRteP : presane . pﬂﬂe}p}es—&ﬂel—lca}es—l-md—dewn—m

the Commission's security rules laid down in the Commission's . . . .5

for protecting European Union security rules for protecting seeaﬁtyhmles—fer—pfe%eeﬂ-&g pfeféee&ﬂg—Eerpe&H—Qmeﬁ

classified information (EUCI) and | European Union classified Eﬁfepeaﬂ—HmeﬁeLaSSiﬁed ems}ﬁed_ﬂ}femm*%@g_aﬂd
sensitive non-classified information (EUCI) and mfe%ma&ea—éE—HGH—&ﬂd sea%e—nea—elassaﬁed—mfeim&&eﬁ
information including inter alia sensitive non-classified S%HS&W%HGH-G}&SSfﬁed . me}admg—m%er—aka—pfews&eﬂs—fef
provisions for the processing and | information including inter alia mfe%ma&ea—meh&dmg—m{er—&ha M%W%Gh
storage of such information as set | provisions for the processing pfemeﬂs—fer—th%pmeessmg mfefmaﬂeﬂﬁ&setreat—m 482
out in Commission Decisions and storage of such information and storage of such-information CommissionDeeisions(EL;
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(EU, Euratom) 2015/443%* and
2015/444%,

as set out in Commission
Decisions (EU, Euratom)
2015/44356 and 2015/44457,

Decisions (ELL Euratony)
2045/443—and 2015/444-
Members of the Governing
Board, the Executive Director,
the members of the Industrial
and Scientific Advisory Board,
external experts participating in
ad hoc Working Groups, and
members of the staff of the
Centre shall comply with the
confidentiality requirements
under Article 339 of the Treaty
on the Functioning of the
European Union, even after their
duties have ceased.

Eurator)2015/443—and 2015/444-
Members of the Governing Board,
the Executive Director, the
members of the Industrial and
Scientific Advisory Board, external
experts participating in ad hoc
Working Groups, and members of
the staff of the Centre shall comply
with the confidentiality
requirements under Article 339 of
the Treaty on the Functioning of the
European Union, even after their
duties have ceased.

4.  The Competence Centre
may take all necessary measures
to facilitate the exchange of
information relevant to its tasks
with the Commission and the
Member States and where
appropriate, the relevant Union

4.  The Competence Centre
may take all necessary measures
to facilitate the exchange of
information relevant to its tasks
with the Commission and the
Member States and where
appropriate, the relevant Union

4.  The Competence Centre

may take all necessary measures
to facilitate the exchange of
information relevant to its tasks
with the Commission and the
Member States and where
appropriate, the relevant Union

4.  The Competenee Centre may

take all necessary measures to
facilitate the exchange of
information relevant to its tasks
with the Commission and the
Member States and where
appropriate, the relevant Union

agencies and bodies. Any agencies and bodies. Any agencies and bodies. Any agencies and bodies. Any 483

administrative arrangement administrative arrangement administrative arrangement administrative arrangement

> Commission Decision (EU, Euratom) 2015/443 of 13 March 2015 on Security in the Commission (OJ L 72, 17.3.2015, p. 41).

5 Commission Decision (EU, Euratom) 2015/444 of 13 March 2015 on the security rules for protecting EU classified information (OJ L 72,
17.3.2015, p. 53).

56 Commission Decision (EU, Euratom) 2015/443 of 13 March 2015 on Security in the Commission (OJ L 72, 17.3.2015, p. 41).

57 Commission Decision (EU, Euratom) 2015/444 of 13 March 2015 on the security rules for protecting EU classified information (OJ L 72,
17.3.2015, p. 53).
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concluded to this end on sharing
EUCI or, in the absence of such
arrangement, any exceptional ad
hoc release of EUCI shall have
received the Commission's prior
approval.

concluded to this end on sharing
EUCI or, in the absence of such
arrangement, any exceptional ad
hoc release of EUCI shall have
received the Commission's prior
approval.

concluded to this end on sharing
EUCI or, in the absence of such
arrangement, any exceptional ad
hoc release of EUCI shall have
received the Commission's prior
approval.

concluded to this end on sharing
EUCI or, in the absence of such
arrangement, any exceptional ad
hoc release of EUCI shall have
received the Commission's prior
approval.

Article 37 Article 37 Article 37 Article 37 484

Access to documents Access to documents Access to documents Access to documents 485
1. Regulation (EC) 1.  Regulation (EC) 1.  Regulation (EC) 1.  Regulation (EC)
No 1049/2001 shall apply to No 1049/2001 shall apply to No 1049/2001 shall apply to No 1049/2001 shall apply to
documents held by the documents held by the documents held by the documents held by the Competenee 436
Competence Centre. Competence Centre. Cempetenee Centre. Centre.
2. The Governing Board shall | 2.  The Governing Board 2. The Governing Board 2. The Governing Board shall
adopt arrangements for shall adopt arrangements for shall adopt arrangements for adopt arrangements for
implementing Regulation (EC) implementing Regulation (EC) implementing Regulation (EC) implementing Regulation (EC)
No 1049/2001 within six months | No 1049/2001 within six months | No 1049/2001 within six months No 1049/2001 within six months of
of the establishment of the of the establishment of the of the establishment of the the establishment of the 487
Competence Centre. Competence Centre. Cempetenee Centre. Ceompetenee Centre.
3. Decisions taken by the 3. Decisions taken by the 3. Decisions taken by the 3. Decisions taken by the
Competence Centre pursuant to Competence Centre pursuant to | Cempetenee Centre pursuant to Cempetenee Centre pursuant to
Article 8 of Regulation (EC) Article 8 of Regulation (EC) Article 8 of Regulation (EC) Article 8 of Regulation (EC)
No 1049/2001 may be the subject | No 1049/2001 may be the No 1049/2001 may be the No 1049/2001 may be the subject
of a complaint to the Ombudsman | subject of a complaint to the subject of a complaint to the of a complaint to the Ombudsman
under Article 228 of Treaty on the | Ombudsman under Article 228 Ombudsman under Article 228 under Article 228 of Treaty on the
Functioning of the European of Treaty on the Functioning of | of Treaty on the Functioning of Functioning of the European Union | 488
Union or of an action before the | the European Union or of an the European Union or of an or of an action before the Court of
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Court of Justice of the European | action before the Court of action before the Court of Justice of the European Union
Union under Article 263 of Justice of the European Union Justice of the European Union under Article 263 of Treaty on the
Treaty on the Functioning of the | under Article 263 of Treaty on under Article 263 of Treaty on Functioning of the European
European Union. the Functioning of the European | the Functioning of the European Union.
Union. Union.
Arti . . . 489
rticle 38 Article 38 Article 38 Article 38
Monitoring, evaluation and Monitoring, evaluation and Monitoring, evaluation and Monitoring, evaluation and 490
review review review review
1.  The Competence Centre 1.  The Competence Centre 1.  The Competenee Centre 1.  The Competenee Centre shall
shall ensure that its activities, shall ensure that its activities, shall ensure that its activities, ensure that its activities, including
including those managed through | including those managed including those managed those managed through the
the National Coordination through the National through the National National Coordination Centres and
Centres and the Network, shall be | Coordination Centres and the Coordination Centres and the the Network, shall be subject to
subject to continuous and Network, shall be subject to Network, shall be subject to continuous and systematic
systematic monitoring and continuous and systematic continuous and systematic monitoring and periodic evaluation.
periodic evaluation. The monitoring and periodic monitoring and periodic The Competenee Centre shall
Competence Centre shall ensure | evaluation. The Competence evaluation. The Competenee ensure that the data for monitoring
that the data for monitoring Centre shall ensure that the data | Centre shall ensure that the data programme implementation and
programme implementation and | for monitoring programme for monitoring programme results are collected efficiently,
results are collected efficiently, implementation and results are implementation and results are effectively, and in timely manner
effectively, and in timely manner | collected efficiently, effectively, | collected efficiently, effectively, and proportionate reporting
and proportionate reporting and in timely manner and and in timely manner and requirements shall be imposed on
requirements shall be imposed on | proportionate reporting proportionate reporting recipients of Union funds and
recipients of Union funds and requirements shall be imposed requirements shall be imposed Member States. The outcomes of
Member States. The outcomes of | on recipients of Union funds and | on recipients of Union funds and the evaluation shall be made public.
the evaluation shall be made Member States. The outcomes of | Member States. The outcomes of
public. the evaluation shall be made the evaluation shall be made 491
public. public.
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2. Once there is sufficient
information available about the
implementation of this
Regulation, but no later than three
and a half years after the start of
the implementation of this
Regulation, the Commission shall
carry out an interim evaluation of
the Competence Centre. The
Commission shall prepare a
report on that evaluation and shall
submit that report to the European
Parliament and to the Council by
31 December 2024. The
Competence Centre and Member
States shall provide the
Commission with the information
necessary for the preparation of
that report.

2. Once there is sufficient
information available about the
implementation of this
Regulation, but no later than
three and a half years after the
start of the implementation of
this Regulation, the Commission
shall carry out an interim
evaluation of the Competence
Centre. The Commission shall
prepare a report on that
evaluation and shall submit that
report to the European
Parliament and to the Council by
31 December 2024. The
Competence Centre and Member
States shall provide the
Commission with the
information necessary for the

2. Once there is sufficient
information available about the
implementation of this
Regulation, but no later than
three and a half years after the
start of the implementation of
this Regulation, the Commission
shall carry out an interim
evaluation of the Competenee
Centre. The Commission shall
prepare a report on that
evaluation and shall submit that
report to the European
Parliament and to the Council by
31 December 2024. The
Competenee Centre and Member
States shall provide the
Commission with the
information necessary for the

2. Once there is sufficient
information available about the
implementation of this Regulation,
but no later than three and a half
years after the start of the
implementation of this Regulation,
the Commission shall carry out an
interim evaluation of the
Ceompetenee Centre. The
Commission shall prepare a report
on that evaluation and shall submit
that report to the European

Parliament and to the Council by 31

December 2024. The Competenee
Centre and Member States shall

provide the Commission with the
information necessary for the
preparation of that report.

preparation of that report. preparation of that report. 492
3. The evaluation referred to 3.  The evaluation referred to | 3.  The evaluation referred to 3. The evaluation referred to in
in paragraph 2 shall include an in paragraph 2 shall include an in paragraph 2 shall include an paragraph 2 shall include an
assessment of the results achieved | assessment of the results assessment of the results assessment of the results achieved
by the Competence Centre, achieved by the Competence achieved by the Competenee by the Competenee Centre, having
having regard to its objectives, Centre, having regard to its Centre, having regard to its regard to its objectives, mandate
mandate and tasks. If the objectives, mandate and tasks, objectives, mandate and tasks. If and tasks, effectiveness, and
Commission considers that the effectiveness, and efficiency. If | the Commission considers that efficiency. If the Commission
continuation of the Competence the Commission considers that the continuation of the considers that the continuation of
Centre is justified with regard to | the continuation of the Competenee Centre is justified the Competenee Centre is justified
its assigned objectives, mandate Competence Centre is justified with regard to its assigned with regard to its assigned 493
and tasks, it may propose that the | with regard to its assigned objectives, mandate and tasks, it objectives, mandate and tasks, it
7616/19 EB/MAC/np 182
ANNEX JAL2 LIMITE EN




duration of the mandate of the
Competence Centre set out in
Article 46 be extended.

objectives, mandate and tasks, it
may propose that the duration of
the mandate of the Competence
Centre set out in Article 46 be
extended.

may propose that the duration of

the mandate of the Competenee
Centre set out in Article 46 be

extended.

may propose that the duration of
the mandate of the Competence
Centre set out in Article 46 be
extended.

4.  On the basis of the
conclusions of the interim
evaluation referred to in
paragraph 2 the Commission may

4. On the basis of the
conclusions of the interim
evaluation referred to in
paragraph 2 the Commission

4.  On the basis of the
conclusions of the interim
evaluation referred to in
paragraph 2 the Commission

4. On the basis of the
conclusions of the interim
evaluation referred to in paragraph
2 the Commission may aeti#

act in accordance with [Article may act in accordance with iy aettecordaeevwith secordateewith-Fatcke 2658 or

22(5)] or take any other [Article 22(5)] or take any other | fArtiele22(54)}-er take any take any other appropriate actions. 494

appropriate actions. appropriate actions. other appropriate actions.

5. The monitoring, evaluation, | 5.  The monitoring, 5. The monitoring, 5. The monitoring, evaluation,

phasing out and renewal of the evaluation, phasing out and evaluation, phasing out and phasing out and renewal of the

contribution from Horizon renewal of the contribution from | renewal of the contribution from contribution from Horizon Europe

Europe will follow the provisions | Horizon Europe will follow the | Horizon Europe will follow the will follow the provisions of

of articles 8, 45 and 47 and provisions of articles 8, 45 and provisions of Articles 8, 45 and Articles 8, 45 and 47 and Annex1H

Annex III of the Horizon Europe | 47 and Annex III of the Horizon | 47 and AnnexH of the Horizon of the Horizon Europe Regulation

Regulation and agreed Europe Regulation and agreed Europe Regulation and agreed and agreed implementation

) : .. ) i .. : i .. . 495

implementation modalities. implementation modalities. implementation modalities. modalities.

6.  The monitoring, reporting 6.  The monitoring, reporting | 6.  The monitoring, reporting 6.  The monitoring, reporting

and evaluation of the contribution | and evaluation of the and evaluation of the and evaluation of the contribution

from Digital Europe will follow contribution from Digital Europe | contribution from Digital Europe from Digital Europe will follow the

the provisions of articles 24, 25 of | will follow the provisions of will follow the provisions of provisions of articles 24, 25 of the

the Digital Europe programme. articles 24, 25 of the Digital articles 24, 25 of the Digital Digital Europe programme. 496
Europe programme. Europe programme.

7. In case of a winding up of | 7. In case of a windingup of | 7. In case of a winding up of 7. In case of a winding up of the

the Competence Centre, the the Competence Centre, the the Competenee Centre, the Cempetenee Centre, the 497

Commission shall conduct a final | Commission shall conduct a Commission shall conduct a Commission shall conduct a final
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evaluation of the Competence
Centre within six months after the
winding-up of the Competence
Centre, but no later than two
years after the triggering of the
winding-up procedure referred to
in Article 46 of this Regulation.
The results of that final
evaluation shall be presented to
the European Parliament and to
the Council.

final evaluation of the
Competence Centre within six
months after the winding-up of
the Competence Centre, but no
later than two years after the
triggering of the winding-up
procedure referred to in Article
46 of this Regulation. The
results of that final evaluation
shall be presented to the
European Parliament and to the
Council.

final evaluation of the

Competenee Centre within six

months after the winding-up of
the Competenee Centre, but no
later than two years after the
triggering of the winding-up
procedure referred to in Article
46 of this Regulation. The
results of that final evaluation
shall be presented to the
European Parliament and to the
Council.

evaluation of the Competenee
Centre within six months after the
winding-up of the Cempetence
Centre, but no later than two years
after the triggering of the winding-
up procedure referred to in Article

46 of this Regulation. The results of

that final evaluation shall be
presented to the European
Parliament and to the Council.

Article 38a (new)

498

Legal Personality of the
Competence Centre

499

1. The Competence Centre shall
have legal personality.

500

2. In each Member State, the
Competence Centre shall enjoy
the most extensive legal
capacity accorded to legal
persons under the law of that
Member State. It may, in
particular, acquire or dispose of
movable and immovable
property and may be a party to
legal proceedings

501
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Article 39 Article 39 Article 39 Article 39
Liability of the Competence Liability of the Competence Liability of the Competenee
Centre Centre Liability of the Competenee Centre
Centre
1. The contractual liability of | 1.  The contractual liability of 1. The contractual liability of
the Competence Centre shall be the Competence Centre shall be o the Competenee Centre shall be
governed by the law applicable to | governed by the law applicable | 1. The contractual liability of governed by the law applicable to
the agreement, decision or to the agreement, decision or the Competenee Centre shall be the agreement, decision or contract
contract in question. contract in question. governed by the law applicable in question.
to the agreement, decision or
. . 502
contract in question.
2. Inthe case of non- 2. Inthe case of non- 2. Inthe case of non- 2. In the case of non-contractual
contractual liability, the contractual liability, the contractual liability, the liability, the Competenee Centre
Competence Centre shall, in Competence Centre shall, in Competenee Centre shall, in shall, in accordance with the
accordance with the general accordance with the general accordance with the general general principles common to the
principles common to the laws of | principles common to the laws principles common to the laws laws of the Member States, make
the Member States, make good of the Member States, make of the Member States, make good any damage caused by its
any damage caused by its staff in | good any damage caused by its | good any damage caused by its staff in the performance of their
the performance of their duties. staff in the performance of their | staff in the performance of their duties. 503
duties. duties.

3. Any payment by the 3. Any payment by the 3. Any payment by the 3. Any payment by the
Competence Centre in respect of | Competence Centre in respect of | Competenee Centre in respect of Competenee Centre in respect of
the liability referred to in the liability referred to in the liability referred to in the liability referred to in
paragraphs 1 and 2 and the costs | paragraphs 1 and 2 and the costs | paragraphs 1 and 2 and the costs paragraphs 1 and 2 and the costs
and expenses incurred in and expenses incurred in and expenses incurred in and expenses incurred in
connection therewith shall be connection therewith shall be connection therewith shall be connection therewith shall be
considered to be expenditure of considered to be expenditure of | considered to be expenditure of considered to be expenditure of the
the Competence Centre and shall | the Competence Centre and shall | the Competenee Centre and shall Competenee Centre and shall be 504
be covered by its resources. be covered by its resources. be covered by its resources. covered by its resources.
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4.  The Competence Centre 4.  The Competence Centre 4.  The Competenee Centre 4.  The Cempetenee Centre shall
shall be solely responsible for shall be solely responsible for shall be solely responsible for be solely responsible for meeting 505
meeting its obligations. meeting its obligations. meeting its obligations. its obligations.
Article 40 Article 40 Article 40 Article 40 506
Jurisdiction of the Court of Jurisdiction of the Court of Jurisdiction of the Court of Jurisdiction of the Court of
Justice of the European Union | Justice of the European Union | Justice of the Fguropean Union Justice of the l?uropean Union 507
and applicable law and applicable law and applicable law and applicable law
1.  The Court of Justice of the | 1.  The Court of Justice of the | 1.  The Court of Justice of the 1.  The Court of Justice of the
European Union shall have European Union shall have European Union shall have European Union shall have 508
jurisdiction: jurisdiction: jurisdiction: jurisdiction:
(a) pursuant to any arbitration | (a) pursuant to any arbitration | a) pursuant to any a)  pursuant to any arbitration
clause contained in agreements, clause contained in agreements, | arbitration clause contained in clause contained in agreements,
decisions or contracts concluded | decisions or contracts concluded | agreements, decisions or decisions or contracts concluded by
by the Competence Centre; by the Competence Centre; contracts concluded by the the Competenee Centre; 509
Cempetenee Centre;
(b) in disputes related to (b) in disputes related to b) in disputes related b)  in disputes related to
compensation for damage caused | compensation for damage to compensation for damage compensation for damage caused
by the staff of the Competence caused by the staff of the caused by the staff of the by the staff of the Competenee
Centre in the performance of their | Competence Centre in the Cempetenee Centre in the Centre in the performance of their
. . . . . . 510
duties; performance of their duties; performance of their duties; duties;
7616/19 EB/MAC/np 186
ANNEX JAIL2 LIMITE EN




(c) in any dispute between the (c) inany dispute between the | ¢) in any dispute c) in any dispute between the
Competence Centre and its staff | Competence Centre and its staff | between the Competenee Centre Competenee Centre and its staff
within the limits and under the within the limits and under the and its staff within the limits and within the limits and under the
conditions laid down in the Staff | conditions laid down in the Staff | under the conditions laid down conditions laid down in the Staff 511
Regulations. Regulations. in the Staff Regulations. Regulations.
2. Regarding any matter not 2. Regarding any matter not | 2.  Regarding any matter not 2. Regarding any matter not
covered by this Regulation or by | covered by this Regulation or by | covered by this Regulation or by covered by this Regulation or by
other Union legal acts, the law of | other Union legal acts, the law other Union legal acts, the law other Union legal acts, the law of
the Member State where the seat | of the Member State where the of the Member State where the the Member State where the seat of
of the Competence Centre is seat of the Competence Centre is | seat of the Competenee Centre is the Competenee Centre is located
512
located shall apply. located shall apply. located shall apply. shall apply.
Arti . . . 513
rticle 41 Article 41 Article 41 Article 41
Liability of members and Liability of members and Liabilit).f of members and Liabilit).' of members and 514
insurance insurance insurance insurance
1. The financial liability of the | 1.  The financial liability of 1. The financial liability of 1.  The financial liability of the
members for the debts of the the members for the debts of the | the members for the debts of the members for the debts of the
Competence Centre shall be Competence Centre shall be Competenee Centre shall be Competenee Centre shall be limited
limited to their contribution limited to their contribution limited to their contribution to their contribution already made
already made for the already made for the already made for the for the administrative costs. 515
administrative costs. administrative costs. administrative costs.
2. The Competence Centre 2. The Competence Centre 2. The Competence Centre 2. The Competenee Centre shall
shall take out and maintain shall take out and maintain shall take out and maintain take out and maintain appropriate 516
appropriate insurance. appropriate insurance. appropriate insurance. insurance.
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Article 42 Article 42 Article 42 Article 42 >17
Conflicts of interest Conflicts of interest Conlflicts of interest Contflicts of interest 518
The Competence Centre 1.The Competence Centre The Cempetenee Centre The Cempetenee Centre Governing
Governing Board shall adopt Governing Board shall adopt Governing Board shall adopt Board shall adopt rules for the
rules for the prevention and rules for the prevention, rules for the prevention and prevention and management of
management of conflicts of identification, and resolution of | management of conflicts of conflicts of interest in respect of its
interest in respect of its members, | conflicts of interest in respect of | interest in respect of its members, bodies and staff. Those
bodies and staff. Those rules shall | its members, bodies and staff, members, bodies and staff. rules shall contain the provisions
contain the provisions intended to | including the Executive Those rules shall contain the intended to avoid a conflict of
avoid a conflict of interest in Director, the Governing Board, | provisions intended to avoid a interest in respect of the
respect of the representatives of as well as the Scientific and conflict of interest in respect of representatives of the members
the members serving in the Industrial Advisory Board, and | the representatives of the serving in the Governing Board as
Governing Board as well as the the Community. members serving in the well as the Scientific and Industrial
Scientific and Industrial Advisory Governing Board as well as the Advisory Board in accordance with
Board in accordance with Scientific and Industrial Regulation XXX [new Financial
Regulation XXX [new Financial Advisory Board in accordance Regulation]. The National
Regulation]. with Regulation XXX [new Coordination Centres will be
Financial Regulation]. The subject to national legislation for
National Coordination Centres conflict of interest.
will be subject to national
legislation for conflict of 519
interest.
la.Member States shall ensure
the prevention, identification,
and resolution of conflicts of
interest in respect of the 520
National Coordination Centres.
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1b.The rules referred to in
paragraph 1 shall comply with
Regulation (EU, Euratom)

2018/1046. 521
Article 43 Article 43 Article 43 Article 43 522
Protection of Personal Data Protection of Personal Data Protection of Personal Data Protection of Personal Data 523
1. The processing of personal | 1.  The processing of personal | 1.  The processing of personal 1. The processing of personal
data by the Competence Centre data by the Competence Centre | data by the Competenee Centre data by the Competenee Centre
shall be subject to Regulation shall be subject to Regulation shall be subject to Regulation shall be subject to Regulation (EU)
(EU) No XXX/2018 of the (EU) No XXX/2018 of the (EU) No XXX1725/2018 efthe No XXX1725/2018 efthe
European Parliament and of the European Parliament and of the | EurepeanParliamentandofthe Furopean Parliament and ol the 594
Council. Council. Council. Council.
2. The Governing Board shall | 2. The Governing Board 2. The Governing Board 2. The Governing Board shall
adopt implementing measures shall adopt implementing shall adopt implementing adopt implementing measures
referred to in Article xx(3) of measures referred to in Article measures referred to in Article referred to in Article xx4(3) of
Regulation (EU) No xxx/2018. xx(3) of Regulation (EU) No xx%4(3) of Regulation (EU) No Regulation (EU) No xxx1725/2018.
The Governing Board may adopt | xxx/2018. The Governing Board | x%x1725/2018. The Governing The Governing Board may adopt
additional measures necessary for | may adopt additional measures | Board may adopt additional additional measures necessary for
the application of Regulation necessary for the application of | measures necessary for the the application of Regulation (EU)
(EU) No xxx/2018 by the Regulation (EU) No xxx/2018 application of Regulation (EU) No 1725/2018 by the Competenee
Competence Centre. by the Competence Centre. No 1725/2018 by the Centre. 575
Cempetenee Centre.
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Article 44

Article 44

Article 44

Article 44

526

Support from the host Member
State

Seat and support from the host
Member State

Support from the host

Member State

Support from the host Member
State

527

The seat of the Competence
Centre shall be determined in a
democratically accountable
procedure, using transparent
criteria and in accordance with
Union law.

528

The host Member State shall
provide the best possible
conditions to ensure the proper
functioning of the Competence
Centre, including a single
location, and further conditions
such as the accessibility of the
adequate education facilities for
the children of staff members,
appropriate access to the labour
market, social security and
medical care for both children
and partners.

529
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An administrative agreement may
be concluded between the
Competence Centre and the
Member State [Belgium] in which
its seat is located concerning
privileges and immunities and
other support to be provided by

An administrative agreement
shall be concluded between the
Competence Centre and the host
Member State in which its seat
is located concerning privileges
and immunities and other
support to be provided by that

An administrative agreement
may be concluded between the

Ceompetenee Centre and the
Member State {Belgiam} in

which its seat is located
concerning privileges and
immunities and other support to

An administrative agreement shall
be concluded between the
Ceompetenee Centre and the host
Member State in which its seat is
located concerning privileges and
immunities and other support to be
provided by that Member State to

that Member State to the Member State to the be provided by that Member the Coempetenee Centre. 530
Competence Centre. Competence Centre. State to the Competenee Centre.
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CHAPTER VI CHAPTER VI CHAPTER VI CHAPTER VI
531
FINAL PROVISIONS | FINAL PROVISIONS | FINAL PROVISIONS FINAL PROVISIONS
532
Article 45 Article 45 Article 45 Article 45 533
Initial actions Initial actions Initial actions Initial actions 534
1.  The Commission shall be 1.  The Commission shallbe | 1.  The Commission shall be 1.  The Commission shall be
responsible for the establishment | responsible for the establishment | responsible for the establishment responsible for the establishment
and initial operation of the and initial operation of the and initial operation of the and initial operation of the
Competence Centre until it has Competence Centre until it has Competenee Centre until it has Competenee Centre until it has the
the operational capacity to the operational capacity to the operational capacity to operational capacity to implement
implement its own budget. The implement its own budget. The | implement its own budget. The its own budget. The Commission
Commission shall carry out, in Commission shall carry out, in Commission shall carry out, in shall carry out, in accordance with
accordance with Union law, all accordance with Union law, all accordance with Union law, all Union law, all necessary actions
necessary actions with the necessary actions with the necessary actions with the with the involvement of the
involvement of the competent involvement of the competent involvement of the competent competent bodies of the
bodies of the Competence Centre. | bodies of the Competence bodies of the Competenee Ceompetenee Centre. 535
Centre. Centre.
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2. For the purpose of
paragraph 1, until the Executive
Director takes up his duties
following his/her appointment by
the Governing Board in
accordance with Article 16, the
Commission may designate an
interim Executive Director and
exercise the duties assigned to the
Executive Director who may be
assisted by a limited number of
Commission officials. The
Commission may assign a limited
number of its officials on an

2. For the purpose of
paragraph 1, until the Executive
Director takes up his duties
following his/her appointment
by the Governing Board in
accordance with Article 16, the
Commission may designate an
interim Executive Director and
exercise the duties assigned to
the Executive Director who may
be assisted by a limited number
of Commission officials. The
Commission may assign a
limited number of its officials on

2. For the purpose of
paragraph 1, until the Executive
Director takes up his/her duties
following his/her appointment
by the Governing Board in
accordance with Article 16, the
Commission may designate an
interim Executive Director and
exercise the duties assigned to
the Executive Director who may
be assisted by a limited number
of Commission officials. The
Commission may assign a
limited number of its officials on

2. For the purpose of paragraph
1, until the Executive Director takes
up his/her duties following his/her
appointment by the Governing
Board in accordance with Article
16, the Commission may designate
an interim Executive Director and
exercise the duties assigned to the
Executive Director who may be
assisted by a limited number of
Commission officials. The
Commission may assign a limited
number of its officials on an interim
basis.

interim basis. an interim basis. an interim basis. 336

3. The interim Executive 3. The interim Executive 3. The interim Executive 3. The interim Executive

Director may authorise all Director may authorise all Director may authorise all Director may authorise all

payments covered by the payments covered by the payments covered by the payments covered by the

appropriations provided in the appropriations provided in the appropriations provided in the appropriations provided in the

annual budget of the Competence | annual budget of the annual budget of the annual budget of the Competenee

Centre once approved by the Competence Centre once Competenee Centre once Centre once approved by the

Governing Board and may approved by the Governing approved by the Governing Governing Board and may

conclude agreements, decisions Board and may conclude Board and may conclude conclude agreements, decisions and

and contracts, including staff agreements, decisions and agreements, decisions and contracts, including staff contracts

contracts following the adoption | contracts, including staff contracts, including staff following the adoption of the

of the Competence Centre's staff | contracts following the adoption | contracts following the adoption Cempetenee Centre's staff

establishment plan. of the Competence Centre's staff | of the Competenee Centre's staff establishment plan. 537
establishment plan. establishment plan.
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4.  The interim Executive
Director shall determine, in
common accord with the
Executive Director of the
Competence Centre and subject to
the approval of the Governing
Board, the date on which the
Competence Centre will have the
capacity to implement its own
budget. From that date onwards,
the Commission shall abstain
from making commitments and

4.  The interim Executive
Director shall determine, in
common accord with the
Executive Director of the
Competence Centre and subject
to the approval of the Governing
Board, the date on which the
Competence Centre will have
the capacity to implement its
own budget. From that date
onwards, the Commission shall
abstain from making

4.  The interim Executive
Director shall determine, in
common accord with the
Executive Director of the
Cempetenee Centre and subject
to the approval of the Governing
Board, the date on which the
Competenee Centre will have
the capacity to implement its
own budget. From that date
onwards, the Commission shall
abstain from making

4.  The interim Executive
Director shall determine, in
common accord with the Executive
Director of the Competenee Centre
and subject to the approval of the
Governing Board, the date on
which the Cempetenee Centre will
have the capacity to implement its
own budget. From that date
onwards, the Commission shall
abstain from making commitments
and executing payments for the

executing payments for the commitments and executing commitments and executing activities of the Competenee
activities of the Competence payments for the activities of the | payments for the activities of the Centre. 533
Centre. Competence Centre. Ceompetenee Centre.
Article 45a 539
Exercise of the delegation 540
1. The power to adopt
delegated acts is conferred on
the Commission subject to the
conditions laid down in this
. 541
Article.
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2. The power to adopt
delegated acts referred to in
Article 6(5a) and Article 8(4b)
shall be conferred on the
Commission for an
indeterminate period of time
from ... [date of entry into force
of this Regulation].

542

3. The delegation of power
referred to in Article 6(5a) and
Article 8(4b) may be revoked at
any time by the European
Parliament or by the Council. A
decision to revoke shall put an
end to the delegation of the
power specified in that decision.
It shall take effect the day
following the publication of the
decision in the Official Journal
of the European Union or at a
later date specified therein. It
shall not affect the validity of
any delegated acts already in
force.

543

7616/19
ANNEX

JAL2

EB/MAC/np
LIMITE

195
EN




4.  Before adopting a
delegated act, the Commission
shall consult experts designated
by each Member State in
accordance with the principles
laid down in the
Interinstitutional Agreement of
13 April 2016 on Better Law-
Making.

544

5.  Assoon as it adopts a
delegated act, the Commission
shall notify it simultaneously to
the European Parliament and
to the Council.

545

6. A delegated act adopted
pursuant to Article 6(5a) and
Article 8(4b) shall enter into
force only if no objection has
been expressed either by the
European Parliament or by the
Council within a period of two
months of notification of that
act to the European Parliament
and the Council or if, before the
expiry of that period, the
European Parliament and the
Council have both informed the
Commission that they will not
object. That period shall be
extended by two months at the

546
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initiative of the European
Parliament or of the Council.

Article 46 Article 46 Article 46 547

Duration Duration Duration Duration 548
1.  The Competence Centre 1.  The Competence Centre 1.  The Competenee Centre 1.  The Competenee Centre shall
shall be established for the period | shall be established for the shall be established for the be established for the period from 1
from 1 January 2021 to 31 period from 1 January 2021 to period from 1 January 2021 to January 2021 to 31 December 549
December 2029. 31 December 2029. 31 December 2029. 2029.
2. At the end of this period, 2. Atthe end of this period, 2. At the end of this period, 2. At the end of this period,
unless decided otherwise through | unless decided otherwise unless decided otherwise unless decided otherwise through a
a review of this Regulation, the through a review of this through a review of this review of this Regulation, the
winding-up procedure shall be Regulation, the winding-up Regulation, the winding-up winding-up procedure shall be
triggered. The winding-up procedure shall be triggered. The | procedure shall be triggered. Fhe triggered. Fhe-winding-up
procedure shall be automatically | winding-up procedure shall be windine-tp-procedure-shall-be procedure-shall-be-awtomatieally
triggered if the Union or all automatically triggered if the automatically triggered it the trigeered Hthe Union or all
participating Member States Union or all participating Untenorall-partieipating participating MemberStates
withdraw from the Competence Member States withdraw from Member States withdraw from withdraw from the Competence 550
Centre. the Competence Centre. the Competence Centre. Centre.
3. For the purpose of 3. For the purpose of 3. For the purpose of 3. For the purpose of conducting
conducting the proceedings to conducting the proceedings to conducting the proceedings to the proceedings to wind up the
wind up the Competence Centre, | wind up the Competence Centre, | wind up the Competenee Centre, Competenee Centre, the Governing
the Governing Board shall the Governing Board shall the Governing Board shall Board shall appoint one or more
appoint one or more liquidators, appoint one or more liquidators, | appoint one or more liquidators, liquidators, who shall comply with
who shall comply with the who shall comply with the who shall comply with the the decisions of the Governing
decisions of the Governing decisions of the Governing decisions of the Governing Board.

551

Board. Board. Board.
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4.  When the Competence
Centre is being wound up, its
assets shall be used to cover its
liabilities and the expenditure
relating to its winding-up. Any
surplus shall be distributed among
the Union and the participating
Member States in proportion to
their financial contribution to the
Competence Centre. Any such
surplus distributed to the Union
shall be returned to the Union
budget.

4. When the Competence
Centre is being wound up, its
assets shall be used to cover its
liabilities and the expenditure
relating to its winding-up. Any
surplus shall be distributed
among the Union and the
participating Member States in
proportion to their financial
contribution to the Competence
Centre. Any such surplus
distributed to the Union shall be
returned to the Union budget.

4.  When the Competenee

Centre is being wound up, its
assets shall be used to cover its
liabilities and the expenditure
relating to its winding-up. Any
surplus shall be distributed
among the Union and the

- cinating Member S
contributing Member States in
proportion to their financial
contribution to the Competence
Centre. Any such surplus
distributed to the Union shall be

4.  When the Coempetenee Centre

is being wound up, its assets shall
be used to cover its liabilities and
the expenditure relating to its
winding-up. Any surplus shall be
distributed among the Union and
the participating Member-State
contributing Member States in
proportion to their financial
contribution to the Cempetence
Centre. Any such surplus
distributed to the Union shall be
returned to the Union budget.

returned to the Union budget. 352
. . . . 553
Article 47 Article 47 Article 47 Article 47
Entry into force Entry into force Entry into force Entry into force 554
This Regulation shall enter into This Regulation shall enter into | This Regulation shall enter into This Regulation shall enter into
force on the twentieth day force on the twentieth day force on the twentieth day force on the twentieth day
following that of its publication in | following that of its publication | following that of its publication following that of its publication in
the Official Journal of the in the Official Journal of the in the Official Journal of the the Official Journal of the European 555
European Union. European Union. European Union. Union.
This Regulation shall be binding | This Regulation shall be binding | This Regulation shall be binding This Regulation shall be binding in
in its entirety and directly in its entirety and directly in its entirety and directly its entirety and directly applicable 556
applicable in all Member States. applicable in all Member States. | applicable in all Member States. in all Member States.
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Done at Brussels, Done at Brussels, Done at Brussels, Done at Brussels, 557

For the European Parliament

For the European Parliament 558
For the European Parliament For the European Parliament
The President The President The President The President 559
7616/19 EB/MAC/np 199

ANNEX JAL2 LIMITE EN




