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Dear Mr President,

With regard to Regulation {EC) Mo 45/2001 of the European Parliament and of the Council of 18
December 2000 on the protection of individuals with regard to the processing of data by the
Community institutions and bodies and on the free movement of such data, and in particular its
Article 28(2). 1 send you an Opinion on the Proposal for a regulation of the European
Parliament and of the Council on the European Border and Coast Guard and repealing
Regulation (EC) No 20072004, Regulation (EC) No 863/2007 and Council Decision
2005267/EC.

I have written in similar terms to the President of the European Commission and the President
of the European Parliament.

Yours sincerely,
Giovanni BUTTARELLI

/,-a,wl W

Annex: Opinion

Ce: Mr Jeppe TRANHOLM-MIKKELSEN, Secretary-General
Mr Peter DE GOOLER, Permanent Representative of the Netherlands
Mr Ralph KAESSNER, Secretariat General of the Council

Contact persons: Lara Smit (tel: 02 283 19 66}, Owe Langfeldt (tel: 02 283 19 79)

Postal address: rue Wiertz 60 - B-1047 Brussels
Offices: rue Montayer 30

E-mail ; edpsi@edps. curopa.eu - Website: www.edps.europa_su
Tel.: 02-283 19 00 - Fax : 02-283 19 50
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The Ewropean Data Protection Supervisor (EDPS) is an independent instiiution of the EU
responsible wnder Article 41¢2) of Regulation 432000 ‘With respect to ihe processing of
personal data... for ensuring that the fundamental rights and freedoms of ratiral persons, and fn
perticwlar their vight fo privacy, are respected by the Community institutions and bodfes”, and
L Jor advising Community instinutions and bodies and data subfecis on all maiters concerning
the processing of personal dota'. Under Avticle 28(2) of Regulation 45/ 2001, the Commission is
requived, ‘when adopting a legislative proposal velating to the profection af individuals’ righis
and freedoms with regovd to the processing of personal data... ', to consult the EDPS

He way appointed in December 2004 together with Assistemi Supervisor with the specific remir of
being consiructive and proactive. The EDPS published in March 2015 a five-year sirategy selting
oui how he intends to implement this remil, and to be accountable for dofng so.

This COpinion relates 1o the EDPS mission to advise the EU insrinctions on ihe data
protection implications of their policies and foster accountable policvmaking - in line with
Aetion 9 of the EDFS Srraregy: ‘Facilitating vesponsible and informed policymaking’. The
EDPS considers that compliance with data protection requirements will be a key to the
stccess af the Eurapean Border and Coast Guard initiative,
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THE EURCPEAN DATA PROTECTION SUPERVISOR,

Having regard to the Treaty of the Functioning of the European Union, and in particular its
Article 16,

Having regard to the Charter of Fundamental Rights of the European Union, and in particular
Articles 7 and B therenf,

Having regard to Directive 95/46/FC of the European Parliament and of the Council of 24
Chetober 1995 on the profection of individuals with regard to the processing of personal data
and on the free movement of such data,

Having regard 10 Regulation (EC) Mo 45/2001 of the European Parliament and of the Council
of 18 December 2000 on the protection of individuals with regard to the processing of
personal data by the Community institutions and bodies and on the free movement of such
data, and in particular Articles 28(2), 41 (2) and 46 (d) thersof,

Having regard to Council Framework Decision 2008/977/IHA of 27 November 2008 on the
protection of personal data processed in the framework of police and judicial cooperation in
criminal matters,

HAS ADOPTED THE FOLLOWING OPINION:

1. Context of the Proposal

1. On 15 December 2015, the Commission released an important set of measures better
known as the "Borders Package'', with the objective to strengthen the management of the
European Union's external borders and better protect the Schengen area. The main indliative
af this package is the Proposal for a regulation establishing a European Border and Coast
Guard” (hereinafter "the Proposal™), which provides for the general principles of European
integrated border manapement and is a follow up to the Commission's own Agenda on
Migration” and to some extent to its Agenda on Security”, both tabled earlier in Spring 2015,

2. On 17 December 2015, the European Council called for a swift adoption of the Proposal
and asked the Council of the EU to reach a political agreement before the term of the current
Presidency.” The co-legislators have accelerated their deliberations on the Proposal. The
Dutch Presidency intends to meet the requested deadline”, while the European Parliament has
tentatively scheduled a plenary sitting to scrutinise the Proposal in early June’.

i, The EDPS acknowledges the migration crisis and terrorist threats that the EU is today
facing, and the importance of taking swift and meaningful measures to tackle this situation a
EU level. He welcomes the efforts of the European Commission to react swiftly to the cument
turn of events. Nevertheless, it is the EDPS' role to recall the importance of respecting the
fundamental right to data protection and to advice on better ways to include data protection
saleguards in new legislative measures, in the light of Articles ¥ and 8§ of the Chanter of
Fundamental Rights of the EU® (hereinafier “the Charter”) and Article 16 of the Treaty of the
Functioning of the European Union. We regret that the above mentioned agenda has not
allowed for the consultation of the EDPS at an earlier stage of the legislative process.
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4. In the present Opinton, the EDPS has idenfied five main areas of concern which require
further improvements of the proposed text so as to ensure compliance with the data protection
framework, He will focus his comments on the purposes of the Proposal, the collection of
persomal data, the responsibility for processing personal data, transfers of personal data o
third countries and intemational organisations, and the respect for fundamental rights of
migrants and refugees. Finally he will highlight aspects of the Proposal where important
clarifications are needed.

2.  Purposes of the Proposal

5. The Proposal serves two different purposes: the management of migration and ensuring
internal security within the Union. The clear definition of purposes for which personal data
are processed 15 key (o oensure a correcl assessment of the respect for data proteciion
principles. The EDFS has concems about the mixed purposes pursued by this initiative,
which has legal as well as practical consequences because il regquires different assessments of
the necessity and proportionality of the measure, and because 1t triggers the application of
different data protection rules.

6. Recital 2 of the Proposal states that "Enropean Border integrated management is central
to fmproving migration management and ensuring a high level of internal security within the
Unior™. To this end, the Proposal sets up a Buropean Border and Coast Guard (hereinafter
"the EBCG") that will consist of the European Border and Coast Guard Agency (hereinafier
"the Agency"), replacing the existing Fromtex” Agency, and Member States' national
authorities in charge of border management'”, It also creates a close cooperation between the
Agency at Union level and the competent authorities at national level by entrusting them with
the shared responsibility e “secuwre the Euwropean Union's extermal borders, mianage
migration mare effectively and improve imternal security of the EU while safeguarding the
principle of free movemen of persons” (Article 1 of the Proposal ).

7. Pursuant to Article 46 of the Proposal, the Ageney will be able to process personal data
collected and transmitted to it concemning "persons who are suspected (... ) of imvolvement in
cross-border criminal activities, including in facilitating irregular immigration acifvities, in
trafficking in fman beings or terrorism™ and of “persons who cross the external borders
ilfegally” in a series of cases. The latter addition constitutes a substantial change compared to
the present competences of Frontex, which should not take place without a thorough analysis
in terms of necessity and proportionality.

& Although we consider that the two purposes of migration management and iniemal
security might be complementary, separate assessments are required of their legitimacy and
of the necessity and proportionality of the collection and use of personal data as prescribed by
law. The necessity and proportionality of a processing operation is to be measured in advance
against the purposes for which the data are collected and further used''. The fact that one
purpose meets the privacy and data protection standards does not necessarily mean that the
other meets them as well. In this respect, the justification does not appear to be complete at
this stage.

5. Furthermore, national authorities responsible for border management will have to
comply with differemt data protection rules according to the purposes of processing.
According to recital 38 of the Proposal, "dmy processing of personal data By Member Stares
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within the framework of [the proposed) Regulaiion should be conducted in accordance with
Dhirective 954680 and "Council Framework Deciifon AT TAIHAE Therefore, where
their processing activities are related to migration management, the national competent
authorities"” shall comply for the time being with the national laws transposing Directive
95/46/EC"", whereas for processing activities related to internal security, they shall comply
with Framework Decision 2008/977/JHA" in so far as they fall within its scope.

10, The Proposal does not systematically distinguish between processing of personal data by
the Agency for migration purposes and for internal security purpoeses. Those two purposes are
envisaged together specifically in Article 10 {to read in conjunction with Article 45(17) in
relation to risk analysis, in Article 46 with regard to joint operations and other operational
tasks, and in Article 51 with repard to cooperation with ELUl bodies and international
organisations (to read in conjunction with Article 44(4)). Therefore, it remains unclear which
set of rules will be applicable given the mixed purposes pursued by the Proposal.

11. The need for better clarity on how the provisions of the Proposal relate to migration
management or o internal security, and thus to the current  Directive 9545FEC or
Framework Decizion 2008977/ THA, i even stronger knowing that the future European data
protection framework now politically agreed on and soon to be formally adoPlcd. maintains
this difference in regime between a General Data Protection Regulation'® and a Data
Protection Directive in criminal matters'” for law enforcement purposes.

12. Given all the considerations above, we recommend that these fwo purposes are
more explicitly and separately detailed throughout the Proposal, which also should
facilitate carrving out a prior assessment of the necessity and proportionality of the
processing activities envisaged for each purpose.

3.  Collection of personal data

13. The EDPS asks for clarifications regarding the scale and scope of personal dain
eoncerning migeants and refugees that the Agency will be able to process,

14. Article 46(1)b) of the Proposal introduces an important change compared to Frontex's
current mandate. Pursuant to Article 46{1)(b). the Agency will be allowed to process personal
data "regarding persons who cross the external borders illegally ond whose data is collected
by the [EBCG Teams |, including when acting in the framework of the migration management
stpport feams”,

15. Currently, Article 11(c) of the Fromtex Regulation allows Frontex to further process
personal data concerning persons suspected by Member States’ competent authorities, on
reasonable grounds, of involvement in cross-border criminal activities, in facilitating illegal
migration activities or in human trafficking activities (which is broadly similar w0 Article
46(13(a) of the Proposal but which adds terrorism to the list of offences). In comparison,
Article 46(1b) will allow the Agency to process personal data relating to all irregular
migrants - instead of only processing personal data of suspected smugglers and traffickers,
the Agency's mandate would therefore also cover their victims as well as any other iregular
migrants,
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16. Furthermore, we take note of the first sentence of Article 46(1) which, on the one hand
refers to personal data "collected and transmitted fo [the Agency] by Member States or s
own staff in the context of joint operations fand other operational activities]" while Article
46{2Hb), on the other hand would allow onward transfers by the Agency 1o relevant Member
State guthorities for border control, migration, asylum or law enforcement purposes. Taken
topether, Articles 46(1Wb) and (2)(b) could be read as transforming the Agency inte & central
personal data hub for border management, which implies a massive change in the present
mandate of Frontex,

17. Albeit for perfectly legitimate purposes, tens of thousands of migrants and refugees will
potentially be affected by this initiative. We understand from Article 46 of the Proposal that
the Agency will be allowed to process any kind of personal data collected during joint
operations and other operational tasks, Article 46(1) points (a) and (b) only mention that the
use of personal data by the Agency is limited to personal data regarding certain categories of
persons: irregular migrants and persons suspected of cross-border eriminal activities. For the
sake of clarity and transparency, we ask for additional clarification as to the extent of
these processing activities and we recommend exhaustively listing in Article 46
categories of personal data that could be used and/or pass through the Agency in
relation to both purposes for processing linked to Article 46 and laid down in Article
45(1)(a) and (d).

1%. In addition, while Article 46(1), points (a) and (b refer to data regarding certain
categories of persons, Article 46(1) point (¢} refers to certain categories of dara, namely
license plates, telephone numbers and ship idenfication numbers, that are "mecessary for
imvestigating  and analysing routes and methods wsed for irregular immigration and cross-
barder criminal activities”. Article 4601 )(c) could be interpreted as a general authorisation 1o
process these catepories of data, irrespective of a connection to the categories of persons
defined in points (a) and (b). We therefore recommend clarifving Article 46(1) to the
effect that these categories of data are listed as examples of the information that may be
processed concerning the categories of persons referred to in points (a) and (b), such as
for instance phone numbers of suspected smugglers or number plates of cars used by
suspected traffickers.

4.  Responsibility for processing

19. The Proposal brings a further shift towards a more operational role of the Agency in the
management of the external borders compared to Frontex'® and extends its mandate to
process personal  data. The Proposal lacks elarifications regarding the respective
responsibilities of the Agency and of Member States for processing personal data, which is
essential for the atribution of controllership. Of course it is essential that, in entrusting this
new Agency with major new responsibilities and tasks which will affect the rights of
thousands of individuals to protection of personal data, the body must be fully equipped and
eapable of discharging this role.

20. The Proposal sets up a rapid reserve pool of minimum 1500 border guards and creates
the new concept of "European Border and Coast Guard Teams" (hereinafter "EBCG Teams")
that will consist of "border guards and other relevant staff from participating Member States,
including national experts that are seconded by Member States to the Agency” (Article 2(3)),
which will be deployed from this pool to Member States where necesssary. Thes EBCG

E|Page
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teams are meant o support Member States’ competent anthorities in carrving out their tasks
related o the control of external borders, such as for instance assisting in the screeming,
identification and fingerprinting of amriving migrants and refugees at hotspot arens (Article
24(1)g)).

21, We understand from Article 39 of the Proposal that all members of the EBCG teams will
act under the authority of and on behalf of the host Member State in which they are deployed,
including team members who are part of the Agency own staff. Therefore, we infer that the
relevant host Member State authorities will be the controllers for processing of personal data
and will thus be accountable for the processing activities. We stress that joint operations of
the Agency and Member States should not lead to a blurring of accountability between
the Agency, the host Member State and home Member States.

22. Furthermore, Article 46(1) of the Proposal refers to "persomal data collected and
fransmitted io [the Agency] by Member States or its own staff in the context of jotnl
operations fand other operational activities]". For the application of this provision, it should
be very clear which information will reach the Apency, thus triggering ifs responsibility as
controller, and which information will remain at Member State level, for which thus Member
States' competent authorities will remain accountable as controllers. Therefore, we
recommend clarifying Article 46 in order to make explicit the circumstances in which
personal data eollected in operations at the border will be transmitted to the Ageney.

5. Transfers of personal data to third countries

23. The proposed Regulation would increase cooperation between the Agency and Member
States' competent authorities, and cooperation between the Agency and other entities both
inside and outside the EU. Such increased cooperation will entail multiple and diverse
exchanges of information that in some cases will include personal data. Tt should be
underlined that special data protection requirements apply when transferring personal data
outside of the ELI

24, The Proposal aims to enable the Agency to cooperate with other international
organisations and competent authorities of third countries {Articles 51 and 53}, The Proposal
would also regulate processing activities of the Agency and Member States that may or may
not take place on grounds of data protection (Articles 44 and 48).

25. In this regard, we welcome the prohibition under Article 44(4) of the Proposal of the
“tremsfer af personal darta processed by the Apency and the omward trangfer by Member
Staves io mthoridies of ihird countries or third parties processed in the framework of the
[proposed] Regulation”, with the exception of personal data processed in the context of
return operations and return interventions provided for specifically in Article 47. We
understand that the expression "third parties” includes international organisations as well,
which are therefore also concerned by this prohibition. Transfers of personal data outside the
EU are indeed subject to the same rules, be it a transfer to a state authority or to an
international organisation. Therefore, we recommend including an explicit reference to
international organisations in Article 44(4).

26. Article 53 envisages the future eooperation between the Ageney and third countries.
Article 53(4) stipulates that "Where the personal daia of refurnees are not iransmitied 1o the
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carrier by a Member State, the Agency may transfer such data”. If read jointly with Article
44(4), the EDPS understands that this paragraph foresees the only scenario in which the
proposed Regulation will allow the Agency to transfer personal data to a third country,
namely when providing personal data of returnees to an airline from a third country™.

27. In any event transfers of personal data to third countries by the Agency or by Member
States will require either an adequacy assessment or the use of appropriate safeguards, in
accordance with Article 9 of Repulation (FC) 452001 and Articles 25 and 26 of Directive
O5M6/EC,

28. With regard to cooperation with international organisations, Article 51 addresses in one
single provision the cooperation of the Agency with the EU institutions, agencies, bodies and
offices and with intermnational organisations. The EDPS considers that addressing cooperation
with these entities in the same provision may lead to confusion, as EU institutions, agencies
and bodies are not subject to the same transfer rules as international organisations, The
wording of this provision may therefore create legal uncertainty. All three sentences of
Article 51(4) refer to a number of different entities, the first and third sentences including
international organisations and the second one excluding international organisations, which
makes the paragraph difficult to read and could create misinterpretations. Therefore, we
recommend clarifying this paragraph and the provision as such, preferably by dividing
it in two distinet articles to address cooperation among EU entities and with
international organisations separately,

29, In addition, the first sentence of Article 51(4) provides that "international OFganisations
{...) shail use information received hy the Agency only within the limits of their competences
and in compliance with fundamental rights, including data protection requiremenis”, This
suggests that transfers of personal data between the Agency and international organisations
will take place, which is in principle contradictory to Article 44(4) which, to our
understanding, forbids such transfers. We ask for clarifications as to the transfer of
personal data by the Agency to international organisations and we recall that, should
transfer of personal data to international organisations be explicitly foreseen in specific
circumstances, it will be subject to the same conditions as transfers to third countries,
including the assessment of adequacy and specific safeguards cited above in accordance
with Article 9 of Regulation (EC) 45/2001.

6.  Ensuring rights of migrants and refugees

30. The fundamental rights of migrants and refugees must be fully respected in this context,
including the right to personal data protection. Therefore we urge the future Agency and
Member States (o be as transparent as possible concerning how they process migrants and
refugees' personal data, to inform these individuals in a clear manner appropriate to their
circumstances, and we recommend the adoption of specific user-friendly procedures to allow
data subjects to exercise their rights effectively.

31. When migrants and refugees reach EU territory, they find themselves in a particularly
precarious situation due to several factors; they have commonly fled their home country
secking for international protection, some face the risk of being returned, most of them are
unable to communicate fluently in the language of the Member Stale they arrive in or are
relocated to, and they are unfamiliar with the legal system in place,
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12. In this context, the EDPS welcomes the Proposal's explicit reguirement that the EBOG
will "graraniee the profection of fundamenial vights in the performance of its tasks wnder this
Regulation” (Article 33(1)), and the Proposal's numerous references to respect for
fundamental rights set out in the Charter, including specific references to the right to data
protection’” in Recital 29 and Article 34(2). We also welcome the Proposal's provisions for
several mechanisms 1o ensure respect for fundamental rights of migrants and refugees, some
of which already exist in the current Frontex Regulation, as detailed below:

e Article 33(1) requires the drawing up and implementation of a Fundamental Righis
Strategy”':

*  Article 34 requires the further development of a Code of Conduct for border guards
during border control operations coordinated by the Agency laying down procedures
to guarantce the respect for fundamental rights™, as well as the development of a
Code of Conduct concerning return operations in order to ensure return of illegally
staying third country nationals with full respect for fundamental rights, including the
right to the protection of personal data™;

¢ Articles 71 and 72 set up a new complaint mechanism and provides for the
appointment of a Fundamental Rights Officer (hereinafter "FRO") who will be
responsible for handling complaints concerning possible violations of fundamental
tights by the Agency, and who will forward similar complaints eoncerning national
border guards to their home Member State;

= Article 8I01) provides for a specific amlysi.*.“ ait the way the Charter will have been
complied with in the application of the proposed Regulation three years after its entry
into force. We assume that this assessment will include a dedicated part to the respect
for Articles 7 and 8 of the Charter on the rights to privacy and personal data
protection.

33. We wish to peint out that there might be an overlap between the function of FRO
and that of Data Protection Officer (" DPO'™), and this should be clarified for the henefit
of data subjeets, for instance by inserting a new paragraph in Article 72 that would
specily that data protection rights and related complaints will be dealt with separately
by the DPO in accordance with Article 44(1) of the Proposal, and within a written
understanding between the future FRO and DPO of the Agency.

34. Transparency is a precondition to ensure that data protection rights can be effectively
exercised, and ultimately to ensure that data profection principles are respected. As
controllers, the Agency and Member States have an obligation of transparency under Articles
11 and 12 of Regulation (EC) 452001 and Articles 10 and 11 of Directive 95/46/EC.
Accordingly, migrants and refugees should at least be informed of the processing of personal
data concerning them, the purpose(s) of the processing and the specific rights that they are
entitled to as data subjects.

35. We therefore stress the importance of ensuring in practice that migrants and refugees are

properly infarmed in a form that they can reasonably understand. This information should
be conveyed in an age-appropriate manner when the person concerned is a minor, using
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clear and simple language, knowing that that their mother tongue is likely not among

the official languages of the EU, and avoiding legal terminology that they might not be
familiar with™,

36. In addition, the future Agency will have to put specific procedures in place to guarantes
the exercise of data subjects’ rights. We welcome Article 4402} which obliges the
Management Board to establish measures for the application of Regulation (EC)y 45372001
with the prior consultation of the EDPS, We assume that these measures will include
procedures to answer data subjects' requests for access, rectification and blocking, in line
with Articles 13, 14 and 13 of Regulation (EC) 45/2001,

37. In this regard, we also welcome Article 15, (3), 1), which requires the future operational
plan for joint operations at external borders to include a referral mechanism, whereby
migrants and refugees will be directed to competent national authorities for assistance. As
data protection laws are complex by nature, we recommend including national data
protection authorities in the list of authorities referred to, which could offer assistance
and advice to migrants and refugees with regard to the exercise of their specific data
protection rights.

7. Comments on specific aspects of the Proposal
T.1. Further use and compatibility reguirements

38, The EDPS stresses the importance of fully respecting the purpose limitation principle,
considered a key principle of data protection law. The principle is laid down in Article
61 )b} of Directive 95/46/EC and provides that data must be “collecied for specified, explicit
and legitimate purposes and not further processed in a way incompatible with those
purposes™”,

39. In the light of this principle, we welcome Article 45 (1) of the Proposal which
exhaustively lists the purposes for which the future Agency will process personal data, as
well as requires such processing to be strictly limited to personal data necessary to achieve
those purposes (Article 43 (21). In order to ensure consistency, we suggest including in the
list the "administrative purposes' that are currently envisaged in Article 44(3).

40. We nole nevertheless that Article 43 (3) permits processing of information by the
Apency "for a different purpose than the one in paragraph | i authorised by the data
provider of the information”, This provision may allow for any use of information, including
any personal data, on the sole condition that the source of the information agrees to it, even
beyond the exhaustive list of purposes for processing of personal data in Article 43(1). Such
processing of personal data would be in clear breach of the purpose limitation principle. We
understand that the intention of this provision was rather (o subject the use for a ditferent
purpose among those exhaustively listed in Article 45(1) to the agreement of the source. We
recommend, in that sense, that the provision is redrafted to explicitly forbid the further
processing of refained personal data for other purposes than the ones defined in Article
45(1).

41, Neverfheless, such a clarification while necessary is not sufficient: changing the purpose
of processing among those listed in Article 45(1) based on the agreement of the source of
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information might not be in line with the purpose limitation principle if the further purpose(s)
of processing is not compatible with the initial one(s). lndeed, processing personal data of
refugees in a migration context is not automatically compatible with their use for the fight
against terrorism. The compatibility of purpose(s) defined subsequently should be assessed
on g case-by-case basis. Therefore, we recommend verifying the compatibility im between
the different purposes listed in Article 45(1) and explicitly referring to the compatibility
of "the purpose or the purposes as rg{mred' fo in paragraph 1| for which it shall be further
processed™ in the previous senfence” .

42, Finally, we note that the Commission shared in the Explanatory Memorandum to the
Proposal its intention to explore the possibility of giving the future Apency access to existing
European databases, such as the second generation of the Schengen Information System
("318 1"y and EURODAC, and will consider tabling proposals modifving the legal acts
establishing these systems in that sense. The EDPS seriously questions the basis for this, not
least becanse there is no explicit mention of SI5 [1 and EURODAC in the text of the
Proposal.

43, The EDPS will closely follow these developments. Im the meantime, we would again
eall” the attention of the EU legislator to the fact that further processing of data stored
in existing databases for different purposes incompatible with the original purpose(s) of
collection would entail a breach of the purpose limitation principle, and result in a
separate interferemce with the right to personal data protection. This would create a
need to provide clear evidence of the necessity and proportionality of such measure, A
database reparded as proportionate when used for specific purposes from its start ean become
disproportionate and even irrelevant when used for additional incompatible purposesat a laler

stage,

7.2, Data retention periods

44. The EDPS welcomes the Proposal's strict limits on how long the Agency will be able to
process personal data, which will reduce the extent of the interference with the fundamental
right to personal data protection.

45, Pursuant to Article 4603}, the Agency must delete all personal data collected during joint
aperations and other operational activities at the external borders "as soon ay they have been
tramsmitied to the Euwropean Asplum Support Office, Ewropel or Eurojust or io the compefeni
authorifies of Member States or used for the prepararion of visk onalyses”, which in any
event cannot be longer than three months after “the dare of collection of the dara”. We
welcome the provision for a maximum data retention period of three months.

di. Article 46(1) of the Proposal refers to “personal data collected and transmitted 1o [the
Agency] By Member States ov its own sigff™. We query whether the date of collection
mentioned in Article 46(3) refers to the date of the original collection by Member States'
national competent authorities, or whether it refers to the date when the Agency further
receives the data transmitted to it by Member States or EBCG Teams. We ask for
clarification in this regard.

47, Pursuant to Article 47(3), the Agency must delete all personal data of returnees collected
"as woon as the purpose for which they have been collected has been achieved and no later
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than 30 days affer the end of the retwrn operation or the refurn intervention”, We welcome
this paragraph as well.

7.3, Access rights of liaison officers

48, The Propoesal establishes the new role of linison officers of the Agency 1o be deploved to
Member States”™. The EDPS questions the necessity of granting access to "national and
Furopean information systems" to these officers as provided for in Article 11 of the Proposal.

49, Liaison officers will act on behalf of the Agency and will report regularly to its
Executive Director. From the description of their role in Article 11(3) of the Proposal, we
undersiand that liasison officers are meant o increase the presence of the Agency on the
pround to ensure more effective moenitoring of the management of external borders and o
foster cooperation between the Agency and Member States’ competent authorities in this
regard. For these purposcs, linison officers will "have access fo national and Ewvopean
information systems available in the national coordination centre. on condition that he or she
complies with the national and EU security and data provection rules” (Article 11{4)).

S0, We welcome the condition imposed on liaison officers to comply with data protection
tules in order to access national and Evropean information systems. However, we query
whether liaison officers exercise an operational role in Member States. We understand that
they will not be members of the EBCG Teams. Therefore, we fail to identify a sound base for
granting them access nights o these databases, Unless the need for such an access is
properly demonstrated, we recommend removing this possibility from the final text.

T4. Security of the technical equipment

51. The Proposal will enable the Agency to acquire technical equipment (for instance
fingerprinting equipment) and sets up a new pool of technical equipment to be deploved
rapidly at the external borders where necessary. The EDPS has concerns as regards the
security of the technical equipment and by extension of the personal data processed theough
the use of this equipment as described in Articles 37 and 38 of the Proposal.

32, On the one hand, the equipment from the pool will be provided by the Member States, by
the Agency itself or in co-ownership with 8 Member State, or will be leased by the Agency, It
will be registered in one Member States in accordance with the relevant legislation of that
Member State. On the other hand, when using this equipment later on, the members of the
EBCG Teams will act under the authority of and on behalf of the host Member State in which
they are deploved.

33. As technical equipment changes hands between the Agency and Member States and
between members of the EBCG Teams, it i3 important to ensure a level of security
appropriate to the risks involved throughout the duration of the operations. Thus, we
recommend clarifying the responsibilities for ensuring the security of the equipment
used by the EBCG Teams which should be defined at all steps of the lifecycle of the
equipment, namely from its acquisition, throughout its storage and use, and ending with
its disposal.
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8.

Conclusion

The EDPS weleomes several aspects of the Proposal, especially the fact that some safieguards
have been included in the text, for instance to limit the data retention periods. However,
considering the impact of the imerference with fundamental rights of migrants and refugees,
the EDPS considers more generally that a separate assessment of the necessity and
proportionality of the processing activities envisaged for each purpose of the Proposal should
be carried oul, The compatibility in between the different purposes for processing envisaged
in Article 45(1) of the Proposal should be verified as well.

In order to cnsure legal certainty and compliance with data protection principles, the EDPS
recommends, in particular, that the following improvements and clarifications be introduced
in the final text of the initiative:

B Purpose specification and limitation

detail more explicitly and separately the two purposes pursued by the Proposal
throughout the text:

ensure compatibility in the way data are being processed and refer explicitly to the
compatibility of purposes in Article 45(1);

redraft Article 45(3) to explicitly forbid personal data retained being further
processed for other purposes than the ones defined in Article 45(1);

¥ Responsibilities of the Agency

-

clarify the extent of processing activities by the Agency upon personal data
collected during joint operations and ather operational tasks, by exhaustively listing
in Article 46 the categories of data that could be used andfor pass through the
Ageney;

avoid ambiguity as to the accountability for processing activities and compliance
between the Agency, the host Member State and home Member States in case of
joint operations;

clarify in Article 46 in which circumstances data collected at the border by Member
States will be transmitted to the Agency, thus friggering its responsibility as
controller:

#  Quality and security of data

clarify Article 46(1)¢) so it will not be interpreted as a general authorisation to
collect such data irrespective of the eategories of persons defined in Article 46(1)(a)
and {h);

* clearly define the responsibility for the securily of the equipment used by the EBCG
and referred to in Articles 37 and 38 at all steps of the equipment lifecyele;
¥ Transfers
¢ make reference to intermational organisations in Aricle 44(4) as regards the
prohibition to transfer personal data, and bring Article 51{4) i hing,
I5|Page
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o clarify Article 51 by redrafting its paragraph 4 and by dividing it in two provisions
in order to address cooperation of entities within the EU and cooperation with
international organisations separalely;

¥ Rights of data subjects

s specify in Article 72 that data protection rights and related complaints will be dealt
with separaiely by the DPCy

e ensure that information provided to data subjects in this context is conveved in an
age approprigte manner, using clear and simple language and avoiding legal
terminology;

o include pational data protection authorities in the list of authorities referred (o
provide for by Artiele 15, (3), 1)

o remove the possibility for lasson officers 1o access national and European
information systems from Asticle 1104} if evidence of such need is not provided,

Done in Brossels, 18 March 2016
Giovanni BUTTARELLI

European Data Protection Supervisor

[Bim Pt
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Notes

! The Borders Package includes i total 13 legislative documents: a proposal o establish the Furopean Border
and Coast Guard accompanied by a Commission Communication, a proposal to amend the Schengen Borders
Code 1o imroduce mandatory systematic checks on EU citizens entering and leaving the EU, & proposal o
establish a European iravel document for the return of illegally staying thind country nationals, a Practical

Handbook for implementing and managing the Evropean Border Surveillance System, a Progress Report on the
Implementation of the hotspots i Gresce, @ Progress Report on the Implementation of the hotspots in laly, a
proposal for @ temporary suspension of Sweden’s obligntions under the EU relocation mechanism, a
Commission Recommendation for a voluniary humaniiarian admission scheme with Turkey, a Report on the
follow-up to the Leaders” Meeting on refugee Nows along the Western Balkans Route, a proposal to amend the
establishing agt of the Community Fisheries Control Agency and a propasal to amend the establishing sct of the
Eurnpean Maritime Safety Agency. All documents are available at: hitps!ec europagu'dgs home-aiTaisshat-
we-do'policies/securing-cu-bordersfindex._en.him.

? Proposal for a Regulation on the European Border and Coast Guard and repealing Regulation (EC) No
2007/2004, Regulation (EC) Mo 8632007 and Council Decision 200526 7EC (COM(2015) 471 final).

* Communication from the Commission to the European Parliament, the Council, the Ewrepean Economic and
Social Committee and the Committer of the Regions "A European Agenda on Migeation”, Brussels,
13.5.2015,CONM(Z015) 240 final; at that time, the Commission had already identified that: “The scaifrg up of
action in the Mediterranean exposes the realit of the management of exfernal bovders increasingly being a
shargd responiibiting As well o o Ewropean Syatest of Border Guards, this wondd cover o new approach fo
covsigiiard funcions in the EL, looking af isitiatives sich oy ossel sharing, joist exercizes and dual uge of
resources a5 well az @ the possibility of moving fewards o Exropean Coariguard ™

* Communication from the Commission to the European Parliament, the Council, the European Economie and
Soci] Committee and the Committee of the Regions "The Agenda on Secunty”, Strasbowrg, 2842005,
COM{2015) LBS final.

* See Conclusions of the Eumpem- Council meeting on 17 and 18 December 2005 available ar:

hitpzdata, i ! mentST-28-201 3- 1M1 T en/pdf.

“ See main resulis of the lustm: and Home Affairs Council meeting on 25 February 2016 available on the
Council website at: httpe/‘www consilium.europaeu'en mestings fha 2 01 6002/2 50

7 Bee the dedicated webpage to the fle on the Furopean Parlisment Legislative Observatory:

!’mﬂ"“'.""'“' europarl suropa.ewoeil/ popups ficheprocedure do?lang=& reference =200 503 L O(COD)

Charter of Fundamental Rights of the European Union, O C 364, 18, 12,2060, p. 1.

* The Eurcpean Agency for the Management of Operational Cooperation at the External Borders of the

Members States of the Ewropean Union was ereated by Council Regulation (EC) 20072004 and is commonly
referred to as "Frontex™ Council Regulation (EC)Y Mo 20072004 of 26 October 2004 establishing a European
Ageney for the Management of Operational Cooperation ot the External Borders of the Member States of the
European Union, OJ L 348, 25.11 2004, p. | (hereinafier “the Frontex Regulation).
® The EBCG ineludes coast guards 1o the extent that they carry out border control tasks; see Articles 3 and 5 of
the Proposal,

1 article 6{1Wb) Directive 9546/EC and 4(11(b) Regulation (EC) 45/2001.

2 Article T2(10) of the Proposal states in a similar way that "Any persomal div contatned {n a eowplain shall
be hamaled and processed by Member States in aceordance with Divecrive S306EC and Conncil Framework
Lhegiion 200897 1 IHA " without further clarification.

" gimilarly, in accordance to Article 39 of the Proposil, members of the European Border and Coast Guard
Teams will have to comply with the national law of the Member State in which they are deploved while
l:luf-:lmnng their tasks, which includes the national data protection law of the host Member Stete.

4 Directive 9546EC of the European Parlisment and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movernent of such data, OF L 281,
23101985, p. 31.

* Council Framework Decision 2008977HA of 27 Movember 2008 on the protection of personal data
Emce:a:a.ed in the framework of police and judicial cooperation in criminal matters, OJ L 350, 30,12.2008, p, &0,

" Propasal for a Regulation of the European Parliament and of the Council on the protection of individuals with
regard to the processing of personal data and on the free movement of such data (General Data Protection
Fegulation) COM{2012311.

7 Proposal for a Dicctive of the European Parliament and of the Coutell on the protection of individualz with
regard 1o the processing of parsonal dma by compatent suthorities for the purposes of prevention, investigation,
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detection or prosecution of criminal offences or the execution of criminal penalties, and the free movement of
such data COM{Z012710,

% Originally, Frontex had a role focused on coordination and its processing of personal data were relatively
limited. In 2001, amendments were introduced in the Froniex Regulation that included specific rules concerning
the processing of personal divta dene by Fromtex and extended its mandate 1o process such dita. Nevertheless,
the processing of personal data for operational tasks, and nodably the processing of personal data relating to
migrants and refugees, is not Frontex' main task.

¥ Mote that when the Agency leases a plane, it has 1o be registered in a Member State in accordance with Aricle
373Nk of the Proposal.
* Bee Correlation Takles in the Annex to the Proposal to make o compartson with the provisions of the Frontex
Regulation that the Proposal will replaces, available at: cilec. ‘dgs'home-affairs'what-we-
do'policies/securing-eu-bordersdegal-
documents'docs/regulation_on_the_european border_and coast ouard annex_en pdf,

! Similar to Article 26a of Froniex Regulation.
2 Similar to Article 2a of Frontex Regulation,
** gimilar to Article 9 ( 1a) of Frontex Regulation,

* gimilar to Article 33 {2b) of Frontex Regulation; see "External Evaluation of the Agency under Art. 33 of the
Pn.mtex Regulation - Final  Repon®, 28072013,  available on  Fromtex®  website  at
ti eis/Publications‘General Final_Fepor_on_External Evaluation_of Frontex pdf.

** Sae "Eurodac Supervision Coordination Group Second Inspection Report” on information to data subjects,

availahle i
Ittp: .'-'mrw edps eurnpaewEDPSWER webdav/site mySite/shared Documents Supervision Eurndac T9-(-
2 EM.pdi.

% The same principle is laid down in Article 44 13(b) of Regulation (EC) 452001,

** For more information on the compstibility assessment see the Working Party 29 Gpinion 320103 on purpose
limitation,  available  an  hopodec.europa cuqustice/dats-protecion article-29'docpmentation/opinion-
recommendation/files 2013/wp203_en.pdf,

* EDPS Opinion of 5 Seplember 2012 on the amended proposal for a Regulation of the Evropean Patlianen
and of the Coumeil on the establishment of 'EURODAC for the comparison of fingerprints for the effective
application of Regulation (EU) Ne (.../...} {establishing the criteria and mechanisms for determining the
Member State responsible for examining an application for international protection lodged in one of the Member
States by a third-country national or a staieless person), and on the proposal for a Council Decision on
requesting compansons with Euredac data by Member States” law enforcement authorities and Europal for law
enforeement purposes (Recast version), OF C 92, 1042010, p. |,

* The Proposal also envisages the possibility of deploving liaison officers of the Agency in third countries in
Article 29,

18|Page

7459/16 GK/er
DGDI1A

19
EN



