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CROATIA

Article 13 (1)

In points ¢) in addition to the term "content data" and d) in addition to the term "all available data",
we suggest adding "including metadata".

It is extremely important to place a clear obligation on accommodation service providers to
provide metadata that is part of images and video records when delivering information about the
content of sexual abuse of children. In the current text, the proposed obligation is not explicitly
stated. Metadata is an important and often crucial source of information in criminal
investigations, which enables law enforcement agencies to identify victims, locations where
victims are located, and identify perpetrators and the exact locations where the crime occurred.
Almost all OTT Internet service providers exclude metadata when transferring images and videos
via their platforms. For the stated reason, metadata would not be included in the term "all available
data" and it is necessary to prescribe a clear and unambiguous obligation to collect and submit
metadata.

In point f), instead of the term "associated date and time zone", which is imprecise and does not
specify all the data that needs to be collected in that context, we propose the term "date and time
stamp", which is also used in several places in Art. 13, 14, 17 and 18.

Article 14

We suggest deleting paragraph 2a and 2b point (b) as unnecessary. The purpose of the removal
order is the need for quick and efficient removal of illegal content, thereby preventing additional
victimization. The proposed new text contradicts this need.

It is also necessary to state clearly and unambiguously in the text of the Regulation that police
services and national law enforcement agencies are authorized to deliver content removal orders.
Therefore, we propose to add an article modelled after Art. 36. Introductory statements of the DSA
Regulation.

Article 17

We ask SE PRES to further clarify the new provision in paragraph 1 point ea). From this content of
the provision, it is not possible to determine the exact content of the blocking order. We suggest that
the stated condition be reworded to make it clear or deleted as unnecessary.
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CZECH REPUBLIC

1)

2)

3)

With regard to Article 13 SE PRES notes that Article 18 of the DSA provides for an
obligation for hosting services to report directly to national law enforcement authorities when
they are aware of situations involving a threat to life or safety. Article 13 of the draft CSA
Regulation provides for a broader reporting obligation through the EU Centres, including
interpersonal electronic communications providers. Do Member States think that it should be
explored whether and how the risk of double reporting could be avoided?

Reporting in the event of a threat to life and health directly to the LEA is the normal
procedure, the filing of a criminal complaint and the initiation of an investigation into
suspected criminal offences. When the provider notifies the LEA, it shall notify both the CSA
and the EUC. The EUC will be able to filter not only false positive notifications, but it will
also have information about the CSAM report, e.g. from several providers. It should therefore
be able to combine information on a specific CSAM solution. The LEA can also combine
information on the reporting of a specific material from several pages. In our view, there is
no conflict between two notifications.

With regard to Article 14, SE PRES asks whether Member States understand equally that
‘competent authority’ within the meaning of Article 14 is the same as ‘competent authority’
within the meaning of Article 25 (given that Member States are free to designate judicial
authorities and administrative authorities as their ‘competent authority’ under Article 25).

Yes, the competent authorities throughout the text of the Regulation can be any authority
competent to implement the Regulation according to the structure of the Member State. They
may also include courts or other independent administrative authorities which also perform
another function under the Regulation, but also, for example, any law enforcement
authorities.

With regard to Article 17(1)(a) SE PRES notes that a blocking order can only be issued if the
object of the blockage is on the list established by the EU Centre. Do Member States
consider that such a requirement should exist? Or should it be sufficient for Member States to
share their blocking orders with the EU Centre and other Member States as soon as they
become final?

In this case, we agreed with the original proposal — the blocking order is a significant
interference with rights and an additional guarantee consisting of the requirement that the
specific items are proportionate to the known CSAM. We believe that it is more important for
a blocking order to be sure of accuracy than speed — with the addition of an amendment to
Article 16(4)(a), the blocking order is better structured than originally, but we do not see a
problem in the requirement for a well-known CSAM. The process of converting new CSAM to
known CSAM should not be too time-consuming.
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4)  With regard to Article 18(3) SE PRES notes that this complaint mechanism only applies to
blocking orders. Do Member States consider that a horizontal grievance mechanism should be
explored, taking also into account Article 20 DSA?

Initially, the scope of authorised users differed for removal orders and blocking orders, if the
scope were harmonised, the right to redress could be unified in one article. However, we
prefer to be reluctant to introduce a horizontal complaint-handling mechanism in view of the
possibility of duplicating this obligation with Article 20 of the DSA for providers of online
platforms (i.e. some hosting service providers). (Article 20 of the DSA introduces an
obligation to establish a mechanism with similar parameters.) At least, we recommend that
any overlapping obligations under Article 20 DSA and the envisaged horizontal mechanism
under CSA can be met by establishing one system meeting the criteria of both mechanisms.
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Section 3
Reporting oliligitions
Artiede 12
Reprorting oblipations

Where a provider of hosting services or a provider of inferpersonal commumications
services becomes aware in any mamer other than theowgh a removal onder issued in
accordance with this Regulation of any information M.ﬂ.uum
ihdienking-pedeniial cndine child seoanal abwse on its services, it shall promgpily subamnii a
report thereon fo the EU Centre in aceordance with Antiele 13, It shall do so through the
system established in accordance with Article 332

Where the provider subumits & report pursuant o paragraph 1, 1t shall inform the user
concemid, n sceordance with the FuBm-.hg nhpaumph [:lmm:hng |n|!’omnu-:u| o
ﬂnmmm:nlnfﬂnmpm e ST - - .

on Hnmﬂs Flﬁ n!'
1n:||.ﬂn3 on the nght to subwmt wnpl.m’.lﬁ 1o the Coondinuting Authorty in sccordance
with Article 34,

The provider shall inform the user concemed withow! uncus delay, ather afler having
recaved a commumeation from the EU Centre incicating that it considers the repont to be
manifestly imfoundad as referred o in Amicle 48(2), or after the expary of a time period of
six dwes months rom the date of the report witho having recaived a commumention
fromn the ELY Centre incheating teat the informstion is not to be provided as referred 1o in
Article 48(a), point (a), whichever ocouss first. The tme period of six menths refered to
in this subyparagraph shall be extended by op to & months where so requested by the
canipelent authority referred to Inﬂrﬂﬂtl'ﬂ{%

Where within the Ssee-menths ime penod refemed to in the second subparapraph the
provider receives such s comrmmication from the EU Centre incicating that the
information 1s not to be provided, it <hall informn the wser concemned, without wdue delay,
after the expary of the ime penod set out in that commumication.

The provider shall establish wnd operate an gae to ncoesy meeseibilbe effective, u
appropnate and user-fmendly mechamsn that allows users 1o potify Sag 1o e prmd:r
Poknﬂul ':fliim nhld mlll dhﬁ# mﬂ‘- SETVICE. WMEM

b eleciron
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()

warl R ..l : H s '..| |."1 ; Ll. adi I. -:. -.L § ling the
ldentifiention of the onlime dhild sexual abuse adapted to the specilic tvpe of
mrviee,
Arsicle 13
Specific respriremenis for reporting?

Prowiders of hosting services und providers of imerpersenal commmmications services shall
submat the report refermed 1o in Article 12 using the template =2t out m Annex 111 The
report shall mnchude:

() denmfication detals of the provider and, where applicable, its legal representative,
(by  the date, me stamp and electronic signature of the provider;

(dy  all ovilable datn b thn-eontantdata related 1o the potential online chald seuml
abuse;

{e)  whether the potential online child sexazl abuse comncems the dissemamation of known
of new child sexnnl sbuse material or the solictation of childsen;

{f)  mformation conceming the geographic location related to the potential ondime child
sexual abase, such as the Intermet Protocol address of upload, with assockated date
and time rone, and port number,

(g information concermng the identity of amy user involved in the poterial online child
sexual abuss,

PCY comment: Articlz 18 DSA provides for an oblipation for hosting services to repon
crrectly to notional law enfiorcement services when they are awire of situstions concerming o
threat to life or secunty. This Amticle provides for a broader obligation to report via the EL
Centre ncluding abso providers of inferpersonal o sttrome conmuméabions. Do Member
States think it should be explorsd ifand how the nsk for double reporting could be avorded?

| Commenmtod U2 C2: "Ma™ gvin Bee possilaility, nel

blipati o bavepead ) of By |ided facte
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2 The pronider shall execute the removal un:l-,r a5 =000 45 possible ansd in .m:, event wnhm
]-1 h:ums of rmcl.|.1 lh-.'rml pvid 7 .

T 'tmnd[‘l:llalix?i This u nesw (e, in oo poiat of
] “sordinating Authe al i —— o iy min wiew IF sleoii] bt cosspes o1 wath orsty shech b §oaing e
% coueot -of fhe | ] dtd-ﬂ‘ apd the ns_for_iis TR et St N e
intentlon. It shall afford the provider an E‘Emnﬂ\' to commsent on Hal information, L = ]

| Commented [U4]): CF wodd ke 10 ad S rrason for
using eopression "5 peomean™ and wiy 1o infarm COOW
Beffore fmtieg & romoval afder. We snderand (b plesse is
e of roeeRorda remeval soder ondy,

W i ¥ Uil & I¥.

b reasons for issuing the remova [T tive co LIIQIe o]
llwrl its and legllimate interesis of all parties affected, havin, rd_in

Commented [US): OF would |ke o pobesy e .
Inqmﬁd‘w:h.miqw 1 ipar. ilde_hI-

1_ '!! !!E!!!!!! FIET, e e L Y .n.-:lu m_- Ia. P e ) h fanro P Ilii-ln"hli e 3
A removal ondg rM using the I:rrmlam set oal m Annex 1Y, Bemoval orders
shall oclude

{a) idenfification details of the g jotraid
authonty issmmg the removal u:lrd.-:f und alll]mﬁtml:lm of 1h¢ rcmm“:ﬂ ftd.'f I:n,r theat
authonity,

(b the nome of the provacker and, where npplicable. of its legal representutive;
(¢} the specific service in pespect of # which the remeoval order is issued,

) a -:uﬂ:'nuul'-' d-.hlJ-:d statement -:nl' Teasons chplmlung ul:}' the r-.*m-:ll..ﬂ -:-rd-:r 15
NN [y WY EEUS T TRRDYES ERET B 4 ¥ 4 Fi

wihire applicable, a sale i expikai why i er s
service  provider that  does pot have s maln _establishment _or legal
il the A Sl the i ¥ 1o the
A Tor i Lda;

{g) an exact uniform resource locator and, where necessary, additonal information for
the tdenti fieation of the child somal abuwse matenial;
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(f)  where apphicable, the nformation slout nonedisclosure dunng o specified time
penod, in secordance with Article 1504), point {cl;

fa)_reporting requinements.
{zd - aneference to this Regulation as the logal basis for the removal onder;

(hy  the date, wme stamp and electrome apmature of the wdiasl—or—ndapandas
il biasiriive-gespstant authonty issuing the removal order,

{i) ecastly understandable mformation about the redress available to the addressee of the
removal onder, including information about redress tooa count and abowt the tme
periods applicable to such redeess

The fliaint—sitbiri=ss=Hu-ineperseni-admpisiive authority ssung the removal

oncer shall address it fo the main establishment of the peovider or, where applicable, to its .

legal representative designated in accondance with Article 24

bl trnamit The removal order shall be iranembited, I necessary via ihe
Coordinating Authority, 1o the the provider's point of contact referred fo i Arficle
2301} by electronic means capable of producing a wntten record under  conditions that
allow to establish the authentication of the sender, inclding the scouracy of the date and

the time of senching and receipt of the onder, o the Coordinating Authority efssalli=hasent |

and to the EU Centre, throwgh the system established in accordance wath Article 39(2)

It shall desdt transmit the removal order in any of the efficial linguages declared by the
provider pursuant 1o Article 23(3)

The order may also be transmitted in any of the official nguages of the Member
State lssulng the order, provided that it is sccompanied by a translation of af least the
most important dements necessary for the execution of the order into any of the
official languages dechred by ihe provider in accordance with article 23(3).

If the provider cannol exeese the remeval order on grounds of fores majeuss or de facto
impossibility not atnbuteble to i, mehxlng fiv objectively  justifiable techmeal or
operational reasons. it shall, without undue delay, inform the authority Isuing the order,
I pecesmry via the Coordinating Authonity,-sCeshsblislsent of those grounds, using the
template sel out in Armex. ¥

The timne persod sét out in paragraph 24 shall start to mm as soon &5 the neasons referred to
in the first subparagraph have ceased o exast

IF the provider canmot exscute the removal onder becanse it contains manifest ermors or does
ot contain sufficient information for its execution, it shall, without wdue delay, request
the mecessary clanfication to the authority lssulng the order,

Coordinating Authornty, efestablishment using the template sef oul in Ammey V.

©| Commented (UBE:

[e usg: cz
expresicn o unify the text.

G2 twill b banalcisl bo iy Eha Bast, wa are SAB

| Ealling akeout B commpitent auahonty Heung the order

m#hﬂﬁ.huﬁﬂﬂhiim ]
imused, if it is 2 proqodere scoooding o par. 16 then 14
ikl ofl b iR O

| Commented [(US: < Fram wuplain win 4« prosestars

i s, i [t ix a prosedan woording 1o par. 144, then |4
should bt montiooed

Huwﬂ.llltlﬂpmﬂ-htm‘rup' 18 then 142

The tme period 2 oul in parsgraph 24 sholl st to mun & soon as the provider has PR e e
received the necessary clanfication s
617623 FL/ml 12
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The: pr{md:r shall, ml:hmn unichse dn.l.w el 1sing Ilb. Icnrphlv: sef out in Amex VI,

p Coord) of the measures tuken 10 {'.‘t-ﬂfl.ll.-ﬂ the
r-cnmul nrdur m-:hcalmsL i p-.l.ﬂl:l.-'uhr 'Il-]h.‘ﬂhd!r the provider removed the clald seaml
abise matenal or disabled gecess thereto m all Member States and the date and time
thereof.

The Cormmission shall be empowerad toadopt delegated acts in scoondance with Article B6
im order to amend Armexes IV, V and V1 where necessary fo improve the templates in view
of refevant techinological developments of practical expensnces gained

Artlele L
Procediere for cross-border rerroval orders

Subject to Articke 14, where the hosting serviee provider does not have s main
extublishment or legal representative in the Member State of the nuthority that isoued
the removal order, thatl authority shall, smuliancousty, transmit, if necessary via the
Coordinating Authority, a copy of the removal erder to the Coordinating Authority
of the Member State where the hosting service provider has its main establishment or
where iis begal representative resides or Is eablished. IT the receiving Coordinating
Aunthority is ot the competent sathority, it shall transmit the onder to the competent
atharity for the purpose of the procedure of This Article,

Where a hosting service provider recelves a remwval order as referred to in this
Avrtiche, it shall take the measures provided for in Ariicle 14 and iake e neoessary
measures (0 be able to reindate the comtent or access ihereto, in accordance with
paragraph 7 of this Article.

The Conrdinating Authority or the competent authority of the Member State where
the hosting service provider has itz madn establishanent or where fts legal
representative resides or §s established may, on lis own inltistive, within 72 howrs of
recciving the copy of the removal arder in accordance with paragraph 1, scrutinis:
the removal order to determine whether it serlousdy or manifestly infringes this
Regulation or the fundansental rghis and freedoms guarantesd by the Charter.

Where it Tinds an infringement, B shall, within the same period, adopt o reasoned
decisdon fo that effect.

The Coordimating Autherity or the competent authority shall, before adopting a
deckston puramani to the second subparagraph of paragraph 3, inform the conipetent
authority that lssued the removal order, il necesmary via the Coordinating Authoriiy,
of it intention to adopt the decision and of iy reasons for doing so.

627623
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Jall LIMITE EN

Commented MU11) CF Mo coplsin wiy s procaliee
imumprd, i it is 0 procedere scoording 1o par 14 then |

hioal il bt P el

7354/23
ANNEX

FL/ml

JAL1 LIMITE

10
EN



Where the Coordinating Awthorily or the competend suthorily adopis a reasoned
decision In accordance with paragraph ¥ of this Article, It shall, without delay,
transmil that decidon to the authorify that Issued the removal order, the hosting
service provider and the EU Centre, il necessary via the Coordimiting Authority.

Wihere the decishon fimds an Infringenient pursaant to paragraph 3 of this Article, the
remeval order shall cense 1o have begal elfects.

Upon recelving a declsion finding an Infringement conmunicated in accordance with
paragraph 6, the hosting service provider concerned shall immediately reinstate the
content or access thereto, without prejodice to the poscibility to enforce bt terms and
condliions In accordance with Union and national law.

Arsicle 15

Redress andd preniston aof information

Providers of hosting services that have received o removal order issued in accordance with
Article 14, a3 wdl s the uwers whoe provided the matenal, shall have the nght 1o an
effective redress. That nght shall inclade the nght roe]u]l-:-ngc sucha m:maj u:lrd-:fb-cl'c-m
the courts of the Menber State of the

adm ke authonty that issued the removal order

When the removal order becomes fimal, the sommetet-rdeia-smthn v indapendant
e g a.mhmn. ﬁm |ssu:d the r-:l:l.ma]. order ﬂn]l without m'lduc delay, transmit

, BT i i

1o (T} of fo 1h: G:-ordl.nu.ung Aulhmt}'rntﬂhhﬁhlm The C‘md.lml:mg Anll'ml}ﬂ
estiiishipet shall then, without wndoe delay, transmat geeps coples thereof to all other
Coordinating  Authoriies and _the EU Cemtre through the system established in
mccordance with Article 39 7).

For the purpese of the first subpargraph, o removal order shall become fnal wpon the
expary of the time period for sppeal where no appeal has been lodped in accordance with
rustrcnsad law of upon confirmation of the removal order following an apypeal

Where a prowvider removes of disables access 1o child sexual abwise matenal pursgant 1o a
removal order issned in accordance wath Article 14, it shall without undoe delay, inform
the wser who provided the matenal of the following:

{a) the fact that it removed the matenal or disabled access therato;

(by  the reasons for the ramoval or disabling, providing a copy of the ranoval order upon
the user's request;

(¢} the users’ nghts of pudicial redress referred to in paragraph | and to subwmit
complaints to the Coordinating Authonity in accordance with Article 34

627623
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sompotont suthority,

e whid e teud sl dee il edue dlay

| Comimented [ﬂ_‘lﬂ:{.z recommen da 1o ey with

1 ‘H‘_'ll.d [U0]: ©F woald like to iy hemmimal oy in
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H:MHtﬂmrﬂy -

Hmwul—m—md- d:l"wr ]m'ln,g mmdl:rd Il mmr,r w1|h rclnrml: p‘ubhc al.lh:umm
that the provider 15 not to disclose amy infommation regarding the removal of or disablig of
aecéss 1o the chald sexual abuse matenal, where and to the exten! necessary to avoud
interfering with activities for the prevention, detection, investigation and prosecution of
chuld sexamal abiise or related erimiml offences

In sich a case:

{a) the MMWMMEMan issung the rnmrﬂ.'al
nn:]n:f shall infe

not Imﬁtr lh:m !meﬂr} and nnt u:mcdmg a1 wcel.s du.nng ll.h!ll.‘h the provider is
not to dischose such infommation;,

(by  the oblignticns set outl m paragraph 3 shall not apply during that tine period,

Thee Jesuing Fesbtae : - retiwee authority may decide to
axtlend the time pcn.u-d. n:l'mnd 1o in lh: s-cu:ond ﬂbpumgraph |:-c1.nt (&}, by a further time
peniodd of macdrmum six weeks, where mxl: o lhr: extent lhu: mn-ilsdmur: :mnmm to b
niecessary. In that case, Ih]m et
authority shall inform, i pecess 1
decision, specifymg the appi[cnbl: lm'-cpmmi

Section 5
Elocking obligations

Arniele 16

Blocking owders
nuuwammmmwammm sha.ll Im-'c l['wpcwu'ba

: ie—i0 issue a hl:r.:kmg nrdcr
TECIEMNE & prm‘ld:i nd'trnu:mct HCCESS BETVICES md::r l['u:Ju:sciﬂl.m of that Member State
1o take remsonable measures o prevent users from accessing kaesm child sexal abuse
matenal indlicated by afl wmiform resource locators on the list of uniform resource locators
included in the database of indicators, in accordance with Article 44(2), point (b) and
movided by the EL Centre.

| Cownmastad [U15]: CF recoimenids 1o d oy with
compatod suthoniy, Retae o e CF FRES comprami e
bext.

| Commented [UT6]: CF socommen s 1o stay with

compsiont mthority, Fotam o the CF FEES compromis
| ek

| Commmintad [U17]: CF seconmends 1o iy with
coampalont mithority in whalo . Rebam bo the CF PRES
TR o e fed

| Commented [U18]:
O Please explain wiey fhis procedure bsused ifitiss
progedue soonding b par. 18a, Sien | 8n sl d ke
enticaed

| Commented [U15];
% Dot oust chiasyge i e Tl o dher peofasal mn ()
wmmumuum

led[l.li.‘ﬂ] L oo fore covmputend sttty

[ T FL/ml 15
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| Commentad [U21]: CF prefers coamjstent millasty 1o be
wstrdin all the congron i et indesd of foneny mithoty,

blocking orde shal be lssed: where eemadrethe the Fllowing condiion ar et
6276/23 FLiml %
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£

(b the Hocking order 15 necesany to prevent the dissemimmnon of te-clild sexual sluse
miaterial betsess in e Usnion, Taving regancd eparioubarto-the-cpsiie-aml-notie
.hl'-bhi-m to the nm:l o pmlu:t lhu_ nghls of the vichims m e

(&)

[an s [ Arrh
ﬂﬂl Eu'. u:ll'orm msourcu Imbﬂs mw na wﬂmmﬂy rcl:a.blc
maner, fo online ocations where child sexial abuse material can be found;

(dy  the reasons for ssuing the Wlocking order outweigh negative consedquences for the
rigghis and legitimale interests of all partves affected, having regard in pantscular 1o the
meed to ensime o fair balance between the fundamental nghts of those parties,
inchading e exercase of the users” freedom of expression and informtion ad the
provider’s freedom o condiedt a business,

When assessing whether the conditions. of the first subparagraph have been meet, account
shall be Iakcn nl" 1II rd:'muﬂ Im:h nuh:t cnmmumnm of the wse at hand, incuding s
Pt . s p—tel (he views of the provider submitted in

| t-u—r!ld {FFraH ;..'2 el comsn these (Ovimgies and

woull o o ik to iy thenel stionship b Sen delistig
o

ancordanm wjlh p'hJ-
5
-:su r shdt
(2} where oetesary, speafly elfective and proporbonste limnts wnd  sefegimads
necessany to erse that any negative conssquences referred 1o in paragraph 4, point
(ch), remuin limnited 1o wihat 1s stoetly necesarny,
(b subject to paragraph 6, ensure that the period of application remains limted fo what
15 stmetly necessary
& The jsmuing Cossdiswdbag-authonty shall specify in the blocking order the peniod dunng
which it apphes, isdcating the start date and the end date
The: period of application of Mocking orders shall not exceed five years.
T '-.'—.'u-—..: peos e .. HiE— e e e — R Y — oA P e
- e b C-:u:-:ﬂ:mlms .-*alhnnl} ﬁw | Comimemted [U23]; (3 prefims coly oee sty o be
WDIL whm‘. n:my and ot beast once every vear, assess whether any otligated o amem iy sobetmnsud dunges.
substantial changes to the grounds for issuing the blocking orders have oceurred and—is
pariestiar whether the condifvons of paragraph 4 confimme fo be met.
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Addittoee rrdes regarding blocking ovders
A blocking

Hee-Combinsting-uthoniolsdublihmm-shall o the L e e E e
tretiitate shull e isswed tsang the tenmplate s& out in Annex VI Nm.-krl'x orders shall
inclode:

{a)

(k)

(€}
{dy

(]

the refierence to the list of uniform resouree locators, peovided by the EU Centre, and
the safepuards o be provided for, including the limts and safeguards specified
purseant to Arficle 16(5) amd, where applicable, the reporting requirements set
pursiant o Amticle 18(8)%,

identification details of the sog

asbrmmsstrative authion 1y 1ssUTE ||: hlfﬂung m:lr:r |u1d m.lhmumiun ﬂflll: anlsug
order by that ssthonty,

the name of the provider and, where applicalsle, its legal representative;

ol vibich the bloeking diteofion orlel 1 sod:’

the start clate ansl the end date of the blocking cnder,

PCY comment: POY observes that the proposal means that o blocking erder can only be
issaned 1F the subject-matter of the Mocking is on the list provided for by the EU Centre. Do
Member Sates think that there should be such o requirament? Or should it be sufficient that
Member States share thar blocking onders wath the EU Centre ansd other Member States once
thay become final?

O o e o

| t-I—r!ld [I.ISII]: ;."2 e s gty previons
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(01w sufficiently detailed statement of ressons explmmng why the bocking order 15
issaned,

Afa)where applicabbe, reporling nquirements;
{zh - aneference to this Regulation as the logal basis for the blocking order,

(hy lhc dﬂ-: Illnc stanyp and electronie signature of the pskesal—auhboniy—m—ths
bt e psipaiive-aithority issung the Blocking order;

{i) ecastly understandable mformation about the redress available to the addressee of the
blocking order, inchuding information about redress to o court and sbout the time
periods applicable to such redeess

The ¢os - = . authonty issuing the
Hocking e a]ll.]l uddrm- it lh: main -:slihiuhrmnl ::I the provider or, where
applicable, o its lepal representative designated in accordance with Article 24,

The blockang order shall be transmitted, if necesary

the provider's peant of contact referred to in Artide 21-{[] eapall
Er-duu:lul a written record under conditions that :Ilum 1o establish the amben‘l:b:aﬂnn

ﬁ_lg_gm rmh, s mrdummm_ﬂmmmv w m! o ﬂu EU L‘emm lhrnug:ll.
the system established in sccordance with Amticle 392}

The Mocking ooder shall be drefledtranamitted in any of the offictal languages declared
by the provider pursuant to Article 23(3)

The order muy alse be transmitted in any of the oflicial lanpuages of the Member
State bsuing the order, provided that it is sccompanied by o transtation of at least the
mod important clemenis pecessary for the execution of the order into any of the
ollicial linguages dechired by the provider in accordance with article 23(3).

Iem alelﬂuﬂln\mus

| Commuented [U25]: CF prefers b iy e b

compeiot suthority, CF wosld ke o oome b o 8
PRES compaonsise fexd bn all B par. regarding S compelen)
bty

| Commented [U26]: {T_Htﬂl'ﬂpllrl'l..} this procedire

i wipdd, i i 9 8 proceders scoonding 1o par. 144, then 14
tmﬁi

hmﬂl’mﬂhu'l

5 IF the provider cammod execute the blockang order because it contuins mani fest ¢rrors or

does not contan sufficient iformation for its execution, the provider shall, without undae

delay, :I'I:I'.|'I.I“‘-1 the FECessAn/ clanfication 10 the authority isasing the order Cocsdmting

It neceseary vig the Coordinating Authority, vsing the

template set owl in Annex: VIIL
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DENMARK

General remarks

Denmark fully supports the intentions behind the proposal. However, Denmark finds that some of
the proposed provisions contain a range of lengthy and inflexible procedures, e.g. with regards to
detection and removal orders, which are inconsistent with the reality of CSAM cases where time is
a crucial factor in order to effectively block and prevent the further spreading of CSAM. Denmark
finds that a reasonable balance must be struck between the need for a timely and effective effort to
prevent and combat child sexual abuse and ensuring the legal guarantees of the involved actors.

To this end, Denmark suggests including the possibility of precautionary measures, i.e. the principle
of periculum in mora, in the proposal. For example, if the police wish to conduct a search of the
property of a suspect, and the search would lose its purpose if the police had to await a court order,
the police can conduct the search without a court order. As soon as possible and at the latest 24
hours after the search, it must be brought before the court in order to assess whether the intervention
was lawful if requested by the affected person. This process is also used with regards to intercepted
communications and seizures. Introducing a similar approach in the proposal would give the
relevant authorities simpler processes to navigate while still safeguarding legal guarantees.
Denmark finds that this approach could be beneficial with regards to detection orders in Article 7,
removal orders in Article 14 and blocking orders in Article 16.

Denmark also finds that inspiration should be drawn from the procedures in the Regulation of the
European Parliament and the Council on Preventing the Dissemination of Terrorist Content Online
(TCO) in which the procedures for deactivation and removal are simpler and more flexible.

Finally, we propose that the deadlines for the Competent and Coordinating Authorities regarding
the different orders in the proposal are streamlined. This would simplify the procedures for the
involved authorities when carrying out the tasks provided for by the Regulation.

Voluntary agreements to continue alongside the Regulation

In Denmark, the effort to prevent and combat CSAM is currently based on a voluntary arrangement
between the Danish police and Danish Internet Access Service Providers. The arrangement is called
“Netfilter blocking” and has proven to be very successful and effective.

The Netfilter blocking is based on cooperation agreements between the Danish police, individual
Danish Internet Access Service Providers and the Danish NGO Save the Children. If the police
become aware of an internet site containing CSAM, the police will inform the Internet Access
Service Provider and recommend blocking access to the internet site. The recommendation is based
on the police’s assessment of the material on the internet site, and the legality of the material on the
internet site has not necessarily been subject to a judicial review. As access to the internet site is
blocked based on the voluntary cooperation agreement, the blocking is not a coercive measure and
police investigation concerning access to the internet site is not automatically initiated. The aim of
the arrangements is to prevent access to and spreading of CSAM.
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Furthermore, under the arrangements the Internet Access Service Providers inform the police of the
previous internet site that the user accessed when trying to access a blocked internet site — so-called
referrals. This information is very useful to the police since many of the users come from internet
sites that also contain CSAM, and with this notification the police will be able to block these
internet sites as well. If a user attempts to access a blocked internet site, the user will be presented
with a message on the screen saying that the user is trying to access CSAM which is illegal
according to Danish legislation. Furthermore, the user will be presented with information on how to
contact a Danish public sexological clinic anonymously to get help in case of addiction to CSAM.

The arrangements have existed since 2005, and today nearly 80% of the internet in Denmark is
covered by these arrangements. The cooperation enables the police to react very quickly (within a
day) in order to block access and avoid further spreading of the content. The time element is
essential in order to prevent both access to and further spreading of the material. Denmark considers
the cooperation with Internet Access Service Providers and Save the Children to be of significant
importance for the possibility to prevent access via the internet to CSAM.

Against this background, Denmark strongly advocates for the possibility of upholding voluntary
agreements alongside the CSA-regulation.

Article 12

We suggest that the time period in Article 12 (2) is extended, for example to 12 months. Due to the
high number of cases concerning CSAM and the processing of these, it is very likely that the police
will have to request extension of the time period referred to in paragraph 2 several times, which will
impose an administrative burden on the police.

Furthermore, we kindly ask the Presidency and/or the Commission to confirm that the providers
will still be able to report material directly to the police after the entry into force of the CSA-
regulation and that police will still be able to initiate an investigation on the basis of such report
without having to await a report from the EU-center.

Article 14 and 14 a

As Denmark has previously emphasized, the Danish constitution sets certain boundaries when it
comes to foreign states’ exercise of authority on Danish territory.

It is our understanding, that Article 14 and 14a should be understood in such a way, that a
competent authority in one Member State shall have the power to issue a removal order directly to a
hosting service provider in a different Member State. It is also our understanding, that such removal
order will be binding upon the hosting service provider without the prior involvement of the
authorities of the Member State of establishment. Reference in this regard is made to Article 14a (2)
together with Article 14 (2)

For these reasons Denmark cannot support the current wording of the provisions.
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In order for Denmark to support the provisions, the process must be changed so that the competent
authority issuing the removal order sends the order to the competent authority or the coordinating
authority of the member state where the provider has its main establishment. In order for the
removal order to become binding on its territory, the competent national authority or the
coordinating authority of the Member State of establishment would have to forward the removal

order to the provider in question. Denmark suggests that the necessary changes are made in Article
14 (4).

In relation to Article 14 (3a), Denmark supports the deletion of Article 14 (32) in the recent
Presidency compromise text (6276/23). If the provision is reintroduced, Denmark would support the
French suggestion to replace “shall” by “may” in the second sentence of Article 14 (3a).

Article 15

We find the time period in paragraph 4 too short. Due to the high number of cases of CSAM
investigated by the police, a six-week deadline will put a disproportionate administrative burden on
the police. Therefore, we propose that the deadline is extended, e.g. to 12 months with the
possibility of extension during the entire investigation when necessary to avoid interfering with
such activities.

7354/23 FL/ml 19
ANNEX JAL1 LIMITE EN



GERMANY

General remarks

Combating the sexual abuse of children and young people has the highest priority for
Germany’s Federal Government. That is why the Federal Government has welcomed the
Commission’s proposal from the start as a shared European project which will create a clear
and lasting legal basis. Establishing a single European regulatory framework with effective
reporting channels and a new, independent and decentralised agency (EU Centre on Child
Sexual Abuse) are crucial steps in the fight against the sexual abuse of children. As part of
this effort, it is important to make the providers of relevant information society services
more accountable.

At the same time, the planned provisions of the CSA Regulation must uphold fundamental
rights, in particular when it comes to protecting the confidentiality and privacy of
communication. The Federal Government has serious concerns about the provisions on
detection orders in the proposed Regulation. For the Federal Government, a high level of
data protection and cyber security, including complete and secure end-to-end encryption in
electronic communications, is essential. With this in mind, Germany believes it is necessary
among other things to state in the draft text that no technologies will be used which disrupt,
weaken, circumvent or modify encryption.

This means that the draft text must be revised before Germany can accept it.

We will submit these and other specific requests for revisions soon. The Federal
Government will continue to contribute actively and constructively to the negotiations on
the CSA Regulation.

As the Federal Government has not yet completed its examination, we maintain our general
scrutiny reservation.

Examination of Presidency compromise proposals — 6276/23

We thank the Presidency for drafting the new compromise texts.

Unfortunately, the proposed wording we submitted for Article 2 has not yet been adopted.
This is specifically in connection with the scope given in the CSA Regulation for Member
States to make decisions concerning the age of sexual consent and whether certain conduct
and content is punishable. We also see considerable need for amendments to Article 7. We
therefore suggest that these points be addressed at a separate meeting of the Working Party.
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Article 12:
e We welcome the adoption in paragraph 1 of the wording used in Article 15a (1) of the DSA.

e Paragraph 2: Reports pursuant to Articles 12 and 13 should also state how the provider
became aware of a potential CSAM report on its services. We are open to the addition of
this requirement in Article 13 (1) (ba).

However, we would ask the Presidency to explain why the users concerned — especially in
view of their possibilities of redress — should not be informed about “the manner in which
the provider has become aware of the potential child sex abuse” and why information “on
the follow-up given to the report insofar as such information is available to the provider”
should no longer be contained in the report.

e Paragraphs 3 and 4: Could the Presidency please explain how anonymous user notices
would work in practical terms?

Article 13:

e From the point of view of national law enforcement authorities, double reporting must be
avoided in view of the high volume of reporting expected. In any case, there needs to be an
automated deconflicting process. Germany would therefore be pleased if the risk of double
reporting could be reduced (in line with the CSA and DSA).

e Please explain the deletions in Article 13 (1) (¢) and (d). As we have already explained,
from the point of view of the competent authorities, it is important to have access to all
available information in order to pursue potential avenues of investigation and ensure
effective law enforcement.

e Regarding Article 13 (ba): From our point of view, the term “manner” is unclear, as it might
refer to the channel or the source of information. We would be grateful if the Presidency
could explain this.

Article 14:

e We are pleased that the clarification in paragraph 2 sentence 2 has been adopted in the
compromise text.

e Article 14 (2b) and (3): For greater linguistic clarity and easier practical application, we
propose that the subject be clearly named: “The (competent) authority shall issue a removal
order / The competent authority issuing a removal order shall use the template set out in
Annex IV”.

e Would the Presidency please explain the additional paragraphs 2a and 2b?

e Regarding paragraph 2b: Which investigations are being referred to? Who is to conduct the
investigations and with what (technical) resources?
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e As we understand, paragraph 2b only applies if the provider does not remove the content
despite having received information in accordance with paragraph 2a. This condition should
be clarified in the text of the Regulation — with appropriate time limits specified as required.

e Regarding Article 14 (3) (fa), we would like an explanation and/or addition clarifying what
is meant by “reporting requirements” (who reports what to whom?).

e Regarding removal orders, once the competent national authorities have reached a decision
with respect to Article 14 (2b), it would be desirable to have a procedure (preferably
automated) for communication between competent national authorities and providers when
issuing removal orders (in accordance with paragraph 3 in conjunction with Annex V) and
to refer to this procedure in the Regulation.

e As we understand, providers must fulfil their removal/blocking obligations (see Articles 14
and 16) without the use of detection technologies.

Article 15:

e We maintain our scrutiny reservation, especially with regard to the time period specified in
Article 15 (4) (a).

Articles 16 and 17:

e We are still sceptical overall regarding the amendments in Articles 16 and 17 because the
removal of child sexual abuse material (CSAM) is in our view the most effective and
therefore the most preferable measure to stop the spread of CSAM.

e [t is therefore important to amend the requirements for issuing blocking orders in
Article 16 (4), in particular with regard to weighing the reasons for issuing the blocking
order against the negative consequences for the rights and legitimate interests of all parties
affected (paragraph (4) (d)). For reasons of proportionality, the text deleted in
Article 16 (4) (a) should be restored. We believe that careful weighing-up is necessary in the
individual case, particularly in view of the dangers and disadvantages of blocking orders.

e Issuing blocking orders to internet access providers should be allowed as a subsidiary option
only if action against the responsible party (located outside of the EU) cannot be taken or
would likely fail; if blocking is technically feasible and reasonable; if this does not entail
monitoring obligations; and if any HTTPS encryption is respected. For this reason, we
object in particular to the deletion of Article 16 (2) (a). (This deletion was already made in
14143/22).

e Could the Presidency please explain the amendments in Articles 17 and 18?

e We welcome the consideration of bringing the text, especially regarding complaint
mechanisms, more closely in line with the DSA (Article 20 DSA).

e For greater linguistic clarity, we refer to our comments on Article 14 (2b) and (3) and
suggest that the subject be clearly named.
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Article 18a:

If it is not possible to remove CSAM, de-listing can be another suitable option. We believe
that joint action at European level would be very helpful, especially in view of the desire for
a single regulatory framework, and that it would significantly increase the effectiveness of
de-listing. However, we believe de-listing should only be allowed as a subsidiary measure.
In other respects too, the requirements given in Article 18a (4) should be further specified,
due to the infringement of operators’ and users’ rights that is associated with de-listing.

Since de-listing was not part of the Commission’s proposal, and therefore not part of the
Commission’s impact assessment, we suggest asking the the Commission for its appraisal.

In connection with the discussion of Chapter II, we would also like to address the annexes to
the draft Regulation. Given the high volume of reporting expected, the forims referred to in
the annex should support the automated processing of reports. Free text fields in the forms
should be avoided. The forms should instead contain lists, predetermined values and defined
choices, thus facilitating completion and further processing.

We assume that even after the establishment of the EU Centre, the U.S. organisation
NCMEC will remain a key source of reporting to the Centre and/or to Member States. We
are therefore in favour of basing the format of the EU Centre’s reporting forms on that of the
NCMEC’s forms. These forms have been used successfully for many years in an
international context.

We would be happy to propose specific amendments to this effect.

We also refer to our previous comments on Article 2 and Articles 12—18c.

Examination of the proposal as of Article 19 — 14143/22

Articles 25 and 26:

The way the Coordinating Authority is organised is extremely important to Germany and
other Member States. We would therefore like to emphasise once again that the
Coordinating Authority must be able to perform its tasks independently. For this reason, we
have already called for bringing the CSA Regulation into line with the requirements of the
TCO Regulation.

In any case, we think that Article 25 (9) should clarify that other competent authorities
taking over tasks from the Coordinating Authority must carry out these specific tasks
independently and without seeking nor taking instructions. This is necessary in particular
because law enforcement authorities should continue to be able to carry out evidence
processing tasks and to take on tasks related to removal orders.
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Article 25 (9) should therefore read as follows:

The requirements applicable to Coordinating Authorities set out in Articles 26, 27, 28, 29,
and 30 and 31 shall also apply to any other competent authorities that the Member States
designate pursuant to paragraph 1 in relation to the carrying out of their respective tasks.

e We understand Article 25 (9) as permitting individual tasks (and not all the powers referred
to in Articles 26-31) to be delegated to other authorities.

e The transitional period given in Article 25 (1) should be appropriate for implementation in
national law. We therefore believe the period should be one year.

e As for the rest, we stand by our previous comments, most recently from the LEWP meeting
on 24 November 2022.
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ESTONIA

As we also raised at the last LEWP meeting, there are two principial problem areas:

The first and the more fundamental issue concerns data retention. Several Member States have
raised some questions with data retention, mainly Articles 13 and 22. The current version focuses
on data retention which applies only after discovering the criminal content. In reality, however, it is
often necessary to react later, which means that in order to investigate the crime, it is necessary to
obtain data which has been created long before the criminal content has been discovered at all.
Including metadata. For example, with the child sexual abuse material, if the service provider starts
retaining the data let’s say 24 hours or even a week after the material has been posted (at the
moment when it’s discovered) then there is no data to pinpoint the person who published it. It is
already too late. This is what the current regulation does not seem to take into account. This is a
much broader problem that would require a solution which is not necessarily field- or sector-
specific, but would then apply to all concerned regulations as an umbrella act. We have also
submitted proposals in this regard in the COSI format so that the proposed HLEG working group
could start take it into account.

Secondly, the issue also brought up at the LEWP meeting on Feb 24" is about the principles of the
coordinating and competent authorities. As already handled in the TCO regulation discussions, it is
not realistic to state that the coordinating or competent authority is fully independent. Every
institution is subordinate to some other. In the very last case, all institutions are subordinate to the
government, and the budgeting of all institutions is also done from the state budget. We should take
the wording of the TCO regulation as a basis as it is the result of the same discussions. The recitals
of the TCO Regulation state that Member States should remain free to choose the competent
authorities, allowing them to appoint administrative, law enforcement or judicial authorities to
perform this task. Article 12 of TCO Act states that Member States shall ensure that their competent
authorities have the necessary capability and sufficient resources to achieve the aims and fulfil their
obligations under TCO regulation. Since the coordinating authority can also be a competent
authority according to the CSAM proposal, there is no reason to set different rules from the ones set
to TCO competent authority.

Article comments:

e Art2 (x) ‘online search engine’ — art 3 1. which one? There is no (i) is Art 3. Also should
we specify the name of the online search engine?

o Art 12 (3) The provider shall establish and operate an easy to access accessible, effective,
age appropriate and user-friendly mechanism that allows users to notify flag to the provider
potential online child sexual abuse on the service. Those mechanisms shall allow for the
submission of notices anonymously and exclusively by electronic means. What are the
user-friendly mechanism referred to? Age appropriate?

e Art 13 —The competent authority- who will it be?

o (13) h — to which authority in the third country?
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e Art 14 (2) — we find 24 hours to be too long.

o Art 14 a 6 - The procedure for a cross-border removal order - how to restore
content?

e Art 15 (1) - If the order is modified or repealed as a result of a redress procedure, the
provider shall immediately reinstate the material or access thereto or take other necessary
measures. Which kind of necessary measures?

e Art 16 (3) — a reasonable time period set by that authority - what is a reasonable time?

e Art 17 (a) a blocking order can only be issued if the object of the blocking is on the list
provided by the EU Centre? What happens if it is outside the EU?

e Art 18 (a) — what in this case is considered as a reasonable measure?

e Art 22 (2) Service providers shall keep the information referred to in (1) for no longer than
is necessary for the applicable purpose and in any case for no longer than 12 months from
the date of reporting or the date of removal or denial of access, whichever occurs first. Is 12
months perhaps too long?

e Art25 (4) one week isn’t enough.

e Art 26 Estonia does not support the established requirements concerning the creation
of a separate new Coordinating Authority in each Member State and the complete
administrative independence of that authority.

e Art29 (2) (b) - Detection, restraint and blocking - does the coordinating authority need
to be able to negotiate with the provider; can the provider voluntarily implement some

of it?

Comments and questions from the Prosecutor's Office:

e A removal order and a blocking order will certainly need to be regulated at national level -
who, how? Same for "Delisting orders" - 1.e. search exclusion?

e Art 15 too, of course. The six-week time limit (Art 15 § 4(a)) and its extension by 6 weeks
may not be sufficient to bring the procedure to the stage where it can go public under
national law. This requires very good coordination with the central authority so that
information is not delayed. And a very good readiness to deal with the matter immediately at
national level. Translation takes time. Could it be 8 weeks?
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A walkthrough of a specific case to illustrate Art 15:

Information is received that an Estonian host or a user in an accommodation service in
Estonia is handling CSAM. (how soon, will become clear when the system is started).

You have to make an assessment of how serious it is, whether it needs an immediate full-
scale response, or whether you can start to ram it through a bit by bit - a couple of hours if
you have time.

An investigator (a team) must be found who can get down to work immediately. Timeframe
difficult to quantify, probably possible within a day.

We need to start identifying who he is. Making enquiries, analysing information - hard to
predict, but probably a couple of days. Possibly need to do surveillance to identify the
person.

For the court, the materials have to be translated (the PPA knows how long the queues are
for quick translations, even into English).

At least two working days to give/receive authorisation for surveillance. One for the
prosecutor to examine the material and write a reasoned request, the other for the court to
examine the material and write a reasoned order. In Estonia, there is an insanely high
substantive standard to even apply for or be granted a warrant to conduct surveillance. The
reasons why evidence cannot be obtained by other means must be explained so that the
ultima ratio of the measure is clear, sufficient and comprehensible to all higher courts.

Even in the best of cases, a week or more has gone by.

The authorisation for surveillance can be granted for two months at a time, which is
essential. Because not all surveillance operations can be carried out immediately. I have
had a case where the preparatory activities necessary for the gathering of evidence, which
may also only be carried out with the authorisation of the court and are in the nature of
intelligence activities, have lasted 5 weeks.

It can take weeks to obtain conclusive evidence/identify the person/associate with CSAM.

It is too much of a hassle and too risky to deal with 6 weeks of extensions in parallel, hoping that
the information will reach the provider in time.

The reference to "paragraph 7 of this Article" in Art 14a 2 was confusing, because in the
version of Art 14a available there were only 6 paragraphs. Since there is also a reference to
Article 14, the reference is probably to paragraph 7 of Article 14. Maybe instead "paragraph
7 of this Article" "paragraph 7 of Article 14". Or is this reference unambiguous for others.

Normative confusion 14a § 6, which refers to § 6. Which Article § 6?
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e The last paragraph of Art 16(4) refers to paragraph 3 "in accordance with paragraph 3", but
in Article 16, paragraph 3 has been deleted entirely. The so-called hearing or disclosure of
the provider's position is in § 2.

e Art 23 and Art 24 Points of contact and legal representative:

What if providers obey these requirements? Or the fulfilment of the requirement has
been formal and no one respond, we can’t actually forward the information. We must
create measures to compel providers to comply with these requirements. For example
threat of punishment, allow to offer services only if obligations are fulfilled: provider
have been designate legal representative and established contact point.

Estonian Police and Border Guard

e Art 13, (4) — if there is a threat to life or safety, the first recipient should be the LEA and
cc: to the EU Centre

This article has relation with Digital Service Act Article 18. Notification of suspicions of
criminal offences (1) Where a provider of hosting services becomes aware of any
information giving rise to a suspicion that a criminal offence involving a threat to the life or
safety of a person or persons has taken place, is taking place or is likely to take place, it shall
promptly inform the law enforcement or judicial authorities of the Member State or Member
States concerned of its suspicion and provide all relevant information available).

e Art 13 Subsection 1(c) - what data are considered to be content data in accordance with this
paragraph?

Given that, according to Article 2 (1), the concept of CSAM also includes live performance
directed at the audience, including the performance by means of information and
communication technology, 1.e. Dir 2011/93, Article 2(e), as well as the same Dir Article 6
referred to in (o) and (q), it is clear that Article 13(1)(c) — content data should include
videos, images, text and sound.

e Art 14(2) - must provide nationally for the provider to have the capacity to respond
(remove) within 24 hours.

e Art 14(2a) - to set up a national process for how the coordinating authority interacts with
service providers.

e The last subparagraph of Art 14(2b) is redundant, repeating the previous one. It is not clear
what 1s meant.

e Art 14(3) da - Can we give an order to a service provider established in a third country? You
should contact the law enforcement authority of that country. We can block CSAM content
within the EU but not in a non-EU country.
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o Art 14(4) - the preferred language would be English as the EU's number 1 working
language.

e Art 15(1a) - what becomes of erotic material, this should be worded more precisely as it is
prohibited in Estonia to depict a child in an erotic situation.

e Art 15(4) - the Regulation consistently talks about time limits in terms of months, here
weeks, which is confusing. Would it be more appropriate to set the time limit at 2 months?

e Art 16(1a) - uses the undefined legal term "reasonable time". The time limit must be
specific.

e Art 16(1) - could remain the Commission text. If the identification of new material is also
moved to resource indicators, how can new material be identified at all? Could there be a
risk of blocking new material in the Parliament's proposal? In any case, does the
identification of new material have to be accompanied by a resource blocker? If only child
pornography is included in the locator database, what about erotic material?

e Art 16(2) - uses the undefined legal concept of reasonable time. This could be explained at
the beginning of the Regulation.

e Art 16(4b) - The service provider must have in place general requirements for risk reduction
and detection. Where and if so how are these set out? If they were laid down, there would be
no need to set them out in the Articles. The foregoing is supported by point (c).

e Art 17(1a) - Blocking orders could be made available to the coordinating authorities of each
EU country through a data exchange platform (perhaps in the form of a table). It is too
resource-intensive to ask the EU centre for information on URL blocking.

e Art 17(1) fa - what is the need for reporting requirements to be reflected in the blocking
order?

e In Article 18a (3) - what does “reasonable time period” mean? and within same article
18a (4)(b) — what is meant by the expression “in a sufficiently reliable manner”?

In conclusion, minors portrayed in erotic situations are a danger point. If we do not agree on criteria
in our own country, there could be a lot of litigation and burdens on the courts.

Enforcement of injunctions in general - while service providers exercise their right to review and
challenge an injunction, is the content still available for prohibited consumption? This will result in
a commercial benefit for the service provider from the illegal activity (distribution of prohibited
content). Access to the prohibited content must be restricted from the moment the order is issued. It
is in our interest that commercial interests do not override the rights of the child.

Is an injunction a new concept in Estonian law, is it the same as an injunction?
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FINLAND

Section 3

Reporting obligations

Article 12
Reporting obligations

1. Where a provider of hosting services or a provider of interpersonal communications
services becomes aware in any manner other than through a removal order issued in
accordance with this Regulation of any information giving rise to a suspicion of indicating
peotentiat online child sexual abuse on its services, it shall promptly submit a report
thereon to the EU Centre in accordance with Article 13. It shall do so through the system
established in accordance with Article 39(2).

2. Where the provider submits a report pursuant to paragraph 1, it shall inform the user
concerned, in accordance with the followmg sub-paragraphs provzdlng information on
the main content ofthe report 1 the manner in which ‘ HE (H

&ueh—mfé#m&ﬂen—w—ava#able—te—tke—p#ewden and on the user’s posszbllmes of redress

including on the right to submit complaints to the Coordinating Authority in accordance
with Article 34.

Is Article 12(2) about the informer or the user whose material is reported to the Centre - and does it
apply to both the suspect and the victim? We have previously submitted a written comment on the
ambiguity of paragraph 2 in relation to the right of data subjects under data protection law to be
informed of the processing of personal data concerning them, including disclosures of personal
data. The data protection legislation allows for a postponement of the provision of information, e.g.
to secure a preliminary investigation at the request of the police, but it remains unclear here how the
paragraph would interact with it.

FI’s previous comment on this topic

The relationship between Article 12 and the data protection legislation should be clarified. We draw
attention in particular to the reporting obligation in Article 12, paragraph 2. It is unclear what the
relationship of this paragraph is with the requirements imposed on the controller under the GDPR to
inform the data subject of recipients of personal data. It is further unclear how the reporting
obligation would work together with the provisions of Directive (EU) 2016/680 (LED) that apply to
the competent authorities, particularly Articles 14 and 15 thereof, as implemented by the Member
States. Those Articles concern the right of access of the data subjects and the limitations on that
right.

For the time being, we maintain a scrutiny reservation on the appropriate time limits for the reason
that the relationship with LED is unclear. LED only applies to the competent authorities, whereas
the provisions of the GDPR would apply to the service providers.

7354/23 FL/ml 30
ANNEX JAL1 LIMITE EN



It is important that Article 12 take into account both the interests of investigation and the interests
of the data subjects, including those of child victims.

We will be happy to propose drafting that takes into account those interests, once we have a
clarification from the Commission on the relationship between Article 12, paragraph 2, and the
provisions on the right of access of the data subject and the limitations on that right under the data
protection legislation. In particular, is Article 12, paragraph 2, meant to adapt the provisions of the
GDPR and LED concerning the right of access of the data subject?

Article 14

Removal orders

2. The provider shall execute the removal order as soon as possible and in any event within
24 hours of receipt thereof. The provider shall take the necessary measures to ensure that
it is capable to reinstate the material or access thereto in accordance with Article 15(1a).

2a. Before issuing a_removal order, the issuing authority shall inform_the provider, if
necessary via the Coordinating Authority, of its intention to do so specifying the main
elements of the content of the intended removal order and the reasons for its intention. It
shall afford the provider an opportunity to comment on that _information, within a
reasonable time period set by that authority.

On a general level, Finland believes that Article 14 is a step in the right direction, however, we do
not believe that Article 14(2) is workable. The proposed addition would mean that the service
provider would have to store the material somewhere in order to be able to do this. Isn't this
problematic when it comes to CSA material?

Could the new provisions in Article 14(2a) lead to additional requirements for authorities to tackle
illegal content, thus affecting the speed and effectiveness of the enforcement effort? If the material
has already been identified as illegal CSA material by a public authority decision, why ask for the
provider's opinion in the removal order. The same comment applies to the subsequent Article
14(2bb) and fundamental rights considerations. If it is criminalised content, it does not enjoy the
protection of freedom of expression. It would also be useful to clarify the relationship of this Article
to Article 3 of the TCO Regulation.
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Section 5
Blocking obligations

Article 16
Blocking orders

1. The competent authorlty Qeemlma-tmgﬁ%b#%ty—ef—eﬂa-bﬁv-hmem shall have the power to

requiring a provider of internet access services under the ]urzsdlctzon of that Membe/ State
to take reasonable measures to prevent users from accessing fmnown child sexual abuse
material indicated by all uniform resource locators on the list of uniform resource locators
included in the database of indicators, in accordance with Article 44(2), point (b) and
provided by the EU Centre.

General comment:

Experts from the our National Cyber Security Centre and stakeholders in Finland have raised
technical problems in implementing URL-based blocking in practice. In particular, the effectiveness
of the measures has been questioned, as most of the network traffic is now HTTPS-encrypted. Has
the COM considered other possible ways of implementing blocking orders?

Regarding article 16 (1)

What is the reason and meaning of the deletion of the word known? This has previously been the
limitation here, but have the content of the article now significantly extended? Can blocking orders
be placed on the site to prevent access to "potential" CSAM material (not yet known) or how should
the rest of the section be interpreted. In other words, is it now unclear to what extent it has been
identified that CSAM material is present on the site before blocking access to it? This measure is
significant, for example in terms of freedom of expression, if it is used to block access to a
particular site altogether.

In this respect, it should be noted that the CSA draft regulation includes the word "potential" in the
concept of CSAM, i.e. measures to find potential (not yet identified) data. It is good in itself that
Article 16 has built in application thresholds, but it would be useful to clarify the above-mentioned
issue. As such, the measure may be justified to protect children and various blocking provisions are
contained in different laws, but the rationale and meaning of the deletion of the word "known" 1s
now unclear.
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Article 17
Additional rules regarding blocking orders
1. Fhe-CoordinatingAnthority-of-establishient—sha  isshetn. A Dloc Ing orders—veferred-to

inArticte 46 shall be issued using the template set out in Annex VII. Blocking orders shall
include:

(ea) where applicable, the effective and proportionate limits and necessary safeguards;

What are the necessary safeguards in the new (ea) section; are they to be opened up in the text or
perhaps in the recitals?
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HUNGARY

Comments on doc. 6276/23

Section 2
Detection aligations
Arvicle 7
Taruearice of alerection orders Cemmented [GYM1]: I the toms compeios
ity b e siai g it dinsting Aufleritics wreto
[..] ot ] e progesend in ouse of thenales of pemoval oeders,
Bloddag orders sl &l dting ordeors, the sme lornme deould
bt ippliteed b dhebection enders ms wall.
[N raew counpromise lexts in dhis Article]
Article 8

Avkditiowrad niles regarding deteciion arders
{1
[No new comgramize wexts in this drticle]
Article 9
Rodress, information, reparting and modification of defection orders
{od
[N new compromise wxis in diis Article]
Arsiele I
Techemlogies and sofepiards
fod
[Na pew commpromize it i diizdrnicle]
Arsicle 11
Gitrbalelines regarding deteciion obligations
fond
[No new comnpromise leats in dis Article]
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Section 3
Reporting obiligitions
Article 12
Reprorting oblipations

Where a provider of hosting services or a provider of inferpersonal commumications
services becomes aware in any mamer other than U!-.mgh a remeowal order issued in
accordance with this Regulation of any information

indienking-pedeniial cndine child seoanal abwse on its services, it shall promgly subamnii a
report thereon fo the EU Cenire in aceordance with Antiele 13, It shall do so through the
system established in accordance with Arficle 332,

Where the provider submits & report pursuant to paragraph 1, 10 shall inform the user
concemed, In accordance with the Fuﬁmhg n#pan wls [:lmrluing mfornnum o
the main content of the n:pm o ST IS e s

- . e on e user’s possibalities n!'
1n:||.uin3 on the nght to subwmt wnﬁmﬂs 1o the Coondinating Authority in secordance
with Article 34

The provider shall inform the user concemed withow! unds delay, aither after having
recaved a commumcation from the EU Centre inchcating tat it considers the repont to be
manifestly imfounded as referred o in Amticle 48(2), or after the expary of a tine period of
six Hwes months rom the date of the report withoe having recaived a commumcation
fromn the EL! Centre inchieating tat the informstion i3 net to be provided as referred 1o in
Article d8ia), point (), whichever ocours first. The time period of six months refered to
in this sulsparagraph sall be extended by op to 6 months where s requested by the
competent authority referred to in Article 356,

Where within the Ssee-menths ime penod refemed to in the second subparapraph the
provider receives such a commmmication from the EU Centre incheating that the
information 1s not to be provided, it shall infiomn the wser concerned, without wdue delay,
after the expary of the fime penod set out in that commumcation.

The provider shall establish snd operale an sy to access sesscddle, ellective, o
appropnate and wser-fnendly mechamsn that allows users 1o potify Sag 1o e prmd:r
pot:nuul unhn: :hld mul dbm: o Ih.. SETVICE ww_m

by elecironic me
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peeder ihe previons jom

s il pevpuiement may be dos ool wiih regarddo ibe fact
it service providers e expetiod Do apgly I {Uaunlly b b
upto aimina satborities 1o consider whad may ghve nis bo s
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|mﬂrn-.rmmmlul,ﬁhpmln
Arsicle 13 RO e ] M e

Specific requiremerts for reporting*

1 Providers of hosting services und providers of imerpersonal commmmications services shall
submat the report refermed 1o in Article 12 using the template set oot i Annex [ The
report shall inchude:

(a) dermfication detals of the provider and, where applicable, its legal representative,
(by  the date, Bme stamp and electronic signature of the provider;

e t-II-Ild-[II-I]: Idonitifying s souroe of G

I'Cm ....... HPME--MEWE We thank PRES for smonding the
bt acopering b casr commmient,

{dy  all available diia séhesthan-contant-data related to the potential online child seasl .
abuse ancluding mnets dote Comimemted [FYME]: We would predor the culin
wordmp. it provides mer e clasty when indergret o Bopeitue

{e)  whether the potential online child seximl abuse concerns the dissemiration of known | il e smoked point ()

of the orime wnd
(f  information conceming the gecaraphic location related to the potential ondine child mmk“d' H‘*w I
sexual abase, such as the Internat Protocol address of upload, with assockted date
and time rone,_time stamp and port mmnber,

o mew child sesatal abuse matenial or the solictation of childeen; cmmn mmmt“ﬂﬂﬂu ‘

(g)  nformation concemng the identity of any wser involved i the poteriial online cluld
sexnal albise;

A PCY comment: Article 18 DSA provides for an obligation for hosting services to repont
derectly to notional law enforcement services when they are awire of siustions concerming o
threat to life or secunty. This Amicle provides for a broader obligation to report via the EU
Centre including akso providers of inferpersonal o sttrome commuméations. Do Member
States thank it should be explorsd if and how the nisk for double reporting could be avoded?
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The provider shall execute the removal order as soon- s pn.mlﬂ: wnd 1 any event mlhm
Au._‘—l hourd of :m-:-:spt ﬂﬂmf provdc ares b

A removal order shall be issued wsing the template set out m Annex 1Y, Bemoval orders
shall clude

{a) idenfification details of the - g jotraid
authonty issimg the removal order and mll]m!lml:lm af 1h¢ rl.nw.“:ﬂ udet I:n,r theat
anthonity,

(b the name of the provacker and, where opplicable. of its legal representutive;
(¢} the specific service in pespect of # which the removal oeder is issued,

) a ndTnmﬂ'-' dcl:m:l-:d statement -:II' reasons cxpimlum ull:r the D.'I'ﬂth.l] -:-rdcr 15

(g} an exact uniform resource locator and, whete necessary, additional information for
the identi fication of the child somal abuse matenial;

FLiml 11
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| Coenmented [TZ2]: I I8 jroposed is stcordecs with S
| T Rl tivmm i force

| Commented [TEH]: 1t is propossdio deleis. We dowf see

the justi fication For @ prior netifial hisre, s roimval
whmmhmmnﬁhhlm-ihh
appropaiale compatmce. in & presceitsed fomat snd with @
stabemeeml of resoss. In o view, this sddib onal step o e
comioval prodem dis ol i wny sstatantive sibSoned
sadrpuartde agsine svroneous romeval, bt anty makes e

procemmant conplex aod |y
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H:MaMEﬂUMmﬁm#mﬂanwmwM

Hm#ul—apdu—md d:l"lnr ]Imn,g emsl.l]l:rd Il mmr,r w1|h rclnrml: public al.l!hnmm
Uit the provider 1s not to disclose any infommation regarding the removal of or disabling of
access 1o the chald sexual obuse material, where and o the ooent necessary 1o avold
interfering with activities for the prevention, detection, investigation: and prosecution of
chuld sexaml abise or related erimiml offences

Insich a case:

{a) the judiml—auﬂtenﬂ-ﬂ—mdﬂpaﬂduﬂ—mhﬂmqmmlmnt} Hqung the remiowval
nn:]n:f shn.ll ]

ncst Imgr_-r lll.an !m:esmr} and m-Jt u:mcdum 1 wcel.s du.nng \-.ha-:h the provider is
not to dischose such infommation;,

by the oblignticns set out m paragraph 3 shall not apply during that time period,

The feouing Thatjud i i sisatave authiority may decide to
axlend the time pcn.u-d. ml’m@d o in lh: s-ccond 5uhpamgraph point (&), by a further time
peniod of macdmum six weeks, where md: ] lhr: extent lhu: nm-qlsdmwc conkins fo bz
necessary. In that case, the lssuling #adiads -

authonty shall mibomm,
decision, specifymg the applicalde fime penod

l:h: Fl[l:l'\"lli!:‘l' u!’lls

Section 5
Elocking obligations

Article 16
Blocking owders

-t sha.ll Invclh:—pmw'a'{a

: #ie—i0 Issue :lhlcckmg Dt‘dl:‘l’
TECIEMNE & prm‘ld:i nd'l.n:h:mct HOCESS SEIVICES md::r lhcjuﬁcid:m of that Member Sgate
1o take remsonable messures 1o provent users from accessing kaesm child seoal abase
matenal indicated by aH-um form resource locators with on umemenpted UR] scheme on the
last of undform resource locators included in the database of indicators, in accordance with
Article 44(2), point (B) and provided by the EL Centre

| Commented [TZ11]: Under Artiche 16011, e competent

mithoartty mny order e bockd ng of sl URLs on e 17

Comire's Bt A il i 13ty bo i ncheds URLs of ¢osleni
sciesmibie Wim an owiryped robscol (HTTTS), whid cosld
andy be schdrved by blocking the mitive dossss induded s
the UL, logtther with & mamib of oiber potenally Lisful
coulet, il is pioprmed thl it shoudd ol oty b possilie ta
Block: the enfe list, bad alec o part of I8 thal & nof sccosible

e pri | L UL
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=Ml

cacher it eorppelent—fudiaal ..'.'-": SEIRE R RTET RN TRST M
Hocking erder shall be bewed: whens peapsadansthal the foflowing conditions ane met:

| Commented [TZ12Z): 1 is propoeed 1o delebe. We do nal
P ot kv el B
e e wend ba m
whﬂrwqunn,lp;?ptmmw ‘H’J
with i dslmend of peisoni b oo view, hed eddebonal ll#
in Bie remnenal procees does nol proside my slslnsve
gmimat ormon ek nemaoval, bt only
ke e o m ¢ Complex wnd | et

6I76/23 FLiml 6
ANNEX JALL LIMITE EN
7354/23 FL/ml 39

ANNEX JAL1 LIMITE

EN



£

(b the Hocking order 15 necesany to prevent the dissemimmnon of the-child sexual sluse
miterial bactisess in the Usnion, Taving regarc pariobarto-the-cpashi-aml-notie
.hl'-bhi-mah to the m.a:d o pmlu:t lhu_ nghls of the vichims Mﬂi e

(]

0 [ carrk
m the u:ll'orm msoum Imwrs mm in a wﬂiumﬂy rcl:a.blc
maner, fo online ocations where child sexial abuse material can be found;

(dy  the reasons for issuing the Wlocking order outweigh negative consedquences for the
rights and legitimate interests of all parties affected, having regard in pantacular 1o the
meed to ensime o fair balance between the fundamental nghts of those parties,
inchacing e exercase of the users’ freedom of expression and inforimtion ad the
provider’s freedom o condied a business,

When assessing whether the conditions. of the first subparagraph have been meet, account
:mn Ix: Iak¢1l nl‘ nII rd:wﬂ Im:h and circunstances of the cise @ hand, including s
- prterpipbe—iind (he views of the provider submitied in

Cawmrantid [T213]: The conlod of e "o wradve
mgma i i blocking™ pofvm edbo in B paegrph alould
bt clamificd o Jeasd by wory of awmmple. doon B B hosting
ot dee dows gl ieimene CRANM contenl, | i3 quast onsdEs
whet effectne ithed - ober tim blockiey @l inleres
mrvise providers ok - i seficimily eifective ssf vet
b indrusee.

5
Alblocking order; shall:
(0} where oetesary, speafy elfedtive and proporhonste limnts wnd  safegimgds
necessany to ersre that any negative consaquences refemad to in paragraph 4, pout
(el remuin limnited 1o what 15 stoctly necessary,
(b  sobject to paragraph 6, ensure that the period of application remains limited fo whast
15 stmctly necessary
& The jsmuing Cossdiswdbag-authonty shall specify in the blocking order the peniod dunng
which at apphes, indcating the start dete and the end date.
The: period of application of Mocking onders shall not exceed five years.
T R
- : - b (unl:l:'hmhrg Aal]'mt}m“
uﬂmjj_ shulL where nmy uml ot beast once every vear, assess whether any
substantial changes to the grounds for issuing the blocking orders have oceurred and—is
pertienlse. whether the conditions of parsgraph 4 contime o be met.
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() sufficiently detailed statement of ressons explmmng why the bocking order 15
issured,

Afa) where applicabbe, reporting nquiraments;
{zd - areference tothis Regulation as the lagal basis for the blocking order,

il lhc date, time stanp dnd electrome sagnoture of the . pehessl—aubsniv—m—ths
Hnbepmtbeaid btpaiiveaithor 1y isasng the Blocking order;

{i) ecasly understandable nformation about the redress available to the addressee of the
blocking order, mchuding information about redress to o court and shout the tome
periods applicable to such redeess

o b b : authonty issuing the
blnckmg cviler -'-}|.|.'II 1':Hl'='i'!- it lh: main -:slilblml.m:nl nl the provider or, where
applicable, 10 its legal representative designated in sccordance with Article 24,

The blocking erder shall be transminied, if necessary via the Coordinating Authority, 1o
the provider’s poert of contact referred to in Artide 23(1) i

Er-dn:lul a written umﬂl under condithons that :llu-w T rﬂahlhh the alﬂumkadm

1180 L 18l AL
rc1h: L mrﬁmum_ﬂmmmu w mi 1o ﬂu EU L*emn_ lh:wg!i
the system estallished in secordance with Amticle 39(2)

The Hoclang order shall be drefedtranamitted in any of the offictal languages declared
by the provider pursuant to Article 23(3)

The order may also be transmitted in any of the official inpuages of the Member
State issuing the order, provided that it is accompanied by a translaiion of a1 least the
mosd important clemenis pecessary for the execution of the order into any of the
olficial lvnguages dechired by the provider in sccordance wilh article 23(3),

IF the provider cammot execute the blocking order because it contuins mani fest errors or
does not contain sufficient imformmtion for its exeeution, the provider shall, wathout undue
delay, :I'il'.[l.lﬁﬂ the neeEssiny clanfication 10 the authority isauing the order Cosdimting

I _necessary via the Coordimating Authorty, wsing the
template set oul in Annex: VIIL

| Commented [TZ14]: 1t is proposed to ddete. The

sxamption given in this point may @ve sevice providers loo

M:hﬁﬁrﬂhh-ﬁmhmm

ol incfficiendes
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Comments on doc. 14143/22

ER Prowiders of software applicaton stores shall make publicly wvailable information
deseribaing the process aind cnfena tised to assess the nsk and desenltang the measiires
refierred to in peragraph 1. That descnpiion shall not inclade information that may reduce
the effcotivencss abtssseseme of Hose mensures

4 The Commuission, in cooperation with Coordimating Avtborities and the EU Centre and
after laving conducted & public commultation, may issue gudelines on the application of
paragraphs 1, 2 and 3, having due regard in parbeular to relevanl techmological
developments ol to e manpers in which the seraces coverad by those provasions are

oiffered and vasd

Section 2

Detection obligations
Aritele 7
Ferpanee of detection orders wm]u-..mmwm
imithsfitien i i o ALt We N0
1 The Coordimating Awtherity of estallishment shell have the power 80 request the competent o s prcpaneed i case o the sses of pemonl cmters,

judicial wathority of the Member State thul designated it or snoiher independan e b b b st il
admimstrative suthonty of that Member State to issue o defection onder requining a — :

provider of hosting services o a provider of interpersonal commamications sarvices under
the junsdiction of that Member State to take the measures specified in Anticle 10 to detect
onling child sexual abuse on e specific semice

2 The Coordinating Authonty of estublishment shall, befiwe requesting the isswnce of 5
detection order, cury oul the investigations and assessments necessary o deternune
whether the conditions of paragraph 4 have besn met.

To that end, it may, where appropriate, require the provider to submit the necessary
information, additional 1o the report and the further ifomation refierred o in Aricls 51}
ad (3), respectively, within a ressonable time pernnod set by that Coordinating Awihority,
or reduest the ELI Centre, another public authonty or relevant experts or enhities to provide
the ipecessary additional information

3. Whete the Coordinating Authonty of establishment takes the preliminary view that the
coniions of paragraph 4 have been met, it shall:

{a} establish a draft request for the issuance of a detection onder, specifiing the main
elements of the content of the datection oddes it indends to request asid the reasons fof
Fequesting af,

(b submit the draft requesst (o the provider and the EU Centre;

(¢} afford the provider an opportmity to comment on the draft fecquest, within a
reasonable time pervod set by that Coordinating Authonty,
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As regards detechon orders concerming the disemmmnation of new child sexml abuse
matenal, the sgnificant risk refirred to in paragraph 4, first subparagraph, point (a), shall
be deemed to exist where the following conditions are met:

fa) it is likely that, despate any mifigation messures that the provider may have faken o
will take, the service is used, to an appreciable extent, fir the dissermnation of new
child seoual aluse matenial,

(b there is evidence of the service, or of a comparable service if the service has not yet
been offered in the Union af the date of the request for the ssuance of the detection
order, having been wsad in the past 12 months and to an appreciable extent, for the
dissemimtion of new child sexial abuse material,

(¢} for services oiher than those enabling the live tramsmission of pormographic
perfonmance as defined in Article 2, point ded, of Darective 200 1/93/EL:

{1} a detection order concermng the dissemination of known child sexual abuse
material has been issued in respect of the semvice,

(2} the provider submitted a sigmificant mumber of reports concermng known child
soxual abuse matenal, detected through the messires taken 1o executs the
detection order refarred to in poind (1), pursuant to Arbicle 12.

As regards detecthon onders concemning the solicitation of children, the sgmificant nsk
refemred to in paragraph 4, first arbparagraph, point (a), shall be deemed to exast where the
fellowing condifi ons are met:

(a) the provider qualifics as a provider of interpersonal commumication services,

(by it is likely that, despate any mitigaion mexsuges that the provider may have taken or
will take, the service 15 used, to an appreciable extent, for the solicitation of children;

e} there is evidence of the service, or of a comporable service if the service las not yvet
been offered in the Union at the date of the request for the saumance of the detection
order, having been wsed in the past 12 months and to-an appreciable extent, for the
solicitstion of children.

The detechon orders concerming the solicitution of children shall spply only to
mterpersonal commmamcations hetweon whess—oe—ef-the-ssssgs o child user and-an

1414322 FLml 14
ANNEX JALL LIMITE EN

| Commwerted [TZ2): We sigges 10 ke he origiod b,
th e propsel mskes b the pegel son gocuyendabie.

7354/23
ANNEX

FL/ml

JALI LIMITE

43
EN



The provider shall establish und operate an accesable, age-upproprate and pser-frendly
mechanism that allows users to flag to the provider pofential online child sexaal abuse on
1he servace,

Article 13
Specific requirements for reportivg
Prowiders of hosting services and providars of imterpersonal commmmications senaces shall
subwret the repont referred 10 in Article 12 wang the tenplate set out in Annex. 111 The
repeat shadl trchode:
(a) identification details of the provider and, where applicable, its legal representative,
(by  the dabe, Bme stinp and edectromic sgmature of the provider,

] of the inf ihe ¥ i

techaological detection oo from other orzanisation o hl.:ﬂmnl_ﬂ
(e} adcontent data, inchking-Enepes—ideeant lad

(dy  all available dvia other than content data related 1o the potential enline chald sexasl
ﬂh] o ]!li !Eh!ll et I,".‘h!!

{e)  whether the potential online child seoozal abuse concermns the dissemination of known
or new child sexual abuse material or the solictation of children;

() information conceming the geographic location related to the podential onfine child
sexual abuse, such as the Intemet Protocel address of upload, with asseckbed date
and time zone,_lime samp and port manber,

(g} information concermng the identity of @y user involved in the potential online child
seial albise;

(hy  whether the provider has alse reported, or wall also report, the potential online child
sexcual abuse to 2 public authonty o other entity competent to receive such reports of
a third eountry and if so, which suthonity or entity;

(1) where the potential online cluld seoam) abuse concema the dissamnation of known or
new child seoual abuse matenal, whether the provider has removed or disabled
necess bo the matenal;

{1y whether the provider considers that the report requires urgent action;

(k¥ areference to this Regulation as the legal basis for reporting.

The Commissicon shall be empowered to adopt delegated acts in accordance with Article 8

in order to amend Annex 11 to improve the template where necessary in view of relevand
techawdogneal developinenis of practical expeniences gupisd
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Section 4
Remwoval obligations

Article 14
Rewoval orders

The competent authorlty of each Member State shall have the power lo lssue a
remaval order requiring a provider of hosting services under the jurisdiction of that
Member State (o remove or disible acoese in all Member States of one or more
specific ems of matertal that, after a diligent assessnent, the competent authority
R —Eiey— 07 the essis judicial auborities o8 other  independent
administrative authonties refemad toin Article 3601) identified as constining child sexaesl

abarse matenial
L The prowider shall execute the removal order as soon as possible and inamy event within ; o
g4 hours of receipt thereof. — & 4 [TZ6]: It is prog wih B
| TO0 R n frce.
3 The competent puslboat-inithani-a-he-tnedaponden-admmsmaive authonty shall issue a
remewal oeder usang e tenaplate set oat tn Annex IV, Removal orders shall inclods:
(a} dentification detmls of the competonl el —cr—indapande—adnEaszativeg
authonty issuing the removal order and anlentication of the removal onder by that
authenty,
by the nume of the provider and, where applicalde, of its legal representutive;
{c) the specific senace for which the removal order is issued;
(dy o sufficenly detwled stmtement of reasors explaining why the removal oeder is
issuied amd in partscular why the moterial constitutes child sexual abuse nmteral,
(e} an exoct uniform resouree locator and, where necessary, additional information for
the identification of the child sexual abnse material,
14043722 FlLiml B
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Section 5
Blocking obligations

Article 16
Mocking orders

1 The competent suthority Cossdisuiisp—dan b betsldackamen shall huve the power e
H il sl c . I i 4
inchipadait e brisadrativs authorin ol ek Mesbar—State 10 sz o Wocking order

recimring i provider of inflemet access services ke the jurisdiction of that Meinber State
lor take ressonmble messimes 10 prevent users from aocesing laweas child seoal abuse
material.

The competent authority shall also lave the power to isaee a blocking order requiring
a provider of intermet acceess services under the jurisdiction of that Member State to
take reasnable measures o prevent users from accessing known  chilld sexual abuse

| material indicaled by al-uniform resowce Jocators wath an unenervpted URE beliane on — Commeed [TZ7}: Undr Artide 161)2), B dedmated
the list of wiform resouree locators induded in the database of idicators, in accordance | suthorsty oy cnder the Uocksss of all UL on e EV

Contre's ik, Al il in likely 8o indode LURLs of oonlod
itly vinan pledy d (ITTTPS), which coald
oty b schieved by blocki ng fhe antice domain inchuded in
the LURL, tigether with s sambes of ofhiy potensially lywfud
constenl, if i preguoed et it shenlid nol ouly be poesdlie bs
|| Bk the ooz lie, kot weo a part of it that is nol sceesibla
-.‘_rlnmm:m ==

1 Formatted: Fane Nt Gold Nt italic, Pt olan Auta,

with Article 402}, point (b} and provided by the EU Centre.

| Net Hgpigen
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8 The ELJ Centre slull provide such assistunce free of charge and in accordance with its tisks
and obligations wider this Regulation and insofir as its resourees and pricrities allow.

L) The requaremerds applicable 1o Coordinating Authontes set out in Articles 16, 27, 18, 29,
&l 30 and 31 shall also apply to any other competent suthorities that the Member States

dzsignate pursuant to paragraph |
Article 26
Requirements for Coordinating Authorities

1 Memnber States shall ensure that the Coordinating Anthonties that they designated perfonm
thesir tasks wler this Regdation in an objective, impartial, ransparent and Gimely manner,
while fully respecting the fundamental rights of all parties affected. Member States shall
ensure that theyr Coordimating Authorties have adequate feclmical, finanaal and human
resources bo casry out their tasks,

4. The Coordinating Aathosnities shall ensame that relevam members of stafl have the requirsd
i fications, expenence nbepeiiy and technical skills (o parform thar dities.

Commerted [KSASE]: The oot sy i likedy
b b by fumaiodd Srom th stal o Badgel, ss wog wondd like

b0 oty et that womdd e e ot miny o qjeé-atice
it independanes o hhis basls
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The munagerment and other stafl of the Coorchnatimg Autlonties shall, i accordunce with
Umnton or national law, be subject to a duty of professional secrecy both duning and after
their term of offiee, with regard to ary confidential informstion which has come to their
Enowladge o the comse of the perfonmance of ther tisks. Member Sttes shall ensure it
the management and other staff are subject to miles guaranizeing that they can camy oul
therr tasks m on objective, mmpartial and independent manner, in particalar os regords their
appeariment, digmssal, ermmeration und caresr prospects

Section 2
Powers ol Coordinating Aullorities
Article 27
A erE i soard

Where meeded for carmang ot ther tasks, Coordinating Authonties shall have the
following powers of—inspectioniswestgatien, in respect of prowiders of nelevant
information sedety services wiler the jurisdiction of the Member State that desipnated
them:

(a)  the power to require thoss providers, as well as any other persons seting for purposss.
related to their trade, business, craft or profession that may ressonably be aware of
information relating to a sespected infingament of this Regulation, 1o provide such
imformation within a reascnable time penod,

by the power to carry o on-site inspections of any premises that these providers or the
oilver persons referred foan point (a) e for parposes rebated 1o thear trade, business,
crafl or profestion, of to request oter pubbio suthonbes to do so, m eeder (o
cxagmnine, seize, fake or obizin copies of information relating to a suspected
infringement of this Kegulation m any form, imespectve of the stormge medium,

{c)  the power to ask amy member of staff or representative of those providers or the other
persons referred to in poant {a) to give explanations in respect of any information
relating to a suspected infringement of this Regulation and to recond the answers:

(dy  the power to request information, including to esess whether the measures taken b
exeofte & detechon order, removal order or blocking order comply wath the
requiremnents of this Fegulation

Member Szates may grant additional (nepechyoswesiiasivee-powers fo the Coordinating
Aughoritizs,

14143722 Fliml LK)
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3 Member Stutes shall ensure that, whesz thear liw enforcernant austhonties recerve o report
of the dissemination of new child sexual abuse material or of the sobicitation of children
forwarded 1o them by the EU Centre in accordince with Article 48(3), a ciligent
assessment 15 comehucted in sccordunge. with paragraph 1 and, if the matenal o
comversation is identified as constituting child sexual abuse material of a5 the solicitation
of children, the Coordinating Authonty submits the mmterial to the ELU Centre, in
accorkince with that pemgraph, within one maoith o the dite of reception of the repor
o, where the assessment 15 paticulany complex, two months from that date.

Ty shiall also ensiere that, where the diligpant esesanent iindicates tat the natenal does
ot constitute chald sexaesl alviese material or the solicitation of children, the Coondimating
Authority 5s informed of that owtcome wnd subsequently informs the EU Centre theseof,
within the tbme pertods specified in the first subparagraph

Article 37
Crass-horder cooperation ameng Coordinattng Avthortties

1 Where a Coordinating Authonty that is not the Coordinating Authonity of establishment
has reasons to suspect that a provider of relevant information society senvaces infinged this
Fegulation, it shall request the Coordinating Authonty of establishment to asess the
matter and take the necessary investigatory amd enforcament measurss o ensure
compliance with this Regulstion,

‘Where the Commission has reasons to suspect that a prmli.&:r of relevant mformation | Coenmested [KSA10): What is B logal basis s

society sarviees infiinged thes Regulation in s manner invelving af least three Manber nforamtice sl sl oy e Comrbsion o cone fo soch #

States, it mey recommened that the Coordinating Authonty of establishment assess the mudct ko, o L i ol iy e il o
| matter and take the necessary [nepechy ohestipster—and enforcement measures to ensure

compliange with this Regulation.

2 The fecpuiest of fecoimendation fefermed 1o in patagraph | shall st least mdicate
{a) the point of contact of the provider as sef out im Article 13;

by a deseripiion of the relevant faciz, the provisions of this Regidation concemed and
the reasoms why the Coondinating Authority that sem the request, o the Conmission
suspects, that the provider infringed this Regulation;

(¢} any other information that the Coordinating Authonty that sem the request, or the
Commission, considers relevant, incloding, where appropnate, information patherad
on it own anitiative and suggestions for speafic iwvestigatony or enforcemen
mizasures 1o be taken
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The Coonhinating Authonty of establishment shall ssess the suspected infingement,
taking it utmost accoant the request or recommiendation referred 1o in paragraph 1.

Where if consders that it has insufficient informmtion 1o asses the suspected infnngemen
o fo act upon the request o recommendation and has reasond o consider that the
Coordinating Authonity that sent the request, or the Conmission, could provade additicmal
infiormation, it may request such information. The time period lod down in paragragh 4
shall be suspended wntil that addtional information is provided.

The Coordinating Authonty of establishment shall, without undue delay and in any event
not later than two months following receipt of the request or recommendation refermed toin
paragraph 1, commumnicate to the Coordinating Authonty that semt the request, or the
Commmission, the owtcome of i1z assessment of the suspected infingement, or that of any
other competent authority pursuant to notional law where relevant, and, where applicable,
an explanation of the inveshigatory of enforcement measures taken of envisaged in relation
thersto to ensure compliance with this Regulation

Article 35

et drispne o Sl

Coordinating Authonities may participate in jotniHnspechonsmveskeabens, which may be
coordinated with the support of the EU Centre, of matters covered by thas Ih:pianm,
coneeming providers of relevant information socety - services that offer their senices in
several Member States.

Such joint |napechonswesstpabsss-ane without preqxhice to the tasks and powers of the
participoting Coordinating Authorities and the requirements applicalie 1o the performance
of these tasks and exercise of those powers provided For in this Regulation.

The participabing Coordmating  Authorites shall make the results of the jont
iEpectiowvestgations available to other Coordinating Authorities, the Commission and
the EU Centre, theough the system established in accordance with Article 3N2), for the
ful filmeent of thetr respective tasks under this Reguloion.

Article 39
General cooperation and syformalion-sliering Halen

Coordinating Authontizs shall cooperate wath each other, any other competent authontics
of the Memnber State that designated the Coordinating Authority, the Commmission, the EU
Centre und other relevant Undon agencies, including Evropol, to facilitate the performance
of their respective tadks under this Regulation and ensure its effective, efficient and
consistent application and enforcemend.
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IRELAND

Compromise Text 6276/23 (Article 1 to Article 18c), issued 16 Feb 2023

Article 12 Reporting obligations

We seek clarification that the provisions set out in 48(7), which relate to 48(6), allows for an LEA
to request a maximum of 18 months for non-notification by the service provider to the content
provider.

Ireland supports the provision in Article 12(3). We know that making reporting easier can make a
real difference. And that it can benefit from co-design with stakeholders, including children.
However, the requirements as set out in 12(4), and in particular 12(4) (b) do not appear to be user
friendly, let alone child friendly. Therefore as previously requested, can we be more prescriptive
here, perhaps by including a process to ensure there is an industry standard, set out by the EU
Centre, for service providers?

Article 13 Specific requirements for reporting

PCY comment: Article 18 DSA provides for an obligation for hosting services to report directly to
national law enforcement services when they are aware of situations concerning a threat to life or
security. This Article provides for a broader obligation to report via the EU Centre including also
providers of interpersonal electronic communications. Do Member States think it should be
explored if and how the risk for double reporting could be avoided?

Yes - Ireland believes that this should be explored.
Article 14 Removal Orders

Overall Ireland welcomes the revised wording of Article 14 and the use of “authority” instead of
“competent judicial or independent administrative authority” within this article.

We seek further clarification on 14(2b) (a) —“all investigations and assessments necessary have
been carried out”. s this referring to investigations and assessment carried out by the EU Centre
and the Coordinating Authority? Or does it also refer to an investigating LEA? We also suggest
clarification on the envisaged timeframe.

Article 14a Procedure for cross-border removal orders

We question the necessity of Article 14a and believe that Articles 14 and 15 cover all the relevant
and necessary points. We are of a view that there is sufficient redress and accountability provisions
set out in both Articles 14 and 15.

We welcome the deletion of the previous 14a (4) text.

From a draft perspective, the reference to paragraph 7 in sub paragraph 2 is no longer accurate.
Similarly, in paragraph 6, the reference to paragraph 6 in no longer accurate.

Article 15 Redress and provision of information

Ireland supports the changes made to Article 15
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Article 16 Blocking orders
Ireland welcomes the revised wording in this article.
Article 18 Redress and provision of information

The PCY raises the following question in relation to 18(3): PCY observes that this complaint
mechanism applies only to blocking orders. Do Member States think that a horizontal complaint
mechanism should be explored, taking into account also Article 20 DSA?

Ireland is open to a horizontal mechanism being explored.

Compromise Text 14143/22 (Articles 19-39), issued 16 Nov 2022

Article 22 Preservation of Information

As previously indicated, our national LEA has concerns relating to the preservation of evidence.
We believe it would be worthwhile exploring these concerns in a meeting with the Presidency and
the Commission. We will contact the Presidency with a view to arranging same.

Article 25 Coordinating Authorities for child sexual abuse issues and other competent
authorities

IE supports the change from 2 to 6 months and will support any further proposals to extend this
time period.

Article 26 Requirements for Coordinating Authorities

IE opposes the addition in 26(1) as we are concerned that this language is too open to interpretation,
particularly in the context of potential legal challenges. We could accept the insertion of
“independent” into the first sub-paragraph as an alternative, describing the manner in which the CA
acts, rather than its status. Therefore para 1 would read as follows:

Member States shall ensure that the Coordinating Authorities that they designated perform their
tasks under this Regulation in an independent, objective, impartial, transparent and timely manner,
while fully respecting the fundamental rights of all parties affected. Member States shall ensure that
their Coordinating Authorities have adequate technical, financial and human resources to carry out
their tasks.

Article 34 Right of users of the service to lodge a complaint

Ireland has a scrutiny reservation on 34(3). The Commission has not provided any detail of the
assessment envisaged in this provision, nor of the “appropriate” circumstances in which the
Coordinating Authority of the user’s residence would transmit the complaint to the Coordinating
Authority of establishment. This provision should include details of these matters, to ensure
consistent application across the Union and to ensure that the Coordinating Authority of
establishment does not become responsible for unsubstantiated complaints.

Article 36 Identification and submission of online child sexual abuse

We welcome the reinsertion of Coordinating Authority into the text.
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ITALY

First of all, with regard to the possibility of allowing users to submit anonymous complaints and/or
reports, this office expresses a dissenting opinion about this possibility: it often happens that users
make anonymous reports regarding the availability of child sexual abuse material with the only
purpose of belittling the victim. Therefore, the report should contain identification data of the
whistleblower.

Instead, we agree on the need to standardize the terminology used as much as possible, leaving a
minimum margin of interpretation. In particular, as regards the definition of URL contained in
Article 2, letter y), reference can be made to the official document RFC3986.

Regarding the amendment of article 12 c.1 in the part in which the provider must report any
information that raises even the simple suspicion of CSAM material presence, rather than
information indicating the (its) potential presence, this office takes note of the intention to expand
the reporting obligation on the part of the provider as much as possible. However, caution should be
adopted in this regard as the term "potential presence" used previously and deleted was already
broad enough to include cases of dubious, processing while information indicating suspicion seems
too broad a term in relation to the purpose of the reporting obligation, implying the risk of receiving
numerous negative reports, which, however, contribute to congesting the procedure for processing
reports, the efficiency of which is proportional to the accuracy of the report received.

For the same reasons, it is believed that article 12 c. 4, can be maintained in its current formulation
contained in the latest draft. In fact, detailing the reasons why a user reports the presence of CSAM
material raises public awareness of the seriousness of the issue and reduces the risk of receiving
reports based on a superficial evaluation

We share the priority need to avoid duplication of reports, therefore providers must look for
solutions, even with the use of software and databases to avoid these circumstances

With regard to the possibility suggested by Sweden of providing for two processing channels
depending on the urgency, it is suggested to rather have only one template with the possibility of
ticking a flag indicating the urgency of the matter

The term metadata that Croatia would like to insert in article 13 appears generic, even if we agree
on the need to include all the data held by the provider

Finally, with regard to the obligations to inform a victim, we share the view that they occur subject
to the need to maintain investigative secrecy. Hence, the possibility must be left for the police to
easily flag the above occurrence.

7354/23 FL/ml 53
ANNEX JAL1 LIMITE EN



In addition to the comments on the minutes contained in the annex, these are the answers to the
questions posed to this Office.

1) Article 18 DSA provides for an obligation for hosting services to report directly to national law
enforcement services when they are aware of situations concerning a threat to life or security. This
Article provides for a broader obligation to report via the EU Centre including also providers of
interpersonal electronic communications. Do Member States think it should be explored if and how
the risk for double reporting could be avoided?

The risk of duplication of reporting increases proportionally to the number of reporting and
receiving authorities, therefore in the opinion of this office the only way to reduce the risk is to limit
the number of interlocutors, and to establish clear reporting procedures with marked timescales in
order to ensure timely completion

2) The proposal means that a blocking order can only be issued if the subject-matter of the blocking
is on the list provided for by the EU Centre. Do Member Sates think that there should be such a
requirement? Or should it be sufficient that Member States share their blocking orders with the EU
Centre and other Member States once they become final?

To answer this question it is necessary to know the contents of the aforementioned list, in the
absence of such indication we agree with the need to leave the Member States a wider margin for
manoeuvre in the formulation of the blocking orders which, therefore, once final, can also simply be
shared with the EU rather than being subordinated to the additional requirement of compliance with
the object provided for in the aforementioned list.
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MALTA

Malta firstly wishes to thank the Presidency for a number of amendments in the latest compromise
text which further aligns the Proposal with the Digital Services Act. However, following other
Member States’ interventions in the meeting, some amendments may have led to the text becoming
more complicated than necessary.

Document 6276/23 (Articles 1-18c¢)

- Article 12 paragraph 2

It seems that there is a missing link in the process since the provider will report to the Centre while
the user can submit complaints to the coordinating authority which might not be aware of this
reporting. Can you please clarify at what stage will the coordinating authority be made aware of this
report?

— Article 12 paragraph 3

Whereas anonymous reporting should be given as an option, in view that not all users would wish to
ascertain their identity, service providers should implement safeguards which would stop the
mechanism from being misused.

- Article 12 paragraph 4 sub clauses (a) and (b) (new)

Malta agrees that the addition of these provisions could overburden the reporting mechanism
established in paragraph 3, to the extent that its effectiveness will be lost. On point (a) the wording
‘sufficiently substantiated’ could be removed. Furthermore, if clause (b) is retained, the wording
should be more generic so as not to limit the type and amount of information which the user may
send.

- Article 13 paragraph 1 clause (ba) (new)

Following the explanation by the Commission that it is the manner and not the source of
information by which the provider became aware of the potential child sexual abuse material, a
separate requirement for the source of information to be given is suggested for inclusion in the list
and accompanying Annex III template (in view that the source of information could be helpful for
investigations).

— Article 13 paragraph 1 clause (d)

Malta supports the inclusion of metadata in the list. This would oblige service providers to store this
type of data.

— Footnote 4

Double reporting is envisaged if a similar mechanism as to that established under Article 18 of the
Digital Services Act is created here. Following clarifications during the meeting, there appears to be
no need for another mechanism.
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— Article 14 paragraph 2

Malta supports other Member States’ suggestion to reduce the time to takedown child sexual abuse
material to one hour. Reducing the time of the material propagating across the internet increases the
likelihood of containing the spread.

— Article 14 paragraph 2a (new)

While Malta values the Presidency’s standardisation of the text, in particular in view of the
reference to the CJEU ruling on prior consultation, it is concerned that this would in practice
increase the administrative burden on national authorities which would have already carried out a
diligent assessment on the material. By comparison, the detection order is to our understanding a
more sensitive and elaborate process which would necessitate the contribution of the service
provider following the implementation plan under article 7 paragraph 3. There appears to be no
added value in allowing service providers the possibility to provide input on the removal order and
by extension to other orders (except the detection order) as a suitable redress mechanism is
available for the reinstatement of the material should this be considered. Should the need be felt to
retain this new provision, specific timeframes should be set for service providers to adhere to.

- Article 15 paragraph 4

Malta supports the increase in timeframe in paragraph 4 to twelve weeks.
- Article 16 paragraph 2

The rationale for article 14 paragraph 2a (new) applies here.

Document 14143/22 (Articles 19-39)

- Article 25(9)

Malta wishes to raise a scrutiny reservation on this provision. Applying the requirements of the
Coordinating Authority to other competent authorities is not feasible in the Maltese system. Malta
supports other Member States’ intervention that this would effectively remove law enforcement
authorities from the equation.

— Article 26

Malta reiterates its written comment following the meeting of 6 September 2022. The provisions on
requirements for Coordinating Authorities remain overly restrictive, disallowing for established
national structures to be designated without requiring comprehensive restructuring. Malta raises a
scrutiny reservation on article 26 paragraph 1 and supports the deletion of the new provision while
aligning the original text with the equivalent provision in the Terrorist Content Online Regulation.
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THE NETHERLANDS

Art. 2 ()

For Article 2(j), an earlier amendment to the text in the definition of 'child user' changed the age
from 17 to 18 years. As we have previously noted, the inclusion of ages 17 and 18 causes problems
with our national legislation. In the Netherlands, sexual majority is set at the age of 16. The Dutch
criminalisation of grooming is also based on that age limit.

A solution would be to include 'the age of sexual consent' instead of an age in the definition of
'child user":

‘child user’ means a natural person who uses a relevant information society service and who is
a natural person below the age of +7years of sexual consent.

Could the presidency please elaborate on why this is not considered a desirable solution?

Art. 2 (s)
Article 2(s) of the CSAM Regulation refers to another regulation for the definition of 'content data'.

This definition of 'content data' includes voice and text. There is nothing in the regulation or the
impact assessment about the mandatory detection of voice communication, but it refers to 'images',
'videos' and 'photographs'. The technical meetings also did not discuss technologies for detecting
voice communication. The Netherlands is highly critical of the voice communication detection,
because we have concerns about proportionality. The Netherlands would like to specify the
definition of content data in this regulation instead of referring to another regulation. The
Netherlands believes that voice communication and text should remain outside the scope of the
regulation.

Art. 14
14.1

First of all, thanks to the Presidency for the proposed text of Article 14. We have indicated that the
proposed process in Article 14.1 is legally impossible and contrary to the Dutch Constitution. We
appreciate that the Presidency is seeking solutions.

The Netherlands believes that this provision is heading in the right direction. Nevertheless, we
would like to ask a question for further clarification. In the current wording, we are uncertain
whether it is also possible for the Coordinating Authority to seek judicial authorization, while the
Coordinating Authority itself remains the issuing authority. Does the current wording leave enough
flexibility for the administrative authority to ask a judge for authorization. Could the Presidency
please elaborate on this?
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14.2

The Netherlands wants to stress that is wants to maintain the Commission's text proposal, where
providers execute a removal order as soon as possible and in any event within 24 hours. SMEs do
not always have 24-hour staffing. This would mean that these companies would be unable to
comply with the Regulation from the start. According to the Netherlands, that is not the intention of
the Regulation. The purpose of the Regulation is, among other things, to prevent the spread of
CSAM. All companies should have the opportunity to be able to comply with the Regulation.
According to the Netherlands, the execution of a removal order within 1 hour is not feasible. The
norm should be that once providers have become aware of CSAM on their services they remove it
as soon as possible with a maximum of 24 hours.

14.2a

The Netherlands does not see much added value to this text. However, it does seem relevant to
make an exception to Article 2a for justified emergencies. In those cases, we want to skip this step
in the context of urgency.

Art. 14a

We are still studying this article in respect of our constitution. At this moment we would like to
uphold a general scrutiny reservation for article 14(a).

Art. 15
4

It is not clear what is meant by the addendum 'if necessary'. The addition of ‘if necessary’ makes it
arbitrary and makes it unclear when relevant public authorities should be consulted. The
Netherlands suggests removing the text ‘if necessary’.

The Netherlands wants to emphasise that in the case of new material from CSAM law enforcement
should always be informed, because this could be acute abuse but also so that ongoing cases are not
disrupted. According to the Netherlands, this may be reflected more specifically in the text.

What should we consider by "or related offences"? This regulation only concerns CSA.

Art. 20
e))

This article may raise expectations among victims. Can those expectations be met? In practice, the
police see that there are images that, since they appeared, have been reported more than 2 million
times. Is it then intended that the victim should be notified in every incident? And isn't the constant
confrontation of this actually harmful to the victim?

It is a far-reaching obligation and also requires a lot of administration. We can discuss whether
victims are entitled to proactive information sharing on this point, if this constant confrontation isn’t
actually harmful to the victim and also whether expectations can be met.
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Art. 25
M

According to our information, the amendment to 6 months deviates from TCO regulation. We
would like to do a proposal to include: ‘from the date of application’ instead of six months:

1. Member States shall, by-{DPate— twvo-six-monthsfrom—the-date-of-entry—intoforee from

the date of application of this Regulation}, designate one or more competent authorities
as responsible for the application and enforcement of this Regulation (‘competent
authorities’)

This does also mean a minor amendment to paragraphs (4) and (6).
Art. 26

The Netherlands is positive about adding this paragraph to article 26, but it is important for the
Netherlands that it is about the Authority's performance of its tasks under this regultions.
We would like to suggest to add this to the text:

The Coordinating Authorities shall perform their tasks under this Regulation be free
from any external influence, whether direct or indirect, and shall neither seek nor take
instructions from anv other public authority or any private party.

Art. 27
(I)(c)

These are extensive special investigative powers which are subject to strong safeguards. As far as
the Netherlands is concerned, this is a task for the enforcement authorities.

Art. 38
(2)

The participating Coordinating Authorities shall make the results of the joint investigations
available to other Coordinating Authorities, the Commission and the EU Centre, through the system
established in accordance with Article 39(2), for the fulfillment of their respective tasks under this
Regulation. Can the Commission please clarify on why ‘the Commission’ is included in this list?

Art. 39
(2)

Why is the Commission included in this list? Could the sharing of information with the
Commission be more efficient (e.g. the obligation to report to the Commission once a year on
certain relevant aspects) instead of including it in all information management and information
sharing?
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POLAND

Art. 12 para 3 and 4 - in general, PL is positive about the direction in which we are heading
towards clarifying the process of notifying CSAM by the user. Do we understand correctly that the
provider is to establish and operate the notification system for users in such a way that they have the
possibility (not the obligation) to justify why they consider the content to be CSAM? In other
words, it seems that such a possibility should be created, but it should also be possible to notify
without justification. Users will not always have the will, time or sufficient knowledge to justify a
report, especially if the user is a child. The mechanism must be effective, easy and simple for
everyone.

Art. 13 - support for the changes made, especially point (c) and "all content data" in accordance
with submitted written comments PL

Art. 14 (removal orders) -

- with regard to the new sentence in para. 2 “The provider shall take the necessary measures to
ensure that it is capable of reinstate the material or access thereto in accordance with Article
15(1a).” In PL's opinion, we should focus on ensuring that the removed content and all information
necessary to identify the user and the victim have been secured for the purposes of the investigation
by law enforcement authorities, so that it is possible to effectively detect the perpetrator and identify
the victim and bring the perpetrator to justice. We need to be consistent with Art. 22, which is
crucial for us - we propose to refer to this article in Art. 14 para 2.

- with regard to the new para. 2a - PL opposes the introduction of an obligation to inform the
provider about the intention to issue an order and to wait for his comment. We do not know the aim
of this consultation process and what its effect would be. It may interfere with the purpose of the
regulation because it will prolong the removal process. The process of issuing the orders should be
quick, simple and efficient, as time is of the essence in cybercrime, and the price is the safety of
children. If the supplier does not agree with the content of the order, he will have the right under
Art. 15 to redress and to challenge the order before the court which will independently assess its
legitimacy. It is the best possible mechanism to protect the interests of the provider. We oppose the
proposal of para. 2a in art. 14. From the perspective of law enforcement and combating child sexual
abuse, this is a red line for PL.

- with regard to the new para. 2b - similarly, we have significant doubts concerning the justification
of the added part. Letter a): What does "all investigations and assessments necessary have been
carried out”. An investigation will certainly be launched when there is a suspicion of a crime, but
definitely not finished. An investigation cannot be a condition for issuing n order. Letter b): already
in para. 1 we have the wording that the competent authority may issue an order after a diligent
assessment. Perhaps "proportionality" or "fair balance" should be added here. However, similarly to
the case 2a, we do not support the wording of the second paragraph in sec. 2b, in which it is
mentioned of taking into account the view of the supplier as to the intention to issue the order. In
this context, it is worth noting that orders to remove terrorist content under TCOs can already be
removed without such conditions (such as the need to consult with the provider before issuing) and
it is not clear why CSAM would require a different procedure.
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Art. 14 para 4 - what does it mean that "a removal order should be given if necessary via the
Coordinating Authority(...))? will the competent authority (not the coordinating authority) then be
able to address the order directly to the provider? In our opinion, such a procedure is the shortest
and most desirable when the authority competent to issue the order is an entity other than the
coordinating authority. It is not clear whether this provision gives MS such flexibility?

Art.16 para 2 — see comments to removal orders. The proposed addition complicates and extends
the procedure, it is not clear what is the purpose of "consultations" with the provider in this case.
The supplier has the right to redress to the court. Designated Competent Authorities will have
knowledge and experience in CSAM identification and orders are to be issued after careful
assessment of the material.

Art. 17 para 3 — PL would like to thank the Presidency for taking into account PL comment and
deleting "where relevant", but the question regarding "if necessary via CA" should be repeated - it is
not fully clear when the intermediation of the coordinating authority will be necessary.

According to the analysis of meaning and context, "if necessary" may just be used here as: suggests
that it may never be necessary at all. If so, then we would have many circumstances that would be
allowed to eliminate Child Protection Preventive Action (CSE). This is a serious gap that the
modification of Art. 17 made with the previous changes.

By analogy to paras 5 and 5a - there is the same problem with the interpretation of "if necessary".
We could propose replacing words "if necessary" with "where” or ,,when necessary". We also
propose to consider other provisions, where "if necessary" is used (e.g. Article 18) with a strong
emphasis on the need to modify them, for the reasons stated above. Please kindly note that both doc.
14143/22 and 6276/23 also use the phrase "where necessary"”, hence both for unifying the
mechanism, as well as greater clarity, it is justified to make the aforementioned change in favor of
resigning from "if (...)".

Art. 19 (Liability of providers), we suggest including "if"'; related to the need to show good will.
Exclusion of liability as referred to in art. 19 (Providers of relevant information society services
shall not be liable for child sexual abuse offenses solely because they carry out) should depend on
the "good will of the service provider", and not only on the "mere fact of the actions taken", as they
may be fagade. In this case, the regulation will be ineffective and its implementation will be entirely
dependent on individual providers, so it is proposed to modify the wording e.g. as follows:
“Providers of relevant information society services shall not be liable for child sexual abuse
offenses if they carry out, in good faith, the necessary activities to comply with the requirements of
this Regulation (...).

Art. 26 - it should be noted that the provision requiring the coordinating authority to be free from
all external influences and not to take instructions from other public authorities will greatly limit the
possibility of assigning these tasks to already existing bodies. In particular none of the ministers or
any of the police authorities will be able to play this role. Establishing a new body might be
necessary to fulfil this role. For this reason, we propose to delete the provision "The Coordinating
Authorities shall be free from any external influence, whether direct or indirect, and shall neither
seek nor take instructions from any other public authority or any private party."
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In our opinion, the priority is to limit the list of requirements for the Coordinating Authority — so
that the authorities that are already dealing with the issue of counteracting to some extent and
combat exploitation could fulfil this role. There must be more flexibility in this regard for MS.

Art. 39 - We support strengthening the role of hotlines and references to them in the draft. In Art.
39 para 2 and 3, we propose to add references to hotlines as follows:

“The EU Center shall establish and maintain one or more reliable and secure information sharing
systems supporting communications between Coordinating Authorities, hotlines, the Commission,
the EU Centre, other relevant Union agencies and providers of relevant information society
services.

The Coordinating Authorities, hotlines, the Commission, the EU Centre, other relevant Union
agencies and providers of relevant information society services shall use the information-sharing
systems referred to in paragraph 2 for all relevant communications pursuant to this Regulation.”
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ROMANIA

Art. 14 Referring to doc 6276/23 regarding the compromise proposals, RO agrees with the
proposals, with the exception of the issue of the 24 hour deadline under art. 14, paragraph 2. We
consider this term to be far too long for content removal. While a 24-hour period for executing a
removal order may be reasonable in some cases, there are strong reasons to argue that a one-hour
time limit would be more appropriate. If content is deemed harmful or illegal, then every hour it
remains online could potentially cause further harm. By reducing the time period to 1 hour, illegal
content could be removed more quickly, reducing the potential for harm it causes.

If the proposal to set a one-hour time limit would not be generally accepted, perhaps consideration
should be given to having more time limits for the provider to remove illegal material on a case-by-
case basis. For example, in the cases of easy-to-remove material such as text-based content or small
image files, a 1-hour time frame for executing a takedown order would be appropriate, and a longer
or 24 hours for storage-intensive materials such as long-form videos. Content types based on text,
images and short videos can often be easily identified and removed from a provider's platform,
especially if the provider has a strong content moderation system.

Art. 15 Regarding article 15 paragraph la, the addition of seeking the user's consent before
reinstating the material subjected to the CSA investigation is a sensible measure to ensure that the
user's rights and interests are respected. It is possible that the user may not wish for the material to
be reinstated due to personal reasons or safety concerns. Therefore, seeking the user's consent is a
respectful and responsible approach.

Additionally, some material that is subjected to CSA investigations may involve sensitive content,
but not actual CSA material, for example a nude 1-2 years old child at a beach, which in many cases
is habitual. In such cases, it is crucial to ensure that the material is not reinstated without proper
consideration. Seeking the user's consent before reinstating such material would allow for a more
nuanced and careful decision-making process.

Therefore, by seeking the user's consent before reinstating the material subjected to the CSA
investigation, the provider can demonstrate a commitment to protecting the user's rights and safety,
and ensure that the reinstatement decision is made in a responsible and ethical manner.
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SLOVAKIA

Comments on Presidency’s compromise text (doc. 6276/23)

The Slovak Republic thanks SE PRES for submitting the compromise text. In general, we
appreciate the constructive and pragmatic work of the PRES, which has brought about significant
amendments to the draft proposal, which are, in our opinion, clearly moving in the right direction.

In particular, the Slovak Republic thanks SE PRES for incorporating our proposed amendment in
Art. 12 para. 2 (scope of reporting obligations).

Art. 14 para. 2a (new)

SR welcomes the inclusion of additional safeguards for service providers by allowing them to
comment on the content of the proposed removal order, but we believe that a maximum time
period for comment should be set here. (i.e. “within a reasonable time period set by that
authority. That time period shall not be longer than [xx]“. It is important that the material is
removed as soon as possible and without undue delay, which may be caused by the addition of
additional procedural steps. The need for quick removal is also emphasized by the removal deadline
set in para. 2: within 24 hours of receiving the removal order. We believe that this article applies a
different logic to the one relating to detection orders as in the case of removal orders, the material in
question has already been confirmed to contain child sexual abuse.

The same comment also applies to Art. 16(2) (new) (blocking orders).

Art. 15 1a (new)

The Slovak Republic agrees with the inclusion of the provision, but suggests softening the text by
replacing the text “shall immediately reinstate” with the text “shall, without undue delay,
reinstate” considering that the immediate reinstating of the content does not appear to be
sufficiently justified from the point of view of the users’ rights.

The same comment also applies to Art. 18(1a) (new) (blocking orders) as well as Art. 14a(6)
(procedure for cross-border removal orders) and Art. 18¢(2) (redress and provision of information
relating to delisting orders)

Art. 15 para. 4 letter a)

In accordance with our previously voiced position, the Slovak Republic requests an extension of the
period for not informing the user from 6 to 12 weeks in order to prevent the potential interference
with a possible investigation by law enforcement authorities.

Art. 17 para. 5a (new)

The Slovak Republic would like to see strengthening of the provision on mandatory reporting on
the implementation of the blocking order to the competent authority, also when with regard to
reporting at regular intervals pursuant to the second indent of the paragraph. This information is
in any case important to the competent authority.
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Comments on doc. 14143/22 (Articles 19-39)

Art. 22 para. 2

The Slovak Republic would like to suggest an examination of the appropriateness of setting also a
minimum time period for data retention (e.g. 6 months), in addition to the maximum time
period. This would be to ensure in any case the retention of data in the period from the notification
of potential child sexual abuse to the EU Centre pursuant to Article 12 until the point when law
enforcement authorities may request information relating to moment when the possible requests
from relevant for data relating to the report in question.

Art. 25 para. 1

The Slovak Republic requests an extension of the time limit for designating one or more competent
authorities as responsible for the application and enforcement of the proposed Regulation from 6 to
12 months. It is clear that potentially establishing a new authority, endowing an existing authority
with the powers necessary for the application of this Regulation or establishing a network of
cooperating national authorities requires considerable legislative work, preparation of agreements at
national level, preparation in terms of material, financial, personnel, etc. by Member States. This is
the case even when taking into account the overlapping roles and powers of the proposed
Coordinating Authority and the Digital Services Coordinator to be established pursuant to the
Digital Services Act. At the same time, we suggest that a clarification be included in the recitals that
the Coordinating Authority under this proposal and the Digital Services Coordinator may be the
same authority.
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SPAIN

Article 13: Specific reporting requirements: Do Member States consider that consideration
should be given to whether and how to avoid the risk of double reporting of these facts?

Article 13 of the CSAM Regulation refers to specific requirements for the reporting of suspected
child sexual abuse, which is related to Article 18 of the DSA. While there is some overlap, there are
also differences: the DSA article applies only to hosting, while CSAM applies to hosting and
interpersonal communications; DSA refers to suspicions of crimes involving threat to life and
safety, while CSAM refers to suspicions of sexual abuse of children in its service; in DSA
suspicions are reported to law enforcement or judicial authorities, while in CSAM they are reported
to CSAM's EU Center agency (without prejudice to subsequent referral to national law enforcement
authorities).

Finally, Article 13 CSAM develops Article 12 in detail, establishing a series of requirements that
the DSA lacks in this specific aspect, and which are key for police investigation, notably point f) on
the identification of the IP address and TCP port in question.

In short, in order to ensure that communication is made with respect to CSAM content, it is
considered that the horizontal provision of Article 18 DSA is enabling but not sufficient with
respect to the sectoral CSAM requirement; and consequently, it seems appropriate that Articles 12
and 13 CSAM are maintained and developed in detail in their specific scope.

Article 18: Recourse and provision of information: The Chair notes that this complaint
mechanism only applies to blocking orders. Do Member States consider that a horizontal
complaint mechanism should be considered, also taking into account Article 20 of the Digital
Services Act?

Section 5 regulates blocking orders, which can be sent by competent authorities to providers of
internet access services, with the provider having to remove the content as indicated in the articles.
Article 18.3 stipulates that these providers must provide a system to enable users to complain about
alleged breaches of the obligations in this section.

Other sections of the CSAM Regulation regulate content removal orders from hosting providers and
de-indexing orders from search engines. However, these sections do not provide for providers to
offer users complaint systems. It is not clear why only Internet access service providers, and not
hosting providers and search engines, are considered to be able to lodge complaints.

As regards the possibility of applying the internal complaints management system of Article 20 of
the DSA, it should be borne in mind that this Article only applies to content moderation decisions
by the provider (both voluntary content moderation systems and following Notice&Action
mechanisms), but not to content removal following orders from competent authorities. On the other
hand, in any event, Article 20 of the DSA Regulation only applies to online platform providers,
which are only a subset of the total number of hosting service providers.
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