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I. INTRODUCTION

I.  On 18 April 2023, the Commission adopted the proposal for a Regulation of the European

Parliament and of the Council laying down measures to strengthen solidarity and capacities in

the Union to detect, prepare for and respond to cybersecurity threats and incidents, the “EU

Cyber Solidarity Act”. The EU Cybersecurity Strategy adopted in December 2020 mentioned

the creation of a European Cyber Shield, reinforcing the cyber threat detection and

information sharing capabilities in the European Union. On 8 and 9 March 2022, Ministers of

EU Member States in charge of Telecom issues met informally in Nevers and expressed the

wish for the EU to fully prepare to face large-scale cyberattacks.
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The Council Conclusions of May 2022 on the cyber posture highlighted the need to address
gaps in terms of response and preparedness to cyber-attacks, by calling for the Commission to

present a proposal on a new Emergency Response Fund for Cybersecurity.

2. The purpose of this proposal is to strengthen the competitive position of industry and service
sectors and support their digital transformation. The proposal aims at increasing the resilience
of citizens, businesses and entities operating in critical and highly critical sectors against the
growing cybersecurity threats with societal and economic impacts. The legal basis is therefore
Article 173 TFEU on industry competitiveness as well as Article 322 (1) point (a) TFEU on
carry-over rules derogating from the principle of budget annuality. The latter legal basis is
necessary in relation to the Cybersecurity Emergency Mechanism. Other objectives of this
Regulation are: to strengthen common EU detection and situational awareness of cyber threats
and incidents; to reinforce preparedness of critical entities across the EU and strengthen
solidarity by developing common response capacities against significant or large-scale
cybersecurity incidents, including by making incident response support available for third
countries; to enhance Union resilience and contribute to effective response by reviewing and

assessing significant or large-scale incidents.
3. In particular, the proposal lays down:

—  The deployment of a pan-European infrastructure of Security Operation Centers (SOCs)
(European Cyber Shield) to build and enhance common detection and situational

awareness capabilities.

— The creation of a Cyber Emergency Mechanism to support Member States in preparing
for, responding to and immediate recovery from significant and large-scale

cybersecurity incidents.

— The establishment of a European Cybersecurity Incident Review Mechanism to review

and assess specific significant or large-scale incidents.

6601/24 FM/ff 2
JAL2 LIMITE EN



II.

STATE OF PLAY OF WORK WITHIN THE COUNCIL PREPARATORY BODIES

Under Swedish Presidency the Commission presented the text at the meeting of the
Horizontal Working Party on Cyber Issues (HWPCI) on 24 April 2023, and then had thematic
presentations on 24 May and 7 June 2023.

The Spanish Presidency organised a total of fourteen dedicated HWPCI meetings which
resulted in four compromise proposals covering the whole text of the Regulation. On 5

December 2023, the Council took note of the progress made under the Spanish Presidency

(15392/23).

On 15 December 2023 the Presidency issued a draft mandate which was discussed in the
HWPCI on 18 December 2023. In general delegations welcomed this compromise and agreed
to submit this proposal, with some further amendments, to the Permanent Representatives
Committee in order to receive a mandate to start the negotiations with the European
Parliament. On 20 December 2023 the COREPER discussed and approved the mandate to
start negotiations with the European Parliament!. A first trilogue was held in the European
Parliament on 13 February 2024. The Belgian Presidency and the European Parliament had 16
technical meetings until 22 February 2024.

In the European Parliament, the file was assigned to the Committee on Industry, Research and
Energy (ITRE) and MEP Lina Galvez Muifioz (Group of the Progressive Alliance of Socialists
and Democrats, Spain) has been appointed as rapporteur. The adoption of the report in ITRE

was on 7 December 2023 and the decision to start the negotiations with the Council was taken

in the Plenary on 11 December 2023.

1
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The opinion on the Cyber Solidarity Act was adopted by the European Economic and Social
Committee on 13 July 20232 and the European Court of Auditors on 5 October 20233, The

European Committee of the Regions (CoR) adopted its opinion on 30 November?.

The purpose of this note is to obtain an orientation from COREPER with a view to
negotiating and reaching a political agreement with the Parliament at the upcoming trilogue.

The Presidency wishes to highlight the following major issues:

a) Budget

Article 19 (lines 210-211 a- d, 213)

The provisions introduced by the Commission’s proposal to amend the Digital Europe
Programme (DEP) are not convincing to the European Parliament. For the Parliament, a more
cautious approach is preferred in deciding the reallocation of funds under the programme for
the purpose of financing initiatives of the Cyber Solidarity Act as well as a cap for the
Cybersecurity Reserve. The Council aims at preserving the mandate on amounts and transfers
as much as possible. The Presidency will defend the idea that a cap for the Reserve should not
be introduced in the text given the unpredictability of the circumstances as well as not to pre-
empt the negotiations on the future multiannual financial framework. Finally, the Presidency
will show flexibility on the annuality derogation for the parts of the Cyber Emergency
Mechanism that are not part of the EU Cybersecurity Reserve.

2
3
4

12041/23
13841/23
16649/23
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b) Implementing/delegated acts

Article 6 (105), Article 7(2) (line 109), Article 8(3) (line 113), Article 12(8) (line 136), Article
13(7) (line 147), and Article 20a (lines 232 i-0)

The European Parliament wishes to introduce four delegated and one implementing act in this
legislative proposal. As the Council mandate had only an implementing act in article 12(8) the
Presidency will maintain a reticent position on adding further empowerments. In view of a
compromise, it will show flexibility on the articles linked to the Cybersecurity Reserve and

where it is possible to have very precise and targeted empowerments.
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¢) Information sharing with the Commission in the Cybersecurity Alert System

Article 7 (1) (line 108)

The Council mandate established that relevant information as well as early warning obtained
by the Cross-Border Hubs and related to a potential or ongoing large-scale cybersecurity
incident shall be provided to the CSIRTs® Network and EU-CyCLONe® without undue delay
in view of their respective crisis management roles in accordance with the NIS2 Directive.
The Commission would thus receive this information via EU-CyCLONe. The European
Parliament supports the Commission proposal that this information should be shared not only
with EU-CyCLONe and the CSIRTSs network, but also directly to the Commission. This is
said to be justified by the Commission’s other obligations in the framework of IPCR and
other emergency instruments. In general, both the Council and the European Parliament stand
for the principle of non-duplication of existing structures. Moreover, it is unclear why only
the Commission, and not the Member States, should receive information directly. The

Presidency will therefore defend the Council mandate.

S Computer Security Incident Response Team
6 European Cyber Crises Liaison Organisation Network
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10.

11.

I11.

12.

d) Role of the Commission in operation and administration of the EU Cybersecurity

Reserve
Article 12 (6) (line 134) and Article 14 (2) (be) (line 155b)

There are two issues here. First, the European Parliament and the Council agree that ENISA
should be entrusted with the operational and administrative management of the Cybersecurity
Reserve for users from Member States and EU institutions, bodies and agencies. The
Presidency will show flexibility on the specific approach to achieve this, as long as that
approach is legally sound. Second, the Commission deems it necessary to receive all requests
to use the Reserve, including from Member States and EUIBAs, at the same time as ENISA.
Indeed, the Commission will manage the Reserve for third-country users and will also have a
role in the joint assessment in case of multiple requests. The Council mandate, however,
specifies that all the requests have to be addressed to the “contracting authority”, which
following entrustment will be ENISA in most cases. Those requests may include sensitive
information which should be treated on a strict need-to-know basis. The Presidency will
continue to defend the Council mandate, with the ambition to ensure that only relevant

information for the use of the Reserve is shared and on a need-to-know basis.

Furthermore, the Presidency brings to the attention of Member States that a provisional
agreement was reached at technical level on a number of important issues such as terminology
(the Council terminology of National Cyber Hub, Cross-Border Cyber Hub and EU
Cybersecurity Alert System has been accepted, in lieu of, respectively, National SOC, Cross-
Border SOCs and Cyber Shield); and prioritisation.

The Presidency invites delegations to focus on finding compromises regarding the major
topics mentioned above, as well as on a number of other issues, which are likely to be part of
the final agreement.

CONCLUSION

The Permanent Representatives Committee is invited to:

— approve the provisional agreement reached at technical level, as set out in the Annex

(marked in green);
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— give a mandate to the Presidency to continue negotiations with the European

Parliament, on the basis of the compromise texts included in the attached 4-column

table;

—  show flexibility regarding some issues described above.
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ANNEX

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL laying
down measures to strengthen solidarity and capacities in the Union to detect, prepare for and respond to

Commission Proposal

cybersecurity threats and incidents
2023/0109(COD)

Version for Trilogue on 5 March 2024

EP Mandate

Council Mandate

Draft Agreement

2023/0109 (COD)

2023/0109 (COD)

2023/0109 (COD)

2023/0109 (COD)

Text Origin:
Commission Proposal

Proposal Title

Proposal for a

REGULATION OF THE
EUROPEAN PARLIAMENT
AND OF THE COUNCIL

laying down measures to
strengthen solidarity and capacities
in the Union to detect, prepare for
and respond to cybersecurity
threats and incidents

Proposal for a

REGULATION OF THE
EUROPEAN PARLIAMENT
AND OF THE COUNCIL

laying down measures to
strengthen solidarity and capacities
in the Union to detect, prepare for
and respond to cybersecurity
threats and incidents

Proposal for a

REGULATION OF THE
EUROPEAN PARLIAMENT
AND OF THE COUNCIL

laying down measures to
strengthen solidarity and capacities
in the Union to detect, prepare for
and respond to cybersecurity
threats and incidents

Proposal for a

REGULATION OF THE
EUROPEAN PARLIAMENT
AND OF THE COUNCIL

laying down measures to
strengthen solidarity and capacities
in the Union to detect, prepare for
and respond to cybersecurity
threats and incidents

Text Origin:
Commission Proposal
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
Formula |
THE EUROPEAN PARLIAMENT | THE EUROPEAN PARLIAMENT | THE EUROPEAN PARLIAMENT | THE EUROPEAN PARLIAMENT
AND THE COUNCIL OF THE AND THE COUNCIL OF THE AND THE COUNCIL OF THE AND THE COUNCIL OF THE
3 EUROPEAN UNION, EUROPEAN UNION, EUROPEAN UNION, EUROPEAN UNION,
Text Origin:
Commission Proposal
Citation 1
Having regard to the Treaty on the | Having regard to the Treaty on the | Having regard to the Treaty on the | Having regard to the Treaty on the
Functioning of the European Functioning of the European Functioning of the European Functioning of the European
Union, and in particular Article Union, and in particular Article Union, and in particular Article Union, and in particular Article
4 173(3) and Article 322(1), point (a) | 173(3) and Article 322(1), point (a) | 173(3) and Article 322(1), point (a) | 173(3) and Article 322(1), point (a)
thereof, thereof, thereof, thereof,
Text Origin:
Commission Proposal
Citation 2
Having regard to the proposal from | Having regard to the proposal from | Having regard to the proposal from | Having regard to the proposal from
the European Commission, the European Commission, the European Commission, the European Commission,
5
Text Origin:
Commission Proposal
| Citation 3
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Commission Proposal

After transmission of the draft
legislative act to the national

EP Mandate

After transmission of the draft
legislative act to the national

Ceouncil Mandate

After transmission of the draft
legislative act to the national

Draft Agreement

After transmission of the draft
legislative act to the national

6 parliaments, parliaments, parliaments, parliaments,
Text Origin:
Commission Proposal
Citation 4
Having regard to the opinion of the | Having regard to the opinion of the | Having regard to the opinion of the | Having regard to the opinion of the
Court of Auditors! Court of Auditors! Court of Auditors! Court of Auditors!
7 .oJCI[...], [..-],p- [---]- 1.OJCI[...], [---L,p-[---] 1.OJCI[...], [.--],p- [---]- 1.OJCI[...], [.--],p- [---]-
Text Origin:
Commission Proposal
Citation 5
Having regard to the opinion of the | Having regard to the opinion of the | Having regard to the opinion of the | Having regard to the opinion of the
European Economic and Social European Economic and Social European Economic and Social European Economic and Social
Committee', Committee', Committee!, Committee',
8 |1orc,,p.. 1.OIC,,p.. 1.OIC,,p.. 1.OIC,,p..
Text Origin:
Commission Proposal
| Citation 6
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Commission Proposal

Having regard to the opinion of the
Committee of the Regions',

EP Mandate

Having regard to the opinion of the
Committee of the Regions',

Ceouncil Mandate

Having regard to the opinion of the
Committee of the Regions',

Draft Agreement

Having regard to the opinion of the
Committee of the Regions',

9 1.0JC,,p.. 1.0JC,,p.. 1.OJC,,p.. 1.OJC,,p..
Text Origin:
Commission Proposal
Citation 7
Acting in accordance with the Acting in accordance with the Acting in accordance with the Acting in accordance with the
ordinary legislative procedure, ordinary legislative procedure, ordinary legislative procedure, ordinary legislative procedure,
10
Text Origin:
Commission Proposal
| Formula
Whereas: Whereas: Whereas: Whereas:
11 T
Text Origin:
Commission Proposal
| Recital 1
(1) The use of and dependence on | (1) The use of and dependence on | (1) The use of and dependence on | (1) The use of and dependence on
12 information and communication information and communication information and communication information and communication
technologies have become technologies have become technologies have become technologies have become
fundamental aspects in all sectors fundamental aspects, but have, fundamental aspects in all sectors fundamental aspects in all sectors
6601/24 FM/ff 12
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EP Mandate

Ceouncil Mandate

Commission Proposal

of economic activity as our public
administrations, companies and
citizens are more interconnected
and interdependent across sectors
and borders than ever before.

simultaneously introduced
possible vulnerabilities, in all
sectors of economic activity and
democracy as our public
administrations, companies and
citizens are more interconnected
and interdependent across sectors
and borders than ever before.

of economic activity as our public
administrations, companies and
citizens are more interconnected
and interdependent across sectors
and borders than ever before.

Draft Agreement

of economic activity and society as
our public administrations,
companies and citizens are more
interconnected and interdependent
across sectors and borders than
ever before, simultaneously
introducing possible
vulnerabilities.

Text Origin:
Commission Proposal

| Recital 2

(2) The magnitude, frequency and
impact of cybersecurity incidents
are increasing, including supply
chain attacks aiming at
cyberespionage, ransomware or
disruption. They represent a major
threat to the functioning of network
and information systems. In view

(2) The magnitude, frequency and
impact of cybersecurity incidents
are increasing at a Union-wide and
global level in terms of their
method and impact, including
supply chain attacks aiming at
cyberespionage, ransomware or
disruption. They represent a major

(2) The magnitude, frequency and
impact of cybersecurity incidents
are increasing, including supply
chain attacks aiming at
cyberespionage, ransomware or
disruption. They represent a major
threat to the functioning of network
and information systems. In view

(2) The magnitude, frequency and
impact of cybersecurity incidents
are increasing_at a Union-wide and
global level, including supply
chain attacks aiming at
cyberespionage, ransomware or
disruption. They represent a major
threat to the functioning of network

13 of the fast-evolving threat threat to the functioning of network | of the fast-evolving threat and information systems. In view

landscape, the threat of possible and information systems. In view landscape, the threat of possible of the fast-evolving threat
large-scale incidents causing of the fast-evolving threat large-scale incidents causing landscape, the threat of possible
significant disruption or damage to | landscape, the threat of possible significant disruption or damage to | large-scale incidents causing
critical infrastructures demands large-scale incidents causing critical infrastructures demands significant disruption or damage to
heightened preparedness at all significant disruption or damage heightened preparedness-a+ea# critical infrastructures demands
levels of the Union’s cybersecurity | economies and democracies to levels—_of the Union’s heightened preparedness et
framework. That threat goes critical infrastructures across the cybersecurity framework. That tevels-of the Union’s cybersecurity
beyond Russia’s military Union demands heightened threat goes beyond Russia’s framework. That threat goes
aggression on Ukraine, and is preparedness at all levels of the military aggression on Ukraine, beyond Russia’s mititary
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EP Mandate

Ceouncil Mandate

Commission Proposal

likely to persist given the
multiplicity of state-aligned,
criminal and hacktivist actors
involved in current geopolitical
tensions. Such incidents can
impede the provision of public
services and the pursuit of
economic activities, including in
critical or highly critical sectors,
generate substantial financial
losses, undermine user confidence,
cause major damage to the
economy of the Union, and could
even have health or life-threatening
consequences. Moreover,
cybersecurity incidents are
unpredictable, as they often emerge
and evolve within very short
periods of time, not contained
within any specific geographical
area, and occurring simultaneously
or spreading instantly across many
countries.

Union’s cybersecurity framework.
That threat goes beyond Russia’s
military aggression on Ukraine,
and is likely to persist given the
multiplicity of state-aligned,
erintine-end-heelieis— and
criminal actors involved in current
geopolitical tensions. Such
incidents can impede the provision
of public services and the pursuit
of economic activities, including in
critical or highly critical sectors,
generate substantial financial
losses, undermine user confidence,
cause major damage to the
economy of the Union, and could
even have health or life-threatening
consequences. Moreover,
cybersecurity incidents are
unpredictable, as they often emerge
and evolve within very short
periods of time, not contained
within any specific geographical
area, and occurring simultaneously
or spreading instantly across many
countries._Close and coordinated
cooperation is therefore needed
between the public sector, the
private sector, academia, civil

society and the media. Moreover,
the Union's response needs to be
coordinated with international

institutions as well as trusted and

and is likely to persist given the
multiplicity of state-aligned,
criminal and hacktivist actors
involved in current geopolitical
tensions. Such incidents can
impede the provision of public
services and the pursuit of
economic activities, including in

eriticed-or-hishlysectors of high

Draft Agreement

aesressionwar of agression on
Ukraine, and is likely to persist

given the multiplicity of-state-
lienederiminaland hacktivi
actors involved in current
geopolitical tensions. Such
incidents can impede the provision
of public services as cyberattacks
are frequently targeted at local,

criticality or_other critical sectors,
generate substantial financial
losses, undermine user confidence,
cause major damage to the
economy of the Union, and could
even have health or life-threatening
consequences. Moreover,
cybersecurity incidents are
unpredictable, as they often emerge
and evolve within very short
periods of time, not contained
within any specific geographical
area, and occurring simultaneously
or spreading instantly across many
countries.

regional or national public
services and infrastructures, with
local authorities being
particularly vulnerable, including

due to their limited resources.
They can also impede e#d-the
pursuit of economic activities,
including in eritical-o#
highiysectors of high criticality or
other critical sectors, generate
substantial financial losses,
undermine user confidence, cause
major damage to the economy and
the democratic systems of the
Union, and could even have health
or life-threatening consequences.
Moreover, cybersecurity incidents
are unpredictable, as they often
emerge and evolve within very
short periods of time, not contained
within any specific geographical
area, and occurring simultaneously
or spreading instantly across many
countries._It is important to have
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like-minded international
partners. Trusted and like-minded

international partners are
countries that share the Union’s
values of democracy, commitment
to human rights, effective
multilateralism, and rules-based
order, in line with the
international cooperation
frameworks and agreements. To

ensure cooperation with trusted
and like-minded international
partners and protection against

systemic rivals, entities established
in third countries that are not
parties to the GPA should not be

allowed to participate in
procurement under this

Regulation.

Draft Ag

close cooperation between the
public sector, the private sector,

academia, civil society and the
media.

Text Origin: EP

Mandate

Recital 3

(3) Itis necessary to strengthen the
competitive position of industry
and services sectors in the Union
across the digitised economy and
support their digital transformation,

(3) Itis necessary to strengthen the
competitive position of industry
and services sectors in the Union
across the digitised economy and
support their digital transformation,

(3) It is necessary to strengthen the
competitive position of industry
and services sectors in the Union
across the digitised economy and
support their digital transformation,

(3) Itis necessary to strengthen the
competitive position of industry
and services sectors in the Union
across the digitised economy and
support their digital transformation,

’ 14 by reinforcing the level of by reinforcing the level of by reinforcing the level of by reinforcing the level of
cybersecurity in the Digital Single | cybersecurity in the Digital Single | cybersecurity in the Digital Single | cybersecurity in the Digital Single
Market. As recommended in three | Market. As recommended in three | Market. As recommended in three | Market. As recommended in three
different proposals of the different proposals of the different proposals of the different proposals of the
Conference on the Future of Conference on the Future of Conference on the Future of Conference on the Future of
Europe! , it is necessary to Europe! ,— it is necessary to Europe!'-,— it is necessary to Europe!' ,— it is necessary to
6601/24 FM/ff 15
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Commission Proposal

increase the resilience of citizens,
businesses and entities operating
critical infrastructures against the
growing cybersecurity threats,
which can have devastating
societal and economic impacts.
Therefore, investment in
infrastructures and services that
will support faster detection and
response to cybersecurity threats
and incidents is needed, and
Member States need assistance in
better preparing for, as well as
responding to significant and large-
scale cybersecurity incidents. The
Union should also increase its
capacities in these areas, notably as
regards the collection and analysis
of data on cybersecurity threats and
incidents.

1. https://futureu.europa.eu/en/

EP Mandate

increase the resilience of citizens,
businesses, in particular
microenterprises, small and
medium-sized enterprises (SMEs)
including startups -and entities
operating critical infrastructures,
including local and regional
authorities against the growing
cybersecurity threats, which can
have devastating societal and
economic impacts. Therefore,
investment in infrastructures and
services and building capabilities
to develop cybersecurity skills that
will support faster detection and
response to cybersecurity threats
and incidents is needed, and
Member States need assistance in
better preparing for, as well as
responding to significant and large-
scale cybersecurity incidents. The
Union should also increase its
capacities in these areas, notably as
regards the collection and analysis
of data on cybersecurity threats and
incidents.

1. [1]
https://futureu.europa.eu/en/

Ceouncil Mandate

increase the resilience of citizens,
businesses and entities operating
critical infrastructures against the
growing cybersecurity threats,
which can have devastating
societal and economic impacts.
Therefore, investment in
infrastructures and services that
will support faster detection and
response to cybersecurity threats
and incidents is needed, and
Member States need assistance in
better preparing for, as well as
responding to and initial recovery
from significant and large-scale
cybersecurity incidents. Building
on the existing structures and in
close cooperation with them, the
Union should also increase its
capacities in these areas, notably as
regards the collection and analysis
of data on cybersecurity threats and
incidents.

1. https://futureu.europa.eu/en/

Draft Agreement

increase the resilience of citizens,
businesses, [including
microenterprises and small and
medium-sized enterprises (SMEs)
as well as startups]| and -
entities operating critical
infrastructures, against the growing
cybersecurity threats, which can
have devastating societal and
economic impacts. Therefore,
investment in infrastructures and
services and building capabilities
to develop cybersecurity skills that
will support faster detection and
response to cybersecurity threats
and incidents is needed, and
Member States need assistance in
better preparing for, as well as
responding to and initial recovery
from significant and large-scale
cybersecurity incidents. Building
on the existing structures and in
close cooperation with them, the
Union should also increase its
capacities in these areas, notably as
regards the collection and analysis
of data on cybersecurity threats and
incidents.

1. [1]
https://futureu.europa.eu/en/

To check that the futureu make a
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
reference to the SMEs as stated in the
recital
Text Origin: EP
Mandate

Recital 3a
(3a) Cyberattacks are frequently
targeted at local, regional or deleted
national public services and
infrastructures. Local authorities EP to propose a text
are among the most vulnerable
targets of cyberattacks due to their
lack of financial and human
14a resources. It is therefore
particularly important that
decision-makers at local level are
made aware of the need to
increase digital resilience,
increase their capacity to reduce
the impact of cyberattacks and
seize the opportunities provided
for by this Regulation.
| Recital 4 |
(4) The Union has already taken a | (4) The Union has already taken a | (4) The Union has already taken a | (4) The Union has already taken a
15 number of measures to reduce number of measures to reduce number of measures to reduce number of measures to reduce
vulnerabilities and increase the vulnerabilities and increase the vulnerabilities and increase the vulnerabilities and increase the
resilience of critical infrastructures | resilience of critical infrastructures | resilience of critical infrastructures | resilience of critical infrastructures
6601/24 FM/ff 17
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Commission Proposal

and entities against cybersecurity
risks, in particular Directive (EU)
2022/2555 of the European
Parliament and of the Council’,
Commission Recommendation
(EU) 2017/1584%, Directive
2013/40/EU of the European
Parliament and of the Council® and
Regulation (EU) 2019/881 of the
European Parliament and of the
Council*. In addition, the Council
Recommendation on a Union-wide
coordinated approach to strengthen
the resilience of critical
infrastructure invites Member
States to take urgent and effective
measures, and to cooperate loyally,
efficiently, in solidarity and in a
coordinated manner with each
other, the Commission and other
relevant public authorities as well
as the entities concerned, to
enhance the resilience of critical
infrastructure used to provide
essential services in the internal
market.

1. Directive (EU) 2022/2555 of
the European Parliament and of
the Council of 14 December
2022 on measures for a high
common level of cybersecurity
across the Union, amending

EP Mandate

and entities against cybersecurity
risks, in particular Directive (EU)
2022/2555 of the European
Parliament and of the Council,
Commission Recommendation
(EU) 2017/1584%, Directive
2013/40/EU of the European
Parliament and of the Council® and
Regulation (EU) 2019/881 of the
European Parliament and of the
Council*. In addition, the Council
Recommendation on a Union-wide
coordinated approach to strengthen
the resilience of critical
infrastructure invites Member
States to take urgent and effective
measures, and to cooperate loyally,
efficiently, in solidarity and in a
coordinated manner with each
other, the Commission and other
relevant public authorities as well
as the entities concerned, to
enhance the resilience of critical
infrastructure used to provide
essential services in the internal
market.

1. Directive (EU) 2022/2555 of
the European Parliament and of
the Council of 14 December
2022 on measures for a high
common level of cybersecurity
across the Union, amending

Ceouncil Mandate

and entities against cybersecurity
risks, in particular Directive (EU)
2022/2555 of the European
Parliament and of the Council’,
Commission Recommendation
(EU) 2017/1584%, Directive
2013/40/EU of the European
Parliament and of the Council® and
Regulation (EU) 2019/881 of the
European Parliament and of the
Council*. In addition, the Council
Recommendation on a Union-wide
coordinated approach to strengthen
the resilience of critical
infrastructure invites Member
States to take urgent and effective
measures, and to cooperate loyally,
efficiently, in solidarity and in a
coordinated manner with each
other, the Commission and other
relevant public authorities as well
as the entities concerned, to
enhance the resilience of critical
infrastructure used to provide
essential services in the internal
market.

1. Directive (EU) 2022/2555 of
the European Parliament and of
the Council of 14 December
2022 on measures for a high
common level of cybersecurity
across the Union, amending

Draft Agreement

and entities against cybersecurity
risks, in particular Directive (EU)
2022/2555 of the European
Parliament and of the Council’,
Commission Recommendation
(EU) 2017/1584%, Directive
2013/40/EU of the European
Parliament and of the Council® and
Regulation (EU) 2019/881 of the
European Parliament and of the
Council*. In addition, the Council
Recommendation on a Union-wide
coordinated approach to strengthen
the resilience of critical
infrastructure invites Member
States to take urgent and effective
measures, and to cooperate loyally,
efficiently, in solidarity and in a
coordinated manner with each
other, the Commission and other
relevant public authorities as well
as the entities concerned, to
enhance the resilience of critical
infrastructure used to provide
essential services in the internal
market.

1. Directive (EU) 2022/2555 of
the European Parliament and of
the Council of 14 December
2022 on measures for a high
common level of cybersecurity
across the Union, amending
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Commission Proposal

Regulation (EU) No 910/2014
and Directive (EU) 2018/1972,
and repealing Directive (EU)
2016/1148 (OJ L 333,
27.12.2022).

2. Commission
Recommendation (EU)
2017/1584 of 13 September
2017 on coordinated response to
large-scale cybersecurity
incidents and crises (OJ L 239,
19.9.2017, p. 36).

3. Directive 2013/40/EU of the
European Parliament and of the
Council of 12 August 2013 on
attacks against information
systems and replacing Council
Framework Decision
2005/222/JHA (J L 218,
14.8.2013, p. 8).

4. Regulation (EU) 2019/881 of
the European Parliament and of
the Council of 17 April 2019 on
ENISA (the European Union
Agency for Cybersecurity) and
on information and
communications technology
cybersecurity certification and
repealing Regulation (EU) No
526/2013 (Cybersecurity Act)
(OJ L 151, 7.6.2019, p. 15).

EP Mandate

Regulation (EU) No 910/2014
and Directive (EU) 2018/1972,
and repealing Directive (EU)
2016/1148 (OJ L 333,
27.12.2022).

2. Commission
Recommendation (EU)
2017/1584 of 13 September
2017 on coordinated response to
large-scale cybersecurity
incidents and crises (OJ L 239,
19.9.2017, p. 36).

3. Directive 2013/40/EU of the
European Parliament and of the
Council of 12 August 2013 on
attacks against information
systems and replacing Council
Framework Decision
2005/222/JHA (J L 218,
14.8.2013, p. 8).

4. Regulation (EU) 2019/881 of
the European Parliament and of
the Council of 17 April 2019 on
ENISA (the European Union
Agency for Cybersecurity) and
on information and
communications technology
cybersecurity certification and
repealing Regulation (EU) No
526/2013 (Cybersecurity Act)
(OJ L 151, 7.6.2019, p. 15).

Ceouncil Mandate

Regulation (EU) No 910/2014
and Directive (EU) 2018/1972,
and repealing Directive (EU)
2016/1148 (OJ L 333,
27.12.2022).

2. Commission
Recommendation (EU)
2017/1584 of 13 September
2017 on coordinated response to
large-scale cybersecurity
incidents and crises (OJ L 239,
19.9.2017, p. 36).

3. Directive 2013/40/EU of the
European Parliament and of the
Council of 12 August 2013 on
attacks against information
systems and replacing Council
Framework Decision
2005/222/JHA (J L 218,
14.8.2013, p. 8).

4. Regulation (EU) 2019/881 of
the European Parliament and of
the Council of 17 April 2019 on
ENISA (the European Union
Agency for Cybersecurity) and
on information and
communications technology
cybersecurity certification and
repealing Regulation (EU) No
526/2013 (Cybersecurity Act)
(OJ L 151, 7.6.2019, p. 15).

Draft Agreement

Regulation (EU) No 910/2014
and Directive (EU) 2018/1972,
and repealing Directive (EU)
2016/1148 (OJ L 333,
27.12.2022).

2. Commission
Recommendation (EU)
2017/1584 of 13 September
2017 on coordinated response to
large-scale cybersecurity
incidents and crises (OJ L 239,
19.9.2017, p. 36).

3. Directive 2013/40/EU of the
European Parliament and of the
Council of 12 August 2013 on
attacks against information
systems and replacing Council
Framework Decision
2005/222/JHA (J L 218,
14.8.2013, p. 8).

4. Regulation (EU) 2019/881 of
the European Parliament and of
the Council of 17 April 2019 on
ENISA (the European Union
Agency for Cybersecurity) and
on information and
communications technology
cybersecurity certification and
repealing Regulation (EU) No
526/2013 (Cybersecurity Act)
(OJ L 151, 7.6.2019, p. 15).
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Text Origin:
Commission Proposal

Recital 5

(5) The growing cybersecurity
risks and an overall complex threat
landscape, with a clear risk of rapid
spill-over of cyber incidents from
one Member State to others and
from a third country to the Union
requires strengthened solidarity at
Union level to better detect,
prepare for and respond to
cybersecurity threats and incidents.
Member States have also invited
the Commission to present a

(5) The growing cybersecurity
risks and an overall complex threat
landscape, with a clear risk of rapid
spill-over of cyber incidents from
one Member State to others and
from a third country to the Union
requires strengthened solidarity at
Union level to better detect,
prepare for, respond to, and
recover from,-a#d-respond-to
cybersecurity threats and incidents.
Member States have also invited
the Commission to present a

(5) The growing cybersecurity
risks and an overall complex threat
landscape, with a clear risk of rapid
spill-over of cyber incidents from
one Member State to others and
from a third country to the Union
requires strensthenedto strengthen
solidarity at Union level to better
detect, prepare for and respond to
cybersecurity threats and incidents,
in particular by reinforcing the
capabilities of existing structures

(5) The growing cybersecurity
risks and an overall complex threat
landscape, with a clear risk of rapid
spill-over of cyber incidents from
one Member State to others and
from a third country to the Union
requires strensthenedto strengthen
solidarity at Union level to better
detect, prepare for, respond to, and
recover from,-cd-respond-to
cybersecurity threats and incidents,
in particular by reinforcing the

such as the CSIRTs network.

capabilities of existing structures.

16 proposal on a new Emergency
Response Fund for Cybersecurity proposal on a new Emergency Member States have also invited Member States have also invited
in the Council Conclusions on an Response Fund for Cybersecurity the Commission to present a the Commission to present a
EU Cyber Posture!. in the Council Conclusions on an proposal on a new Emergency proposal on a new Emergency
EU Cyber Posture'. Response Fund for Cybersecurity Response Fund for Cybersecurity
1. Council conclusions on the in the Council Conclusions on an in the Council Conclusions on an
development of the European 1./1] _ Council EU Cyber Posture'. EU Cyber Posture'.
Union's cyber posture approved | conclusions on the development | ‘ - ‘
by the Council at its meeting on | of the European Union's cyber | 1. Council conclusions on the 1. Council conclusions on the
23 May 2022, (9364/22) posture approved by the Council | development of the European development of the European
at its meeting on 23 May 2022, | Union's cyber posture approved | Union's cyber posture approved
(9364/22) by the Council at its meeting on | by the Council at its meeting on
23 May 2022, (9364/22) 23 May 2022, (9364/22)
6601/24 FM/ff 20
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
Text Origin: Council
Mandate
Recital 6 |
(6) The Joint Communication on (6) The Joint Communication on (6) The Joint Communication on (6) The Joint Communication on
the EU Policy on Cyber Defence! the EU Policy on Cyber Defence! the EU Policy on Cyber Defence! the EU Policy on Cyber Defence!
adopted on 10 November 2022 adopted on 10 November 2022 adopted on 10 November 2022 adopted on 10 November 2022
announced an EU Cyber Solidarity | announced an EU Cyber Solidarity | announced an EU Cyber Solidarity | announced an EU Cyber Solidarity
Initiative with the following Initiative with the following Initiative with the following Initiative with the following
objectives: strengthening of objectives: strengthening of objectives: strengthening of objectives: strengthening of
common EU detection, situational | common EU detection, situational | common EU detection, situational | common EU detection, situational
awareness and response awareness and response awareness and response awareness and response
capabilities by promoting the capabilities by promoting the capabilities by promoting the capabilities by promoting the
deployment of an EU infrastructure | deployment of an EU deployment of an EU infrastructure | deployment of an EU infrastructure
of Security Operations Centres infrastructwrenetwork of Security | of Security Operations Centres of Security Operations Centres
(‘SOCs’), supporting gradual Operations Centres (‘SOCs’), (‘SOCs’), supporting gradual (‘SOCs’), supporting gradual
building of an EU-level supporting gradual building of an building of an EU-level building of an EU-level
17 cybersecurity reserve with services | EU-level cybersecurity reserve cybersecurity reserve with services | cybersecurity reserve with services
from trusted private providers and | with services from trusted private from trusted private providers and | from trusted private providers and
testing of critical entities for providers and testing of critical testing of critical entities for testing of critical entities for
potential vulnerabilities based on entities for potential vulnerabilities | potential vulnerabilities based on potential vulnerabilities based on
EU risk assessments. based on EU risk assessments. EU risk assessments. EU risk assessments.
1. Join Communication to the 1. [1] Join 1. Join Communication to the 1. Join Communication to the
European Parliament and the Communication to the European | European Parliament and the European Parliament and the
Council EU Policy on Cyber Parliament and the Council EU | Council EU Policy on Cyber Council EU Policy on Cyber
Defence JOIN/2022/49 final Policy on Cyber Defence Defence JOIN/2022/49 final Defence JOIN/2022/49 final
JOIN/2022/49 final
Text Origin:
Commission Proposal
6601/24 FM/ff 21
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Recital 7

(7) It is necessary to strengthen the
detection and situational awareness
of cyber threats and incidents
throughout the Union and to
strengthen solidarity by enhancing
Member States’ and the Union’s
preparedness and capabilities to
respond to significant and large-
scale cybersecurity incidents.
Therefore a pan-European
infrastructure of SOCs (European
Cyber Shield) should be deployed
to build and enhance common
detection and situational awareness
capabilities; a Cybersecurity

(7) It is necessary to strengthen the
detection and situational awareness
of cyber threats and incidents
throughout the Union and to
strengthen solidarity by enhancing
Member States’ and the Union’s
preparedness and capabilities to
prevent and respond to significant
and large-scale cybersecurity
incidents. Therefore a pan-
European infrastructire-of-network
of SOCs (European Cyber Shield)
should be deployed to build and
enhance common detection and
situational awareness capabilities,

(7) Itisnecessary to strengthen the
detection and situational awareness
of cyber threats and incidents
throughout the Union and to
strengthen solidarity by enhancing
Member States’ and the Union’s
preparedness and capabilities to
respond to significant, large-scale

(7) It is necessary to strengthen the
detection and situational awareness
of cyber threats and incidents
throughout the Union and to
strengthen solidarity by enhancing
Member States’ and the Union’s
preparedness and capabilities to
prevent and respond to significant,

and large-scale-equivalent-a#d
large-seate cybersecurity incidents.
Therefore a pan-European
infrastructure of SOCs-Cyber Hubs
(European Eyber
ShieldCybersecurity Alert System)
should be-deployed_established to

large-scale and large-scale-

equivalent-and-larse—scate
cybersecurity incidents. Therefore
a pan-European infreastructire-of
SOCs-network of Cyber Hubs
(European Eyber
ShieldCybersecurity Alert System)

2 Emergency Mechanism should be | reinforcing the Union’s threat build-ed-enbance-connnon should be-deployed_established to
established to support Member detection and information sharing | coordinated detection and build_coordinated detection and
States in preparing for, responding | capabilities; a Cybersecurity situational awareness capabilities; | situational awareness capabilities,
to, and immediately recovering Emergency Mechanism should be | a Cybersecurity Emergency reinforcing the Union's threat-a#d
from significant and large-scale established to support Member Mechanism should be established | erkanceconmon detection and
cybersecurity incidents; a States in preparing for, responding | to support Member States upon sttnational-crwarenessinformation
Cybersecurity Incident Review to, and immediately recovering their request in preparing for, sharing capabilities; a
Mechanism should be established | from significant and large-scale responding to, and-imediately Cybersecurity Emergency
to review and assess specific cybersecurity incidents; a initially recovering from Mechanism should be established
significant or large-scale incidents. | Cybersecurity Incident Review significant and large-scale to support Member States upon
These actions shall be without Mechanism should be established | cybersecurity incidents; a their request in preparing for,
prejudice to Articles 107 and 108 to review and assess specific Cybersecurity Incident Review responding to, and-imediately
of the Treaty on the Functioning of | significant or large-scale incidents. | Mechanism should be established | initially recovering from
the European Union (‘TFEU”). These actions shall be without to review and assess specific significant and large-scale
prejudice to Articles 107 and 108 significant or large-scale incidents. | cybersecurity incidents; a
of the Treaty on the Functioning of | The actions under this Regulation | Cybersecurity Incident Review
6601/24 FM/ff 22
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Commission Proposal

EP Mandate
the European Union (‘TFEU”).

Ceouncil Mandate

should be conducted with due
respect for Member States’
competences and should
complement and not duplicate the

Draft Agreement

Mechanism should be established
to review and assess specific
significant or large-scale incidents.
The actions under this Regulation

activities conducted by the CSIRT

should be conducted with due

network, EU-CyCLONe and the

respect for Member States’

NIS Cooperation Group,
established in Directive (EU)
2022/2555. These actions shall be
without prejudice to Articles 107
and 108 of the Treaty on the
Functioning of the European Union
(‘TFEU).

competences and should
complement and not duplicate the
activities conducted by the CSIRT
network, EU-CyCLONe and the
NIS Cooperation Group,
established in Directive (EU)
2022/2555. These actions shall be
without prejudice to Articles 107
and 108 of the Treaty on the
Functioning of the European Union
(‘TFEU”).

Text Origin: Council
Mandate
| Recital 8
(8) To achieve these objectives, it | (8) To achieve these objectives, it | (8) To achieve these objectives, it | (8) To achieve these objectives, it
is also necessary to amend is also necessary to amend is also necessary to amend is also necessary to amend
Regulation (EU) 2021/694 of the Regulation (EU) 2021/694 of the Regulation (EU) 2021/694 of the Regulation (EU) 2021/694 of the
European Parliament and of the European Parliament and of the European Parliament and of the European Parliament and of the
19 S . S . 1 : 1 :
Council' in certain areas. In Council' in certain areas. In Council' in certain areas. In Council’ in certain areas. In
particular, this Regulation should particular, this Regulation should particular, this Regulation should particular, this Regulation should
amend Regulation (EU) 2021/694 | amend Regulation (EU) 2021/694 | amend Regulation (EU) 2021/694 | amend Regulation (EU) 2021/694
as regards adding new operational | as regards adding new operational | as regards adding new operational | as regards adding new operational
objectives related to the European | objectives related to the European | objectives related to the European | objectives related to the European
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Commission Proposal

Cyber Shield and the Cyber
Emergency Mechanism under
Specific Objective 3 of DEP,
which aims at guaranteeing the
resilience, integrity and
trustworthiness of the Digital
Single Market, at strengthening
capacities to monitor cyber-attacks
and threats and to respond to them,
and at reinforcing cross-border
cooperation on cybersecurity. This
will be complemented by the
specific conditions under which
financial support may be granted
for those actions should be
established and the governance and
coordination mechanisms
necessary in order to achieve the
intended objectives should be
defined. Other amendments to
Regulation (EU) 2021/694 should
include descriptions of proposed
actions under the new operational
objectives, as well as measurable
indicators to monitor the
implementation of these new
operational objectives.

1. Regulation (EU) 2021/694 of
the European Parliament and of
the Council of 29 April 2021
establishing the Digital Europe
Programme and repealing

EP Mandate

Cyber Shield and the
EyberCybersecurity Emergency
Mechanism under Specific
Objective 3 of DEP, which— aims
at guaranteeing the resilience,
integrity and trustworthiness of the
Digital Single Market, at
strengthening capacities to monitor
cyber-attacks and threats and to
respond to them, and at reinforcing
cross-border cooperation on
cybersecurity. This will be
complemented by the specific
conditions under which financial
support may be granted for those
actions should be established and
the governance and coordination
mechanisms necessary in order to
achieve the intended objectives
should be defined. Other
amendments to Regulation (EU)
2021/694 should include
descriptions of proposed actions
under the new operational
objectives, as well as measurable
indicators to monitor the
implementation of these new
operational objectives-

1. [1] Regulation (EU)
2021/694 of the European
Parliament and of the Council of
29 April 2021 establishing the

Ceouncil Mandate

Cyber-ShietdCybersecurity Alert
System and the Cyber Emergency
Mechanism under Specific
Objective 3 of the Digital Europe
Programme (‘DEP’)PEP, which
aims at guaranteeing the resilience,
integrity and trustworthiness of the
Digital Single Market, at
strengthening capacities to monitor
cyber-attacks and threats and to
respond to them, and at reinforcing
cross-border cooperation_and
coordination on cybersecurity. The
European Cybersecurity Alert
System could play an important

Draft Agreement

Cyber-ShieldCybersecurity _Alert
System and the Cyber Emergency

Mechanism under Specific
Objective 3 of the Digital Europe
Programme (‘DEP’)PEP, which
aims at guaranteeing the resilience,
integrity and trustworthiness of the
Digital Single Market, at
strengthening capacities to monitor
cyber-attacks and threats and to
respond to them, and at reinforcing
cross-border cooperation_and
coordination on cybersecurity. The
European Cybersecurity Alert
System could play an important

role in supporting Member States

role in supporting Member States

in anticipating and protecting
against cyber threats, and the EU

in anticipating and protecting
against cyber threats, and the EU

Cybersecurity Reserve could play

Cybersecurity Reserve could play

an important role in supporting

an important role in supporting

Member States, Union
institutions, bodies and agencies,

Member States, Union
institutions, bodies and agencies,

and DEP-associated third
countries in responding to and

and DEP-associated third
countries in responding to and

mitigating the impacts of
significant incidents, large-scale

mitigating the impacts of
significant incidents, large-scale

cybersecurity incidents, and large-

cybersecurity incidents, and large-

scale equivalent cybersecurity
incidents. Those impacts could

scale equivalent cybersecurity
incidents. Those impacts could

include considerable material or

include considerable material or

non-material damage and serious

non-material damage and serious

public security and safety risks. In

public security and safety risks. In

light of the specific roles that the

light of the specific roles that the
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Commission Proposal

Decision (EU) 2015/2240 (OJ L
166, 11.5.2021, p. 1).

EP Mandate

Digital Europe Programme and
repealing Decision (EU)
2015/2240 (OJ L 166,
11.5.2021, p. 1).

Ceouncil Mandate

Cybersecurity Alert System and

Draft Agreement

Cybersecurity Alert System and

the EU Cybersecurity Reserve
could play, this Regulation should

the EU Cybersecurity Reserve
could play, this Regulation should

amend Regulation (EU) 2021/694

amend Regulation (EU) 2021/694

as regards the participation of

as regards the participation of

legal entities that are established

legal entities that are established

in the Union but are controlled

in the Union but are controlled

from third countries, in cases

from third countries, in cases

where there is a real risk that the

where there is a real risk that the

necessary and sufficient tools,

necessary and sufficient tools,

infrastructures and services, or
technology, expertise and
capacity, will not be available in

infrastructures and services, or
technology, expertise and
capacity, will not be available in

the Union and the benefits of
including such entities outweigh

the Union and the benefits of
including such entities outweigh

the security risk. Thisswill-be
eomplemented-by The specific

conditions under which financial
support may be granted for_actions
implementing the Cybersecurity

the security risk.This—viti-be
eomplemented-by The specific
conditions under which financial
support may be granted for_actions
implementing the Cybersecurity

Alert System and the EU
Cybersecurity Reserve-those
aections should be established and
the governance and coordination
mechanisms necessary in order to
achieve the intended objectives
should be defined. Other
amendments to Regulation (EU)
2021/694 should include
descriptions of proposed actions
under the new operational
objectives, as well as measurable
indicators to monitor the

Alert System and the EU
Cybersecurity Reserve-those
aetions should be established and
the governance and coordination
mechanisms necessary in order to
achieve the intended objectives
should be defined. Other
amendments to Regulation (EU)
2021/694 should include
descriptions of proposed actions
under the new operational
objectives, as well as measurable
indicators to monitor the
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implementation of these new
operational objectives.

1. Restwlation[IRegulation (EU)
2021/694 of the European
Parliament and of the Council of
29 April 2021 establishing the
Digital Europe Programime and
repealing Decision (EU)
2015/2240 (OJ L 166,
11.5.2021, p. 1).

Draft Agree

implementation of these new
operational objectives.

1. Regulation/lRegulation (EU)
2021/694 of the European
Parliament and of the Council of
29 April 2021 establishing the
Digital Europe Programme and
repealing Decision (EU)
2015/2240 (OJ L 166,
11.5.2021, p. 1).

To place right after a recital on liked-
mind countries could be included
here.

Text Origin: Council
Mandate

Recital 8

Y 19a

(8a) To strengthen the Union's
response to cybersecurity threats
and incidents cooperation with
international organisations as
well as trusted and like-minded
international partners is vital.
Trusted and like-minded
international partners are notably
countries that share the Union’s
principles of democracy, the rule

of law, the universality and
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Commission Proposal EP Mandate Council Mandate

Draft Agreement

indivisibility of human rights and
fundamental freedoms, respect for

human dignity, the principles of
equality and solidarity, and
respect for the principles of the
United Nations Charter and
international law, and that do not
undermine the essential security
interests of the Union or its
Member States. Such cooperation
[with like-minded countries] could
also be beneficial with regard to
the actions of this Regulation, in
particular the European
Cybersecurity Alert System and
the EU Cybersecurity Reserve.
The implementation of the
European Cybersecurity Alert
System and the EU Cybersecurity
Reserve provides that if there is a
real risk that legal entities
established and controlled within
the Union do not sufficiently
cover the needs to meet the
objectives of those actions and in
full respect of essential security

interests of the Union and its
Member States, the tenders for
those infrastructure, tools and
services could be open to legal
entities controlled from third
countries, [with a focus in
particular on like-minded
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

countries], subject to strict
conditions.

Council to check
EP to check if second brakets can be
deleted

Recital 9
(9) The financing of actions under | (9) The financing of actions under | (9) The financing of actions under | (9) The financing of actions under
this Regulation should be provided | this Regulation should be provided | this Regulation should be provided | this Regulation should be provided
for in Regulation (EU) 2021/694, for in Regulation (EU) 2021/694, for in Regulation (EU) 2021/694, for in Regulation (EU) 2021/694,
which should remain the relevant which should remain the relevant which should remain the relevant which should remain the relevant
basic act for these actions basic act for these actions basic act for these actions basic act for these actions
enshrined within the Specific enshrined within—_the Specific enshrined within the Specific enshrined within the Specific
Objective 3 of DEP. Specific Objective 3 of DEP. Specific Objective 3 of DEP. Specific Objective 3 of DEP. Specific
conditions for participation conditions for participation conditions for participation conditions for participation
20 concerning each action will be concerning each action will be concerning each action will be concerning each action will be
provided for in the relevant work provided for in the relevant work provided for in the relevant work provided for in the relevant work
programmes, in line with the programmes, in line with the programmes, in line with the programmes, in line with the
applicable provision of Regulation | applicable provision of Regulation | applicable provision of Regulation | applicable provision of Regulation
(EU) 2021/694. (EU) 2021/694. (EU) 2021/694. (EU) 2021/694.
Text Origin:
Commission Proposal
Recital 9

(9a) In light of geopolitical

A developments and the growing
cyber threat landscape and in
6601/24 FM/ff 28
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Commission Proposal

EP Mandate

order to ensure continuity and
further development of the
measures laid down in this
Regulation beyond 2027,
particularly the European Cyber
Shield and the Cybersecurity
Emergency Mechanism, it is
necessary to ensure a specific
budget line in the multiannual
financial framework for the
period 2028-2034. Member States
should endevour to commit
themselves to supporting all
necessary measures to reduce
cyber threats and incidents
throughout the Union and to
strengthen solidarity.

Ceouncil Mandate

Draft Agreement

Recital 10
(10) Horizontal financial rules (10) Horizontal financial rules (10) Horizontal financial rules
adopted by the European adopted by the European adopted by the European
Parliament and by the Council on Parliament and by the Council on Parliament and by the Council on
the basis of Article 322 TFEU the basis of Article 322 TFEU the basis of Article 322 TFEU
apply to this Regulation. Those apply to this Regulation. Those apply to this Regulation. Those
71 rules are laid down in the Financial | rules are laid down in Regulation | rules are laid down in the Financial

Regulation and determine in (EU, Euratom) 2018/1046 of the Regulation and determine in
particular the procedure for European Parliament and of the particular the procedure for
establishing and implementing the | Council'the Firanecial Resulation | establishing and implementing the
Union budget, and provide for and determine in particular the Union budget, and provide for
checks on the responsibility of procedure for establishing and checks on the responsibility of
financial actors. Rules adopted on | implementing the Union budget, financial actors. Rules adopted on
the basis of Article 322 TFEU also | and provide for checks on the the basis of Article 322 TFEU also
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Commission Proposal

include a general regime of
conditionality for the protection of
the Union budget as established in
Regulation (EU, Euratom)
2020/2092 of the European
Parliament and of the Council.

EP Mandate

responsibility of financial actors.
Rules adopted on the basis of
Article 322 TFEU also include a
general regime of conditionality for
the protection of the Union budget
as established in Regulation (EU,
Euratom) 2020/2092 of the
European Parliament and of the
Council2,

1. Regulation (EU, Euratom)
2018/1046 of the European
Parliament and of the Council
of 18 July 2018 on the
financial rules applicable to the

general budget of the Union,
amending Regulations (EU) No
1296/2013, (EU) No 1301/2013,
(EU) No 1303/2013, (EU) No
1304/2013, (EU) No 1309/2013,
(EU) No 1316/2013, (EU) No
223/2014, (EU) No 283/2014,
and Decision No 541/2014/EU
and repealing Regulation (EU,
Euratom) No 966/2012 (OJ L
193, 30.7.2018, p. 1, ELI:
http.//data.europa.eu/eli/reg/20
18/1046/0j).

2. Regulation (EU, Euratom)
2020/2092 of the European
Parliament and of the Council

Ceouncil Mandate

include a general regime of
conditionality for the protection of
the Union budget as established in
Regulation (EU, Euratom)
2020/2092 of the European
Parliament and of the Council.

Draft Agreement
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Commission Proposal

EP Mandate

of 16 December 2020 on a
general regime of
conditionality for the protection
of the Union budget (OJ L 4331
, 22.12.2020, p. 1, ELI:
http://data.europa.eu/elifreg/20

20/2092/0j).

Ceouncil Mandate

Draft Agreement

Recital 1

(11) For the purpose of sound

(11) For the purpose of sound

financial management, specific financial management, specific e e e e e e e e
rules should be laid down for the rules should be laid down for the B e
carry-over of unused commitment | carry-over of unused commitment | earry-overofwnised-commitinent
and payment appropriations. While | and payment appropriations. While | ard-payment-appropriations—While
respecting the principle that the respecting the principle that the P et el e e the
Union budget is set annually, this Union budget is set annually, this Lol bt enged b
Regulation should, on account of Regulation should, on account of Regulation-should—on-aecounr-of
the unpredictable, exceptional and | the unpredictable, exceptional and | theunpredictable—exceptionat-and
specific nature of the cybersecurity | specific nature of the cybersecurity | specificneature-of-the-cybersecnrity
22 landscape, provide for possibilities | landscape, provide for possibilities | landscape providefor-possibilities
to carry over unused funds beyond | to carry over unused funds beyond | to-carry-overunusedfiunds-beyond
those set out in the Financial those set out in the Einancial those-set-outinWhile prevention
Regulation, thus maximising the ResutationRegulation (EU, and preparedness measures are
Cybersecurity Emergency Euratom) 2018/1046 , thus essential to enhance the resilience
Mechanism’s capacity to support maximising the Cybersecurity of the Union in facing significant
Member States in countering Emergency Mechanism’s capacity | incidents, large-scale
effectively cyber threats. to support Member States in cybersecurity incidents, and large-
countering effectively cyber scale-equivalent cybersecurity
threats. incidents, the occurrence, timing
and magnitude of such incidents
are by their nature unpredictable.
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Ceouncil Mandate

Commission Proposal

The financial resources required
to ensure an adequate response
can vary significantly from year to

vear and should be capable of

being made available immediately.

Reconciling the budgetary
principle of predictability with the

necessity to react rapidly to new
needs therefore requires

adaptation of the financial
Sremlation—hee
maximisingimplementation of the
work programmes. Consequently,
it is appropriate to authorise
carry-over of unused
appropriations, limited to the
following year and solely to the

Cybersecurity Emergency

Mechanism-s-ecapacityto-support
VMembars. o .
addition to the carry-over of
appropriations authorised under
Article 12(4) of the Financial

Regulation.

Draft Agreement

Recital 11a
(11a) The Cybersecurity
2%a Emergency Mechanism and the

EU Cybersecurity Reserve
established in this Regulation are
new initiatives and were not
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EP Mandate

Ceouncil Mandate

Commission Proposal

envisaged in the establishment of
the multiannual financial
framework for 2021-2027, and
funding for those initiatives is
intended to limit the reduction of
funding for other priorities in the
Digital Europe Programme to the
minimum extent possible. The
amount of the financial resources
dedicated to the EU Cyber
Security Reserve should therefore
be decreased and it should be
primarily drawn from the
unallocated margins under the
multiannual financial framework
ceilings or mobilised through the
non-thematic multiannual
financial framework special
instruments. Any earmarking or
reallocation of funds from
existing programmes should be
kept to an absolute minimum, in
order to shield existing
programmes, in particular
Erasmus+, from negative impact
and ensure that those programmes
can achieve their set objectives.

Draft Agreement

Recital 12

23

(12) To more effectively prevent,
assess and respond to cyber threats
and incidents, it is necessary to

(12) To more effectively prevent,
assess,respond to, and recover

from,-and-respond-+to cyber threats

(12) To more effectively prevent,
assess and respond to cyber threats
and incidents, it is necessary to
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Commission Proposal

develop more comprehensive
knowledge about the threats to
critical assets and infrastructures
on the territory of the Union,
including their geographical
distribution, interconnection and
potential effects in case of cyber-
attacks affecting those
infrastructures. A large-scale
Union infrastructure of SOCs
should be deployed (‘the European
Cyber Shield’), comprising of
several interoperating cross-border
platforms, each grouping together
several National SOCs. That
infrastructure should serve national
and Union cybersecurity interests
and needs, leveraging state of the
art technology for advanced data
collection and analytics tools,
enhancing cyber detection and
management capabilities and
providing real-time situational
awareness. That infrastructure
should serve to increase detection
of cybersecurity threats and
incidents and thus complement and
support Union entities and
networks responsible for crisis
management in the Union, notably
the EU Cyber Crises Liaison
Organisation Network (‘EU-
CyCLONege’), as defined in

EP Mandate

and incidents, it is necessary to
develop more comprehensive
knowledge about the threats to
critical assets and infrastructures
on the territory of the Union,
including their geographical
distribution, interconnection and
potential effects in case of cyber-
attacks affecting those
infrastructures. A farge—secale
Hrion-infrastrneture-of-prodctive
approach to identifying,
mitigating, and preventing
potential cyber threats includes an

Ceouncil Mandate

develop more comprehensive
knowledge about the threats to
critical assets and infrastructures
on the territory of the Union,
including their geographical
distribution, interconnection and
potential effects in case of cyber-
attacks affecting those
infrastructures. A-large-seate

L e e e O
shoutd-be-deployed+The European
CEvher-Shicld
comprisingCybersecurity Alert
System consists of several

increased capacity of advanced
detection capabilities necessary to
stop advanced persistent threats.
Threat intelligence is information

interoperating cross-border

pleattormsCyber Hubs , each
grouping together several-three or

more National SOCsCyber Hubs.

collected, analysed, and
interpreted to understand
potential threats and risks. By

analysing and correlating vast
amounts of data, it uncovers
patterns, trends, and indicators of

That infrastructure should serve
national and Union cybersecurity
interests and needs, leveraging
advanced-data—collection-state-of-
the-art technology for advanced

compromise that can reveal
malicious activities or
vulnerabilities. A network of
SOCs should be deployed (‘the
European Cyber Shield’),
comprising of several
interoperating cross-border
platforms, each grouping together
several National SOCs. That

collection of relevant and, where
appropriate, anonymised data and
analytics tools, enhancing
coordinated cyber detection and
management capabilities and
providing real-time situational
awareness. That infrastructure
should serve to increase detection
of cybersecurity threats and

Draft Agreement
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Commission Proposal

Directive (EU) 2022/2555 of the
European Parliament and of the
Council'.

1. Directive (EU) 2022/2555 of
the European Parliament and of
the Council of 14 December
2022 on measures for a high
common level of cybersecurity
across the Union, amending
Regulation (EU) No 910/2014
and Directive (EU) 2018/1972,

EP Mandate

infrastructure should serve national
and Union cybersecurity interests
and needs, leveraging state of the
art technology for advanced data
collection and analytics tools,
enhancing cyber detection and
management capabilities and
providing real-time situational
awareness. A National SOC refers
to a centralised capacity
responsible for continuously
gathering threat intelligence

Ceouncil Mandate

incidents and thus complement and
support Union entities and
networks responsible for crisis
management in the Union, notably
the EU Cyber Crises Liaison
Organisation Network (‘EU-
CyCLONeg’)-as-defined-in
European-Larliament < d-ofthe
Couneil’.

1. Direetive (EL)-2022/2555 of

Draft Agreement

X ‘ . information and improving the the EnropeanParliament-and-of
and repealing Directive (EU) cvbersecurity posture of entities the-Council-of14-Decenber '
2016/1148 (NIS 2 Directive) under national jurisdiction by DD for-a-high
(OJ L 333,27.12.2022, p. 80). preventing, detecting, and level-of cvbersee it

analysing cybersecurity threats. . .

That infrastructure should serve to : ’ &

increase detection of cybersecurity RGW@EQMW

threats and incidents and thus %dgﬁe%%&q_g‘y_

complement and support Union andrepeating Directive(EE)

entities and networks responsible | 2Z0H6H4SANIS 2-Directive)

for crisis management in the (OJ [ 33327122022 p. 80y

Union, notably the EU Cyber

Crises Liaison Organisation

Network (‘EU-CyCLONeg’), as

defined in Directive (EU)

2022/2555 of the European

Parliament and of the Council'.

1. [1] Directive (EU)

2022/2555 of the European

Parliament and of the Council of
6601/24 FM/ff 35
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Commission Proposal EP Mandate Council Mandate Draft Agreement
14 December 2022 on measures
for a high common level of
cybersecurity across the Union,
amending Regulation (EU) No
910/2014 and Directive (EU)
2018/1972, and repealing
Directive (EU) 2016/1148 (NIS
2 Directive) (OJ L 333,
27.12.2022, p. 80).
Recital 13
(13) Each Member State should (13) In order to participate in the | (13) Participation in the (13) Each Member State should
designate a public body at national | Cyber Shield, each Member State | European Cybersecurity Alert designate a public-bodysingle
level tasked with coordinating should designate a public body at System is voluntary for Member entity at national level tasked with
cyber threat detection activities in | national level tasked with States. Each Member State that coordinating cyber threat detection
that Member State. These National | coordinating cyber threat detection | decides to join the European activities in that Member State.
SOCs should act as a reference activities in that Member State. Cybersecurity Alert System should | These National SOCs-Cyber Hubs
point and gateway at national level | Member States are encouraged to | designate a public-body-atNational | should act as a reference point and
for participation in the European incorporate the National SOC Cyber Hub. This National fevel gateway at national level for
Cyber Shield and should ensure capacity into their existing cyber tasked-with-coordinatingCyber participation in the European
v 24 that cyber threat information from | structure and governance in order | Hub could be an entity mandated | CyberShietdCybersecurity Alert
public and private entities is shared | to avoid creating additional under Union law for cyber System and should ensure that
and collected at national level in an | governance layers and to align security related tasks such as cyber threat information from
effective and streamlined manner. this Regulation with existing CSIRTs (Computer Security public and private entities is shared
legislative act, including Directive | Incident Response Teams), a and collected at national level in an
(EU) 2022/2555. These National national cyber threat-detection effective and streamlined manner.
SOCs should act as a reference activitiesinthatcrisis management | National Cyber Hubs could
point and gateway at national level | authority or other competent strengthen the cooperation and
for participation of private and authority designated or information sharing between
public entities, particularly their established under Directive public and private entities and
National SOCs, in the European 2022/25535, or another entity could also support the exchange
6601/24 FM/ff 36
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\ EP Mandate

Cyber Shield and should ensure
that cyber threat information from
public and private entities is shared
and collected at national level in an
effective and streamlined manner.
National SOCs should strengthen
the cooperation and information

Commission Proposal

Ceouncil Mandate

acting under the authority of the

Draft Agreement

of relevant data and information

Member State—FheseNationad
SOCs-shountd which has the
capacity to act as a reference point
and gateway at national level for
participation in the European
Cybersecurity Alert System-Cyber

sharing between public and
private entities to break up
currently existing communication

Shield and should, in particular, be

with relevant sectoral and cross-
sectoral communities, including
relevant industry ISACs. Close
and coordinated cooperation
between public and private entities
is central to strengthening the
Union’s resilience in the

capable of detecting malicious

cybersecurity sphere. This is

events, cyber threats and

silos. In doing so, they may
support the creation of data
exchange models and should
facilitate and encourage the
sharing of information in a
trusted and secure environment,

incidents, through data relevant to

particularly valuable in the

context of sharing cyber threat

cyber threats and incidents,
including by using state-of-the-art

intelligence to improve active
cyber protection. To this end,

technologies. Member States
should be able to decide to
designate an existing entity to

Close and coordinated
cooperation between public and
private entities is central to
strengthening the Union’s
resilience in the cybersecurity

sphere.

conduct the functions of-ensure
b s ties i

shared-and-collected-at National

streamdined-mannerCyber Hub, or

National Cyber Hubs may, in
accordance with national and
Union law request telemetry,
sensor and logging data from
entities, such as managed security
service providers, that operate in
sectors of high criticality or other
critical sectors within that
Member State in order to enhance

establish a new one consisting of

rapid detection of potential cyber

one or more entities under the

threats and incidents at an earlier

authority of a Member State. The

stage, thereby improving their

Cybersecurity Alert System should

situational awareness.

enhance the CSIRTs network’s
capabilities by sharing relevant
information in order to support
the network and cooperate with it
in_conducting its activities.

to be checked

Recital 14
6601/24 FM/ff 37
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

(14) As part of the European
Cyber Shield, a number of Cross-
border Cybersecurity Operations
Centres (‘Cross-border SOCs’)
should be established. These
should bring together National
SOCs from at least three Member
States, so that the benefits of cross-
border threat detection and
information sharing and
management can be fully achieved.
The general objective of Cross-
border SOCs should be to
strengthen capacities to analyse,
prevent and detect cybersecurity

(14) As part of the European
Cyber Shield, a number of Cross-
border Cybersecurity Operations
Centres (‘Cross-border SOCs’)
should be established. These
should bring together National
SOCs from at least three Member
States, so that the benefits of cross-
border threat detection and
information sharing and
management can be fully achieved.
The general objective of Cross-
border SOCs should be to
strengthen capacities to analyse,
prevent and detect cybersecurity

(14) As part of the European
Eyber-ShieldCybersecurity Alert
System_, a number of Cross-border
Liphemepee el sepat o Lo
£ Cross—bordci=5 5" (Cross-
Border Cyber Hubs should be
established. These should bring
together National SO€s-Cyber
Hubs_from at least three Member
States, so that the benefits of cross-
border threat detection and
information sharing and
management can be fully achieved.
The general objective of Cross-
border-SOCsCross Border Cyber

25 threats and to support the threats and to support the Hubs’ should be to strengthen
production of high-quality production of high-quality capacities to analyse, prevent and
intelligence on cybersecurity intelligence including collecting detect cybersecurity threats and to
threats, notably through the sharing | and sharing data and information | support the production of high-
of data from various sources, on possible malicious hacking, quality intelligence on
public or private, as well as newly developed maliciuous cybersecurity threats, notably
through the sharing and joint use of | threaths and exploits that have not | through the sharing of da#«
state-of-the-art tools, and jointly vet deployed in a cyber-incidents, relevant and, where appropriate,
developing detection, analysis and | and analysis efforts, on anonymised information from
prevention capabilities in a trusted | cybersecurity threats, notably various sources, public or private,
environment. They should provide | through the sharing of data from as well as through the sharing and
new additional capacity, building various sources, public or private, | joint use of state-of-the-art tools,
upon and complementing existing | as well as through the sharing and | and jointly developing detection,
SOCs and computer incident joint use of state-of-the-art tools, analysis and prevention capabilities
response teams (‘CSIRTs’) and and jointly developing detection, in a trusted environment. They
other relevant actors. analysis and prevention capabilities | should provide new additional
in a trusted_and secure capacity, building upon and
6601/24 FM/ff 38
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Commission Proposal

EP Mandate

environment with the support of
ENISA, in matters related to
operational cooperation among
Member States. Cross-border

SOCs—They should facilitate and

Council Mandate
complementing existing SOCs and
‘CSIRTs’) and other relevant

actors, including the CSIRTSs
network.

encourage the sharing of
information in_a trusted and
secure environment andshould
provide new additional capacity,
building upon and complementing
existing SOCs and computer
incident response teams
(‘CSIRTs’) and other relevant
actors.

Draft Agreement

Recital 14a

25a

(14da) A Member State selected by
the European Cybersecurity
Competence Centre (‘ECCC’)
following a call for expression of

interest to set up a National Cyber
Hub or enhance the capabilities of
an existing one, should purchase
relevant tools, infrastructures and
services jointly with the ECCC.
Such a Member State should be
eligible to receive a grant to
operate the tools, infrastructures
and services. A Hosting
Consortium _consisting of at least
three Member States, which has
been selected by the ECCC
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Ceouncil Mandate

Commission Proposal EP Mandate

following a call for expression of

interest to set up a Cross-Border
Cyber Hub or enhance the
capabilities of an exisiing one,
should purchase relevani tools,
infrastructures and services
jointly with the ECCC. Such a

Hosting Consortium should be
eligible to receive a grant to
operate the tools, infrastructures
and services. The procurement
procedure to purchase the

relevant tools, infrastructures and
services should be carried out
jointly by the ECCC and relevant

contracting authorities from the
Member States selected following
these calls for expressions of
interest.

This procurement should be in
accordance with Article 165(2) of
Regulation EU 2018/1046, and
Article 90 of Decision no
GB/2023/1 of the Governing
Board of the ECCC. Private
entities should therefore not be
eligible to participate in the calls
for expression of interest to jointly

purchase tools, infrastructures

and services with the ECCC, or to
receive grants to operate those
tools, infrastructures and services.
However, the Member States

Draft Agreement
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement

should have the possibility to
involve private entities in the
setting up, enhancement and
operation of their National Cyber
Hubs and Cross Border Cyber
Hub in other ways which they
deem _appropriate, in compliance
with national and Union law.
Private entities could also be
eligible to receive Union funding
in_accordance with Regulation
(EU) 2021/887 in order to provide
support to National Cyber Hubs.

Recital 14b

(14b) In order to enhance cyber
threat detection and situational
awareness in the Union, a
Member State which is selected
following a call for expression of
interest to set up a National Cyber
Hub or enhance the capabilities of
an existing one, should commit to
apply to participate in a Cross-
Border Cyber Hub. If a Member
State is not a participant in a
Cross-border Cyber Hub within
two years from the date on which
the tools, infrastructures and
services are acquired, or on which
it receives grant funding,
whichever occurs sooner, it

25b
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Commission Proposal

EP Mandate

Ceouncil Mandate

should not be eligible to
participate in further Union
support actions to enhance the
capabilities of its National Cyber
Hub provided for in Chapter 11 of
this Regulation. In such cases
entities from Member States could
still participate in calls for
proposals on other topics under
DEP or other European funding
programs, including calls on
capacities for cyber detection and
information sharing, provided that
those entities meet the eligibility
criteria established in the

programs.

Draft Agreement

Recital 1

(15) At national level, the
monitoring, detection and analysis
of cyber threats is typically ensured
by SOCs of public and private
entities, in combination with
CSIRTs. In addition, CSIRTs

(15) At national level, the
monitoring, detection and analysis
of cyber threats is typically ensured
by SOCs of public and private
entities, in combination with
CSIRTs. In addition, CSIRTs

with-CSIRTsIn-addition,CSIRTs

26 exchange information in the exchange information in the exchange information in the
context of the CSIRT network, in context of the CSIRT network, in context of the CSIRT network, in
accordance with Directive (EU) accordance with Directive (EU) accordance with Directive (EU)
2022/2555. The Cross-border 2022/2555. The Cross-border 2022/2555. The EU Cybersecurity
SOCs should constitute a new SOCs should constitute a new Alert System_should constitute a
capability that is complementary to | eapeabititycapacity that is new capability that is
the CSIRTs network, by pooling eomplementary-to-the-incorporated | complementary to the CSIRTs
and sharing data on cybersecurity into the existing cybersecurity exehanse-rformeation-in-te
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EP Mandate

Ceouncil Mandate

Draft Agreement

threats from public and private
entities, enhancing the value of
such data through expert analysis
and jointly acquired infrastructures
and state of the art tools, and
contributing to the development of
Union capabilities and
technological sovereignty.

infrastructure, particularly
CSIRTs network, by pooling and
sharing data on cybersecurity
threats from public and private
entities, in particular their SOCs,
enhancing the value of such data
through expert analysis and jointly
acquired infrastructures and state
of the art tools, and contributing to
the Union’s technological
sovereignty, its open strategic
autonomy, competitiveness and

tonetwork by contributing io
building a Union situational
awareness allowing the
reinforcement of the capabilities
of the latter. Cross Border Cyber
Hubs should coordinate and
cooperate closely with the CSIRTs

resilience and to the development
of Liniereesabiliziomrd
B
significant cybersecurity
ecosystem, including in
cooperation with trusted and like-
minded international partners.

Network. They should act, by
pooling data and sharing date
relevant and, where appropriate,
anonymised information on
cybersecurity threats from public
and private entities, enhancing the
value of such data through expert
analysis and jointly acquired
infrastructures and state-ofthe
artstate-of-the-art tools, and

contributing to the development of
Union capabilities and
technological sovereignty.

Recital 1

(16) The Cross-border SOCs
should act as a central point

(16) The Cross-border SOCs
should act as a central point

(16) The Crossborder
SOCsCross-Border Cyber Hub

27 allowing for a broad pooling of allowing for a broad pooling of should act as a central point
relevant data and cyber threat relevant data and cyber threat allowing for a broad pooling of
intelligence, enable the spreading intelligence, enable the spreading relevant data and cyber threat
6601/24 FM/ff 43
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Commission Proposal

of threat information among a large
and diverse set of actors (e.g.,
Computer Emergency Response
Teams (‘CERTSs’), CSIRTs,
Information Sharing and Analysis
Centers (‘ISACs’), operators of
critical infrastructures). The
information exchanged among
participants in a Cross-border SOC
could include data from networks
and sensors, threat intelligence
feeds, indicators of compromise,
and contextualised information
about incidents, threats and
vulnerabilities. In addition, Cross-
border SOCs should also enter into
cooperation agreements with other
Cross-border SOCs.

EP Mandate

of threat information among a large
and diverse set of actors (e.g.,
Computer Emergency Response
Teams (‘CERTSs’”), CSIRTs,
Information Sharing and Analysis
Centers (‘ISACs’), operators of
critical infrastructures) with a view
to facilitating the break-up of
currently existing communication
siloes. In doing so, Cross-border

Ceouncil Mandate

intelligence, enable the spreading
of threat information among a large
and diverse set of gctors
te-gstakeholders (such as
Computer Emergency Response
Teams (‘CERTs’), CSIRTs,
Information Sharing and Analysis
Centers (‘ISACs’), operators of
critical infrastructures). Members
of the Hosting Consortium should

SOCs could also support the
creation of data exchange models

specify in the consortium
agreement the relevant

across the Union. The information
exchanged among participants in a
Cross-border SOC could include
data from networks and sensors,
threat intelligence feeds, indicators
of compromise, and contextualised
information about incidents, threats
and vulnerabilities_ including
collecting and sharing data and
information on possible malicious
hacking, newly developed
maliciuous threaths and exploits

information to be shared among
the participants of the Cross-
Border Cyber Hub. The
information exchanged among
participants in a Cross-border
SOECyber Hub could include for
instance data from networks and
sensors, threat intelligence feeds,
indicators of compromise, and
contextualised information about
incidents, threats, vulnerabilities
and near misses, techniques and

that have not yet deployed in a

procedures, adversarial tactics,

cyvber-incidents, and analysis
efforts. In addition, Cross-border
SOCs should also enter into
cooperation agreements with other
Cross-border SOCs.

threat actors specific information,
cybersecurity alerts and
recommendations regarding the
configuration of cybersecurity
tools to detect cyberattacks-ard
vulnerabilities. In addition, Cress-
border-SOCsCross-Border Cyber
Hubs should also enter into

Draft Agreement
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Commission Proposal

EP Mandate

Ceouncil Mandate

cooperation agreements with other
Cross-berder-SOCsCross-Border

Cyber Hubs.

Draft Agreement

Recital 1

27a

(16a) The Cross-Border Cyber
Hubs and the CSIRTs network
should cooperate closely to ensure
synergies and complementarity of
activities. For that purpose, they
should agree on procedural
arrangements on _cooperation and
sharing of relevant information.
This could include sharing of
relevant information on cyber
threats, significant cybersecurity
incidents and ensuring that
experiences with state-of-the-art
tools, notably Artificial
Intelligence and data analytics
technology, used within the Cross-
Border Cyber Hubs is shared with
the CSIRTs network.

Recital 1

28

(17) Shared situational awareness
among relevant authorities is an
indispensable prerequisite for
Union-wide preparedness and

coordination with regards to

(17) Shared situational awareness
among relevant authorities is an
indispensable prerequisite for
Union-wide preparedness and
coordination with regards to

(17) Shared situational awareness
among relevant authorities is an
indispensable prerequisite for
Union-wide preparedness and
coordination with regards to
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Commission Proposal

significant and large-scale
cybersecurity incidents. Directive
(EU) 2022/2555 establishes the
EU-CyCLONeEe to support the
coordinated management of large-
scale cybersecurity incidents and
crises at operational level and to
ensure the regular exchange of
relevant information among
Member States and Union
institutions, bodies and agencies.
Recommendation (EU) 2017/1584
on coordinated response to large-
scale cybersecurity incidents and
crises addresses the role of all
relevant actors. Directive (EU)
2022/2555 also recalls the
Commission’s responsibilities in
the Union Civil Protection
Mechanism (‘UCPM’) established
by Decision 1313/2013/EU of the
European Parliament and of the
Council, as well as for providing
analytical reports for the Integrated
Political Crisis Response
Mechanism (‘IPCR’) arrangements
under Implementing Decision (EU)
2018/1993. Therefore, in situations
where Cross-border SOCs obtain
information related to a potential or
ongoing large-scale cybersecurity
incident, they should provide
relevant information to EU-

EP Mandate

significant and large-scale
cybersecurity incidents. Directive
(EU) 2022/2555 establishes the
EU-CyCLONe to support the
coordinated management of large-
scale cybersecurity incidents and
crises at operational level and to
ensure the regular exchange of
relevant information among
Member States and Union
institutions, bodies and agencies.
Recommendation (EU) 2017/1584
on coordinated response to large-
scale cybersecurity incidents and
crises addresses the role of all
relevant actors. Directive (EU)
2022/2555 also recalls the
Commission’s responsibilities in
the Union Civil Protection
Mechanism (‘UCPM’) established
by Decision 1313/2013/EU of the
European Parliament and of the
Councilf, as well as for providing
analytical reports for the Integrated
Political Crisis Response
Mechanism (‘IPCR’) arrangements
under_Council Implementing
Decision (EU) 2018/19932,
Therefore, in situations where
Cross-border SOCs obtain
information related to a potential or
ongoing large-scale cybersecurity
incident, they should provide

Ceouncil Mandate

significant and large-scale
cybersecurity incidents. Directive
(EU) 2022/2555 establishes the
EU-CyCLONeEe to support the
coordinated management of large-
scale cybersecurity incidents and
crises at operational level and to
ensure the regular exchange of
relevant information among
Member States and Union
institutions, bodies and agencies.
Reconmmendation-tL20174384
on-coordinated-response-to-large-
ecleevberseeritingidents—cned
relevant-actors—Directive (EU)
2022/2555 also reeatisthe

Theretoreestablishes the CSIRTs
network to promote swift and
effective operational cooperation
among all Member States. To
ensure situational awareness and

Draft Agreement
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Commission Proposal

CyCLONe, the CSIRTSs network
and the Commission. In particular,
depending on the situation,
information to be shared could
include technical information,
information about the nature and
motives of the attacker or potential
attacker, and higher-level non-
technical information about a
potential or ongoing large-scale
cybersecurity incident. In this
context, due regard should be paid
to the need-to-know principle and
to the potentially sensitive nature
of the information shared.

EP Mandate

relevant information to EU-
CyCLONe, the CSIRTSs network
and the Commission in accordance

Ceouncil Mandate

strengthen solidarity, in situations
where Cross—-border-SOCsCross-
Border Cyber Hubs obtain

with Directive (EU) 2022/2555. In
particular, depending on the
situation, information to be shared
could include technical
information, information about the
nature and motives of the attacker
or potential attacker, and higher-
level non-technical information
about a potential or ongoing large-
scale cybersecurity incident. In this
context, due regard should be paid
to the need-to-know principle and
to the potentially sensitive nature
of the information shared.

1. Decision No 1313/2013/EU
of the European Parliament
and of the Council of 17
December 2013 on a Union
Civil Protection Mechanism
Text with EEA relevance (OJ L
347, 20.12.2013, p. 924, ELI:
http://data.europa.eu/eli/dec/20
13/1313/0j).

2. Council Implementing
Decision (EU) 2018/1993 of 11
December 2018 on the EU
Integrated Political Crisis
Response Arrangements (0OJ L

information related to a potential or
ongoing large-scale cybersecurity
incident, they should provide
relevant information to £&-
EpELONe-the CSIRTSs network
and the-Commissioninform, as an
early warning, EU-CyCLONe. . In
particular, depending on the
situation, information to be shared
could include technical
information, information about the
nature and motives of the attacker
or potential attacker, and higher-
level non-technical information
about a potential or ongoing large-
scale cybersecurity incident. In this
context, due regard should be paid
to the need-to-know principle and
to the potentially sensitive nature
of the information shared.

Draft Agreement
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320, 17.12.2018, p. 28, ELI:
http://data.europa.eu/eli/dec i
mpl/2018/1993/0j).

Recital 1

(18) Entities participating in the
European Cyber Shield should
ensure a high-level of
interoperability among themselves
including, as appropriate, as
regards data formats, taxonomy,
data handling and data analysis
tools, and secure communications
channels, a minimum level of
application layer security,
situational awareness dashboard,
and indicators. The adoption of a

(18) Entities participating in the
European Cyber Shield should
ensure a high-level of
interoperability among themselves
including, as appropriate, as
regards data formats, taxonomy,
data handling and data analysis
tools, and secure communications
channels, a minimum level of
application layer security,
situational awareness dashboard,
and indicators. The adoption of a

(18) Entities participating in the
European Cyber-Shietd
Cybersecurity Alert System _should
ensure a high-level of
interoperability among themselves
including, as appropriate, as
regards data formats, taxonomy,
data handling and data analysis
tools, and secure communications
channels, a minimum level of
application layer security,
situational awareness dashboard,

2 common taxonomy and the common taxonomy and the and indicators. The adoption of a
development of a template for development of a template for common taxonomy and the
situational reports to describe the situational reports to describe the development of a template for
technical cause and impacts of technical cause and impacts of situational reports to describe the
cybersecurity incidents should take | cybersecurity incidents should take | teehnicalecanse-and-impacts
into account the ongoing work on | into account the ongoing work on | efcauses of detected cyber threats
incident notification in the context | incident notification in the context | and cybersecurity incidentsrisks,
of the implementation of Directive | of the implementation of Directive | should take into account #e
(EU) 2022/2555. (EU) 2022/2555. e e s
ifieation-existing work done_in
the context of the implementation
of Directive (EU) 2022/2555.
Recital 19
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(19) In order to enable the (19) In order to enable the (19) In order to enable the
exchange of data on cybersecurity | exchange of data on cybersecurity | exchange of data-information _on
threats from various sources, ona | threats from various sources, ona | cybersecurity threats from various
large-scale basis, in a trusted large-scale basis, in a trusted and sources, on a large-scale basis, in a
environment, entities participating | secure environment, entities trusted environment, entities
in the European Cyber Shield participating in the European participating in the European
should be equipped with state-of- Cyber Shield should be equipped Eyber-Shietd-Cybersecurity Alert
the-art and highly-secure tools, with state-of-the-art and highly- System_should be equipped with
equipment and infrastructures. This | secure tools, equipment and state-of-the-art and highly-secure
should make it possible to improve | infrastructures_and skilled tools, equipment and
collective detection capacities and | personnel. This should make it infrastructures. The Commission,

30 timely warnings to authorities and | possible to improve collective after consulting the CSIRTSs
relevant entities, notably by using | detection capacities and timely Network, EU-CyCLONe, the NIS
the latest artificial intelligence and | warnings to authorities and Cooperation Group and ENISA,
data analytics technologies. relevant entities, notably by using | should be able to issue guidance

the latest artificial intelligence and | in this respect, with due respect to

data analytics technologies. national defence and security
interests. This should make it
possible to improve collective
detection capacities and timely
warnings to authorities and
relevant entities, notably by using
the latest artificial intelligence and
data analytics technologies.

Recital 20
(20) By collecting, sharing and (20) By collecting, sharing and (20) By collecting, analysing,

3] exchanging data, the European exchanging data, the European sharing and exchanging relevant
Cyber Shield should enhance the Cyber Shield should enhance the data and information-dete, the
Union’s technological sovereignty. | Union’s technological sovereignty, | European_Cybersecurity Alert
The pooling of high-quality curated | its open strategic autonomy, System-Cyber-Shietd should
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Commission Proposal

data should also contribute to the
development of advanced artificial
intelligence and data analytics
technologies. It should be
facilitated through the connection
of the European Cyber Shield with

EP Mandate

competitiveness and resilience and
an EU significant cybersecurity
ecosystem. The pooling of high-
quality curated data should also
contribute to the development of
advanced artificial intelligence and

Ceouncil Mandate

enhance the Union’s technological
sovereignty. The pooling of high-
quality curated data-showld_could
also contribute to the development
of advanced artificial intelligence
and data analytics technologies.-#

Draft Agreement

the pan-European High data analytics technologies. ol b fratlin ol Lprosh e
Performance Computing Artificial intelligence is the most e e
infrastructure established by effective when paired with human | Shield-with-the pantiuropeantich
Council Regulation (EU) analysis. Therefore, a skilled Ponfomnenes o
2021/1173%. labour force remains essential for | infrastructnre-established-by
pooling high-quality data. 1t Councilt-Reoulation(£L)
1. Council Regulation (EU) should be facilitated through the 202441730
2021/1173 of 13 July 2021 on connection of the European Cyber
establishing the European High | Shield with the pan-European High | 4. CouncilRegulation(EL)
Performance Computing Joint Pefrformance Comlljjll_ltlﬁlgcl b 2021 73-of 43 Huly-202H-on
Undertaking and repealing glofrfz?gz;i; SttiZn 1(;8) y establishing-the-European-High
Regulation (EU) 2018/1488 (O | 5001 11731 Performance-Computing Joirt
L 256, 19.7.2021, p. 3). ' Yndertaking-andrepealing
1. /1] Council Regulation : 285 . 19 2[2 ) g?l 2 |
(EU) 2021/1173 of 13 July 2021 D e
on establishing the European
High Performance Computing
Joint Undertaking and repealing
Regulation (EU) 2018/1488 (OJ
L 256, 19.7.2021, p.3} 3, ELI:
http://data.europa.eu/eli/reg/20
21/1173/0j).
Recital 21
32
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(21) While the European Cyber
Shield is a civilian project, the
cyber defence community could
benefit from stronger civilian
detection and situational awareness
capabilities developed for the
protection of critical infrastructure.
Cross-border SOCs, with the
support of the Commission and the
European Cybersecurity
Competence Centre (‘ECCC’), and
in cooperation with the High
Representative of the Union for
Foreign Affairs and Security Policy
(the ‘High Representative’), should
gradually develop dedicated
protocols and standards to allow
for cooperation with the cyber
defence community, including
vetting and security conditions.
The development of the European
Cyber Shield should be
accompanied by a reflection
enabling future collaboration with
networks and platforms responsible
for information sharing in the
cyber defence community, in close
cooperation with the High
Representative.

EP Mandate

(21) While the European Cyber
Shield is a civilian project, the
cyber defence community could
benefit from stronger civilian
detection and situational awareness
capabilities developed for the
protection of critical infrastructure.
Cross-border SOCs, with the
support of the Commission and the
European Cybersecurity
Competence Centre (‘ECCC’), and
in cooperation with the High
Representative of the Union for
Foreign Affairs and Security Policy
(the ‘High Representative’), should
gradually develop dedicated access
conditions and safeguards
protocols and standards to allow
for cooperation with the cyber
defence community, including
vetting and security conditions,
respecting the civilian character
of institutions and the destination
of funding, therefore using the
funds available to the defence

community.. The development of
the European Cyber Shield should
be accompanied by a reflection
enabling future collaboration with
networks and platforms responsible
for information sharing in the
cyber defence community, in close
cooperation with the High

Ceouncil Mandate

(21) While the European €yber
Shield-Cybersecurity Alert System
is a civilian project, the cyber
defence community could benefit
from stronger civilian detection
and situational awareness
capabilities developed for the
protection of critical infrastructure.

Draft Agreement

6601/24
ANNEX

JAL2

FM/ff
LIMITE

51
EN



Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Representative and in full respect
of rights and freedoms..

Recital 2

(22) Information sharing among
participants of the European Cyber
Shield should comply with existing
legal requirements and in particular
Union and national data protection
law, as well as the Union rules on
competition governing the
exchange of information. The
recipient of the information should
implement, insofar as the

(22) Information sharing among
participants of the European Cyber
Shield should comply with existing
legal requirements and in particular
Union and national data protection
law, as well as the Union rules on
competition governing the
exchange of information. The
recipient of the information should
implement, insofar as the

(22) Information sharing among
participants of the European €yber
Shield-Cybersecurity Alert System
should comply with existing legal
requirements and in particular
Union and national data protection
law, as well as the Union rules on
competition governing the
exchange of information. The
recipient of the information should

33 processing of personal data is processing of personal data is implement, insofar as the
necessary, technical and necessary, technical and processing of personal data is
organisational measures that organisational measures that necessary, technical and
safeguard the rights and freedoms | safeguard the rights and freedoms | organisational measures that
of data subjects, and destroy the of data subjects, and destroy the safeguard the rights and freedoms
data as soon as they are no longer data as soon as they are no longer | of data subjects, and destroy the
necessary for the stated purpose necessary for the stated purpose data as soon as they are no longer
and inform the body making the and inform the body making the necessary for the stated purpose
data available that the data have data available that the data have and inform the body making the
been destroyed. been destroyed. data available that the data have
been destroyed.
Recital 22a
332 (22a) Information sharing under
this Regulation could take place
using non-disclosure agreements,
6601/24 FM/ff 52
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or informal guidance on
information distribution such as
the traffic light protocol. The
Traffic Light Protocol (TLP) is to
be undersiood as a means to
provide informmation about any

limitations with regard to the
further spreading of information.

It is used in almost all CSIRTs
and in some information analysis
and sharing centers.

Recital 2

(23) Without prejudice to Article

(23) Without prejudice to Article

(23) Hid e »

346 of TFEU, the exchange of 346 of TFEU, the exchange of e s
information that is confidential information that is confidential inforpetion-thet-is-confidentied
pursuant to Union or national rules | pursuant to Union or national prrstei-to-Uivion-ornetionedd
should be limited to that which is #iteslaw should be limited to that kel e e et
relevant and proportionate to the which is relevant and proportionate | whichisrelevant-and
purpose of that exchange. The to the purpose of that exchange. R e e e e,
34 exchange of such information The exchange of such information | thatexchanee—The-exchangeof
should preserve the confidentiality | should preserve the confidentiality | suehinformation-shoutdpreserve
of the information and protect the of the information and protect the Hhremeafidlentia i
security and commercial interests security and commercial interests L e e e
of the entities concerned, in full of the entities concerned, in full securit-and-conmmercial-interests
respect of trade and business respect of trade and business e e e s e e,
secrets. secrets. e e e
seerets:
Recital 24
35
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(24) In view of the increasing risks
and number of cyber incidents
affecting Member States, it is
necessary to set up a crisis support
instrument to improve the Union’s
resilience to significant and large-
scale cybersecurity incidents and
complement Member States’
actions through emergency
financial support for preparedness,
response and immediate recovery
of essential services. That
instrument should enable the rapid
deployment of assistance in
defined circumstances and under
clear conditions and allow for a
careful monitoring and evaluation
of how resources have been used.
Whilst the primary responsibility
for preventing, preparing for and
responding to cybersecurity
incidents and crises lies with the
Member States, the Cyber
Emergency Mechanism promotes
solidarity between Member States
in accordance with Article 3(3) of
the Treaty on European Union
(‘TEU).

EP Mandate

(24) In view of the increasing risks
and number of cyber incidents
affecting Member States, it is
necessary to set up a crisis support
instrument to improve the Union’s
resilience to significant and large-
scale cybersecurity incidents and
complement Member States’
actions through emergency
financial support for preparedness,
response and immediate recovery
of essential services. That
instrument should enable the rapid
and effective deployment of
assistance in defined circumstances
and under clear conditions and
allow for a careful monitoring and
evaluation of how resources have
been used. Whilst the primary
responsibility for preventing,
preparing for and responding to
cybersecurity incidents and crises
lies with the Member States, the
EyberCybersecurity Emergency
Mechanism promotes solidarity
between Member States in
accordance with Article 3(3) of the
Treaty on European Union
(‘TEU).

Ceouncil Mandate

(24) In view of the increasing risks
and number of cyber incidents
affecting Member States, it is
necessary to set up a crisis support
instrument, namely the Cyber
Emergency Mechanism, to
improve the Union’s resilience to
significant, large-scale and large-
scale-equivalent-and-laree-seale
cybersecurity incidents and
complement Member States’
actions through emergency
financial support for preparedness,
response and immediate-initial
recovery of essential services. As
the full recovery from an incident
is a comprehensive process of
restoring functioning of the entity
affected by the incident to the state
from before the incident and

could be a long process that
entails significant costs, the
support from the EU
Cybersecurity Reserve should be
limited to the initial stage of the
recovery process, leading to the
restoration of basic functionalities
of the systems. That instrument
should enable the rapid deployment
of assistance in defined
circumstances and under clear
conditions and allow for a careful
monitoring and evaluation of how
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resources have been used. Whilst
the primary responsibility for
preventing, preparing for and
responding to cybersecurity
incidents and crises lies with the
Member States, the Cyber
Emergency Mechanism promotes
solidarity between Member States
in accordance with Article 3(3) of
the Treaty on European Union
(‘TEU).

Recital 2

36

(25) The Cyber Emergency
Mechanism should provide support
to Member States complementing
their own measures and resources,
and other existing support options
in case of response to and
immediate recovery from
significant and large-scale
cybersecurity incidents, such as the
services provided by the European
Union Agency for Cybersecurity
(‘ENISA’) in accordance with its
mandate, the coordinated response
and the assistance from the
CSIRTs network, the mitigation
support from the EU-CyCLONe, as
well as mutual assistance between
Member States including in the
context of Article 42(7) of TEU,

(25) The EyberCybersecurity

Emergency Mechanism should
provide support to Member States
complementing their own measures
and resources,— and other existing
support options in case of response
to and immediate recovery from
significant and large-scale
cybersecurity incidents, such as the
services provided by the European
Union Agency for Cybersecurity
(‘ENISA’) in accordance with its
mandate, the coordinated response
and the assistance from the
CSIRTs network, the mitigation
support from the EU-CyCLONe, as
well as mutual assistance between
Member States including in the
context of Article 42(7) of TEU,

(25) The Cyber Emergency
Mechanism should provide support
to Member States complementing
their own measures and resources,
and other existing support options
in case of response to and
immediate_initial recovery from
significant and large-scale
cybersecurity incidents, such as the
services provided by the European
Union Agency for Cybersecurity
(‘ENISA’) in accordance with its
mandate, the coordinated response
and the assistance from the
CSIRTs network, the mitigation
support from the EU-CyCLONe, as
well as mutual assistance between
Member States including in the
context of Article 42(7) of TEU,
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Commission Proposal

the PESCO Cyber Rapid Response
Teams' and Hybrid Rapid
Response Teams. It should address
the need to ensure that specialised
means are available to support
preparedness and response to
cybersecurity incidents across the
Union and in third countries.

1. COUNCIL DECISION
(CFSP) 2017/ 2315 - of 11
December 2017 - establishing
permanent structured
cooperation (PESCO) and
determining the list of
participating Member States.

EP Mandate

the PESCO Cyber Rapid Response
Teams' and Hybrid Rapid
Response Teams. It should address
the need to ensure that specialised
means are available to support
preparedness and response to
cybersecurity incidents across the
Union and in third countries.

1. [1] COUNCIL
DECISION (CFSP) 2017/ 2315

- of 11 December 2017 -
establishing permanent
structured cooperation (PESCO)
and determining the list of
participating Member States.

Ceouncil Mandate

the PESCO Cyber Rapid Response
Teams' and-Hybri '
Response-Teants. It should address
the need to ensure that specialised
means are available to support
preparedness, response and
recovery-and-response to
cybersecurity incidents across the
Union and in DEP-associated third
countries.

1. COUNCIL DECISION
(CFSP) 2017/ 2315 - of 11
December 2017 - establishing
permanent structured
cooperation (PESCO) and
determining the list of
participating Member States.

Draft Agreement

Recital 2

(26) This instrument is without
prejudice to procedures and
frameworks to coordinate crisis
response at Union level, in
particular the UCPM!, IPCR* and

(26) This instrument is without
prejudice to procedures and
frameworks to coordinate crisis
response at Union level, in
particular the UCPM!, IPCR* and

(26) This-instrunent_Regulation
is without prejudice to procedures
and frameworks to coordinate
crisis response at Union level, in
particular the Ucpat.

< Directive (EU) 2022/2555. It may | Directive (EU) 2022/2555. It may | ZRCR”Union_Civil Protection
contribute to or complement contribute to or complement Mechanism established under
actions implemented in the context | actions implemented in the context | Decision No 1313/2013/EU of the
of Article 42(7) of TEU or in of Article 42(7) of TEU or in European Parliament and of the
situations defined in Article 222 of | situations defined in Article 222 of | Council', the EU Integrated
TFEU. The use of this instrument TFEU. The use of this instrument | Political Crisis Response
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Commission Proposal

should also be coordinated with the
implementation of Cyber
Diplomacy Toolbox’s measures,
where appropriate.

1. Decision No 1313/2013/EU
of the European Parliament and
of the Council of 17 December
2013 on a Union Civil
Protection Mechanism (OJ L
347,20.12.2013, p. 924).

2. Integrated Political Crisis
Response arrangements (IPCR)
and in accordance with
Commission Recommendation
(EU) 2017/1584 of 13
September 2017 on coordinated
response to large-scale
cybersecurity incidents and
crises.

EP Mandate

should also be coordinated with the
implementation of Cyber
Diplomacy Toolbox’s measures,
where appropriate.

1. Decision No 1313/2013/EU
of the European Parliament and
of the Council of 17 December
2013 on a Union Civil
Protection Mechanism (OJ L
347,20.12.2013, p. 924).

2. Integrated Political Crisis
Response arrangements (IPCR)
and in accordance with
Commission Recommendation
(EU) 2017/1584 of 13
September 2017 on coordinated
response to large-scale
cybersecurity incidents and
crises.

Ceouncil Mandate

Arrangements under Council
Implementing Decision (EU)
2018/1993 ° (IPCR
Arrangements), Cominission
Recommendation 2017/1584° and
Directive (EU) 2022/2555. f-may
econtributeto-orSupport provided
under the Cyber Emergerncy
Mechanism can complement
assistance provided in the context
of the Common Foreign and
Security Policy and the Common
Security and Defence Policy,
including through the Cyber
Rapid Response Teams, taking
into account the civilian nature of
the Mechanism. Support provided
under the Cyber Emergency
Mechanism _can complement
actions implemented in the context
of Article 42(7) e TEU, including
assistance provided by one
Member State to another Member
State, or form part of the joint
response between the Union and
Member States -6+-in situations

referred to-defined in Article 222
of TEEU Thewse TFEU. The

i)nglementation of this
instrumentRegulation should also

be coordinated with the
implementation of measures under
the Cyber Diplomacy Toolbox-s
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Ceouncil Mandate

measires, where appropriate.

1. Decision No 1313/2013/EU
of the European Parliament and
of the Council of 17 December
2013 on a Union Civil
Protection Mechanism (OJ L
347,20.12.2013, p. 924).
e
Response-arransententy
HPERCouncil Implementing
Decision (EU) and-in
Recomiendation 5
e
2017 on-coordinated2018/1993
of 11 December 2018 on the
EU Integrated Political Crisis

Response to-taree-seate
E s i ,l

erisesArrangements (0OJ L 320,

17.12.2018, p. 28).

3. Commission
Recommendation (EU)
2017/1584 of 13 September
2017 on coordinated response
to large-scale cybersecurity
incidents and crises (OJ L 239,
19.9.2017, p. 36).

Draft Agreement

Recital 27
6601/24 FM/ff 58
ANNEX JAL2 LIMITE EN



Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
(27) Assistance provided under (27) Assistance provided under (27) Assistance provided under
this Regulation should be in this Regulation should be in this Regulation should be in
support of, and complementary to, | support of, and complementary to, | support of, and complementary to,
the actions taken by Member States | the actions taken by Member States | the actions taken by Member States
at national level. To this end, close | at national level. To this end, close | at national level. To this end, close
cooperation and consultation cooperation and consultation cooperation and consultation
between the Commission and the between the Commission, ENISA | between__Member States and the
38 affected Member State should be and the affected Member State Commission and, where relevant,

ensured. When requesting support | should be ensured. When ENISA and the ECCC,+he
under the Cyber Emergency requesting support under the affected Menrber-State should be
Mechanism, the Member State EyberCybersecurity Emergency ensured. When requesting support
should provide relevant Mechanism, the Member State under the Cyber Emergency
information justifying the need for | should provide relevant Mechanism, the Member State
support. information justifying the need for | should provide relevant

support. information justifying the need for

support.
Recital 28
(28) Directive (EU) 2022/2555 (28) Directive (EU) 2022/2555 (28) Directive (EU) 2022/2555
requires Member States to requires Member States to requires Member States to
designate or establish one or more | designate or establish one or more | designate or establish one or more
cyber crisis management cyber crisis management cyber crisis management
authorities and ensure they have authorities and ensure they have authorities and ensure they have
39 adequate resources to carry out adequate resources to carry out adequate resources to carry out
their tasks in an effective and their tasks in an effective and their tasks in an effective and
efficient manner. It also requires efficient manner. It also requires efficient manner. It also requires
Member States to identify Member States to identify Member States to identify
capabilities, assets and procedures | capabilities, assets and procedures | capabilities, assets and procedures
that can be deployed in the case of | that can be deployed in the case of | that can be deployed in the case of
a crisis as well as to adopt a a crisis as well as to adopt a a crisis as well as to adopt a
national large-scale cybersecurity national large-scale cybersecurity national large-scale cybersecurity
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Commission Proposal

incident and crisis response plan
where the objectives of and
arrangements for the management
of large-scale cybersecurity
incidents and crises are set out.
Member States are also required to
establish one or more CSIRTs
tasked with incident handling
responsibilities in accordance with
a well-defined process and
covering at least the sectors,
subsectors and types of entities
under the scope of that Directive,
and to ensure they have adequate
resources to carry out effectively
their tasks. This Regulation is
without prejudice to the
Commission’s role in ensuring the
compliance by Member States with
the obligations of Directive (EU)
2022/2555. The Cyber Emergency
Mechanism should provide
assistance for actions aimed at
reinforcing preparedness as well as
incident response actions to
mitigate the impact of significant
and large-scale cybersecurity
incidents, to support immediate
recovery and/or restore the
functioning of essential services.

EP Mandate

incident and crisis response plan
where the objectives of and
arrangements for the management
of large-scale cybersecurity
incidents and crises are set out.
Member States are also required to
establish one or more CSIRTs
tasked with incident handling
responsibilities in accordance with
a well-defined process and
covering at least the sectors,
subsectors and types of entities
under the scope of that Directive,
and to ensure they have adequate
resources to carry out effectively
their tasks. This Regulation is
without prejudice to the
Commission’s role in ensuring the
compliance by Member States with
the obligations of Directive (EU)
2022/2555. The-Eyber
Cybersecurity Emergency
Mechanism should provide
assistance for actions aimed at
reinforcing preparedness as well as
incident response actions to
mitigate the impact of significant
and large-scale cybersecurity
incidents, to support immediate
recovery and/or restore the
functioning of essential services.

Ceouncil Mandate

incident and crisis response plan
where the objectives of and
arrangements for the management
of large-scale cybersecurity
incidents and crises are set out.
Member States are also required to
establish one or more CSIRTs
tasked with incident handling
responsibilities in accordance with
a well-defined process and
covering at least the sectors,
subsectors and types of entities
under the scope of that Directive,
and to ensure they have adequate
resources to carry out effectively
their tasks. This Regulation is
without prejudice to the
Commission’s role in ensuring the
compliance by Member States with
the obligations of Directive (EU)
2022/2555. The Cyber Emergency
Mechanism should provide
assistance for actions aimed at
reinforcing preparedness as well as
incident response actions to
mitigate the impact of significant
and large-scale cybersecurity
incidents, to support-immediate
initial recovery and/oror restore
the finectionineof-essentiatbasic

functionalities of the services

provided by entities operating in

sectors of high criticality or other

Draft Agreement
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
critical sectors.
Recital 29

(29) As part of the preparedness (29) As part of the preparedness (29) As part of the preparedness
actions, to promote a consistent actions, to promote a consistent actions, to promote a consistent
approach and strengthen security approach and strengthen security approach and strengthen security
across the Union and its internal across the Union and its internal across the Union and its internal
market, support should be provided | market, support should be provided | market, support should be provided
for testing and assessing for testing and assessing for testing and assessing
cybersecurity of entities operating | cybersecurity of entities operating | cybersecurity of entities operating
in highly critical sectors identified | in highly critical sectors identified | in_sectors of high criticality-hishiy
pursuant to Directive (EU) pursuant to Directive (EU) eriticatseetors identified pursuant
2022/2555 in a coordinated 2022/2555 in a coordinated to Directive (EU) 2022/2555 in a
manner. For this purpose, the manner. For this purpose, the coordinated manner, including
Commission, with the support of Commission, with the support of through exercise and training. For
ENISA and in cooperation with the | ENISA and in cooperation with the | this purpose, the Commission, with

40 NIS Cooperation Group NIS Cooperation Group the support of ENISA, and_after
established by Directive (EU) established by Directive (EU) consulting-and-in-cooperationwith
2022/2555, should regularly 2022/2555, should regularly the NIS Cooperation Group
identify relevant sectors or identify relevant sectors or established by Directive (EU)
subsectors, which should be subsectors, which should be 2022/2555 and EU-CyCLONe,
eligible to receive financial support | eligible to receive financial support | should regularly identify relevant
for coordinated testing at Union for coordinated testing at Union sectors or subsectors, which should
level. The sectors or subsectors level. The sectors or subsectors be eligible to receive financial
should be selected from Annex I to | should be selected from Annex I to | support for coordinated testing at
Directive (EU) 2022/2555 Directive (EU) 2022/2555 Union level. The sectors or
(‘Sectors of High Criticality’). The | (‘Sectors of High Criticality’). The | subsectors should be selected from
coordinated testing exercises coordinated testing exercises Annex [ to Directive (EU)
should be based on common risk should be based on common risk 2022/2555 (“Sectors of High
scenarios and methodologies. The | scenarios and methodologies. The | Criticality’). The coordinated
selection of sectors and selection of sectors and testing exercises should be based
development of risk scenarios development of risk scenarios on common risk scenarios and
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should take into account relevant
Union-wide risk assessments and
risk scenarios, including the need
to avoid duplication, such as the
risk evaluation and risk scenarios
called for in the Council
conclusions on the development of
the European Union's cyber posture
to be conducted by the
Commission, the High
Representative and the NIS
Cooperation Group, in
coordination with relevant civilian
and military bodies and agencies
and established networks,
including the EU CyCLONe, as
well as the risk assessment of
communications networks and
infrastructures requested by the
Joint Ministerial Call of Nevers
and conducted by the NIS
Cooperation Group, with the
support of the Commission and
ENISA, and in cooperation with
the Body of European Regulators
for Electronic Communications
(BEREC), the coordinated risk
assessments to be conducted under
Article 22 of Directive (EU)
2022/2555 and digital operational
resilience testing as provided for in
Regulation (EU) 2022/2554 of the
European Parliament and of the

should take into account relevant
Union-wide risk assessments and
risk scenarios, including the need
to avoid duplication, such as the
risk evaluation and risk scenarios
called for in the Council
conclusions on the development of
the European Union's cyber posture
to be conducted by the
Commission, the High
Representative and the NIS
Cooperation Group, in
coordination with relevant civilian
and military bodies and agencies
and established networks,
including the £-ECLONeEU-
CyCLONe, as well as the risk
assessment of communications
networks and infrastructures
requested by the Joint Ministerial
Call of Nevers and conducted by
the NIS Cooperation Group, with
the support of the Commission and
ENISA, and in cooperation with
the Body of European Regulators
for Electronic Communications
(BEREC), the coordinated risk
assessments to be conducted under
Article 22 of Directive (EU)
2022/2555 and digital operational
resilience testing as provided for in
Regulation (EU) 2022/2554 of the
European Parliament and of the

methodologies. The selection of
sectors and development of risk
scenarios should take into account
relevant Union-wide risk
assessments and risk scenarios,
including the need to avoid
duplication, such as the risk
evaluation and risk scenarios called
for in the Council conclusions on
the development of the European
Union's cyber posture-to-be
conducted by the Commission, the
High Representative and the NIS
Cooperation Group, in
coordination with relevant civilian
and military bodies and agencies
and established networks,
including the £-CCLONeEU-
CyCLONe, as well as the risk
assessment of communications
networks and infrastructures
requested by the Joint Ministerial
Call of Nevers and conducted by
the NIS Cooperation Group, with
the support of the Commission and
ENISA, and in cooperation with
the Body of European Regulators
for Electronic Communications
(BEREC), the coordinated risk
assessments to be conducted under
Atrticle 22 of Directive (EU)
2022/2555 and digital operational
resilience testing as provided for in
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Commission Proposal

Council'. The selection of sectors
should also take into account the
Council Recommendation on a
Union-wide coordinated approach
to strengthen the resilience of
critical infrastructure.

1. Regulation (EU) 2022/2554
of the European Parliament and
of the Council of 14 December
2022 on digital operational
resilience for the financial
sector and amending
Regulations (EC) No
1060/2009, (EU) No 648/2012,
(EU) No 600/2014, (EU) No
909/2014 and (EU) 2016/1011

EP Mandate

Council'. The selection of sectors
should also take into account the
Council Recommendation on a
Union-wide coordinated approach
to strengthen the resilience of
critical infrastructure.

1. /1] Regulation (EU)
2022/2554 of the European
Parliament and of the Council of
14 December 2022 on digital
operational resilience for the
financial sector and amending
Regulations (EC) No

1060/2009, (EU) No 648/2012,
(EU) No 600/2014, (EU) No
909/2014 and (EU) 2016/1011

Ceouncil Mandate

Regulation (EU) 2022/2554 of the
European Parliament and of the
Council'. The selection of sectors
should also take into account the
Council Recommendation on a
Union-wide coordinated approach
to strengthen the resilience of
critical infrastructure.

1. Regulation (EU) 2022/2554
of the European Parliament and
of the Council of 14 December
2022 on digital operational
resilience for the financial
sector and amending
Regulations (EC) No
1060/2009, (EU) No 648/2012,
(EU) No 600/2014, (EU) No
909/2014 and (EU) 2016/1011

Draft Agreement

Recital 3

(30) In addition, the Cyber
Emergency Mechanism should
offer support for other
preparedness actions and support

(30) In addition, the
EyberCybersecurity Emergency

Mechanism should offer support
for other preparedness actions and

(30) In addition, the Cyber
Emergency Mechanism should
offer support for other
preparedness actions and support

(30) In addition, the

EyberCybersecurity Emergency
Mechanism should offer support

for other preparedness actions and

41 preparedness in other sectors, not support preparedness in other preparedness in other sectors, not support preparedness in other
covered by the coordinated testing | sectors, not covered by the covered by the coordinated testing | sectors, not covered by the
of entities operating in highly coordinated testing of entities of entities operating in_sectors of | coordinated testing of entities
critical sectors. Those actions operating in highly critical sectors. | high criticality and other-hishly operating in_sectors of high
could include various types of Those actions could include critical sectors. Those actions criticality and other-Fighls critical
national preparedness activities. various types of national could include various types of sectors. Those actions could
6601/24 FM/ff 63
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Draft Ag

preparedness activities. national preparedness activities. include various types of national
preparedness activities.
Text Origin: Council
Mandate
Recital 3

(31) The Cyber Emergency (31) The EyberCybersecurity (31) The Cyber Emergency

Mechanism should also provide Emergency Mechanism should also | Mechanism should also provide

support for incident response provide support for incident support for incident response

actions to mitigate the impact of response actions to mitigate the actions to mitigate the impact of

significant and large-scale impact of significant and large- significant and large-scale

cybersecurity incidents, to support | scale cybersecurity incidents, to cybersecurity incidents, to support

42 immediate recovery or restore the support immediate recovery or immediateinitial recovery or

functioning of essential services. restore the functioning of essential | restore the functioning of essential

Where appropriate, it should services. Where appropriate, it services. Where appropriate, it

complement the UCPM to ensure a | should complement the UCPM to should complement the UCPM to

comprehensive approach to ensure a comprehensive approach | ensure a comprehensive approach

respond to the impacts of cyber to respond to the impacts of cyber | to respond to the impacts of cyber

incidents on citizens. incidents on citizens. incidents on citizens.

Recital 32
(32) The Cyber Emergency (32) The EyberCybersecurity (32) The Cyber Emergency
Mechanism should support Emergency Mechanism should Mechanism should support
43 assistance provided by Member support assistance provided by technical assistance provided by a

States to a Member State affected | Member States to a Member State | Member States+to-a-State to

by a significant or large-scale affected by a significant or large- another_Member State affected by

cybersecurity incident, including scale cybersecurity incident, a significant or large-scale

by the CSIRTs network set out in including by the CSIRTs network | cybersecurity incident, including
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EP Mandate

Ceouncil Mandate

Draft Agreement

Article 15 of Directive (EU)
2022/2555. Member States
providing assistance should be
allowed to submit requests to cover
costs related to dispatching of
expert teams in the framework of
mutual assistance. The eligible
costs could include travel,
accommodation and daily
allowance expenses of
cybersecurity experts.

set out in Article 15 of Directive
(EU) 2022/2555. Member States
providing assistance should be
allowed to submit requests to cover
costs related to dispatching of
expert teams in the framework of
mutual assistance. The eligible
costs could include travel,
accommodation and daily
allowance expenses of
cybersecurity experts.

by-the CSIRTs-networkset-ont_as
referred to in Article 45-11(3)

point (f) of Directive (EU)
2022/2555. Member States

providing_such assistance should
be allowed to submit requests to
cover costs related to dispatching
of expert teams in the framework
of mutual assistance. The eligible
costs could include travel,
accommodation and daily
allowance expenses of
cybersecurity experts.

Recital 32a
(32a) Given the essential role that
private companies play in the
detection, preparedness and
response to large-scale
cybersecurity incidents, a
framework for voluntary pro-bono
cooperation could be established
at EU level, consisting of
43a : e .
providers willing to offer services
without remuneration in _cases of
large-scale and large-scale
equivalent cybersecurity incidents
and crises. Such framework could
be established by ENISA in
cooperation with the EU-
CyCLONe and should be
compliant with the criteria
6601/24 FM/ff 65
ANNEX JAIL2 LIMITE

EN



Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

applicable to trusted providers
under this regulation including in
relation to the trustworthiness of
companies, their experience as
well as the ability to handle
sensitive information in a secure
manner.

Recital 3

43b

(32a) The Commission should
carry out an evaluation of the
measures laid down in this
Regulation on a regular basis.
The first evaluation should take
place in the first two years from

the date of application of this
Regulation and at least every four
years thereafter, taking into

account the timing of the revision
of the Multiannual Financial
Framework. The Commission
should submit a report on
progress made to the European

Parliament and to the Council.

Recital 3

44

(33) A Union-level Cybersecurity
Reserve should gradually be set up,
consisting of services from private
providers of managed security

(33) A Union-level Cybersecurity
Reserve should gradually be set up,
consisting of services from private
providers of managed security

(33) As part of the Cyber
Emergency Mechanism, a Union-
level Cybersecurity Reserve should
gradually be set up, consisting of
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EP Mandate

Ceouncil Mandate

Commission Proposal

services to support response and
immediate recovery actions in
cases of significant or large-scale
cybersecurity incidents. The EU
Cybersecurity Reserve should
ensure the availability and
readiness of services. The services
from the EU Cybersecurity
Reserve should serve to support
national authorities in providing
assistance to affected entities
operating in critical or highly
critical sectors as a complement to
their own actions at national level.
When requesting support from the
EU Cybersecurity Reserve,
Member States should specify the
support provided to the affected
entity at the national level, which
should be taken into account when
assessing the Member State
request. The services from the EU
Cybersecurity Reserve may also
serve to support Union institutions,
bodies and agencies, under similar
conditions.

services to support response and
immediate recovery actions in
cases of significant or large-scale
cybersecurity incidents. The EU
Cybersecurity Reserve should
ensure the availability and
readiness of services, while
reinforcing the Union’s resilience,

services from private-trusted
providers-of-wanaged-seenrity
services-_to support response and
tnmediateinitiate recovery actions
in cases of significant, large-scale
or large-scale-equivalent-o+taree-
seate cybersecurity incidents
affecting Member States, Union

including the participation of
European managed security
services providers that are SMEs
and ensuring the creation of a
cybersecurity ecosystem, in
particular microenterprises, SMEs

institutions, bodies and agencies,
or DEP-associated third countries.
The EU Cybersecurity Reserve
should ensure the availability and
readiness of services. It should
therefore include services that are

including startups, with
investment in research and
innovation (R&I) to develop state-

committed in advance, including
for instance capacities that are on

stand-by and deployable at short

of-the-art technologies, such as

notice. In order to ensure the

those relating to cloud and
artificial intelligence. Trusted
providers, including SMEs,
should be able to cooperate with

effective use of Union funding,
pre-committed services should be

converted, in accordance with the
relevant contract, into

one another to fulfil the criteria

preparedness services related to

above.. The services from the EU
Cybersecurity Reserve should
serve to support national
authorities in providing assistance
to affected entities operating in
critical or highly critical sectors as
a complement to their own actions
at national level. Therefore, the

incident prevention and response,
in the event that those pre-
committed services are not used
for incident response during the

time for which they are pre-
committed. These services should
be complementary and not
duplicate the preparedness actions

Cybersecurity Reserve should
incentivize investment in research

to be managed by the ECCC. The
services from the EU

Draft Agreement
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Commission Proposal

EP Mandate

and innovation to boost the
development of these technologies.

Where appropriate, common
exercises with the trusted
providers and potential users of
the Cybersecurity Reserve could

Ceouncil Mandate

Cybersecurity Reserve should
serve to support national
authorities in providing assistance
to affected entities operating in
eritical-or-hichiysectors of high

criticality or other critical sectors

be conducted to ensure efficient
functioning of the Reserve when
needed. When requesting support
from the EU Cybersecurity
Reserve, Member States should
specify the support provided to the
affected entity at the national level,
which should be taken into account
when assessing the Member State
request. The services from the EU
Cybersecurity Reserve may also
serve to support Union institutions,
bodies, offices and agencies, under
similar conditions._The
Commission should ensure the

as a complement to their own
actions at national level. When
requesting support from the EU
Cybersecurity Reserve, AMeniber
States-applicants for support
should specify the support
provided to the affected entity at
the national level, which should be
taken into account when assessing
the_request from the applicant.
Requests for support from the EU
Cybersecurity Reserve firom
Member StaterequestStates’ cyber
crisis management authorities and
CSIRTs, CERT-EU on behalf of

involvement of and extensive
exchanges with the Member States

the and Union institution, bodies
and agencies, should be assessed

aiming to avoid duplication with

by ENISA, in cases where ENISA

similar initiatives, including
within the North Atlantic Treaty

has been entrusted with the
administration and operation of

Organization (NATO).

the EU Cybersecurity Reserve. To
facilitate the submission and

assessment of requests for
support, ENISA could set up a
secure platform. Requests for
support from DEP- associated
third countries should be assessed

Draft Agreement
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

by the Commission. EU-
CyCLONEe should, where relevant,
be able to advise ENISA or the
Commission in assessing requests
for support from the EU

Cybersecurity Reserve. The
services from the EU
Cybersecurity Reserve may also
serve to support Union institutions,
bodies and agencies, under similar
conditions. It is important to take
into account the European
Cybersecurity Skills Framework
(ECSF) when procuring the
services for the reserve.

Recital 33a
(33a) The Commission should (33a) The Commission should
have overall responsibility for the | have overall responsibility for the
functioning of the EU functioning of the EU
Cybersecurity Reserve. Given the Cybersecurity Reserve. Given the
extensive experience gained by extensive experience gained by
ENISA with the cybersecurity ENISA with the cybersecurity
44 support action, ENISA is the most | support action, ENISA is the most
a . . . .

suitable Agency to implement the | suitable Agency to implement the
EU Cybersecurity Reserve, EU Cybersecurity Reserve,
therefore the Commission should | therefore the Commission should
strongly consider entrusting strongly consider entrusting
ENISA with the operation and ENISA with the operation and
administration of the EU administration of the EU
Cybersecurity Reserve. ENISA Cybersecurity Reserve. ENISA
should be the contracting should be the contracting
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Ceouncil Mandate

Commission Proposal

authority for those services with

Draft Agreement

authority for those services with

whose operation and
administration it has been
entrusted. ENISA should also
assess requests for support from

whose operation and
administration it has been
entrusted. ENISA should also
assess requests for support from

the EU Cybersecurity Reserve for

the EU Cybersecurity Reserve for

such services, with the exception

such services, with the exception

of requests from DEP-associated

of requests from DEP-associated

third countries where a specific

third countries where a specific

procedure should apply. The

procurement procedures to
establish the EU Cybersecurity

procedure should apply. The

procurement procedures to
establish the EU Cybersecurity

Reserve should be conducted in

Reserve should be conducted in

accordance with Regulation EU

accordance with Regulation EU

2018/1046. When evaluating
tenders for the purpose of
establishing the EU Cybersecurity
Reserve, external experts from the

2018/1046. When evaluating
tenders for the purpose of
establishing the EU Cybersecurity
Reserve, external experts from the

Member States are able to assist

Member States are able to assist

the evaluation committee
pursuant to Article 150(3) of that

the evaluation committee
pursuant to Article 150(3) of that

Regulation. The resulting
contracts, including any
framework contract and specific

Regulation. The resulting
contracts, including any
framework contract and specific

contracts implementing a
framework contract, should be

contracts implementing a
framework contract, should be

signed by the contracting
authority and the selected service

signed by the contracting
authority and the selected service

provider. In addition, the service

provider. In addition, the service

provider and the user to which the

provider and the user to which the

support under the EU
Cybersecurity Reserve is provided

support under the EU
Cybersecurity Reserve is provided

could sign specific agreements

could sign specific agreements
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Ceouncil Mandate

Commission Proposal

which specify the way in which

Draft Agreement

which specify the way in which

the services are to be provided and

the services are to be provided and

the liability conditions in case of

the liability conditions in case of

damage caused by the services of

damage caused by the services of

the EU Cybersecurity Reserve.

the EU Cybersecurity Reserve.

The way in which support shall be

The way in which support shall be

provided and the liability

conditions in respect of the
affected entities may be
determined by national law, by the

provided and the liability

conditions in respect of the
affected entities may be
determined by national law, by the

specific agreement between the

specific agreement between the

service provider and the user, or

service provider and the user, or

by a specific agreement between

by a specific agreement between

the specific provider, the user and

the specific provider, the user and

the affected entity. Appropriate

the affected entity. In this respect,

agreements should be established

the Commission, ENISA and

between the parties involved
clarifying roles and
responsibilities and the protection

users of the Reserve should bear
no contractual liability for any
damage caused to third parties by

of information through non-
disclosure agreements. In order to

the services provided under the
EU Cybersecurity Reserve. This is

allow the services to be deployed

without prejudice to any

quickly in case of a request for

applicable law concerning non-

support from the EU
Cybersecurity Reserve, they may

contractual liability, including
Article 340 TFEU. Appropriate

be based on templates prepared by

agreements should be established

ENISA, after consulting Member

between the parties involved

States.

clarifying roles and
responsibilities and the protection
of information through non-
disclosure agreements. In order to
allow the services to be deployed
quickly in case of a request for
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
support from the EU
Cybersecurity Reserve, they may
be based on templates prepared by
ENISA, after consulting Member
States.
EP to check
Text Origin: Council
Mandate
Recital 33b

(33b) Member States should have | (33b)

a key role in the constitution,

deployment and post-deployment

of the EU Cybersecurity Reserve.

As Regulation (EU) 2021/694 is

the relevant basic act for actions

implementing the EU

Cybersecurity Reserve, the actions

44b under the EU Cybersecurity

Reserve should be provided for in

the relevant work programmes

referred to in Article 24 of

Regulation (EU) 2021/694. In

accordance with Article 24(6) of

Regulation (EU) 2021/694, these

work programmes should be

adopted by the Commission by

means of implementing acts in

accordance with the examination
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Commission Proposal

EP Mandate

Ceouncil Mandate

procedure referred to in Article 5
of Regulation (EU) No 182/2011.
Furthermore, the Commission, in

cooperation with EU CyCLONe,
ENISA and the NIS Cooperation
Group, should determine the
priorities and the evolution of the

EU Cybersecurity Reserve.

Draft Agreement

Recital 3

44c

(33-a)

‘Where multiple concurrent
requests are received, those
requests should be prioritised in
accordance with criteria laid down
by this Regulation. In light of the
oeneral objectives of this
Regulation, these criteria should
include the severity of the
incident, the type of entity
affected, the potential impact on
the affected Member State(s) or
users, the potential cross-border
nature and risk of spill-over, and
the measures already taken by the
user to assist the response and
initial recovery. In light of those
same objectives and given that
requests from Member State users
are exclusively intended to support
entities across the Union
operating in sectors of high
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement
to two or more requests being
assessed as equal. This is without
prejudice to any obligations that
relevant hosting agreements, to
take measures to protect and assist
Union institutions, bodies, offices

criticality or other critical sectors,
it is appropriate to give higher
priority to Member State users’
requests where those criteria lead
Member States may have, under
or agencies.’

for lawyer linguists, this row is actually
44 (-a)

EP and CNS to check

| Recital 3

44d

affect the business-to-business
obligations between the affected
entity or the users and the service
provider.

| Recital 3

S

45

(34) For the purpose of selecting

(34) For the purpose of selecting

(34) For the purpose of selecting

(33d) The contracts established
within the framework of the EU
Cybersecurity Reserve should not
relationship and already existing

(34) For the purpose of selecting
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private service providers to provide
services in the context of the EU
Cybersecurity Reserve, it is
necessary to establish a set of
minimum criteria that should be
included in the call for tenders to
select these providers, so as to
ensure that the needs of Member
States’ authorities and entities
operating in critical or highly
critical sectors are met.

private service providers to provide
services in the context of the EU
Cybersecurity Reserve, it is
necessary to establish a set of
minimum criteria that should be
included in the call for tenders to
select these providers, so as to
ensure that the needs of Member
States’ authorities and entities
operating in critical or highly
critical sectors are met._The
participation of smaller providers,

private service providers to provide
services in the context of the EU
Cybersecurity Reserve, it is
necessary to establish a set of
minimum criteria that should be
included in the call for tenders to
select these providers, so as to
ensure that the needs of Member
States’ authorities and entities
operating in eritical-or
highiysectors of high criticality or
other critical sectors are met. In

active at regional and local level

order to address specific needs of

Draft Ag

private service providers to provide
services in the context of the EU
Cybersecurity Reserve, it is
necessary to establish a set of
minimum criteria that should be
included in the call for tenders to
select these providers, so as to
ensure that the needs of Member
States’ authorities and entities
operating in eritical-o#
highiysectors of high criticality or
other critical sectors are met. In
order to address specific needs of

should be encouraged.

Member States, when procuring

Member States, when procuring

services for the EU Cybersecurity

services for the EU Cybersecurity

Reserve, the contracting authority

Reserve, the contracting authority

should, where appropriate,
develop additional selection
criteria to those laid down in this

should, where appropriate,
develop additional selection
criteria to those laid down in this

Regulation.

Regulation. It is important to
encourage the participation of
smaller providers, active at
regional and local level.

Recital 3

(35) To support the establishment
of the EU Cybersecurity Reserve,
the Commission could consider

(35) To support the establishment
of the EU Cybersecurity Reserve,
the Commission could consider

(35) [To support the establishment
of the EU Cybersecurity Reserve,
the Commission-eoutd-consider

i requesting ENISA to prepare a requesting ENISA to prepare a requesting_should request ENISA
candidate certification scheme candidate certification scheme to prepare a candidate certification
pursuant to Regulation (EU) pursuant to Regulation (EU) scheme pursuant to Regulation
2019/881 for managed security 2019/881 for managed security (EU) 2019/881 for managed
6601/24 FM/ff 75
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Commission Proposal

services in the areas covered by the
Cyber Emergency Mechanism.

EP Mandate

services in the areas covered by the
EyberCybersecurity Emergency
Mechanism. In order to fulfil the
additional tasks deriving from this
provision, ENISA should receive

adequate, additional funding.

Ceouncil Mandate

security services in the areas
covered by the Cyber Emergency
Mechanism./

Draft Agreement

Recital 3

(36) In order to support the
objectives of this Regulation of
promoting shared situational
awareness, enhancing Union’s
resilience and enabling effective
response to significant and large-
scale cybersecurity incidents, the
EU=CyCLONe, the CSIRTs
network or the Commission should
be able to ask ENISA to review
and assess threats, vulnerabilities

(36) In order to support the
objectives of this Regulation of
promoting shared situational
awareness, enhancing Union’s
resilience and enabling effective
response to significant and large-
scale cybersecurity incidents, the
EU=CyCLONe, the CSIRTs
network or the Commission should
be able to ask ENISA to review
and assess threats, vulnerabilities

(36) In order to support the
objectives of this Regulation of
promoting shared situational
awareness, enhancing Union’s
resilience and enabling effective
response to significant and large-
scale cybersecurity incidents, tze
EFU=CyCLONeEU-CyCLONEe,
with the approval of the Member
States concerned,-the-CSIRTs
nerwork-orthe-Commission should

47 and mitigation actions with respect | and mitigation actions with respect | be able to ask ENISA to review
to a specific significant or large- to a specific significant or large- and assess threats, known
scale cybersecurity incident. After | scale cybersecurity incident. After | exploitable vulnerabilities and
the completion of a review and the completion of a review and mitigation actions with respect to a
assessment of an incident, ENISA | assessment of an incident, ENISA | specific significant or large-scale
should prepare an incident review | should prepare an incident review | cybersecurity incident. After the
report, in collaboration with report, in collaboration with completion of a review and
relevant stakeholders, including relevant stakeholders, including assessment of an incident, ENISA
representatives from the private representatives from the private should prepare an incident review
sector, Member States, the sector, Member States, the report, in collaboration with_the
Commission and other relevant EU | Commission and other relevant EU | Member State concerned, relevant
institutions, bodies and agencies. institutions, bodies, offices and stakeholders, including
As regards the private sector, agencies. As regards the private representatives from the private
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

ENISA is developing channels for
exchanging information with
specialised providers, including
providers of managed security
solutions and vendors, in order to
contribute to ENISA’s mission of
achieving a high common level of
cybersecurity across the Union.
Building on the collaboration with
stakeholders, including the private
sector, the review report on
specific incidents should aim at
assessing the causes, impacts and
mitigations of an incident, after it
has occurred. Particular attention
should be paid to the input and
lessons shared by the managed
security service providers that fulfil
the conditions of highest
professional integrity, impartiality
and requisite technical expertise as
required by this Regulation. The
report should be delivered and feed
into the work of the
EU=CyCLONe, the CSIRTs
network and the Commission.
When the incident relates to a third
country, it will also be shared by
the Commission with the High
Representative.

sector, ENISA is developing
channels for exchanging
information with specialised
providers, including providers of
managed security solutions and
vendors, in order to contribute to
ENISA’s mission of achieving a
high common level of
cybersecurity across the Union.
Building on the collaboration with
stakeholders, including the private
sector, the review report on
specific incidents should aim at
assessing the causes, impacts and
mitigations of an incident, after it
has occurred. Particular attention
should be paid to the input and
lessons shared by the managed
security service providers that fulfil
the conditions of highest
professional integrity, impartiality
and requisite technical expertise as
required by this Regulation. The
report should be delivered and feed
into the work of the
EU=CyCLONe, the CSIRTs
network and the Commission.
When the incident relates to a third
country, it will also be shared by
the Commission with the High
Representative.

sector, Member-States—_the
Commission and other relevant EU
institutions, bodies and agencies.

bs-resards the privatesecior.

Building on the collaboration with
stakeholders, including the private
sector, the review report on
specific incidents should aim at
assessing the causes, impacts and
mitigations of an incident, after it
has occurred. Particular attention
should be paid to the input and
lessons shared by the managed
security service providers that fulfil
the conditions of highest
professional integrity, impartiality
and requisite technical expertise as
required by this Regulation. The
report should be delivered and-feed
Lkt el Pl
EE—CrCEONe—+he- CSIRTS
rebrorfeand-tie-Comniationto
EU-CyCLONe, the CSIRTs
network, and the Commission and
should feed into their work as well
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EP Mandate

Ceouncil Mandate

Draft Agreement

as that of ENISA. When the
incident relates to a DEP-
associated third country, it it
should _also be shared by the
Commission with the High
Representative.

Recital 3

(37) Taking into account the
unpredictable nature of
cybersecurity attacks and the fact
that they are often not contained in
a specific geographical area and
pose high risk of spill-over, the
strengthening of resilience of
neighbouring countries and their
capacity to respond effectively to
significant and large-scale
cybersecurity incidents contributes

(37) Taking into account the
unpredictable nature of
cybersecurity attacks and the fact
that they are often not contained in
a specific geographical area and
pose high risk of spill-over, the
strengthening of resilience of
neighbouring countries and their
capacity to respond effectively to
significant and large-scale
cybersecurity incidents contributes

(37) Taking into account the
unpredictable nature of
cybersecurity attacks and the fact
that they are often not contained in
a specific geographical area and
pose high risk of spill-over, the
strengthening of resilience of
neighbouring countries and their
capacity to respond effectively to
significant and large-scale
cybersecurity incidents contributes

48 to the protection of the Union as a | to the protection of the Union as a | to the protection of the Union, and
whole. Therefore, third countries whole. Therefore, third countries particularly its internal market
associated to the DEP may be associated to the DEP may be and industry, as a whole.
supported from the EU supported from the EU Fherefore—third-comitries
Cybersecurity Reserve, where this | Cybersecurity Reserve, where this | asseciatedSuch activities could
is provided for in the respective is provided for in the respective further contribute to the PEP-EU
association agreement to DEP. The | association agreement to DEP. The | cyber diplomacy. Therefore,
funding for associated third funding for associated third DEP-associated third countries
countries should be supported by countries should be supported by may be supported from the EU
the Union in the framework of the Union in the framework of Cybersecurity Reserve, in all or
relevant partnerships and funding relevant partnerships and funding | part of their territories, where this
instruments for those countries. instruments for those countries. is provided for in the_agreement
The support should cover services | The support should cover services | through which the third country is
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Ceouncil Mandate

Draft Agreement

in the area of response to and
immediate recovery from
significant or large-scale
cybersecurity incidents. The
conditions set for the EU
Cybersecurity Reserve and trusted
providers in this Regulation should
apply when providing support to
the third countries associated to
DEP.

in the area of response to and
immediate recovery from
significant or large-scale
cybersecurity incidents. The
conditions set for the EU
Cybersecurity Reserve and trusted
providers in this Regulation should
apply when providing support to
the third countries associated to
DEP.

associatedrespective-association
agreement to DEP. The funding for

associatedDEP-associated third
countries should be supported by
the Union in the framework of
relevant partnerships and funding
instruments for those countries.
The support should cover services
in the area of response to and
immediate_initiate recovery from
significant or large-scale
cybersecurity incidents. The
conditions set for the EU
Cybersecurity Reserve and trusted
providers in this Regulation should
apply when providing support to
the DEP-associated third countries
associated-to-PDEP, DEP-
associated third countries should
be entitled to request the service
from the EU Cybersecurity

Reserve when the entities targeted
and for which they request
support from the EU
Cybersecurity Reserve, are entities
operating in the sectors referred
in the Annex I and Il of Directive
2022/2555 and when the incidents
detected lead to an operational
overrun or might have spill over
effects in the Union. Support
provided to DEP-associated third

countries could affect the
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Commission Proposal

availability of the Reserve to
support the Member States and
Union institutions, bodies and
agencies. It should be consistent
with the criterion for prioritising
support to Member States, Union
institutions, bodies and agencies,
and DEP-associated third
countries. It may also affect
relations with third countries,
including in the context for the
Common Foreign and Security
Policy and Common Defence and
Security Policy. Accordingly, it is
appropriate that the Council
reserves to itself the right to
exercise implementing powers to
authorise and specify the time
period during which such support
can be provided, Moreover, the
Commission should cooperate
with the High Representative in
respect of such requests and
support. The Commission should
also take into account any view
provided by ENISA in respect of

the same requests and support.

Draft Agreement

Recital 37a
4% (37a) Third countries could
access resources and support
pursuant to this Regulation, using
6601/24 FM/ff 80
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Commission Proposal

the incident response support
from the EU Cybersecurity

Reserve. Furthermore, incident
response service providers from
third countries, including third
countries associated to the Digital
Europe Programme or other
international partner countries,
and NATO members, may be
needed for the provision of
specific services in the EU
Cybersecurity Reserve. By way of
derogation from Regulation (EU,
Euratom) 2018/1046, in order to
strengthen the Union’s
technological sovereignty, its open

strategic autonomy,
competitiveness and resilience,
and to safeguard the Union’s
strategic assets, interests, or
security, entities established in
third countries that are not party
to the GPA and that have not been

subject to screening within the
meaning of Regulation (EU)
2019/452 of the European
Parliament and of the Council’
and, where necessary, to
mitigation measures, taking into
account the objectives set out in
this Regulation, should not be
allowed to participate. The
external dimension of this

Draft Agreement
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EP Mandate

Regulation should be in line with
the provisions established in the
Association Agreement under the
Digital Europe Programme. The
participation of third countries
should be subject to public
scrutiny, with the participation of
the legislative powers, to ensure
that citizens can participate in the

process.

1. Regulation (EU) 2019/452 of
the European Parliament and
of the Council of 19 March
2019 establishing a framework
for the screening of foreign

direct investments into the
Union (OJ L 791, 21.3.2019, p.

1), ELI:
http://data.europa.cu/eli/reg/20

19/452/0j.

Ceouncil Mandate

Draft Agreement

Recital 3

48b

(37a) Without prejudice to the
rules relating to the Union’s
annual budget under the Treaties,
the Commission should take into
account the obligations arising
from this Regulation when

assessing the budgeting and
staffing needs of ENISA.
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Recital 38

(38) In order to ensure uniform (38) In order to ensure uniform (38) In order to ensure uniform
conditions for the implementation | conditions for the implementation | conditions for the implementation
of this Regulation, implementing of this Regulation,; implementing of this Regulation,; implementing
powers should be conferred on the | powers should be conferred on the | powers should be conferred on the
Commission to specify the Commission to specify the Commission to-speeifi-the
conditions for the interoperability conditions for the interoperability | eonditionsfor-the-interoperabitity
between Cross-border SOCs; between Cross-border SOCs; hetween-Cross—border-SOCs:
determine the procedural determine the procedural cletepip et sedead
arrangements for the information arrangements for the information crrangementsfor-the-injormation
sharing related to a potential or sharing related to a potential or sharingrelated-to-a-potentict-or
ongoing large-scale cybersecurity | ongoing large-scale cybersecurity | ensoinetarce-seale-eybersecurity
incident between Cross-border incident between Cross-border freilemeborpeon Do bopder
SOCs and Union entities; laying SOCs and Union entities; laying e
down technical requirements to down technical requirements to lovmtealiealregunirem et —te

49 ensure security of the European ensure security of the European e e e e e
Cyber Shield; specify the types and | Cyber Shield; specify the types and reld—_specify the types
the number of response services the number of response services and the number of response
required for the EU Cybersecurity | required for the EU Cybersecurity | services required for the EU
Reserve; and, specify further the Reserve; and, specify further the Cybersecurity Reserve;-a#d:
detailed arrangements for detailed arrangements for specip-further-the-detailed
allocating the EU Cybersecurity allocating the EU Cybersecurity erreigenertsfor-attocatingthe
Reserve support services. Those Reserve support services. Those EL-Crberseenrity-Reservesupport
powers should be exercised in powers should be exercised in services- Those powers should be
accordance with Regulation (EU) accordance with Regulation (EU) exercised in accordance with
182/2011 of the European 182/2011 of the European Regulation (EU) 182/2011 of the
Parliament and of the Council. Parliament and of the Council *". European Parliament and of the

Council.
*. Regulation (EU) No
182/2011 of the European
6601/24 FM/ff 83
ANNEX JAL2 LIMITE EN



Commission Proposal

EP Mandate

Parliament and of the Council
of 16 February 2011 laying
down the rules and general
principles concerning
mechanisms for control by the
Member States of the
Commission's exercise of
implementing powers (OJ L 535,
28.2.2011, p. 13, ELI:
http://data.europa.eu/elifreg/20

11/182/0j).

Ceouncil Mandate

Draft Agreement

Recital 3

49a

(38a) Skilled personnel, that is
able to reliably deliver the relevant
cvbersecurity services at highest
standards, is imperative for the
effective implementation of the
European Cyber Shield and the
Cybersecurity Emergency
Mechanism. It is therefore
concerning that the Union is
faced with a talent gap,

characterised by a shortage of
skilled professionals, while facing
a rapidly evolving threat
landscape as acknowledged in the
Commission communication of 18
April 2023 on the Cyber Skills
Academy. It is important to bridge
this talent gap by strengthening
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Ceouncil Mandate

Commission Proposal

cooperation_and coordination
among the different stakeholders,
including the private sector,
academia, Member States, the
Commission and ENISA to scale
up and create synergies, in all
territories, for the investment in
education and training, the
development of public-private
partnerships, support of research
and innovation initiatives, the
development and mutual
recognition of common standards
and certification of cybersecurity
skills, including through the
European Cyber Security Skills
Framework. This should also
facilitate the mobility of

cybersecurity professionals within
the Union. This Regulation
should aim to promote a more
diverse cybersecurity workforce.
All measures aiming to increase
cybersecurity skills requires
safeguards to avoid a ‘brain
drain’ and a risk to labour

mobility.

Draft Agreement

Recital 38b
(38b) The reinforcement of
49b . ; .
specialised, interdisciplinary and
general skills and competences
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Ceouncil Mandate

Commission Proposal

across the Union is needed, with a
special focus on women, as the
gender gap persists in
cybersecurity with women
comprising 20 % of the average
worldwide presence. Women must
be present and part of the design
of the digital future and its

governance.

Draft Agreement

Recital 3

49¢

(38¢) Strengthening research and
innovation (R&I) in cybersecurity
is intended to increase the
resilience and the open strategic
autonomy of the Union. Similarly,
it is important to create synergies
with R&I programmes and with
existing instruments and
institutions and to strengthen
cooperation and coordination
among the different stakeholders,
including the private sector, civil
society, academia, Member States,
the Commission and ENISA;

Recital 3

49d

(38d) This Regulation should
contribute to the commitment of
the European Declaration on
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Commission Proposal

Digital Rights and Principles for
the Digital Decade linked to
protect the interests of our

democracies, people, businesses
and public institutions against
cybersecurity risks and cybercrime
including data breaches and
identity theft or manipulation. The
application of this Regulation
should also contribute to
improving the implementation of
other legislation, for example on
artificial intelligence, data privacy
and data regulation in terms of
cybersecurity and cyber resilience.

Draft Agreement

Recital 38e

49¢

(38e) Increasing cybersecurity
culture which comprehends
security, including that of the
digital environment, as a public
good will be key for the successful
implementation of this
Regulation. Therefore, developing
measures to include and increase
citizens’ awareness should be
another means of guaranteeing
the safeguard of our democracies
and fundamental values.

Recital 38f

6601/24
ANNEX

JAL2

FM/ff
LIMITE

87
EN



EP Mandate

Ceouncil Mandate

49f

Commission Proposal

(38f) In order to supplement
certain non-essential elements of
this Regulation, the power to
adopt acts in accordance with
Article 290 TFEU should be
delegated to the Commission to
specify the conditions for
interoperability between the
Cross-border SOCs, establish the
procedural arrangements for the
information sharing between the
Cross-border SOCs on the one
hand and EU-CyCLONe, the
CSIRTs network and the
Commission on the other, specify
the types and number of response
services required for the EU
Cybersecurity Reserve, and specify
further the detailed arrangements

for allocating the EU Cyersecurity

Reserve support services. It is of
particular importance that the
Commission carry out appropriate
consultations during its
preparatory work, including at
expert level, and that those
consultations be conducted in
accordance with the principles
laid down in the Interinstitutional
Agreement of 13 April 2016 on
Better Law-Making*. In
particular, to ensure equal

Draft Agreement
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Commission Proposal

participation in the preparation of

delegated acts, the European
Parliament and the Council
receive all documents at the same
time as Member States' experts,
and their experts systematically
have access to meetings of
Commission expert groups
dealing with the preparation of

delegated acts.

Draft Agreement

Recital 3

50

(39) The objective of this
Regulation can be better achieved
at Union level than by the Member
States. Hence, the Union may
adopt measures, in accordance with
the principles of subsidiarity and
proportionality as set out in Article
5 of the Treaty on European Union.
This Regulation does not go
beyond what is necessary in order
to achieve that objective.

(39) Since the objectivesThe
objeetive of this Regulation,
namely to reinforce the Union’s
cyber threat prevention, detection,
response and recover capacities
and to establish a general
framework breaking up

communication silo cannot be
sufficiently achieved-carn-be-better
achieved-at-Union-tevel-than by the
Member States but can rather be
better achieved at Union level.
Hence, the Union may adopt
measures, in accordance with the
principles of subsidiarity and
proportionality as set out in Article
5 of the Treaty on European Union.
In accordance with the principle
of proportionality, as set out in
that Article, this Regulation does

(39) The objective of this
Regulation can be better achieved
at Union level than by the Member
States. Hence, the Union may
adopt measures, in accordance with
the principles of subsidiarity and
proportionality as set out in Article
5 of the Treaty on European Union.
This Regulation does not go
beyond what is necessary in order
to achieve that objective.
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
not go beyond what is necessary in
order to achieve that objective-,
Formula
HAVE ADOPTED THIS HAVE ADOPTED THIS HAVE ADOPTED THIS HAVE ADOPTED THIS
REGULATION: REGULATION: REGULATION: REGULATION:
51
Text Origin:
Commission Proposal
| Chapter |
Chapter I Chapter I Chapter | Chapter |
GENERAL OBJECTIVES, GENERAL OBJECTIVES, GENERAL OBJECTIVES, GENERAL OBJECTIVES,
SUBJECT MATTER, AND SUBJECT MATTER, AND SUBJECT MATTER, AND SUBJECT MATTER, AND
52 DEFINITIONS DEFINITIONS DEFINITIONS DEFINITIONS
Text Origin:
Commission Proposal
| Article 1
Article 1 Article 1 Article 1 Article 1
Subject-matter and objectives Subject-matter and objectives Subject-matter and objectives Subject-matter and objectives
53
Text Origin:
Commission Proposal
| Article 1(1) |
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EP Mandate

Ceouncil Mandate

Draft Agreement

1. This Regulation lays down
measures to strengthen capacities
in the Union to detect, prepare for
and respond to cybersecurity

1. This Regulation lays down
measures to strengthen capacities
in the Union to detect, prepare for
and respond to cybersecurity

1. This Regulation lays down
measures to strengthen capacities
in the Union to detect, prepare for
and respond to cybersecurity

1. This Regulation lays down
measures to strengthen capacities
in the Union to detect, prepare for
and respond to cybersecurity

54 threats and incidents, in particular | threats and incidents, in particular | threats and incidents, in particular | threats and incidents, in particular
through the following actions: through the following actions: through the following actions: through the following actions:
Text Origin:
Commission Proposal
Article 1(1), point (a) |
(a) the deployment of a pan- (a) the deployment of a pan- (a) the deploymentestablishment (a) the deploymentestablishment
European infrastructure of Security | European infrastructirenetwork of | of a pan-European infrastructure of | of a pan-European infrastructire-of
Operations Centres (‘European Security Operations Centres SeeretnCepationCopiren Qpber | Seertin-Cpepaiion e Ceniie:
Cyber Shield’) to build and (‘European Cyber Shield’) to build | Hubs (‘European_Cvbersecurity network of Cyber Hubs
enhance common detection and and enhance common detection Alert System-Cyber-Shield’) to (‘European_Cybersecurity Alert
55 situational awareness capabilities; | and situational awareness build and enhance System-Cyber-Shietd’) to build and
capabilities; eommoncoordinated detection and | enhance eommoncoordinated
common situational awareness detection and_common situational
capabilities; awareness capabilities;
to be aligned with definitions
| Article 1(1), point (b) |
(b) the creation of a Cybersecurity | (b) the creation of a Cybersecurity | (b) the creation of a Cybersecurity | (b) the ereationestablishment of a
56 Emergency Mechanism to support | Emergency Mechanism to support | Emergency Mechanism to support | Cybersecurity Emergency
Member States in preparing for, Member States in preparing for, Member States and other users in | Mechanism to support Member
responding to, and immediate responding to, and immediate preparing for, responding to, a#d States and other users in preparing
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Ceouncil Mandate

Commission Proposal

recovery from significant and
large-scale cybersecurity incidents;

recovery from significant and
large-scale cybersecurity incidents;

immediate-mitigating the impact of
and initiating_recovery from
significant, large-scale and large-
scale_equivalent cybersecurity
incidents;

Draft Agreement

for, responding to, mitigating the
impact of and initiatinga#d
immediate recovery from
significant, large-scale and large-
scale_equivalent cybersecurity
incidents;

Article 1

(1), point (c)

(c) the establishment of a
European Cybersecurity Incident
Review Mechanism to review and
assess significant or large-scale

(c) the establishment of a
European Cybersecurity Incident
Review Mechanism to review and
assess significant or large-scale

(c) the establishment of a
European Cybersecurity Incident
Review Mechanism to review and
assess significant or large-scale

(c) the establishment of a
European Cybersecurity Incident
Review Mechanism to review and
assess significant or large-scale

7 incidents. incidents. incidents. incidents.
Text Origin:
Commission Proposal
| Article 1(2) |
2. This Regulation pursues the 2. This Regulation pursues the 2. This Regulation pursues the 2. This Regulation pursues the
objective to strengthen solidarity at | objective to strengthen solidarity at | objective to-strensthernof objective-to-strencthengeneral
Union level through following Union level through following strengthening solidarity at Union | ebjectives of reinforcing the
specific objectives: specific objectives: level and enhancing Member competitive position of industry
58 States cyber resilience, so as to and service sectors in the Union
reinforce the competitive position | across the digital economy,
of industry and services sectors in | including microenterprises and
the Union across the digital small and medium-sized
economy and contribute to the enterprises as well as start-ups,
Union’s technological sovereignty | and of contributing to the Union’s
in the area of cybersecurity, technological sovereignty and
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Commission Proposal

through the following specific
objectives:

Draft Agreement

ecosystem, enhancing Member

States' cyber resilience and

developing the skills, know-how,

abilities and competencies of the

workforce in relation to

cybersecurity. -threwghfolowing
P A

EC to propose a separated recital on
Cybersecurity Skills Academy

CNS to do a final legal check

| Article 1

(2a)

58a

2a. The achievement of the
oeneral objectives shall be
pursued through the following

specific objectives:

| Article 1

(2a), point (a)

(a) to strengthen common Union

(a) to strengthen common Union

(a) to strengthen common

(a) to strengthen common

open strategic autonomy in the
area of cybersecurity, including by
boosting innovation in the Digital
Single Market. It pursues those
objectives by strengthening
solidarity at Union level,
reinforcing the cybersecurity

= detection and situational awareness | detection and situational awareness | coordinated Union detection coordinated Union detection

of cyber threats and incidents thus | of cyber threats and incidents thus | capacities and commonend capacities and common_ el
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Commission Proposal

allowing to reinforce the
competitive position of industry
and services sectors in the Union
across the digital economy and
contribute to the Union’s
technological sovereignty in the
area of cybersecurity;

allowing support for the industrial
capacity of the Union and the
Member States in the
cybersecurity sector, and to
reinforce the competitive position
of industry, in particular
microenterprises, SMEs including
startups, and services sectors in the
Union across the digital economy
and_te contribute to the Union’s
technological sovereignty its open
strategic autonomy,
competitiveness and and resilience
in that sector, strengthening the
cybersecurity ecosystem with a
view to ensuring strong Union
capabilities, including in
cooperation with international
partnersinthe-area-of
epbemioanring

situational awareness of cyber
threats and incidents thus allowing
to reinforce the competitive
position of industry and services
sectors in the Union across the
digital economy and contribute to
the Union’s technological
sovereignty in the area of
cybersecurity;

Draft Agreement

situational awareness of cyber

threats and incidents-thus-aHowine
ot ; .

| Article 1

(2a), point (b)

(b) to reinforce preparedness of
entities operating in critical and
highly critical sectors across the
Union and strengthen solidarity by

(b) to reinforce preparedness of
entities operating in critical and
highly critical sectors across the
Union and strengthen solidarity by

(b) to reinforce preparedness of
entities operating in eritical-and
hishlysectors of high criticality
and_other critical sectors, across

(b) to reinforce preparedness of
entities operating in eriticat-and
hishlysectors of high criticality
and_other critical sectors across

60 developing common response developing common response the Union and strengthen solidarity | the Union and strengthen solidarity
capacities against significant or capacities against significant or by developing common by developing_coordinated
large-scale cybersecurity incidents, | large-scale cybersecurity incidents, | responseenhanced response and | preparedness testing and
including by making Union including by making Union recovery capacities agai#st-to enhanced-commnion response and
cybersecurity incident response cybersecurity incident response handle_significant, large-scale or | recovery capacities against-to
support available for third support available for third large-scale-equivalent-ortarse- handle_significant, large-scale or
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countries associated to the Digital
Europe Programme (‘DEP’);

countries associated to the Digital
Europe Programme (‘DEP’);

seate cybersecurity incidents,
including 3the possibility of
making Union cybersecurity
incident response support available
for DEP-associated third countries

p ﬁ‘Q EQ’)
b

Draft Ag

large-scale-equivalent-or-larse-
seate cybersecurity incidents,
including b3the possibility of
making Union cybersecurity
incident response support available
for DEP-associated third countries

stod to-the Disital B

‘ il

X

Proposal by the Commission

Article 1

(2a), point (c)

(c) to enhance Union resilience
and contribute to effective response
by reviewing and assessing
significant or large-scale incidents,
including drawing lessons learned

(c) to enhance Union resilience
and contribute to effective response
by reviewing and assessing
significant or large-scale incidents,
including drawing lessons learned

(¢) to enhance Union resilience
and contribute to effective response
by, upon request of the Member
States, reviewing and assessing
significant or large-scale incidents,

’ 2 and, where appropriate, and, where appropriate, including drawing lessons learned
recommendations.. recommendations.. and, where appropriate,
recommendations:, with the
approval of the Member States
concerned.
Article 1(2a), point (ca)
(ca) to develop, in a coordinated
manner, skills, knowhow abilities deleted
6la and competencies of the
workforce, with a view to ensuring Text Origin: EP
cvbersecurity and creating Mandate
synergies with the Cybersecurity
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EP Mandate
Skills Academy.

Ceouncil Mandate

Draft Agreement

| Article 1(2a), point (cb)

2a. The actions under this
Regulation shall be conducted

2a. The actions under this
Regulation shall be conducted

with due respect to the Member

with due respect to the Member

States’ competences and shall be

States’ competences and shall be

il complementary to the activities complementary to the activities
carried out by the CSIRTs carried out by the CSIRTs
network, NIS Cooperation Group, | network, NIS Cooperation Group,
and EU-CyCLONe. and EU-CyCLONe.
| Article 1(3) |

3. This Regulation is without 3. This Regulation is without 3. This Regulation is without 3. This Regulation is without

prejudice to the Member States’ prejudice to the Member States’ prejudice to the Member States’ prejudice to the Member States’

primary responsibility for national | primary responsibility for national | primaryresponsibititifornationat | primary-responsibitityfor-nationet

security, public security, and the security, public security, and the st e e ey Ll st e s L

prevention, investigation, detection | prevention, investigation, detection | prevention-investication—detection | preventioninvestication—detection

and prosecution of criminal and prosecution of criminal sl oo L Lol sl oo L Lol

62 offences. offences. offencesessential State functions, offencesessential State functions,
including ensuring the territorial | including ensuring the territorial
integrity of the State, maintaining | integrity of the State, maintaining
law and order and safeguarding law and order and safeguarding
national security. In particular, national security. In particular,
national security remains the sole | national security remains the sole
responsibility of each Member responsibility of each Member
State. State.
| Article 1(3a) |
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Ceouncil Mandate

Commission Proposal

4. This Regulation is without
prejudice to Article 346 TFEU

Draft Agreement

3a. This Regulation is without
prejudice to Article 346 TFEU

and all exchange of information

and all exchange of information

that is confidential pursuant to

that is confidential pursuant to

Union or national rules shall be

Union or national rules shall be

limited to that which is relevant

limited to that which is relevant

and proportionate to the purpose

and proportionate to the purpose

of that exchange. The exchange of

of that exchange. The exchange of

such information under this
Regulation shall preserve the
confidentiality of the information

such information under this
Regulation shall preserve the
confidentiality of the information

and protect the security and
commercial interests of the

and protect the security and
commercial interests of the

Y 62a entities concerned, in full respect | entities concerned, in full respect
of trade and business secrets. It of trade and business secrets. It
shall not entail the supply of shall not entail the supply of
information the disclosure of information the disclosure of
which would be contrary to the which would be contrary to the
Member States’ essential interests | Member States’ essential interests
of national security, public of national security, public
security or defence. security or defence.
EC to propose a compromise on
confidentiality
Text Origin: Council
Mandate
Article 2
63 . . . .
Article 2 Article 2 Article 2 Article 2
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Definitions Definitions Definitions Definitions
Text Origin:
Commission Proposal
| Article 2, first paragraph
For the purposes of this For the purposes of this For the purposes of this For the purposes of this
Regulation, the following Regulation, the following Regulation, the following Regulation, the following
definitions apply: definitions apply: definitions apply: definitions apply:

64

Text Origin:
Commission Proposal

Article 2, first paragraph, point (-1)

64a

(-1) ‘National Security
Operations Centre’ or ‘National

(-1) ‘National Cyber Hub’ means
a single entity designated by and

SOC’ means a centralised
national capacity continuously

acting under the authority of a
Member State, which may be a

gathering and analysing cyber

CSIRT, a national cyber crisis

threat intelligence information

management authority or other

and improving the cybersecurity

competent authority designated or

posture in accordance with Article

established under Directive

4

2022/2555 or another entity,
under the authority of a Member
State, which has the following

functionalities:

Text Origin: Council
Mandate

| Article 2, first paragraph, point (-1a)

deleted ‘
|
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

64b

(-1a) it has the capacity to act as
a reference point and gateway to
other public and private
organisations at national level for
collecting and analysing
information on cyvber threats and
incidents and to contribuie to a
Cross Border Cyber Hub;

deleted

Text Origin: Council

Mandate

| Article 2, first paragraph, point (-1b)

64c

(-1b) itis capable of detecting,
aggregating, and analysing data
relevant to cyber threats and
incidents by using in particular
state-of-the-art technologies;

| Article 2, first paragraph, point (1)

(1) ‘Cross-border Security
Operations Centre’ (“Cross-border
SOC”) means a multi-country
platform, that brings together in a
coordinated network structure

(1) ‘Cross-border Security
Operations Centre’ “or_‘ Cross-
border SOC-}’ means a multi-
country platform, that brings
together in a coordinated network

(1) 2 mmambcde e
E ! t. E r b i(( E r
border-SOE-)-Cross-Border Cyber

Hub’ means a multi-country
platform, established by a written

(1) “Cmesmbopelop Lot
E ! !‘. E r b i(( E r
border-SOE-)-Cross-Border Cyber

Hub’ means a multi-country
platform, established by a written

deleted
Text Origin: Council
Mandate

(2 national SOCs from at least three structure national SOCs-fron+at consortium _agreement that brings | consortium agreement that brings
Member States who form a teast-threeMenrberStetesarfo together in a coordinated network | together in a coordinated network
Hosting Consortium, and that is SformratHosting-Consortinii—td structure National S&@E€sCyber structure National S&@E€sCyber
designed to prevent cyber threats thepedleiir et el Hubs from at least three Member Hubs from at least three Member
and incidents and to support the e b et e beannde States-who-form-aHostine States-who-formaHosting
production of high-quality supporitheproduction-of-high- Consortinm, and that is designed to | Censertinnt, and that is designed to
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Commission Proposal

intelligence, notably through the
exchange of data from various
sources, public and private, as well
as through the sharing of state-of-
the-art tools and jointly developing
cyber detection, analysis, and
prevention and protection
capabilities in a trusted
environment;

EP Mandate

trsted-enviromient _in
accordance with Article 5;

Ceouncil Mandate

preventenhance the monitoring,
detection and analysis _of cyber
threats_to prevent-c#d incidents
and to support the production of
high-gwatity-cyber threat
intelligence, notably through the
exchange of datafromvariowns
sourcespublic-and privaterelevant
and, where appropriate,
anonymised information, as well
as through the sharing of state-of-
the-art tools and jointly developing
cyber detection, analysis, and
prevention and protection
capabilities in a trusted
environment;

Draft Agreement

preventenhance the monitoring,
detection and analysis _of cyber
threats_to prevent-a#d incidents
and to support the production of
high-guatity-cyber threat
intelligence, notably through the
exchange of datafromvariows
sourcespublic-and privaterelevant
and, where appropriate,
anonymised data and information,
as well as through the sharing of
state-of-the-art tools and jointly
developing cyber detection,
analysis, and prevention and
protection capabilities in a trusted
environment;

to be reformulated in the articles

Text Origin: Council

Mandate

| Article 2, first paragraph, point (2)

(2) ‘public body’ means a body

(2) ‘public body’ means &

governed by public law as defined | bodybodies governed by public law | geverned-bypublic-taw-as-defined gea%ed—by—pa—b#&lﬁv—as—deﬁﬁed
in Article 2((1), point (4),), of as defined in Article 2¢52(1), R e T s e
66 Directive 2014/24/EU of the point (4);), of Directive Pirective 204244 Uof+he Pirective 20H424 4 Uof+he
European Parliament and the 2014/24/EU of the European LrpopeeRenalig e Ll Lo e Renalig e Ll
Council; Parliament and the Council'; Couneil': Couneil':
1. Directive 2014/24/EU of the | 1. [1] Directive o+, Divective 2424 of the | L. Divective 20424 ofthe
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Commission Proposal

European Parliament and of the
Council of 26 February 2014 on
public procurement and
repealing Directive 2004/18/EC
(OJ L 94 28.3.2014, p. 65).

EP Mandate

2014/24/EU of the European
Parliament and of the Council of
26 February 2014 on public
procurement and repealing
Directive 2004/18/EC (OJ L 94
28.3.2014, p. 65).

Ceouncil Mandate

Draft Agreement

Text Origin: Council

Mandate

| Article 2, first paragraph, point (3)

67

(3) ‘Hosting Consortium’ means a
consortium composed of
participating states, represented by
National SOCs, that have agreed to
establish and contribute to the
acquisition of tools and
infrastructure for, and operation of,
a Cross-border SOC ;

(3) ‘Hosting Consortium’ means a
consortium composed of
participating states, represented by
National SOCs, that-have-aereed-to
blish-cel y )
R |
" - .

accordance with Article 5,

(3) ‘Hosting Consortium’ means a
consortium composed of
participating states—+epresented-by
National-SOCsMember States,
that have agreed to establish and
contribute to the acquisition of
tools and infrastructure for, and
operation of, a Cress-border-SOC
=Cross Border Cyber Hub

(3) [‘Hosting Consortium’/ means
a consortium composed of
participating Member States,

that have agreed to establish an
contribute to the acquisition of
tools, infrastructures and services

=Cross Border Cyber Hub

CLS to be moved to art 6

Text Origin: Council

Mandate

| Article 2, first paragraph, point (3a)

67a (3a) ‘CSIRT’ means a CSIRT (3a) ‘CSIRT’ means a CSIRT
designated or established designated or established
6601/24 FM/ff 101
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
pursuant to Article 10 of Directive | pursuant to Article 10 of Directive
(EU) 2022/2555. (EU) 2022/2555.
Text Origin: Council
Mandate
| Article 2, first paragraph, point (4) |
(4) ‘entity’ means an entity as (4) ‘entity’ means an entity as (4) ‘entity’ means an entity as (4) ‘entity’ means an entity as
defined in Article 6, point (38), of | defined in Article 6, point (38), of | defined in Article 6, point (38), of | defined in Article 6, point (38), of
68 Directive (EU) 2022/2555; Directive (EU) 2022/2555;; Directive (EU) 2022/2555; Directive (EU) 2022/2555;
Text Origin:
Commission Proposal
| Article 2, first paragraph, point (4a)

(4da) ‘critical entity’ means

critical entity as defined in Article deleted

2, point (1), of Directive (EU)

2022/2557 of the European

Parliament and of the Council’'.

68a 1. Directive (EU) 2022/2557 of

the European Parliament and

of the Council of 14 December

2022 on the resilience of

critical entities and repealing

Council Directive 2008/114/EC

(OJ L 333, 27.12.2022, p. 164,
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
ELI:
http://data.europa.eu/eli/dir/20
22/2557/0j).
| Article 2, first paragraph, point (5) |
(5) ‘entities operating in critical or | (5) ‘entities operating in critical or | (5) ‘entities operating in eritiealor | (5) ‘entities operating in eritieat-or
highly critical sectors’ means type | highly critical sectors’ means type | kishiysectors of high criticality or | hishiysectors of high criticality or
of entities listed in Annex I and ofentitiesentities in the sectors other critical sectors’ means type other critical sectors’ means type
Annex II of Directive (EU) listed in AnnexAnnexes 1 and of entities listed in Annex I and of entities listed in Ax#rexAnnexes
69 2022/2555; Annex+-ofll to Directive (EU) Annex II of Directive (EU) I and-4##ex 11 of Directive (EU)
2022/2555; 2022/2555; 2022/2555;
Text Origin: Council
Mandate
Article 2, first paragraph, point (5a)
(5a) ‘incident handling’ means (5a) ‘incident handling’ means
incident handling as defined in incident handling as defined in
Article 6, point (8), of Directive Article 6, point (8), of Directive
69a (EU) 2022/2555; (EU) 2022/2555;
Text Origin: EP
Mandate
| Article 2, first paragraph, point (5b) |
69b (5b) ‘risk’ means risk as defined (5b) ‘risk’ means risk as defined
in_Article 6, point (9), of Directive in Article 6, point (9), of Directive
6601/24 FM/ff 103
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Commission Proposal

EP Mandate
(EU) 2022/2555;

Ceouncil Mandate

Draft Agreement
(EU) 2022/2555;

Text Origin: EP
Mandate

| Article 2, first paragraph, point (6)

70

(6) ‘cyber threat” means a cyber
threat as defined in Article 2, point
(8), of Regulation (EU) 2019/881;

(6) ‘cyber threat” means a cyber
threat as defined in Article 2, point
(8), of Regulation (EU) 2019/881;

(6) ‘cyber threat’ means a cyber
threat as defined in Article 2, point
(8), of Regulation (EU) 2019/881,;

(6) ‘cyber threat’ means a cyber
threat as defined in Article 2, point
(8), of Regulation (EU) 2019/881,;

Text Origin:
Commission Proposal

Article 2, first paragraph, point (6a)

70a

(6ba) ‘significant cyber threat’
means a significant cyber threat
as defined in Article 6, point (11),
of Directive (EU) 2022/2555;

Text Origin: EP
Mandate

| Article 2, first paragraph, point (6b)

(6a) ‘incident’ means an incident

(6a) ‘incident’ means an incident

as defined in Article 6, point (6),

as defined in Article 6, point (6),

|
deleted I
|

70b of Directive (EU) 2022/2555; of Directive (EU) 2022/2555;
Text Origin: Council
Mandate
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Article 2, first paragraph, point (7)

71

(7) ‘significant cybersecurity
incident’ means a cybersecurity
incident fulfilling criteria set out in
Article 23(3) of Directive (EU)
2022/2555;

(7) ‘significant cybersecurity
incident’ means a cybersecurity
incident fulfilling criteria set out in
Article 23(3) of Directive (EU)
2022/2555;

(7) ‘significant cybersecurity
incident’ means a cybersecurity
incident fulfilling criteria set out in
Article 23(3) of Directive (EU)
2022/2555;

(7) ‘significant cybersecurity
incident’ means a cybersecurity
incident fulfilling criteria set out in
Article 23(3) of Directive (EU)
2022/2555;

Text Origin:
Commission Proposal

| Article 2, first paragraph, point (8)

72

(8) ‘large-scale cybersecurity
incident’ means an incident as
defined in Article 6, point (7) of
Directive (EU)2022/2555;

(8) ‘large-scale cybersecurity
incident’ means an incident as
defined in Article 6, point (7), of
Directive (EU)2022/2555;

(8) ‘large-scale cybersecurity
incident’ means an incident as
defined in Article 6, point (7) of
Directive (EU)2022/2555;

defined in Article 6, point (7) of
Directive (EU)2022/2555;

Text Origin:
Commission Proposal

| Article 2, first paragraph, point (8a)

(8b) ‘large-scale-equivalent
cybersecurity incident’ means, in

(8b) ‘large-scale-equivalent
cybersecurity incident’ means, in

(8) ‘large-scale cybersecurity
incident’ means an incident as

T2a the case of Union institutions, the case of Union institutions,
bodies and agencies, a major bodies and agencies, a major
incident as defined in Article 3 incident as defined in Article 3
point (8) of Regulation (EU, point (8) of Regulation (EU,
6601/24 FM/ff 105
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Commission Proposal

EP Mandate

Ceouncil Mandate

Euratom) 2023/2841 of the
European Parliament and the
Council’ and, in the case of DEP-

Draft Agreement

FEuratom) 2023/2841 of the
European Parliament and the
Council' and, in the case of DEP-

associated third countries, an
incident which causes a level of

associated third countries, an
incident which causes a level of

disruption that exceeds a DEP-

disruption that exceeds a DEP-

associated third country’s capacity

associated third country’s capacity

to respond to it;

1. Regulation (EU, Euratom)
2023/2841 of the European
Parliament and of the Council

to respond to it;

1. Regulation (EU, Euratom)
2023/2841 of the European
Parliament and of the Council

of 13 December 2023 laying

of 13 December 2023 laying

down measures for a high
common level of cybersecurity

down measures for a high
common level of cybersecurity

at the institutions, bodies,
offices and agencies of the
Union (OJ L, 2023/2841,
18.12.2023, ELI:
http://data.europa.eu/eli/reg/20

at the institutions, bodies,
offices and agencies of the
Union (OJ L, 2023/2841,
18.12.2023, ELI:
http://data.europa.eu/eli/reg/20

23/2841/0j).

23/2841/0j).

Text Origin: Council
Mandate

| Article 2, first paragraph, point (8b)

(8¢c) ‘DEP-associated third

(8b) ‘DEP-associated third

72b country’ means a third country country’ means a third country
which is party to an agreement which is party to an agreement
with the Union allowing for its with the Union allowing for its
6601/24 FM/ff 106
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A O

participation in the Digital Europe | participation in the Digital Europe
Programme pursuant to Article 10 | Programme pursuant to Article 10
of Regulation (EU) 2021/694; of Regulation (EU) 2021/694;
Text Origin: Council
Mandate
Article 2, first paragraph, point (8c)
(8d) ‘contracting authority’
means the Commission or, to the EP to check
extent that operation and
vl 72c¢ administration of the EU Y
Cybersecurity Reserve has been
entrusted to ENISA under Article
12(6) of this Regulation, ENISA.
Article 2, first paragraph, point (9)
(9) ‘preparedness’ means a state of | (9) ‘preparedness’ means a state of | (9) -preparedness—means-a-state
readiness and capability to ensure | readiness and capability to ensure | ofreadiness-and-capabitit-to deleted
an effective rapid response to a an effective rapid response to a e
73 significant or large-scale significant or large-scale e
cybersecurity incident, obtained as | cybersecurity incident, obtained as | eybersecurit-incident—obtained-as
a result of risk assessment and a result of risk assessment and crestrofrisk-crssessment-cned
monitoring actions taken in monitoring actions taken in MOROrFINGactions-taken-in
advance; advance; advance;:
| Article 2, first paragraph, point (10) |
i~ -
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

(10) ‘response’ means action in
the event of a significant or large-
scale cybersecurity incident, or
during or after such an incident, to
address its immediate and short-
term adverse consequences;

(10) ‘response’ means action in
the event of a significant or large-
scale cybersecurity incident, or
during or after such an incident, to
address its immediate and short-
term adverse consequences;

deleted

Article 2, first paragraph, point (10a)

74a

(10a) ‘managed security service
provider’ means a managed
service provider as defined in
Article 6, point (40), of Directive
(EU) 2022/2555;

(10a) ‘managed security service
provider’ means a managed
security service provider as
defined in Article 6, point (40), of
Directive (EU) 2022/2555;

Text Origin: EP

Mandate

| Article 2, first paragraph, point (11)

(11) ‘trusted providers’ means
managed security service providers
as defined in Article 6, point (40),

(11) ‘trusted managed securiy
service providers’ means managed
security service providers s

(+18a) ‘trusted providers’ means
managed security service providers
as defined in Article 6, point (40),

(11) ‘trusted managed securiy
service providers’ means managed
security service providers &s

of Directive (EU) 2022/2555 defined-inArticte-6-point46)5-of | of Directive (EU) 2022/2555 clefipediphriale b pafpt ol
75 selected in accordance with Article | Direetive-(EEH)-2022/2555 selected in accordance with Article | Direetive-(£L)-2022/2555
16 of this Regulation. setectedselected to be included in 16 of this Regulation. seteetedselected to be included in
the EU Cybersecurity Reserve in the EU Cybersecurity Reserve in
accordance with Article 16 of this accordance with Article 16 of this
Regulation. Regulation.
Text Origin: EP
6601/24 FM/ff 108
ANNEX JAL2 LIMITE EN



Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
Mandate I
| Chapter Il |
Chapter 11 Chapter 11 Chapter IT Chapter II
THE EUROPEAN CYBER THE EUROPEAN CYBER THE EUROPEAN THE EUROPEAN
SHIELD SHIELD CYBERSECURITY ALERT CYBERSECURITY ALERT
SYSTEM-CYBER-SHIELD SYSTEM-CYBER-SHIELD
76 Note to layer-linguist revision: to be
aligned across the text
Text Origin: Council
Mandate
| Article 3
Article 3 Article 3 Article 3 Article 3
Establishment of the European Establishment of the European Article 3 Article 3
Cyber Shield Cyber Shield Establishment of the European Establishment of the European
Eyber-ShietdCybersecurity Alert Eyber-ShietdCybersecurity Alert
L System System
Text Origin: Council
Mandate
Article 3(1), first subparagraph |
Y 78 1. An interconnected pan- 1. Ahitereompecnsdbre 1. AninterconnectedA pan- 1. AninterconnectedA pan- Y
European infrastructure of Security | FwropeaninfrastructireA network | European infrastructure that European infrastrictire-of-Security
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Commission Proposal

Operations Centres (‘European
Cyber Shield’) shall be established
to develop advanced capabilities
for the Union to detect, analyse and
process data on cyber threats and
incidents in the Union. It shall
consist of all National Security
Operations Centres (‘National
SOCs’) and Cross-border Security
Operations Centres (‘Cross-border
SOCs’).

EP Mandate

of Security Operations Centres
(‘European Cyber Shield’) shall be
established to develop advanced
capabilities for the Union to detect,
analyse and process data on cyber
threats and_prevent incidents in the
Union. It shall consist of all
National Security Operations
Centres (‘National SOCs’) and
Cross-border Security Operations
Centres (‘Cross-border SOCs’).

Ceouncil Mandate Draft Agreement
consists of National Cyber Hubs Dpepesiope Congras
and Cross Borderof-Seenrity . network of
Operatic: o ives Churopean infrastructure that consists of
Cyber Shietd}Hubs joining on a National Cyber Shietd)-shatl-be
voluntary basis, the European esterblished-to-develop-adveneed
Cybersecurity Alert System shall cepehilitietor-tie-Brionto-detocs
be established to devetopsupport eerb el oo o el
the development of advanced threats-and-incidentsinHubs and

capabilities for the Union to deteet;
analyse-and-processenhance

detection, analysis and data
processing capabilities on cyber

threats and incidents in the Union.

Cross Border Cyber Hubs joining
on_a voluntary basis, the
European Cybersecurity Alert
System shall be established to
support the development of
advanced capabilities for the
Union—#-shatl-consist-of-aH
Nationdls O .

c (Netional-SOCs) ;

- borderSecuritO .

‘ ) to
enhance detection, analysis and
data processing capabilities in
relation to cyber threats and the
prevention of incidents in the
Union.

CL: 3 main points to be taken into
consideration, needed to be clarified.
Voluntary nature of alert system is
crucial, MS should have a real choice.
The right place to put protection is the
preventive dimension/information
sharing Art. 2.2

EP: intention is not to duplicate
existing entities dealing with cyber
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

security. Voluntary dimension to be
discussed further, voluntary ideas
should not be cornerstone

EC: on voluntary nature, all proposal is
based on it! non need to put it
everywhere. The pure request is
voluntary

Text Origin: Council
Mandate
Article 3(1), second subparagraph

Actions implementing the Actions implementing the shetiomeiplenren it

European Cyber Shield shall be European Cyber Shield shall be European-Crber-Shield-shall-be deleted

supported by funding from the supported by funding from the st et el Lo e

79 Digital Europe Programme and Digital Europe Programme and et e e P ]

implemented in accordance with implemented in accordance with Lo inaecarda ool

Regulation (EU) 2021/694 and in Regulation (EU) 2021/694 and in | Regunlation (EL)-2021/694-and-in

particular Specific Objective 3 particular Specific Objective 3 partictdar-Specifie- Objective3

thereof. thereof. Hhreeeads

| Article 3(2), first subparagraph |
2. The European Cyber Shield 2. The European Cyber Shield 2. The European_Cybersecurity 2. The European_Cybersecurity
shall: shall: Alert System-Cyber-Shield shall: Alert System-Cyber-Shield shall:
80
Text Origin: Council
Mandate
| Article 3(2), first subparagraph, point (-a) |
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

(-a) contribute to better protection

and response to cyber threats by

(-a) contribute to better protection
and response to cyber threats by

supporting and cooperating with,

supporting and cooperating with,

and reinforcing the capacities of,

and reinforcing the capacities of,

relevant entities, in particular
CSIRTs, the CSIRTs network,

relevant entities, in particular
CSIRTs, the CSIRTs network,

80a EU-CyCLONe and the competent | EU-CyCLONe and the competent
authorities designated or authorities designated or
established pursuant to Article 8 established pursuant to Article 8
of Directive (EU) 2022/2555; of Directive (EU) 2022/2555;
Text Origin: Council
Mandate
| Article 3(2), first subparagraph, point (a) |
(a) pool and share data on cyber (a) pool and share data on cyber (a) pool and-share (a) pool and-share-datarelevant
threats and incidents from various | threats and incidents from various | datainformation on cyber threats data and information on cyber
sources through cross-border sources through Cross-border and incidents from various sources | threats and incidents from various
SOCs; SOCs_and where relevant within the Cross Border Cyber sources within the Cross Border
exchange of information with Hubs and share analysed or Cyber Hubs and share analysed or
CSIRTs Network; aggregated information__through aggregated information__through
81 eross-border-SOCsCross Border eross-border-SOCsCross Border
Cyber Hubs; Cyber Hubs, where relevant with
the CSIRTs Network;
Text Origin: Council
Mandate
| Article 3(2), first subparagraph, point (b) |
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

(b) produce high-quality,
actionable information and cyber
threat intelligence, through the use
of state-of-the art tools, notably
Artificial Intelligence and data
analytics technologies;

(b) produce high-quality,
actionable information and cyber
threat intelligence, through the use
of state-of-the art tools, notably
Artificial Intelligence and data
analytics technologies;

(b) preduececoliect high-quality,
aectionable information and cyber
threat intelligence, through the use
of state-of-the art tools_and
advanced technologies , and share
that information and cvber threat

(b) produeecollect and support
the production of high-quality,
actionable information and cyber
threat intelligence, through the use
of state-of-the art tools_and
advanced technologies, and share

intelligence—notabiy-Artificial

that information and cyber threat

Ll s cogeleloge bt intelligence—rotably-Artificial
krologies: Lol ) s

82 e
feelialosion
EC: actionable means with
operational value
CL: add definition of actionable in
recital
Text Origin: Council
Mandate

Article 3(2), first subparagraph, point (c)
(c) contribute to better protection | (c) contribute to better protection (C) wombribirorobortor nraionion

%3 and response to cyber threats; and response to cyber threats, el a e b e e deleted

including by providing concrete
recommendations to entities;
Article 3(2), first subparagraph, point (d)

84 (d) contribute to faster detection of | (d) contribute to faster detection of | (d) contribute to fasterenhance (d) contribute to fasterenhance
cyber threats and situational cyber threats and situational coordinated detection of cyber coordinated detection of cyber
awareness across the Union; awareness across the Union; threats and common situational threats and common situational
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

awareness across the Union, and to
the issuing of alerts;

awareness across the Union, and to
the issuing of alerts, including,
where relevant, by providing
concrete recommendations to
entities;

Text Origin: Council

Mandate

| Article 3

(2), first subparagraph, point (e)

(e) provide services and activities
for the cybersecurity community in
the Union, including contributing
to the development advanced
artificial intelligence and data

(e) provide services and activities
for the cybersecurity community in
the Union, including contributing
to the development of advanced
artificial intelligence and data

(e) provide services and activities
for the cybersecurity community in
the Union, including contributing
to the development of advanced
tools and technologies, such as

(e) provide services and activities
for the cybersecurity community in
the Union, including contributing
to the development of advanced
tools and technologies, such as

85 analytics tools. analytics tools. artificial intelligence and data artificial intelligence and data
analytics tools. analytics tools.
Text Origin: Council
Mandate
| Article 3(2), second subparagraph
It shall be developed in It shall be developed in B
cooperation with the pan-European | cooperation with the pan-European | ecoperationwith-thepan- deleted
36 High Performance Computing High Performance Computing EwropeanHich-Perforpce
infrastructure established pursuant | infrastructure established pursuant | Computinginfrastructire
to Regulation (EU) 2021/1173. to Regulation (EU) 2021/1173. evterblbdhed s e ro- e i
(EU) 20211173,
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
Article 3(2a)
3. Actions implementing the 3. Actions implementing the
European Cybersecurity Alert European Cybersecurity Alert
System shall be supported by System shall be supported by
funding from the Digital Europe funding from the Digital Europe
Programme and implemented in Programme and implemented in
86a accordance with Regulation (EU) | accordance with Regulation (EU)
2021/694 and in particular 2021/694 and in particular
Specific Objective 3 thereof. Specific Objective 3 thereof.
Text Origin: Council
Mandate
| Article 4 |
Article 4 Article 4 Article 4 Article 4
National Security Operations National Security Operations National Seewrity-Operations National Seeurity-Operations
Centres Centres ECentresCyber Hubs CentresCyber Hubs
87 to be aligned with all titles/definitions
Text Origin: Council
Mandate
Article 4(1), first subparagraph |
1. In order to participate in the 1. In order to be able to participate | 1. f#orderto-Where a Member 1. fwordertoWhere a Member
Y 88 European Cyber Shield, each in the European Cyber Shield, each | State decides to voluntarily State decides to_participate in the | v
Member State shall designate at Member State shall designate at participate in the European European_Cybersecurity Alert
least one National SOC. The least one National SOC. The Cybersecurity Alert System, it System, it-Cyber-Shield—each
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
National SOC shall be a public National SOC shall be a pbe SP el -cach-Menrber-State Member-State shall designate &+
body. centralised capacity in a public shall designate atteast-one least-oneor if necessary establish a

body. When possible, the National | National-SOC—The Nationed-SOE | National Cyber Hub for the
SOCs shall be incorporated into shatl-be-a-pitbtic-bodya single purposes of this Regulation
the CSIRTs or other existing National Cyber Hub exercising (National Cyber Hub) Neationat
cybersecurity infrastructures and | the functions as defined in Article | SOC—TheNational-SOC-shatl-be-a
governance. 2 (-1) for the purposes of this prerbliebedle,
Regulation.
Article 4(1), second subparagraph
It shall have the capacity to act as a | It shall have the capacity to act as a | H#-shall-have-the-capacity-to-act-as
reference point and gateway to reference point and gateway to epelipeg e salar g Do deleted
other public and private other public and private e e
organisations at national level for organisations at national level, organisations-at-nationaltevelfor | Moved to row 64b and b. EP addition
collecting and analysing particularly their National SOCs, | collectine-and-anatysing to be discussed there.
information on cybersecurity for collecting and analysing inforpietion-omerbersecntiy
threats and incidents and information on cybersecurity Hhrep e edd el
contributing to a Cross-border threats and incidents, and, where conrthuting-to-a-Cross-horder
89 SOC. It shall be equipped with relevant, sharing those SOCtshall-be-equippedvith
state-of-the-art technologies information with members of the | state-of-the-art-technolosies
capable of detecting, aggregating, CSIRTs network of that Member | capable-ofdetecting—aesresating
and analysing data relevant to State, and contributing to a Cross- | and-anelysine-dataretevantto
cybersecurity threats and incidents. | border SOC. It shall be equipped epbersecnriythreats-and-rcidents:
with state-of-the-art technologies
capable of preventing, detecting,
aggregating, and analysing data
relevant to cybersecurity threats
and incidents.

Article 4(1a) |
| 89a | v
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement

A National SOC or CSIRT may 1b. As part of the functions
request telemetry, sensor or referred to in paragraph la,
logging data of their national National Cyber Hubs may
critical entities from managed cooperate with private sector
security service providers that entities to exchange relevant data
provide a service to the critical and information for the purpose
entity. That data shall be shared of detecting and preventing cyber
in_accordance with Union data threats and incidents, including
protection law and with the sole with sectoral and cross-sectoral
purpose of supporting the communities of essential and
National SOC or CSIRT to the important entities. Where

detect and prevent cybersecurity appropriate and in accordance
threats and incidents. with national and Union law, the

information requested or received
by National Cyber Hubs may
include telemetry, sensor and

logging data.

Recital 13 should also include
management security service
providers as an example.

Article 4(1b)

1b. The National Cyber Hub shall
be a single entity acting under the
authority of a Member State. It
g9 may be a CSIRT, or if the Member ,
State deems it necessary, a
national cyber crisis management
authority or other competent
authority designated or

established under Directive
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

2022/25535, or another entity. It
shall:

(a) have the capacity to act as a
reference point and gateway to
other public and private
organisations at national level for
collecting and analysing
information on _cyber threats and
incidents and to contribute to a
Cross-Border Cyber Hub as
referred to in Article 5 of this
Regulation; and

(b) be capable of detecting,
aggregating, and analysing data
and information relevant to cyber
threats and incidents, such as
cyber threat intelligence, by using
in particular state-of-the-art
technologies, and with the aim to
prevent incidents.

Note to layer linguistic: this point is to
be placed after paragraph 1

Article 4

(2)

2. Following a call for expression

2. Following a call for expression

of interest, National SOCs shall be | of interest,— National SOCs deleted
90 selected by the European sheattmay be selected by the st e Kpee s ey
Cybersecurity Competence Centre | European Cybersecurity Eybersecurity-Competence-Centre | Moved to Article 8a(1) - row 113b
(‘ECCC) to participate in a joint Competence Centre (‘ECCC’) to o e AR E S
procurement of tools and participate in a joint procurement procirerment-oftookyeid
infrastructures with the ECCC. The | of tools and infrastructures with the | infrastruetureswith-the £€CCE—The
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Commission Proposal

ECCC may award grants to the
selected National SOCs to fund the
operation of those tools and
infrastructures. The Union
financial contribution shall cover
up to 50% of the acquisition costs
of the tools and infrastructures, and
up to 50% of the operation costs,
with the remaining costs to be
covered by the Member State.
Before launching the procedure for
the acquisition of the tools and
infrastructures, the ECCC and the
National SOC shall conclude a
hosting and usage agreement
regulating the usage of the tools
and infrastructures.

EP Mandate

ECCC. The ECCC may award
grants to the selected National
SOCs to fund the operation of
those tools and infrastructures. The
Union financial contribution shall
cover up to 50% of the acquisition
costs of the tools and
infrastructures, and up to 50% of
the operation costs, with the
remaining costs to be covered by
the Member State. Before
launching the procedure for the
acquisition of the tools and
infrastructures, the ECCC and the
National SOC shall conclude a
hosting and usage agreement
regulating the usage of the tools
and infrastructures.

Ceouncil Mandate

Draft Agreement

| Article 4

3)

3. A National SOC selected
pursuant to paragraph 2 shall
commit to apply to participate in a
Cross-border SOC within two

3. A National SOC selected
pursuant to paragraph 2 shall
commit to apply to participate in a
Cross-border SOC within two

3. A National-SOC-Member State
selected pursuant to_Article 8a
paragraph 21 shall commit to apply

3. A National-SOC-Member State
selected pursuant to_Article 8a
paragraph 21 shall commit to apply

years from the date on which the years from the date on which the SO et e e he SO ettt e
91 tools and infrastructures are tools and infrastructures are lent i e oo L lent i e oo L
acquired, or on which it receives acquired, or on which it receives L e e e ey e e oo Lo o
grant funding, whichever occurs grant funding, whichever occurs el e e e e vl el-flrecelves-gram-finding
sooner. If a National SOC is nota | sooner. If a National SOC is not a | whicheveroceurssooner—f-afor its | whichever-oceurssooner—f-afor its
participant in a Cross-border SOC | participant in a Cross-border SOC | National SOC-isnot-aparticipant | National SOCisnot-a-participant
by that time, it shall not be eligible | by that time, it shall not be eligible | in-a-Cross-borderSOCby-that tre-Cross—horder-SOEhrthat
for additional Union support under | for additional Union support under | #ime—itshett-not-be-elisiblefor time—it-shatl-norbe-elivible-for
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

this Regulation.

this Regulation.

L isional Ui :

thisRegwlationCyber Hub to
participate in a Cross Border

Cyber Hub.

L itional Ui :

thisReswtationCyber Hub to
participate in a Cross Border

Cyber Hub.

Text Origin: Council
Mandate
| Article 5 |
Article 5 Article 5 Article 5 Article 5
Cross-border Security Operations Cross-border Security Operations Cross-border Seeunrity-Operations | Cross-border Seewnrity-Operations
9 Centres Centres EentresCyber Hubs EentresCyber Hubs
Text Origin: Council
Mandate
| Article 5(1) |
1. A Hosting Consortium 1. A Hosting Consortium 1. A Hosting Consortium 1. A-Hesting-Consortitm
consisting of at least three Member | consisting of at least three Member | consisting of at least three Member | eonsistine—ofWhere at least three
States, represented by National States, represented by National States, repeseied b A esloned Member States;+epresented-by
SOCs, committed to working SOCs, committed to working SOCs—committedto-working P T
together to coordinate their cyber- | together to coordinate their cyber- | committed to ensuring that their working are committed to
93 detection and threat monitoring detection and threat monitoring National Cyber Hubs work ensuring that their National Cyber
activities shall be eligible to activities shall be eligible to together to coordinate their cyber- | Hubs work together to coordinate
participate in actions to establish a | participate in actions to establish a | detection and threat monitoring their cyber-detection and threat
Cross-border SOC. Cross-border SOC._4 Cross-border | activities shall be eligible to monitoring activities, those
SOC shall be designed to detect participate in actions to establish a | Member States may establish a
and analyse cyber threats, prevent | Cross—border-SOECCross-Border Hosting Consortium for the
incidents and support the Cyber Hub. purposes of this Regulation
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Commission Proposal

EP Mandate

production of high-quality
intelligence, in particular through
the exchange of data from various
sources, public and private, as
well as through the sharing of
state-of-the-art tools and by jointly
developing cyber detection,
analysis, prevention and
protection capabilities in a trusted
and secure environment.

Ceouncil Mandate

Draft Agreement
(Hosting Consortium)-shall-be

N — ; .
establish-a-Cross—border-SOC.

| Article 5(1a)

93a

la. A Hosting Consortium shall
be a consortium composed of at
least three participating Member
States that have agreed to
establish and contribute to the
acquisition of tools, infrastructure
and services for, and operation of,
a Cross-border Cyber Hub as
referred to in paragraph [3a]

| Article 5(2)

2. Following a call for expression

2. Following a call for expression

of interest, a Hosting Consortium of interest, a Hosting Consortium deleted
94 shall be selected by the ECCC to shattmay be selected by the ECCC | shatl-beselected-by-the £CECCto
participate in a joint procurement to participate in a joint B e e e e e
of tools and infrastructures with the | procurement of tools and et ek e e e e
ECCC. The ECCC may award to infrastructures with the ECCC. The | the ECCC—The ECCCHmay-avard
the Hosting Consortium a grant to | ECCC may award to the Hosting to-theHosting-Consortinnragret
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Commission Proposal

fund the operation of the tools and
infrastructures. The Union
financial contribution shall cover
up to 75% of the acquisition costs
of the tools and infrastructures, and
up to 50% of the operation costs,
with the remaining costs to be
covered by the Hosting
Consortium. Before launching the
procedure for the acquisition of the
tools and infrastructures, the ECCC
and the Hosting Consortium shall
conclude a hosting and usage
agreement regulating the usage of
the tools and infrastructures.

EP Mandate

Consortium a grant to fund the
operation of the tools and
infrastructures. The Union
financial contribution shall cover
up to 75% of the acquisition costs
of the tools and infrastructures, and
up to 50% of the operation costs,
with the remaining costs to be
covered by the Hosting
Consortium. Before launching the
procedure for the acquisition of the
tools and infrastructures, the ECCC
and the Hosting Consortium shall
conclude a hosting and usage
agreement regulating the usage of
the tools and infrastructures.

Ceouncil Mandate

Draft Agreement

| Article 5(2a)

94a

2a. By way of derogation from
Article 176 of Regulation (EU,
Euratom) 2018/1046, entities
established in third countries that
are not parties to the GPA shall
not participate in the joint
procurement of tools and

infrastructures.

deleted

| Article 5(3)

95

3. Members of the Hosting
Consortium shall conclude a

3. Members of the Hosting
Consortium shall conclude a

3. Members of the Hosting
Consortium shall conclude a

Hosting Consortium is selected in

3. MenbersoftheWhere a I
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Commission Proposal

written consortium agreement
which sets out their internal
arrangements for implementing the
hosting and usage Agreement.

EP Mandate

written consortium agreement
which sets out their internal
arrangements for implementing the
hosting and usage Agreement.

Ceouncil Mandate

written consortium agreement
which sets out their internal
arrangements for implementing the
hosting and usage agreement
referred to in Article 8a.

Draft Agreement

accordance with Article 8a(3), its
members shall conclude a written
consortium agreement which;

(a) sets out their internal
arrangements for implementing the
hosting and usage agreement
referred to in_[Article 8a(3)];

(b) establishes the Hosting
Consortium’s Cross-border Cyber
Hub; and

(¢) includes the specific clauses
required pursuant to Article 6(1)

and (2).

Text Origin: Council

Mandate

| Article 5

(3a)

95a

3a. A Cross-border Cyber Hub
shall be a multi-country platform
established by a written
consortium agreement as referred
to in paragraph [3]. It shall bring
together in a coordinated network
structure the National Cyber Hubs
of the Hosting Consortium’s
Member States. It shall be
designed to enhance the
monitoring, detection and analysis
of cyber threats, to prevent
incidents and to support the
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

production of cyber threat
intelligence, notably through the
exchange of relevant and, where
appropriate, anonymised data and
information, as well as through
the sharing of state-of-the-art
tools and jointly developing cyber
detection, analysis and prevention
and protection capabilities in a
trusted environment.,

| Article 5(4)

4. A Cross-border SOC shall be 4. A Cross-border SOC shall be 4. A Cross-border-SOC-Cross- 4. A Cross-border-SOC-Cross-

represented for legal purposes by a | represented for legal purposes by a | Border Cyber Hub shall be Border Cyber Hub_shall be

National SOC acting as National SOC acting as represented for legal purposes by a | represented for legal purposes by a

coordinating SOC, or by the coordinating SOC, or by the National-SOC-member of the National-SOC-member of the

Hosing Consortium if it has legal Hosing Consortium if it has legal Hosting Consortium_acting as corresponding Hosting

personality. The co-ordinating personality. The co-ordinating eoordinating-SOCa coordinator , Consortium_acting as

SOC shall be responsible for SOC shall be responsible for or by the HesineHosting eoordinatine-SOCa coordinator

compliance with the requirements | compliance with the requirements | Consortium if it has legal or by the HesingHosting

of the hosting and usage agreement | of the hosting and usage agreement | personality.Fhe-co-ordinating Consortium if it has legal

96 and of this Regulation. and of this Regulation. SOCshall-beresponsible-for personality._The responsibility for
Ry compliance of the Cross-Border
of _The responsibility for Cyber Hub with this Regulation
compliance of the Cross-Border and-eeo—ord el DO ]
Cyber Hub with this Regulation bepeamdblo b e licnese i
and the hosting and usage therequirements-of the hosting and
agreement and-of this usage agreement axd-of this
Resulationshall be determined in | Resulationshall be determined in
the written consortium agreement | the written consortium agreement
referred to in paragraph 3. referred to in paragraph 3.
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Commission Proposal EP Mandate Council Mandate Draft Agreement
Text Origin: Council
Mandate
Article 5(4a) |
5. A Member State may join an 5. A Member State may join an
existing Hosting Consortium with | existing Hosting Consortium with
the agreement of the Hosting the agreement of the Hosting
Consortium members. The written | Consortium members. The written
consortium _agreement referred to | consortium agreement referred to
in paragraph 3 and the hosting in paragraph 3 and the hosting
and usage agreement shall be and usage agreement shall be
modified accordingly. This shall modified accordingly. This shall
not affect the European not affect the European
96a Cybersecurity Industrial, Cybersecurity Industrial,
Technology and Research Technology and Research
Competence Centre (‘ECCC’)’s Competence Centre (‘ECCC’)’s
ownership rights over the tools, ownership rights over the tools,
infrastructures and services infrastructures and services
already jointly procured with that | already jointly procured with that
Hosting Consortium. Hosting Consortium.
Text Origin: Council
Mandate
| Article 6
97 Article 6 Article 6 Atrticle 6 Article 6
Cooperation and information Cooperation and information Cooperation and information Cooperation and information
sharing within and between cross- sharing within and between cross- sharing within and between eress- | sharing within and between eress-
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border SOCs

border SOCs

border-SOCsCross-Border Cyber
Hubs

Draft Ag

border-SOCsCross-Border Cyber
Hubs

Text Origin: Council

Mandate

Article 6

(1)

1. Members of a Hosting
Consortium shall exchange
relevant information among
themselves within the Cross-border
SOC including information relating
to cyber threats, near misses,
vulnerabilities, techniques and
procedures, indicators of
compromise, adversarial tactics,
threat-actor-specific information,
cybersecurity alerts and

1. Members of a Hosting
Consortium shall exchange
relevant information among
themselves within the Cross-border
SOC including information relating
to cyber threats, near misses,
vulnerabilities, techniques and
procedures, indicators of
compromise, adversarial tactics,
threat-actor-specific information,
cybersecurity alerts and

1. Members of a Hosting

Consortium shall exehange

, sedl ] s
threat-actor-specificensure that

1. Members of a Hosting

Consortium shall exehange
SOC-includineensure that their
National Cyber Hubs exchange,
in_accordance with the
Consortium Agreement referred to
in Article 5(3), relevant and where
appropriate, anonymised

their National Cyber Hubs

information, such as information

v 98 recommendations regarding the recommendations regarding the exchange, in accordance with the | relating to cyber threats, near
configuration of cybersecurity configuration of cybersecurity Consortium Agreement referred to | misses, vulnerabilities, techniques
tools to detect cyber attacks, where | tools to detect cyber attacks, where | in Article 5(3), relevant and where | and procedures, indicators of
such information sharing: such information sharing: appropriate, anonymised compromise, adversarial tactics,

information;-eybersecurity-alerts threat-actor-specific information,
e e s cybersecurity alerts and
the-confiswration-of-cyberseenrity | recommendations regarding the
toolsto-detect among themselves configuration of cybersecurity
within the Cross-Border Cyber tools to detect cyber attacks,
attacks;Hub where such among themselves within the
information sharing: Cross-Border Cyber Hub where
such information sharing:
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

COM proposal to be checked by
Council and EP
Text Origin: Council
Mandate

Article 6

(1), point (a)

(a) aims to prevent, detect,
respond to or recover from
incidents or to mitigate their
impact;

(a) ebsptoprereaidloteas
FESPORU-O-OFFecoverfromt

. . /Z . .O . l .
tmpactimproves the exchange of

(a) ains—to-prevent—detect;
respond-to-or-recoverfrom-fosters
and enhances the detection of
cvber threats and reinforces the

Q) ains—to-prevent—detect;
respond-to-or-recoverfrom-fosters
and enhances the detection of
cvber threats and reinforces the

cyber threat intelligence between

capabilities of the CSIRTs

National and Cross-border SOCs

network to prevent and respond to

capabilities of the CSIRTs
network to prevent and respond to

and industry ISACs with the aim
to prevent, detect, or mitigate

incidents or to mitigate their
impact;

incidents or to mitigate their
impact;

Y 99 threats;
COM to draft a proposal for article 4
based on NIS 2 language + recital on
ISAC
Council to check
Text Origin: Council
Mandate
Article 6(1), point (b)
1 100 (b) enhances the level of (b) enhances the level of (b) enhancesenhance the level of
cybersecurity, in particular through | cybersecurity, in particular through | cybersecurityi#particntar Council to check
raising awareness in relation to raising awareness in relation to el ek e e e
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EP Mandate

Ceouncil Mandate

Commission Proposal

cyber threats, limiting or impeding
the ability of such threats to spread,
supporting a range of defensive
capabilities, vulnerability
remediation and disclosure, threat
detection, containment and
prevention techniques, mitigation
strategies, or response and
recovery stages or promoting
collaborative threat research
between public and private entities.

cyber threats, limiting or impeding
the ability of such threats to spread,
supporting a range of defensive
capabilities, vulnerability
remediation and disclosure, threat
detection, containment and
prevention techniques, mitigation
strategies, or response and
recovery stages or promoting
collaborative threat research
between public and private entities.

Draft Agreement

Article 6

(2)

2. The written consortium
agreement referred to in Article
5(3) shall establish:

2. The written consortium
agreement referred to in Article
5(3) shall establish:

2. The written consortium
agreement referred to in Article
5(3) shall establish:

2. The written consortium
agreement referred to in Article
5(3) shall establish:

101
Text Origin:
Commission Proposal
Article 6(2), point (a)
(a) a commitment to share a (a) a commitment to share a (a) a commitment to share &
significant amount of data referred | significant-emeuntof-_.data sienificant-amonnt-of-dataamong redrafting needed. to be mentioned
to in paragraph 1, and the referred to in paragraph 1, and the | the members of the Consortium only once, more details on previous
v| 102 | conditions under which that conditions under which that relevant and where appropriate, rows.
information is to be exchanged; information is to be exchanged; anonymised information referred | EP to check with art 6
to in paragraph 1, and the Reference on Union and national law
conditions under which that Linked to confidentiality
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

information is to be exchanged.
The agreement may specify that
the information shall be
exchanged in accordance with
national law;

Article 6

(2), point (b)

(b) a governance framework
incentivising the sharing of
information by all participants;

(b) a governance framework
incentivising the sharing of
information by all participants;

(b) a governance framework

clarifying and incentivising the

sharing of relevant and, where
appropriate, anonymised

(b) a governance framework

clarifying and incentivising the

sharing of relevant and, where
appropriate, anonymised

103 information_referred to in information_referred to in
paragraph 1 by all participants; paragraph 1 by all participants;
Text Origin: Council
Mandate
| Article 6(2), point (c) |
(c) targets for contribution to the (c) targets for contribution to the (c) targets for contribution to the (c) targets for contribution to the
development of advanced artificial | development of advanced artificial | development of advanced tools and | development of advanced tools and
intelligence and data analytics intelligence and data analytics technologies, such as artificial technologies, such as artificial
tools. tools. intelligence and data analytics intelligence and data analytics
104 tools. tools.
Text Origin: Council
Mandate
| Article 6(3) |
6601/24 FM/ff 129
ANNEX JAL2 LIMITE EN



Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

3. To encourage exchange of
information between Cross-border
SOCs, Cross-border SOCs shall
ensure a high level of
interoperability between
themselves. To facilitate the
interoperability between the Cross-
border SOCs, the Commission
may, by means of implementing

3. To encourage exchange of
information betweeramong Cross-
border SOCs_and with industry

3. To encourage exchange of
relevant and, where appropriate,
anonymised information between

ISACs, Cross-border SOCs shall
ensure a high level of
interoperability between
themselves_and, where possible,
with industry ISACs. To facilitate
the interoperability between the

SOCsCross-Border Cyber Hubs ,
Cross-Border Cyber Hubs shall
ensure a high level of
interoperability between

themselves. Fofacititatethe

common ground on ENISA and CSIRTs
Council to work on COM proposal for
art 4

acts, after consulting the ECCC, Cross-border SOCs_and with Lt bonpe g the S

specify the conditions for this industry ISACs, information borderSOCs—the-Connnission

interoperability. Those sharing standards and protocols mev—by-means-of-implenienting

implementing acts shall be adopted | may be harmonised with tets—efter-consulting the LCCE,

in accordance with the examination | international standards and speetbh e con i m e L

procedure referred to in Article industry best practices. The joint fteroperabitity—Those

105 21(2) of this Regulation. procurement of cyber Lot L b o)
infrastructures, services and tools | in-accordanceCross-Border Cyber
shall also be encouraged. Hubs shall conclude cooperation
Moreover Lot - agreements with one another,
el entie—aer, after specifying interoperability and
consulting the ECCCi-specify-the information sharing principles
conditionsfor-this-interoperability- | among the Cross-Border Cyber
Lhesetopplonren v el Ll Hubs. Cross-Border Cyber Hubs
adopted and ENISA, the shall inform the Commission
Commission is empowered, by... about the agreements concluded.
[six months from the date of entry | ENISA, in cooperation with the
into force of this Regulation] to e
adopt delegated acts in accordance | inArticte21{2)-of this
with Article 20a to supplement ResutationECCC and the CSIRTs
this Regulation, by specifying the | network may issue guidance to
conditions for this interoperability | support establishing
in _close coordination with the interoperability between the
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Cross-border SOCs and on the

Cross-Border Cyber Hubs.

basis of international standards
and industry best practicesthe
. o 21(2) of this Reewlation.

Article 6

(4)

| 106

4. Cross-border SOCs shall
conclude cooperation agreements
with one another, specifying
information sharing principles

among the cross-border platforms.

4. Cross-border SOCs shall
conclude cooperation agreements
with one another_and with, where
appropriate, industry ISACs,,
specifying information sharing and
interoperability principles among
the cross-border platforms, taking
into consideration existing
relevant information sharing
mechanisms provided for in
Directive (EU) 2022/2555. Where
appropriate, Cross-border SOCs
shall conclude cooperation
agreements with industry ISACs.
In the context of a potential or
ongoing large-scale cybersecurity
incident, information sharing
mechanisms shall comply with the
relevant provisions of the
Directive (EU) 2022/2555.

involvement of private sector: recital
mentioning ISAC + art4.

CNS to propose a compromise on Art4
COM to propose recital

Article 7

107

Article 7

Article 7

Article 7

Article 7
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
Cooperation and information Cooperation and information Cooperation and information Cooperation and information
sharing with Union entities sharing with Hruion-entitiesthe sharing with Drion-entities-Union- | sharing with Urion-entities-Union-
CSIRT network level networks level networks
Text Origin: Council
Mandate
Article 7(-1) |
-1. Cross-Border Cyber Hubs and | -1. Cross-Border Cyber Hubs and
the CSIRTs Network shall the CSIRTs Network shall
cooperate closely, in particular for | cooperate closely, in particular for
the purpose of sharing the purpose of sharing
information. To that end, they information. To that end, they
shall agree on procedural shall agree on procedural
107 arrangements on cooperation and | arrangements on_cooperation and
a sharing of relevant information sharing of relevant information
and, without prejudice to and, without prejudice to
paragraph 1, the types of paragraph 1, the types of
information to be shared. information to be shared.
Text Origin: Council
Mandate
| Article 7(1) |
1. Where the Cross-border SOCs 1. Where the Cross-border SOCs 1. Where the Cross-border-SOCs 1. Where the Cross-border-SOCs
108 obtain information relating to a obtain information relating to a Cross-Border Cyber Hubs obtain | Cross-Border Cyber Hubs obtain
potential or ongoing large-scale potential or ongoing large-scale information relating to a potential information relating to a potential
cybersecurity incident, they shall cybersecurity incident_for the or ongoing large-scale or ongoing large-scale
provide relevant information to purpose of shared situation cybersecurity incident, they shall cybersecurity incident, they shall
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

EU=CyCLONe, the CSIRTs
network and the Commission, in
view of their respective crisis
management roles in accordance
with Directive (EU) 2022/2555
without undue delay.

awareness, the coordinating SOC:
they shall provide the relevant
information to EE=CCLONeits

CSIRT or competent authority,

provideensure_that relevant
information teEL=CrECLONeas

well as early warnings are
provided to the CSIRTs network,

which will report this to the EU-

and EU-CyCLONe, without

CyCLONe, the CSIRTs network
and the Commission_and ENISA,
in_line with—inview-of their
respective crisis management roles
and procedures in accordance with
Directive (EU) 2022/2555 without
undue delay._This paragraph shall
not impose further obligations on
public or private entities to

communicate a potential or
ongoing large-scale cybersecurity
incident for the fulfilment of the
obligations laid down in the

undue delay-end-the-Comniission,
in view of their respective crisis
management roles in accordance
with Directive (EU) 2022/2555

e

provideensure, for the purpose of
common situational awareness,
that relevant information as well as
early warnings are_provided to
[the Member States and the
Commission through the
appropriate Union-level networks,
including] toEU—=C3CLONe-the
CSIRTs network, and EU-
CyCLONe, without undue delay
and-the-Commission, In view of
their respective crisis management
roles in accordance with Directive
(EU) 2022/2555without-ihdre

deley.

Three institutions to check

Directive (EU) 2022/2555. Text Origin: Council
Mandate
| Article 7(2)
2. The Commission may, by 2. The Commission #ess-by-means | 2. The-Commissionary—by-meahs
means of implementing acts, ebplenpentin e e detemnrinels | o plenrentin e sadlere st
determine the procedural empowered to adopt delegated acts | theproceduwral-arransementsfor
109 arrangements for the information in_accordance with Article 20a Hhre bt el

sharing provided for in paragraphs | after consulting the CSIRT R e e
1. Those implementing acts shall network_to supplement this Lot e e b e oo
be adopted in accordance with the | Regulation by determining the frmprennplagreemelle e
examination procedure referred to | procedural arrangements for the examinttonrprocedirereferredto
in Article 21(2) of this Regulation. | information sharing provided for in | inArticte 21H{2)-of this Resutation-
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
paragraphs 1—Fhose-implementing
actsshatl-be-adopted of this
Article and in accordance with #e
ResutationDirective (EU)
2022/2555.
| Article 8
Article 8 Article 8 Article 8 Article 8
Security Security Security Security
110
Text Origin:
Commission Proposal
Article 8(1) |
1. Member States participating in | 1. Member States participating in | 1. Member States participating in | 1. Member States participating in
the European Cyber Shield shall the European Cyber Shield shall the European_Cybersecurity Alert | the European_Cybersecurity Alert
ensure a high level of data security | ensure a high level of System-Cyber-Shield shall ensure a | System-Cyber-Shietd shall ensure a
and physical security of the confidentiality and data security high level of_cybersecurity, high level of_cybersecurity,
European Cyber Shield and physical security of the including data security, as well as | including confidentiality and data
o111 infrastructure, and shall ensure that | European Cyber Shield and-physical security of the security, as well as -a#d-physical
the infrastructure shall be infrastructure, and shall ensure that | European_Cybersecurity Alert security of the European
adequately managed and controlled | the infrastructure shall be System-Cyber-Shield infrastructure, | Cybersecurity Alert System
in such a way as to protect it from | adequately managed and controlled | and shall ensure that the network-Cyber-Shietd
threats and to ensure its security in such a way as to protect it from | infrastructure-shett-be_is infrastruetnre, and shall ensure that
and that of the systems, including threats and to ensure its security adequately managed and controlled | the infrastructreshall-benetwork
that of data exchanged through the | and that of the systems, including in such a way as to protect it from | is adequately managed and
infrastructure. that of data exchanged through the | threats and to ensure its security controlled in such a way as to
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

infrastructure.

and that of the systems, including
that of information and data
exchanged through the
infrastructure.

protect it from threats and to ensure
its security and that of the systems,
including that of information and
data exchanged through the

infrastructurenetwork.

info security horizontal clause

to be checked after art2 is discussed
Name check

Linked to confidentiality

Text Origin: Council
Mandate

Article 8

(2)

2. Member States participating in
the European Cyber Shield shall
ensure that the sharing of
information within the European
Cyber Shield with entities which
are not Member State public bodies
does not negatively affect the

2. Member States participating in
the European Cyber Shield shall
ensure that the sharing of
information within the European
Cyber Shield with entities which
are not Member State public bodies
does not negatively affect the

2. Member States participating in
the European_Cybersecurity Alert
System-Cyber-Shield shall ensure
that the sharing of relevant and,
where appropriate, anonymised

2. Member States participating in
the European_Cybersecurity Alert
System-Cyber-Shield shall ensure
that the sharing of relevant and,
where appropriate, anonymised

information within the European
Cybersecurity Alert System with

information within the European
Cybersecurity Alert System with

112 | security interests of the Union. security interests of the Union. any entity other than a-Cyber any entity other than a-Cyber
Member-State public bodies Member-State public bodies
authority or body of a Member authority or body of a Member
State_does not negatively affect State_does not negatively affect
the security interests of the Union | the security interests of the Union
or the Member States. or the Member States.
Text Origin: Council
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Commission Proposal EP Mandate Council Mandate Draft Agreement
Mandate
| Article 8(3)
3. The Commission may adopt 3. The Commission may adopt 3. FheCommiissror # adopt
implementing acts laying down implementing acts laying down tplementing—tie -t ing-do n
technical requirements for Member | technical requirements for Member | techuicalrequirementstorMember
States to comply with their States to comply with their Lttt i
obligation under paragraph 1 and 2. | obligation under paragraph 1 and 2. | eblisation-underparacraphi-and
Those implementing acts shall be Those implementing acts shall be e e e
adopted in accordance with the adopted in accordance with the beselaprodbinaeeardanemnitl-dhe
examination procedure referred to | examination procedure referred to | examinationprocedurereferred-to
in Article 21(2) of this Regulation. | in Article 21(2) of this Regulation. | inArticte 21{2)-of this Resutation-
113 In doing so, the Commission, They shall comply with Directives | tn-doins—sothe-Conmiission:
supported by the High (EU) 2022/2555 and (EU) st eyt Ll
Representative, shall take into 2022/2557 . In_its implementing Represertative—shatitakeinto
account relevant defence-level actstn-doine—se, the Commission, srmemrtpelopen o lonen Jon]
security standards, in order to supported by the High st e e e et
facilitate cooperation with military | Representative, shall take into et e s e et e
actors. account relevant defence-level Gerors:
security standards, in order to
facilitate cooperation with military
actors.
| Article 8a
Article 8a
113a Funding of the European
Cybersecurity Alert System
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
Article 8(3a)
1. Following a call for expression | 1. Following a call for expression
of interest, Member States of interest, Member States
intending io pariticipate in the intending to participate in the
European Cybersecurity Alert European Cybersecurity Alert
System shall be selected by the System shall be selected by the
European Cybersecurity European Cybersecurity
Competence Centre (‘ECCC’) to Competence Centre (‘ECCC’) to
take part in a joint procurement of | take part in a joint procurement of
tools, infrastructures and services | tools, infrastructures and services
with the ECCC, in order to set up | with the ECCC, in order to set up
National Cyber Hubs, as referred | National Cyber Hubs, as referred
to in Article 4(1), or enhance to in Article 4(1), or enhance the
capabilities of an existing one. capabilities of existing ones. The
The ECCC may award grants to ECCC may award grants to the
113b the selected Member States to selected Member States to fund
[fund the operation of those tools, | the operation of those tools,
infrastructures and services. The infrastructures and services. The
Union financial contribution shall | Union financial contribution shall
cover up to 50% of the acquisition | cover up to 50% of the acquisition
costs of the tools, infrastructures costs of the tools, infrastructures
and services, and up to 50% of the | and services, and up to 50% of the
operation costs, with the operation costs, with the
remaining costs to be covered by remaining costs to be covered by
the Member State. Before the Member State. Before
launching the procedure for the launching the procedure for the
acquisition of the tools, acquisition of the tools,
infrastructures and services, the infrastructures and services, the
ECCC and the Member State shall | ECCC and the Member State shall
conclude a hosting and usage conclude a hosting and usage
agreement regulating the usage of | agreement regulating the usage of
the tools, infrastructures and the tools, infrastructures and
6601/24 FM/ff 137
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EP Mandate

Ceouncil Mandate

Commission Proposal

services. Following a call for
expression of interest, Member
States intending to participate in
the European Cybersecurity Alert
System shall be selected by the
European Cybersecurity
Competence Centre (‘ECCC’) to
take part in_a joint procurement of
tools, infrastructures and services
with the ECCC, in order to set up
National Cyber Hubs, as referred
to in Article 4(1), or enhance
capabilities of an existing one.
The ECCC may award grants to
the selected Member States to
fund the operation of those tools,

infrastructures and services. The
Union financial contribution shall
cover up to 50% of the acquisition
costs of the tools, infrastructures
and services, and up to 50% of the
operation costs, with the
remaining costs to be covered by
the Member State. Before
launching the procedure for the
acquisition of the tools,
infrastructures and services, the
ECCC and the Member State shall
conclude a hosting and usage
agreement regulating the usage of
the tools, infrastructures and
services.

Draft Agreement

services.

Text Origin: Council

Mandate
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
Article 8(3b)

2. If a Member State’s National 3b. If a Member State’s National
Cyber Hub is not a participant in Cyber Hub is not a participant in
a Cross-Border Cyber Hub within | a Cross-Border Cyber Hub within
two years from the date on which | two years from the date on which
the tools, infrasiructures and the tools, infrastructures and
services were acquired, or on services were acquired, or on
which it received grant funding, which it received grant funding,

113¢ whichever occurred sooner, the whichever occurred sooner, the
Member State shall not be eligible | Member State shall not be eligible
for additional Union support for additional Union support
under this Chapter until it has under this Chapter until it has
joined a Cross-Border Cyber Hub. | joined a Cross-Border Cyber Hub.

Text Origin: Council
Mandate
| Article 8(3c)

3. Following a call for expression | 3. Following a call for expression
of interest, a Hosting Consortium | of interest, a Hosting Consortium
shall be selected by the ECCC to shall be selected by the ECCC to
participate in a joint procurement | participate in a joint procurement
of tools, infrastructures and of tools, infrastructures and

113d services with the ECCC. The services with the ECCC. The
ECCC may award to the Hosting ECCC may award to the Hosting
Consortium _a grant to fund the Consortium _a grant to fund the
operation of the tools, operation of the tools,
infrastructures and services. The infrastructures and services. The
Union financial contribution shall | Union financial contribution shall
cover up to 75% of the acquisition | cover up to 75% of the acquisition
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costs of the teols, infrastructures

Draft Ag

costs of the tools, infrastructures

and services, and up to 50% of the

and services, and up to 50% of the

operation costs, with the
remaining cosis to be covered by

operation _costs, with the
remaining costs to be covered by

the Hosting Consortium. Before

the Hosting Consortium. Before

launching the procedure for the

launching the procedure for the

acquisition of the tools,
infrastructures and services, the

acquisition of the tools,
infrastructures and services, the

ECCC and the Hosting
Consortium shall conclude a
hosting and usage agreement
regulating the usage of the tools,

ECCC and the Hosting
Consortium shall conclude a
hosting and usage agreement
regulating the usage of the tools,

infrastructures and services.

infrastructures and services.

Text Origin: Council
Mandate

Article 8(3d)
4. The ECCC shall prepare, at 4. The ECCC shall prepare, at
least every two years, a mapping least every two years, a mapping
of the tools, infrastructures and of the tools, infrastructures and
services necessary to establish or services necessary and of
enhance National Cyber Hubs adequate quality to establish or
1136 and Cross-Border Cyber Hubs, enhance National Cyber Hubs
and their availability, including and Cross-Border Cyber Hubs,
from legal entities established or and their availability, including
deemed to be established in from legal entities established or
Member States and controlled by deemed to be established in
Member States or by nationals of | Member States and controlled by
Member States. When preparing Member States or by nationals of
the mapping, the ECCC shall Member States. When preparing
6601/24 FM/ff 140
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
consult the CSIRTs Network, any | the mapping, the ECCC shall
existing Cross-border Cyber Hubs, | consult the CSIRTs Network, any
ENISA and the Commission. existing Cross-border Cyber Hubs,

ENISA and the Commission.
EP and Council to check (link to third
country users and providers wording)
EP to propose a text
Text Origin: Council
Mandate
Chapter lll
Chapter III Chapter III Chapter III Chapter 111
CYBER EMERGENCY CYBER EMERGENCY CYBER EMERGENCY CYBER EMERGENCY
114 MECHANISM MECHANISM MECHANISM MECHANISM
Text Origin:
Commission Proposal
| Article 9
Article 9 Article 9 Article 9 Article 9
Establishment of the Cyber Establishment of the Cyber Establishment of the Cyber Establishment of the Cyber
115 Emergency Mechanism Emergency Mechanism Emergency Mechanism Emergency Mechanism
Text Origin:
Commission Proposal
| Article 9(1)
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ANNEX JAL2 LIMITE EN




Commission Proposal

1. A Cyber Emergency
Mechanism is established to
improve the Union’s resilience to
major cybersecurity threats and
prepare for and mitigate, in a spirit
of solidarity, the short-term impact

EP Mandate

1. A EyberCybersecurity

Emergency Mechanism is
established to improve the Union’s
resilience to major cybersecurity
threats and prepare for and
mitigate, in a spirit of solidarity,

Ceouncil Mandate

1. A Cyber Emergency
Mechanism is established to
itmprovesupport improvement of
the Union’s resilience to-#ajor

eyberseenrity _cyber threats and

prepare for and mitigate, in a spirit

Draft Agreement

1. A EyberCybersecurity
Emergency Mechanism is
established to #mprovesupport
improvement of the Union’s

resilience to-major-eybersecurity
cyber threats and prepare for and

116 of significant and large-scale the short-term impact of significant | of solidarity, the short-term impact | mitigate, in a spirit of solidarity,
cybersecurity incidents (the and large-scale cybersecurity of significant, large-scale and the short-term impact of
‘Mechanism’). incidents (the ‘Mechanism’). large-scale-equivalent-and-larse- | significant, large-scale and large-

seate cybersecurity incidents (the scale-equivalent-and-tarse-scale
‘Mechanism’). cybersecurity incidents (the
‘Mechanism’).
| Article 9(1a) |
la. In the case of Member States, | la. In the case of Member States,
the actions provided under the the actions provided under the
Mechanism shall be provided Mechanism shall be provided
upon request and shall be upon request and shall be
complementary to Member States’ | complementary to Member States’
116a efforts and actions to prepare for, | efforts and actions to prepare for,
respond to and recover from respond to and recover from
cybersecurity incidents. cybersecurity incidents.
Text Origin: Council
Mandate
| Article 9(2) |
I 1 2. Actions implementing the 2. Actions implementing the 2. Actions implementing the 2. Actions implementing the I
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement

Cyber Emergency Mechanism Epber-Emerseney-_Mechanism Cyber Emergency Mechanism Eyber-Emereeney-Mechanism shall

shall be supported by funding from | shall be supported by funding from | shall be supported by funding from | be supported by funding from BEP

DEP and implemented in DEP and implemented in DEP-the Digital Europe Program | the Digital Europe Program

accordance with Regulation (EU) accordance with Regulation (EU) (‘DEP’)and implemented in (‘DEP’)and implemented in

2021/694 and in particular Specific | 2021/694 and in particular Specific | accordance with Regulation (EU) accordance with Regulation (EU)

Objective 3 thereof. Objective 3 thereof. 2021/694 and in particular Specific | 2021/694 and in particular Specific
Objective 3 thereof. Objective 3 thereof.

| Article 9(2a) |
2a. The actions under the Cyber 2a. The actions under the
Emergency Mechanism shall be Mechanism shall be implemented
implemented primarily through primarily through the ECCC in
the ECCC in accordance with accordance with Regulation (EU)
Regulation (EU) 2021/887 of the 2021/887 of the European
117a European Parliament and of the Parliament and of the Council
Council with the exception of with the exception of actions
actions implementing the EU implementing the EU
Cybersecurity Reserve as referred | Cybersecurity Reserve as referred
to in Article 10(1)(b), which shall | to in Article 10(1)(b), which shall
be implemented by the be implemented by the
Commission and ENISA. Commission and ENISA.
| Article 10
Article 10 Article 10 Article 10 Article 10
Type of actions Type of actions Type of actions Type of actions
118
Text Origin:
Commission Proposal
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Article 10(-1)

<

118a

-1. Member States may request to
participate in the actions under

the Mechanism.

Council to check in light of art 9.1.a.

Link to voluntary pacakage

Article 10(1)

119

1. The Mechanism shall support
the following types of actions:

1. The Mechanism shall support
the following types of actions:

1. The Mechanism shall support
the following types of actions:

1. The Mechanism shall support
the following types of actions:

Text Origin:
Commission Proposal

| Article 10(1), point (a)

120

(a) preparedness actions, including
the coordinated preparedness
testing of entities operating in
highly critical sectors across the
Union;

(a) preparedness actions, including
the coordinated preparedness
testing of entities operating in
highly critical sectors across the
Union,;

(a) preparedness actions, ireluding
the-coordinated-preparedness
e .
Hrion:namely;

(a) preparedness actions, irefnding
e apdipeted e ada:
e )
Hrion:namely;
Text Origin: Council
Mandate

| Article 10(1), point (aa)

120a (i) the coordinated preparedness | (i) the coordinated preparedness
testing of entities operating in testing of entities operating in
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Commission Proposal

EP Mandate

Ceouncil Mandate

sectors of high criticality across

Draft Agreement

sectors of high criticality across

the Union_as specified in Article

the Union as specified in Article

11;

11;

Text Origin: Council

Mandate

Article 10(1), point (ab)

120b

(ii) other preparedness actions for
entities operating in sectors of

(ii) other preparedness actions for
entities operating in sectors of

high criticality and other critical

high criticality and other critical

sectors, as specified in Article 11a;

sectors, as specified in Article 11a;

Text Origin: Council

Mandate

| Article 10(1), point (b)

(b) response actions, supporting
response to and immediate
recovery from significant and
large-scale cybersecurity incidents,
to be provided by trusted providers

(b) response actions, supporting
response to and immediate
recovery from significant and
large-scale cybersecurity incidents,
to be provided by trusted managed

(b) respense-actions; supporting
response to and #mmediate
initiating _recovery from
significant, large-scale and large-

scale-equivalent-and-tarse-scale

(b) respense-actions; supporting
response to and #mediate
initiating_recovery from
significant, large-scale and large-

scale-equivalent-and-tarse-scale

121 participating in the EU security service providers cybersecurity incidents, to be cybersecurity incidents, to be
Cybersecurity Reserve established | participating in the EU provided by trusted providers provided by trusted managed
under Article 12; Cybersecurity Reserve established | participating in the EU security service providers
under Article 12; Cybersecurity Reserve established | participating in the EU
under Article 12; Cybersecurity Reserve established
under Article 12;
6601/24 FM/ff 145
ANNEX JAL2 LIMITE EN



Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Text Origin: Council

Mandate

Article 10

(1), point (c)

(c) mutual assistance actions

(c) mutual assistance actions

(c) mutual assistance actions

(c) mutual assistance actions

consisting of the provision of consisting of the provision of T R T T
assistance from national authorities | assistance from national authorities | essistancefronnationat R R e
of one Member State to another of one Member State to another authorities-of-one-Member-State-to | authoriies-of-one-Member-Steate-+to
Member State, in particular as Member State, in particular as enotherMember-State—in ereten et
provided for in Article 11(3), point | provided for in Article 11(3), point | partiewtar-asprovided-toras perttertarempreided e ras
122 | (), of Directive (EU) 2022/2555. (f), of Directive (EU) 2022/2555. specified in Article +13)peoint#); | specified in Article +13)-point{H;
e e e N T/ 8 e e e [ 1/ 8
Moved to Article 16a - row 181g -181i
Text Origin: Council
Mandate
| Article 10(1a)
la. Following the triggering of
the Mechanism, the Commission deleted
shall, on an annual basis, assess
1224 and publish a report on both the
positive and the negative working
of the Mechanism, including
whether further cooperation or
training requirements are needed,
| Article 11 |
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123

Article 11
Coordinated preparedness testing
of entities

Article 11
Coordinated preparedness testing
of entities

Article 11
Coordinated preparedness testing
of entities

Article 11
Coordinated preparedness testing
of entities

Text Origin:
Commission Proposal

Article 1

1(-1)

=<

123a

-3. The Mechanism shall support
the voluntary coordinated
preparedness testing of entities
operating in sectors of high

criticality.

-1. The Mechanism shall support
the voluntary coordinated
preparedness testing of entities
operating in sectors of high

criticality.

CL: linked to art 9

EC: two par describe substance of
mechanism, voluntary nature. More
doubts on -3 but correct

EP: "such as" is too limited? EC: such
as means for instance, possible to add
more

We'll come back to see where to put
the voluntary idea

Text Origin: Council

Mandate

Article 1

1(-1a)

123b
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement

-2. The coordinated preparedness | -la. The coordinated

testing may consist of preparedness testing may consist

preparedness activities, such as of preparedness activities, such as

penetration testing, and threat penetration testing, and threat

assessment. assessment.
CL: non exclusive to keep door open
Text Origin: Council
Mandate

| Article 11(-1b) |

-1. Support for preparedness -1b. Support for preparedness

actions under this Article shall be | actions under this Article shall be

provided to Member States provided to Member States

primarily in the form of grants primarily in the form of grants

and under the conditions defined and under the conditions defined

in paragraph 4 and in the relevant | in paragraph 4 and in the relevant

work programmes referred to in work programmes referred to in

123 Article 24 of the Digital Europe Article 24 of the Digital Europe
¢ Programme. Programme.
CL: same clarification as before on
grants
EC: already mentioned in Article 19
Text Origin: Council
Mandate
| Article 11(1) |
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Commission Proposal

1. For the purpose of supporting
the coordinated preparedness
testing of entities referred to in
Article 10(1), point (a), across the
Union, the Commission, after
consulting the NIS Cooperation
Group and ENISA, shall identify
the sectors, or sub-sectors,
concerned, from the Sectors of
High Criticality listed in Annex I to
Directive (EU) 2022/2555 from
which entities may be subject to
the coordinated preparedness

EP Mandate

1. For the purpose of supporting
the coordinated preparedness
testing of entities referred to in
Article 10(1), point (a), across the
Union, the Commission, after
consulting the NIS Cooperation
Group and ENISA, shall identify
the sectors, or sub-sectors,
concerned, from the Sectors of
High Criticality listed in Annex I to
Directive (EU) 2022/2555 from
which entities may be subject to
the coordinated preparedness

Ceouncil Mandate

1. For the purpose of supporting
the veluntary coordinated
preparedness testing of entities
referred to in Article 10(1), point
(a)_(@), across the Union, and with
due respect to the Member States

Draft Agreement

1. For the purpose of supporting
the coordinated preparedness
testing of entities referred to in
Article 10(1), point (a) (i), across
the Union, [and with due respect
to the Member States

competences, the Commission,
after consulting the NIS
Cooperation Group and ENSAEU-
CyCLONe , shall identify the
sectors, or sub-sectors, concerned,
from the Sectors of High Criticality
listed in Annex I to Directive (EU)

competences,] the Commission,
after consulting the NIS

Cooperation Group, EU-CyCLONe
and ENISA, shall identify the
sectors, or sub-sectors, concerned,
from the Sectors of High Criticality
listed in Annex I to Directive (EU)

A 104 testing, taking into account existing | testing—tekineinto-acconnt-existing | 2022/2555 fromfor which entities | 2022/2555 fromfor which entities
and planned coordinated risk and-planned-coordinated-risk e e e B I e
assessments and resilience testing | assessmentsandresitiencetesting | preparednesstestingtaldneinto e e e a ey
at Union level. at-Uniontevel in accordance with | account-existingandplanned sreeerk e o Lo Lo e
the arrangements established for eerdimenied e e e s cmerdimeied e e e sl
the entities in the Sectors of High | resiliencetesting-at-Uniontevela peeiliog e ot o Do foelg
Criticality listed in Annex I to call for proposals to award grants | call for proposals to award grants
Directive (EU) 2022/2555. may be issued. The participation may be issued.
of Member States in those calls is
voluntary. Align with horizontal discussion on
voluntary nature
CNS to check text between brackets
Text Origin: Council
Mandate
Article 11(1a)
124a
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la. When identifying the sectors
or sub-sectors under paragraph 1,

Draft Ag

la. When identifying the sectors
or sub-sectors under paragraph 1,

the Commission shall take into

the Commission shall take into

account coordinated risk
assessments and resilience testing

account _coordinated risk
assessments and resilience testing

at Union level, and the results

at Union level, and the results

thereof.

thereof.

CL: simple clarification

EC: this text was already in the original
proposal. Risk assessment should be
coordinated to bring together all
potential risks and measures to
mitigate them. Must be an evidence
based exercise

EP: ref to risk scenarios later on? EC:
they are part of coordinated risk
assessments, i.e. 5G

Text Origin: Council

Mandate

Article 1

1(2)

2. The NIS Cooperation Group in
cooperation with the Commission,
ENISA, and the High
Representative, shall develop

2. The NIS Cooperation Group in
cooperation with the Commission,
ENISA, and the High
Representative, and the entities

2. The NIS Cooperation Group in
cooperation with the Commission,
the High Representative and
ENISA, and, within the remit of its

EP: importance of the remediation
plan. EP to check again on the role of
CyCLONe.

vl 125 . . . ; .
common risk scenarios and that are subject to coordinated mandate, EU-CyCLONe-the-High | CL: EP proposal too complex and
methodologies for the coordinated | preparedness testing pursuant to Representative, shall develop burdensome in practice, problematic
testing exercises. paragraph 1, shall develop common risk scenarios and to include all these entities.
common risk scenarios and methodologies for the coordinated | Prioritization actions already covered
methodologies for the coordinated | testing exercises under Article 19 | " par 1. Different elements difficult to
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EP Mandate

Ceouncil Mandate

Commission Proposal

preparedness testing exercises,

(1), point (a) (i) of this Regulation

culminating in a concerted
workplan. Entities subject to
coordinated preparedness testing

and, where appropriate, for other
preparedness actions under
Article 10(1)(a)(ii).

shall develop and implement a
remediation plan that carries out
the recommendations resulting
from preparedness tests.

The NIS Cooperation Group may
inform the prioritisation of
sectors, or sub-sectors for the
coordinated preparedness testing
exercises.

Draft Agreement

combine. Reference to EU-CyCLONe
important for CL.

EC: On EP additions, it sounds as
additional obligations and legally it
cannot be here. CL to reflect once
again on its additions

EP to check with its legal services
(harmonisation legal basis)

Article 1

1(2a)

=<

125a

3. In order to reinforce the
preparedness of entities subject to

the coordinated testing exercises
in_accordance with Article 1(2)(b),
where recommendations resulting
from the preparedness testing

identify specific measures, which
may take the form of a
remediation plan, to an entity
which has voluntarily taken part
in that testing, the relevant
authority shall review the follow-
up to those measures by the
entities concerned.

to be checked
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
Article 11a
Article 11a Article 11a
Other preparedness actions Other preparedness actions
125b
Text Origin: Council
Mandate
| Article 11a(1) |
1. The Mechanism shall also 1. The Mechanism shall also
support preparedness actions not support preparedness actions not
covered by Article 11 of this covered by Article 11 of this
Regulation on Coordinated Regulation on Coordinated
preparedness actions for entities. preparedness actions for entities.
Such actions shall include Such actions shall include
preparedness actions for entities preparedness actions for entities
125 in sectors not identified for in sectors not identified for
¢ coordinated testing pursuant to coordinated testing pursuant to
Article 11. Such actions may Article 11. Such actions may
support vulnerability monitoring, | support vulnerability monitoring,
risk monitoring, exercises and risk monitoring, exercises and
trainings. trainings.
Text Origin: Council
Mandate
| Article 11a(2) |
125d 2. Support for preparedness 2. Support for preparedness
actions under this Article, shall be | actions under this Article, shall be
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

provided to Member States upon

provided to Member States upon

request and primarily in the form

request and primarily in the form

of grants and under the conditions

of grants and under the conditions

defined in the relevant work
programmies referred to in Article

defined in the relevant work
programmes referred to in Article

24 of Regulation (EU) 2021/694.

24 of Regulation (EU) 2021/694.

Text Origin: Council
Mandate
| Article 12
Article 12 Article 12 Article 12 Article 12
Establishment of the EU Establishment of the EU Establishment of the EU Establishment of the EU
126 Cybersecurity Reserve Cybersecurity Reserve Cybersecurity Reserve Cybersecurity Reserve
Text Origin:
Commission Proposal
| Article 12(1)

1. An EU Cybersecurity Reserve 1. An EU Cybersecurity Reserve 1. An EU Cybersecurity Reserve 1. An EU Cybersecurity Reserve

shall be established, in order to shall be established, in order to shall be established, in order to shall be established, in order to

assist users referred to in paragraph | assist users referred to in paragraph | assist, upon request, users referred | assist, upon request, users referred

3, in responding or providing 3, in responding or providing to in paragraph 3, in responding or | to in paragraph 3, in responding or

127 | support for responding to support for responding to providing support for responding to | providing support for responding to

significant or large-scale significant or large-scale significant, large-scale, or large- | significant, large-scale, or large-

cybersecurity incidents, and cybersecurity incidents, and scale-equivalent-ortarse-seale scale-equivalent-ortarse-seale

immediate recovery from such immediate recovery from such cybersecurity incidents, and cybersecurity incidents, and

incidents. incidents. immediate_initiating recovery immediate_initiating recovery

Where it is apparent that the from such incidents. from such incidents.
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EP Mandate

Ceouncil Mandate

Commission Proposal

procured services cannot be fully

used for the purposes of providing
support for responding to
significant or large-scale
incidents, those services can
exceptionally be converted to
excercises or trainings for dealing
with incidents, and provided to the
users upon request, by the
contracting authority.

Draft Agreement

| Article 1

2(2)

2. The EU Cybersecurity Reserve
shall consist of incident response
services from trusted providers
selected in accordance with the
criteria laid down in Article 16.
The Reserve shall include pre-
committed services. The services
shall be deployable in all Member
States.

2. The EU Cybersecurity Reserve
shall consist of incident response
services from trusted managed
security service providers selected
in accordance with the criteria laid
down in Article 16. The EU
Cybersecurity reserve shall include
pre-committed services. The
services shall be deployable in all

2. The EU Cybersecurity Reserve
shall consist of ineident-response
services from trusted providers
selected in accordance with the
criteria laid down in Article 16.
The Reserve skattmay include pre-
committed services. The pre-
committed services of a trusted

2. The EU Cybersecurity Reserve
shall consist of ineident-response
services from trusted providers
selected in accordance with the
criteria laid down in Article 16.
The Reserve skattmay include pre-
committed services. The pre-
committed services of a trusted

provider shall be convertible, in

provider shall be convertible, in

128 Member States, shall reinforce the | cases where those services are not | cases where those services are not
Union’s technological used for incident response during | used for incident response during
sovereignty, its open strategic the time for which those services the time for which those services
autonomy, competitiveness and are pre-committed, into are pre-committed, into
resilience in the cyber security preparedness services related to preparedness services related to
sector including by boosting incident prevention and response. | incident prevention and response.
innovation in the Digital Single The Reserve shall be deployable The Reserve shall be deployable
Market across the Union. upon request in all Member States, | upon request in all Member States,

Union institutions, bodies and Union institutions, bodies and

agencies and in DEP-associated agencies and in DEP-associated

third countries referred to in third countries referred to in
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Commission Proposal

EP Mandate

Ceouncil Mandate

Article 17(1).

Draft Agreement
Article 17(1).

Check definitions

| Article 12(3)
3. Users of the services from the 3. Users of the services from the 3. The users of the services from 3. The users of the services from
129 | EU Cybersecurity Reserve shall EU Cybersecurity Reserve shall the EU Cybersecurity Reserve shall | the EU Cybersecurity Reserve shall
include: include: ineludebe the following: ineludebe the following:
| Article 12(3), point (a)

(a) Member States’ cyber crisis
management authorities and
CSIRTs as referred to in Article 9
(1) and (2) and Article 10 of

(a) Member States’ cyber crisis
management authorities and
CSIRTs as referred to in Article 9
(1) and (2) and Article 10 of

(a) Member States’ cyber crisis
management authorities and
CSIRTs as referred to in Article 9
(1) and (2) and Article 10 of

(a) Member States’ cyber crisis
management authorities and
CSIRTs as referred to in Article 9
(1) and (2) and Article 10 of

130 Directive (EU) 2022/2555, Directive (EU) 2022/2555, Directive (EU) 2022/2555, Directive (EU) 2022/2555,
respectively; respectively; respectively; respectively;
Text Origin:
Commission Proposal
| Article 12(3), point (b)
(b) Union institutions, bodies and | (b) Union institutions, bodies and | (b) Hricninstitutions—bodies-and | (b) Hnioninstitutions—bodies-and
agencies. agencies_as referred to in Article 3 | asenciesCERT-EU , in ageneiesCERT-EU , in
131 (1) of the Regulation (EU) .../2023 | accordance with Article 13 of accordance with Article 13 of
of the European Parliament and Regulation (EU, Euratom) Regulation (EU, Euratom)
of the Council' and CERT-EU, 2023/2841. 2023/2841.
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

1. Regulation (EU) .../2023

laying down measures for a

high common level of

cvbersecurity at the

institutions, bodies, offices and

agencies of the Union (0J C, ,
ELI: ...).

| Article 1

2(3), point (ba)

(c) Competent authorities such as
Computer Security Incident
Response Teams and cyber crisis

(c) Competent authorities such as
Computer Security Incident
Response Teams and cyber crisis

131a management authorities of DEP- | management authorities of DEP-
associated third countries in associated third countries in
accordance with Article 17(3). accordance with Article 17(3).
| Article 12(4) |
4. Users referred to in paragraph 3, | 4. Users referred to in paragraph 3, | 4. Usersreferred-to-inparacraph | 4. Usersreferred-to-inparacraph
point (a), shall use the services point (a), shall use the services L I B e T
from the EU Cybersecurity from the EU Cybersecurity from-the-EL-CybersecurineReserve | fron-the-EL-Cobersecurin-Reserve
Reserve in order to respond or Reserve in order to respond or Lol e b s g Lol e b g
support response to and immediate | support response to and immediate | responseto-and-immediate e et e e
132 | recovery from significant or large- | recovery from significant or large- | recoveryfronrsicnificant-ortaree- | recovery-from-sienifieant-ortaree-
scale incidents affecting entities scale incidents affecting entities seateineideits-affecting-entities seateineideits-affecting-entities
operating in critical or highly operating in critical or highly operatiieineriteal-or-hights e e e e e
critical sectors. critical sectors. erftied-rectors eritiealsectors:
Moved to row 158 a, b and ¢
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Draft Ag

Text Origin: Council
Mandate
Article 12(5) |
5. The Commission shall have 5. The Commission shall have 5. The Commission-skatlheve 5. [The Commission shall have
overall responsibility for the overall responsibility for the B e overall responsibility for the
implementation of the EU implementation of the EU Lo teiona e L implementation of the EU
Cybersecurity Reserve. The Cybersecurity Reserve. The L Cybersecurity Reserve./ The
Commission shall determine the Commission shall determine the Commission, in_cooperation with Commission shall determine the
priorities and evolution of the EU | priorities and evolution of the EU | EU CyCLONe, ENISA and the priorities and evolution of the EU
Cybersecurity Reserve, in line with | Cybersecurity Reserve in NIS Cooperation Group, shall Cybersecurity Reserve_in
the requirements of the users coordination with the NIS2 determine the priorities and coordination with the NIS
referred to in paragraph 3, and Coordination Group and, in line evolution of the EU Cybersecurity | Coordination Group and, in line
shall supervise its implementation, | with the requirements of the users | Reserve, in line with the with the requirements of the users
and ensure complementarity, referred to in paragraph 3, and requirements of the users referred | referred to in paragraph 3, and
consistency, synergies and links shall supervise its implementation, | to in paragraph 3, and shall shall supervise its implementation,
d o133 with other support actions under and ensure complementarity, supervise its implementation, and and ensure complementarity,
this Regulation as well as other consistency, synergies and links ensure complementarity, consistency, synergies and links
Union actions and programmes. with other support actions under consistency, synergies and links with other support actions under
this Regulation as well as other with other support actions under this Regulation as well as other
Union actions and programmes. this Regulation as well as other Union actions and programmes.
Union actions and programmes. These priorities shall be revised
These priorities shall be revised every two vears. The Commission
every two years. shall inform the European
Parliament and the Council of
these priorities and revisions
thereof.
EP to check ENISA's role
Text Origin: EP
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Commission Proposal EP Mandate Council Mandate Draft Agreement
Mandate
Article 12(6)

6. The Commission may entrust 6. The Commission #ayshall 6. The Commission may entrust

the operation and administration of | entrust the operation and the operation and administration of | Check by EP (ENISA's role)

the EU Cybersecurity Reserve, in administration of the EU the EU Cybersecurity Reserve, in EC against EP change

134 | full or in part, to ENISA, by means | Cybersecurity Reserve, in full or in | full or in part, to ENISA, by means | It was proposed for legal services of

of contribution agreements. part, to ENISA, by means of of contribution agreements. co-legislator to consult each other on

contribution agreements. the legal founding of the use of may vs
shall
| Article 12(7) |

7. In order to support the 7. In order to support the 7. e et R T

Commission in establishing the EU | Commission in establishing the EU | Connnissionin-establishingthe U | Commissionin-establishingthe U

Cybersecurity Reserve, ENISA Cybersecurity Reserve, ENISA Erbersecnrity-ReserveENISA Erberseenrityr-Reserves

shall prepare a mapping of the shall prepare a mapping of the shatlprepare-a-apping-ofthe ENISAENISA shall prepare, at

services needed, after consulting services needed, including the st el e least every two vears, a mapping

Member States and the needed skills and capacity of the eonsiitineENISA shall prepare, at | of the services needed by the users

Commission. ENISA shall prepare | cybersecurity workforce, after least every two years, a mapping referred to in paragraph 3 points

a similar mapping, after consulting | consulting Member States and the | of the services needed by the users | (a) and (b). The mapping shall

135 | the Commission, to identify the Commission, and where as referred to in paragraph 3 prepare-a-mappingot-thealso

needs of third countries eligible for | appropriate, managed security points (a) and (b) and their include the availability of such

support from the EU Cybersecurity | services providers, and other availability, including from legal | services, including from legal

Reserve pursuant to Article 17. The | cybersecurity industry entities established or deemed to entities established or deemed to

Commission, where relevant, shall | representatives. ENISA shall be established in Member States be established in-eeded—efter

consult the High Representative. prepare a similar mapping, after and controlled by Member States eonswitig Member States and #e
consulting the Commission, or by nationals of Member States. | Commiission—controlled by
managed security services When preparing the mapping, Member States or by nationals of
providers, and where appropriate, | ENISA shall consult the NIS Member States. In mapping that
other cybersecurity industry Cooperation Group, EU- availability, ENISA shall prepare
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Commission Proposal

EP Mandate

representatives to identify the
needs of third countries eligible for
support from the EU Cybersecurity
Reserve pursuant to Article 17. The
Commission, where relevant, shall
consult the High Representative
and inform the Council about the
needs of third countries.

Ceouncil Mandate

CyCLONe, the Commission_and,
where applicabie, the
Interinstitutional Cybersecurity

Draft Agreement

a-stmilarassess the skills and
capacity of the Union
cybersecurity workforce relevant

Board. ENISA shall prepare a
similar mapping, after consulting
EU-CyCLONe and the
Commission,to-identify-thesiceds
o o Mgibicf
B
Commissiorn_and informing the the

to the EU Cybersecurity Reserve
objectives. When preparing the
mapping, after-consuttingENISA
shall consult the NIS Cooperation
Group, EU-CyCLONe, the
Commission_and, where
applicable, the Interinstitutional
Cybersecurity Board. In mapping

Council, to identify the needs of

the availability of services, ENISA

users referred to in paragraph 3

shall also consult relevant

point (c). ENISA, where relevant,

shall consult the High
Representative.

cybersecurity industry
stakeholders, including managed
security service providers—to
B T .
Evbersecirin-Reserve-pursicati-Ao

ENISA shall prepare a similar
mapping, after informing the
Council and consulting EU-
CyCLONe and the Commission
and, where relevant, shatl-consuit
the High Representative, to
identify the needs of users
referred to in paragraph 3, point

(©).

| Article 12(8) |
l 136
6601/24 FM/ff 159
ANNEX JAL2 LIMITE EN



Commission Proposal

8. The Commission may, by
means of implementing acts,
specify the types and the number of
response services required for the
EU Cybersecurity Reserve. Those
implementing acts shall be adopted
in accordance with the examination
procedure referred to in Article
21(2).

EP Mandate

8. The Commission #e—-by-#eans
of-implementingis empowered to

adopt delegated acts, specifyin
accordance with Article 20a to

supplement this Regulation by
specifying the types and the
number of response services
required for the EU Cybersecurity
Reserve. Fhose-imptementing-aets
bbb oo L el e

Ceouncil Mandate

8. The Commission may, by
means of implementing acts,
specify the types and the number of
response services required for the
EU Cybersecurity Reserve. Those
implementing acts shall be adopted
in accordance with the examination
procedure referred to in Article
21(2)._When preparing those
implementing acts, the
Commission shall take into
account the mapping referred to
in paragraph 7. Before submitting
those draft implementing acts to
the committee referred to in
Article 21(1), the Commission
shall exchange advice and
cooperate with the NIS
Cooperation Group and ENISA.

Draft Agreement

| Article 1

137

Article 13
Requests for support from the EU
Cybersecurity Reserve

Article 13
Requests for support from the EU
Cybersecurity Reserve

Article 13
Requests for support from the EU
Cybersecurity Reserve

Article 13
Requests for support from the EU
Cybersecurity Reserve

Text Origin:
Commission Proposal

| Article 1

3(1)

l 138
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

1. The users referred to in Article
12(3) may request services from
the EU Cybersecurity Reserve to
support response to and immediate
recovery from significant or large-
scale cybersecurity incidents.

1. The users referred to in Article
12(3) may request services from
the EU Cybersecurity Reserve to
support response to and immediate
recovery from significant or large-
scale cybersecurity incidents.

1. The users referred to in Article
12(3) may request services from
the EU Cybersecurity Reserve to
support response to and
immediateinitiate recovery from
significant, large-scale or large-

scale-equivalent-or-targe-seale

cybersecurity incidents.

1.

The users referred to in Article
12(3) may request services from
the EU Cybersecurity Reserve to
support response to and
immediateinitiate recovery from
significant, large-scale or large-

scale-equivalent-or-tarse-seale

cybersecurity incidents.

| Article 13(2) |

2. To receive support from the EU | 2. To receive support from the EU | 2. To receive support from the EU | 2. To receive support from the EU
Cybersecurity Reserve, the users Cybersecurity Reserve, the users Cybersecurity Reserve, the users Cybersecurity Reserve, the users
referred to in Article 12(3) shall referred to in Article 12(3) shall referred to in Article 12(3) shall referred to in Article 12(3) shall
take measures to mitigate the take measures to mitigate the take all appropriate measures to take all appropriate measures to
effects of the incident for which the | effects of the incident for which the | mitigate the effects of the incident | mitigate the effects of the incident

139 | support is requested, including the | support is requested, including the | for which the support is requested, | for which the support is requested,
provision of direct technical provision of direct technical including, where relevant, the including, where relevant, the
assistance, and other resources to assistance, and other resources to provision of direct technical provision of direct technical
assist the response to the incident, assist the response to the incident, assistance, and other resources to assistance, and other resources to
and immediate recovery efforts. and immediate recovery efforts. assist the response to the incident, | assist the response to the incident,

and-immediate-_recovery efforts. and-inmediate-_recovery efforts.
| Article 13(3) |

3. Requests for support from users | 3. Requests for support from users | 3. Requests for support frem-itsers | 3. Requests for support from-itsers
referred to in Article 12(3), point referred to in Article 12(3), point referredto-Artiele 23 —point et L e

140 | (a), of this Regulation shall be (a), of this Regulation shall be (e)—ofthis-Resunlation-shall be (e)—ofthisResulation-shall be
transmitted to the Commission and | transmitted to the Commission and | transmitted to the Commission-and | transmitted to the Conmmnission-and
ENISA via the Single Point of ENISA via the Single Point of EMNISAviathe-SinglePoint-of EMNISAviathe-SinglePoint-of
Contact designated or established Contact designated or established Doppreidlodeeriedbamanadb b el | oo e Ll
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
by the Member State in accordance | by the Member State in accordance | sy-the Member-State-in-aecordance | by-theMember-State-inaccordance
with Article 8(3) of Directive (EU) | with Article 8(3) of Directive (EU) | with-Article-8(3)-of Directive(ELh | with-Article- 83 ) of Pirective(EL)
2022/2555. 2022/2555. 20222555 contracting authority 20222555 contracting authority
in the following way: in the following way:
| Article 13(3a) |
(a). In the case of users referred | (a).
to in Article 12(3), point (a), of In the case of users referred to in
this Regulation, such requests Article 12(3), point (a), of this
shall be transmitted via the Single | Regulation, such requests shall be
140a Point of Contact designated or transmitted via the Single Point
established by the Member State of Contact designated or
in accordance with Article 8(3) of | established by the Member State
Directive (EU) 2022/2555. in accordance with Article 8(3) of
Directive (EU) 2022/2555.
| Article 13(3b) |
(b). In the case of the user (b). In the case of the user
referred to in Article 12(3), point referred to in Article 12(3), point
140b (b), of this Regulation such (b), of this Regulation such
requests shall be transmitted by requests shall be transmitted by
CERT-EU. CERT-EU.
| Article 13(3c) |
(c). In the case of users referred ().
140c to in Article 12(3), point (c), of In the case of users referred to in
this Regulation, such requests Article 12(3), point (c), of this
shall be transmitted via the single | Regulation, such requests shall be
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Commission Proposal EP Mandate Council Mandate Draft Agreement
point of contact referred to in transmitted via the single point of
Article 17(4) of this Regulation. contact referred to in Article 17(4)
of this Regulation.
Article 13(4) |
4. Member States shall inform the | 4. Member States shall inform the | 4. In the case of requests from 4. In the case of requests from
CSIRTs network, and where CSIRTs network, and where users referred to in Article 12(3), users referred to in Article 12(3),
appropriate EU-CyCLONe, about | appropriate EU-CyCLONe, about | point (a), of this Regulation, point (a), of this Regulation,
their requests for incident response | their requests for incident response | Member States shall inform the Member States shall inform the
141 and immediate recovery support and immediate recovery support CSIRTs network, and where CSIRTs network, and where
pursuant to this Article. pursuant to this Article. appropriate EU-CyCLONe, about | appropriate EU-CyCLONe, about
their users’ requests for incident their users’ requests for incident
response and imwmediate-initial response and imw#ediate-initial
recovery support pursuant to this recovery support pursuant to this
Article. Article.
| Article 13(5)
5. Requests for incident response | 5. Requests for incident response 5. Requests for incident response | 5. Requests for incident response
142 | and immediate recovery support and immediate recovery support and inmnmediate-initial_recovery and inmmmediate-initial_recovery
shall include: shall include: support shall include: support shall include:
| Article 13(5), point (a)
(a) appropriate information (a) appropriate information (a) appropriate information (a) appropriate information
regarding the affected entity and regarding the affected entity and regarding the affected entity and regarding the affected entity and
143 | potential impacts of the incident potential impacts of the incident potential impacts of the incident potential impacts of the incident
and the planned use of the and the planned use of the erelie e e crpelle sl e
requested support, including an requested support, including an g el e gt el e
indication of the estimated needs; indication of the estimated needs; tndication-ofthe-estivted indication-of-the-estipted
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Commission Proposal

EP Mandate

Ceouncil Mandate

needs:on:

Draft Agreement

reeds-on: I

| Article 1

3(5), point (aa)

(i) affected Member State(s) and
users, including the risk of spill

(i) affected Member State(s) and
users, including the risk of spill

over to another Member State, in

over to another Member State, in

143a the case of users refeived to in the case of users referred to in
Article 12(3), point (a), of this Article 12(3), point (a), of this
Regulation; Regulation;
| Article 13(5), point (ab)

143b

(ii) affected Union institutions,
bodies and agencies, in the case of

users referred to in Article 12(3),

users referred to in Article 12(3),

point (b), of this Regulation;

point (b), of this Regulation;

| Article 1

3(5), point (ac)

143c

(iii) affected DEP-associated
countries, in the case of users
referred to in Article 12(3), point

(iii) affected DEP-associated
countries, in the case of users
referred to in Article 12(3), point

(¢c), of this Regulation;

(¢c), of this Regulation;

Article 1

3(5), point (ad)

(aa) information regarding the

(aa) information regarding the

(ii) affected Union institutions,
bodies and agencies, in the case of

sl requested service, including the requested service, including the
planned use of the requested planned use of the requested
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Commission Proposal

EP Mandate

Ceouncil Mandate

support.including an indication of

Draft Agreement

support,including an indication of

the estimated needs.

the estimated needs.

| Article 1

3(5), point (b)

(b) information about measures
taken to mitigate the incident for

(b) information about measures
taken to mitigate the incident for

(b) appropriate information about
measures taken to mitigate the

(b) appropriate information about
measures taken to mitigate the

144 | which the support is requested, as | which the support is requested, as incident for which the support is incident for which the support is
referred to in paragraph 2; referred to in paragraph 2; requested, as referred to in requested, as referred to in
paragraph 2; paragraph 2;
| Article 13(5), point (c) |
(c) information about other forms | (¢) information about other forms | (c) where relevant, available (c) where relevant, available
of support available to the affected | of support available to the affected | information about other forms of information about other forms of
entity, including contractual entity, including contractual support available to the affected support available to the affected
arrangements in place for incident | arrangements in place for incident | entity;ireludinecontractiat entity;—reluding-contractierd
response and immediate recovery response and immediate recovery e [ T Lot e s s d sl Lo [y
145 services, as well as insurance services, as well as insurance T s I B
contracts potentially covering such | contracts potentially covering such | services—as-weH-asinswrance I e
type of incident. type of incident. ot atea et e ey | contreebopatentiath e erieely
reference to insurances to be moved
to a recital
Article 13(5), point (ca)
| 1454 Sa. The information provided in ,
accordance with paragraph 5 of to be checked by EP
this Article shall be handled in
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Commission Proposal EP Mandate Council Mandate Draft Agreement
accordance with Union law while | Linked to confidentiality package
preserving the security and
commiercial interests of the entity
concerned.

Article 13(6)

6. ENISA, in cooperation with the | 6. ENISA, in cooperation with the | 6. ENISA, in cooperation with the | 6. ENISA, in cooperation with the
Commission and the NIS Commission and the NIS Commission and_EU-CyCLONe Commission and_EU-CyCLONe
Cooperation Group, shall develop a | Cooperation Group, shall develop a | the AS-Cooperation-Group, shall | the AIS-Cooperation-Group, shall

146 | template to facilitate the template to facilitate the develop a template to facilitate the | develop a template to facilitate the
submission of requests for support | submission of requests for support | submission of requests for support | submission of requests for support
from the EU Cybersecurity from the EU Cybersecurity from the EU Cybersecurity from the EU Cybersecurity
Reserve. Reserve. Reserve. Reserve.

| Article 13(7)

7. The Commission may, by 7. The Commission #ays—by-#eans | 7. The-Commissionear—bymeahs
means of implementing acts, oftmplementingis empowered to oftmplementingeacts—specif;
specify further the detailed adopt delegated acts, specifyin Sfurther-the-detailed-crransements
arrangements for allocating the EU | accordance with Article 20a to foratocatitgthe £
Cybersecurity Reserve support supplement this Regulation by Erberseenritr-Reservesupport

147 services. Those implementing acts | specifying further the detailed R T e
shall be adopted in accordance arrangements for allocating the EU | shatl-be-adopted-in-accordance
with the examination procedure Cybersecurlty Reserve support bt e e e
referred to in Article 21(2). Services, Lhaetyslepreniinmeets | peferpedbie o bepfel o 2 L

shell-bevdoptedn-accordance
| Article 14
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148

Article 14
Implementation of the support
from the EU Cybersecurity
Reserve

Article 14
Implementation of the support
from the EU Cybersecurity
Reserve

Article 14
Implementation of the support
from the EU Cybersecurity
Reserve

Article 14
Implementation of the support
from the EU Cybersecurity
Reserve

Text Origin:
Commission Proposal

Article 14(1)

| 149

1. Requests for support from the
EU Cybersecurity Reserve, shall be
assessed by the Commission, with
the support of ENISA or as defined
in contribution agreements under
Article 12(6), and a response shall
be transmitted to the users referred
to in Article 12(3) without delay.

1. Requests for support from the
EU Cybersecurity Reserve, shall be
assessed by the Commission, with
the support of ENISA or as defined
in contribution agreements under
Article 12(6), and a response shall
be transmitted to the users referred
to in Article 12(3) without undue
delay and in_any event within 24
hours.

1. In the case of requests from
users referred to in Article
12(3)(a) and (b), requests for
support from the EU Cybersecurity
Reserve, shall be assessed by the

. P d

B 7 ,l

Dot et e e el
detaycontracting authority A
response shall be transmitted to
the users referred to in Article
12(3)(a) and (b) without delay and
in any event no later than 72
hours from the submission of the
request to ensure effectiveness of
the support action. The
contracting authority may consult
EU-CyCLONe during the

to be checked by EP and Council
Agreement on 48 hours delay
Agreement on request from users
referred to in Article 12.3 (a) and (b)
and therefore excluding those from
third countries
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EP Mandate

Ceouncil Mandate

Commission Proposal

assessment process. It shall
inform the Couiicil and the
Commission of the results of the

process.

Draft Agreement

Article 14(1a)

<

149a

la. The contracting authority
shall ensure the confidentiality of
the information shared in the
course of requesting and
providing the services. The
contracting authority shall not
share the information with others
where further distribution of that
information has been excluded by
means of a visible marking
applied by a user, unless the user
explicitly authorises such sharing.

Ia.

EC propose a new drafting linked to
confidentiality

CNS: key element for the circles of
trust

Article 14(2)

150

2. To prioritise requests, in the
case of multiple concurrent
requests, the following criteria
shall be taken into account, where
relevant:

2. To prioritise requests, in the
case of multiple concurrent
requests, the following criteria
shall be taken into account, where
relevant:

2. To prioritise requests, in the
case of multiple concurrent
requests_firom_users referred to in
Article 12(3), the following criteria
shall be taken into account, where
relevant:

2.

To prioritise requests, in the case
of multiple concurrent requests
from users referred to in Article

12(3), the following criteria shall
be taken into account, where
relevant:

| Article 14(2), point (a)
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151

Commission Proposal

(a) the severity of the
cybersecurity incident;

EP Mandate

(a) the severity of the
cybersecurity incident;

Ceouncil Mandate

(a) the severity of the
cybersecurity incident;

Draft Agreement

(a) the scale and severity of the
cybersecurity incident;

Text Origin:
Commission Proposal

Article 14(2), point (b)

152

(b) the type of entity affected, with
higher priority given to incidents
affecting essential entities as
defined in Article 3(1) of Directive
(EU) 2022/2555;

(b) the type of entity affected, with
higher priority given to incidents
affecting essential entities as
defined in Article 3(1) of Directive
(EU) 2022/2555;

(b) the type of entity affected, with
higher priority given to incidents
affecting essential entities as
defined in Article 3(1) of Directive
(EU) 2022/2555;

(b) the type of entity affected, with
higher priority given to incidents
affecting essential entities as
defined in Article 3(1) of Directive
(EU) 2022/2555;

Text Origin:
Commission Proposal

| Article 14(2), point (c)

153

(c) the potential impact on the
affected Member State(s) or users;

(c) the potential impact on the
affected Member State(s) or users;

(c) the potential impact on the
affected Member State(s) or users;

(c) the potential impact on the
affected Member State(s) or users;

Text Origin:
Commission Proposal

| Article 14(2), point (d)

154 | (d) the potential cross-border (d) the scale and potential cross- (d) the potential cross-border (d) the potential cross-border
nature of the incident and the risk border nature of the incident and nature of the incident and the risk nature of the incident and the risk
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Commission Proposal

of spill over to other Member
States or users;

EP Mandate

the risk of spill over to other
Member States or users;

Ceouncil Mandate

of spill over to other Member
States or users;

Draft Agreement
of spill over to other Member I

States or users;

| Article 14(2), point (e)

155

(e) the measures taken by the user
to assist the response, and
immediate recovery efforts, as
referred in Article 13(2) and
Article 13(5), point (b).

(e) the measures taken by the user
to assist the response, and
immediate recovery efforts, as
referred in Article 13(2) and
Article 13(5), point (b).

(e) the measures taken, by the user
to assist the response, and
immediate_initial recovery efforts,
as referred in Article 13(2) and
Article 13(5), point (b).

(e) the measures taken, by the user
to assist the response, and
immediate_initial recovery efforts,
as referred in Article 13(2) and
Article 13(5), point (b).

| Article 14(2), point (ea)

155a

(f) the category of user under
Article 12(3) of this Regulation,

with_higher priority given to
Member State users, then to
Union institutions, bodies and

Union institutions, where two or
more requests are assessed as

agencies and finally to DEP-
associated third countries.

equal under the criteria referred
to in the first sub-paragraph,
higher priority shall be given to
requests from Member State
users.

Note from Trilogue: To put on the
same footing in practice MS and the
Union institutions referring to article 4
of the treaty in a recital, mentioning
the principle of equal treatment.

Agreement pending on recital

(ea) Without prejudice to the
principle of sincere cooperation
between Member States and
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Commission Proposal
Article 14(2), point (eb)

EP Mandate

Ceouncil Mandate

Draft Agreement

155b

Where operation and
administration of the EU
Cybersecurity Reserve has been
entrusted, in full or in part, to
ENISA under Article 12(6) of this
Regulation, ENISA and
Commission shall closely
cooperate to prioritise requests in

line with this paragraph.

EC: access to the request from the EC
and ENISA is necessary for the
prioritization and cooperation

EP to check

| Article 14(3)

156

3. The EU Cybersecurity Reserve
services shall be provided in
accordance with specific
agreements between the service
provider and the user to which the
support under the EU
Cybersecurity Reserve is provided.
Those agreements shall include
liability conditions.

3. The EU Cybersecurity Reserve
services shall be provided in
accordance with specific
agreements between the service
provider and the user to which the
support under the EU
Cybersecurity Reserve is provided.
Those agreements shall include
liability conditions_and any other

3. The EU Cybersecurity Reserve
services shall be provided in
accordance with specific
agreements between the service
trusted provider and the user to
which the support under the EU
Cybersecurity Reserve is provided.
Those services may be provided in
accordance with specific

provisions the parties to the

agreement deem necessary for the

agreements between the trusted
provider, the user and the affected

services shall be provided in
accordance with specific
agreements between the service
trusted provider and the user to
which the support under the EU
Cybersecurity Reserve is provided.
Those services may be provided in
accordance with specific
agreements between the trusted
provider, the user and the affected

provision of the respective service.

entity. All agreements referred to

entity. All agreements referred to

in this paragraph shall include
liability conditions.

in this paragraph shall include,
inter alia, liability conditions.

3. The EU Cybersecurity Reserve |

| Article 14(4)

l 157
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Commission Proposal

4. The agreements referred to in
paragraph 3 may be based on
templates prepared by ENISA,
after consulting Member States.

EP Mandate

4. The agreements referred to in
paragraph 3 meapshall be based on
templates prepared by ENISA,
after consulting Member States
and, where appropriate, other
users of the EU Cybersecurity
Reserve.

Ceouncil Mandate

4. The agreements referred to in
paragraph 3 may be based on
templates prepared by ENISA,
after consulting Member States.

Draft Agreement

4. The agreements referred to in
paragraph 3 #apshall be based on
templates prepared by ENISA,
after consulting Member States
and, where appropriate, other
users of the EU Cybersecurity
Reserve.

Text Origin: EP
Mandate

Article 14(5)

5. The Commission and ENISA
shall bear no contractual liability
for damages caused to third parties
by the services provided in the
framework of the implementation
of the EU Cybersecurity Reserve.
158

5. The Commission and ENISA
shall bear no contractual liability
for damages caused to third parties
by the services provided in the
framework of the implementation
of the EU Cybersecurity Reserve,
except in cases of 2ross
negligence in the evaluation of the
application of the service provider
or in case where the Commission
or ENISA are users of the EU
Cybersecurity Reserve according

to Article 14 (3).

5. The Commission, ENISA, and
the users of the Reserve-cd
£NES4 shall bear no contractual
liability for damages caused to
third parties by the services
provided in the framework of the
implementation of the EU
Cybersecurity Reserve.

£NESA4 shall bear no contractual
liability for damages caused to
third parties by the services
provided in the framework of the
implementation of the EU
Cybersecurity Reserve.

Linked to recital 44a.

Text Origin: EP
Mandate

| Article 14(5a)

5. The Commission, ENISA and
the users of the Reserve-and

158a Sa. Users may use the EU Sa. Users may use the EU
Cybersecurity Reserve services Cybersecurity Reserve services
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EP Mandate

Ceouncil Mandate

Commission Proposal

provided in response to a request

Draft Agreement

provided in response to a request

under Article 13(1) of this
Regulation only in order to
support response to and initiate

under Article 13(1) of this
Regulation only in order to
support response to and initiate

recovery from significant
incidents, large-scale
cybersecurity incidents or large-

recovery from significant
incidents, large-scale
cybersecurity incidents or large-

scale-equivalent cybersecurity

scale-equivalent cybersecurity

incidents. They may use those

incidents. They may use those

services only in respect of :

services only in respect of :

Text Origin: Council
Mandate

| Article 14(5b)

158b

(a). entities operating in sectors
of high criticality or other critical

(a). entities operating in sectors
of high criticality or other critical

sectors, in the case of users
referred to in Article 12(3), points

sectors, in the case of users
referred to in Article 12(3), points

(a) and (c); and

(a) and (c); and

Text Origin: Council
Mandate

| Article 14(5c)

(b). Union institutions, bodies

(b). Union institutions, bodies

158¢ and agencies, in the case of the and agencies, in the case of the
user referred to in Article 12 (3), user referred to in Article 12 (3),
point (b). point (b).
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Text Origin: Council

Mandate

Article 14(6)

| 159

6. Within one month from the end
of the support action, the users
shall provide Commission and
ENISA with a summary report
about the service provided, results
achieved and the lessons learned.
When the user is from a third
country as set out in Article 17,
such report shall be shared with the
High Representative.

6. Within one month from the end
of the support action, the users
shall provide Commission and
ENISA CSIRTs Network and,
where relevant, EU-CyCLONe

6. Within eremonththree months

from the end of-#4e_a support
action, the-tversshall-provide
Db e i hany
user that has received support

6. Within exretwo month from the
end of-tke_a support action, the

wrremedred el e Do lndlog
and-ENISA-wvithany user that has

received support shall provide a

with a summary report about the
service provided, results achieved
and the lessons learned. When the
user is from a third country as set
out in Article 17, such report shall
be shared with the High
Representative.

The report shall respect Union

shall provide a summary report
about the service provided, results
achieved and-##e_lessons learned-
Wheni] o 7 -

. ele 17
e spe ol Lho oo Lpefel
the-Hich-Representative- as

follows:

and national law concerning the
protection of sensitive or classified

information.

summary report about the service
provided, results achieved and-#ze
lessons learned—#henthe-wseris

AeticteA7—suehreportshall-he
. L vith tho Iicl ,
Representative-_ as follows:

EC and CSL to propose a general
requirement on respect of Union and
national law concerning of sensitive or
classified information" maybe in
article 1 (rows 62 and 62a)

Text Origin: Council
Mandate

Article 14(6a)

159 (a). users referred to in Article (a). users referred to in Article
6601/24 FM/ff 174
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
12(3), point (a), of this Regulation | 12(3), point (a), of this Regulation
shall provide the summary report | shall provide the summary report
to the Commission, ENISA, the to the Commission, ENISA, the
CSIRTs network and EU- CSIRTs network and EU-
CyCLONe CyCLONe
Text Origin: Council
Mandate
| Article 14(6b) |
(b). users referred to in Article (b). users referred to in Article
12(3), point (b), of this Regulation | 12(3), point (b), of this Regulation
shall provide the summary report | shall provide the summary report
159 to the Commission, ENISA and to the Commission, ENISA and
the IICB. the IICB.
Text Origin: Council
Mandate
| Article 14(6c)
(c). users referred to in Article 12 | (c). users referred to in Article 12
(3) (c) of this Regulation shall (3) (c) of this Regulation shall
share this report with the share this report with the
159 Commission, which will share it Commission, which will share it
¢ with the Council and the High with the Council and the High
Representative. Representative.
Text Origin: Council
Mandate
6601/24 FM/ff 175
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Article 14(7)

| 160

7. The Commission shall report to
the NIS Cooperation Group about
the use and the results of the
support, on a regular basis.

7. The Commission shall report on
a regular basis and at least twice a

7. In case of users referved in
Article 12 (3) (a) and (b) the

vear to the NIS Cooperation Group
about the use and the results of the
support, It shall protect
confidential information, in
accordance with Union and
national law concerning the
protection of sensitive or classified

information—on-aresular-basis.

contracting authorityThe
Commission shall report to the NIS
Cooperation Group, on a regular
basis and at least twice per year,

7. In case of users referred in
Article 12 (3) (a) and (b) the
contracting authorityThe
Commission shall report to the NIS
Cooperation Group, on_a regular
basis and at least twice per year,

about the use and the results of the

support—o#-cresttar-basis- .

about the use and the results of the
support, It shall protect
confidential information, in
accordance with Union and
national law concerning the
protection of sensitive or classified

information—en-aresutar-basis.

EC to check on the last sentence om
confidentiality and sensitive
information.

Text Origin: Council

Mandate

Article 14(7a)

160a

7a. In case of users referred to in
Article 12 (3) (c), the Commission

7a. In case of users referred to in
Article 12 (3) (c), the Commission

shall report to the Council and

shall report to the Council and

inform the High Representative

inform the High Representative

on_a regular basis and at least

on_a regular basis and at least
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Commission Proposal

EP Mandate

Ceouncil Mandate

twice per year, about the use and

Draft Agreement

twice per vear, about the use and

the results of the support.

the results of the support.

Text Origin: Council
Mandate
| Article 15
Article 15 Article 15 Article 15 Artiele1S
161 Coordination with crisis Coordination with crisis S R S
management mechanisms management mechanisms e e e e R deleted
| Article 15(1)

1. In cases where significant or 1. In cases where significant or 1. fncavesvheresignificant-or
large-scale cybersecurity incidents | large-scale cybersecurity incidents | faree-seate-eybersecnrity-incidents deleted
originate from or result in disasters | originate from or result in disasters | eriginatefronorresuitin
as defined in Decision as defined in Decision b dlatin oLt Dosiijon Moved to 17a - row 188b
1313/2013/EU", the support under | 1313/2013/EU", the support under | 1343L2013/EU —the-support-nnder
this Regulation for responding to this Regulation for responding to Hhrb e et e ey s andi—e
such incidents shall such incidents shall st e e
complementactions under and complementactions under and coplenrenie e ttopemrgrdleend

162 | without prejudice to Decision without prejudice to Decision B e
1313/2013/EU. 1313/2013/EU. R
1. Decision No 1313/2013/EU 1. Decision No 1313/2013/EU £, Decision- NoA 3432003 FL
of the European Parliament and | of the European Parliament and | efthe EuwropeanPartianent-and
of the Council of 17 December | of the Council of 17 December | efthe-Couneil-ofI-7Decenrber
2013 on a Union Civil 2013 on a Union Civil 2043 on a Union Civil
Protection Mechanism (OJ L Protection Mechanism (OJ L Protection-Mechanivim G-+
347,20.12.2013, p. 924). 347,20.12.2013, p. 924). 34720122013, p. 924).
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Article 15(2)

2. In the event of a large-scale,
cross border cybersecurity incident
where Integrated Political Crisis
Response arrangements (IPCR) are
163 | triggered, the support under this
Regulation for responding to such
incident shall be handled in
accordance with relevant protocols
and procedures under the IPCR.

2. In the event of a large-scale,
cross border cybersecurity incident
where Integrated Political Crisis
Response arrangements (IPCR) are
triggered, the support under this
Regulation for responding to such
incident shall be handled in
accordance with relevant protocols
and procedures under the IPCR.

deleted

B e R Moved to 17a - 188c

| Article 15(3)

3. In consultation with the High

3. In consultation with the High

Representative, support under the Representative, support under the B e e deleted
Cyber Emergency Mechanism may | &yberCybersecurity Emergency Erber-fmergeney-Mechenispar
complement assistance provided in | Mechanism may complement T
the context of the Common assistance provided in the context | the-context-ofthe-Commontoreisn
Foreign and Security Policy and of the Common Foreign and end-SeenrityPolier-and-Common
Common Security and Defence Security Policy and Common Seerritv-emd-DefencePolier;
164 Policy, including through the Security and Defence Policy, frebeelip el e Db Peenild
Cyber Rapid Response Teams. It including through the Cyber Rapid | Responsefeams—Itmay-atso
may also complement or contribute | Response Teams. It may also R
to assistance provided by one complement or contribute to e
Member State to another Member | assistance provided by one b e et to—o e e b
State in the context of Article 42(7) | Member State to another Member | State-inthe-context-of-Articte42(7
of the Treaty on the European State in the context of Article 42(7) | of the-Ffreaty-ontheEuropean
Union. e e e L e Lrion:
UnionTFEU.
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Article 15(4)
4. Support under the Cyber 4. Support under the Cyber 4, Stirpe, o ot Crber
Emergency Mechanism may form | Emergency Mechanism may form | EmergencyiMechanishi-mearformn deleted
part of the joint response between | part of the joint response between | part-ofthejoint respense-betiveen
165 | the Union and Member States in the Union and Member States in thethion-ane-Mer o0 < "are—in
situations referred to in Article 222 | situations referred to in Article 222 | situationsreferred-to-inrArticte 222
of the Treaty on the Functioning of | of the Treaty on the Functioning of | efthe Treaty-onthe Functioningof
the European Union. the European Union. e e e oo
| Article 16
Article 16 Article 16 Article 16 Article 16
Trusted providers Trusted managed security service Trusted providers Trusted providers
166 providers
Text Origin:
Commission Proposal
| Article 16(1) |
1. In procurement procedures for 1. In procurement procedures for 1. In procurement procedures for 1. In procurement procedures for
the purpose of establishing the EU | the purpose of establishing the EU | the purpose of establishing the EU | the purpose of establishing the EU
Cybersecurity Reserve, the Cybersecurity Reserve, the Cybersecurity Reserve, the Cybersecurity Reserve, the
contracting authority shall act in contracting authority shall act in contracting authority shall act in contracting authority shall act in
167 accordance with the principles laid | accordance with the principles laid | accordance with the principles laid | accordance with the principles laid
down in the Regulation (EU, down in the Regulation (EU, down in the Regulation (EU, down in the Regulation (EU,
Euratom) 2018/1046 and in Euratom) 2018/1046 and in Euratom) 2018/1046 and in Euratom) 2018/1046 and in
accordance with the following accordance with the following accordance with the following accordance with the following
principles: principles: principles: principles:
Text Origin:
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Commission Proposal

| Article 16(1), point (a)

(a) ensure the EU Cybersecurity
Reserve includes services that may
be deployed in all Member States,
taking into account in particular
national requirements for the
provision of such services,
including certification or

168 accreditation;

(a) ensure the EU Cybersecurity
Reserve includes services that may
be deployed in all Member States,
taking into account in particular
national requirements for the
provision of such services,
including certification or
accreditation;

(a) ensure that the services
included in the EU Cybersecurity
Reserve, when taken as a whole,
are such that the Reserve
inetndes-servicesthat-may be
deployed in all Member States,
taking into account in particular
national requirements for the
provision of such services,
including certification or
accreditation;

(a) ensure that the services

included in the EU Cybersecurity

Reserve, when taken as a whole,

are such that the Reserve
inetndes-servicesthat-may be
deployed in all Member States,
taking into account in particular
national requirements for the
provision of such services,
including certification or
accreditation;

Text Origin: Council
Mandate

| Article 16(1), point (b)

(b) ensure the protection of the
essential security interests of the

169 Union and its Member States.

(b) ensure the protection of the
essential security interests of the
Union and its Member States.

(b) ensure the protection of the
essential security interests of the
Union and its Member States:;

(b) ensure the protection of the
essential security interests of the
Union and its Member States.

Text Origin:
Commission Proposal

| Article 16(1), point (c)

l 170
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Commission Proposal

(c) ensure that the EU
Cybersecurity Reserve brings EU
added value, by contributing to the
objectives set out in Article 3 of
Regulation (EU) 2021/694,
including promoting the
development of cybersecurity skills
in the EU.

EP Mandate

(c) ensure that the EU
Cybersecurity Reserve brings EU
added value, by contributing to the
objectives set out in Article 3 of
Regulation (EU) 2021/694,
including promoting the
development of cybersecurity skills
in the EU, and the achievement of
gender balance in the sector, and
reinforcing the Union’s
technological sovereignty, open
strategic autonomy,
competitiveness and resilience.

Ceouncil Mandate

(c) ensure that the EU
Cybersecurity Reserve brings EU
added value, by contributing to the
objectives set out in Article 3 of
Regulation (EU) 2021/694,
including promoting the
development of cybersecurity skills
in the EU.

Draft Agreement

(c) ensure that the EU
Cybersecurity Reserve brings EU
added value, by contributing to the
objectives set out in Article 3 of
Regulation (EU) 2021/694,
including promoting the
development of cybersecurity skills
in the EU.

Text Origin:
Commission Proposal

| Article 16(2)
2. When procuring services for the | 2. When procuring services for the | 2. When procuring services for the | 2. When procuring services for the
EU Cybersecurity Reserve, the EU Cybersecurity Reserve, the EU Cybersecurity Reserve, the EU Cybersecurity Reserve, the
contracting authority shall include | contracting authority shall include | contracting authority shall include | contracting authority shall include
171 in the procurement documents the | in the procurement documents the | in the procurement documents the | in the procurement documents the
following selection criteria: following selection criteria: following selection criteria: following selection criteria:
Text Origin:
Commission Proposal
| Article 16(2), point (a)

(a) the provider shall demonstrate

(a) the provider shall demonstrate

(a) the provider shall demonstrate

(a) the provider shall demonstrate

172 | that its personnel has the highest that its personnel has the highest that its personnel has the highest that its personnel has the highest
degree of professional integrity, degree of professional integrity, degree of professional integrity, degree of professional integrity,
independence, responsibility, and independence, responsibility, and independence, responsibility, and independence, responsibility, and
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the requisite technical competence
to perform the activities in their
specific field, and ensures the
permanence/continuity of expertise
as well as the required technical
resources;

the requisite technical competence
to perform the activities in their
specific field, and ensures the
permanence/continuity of expertise
as well as the required technical
resources;

the requisite technical competence
to perform the activities in their
specific field, and ensures the
permanence/continuity of expertise
as well as the required technical
resources;

Draft Ag

the requisite technical competence
to perform the activities in their
specific field, and ensures the
permanence/continuity of expertise
as well as the required technical
resources;

Text Origin:
Commission Proposal

Article 1

6(2), point (b)

(b) the provider, its subsidiaries
and subcontractors shall have in
place a framework to protect
sensitive information relating to the
service, and in particular evidence,
findings and reports, and is
compliant with Union security
rules on the protection of EU

(b) the provider, its subsidiaries
and subcontractors shall have in
place a framework to protect
sensitive information relating to the
service, and in particular evidence,
findings and reports, and is
compliant with Union security
rules on the protection of EU

(b) the provider, its subsidiaries
and subcontractors shall have in
place a framework, including
agreements where relevant, to
protect sensitive information
relating to the service, and in
particular evidence, findings and
reports, and is compliant with

(b) the provider, its subsidiaries
and subcontractors shall have in
place a framework, including
agreements between them, where
relevant, to protect sensitive
information relating to the service,
and in particular evidence, findings
and reports, and is compliant with

L classified information; classified information; Union security rules on the Union security rules on the
protection of EU classified protection of EU classified
information; information;
CNS and EC to propose a recital
Text Origin: Council
Mandate
Article 16(2), point (c)
174
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

(c) the provider shall provide
sufficient proof that its governing
structure is transparent, not likely
to compromise its impartiality and
the quality of its services or to
cause conflicts of interest;

(c) the provider shall provide
sufficient proof that its governing
structure is transparent, not likely
to compromise its impartiality and
the quality of its services or to
cause conflicts of interest;

(c) the provider shall provide
sufficient proof that its governing
structure is transparent, not likely
to compromise its impartiality and
the quality of its services or to
cause conflicts of interest;

(c) the provider shall provide
sufficient proof that its governing
structure is transparent, not likely
to compromise its impartiality and
the quality of its services or to
cause conflicts of interest;

Text Origin:
Commission Proposal

| Article 1

6(2), point (d)

(d) the provider shall have
appropriate security clearance, at

(d) the provider shall have
appropriate security clearance, at

(d) the provider shall have
appropriate security clearance, at

(d) the provider shall have
appropriate security clearance, at

175 | least for personnel intended for least for personnel intended for least for personnel intended for least for personnel intended for
service deployment; service deployment; service deployment, where service deployment, where
required by a Member State; required by a Member State;
| Article 16(2), point (e)
(e) the provider shall have the (e) the provider shall have the (e) the provider shall have the (e) the provider shall have the
relevant level of security for its IT | relevant level of security for its IT | relevant level of security for its IT | relevant level of security for its IT
176 systems; systems; systems; systems;
Text Origin:
Commission Proposal
| Article 16(2), point (f)
I L0 (f) the provider shall be equipped | (f) the provider shall be equipped | (f) the provider shall be equipped | (f) the provider shall be equipped
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

with the hardware and software
technical equipment necessary to
support the requested service;

with theup to date hardware and
software technical equipment
necessary to support the requested
service_and shall, as applicable,
comply with Regulation (EU) .../...

of the European Parliament and

of the Council’
(2022/0272(COD));

1.[1] Regulation (EU)
.../ee. Of the European
Parliament and of the Council
of...on... (OJL, ..., ELI: ...).

with the hardware and software
technical equipment necessary to
support the requested service;

with the hardware and software
technical-eqripnent-necessary to
support the requested service,
which shall not contain known
exploitable vulnerabilities, shall
include the latest security updates
and shall in any case comply with
any applicable provision of
Regulation (EU) .../... of the
European Parliament and of the
Council' (2022/0272(COD));

1.[1] Regulation (EU)
../ee. 0f the European

Parliament and of the Council
of..on..(OJL,.... ELI: ...).

Text Origin: EP

Mandate

| Article 1

6(2), point (g)

(g) the provider shall be able to
demonstrate that it has experience
in delivering similar services to
relevant national authorities or

(g) the provider shall be able to
demonstrate that it has experience
in delivering similar services to
relevant national authorities or

(g) the provider shall be able to
demonstrate that it has experience
in delivering similar services to
relevant national authorities or

(g) the provider shall be able to
demonstrate that it has experience
in delivering similar services to
relevant national authorities or

178 | entities operating in critical or entities operating in critical or entities operating in eriticador entities operating in eriticed-or
highly critical sectors; highly critical sectors; hishlysectors of high criticality or | hishiysectors of high criticality or
other critical sectors; other critical sectors;
Text Origin: Council
Mandate
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Article 1

6(2), point (h)

(h) the provider shall be able to
provide the service within a short
timeframe in the Member State(s)

(h) the provider shall be able to
provide the service within a short
timeframe in the Member State(s)

(h) the provider shall be able to
provide the service within a short
timeframe in the Member State(s)

(h) the provider shall be able to
provide the service within a short
timeframe in the Member State(s)

179 where it can deliver the service; where it can deliver the service; where it can deliver the service; where it can deliver the service;
Text Origin:
Commission Proposal
Article 16(2), point (i) |
(i) the provider shall be able to (i) the provider shall be able to (i) the provider shall be able to (i) the provider shall be able to
provide the service in the local provide the service in the local provide the service in the local provide the service in any of the
language of the Member State(s) language of the Member State(s), language of the Member State(s) official languagesthetocat
where it can deliver the service; or in one of the working where it can deliver the service, if | fangwage of the_Union, used in
languages of the Union’s so required by the Member the Member Statets) where it can
180 institutions, -where it can deliver | State(s); deliver the service, as required by
the service; the Member State(s);
CNS to propose a text
Text Origin: EP
Mandate
Article 16(2), point (j)
181 (j) once an EU certification (j) once an £HEuropean (j) once an EU certification (j) once an £HEuropean
scheme for managed security cybersecurity certification scheme | scheme for managed security cybersecurity certification scheme
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Commission Proposal

service Regulation (EU) 2019/881
is in place, the provider shall be
certified in accordance with that
scheme.

EP Mandate

for managed security service
pursuant to Regulation (EU)
2019/881 is in place, the provider
shall be certified in accordance
with that scheme within a period
of two years after the scheme has
been adopted.

Ceouncil Mandate

service Regulation (EU) 2019/881
is in place, the provider shall be
certified in accordance with that
scheme.

Draft Agreement

for managed security
serviceservices pursuant to
Regulation (EU) 2019/881 is in
place, the provider shall be
certified in accordance with that
scheme within a period of two
vears after the scheme has entered

into application.

Text Origin: EP

Mandate

| Article 1

6(2), point (ja)

(jia) the provider shall be able to
provide the service independently
and not as part of a bundle, thus

deleted

181a ; e
safeguarding the user possibility
to switch to another service
provider;
| Article 16(2), point (jb)
(ib) for the purposes of Article (k) the provider shall include in (k) the provider shall include in
12(1) the provider shall include in | the tender, the conversion the tender, the conversion
the tenders proposal the possibility | conditions for any unused conditions for any unused
1816 for conversion of unused incident | incident response service that incident response service that
response services into exercises or | could be converted into could be converted into
trainings; preparedness services closely preparedness services closely
related to incident response, such | related to incident response, such
as exercises or trainings. as exercises or trainings.
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Commission Proposal

EP Mandate

Ceouncil Mandate Draft Agreement

Text Origin: Council

Article 1

6(2), point (jc)

181¢

(ic) the provider shall be
established and shall have its
executive management structures
in the Union, in an associated
country or in_a third country that
is part to the Government
Procurement Agreement in the
context of World Trade
Organisation(GPA).

| Article 1

6(2), point (jd)

181d

(id) The provider shall not be
subject to control by a non-
associated third country or by a
non-associated third-country
entity that is not party to the GPA
or, alternatively, such an entity
shall have been subject to
screening within the meaning of
Regulation (EU) 2019/452 and,
where necessary, to mitigation
measures, taking into account the
objectives set out in this

Regulation.

deleted

Mandate I
deleted |
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
Article 16(2a)
2a. For the purposes of procuring | 2a. For the purposes of procuring
services for the EU Cybersecurity | services for the EU Cybersecurity
Reserve, the contracting authority | Reserve, the contracting authority
shall, where appropriate, develop | may, where appropriate, develop
selection criteria in addition to selection criteria in addition to
181e those referred to in paragraph 2, those referred to in paragraph 2,
in _close cooperation with Member | in close cooperation with Member
States. States.
Text Origin: Council
Mandate
| Article 16a
Article 16a Article 16a
Mutual assistance Mutual assistance
181f (llll\lzs moved it from Article 10 - row
Text Origin: Council
Mandate
| Article 16a(1)
181g 1. The Mechanism shall provide | 1. The Mechanism shall provide
support for technical assistance support for technical assistance
6601/24 FM/ff 188
ANNEX JAIL2 LIMITE EN



Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
from one Member State to another | from one Member State to another
Member State affected by a Member State affected by a
significant or large-scale significant or large-scale
cybersecurity incident, including cybersecurity incident, including
in _cases referred to in Article in _cases referred to in Article
11(3), point (f), of Directive (EU) 11(3), point (), of Directive (EU)
2022/25535. 2022/25535.
Text Origin: Council
Mandate
Article 16a(2)
2. The support for the technical 2. The support for the technical
mutual assistance referred to in mutual assistance referred to in
paragraph 1 shall be granted in paragraph 1 shall be granted in
the form of grants and under the the form of grants and under the
conditions defined in the relevant | conditions defined in the relevant
181h work programmes referred to in work programmes referred to in
Article 24 of the Digital Europe Article 24 of the Digital Europe
Programme. Programme.
Text Origin: Council
Mandate
| Article 17 |
Article 17 Article 17 Article 17 Article 17
182 Support to third countries Support to third countries Support to DEP-associated third Support to DEP-associated third
countries countries
6601/24 FM/ff 189
ANNEX JAL2 LIMITE EN



Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Text Origin: Council
Mandate
Article 17(1)
1. Third countries may request 1. Third countries may request 1. A DEP-associated third 1. A DEP-associated third
support from the EU Cybersecurity | support from the EU Cybersecurity | eeuntriescountry may request eonntriescountry may request
Reserve where Association Reserve where Association support from the EU Cybersecurity | support from the EU Cybersecurity
Agreements concluded regarding Agreements concluded regarding Reserve where Association Reserve where Association
their participation in DEP provide | their participation in DEP provide | Agreementsconcludedresarding sherecnrenteeanelidedrecapdine
for this. for this. thobmpeptlaipationir D prepide | phofrpplainanion o DD mesnide
183 for-thisthe agreement, through for-thisthe agreement, through
which it is associated to DEP which it is associated to DEP
provides for participation in the provides for participation in the
Reserve. Reserve.
Text Origin: Council
Mandate
| Article 17(2) |
2. Support from the EU 2. Support from the EU 2. Support from the EU 2. Support from the EU
Cybersecurity Reserve shall be in Cybersecurity Reserve shall be in Cybersecurity Reserve shatt-bein | Cybersecurity Reserve shall-be-in
accordance with this Regulation, accordance with this Regulation, sreeeprelen el e Do oo sreeepreleen el e Do o
and shall comply with any specific | and shall comply with any specific | andto a DEP-associated third andto a DEP-associated third
184 | conditions laid down in the conditions laid down in the country shall comply with any country shall comply with any
Association Agreements referred to | Association Agreements referred to | specific conditions laid down in the | specific conditions laid down in the
in paragraph 1. in paragraph 1. Awsoctation—toreements Awsoctation—toreements
agreement, referred to in agreement, referred to in
paragraph 1. paragraph 1.
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Text Origin: Council
Mandate
Article 17(3) |
3. Users from associated third 3. Users from associated third 3. Users from asseeiated DEP- 3. Users from asseciated DEP-
countries eligible to receive countries eligible to receive associated third countries eligible | associated third countries eligible
services from the EU services from the EU to receive services from the EU to receive services from the EU
Cybersecurity Reserve shall Cybersecurity Reserve shall Cybersecurity Reserve shall Cybersecurity Reserve shall
include competent authorities such | include competent authorities such | include competent authorities such | include competent authorities such
185 as CSIRTs and cyber crisis as CSIRTs and cyber crisis as_Computer Security Incident as_Computer Security Incident
management authorities. management authorities. and Response Teams-CSIRTs and | and Response Teams-CSIRTs and
cyber crisis management cyber crisis management
authorities. authorities.
Text Origin: Council
Mandate
| Article 17(4) |
4. Each third country eligible for 4. Each third country eligible for 4. Each DEP-associated third 4. Each DEP-associated third
support from the EU Cybersecurity | support from the EU Cybersecurity | country eligible for support from country eligible for support from
Reserve shall designate an Reserve shall designate an the EU Cybersecurity Reserve shall | the EU Cybersecurity Reserve shall
authority to act as a single point of | authority to act as a single point of | designate an authority to act as a designate an authority to act as a
186 | contact for the purpose of this contact for the purpose of this single point of contact for the single point of contact for the
Regulation. Regulation. purpose of this Regulation. purpose of this Regulation.
Text Origin: Council
Mandate
| Article 17(4a) |
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EP Mandate

Ceouncil Mandate

<

186a

Commission Proposal

4a. Requests for support from the
EU Cybersecurity Reserve under

Draft Agreement

4a. Requests for support from the
EU Cybersecurity Reserve under

this Article shall be assessed by

this Article shall be assessed by

the Commission. A response shall

the Commission. A response shall

be transmitted to the users
referred to in Article 12(3) point

be transmitted to the users
referred to in Article 12(3) point

(c) without undue delay, following

(c) without undue delay, following

the Council’s implementing
decision referred to in paragraph
Sa of this Article.

the Council’s implementing
decision referred to in paragraph
Sa of this Article.

Notes from Trilogue: Ex-ante
authorisation. Define countries in
advance. Such decision to be revise
periodically or under an emergency.

Possible to explore Council
implementing decision periodically
(for instance every 6 months) +
possibility for the Council to change it
in any moment pending on the
situation on foreign policy

EC to propose a text by Monday 19
February.

Inspiration from Regulation
2023/2675 (article 5)

Text Origin: Council
Mandate

Article 17(5)
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EP Mandate

Ceouncil Mandate

Commission Proposal

5. Prior to receiving any support
from the EU Cybersecurity
Reserve, third countries shall
provide to the Commission and the
High Representative information
about their cyber resilience and
risk management capabilities,
including at least information on
national measures taken to prepare
for significant or large-scale
cybersecurity incidents, as well as
information on responsible national
entities, including CSIRTs or
equivalent entities, their
capabilities and the resources

5. Prior to receiving any support
from the EU Cybersecurity
Reserve, third countries shall
provide to the Commission and the
High Representative information
about their cyber resilience and
risk management capabilities,
including at least information on
national measures taken to prepare
for significant or large-scale
cybersecurity incidents, as well as
information on responsible national
entities, including CSIRTs or
equivalent entities, their
capabilities and the resources

5. In order to enable the
Commission to apply the criteria

Draft Agreement

5. In order to enable the
Commission to apply the criteria

listed in Article 14(2), within three

listed in Article 14(2), within three

months of the conclusion of the

months of the conclusion of the

agreement referred to in
paragraph 1 and in any event
prior to receiving any support from
the EU cybersecurity reserve, the
DEP-associated third countries
shall provide to the Commission
Liho [ioh R .
information about their cyber
resilience and risk management
capabilities, including at least
information on national measures

agreement referred to in
paragraph 1 and in any event
prior to receiving any support from
the EU cybersecurity reserve, the
DEP-associated third countries
shall provide to the Commission
Liho [ioh R .
information about their cyber
resilience and risk management
capabilities, including at least
information on national measures

187 | allocated to them. Where allocated to them. Where taken to prepare for significant, taken to prepare for significant,
provisions of Articles 13 and 14 of | provisions of Articles 13 and 14 of | large-scale or large-scale- large-scale or large-scale-
this Regulation refer to Member this Regulation refer to Member equivalent-er-tarse-scate equivalent-er-large-seale
States, they shall apply to third States, they shall apply to third cybersecurity incidents, as well as | cybersecurity incidents, as well as
countries as set out in paragraph 1. | countries as set out in paragraph 1. | information on responsible national | information on responsible national
entities, including CSIRTs or entities, including CSIRTs or
equivalent entities, their equivalent entities, their
capabilities and the resources capabilities and the resources
allocated to them.—#kere allocated to them.—#kere
" [ fptiolos 13 and 14 of . [ fptiolos 13 cnd 14 of
hic Roclati ; Vel hic Roclati . Vel
Srereethohellonn e pe bl States—they The DEP-associated
eonntries-as-set-owt The DEP- third country shall provide
associated third country shall updates to this information on a
provide updates to this regular basis and at least once per
information on a regular basis vear. The Commission shall apphy
and at least once per year. The to-third-cotmiries-av-vel-owishare
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Commission shall share this
information with the High
Representative and ENISA for the

Draft Ag

this information with the High
Representative and ENISA for the
purpose of facilitating the

purpose of facilitating the
consultation referred to in
paragraph 16. It shall also share
this information with EU

CyCLONe.

consultation referred to in
paragraph £6.

EP and CNS to check

Text Origin: Council
Mandate

Article 1

7(5a)

<

187a

Sa. Support from the EU
Cybersecurity Reserve to a DEP-
associated third country shall only
be provided after a Council
implementing decision has been
adopted on _a proposal from the
Commission following its
assessment under Article 14 (2).
The Council implementing
decision authorising the
Commission to provide support to
the DEP-associated third country
shall specify the time period
during which such support may be
provided, which shall not be
longer than three months. It shall
be based on an assessment of the
support with regard to the
criterion for prioritising multiple

To be checked, EP have strong
reservations.
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

requests under Article 142)(f) of
this Regulation and consistency
with the Union’s policy towards
the DEP-associated third country
concerned.
Article 17(6)
6. The Commission shall 6. The Commission shall without | 6. The Commission shall 6. The Commission shall
coordinate with the High undue delay notify the Council eoordinatecooperate with the High | eocordinatecooperate with the High
Representative about the requests and coordinate with the High Representative-_about the requests | Representative-_about the requests
received and the implementation of | Representative about the requests received and the implementation of | received and the implementation of
the support granted to third received and the implementation of | the support granted to DEP- the support granted to DEP-
countries from the EU the support granted to third associated third countries from the | associated third countries from the
188 Cybersecurity Reserve. countries from the EU EU Cybersecurity Reserve. The EU Cybersecurity Reserve. The
Cybersecurity Reserve. Commission shall also take into Commission shall also take into
account any views provided by account any views provided by
ENISA in respect of those ENISA in respect of those
requests. requests.
Text Origin: Council
Mandate
| Article 17(6a) |
Article 17a Article 17a Coordination with
Coordination with Union crisis Union crisis management
188a management mechanisms mechanisms
Text Origin: Council
Mandate
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Article 17(6b) |
1. Where a significant 6b. Where a significant
cybersecurity incident, a large- cybersecurity incident, a large-
scale or large-scale-equivalent scale or large-scale-equivalent
cybersecurity incident originates cybersecurity incident originates
from or results in a disaster as from or results in a disaster as
defined in Article 4, point (1), of defined in Article 4, point (1), of
Decision No 1313/2013/EU, the Decision No 1313/2013/EU, the
support provided under this support provided under this

188b Regulation for responding to such | Regulation for responding to such
incident shall complement actions | incident shall complement actions
under, and be without prejudice, under, and be without prejudice,
to Decision No 1313/2013/EU, to Decision No 1313/2013/EU.
Moved from row 162
Text Origin: Council
Mandate
| Article 17(6c)
2. In the event of a large-scale or | 6c. In the event of a large-scale
large-scale-equivalent or large-scale-equivalent
cybersecurity incident where the cybersecurity incident where the
188¢ EU Integrated Political Crisis EU Integrated Political Crisis
Response Arrangements under Response Arrangements under
Implementing Decision (EU) Implementing Decision (EU)
2018/19934 (IPCR Arrangements) | 2018/19934 (IPCR Arrangements)
are triggered, support provided are triggered, support provided
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
under this Regulation for under this Regulation for
responding to such incident shall | responding to such incident shall
be handled in accordance with the | be handled in accordance with the
relevant procedures under the relevant procedures under the
IPCR Arrangements. IPCR Arrangements.
Moved from row 163
Text Origin: Council
Mandate
| Chapter IV
Chapter IV Chapter IV Chapter IV Chapter IV
CYBERSECURITY INCIDENT CYBERSECURITY INCIDENT CYBERSECURITY INCIDENT CYBERSECURITY INCIDENT
189 REVIEW MECHANISM REVIEW MECHANISM REVIEW MECHANISM REVIEW MECHANISM
Text Origin:
Commission Proposal
| Article 18
Article 18 Article 18 Article 18 Article 18
Cybersecurity Incident Review Cybersecurity Incident Review Cybersecurity Incident Review Cybersecurity Incident Review
190 Mechanism Mechanism Mechanism Mechanism
Text Origin:
Commission Proposal
| Article 18(1) |
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

1. At the request of the
Commission, the EU-CyCLONe or
the CSIRTSs network, ENISA shall
review and assess threats,
vulnerabilities and mitigation
actions with respect to a specific
significant or large-scale
cybersecurity incident. Following
the completion of a review and
assessment of an incident, ENISA
shall deliver an incident review
report to the CSIRTs network, the
EU-CyCLONe and the
Commission to support them in
carrying out their tasks, in

1. At the request of the
Commission, the EU-CyCLONe or
the CSIRTSs network, ENISA shall
review and assess threats,
vulnerabilities and mitigation
actions with respect to a specific
significant or large-scale
cybersecurity incident. Following
the completion of a review and
assessment of an incident, ENISA
shall deliver an incident review
report to the CSIRTs network, the
EU-CyCLONe and the
Commission to support them in
carrying out their tasks, in

1. At the request of the
oty [0t 1o~ ELONe-o#,
EU-CyCLONe, ENISA shall, with

1. At the request of the
Commission_or EU-CyCLONe,
ENISA shall, with the support of-

the support of the CSIRTs
networkEALSA-shetl and with the

approval of the Member States

the EU-CyCLONeor the CSIRTs
network—ENISA-shatl and with the

approval of the Member States

concerned, review and assess
threats, known _exploitable
vulnerabilities and mitigation
actions with respect to a specific
significant or large-scale
cybersecurity incident. Following
the completion of a review and
assessment of an incident, ENISA
shall deliver an incident review

concerned, review and assess
threats, known _exploitable
vulnerabilities and mitigation
actions with respect to a specific
significant or large-scale
cybersecurity incident. Following
the completion of a review and
assessment of an incident, ENISA
shall deliver an incident review

191 particular in view of those set out particular in view of those set out report with the aim of drawing report with the aim of drawing
in Articles 15 and 16 of Directive in Articles 15 and 16 of Directive lessons-learned to avoid or lessons-learned to avoid or
(EU) 2022/2555. Where relevant, (EU) 2022/2555. Where relevant, mitigate future incidents to the mitigate future incidents to the
the Commission shall share the the Commission shall share the EU-CyCLONe, to-the CSIRTs EU-CyCLONe, to-the CSIRTs
report with the High report with the High network,_the Member State network, the £5-
Representative. Representative. concerned-the FU-CyCLONe and | EpELONeMember States
the Commission to support them in | concerned and the Commission to
carrying out their tasks, in support them in carrying out their
particular in view of those set out tasks, in particular in view of those
in Articles 15 and 16 of Directive set out in Articles 15 and 16 of
(EU) 2022/2555._When an Directive (EU) 2022/2555. #here
incident has an impact on a DEP- | relevantWhen an incident has an
associated third country-¥here impact on_a DEP-associated third
relevant, ENISA shall also share | country, ENISA shall also share
the report with the Council. The the report with the Council. In
Commission shall share the report | such cases, the Commission shall
with the High Representative. share the report with the High
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Draft Ag

Representative.

Text Origin: Council

Mandate

Article 18(2)

2. To prepare the incident review
report referred to in paragraph 1,
ENISA shall collaborate all
relevant stakeholders, including
representatives of Member States,
the Commission, other relevant EU
institutions, bodies and agencies,
managed security services
providers and users of
cybersecurity services. Where
appropriate, ENISA shall also
collaborate with entities affected

2. To prepare the incident review
report referred to in paragraph 1,
ENISA shall collaborate with and
gather feedback from all relevant
stakeholders, including
representatives of Member States,
the Commission, other relevant EU
institutions, bodies, offices and
agencies, managed security
services providers in the National
and Cross-border SOCs and users
of cybersecurity services,

2. To prepare the incident review
report referred to in paragraph 1,
ENISA shall collaborate with all
relevant stakeholders, including
representatives of Member States,
the Commission, other relevant EU
institutions, bodies and agencies,
managed security services
providers and users of
cybersecurity services. Where
appropriate, and with the approval
of the Member State(s) concerned,

2. To prepare the incident review
report referred to in paragraph 1,
ENISA shall collaborate with and
gather feedback from all relevant
stakeholders, including
representatives of Member States,
the Commission, other relevant EU
institutions, bodies, offices and
agencies, industry, including/in
particular managed security
services providers /and users of
cybersecurity services/. Where

o192 by significant or large-scale complemented with guarantees ENISA shall also collaborate with | appropriate, [and with the
cybersecurity incidents. To support | and monitoring that is adequate to | entities affected by significant or approval of the Member State(s)
the review, ENISA may also ensure that lessons learned and large-scale cybersecurity incidents. | concerned], ENISA shall also
consult other types of stakeholders. | best practicies identified are Fo-supportthereviewENISAmay | collaborate with entities affected
Consulted representatives shall backed by the actors in the 2 ) by significant or large-scale
disclose any potential conflict of cybersecurity services industry. stakehotders—_Consulted cybersecurity incidents.Fo-s#pport
interest. Where appropriate, ENISA shall representatives shall disclose any ool L e L
also collaborate with entities potential conflict of interest. e
affected by significant or large- Consulted representatives shall
scale cybersecurity incidents. To disclose any potential conflict of
support the review, ENISA may interest.
also consult other types of
stakeholders. Consulted EP to check text in brackets
6601/24 FM/ff 199
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EP Mandate

Ceouncil Mandate

Commission Proposal

representatives shall disclose any
potential conflict of interest.

Draft Agreement

Article 18(3)

v 193

3. The report shall cover a review
and analysis of the specific
significant or large-scale
cybersecurity incident, including
the main causes, vulnerabilities and
lessons learned. It shall protect
confidential information, in
accordance with Union or national
law concerning the protection of
sensitive or classified information.

3. The report shall cover a review
and analysis of the specific
significant or large-scale
cybersecurity incident, including
the main causes, vulnerabilities and
lessons learned. It shall protect
confidential information, in
accordance with Union or national
law concerning the protection of
sensitive or classified information.
It shall not include any details
about actively exploited
vulnerabilities that remain

unpatched,

3. The report shall cover a review
and analysis of the specific
significant or large-scale
cybersecurity incident, including
the main causes, known
exploitable vulnerabilities and
lessons learned. It shall protect
information, in particular
centfielemtieierratians In
accordance with Union or national
law concerning the protection of
sensitive or classified information.
If the Member State(s) or other

3. The report shall cover a review
and analysis of the specific
significant or large-scale
cybersecurity incident, including
the main causes, known
exploitable vulnerabilities and
lessons learned. It shall protect
eonfidentiad-_information; in
accordance with Union or national
law concerning the protection of
sensitive or classified information.
If the relevant Member State(s) or
other user(s) as referred to in

user(s) concerned so requests, the

Article 12(3) so requests, the

report shall contain only
anonymised data.

report shall contain only
anonymised data. It shall not
include any details about actively
exploited vulnerabilities that
remain unpatched.

Council to check
CNL took into account on the
confidentiality note

Text Origin: Council

Mandate
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Commission Proposal

Article 18(3a)

EP Mandate

Ceouncil Mandate

Draft Agreement

3a. The report referred to in
paragraph 1 of this Article shall

set out lessons learned from the

deleted

xR peer reviews carried out pursuant Text Origin: EP
to Article 19 of Directive (EU) Mandate
2022/2555.

Article 18(4) |
4. Where appropriate, the report 4. Where appropriate, the report 4. Where appropriate, the report 4. Where appropriate, the report
shall draw recommendations to shall draw recommendations, shall draw recommendations to shall draw recommendations to

104 improve the Union’s cyber posture. | including for all relevant improve the Union’s cyber posture. | improve the Union’s cyber posture

stakeholders, to improve the
Union’s cyber posture.

and may include best practices
and lessons learned from relevant
stakeholders.

Article 18(5)

5. Where possible, a version of the
report shall be made available
publicly. This version shall only

5. Where possible, a version of the
report shall be made available
publicly. This version shall only

5. Wherepossible—aversion With
the approval of the report-shatl-be
l bl b

5. Where possible—a-ENISA

wishes to issue a publicly
available version of the report, it

include public information. include public information. FhisMember State(s) concerned, shall bepedloeneiladblo o blinhs
, 195 ENISA may publish a version e
shett-onb-inctndeof the report publiconly include information
containing only public with the consent of the Member
information. State concerned [and, as regards
information relating to a user as
referred to in Article 12 (3), points
(b) or (c), with the consent of that
6601/24 FM/ff 201
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

user.]

CNS proposed text as part of the
confidentiality package. EP to check

Chapter V
Chapter V Chapter V Chapter V Chapter V
FINAL PROVISIONS FINAL PROVISIONS FINAL PROVISIONS FINAL PROVISIONS
196
Text Origin:
Commission Proposal
| Article 19 |
Article 19 Article 19 Article 19 Article 19
Amendments to Regulation (EU) Amendments to Regulation (EU) Amendments to Regulation (EU) Amendments to Regulation (EU)
o7 2021/694 2021/694 2021/694 2021/694
Text Origin:
Commission Proposal
| Article 19, first paragraph

Regulation (EU) 2021/694 is
amended as follows:

Regulation (EU) 2021/694 is
amended as follows:

Regulation (EU) 2021/694 is
amended as follows:

Regulation (EU) 2021/694 is
amended as follows:

198
Text Origin:
Commission Proposal
6601/24 FM/ff 202
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Commission Proposal
Article 19, first paragraph, point (1)

EP Mandate

Ceouncil Mandate

Draft Agreement

I 199

(1) Article 6 is amended as
follows:

(1) Article 6 is amended as
follows:

(1) Article 6 is amended as
follows:

(1) Article 6 is amended as
follows:

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (1)(a)

I 200

(a) paragraph 1 is amended as
follows:

(a) paragraph 1 is amended as
follows:

(a) paragraph 1 is amended as
follows:

(a) paragraph 1 is amended as
follows:

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (1)(a)(1)

I 201

(1) the following point (aa) is
inserted:

(1) the following point (aa) is
inserted:

(1) the following point (aa) is
inserted:

(1) the following point (aa) is
inserted:

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (1)(a)(1), ame

nding provision, numbered paragraph (aa)

I 202

13

(aa) support the development of an
EU Cyber Shield, including the
development, deployment and

3

(aa) support the development of an
EU Cyber Shield, including the
development, deployment and

3

(aa) support the development of an
EU_Cvybersecurity Alert System

Eypber-Shield, including the

3

(aa) support the development of an
EU_Cvybersecurity Alert System

Eypber-Shield, including the
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

operation of National and Cross-
border SOCs platforms that
contribute to situational awareness
in the Union and to enhancing the
cyber threat intelligence capacities
of the Union;

operation of National and Cross-
border SOCs platforms that
contribute to situational awareness
in the Union and to enhancing the
cyber threat intelligence capacities
of the Union;

development, deployment and
operation of National Cyber Hubs
and Cross-Border Cyvber Hubscawd

development, deployment and

Cross—borde = 0 —pi- #Horms that

contribute to situational awareness
in the Union and to enhancing the
cyber threat intelligence capacities
of the Union;

Lpepebopdep DO o larforne: that

contribute to situational awareness
in the Union and to enhancing the
cyber threat intelligence capacities
of the Union;

Text Origin: Council

operation of National Cyber Hubs
and Cross-Border Cyber Hubsard
Mandate

| Article 19, first paragraph, point (1)(a)(2)

203

(2) the following point (g) is
added:

(2) the following point (g) is
added:

(2) the following point (g) is
added:

(2) the following point (g) is
added:

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (1)(a)(2), ame

nding provision, numbered paragraph

(8)

13

(g) establish and operate a Cyber
Emergency Mechanism to support

3

(g) establish and operate a
EyberCybersecurity Emergency

13

(g) establish and operate a Cyber
Emergency Mechanism to support

EyberCybersecurity Emergency

(g) establish and operate a ‘

204 | Member States in preparing for and | Mechanism to support Member Member States in preparing for and | Mechanism to support Member
responding to significant States in preparing for and responding to significant States in preparing for and
cybersecurity incidents, responding to significant cybersecurity incidents, responding to significant
complementary to national cybersecurity incidents, complementary to national cybersecurity incidents,
resources and capabilities and other | complementary to national resources and capabilities and other | complementary to national

6601/24 FM/ff 204
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Commission Proposal

forms of support available at Union
level, including the establishment
of an EU Cybersecurity Reserve;

b

EP Mandate

resources and capabilities and other
forms of support available at Union
level, including the establishment
of an EU Cybersecurity Reserve;

B

Ceouncil Mandate

forms of support available at Union
level, including the establishment
of an EU Cybersecurity Reserve
deployable upon request in all
Member States, Union
institutions, bodies and agencies
and in certain third countries;

Draft Agreement

resources and capabilities and other
forms of support available at Union
level, including the establishment
of an EU Cybersecurity Reserve;

B

EP change is linguistic and to be
applied across the proposal. CNS
agreed to it

Text Origin: Council

Mandate

| Article 19, first paragraph, point (1)(b)

205

(b) Paragraph 2 is replaced by the
following:

(b) Paragraph 2 is replaced by the
following:

(b) Paragraph 2 is replaced by the
following:

(b) Paragraph 2 is replaced by the
following:

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (1)(b), amend

ing provision, numbered paragraph (2

)

3

2. The actions under Specific
Objective 3 shall be implemented

[3

2. The actions under Specific
Objective 3 shall be implemented

3

2. The actions under Specific
Objective 3 shall be implemented

3

2. The actions under Specific
Objective 3 shall be implemented

206 | primarily through the European primarily through the European primarily through the European primarily through the European
Cybersecurity Industrial, Cybersecurity Industrial, Cybersecurity Industrial, Cybersecurity Industrial,
technology and research technology and research technology and research technology and research
Competence Centre and the Competence Centre and the Competence Centre and the Competence Centre and the
Network of National Coordination | Network of National Coordination | Network of National Coordination | Network of National Coordination
6601/24 FM/ff 205
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Commission Proposal

Centres, in accordance with
Regulation (EU) 2021/887 of the
European Parliament and of the
Council! with the exception of
actions implementing the EU
Cybersecurity Reserve, which shall
be implemented by the
Commission and ENISA.";

1. Regulation (EU) 2021/887 of
the European Parliament and of
the Council of 20 May 2021
establishing the European
Cybersecurity Industrial,
Technology and Research
Competence Centre and the
Network of National
Coordination Centres, (OJ L
202, 8.6.2021, p. 1-31).

EP Mandate

Centres, in accordance with
Regulation (EU) 2021/887 of the
European Parliament and of the
Council! with the exception of
actions implementing the EU
Cybersecurity Reserve, which shall
be implemented by the
Commission and ENISA.";

1. Regulation (EU) 2021/887 of
the European Parliament and of
the Council of 20 May 2021
establishing the European
Cybersecurity Industrial,
Technology and Research
Competence Centre and the
Network of National
Coordination Centres, (OJ L
202, 8.6.2021, p. 1-31).

Ceouncil Mandate

Centres, in accordance with
Regulation (EU) 2021/887 of the
European Parliament and of the
Council! with the exception of
actions implementing the EU
Cybersecurity Reserve, which shall
be implemented by the
Commission and ENISA.";

1. Regulation (EU) 2021/887 of
the European Parliament and of
the Council of 20 May 2021
establishing the European
Cybersecurity Industrial,
Technology and Research
Competence Centre and the
Network of National
Coordination Centres, (OJ L
202, 8.6.2021, p. 1-31).

Draft Agreement

Centres, in accordance with
Regulation (EU) 2021/887 of the
European Parliament and of the
Council' with the exception of
actions implementing the EU
Cybersecurity Reserve, which shall
be implemented by the
Commission and ENISA.";

1. Regulation (EU) 2021/887 of
the European Parliament and of
the Council of 20 May 2021
establishing the European
Cybersecurity Industrial,
Technology and Research
Competence Centre and the
Network of National
Coordination Centres, (OJ L
202, 8.6.2021, p. 1-31).

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (2)

(2) Article 9 is amended as

(2) Article 9 is amended as

(2) Article 9 is amended as

(2) Article 9 is amended as

follows: follows: follows: follows:
207
Text Origin:
Commission Proposal
6601/24 FM/ff 206
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Article 19, first paragraph, point (2)(a)

208

(a) in paragraph 2, points (b), (c)
and (d) are replaced by the
following:

(a) in paragraph 2, points (b), (c)
and (d) are replaced by the
following:

(a) in paragraph 2, points (b), (c)
and (d) are replaced by the
following:

(a) in paragraph 2, points (b), (c)
and (d) are replaced by the
following:

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (2)(a), amend

ing provision, numbered paragraph (b)

209

3

(b) , EUR 1776 956 000 for
Specific Objective 2 — Artificial
Intelligence;

[3

(b) , EUR 1776 956 000 for
Specific Objective 2 — Artificial
Intelligence;

3

(b) , EUR 1776 956 000 for
Specific Objective 2 — Artificial
Intelligence;

Intelligence;

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (2)(a), amend

ing provision, numbered paragraph (c)

210

(¢) , EUR 1 629 566 000 for
Specific Objective 3 —
Cybersecurity and Trust;

(c) ~EUR1629566-000EUR 1
620 566 000 for Specific Objective
3 — Cybersecurity and Trust;

(c) , EUR 1629 566 000 for
Specific Objective 3 —
Cybersecurity and Trust;

EC to share document on budget

(b) , EUR 1776 956 000 for
Specific Objective 2 — Artificial

| Article 19, first paragraph, point (2)(a), amend

ing provision, numbered paragraph (d)

211 l
6601/24 FM/ff 207
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Commission Proposal

(d) , EUR 482 347 000 for
Specific Objective 4 — Advanced
Digital Skills;

EP Mandate

(d) ~EUR482347000EUR 500
347 000 for Specific Objective 4 —
Advanced Digital Skills’;

Ceouncil Mandate

(d) , EUR 482 347 000 for
Specific Objective 4 — Advanced

Digital Skills;

Draft Agreement

| Article 19, first paragraph, point (2)(aa)

211a

(aa) the following new paragraph
2a is inserted:

| Article 19, first paragraph, point (2)(aa), amen

ding provision, first paragraph

211b

[3

(2a) ‘ The amount referred to in
paragraph 2 point ¢ shall
primarily be used for achieving
the operational objectives referred
into art. 6 par. 1 (a-f) of the

Programme.’;

| Article 19, first paragraph, point (2)(ab)

211c

(ab) the following new paragraph
2b is inserted:

| Article 19, first paragraph, point (2)(ab), amen

ding provision, first paragraph

211d ¢
(2b) The amount for the
6601/24 FM/ff 208
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Commission Proposal

EP Mandate

establishment and implementation
of the EU Cybersecurity Reserve
shall not exceed EUR 27 million
for the intended duration of the
Regulation laying down measures
to strengthen solidarity and
capacities in the Union to detect,
prepare for, and respond to
cybersecurity threats and

incidents.’;

Ceouncil Mandate

Draft Agreement

| Article 19, first paragraph, point (2)(b)

212

(b) the following paragraph 8 is
added:

(b) the following paragraph 8 is
added:

(b) the following paragraph 8 is
added:

(b) the following paragraph 8 is
added:

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (2)(b), amend

ing provision, numbered paragraph (8

)

213

3

8. By derogation to Article 12(4)
of Regulation (EU, Euratom)
2018/1046, unused commitment
and payment appropriations for
actions pursuing the objectives set
out in Article 6(1), point (g) of this
Regulation, shall be automatically
carried over and may be committed

[3

8. By way of derogation tefrom
Article 12(4) of Regulation (EU,

Euratom) 2018/1046, unused
commitment and payment
appropriations for actions in the
context of the implementation of
the EU cybersecurity Reserve,
pursuing the objectives set out in

3

8. By derogationto-way of
derogation from_Article +2¢(4}12(1

of Regulation (EU, Euratom)
2018/1046, unused commitment
and payment appropriations for
actions pursuing the objectives set
out in Article 6(1), point (g) of this
Regulation, shall be automatically

EP, CNS and EC to check
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Commission Proposal

and paid up to 31 December of the
following financial year.;

EP Mandate

Article 6(1), point (g) of this
Regulation, shall be automatically
carried over and may be committed
and paid up to 31 December of the
following financial year.’;

The Commission shall inform the
Parliament and the Council of
appropriations carried over in
accordance with art. 12(6) of
Regulation (EU, Euratom)
2018/1046.

Ceouncil Mandate

carried over and may be committed
and paid up to 31 December of the
following financial year.;

Draft Agreement

| Article 19, first paragraph, point (2)(ba)

213a

(2a) Article 12 is amended as

follows:

follows:

Note from Trilogue: to add recital on
like-minded countries
Text Origin: Council
Mandate

| Article 19, first paragraph, point (2)(bb)

(1) paragraph 5 is replaced by the
following:

(1) paragraph 5 is replaced by the

following:

(ba) Article 12 is amended as |

213b
Text Origin: Council
Mandate
6601/24 FM/ff 210
ANNEX JAL2 LIMITE EN



EP Mandate

Commission Proposal

Ceouncil Mandate

Draft Agreement

Article 19, first paragraph, point (2)(bb), amending provision, first paragraph

213¢

3

!5 The work programme may also

3

!5 The work programme may also

provide that legal entities

established in associated countries

provide that legal entities

established in associated countries

and legal entities that are
established in the Union but are

and legal entities that are
established in the Union but are

controlled from third countries

controlled from third countries

are not eligible to participate in all

are not eligible to participate in all

or some actions under Specific

or some actions under Specific

Objective 3, for duly justified
security reasons. In such cases,

Objective 3, for duly justified
security reasons. In such cases,

calls for proposals and calls for
tenders shall be restricted to legal

calls for proposals and calls for
tenders shall be restricted to legal

entities established or deemed to

entities established or deemed to

be established in Member States

be established in Member States

and controlled by Member States

and controlled by Member States

or by nationals of Member States’,

or by nationals of Member States’,

>

>

Text Origin: Council

Mandate

| Article 19, first paragraph, point (2)(bc)

The first subparagraph of this

(bc) The first subparagraph of

213d paragraph shall not apply, insofar | this paragraph shall not apply,
as concerns legal entities that are | insofar as concerns legal entities
established in the Union but are that are established in the Union
6601/24 FM/ff 211
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EP Mandate

Commission Proposal

Ceouncil Mandate

controlled frem third countries, to

Draft Agreement

but are controlled from third

any action implementing the
European Cybersecurity Alert
System where both of the
following conditions are fulfilled

countries, to any action
implementing the European
Cybersecurity Alert System where
both of the following conditions

in respect of that action:

are fulfilled in respect of that

Text Origin: Council
Mandate

Article 19, first paragraph, point (2)(bc), amending provision, first paragraph

3

(a) thereis a real risk, taking into
account the results of the mapping

3

(a) thereis a real risk, taking into
account the results of the mapping

referred to in Article 8 (3a) of
Regulation [Cybersolidarity Act],

referred to in Article 8 (3a) of
Regulation [Cybersolidarity Act],

that the tools, infrastructures and

that the tools, infrastructures and

services necessary and sufficient

services necessary and sufficient

for that action to adequately

contribute to the objective of the

for that action to adequately

contribute to the objective of the

213e European Cybersecurity Alert European Cybersecurity Alert
System will not be available from System will not be available from
legal entities established or legal entities established or
deemed to be established in deemed to be established in
Member States and controlled by Member States and controlled by
Member States or by nationals of | Member States or by nationals of
Member States; and Member States; and
Text Origin: Council
Mandate
6601/24 FM/ff 212
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EP Mandate

Commission Proposal

Ceouncil Mandate

Draft Agreement

Article 19, first paragraph, point (2)(bc), amending provision, second paragraph

213f

(b) the security risk of procuring
from such legal entities within the

(b) the security risk of procuring
from such legal entities within the

European Cybersecurity Alert
System is proportionate to the
benefits and does not undermine

European Cybersecurity Alert
System is proportionate to the
benefits and does not undermine

the essential security interests of

the essential security interests of

the Union and its Member States.

the Union and its Member States.

b

b

Text Origin: Council

Mandate

| Article 19, first paragraph, point (2)(bd)

213g

The first subparagraph of this

(bd) The first subparagraph of

paragraph shall not apply, insofar

this paragraph shall not apply,

as concerns legal entities that are

insofar as concerns legal entities

established in the Union but are

that are established in the Union

controlled from third countries, to

but are controlled from third

actions implementing the EU
Cybersecurity Reserve where both

countries, to actions implementing
the EU Cybersecurity Reserve

of the following conditions are

where both of the following

fulfilled:

conditions are fulfilled:

Text Origin: Council
Mandate
| Article 19, first paragraph, point (2)(bd), amending provision, first paragraph
6601/24 FM/ff 213
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

213h

3

(a) thereis a real risk, taking into
account the results of the mapping

3

(a) thereis a real risk, taking into
account the results of the mapping

referred to in Article 12 (7) of
Regulation [Cybersolidarity Act],

referred to in Article 12 (7) of
Regulation [Cybersolidarity Act],

that the technology, expertise or
capacity necessary and sufficient

that the technology, expertise or
capacity necessary and sufficient

for the EU Cybersecurity Reserve

for the EU Cybersecurity Reserve

to adequately perform its
functions will not be available

to adequately perform its
functions will not be available

from legal entities established or

from legal entities established or

deemed to be established in
Member States and controlled by

deemed to be established in
Member States and controlled by

Member States or by nationals of

Member States or by nationals of

Member States; and

Member States; and

Text Origin: Council

Mandate

| Article 19, first paragraph, point (2)(bd), amen

ding provision, second paragraph

(b) the security risk of including
such legal entities within the EU

(b) the security risk of including
such legal entities within the EU

Cybersecurity Reserve is
proportionate to the benefits and

Cybersecurity Reserve is
proportionate to the benefits and

2131 does not undermine the essential does not undermine the essential
security interests of the Union and | security interests of the Union and
its Member States.’ its Member States.’

Text Origin: Council
6601/24 FM/ff 214
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Mandate I

| Article 19, first paragraph, point (2)(be)

213

(2) paragraph 6 is replaced by the

following:

(2) paragraph 6 is replaced by the

following:

Text Origin: Council

Mandate

| Article 19, first paragraph, point (2)(be), amen

ding provision, first paragraph

3

'6. If duly justified for security
reasons, the work programme may

also provide that legal entities
established in associated countries

established in associated countries

and legal entities that are
established in the Union but are

and legal entities that are
established in the Union but are

controlled from third countries

controlled from third countries

may be eligible to participate in all

may be eligible to participate in all

'6. If duly justified for security
reasons, the work programme may
also provide that legal entities

2l or some actions under Specific or some actions under Specific
Objectives 1 and 2, only if they Objectives 1 and 2, only if they
comply with the requirements to comply with the requirements to
be fulfilled by those legal entities be fulfilled by those legal entities
to guarantee the protection of the | to guarantee the protection of the
essential security interests of the essential security interests of the
Union and the Member States and | Union and the Member States and
to ensure the protection of to ensure the protection of
classified documents information. | classified documents information.
Those requirements shall be set Those requirements shall be set
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

out in the work programme.’

out in the work programme.’

Text Origin: Council
Mandate

| Article 19, first paragraph, point (2)(bf)

2131

The first subparagraph of this
paragraph shall also apply,

insofar as concerns legal entities

(bf) The first subparagraph of

this paragraph shall also apply,
insofar as concerns legal entities

that are established in the Union

that are established in the Union

but are controlled from third
countries, to actions under
Specific Objective 3:

but are controlled from third
countries, to actions under
Specific Objective 3:

Text Origin: Council
Mandate

| Article 19, first paragraph, point (2)(bf), amending provision, first paragraph

3

(a) to implement the European
Cybersecurity Alert System in
cases where paragraph 5, second

3

(a) to implement the European
Cybersecurity Alert System in
cases where paragraph 5, second

213m subparagraph of this Article subparagraph of this Article
applies; and applies; and
Text Origin: Council
Mandate
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Commission Proposal
Article 19, first paragraph, point (2)(bf), amending provision, second paragraph

EP Mandate

Ceouncil Mandate

Draft Agreement

213n

(b) to implement the EU
Cybersecurity Reserve in cases

(b) to implement the EU
Cybersecurity Reserve in cases

where paragraph 5, third
subparagraph of this Article

applies.’

where paragraph 5, third
subparagraph of this Article

applies.’

b

Text Origin: Council

Mandate

| Article 19, first paragraph, point (3)

214

(3) In Article 14, paragraph 2 is
replaced by the following:

(3) In Article 14, paragraph 2 is
replaced by the following:

(3) In Article 14, paragraph 2 is
replaced by the following:

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (3), amending provision, numbered paragraph (2), first subparagraph

(13

2. The Programme may provide
funding in any of the forms laid
down in the Financial Regulation,

13

2. -The Programme may provide
funding in any of the forms laid
down in the-Firaneied Regulation

(13

2. The Programme may provide
funding in any of the forms laid
down in the Financial Regulation,

(13

2. -The Programme may provide
funding in any of the forms laid
down in the-Finaneiat Regulation

(3) In Article 14, paragraph 2 is
replaced by the following:

215 | including in particular through (EU, Euratom) 2018/1046, including in particular through (EU, Euratom) 2018/1046,
procurement as a primary form, or | including in particular through procurement as a primary form, or | including in particular through
grants and prizes. procurement as a primary form, or | grants and prizes. procurement as a primary form, or
grants and prizes. grants and prizes.
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Text Origin: EP
Mandate

Article 19, first paragraph, point (3), amending provision, numbered paragraph (2), second subparagraph

216

Where the achievement of the
objective of an action requires the
procurement of innovative goods
and services, grants may be
awarded only to beneficiaries that
are contracting authorities or
contracting entities as defined in
Directives 2014/24/EU %’ and
2014/25/EU * of the European
Parliament and of the Council.

Where the achievement of the
objective of an action requires the
procurement of innovative goods
and services, grants may be
awarded only to beneficiaries that
are contracting authorities or
contracting entities as defined in
Directives 2014/24/EU %’ and
2014/25/EU  of the European
Parliament and of the Council.

Where the achievement of the
objective of an action requires the
procurement of innovative goods
and services, grants may be
awarded only to beneficiaries that
are contracting authorities or
contracting entities as defined in
Directives 2014/24/EU *" and
2014/25/EU * of the European
Parliament and of the Council.

Where the achievement of the
objective of an action requires the
procurement of innovative goods
and services, grants may be
awarded only to beneficiaries that
are contracting authorities or
contracting entities as defined in
Directives 2014/24/EU *" and
2014/25/EU * of the European
Parliament and of the Council.

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (3), amending

provision, numbered paragraph (2), third subparagraph

Where the supply of innovative
goods or services that are not yet
available on a large-scale
commercial basis is necessary to

Where the supply of innovative
goods or services that are not yet
available on a large-scale
commercial basis is necessary to

Where the supply of innovative
goods or services that are not yet
available on a large-scale
commercial basis is necessary to

Where the supply of innovative
goods or services that are not yet
available on a large-scale
commercial basis is necessary to

217 achieve the objectives of an action, | achieve the objectives of an action, | achieve the objectives of an action, | achieve the objectives of an action,
the contracting authority or the the contracting authority or the the contracting authority or the the contracting authority or the
contracting entity may authorise contracting entity may authorise contracting entity may authorise contracting entity may authorise
the award of multiple contracts the award of multiple contracts the award of multiple contracts the award of multiple contracts
within the same procurement within the same procurement within the same procurement within the same procurement
procedure. procedure. procedure. procedure.
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Text Origin:
Commission Proposal

Article 19, first paragraph, point (3), amending provision, numbered paragraph (2), fourth subparagraph

218

For duly justified reasons of public
security, the contracting authority
or the contracting entity may
require that the place of
performance of the contract be
situated within the territory of the
Union.

For duly justified reasons of public
security, the contracting authority
or the contracting entity may
require that the place of
performance of the contract be
situated within the territory of the
Union.

For duly justified reasons of public
security, the contracting authority
or the contracting entity may
require that the place of
performance of the contract be
situated within the territory of the
Union.

For duly justified reasons of public
security, the contracting authority
or the contracting entity may
require that the place of
performance of the contract be
situated within the territory of the
Union.

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (3), amending provision, numbered paragraph (2), fifth subparagraph

When implementing procurement
procedures for the EU
Cybersecurity Reserve established
by Article 12 of Regulation (EU)
2023/XX, the Commission and

When implementing procurement
procedures for the EU
Cybersecurity Reserve established
by Article 12 of Regulation (EU)
2023/XX, the Commission and

When implementing procurement
procedures for the EU
Cybersecurity Reserve established
by Article 12 of Regulation (EU)
2023/XX, the Commission and

procedures for the EU
Cybersecurity Reserve established
by Article 12 of Regulation (EU)
2023/XX, the Commission and

When implementing procurement ‘

219 | ENISA may act as a central ENISA may act as a central ENISA may act as a central ENISA may act as a central

purchasing body to procure on purchasing body to procure on purchasing body to procure on purchasing body to procure on
behalf of or in the name of third behalf of or in the name of third behalf of or in the name of third behalf of or in the name of third
countries associated to the countries associated to the countries associated to the countries associated to the
Programme in line with Article 10. | Programme in line with Article 10. | Programme in line with Article 10. | Programme in line with Article 10.
The Commission and ENISA may | The Commission and ENISA may | The Commission and ENISA may | The Commission and ENISA may
also act as wholesaler, by buying, also act as wholesaler, by buying, also act as wholesaler, by buying, also act as wholesaler, by buying,
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Commission Proposal

stocking and reselling or donating
supplies and services, including
rentals, to those third countries. By
derogation from Article 169(3) of
Regulation (EU). XXX/XXXX [FR
Recast], the request from a single
third country is sufficient to
mandate the Commission or
ENISA to act.

EP Mandate

stocking and reselling or donating
supplies and services, including
rentals, to those third countries. By
derogation from Article 169(3) of
Regulation (EU). XXX/XXXX [FR
Recast], the request from a single
third country is sufficient to
mandate the Commission or
ENISA to act.

Ceouncil Mandate

stocking and reselling or donating
supplies and services, including
rentals, to those third countries. By
derogation from Article 169(3) of
Regulation (EU). XXX/XXXX [FR
Recast], the request from a single
third country is sufficient to
mandate the Commission or
ENISA to act.

Draft Agreement

stocking and reselling or donating
supplies and services, including
rentals, to those third countries. By
derogation from Article 169(3) of
Regulation (EU). XXX/XXXX [FR
Recast], the request from a single
third country is sufficient to
mandate the Commission or
ENISA to act.

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (3), amending provision, numbered paragraph (2), sixth subparagraph

When implementing procurement
procedures for the EU
Cybersecurity Reserve established
by Article 12 of Regulation (EU)
2023/XX, the Commission and
ENISA may act as a central
purchasing body to procure on
behalf of or in the name of Union

When implementing procurement
procedures for the EU
Cybersecurity Reserve established
by Article 12 of Regulation (EU)
2023/XX, the Commission and
ENISA may act as a central
purchasing body to procure on
behalf of or in the name of Union

When implementing procurement
procedures for the EU
Cybersecurity Reserve established
by Article 12 of Regulation (EU)
2023/XX, the Commission and
ENISA may act as a central
purchasing body to procure on
behalf of or in the name of Union

When implementing procurement
procedures for the EU
Cybersecurity Reserve established
by Article 12 of Regulation (EU)
2023/XX, the Commission and
ENISA may act as a central
purchasing body to procure on
behalf of or in the name of Union

o2 institutions, bodies and agencies. institutions, bodies and agencies. institutions, bodies and agencies. institutions, bodies and agencies.
The Commission and ENISA may | The Commission and ENISA may | The Commission and ENISA may | The Commission and ENISA may
also act as wholesaler, by buying, also act as wholesaler, by buying, also act as wholesaler, by buying, also act as wholesaler, by buying,
stocking and reselling or donating | stocking and reselling or donating | stocking and reselling or donating | stocking and reselling or donating
supplies and services, including supplies and services, including supplies and services, including supplies and services, including
rentals, to Union institutions, rentals, to Union institutions, rentals, to Union institutions, rentals, to Union institutions,
bodies and agencies. By derogation | bodies and agencies. By derogation | bodies and agencies. By derogation | bodies and agencies. By derogation
from Article 169(3) of Regulation | from Article 169(3) of Regulation | from Article 169(3) of Regulation | from Article 169(3) of Regulation
(EU) XXX/XXXX [FR Recast], (EU) XXX/XXXX [FR Recast], (EU) XXX/XXXX [FR Recast], (EU) XXX/XXXX [FR Recast],
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Commission Proposal

the request from a single Union
institution, body or agency is
sufficient to mandate the
Commission or ENISA to act.

EP Mandate

the request from a single Union
institution, body or agency is
sufficient to mandate the
Commission or ENISA to act.

Ceouncil Mandate

the request from a single Union
institution, body or agency is
sufficient to mandate the
Commission or ENISA to act.

Draft Agreement

the request from a single Union
institution, body or agency is
sufficient to mandate the
Commission or ENISA to act.

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (3), amending provision, numbered paragraph (2), seventh subparagraph

221

The Programme may also provide
financing in the form of financial
instruments within blending
operations.

2

The Programme may also provide
financing in the form of financial
instruments within blending
operations.

The Programme may also provide
financing in the form of financial
instruments within blending
operations.

2

operations.

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (4)

222

(4) The following article 16a is
added:

(4) The following article 16a is
added:

(4) The following article 16a is
added:

(4) The following article 16a is
added:

Text Origin:
Commission Proposal

Article 19, first paragraph, point (4a)

The Programme may also provide
financing in the form of financial
instruments within blending

222a
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Article 19, first paragraph, point (4), amending provision, first subparagraph -a

222b

3

Article 16a

3

Article 16a

A title should be added at lawyer
linguistic review phase
Text Origin: EP
Mandate

| Article 19, first paragraph, point (4), amending provision, first subparagraph

3

In the case of actions implementing
the European Cyber Shield
established by Article 3 of
Regulation (EU) 2023/XX, the
applicable rules shall be those set
out in Articles 4 and 5 of
Regulation (EU) 2023/XX. In the

In the case of actions implementing
the European Cyber Shield
established by Article 3 of
Regulation (EU) 2023/XX, the
applicable rules shall be those set
out in Articles 4 and 5 of
Regulation (EU) 2023/XX. In the
case of conflict between the

3

In the case of actions implementing
the European_Cybersecurity Alert

In the case of actions implementing
the European_Cybersecurity Alert

System-Cyber-Shietd established by

System-Cyber-Shield established by

Article 3 of Regulation (EU)

2023/XX, the applicable rules shall
be those set out in Articles 4 and 5

of Regulation (EU) 2023/XX. In

Article 3 of Regulation (EU)
2023/XX, the applicable rules shall
be those set out in Articles 4 and 5
of Regulation (EU) 2023/XX. In
the case of conflict between the

223 | case of conflict between the provisions of this Regulation and the case of conflict between the provisions of this Regulation and
provisions of this Regulation and Articles 4 and 5 of Regulation provisions of this Regulation and Articles 4 and 5 of Regulation
Articles 4 and 5 of Regulation (EU) 2023/XX, the latter shall Articles 4 and 5 of Regulation (EU) 2023/XX, the latter shall
(EU) 2023/XX, the latter shall prevail and apply to those specific | (EU) 2023/XX, the latter shall prevail and apply to those specific
prevail and apply to those specific | actions. prevail and apply to those specific | actions.
actions. > | actions. ’
Text Origin: Council
Mandate
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Article 19, first paragraph, point (5)

224

(5) Article 19 is replaced by the
following:

(5) Article 19 is replaced by the
following:

(5) Article 19 is replaced by the
following:

(5) Article 19 is replaced by the
following:

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (5), amending provision, first paragraph

225

3

Grants under the Programme shall
be awarded and managed in
accordance with Title VIII of the
Financial Regulation and may
cover up to 100 % of the eligible
costs, without prejudice to the co-
financing principle as laid down in
Article 190 of the Financial
Regulation. Such grants shall be
awarded and managed as specified
for each specific objective.

[3

Grants under the Programme shall
be awarded and managed in
accordance with Title VIII of #e
Finaneial ResulationRegulation
(EU, Euratom) 2018/1046 and
may cover up to 100 % of the
eligible costs, without prejudice to
the co-financing principle as laid
down in Article 190 of #se
Finaneial ResutationRegulation
(EU, Euratom) 2018/1046. Such
grants shall be awarded and
managed as specified for each
specific objective.

3

fGrants under the Programme shall
be awarded and managed in
accordance with [Title VIII of the
Financial Regulation/ and may
cover up to 100 % of the eligible
costs, without prejudice to the co-
financing principle as laid down in
[Article 190 of the Financial
Regulation/. Such grants shall be
awarded and managed as specified
for each specific objective.

3

Grants under the Programme shall
be awarded and managed in
accordance with [Title VIII of #ke
Financial ResunlationRegulation
(EU, Euratom) 2018/1046] and
may cover up to 100 % of the
eligible costs, without prejudice to
the co-financing principle as laid
down in [Article 190 of the
Financial ResulationRegulation
(EU, Euratom) 2018/1046]. Such
grants shall be awarded and
managed as specified for each
specific objective.

Text Origin: EP

Mandate
| Article 19, first paragraph, point (5), amending provision, second paragraph |
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226

Commission Proposal

Support in the form of grants may
be awarded directly by the ECCC
without a call for proposals to the
National SOCs referred to in
Article 4 of Regulation XXXX and
the Hosting Consortium referred to
in Article 5 of Regulation XXXX,
in accordance with Article 195(1),
point (d) of the Financial
Regulation.

EP Mandate

Support in the form of grants may
be awarded directly by the ECCC
without a call for proposals to the
National SOCs referred to in
Article 4 of Regulation XX2(EU)
.../... and the Hosting Consortium
referred to in Article 5 of
Regulation X2X(EU) .../..., in
accordance with Article 195(1),
point (d) of theFinanciet
RegulationRegulation (EU,
Euratom) 2018/1046.

Ceouncil Mandate

Support in the form of grants may
be awarded directly by the ECCC
without a call for proposals to the
selected Member States-Neational
SOCs referred to in Article 4 of
Regulation XX XX and the Hosting
Consortium referred to in Article 5
of Regulation XXXX, in
accordance with [Article 195(1),
point (d) of the Financial
Regulation/.

Draft Agreement

Support in the form of grants may
be awarded directly by the ECCC
without a call for proposals to the
selected Member States-Nationel
SOCs referred to in Article 4 of
Regulation XXXX and the Hosting
Consortium referred to in Article 5
of Regulation XXXX, in
accordance with [Article 195(1),
point (d) of the Financial
Regulation/.

Text Origin: Council

Mandate

| Article 19, first paragraph, point (5), amending provision, third paragraph

Support in the form of grants for
the Cyber Emergency Mechanism
as set out in Article 10 of
Regulation XXXX may be
awarded directly by the ECCC to
Member States without a call for

Support in the form of grants for
the EyberCybersecurity
Emergency Mechanism as set out
in Article 10 of Regulation A2&Y
(EU) .../...may be awarded directly
by the ECCC to Member States

Support in the form of grants for
the Cyber Emergency Mechanism
as set out in Article 10 of
Regulation XXXX may be
awarded directly by the ECCC to
Member States without a call for

Support in the form of grants for
the &yberCybersecurity
Emergency Mechanism as set out
in Article 10 of Regulation A2E¢Y
(EU) .../...may be awarded directly
by the ECCC to Member States

227 | proposals, in accordance with without a call for proposals, in proposals, in accordance with without a call for proposals, in
Article 195(1), point (d) of the accordance with Article 195(1), [Article 195(1), point (d) of the accordance with [Article 195(1),
Financial Regulation. point (d) of the Financial Financial Regulation/. point (d) of the Financial
ResutationRegulation (EU, ResutationRegulation (EU,
Euratom) 2018/1046. Euratom) 2018/1046].
Text Origin: EP
Mandate
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement

Article 19, first paragraph, point (5), amending provision, fourth paragraph |

For actions specified in Article For actions specified in Article For actions specified in Article For actions specified in Article
10(1), point (c) of Regulation 10(1), point (c) of Regulation 10(1), point (c¢) of Regulation 10(1), point (c) of Regulation
202X/XXXX, the ECCC shall 202X5XX(EU) .../..., the ECCC | 202X/XXXX, the ECCC shall 202X5XXX(EU) .../..., the ECCC
inform the Commission and shall inform the Commission and inform the Commission and shall inform the Commission and
ENISA about Member States’ ENISA about Member States’ ENISA about Member States’ ENISA about Member States’

228 requests for direct grants without a | requests for direct grants without a | requests for direct grants without a | requests for direct grants without a
call for proposals. call for proposals. call for proposals. call for proposals.

Text Origin: EP

Mandate
| Article 19, first paragraph, point (5), amending provision, fifth paragraph

For the support of mutual For the support of mutual For the support of mutual For the support of mutual
assistance for response to a assistance for response to a assistance for response to a assistance for response to a
significant or large-scale significant or large-scale significant or large-scale significant or large-scale
cybersecurity incident as defined in | cybersecurity incident as defined in | cybersecurity incident as defined in | cybersecurity incident as defined in
Article 10(c), of Regulation Article 10(c), of Regulation Article 10(c), of Regulation Article 10(c), of Regulation
XXXX, and in accordance with XXXX(EU) .../..., and in accordance | XXXX, and in accordance with KXXXX(EU) .../..., and in accordance

279 Article 193(2), second with Article 193(2), second Article 193(2), second with [Article 193(2), second
subparagraph, point (a), of the subparagraph, point (a), of the subparagraph, point (a), of the subparagraph, point (a), of the
Financial Regulation, in duly Finaneial RegnlationRegulation Financial Regulation, in duly Finaneial ResnlationRegulation
justified cases, the costs may be (EU, Euratom) 2018/1046, in duly | justified cases, the costs may be (EU, Euratom) 2018/1046], in
considered to be eligible even if justified cases, the costs may be considered to be eligible even if duly justified cases, the costs may
they were incurred before the considered to be eligible even if they were incurred before the be considered to be eligible even if
grant application was submitted.; they were— incurred before the grant application was submitted.; they were—_incurred before the

” | grant application was submitted.”,; ” | grant application was submitted.”;
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Text Origin: EP
Mandate

Article 19, first paragraph, point (6)

(6) Annexes I and II are amended
in accordance with the Annex to
this Regulation.

(6) Annexes I and II are amended
in accordance with the Annex to
this Regulation.

(6) Annexes I and II are amended
in accordance with the Annex to
this Regulation.

(6) Annexes I and II are amended
in accordance with the Annex to
this Regulation.

230
Text Origin:
Commission Proposal
Article 19a
Article 19a
Additional ressources for ENISA CNS: There is recital 37 on the same
v| 2302 idea

EC: opposes it
EP: important in EP mandate to keep
it in the operative part

Article 193, first paragraph

ENISA shall receive additional
resources to carry out its

|2 additional tasks conferred on it by

this Regulation. That additional

support, including funding, shall
6601/24 FM/ff 226
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

not jeopardise the achievement of
the objectives of other Union’s
Programmes, in particular the
Digital Europe Programme.

Article 20
Article 20 Article 20 Article 20 Article 20
Evaluation Evaluation_and Review Evaluation Evaluation_and Review
231
Text Origin: EP
Mandate
| Article 20, first paragraph |
By [four years after the date of 1. By [fowrtwo years afterfrom the | By [four years after the date of By...By-[fonrtwo years afterfrom

application of this Regulation], the
Commission shall submit a report
on the evaluation and review of
this Regulation to the European
Parliament and to the Council.

date of application of this
Regulation]_and every two years
thereafter, the Commission shall
" ) Lot
and-review-ofcarry out an

evaluation of the functioning of

application of this Regulation], the
Commission shall submit a report
on the evaluation and review of
this Regulation to the European
Parliament and to the Council._The
report shall in particular assess

the date of application of this
Regulation]and at least every four
years thereafter, the Commission

shall submit-areport-on-the
eveatnation-and-review-ofcarry out

an _evaluation of the functioning

232 the measures laid down in this the effectiveness of the European | of the measures laid down in this
Regulation and shall submit a Cyber Security Alert System, the Regulation_and shall submit a
report to the European Parliament | Cyber Emergency Mechanism and | report to the European Parliament
and to the Council. the use of funding from DEP. It and to the Council.
shall also assess how the
regulation has contributed to Text Origin: EP
reinforcing solidarity and the Mandate
competitive position of industry
and services sectors in the Union
6601/24 FM/ff 227
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Commission Proposal

EP Mandate

Ceouncil Mandate

across the digital economy as well
as to the Union’s technological
sovereignty in the area of
cybersecurity.

Draft Agreement

| Article 20, first paragraph a

232a

2. The evaluation shall assess in
particular:

2. The evaluation referred to in
paragraph 1 shall assess in

particular:

Text Origin: EP
Mandate

| Article 20, first paragraph a, point (a)

(a) the use and added value of the
Cross-Border SOCs and the extent
to which they contribute to
fastering the detection of and

respone to cyber threats and
situational awareness; the active
participation of National SOCs in

Hubs and Cross-Border Cyber
Hubs established, the extent of
information shared and the extent
to which those have contributed to
strengthening common Union
detection and situational

(a) the number of National Cyber |

2228 the European Cyber Shield, awareness of cvber threats and

including the number of National incidents and to the development
SOCs and Cross-border SOCs of state-of-the-art technologies;
established and the extent to and the use of DEP funding for
which it has contributed to the cybersecurity infrastructures,
production and exchange of high- tools and services jointly
quality actionable information procured, and if the information is
and cyber threat intelligence; the available, the level of cooperation
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EP Mandate

Ceouncil Mandate

Commission Proposal

number and costs of cybersecurity
infrastructure, or tools, or both
jointly procured; the number of

cooperation_agreements
concluded between Cross-border
SOCs and with industry ISACs;
the number of incidents reported
to the CSIRT network and the
impact it has on the work of the
CSIRT Network;

Draft Agreement

between National Cyber Hubs and
sectoral and cross-sectoral
communities of essential and
important entities.

CNS is sympathetic with the approach
but word on ISAC needs to be aligned
and some concerns on CSIRT Network
part. In general this row should align
with the respective provisions.

This point is to be tackled once solved
the respective operative parts.

Text Origin: EP
Mandate

| Article 20, first paragraph a, point (b)

232¢

(b) both the positive and the
negative working of the
Cybersecurity Emergency
Mechanism, including whether
further cooperation or training

requirements are needed;

(b) the use and effectiveness of
actions under the Cyber
Emergency Mechanism
supporting preparedness
including trainings, initial
recovery and response to
significant and large-scale
cyvbersecurity incidents, including
the use of DEP funding and the
lessons learned and
recommendations from the
implementation of the
Mechanism;

6601/24
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EP Mandate

Ceouncil Mandate

Commission Proposal

Draft Agreement

EC to made a proposal for better
wording.

EP: the idea is about evaluation of the
operations of the CEM, the focus is
not exclusively on training

The idea is supported by the co-
legislators

| Article 20, first paragraph a, point (c)

232d

(c) the contribution of this
Regulation to reinforce the
Union’s resilience and open
strategic autonomy, to improve the
competitiveness of the relevant
industry sectors, microenterprises,
SMEs including start-ups, and the
development of cybersecurity
skills in the Union;

(c) the use and effectiveness of
the EU Cybersecurity Reserve in
relation to type of users, including
the use of DEP funding, the
uptake of services, including their
type, the average time for
responding to the requests and for
the Reserve to be deployed, the
percentage of services converted

into the preparedness services
related to incident prevention and
response and the lessons learned
and recommendations from the
implementation of the EU
Cybersecurity Reserve;

To be aligned with the text from row
58 (article 1)

EC to propose new wording
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EP Mandate

Ceouncil Mandate

Commission Proposal

Draft Agreement

CNS: no need to repeat skills
everywhere

COM to check (16.02)

| Article 20, first paragraph a, point (d)

232e

(d) the use and added value of the
EU Cybersecurity Reserve,
including the number of trusted
security providers part of the EU
Cybersecurity Reserve; the
number, type, costs and impact of
actions carried out supporting
response to cybersecurity
incidents, as well as its users and
providers; the mean time for the

Commission to acknowledge, the
EU Cybersecurity Reserve to be
deployed and to respond, and the
user to recover from incidents;
whether the scope of the EU
Cybersecurity Reserve is to be
broadened to incident
preparedness services or common

exercises with the trusted
managed securiy service providers
and potential users of the EU
Cybersecurity Reserve to ensure
efficient functioning of the EU
Cybersecurity Reserve where

necessary,

(d) the contribution of this
Regulation to strengthening the
competitive position of the
industry and service sectors in the
Union across the digital economy,
including microenterprises and
small and medium-sized
enterprises as well as start-ups
and the contribution to the overall
objective of reinforcing the
cybersecurity skills and capacities
of the workforce.

EP: The KPI is for the reserve
EC: question the broadening of the
Reserve

EP to check
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Commission Proposal

EP Mandate

Ceouncil Mandate

Article 20, first paragraph a, point (e)

Draft Agreement

232f

(e) the contribution of this
Regulation to the development
and improvement of the skills and
competences of the workforce in
the cybersecurity sector, needed to
strengthen the Union's capacity to
detect, prevent, respond to and
recover from cybersecurity threats
and incidents;

deleted

EC to propose a text

| Article 20, first paragraph a, point (f)

232¢g

(f) the contribution of this
Regulation to the deployment and
development of state-of-the-art
technologies in the Union.

| Article 20, third paragraph

3. On the basis of the reports
referred to in paragraph 1, the
Commission shall, where
appropriate, submit a legislative

3. On the basis of the reports
referred to in paragraph 1, the
Commission shall, where
appropriate, submit a legislative

deleted
Row 112a concept should be added to
the list

232h proposal to the European proposal to the European
Parliament and to the Council to Parliament and to the Council to
amend this Regulation. amend this Regulation.
CNS to check the row
EC proposed to replace shall by may
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
EP noted shall is used in NIS2 (art 40)
Text Origin:
Mandate
| Article 20a
Article 20a
g Exercise of the delegation Standardized text. It should follow
2321
final decision on using delegated acts
in this Regulation.
| Article 20a(1)
1. The power to adopt delegated
acts is conferred on the
232j Commission subject to the
conditions laid down in this
Article.
| Article 20a(2)
2. The power to adopt delegated
acts referred to in Article 6(3),
Article 7(2), Article 12(8) and
230k Article 13(7) shall be conferred on
the Commission for a period of ...
years from ... [date of entry into
force of the basic legislative act or
any other date set by the co-
legislators]. The Commission shall
6601/24 FM/ff 233
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Commission Proposal

EP Mandate

draw up a report in respect of the
delegation of power not later than
nine months before the end of the
... vear period. The delegation of
power shall be tacitly extended for
periods of an identical duration,
unless the European Parliament
or the Council opposes such
extension not later than three
months before the end of each

period.

Ceouncil Mandate Draft Agreement

| Article 20a(3)

2321

3. The delegation of power
referred to in Article 6(3), Article
7(2), Article 12(8) and Article
13(7) may be revoked at any time
by the European Parliament or by
the Council. A decision to revoke
shall put an end to the delegation
of the power specified in that
decision. It shall take effect the
day following the publication of
the decision in the Official
Journal of the European Union or
at a later date specified therein. It
shall not affect the validity of any
delegated acts already in force.

| Article 20a(4)

232m
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Commission Proposal

EP Mandate

4. Before adopting a delegated
act, the Commission shall consult
experts designated by each
Member State in accordance with
the principles laid down in the
Interinstitutional Agreement of 13
April 2016 on Better Law-Making.

Ceouncil Mandate Draft Agreement

| Article 20a(5)

232n

5. As soon as it adopts a delegated
act, the Commission shall notify it
simultaneously to the European
Parliament and to the Council.

| Article 20a(6)

2320

6. A delegated act adopted
pursuant to Article 6(3), Article

7(2), Article 12(8) or Article 13(7)
shall enter into force only if no
objection has been expressed
either by the European
Parliament or by the Council
within a period of two months of
notification of that act to the
European Parliament and the
Council or if, before the expiry of
that period, the European
Parliament and the Council have
both informed the Commission
that they will not object. That

6601/24
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Commission Proposal

EP Mandate
period shall be extended by [two

months] at the initiative of the
European Parliament or of the
Council.

Ceouncil Mandate

Draft Agreement

| Article 21
Article 21 Article 21 Article 21 Article 21
Committee procedure Committee procedure Committee procedure Committee procedure
233
Text Origin:
Commission Proposal
| Article 21(1)
1. The Commission shall be 1. The Commission shall be 1. The Commission shall be 1. The Commission shall be
assisted by the Digital Europe assisted by the Digital Europe assisted by the Digital Europe assisted by the Digital Europe
Programme Coordination Programme Coordination Programme Coordination Programme Coordination
Committee established by Committee established by Committee established by Committee established by
Regulation (EU) 2021/694. That Regulation (EU) 2021/694. That Regulation (EU) 2021/694. That Regulation (EU) 2021/694. That
234 committee shall be a committee committee shall be a committee committee shall be a committee committee shall be a committee
within the meaning of Regulation within the meaning of Regulation within the meaning of Regulation within the meaning of Regulation
(EU) 182/2011. (EU) 182/2011. (EU) 182/2011. (EU) 182/2011.
Text Origin:
Commission Proposal
| Article 21(2) |
I 235 2. Where reference is made to this | 2. Where reference is made to this | 2. Where reference is made to this | 2. Where reference is made to this I
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Commission Proposal

paragraph, Article 5 of Regulation
(EU) 182/2011 shall apply.

EP Mandate

paragraph, Article 5 of Regulation
(EU) 182/2011 shall apply.

Ceouncil Mandate

paragraph, Article 5 of Regulation
(EU) 182/2011 shall apply.

Draft Agreement

paragraph, Article 5 of Regulation
(EU) 182/2011 shall apply.

Text Origin:
Commission Proposal

| Article 22
Article 22 Article 22 Article 22 Article 22
Entry into force Entry into force Entry into force Entry into force
236
Text Origin:
Commission Proposal
Article 22, first paragraph

This Regulation shall enter into
force on the twentieth day
following that of its publication in
the Official Journal of the

This Regulation shall enter into
force on the twentieth day
following that of its publication in
the Official Journal of the

This Regulation shall enter into
force on the twentieth day
following that of its publication in
the Official Journal of the

This Regulation shall enter into
force on the twentieth day
following that of its publication in
the Official Journal of the

237 European Union. European Union. European Union. European Union.
Text Origin:
Commission Proposal
| Article 22, second paragraph |
238 This Regulation shall be binding in | This Regulation shall be binding in | This Regulation shall be binding in | This Regulation shall be binding in
its entirety and directly applicable | its entirety and directly applicable | its entirety and directly applicable | its entirety and directly applicable
in all Member States. in all Member States. in all Member States. in all Member States.
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
Text Origin:
Commission Proposal
Formula
Done at Strasbourg, Done at Strasbourg, Done at Strasbourg, Done at Strasbourg,
= Text Origin:
Commission Proposal
| Formula
For the European Parliament For the European Parliament For the European Parliament For the European Parliament
2 Text Origin:
Commission Proposal
| Formula
The President The President The President The President
ol Text Origin:
Commission Proposal
| Formula
I 242 | For the Council For the Council For the Council For the Council
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Text Origin:
Commission Proposal

Formula
The President The President The President The President
2 Text Origin:
Commission Proposal
Annex
Annex Annex Annex Annex
2 Text Origin:
Commission Proposal

| Annex, first paragraph

Regulation (EU) 2021/694 is Regulation (EU) 2021/694 is Regulation (EU) 2021/694 is Regulation (EU) 2021/694 is
amended as follows: amended as follows: amended as follows: amended as follows:
245
Text Origin:
Commission Proposal
| Annex, second paragraph |
246 | (1) In Annex I, the section/ chapter | (1) In Annex I, the section/ chapter | (1) In Annex I, the section/ chapter | (1) In Annex I, the section/ chapter
‘Specific Objective 3 — ‘Specific Objective 3 — ‘Specific Objective 3 — ‘Specific Objective 3 —
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Cybersecurity and Trust’ is
replaced by the following:

Cybersecurity and Trust’ is
replaced by the following:

Cybersecurity and Trust’ is
replaced by the following:

Cybersecurity and Trust’ is
replaced by the following:

Text Origin:
Commission Proposal

Annex, s

econd paragraph, amending provision, first paragraph

3

[3

3

Specific Objective 3 — Specific Objective 3 — Specific Objective 3 — Specific Objective 3 —
a7 Cybersecurity and Trust Cybersecurity and Trust Cybersecurity and Trust Cybersecurity and Trust
Text Origin:
Commission Proposal
Annex, second paragraph, amending provision, second paragraph |
The Programme shall stimulate the | The Programme shall stimulate the | The Programme shall stimulate the | The Programme shall stimulate the
reinforcement, building and reinforcement, building and reinforcement, building and reinforcement, building and
acquisition of essential capacities acquisition of essential capacities acquisition of essential capacities acquisition of essential capacities
to secure the Union’s digital to secure the Union’s digital to secure the Union’s digital to secure the Union’s digital
economy, society and democracy economy, society and democracy economy, society and democracy economy, society and democracy
by reinforcing the Union by reinforcing the Union by reinforcing the Union by reinforcing the Union
248 | cybersecurity industrial potential cybersecurity industrial potential cybersecurity industrial potential cybersecurity industrial potential
and competitiveness, as well as by | and competitiveness, as well as by | and competitiveness, as well as by | and competitiveness, as well as by
improving capabilities of both the | improving capabilities of both the | improving capabilities of both the | improving capabilities of both the
private and public sectors to private and public sectors to private and public sectors to private and public sectors to
protect citizens and businesses protect citizens and businesses protect citizens and businesses protect citizens and businesses
from cyber threats, including by from cyber threats, including by from cyber threats, including by from cyber threats, including by
supporting the implementation of supporting the implementation of supporting the implementation of supporting the implementation of
Directive (EU) 2016/1148. Directive (EU) 2016/1148. Directive (EU) 2016/1148. Directive (EU) 2016/1148.
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Commission Proposal

EP Mandate

Ceouncil Mandate

Draft Agreement

Text Origin:
Commission Proposal

Annex, s

econd paragraph, amending provision, third paragraph

Initial and, where appropriate,
subsequent actions under this
objective shall include:

Initial and, where appropriate,
subsequent actions under this
objective shall include:

Initial and, where appropriate,
subsequent actions under this
objective shall include:

Initial and, where appropriate,
subsequent actions under this
objective shall include:

249
Text Origin:
Commission Proposal
Annex, second paragraph, amending provision, third paragraph, point (1)

1. Co-investment with Member 1. Co-investment with Member 1. Co-investment with Member 1. Co-investment with Member
States in advanced cybersecurity States in advanced cybersecurity States in advanced cybersecurity States in advanced cybersecurity
equipment, infrastructures and equipment, infrastructures and equipment, infrastructures and equipment, infrastructures and
knowhow that are essential to knowhow that are essential to knowhow that are essential to knowhow that are essential to
protect critical infrastructures and | protect critical infrastructures and | protect critical infrastructures and | protect critical infrastructures and
the Digital Single Market at large. | the Digital Single Market at large. | the Digital Single Market at large. | the Digital Single Market at large.
Such co-investment could include | Such co-investment could include | Such co-investment could include | Such co-investment could include

250 | investments in quantum facilities investments in quantum facilities investments in quantum facilities investments in quantum facilities
and data resources for and data resources for and data resources for and data resources for
cybersecurity, situational cybersecurity, situational cybersecurity, situational cybersecurity, situational
awareness in cyberspace including | awareness in cyberspace including | awareness in cyberspace -including | awareness in cyberspace -including
National SOCs and Cross-border National SOCs and Cross-border National $&Es-Cyber Hubs and National $S&Es-Cyber Hubs and
SOCs forming the European Cyber | SOCs forming the European Cyber | Cross-border S@EsCyber Hubs Cross-border SGEsCyber Hubs
Shield, as well as other tools to be | Shield, as well as other tools to be | forming the European Cyber Alert | forming the European Cyber Alert
made available to public and made available to public and System Cyber-Shield, as well as System Cyber-Shield, as well as
private sector across Europe. private sector across Europe. other tools to be made available to | other tools to be made available to
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Commission Proposal

EP Mandate

Ceouncil Mandate

public and private sector across
Europe.

Draft Agreement

public and private sector across
Europe.

Text Origin: Council
Mandate

Annex, s

econd paragraph, amending provision, third paragraph, point (2)

2. Scaling up existing
technological capacities and
networking the competence centres
in Member States and making sure
that those capacities respond to
public sector and industry needs,

2. Scaling up existing
technological capacities and
networking the competence centres
in Member States and making sure
that those capacities respond to
public sector and industry needs,

2. Scaling up existing
technological capacities and
networking the competence centres
in Member States and making sure
that those capacities respond to
public sector and industry needs,

2. Scaling up existing
technological capacities and
networking the competence centres
in Member States and making sure
that those capacities respond to
public sector and industry needs,

251 including through products and including through products and including through products and including through products and
services that reinforce services that reinforce services that reinforce services that reinforce
cybersecurity and trust within the cybersecurity and trust within the cybersecurity and trust within the cybersecurity and trust within the
Digital Single Market. Digital Single Market. Digital Single Market. Digital Single Market.
Text Origin:
Commission Proposal
Annex, second paragraph, amending provision, third paragraph, point (3)
3. Ensuring wide deployment of 3. Ensuring wide deployment of 3. Ensuring wide deployment of 3. Ensuring wide deployment of
effective state-of-the-art effective state-of-the-art effective state-of-the-art effective state-of-the-art
250 cybersecurity and trust solutions cybersecurity and trust solutions cybersecurity and trust solutions cybersecurity and trust solutions
across the Member States. Such across the Member States. Such across the Member States. Such across the Member States. Such
deployment includes strengthening | deployment includes strengthening | deployment includes strengthening | deployment includes strengthening
the security and safety of products, | the security and safety of products, | the security and safety of products, | the security and safety of products,
from their design to their from their design to their from their design to their from their design to their
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Commission Proposal

commercialisation.

EP Mandate

commercialisation.

Ceouncil Mandate

commercialisation.

Draft Agreement

commercialisation.

Text Origin:
Commission Proposal

Annex, s

econd paragraph, amending provision, third paragraph, point (4)

4. Support closing the
cybersecurity skills gap by, for
example, aligning cybersecurity
skills programmes, adapting them
to specific sectorial needs and
facilitating access to targeted
specialised training.

4. Support closing the
cybersecurity skills gap, with a
particular focus on achieving
gender balance in the sector by,
for example, aligning cybersecurity
skills programmes, adapting them
to specific sectorial needs,

4. Support closing the
cybersecurity skills gap by, for
example, aligning cybersecurity
skills programmes, adapting them
to specific sectorial needs and
facilitating access to targeted
specialised training.

4. Support closing the
cybersecurity skills gap, taking
gender balance into account, by,
for example, aligning cybersecurity
skills programmes, adapting them
to specific sectorial needs and
facilitating access to targeted

253 including an interdisciplinary and specialised training.
general focus and facilitating
access to targeted specialised EP: to strengh the need to support
training to enable all persons and regions less developed on cyber to be
territories, without prejudice to done in a recital
the possibility of benefiting from
the opportunities provided by this
Regulation.
Annex, second paragraph, amending provision, third paragraph, point (5)
5. Promoting solidarity among 5. Promoting solidarity among 5. Promoting solidarity among 5. Promoting solidarity among
Member States in preparing for and | Member States in preparing for and | Member States in preparing for and | Member States in preparing for and
254 responding to significant responding to significant responding to significant responding to significant
cybersecurity incidents through cybersecurity incidents through cybersecurity incidents through cybersecurity incidents through
deployment of cybersecurity deployment of cybersecurity deployment of cybersecurity deployment of cybersecurity
services across borders, including services across borders, including services across borders, including services across borders, including
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Commission Proposal

support for mutual assistance
between public authorities and the
establishment of a reserve of
trusted cybersecurity providers at
Union level.;

EP Mandate

support for mutual assistance
between public authorities and the
establishment of a reserve of

trusted eybersecnritymanaged
security service providers-_at

Union level.’;

Ceouncil Mandate

support for mutual assistance
between public authorities and the
establishment of a reserve of
trusted cybersecurity providers at
Union level.;

Draft Agreement

support for mutual assistance
between public authorities and the
establishment of a reserve of
trusted cybersecurity providers at
Union level.;

B

Text Origin:
Commission Proposal

Annex, t

hird paragraph

(2) In Annex II the section/chapter
‘Specific Objective 3 —
Cybersecurity and Trust’ is

(2) In Annex II the section/chapter
‘Specific Objective 3 —
Cybersecurity and Trust’ is

(2) In Annex II the section/chapter
‘Specific Objective 3 —
Cybersecurity and Trust’ is

(2) In Annex II the section/chapter
‘Specific Objective 3 —
Cybersecurity and Trust’ is

255 | replaced by the following: replaced by the following: replaced by the following: replaced by the following:
Text Origin:
Commission Proposal
Annex, third paragraph, amending provision, first paragraph
Specific Objective 3 — Specific Objective 3 — Specific Objective 3 — Specific Objective 3 —
256 Cybersecurity and Trust Cybersecurity and Trust Cybersecurity and Trust Cybersecurity and Trust

Text Origin:
Commission Proposal

| Annex, third paragraph, amending provision, numbered paragraph (3.1)
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Commission Proposal

3.1. The number of cybersecurity
infrastructure, or tools, or both
jointly procured

EP Mandate

3.1. The number of cybersecurity
infrastructure, or tools, or both

jointly procured_as part of the

Ceouncil Mandate

3.1. The number of cybersecurity
infrastructure, or tools, or both
jointly procured

Draft Agreement

3.1. The number of cybersecurity
infrastructure, or tools, or both
jointly procured_including in the

)57 Cybersecurity Shield. context of the European
Cybersecurity Alert System.
Text Origin: EP
Mandate
Annex, third paragraph, amending provision, numbered paragraph (3.2)
3.2. The number of users and user | 3.2. The number of users and user | 3.2. The number of users and user | 3.2. The number of users and user
communities getting access to communities getting access to communities getting access to communities getting access to
258 European cybersecurity facilities European cybersecurity facilities European cybersecurity facilities European cybersecurity facilities
Text Origin:
Commission Proposal
Annex, third paragraph, amending provision, numbered paragraph (3.3)
3.3 The number of actions 3.3 The number, type, costs and 3.3 The number of actions 3.3 The number of actions
supporting preparedness and impact of actions carried out supporting preparedness and supporting preparedness and
response to cybersecurity incidents | supporting preparedness and response to cybersecurity incidents | response to cybersecurity incidents
under the Cyber Emergency response to cybersecurity incidents | under the Cyber Emergency under the Cyber Emergency
259 | Mechanism. under the EyberCybersecurity Mechanism. Mechanism.
Emergency Mechanism._The ’
extent to which recommendations
of preparedness tests have been CNS and EC to check
implemented and carried out by EC OK with type, cost but impact to be
the user as well as the mean time left to Article 20
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement

for the Commission to
acknowledge, the EU Text Origin:
Cvybersecurity Reserve to respond, Commission Proposal
and the user to recover from
incidents.’

Annex ...
Annex [...] Annex [...] Annex [...] Annex [...]
A Text Origin:
Commission Proposal
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