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Delegations will find attached the report entitled "From lived reality to policy action: Combating

cyber violence against girls in the EU" prepared by the European Institute for Gender Equality

(EIGE).
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Young people experience it as a continuum across online and offline sectings, where

harassment and exclusion often continue within schools or peer groups.

Girls are targeted more frequently than boys, particularly through sexual
harassment, image-based abuse and attacks on reputation. Repeated exposure to
these behaviours contributes o a sense that cyber violence is unavoidable and
difficult to escape, as girls come to see it as part of the online environment they

MUSE navigate.

Criscussions in focus group settings highlisheed thac boys often engage in cyber
violence to gain social approval from peers. Boys highlishted how dominant norms of
masculinity shape boys' online behaviour. Acts like non-consensual image sharing or
sroup harassment are framed as performances to impress others or conform to

peer expectations.

Girls are exposed to cyber viclence from a young age

Cyber violence begins when girls firse start
using digical technologies and social media,
with many recalling early encounters with
offensive or unwanted messages,
sometimes before entering secondary
school. Survey data confirm that unwanted
messages and explicic content are among
the most commeon forms of online abuse,

with a significant share of girls reporting

such experiences before the age of 15.

Younger girls {13—15) report more relational and peer-based forms of aggression,
including exclusion, gossip and body shaming, while older girls {16-18) more often
face sexuzlised and coercive forms of abuse, such as online sexual coercion and
extortion (%), deepfakes and non-consensual image sharing.

Inappropriate or sexualised content appears even on platforms designed for children,
showing that existing safeguards are insufficient. Girls called for earlier and age-
appropriate prevention and digical literacy activities, noting that awareness sessions

in schools often take place only after incidents have occurred.

% Cnline sexual coercion and extortion of children is defined by Europol ac a form of digital blackmail of children where
sexual infarmation or images are used to obtain sexual material seual favours or money from a victim (Eurspel, 1017). It
isalss a form of technolog-fazilitated gender-based vizlence often referred to colloquialy as ‘sextortion’ when affecting
adult victims. It i impartant to note that this eellaquial terms should not be used in cases affecting children.
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Focus group discussions across participating countries illustrate how these dynamics are
experienced in practice.

Figure 8: Perpetrators and associated forms of cyber riolence, according (o
focus group participants

Mot sewual harsssment on plaforms like Omegle,
STRAMGERS TikTek, Discord, Snapchar
n ’ PEERS/CLASSMATES Cyberbuifing, revenge porn, staking exchsion
gaming abusa
H CURREMT! FORMER Grooming, coercive control, sharing privese:
" INTIMATE PARTHERS material after breakups, threats
] S
FRIEMDS! FORMER. Betrayal, spreading rumours, participation in
FRIEMNDS mocking dhacs
OLDER MEN (OFTEM Grooming, seael coendion, deepfake dstributon,
UMNEMNCWM) “suger daddy” offers
Source: Author’s elabarstion besed on focus growp discussions

Caring the focus groups, girls consistently emphasised cthat cyber violence frequently
originates within their social circles or intimate relationships. Cyberbullying and
social exclusion typically involved classmates or peers, mirroring HBSC findings on peer
perpetration, according to which cyberbullying perpetration peaks at age 13 for both boys
and girls across most EU countries and regions (3'). ¥Within the contexc of peer groups, peer
norms and attitudes heavily influence actions. Power, popularicy, status and perceived
notions of masculinity emerge as possible motivations for online harmful behaviours
(CeSHAME Project, 2017).

Intimate relationships also emerged as a central context: girls described experiences of
image-based abuse, coercion, and cyberstalking by romantic pareners or former partners.
Such cases illustrate how perpetrators exploit trust and intimacy to gain access to private
material or to exert ongoing control.

(™ %ee Figure A 1% and Figure &.14 in Annex.
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or conform to peer expectations. This ambivalenceunderscores the need for greater efforts

to cultivate empathy and accountabilicy among bystanders.

Intersectional inequalities heighten vulnerability and deepen the impact of
cyber violence among marginalised groups.

The findings underscore that cyber violence is shaped by intersecting identities and
strucearal inequalicies. Factors such as disabilicy, echnicity, religion, gender identity and
socioeconomic status compound risk, with marginalised girls and young women facing
higher exposure and fewer avenues for support. Focus groups' participants highlight how
online spaces often reproduce offline systems of oppression — such as sexism, racism, and
transphobic abuse - making certain groups more visible, targeted, and less protected. These
inequalities not only increase the likelihood of experiencing cyber violence but also intensify
its emotional and social consequences.

Systemic discrimination and unequal access to justice fur ther exacerbate these
vulnerabilities. Marginalised girls and young women often face significant barriers when
seeking protection, including mistruse of institutions, lack of awareness about lesal rights,
and limited access to affordable legal assistance. Addressing CVAVWG therefore requires an
intersectional approach that recognises how overlapping forms of disadvantage amplify harm
and perpetuate inequality.

Cyber viclence has enduring psychological, emotional, and relational
consequences that extend far beyond the digital realm, profoundly affecting

victims® mental health, social trust, and sense of identity.

The continuum of cyber violence extends beyond the digical realm, leaving lasting
psychological, emotional, and relational harm. The psychological and social impacts of such
violence are profound, with victims frequently
reporting high levels of anxiety, depression,
trauma, and diminished self-esteem that have
long-term consequences for mental health and
relationships. Many adolescents describe
experiences of social isolation and distrust,
sometimes using terms such as 'depression),
suicide’, and 'trauma’ to convey their distress.
Fear of stigma, victim-blaming, and repucational

damage further discourages reporting, thereby

perpetuating cycles of silence.

The persistent presence of online abuse - with

harmful content capable of resurfacing long after the initial event — means that its
emotional, psychological, and relational effects remain deeply rooted and long-lasting.
Moreover, beyond individual impacts, repeated exposure to online abuse also contributes to
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