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Dear Wr President,

With regard to Regulation (EC) No 4572001 of the Huropean Parliament and of the Council of 18

December 2000 on Lthe prolection of individuals with regard to the processing of data by the

Community institutions and bodies and on the free movement of such data, and in particular ils

Article 28(2), T send wou the following document:

EDPS Opinion on 8 Commission Proposal amending Directive (T.1) 2015/849 and Directive
2009/ 101/EC
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Ms Marlene BONNICIL, Permanent Representative of Malta
Mr Ralph KALISSNER, Scerctariat General of the Coungeil

Contact person: Fabio Polvering (fel. 02.28.31.911)
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The Burapean Data Protecion Supervisar (ELFS)is an independent institufion af the BUL The
supemisar i responsible under Arficle 41.2 of Regulafion 4572000 “With respect fo the
processing of personal data .. jor ensuring that the fundamental vights and freedoms of natural
persons, ard in particular their right o privacy, are respecied by the Community insifutions
and bodies ™, and . jor advising Compnity insfiiufions and bodies and daia subjects on all
mpcitere concarning the processing of personal data

The Supervisor and Assistant Superidsor were appointed in December 200 4 with the specific
remit af being more consiructive and proactive, and they publiched in March 2015 a five-vear
sirafegy setting out how they intended o inplement this renit, and to be accountable jor doing
E0.

Thiz Opinion relates to the EDPE mission to advise the E Uinstitutions on the data protection
implications of their policies and joster accourtable policymaling - in lre with Action P of the
EDPE Srategy: Facililating responsible and infarmed policymaking”
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Executive Summary

On 5 July 2016, the Commission published a set of proposed amendments to the AML Directive
and to Directive 200%101YEC that aim at taclding directly and incisively tax evasion, in ad dition
to anti-money laundering practices, in order to establish a fairer and more effective tax systam.
This Opinion assesses the data protection implication s of such amendm ents.

In general, they seem to take a stricter approach than bhefore to the problem of effectively
countering anti-money laundering and terrorism financing. In this respect, among other
measures proposed, they focus on new channds and modalities used to transfar illegal funds to
thelegal economy (e.g. virtual currencies, money exchange platforms, efc.).

While we do not express any merit judgment on the p olicy purposes pursied by the law, in this
specific case, we are concerned with the fact that the amendments also introduce other policy
purposes -other than countering anti-money laundering and terrorism financing- that do not
seem clearly identifi ed.

Processing personal data collected for one purpose for another, completdy unrelated purpose
infringes the data protection principle of purpose limitation and threaten s the impl anentation of
the principle of proportionality. The amendments, in particular, raise questions as to why certain
forms of invasive personal data processing, acceptable in rdation to anti-money laundering and
ficht against terrorism, are necessary out of those contexts and on whether they are
proportionate,

As far as proportionality is concerned, in fact, the amendments depart from the risl-hased
approach adopted by the current verdon of the AML Directive, on the basis that the higher risk
for anti-money laund ering, terrorism financing and associated predicate offences would not allow
its tim dy detection and assessment.

They also remove existing safeguards that would have granted a certain degree of proportionality,
for example, in setting the conditions for access to information on financial transactions by
Financial Intelligence Units.

Last, and most importantly, the am endm ents significantly broaden access to beneficial ovwnership
information by both competent authorities and the public, as a policy tool to facilitate and
optimise enforcement of tax obligations. We see, in the way such solution is implemented, a lack
of proportionality, with sionifi cant and unn ecessary risks for the individual rights to privacy and
data protection.

3
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THE EUROPEAN DATA PROTECTION SUPFERVISOR,

Having regard to the Treaty of the Functioning of the European Union, and in particular its
Article 16,

Having regard to the Chatter of Fundamental Eights of the European Union, and in particul ar
Articles 7 and B thereof,

Having regard to Directive 95/46/EC of the European Parliament and of the Council of 24
October 1995 on the protection of individuals with regard to the processing of personal data
and on the free movement of such data,

Having regard to Eegulation (EC) Mo 45/2001 of the European Patliam ent and of the Council
of 18 December 2000 on the protection of individual s with regard to the processing of personal

data by the Community institutions and bodies and on the free movement of such data, and in
particular Articles 28020, 4102) and 46(d) thereof,

HaAS ADCPTED THE FOLLOWING CPIMNIOI:

1 INTRODUCTION

1.1 BEBackground on the anti-money laundering Directive

1. In May 2015 a new EU directive against anti-m oney laundering (“ AML Directive”)! was
adopted. The stated obijective of the new legislation iz to improve the tools to counter
money laundering, as flows of illicit money threaten to damage the integrity, stability and
reputation of the financial sector, as well as the internal market of the Union and
internaticnal development.

2. The protection of the soundness, integrity and stability of credit institutions and financial
institutions and the confidence in the financial system are not the only policy goals pursued
by the AWML Directive. Indeed, in June 2003, the Financial Action Task Force (FATF%
revised its REecommendations to cover terrorist financing, and provided more detailed
requirements 1n relation to customer identification and werification. It pointed to the
situations where a higher risk of money laundering or terrorist financing might justify
enhatced policy measures and also to sitnations where a reduced nsk might justify less
rigorons controls.

3. The AWML Directive, as a consequence, provides an articulated set of mules designed to
prevent both anti-meney laundering and terrorism financing through illicit financi al flows.
It enacts a nisk-based application of customer due diligence to suspicious transactions. It
relies on the acqguisition and analysiz of beneficial ownership information and on the
coordinated investigative activities of FIUs (Financial Intelligence Thits) established in
Member States.

1.2 TheProposal: addressing tax evasion and terrorism financing
4. On 2 February 2016, the European Commission published a Communication laying down
atn Action Plan for strengthening the fight against terrorism financing, including

amendments to the AML Directive to target anti-money laundening through transfer
platforms and virtual currencies and re-designing the role of FIU s,
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10,

11,

Also, financial scandals® and an increased risk of tax evasion seem to have drawn the
attention of the Commission to the need to re-calibrate the action of the AWML Directive
and aim it more directly towards tax evasion, which, under the current version of the
Directive, iz just seen as a source of illicit funds, but not directly targeted.

O 5 July 2016, the Commission published a set of proposed amendments (the “Proposal™)
to the AN Directive and to Directive 2008/101/EC that, in the context of a coordinated
action with the G20 and the OECD, aim at tackling directly and incisively tax evasion by
both legal and natural persons with the purpose of establishing a fairer and more effective
tax system®. We note in this context that, contrary to recital (42), the EDPS was not
consulted prior to the adoptien of the Proposal®

The Cpinion of the EDPS waslater solicited by the Council of the European Union, which,
on 19 December adopted a comprotmise text on the Proposal (“Council Position” ). The
Council Position aims at amending only the AWML Darective (and not Directive
20091101 EC) and focuses mainly on anti-money laundenng and terrorism financing.
While the purpose of fighting tax evasion 15 no longer explicitly mentioned, tools that, in
the Propozal, were designed to achieve that purpose (a.g public access to beneficial
ownership information and access by tax authorities to anti-money laundering
information) remain in place, although modified to a certain extent.

scope of this Opinion

This Opinion analyses the impact of the Proposal on the fundamental rights to privacy and
data protection. "We also give account on how such impact changes, foll owing the adoption
of the Council Position,

The Cpinion alzo assesses the necessity and proportionality of personal data processing
taliing place under the proposed amendments to the AWML Directive in the light of the
policy purposes identified by the law. When we refer to the Proposal, although it proposes
amendm ents to two distinct directives, we treat it as a single, integrated policy tool

The interaction of public policy with fundatmental rights has already come to the attention
of the courts. In its Digital Rights Ireiand case®, the Court of Justice recognises that the
fight against international terrorism and serious crime constitutes an objective of general
interest”. Since, however, the legal tools enacted to pursue that objective interfere with the
fundamental rights to privacy and data protection, it is necessary, according to the Court,
to assess the proportionality of such measures'”.

The purpose of this Opinion, therefore, 1z not to express any merit udgment on the choice
of the policy obiectives the legislator decides to pursue. Our attention, instead, focuses, in
thetools andmodes of action thatthe law adopts. Itis our purpose to ensure that legitimate
policy goals are effectively and timely pursued, with the minimum intetference with the
exercise of fundamental rights and in full respect to the requirements of Art. 52(1) of the
Charter of Fundamental Fights of the ETT.
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THE DRAFT COMMISSION PROPOSAL

The policy approach under the current version of the AML Directive

The AMT Directive aims at detecting illegal anti-money laundering, both in cases where
the financial system 1z used to introduce in the legal economy resources oniginating from
illegal activities and where such resources are destined to finance terrorist organisations.
Tax crimes are relevant, but only to the extent that they are capable of generating illegal
resources that later are injected in the legal economy!!.

The approach to anti-money laundering is risk based less nsky situations justify less
intrusive procedurest? Ttis clear, therefore, that a risk-based approach is more in line with
the essential principle of proportionality and tends to determine a positive outcome alzoin
term s of personal data processing,

The AML Directive provides for the processing of information concerning beneficiary
information, in order to allow amore incisive action against anti-money laundering. Also,
it provides that Member States should ensure that persons who are able to demonstrate a
legitim ate interest with respectto money launderning, terrorist financing, and the associated
predicate offences, such as corruption, tax cnmes and fraud, are granted access to

keneficial ownership infonmation, in accordance with data protection rulest

The AWML Directive, alse recognises tax crimes - as defined by national legislation - as
criminal activity capable of generating financial proceeds that enter the illegal circuit of
money laundering Howewer, the Directive, as it currently stands, does not identify the
fight against “tax evasion” as one of itz public policy purposes. Indeed, other legislative
instruments at ETT level, such as Directive 2011/ 16/ETT, already petform this function.

The AML Directive reserves the investigation and enforcement of criminal activities to
the public competent authorities. In this respect, private parties active in the financial
matkets (whether financial institutions or trustees) are merely requested to provide
information to the competent authonties in charge. Under no circumstance, a private
subject or entity 1z, either formally or informally, directly or indirectly, entrusted with an
enforcement role.

Proposed amendments to the AML Directive and Directive 2009 101/EC with an
impact on the right to data protection

Chzerving that terrorism is able to receive financial support through multiple channels,
including wirtual currencies and money transfer platforms, the Commission has opted for
revising the AN Directive, taking a stricter approach to due diligence. Alse, prompted
by the “Panama papers” scandal, the Commission proposed measures to increase the
transparency of the financial system and made tax evasion a primaty concern of the
Directive (as opposed to being a mere predicated crime)!.

The Council Position does not exzplicitly refer to tax ewvasion as a purpose for the
amendments to the AWML Directive. Monetheless, tax authorities are given extensive access
to information collected for anti-money laundenng purposes. Also, provisions on access
to beneficial ownership information remain 1n the text, with modifi cati ons we will further
discuss in the paragraphs below.
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24.

25.

26.

Without questioning the merits of such policy cheices, we need, at the same time, to look
at the amendments from a data protection perspective and assess how the Proposal (and
the Council Position) woul d affect, in particular, purpose limitat on and proportionality.

MAIN DATA PROTECTION IMPLICATIONS OF THE
COMMISSION PROPOSAL

Principle of purpose limitation

According to the purpose limitaton principle, personal data may only be collected for
specified, explicit and legitimate purposes and not farther processed in a manner which 15
incomp atible with those purposes™™. We consider such provision particularly important for
public pelicies interfening with personal data protection, because the proporti onality of the
processing will hav e to be measured against the policy purpose selected by the legisl ator!®,

“We consider, in that respect, that legislative instruments that allow multiple andfor
simultaneous personal data processing by different data controllers and for incompatible
purposes, without specifying the purpose each data processing is designed for, risk
introducing significant confusion as to the impl ementati on of the proportionality principle.

Therefore, the respect of the principle of purpose limitation is essential, particulatly in
cases where the law allows two categories of data contrellers to process data and they do
not necessarily process data for the same purpose!”.

In cases where the purposes for dataprocessing are defined in broad or vague terms, where
the data controllers have a completely different relati on with the purpose pursued, both in
termme of structure, resources and ability of each controller to comply with the rules in
certain specific circumstances, the principle of purpose limitation i1s formally and
substantially undermined, with the consequence that alzso the principle of proportionality
will not be duly implemented.

The principle of purpoese limiiation in the Proposal

The draft Proposal clearly targets anti+noney laundering, with a focus on new channels
and modalities used to transfer illegal funds to the legal economy (e.g virtual currencies,
money exchange platformes, 2éc.). In general, it seetns to take a stricter approach than before
to the problem of effectively countering anti-money laundering and terrorism financing,
but this does not affect our assessment on whether the amendments comply with the
principle of purpose limitation.

We are concerned, instead, with the fact that the Proposal introduce s other policy purposes
-other than countering anti-money laundering and terrorism financing- that do not seem
clearly identified and, therefore, raises questions as te why certain forms of invasive
personal dataprocessing, acceptable in relation to anti tnoney laundering and fight against
terrorismm, are necessary out of those contexts and on whether they are proportionate.

We refer, in particular, to the fight against tax evasion as a specific goal of the new
legislation (in the original AML Directive, tax crimes were relevant merely as source of
ilicit funds, but not directly targeted and enforced).

BlPage
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28,

29,

30.

31

32,

The Proposal also generically mentions the “fight against fnancial crime” and “erbanced

corporate transparency’” as policy goals'® With respect to the latter, public access to

beneficiary information is foreseen, in order to protect minority shareholders!® and third
1|

parttess.

We observe, in this respect, that, as the description of the purpose For processing personal
data progressively departz from the original anti-money laundering obijective, it also
kecomes less determinate. At one point, for example, the Proposal indicates that “the
disclosure af beneficial ownership information should be designed o give governmenis
and regulators the apporiunity io respond quickly io allernative invesiment fechuiques,
such as cash-settled equity derivatives™ .

If we observe, at this point, the composite scenar o designed by the Proposal, we notice
that under the new provisions, personal data wouldbe processed for a number of purpozes
countering anti-money laundering and terrorism financing, countenng tax evasion (and
elusion); preventing financial crimes andfor abuses of the financial markets; enhancing
cotporate transparency (necessary, in turt, to protect minority sharehol ders of corporati ons
as well as any third party deing business with such corporations); give governments and
regulators the opportunity to respond quickly to alternative inwvestment techniques; all ow
public scrutiny on the functioning of financial markets, on investors and on tax evaders.

Processing personal data collected for one purpose for another, completely unrelated
purpose infringes the data protection principle of purpose limitation and threatens the
implementation of the principle of proportionality.

In addition, in relation to the purposes mentioned above, we observe that varnious
contrellers are foreseen to process personal data competent authorities in charge of
investigating anti-tnoney laundering; obliged entities under the AWML Directive (a.g
banks, financial institutions, wirtual currency prowviders, etc));, competent authorities
investigating terrorizm, FIUz {whatever their legal form and status under national law),
cotnpetent authorities in charge of tax evasion; NGOz catrying out investigative activities
in relation tothe functi oning of financial matkets and tax evasion; the press and the public
at large. In this respect, the problem 15 that these controllers significantly differ from each
other. If they act for different purposes, these, as seen, do not appear sufficiently specified.
If, on the contrary, they pursue the same purpose, they might do so according to different
“standards”, in terms of ability to comply with dataprotection rules, or may catry out data
processing which is not proportional to the purpose sought.

In relation to the preceding paragraphs, we note that, in expanding the purpose of data
processing beyond the initial anti-money laundering purpose, the Proposal introduces a
significant degree of uncertainty asto the purposes pursued and on the controllers entrusted
with them® Thiz uncertainty reduces data protection safeguards, such as the
propottionality between personal data processing and the purpose that processing serves,
Az mentioned, we do not express any mert judgment on the policy purposes 1dentified by
the legslator, nor on the legislative tools designed to pursue such goals. What we are
concerned about 12 that any processing of personal data shall serve alegitimnate, specific
atied well 1dentified purpose and be linked to it by necessity and propottionality. The data
contreller performing personal data processing shall be 1dentified and accountable for the
compliance with data protection rules.
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34,
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38
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The conmronise solution in the Council Fosifion

The Council Position, probably as a conzequence of the debate stirred by the Proposal,
seems to define purpose with slightly more clarty, shift the focus from the fight to tax
evasion back to anti-m oney laundering.

We also note, however, that certain data processing operations remain in the law, which
cannot be precizely linked to a specific purpose. We refer, in particular, to access to
keneficial ownership infornm ati on,

In fact, the Council Position provides, in the recitals, that information on beneficial
ownership of trusts and similar legal arrangements shouldbe made available to any person
dem onstrating a legitimate interest. Such information iz also expected to contribute to
“increased trust in the integrity of the financial system by ernabling those who are in a
posifion fo demonsivaie legitimaie inigrest to become aware of the ideniity of the beneficial
owners . In additien, access to thiz information would help investigations on money
laundering, associated predicate offences and terrorist financing =,

Wlember States are entrusted with the task to define the concept of legitimate interest. In
addition, “with a view fo further enhance transparency of business transactions and
Sinancial svsters”, Member States may grant wider public access in their national
legislati on to information on beneficial ownership. I they do so, they shall have due regard
to the right balance between the public interest to combat the money laundenng and
tetrorist financing and the protection of fundam ental rights of indiwiduals in particular the
right to privacy and protection of personal data®®.

We ohserve that this new approach materialises in the amendment of Articles 30 and 31
of the AWML Directive The former confirm s the (already existing) nght of any person with
legititnate interest to access beneficial information of corporations and Article 31
introduces such right in relation to trusts. Both articles leave to Member States the
possibility to grant even wider access (to entities with out legitimate interest, pethaps?)
Both provisions mandate cooperation with the Commizsion (and Article 30 also between
Mlember States) to tmplement this kind of access,

The Council Position alse makes an effort to link access to beneficial ownership
inform ati ot to the purpose of fighting money laundering In recital (230, in fact, itis stated
that “fhe need for accurate and up-to-date information on the beneficial owner iz a ey
Jactar in tracing crirdnals who might otherwise be able fo hide their identity behind a
corporate structure” I such a statement clanfies the purpose of personal data processing
by competent authorities, it does not say much as to the purpose for “arcess by any person
with le gitimaie interest and possible “wider access” granted to Member States and, even
considering as walid the transparency purposes stated in other recitals (see above), serious
deubts arise in connection to the proportionality of such access provisions.

If we look at the compromize solution emerging from the Council discussions, we do not
see substantial changes comparedto the Commission Proposal. The Council Position does
not mention the fight to tax evasion as a purpose any more. MNonetheless, access to
beneficial ownership information iz confirmed (for purposes such as fighting anti 4 oney
laundenng and increasing transparency of financial markets), giving to Member States the
power to define the notion of legitim ate interest and to grant even wider access.

10|
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32
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47,

We welcome reiterated references, in the Council Position, to the need to respect data
protection rules in implementing such access, but we are concerned that these statem ents
do not translate into facts.

The wording of the amendment cited above, in fact, signals that Member States wall enjoy
gquite alarge discretion in granting access, in setting the requirements and, particulatly, the
purpose thereof They will also be responsible for balancing the access to beneficial
ownership information with the respect of personal data protection. The practical result of
such provisions 15 that a Member State willing to preserve confidentiality on trusts in its
jurizdiction and a Member State that, to the contrary, wants to use “public scrutiny” against
tax evaders are equally entitled to do so based on the same provision of the AW Directive.
The function of data protection rulez iz not to tip the balance in favour of one or the other
policy solution, but thiz 15 exactly the route the Council seems to have taken, when
deferring to Member State discretion without providing any guidance on the application
of data protection safeguards and leaving them up for interpretation.

Proportionality

The principle of proportionality 1z enshrinedin Article 52{1) of the Charter of Fundamental
Eights of the ETT. It prowidesthat any limitation on the exercise of the rights and freedoms
laid dowen by the Charter must be provided for by law, respect their essence and, subject
to the principle of proportionality, limitations may be made to those rights and freedoms
only if they are necessary and genuinely meet objectives of general interest recognized by
the TTnion or the need to protect the rights and freedoms of others.

In spite of the amendments that the Council Position has introduced to the Comimission
Proposal, we still consider that the implementation of the fundamental principle of
proportionality remains unclear®.

The European Court of Justice addressed the issue of proporticnality in the Z¥gifal Righis
Ireland case®®. In particular, the Court states that “according the settled case-law af the
Court, the principle af propordonality requires that acis of the Bl insdtuions be
apprapriate for aiicining the legifimate objeciives pursued by the legiclation at issie and
do not excesd the limite of what ic appropriate and necessary in order o achisve those
ohjectives”

In its reasoning leading to the annulment of Directive 2006724, the Court also indicates
that, in the light of the important role played by personal data protection and of the serious
interference caused by the Directive “the BU legisiatiure 5 discrefion is reduced, with the
result that review af that discrefion should be strict”®.

The Court alzo annuls the Directive on the ground that “i () applies aven io persaons for
wham there is no evidence capable of suggesting that their conduct might have a Bnk, even
an indirect or remmte one, with serious crime.” > thus emphasising the fact that a link
should exist between measures interfering with personal data protection and a risk to
society.

In other cazes, concerning the publicati on of financial information concerning individuals,
the European Coutt of Tustice indicated the need to “ascarfain whether such publicity is
both necessary and proporiionats io the aim (.. ), and in pariicuiar fo exanine whether
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43
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51

52.

such an abjective could not have been atiained equally gffectively by transmiiting the
infarmation as to kames o the monitoring bodies along™™".

The Article 28 Working Party has analysed the principle of proportionality in one of its
Cpinions™ . In particular, reviewing the jurisprudence of the European Court of Human
Rights™, the Article 2% Working Party came to the conclusion that the proportionality
requirement 15 not met 1n cases where, among other things, the proposed legislative
measure, although fulfilling alegitimate purpose, sets forth a “blanket measure”™, fails to

asszess the effectiveness of existing measures—, or fails to provide adequate safeguards for
the individual®.

The principle of proporfionality in the Froposal

The presence, in the Proposal, of heterogeneous policy purposes, intertwined to the main
purposes of fighting anti-money laundering and terronsm financing, complicates the
implementati on of the principle of proportionality. In particular, the Cominission seemsto
hawe foregone a proper propottionality aseessment and have opted for “blanket measures” .
In the paragraphs below, we identify legizslative amendments which call into gquestion the
proper implementati on of the principle of proportionality by the Commission.

a. Departure from a risk-based approach

In fact, the Proposal departs from the nsk-based approach adopted by the current version
of the AMI Directive, on the basis that the higher risk for anti -t oney laundering, terrorism
financing and associated predicate offences would not allow its timely detection and
aszessment. It is important, az a consequence, “fo srsure Hhal cariain clearly spacified
categories of alveady exisfing customers are also monitored on a methodical basis™® Tt
1z not clear on the basis of which criteria, if not risk, such categories of customers will be

identified.

With respect to the departure from arisk-based approach, we note that the timely detection
and assessment of rizsk is a crucial factor only in the context of terrorism financing, while
keing much less relevant in the contexst of the fight to tax evasion. This consideration
emphasises further the need to run a proper assessment of proportionality of policy
measures against the purposes sought, as emergency-based measures that are acceptable
to tackle the risk of terrorist attacks might result excessive when applied to prevent the risk
of tax evasion,

b Broader powers to Fills

The Proposal alzo removes existing safeguards that would have granted a certain degree
of proportionality. For example, in setting the condittens for access to information on
financial transactions by FITz, the Proposal provides that, for the future, FIU: need to
obtain additional information may no longer and not only be triggered by suspicious
transacti ons (as 1z the case now), but also by FIUT:" own analysiz and intelligence, even
without a prior repotting of suspicious transactions™. The rele of FIUs, therefore, is
shifting from being “imvestigafion based” to being “intelligence bassd "¥7 The latter
approach 1z similar to data mining than to a targeted inwvestigation, with obwious
consequences in terms of personal data protection.
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57,

58.

59,

&0,

e, Wider access io bengficial ovenership information

In addition, with respect to propottionality, it must be noted that the Proposal introduces
more stringent rules also with respect to beneficiary information concerning trusts and
similar non-corporate arrangements, increasing transparency with respect to “all trusts™
regardless of an effective nisk they represent.

The AMIL Directive, in its current version, gives competent authorities (and FITs) access
in a timely manner to beneficial ownership of trusts and other legal arrangements. In
addition, current rules require that, where a trust generates tax consequences, a IMember
State must have in place a register containing the beneficial swnership information.

The Proposal broadens the scope of application of the rule, by extending access to
beneficiary information conceming these structures from competent authorities to the
public, on the rationale that they are often invelved in commercial or business-like
activities and third parties dealing with them would be more protected in their transactions
knowing the actual beneficianies of such trusts,

The Propesal also expands the scope of this rule by providing for public access to
beneficiary information concerning xor business-fipe trusts, on condition that those
requesting access hold a legitim ate interest.

The rationale for granting public access to beneficiary information conceming corporate
arrangements 15 that “public access alse allows greater scrutfing of information by civil
saciety, including by the press or civil saciety organisations.. " We infer that the same
ratictiale applies when public access iz granted to non-business-type trusts. In the latter
case, however, the requirement of holding legiimate interest functi ons as aproportionality
requirement, possibly restricting the number of thosze entitled to access information. "We
shall thus consider how the Proposal defines legitimate interest.

In thiz respect, recital (35) of the Proposal clarifies that “ihe legi fimate inieresi with respect
to money laundaring, ferrarist financing and the associated predicate affences showld be
Justified by readily available means, such as statutes or mission stafement of non-
govermmenial arganisations, or on the basic of demonsirated previous activifies relevant
to the fight against money laundering and lerrarist financing or assaciated predicale
affencas, ar @ proven track record of surveys or acfions in that field”

The definition appears broadin scope and raises several questions. & practical one 15: how
to avoid epportunistic behaviour? Beneficiary information g, in fact, valuable informati on
that can be usedin many ways and defining the concept of legitimate interest in such broad
fashion weould provide an incentive to those who want to access it formerely opportunistic
reasons.

Cther questions also raise concemns. In the first place, legitim ate interest 15 defined with
respect to anti-toney laundenng, terrorist financing and associated predicate offences
The Proposzal, therefore, dees not define legitimate interest in relation te accesz to
beneficiary information in order to uncover tax evasion™ and to pursue all the other
purposes mentioned in the proposed legislation®®. This gap is even more striking,
considering that the choice to increase transparency stemns out of the “Farnama papers”
scandal, az a measure to prevent tax evasion.
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A szecond ruestion concemns the role of the public and civil society in enhancing
transparency. Az seen in the introduction to this Cpinton, the AW Directive reserves the
investigation and enforcement of criminal activities to the public competent authorities. In
this respect, private parties active in the financial markets are merely requested to provide
information to the competent authorities in charge Under no circumstance, a private
subject or entity 1z, either formally or informally, directly or indirectly, entrusted with an
enforcement rele*l.

It can be acknowledged that NG Os working on financial crimes and abuses, the press and
investigative journalism de facfo contribute to drawing attention of the authonties to
phenomena that may be relevant for crimninal enforcement. If thiz iz the case, however, the
legislator should conceive the access to beneficiary information as a component of the
right to obtain and to provide information, by citizens and the press respectvely. This
would assign anew purpose to public access, with the consequence that the proportionality
of such rule would be aszessed against that right and not against policy purpeses (a.g. fight
against terrorism of taw evasion) that cannot be associated to private action™

We also recall, to conclude on thiz point, the junisprudence of the Court of Justice in the
case Osterveichiseher Rundfunk®™ where the Court held that it was necessary to examine
whether the policy objective served by publicity “could xnoi have been attained equally
effectively by franswmitiing the information as fo names fo the moxiforing bodies alone” .
Thiz question should be carefully considered when assessing the proportionality of
measures consisting of public access to personal information

A compatizon of the Proposal with the Council Position allows us to better appreciate how
the latter has not led to substantial improvements in terms of proporionality. The Council
Position no longer refers to tax evasion, but maintains the provision of a wide access to
keneficial ownership information (even wider, if Member States so decide) by entities
other than these entrusted with law enforcement. How can access by these entities be
reconciled with the fight to anti-m oney laundenng and terrorism financing?

CONCLUSION

The Commission 15 proposing new amendments to the AWML Directive, in order to put it
up to speed with technical and financial innovation and new means to perform money
laundering and terrorism financing At the same time, the Proposal aims at improving the
transparency of the financial markets for a number of purposes that we identify, among
others, in the fight to tax evasion, protection of investors and fight against abuses of the
financial system.

We have reviewed the Proposal and we consider that 1t should hawve:

Ensured that any processing of personal data serve alegitimate, specific and well 1dentified
purpose andbe linked to it by necessity and proportionality. The data controller performing
personal data processing shall be identified and accountable for the compliance with data
protection mles

Ensured that any limitation on the exercize of the fundamental rights to privacy and data
protection be provided for by law, respect their essence and, subiject to the principle of
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proportionality, enacted only if necessary to achicve objectives of gencral interest
recognised by the Union or the need 1o protect the tights and Freedoms ol oithers,

Ensured a proper assessment of the proportionality of the policy measures proposed in
relation to the purposes sought, as cmergeney-based measures that are acceplable o tackle
the risk of lerrorist attacks might result excessive when applied to prevent the risk of tax
evasion.

Mainlained inlo place safeguards that would have granted a2 certain degree of
proportionality (for example, in sctting the conditions Tor access to informeation on financial
transactions by FILs),

Designed aceess to beneficial ownership information in compliance with the principle of
proportionality, inter alie, ensuring access only 1o enlities who are in charge of enlorcing
the law.

Brussels, 2 February 2017

AN

Wojciech Rafal WIEWIOROWSKI

European Data Protection Supervisor
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MNotes

! Directive (EU) 2015/849 of the European Parliament and of the Council of 20 May 2015 on the prevention of
the use of the financial system for the purposes of moneylaundering or terrorist financing, amending Regulation
[EU) Mo B48/2012 of the European Parliament and of the Council, and repealing Directive 2005/60,/EC of the
European Parliament and of the Council and Cormmission Directive 2006,/70/EC, OJ L 141, 5.6.2015, p. 73-117.
¢ The Financial Action Task Force (FATF) is an inter-governmental body established in 1989 by the Ministers of
its M ember jurisdictions. The objectives of the FATF are to set standards and promote effective implementation
of legal, regulatory and operational measures for combating money laundering, terrorist financing and other
related threats to the integrity of the international financial system.

4 COM/2016/050 final.

4 The Commission explicitly makes reference to the “Panama papers” scandal in its Communicetion on further
MERSUIES ta eEnhoncE tronsporency ond the fight ooeinst tox evosion ond ovofdence, COM(2016) 451, final.

5 Proposal for a OIRECTIVE OF THE EUROPESMN PARLIAMENT AMDO OF THE COUMCIL amending Directive [EU)
2015/849% on the prevention of the use of the financial system forthe purposes of money laundering or terrorist
financing and amending Directive 20097101 /EC, COM/2016/0450 final.

& Mo test was submitted in draft to the EDPS before the publication on 5 July 2016.

?See hitpy//data consilium.europa.eu/doc/docum ent/5T-154 68-2016-1MIT/en/pdf .

SEC] judgment of B April 2014 in Joined Cases C-253/12 and C-5924/12, Digito! Rights irefond.

% pigito! Riphts irefond, paras 41-42.

Y paoreover, the Court clarifies, “in wiew of the importont rofe ployed by the protection of personol doto in the
fight af the fundomentol right to respect for privete life ond the extent ond serfousness af the interference with
thot right coused by Directive 2006/24, the €U fegisloture’s discretion ic reduced. with the resoft thot review of
thot discretion should be strict"”, Cigitel Rights irefond, paras 4548,

1 apL Directive, recital (11).

12 For example, the Directive acknowledges that the risk of money laundering and terrorist financing is not the
same in every case and, accordingly, a holistic, risk-based approach should be used. It alzo clarifies that such
risk-bazed approach iz not an unduly permizsive option for Member 5tates and =o-called obliged entities, but
rather the possibility to use of evidence-based decision-making in order to targetthe risks of money laundering
and terrorist financing more effectively. 5ee AML Oirective, recital (22].

L AML Directive, recital (14) and Art. 3005)ic).

¥ Commission Communication on further measuresto enhance transparency and the fight against tax evasion
and avoidance, COMI[2016] 451 final, p. 5. The Commizsion explains that “"Ponomoe Popers" confimned thot o
fock of tronsporency on heneficiol ownership cen fociitote money-iouRdering, corrvption ond tox evesion The
responses to these proflems showld therefore be complement ory ond cannected”.

L article 6(1)(b) of the Data Protection Directive 95/46/EC: Article 5(1)(b) of the General Data Protection
Regulation [EU) 679/2016; zee alzo Article 8(2) of the Charter of Fundamental Rights.

¥ on the application of such principle in the context of personal data processing for enforcement purposes, see
the Art. 29 WP'c Statement of the WP29 on automatic inter-state exchanges of personal data for tax purposes
(WP 230) and its Opinion 03/2015% on the draft directive on the protection of individuals with regard to the
proceszing of personal data by competent authorities for the purpozes of prevention, investigation, detection
or prosecution of criminal offences or the execution of criminal penalties, and the free moverment of such data
(WP 2330

T For example, 3 police department processes personal data of suspects in order to enforce crimes and a
statistician, employed by the same department, has access to the same data to compile @ statistic study on the
effectiveness of criminal enforcement.

18 The Explanatory Memorandur reads “this propose! seeks to prevent the ferge-scofe conceafment of funds
which con hinder the effective fight agoist finonciol crime, ond to enspre enhenced carpargte trensARNENCY 50
thot true heneficiol owners of camponies ar other fegol orrongements connat hide behind undisclosed identities”.
¥ COM(2016) 450, final, recital (24).

A COM20LE) 450, final, recital [25).

* COM{Z016) 450, final, recital (27).

% The confusion of purposes introduced by the Proposal is also confirmed by the wide array of personal data
processing that may take place under the new provisions: customer due diligence (either “simple” or
“enhanced”, in cazes of high rizk); =et up of registriez of payments; et up of registries of beneficiany ownership
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information [concerning both corporations and trusts, regardless of their business nature); eschange of
information between competent authorities; access by (and exchange between) FIUs to anti-money laundering
information (payment records) and tax relevant information (beneficiary information, bank account ownership):
access by NGOz, the prezs and the public at laree to beneficia ry ownership information.

8 Council Position, recital [22a).

¥ Council Position, recital (35a).

5 article 52(1) of the Charter of Fundamental Rights of the EU provides that any limitation on the exercise of
theright=andfreedoms laid down by the Charter must be provided for by law, respect their essence and, subject
to the principle of proportionality, limitations may be made to thoze rights and freedoms only if they are
necessany and genuinely meet objectives of general interest recognised by the Union or the need to protect the
rights and freedomes of others.

% gee endnote B above.

¥ Digitel Rights refond, para 46.

2 \hidem, para 48.

® \hidem, para 58.

* EC) judement of 20 May 2003, in loined Cases Rechnungshof (C-46500) v dsterreichischer Rundfunk and
Jthers and Christo Nevkormm (C-138/01) and foseph Levermonn [C-139401) v dsterreichischer Bundfunk, para
BE.

A article 29 WP, Dpinion 1/2014 of 27 February 2014 on the application of necessity and proportiona lity
concepts and data protection within the law enforcement sector, available at bttpffec europa.eusjustice/data-
protection/article-29/docum entationfopinion-recomm endation/files/ 2014 /wp211 en.pdf

* Forexample, § & torper v United Kingdom, Appl. Mo, 30562,/04 and 30566/04 (ECtHR 04 December 2008)

4 |n this respect, the Art. 29 WP recommends a “holistic approach” whereby “in order to sey whether o new

fegisi ot ive proposc! fs still proportfoncie, it is nEcessery to essess how the new meoswre would odd to the existing
ones ond whether olf of them token together wowld stilf proportionately limit the fundomentol rights of doto
protection ond privacy.”

Hpart 29 WP Opinion, p. 10. Theterm safeguards inthis contest is also broad and may cover, for example, steps
taken to limit the scope of a measure, or caveats placed upon when or how it can be exercised. Alternatively, it
may involve requiring some other objective d ecision to be made prior toa measure being deployed in that caze.
5afeguards may also cover any rights of appeal afforded to individuals against a particular measure or ite effects
and the scope of those rights.

4 COMI201E) 450, final, recital [19).

¥ COM(20LE) 450, final, recital [14).

T LOM(2018) 50, final, p. 7. “As currently discussed ot intemotiono! fevel the FiUs moy oiso need o evalve frons
o suspicions-bosed disclosure system to o mare intelligence-bosed disclosure system”.

*# |mpact Assessment of Document COM(2016) 450 final, p. 16.

B \We can consider tax evasion asincluded in the notion of “associated predicate offense”, of course. If we do
to, however, the entire architecture of policy measures that justifies (invasive) personal data processing inorder
to tackle tax evasion az an autonomous policy purpose collapses and the ultimate policy goal to be used ac a
pararm eter for lawful data processing shall be countering anti-money laundering and terrarism financing.

® parapgraph 29, above.

M The idea of citizens acting as “private attorney general” seems not to be part of the European legal tradition,
while it hasbeen adopted inother legal systemcs. According the Us supreme Court, infack, “hy offering potentiof
fitigents the prospect of @ recovery in three tines the omount of their domeges. Congress encovroged these
BErsans ta senie o5 ‘arvate attameys general " See Howeif v Stondord Qi Co., 405 U.5. 251, 262 (1972).

% The proportionality assessment of policy measuresdesigned to enhance transparency has been the subject of
a Courtruling inthe Schecke case, where the Court of Justice ruled that .. the institutions ore ohliged t o bolence,
fhefore disclosing infonmotion refoting to o neturo! person, the Europeon Union's interest in guoronteeing the
tronsparency af its octions ond the infringement of the rights recognised by Articles 7 ond £ of the Chorter. No
outamatic priorfty con e canferred on the abjective af tronsparency aver the right ta pratection of personoel doto
(...}, even if importent economic interests ore ot steke”. See ECl judgment of 9 Movernber 2010, in loined Cases
C-92/09 and C-93,09, Voiker und orkus Schecke GhR, para 85

4 paragraph 47, above.
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