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I. INTRODUCTION

I.  On 18 April 2023, the Commission adopted the proposal for a Regulation of the European

Parliament and of the Council laying down measures to strengthen solidarity and capacities in

the Union to detect, prepare for and respond to cybersecurity threats and incidents, the “EU

Cyber Solidarity Act”. The EU Cybersecurity Strategy adopted in December 2020 mentioned

the creation of a European Cyber Shield, reinforcing the cyber threat detection and

information sharing capabilities in the European Union. On 8 and 9 March 2022, Ministers of

EU Member States in charge of Telecom issues met informally in Nevers and expressed the

wish for the EU to fully prepare to face large-scale cyberattacks.
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The Council Conclusions of May 2022 on the cyber posture highlighted the need to address
gaps in terms of response and preparedness to cyber-attacks, by calling for the Commission to

present a proposal on a new Emergency Response Fund for Cybersecurity.

2. The purpose of this proposal is to strengthen the competitive position of industry and service
sectors and support their digital transformation. The proposal aims at increasing the resilience
of citizens, businesses and entities operating in critical and highly critical sectors against the
growing cybersecurity threats with societal and economic impacts. The legal basis is therefore
Article 173 TFEU on industry competitiveness as well as Article 322 (1) point (a) TFEU on
carry-over rules derogating from the principle of budget annuality. The latter legal basis is
necessary in relation to the Cybersecurity Emergency Mechanism. Other objectives of this
Regulation are: to strengthen common EU detection and situational awareness of cyber threats
and incidents; to reinforce preparedness of critical entities across the EU and strengthen
solidarity by developing common response capacities against significant or large-scale
cybersecurity incidents, including by making incident response support available for third
countries; to enhance Union resilience and contribute to effective response by reviewing and

assessing significant or large-scale incidents.
3. In particular, the proposal lays down:

—  The deployment of a pan-European infrastructure of Security Operation Centers (SOCs)
(European Cyber Shield) to build and enhance common detection and situational

awareness capabilities.

— The creation of a Cyber Emergency Mechanism to support Member States in preparing
for, responding to and immediate recovery from significant and large-scale

cybersecurity incidents.

— The establishment of a European Cybersecurity Incident Review Mechanism to review

and assess specific significant or large-scale incidents.
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II.

STATE OF PLAY OF WORK WITHIN THE COUNCIL PREPARATORY BODIES

Under Swedish Presidency the Commission presented the text at the meeting of the
Horizontal Working Party on Cyber Issues (HWPCI) on 24 April 2023, and then had thematic
presentations on 24 May and 7 June 2023.

The Spanish Presidency organised a total of fourteen dedicated HWPCI meetings which
resulted in four compromise proposals covering the whole text of the Regulation. On 5
December 2023, the Council took note of the progress made under the Spanish Presidency

(15392/23).

On 15 December 2023 the Presidency issued a draft mandate which was discussed in the
HWPCI on 18 December 2023. In general delegations welcomed this compromise and agreed
to submit this proposal, with some further amendments, to the Permanent Representatives
Committee in order to receive a mandate to start the negotiations with the European
Parliament. On 20 December 2023 the COREPER discussed and approved the mandate to
start negotiations with the European Parliament!. The Belgian Presidency and the European

Parliament had 10 technical meetings until 2 February 2024.

In the European Parliament, the file was assigned to the Committee on Industry, Research and
Energy (ITRE) and MEP Lina Galvez Muiioz (Group of the Progressive Alliance of Socialists
and Democrats, Spain) has been appointed as rapporteur. The adoption of the report in ITRE

was on 7 December 2023 and the decision to start the negotiations with the Council was taken

in the Plenary on 11 December 2023.

The opinion on the Cyber Solidarity Act was adopted by the European Economic and Social
Committee on 13 July 20232 and the European Court of Auditors on 5 October 20233, The

European Committee of the Regions (CoR) adopted its opinion on 30 November?.

W N -
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9.  The purpose of this note is to obtain an orientation from COREPER with a view to
negotiating and reaching a political agreement with the Parliament at the upcoming trilogue.

The Presidency wishes to highlight the following major tssues:
1.  Prioritization
Article 14 (lines 155a)

Regarding the support from the Reserve, the Council mandate foresees, as one of several
criteria to be considered when prioritising among multiple concurrent requests, that higher
priority should be given to requests by Member State users, then to requests by Union
institutions, bodies and agencies and finally then to requests by DEP-associated third
countries. The European Parliament challenges this differentiation. A compromise might be
found in guaranteeing through other criteria that Member State users in such cases will have
more chances to benefit from the support from the Reserve, which is ultimately financed by

Digital Europe Program funds destined to support users and industry within Member States.

2. Procurement from Third Countries’ entities

Article 16 (linel81c¢) and article 19 (line 213a — 213n)

Both co-legislators have identified the need to increase the possibility of trusted providers
from certain third countries to participate in the Reserve, but have a divergent approach. The

European Parliament would like to introduce the following provision:

“the provider shall be established and shall have its executive management structures in the
Union, in an associated country or in a third country that is part to the Government

Procurement Agreement in the context of World Trade Organisation (GPA).”

The Presidency will continue to defend the Council mandate as this provision would among
others exclude a number of EU partner countries who are not part to the Government

Procurement Agreement and as this would imply broader amendments of DEP provisions.
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3. External use of the Reserve

Article 17 (lines 186a and 187a)

The Council mandate introduces specific requiremernts in the procedure to grant access to the
Cybersecurity Reserve for DEP-associated third countries, in particular by introducing
implementing decisions by the Council. The Presidency will defend the Council mandate as
the proposed wording preserves the internal market as the legal basis of the Regulation while
ensuring Council involvement given the implications of such access for the Reserve’s
availability and for relations with third countries. This should also be read together with other

provisions on DEP-associated third countries.

4. Information sharing

Article 6 (line 98-100)

The European Parliament desires to specify the level and nature of the information sharing
requirements in the Cross-border Hubs, in line with the Commission proposal, in order to
guarantee a high level of ambition of these Hubs. The Council mandate specifies that the
consortium agreements should define the terms and conditions for information sharing to
allow maximum autonomy for the Hubs. A compromise might be found in indicating which

elements the consortium agreement could specify in terms of information sharing.

5. Budget: exchange of views

Article 19 (lines 210-211d)

The European Parliament proposes to have a first exchange of views on the budgetary
provisions. The provisions introduced by the Commission’s proposal to amend the Digital
Europe Programme (DEP) are not convincing to the European Parliament. For the Parliament,
a more cautious approach is preferred in deciding the reallocation of funds under the
programme for the purpose of financing initiatives of the Cyber Solidarity Act as well as a
cap for the Cybersecurity Reserve. The Council mandate is in line with the Commission’s

proposal.
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6. Implementing/delegated acts

Article 6(3) (line 105), Article 7(2) (line 109), Article 8(3) (line 113), Article 12(8) (line 136),
Article 13(7) (line 147), and Article 20a (lines 232j-0)

The Presidency will continue to defend the Council mandate, which includes a single
implementing act in Article 12 (8). The European Parliament wishes to introduce four

delegated and one implementing acts in this legislative proposal.

10. Furthermore, the Presidency brings to the attention of Member States that a provisional

agreement was reached at technical level on a number of important issues such as:

Subject matter and objectives (Article 1, lines 51-60, 61b-62)
- Certain definitions (Article 2, lines 63-64, 66, 67a-72b, 73-75)

— Deletion of the support by Digital Europe Programme to actions implementing the
Cybersecurity Alert System (Article 3 (1), line 79) and introduction of the cooperation
with relevant entities (Article 3(2) -a, line 80a)

— Other aspects of the Cybersecurity Alert System (Article 3, lines 82-86a)
— Moving Article 4 (2) (line 90) to Article 8a
— Certain aspects of the Cross-Border Cyber Hubs (Article 5, lines 94, 95, 96a)

- Consensual elements of the information sharing (Article 6, lines 101, 103,104 as well as

Article 7, lines 107, 107a)

— One security aspect of information-sharing with other entities within the European

Cybersecurity Alert System (Article 8, line 110, 112)
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— Funding of the European Cybersecurity Alert System (new Article 8a, lines 113a-d)
— Cyber Emergency Mechanism (Article 9, lines 114-117a)
— Types of Actions (Article 10, lines 118, 119-122)

- Coordinated preparedness testing of entities (Article 11, lines 123, 123b and ¢, 124a,
125¢)

— Establishment of the EU Cybersecurity Reserve (Article 12, lines 126-132, 135)

—  Requests for support from the EU Cybersecurity Reserve (Article 13, lines 137-145,
146)

— Implementation of the support from the EU Cybersecurity Reserve (Article 14, lines
148, 150-155, 156-157, 158 a-c, 159 a-c, 160a)

—  Coordination with crisis management mechanisms (Article 15, lines 162 -163)
- Trusted Providers (Article 16, lines 166-169, 171-172, 174, 176-179, 181 b, f-h)
— Support to third countries (Article 17, lines 182-186, 187-189)

— Cybersecurity Incident Review Mechanism (Article 18, lines 191, 193a)

- Amendments to Regulation (EU) 2021/694 (Article 19, lines 196-197-201, 203, 205-
209, 212, 214-222, 224-225, 227-230)

— Committee procedure (Article 21, lines 233-235)
— Entry into force (Article 22, lines 236-238)

— Annex (lines 244-249, 251-252, 255-256, 258, 260)
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11. The Presidency invites delegations to focus on finding compromises regarding the major
topics mentioned above, as well as on a number of other issues, which are likely to be part of
the final agreement.

III. CONCLUSION

12. The Permanent Representatives Committee is invited to:

— approve the provisional agreement reached at technical level, as set out in the Annex

(marked in green);

— give a mandate to the Presidency to continue negotiations with the European
Parliament, on the basis of the compromise texts included in the attached 4-column

table;

— show flexibility regarding some issues described above.
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ANNEX

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL laying
down measures to strengthen solidarity and capacities in the Union to detect, prepare for and respond to
cybersecurity threats and incidents

2023/0109(COD)

Version for Trilogue on 13 February 2024

Commission Proposal EP Mandate Council Mandate Draft Agreement
Formula
2023/0109 (COD) 2023/0109 (COD) 2023/0109 (COD) 2023/0109 (COD)

Text Origin:
Commission Proposal

Proposal Title

Proposal for a

Proposal for a

Proposal for a

Proposal for a

REGULATION OF THE REGULATION OF THE REGULATION OF THE REGULATION OF THE
EUROPEAN PARLIAMENT EUROPEAN PARLIAMENT EUROPEAN PARLIAMENT EUROPEAN PARLIAMENT
) AND OF THE COUNCIL AND OF THE COUNCIL AND OF THE COUNCIL AND OF THE COUNCIL
laying down measures to laying down measures to laying down measures to laying down measures to
strengthen solidarity and capacities | strengthen solidarity and capacities | strengthen solidarity and capacities | strengthen solidarity and capacities
in the Union to detect, prepare for | in the Union to detect, prepare for | in the Union to detect, prepare for | in the Union to detect, prepare for
and respond to cybersecurity and respond to cybersecurity and respond to cybersecurity and respond to cybersecurity
threats and incidents threats and incidents threats and incidents threats and incidents
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Text Origin:
Commission Proposal

Formula |
THE EUROPEAN PARLIAMENT | THE EUROPEAN PARLIAMENT | THE EUROPEAN PARLIAMENT | THE EUROPEAN PARLIAMENT
AND THE COUNCIL OF THE AND THE COUNCIL OF THE AND THE COUNCIL OF THE AND THE COUNCIL OF THE
3 EUROPEAN UNION, EUROPEAN UNION, EUROPEAN UNION, EUROPEAN UNION,
Text Origin:
Commission Proposal
Citation 1
Having regard to the Treaty on the | Having regard to the Treaty on the | Having regard to the Treaty on the | Having regard to the Treaty on the
Functioning of the European Functioning of the European Functioning of the European Functioning of the European
Union, and in particular Article Union, and in particular Article Union, and in particular Article Union, and in particular Article
4 173(3) and Article 322(1), point (a) | 173(3) and Article 322(1), point (a) | 173(3) and Article 322(1), point (a) | 173(3) and Article 322(1), point (a)
thereof, thereof, thereof, thereof,
Text Origin:
Commission Proposal
Citation 2
Having regard to the proposal from | Having regard to the proposal from | Having regard to the proposal from | Having regard to the proposal from
5 the European Commission, the European Commission, the European Commission, the European Commission,
Text Origin:
5849/24 FM/ff 10
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Commission Proposal EP Mandate Council Mandate Draft Agreement
Commission Proposal
Citation 3
After transmission of the draft After transmission of the draft After transmission of the draft After transmission of the draft
legislative act to the national legislative act to the national legislative act to the national legislative act to the national
6 parliaments, parliaments, parliaments, parliaments,
Text Origin:
Commission Proposal
Citation 4
Having regard to the opinion of the | Having regard to the opinion of the | Having regard to the opinion of the | Having regard to the opinion of the
Court of Auditors! Court of Auditors! Court of Auditors! Court of Auditors'
7 .oJCI[...}, [.-.L,p- [---]- L.OJCI[...], [..-],p- [---]- L.OJCI[...], [..-],p- [---]- L.OJCI[...], [..-],p- [---]-
Text Origin:
Commission Proposal
Citation 5
Having regard to the opinion of the | Having regard to the opinion of the | Having regard to the opinion of the | Having regard to the opinion of the
European Economic and Social European Economic and Social European Economic and Social European Economic and Social
. Committee', Committee', Committee', Committee',
1.0JC,,p.. 1.0JC,,p.. 1.0JC,,p.. 1.0JC,,p..
Text Origin:
5849/24 FM/ff 11
ANNEX JAL2 LIMITE EN



Commission Proposal EP Mandate Council Mandate Draft Agreement
Commission Proposal
Citation 6 |
Having regard to the opinion of the | Having regard to the opinion of the | Having regard to the opinion of the | Having regard to the opinion of the
Committee of the Regions', Committee of the Regions', Committee of the Regions', Committee of the Regions',
9 1.OJC,,p.. 1.OJC,,p.. 1.0JC,,p.. 1.OJC,,p..
Text Origin:
Commission Proposal
Citation 7
Acting in accordance with the Acting in accordance with the Acting in accordance with the Acting in accordance with the
ordinary legislative procedure, ordinary legislative procedure, ordinary legislative procedure, ordinary legislative procedure,
10
Text Origin:
Commission Proposal
| Formula
Whereas: Whereas: Whereas: Whereas:
11 o
Text Origin:
Commission Proposal
Recital 1
12 |
5849/24 FM/ff 12
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Commission Proposal

(1) The use of and dependence on
information and communication
technologies have become
fundamental aspects in all sectors
of economic activity as our public
administrations, companies and
citizens are more interconnected
and interdependent across sectors
and borders than ever before.

EP Mandate

(1) The use of and dependence on
information and communication
technologies have become
fundamental aspects, but have,
simultaneously introduced
possible vulnerabilities, in all
sectors of economic activity_and
democracy as our public
administrations, companies and
citizens are more interconnected
and interdependent across sectors
and borders than ever before.

Ceouncil Mandate |

(1) The use of and dependence on
information and communication
technologies have become
fundamental aspects in all sectors
of economic activity as our public
administrations, companies and
citizens are more interconnected
and interdependent across sectors
and borders than ever before.

Draft Agreement

Recital 2

(2) The magnitude, frequency and
impact of cybersecurity incidents
are increasing, including supply
chain attacks aiming at
cyberespionage, ransomware or
disruption. They represent a major
threat to the functioning of network
and information systems. In view

(2) The magnitude, frequency and
impact of cybersecurity incidents
are increasing at a Union-wide and
global level in terms of their
method and impact, including
supply chain attacks aiming at
cyberespionage, ransomware or
disruption. They represent a major

(2) The magnitude, frequency and
impact of cybersecurity incidents
are increasing, including supply
chain attacks aiming at
cyberespionage, ransomware or
disruption. They represent a major
threat to the functioning of network
and information systems. In view

13 of the fast-evolving threat threat to the functioning of network | of the fast-evolving threat
landscape, the threat of possible and information systems. In view landscape, the threat of possible
large-scale incidents causing of the fast-evolving threat large-scale incidents causing
significant disruption or damage to | landscape, the threat of possible significant disruption or damage to
critical infrastructures demands large-scale incidents causing critical infrastructures demands
heightened preparedness at all significant disruption or damage heightened preparedness-a#a#
levels of the Union’s cybersecurity | economies and democracies to tevels—_of the Union’s
framework. That threat goes critical infrastructures across the cybersecurity framework. That
beyond Russia’s military Union demands heightened threat goes beyond Russia’s
aggression on Ukraine, and is preparedness at all levels of the military aggression on Ukraine,
5849/24 FM/ff 13
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Commission Proposal

likely to persist given the
multiplicity of state-aligned,
criminal and hacktivist actors
involved in current geopolitical
tensions. Such incidents can
impede the provision of public
services and the pursuit of
economic activities, including in
critical or highly critical sectors,
generate substantial financial
losses, undermine user confidence,
cause major damage to the
economy of the Union, and could
even have health or life-threatening
consequences. Moreover,
cybersecurity incidents are
unpredictable, as they often emerge
and evolve within very short
periods of time, not contained
within any specific geographical
area, and occurring simultaneously
or spreading instantly across many
countries.

EP Mandate

Union’s cybersecurity framework.
That threat goes beyond Russia’s
military aggression on Ukraine,
and is likely to persist given the
multiplicity of state-aligned,
erintine-end-heelieis— and
criminal actors involved in current
geopolitical tensions. Such
incidents can impede the provision
of public services and the pursuit
of economic activities, including in
critical or highly critical sectors,
generate substantial financial
losses, undermine user confidence,
cause major damage to the
economy of the Union, and could
even have health or life-threatening
consequences. Moreover,
cybersecurity incidents are
unpredictable, as they often emerge
and evolve within very short
periods of time, not contained
within any specific geographical
area, and occurring simultaneously
or spreading instantly across many
countries._Close and coordinated
cooperation is therefore needed
between the public sector, the
private sector, academia, civil

society and the media. Moreover,
the Union's response needs to be
coordinated with international

institutions as well as trusted and

Council Mandate

and is likely to persist given the
multiplicity of state-aligned,
criminal and hacktivist actors
involved in current geopolitical
tensions. Such incidents can
impede the provision of public
services and the pursuit of
economic activities, including in
eritical-or-hichiysectors of high
criticality or_other critical sectors,
generate substantial financial
losses, undermine user confidence,
cause major damage to the
economy of the Union, and could
even have health or life-threatening
consequences. Moreover,
cybersecurity incidents are
unpredictable, as they often emerge
and evolve within very short
periods of time, not contained
within any specific geographical
area, and occurring simultaneously
or spreading instantly across many
countries.

Draft Agreement
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EP Mandate

Council Mandate

Commission Proposal

like-minded international
partners. Trusted and like-minded

international partners are
countries that share the Union’s
values of democracy, commitment
to human rights, effective
multilateralism, and rules-based
order, in line with the
international cooperation
frameworks and agreements. To

ensure cooperation with trusted
and like-minded international
partners and protection against

systemic rivals, entities established
in third countries that are not
parties to the GPA should not be

allowed to participate in
procurement under this

Regulation.

Draft Agreement

Recital 3

(3) Itis necessary to strengthen the
competitive position of industry
and services sectors in the Union
across the digitised economy and
support their digital transformation,

(3) Itis necessary to strengthen the
competitive position of industry
and services sectors in the Union
across the digitised economy and
support their digital transformation,

(3) Itis necessary to strengthen the
competitive position of industry
and services sectors in the Union
across the digitised economy and
support their digital transformation,

14 by reinforcing the level of by reinforcing the level of by reinforcing the level of
cybersecurity in the Digital Single | cybersecurity in the Digital Single | cybersecurity in the Digital Single
Market. As recommended in three | Market. As recommended in three | Market. As recommended in three
different proposals of the different proposals of the different proposals of the
Conference on the Future of Conference on the Future of Conference on the Future of
Europe! , it is necessary to Europe! ,— it is necessary to Europe'-,— it is necessary to
5849/24 FM/ff 15
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EP Mandate

Council Mandate

Commission Proposal

increase the resilience of citizens,
businesses and entities operating
critical infrastructures against the
growing cybersecurity threats,
which can have devastating
societal and economic impacts.
Therefore, investment in
infrastructures and services that
will support faster detection and
response to cybersecurity threats
and incidents is needed, and
Member States need assistance in
better preparing for, as well as
responding to significant and large-
scale cybersecurity incidents. The
Union should also increase its
capacities in these areas, notably as
regards the collection and analysis
of data on cybersecurity threats and
incidents.

1. https://futureu.europa.eu/en/

increase the resilience of citizens,
businesses, in particular
microenterprises, small and
medium-sized enterprises (SMEs)
including startups -and entities
operating critical infrastructures,
including local and regional
authorities against the growing
cybersecurity threats, which can
have devastating societal and
economic impacts. Therefore,
investment in infrastructures and
services and building capabilities
to develop cybersecurity skills that
will support faster detection and
response to cybersecurity threats
and incidents is needed, and
Member States need assistance in
better preparing for, as well as
responding to significant and large-
scale cybersecurity incidents. The
Union should also increase its
capacities in these areas, notably as
regards the collection and analysis
of data on cybersecurity threats and
incidents.

increase the resilience of citizens,
businesses and entities operating
critical infrastructures against the
growing cybersecurity threats,
which can have devastating
societal and economic impacts.
Therefore, investment in
infrastructures and services that
will support faster detection and
response to cybersecurity threats
and incidents is needed, and
Member States need assistance in
better preparing for, as well as
responding to and initial recovery
from significant and large-scale
cybersecurity incidents. Building
on the existing structures and in
close cooperation with them, the
Union should also increase its
capacities in these areas, notably as
regards the collection and analysis
of data on cybersecurity threats and
incidents.

1. https://futureu.europa.eu/en/

Draft Agreement

1. [1]
https://futureu.europa.eu/en/
Recital 3a
14a
5849/24 FM/ff 16
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Commission Proposal

EP Mandate

(3a) Cyberattacks are frequently
targeted at local, regional or
national public services and
infrastructures. Local authorities
are among the most vulnerable
targets of cyberattacks due to their
lack of financial and human
resources. It is therefore
particularly important that

decision-makers at local level are
made aware of the need to
increase digital resilience,
increase their capacity to reduce
the impact of cyberattacks and
seize the opportunities provided

Council Mandate

Draft Agreement

for by this Regulation.

Recital 4
(4) The Union has already taken a | (4) The Union has already taken a | (4) The Union has already taken a | (4) The Union has already taken a
number of measures to reduce number of measures to reduce number of measures to reduce number of measures to reduce
vulnerabilities and increase the vulnerabilities and increase the vulnerabilities and increase the vulnerabilities and increase the
resilience of critical infrastructures | resilience of critical infrastructures | resilience of critical infrastructures | resilience of critical infrastructures
and entities against cybersecurity and entities against cybersecurity and entities against cybersecurity and entities against cybersecurity
risks, in particular Directive (EU) risks, in particular Directive (EU) risks, in particular Directive (EU) risks, in particular Directive (EU)

15 2022/2555 of the European 2022/2555 of the European 2022/2555 of the European 2022/2555 of the European
Parliament and of the Council!, Parliament and of the Council!, Parliament and of the Council’, Parliament and of the Council',
Commission Recommendation Commission Recommendation Commission Recommendation Commission Recommendation
(EU) 2017/15842, Directive (EU) 2017/15842, Directive (EU) 2017/15842, Directive (EU) 2017/15842, Directive
2013/40/EU of the European 2013/40/EU of the European 2013/40/EU of the European 2013/40/EU of the European
Parliament and of the Council® and | Parliament and of the Council® and | Parliament and of the Council® and | Parliament and of the Council® and
Regulation (EU) 2019/881 of the Regulation (EU) 2019/881 of the Regulation (EU) 2019/881 of the Regulation (EU) 2019/881 of the
European Parliament and of the European Parliament and of the European Parliament and of the European Parliament and of the

5849/24 FM/ff 17
ANNEX JAIL2 LIMITE EN



Commission Proposal

Council*. In addition, the Council
Recommendation on a Union-wide
coordinated approach to strengthen
the resilience of critical
infrastructure invites Member
States to take urgent and effective
measures, and to cooperate loyally,
efficiently, in solidarity and in a
coordinated manner with each
other, the Commission and other
relevant public authorities as well
as the entities concerned, to
enhance the resilience of critical
infrastructure used to provide
essential services in the internal
market.

1. Directive (EU) 2022/2555 of
the European Parliament and of
the Council of 14 December
2022 on measures for a high
common level of cybersecurity
across the Union, amending
Regulation (EU) No 910/2014
and Directive (EU) 2018/1972,
and repealing Directive (EU)
2016/1148 (OJ L 333,
27.12.2022).

2. Commission
Recommendation (EU)
2017/1584 of 13 September
2017 on coordinated response to

EP Mandate

Council*. In addition, the Council
Recommendation on a Union-wide
coordinated approach to strengthen
the resilience of critical
infrastructure invites Member
States to take urgent and effective
measures, and to cooperate loyally,
efficiently, in solidarity and in a
coordinated manner with each
other, the Commission and other
relevant public authorities as well
as the entities concerned, to
enhance the resilience of critical
infrastructure used to provide
essential services in the internal
market.

1. Directive (EU) 2022/2555 of
the European Parliament and of
the Council of 14 December
2022 on measures for a high
common level of cybersecurity
across the Union, amending
Regulation (EU) No 910/2014
and Directive (EU) 2018/1972,
and repealing Directive (EU)
2016/1148 (OJ L 333,
27.12.2022).

2. Commission
Recommendation (EU)
2017/1584 of 13 September
2017 on coordinated response to

Council Mandate

Council*. In addition, the Council
Recommendation on a Union-wide
coordinated approach to strengthen
the resilience of critical
infrastructure invites Member
States to take urgent and effective
measures, and to cooperate loyally,
efficiently, in solidarity and in a
coordinated manner with each
other, the Commission and other
relevant public authorities as well
as the entities concerned, to
enhance the resilience of critical
infrastructure used to provide
essential services in the internal
market.

1. Directive (EU) 2022/2555 of
the European Parliament and of
the Council of 14 December
2022 on measures for a high
common level of cybersecurity
across the Union, amending
Regulation (EU) No 910/2014
and Directive (EU) 2018/1972,
and repealing Directive (EU)
2016/1148 (OJ L 333,
27.12.2022).

2. Commission
Recommendation (EU)
2017/1584 of 13 September
2017 on coordinated response to

Draft Agreement

Council*. In addition, the Council
Recommendation on a Union-wide
coordinated approach to strengthen
the resilience of critical
infrastructure invites Member
States to take urgent and effective
measures, and to cooperate loyally,
efficiently, in solidarity and in a
coordinated manner with each
other, the Commission and other
relevant public authorities as well
as the entities concerned, to
enhance the resilience of critical
infrastructure used to provide
essential services in the internal
market.

1. Directive (EU) 2022/2555 of
the European Parliament and of
the Council of 14 December
2022 on measures for a high
common level of cybersecurity
across the Union, amending
Regulation (EU) No 910/2014
and Directive (EU) 2018/1972,
and repealing Directive (EU)
2016/1148 (OJ L 333,
27.12.2022).

2. Commission
Recommendation (EU)
2017/1584 of 13 September
2017 on coordinated response to
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large-scale cybersecurity
incidents and crises (OJ L 239,
19.9.2017, p. 36).

3. Directive 2013/40/EU of the
European Parliament and of the
Council of 12 August 2013 on
attacks against information
systems and replacing Council
Framework Decision
2005/222/JHA (J L 218,
14.8.2013, p. 8).

4. Regulation (EU) 2019/881 of
the European Parliament and of
the Council of 17 April 2019 on
ENISA (the European Union
Agency for Cybersecurity) and
on information and
communications technology
cybersecurity certification and
repealing Regulation (EU) No
526/2013 (Cybersecurity Act)
(OJ L 151, 7.6.2019, p. 15).

large-scale cybersecurity
incidents and crises (OJ L 239,
19.9.2017, p. 36).

3. Directive 2013/40/EU of the
European Parliament and of the
Council of 12 August 2013 on
attacks against information
systems and replacing Council
Framework Decision
2005/222/JHA (J L 218,
14.8.2013, p. 8).

4. Regulation (EU) 2019/881 of
the European Parliament and of
the Council of 17 April 2019 on
ENISA (the European Union
Agency for Cybersecurity) and
on information and
communications technology
cybersecurity certification and
repealing Regulation (EU) No
526/2013 (Cybersecurity Act)
(OJ L 151, 7.6.2019, p. 15).

large-scale cybersecurity
incidents and crises (OJ L 239,
19.9.2017, p. 36).

3. Directive 2013/40/EU of the
European Parliament and of the
Council of 12 August 2013 on
attacks against information
systems and replacing Council
Framework Decision
2005/222/JHA (J L 218,
14.8.2013, p. 8).

4. Regulation (EU) 2019/881 of
the European Parliament and of
the Council of 17 April 2019 on
ENISA (the European Union
Agency for Cybersecurity) and
on information and
communications technology
cybersecurity certification and
repealing Regulation (EU) No
526/2013 (Cybersecurity Act)
(OJ L 151, 7.6.2019, p. 15).

Draft Agree

large-scale cybersecurity
incidents and crises (OJ L 239,
19.9.2017, p. 36).

3. Directive 2013/40/EU of the
European Parliament and of the
Council of 12 August 2013 on
attacks against information
systems and replacing Council
Framework Decision
2005/222/JHA (J L 218,
14.8.2013, p. 8).

4. Regulation (EU) 2019/881 of
the European Parliament and of
the Council of 17 April 2019 on
ENISA (the European Union
Agency for Cybersecurity) and
on information and
communications technology
cybersecurity certification and
repealing Regulation (EU) No
526/2013 (Cybersecurity Act)
(OJ L 151, 7.6.2019, p. 15).

Text Origin:
Commission Proposal

Recital 5

16

(5) The growing cybersecurity
risks and an overall complex threat

(5) The growing cybersecurity
risks and an overall complex threat

(5) The growing cybersecurity
risks and an overall complex threat
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Commission Proposal

landscape, with a clear risk of rapid
spill-over of cyber incidents from
one Member State to others and
from a third country to the Union
requires strengthened solidarity at
Union level to better detect,
prepare for and respond to
cybersecurity threats and incidents.
Member States have also invited
the Commission to present a
proposal on a new Emergency
Response Fund for Cybersecurity
in the Council Conclusions on an
EU Cyber Posture'.

1. Council conclusions on the
development of the European
Union's cyber posture approved
by the Council at its meeting on
23 May 2022, (9364/22)

EP Mandate

landscape, with a clear risk of rapid
spill-over of cyber incidents from
one Member State to others and
from a third country to the Union
requires strengthened solidarity at
Union level to better detect,
prepare for, respond to, and
recover from,-and-respond-to
cybersecurity threats and incidents.
Member States have also invited
the Commission to present a
proposal on a new Emergency
Response Fund for Cybersecurity
in the Council Conclusions on an
EU Cyber Posture!.

1. [1] Council

conclusions on the development
of the European Union's cyber
posture approved by the Council
at its meeting on 23 May 2022,
(9364/22)

Council Mandate

landscape, with a clear risk of rapid
spill-over of cyber incidents from
one Member State to others and
from a third country to the Union
requires s#-engthenedto sirengthen
solidarity at Union level to better
detect, prepare for and respond to
cybersecurity threats and incidents,
in particular by reinforcing the
capabilities of existing structures
such as the CSIRTs network.
Member States have also invited
the Commission to present a
proposal on a new Emergency
Response Fund for Cybersecurity
in the Council Conclusions on an
EU Cyber Posture'.

1. Council conclusions on the
development of the European
Union's cyber posture approved
by the Council at its meeting on
23 May 2022, (9364/22)

Draft Agreement

Recital 6
(6) The Joint Communication on (6) The Joint Communication on (6) The Joint Communication on
the EU Policy on Cyber Defence' the EU Policy on Cyber Defence' the EU Policy on Cyber Defence'
17 adopted on 10 November 2022 adopted on 10 November 2022 adopted on 10 November 2022

announced an EU Cyber Solidarity | announced an EU Cyber Solidarity | announced an EU Cyber Solidarity
Initiative with the following Initiative with the following Initiative with the following
objectives: strengthening of objectives: strengthening of objectives: strengthening of
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

common EU detection, situational
awareness and response
capabilities by promoting the
deployment of an EU infrastructure
of Security Operations Centres
(‘SOCs’), supporting gradual
building of an EU-level
cybersecurity reserve with services
from trusted private providers and
testing of critical entities for
potential vulnerabilities based on
EU risk assessments.

1. Join Communication to the
European Parliament and the
Council EU Policy on Cyber
Defence JOIN/2022/49 final

common EU detection, situational
awareness and response
capabilities by promoting the
deployment of an EU
infrastraeturenetwork of Security
Operations Centres (‘SOCs’),
supporting gradual building of an
EU-level cybersecurity reserve
with services from trusted private
providers and testing of critical
entities for potential vulnerabilities
based on EU risk assessments.

1. [1] Join
Communication to the European
Parliament and the Council EU
Policy on Cyber Defence
JOIN/2022/49 final

common EU detection, situational
awareness and response
capabilities by promoting the
deployment of an EU infrastructure
of Security Operations Centres
(‘SOCs’), supporting gradual
building of an EU-level
cybersecurity reserve with services
from trusted private providers and
testing of critical entities for
potential vulnerabilities based on
EU risk assessments.

1. Join Communication to the
European Parliament and the
Council EU Policy on Cyber
Defence JOIN/2022/49 final

Recital 7

(7) Itis necessary to strengthen the
detection and situational awareness
of cyber threats and incidents
throughout the Union and to
strengthen solidarity by enhancing

(7) Itis necessary to strengthen the
detection and situational awareness
of cyber threats and incidents
throughout the Union and to
strengthen solidarity by enhancing

(7) Itis necessary to strengthen the
detection and situational awareness
of cyber threats and incidents
throughout the Union and to
strengthen solidarity by enhancing

R Member States’ and the Union’s Member States’ and the Union’s Member States’ and the Union’s
preparedness and capabilities to preparedness and capabilities to preparedness and capabilities to
respond to significant and large- prevent and respond to significant | respond to significant, large-scale
scale cybersecurity incidents. and large-scale cybersecurity and large-scale-equivalent-ciiel
Therefore a pan-European incidents. Therefore a pan- large-seate cybersecurity incidents.
infrastructure of SOCs (European | European infrastrneture-of-network | Therefore a pan-European
5849/24 FM/ff 21
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Commission Proposal

Cyber Shield) should be deployed
to build and enhance common
detection and situational awareness
capabilities; a Cybersecurity
Emergency Mechanism should be
established to support Member
States in preparing for, responding
to, and immediately recovering
from significant and large-scale
cybersecurity incidents; a
Cybersecurity Incident Review
Mechanism should be established
to review and assess specific
significant or large-scale incidents.
These actions shall be without
prejudice to Articles 107 and 108
of the Treaty on the Functioning of
the European Union (‘TFEU’).

EP Mandate

of SOCs (European Cyber Shield)
should be deployed to build and
enhance common detection and
situational awareness capabilities,
reinforcing the Union’s threat
detection and information sharing

Ceouncil Mandate |

infrastructure of SOECs-Cyber Hubs
(European Eyber

Shield Cybersecurity Alert System)
should be-deployed_established to
build-and-erharce-commen
coordinated detection and

capabilities; a Cybersecurity
Emergency Mechanism should be
established to support Member
States in preparing for, responding
to, and immediately recovering
from significant and large-scale
cybersecurity incidents; a
Cybersecurity Incident Review
Mechanism should be established
to review and assess specific
significant or large-scale incidents.
These actions shall be without
prejudice to Articles 107 and 108
of the Treaty on the Functioning of
the European Union (‘TFEU’).

situational awareness capabilities;
a Cybersecurity Emergency
Mechanism should be established
to support Member States upon
their request in preparing for,
responding to, and-immediately
initially recovering from
significant and large-scale
cybersecurity incidents; a
Cybersecurity Incident Review
Mechanism should be established
to review and assess specific
significant or large-scale incidents,
The actions under this Regulation
should be conducted with due
respect for Member States’
competences and should
complement and not duplicate the
activities conducted by the CSIRT
network, EU-CyCLONe and the
NIS Cooperation Group,
established in Directive (EU)
2022/2555. These actions shall be
without prejudice to Articles 107
and 108 of the Treaty on the
Functioning of the European Union
(‘TFEU).

Draft Agreement
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Recital 8

(8) To achieve these objectives, it
is also necessary to amend
Regulation (EU) 2021/694 of the
European Parliament and of the
Council' in certain areas. In
particular, this Regulation should
amend Regulation (EU) 2021/694
as regards adding new operational
objectives related to the European
Cyber Shield and the Cyber
Emergency Mechanism under
Specific Objective 3 of DEP,
which aims at guaranteeing the
resilience, integrity and

(8) To achieve these objectives, it
is also necessary to amend
Regulation (EU) 2021/694 of the
European Parliament and of the
Council' in certain areas. In
particular, this Regulation should
amend Regulation (EU) 2021/694
as regards adding new operational
objectives related to the European
Cyber Shield and the
EyberCybersecurity Emergency
Mechanism under Specific
Objective 3 of DEP, which— aims
at guaranteeing the resilience,

(8) To achieve these objectives, it
is also necessary to amend
Regulation (EU) 2021/694 of the
European Parliament and of the
Council' in certain areas. In
particular, this Regulation should
amend Regulation (EU) 2021/694
as regards adding new operational
objectives related to the European
Eyber-ShieldCybersecurity Alert
System and the Cyber Emergency
Mechanism under Specific
Objective 3 of the Digital Europe
Programme (‘DEP’)PEP, which

19 trustworthiness of the Digital integrity and trustworthiness of the | aims at guaranteeing the resilience,
Single Market, at strengthening Digital Single Market, at integrity and trustworthiness of the
capacities to monitor cyber-attacks | strengthening capacities to monitor | Digital Single Market, at
and threats and to respond to them, | cyber-attacks and threats and to strengthening capacities to monitor
and at reinforcing cross-border respond to them, and at reinforcing | cyber-attacks and threats and to
cooperation on cybersecurity. This | cross-border cooperation on respond to them, and at reinforcing
will be complemented by the cybersecurity. This will be cross-border cooperation_and
specific conditions under which complemented by the specific coordination on cybersecurity. The
financial support may be granted conditions under which financial European Cybersecurity Alert
for those actions should be support may be granted for those System could play an important
established and the governance and | actions should be established and role in supporting Member States
coordination mechanisms the governance and coordination in_anticipating and protecting
necessary in order to achieve the mechanisms necessary in order to | against cyber threats, and the EU
intended objectives should be achieve the intended objectives Cybersecurity Reserve could play
defined. Other amendments to should be defined. Other an important role in supporting
Regulation (EU) 2021/694 should | amendments to Regulation (EU) Member States, Union
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Commission Proposal

include descriptions of proposed
actions under the new operational
objectives, as well as measurable
indicators to monitor the
implementation of these new
operational objectives.

1. Regulation (EU) 2021/694 of
the European Parliament and of
the Council of 29 April 2021
establishing the Digital Europe
Programme and repealing
Decision (EU) 2015/2240 (OJ L
166, 11.5.2021, p. 1).

EP Mandate

2021/694 should include
descriptions of proposed actions
under the new operational
objectives, as well as measurable
indicators to monitor the
implementation of these new
operational objectives-

1. [1] Regulation (EU)
2021/694 of the European
Parliament and of the Council of
29 April 2021 establishing the
Digital Europe Programme and
repealing Decision (EU)
2015/2240 (OJ L 166,
11.5.2021, p. 1).

Ceouncil Mandate |

institutions, bodies and agencies,
and DEP-associated third
countries in responding to and
mitigating the impacis of
significant incidents, large-scale
cybersecurity incidents, and large-
scale equivalent cybersecurity
incidents. Those impacts could
include considerable material or
non-material damage and serious
public security and safety risks. In

light of the specific roles that the
Cybersecurity Alert System and
the EU Cybersecurity Reserve
could play, this Regulation should
amend Regulation (EU) 2021/694
as regards the participation of
legal entities that are established
in the Union but are controlled
from third countries, in cases

where there is a real risk that the
necessary and sufficient tools,
infrastructures and services, or
technology, expertise and
capacity, will not be available in
the Union and the benefits of
including such entities outweigh
the security risk.This—vill-be
eomplemented-by The specific
conditions under which financial
support may be granted for_actions
implementing the Cybersecurity
Alert System and the EU

Draft Agreement
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Commission Proposal

EP Mandate

Ceouncil Mandate |

Cybersecurity Reserve-those
actions should be established and
the governance and coordination
mechanisms necessary in order to
achieve the intended objectives
should be defined. Other
amendments to Regulation (EU)
2021/694 should include
descriptions of proposed actions
under the new operational
objectives, as well as measurable
indicators to monitor the
implementation of these new
operational objectives.

1. Reswlation[1Regulation (EU)
2021/694 of the European
Parliament and of the Council of
29 April 2021 establishing the
Digital Europe Programme and
repealing Decision (EU)
2015/2240 (OJ L 166,
11.5.2021, p. 1).

Draft Agreement

Recital 9

(9) The financing of actions under
this Regulation should be provided

(9) The financing of actions under
this Regulation should be provided

(9) The financing of actions under
this Regulation should be provided

(9) The financing of actions under
this Regulation should be provided

20 for in Regulation (EU) 2021/694, for in Regulation (EU) 2021/694, for in Regulation (EU) 2021/694, for in Regulation (EU) 2021/694,
which should remain the relevant which should remain the relevant which should remain the relevant which should remain the relevant
basic act for these actions basic act for these actions basic act for these actions basic act for these actions
enshrined within the Specific enshrined within—_the Specific enshrined within the Specific enshrined within the Specific
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Objective 3 of DEP. Specific
conditions for participation
concerning each action will be
provided for in the relevant work
programmes, in line with the
applicable provision of Regulation
(EU) 2021/694.

Objective 3 of DEP. Specific
conditions for participation
concerning each action will be
provided for in the relevant work
programmes, in line with the
applicable provision of Regulation
(EU) 2021/694.

Objective 3 of DEP. Specific
conditions for participation
concerning each action will be
provided for in the relevant work
programmes, in line with the
applicable provision of Regulation
(EU) 2021/694.

Draft Ag

Objective 3 of DEP. Specific
conditions for participation
concerning each action will be
provided for in the relevant work
programmes, in line with the
applicable provision of Regulation
(EU) 2021/694.

Text Origin:
Commission Proposal

Recital 9

20a

(9a) In light of geopolitical
developments and the growing
cyber threat landscape (EPP 52)
and in order to ensure continuity
and further development of the
measures laid down in this
Regulation beyond 2027,
particularly the European Cyber

Shield and the Cybersecurity
Emergency Mechanism, it is
necessary to ensure a specific
budget line in the multiannual
financial framework for the

period 2028-2034. Member States

should endevour to commit
themselves to supporting all
necessary measures to reduce
cyber threats and incidents
throughout the Union and to
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Commission Proposal EP Mandate Council Mandate Draft Agreement
strengthen solidarity.
Recital 10
(10) Horizontal financial rules (10) Horizontal financial rules (10) Horizontal financial rules
adopted by the European adopted by the European adopted by the European
Parliament and by the Council on Parliament and by the Council on Parliament and by the Council on
the basis of Article 322 TFEU the basis of Article 322 TFEU the basis of Article 322 TFEU
apply to this Regulation. Those apply to this Regulation. Those apply to this Regulation. Those
rules are laid down in the Financial | rules are laid down in Regulation | rules are laid down in the Financial
Regulation and determine in (EU, Euratom) 2018/1046 of the Regulation and determine in
particular the procedure for European Parliament and of the particular the procedure for
establishing and implementing the | Council'the Firancial Resulation | establishing and implementing the
Union budget, and provide for and determine in particular the Union budget, and provide for
checks on the responsibility of procedure for establishing and checks on the responsibility of
financial actors. Rules adopted on | implementing the Union budget, financial actors. Rules adopted on
the basis of Article 322 TFEU also | and provide for checks on the the basis of Article 322 TFEU also
21 include a general regime of responsibility of financial actors. include a general regime of

conditionality for the protection of | Rules adopted on the basis of conditionality for the protection of
the Union budget as established in | Article 322 TFEU also include a the Union budget as established in
Regulation (EU, Euratom) general regime of conditionality for | Regulation (EU, Euratom)
2020/2092 of the European the protection of the Union budget | 2020/2092 of the European
Parliament and of the Council. as established in Regulation (EU, Parliament and of the Council.

Euratom) 2020/2092 of the

European Parliament and of the

Council?.

1. Regulation (EU, Euratom)

2018/1046 of the European

Parliament and of the Council

of 18 July 2018 on the

financial rules applicable to the
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Commission Proposal

EP Mandate

general budget of the Union,
amending Regulations (EU) No
1296/2013, (EU) No 1301/2013,
(EU) No 1303/2013, (EU) No
1304/2013, (EU) No 1309/2013,
(EU) No 1316/2013, (EU) No
223/2014, (EU) No 283/2014,
and Decision No 541/2014/EU
and repealing Regulation (EU,
Euratom) No 966/2012 (OJ L
193, 30.7.2018, p. 1, ELI:
http://data.europa.eu/elifreg/20
18/1046/0j).

2. Regulation (EU, Euratom)
2020/2092 of the European
Parliament and of the Council
of 16 December 2020 on a
general regime of
conditionality for the protection
of the Union budget (OJ L 4331
, 22.12.2020, p. 1, ELI:
http://data.europa.eu/elifreg/20

20/2092/0j).

Council Mandate

Draft Agreement

Recital 1

(11) For the purpose of sound

(11) For the purpose of sound

o] it

(1) Fortheprurposeofsord

22 financial management, specific financial management, specific
rules should be laid down for the rules should be laid down for the prle ol et dlonm o the
carry-over of unused commitment | carry-over of unused commitment | earry-over-ofunised-commitinent
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Commission Proposal

and payment appropriations. While
respecting the principle that the
Union budget is set annually, this
Regulation should, on account of
the unpredictable, exceptional and
specific nature of the cybersecurity
landscape, provide for possibilities
to carry over unused funds beyond
those set out in the Financial
Regulation, thus maximising the
Cybersecurity Emergency
Mechanism’s capacity to support
Member States in countering
effectively cyber threats.

EP Mandate

and payment appropriations. While
respecting the principle that the
Union budget is set annually, this
Regulation should, on account of
the unpredictable, exceptional and
specific nature of the cybersecurity
landscape, provide for possibilities
to carry over unused funds beyond
those set out in the Financial
ResutationRegulation (EU,
Euratom) 2018/1046 ., thus
maximising the Cybersecurity
Emergency Mechanism’s capacity
to support Member States in
countering effectively cyber
threats.

Council Mandate

those-set-outinWhile prevention
and preparedness measures are
essential to enhance the resilience
of the Union in facing significant
incidents, large-scale
cybersecurity incidents, and large-
scale-equivalent cybersecurity
incidents, the occurrence, timing
and magnitude of such incidents
are by their nature unpredictable.
The financial resources required
to ensure an adequate response
can vary significantly from year to
yvear and should be capable of

being made available immediately.
Reconciling the budgetary
principle of predictability with the

necessity to react rapidly to new
needs therefore requires
adaptation of the financial
Regrlation—ths

misineimplementation of the
work programmes. Consequently,
it is appropriate to authorise
carry-over of unused

Draft Agreement
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
appropriations, limited to the
following year and solely to the
Cybersecurity Emergency
Mechanism-s-eapacity-to-support
addition to the carry-over of
appropriations authorised under
Article 12(4) of the Financial
Regulation.

Recital 11a

(I11a) The Cybersecurity
Emergency Mechanism and the
EU Cybersecurity Reserve
established in this Regulation are
new initiatives and were not
envisaged in the establishment of
the multiannual financial
framework for 2021-2027, and
funding for those initiatives is

22a intended to limit the reduction of
funding for other priorities in the
Digital Europe Programme to the
minimum extent possible. The
amount of the financial resources
dedicated to the EU Cyber
Security Reserve should therefore
be decreased and it should be
primarily drawn from the
unallocated margins under the
multiannual financial framework
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EP Mandate

Council Mandate

Commission Proposal

ceilings or mobilised through the
non-thematic multiannual
financial framework special
instruments. Any earmarking or
reallocation of funds from
existing programmes should be
kept to an absolute minimum, in
order to shield existing
programmes, in particular
Erasmus+, from negative impact
and ensure that those programmes
can _achieve their set objectives.

Draft Agreement

Recital 1

(12) To more effectively prevent,
assess and respond to cyber threats
and incidents, it is necessary to
develop more comprehensive
knowledge about the threats to
critical assets and infrastructures
on the territory of the Union,
including their geographical

(12) To more effectively prevent,
assess,respond to, and recover
from,-and-respond-te cyber threats
and incidents, it is necessary to
develop more comprehensive
knowledge about the threats to
critical assets and infrastructures
on the territory of the Union,

(12) To more effectively prevent,
assess and respond to cyber threats
and incidents, it is necessary to
develop more comprehensive
knowledge about the threats to
critical assets and infrastructures
on the territory of the Union,
including their geographical

23 distribution, interconnection and including their geographical distribution, interconnection and
potential effects in case of cyber- distribution, interconnection and potential effects in case of cyber-
attacks affecting those potential effects in case of cyber- attacks affecting those
infrastructures. A large-scale attacks affecting those infrastructures. A-targe-scate
Union infrastructure of SOCs infrastructures. A large-seate e e et O
should be deployed (‘the European | nion-infrastructire-of-proactive | showtd-be-deployedThe European
Cyber Shield’), comprising of approach to identifying, Cphep el
several interoperating cross-border | mitigating, and preventing eomprisineCybersecurity Alert
platforms, each grouping together | potential cyber threats includes an | System consists of several
several National SOCs. That increased capacity of advanced interoperating cross-border
5849/24 FM/ff 31
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Commission Proposal

infrastructure should serve national
and Union cybersecurity interests
and needs, leveraging state of the
art technology for advanced data
collection and analytics tools,
enhancing cyber detection and
management capabilities and
providing real-time situational
awareness. That infrastructure
should serve to increase detection
of cybersecurity threats and
incidents and thus complement and
support Union entities and
networks responsible for crisis
management in the Union, notably
the EU Cyber Crises Liaison
Organisation Network (‘EU-
CyCLONe’), as defined in
Directive (EU) 2022/2555 of the
European Parliament and of the
Council.

1. Directive (EU) 2022/2555 of
the European Parliament and of
the Council of 14 December
2022 on measures for a high
common level of cybersecurity
across the Union, amending
Regulation (EU) No 910/2014
and Directive (EU) 2018/1972,
and repealing Directive (EU)
2016/1148 (NIS 2 Directive)

EP Mandate

detection capabilities necessary to
stop advanced persistent threats.
Threat intelligence is information

Council Mandate

platfornsCyber Hubs , each
grouping together severai-three or

more_ National SOCsCyber Hubs.

collected, analysed, and
interpreted to understand
potential threats and risks. By

analysing and correlating vast
amounts of data, it uncovers
patterns, trends, and indicators of

That infrastructure should serve
national and Union cybersecurity
interests and needs, leveraging
advaneced-data-cottection-state-of-
the-art technology for advanced

compromise that can reveal
malicious activities or
vulnerabilities. A _network of
SOCs should be deployed (‘the
European Cyber Shield’),
comprising of several
interoperating cross-border
platforms, each grouping together
several National SOCs. That
infrastructure should serve national
and Union cybersecurity interests
and needs, leveraging state of the
art technology for advanced data
collection and analytics tools,
enhancing cyber detection and
management capabilities and
providing real-time situational
awareness. A National SOC refers
to a centralised capacity
responsible for continuously
gathering threat intelligence
information and improving the
cybersecurity posture of entities
under national jurisdiction by

collection of relevant and, where
appropriate, anonymised data and
analytics tools, enhancing
coordinated cyber detection and
management capabilities and
providing real-time situational
awareness. That infrastructure
should serve to increase detection
of cybersecurity threats and
incidents and thus complement and
support Union entities and
networks responsible for crisis
management in the Union, notably
the EU Cyber Crises Liaison
Organisation Network (‘EU-
CyCLONg’)-as-defined-in

Lo eanRenllcn e
Couneil’.

o B b DS
b E Dol L of
the-Councit-oft4-December
2022 on measures for a hish

Draft Agreement
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Commission Proposal
(OJ L 333,27.12.2022, p. 80).

EP Mandate

preventing, detecting, and

analysing cybersecurity threats.
That infrastructure should serve to
increase detection of cybersecurity
threats and incidents and thus
complement and support Union
entities and networks responsible
for crisis management in the
Union, notably the EU Cyber
Crises Liaison Organisation
Network (‘EU-CyCLONe’), as
defined in Directive (EU)
2022/2555 of the European
Parliament and of the Council'.

1. [1] __ Directive (EU)
2022/2555 of the European
Parliament and of the Council of
14 December 2022 on measures
for a high common level of
cybersecurity across the Union,
amending Regulation (EU) No
910/2014 and Directive (EU)
2018/1972, and repealing
Directive (EU) 2016/1148 (NIS
2 Directive) (OJ L 333,
27.12.2022, p. 80).

Ceouncil Mandate |

Draft Agreement

Recital 13

24

(13) Each Member State should

(13) In order to participate in the

(13) Participation in the

5849/24
ANNEX

JAL2

FM/ff
LIMITE

33
EN



EP Mandate

Council Mandate

Commission Proposal

designate a public body at national
level tasked with coordinating
cyber threat detection activities in
that Member State. These National
SOCs should act as a reference
point and gateway at national level
for participation in the European
Cyber Shield and should ensure
that cyber threat information from
public and private entities is shared
and collected at national level in an
effective and streamlined manner.

Cyber Shield, each Member State
should designate a public body at
national level tasked with
coordinating cyber threat detection
activities in that Member State.

European Cybersecurity Alert
System is voluniary for Member
States. Each Member State that
decides to join the European
Cybersecurity Alert System should

Member States are encouraged to | designate a pirhblic-body-atNational
incorporate the National SOC Cyber Hub. This National fevel
capacity into their existing cyber taskedwith-coordinatingCyber

structure and governance in order

Hub could be an entity mandated

to avoid creating additional
governance layers and to align

under Union law for cyber
security related tasks such as

this Regulation with existing
legislative act, including Directive

CSIRTs (Computer Security
Incident Response Teams), a

(EU) 2022/2555. These National
SOC:s should act as a reference
point and gateway at national level

for participation of private and

public entities, particularly their

national cyber threat-detection
aectivities-inthatcrisis management
authority or other competent
authority designated or
established under Directive

National SOCs, in the European
Cyber Shield and should ensure
that cyber threat information from
public and private entities is shared
and collected at national level in an
effective and streamlined manner.
National SOCs should strengthen
the cooperation and information

2022/2555, or another entity
acting under the authority of the
Member State—Fhese National
SOCs—shoutd which has the
capacity to act as a reference point
and gateway at national level for
participation in the European
Cybersecurity Alert System-Cyber

sharing between public and
private entities to break up

currently existing communication

Skield and should, in particular, be
capable of detecting malicious
events, cyber threats and

silos. In doing so, they may
support the creation of data
exchange models and should
facilitate and encourage the

incidents, through data relevant to
cyber threats and incidents,
including by using state-of-the-art
technologies. Member States

Draft Agreement
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EP Mandate

sharing of information in a
trusted and secure environment.

Council Mandate

should be abie to decide to
designate an existing entity to

Close and coordinated
cooperation between public and
private entities is central to

strengthening the Union’s
resilience in the cybersecurity

sphere.

conduct the functions of-ensure
shared-and-collected-a¢ National
streandined-mannerCyber Hub, or
establish a new one consisting of
one or more entities under the
authority of a Member State. The
Cybersecurity Alert System should
enhance the CSIRTs network’s
capabilities by sharing relevant
information in order to support
the network and cooperate with it
in_ conducting its activities.

Draft Agreement

Recital 1

'S

(14) As part of the European
Cyber Shield, a number of Cross-
border Cybersecurity Operations
Centres (‘Cross-border SOCs’)
should be established. These
should bring together National

(14) As part of the European
Cyber Shield, a number of Cross-
border Cybersecurity Operations
Centres (‘Cross-border SOCs’)
should be established. These
should bring together National

(14) As part of the European
Epber-ShieldCybersecurity Alert
System_, a number of Eross—border
i it O . -

Eross-borderSECs5-Cross-
Border Cyber Hubs should be

2 SOCs from at least three Member SOCs from at least three Member | established. These should bring
States, so that the benefits of cross- | States, so that the benefits of cross- | together National SOEs-Cyber
border threat detection and border threat detection and Hubs from at least three Member
information sharing and information sharing and States, so that the benefits of cross-
management can be fully achieved. | management can be fully achieved. | border threat detection and
The general objective of Cross- The general objective of Cross- information sharing and
border SOCs should be to border SOCs should be to management can be fully achieved.
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strengthen capacities to analyse,
prevent and detect cybersecurity
threats and to support the
production of high-quality
intelligence on cybersecurity
threats, notably through the sharing
of data from various sources,
public or private, as well as
through the sharing and joint use of
state-of-the-art tools, and jointly
developing detection, analysis and
prevention capabilities in a trusted
environment. They should provide
new additional capacity, building
upon and complementing existing
SOCs and computer incident
response teams (‘CSIRTs’) and
other relevant actors.

EP Mandate

strengthen capacities to analyse,
prevent and detect cybersecurity
threats and to support the
production of high-quality
intelligence including collecting
and sharing data and information
on _possible malicious hacking,
newly developed maliciuous
threaths and exploits that have not
vet deployed in a cyber-incidents,

Council Mandate

The general objective of Eross-
border-SOCsCross Border Cyber
Hubs’ should be to strengthen
capacities to analyse, prevent and
detect cybersecurity threats and to
support the production of high-
quality intelligence on
cybersecurity threats, notably
through the sharing of data
relevant and, where appropriate,

and analysis efforts, on

cybersecurity threats, notably
through the sharing of data from
various sources, public or private,
as well as through the sharing and
joint use of state-of-the-art tools,
and jointly developing detection,
analysis and prevention capabilities
in a trusted_and secure
environment with the support of
ENISA, in matters related to
operational cooperation among
Member States. Cross-border
SOCs—They should facilitate and

anonymised information from
various sources, public or private,
as well as through the sharing and
joint use of state-of-the-art tools,
and jointly developing detection,
analysis and prevention capabilities
in a trusted environment. They
should provide new additional
capacity, building upon and
complementing existing SOCs and

‘CSIRTs’# and other relevant
actors, including the CSIRTSs
network.

encourage the sharing of
information in a trusted and
secure environment andshould
provide new additional capacity,
building upon and complementing
existing SOCs and computer
incident response teams
(‘CSIRTs’) and other relevant
actors.

Draft Agreement
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Commission Proposal EP Mandate Council Mandate Draft Agreement

Recital 14a

(14a) A Member State selected by
the European Cybersecuriiy
Competence Centre (‘ECCC’)
following a call for expression of
interest to set up a National Cyber
Hub or enhance the capabilities of
an _existing one, should purchase
relevant tools, infrastructures and
services jointly with the ECCC.
Such a Member State should be
eligible to receive a grant to
operate the tools, infrastructures
and services. A Hosting
Consortium consisting of at least
25a three Member States, which has
been selected by the ECCC
following a call for expression of
interest to set up a Cross-Border
Cyber Hub or enhance the
capabilities of an existing one,
should purchase relevant tools,
infrastructures and services
jointly with the ECCC. Such a
Hosting Consortium should be
eligible to receive a grant to
operate the tools, infrastructures
and services. The procurement
procedure to purchase the
relevant tools, infrastructures and
services should be carried out
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EP Mandate

Council Mandate
jointly by the ECCC and relevant

contracting authorities from the
Member States selected following
these calls for expressions of
interest.

This procurement should be in
accordance with Article 165(2) of
Regulation EU 2018/1046, and
Article 90 of Decision no
GB/2023/1 of the Governing
Board of the ECCC. Private
entities should therefore not be
eligible to participate in the calls
for expression of interest to jointly

purchase tools, infrastructures
and services with the ECCC, or to
receive grants to operate those
tools, infrastructures and services.
However, the Member States
should have the possibility to
involve private entities in the
setting up, enhancement and
operation of their National Cyber
Hubs and Cross Border Cyber
Hub in other ways which they
deem _appropriate, in compliance
with national and Union law.
Private entities could also be
eligible to receive Union funding
in accordance with Regulation
(EU) 2021/887 in order to provide
support to National Cyber Hubs.

Draft Agreement
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Recital 14b

25b

(14b) In order to enhance cyber
threat detection and situational
awareness in the Union, a
Member State which is selected
following a call for expression of

interest to set up a National Cyber
Hub or enhance the capabilities of
an_existing one, should commit to
apply to participate in a Cross-
Border Cyber Hub. If a Member
State is not a participant in a
Cross-border Cyber Hub within
two years from the date on which
the tools, infrastructures and
services are acquired, or on which
it receives grant funding,
whichever occurs sooner, it
should not be eligible to
participate in further Union

support actions to enhance the
capabilities of its National Cyber
Hub provided for in Chapter 11 of
this Regulation. In such cases
entities from Member States could
still participate in calls for
proposals on other topics under

DEP or other European funding
programs, including calls on

capacities for cyber detection and
information sharing, provided that
those entities meet the eligibility
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Commission Proposal EP Mandate Council Mandate Draft Agreement
criteria established in the
programs.

Recital 15
(15) At national level, the (15) At national level, the (15) Atnationai-level—the
monitoring, detection and analysis | monitoring, detection and analysis | menitorinedetection-and-calysis
of cyber threats is typically ensured | of cyber threats is typically ensured | ef-eyberthreatsistypicatsy
by SOCs of public and private by SOCs of public and private e SO e bl e ]
entities, in combination with entities, in combination with e
CSIRTs. In addition, CSIRTs CSIRTs. In addition, CSIRTSs with-CSIRTsn-addition.CSIRTs
exchange information in the exchange information in the exchange information in the
context of the CSIRT network, in context of the CSIRT network, in context of the CSIRT network, in
accordance with Directive (EU) accordance with Directive (EU) accordance with Directive (EU)
2022/2555. The Cross-border 2022/2555. The Cross-border 2022/2555. The EU Cybersecurity
SOCs should constitute a new SOCs should constitute a new Alert System should constitute a
capability that is complementary to | eapeabititycapacity that is new capability that is
the CSIRTs network, by pooling complementary-to-the-incorporated | complementary to the CSIRTs
26 and sharing data on cybersecurity into the existing cybersecurity exchengeintormation-in-the
threats from public and private infrastructure, particularly e e S e el
entities, enhancing the value of CSIRTs network, by pooling and aceordencerith-Directive(EL)
such data through expert analysis sharing data on cybersecurity S e Dl Lol
and jointly acquired infrastructures | threats from public and private SOCsshowld-constitite-a-new
and state of the art tools, and entities, in particular their SOCs, | capabitity-that-is-complementary
contributing to the development of | enhancing the value of such data tonetwork by contributing to
Union capabilities and through expert analysis and jointly | building a Union situational
technological sovereignty. acquired infrastructures and state awareness allowing the
of the art tools, and contributing to | reinforcement of the capabilities
the Union’s technological of the latter. Cross Border Cyber
sovereignty, its open strategic Hubs should coordinate and
autonomy, competitiveness and cooperate closely with the CSIRTs
resilience and to the development | Network, They should act, by
ot Lhiteseepalilicie el pooling data and sharing deat¢
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EP Mandate
reelprelosioal e inieg

significant cybersecurity
ecosystem, including in
cooperation with trusted and like-
minded international partners.

Ceouncil Mandate |

relevant and, where appropriate,
anonymised information _on
cybersecurity threats from public
and private entities, enhancing the
value of such data through expert
analysis and jointly acquired
infrastructures and state-of the

artstate-of-the-art tools, and

contributing to the development of
Union capabilities and
technological sovereignty.

Draft Agreement

Recital 1

(16) The Cross-border SOCs
should act as a central point
allowing for a broad pooling of
relevant data and cyber threat
intelligence, enable the spreading
of threat information among a large
and diverse set of actors (e.g.,
Computer Emergency Response
Teams (‘CERTs’), CSIRTs,

(16) The Cross-border SOCs
should act as a central point
allowing for a broad pooling of
relevant data and cyber threat
intelligence, enable the spreading
of threat information among a large
and diverse set of actors (e.g.,
Computer Emergency Response
Teams (‘CERTSs’), CSIRTs,

(16) The Cross-border
SOCsCross-Border Cyber Hub
should act as a central point
allowing for a broad pooling of
relevant data and cyber threat
intelligence, enable the spreading
of threat information among a large
and diverse set of actors
te-gstakeholders ( such as

27 Information Sharing and Analysis | Information Sharing and Analysis | Computer Emergency Response
Centers (‘ISACs’), operators of Centers (‘ISACs’), operators of Teams (‘CERTs’), CSIRTs,
critical infrastructures). The critical infrastructures) with a view | Information Sharing and Analysis
information exchanged among to facilitating the break-up of Centers (‘ISACs’), operators of
participants in a Cross-border SOC | currently existing communication | critical infrastructures). Members
could include data from networks siloes. In doing so, Cross-border of the Hosting Consortium should
and sensors, threat intelligence SOCs could also support the specify in the consortium
feeds, indicators of compromise, creation of data exchange models | agreement the relevant
and contextualised information across the Union. The information | information to be shared among
about incidents, threats and exchanged among participants in a | the participants of the Cross-
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vulnerabilities. In addition, Cross-

border SOCs should also enter into
cooperation agreements with other
Cross-border SOCs.

EP Mandate

Cross-border SOC could include
data from networks and sensors,
threat intelligence feeds, indicators
of compromise, and contextualised
information about incidents, threats
and vulnerabilities_including
collecting and sharing data and
information on possible malicious
hacking, newly developed
maliciuous threaths and exploits

Ceouncil Mandate |

Border Cyber Hub. The
information exchanged among
participants in a Cross-border
SOECyber Hub could include for
instance data from networks and
sensors, threat intelligence feeds,
indicators of compromise, and
contextualised information about
incidents, threats, vulnerabilities
and near misses, techniques and

that have not yet deployed in a
cyber-incidents, and analysis
efforts. In addition, Cross-border
SOCs should also enter into
cooperation agreements with other
Cross-border SOCs.

procedures, adversarial tactics,

threat actors specific information,
cybersecurity alerts and
recommendations regarding the
configuration of cybersecurity
tools to detect cyberattacks-arnd
virtnerabilities. In addition, Cross-
border-SOCsCross-Border Cyber
Hubs should also enter into
cooperation agreements with other
Cross-border-SOCsCross-Border

Cyber Hubs.

Draft Agreement

Recital 1

27a

(16a) The Cross-Border Cyber
Hubs and the CSIRTs network
should cooperate closely to ensure
synergies and complementarity of
activities. For that purpose, they
should agree on procedural
arrangements on cooperation and
sharing of relevant information.
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EP Mandate

Ceouncil Mandate |

This could include sharing of
relevant information on cyber
threats, significant cybersecurity
incidents and ensuring that
experiences with state-of-the-art
tools, notably Artificial
Intelligence and data analytics
technology, used within the Cross-
Border Cyber Hubs is shared with
the CSIRTs network.

Draft Agreement

Recital 1

~N

(17) Shared situational awareness
among relevant authorities is an
indispensable prerequisite for
Union-wide preparedness and
coordination with regards to
significant and large-scale
cybersecurity incidents. Directive
(EU) 2022/2555 establishes the
EU-CyCLONeEe to support the

(17) Shared situational awareness
among relevant authorities is an
indispensable prerequisite for
Union-wide preparedness and
coordination with regards to
significant and large-scale
cybersecurity incidents. Directive
(EU) 2022/2555 establishes the
EU-CyCLONeEe to support the

(17) Shared situational awareness
among relevant authorities is an
indispensable prerequisite for
Union-wide preparedness and
coordination with regards to
significant and large-scale
cybersecurity incidents. Directive
(EU) 2022/2555 establishes the
EU-CyCLONeEe to support the

28 coordinated management of large- | coordinated management of large- | coordinated management of large-
scale cybersecurity incidents and scale cybersecurity incidents and scale cybersecurity incidents and
crises at operational level and to crises at operational level and to crises at operational level and to
ensure the regular exchange of ensure the regular exchange of ensure the regular exchange of
relevant information among relevant information among relevant information among
Member States and Union Member States and Union Member States and Union
institutions, bodies and agencies. institutions, bodies and agencies. institutions, bodies and agencies.
Recommendation (EU) 2017/1584 | Recommendation (EU) 2017/1584 | Recommendeation(EE)-204-7H584
on coordinated response to large- on coordinated response to large- oi-coordinttedresponseto-taree-
scale cybersecurity incidents and scale cybersecurity incidents and srmerlemmeh s et el b
crises addresses the role of all crises addresses the role of all B e
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relevant actors. Directive (EU)
2022/2555 also recalls the
Commission’s responsibilities in
the Union Civil Protection
Mechanism (‘UCPM?) established
by Decision 1313/2013/EU of the
European Parliament and of the
Council, as well as for providing
analytical reports for the Integrated
Political Crisis Response
Mechanism (‘IPCR’) arrangements
under Implementing Decision (EU)
2018/1993. Therefore, in situations
where Cross-border SOCs obtain
information related to a potential or
ongoing large-scale cybersecurity
incident, they should provide
relevant information to EU-
CyCLONe, the CSIRTSs network
and the Commission. In particular,
depending on the situation,
information to be shared could
include technical information,
information about the nature and
motives of the attacker or potential
attacker, and higher-level non-
technical information about a
potential or ongoing large-scale
cybersecurity incident. In this
context, due regard should be paid
to the need-to-know principle and
to the potentially sensitive nature
of the information shared.

EP Mandate

relevant actors. Directive (EU)
2022/2555 also recalls the
Commission’s responsibilities in
the Union Civil Protection
Mechanism (‘UCPM’) established
by Decision 1313/2013/EU of the
European Parliament and of the
Councilf, as well as for providing
analytical reports for the Integrated
Political Crisis Response
Mechanism (‘IPCR’) arrangements
under_Council Implementing
Decision (EU) 2018/19932,
Therefore, in situations where
Cross-border SOCs obtain
information related to a potential or
ongoing large-scale cybersecurity
incident, they should provide
relevant information to EU-
CyCLONe, the CSIRTs network
and the Commission_in accordance

Council Mandate

retevant-aetors—Directive (EU)
2022/2555 also reeatlsthe

Thereforeestablishes the CSIRTs
network to promote swift and
effective operational cooperation
among all Member States. To
ensure situational awareness and
strengthen solidarity, in situations
where Cross-border-SOCsCross-
Border Cyber Hubs obtain

with Directive (EU) 2022/2555. In
particular, depending on the
situation, information to be shared
could include technical
information, information about the
nature and motives of the attacker
or potential attacker, and higher-
level non-technical information
about a potential or ongoing large-
scale cybersecurity incident. In this
context, due regard should be paid
to the need-to-know principle and

information related to a potential or
ongoing large-scale cybersecurity
incident, they should provide
relevant information to £&-~
Ey€ELONe-the CSIRTSs network
and the-Connmnissioninform, as an
early warning, EU-CyCLONe. . In
particular, depending on the
situation, information to be shared
could include technical
information, information about the
nature and motives of the attacker

Draft Agreement
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EP Mandate

to the potentially sensitive nature
of the information shared.

1. Decision No 1313/2013/EU
of the European Parliament
and of the Council of 17
December 2013 on a Union

Civil Protection Mechanism
Text with EEA relevance (OJ L

347, 20.12.2013, p. 924, ELI:
http://data.europa.eu/eli/dec/20
13/1313/0j).

2. Council Implementing
Decision (EU) 2018/1993 of 11
December 2018 on the EU
Integrated Political Crisis
Response Arrangements (OJ L
320, 17.12.2018, p. 28, ELI:
http://data.europa.eu/eli/dec i
mpl/2018/1993/0j).

Council Mandate

or potential attacker, and higher-
level non-technical information
about a potential or ongoing large-
scale cybersecurity incident. In this
context, due regard should be paid
to the need-to-know principle and
to the potentially sensitive nature
of the information shared.

Draft Agreement

Recital 1

(18) Entities participating in the
European Cyber Shield should
ensure a high-level of

(18) Entities participating in the
European Cyber Shield should
ensure a high-level of

(18) Entities participating in the

European Eyber-Shietd
Cybersecurity Alert System should

29 interoperability among themselves | interoperability among themselves | ensure a high-level of
including, as appropriate, as including, as appropriate, as interoperability among themselves
regards data formats, taxonomy, regards data formats, taxonomy, including, as appropriate, as
data handling and data analysis data handling and data analysis regards data formats, taxonomy,
tools, and secure communications | tools, and secure communications | data handling and data analysis
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channels, a minimum level of
application layer security,
situational awareness dashboard,
and indicators. The adoption of a
common taxonomy and the
development of a template for
situational reports to describe the
technical cause and impacts of
cybersecurity incidents should take
into account the ongoing work on
incident notification in the context
of the implementation of Directive
(EU) 2022/2555.

EP Mandate

channels, a minimum level of
application layer security,
situational awareness dashboard,
and indicators. The adoption of a
common taxonomy and the
development of a template for
situational reports to describe the
technical cause and impacts of
cybersecurity incidents should take
into account the ongoing work on
incident notification in the context
of the implementation of Directive
(EU) 2022/2555.

Ceouncil Mandate |

tools, and secure communications
channels, a minimum level of
application layer security,
situational awareness dashboard,
and indicators. The adoption of a
common taxonomy and the
development of a template for
situational reports to describe the
ofcauses_of detected cyber threats
and cybersecurity ineidentsrisks,
should take into account #ke
. e or inid

ifieation-existing work done_in
the context of the implementation
of Directive (EU) 2022/2555.

Draft Agreement

Recital 1

(19) In order to enable the
exchange of data on cybersecurity
threats from various sources, on a
large-scale basis, in a trusted
environment, entities participating
in the European Cyber Shield

(19) In order to enable the
exchange of data on cybersecurity
threats from various sources, on a
large-scale basis, in a trusted and
secure environment, entities
participating in the European

(19) In order to enable the
exchange of data-information_on
cybersecurity threats from various
sources, on a large-scale basis, in a
trusted environment, entities
participating in the European

30 should be equipped with state-of- Cyber Shield should be equipped Eyber-Shietd-Cybersecurity Alert
the-art and highly-secure tools, with state-of-the-art and highly- System_should be equipped with
equipment and infrastructures. This | secure tools, equipment and state-of-the-art and highly-secure
should make it possible to improve | infrastructures_and skilled tools, equipment and
collective detection capacities and | personnel. This should make it infrastructures, The Commission,
timely warnings to authorities and | possible to improve collective after consulting the CSIRTs
relevant entities, notably by using | detection capacities and timely Network, EU-CyCLONe, the NIS
the latest artificial intelligence and | warnings to authorities and Cooperation Group and ENISA,
5849/24 FM/ff 46
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data analytics technologies.

EP Mandate

relevant entities, notably by using
the latest artificial intelligence and
data analytics technologies.

Ceouncil Mandate |

should be abie to issue guidance
in this respect, with due respect to
national defence and security
interests. This should make it
possible to improve collective
detection capacities and timely
warnings to authorities and
relevant entities, notably by using
the latest artificial intelligence and
data analytics technologies.

Draft Agreement

Recital 20

(20) By collecting, sharing and
exchanging data, the European
Cyber Shield should enhance the
Union’s technological sovereignty.
The pooling of high-quality curated
data should also contribute to the
development of advanced artificial
intelligence and data analytics
technologies. It should be

(20) By collecting, sharing and
exchanging data, the European
Cyber Shield should enhance the
Union’s technological sovereignty,
its open strategic autonomy,
competitiveness and resilience and
an EU significant cybersecurity
ecosystem. The pooling of high-
quality curated data should also

(20) By collecting, analysing,
sharing and exchanging relevant
data and information-data, the
European_Cybersecurity Alert
System-Cyber-Shietd should
enhance the Union’s technological
sovereignty. The pooling of high-
quality curated data-shewtd could
also contribute to the development

31 facilitated through the connection contribute to the development of of advanced artificial intelligence
of the European Cyber Shield with | advanced artificial intelligence and | and data analytics technologies.-##
the pan-European High data analytics technologies. selperleb et e et sl e
Performance Computing Artificial intelligence is the most e e e s e Db
infrastructure established by effective when paired with human | Shietd-with-the panturopeanHich
Council Regulation (EU) analysis. Therefore, a skilled Doplopees Do
2021/1173". labour force remains essential for | infrastructure-established-by
pooling high-quality data. It Connett-Revidation+ELD
1. Council Regulation (EU) should be facilitated through the 20211173
2021/1173 of 13 July 2021 on connection of the European Cyber
Shield with the pan-European High
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establishing the European High
Performance Computing Joint
Undertaking and repealing
Regulation (EU) 2018/1488 (OJ
L 256, 19.7.2021, p. 3).

EP Mandate

Performance Computing
infrastructure established by
Council Regulation (EU)
2021/1173%

1. /1] Council Regulation
(EU) 2021/1173 of 13 July 2021
on establishing the European
High Performance Computing
Joint Undertaking and repealing
Regulation (EU) 2018/1488 (OJ
L 256, 19.7.2021, p.3) 3, ELL:
http:/data.europa.eu/eli/reg/20

21/1173/0j).

Ceouncil Mandate |

26 HH 3o 3 vy 202 on

Draft Agreement

Recital 2

(21) While the European Cyber
Shield is a civilian project, the
cyber defence community could
benefit from stronger civilian
detection and situational awareness
capabilities developed for the
protection of critical infrastructure.

(21) While the European Cyber
Shield is a civilian project, the
cyber defence community could
benefit from stronger civilian
detection and situational awareness
capabilities developed for the
protection of critical infrastructure.

(21) While the European Eyber
Shield-Cybersecurity Alert System
is a civilian project, the cyber
defence community could benefit
from stronger civilian detection
and situational awareness
capabilities developed for the

= Cross-border SOCs, with the Cross-border SOCs, with the protection of critical infrastructure.
support of the Commission and the | support of the Commission and the | Eross-borderSOCs—with-the
European Cybersecurity European Cybersecurity s e e D e
Competence Centre (‘ECCC’), and | Competence Centre (‘ECCC’), and | Ewropean-Crbersecurity
in cooperation with the High in cooperation with the High Competence-Cettre{CECH —end
Representative of the Union for Representative of the Union for H-eoeperaron el
Foreign Affairs and Security Policy | Foreign Affairs and Security Policy | Representative-of the-Hrionfor
(the ‘High Representative’), should | (the ‘High Representative’), should | FereisnAffairsand-Seenrity-Poticy
5849/24 FM/ff 48
ANNEX JAL2 LIMITE EN



Commission Proposal

gradually develop dedicated
protocols and standards to allow
for cooperation with the cyber
defence community, including
vetting and security conditions.
The development of the European
Cyber Shield should be
accompanied by a reflection
enabling future collaboration with
networks and platforms responsible
for information sharing in the
cyber defence community, in close
cooperation with the High
Representative.

EP Mandate

gradually develop dedicated access
conditions and safeguards
protocols and standards to allow
for cooperation with the cyber
defence community, including
vetting and security conditions,
respecting the civilian character
of institutions and the destination
of funding, therefore using the
funds available to the defence

community.. The development of
the European Cyber Shield should
be accompanied by a reflection
enabling future collaboration with
networks and platforms responsible
for information sharing in the
cyber defence community, in close
cooperation with the High
Representative and in full respect

Council Mandate

Draft Agreement

of rights and freedoms..
Recital 22
(22) Information sharing among (22) Information sharing among (22) Information sharing among
participants of the European Cyber | participants of the European Cyber | participants of the European &yber
Shield should comply with existing | Shield should comply with existing | Skietd-Cybersecurity Alert System
legal requirements and in particular | legal requirements and in particular | should comply with existing legal
33 Union and national data protection | Union and national data protection | requirements and in particular

law, as well as the Union rules on | law, as well as the Union rules on | Union and national data protection
competition governing the competition governing the law, as well as the Union rules on
exchange of information. The exchange of information. The competition governing the
recipient of the information should | recipient of the information should | exchange of information. The
implement, insofar as the implement, insofar as the recipient of the information should
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processing of personal data is
necessary, technical and
organisational measures that
safeguard the rights and freedoms
of data subjects, and destroy the
data as soon as they are no longer
necessary for the stated purpose
and inform the body making the
data available that the data have
been destroyed.

EP Mandate

processing of personal data is
necessary, technical and
organisational measures that
safeguard the rights and freedoms
of data subjects, and destroy the
data as soon as they are no longer
necessary for the stated purpose
and inform the body making the
data available that the data have
been destroyed.

Council Mandate

implement, insofar as the
processing of personal data is
necessary, technical and
organisational measures that
safeguard the rights and freedoms
of data subjects, and destroy the
data as soon as they are no longer
necessary for the stated purpose
and inform the body making the
data available that the data have
been destroyed.

Draft Agreement

Recital 2

33a

(22a) Information sharing under
this Regulation could take place
using non-disclosure agreements,
or informal guidance on
information distribution such as
the traffic light protocol. The
Traffic Light Protocol (TLP) is to
be understood as a means to
provide information about any
limitations with regard to the
further spreading of information.

It is used in almost all CSIRTs
and in some information analysis
and sharing centers.

Recital 2

34

(23) Without prejudice to Article

(23) Without prejudice to Article

(23) With i »
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Commission Proposal

346 of TFEU, the exchange of
information that is confidential
pursuant to Union or national rules
should be limited to that which is
relevant and proportionate to the
purpose of that exchange. The
exchange of such information
should preserve the confidentiality
of the information and protect the
security and commercial interests
of the entities concerned, in full
respect of trade and business
secrets.

EP Mandate

346 of TFEU, the exchange of
information that is confidential
pursuant to Union or national
ruteslaw should be limited to that
which is relevant and proportionate
to the purpose of that exchange.
The exchange of such information
should preserve the confidentiality
of the information and protect the
security and commercial interests
of the entities concerned, in full
respect of trade and business
secrets.

Ceouncil Mandate |

Draft Agreement

Recital 2

(24) In view of the increasing risks
and number of cyber incidents
affecting Member States, it is
necessary to set up a crisis support
instrument to improve the Union’s
resilience to significant and large-
scale cybersecurity incidents and

(24) In view of the increasing risks
and number of cyber incidents
affecting Member States, it is
necessary to set up a crisis support
instrument to improve the Union’s
resilience to significant and large-
scale cybersecurity incidents and

(24) In view of the increasing risks
and number of cyber incidents
affecting Member States, it is
necessary to set up a crisis support
instrument, namely the Cyber
Emergency Mechanism, to
improve the Union’s resilience to

35 complement Member States’ complement Member States’ significant, large-scale and large-
actions through emergency actions through emergency scale-equivalent-and-tarse-seale
financial support for preparedness, | financial support for preparedness, | cybersecurity incidents and
response and immediate recovery response and immediate recovery complement Member States’
of essential services. That of essential services. That actions through emergency
instrument should enable the rapid | instrument should enable the rapid | financial support for preparedness,
deployment of assistance in and effective deployment of response and immediate-initial
defined circumstances and under assistance in defined circumstances | recovery of essential services, As
clear conditions and allow for a and under clear conditions and the full recovery from an incident
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Commission Proposal

careful monitoring and evaluation
of how resources have been used.
Whilst the primary responsibility
for preventing, preparing for and
responding to cybersecurity
incidents and crises lies with the
Member States, the Cyber
Emergency Mechanism promotes
solidarity between Member States
in accordance with Article 3(3) of
the Treaty on European Union
(‘TEU).

EP Mandate

allow for a careful monitoring and
evaluation of how resources have
been used. Whilst the primary
responsibility for preventing,
preparing for and responding to
cybersecurity incidents and crises
lies with the Member States, the
EyberCybersecurity Emergency
Mechanism promotes solidarity
between Member States in
accordance with Article 3(3) of the
Treaty on European Union
(‘TEU).

Council Mandate

is a comprehensive process of
restoring functioning of the entity
affected by the incident to the state
from before the incident and

could be a long process that
entails significant costs, the
support from the EU
Cybersecurity Reserve should be
limited to the initial siage of the
recovery process, leading to the
restoration of basic functionalities
of the systems. That instrument
should enable the rapid deployment
of assistance in defined
circumstances and under clear
conditions and allow for a careful
monitoring and evaluation of how
resources have been used. Whilst
the primary responsibility for
preventing, preparing for and
responding to cybersecurity
incidents and crises lies with the
Member States, the Cyber
Emergency Mechanism promotes
solidarity between Member States
in accordance with Article 3(3) of
the Treaty on European Union
(‘TEU).

Draft Agreement

Recital 2
36 (25) The Cyber Emergency (25) The EpberCybersecurity (25) The Cyber Emergency
Mechanism should provide support | Emergency Mechanism should Mechanism should provide support
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Commission Proposal

to Member States complementing
their own measures and resources,
and other existing support options
in case of response to and
immediate recovery from
significant and large-scale
cybersecurity incidents, such as the
services provided by the European
Union Agency for Cybersecurity
(‘ENISA’) in accordance with its
mandate, the coordinated response
and the assistance from the
CSIRTs network, the mitigation
support from the EU-CyCLONe, as
well as mutual assistance between
Member States including in the
context of Article 42(7) of TEU,
the PESCO Cyber Rapid Response
Teams' and Hybrid Rapid
Response Teams. It should address
the need to ensure that specialised
means are available to support
preparedness and response to
cybersecurity incidents across the
Union and in third countries.

1. COUNCIL DECISION
(CFSP) 2017/2315 - of 11
December 2017 - establishing
permanent structured
cooperation (PESCO) and
determining the list of
participating Member States.

EP Mandate

provide support to Member States
complementing their own measures
and resources,— and other existing
support options in case of response
to and immediate recovery from
significant and large-scale
cybersecurity incidents, such as the
services provided by the European
Union Agency for Cybersecurity
(‘ENISA’) in accordance with its
mandate, the coordinated response
and the assistance from the
CSIRTs network, the mitigation
support from the EU-CyCLONe, as
well as mutual assistance between
Member States including in the
context of Article 42(7) of TEU,
the PESCO Cyber Rapid Response
Teams' and Hybrid Rapid
Response Teams. It should address
the need to ensure that specialised
means are available to support
preparedness and response to
cybersecurity incidents across the
Union and in third countries.

1. [1] COUNCIL
DECISION (CFSP) 2017/ 2315

- of 11 December 2017 -
establishing permanent
structured cooperation (PESCO)
and determining the list of
participating Member States.

Council Mandate

to Member States complementing
their own measures and resources,
and other existing support options
in case of response to and
immrediate_initial recovery from
significant and large-scale
cybersecurity incidents, such as the
services provided by the European
Union Agency for Cybersecurity
(‘ENISA’) in accordance with its
mandate, the coordinated response
and the assistance from the
CSIRTs network, the mitigation
support from the EU-CyCLONe, as
well as mutual assistance between
Member States including in the
context of Article 42(7) of TEU,
the PESCO Cyber Rapid Response

Teams' wwcd-Hubridfeupid
Response—Teams. It should address

the need to ensure that specialised
means are available to support

preparedness, response and
recovery-and-response to

cybersecurity incidents across the
Union and in DEP-associated third
countries.

1. COUNCIL DECISION
(CFSP) 2017/ 2315 - of 11
December 2017 - establishing
permanent structured
cooperation (PESCO) and

Draft Agreement
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Commission Proposal

EP Mandate

Council Mandate

determining the list of
participating Member States.

Draft Agreement

Recital 2

(26) This instrument is without
prejudice to procedures and
frameworks to coordinate crisis
response at Union level, in
particular the UCPM!, IPCR* and
Directive (EU) 2022/2555. It may
contribute to or complement
actions implemented in the context
of Article 42(7) of TEU or in
situations defined in Article 222 of
TFEU. The use of this instrument
should also be coordinated with the
implementation of Cyber

(26) This instrument is without
prejudice to procedures and
frameworks to coordinate crisis
response at Union level, in
particular the UCPM!, IPCR* and
Directive (EU) 2022/2555. It may
contribute to or complement
actions implemented in the context
of Article 42(7) of TEU or in
situations defined in Article 222 of
TFEU. The use of this instrument
should also be coordinated with the
implementation of Cyber

(26) This-instruinenti_Regulation
is without prejudice to procedures
and frameworks to coordinate
crisis response at Union level, in
particular the LJCRPAM:
LPCR*Union _Civil Protection
Mechanism established under
Decision No 1313/2013/EU of the
European Parliament and of the
Council', the EU Integrated
Political Crisis Response
Arrangements under Council
Implementing Decision (EU)

&z Diplomacy Toolbox’s measures, Diplomacy Toolbox’s measures, 2018/1993° (IPCR
where appropriate. where appropriate. Arrangements), Commission
Recommendation 2017/1584° and
1. Decision No 1313/2013/EU 1. Decision No 1313/2013/EU Directive (EU) 2022/2555. ft-#ay
of the European Parliament and | of the European Parliament and | eo##ibuteto-o+Support provided
of the Council of 17 December | of the Council of 17 December | inder th-e Cyber Emergency
2013 on a Union Civil 2013 on a Union Civil Mechanism can complement
Protection Mechanism (OJ L Protection Mechanism (OJ L VG2 RO D (177 (P
347,20.12.2013, p. 924). 347,20.12.2013, p. 924). e
. .. " .. ecurity Policy and the Common
2. Integrated Political Crisis 2. Integrated Political Crisis Security and Defence Policy,
Response arrangements (IPCR) | Response arrangements (IPCR) | ;, cluding through the Cyber
and in accordance with and in accordance with Rapid Response Teams, taking
Commission Recommendation | Commission Recommendation | jnto account the civilian nature of
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Commission Proposal

(EU) 2017/1584 of 13
September 2017 on coordinated
response to large-scale
cybersecurity incidents and
crises.

EP Mandate

(EU) 2017/1584 of 13
September 2017 on coordinated
response to large-scale
cybersecurity incidents and
crises.

Ceouncil Mandate |

the Mechanism. Support provided
under the Cyber Emergency
Mechanism can complement
actions implemented in the context
of Article 42(7) of TEU, including
assistance provided by one
Member State to another Member
State, or form part of the joint
response between the Union and
Member States -o+-1n situations

referred to-defirned in Article 222
ofEEL - Theuse TFEU, The

ihglementation of this
instrumentRegulation should also

be coordinated with the
implementation of measures under
the Cyber Diplomacy Toolbox-s
measwres, where appropriate.

1. Decision No 1313/2013/EU
of the European Parliament and
of the Council of 17 December
2013 on a Union Civil
Protection Mechanism (OJ L
347,20.12.2013, p. 924).
Db Ll
ReSponse-Hrangenents
HPERCouncil Implementing
Decision (EU) e#e-in

l b C ..

.

QLTSS of 13 S' 5 %

Draft Agreement
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Commission Proposal

EP Mandate

Council Mandate

2017 on-coordinated2018/1993
of 11 December 2018 on the
EU Integrated Political Crisis
Response to-laree-scate
erisesArrangements (0J L 320,
17.12.2018, p. 28).

3. Commission
Recommendation (EU)
2017/1584 of 13 September
2017 on coordinated response
to large-scale cybersecurity
incidents and crises (OJ L 239,
19.9.2017, p. 36).

Draft Agreement

affected Member State should be
ensured. When requesting support
under the Cyber Emergency
Mechanism, the Member State
should provide relevant
information justifying the need for
support.

and the affected Member State
should be ensured. When
requesting support under the
EyberCybersecurity Emergency
Mechanism, the Member State
should provide relevant
information justifying the need for

Recital 27

(27) Assistance provided under (27) Assistance provided under (27) Assistance provided under
this Regulation should be in this Regulation should be in this Regulation should be in
support of, and complementary to, | support of, and complementary to, | support of, and complementary to,
the actions taken by Member States | the actions taken by Member States | the actions taken by Member States
at national level. To this end, close | at national level. To this end, close | at national level. To this end, close
cooperation and consultation cooperation and consultation cooperation and consultation

38 between the Commission and the between the Commission, ENISA | between__Member States and the

Commission and, where relevant,
ENISA and the ECCC,-the
affected-Member-State should be
ensured. When requesting support
under the Cyber Emergency
Mechanism, the Member State
should provide relevant
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EP Mandate

Council Mandate

Commission Proposal

support.

information justifying the need for
support.

Draft Agreement

Recital 2

(28) Directive (EU) 2022/2555
requires Member States to
designate or establish one or more
cyber crisis management
authorities and ensure they have
adequate resources to carry out
their tasks in an effective and
efficient manner. It also requires
Member States to identify
capabilities, assets and procedures
that can be deployed in the case of
a crisis as well as to adopt a
national large-scale cybersecurity

(28) Directive (EU) 2022/2555
requires Member States to
designate or establish one or more
cyber crisis management
authorities and ensure they have
adequate resources to carry out
their tasks in an effective and
efficient manner. It also requires
Member States to identify
capabilities, assets and procedures
that can be deployed in the case of
a crisis as well as to adopt a
national large-scale cybersecurity

(28) Directive (EU) 2022/2555
requires Member States to
designate or establish one or more
cyber crisis management
authorities and ensure they have
adequate resources to carry out
their tasks in an effective and
efficient manner. It also requires
Member States to identify
capabilities, assets and procedures
that can be deployed in the case of
a crisis as well as to adopt a
national large-scale cybersecurity

39 incident and crisis response plan incident and crisis response plan incident and crisis response plan
where the objectives of and where the objectives of and where the objectives of and
arrangements for the management | arrangements for the management | arrangements for the management
of large-scale cybersecurity of large-scale cybersecurity of large-scale cybersecurity
incidents and crises are set out. incidents and crises are set out. incidents and crises are set out.
Member States are also required to | Member States are also required to | Member States are also required to
establish one or more CSIRTs establish one or more CSIRTs establish one or more CSIRTs
tasked with incident handling tasked with incident handling tasked with incident handling
responsibilities in accordance with | responsibilities in accordance with | responsibilities in accordance with
a well-defined process and a well-defined process and a well-defined process and
covering at least the sectors, covering at least the sectors, covering at least the sectors,
subsectors and types of entities subsectors and types of entities subsectors and types of entities
under the scope of that Directive, under the scope of that Directive, under the scope of that Directive,
and to ensure they have adequate and to ensure they have adequate and to ensure they have adequate
resources to carry out effectively resources to carry out effectively resources to carry out effectively
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Commission Proposal

their tasks. This Regulation is
without prejudice to the
Commission’s role in ensuring the
compliance by Member States with
the obligations of Directive (EU)
2022/2555. The Cyber Emergency
Mechanism should provide
assistance for actions aimed at
reinforcing preparedness as well as
incident response actions to
mitigate the impact of significant
and large-scale cybersecurity
incidents, to support immediate
recovery and/or restore the
functioning of essential services.

EP Mandate

their tasks. This Regulation is
without prejudice to the
Commission’s role in ensuring the
compliance by Member States with
the obligations of Directive (EU)
2022/2555. The-Eyber
Cybersecurity Emergency
Mechanism should provide
assistance for actions aimed at
reinforcing preparedness as well as
incident response actions to
mitigate the impact of significant
and large-scale cybersecurity
incidents, to support immediate
recovery and/or restore the
functioning of essential services.

Council Mandate

their tasks. This Regulation is
without prejudice to the
Commission’s role in ensuring the
compliance by Member States with
the obligations of Directive (EU)
2022/2555. The Cyber Emergency
Mechanism should provide
assistance for actions aimed at
reinforcing preparedness as well as
incident response actions to
mitigate the impact of significant
and large-scale cybersecurity
incidents, to support-imniediate
initial recovery awxd/oror restore
the firnctioningof-essentiatbasic

functionalities of the services

provided by entities operating in

sectors of high criticality or other
critical sectors.

Draft Agreement

Recital 2

(29) As part of the preparedness
actions, to promote a consistent
approach and strengthen security
across the Union and its internal
market, support should be provided

(29) As part of the preparedness
actions, to promote a consistent
approach and strengthen security
across the Union and its internal
market, support should be provided

(29) As part of the preparedness
actions, to promote a consistent
approach and strengthen security
across the Union and its internal
market, support should be provided

40 for testing and assessing for testing and assessing for testing and assessing
cybersecurity of entities operating | cybersecurity of entities operating | cybersecurity of entities operating
in highly critical sectors identified | in highly critical sectors identified | in_sectors of high criticality-hishty
pursuant to Directive (EU) pursuant to Directive (EU) eriticalseetors identified pursuant
2022/2555 in a coordinated 2022/2555 in a coordinated to Directive (EU) 2022/2555 in a
manner. For this purpose, the manner. For this purpose, the coordinated manner, including
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Commission Proposal

Commission, with the support of
ENISA and in cooperation with the
NIS Cooperation Group
established by Directive (EU)
2022/2555, should regularly
identify relevant sectors or
subsectors, which should be
eligible to receive financial support
for coordinated testing at Union
level. The sectors or subsectors
should be selected from Annex I to
Directive (EU) 2022/2555
(“Sectors of High Criticality’). The
coordinated testing exercises
should be based on common risk
scenarios and methodologies. The
selection of sectors and
development of risk scenarios
should take into account relevant
Union-wide risk assessments and
risk scenarios, including the need
to avoid duplication, such as the
risk evaluation and risk scenarios
called for in the Council
conclusions on the development of
the European Union's cyber posture
to be conducted by the
Commission, the High
Representative and the NIS
Cooperation Group, in
coordination with relevant civilian
and military bodies and agencies
and established networks,

EP Mandate

Commission, with the support of
ENISA and in cooperation with the
NIS Cooperation Group
established by Directive (EU)
2022/2555, should regularly
identify relevant sectors or
subsectors, which should be
eligible to receive financial support
for coordinated testing at Union
level. The sectors or subsectors
should be selected from Annex I to
Directive (EU) 2022/2555
(“Sectors of High Criticality’). The
coordinated testing exercises
should be based on common risk
scenarios and methodologies. The
selection of sectors and
development of risk scenarios
should take into account relevant
Union-wide risk assessments and
risk scenarios, including the need
to avoid duplication, such as the
risk evaluation and risk scenarios
called for in the Council
conclusions on the development of
the European Union's cyber posture
to be conducted by the
Commission, the High
Representative and the NIS
Cooperation Group, in
coordination with relevant civilian
and military bodies and agencies
and established networks,

Council Mandate

through exercise and training. For
this purpose, the Commission, with
the support of ENISA, and_after
consulting-and-in-cooperation-with
the NIS Cooperation Group
established by Directive (EU)
2022/2555 and EU-CyCLONe,
should regularly identify relevant
sectors or subsectors, which should
be eligible to receive financial
support for coordinated testing at
Union level. The sectors or
subsectors should be selected from
Annex I to Directive (EU)
2022/2555 (‘Sectors of High
Criticality’). The coordinated
testing exercises should be based
on common risk scenarios and
methodologies. The selection of
sectors and development of risk
scenarios should take into account
relevant Union-wide risk
assessments and risk scenarios,
including the need to avoid
duplication, such as the risk
evaluation and risk scenarios called
for in the Council conclusions on
the development of the European
Union's cyber posture-te-be
conducted by the Commission, the
High Representative and the NIS
Cooperation Group, in
coordination with relevant civilian

Draft Agreement
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Commission Proposal

including the EU CyCLONe, as
well as the risk assessment of
communications networks and
infrastructures requested by the
Joint Ministerial Call of Nevers
and conducted by the NIS
Cooperation Group, with the
support of the Commission and
ENISA, and in cooperation with
the Body of European Regulators
for Electronic Communications
(BEREC), the coordinated risk
assessments to be conducted under
Atrticle 22 of Directive (EU)
2022/2555 and digital operational
resilience testing as provided for in
Regulation (EU) 2022/2554 of the
European Parliament and of the
Council'. The selection of sectors
should also take into account the
Council Recommendation on a
Union-wide coordinated approach
to strengthen the resilience of
critical infrastructure.

1. Regulation (EU) 2022/2554
of the European Parliament and
of the Council of 14 December
2022 on digital operational
resilience for the financial
sector and amending
Regulations (EC) No
1060/2009, (EU) No 648/2012,

EP Mandate

including the £-E»ELONeEU-
CyCLONe, as well as the risk
assessment of communications
networks and infrastructures
requested by the Joint Ministerial
Call of Nevers and conducted by
the NIS Cooperation Group, with
the support of the Commission and
ENISA, and in cooperation with
the Body of European Regulators
for Electronic Communications
(BEREC), the coordinated risk
assessments to be conducted under
Atrticle 22 of Directive (EU)
2022/2555 and digital operational
resilience testing as provided for in
Regulation (EU) 2022/2554 of the
European Parliament and of the
Council®. The selection of sectors
should also take into account the
Council Recommendation on a
Union-wide coordinated approach
to strengthen the resilience of
critical infrastructure.

1. /1] Regulation (EU)
2022/2554 of the European
Parliament and of the Council of
14 December 2022 on digital
operational resilience for the
financial sector and amending
Regulations (EC) No

1060/2009, (EU) No 648/2012,

Council Mandate

and military bodies and agencies
and established networks,
including the £L-EELONeEU-
CyCLONe, as well as the risk
assessment of communications
networks and infrastructures
requested by the Joint Ministerial
Call of Nevers and conducted by
the NIS Cooperation Group, with
the support of the Commission and
ENISA, and in cooperation with
the Body of European Regulators
for Electronic Communications
(BEREC), the coordinated risk
assessments to be conducted under
Article 22 of Directive (EU)
2022/2555 and digital operational
resilience testing as provided for in
Regulation (EU) 2022/2554 of the
European Parliament and of the
Council'. The selection of sectors
should also take into account the
Council Recommendation on a
Union-wide coordinated approach
to strengthen the resilience of
critical infrastructure.

1. Regulation (EU) 2022/2554
of the European Parliament and
of the Council of 14 December
2022 on digital operational
resilience for the financial
sector and amending

Draft Agreement
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Commission Proposal

(EU) No 600/2014, (EU) No
909/2014 and (EU) 2016/1011

EP Mandate

(EU) No 600/2014, (EU) No
909/2014 and (EU) 2016/1011

Council Mandate

Regulations (EC) No
1060/2009, (EU) No 648/2012,
(EU) No 600/2014, (EU) No
909/2014 and (EU) 2016/1011

Draft Agreement

Recital 3

(30) In addition, the Cyber
Emergency Mechanism should
offer support for other
preparedness actions and support
preparedness in other sectors, not

(30) In addition, the
EyberCybersecurity Emergency
Mechanism should offer support
for other preparedness actions and
support preparedness in other

(30) In addition, the Cyber
Emergency Mechanism should
offer support for other
preparedness actions and support
preparedness in other sectors, not

41 covered by the coordinated testing | sectors, not covered by the covered by the coordinated testing
of entities operating in highly coordinated testing of entities of entities operating in_sectors of
critical sectors. Those actions operating in highly critical sectors. | high criticality and other-hishty
could include various types of Those actions could include critical sectors. Those actions
national preparedness activities. various types of national could include various types of
preparedness activities. national preparedness activities.
Recital 31
(31) The Cyber Emergency (31) The EyberCybersecurity (31) The Cyber Emergency
Mechanism should also provide Emergency Mechanism should also | Mechanism should also provide
support for incident response provide support for incident support for incident response
actions to mitigate the impact of response actions to mitigate the actions to mitigate the impact of
42 significant and large-scale impact of significant and large- significant and large-scale
cybersecurity incidents, to support | scale cybersecurity incidents, to cybersecurity incidents, to support
immediate recovery or restore the | support immediate recovery or immediateinitial recovery or
functioning of essential services. restore the functioning of essential | restore the functioning of essential
Where appropriate, it should services. Where appropriate, it services. Where appropriate, it
complement the UCPM to ensure a | should complement the UCPM to should complement the UCPM to
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

comprehensive approach to
respond to the impacts of cyber
incidents on citizens.

ensure a comprehensive approach
to respond to the impacts of cyber
incidents on citizens.

ensure a comprehensive approach
to respond to the impacts of cyber
incidents on citizens.

Recital 3

N

(32) The Cyber Emergency
Mechanism should support
assistance provided by Member
States to a Member State affected
by a significant or large-scale
cybersecurity incident, including
by the CSIRTSs network set out in
Atrticle 15 of Directive (EU)
2022/2555. Member States
providing assistance should be

(32) The EvyberCybersecurity

Emergency Mechanism should
support assistance provided by
Member States to a Member State
affected by a significant or large-
scale cybersecurity incident,
including by the CSIRTs network
set out in Article 15 of Directive
(EU) 2022/2555. Member States
providing assistance should be

(32) The Cyber Emergency
Mechanism should support
technical assistance provided by a
Member Statesto-a-State to
another Member State affected by
a significant or large-scale
cybersecurity incident, including
by-the CSIRTs-#etworkset-ont_as
referred to in Article +5-11(3)
point (f) of Directive (EU)

= allowed to submit requests to cover | allowed to submit requests to cover | 2022/2555. Member States
costs related to dispatching of costs related to dispatching of providing such assistance should
expert teams in the framework of expert teams in the framework of be allowed to submit requests to
mutual assistance. The eligible mutual assistance. The eligible cover costs related to dispatching
costs could include travel, costs could include travel, of expert teams in the framework
accommodation and daily accommodation and daily of mutual assistance. The eligible
allowance expenses of allowance expenses of costs could include travel,
cybersecurity experts. cybersecurity experts. accommodation and daily
allowance expenses of
cybersecurity experts.
Recital 32a
43a (32a) Given the essential role that
private companies play in the
detection, preparedness and
5849/24 FM/ff 62
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Commission Proposal

EP Mandate

Ceouncil Mandate |

response to large-scale
cybersecurity incidents, a
framework for voluntary pro-bono

cooperation could be established
at EU level, consisting of
providers willing to offer services

without remuneration in_cases of
large-scale and large-scale
equivalent cybersecurity incidents
and crises. Such framework could
be established by ENISA in
cooperation with the EU-
CyCLONe and should be
compliant with the criteria
applicable to trusted providers
under this regulation including in
relation to the trustworthiness of
companies, their experience as
well as the ability to handle
sensitive information in a secure
manner.

Draft Agreement

Recital 3

(33) A Union-level Cybersecurity
Reserve should gradually be set up,
consisting of services from private
providers of managed security

(33) A Union-level Cybersecurity
Reserve should gradually be set up,
consisting of services from private
providers of managed security

(33) As part of the Cyber
Emergency Mechanism, a Union-
level Cybersecurity Reserve should
gradually be set up, consisting of

i services to support response and services to support response and services from private-trusted
immediate recovery actions in immediate recovery actions in providers-ef-managed-seenrity
cases of significant or large-scale cases of significant or large-scale serviees-_to support response and
cybersecurity incidents. The EU cybersecurity incidents. The EU tmmediateinitiate recovery actions
Cybersecurity Reserve should Cybersecurity Reserve should in cases of significant, large-scale
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Commission Proposal

ensure the availability and
readiness of services. The services
from the EU Cybersecurity
Reserve should serve to support
national authorities in providing
assistance to affected entities
operating in critical or highly
critical sectors as a complement to
their own actions at national level.
When requesting support from the
EU Cybersecurity Reserve,
Member States should specify the
support provided to the affected
entity at the national level, which
should be taken into account when
assessing the Member State
request. The services from the EU
Cybersecurity Reserve may also
serve to support Union institutions,
bodies and agencies, under similar
conditions.

EP Mandate

ensure the availability and
readiness of services, while
reinforcing the Union’s resilience,

Council Mandate

or large-scale-equivalent-o+-tarse-
seate cybersecurity incidents
affecting Member States, Union

including the participation of
European managed security
services providers that are SMEs
and ensuring the creation of a
cybersecurity ecosystem, in
particular microenterprises, SMEs

institutions, bodies and agencies,

or DEP-associated third countries.

The EU Cybersecurity Reserve
should ensure the availability and
readiness of services. It should
therefore include services that are

including startups, with
investment in research and
innovation (R&I) to develop state-

committed in advance, including
for instance capacities that are on

stand-by and deployable at short

of-the-art technologies, such as

notice. In order to ensure the

those relating to cloud and
artificial intelligence. Trusted
providers, including SMEs,
should be able to cooperate with

effective use of Union funding,
pre-committed services should be

converted, in accordance with the
relevant contract, into

one another to fulfil the criteria

preparedness services related to

above.. The services from the EU
Cybersecurity Reserve should
serve to support national
authorities in providing assistance
to affected entities operating in
critical or highly critical sectors as
a complement to their own actions
at national level. Therefore, the

incident prevention and response,
in the event that those pre-
committed services are not used
for incident response during the

time for which they are pre-
committed. These services should
be complementary and not
duplicate the preparedness actions

Cybersecurity Reserve should
incentivize investment in research
and innovation to boost the
development of these technologies.
Where appropriate, common
exercises with the trusted
providers and potential users of

to be managed by the ECCC. The
services from the EU
Cybersecurity Reserve should
serve to support national
authorities in providing assistance
to affected entities operating in

eritieat-or-hishlysectors of high

Draft Agreement
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Commission Proposal

EP Mandate

the Cybersecurity Reserve could

Ceouncil Mandate |

criticality or_other critical sectors

be conducted to ensure efficient
functioning of the Reserve when

needed. When requesting support
from the EU Cybersecurity
Reserve, Member States should
specify the support provided to the
affected entity at the national level,
which should be taken into account
when assessing the Member State
request. The services from the EU
Cybersecurity Reserve may also
serve to support Union institutions,
bodies, offices and agencies, under
similar conditions._The
Commission should ensure the

as a complement to their own
actions at national level. When
requesting support from the EU
Cybersecurity Reserve, AMember
States-applicants for support
should specify the support
provided to the affected entity at
the national level, which should be
taken into account when assessing
the_request from the applicant.
Requests for support from the EU
Cybersecurity Reserve from
Member StaterequestStates’ cyber
crisis management authorities and
CSIRTs, CERT-EU on behalf of

involvement of and extensive
exchanges with the Member States
aiming to avoid duplication with

the and Union institution, bodies
and agencies, should be assessed
by ENISA, in cases where ENISA

similar initiatives, including
within the North Atlantic Treaty

has been entrusted with the
administration and operation of

Organization (NATO).

the EU Cybersecurity Reserve. To
facilitate the submission and

assessment of requests for
support, ENISA could set up a
secure platform. Requests for
support from DEP- associated
third countries should be assessed
by the Commission. EU-
CyCLONe should, where relevant,
be able to advise ENISA or the
Commission in_assessing requests
for support from the EU

Draft Agreement
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Commission Proposal

EP Mandate

Ceouncil Mandate |

Cybersecurity Reserve. The
services from the EU
Cybersecurity Reserve may also
serve to support Union institutions,
bodies and agencies, under similar
conditions. It is important io take
into account the European
Cybersecurity Skills Framework
(ECSF) when procuring the
services for the reserve.

Draft Agreement

Recital 3

44a

(33a) The Commission should
have overall responsibility for the
functioning of the EU

Cybersecurity Reserve. Given the
extensive experience gained by
ENISA with the cybersecurity
support action, ENISA is the most
suitable Agency to implement the
EU Cybersecurity Reserve,
therefore the Commission should
strongly consider entrusting
ENISA with the operation and
administration of the EU
Cybersecurity Reserve. ENISA
should be the contracting
authority for those services with
whose operation and
administration it has been
entrusted. ENISA should also
assess requests for support from
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Commission Proposal

EP Mandate

Council Mandate

the EU Cybeisecurity Reserve for
such services, with the exception
of requests from DEP-associated
third countries where a specific
procedure should apply. The
procurement procedures to
establish the EU Cybersecurity
Reserve should be conducted in
accordance with Regulation EU
2018/1046. When evaluating
tenders for the purpose of
establishing the EU Cybersecurity
Reserve, external experts from the
Member States are able to assist
the evaluation committee
pursuant to Article 150(3) of that
Regulation. The resulting
contracts, including any
framework contract and specific

contracts implementing a
framework contract, should be

signed by the contracting
authority and the selected service
provider. In addition, the service

provider and the user to which the

support under the EU
Cybersecurity Reserve is provided
could sign specific agreements
which specify the way in which
the services are to be provided and
the liability conditions in case of
damage caused by the services of
the EU Cybersecurity Reserve.

Draft Agreement
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Commission Proposal

EP Mandate

Council Mandate

The way in which support shall be
provided and the liability
conditions in respect of the
affected entities may be
determined by national law, by the
specific agreement between the
service provider and the user, or
by a specific agreement between
the specific provider, the user and
the affected entity. Appropriate
agreements should be established
between the parties involved
clarifying roles and
responsibilities and the protection
of information through non-
disclosure agreements. In order to
allow the services to be deployed
quickly in case of a request for
support from the EU
Cybersecurity Reserve, they may
be based on templates prepared by
ENISA, after consulting Member
States.

Draft Agreement

Recital 33b
(33b) Member States should have
a key role in the constitution,
44b deployment and post-deployment

of the EU Cybersecurity Reserve.
As Regulation (EU) 2021/694 is
the relevant basic act for actions
implementing the EU
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Commission Proposal

EP Mandate

Council Mandate

Cybersecurity Reserve, the actions
under the EU Cybersecurity
Reserve should be provided for in
the relevanit work programmes
referred to in Article 24 of
Regulation (EU) 2021/694. In
accordance with Article 24(6) of
Regulation (EU) 2021/694, these
work programmes shoulid be
adopted by the Commission by
means of implementing acts in
accordance with the examination
procedure referred to in Article 5

of Regulation (EU) No 182/2011.
Furthermore, the Commission, in
cooperation with EU CyCLONe,
ENISA and the NIS Cooperation
Group, should determine the
priorities and the evolution of the

EU Cybersecurity Reserve.

Draft Agreement

Recital 3

(34) For the purpose of selecting
private service providers to provide
services in the context of the EU
Cybersecurity Reserve, it is

(34) For the purpose of selecting
private service providers to provide
services in the context of the EU
Cybersecurity Reserve, it is

(34) For the purpose of selecting
private service providers to provide
services in the context of the EU
Cybersecurity Reserve, it is

45 necessary to establish a set of necessary to establish a set of necessary to establish a set of
minimum criteria that should be minimum criteria that should be minimum criteria that should be
included in the call for tenders to included in the call for tenders to included in the call for tenders to
select these providers, so as to select these providers, so as to select these providers, so as to
ensure that the needs of Member ensure that the needs of Member ensure that the needs of Member
States’ authorities and entities States’ authorities and entities States’ authorities and entities
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Commission Proposal

operating in critical or highly
critical sectors are met.

EP Mandate

operating in critical or highly
critical sectors are met. The
participation of smaller providers,

Council Mandate

operating in eritieat-o#
hishlysectors of high criticality or
other critical sectors are met._In

active at regional and local level

order to address specific needs of

should be encouraged.

Member States, when procuring
services for the EU Cybersecurity
Reserve, the contracting authority
should, where appropriate,
develop additional selection
criteria to those laid down in this

Regulation.

Draft Agreement

Recital 3

(35) To support the establishment
of the EU Cybersecurity Reserve,
the Commission could consider
requesting ENISA to prepare a
candidate certification scheme
pursuant to Regulation (EU)

(35) To support the establishment
of the EU Cybersecurity Reserve,
the Commission could consider
requesting ENISA to prepare a
candidate certification scheme
pursuant to Regulation (EU)

(35) [To support the establishment
of the EU Cybersecurity Reserve,
the Commission-eoutd-consider
requesting_should request ENISA
to prepare a candidate certification
scheme pursuant to Regulation

46 2019/881 for managed security 2019/881 for managed security (EU) 2019/881 for managed
services in the areas covered by the | services in the areas covered by the | security services in the areas
Cyber Emergency Mechanism. EyberCybersecurity Emergency covered by the Cyber Emergency
Mechanism. In order to fulfil the Mechanism./
additional tasks deriving from this
provision, ENISA should receive
adequate, additional funding.
Recital 36
47 (36) In order to support the (36) In order to support the (36) In order to support the
objectives of this Regulation of objectives of this Regulation of objectives of this Regulation of
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Commission Proposal

promoting shared situational
awareness, enhancing Union’s
resilience and enabling effective
response to significant and large-
scale cybersecurity incidents, the
EU=CyCLONe, the CSIRTs
network or the Commission should
be able to ask ENISA to review
and assess threats, vulnerabilities
and mitigation actions with respect
to a specific significant or large-
scale cybersecurity incident. After
the completion of a review and
assessment of an incident, ENISA
should prepare an incident review
report, in collaboration with
relevant stakeholders, including
representatives from the private
sector, Member States, the
Commission and other relevant EU
institutions, bodies and agencies.
As regards the private sector,
ENISA is developing channels for
exchanging information with
specialised providers, including
providers of managed security
solutions and vendors, in order to
contribute to ENISA’s mission of
achieving a high common level of
cybersecurity across the Union.
Building on the collaboration with
stakeholders, including the private
sector, the review report on

EP Mandate

promoting shared situational
awareness, enhancing Union’s
resilience and enabling effective
response to significant and large-
scale cybersecurity incidents, the
EU=CyCLONe, the CSIRTs
network or the Commission should
be able to ask ENISA to review
and assess threats, vulnerabilities
and mitigation actions with respect
to a specific significant or large-
scale cybersecurity incident. After
the completion of a review and
assessment of an incident, ENISA
should prepare an incident review
report, in collaboration with
relevant stakeholders, including
representatives from the private
sector, Member States, the
Commission and other relevant EU
institutions, bodies, offices and
agencies. As regards the private
sector, ENISA is developing
channels for exchanging
information with specialised
providers, including providers of
managed security solutions and
vendors, in order to contribute to
ENISA’s mission of achieving a
high common level of
cybersecurity across the Union.
Building on the collaboration with
stakeholders, including the private

Council Mandate

promoting shared situational
awareness, enhancing Union’s
resilience and enabling effective
response to significant and large-
scale cybersecurity incidents, tke
E=CCLONeEU-CyCLONE,
with the approva!l of the Member
States concerned,-te-CSIRTs
network-or-the-Commisston should
be able to ask ENISA to review
and assess threats, known
exploitable vulnerabilities and
mitigation actions with respect to a
specific significant or large-scale
cybersecurity incident. After the
completion of a review and
assessment of an incident, ENISA
should prepare an incident review
report, in collaboration with_the
Member State concerned, relevant
stakeholders, including
representatives from the private
sector, Member-States—_the
Commission and other relevant EU
institutions, bodies and agencies.

g * 2 E‘SEEiE’)

Draft Agreement
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Commission Proposal

specific incidents should aim at
assessing the causes, impacts and
mitigations of an incident, after it
has occurred. Particular attention
should be paid to the input and
lessons shared by the managed
security service providers that fulfil
the conditions of highest
professional integrity, impartiality
and requisite technical expertise as
required by this Regulation. The
report should be delivered and feed
into the work of the
EU=CyCLONe, the CSIRTs
network and the Commission.
When the incident relates to a third
country, it will also be shared by
the Commission with the High
Representative.

EP Mandate

sector, the review report on
specific incidents should aim at
assessing the causes, impacts and
mitigations of an incident, after it
has occurred. Particular attention
should be paid to the input and
lessons shared by the managed
security service providers that fulfil
the conditions of highest
professional integrity, impartiality
and requisite technical expertise as
required by this Regulation. The
report should be delivered and feed
into the work of the
EU=CyCLONe, the CSIRTs
network and the Commission.
When the incident relates to a third
country, it will also be shared by
the Commission with the High
Representative.

Ceouncil Mandate
epher e Pty cerosstheUrion:
Building on the collaboration with
stakeholders, including the private
sector, the review report on
specific incidents should aim at
assessing the causes, impacts and
mitigations of an incident, after it
has occurred. Particular attention
should be paid to the input and
lessons shared by the managed
security service providers that fulfil
the conditions of highest
professional integrity, impartiality
and requisite technical expertise as
required by this Regulation. The
report should be delivered endfeed

Lrbe—theee e e
EU=CyCLONethe CSIRTs
network-—and-the-Commissionto
EU-CyCLONe, the CSIRTs
network, and the Commission and
should feed into their work as well
as that of ENISA. When the
incident relates to a DEP-
associated third country, it i
should_also be shared by the
Commission with the High
Representative.

Draft Agreement

Recital 37
48 (37) Taking into account the (37) Taking into account the (37) Taking into account the
unpredictable nature of unpredictable nature of unpredictable nature of
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Commission Proposal

cybersecurity attacks and the fact
that they are often not contained in
a specific geographical area and
pose high risk of spill-over, the
strengthening of resilience of
neighbouring countries and their
capacity to respond effectively to
significant and large-scale
cybersecurity incidents contributes
to the protection of the Union as a
whole. Therefore, third countries
associated to the DEP may be
supported from the EU
Cybersecurity Reserve, where this
is provided for in the respective
association agreement to DEP. The
funding for associated third
countries should be supported by
the Union in the framework of
relevant partnerships and funding
instruments for those countries.
The support should cover services
in the area of response to and
immediate recovery from
significant or large-scale
cybersecurity incidents. The
conditions set for the EU
Cybersecurity Reserve and trusted
providers in this Regulation should
apply when providing support to
the third countries associated to
DEP.

EP Mandate

cybersecurity attacks and the fact
that they are often not contained in
a specific geographical area and
pose high risk of spill-over, the
strengthening of resilience of
neighbouring countries and their
capacity to respond effectively to
significant and large-scale
cybersecurity incidents contributes
to the protection of the Union as a
whole. Therefore, third countries
associated to the DEP may be
supported from the EU
Cybersecurity Reserve, where this
is provided for in the respective
association agreement to DEP. The
funding for associated third
countries should be supported by
the Union in the framework of
relevant partnerships and funding
instruments for those countries.
The support should cover services
in the area of response to and
immediate recovery from
significant or large-scale
cybersecurity incidents. The
conditions set for the EU
Cybersecurity Reserve and trusted
providers in this Regulation should
apply when providing support to
the third countries associated to
DEP.

Council Mandate

cybersecurity attacks and the fact
that they are often not contained in
a specific geographical area and
pose high risk of spill-over, the
strengthening of resilience of
neighbouring countries and their
capacity to respond effectively to
significant and large-scale
cybersecurity incidents contributes
to the protection of the Union, and
particularly its internal market

and industry, as a whole.
assoctatedSuch activities could
further contribute to the DEP-EU

cyber diplomacy. Therefore,
DEP-associated third countries
may be supported from the EU
Cybersecurity Reserve, in all or
part of their territories, where this
is provided for in the_agreement
through which the third country is
associated-respective-association
agreement to DEP. The funding for
assoctatedDEP-associated third
countries should be supported by
the Union in the framework of
relevant partnerships and funding
instruments for those countries.
The support should cover services
in the area of response to and
tmmediate_initiate recovery from
significant or large-scale

Draft Agreement

5849/24
ANNEX

JAL2

FM/ff
LIMITE

73
EN



Commission Proposal

EP Mandate

Council Mandate

cybersecurity incidents. The
conditions set for the EU
Cybersecurity Reserve and trusted
providers in this Regulation should
apply when providing support to
the DEP-associated third countries
associttedto-DiP, DEP-
associated third countries should
be entitled to request the service
from the EU Cybersecurity

Reserve when the entities targeted
and for which they request
support from the EU
Cybersecurity Reserve, are entities
operating in the sectors referred
in the Annex I and 11 of Directive
2022/2555 and when the incidents
detected lead to an operational
overrun or might have spill over
effects in the Union. Support
provided to DEP-associated third

countries could affect the
availability of the Reserve to
support the Member States and
Union institutions, bodies and
agencies. It should be consistent
with the criterion for prioritising
support to Member States, Union
institutions, bodies and agencies,
and DEP-associated third
countries. It may also affect
relations with third countries,
including in the context for the

Draft Agreement
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Commission Proposal

EP Mandate

Council Mandate

Common Foreign and Security
Policy and Common Defence and
Security Policy. Accordingly, it is
appropriate that the Council
reserves to itself the right to
exercise implementing powers to
authorise and specify the time
period during which such support

can be provided. Moreover, the
Commission should cooperate
with the High Representative in
respect of such requests and
support. The Commission should
also take into account any view
provided by ENISA in respect of
the same requests and support.

Draft Agreement

Recital 3

48a

(37a) Third countries could
access resources and support
pursuant to this Regulation, using

the incident response support
from the EU Cybersecurity

Reserve. Furthermore, incident
response service providers from
third countries, including third
countries associated to the Digital
Europe Programme or other
international partner countries,
and NATO members, may be
needed for the provision of
specific services in the EU
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Council Mandate

Commission Proposal

Cybersecurity Reserve. By way of
derogation from Regulation (EU,
Euratom) 2018/1046, in order to
strengthen the Union’s
technological sovereignty, its open

strategic autonomy,
competitiveness and resilience,
and to safeguard the Union’s
strategic assets, interests, or
security, entities established in
third countries that are not party
to the GPA and that have not been

subject to screening within the
meaning of Regulation (EU)
2019/452 of the European
Parliament and of the Council’
and, where necessary, to
mitigation measures, taking into
account the objectives set out in
this Regulation, should not be
allowed to participate. The
external dimension of this
Regulation should be in line with
the provisions established in the
Association Agreement under the
Digital Europe Programme. The
participation of third countries
should be subject to public
scrutiny, with the participation of
the legislative powers, to ensure
that citizens can participate in the

process.

Draft Agreement
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Commission Proposal EP Mandate Council Mandate Draft Agreement
1. Regulation (EU) 2019/452 of
the European Parliament and
of the Council of 19 March
2019 establishing a framework
for the screening of foreign
direct investments into the
Union (OJ L 791, 21.3.2019, p.
1), ELI:
http://data.europa.eu/eli/reg/20
19/452/0j.
Recital 37a
(37a) Without prejudice to the
rules relating to the Union’s
annual budget under the Treaties,
the Commission should take into
48b — .
account the obligations arising
from this Regulation when
assessing the budgeting and
staffing needs of ENISA.
Recital 38
(38) In order to ensure uniform (38) In order to ensure uniform (38) In order to ensure uniform
conditions for the implementation | conditions for the implementation | conditions for the implementation
49 of this Regulation, implementing of this Regulation,; implementing of this Regulation,; implementing
powers should be conferred on the | powers should be conferred on the | powers should be conferred on the
Commission to specify the Commission to specify the Commission to-speeify-the
conditions for the interoperability conditions for the interoperability | eonditionsforthe-interoperability
between Cross-border SOCs; between Cross-border SOCs; between-Cross-border-SOCs:
5849/24 FM/ff 77
ANNEX JAL2 LIMITE EN



Commission Proposal

determine the procedural
arrangements for the information
sharing related to a potential or
ongoing large-scale cybersecurity
incident between Cross-border
SOCs and Union entities; laying
down technical requirements to
ensure security of the European
Cyber Shield; specify the types and
the number of response services
required for the EU Cybersecurity
Reserve; and, specify further the
detailed arrangements for
allocating the EU Cybersecurity
Reserve support services. Those
powers should be exercised in
accordance with Regulation (EU)
182/2011 of the European
Parliament and of the Council.

EP Mandate

determine the procedural
arrangements for the information
sharing related to a potential or
ongoing large-scale cybersecurity
incident between Cross-border
SOCs and Union entities; laying
down technical requirements to
ensure security of the European
Cyber Shield; specify the types and
the number of response services
required for the EU Cybersecurity
Reserve; and, specify further the
detailed arrangements for
allocating the EU Cybersecurity
Reserve support services. Those
powers should be exercised in
accordance with Regulation (EU)
182/2011 of the European
Parliament and of the Council *".

*. Regulation (EU) No
182/2011 of the European
Parliament and of the Council
of 16 February 2011 laying
down the rules and general
principles concerning

mechanisms for control by the
Member States of the
Commission's exercise of
implementing powers (OJ L 55,
28.2.2011, p. 13, ELI:
http://data.europa.eu/eli/reg/20

Council Mandate

Eyber-Shietd—_specify the types
and the number of response
services required for the EU
Cybersecurity Reserve;-a#d:
EL-Cybersecurin-Reserve-sipport
services- Those powers should be
exercised in accordance with
Regulation (EU) 182/2011 of the
European Parliament and of the
Council.

Draft Agreement
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Commission Proposal EP Mandate Council Mandate Draft Agreement

11/182/0j).

Recital 38a

(38a) Skilled personnel, that is
able to reliably deliver the relevant
cybersecurity services at highest
standards, is imperative for the
effective implementation of the
European Cyber Shield and the
Cybersecurity Emergency
Mechanism. It is therefore
concerning that the Union is
faced with a talent gap,
characterised by a shortage of
skilled professionals, while facing
a rapidly evolving threat

49a landscape as acknowledged in the
Commission communication of 18
April 2023 on the Cyber Skills
Academy. It is important to bridge
this talent gap by strengthening
cooperation and coordination
among the different stakeholders,
including the private sector,
academia, Member States, the
Commission and ENISA to scale
up and create synergies, in all
territories, for the investment in
education and training, the
development of public-private
partnerships, support of research
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Council Mandate

Commission Proposal

and innovation initiatives, the
development and mutual
recognition of common standards
and certification of cybersecurity
skills, including through the
European Cyber Security Skills
Framework. This should also
facilitate the mobility of

cybersecurity professionals within
the Union. This Regulation
should aim to promote a more
diverse cybersecurity workforce.
All measures aiming to increase
cybersecurity skills requires
safeguards to avoid a ‘brain
drain’ and a risk to labour

mobility.

Draft Agreement

Recital 3

49b

(38b) The reinforcement of
specialised, interdisciplinary and
general skills and competences
across the Union is needed, with a
special focus on women, as the
gender gap persists in
cybersecurity with women
comprising 20 % of the average
worldwide presence. Women must
be present and part of the design
of the digital future and its

governance.
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Recital 38c

49¢

(38¢c) Strengthening research and
innovation (R&I) in cybersecurity
is intended to increase the
resilience and the open strategic
autonomy of the Union. Similarly,
it is important to create synergies
with R&I programmes and with
existing instruments and
institutions and to strengthen
cooperation_and coordination
among the different stakeholders,
including the private sector, civil
society, academia, Member States,
the Commission and ENISA;

Recital 3

49d

(38d) This Regulation should
contribute to the commitment of
the European Declaration on
Digital Rights and Principles for
the Digital Decade linked to
protect the interests of our

democracies, people, businesses
and public institutions against
cybersecurity risks and cybercrime
including data breaches and
identity theft or manipulation. The
application of this Regulation
should also contribute to
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Commission Proposal

EP Mandate

improving the implementation of
other legislation, for example on
artificial intelligence, data privacy
and data regulation in terms of
cybersecurity and cyber resilience.

Council Mandate

Draft Agreement

Recital 3

49¢

(38e) Increasing cybersecurity
culture which comprehends
security, including that of the
digital environment, as a public
good will be key for the successful
implementation of this
Regulation. Therefore, developing
measures to include and increase
citizens’ awareness should be
another means of guaranteeing
the safeguard of our democracies
and fundamental values.

Recital 3

49f

(38f) In order to supplement
certain non-essential elements of
this Regulation, the power to
adopt acts in accordance with
Article 290 TFEU should be
delegated to the Commission to
specify the conditions for
interoperability between the
Cross-border SOCs, establish the
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Council Mandate

Commission Proposal

procedural arrangements for the
information sharing between the
Cross-border SOCs on the one
hand and EU-CyCLONe, the
CSIRTs network and the
Commission on the other, specify
the types and number of response
services required for the EU
Cybersecurity Reserve, and specify
further the detailed arrangements

for allocating the EU Cyersecurity

Reserve support services. It is of
particular importance that the
Commission carry out appropriate
consultations during its
preparatory work, including at
expert level, and that those
consultations be conducted in
accordance with the principles
laid down in the Interinstitutional
Agreement of 13 April 2016 on
Better Law-Making*. In
particular, to ensure equal
participation in the preparation of

delegated acts, the European
Parliament and the Council
receive all documents at the same
time as Member States' experts,
and their experts systematically
have access to meetings of
Commission expert groups
dealing with the preparation of

delegated acts.

Draft Agreement
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Recital 3

50

(39) The objective of this
Regulation can be better achieved
at Union level than by the Member
States. Hence, the Union may
adopt measures, in accordance with
the principles of subsidiarity and
proportionality as set out in Article
5 of the Treaty on European Union.
This Regulation does not go
beyond what is necessary in order
to achieve that objective.

(39) Since the objectivesThe
objeetive of this Regulation,
namely to reinforce the Union’s
cyber threat prevention, detection,
response and recover capacities
and to establish a general
framework breaking up

communication silo cannot be
sufficiently achieved-can-be-better
aehieved-at-tnion-tevel-than by the
Member States_but can rather be
better achieved at Union level.
Hence, the Union may adopt
measures, in accordance with the
principles of subsidiarity and
proportionality as set out in Article
5 of the Treaty on European Union.
In accordance with the principle
of proportionality, as set out in
that Article, this Regulation does
not go beyond what is necessary in
order to achieve that objective:,

(39) The objective of this
Regulation can be better achieved
at Union level than by the Member
States. Hence, the Union may
adopt measures, in accordance with
the principles of subsidiarity and
proportionality as set out in Article
5 of the Treaty on European Union.
This Regulation does not go
beyond what is necessary in order
to achieve that objective.

Formula

51

HAVE ADOPTED THIS
REGULATION:

HAVE ADOPTED THIS
REGULATION:

HAVE ADOPTED THIS
REGULATION:

HAVE ADOPTED THIS
REGULATION:
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Text Origin:
Commission Proposal

Chapter |
Chapter I Chapter I Chapter I Chapter I
GENERAL OBJECTIVES, GENERAL OBJECTIVES, GENERAL OBJECTIVES, GENERAL OBJECTIVES,
SUBJECT MATTER, AND SUBJECT MATTER, AND SUBJECT MATTER, AND SUBJECT MATTER, AND
52 DEFINITIONS DEFINITIONS DEFINITIONS DEFINITIONS
Text Origin:
Commission Proposal
| Article 1
Article 1 Article 1 Article 1 Article 1
Subject-matter and objectives Subject-matter and objectives Subject-matter and objectives Subject-matter and objectives
53
Text Origin:
Commission Proposal
| Article 1(1)
1. This Regulation lays down 1. This Regulation lays down 1. This Regulation lays down 1. This Regulation lays down
measures to strengthen capacities measures to strengthen capacities measures to strengthen capacities measures to strengthen capacities
in the Union to detect, prepare for | in the Union to detect, prepare for | in the Union to detect, prepare for | in the Union to detect, prepare for
54 . . . ;
and respond to cybersecurity and respond to cybersecurity and respond to cybersecurity and respond to cybersecurity
threats and incidents, in particular | threats and incidents, in particular | threats and incidents, in particular | threats and incidents, in particular
through the following actions: through the following actions: through the following actions: through the following actions:
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Text Origin:
Commission Proposal

Article 1(1), point (a) |
(a) the deployment of a pan- (a) the deployment of a pan- (a) the deptoymentestablishment (a) the deptoymentestablishment
European infrastructure of Security | European infrastruecturenetwork of | of a pan-European infrastructure of | of a pan-European infrastructire-of
Operations Centres (‘European Security Operations Centres SeepinOpepeation— - wre-Cyber | Seenpin-Cpepatiomeatye:

Cyber Shield’) to build and (‘European Cyber Shield’) to build | Hubs (‘European_Cybersecurity network of Cyber Hubs

enhance common detection and and enhance common detection Alert System-Cyber-Shield’) to (‘European_Cybersecurity Alert

55 situational awareness capabilities; and situational awareness build and enhance System-Cyber-Shietd’) to build and
capabilities; eonnmoncoordinated detection and | enhance eonnnoncoordinated
common situational awareness detection and_common situational
capabilities; awareness capabilities;
to be aligned with definitions
| Article 1(1), point (b) |

(b) the creation of a Cybersecurity
Emergency Mechanism to support
Member States in preparing for,
responding to, and immediate
recovery from significant and

(b) the creation of a Cybersecurity
Emergency Mechanism to support
Member States in preparing for,
responding to, and immediate
recovery from significant and

(b) the creation of a Cybersecurity
Emergency Mechanism to support
Member States and other users in
preparing for, responding to, e#é
tmmediate-mitigating the impact of

(b) the ereationestablishment of a
Cybersecurity Emergency
Mechanism to support Member
States and other users in preparing

for, responding to, mitigating the

= large-scale cybersecurity incidents; | large-scale cybersecurity incidents; | and initiating recovery from impact of and initiatingeé
significant, large-scale and large- | immediate recovery from
scale_equivalent cybersecurity significant, large-scale and large-
incidents; scale equivalent cybersecurity
incidents;
| Article 1(1), point (c) |
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EP Mandate

Council Mandate

Commission Proposal

(c) the establishment of a
European Cybersecurity Incident
Review Mechanism to review and
assess significant or large-scale

(c) the establishment of a
European Cybersecurity Incident
Review Mechanism to review and
assess significant or large-scale

(c) the establishment of a
European Cybersecurity Incident
Review Mechanism to review and
assess significant or large-scale

Draft Agreement

(c) the establishment of a
European Cybersecurity Incident
Review Mechanism to review and
assess significant or large-scale

57 incidents. incidents. incidents. incidents.
Text Origin:
Commission Proposal
| Article 1(2) |
2. This Regulation pursues the 2. This Regulation pursues the 2. This Regulation pursues the 2. This Regulation pursues the
objective to strengthen solidarity at | objective to strengthen solidarity at | objective to-strenstherof objectiveto-strensthernobjectives of
Union level through following Union level through following strengthening solidarity at Union | strengthening solidarity at Union
specific objectives: specific objectives: level and enhancing Member level, strengthening the
States cyber resilience, so as to cybersecurity ecosystem and
reinforce the competitive position | enhancing Member States' cyber
of industry and services sectors in | resilience, so as to reinforce the
the Union across the digital competitive position of industry
economy and contribute to the and service sectors in the Union
58 Union’s technological sovereignty | across the digital economy,
in the area of cybersecurity, including microenterprises and
through_the following specific small and medium-sized
objectives: enterprises as well as start-ups,
and contribute to the Union’s
technological sovereignty and
open strategic autonomy in the
area of cybersecurity, including by
boosting innovation in the Digital
Single Market. Those objectives
shall be pursued through the
5849/24 FM/ff 87
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EP Mandate

Council Mandate

Commission Proposal

Draft Agreement

following specific objectives:

Proposal by the Commission

Article 1

(2), point (a)

59

(a) to strengthen common Union
detection and situational awareness
of cyber threats and incidents thus
allowing to reinforce the
competitive position of industry
and services sectors in the Union
across the digital economy and
contribute to the Union’s
technological sovereignty in the
area of cybersecurity;

(a) to strengthen common Union
detection and situational awareness
of cyber threats and incidents thus
allowing support for the industrial
capacity of the Union and the
Member States in the
cybersecurity sector, and to
reinforce the competitive position
of industry, in particular
microenterprises, SMEs including
startups, and services sectors in the
Union across the digital economy
and zo contribute to the Union’s
technological sovereignty its open
strategic autonomy,
competitiveness and and resilience
in that sector, strengthening the
cybersecurity ecosystem with a
view to ensuring strong Union
capabilities, including in
cooperation with international
partnersin-the-area-of

R e

(a) to strengthen common
coordinated Union detection
capacities and commong#é
situational awareness of cyber
threats and incidents thus allowing
to reinforce the competitive
position of industry and services
sectors in the Union across the
digital economy and contribute to
the Union’s technological
sovereignty in the area of
cybersecurity;

(a) to strengthen common
coordinated Union detection
capacities and common _a#d
situational awareness of cyber

threats and incidents-thus-aHowing
- ) .

| Article 1

(2), point (b)

l60
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(b) to reinforce preparedness of
entities operating in critical and
highly critical sectors across the
Union and strengthen solidarity by
developing common response
capacities against significant or
large-scale cybersecurity incidents,
including by making Union
cybersecurity incident response
support available for third
countries associated to the Digital
Europe Programme (‘DEP’);

(b) to reinforce preparedness of
entities operating in critical and
highly critical sectors across the
Union and strengthen solidarity by
developing common response
capacities against significant or
large-scale cybersecurity incidents,
including by making Union
cybersecurity incident response
support available for third
countries associated to the Digital
Europe Programme (‘DEP’);

(b) to reinforce preparedness of
entities operating in eriticat-and
hishiysectors of high criticality
and_other critical sectors, across
the Union and strengthen solidarity
by developing eeimicn
responseenhanced_response and

Draft Ag

(b) to reinforce preparedness of
entities operating in eriticat-and
hishiysectors of high criticality
and_other critical sectors across
the Union and strengthen solidarity
by developing_coordinated
preparedness testing and

recovery capacities aeainsi-to
handle significant, large-scale or

enhanced-common response and
recovery capacities against-to

large-scale-equivalent-ortarse-
seale cybersecurity incidents,
including bythe possibility of
making Union cybersecurity
incident response support available
for DEP-associated third countries

p i(QEPJ].
b

handle significant, large-scale or
large-scale-equivalent-ortarse-
seate cybersecurity incidents,
including bythe possibility of
making Union cybersecurity
incident response support available
for DEP-associated third countries

—stod to the Disital B

It >

Iy

Proposal by the Commission

Article 1

(2), point (c)

(c) to enhance Union resilience
and contribute to effective response
by reviewing and assessing
significant or large-scale incidents,
including drawing lessons learned
and, where appropriate,
recommendations..

(c) to enhance Union resilience
and contribute to effective response
by reviewing and assessing
significant or large-scale incidents,
including drawing lessons learned
and, where appropriate,
recommendations..

(c) to enhance Union resilience
and contribute to effective response
by, upon request of the Member
States, reviewing and assessing
significant or large-scale incidents,
including drawing lessons learned
and, where appropriate,
recommendations:, with the
approval of the Member States
concerned.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Article 1

(2), point (ca)

(ca) to develop, in a coordinated
manner, skills, knowhow abilities
and competencies of the

Text to be aligned after discussion on
substance

Y 6la workforce, with a view to ensuring Y
cybersecurity and creating
synergies with the Cybersecurity
Skills Academy.
Article 1(2), point (cb)
2a. The actions under this 2a. The actions under this
Regulation shall be conducted Regulation shall be conducted
with due respect to the Member with due respect to the Member
61b States’ competences and shall be States’ competences and shall be
complementary to the activities complementary to the activities
carried out by the CSIRTs carried out by the CSIRTs
network, NIS Cooperation Group, | network, NIS Cooperation Group,
and EU-CyCLONe. and EU-CyCLONe.
| Article 1(3) |
3. This Regulation is without 3. This Regulation is without 3. This Regulation is without 3. This Regulation is without
prejudice to the Member States’ prejudice to the Member States’ prejudice to the Member States’ prejudice to the Member States’

62 primary responsibility for national | primary responsibility for national | primeryresponsibility-fornationad | primaryresponsibilityfor-nationed
security, public security, and the security, public security, and the st b e e ety L e B
prevention, investigation, detection | prevention, investigation, detection | prevention—investication—detection | prevention—investication—detection
and prosecution of criminal and prosecution of criminal GHPrONCEHTOR-Of-cr il HPrONCEHTOR-Of-cr il
offences. offences. offencesessential State functions, | offencesessential State functions,
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Draft Ag

including ensuring the territorial | including ensuring the territorial
integrity of the State, maintaining | integrity of the State, maintaining
law and order and safeguarding law and order and safeguarding
national security. In particular, national security. In particular,
national security remains the sole | national security remains the sole
responsibility of each Member responsibility of each Member
State. State.
Article 1(3a)

4. This Regulation is without 3a. This Regulation is without
prejudice to Article 346 TFEU prejudice to Article 346 TFEU
and all exchange of information and all exchange of information
that is confidential pursuant to that is confidential pursuant to
Union or national rules shall be Union or national rules shall be
limited to that which is relevant limited to that which is relevant
and proportionate to the purpose and proportionate to the purpose
of that exchange. The exchange of | of that exchange. The exchange of
such information under this such information under this
Regulation shall preserve the Regulation shall preserve the

¥ 62a confidentiality of the information confidentiality of the information
and protect the security and and protect the security and
commercial interests of the commercial interests of the
entities concerned, in full respect entities concerned, in full respect
of trade and business secrets. It of trade and business secrets. It
shall not entail the supply of shall not entail the supply of
information the disclosure of information the disclosure of
which would be contrary to the which would be contrary to the
Member States’ essential interests | Member States’ essential interests
of national security, public of national security, public
security or defence. security or defence.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Text Origin: Council
Mandate

Article 2

Article 2
Definitions

63

Article 2
Definitions

Article 2
Definitions

Article 2
Definitions

Text Origin:
Commission Proposal

| Article 2, first paragraph

For the purposes of this
Regulation, the following

64 definitions apply:

For the purposes of this
Regulation, the following
definitions apply:

For the purposes of this
Regulation, the following
definitions apply:

For the purposes of this
Regulation, the following
definitions apply:

Text Origin:
Commission Proposal

Article 2, first paragraph, point (-1)

(-1) ‘National Security
Operations Centre’ or ‘National

(-1) ‘National Cyber Hub’ means
a single entity designated by and

(-1) ‘National Cyber Hub’ means
a single entity designated by and

SOC’ means a centralised

acting under the authority of a

acting under the authority of a

Y 64a national capacity continuously Member State, which may be a Member State, which may be a Y
gathering and analysing cyber CSIRT, a national cyber crisis CSIRT, a national cyber crisis
threat intelligence information management authority or other management authority or other
and improving the cybersecurity competent authority designated or | competent authority designated or
posture in accordance with Article | established under Directive established under Directive
5849/24 FM/ff 92
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Commission Proposal EP Mandate Council Mandate Draft Agreement
4; 2022/2555 or another entity, 2022/2555 or another entity,
under the authority of a Member under the authority of a Member
State, which has the following State, which has the following
functionalities: functionalities:
name check
Text Origin: Council
Mandate
Article 2, first paragraph, point (-1a)
(-1a) it has the capacity to act as (-1a) it has the capacity to act as a
a reference point and gateway to reference point and gateway to
other public and private other public and private
organisations at national level for | organisations at national level for
collecting and analysing collecting and analysing
information on cyber threats and information on cyber threats and
64b incidents and to contribute to a incidents to improve the cyber ,
Cross Border Cyber Hub; posture and to contribute to a
Cross Border Cyber Hub;
Legal service to propose compromise
Text Origin: Council
Mandate
Article 2, first paragraph, point (-1b)
64c (-1b) it is capable of detecting, (-1b) it is capable of detecting, Y
aggregating, and analysing data aggregating, and analysing data
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Commission Proposal

EP Mandate

Council Mandate

relevant to cyber threats and
incidents by using in particular

Draft Agreement

and information relevant to cyber
threats and incidents, such as

state-of-the-art technologies;

cyber threat intelligence, by using
in particular state-of-the-art

technologies;

to be integrated into the art

Text Origin: Council

Mandate

Article 2,

first paragraph, point (1)

(1) ‘Cross-border Security
Operations Centre’ (“Cross-border
SOC”) means a multi-country
platform, that brings together in a
coordinated network structure
national SOCs from at least three

(1) ‘Cross-border Security
Operations Centre’ {~or ¢ Cross-
border SOC-)’ means a multi-
country platform, that brings
together in a coordinated network
structure national SOCs-fon+at

(1) "Eresebopdoplomnine
5 s C e
border-SOE-)-Cross-Border Cyber

Hub’ means a multi-country
platform, established by a written
consortium_agreement that brings

(1) “Ereombeopdeplomnine
5 s C e
border-SOEC-)-Cross-Border Cyber

Hub’ means a multi-country
platform, established by a written
consortium_agreement that brings

Member States who form a Leesithpee b el together in a coordinated network | together in a coordinated network
Hosting Consortium, and that is Sformratosting-Consortinii—tnd structure National S@EsCyber structure National S@EsCyber
, 65 designed to prevent cyber threats el ot el Hubs from at least three Member Hubs from at least three Member
and incidents and to support the threp i eldle g ndie States-who-formaHostine States-whoformaHosting
production of high-quality st e e et e a sl Conseortivm, and that is designed to | Consertitin, and that is designed to
intelligence, notably through the el e preventenhance the monitoring, preventenhance the monitoring,
exchange of data from various thronsh-the-exchanse-of-datafron: | detection and analysis_of cyber detection and analysis_of cyber
sources, public and private, as well | varioussoureespublic-end threats_to prevent-a#< incidents threats_to prevent-a#< incidents
as through the sharing of state-of- | private—aswellasthronshthe and to support the production of and to support the production of
the-art tools and jointly developing | skarine-of-state-of-the-art-tools high-quatit-cyber threat high-quatit-cyber threat
cyber detection, analysis, and el et el by e intelligence, notably through the intelligence, notably through the
prevention and protection detection—analysis—and-prevention | exchange of datafromveariouns exchange of datafromvearious
capabilities in a trusted B e soureespublic-andprivaterelevant | souwrcesspublic-and-privaterelevant
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Commission Proposal

environment;

EP Mandate
mrrereckerelrenrent_in
accordance with Article 5,

Council Mandate

and, where appropriate,
anonymised information, as well
as through the sharing of state-of-
the-art tools and jointly developing
cyber detection, analysis, and
prevention and protection
capabilities in a trusted
environment;

Draft Agreement

and, where appropriate,
anonymised data and information,
as well as through the sharing of
state-of-the-art tools and jointly
developing cyber detection,
analysis, and prevention and
protection capabilities in a trusted
environment;

to be reformulated in the articles

Text Origin: Council

Mandate

Article 2, first paragraph, point (2)

(2) ‘public body’ means a body

(2) ‘public body’ means &

governed by public law as defined | bodybodies governed by public law | governed-by-publiclaw-asdefined | soverned-bypubliclaw-as-defined
in Article 2((1), point (4),), of as defined in Article 2652(1), : : e i : : e i
Directive 2014/24/EU of the point (4);), of Directive e 2O L LI s Directive 200424 L of the
European Parliament and the 2014/24/EU of the European Enropean-Partiament-cdthe Ewropean-Partiament-cdthe
Council; Parliament and the Council'; Couneit': Couneit':
66 1. Directive 2014/24/EU of the | 1. [1] Directive +. Pirective 20424/ U-of the | 1. Directive 204424/ EU-of the
European Parliament and of the | 2014/24/EU of the European Ewropean-Parliament-and-of the | FuropeanPearlticinent-and-ofthe
Council of 26 February 2014 on | Parliament and of the Council of | Counneit-of 26-February2014-on | Council-of 26-February2044-on
public procurement and 26 February 2014 on public puthlic procurement aned puthlic procurement aned
repealing Directive 2004/18/EC | procurement and repealing repealing Directive 200418 EC | repealing Directive 2004/18/EC
(OJ L 94 28.3.2014, p. 65). Directive 2004/18/EC (OJ L 94 | (OJL-942832044p—65)- (OF L9428 3 2004—p—65)
28.3.2014, p. 65).
Text Origin: Council
Mandate
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Article 2, first paragraph, point (3)

(3) ‘Hosting Consortium’ means a
consortium composed of
participating states, represented by
National SOCs, that have agreed to
establish and contribute to the
acquisition of tools and
infrastructure for, and operation of,

a Cross-border SOC ;

(3) ‘Hosting Consortium’ means a
consortium composed of
participating states, represented by
National SOCs, that-have-asreedto
blish el y ;
. bl ,
: ot .
ef—a—GFess—befcdePSQGm

accordance with Article 5,

(3) ‘Hosting Consortium’ means a
consortium composed of
participating stetes—epresented-by
Neationat-SOCsMember States,

that have agreed to establish and
contribute to the acquisition of
tools and infrastructure for, and
operation of, a Cross-border-SOC
+Cross Border Cyber Hub

(3) [‘Hosting Consortium’/ means
a consortium composed of
participating Member States,
popeee e gy L DO
that have agreed to establish and
contribute to the acquisition of
tools, infrastructures and services
and-infrastraeture for, and v
operation of, a Cress-border-SOC
+Cross Border Cyber Hub

CLS to be moved to art 6

Text Origin: Council

Mandate

Article 2, first paragraph, point (3a)

(3a) ‘CSIRT’ means a CSIRT

(3a) ‘CSIRT’ means a CSIRT

designated or established
pursuant to Article 10 of Directive

designated or established
pursuant to Article 10 of Directive

67a (EU) 2022/2555. (EU) 2022/2555.
Text Origin: Council
Mandate
| Article 2, first paragraph, point (4) |
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68

Commission Proposal

(4) ‘entity’ means an entity as
defined in Article 6, point (38), of
Directive (EU) 2022/2555;

EP Mandate

(4) ‘entity’ means an entity as
defined in Article 6, point (38), of
Directive (EU) 2022/2555;;

Council Mandate

(4) ‘entity’ means an entity as
defined in Article 6, point (38), of
Directive (EU) 2022/2555;

Draft Agreement

(4) ‘entity’ means an entity as
defined in Article 6, point (38), of
Directive (EU) 2022/2555;

Text Origin:
Commission Proposal

| Article 2,

first paragraph, point (4a)

68a

(4a) ‘critical entity’ means
critical entity as defined in Article
2, point (1), of Directive (EU)
2022/2557 of the European
Parliament and of the Council'.

1. Directive (EU) 2022/2557 of
the European Parliament and
of the Council of 14 December
2022 on the resilience of
critical entities and repealing
Council Directive 2008/114/EC
(OJ L 333, 27.12.2022, p. 164,
ELI:
http.//data.europa.eu/eli/dir/20

22/2557/0j).

deleted

| Article 2, first paragraph, point (5)

I69

(5) ‘entities operating in critical or

(5) ‘entities operating in critical or

(5) ‘entities operating in eriticator

(5) ‘entities operating in eriticat-o# I
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Commission Proposal

highly critical sectors’ means type
of entities listed in Annex I and
Annex I of Directive (EU)
2022/2555;

EP Mandate

highly critical sectors’ means #pe
of-entitiesentities in the sectors

Council Mandate

lighiysectors of high criticality or
other critical sectors’ means type

listed in ArrexAnnexes 1 and

Annext-ofll to Directive (EU)
2022/2555;

of entities listed in Annex I and
Annex II of Directive (EU)
2022/2555;

Draft Agreement

kighiysectors of high criticality or
other critical sectors’ means type
of entities listed in A#rexAnnexes 1
and-A#nrex 11 of Directive (EU)
2022/2555;

Text Origin: Council

Mandate

| Article 2,

first paragraph, point (5a)

(5a) ‘incident handling’ means

incident handling as defined in
Article 6, point (8), of Directive

(5a) ‘incident handling’ means
incident handling as defined in
Article 6, point (8), of Directive

69a (EU) 2022/2555; (EU) 2022/2555;
Text Origin: EP
Mandate
| Article 2, first paragraph, point (5b)
(5b) ‘risk’ means risk as defined (5b) ‘risk’ means risk as defined
in Article 6, point (9), of Directive in Article 6, point (9), of Directive
69b (EU) 2022/2555; (EU) 2022/2555;
Text Origin: EP
Mandate
| Article 2, first paragraph, point (6) |
70
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Commission Proposal

(6) ‘cyber threat’ means a cyber
threat as defined in Article 2, point
(8), of Regulation (EU) 2019/881;

EP Mandate

(6) ‘cyber threat’ means a cyber
threat as defined in Article 2, point
(8), of Regulation (EU) 2019/881;

Council Mandate

(6) ‘cyber threat” means a cyber
threat as defined in Article 2, point
(8), of Regulation (EU) 2019/881;

Draft Agreement

(6) ‘cyber threat” means a cyber
threat as defined in Article 2, point
(8), of Regulation (EU) 2019/881;

Text Origin:
Commission Proposal

Article 2,

first paragraph, point (6a)

70a

(6ba) ‘significant cyber threat’
means a significant cyber threat
as defined in Article 6, point (11),
of Directive (EU) 2022/2555;

deleted

Text Origin: EP
Mandate

| Article 2, first paragraph, point (6b)

(6a) ‘incident’ means an incident

(6a) ‘incident’ means an incident

as defined in Article 6, point (6),

as defined in Article 6, point (6),

of Directive (EU) 2022/2555;

of Directive (EU) 2022/2555;

70b
Text Origin: Council
Mandate
| Article 2, first paragraph, point (7)
(7) ‘significant cybersecurity (7) ‘significant cybersecurity (7) ‘significant cybersecurity (7) ‘significant cybersecurity
71 incident’ means a cybersecurity incident’ means a cybersecurity incident’ means a cybersecurity incident’ means a cybersecurity
incident fulfilling criteria set out in | incident fulfilling criteria set out in | incident fulfilling criteria set out in | incident fulfilling criteria set out in
Article 23(3) of Directive (EU) Article 23(3) of Directive (EU) Article 23(3) of Directive (EU) Article 23(3) of Directive (EU)
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Commission Proposal
2022/2555;

EP Mandate
2022/2555;

Council Mandate
2022/2555;

Draft Agreement
2022/2555;

Text Origin:
Commission Proposal

| Article 2, first paragraph, point (8)

72

(8) ‘large-scale cybersecurity
incident’ means an incident as
defined in Article 6, point (7) of
Directive (EU)2022/2555;

(8) ‘large-scale cybersecurity
incident’ means an incident as
defined in Article 6, point (7), of
Directive (EU)2022/2555;

(8) ‘large-scale cybersecurity
incident’ means an incident as
defined in Article 6, point (7) of
Directive (EU)2022/2555;

| Article 2, first paragraph, point (8a)

(8b) ‘large-scale-equivalent
cybersecurity incident’ means, in

Commission Proposal
(8b) ‘large-scale-equivalent
cybersecurity incident’ means, in

the case of Union institutions,

the case of Union institutions,

bodies and agencies, a major
incident as defined in Article 3

bodies and agencies, a major
incident as defined in Article 3

point (8) of Regulation (EU,

point (8) of Regulation (EU,

(8) ‘large-scale cybersecurity
incident’ means an incident as
defined in Article 6, point (7) of
Directive (EU)2022/2555;
Text Origin:

T2a Euratom) 2023/2841 of the Euratom) 2023/2841 of the

European Parliament and the European Parliament and the
Council' and, in the case of DEP- | Council' and, in the case of DEP-
associated third countries, an associated third countries, an
incident which causes a level of incident which causes a level of
disruption that exceeds a DEP- disruption that exceeds a DEP-
associated third country’s capacity | associated third country’s capacity
to respond to it; to respond to it;
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EP Mandate

Council Mandate

Commission Proposal

1. Regulation (EU, Euratom)
2025/2841 of the FEuropean
Parliament and of the Council

Draft Agreement

1. Regulation (EU, Euratom)
2023/2841 of the European
Parliament and of the Council

of 13 December 2023 laying

of 13 December 2023 laying

down measures for a high
common level of cvbersecurity

down measures for a high
common level of cvbersecurity

at the institutions, bodies,
offices and agencies of the
Union (OJ L, 2023/2841,
18.12.2023, ELI:
http://data.europa.eu/eli/reg/20

at the institutions, bodies,
offices and agencies of the
Union (OJ L, 2023/2841,
18.12.2023, ELI:
http://data.europa.eu/eli/res/20

23/2841/0j).

23/2841/0j).

Text Origin: Council
Mandate

| Article 2, first paragraph, point (8b)

72b

(8c) ‘DEP-associated third
country’ means a third country

(8b) ‘DEP-associated third
country’ means a third country

which is party to an agreement

which is party to an agreement

with the Union allowing for its

with the Union allowing for its

participation in the Digital Europe

participation in the Digital Europe

Programme pursuant to Article 10

Programme pursuant to Article 10

of Regulation (EU) 2021/694;

of Regulation (EU) 2021/694;

Text Origin: Council
Mandate

| Article 2, first paragraph, point (8c)
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Commission Proposal EP Mandate Council Mandate Draft Agreement
(8d) ‘contracting authority’
means the Comimission or, to the EP to check
extent that operation and
| 72c administration of the EU v
Cybersecurity Reserve has been
entrusted to ENISA under Article
12(6) of this Regulation, ENISA.
Article 2, first paragraph, point (9)
(9) ‘preparedness’ means a state of | (9) ‘preparedness’ means a state of | (9) -preparedness—means-a-state
readiness and capability to ensure | readiness and capability to ensure | efreadiness-and-capability-to deleted
an effective rapid response to a an effective rapid response to a enstre-treffectiverapid-response
73 significant or large-scale significant or large-scale B
cybersecurity incident, obtained as | cybersecurity incident, obtained as | epbersecurity-incident-obtained-as
a result of risk assessment and a result of risk assessment and e e e el
monitoring actions taken in monitoring actions taken in e e e
advance; advance; advance:
| Article 2, first paragraph, point (10)
(10) ‘response’ means action in (10) ‘response’ means action in (10) “pespomma e et
the event of a significant or large- | the event of a significant or large- | the-eventofa-sicnificant-orlarse- deleted
74 scale cybersecurity incident, or scale cybersecurity incident, or e
during or after such an incident, to | during or after such an incident, to | durineoraftersuch-an-incident—to
address its immediate and short- address its immediate and short- erelelressiptmnediate-cadihort-
term adverse consequences; term adverse consequences; B
| Article 2, first paragraph, point (10a)
74a
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Commission Proposal

EP Mandate

(10a) ‘managed security service
provider’ means a managed
service provider as defined in
Article 6, point (40), of Directive
(EU) 2022/2555;

Council Mandate

Draft Agreement

(10a) ‘managed security service
provider’ means a managed
security service provider as
defined in Article 6, point (40), of
Directive (EU) 2022/2555;

Text Origin: EP

Mandate

| Article 2, first paragraph, point (11)

(11) ‘trusted providers’ means
managed security service providers
as defined in Article 6, point (40),

(11) ‘trusted managed securiy
service providers’ means managed
security service providers e

(+8a) ‘trusted providers’ means
managed security service providers
as defined in Article 6, point (40),

(11) ‘trusted managed securiy
service providers’ means managed
security service providers és

of Directive (EU) 2022/2555 defined-inArticle-6-point(40)-of | of Directive (EU) 2022/2555 defined-in-Article-6-poinr40i-of
selected in accordance with Article | Direetive-(ELH)-2022/2555 selected in accordance with Article | Direetive-(ELH)-2022/2555
16 of this Regulation. seteetedselected to be included in 16 of this Regulation. seteetedselected to be included in
73 the EU Cybersecurity Reserve in the EU Cybersecurity Reserve in
accordance with Article 16 of this accordance with Article 16 of this
Regulation. Regulation.
Text Origin: EP
Mandate
Chapter Il
Chapter 11 Chapter 11 Chapter 11
, 76 THE EUROPEAN CYBER THE EUROPEAN CYBER THE EUROPEAN to be decided later when names ,
SHIELD SHIELD CYBERSECURITY ALERT decided
SYSTEM-CYBER SHIELD
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Article 3
Article 3 Article 3 Article 3
Establishment of the European Establishment of the European Article 3 to be decided later when names
77 Cyber Shield Cyber Shield Establishment of the European decided Y
Eyber-Shietd Cybersecurity Alert
System
Article 3(1), first subparagraph
1. An interconnected pan- [, hintereonmenedbpe 1. An-interconnectedA pan- 1. An-interconnectedA pan-
European infrastructure of Security | EwropeaninfrastructireA network | European infrastructure that European infrastructire-of-Security
Operations Centres (‘European of Security Operations Centres consists of National Cyber Hubs Operetions—Centres
Cyber Shield’) shall be established | (‘European Cyber Shield’) shall be | and Cross Borderof-Security Europeannetwork of
to develop advanced capabilities established to develop advanced OperationsCentres{Eunropean infrastructure that consists of
for the Union to detect, analyse and | capabilities for the Union to detect, | Cyber Shield)Hubs joining on a National Cyber Shietd-)}-shall-be
process data on cyber threats and analyse and process data on cyber | voluntary basis, the European establishedro-develop-adianced
incidents in the Union. It shall threats and_prevent incidents in the | Cybersecurity Alert System shall ceperbilite et e Dol oo et
consist of all National Security Union. It shall consist of all be established to developsupport et el gy e Lo
Operations Centres (‘National National Security Operations the development of advanced S -#wHubs and
78 SOCs’) and Cross-border Security | Centres (‘National SOCs’) and capabilities for the Union to deteet, | Cross Border Cyber Hubs joining |
Operations Centres (‘Cross-border | Cross-border Security Operations anadyse-and-processenhance on_a voluntary basis, the
SOCs’). Centres (‘Cross-border SOCs’). detection, analysis and data European Cybersecurity Alert
processing _capabilities on cyber System shall be established to
threats and incidents in the Union. | support the development of
Dbl o o L S ] advanced capabilities for the
Lo Dl et e S e Union—#t-shat-consist-of e
: 510
enhance detection, analysis and
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Commission Proposal

EP Mandate

Ceouncil Mandate |

Draft Agreement

data processing capabilities in
relation to cyber threats and the
prevention of incidents in the
Union.

CL: 3 main points to be taken into
consideration, needed to be clarified.
Voluntary nature of alert system is
crucial, MS should have a real choice.
The right place to put protection is the
preventive dimension/information
sharing Art. 2.2

EP: intention is not to duplicate
existing entities dealing with cyber
security. Voluntary dimension to be
discussed further, voluntary ideas
should not be cornerstone

EC: on voluntary nature, all proposal is
based on it! non need to put it
everywhere. The pure request is
voluntary

Text Origin: Council
Mandate
Article 3(1), second subparagraph
Actions implementing the Actions implementing the Aetions-mplementing-the
European Cyber Shield shall be European Cyber Shield shall be Frropean-Crber-Shield-shall-be deleted
79 supported by funding from the supported by funding from the supported-bfiadinefron-the
Digital Europe Programme and Digital Europe Programme and Digited-EuropeLrogranmmecticl
implemented in accordance with implemented in accordance with imptemented-rraceordencesvith
Regulation (EU) 2021/694 and in Regulation (EU) 2021/694 and in Pl e L 200 L0 L L s
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particular Specific Objective 3
thereof.

particular Specific Objective 3
thereof.

Article 3(2), first subparagraph

vl 80

2. The European Cyber Shield
shall:

2. The European Cyber Shield
shall:

2. The European_Cybersecurity
Alert System-Cyber-Shield shall:

name to check

Article 3(2), first subparagraph, point (-a)

(-a) contribute to better protection

and response to cyber threats by

(-a) contribute to better protection
and response to cyber threats by

supporting and cooperating with,

supporting and cooperating with,

and reinforcing the capacities of,

and reinforcing the capacities of,

relevant entities, in particular
CSIRTs, the CSIRTs network,

relevant entities, in particular
CSIRTs, the CSIRTs network,

80a EU-CyCLONe and the competent | EU-CyCLONe and the competent
authorities designated or authorities designated or
established pursuant to Article 8 established pursuant to Article 8
of Directive (EU) 2022/2555; of Directive (EU) 2022/2555;
Text Origin: Council
Mandate
Article 3(2), first subparagraph, point (a) |
(a) pool and share data on cyber (a) pool and share data on cyber (a) pool and-share (a) pool end-share-datarelevant
Y 81 threats and incidents from various | threats and incidents from various | detainformation on cyber threats data and information on cyber Y
sources through cross-border sources through Cross-border and incidents from various sources | threats and incidents from various
SOCs; SOCs and where relevant within the Cross Border Cyber sources within the Cross Border
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Commission Proposal

EP Mandate

exchange of information with
CSIRTs Network;

Council Mandate

Hubs and share analysed or
ageregated information _through
eross-border-SOCsCross Border

Cyber Hubs;

Draft Agreement

Cyber Hubs and share analysed or
aggregated information _through
eross-border-SOCsCross Border
Cyber Hubs, where relevant with
the CSIRTs Network;

name check

Text Origin: Council

Mandate

Article 3

(2), first subparagraph, point (b)

(b) produce high-quality,
actionable information and cyber
threat intelligence, through the use
of state-of-the art tools, notably
Artificial Intelligence and data
analytics technologies;

(b) produce high-quality,
actionable information and cyber
threat intelligence, through the use
of state-of-the art tools, notably
Artificial Intelligence and data
analytics technologies;

(b) preducecollect high-quality,
aetionable information and cyber
threat intelligence, through the use
of state-of-the art tools_and
advanced technologies , and share
that information and cyber threat

(b) producecollect and support the
production of high-quality,
actionable information and cyber
threat intelligence, through the use
of state-of-the art tools_and
advanced technologies, and share

intelligence—wotablbArtificiat

that information and cyber threat

Ltellicenee el et intelligence—rotably-Artificial
82 gres; 8 . i
technelogies;
EC: actionable means with
operational value
CL: add definition of actionable in
recital
Text Origin: Council
Mandate
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EP Mandate

Council Mandate

Draft Agreement

Commission Proposal
Article 3(2), first subparagraph, point (c)

83

(c) contribute to better protection
and response to cyber threats;

(c) contribute to better protection
and response to cyber threats,
including by providing concrete
recommendations to entities;

deleted

| Article 3(2), first subparagraph, point (d)

(d) contribute to faster detection of
cyber threats and situational
awareness across the Union;

(d) contribute to faster detection of
cyber threats and situational
awareness across the Union;

(d) contribute to fasterenhance
coordinated detection of cyber
threats and common situational
awareness across the Union, and to
the issuing of alerts;

(d) contribute to fasterenhance
coordinated detection of cyber
threats and common situational
awareness across the Union, and to
the issuing of alerts, including,

84 where relevant, by providing
concrete recommendations to
entities;

Text Origin: Council
Mandate
| Article 3(2), first subparagraph, point (e)
(e) provide services and activities | (e) provide services and activities | (¢) provide services and activities | (¢) provide services and activities
for the cybersecurity community in | for the cybersecurity community in | for the cybersecurity community in | for the cybersecurity community in
the Union, including contributing the Union, including contributing the Union, including contributing the Union, including contributing
85 to the development advanced to the development of advanced to the development of advanced to the development of advanced
artificial intelligence and data artificial intelligence and data tools and technologies, such as tools and technologies, such as
analytics tools. analytics tools. artificial intelligence and data artificial intelligence and data
analytics tools. analytics tools.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Text Origin: Council
Mandate
Article 3(2), second subparagraph
It shall be developed in It shall be developed in L e dlapete cea e
cooperation with the pan-European | cooperation with the pan-European | ecoperationwith-the-pan- deleted
36 High Performance Computing High Performance Computing Europew-High-Perfor v anee
infrastructure established pursuant | infrastructure established pursuant | Computineinfrastructire
to Regulation (EU) 2021/1173. to Regulation (EU) 2021/1173. B
el L
| Article 3(2a) |
3. Actions implementing the 3. Actions implementing the
European Cybersecurity Alert European Cybersecurity Alert
System shall be supported by System shall be supported by
funding from the Digital Europe funding from the Digital Europe
Programme and implemented in Programme and implemented in
86a accordance with Regulation (EU) | accordance with Regulation (EU)
2021/694 and in particular 2021/694 and in particular
Specific Objective 3 thereof. Specific Objective 3 thereof.
Text Origin: Council
Mandate
Article 4
Y 87 Article 4 Article 4 Article 4 Y
National Security Operations National Security Operations National Seeurity-Operations to be aligned with all titles/definitions
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Commission Proposal EP Mandate Council Mandate Draft Agreement
Centres Centres EentresCyber Hubs
Article 4(1), first subparagraph
1. In order to participate in the 1. In order to be able to participate | 1. f#orderto-Where a Meinber
European Cyber Shield, each in the European Cyber Shield, each | State decides to voluntarily Open issues for clarification: Public
Member State shall designate at Member State shall designate at participate in the European body and the definition of Cyber Hub
least one National SOC. The least one National SOC. The Cybersecurity Alert System, it (see row 64a and 64b)
National SOC shall be a public National SOC shall be a Cyber-Shield-eaeh-Member-State | ADD DEFINITION
, 88 body. centralised capacity in a public shall designate atteast-one
body. When possible, the National | National-SOC—TheNational-SOE
SOCs shall be incorporated into shetl-be-apublic-bodvya single
the CSIRTs or other existing National Cyber Hub exercising
cybersecurity infrastructures and | the functions as defined in Article
governance. 2 (-1) for the purposes of this
Regulation.
Article 4(1), second subparagraph
It shall have the capacity to act as a | It shall have the capacity to act as a | H#shat-havethe-capacity-to-aet-as
reference point and gateway to reference point and gateway to B e o Moved to row 64a and b. EP addition
other public and private other public and private otherpublic-and-private to be discussed there.
organisations at national level for organisations at national level, R e R e e e e
collecting and analysing particularly their National SOCs, | cottectingand-analysing
, 89 information on cybersecurity for collecting and analysing Hormatton-oierbersectrity
threats and incidents and information on cybersecurity threep bt el
contributing to a Cross-border threats and incidents, and, where corrthutineto-a-Cross—border
SOC. It shall be equipped with relevant, sharing those B e
state-of-the-art technologies information with members of the | state-of-the-arttechnologies
capable of detecting, aggregating, CSIRTs network of that Member | capable-ofdetecting—ageresating
and analysing data relevant to State, and contributing to a Cross- | and-analysinedataretevantto
cybersecurity threats and incidents. | border SOC. It shall be equipped erherseentity-Hreats-and-neidents:
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Commission Proposal EP Mandate Council Mandate Draft Agreement
with state-of-the-art technologies
capable of preventing, detecting,
aggregating, and analysing data
relevant to cybersecurity threats
and incidents.
Article 4(1a)
A National SOC or CSIRT may la. National [SOCs] may
request telemetry, sensor or cooperate closely with the private
logging data of their national sector, including with managed
critical entities from managed security service providers that
security service providers that provide services to entities
provide a service to the critical operating in sectors of high
entity. That data shall be shared criticality or other critical sectors
in_accordance with Union data as well as with sectoral and cross-
protection law and with the sole sectoral communities. For the
purpose of supporting the purpose of detecting and
National SOC or CSIRT to the preventing cyber threats and
v| 89a detect and prevent cybersecurity incidents, managed security
threats and incidents. service providers may provide a
national [SOC]/, in accordance
with the Union data protection
law and Union privacy law, and
upon request, with telemetry,
sensor and logging data.
CNS: If kept in the article, it would
need further clarification and
understanding of implications. to be
checked with MS and look at drafting
options.
EP: sharing should be done with
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Commission Proposal EP Mandate Council Mandate Draft Agreement
respective SOCs or CSIRT not all
across. EU. Check on MAY

Article 4(2)

2. Following a call for expression | 2. Following a call for expression | 2. Fellowinea—catforecpression
of interest, National SOCs shall be | of interest,— National SOCs Hfrerest—NetHom LSO E shall-be deleted
selected by the European sheatmay be selected by the seetested bt e oy
Cybersecurity Competence Centre | European Cybersecurity CEybersecuriti-Competence-Centre | Moved to Article 8a(1) - row 113b
(‘ECCC) to participate in a joint Competence Centre (‘ECCC’) to e e e A
procurement of tools and participate in a joint procurement e e e e ]
infrastructures with the ECCC. The | of tools and infrastructures with the | infrastruecturesvith-the ECCC—The
ECCC may award grants to the ECCC. The ECCC may award B e e
selected National SOCs to fund the | grants to the selected National srebemted N e LU o e e
operation of those tools and SOC:s to fund the operation of B
infrastructures. The Union those tools and infrastructures. The | infrastructnres—HheUrion
financial contribution shall cover Union financial contribution shall | firancialcontribution-sheatt-cover

90 up to 50% of the acquisition costs | cover up to 50% of the acquisition | #pteo>0%-ofthe-aequisitioncosts
of the tools and infrastructures, and | costs of the tools and e e e L e
up to 50% of the operation costs, infrastructures, and up to 50% of ancup-to 0% ot the-operation
with the remaining costs to be the operation costs, with the e e e e e
covered by the Member State. remaining costs to be covered by bomeaeped bt e Dt
Before launching the procedure for | the Member State. Before Llopme el the senee i o
the acquisition of the tools and launching the procedure for the the-acquisition-of-the-tools-and
infrastructures, the ECCC and the | acquisition of the tools and frrfres e e e O e
National SOC shall conclude a infrastructures, the ECCC and the B e R e
hosting and usage agreement National SOC shall conclude a hostingand-sase-aoreenent
regulating the usage of the tools hosting and usage agreement reclatirethemsase-ofthetools
and infrastructures. regulating the usage of the tools et Pes

and infrastructures.
| Article 4(3) |
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
3. A National SOC selected 3. A National SOC selected 3. A National-SOC-Member State
pursuant to paragraph 2 shall pursuant to paragraph 2 shall selected pursuant to_Article 8a CNS: important for CNS to clarify
commit to apply to participate ina | commit to apply to participate in a | paragraph 2/ shall commit to apply | selections vs participation
Cross-border SOC within two Cross-border SOC within two fed i 4 EC: Goal is to foster cross-border
years from the date on which the years from the date on which the SOCeithittv-ae ¢ | cache participation
tools and infrastructures are tools and infrastructures are letemeliiel b ey beerael
acquired, or on which it receives acquired, or on which it receives infrastraetures-are-aequired—or-on | Name check by EP
. Y grant funding, whichever occurs grant funding, whichever occurs whieh-ireceives-aren: - aiding ,
sooner. If a National SOC isnota | sooner. If a National SOC is nota | whichever-oceurssooner—if-afor its
participant in a Cross-border SOC | participant in a Cross-border SOC | National SOC-isnot-a-participant
by that time, it shall not be eligible | by that time, it shall not be eligible | in-a-Cross-border-SOC-by-that
for additional Union support under | for additional Union support under | #me—itshati-not-be-elisiblefor
this Regulation. this Regulation. erclelittomed - Ertonm i el e
this-ReswtationCyber Hub to
participate in a Cross Border
Cyvber Hub.
Article 5
Article 5 Article 5 Article 5
vl 92 Cross-border Security Operations Cross-border Security Operations | Cross-border Seeurity-Operations | name check v
Centres Centres ECentresCyber Hubs
Article 5(1)
1. A Hosting Consortium 1. A Hosting Consortium 1. A Hosting Consortium
consisting of at least three Member | consisting of at least three Member | consisting of at least three Member | EP and Council to check
v 93 States, represented by National States, represented by National States, r#eprememied by Lo
SOCs, committed to working SOCs, committed to working SOCs—comnitredroarorking
together to coordinate their cyber- | together to coordinate their cyber- | committed to ensuring that their
detection and threat monitoring detection and threat monitoring National Cyber Hubs work
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Commission Proposal

activities shall be eligible to
participate in actions to establish a
Cross-border SOC.

EP Mandate

activities shall be eligible to
participate in actions to establish a
Cross-border SOC. A Cross-border
SOC shall be designed to detect
and analyse cyber threats, prevent
incidents and support the
production of high-quality

intelligence, in particular through
the exchange of data from various
sources, public and private, as
well as through the sharing of
state-of-the-art tools and by jointly
developing cyber detection,
analysis, prevention and
protection capabilities in a trusted
and secure environment.

Ceouncil Mandate |

together to coordinate their cyber-
detection and threat monitoring
activities shall be eligible to
participate in actions to establish a
Eross—border-SOCCross-Border

Cyber Hub.

Draft Agreement

Article 5(2)
2. Following a call for expression | 2. Following a call for expression | 2. Followinea—catiforexpression | 2. Followineacati-for-expression
of interest, a Hosting Consortium of interest, a Hosting Consortium e Bl s Do e e Bl s Do et
shall be selected by the ECCC to shattmay be selected by the ECCC | shatl-besetected-by-the£CECto shell-heselected-—the-ECCCto
participate in a joint procurement to participate in a joint G e e e e e I B e o
of tools and infrastructures with the | procurement of tools and et e b e ey et e b e ey
ECCC. The ECCC may award to infrastructures with the ECCC. The | the FCECCThe ECCC meay-arward | the FCCCThe ECCC meay-erward
94 the Hosting Consortium a grantto | ECCC may award to the Hosting tomtre Hlen i Syt et | et et s Sl b e ey

fund the operation of the tools and | Consortium a grant to fund the Lo e e e e Lo e e e e
infrastructures. The Union operation of the tools and bbb U Lo el e Lo
financial contribution shall cover infrastructures. The Union B e I B e
up to 75% of the acquisition costs | financial contribution shall cover upHo-L3lo-of the-aeqguisition-costy | upto-3%0-of-the-aequisition-costy
of the tools and infrastructures, and | up to 75% of the acquisition costs | efthetoots-andinfrastrnetures; et b e e e
up to 50% of the operation costs, of the tools and infrastructures, and | and-wpto-50%of the-operation B
with the remaining costs to be up to 50% of the operation costs, B e COStEHI-Hhe-Femaining-cosis-to
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covered by the Hosting
Consortium. Before launching the
procedure for the acquisition of the
tools and infrastructures, the ECCC
and the Hosting Consortium shall
conclude a hosting and usage
agreement regulating the usage of
the tools and infrastructures.

with the remaining costs to be
covered by the Hosting
Consortium. Before launching the
procedure for the acquisition of the
tools and infrastructures, the ECCC
and the Hosting Consortium shall
conclude a hosting and usage
agreement regulating the usage of
the tools and infrastructures.

to be checked after art 4

Article 5(2a)
2a. By way of derogation from
Article 176 of Regulation (EU, to come back after discussing art 19
Euratom) 2018/1046, entities EP to check
| 94g established in third countries that
are not parties to the GPA shall
not participate in the joint
procurement of tools and
infrastructures.
Article 5(3)
3. Members of the Hosting 3. Members of the Hosting 3. Members of the Hosting 3. Members of the Hosting
Consortium shall conclude a Consortium shall conclude a Consortium shall conclude a Consortium shall conclude a
written consortium agreement written consortium agreement written consortium agreement written consortium agreement
95 which sets out their internal which sets out their internal which sets out their internal which sets out their internal
arrangements for implementing the | arrangements for implementing the | arrangements for implementing the | arrangements for implementing the
hosting and usage Agreement. hosting and usage Agreement. hosting and usage agreement hosting and usage agreement
referred to in Article 8a. referred to in Article 8a.
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Draft Ag

Text Origin: Council
Mandate
Article 5(4)
4. A Cross-border SOC shall be 4. A Cross-border SOC shall be 4. A Erossborder-SOC-Cross-
represented for legal purposes by a | represented for legal purposes by a | Border Cyber Hub shall be name check
National SOC acting as National SOC acting as represented for legal purposes by a
coordinating SOC, or by the coordinating SOC, or by the Nationat-SOC-member of the
Hosing Consortium if it has legal Hosing Consortium if it has legal Hosting Consortium_acting as
personality. The co-ordinating personality. The co-ordinating eoordinatine-SO€a coordinator ,
SOC shall be responsible for SOC shall be responsible for or by the HesineHosting
compliance with the requirements | compliance with the requirements | Consortium if it has legal
of the hosting and usage agreement | of the hosting and usage agreement | personality.Fheco-ordinatine
Y 96 and of this Regulation. and of this Regulation. SO e e b Y
L Ll X
of _The responsibility for
compliance of the Cross-Border
Cyber Hub with this Regulation
and the hosting and usage
agreement a#d-of this
Regutationshall be determined in
the written consortium agreement
referred to in paragraph 3.
Article 5(4a)
5. A Member State may join an 5. A Member State may join an
96a existing Hosting Consortium with | existing Hosting Consortium with
the agreement of the Hosting the agreement of the Hosting
Consortium members. The written | Consortium members. The written
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consortium agreement referred to

Draft Ag

consortium _agreement referred to

in paragraph 3 and the hosting

in paragraph 3 and the hosting

and usage agreement shall be
modified accordingly. This shall

and usage agreement shall be
modified accordingly. This shall

not affect the European
Cybersecurity Industrial,
Technology and Research
Competence Centre (‘ECCC’)’s

not affect the European
Cybersecurity Industrial,
Technology and Research
Competence Centre (‘ECCC’)’s

ownership rights over the tools,

ownership rights over the tools,

infrastructures and services
already jointly procured with that

infrastructures and services
already jointly procured with that

Hosting Consortium.

Hosting Consortium.

Text Origin: Council
Mandate
Article 6
Article 6 Article 6 Article 6
Cooperation and information Cooperation and information Cooperation and information name check
v 97 sharing within and between cross- | sharing within and between cross- | sharing within and between eross-
border SOCs border SOCs border-SOCsCross-Border Cyber
Hubs
Article 6(1)

1. Members of a Hosting

1. Members of a Hosting

1. Members of a Hosting

1. Members of a Hosting

, 08 Consortium shall exchange Consortium shall exchange Consortium shall exchanse Consortium shall exchanse
relevant information among relevant information among FELEVHITRFO IO CONE FELEHITRFO IO ONS
themselves within the Cross-border | themselves within the Cross-border | themsetveswithinthe-Cross-border | themsetveswithin-the-Cross—border
SOC including information relating | SOC including information relating | SQCincludinginformation SOC-inetudineensure that their
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Commission Proposal

to cyber threats, near misses,
vulnerabilities, techniques and
procedures, indicators of
compromise, adversarial tactics,
threat-actor-specific information,
cybersecurity alerts and
recommendations regarding the
configuration of cybersecurity
tools to detect cyber attacks, where
such information sharing:

EP Mandate

to cyber threats, near misses,
vulnerabilities, techniques and
procedures, indicators of
compromise, adversarial tactics,
threat-actor-specific information,
cybersecurity alerts and
recommendations regarding the
configuration of cybersecurity
tools to detect cyber attacks, where
such information sharing:

Council Mandate

threat-actor-specificensure that

Draft Agreement

National Cyber Hubs exchange,
in_accordance with the
Consortium Agreement referred to
in Article 5(3), relevant and where
appropriate, anonymised

their National Cyber Hubs
exchange, in accordance with the
Consortium Agreement referred to
in Article 5(3), relevant and where
appropriate, anonymised
information;-eybersecurity-alerts

. .

. 4 on-ofeyt g g
toolsto-detect among themselves
within the Cross-Border Cyber
attacks;Hub where such
information sharing:

information, such as information
relating to cyber threats, near
misses, vulnerabilities, techniques
and procedures, indicators of
compromise, adversarial tactics,
threat-actor-specific information,
cybersecurity alerts and
recommendations regarding the
configuration of cybersecurity tools
to detect cyber attacks, among
themselves within the Cross-
Border Cyber Hub where such
information sharing:

COM proposal to be checked by
Council and EP
Text Origin: Council
Mandate

Article 6

(1), point (a)

(a) aims to prevent, detect,

(a) ebpptepeereaidletent

(Q) st slotoan

(Q) sttt

, 99 respond to or recover from R AR e hs respond-to-orrecoverfrom-fosters | respond-to-orrecoverfronfosters
incidents or to mitigate their FREiders-or-to-mitisate-their and enhances the detection of and enhances the detection of
impact; itmpaectimproves the exchange of cyber threats and reinforces the cyber threats and reinforces the

cyber threat intelligence between capabilities of the CSIRTSs capabilities of the CSIRTSs

5849/24 FM/ff 118

ANNEX JAL2 LIMITE EN




Commission Proposal

EP Mandate
National and Cross-border SOCs

Ceouncil Mandate |

network to prevent and respond to

Draft Agreement

network to prevent and respond to

and industry ISACs with the aim
to prevent, detect, or mitigate
threats;

incidents or to mitigate their
impact;

incidents or to mitigate their
impact;

COM to draft a proposal for article 4
based on NIS 2 language + recital on
ISAC

Council to check

Text Origin: Council

Mandate

Article 6

(1), point (b)

(b) enhances the level of

(b) enhances the level of

(b) enkancesenhance the level of

cybersecurity, in particular through | cybersecurity, in particular through | cybersecurity;—#pearticitar Council to check
raising awareness in relation to raising awareness in relation to HEOUEPaisTR - creareness—in
cyber threats, limiting or impeding | cyber threats, limiting or impeding | relationto-cyberthreatstinitine
the ability of such threats to spread, | the ability of such threats to spread, | erimpedinethe-abititr-of-such
supporting a range of defensive supporting a range of defensive et et
capabilities, vulnerability capabilities, vulnerability I Ry Ee
vl 100 remediation and disclosure, threat remediation and disclosure, threat b b i e e e
detection, containment and detection, containment and disclosure—threei-detection:
prevention techniques, mitigation | prevention techniques, mitigation | containment-andprevention
strategies, or response and strategies, or response and Ll e e e e e
recovery stages or promoting recovery stages or promoting e
collaborative threat research collaborative threat research promotireeollaborarivethreat
between public and private entities. | between public and private entities. | researeh-betweenpublic-and
Article 6(2)
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2. The written consortium
agreement referred to in Article
5(3) shall establish:

2. The written consortium
agreement referred to in Article
5(3) shall establish:

2. The written consortium
agreement referred to in Article
5(3) shall establish:

2. The written consortium
agreement referred to in Article
5(3) shall establish:

101
Text Origin:
Commission Proposal
Article 6(2), point (a)
(a) a commitment to share a (a) a commitment to share a (a) a commitment to share &
significant amount of data referred | significant-emeuntof- .data stonificcn-amount-of-dataamong redrafting needed. to be mentioned
to in paragraph 1, and the referred to in paragraph 1, and the the members of the Consortium only once, more details on previous
conditions under which that conditions under which that relevant and where appropriate, rows.
information is to be exchanged; information is to be exchanged; anonymised information referred | EP to check with art 6
102 to in paragraph 1, and the Reference on Union and national law
conditions under which that
information is to be exchanged.
The agreement may specify that
the information shall be
exchanged in accordance with
national law;
Article 6(2), point (b)
(b) a governance framework (b) a governance framework (b) a governance framework (b) a governance framework
incentivising the sharing of incentivising the sharing of clarifying and incentivising the clarifying and incentivising the
103 information by all participants; information by all participants; sharing of relevant and, where sharing of relevant and, where
appropriate, anonymised appropriate, anonymised
information_referred to in information_referred to in
paragraph 1 by all participants; paragraph 1 by all participants;
5849/24 FM/ff 120
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Text Origin:
Mandate

Council I

Article 6

(2), point (c)

(c) targets for contribution to the
development of advanced artificial
intelligence and data analytics
tools.

(c) targets for contribution to the
development of advanced artificial
intelligence and data analytics
tools.

(c) targets for contribution to the
development of advanced tools and
technologies, such as artificial
intelligence and data analytics

(c) targets for contribution to the
development of advanced tools and
technologies, such as artificial
intelligence and data analytics

104 tools. tools.
Text Origin: Council
Mandate
| Article 6(3)
3. To encourage exchange of 3. To encourage exchange of 3. To encourage exchange of
information between Cross-border | information betiveeramong Cross- | relevant and, where appropriate, common ground on ENISA and CSIRTs
SOCs, Cross-border SOCs shall border SOCs_and with industry anonymised information between Council to work on COM proposal for
ensure a high level of ISACs, Cross-border SOCs shall Cross-horderSOCs—Cross-horder |
interoperability between ensure a high level of $OCsCross-Border Cyber Hubs ,
themselves. To facilitate the interoperability between Cross-Border Cyber Hubs shall
105 interoperability between the Cross- | themselves_and, where possible, ensure a high level of
border SOCs, the Commission with industry ISACs. To facilitate | interoperability between
may, by means of implementing the interoperability between the themselves. Tofacititate-the
acts, after consulting the ECCC, Cross-border SOCs_and with drterep bl botpann the Clneon
specify the conditions for this industry ISACs, information border-SOCs—the-Connnission
interoperability. Those sharing standards and protocols metr—bymenis-of~tmplenteriiie
implementing acts shall be adopted | may be harmonised with aetstfter-consnltingtHhe ECCE
in accordance with the examination | international standards and s et e cn it e Lo
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procedure referred to in Article
21(2) of this Regulation.

industry best practices. The joint
procurement of cyber

infrastructures, services and tools
shall also be encouraged.

Moreover—the-Comniissionar—by
e Lot afler
consulting the ECCCi—specifi-the
7 . l: . perability
adopted_and ENISA, the
Commission is empowered, by...

tn-accordarnceCross-Border Cyber
Hubs shall conclude cooperation
agreementis with one another,
specifying interoperability and
information sharing principles
among the Cross-Border Cyber
Hubs. Cross-Border Cyber Hubs
shall inform the Commission
about the agreements concluded.

[six months from the date of entry

ENISA, in cooperation with the

into force of this Regulation] to e e e e e e L
adopt delegated acts in accordance | inArticte 2H2)-of this

with Article 20a to supplement ResutationECCC and the CSIRTs
this Regulation, by specifying the | network may issue guidance to
conditions for this interoperability | support establishing

in _close coordination with the
Cross-border SOCs and on the

interoperability between the
Cross-Border Cyber Hubs.

basis of international standards

and industry best practicesthe
.

. 'l?ljég fl'Rsl'.

Article 6

(4)

4. Cross-border SOCs shall

4. Cross-border SOCs shall

conclude cooperation agreements conclude cooperation agreements concinde-cooperation-asreements | involvement of private sector: recital +
with one another, specifying with one another_and with, where | with-one-another—specifying art4. COM to propose a compromise
v| 106 ) . . 7 . , . . . o
information sharing principles appropriate, industry ISACs,, b ormation—ierteprineiptes
among the cross-border platforms. | specifying information sharing and | amoensthe-cross-borderplattorms-
interoperability principles among
the cross-border platforms, taking
5849/24 FM/ff 122
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Commission Proposal

EP Mandate

into consideration existing
relevant information sharing
mechanisms provided for in
Directive (EU) 2022/2555. Where
appropriate, Cross-border SOCs
shall conclude cooperation
agreements with industry ISACs.
In the context of a potential or
ongoing large-scale cybersecurity
incident, information sharing
mechanisms shall comply with the
relevant provisions of the
Directive (EU) 2022/2555.

Council Mandate

Draft Agreement

Article 7
Article 7 Article 7 Article 7 Article 7
Cooperation and information Cooperation and information Cooperation and information Cooperation and information
sharing with Union entities sharing with Hruion-entitiesthe sharing with Hrion-entities-Union- | sharing with Unien-entities-Union-
107 CSIRT network level networks level networks
Text Origin: Council
Mandate
| Article 7(-

-1. Cross-Border Cyber Hubs and
the CSIRTs Network shall

-1. Cross-Border Cyber Hubs and
the CSIRTs Network shall

e cooperate closely, in particular for | cooperate closely, in particular for
the purpose of sharing the purpose of sharing
information. To that end, they information. To that end, they
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shall agree on procedural
arrangenients on _cooperation and

Draft Ag

shall agree on procedural
arrangements on_cooperation and

sharing of relevant information

sharing of relevant information

and, without prejudice to
paragraph 1, the types of
information io be shared.

and, without prejudice to
paragraph 1, the types of
information to be shared.

Text Origin: Council

Mandate

Article 7

(1)

1. Where the Cross-border SOCs
obtain information relating to a
potential or ongoing large-scale
cybersecurity incident, they shall
provide relevant information to
EU=CyCLONe, the CSIRTs
network and the Commission, in
view of their respective crisis

1. Where the Cross-border SOCs
obtain information relating to a
potential or ongoing large-scale
cybersecurity incident_for the
purpose of shared situation
awareness, the coordinating SOC:
they shall provide the relevant

information to E=CCLONeits

1. Where the Eross—-border-SOCs
Cross-Border Cyber Hubs obtain
information relating to a potential
or ongoing large-scale
cybersecurity incident, they shall
provideensure_that relevant
information to-EH=CyELONe as

well as early warnings are

1. Where the Eross—-border-SOCs
Cross-Border Cyber Hubs obtain
information relating to a potential
or ongoing large-scale
cybersecurity incident, they shall
provideensure, for the purpose of
common situational awareness
that relevant information o

management roles in accordance CSIRT or competent authority, provided to the CSIRTs network, EFU=CyCLONe as well as early
vl 108 with Directive (EU) 2022/2555 which will report this to the EU- and EU-CyCLONe, without warnings are_provided to the
without undue delay. CyCLONe, the CSIRTs network undue delay-and-the-Comnmnission, | CSIRTs network, and EU-
and the Commission_and ENISA, in view of their respective crisis CyCLONe, without undue delay
in line with—inview-of their management roles in accordance and-the-Connnission, in view of
respective crisis management roles | with Directive (EU) 2022/2555 their respective crisis management
and procedures in accordance with | withowt-wndue-delay. roles in accordance with Directive
Directive (EU) 2022/2555 without (EU) 2022/2555-without-wndue
undue delay._This paragraph shall el
not impose further obligations on
public or private entities to Council and EP to check role of COM
communicate a potential or
5849/24 FM/ff 124
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Commission Proposal EP Mandate Council Mandate Draft Agreement
ongoing large-scale cybersecurity Text Origin: Council
incident for the fulfilment of the Mandate
obligations laid down in the
Directive (EU) 2022/2555.

Article 7(2)

2. The Commission may, by 2. The Commission #ay—by-#ieans | 2. The-Connnissionwias—by-meanrs

means of implementing acts, B R e R B e e e

determine the procedural empowered to adopt delegated acts | theprocedural-arrensementsfor

arrangements for the information in_accordance with Article 20a e e el

sharing provided for in paragraphs | after consulting the CSIRT Sfor-in-paraeraphs——These

1. Those implementing acts shall network _to supplement this ittt et d L e

be adopted in accordance with the | Regulation by determining the frreeerdanese i the

109 examination procedure referred to | procedural arrangements for the e e e el e e e

in Article 21(2) of this Regulation. | information sharing provided for in | inArticle 2H{2)-of thisRegutation-
paragraphs 1—Fhese-implementine
aetsshatl-be-adopted of this
Article and in accordance with e
—————— ,l v
. ele-212)-of thi
RegwtationDirective (EU)
2022/2555.

| Article 8
Article 8 Article 8 Article 8 Article 8
110 Security Security Security Security
Text Origin:
Commission Proposal
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Article 8

(1)

1. Member States participating in
the European Cyber Shield shall
ensure a high level of data security
and physical security of the
European Cyber Shield
infrastructure, and shall ensure that
the infrastructure shall be
adequately managed and controlled
in such a way as to protect it from
threats and to ensure its security
and that of the systems, including
that of data exchanged through the

1. Member States participating in
the European Cyber Shield shall
ensure a high level of
confidentiality and data security
and physical security of the
European Cyber Shield
infrastructure, and shall ensure that
the infrastructure shall be
adequately managed and controlled
in such a way as to protect it from
threats and to ensure its security
and that of the systems, including

1. Member States participating in
the European_Cybersecurity Alert
System-Cyber-Stietd shall ensure a

high level of_cybersecurity,
including data security, as well as

1. Member States participating in
the European_Cybersecurity Alert

System-Cyber-Shietd shall ensure a

high level of_cybersecurity,
including confidentiality and data

and-physical security of the
European_Cybersecurity Alert
System-Cyber-Shietd infrastructure,
and shall ensure that the
infrastructure-skeai-be_is
adequately managed and controlled
in such a way as to protect it from

security, as well as_-a#d-physical
security of the European
Cvybersecurity Alert System
network-Cyber-Shield
infrastruetre, and shall ensure that
the infrastruectnre-sheatl-benetwork

is adequately managed and

aL infrastructure. that of data exchanged through the | threats and to ensure its security controlled in such a way as to
infrastructure. and that of the systems, including | protect it from threats and to ensure
that of information and data its security and that of the systems,
exchanged through the including that of information and
infrastructure. data exchanged through the
infrastructurenetwork.
info security horizontal clause
to be checked after art2 is discussed
Text Origin: Council
Mandate
Article 8(2)
12 2. Member States participating in | 2. Member States participating in | 2. Member States participating in | 2. Member States participating in
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Commission Proposal

the European Cyber Shield shall
ensure that the sharing of
information within the European
Cyber Shield with entities which
are not Member State public bodies
does not negatively affect the
security interests of the Union.

EP Mandate

the European Cyber Shield shall
ensure that the sharing of
information within the European
Cyber Shield with entities which
are not Member State public bodies
does not negatively affect the
security interests of the Union.

Council Mandate

the European_Cybersecurity Alert

System-Cyber-Stietd shall ensure
that the sharing of relevant and,

where appropriate, anonymised

Draft Agreement

the European_Cybersecurity Alert

System-Cyber-Shietd shall ensure
that the sharing of relevant and,

where appropriate, anonymised

information within the European
Cybersecurity Alert System with

information within the European
Cybersecurity Alert System with

any entity other than a-Cyber
Shicldwifl o L
Member-State public bedies
authority or body of a Member

any entity other than a-Cyber
Shricldwifl o ]
Member-State public bodies
authority or body of a Member

State _does not negatively affect
the security interests of the Union

State does not negatively affect
the security interests of the Union

or the Member States. or the Member States.
Text Origin: Council
Mandate
| Article 8(3)
3. The Commission may adopt 3. The Commission may adopt 3. The-Connnissionmer—dopt
implementing acts laying down implementing acts laying down frpl et e et
technical requirements for Member | technical requirements for Member | technicatrequirementstor-Menber
States to comply with their States to comply with their S e e
obligation under paragraph 1 and 2. | obligation under paragraph 1 and 2. | eblisation-wnderparasrapht—eand
13 Those implementing acts shall be Those implementing acts shall be B e e
adopted in accordance with the adopted in accordance with the he-adopredin-aceordance-with-the
examination procedure referred to | examination procedure referred to | examinationprocedurereferred-to
in Article 21(2) of this Regulation. | in Article 21(2) of this Regulation. | inArticle 2H{2)-of thisRegutation-
In doing so, the Commission, They shall comply with Directives | tn-doing-so—the-Commission;
supported by the High (EU) 2022/2555 and (EU) st e Lk
Representative, shall take into 2022/2557 . In_its implementing Henmeenetoo s b Lo Lot
account relevant defence-level actstn-doine—seo, the Commission, B T
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Commission Proposal EP Mandate Council Mandate Draft Agreement
security standards, in order to supported by the High S S e P orderto
facilitate cooperation with military | Representative, shall take into Serctitate oorerHonvitfrmititery
actors. account relevant defence-level aetors-
security standards, in order to
facilitate cooperation with military
actors.
| Article 8a
Article 8a
113a Funding of the European
Cybersecurity Alert System
| Article 8(3a)
1. Following a call for expression | 1. Following a call for expression
of interest, Member States of interest, Member States
intending to participate in the intending to participate in the
European Cybersecurity Alert European Cybersecurity Alert
System shall be selected by the System shall be selected by the
European Cybersecurity European Cybersecurity
Competence Centre (‘ECCC’) to Competence Centre (‘ECCC’) to
113b take part in a joint procurement of | take part in a joint procurement of
tools, infrastructures and services | tools, infrastructures and services
with the ECCC, in order to set up | with the ECCC, in order to set up
National Cyber Hubs, as referred | National Cyber Hubs, as referred
to in Article 4(1), or enhance to in Article 4(1), or enhance the
capabilities of an existing one. capabilities of existing ones. The
The ECCC may award grants to ECCC may award grants to the
the selected Member States to selected Member States to fund
fund the operation of those tools, the operation of those tools,
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EP Mandate

Council Mandate

Commission Proposal

infrastructures and services. The

Draft Agreement

infrastructures and services. The

Union financial contribution shall

Union financial contribution shall

cover up to 50% of the acquisition

cover up to 50% of the acquisition

costs of the tools, infrastructures

costs of the tools, infrastructures

and services, and up to 50% of the

and services, and up to 50% of the

operation costs, with the
remaining costs to be covered by

operation costs, with the
remaining costs to be covered by

the Member State. Before
launching the procedure for the

the Member State. Before
launching the procedure for the

acquisition of the tools,
infrastructures and services, the

acquisition of the tools,
infrastructures and services, the

ECCC and the Member State shall

ECCC and the Member State shall

conclude a hosting and usage
agreement regulating the usage of
the tools, infrastructures and
services.Following a call for
expression of interest, Member
States intending to participate in
the European Cybersecurity Alert
System shall be selected by the
European Cybersecurity
Competence Centre (‘ECCC’) to
take part in_a joint procurement of
tools, infrastructures and services
with the ECCC, in order to set up
National Cyber Hubs, as referred
to in Article 4(1), or enhance
capabilities of an existing one.

The ECCC may award grants to
the selected Member States to
fund the operation of those tools,

infrastructures and services. The
Union financial contribution shall

conclude a hosting and usage
agreement regulating the usage of
the tools, infrastructures and
services.

Text Origin: Council

Mandate
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EP Mandate

Council Mandate

Commission Proposal

cover up to 50% of the acquisition
costs of the tools, infrastructures
and services, and up to 50% of the
operation costs, with the
remaining costs to be covered by
the Member State. Before
launching the procedure for the
acquisition of the tools,
infrastructures and services, the
ECCC and the Member State shall
conclude a hosting and usage
agreement regulating the usage of
the tools, infrastructures and
services.

Draft Agreement

| Article 8(3b)
2. If a Member State’s National 3b. If a Member State’s National
Cyber Hub is not a participant in Cyber Hub is not a participant in
a Cross-Border Cyber Hub within | a Cross-Border Cyber Hub within
two years from the date on which two years from the date on which
the tools, infrastructures and the tools, infrastructures and
services were acquired, or on services were acquired, or on
13 which it received grant funding, which it received grant funding,
¢ whichever occurred sooner, the whichever occurred sooner, the
Member State shall not be eligible | Member State shall not be eligible
for additional Union support for additional Union support
under this Chapter until it has under this Chapter until it has
joined a Cross-Border Cyber Hub. | joined a Cross-Border Cyber Hub.
Text Origin: Council
Mandate
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EP Mandate

Council Mandate

Commission Proposal

Draft Agreement

Article 8(3c)
3. Following a call for expression | 3. Following a call for expression
of interest, a Hosting Consortium | of interest, a Hosting Consortium
shall be selected by the ECCC to shall be selected by the ECCC to
participate in a joint procurement | participate in a joint procurement
of tools, infrastructures and of tools, infrastructures and
services with the ECCC. The services with the ECCC. The
ECCC may award to the Hosting ECCC may award to the Hosting
Consortium _a grant to fund the Consortium _a grant to fund the
operation of the tools, operation of the tools,
infrastructures and services. The infrastructures and services. The
Union financial contribution shall | Union financial contribution shall
cover up to 75% of the acquisition | cover up to 75% of the acquisition
costs of the tools, infrastructures costs of the tools, infrastructures
and services, and up to 50% of the | and services, and up to 50% of the
113d operation costs, with the operation costs, with the
remaining costs to be covered by remaining costs to be covered by
the Hosting Consortium. Before the Hosting Consortium. Before
launching the procedure for the launching the procedure for the
acquisition of the tools, acquisition of the tools,
infrastructures and services, the infrastructures and services, the
ECCC and the Hosting ECCC and the Hosting
Consortium shall conclude a Consortium shall conclude a
hosting and usage agreement hosting and usage agreement
regulating the usage of the tools, regulating the usage of the tools,
infrastructures and services. infrastructures and services.
Text Origin: Council
Mandate
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Article 8(3d)

4. The ECCC shall prepare, at
least every two years, a mapping

4. The ECCC shall prepare, at
least every two years, a mapping

of the tools, infrastructures and

of the tools, infrastructures and

services necessary to establish or

services necessary and of

enhance National Cyber Hubs

adequate quality to establish or

and Cross-Border Cyber Hubs,

enhance National Cyber Hubs

and their availability, including

and Cross-Border Cyber Hubs,

from legal entities established or

and their availability, including

deemed to be established in
Member States and controlled by
Member States or by nationals of

from legal entities established or

deemed to be established in
Member States and controlled by

vl 113e Member States. When preparing Member States or by nationals of
the mapping, the ECCC shall Member States. When preparing
consult the CSIRTs Network, any | the mapping, the ECCC shall
existing Cross-border Cyber Hubs, | consult the CSIRTs Network, any
ENISA and the Commission. existing Cross-border Cyber Hubs,

ENISA and the Commission.
EP and Council to check (link to third
country users and providers wording)
Text Origin: Council
Mandate

Chapter lll

114

Chapter 111
CYBER EMERGENCY
MECHANISM

Chapter 111
CYBER EMERGENCY
MECHANISM

Chapter 111
CYBER EMERGENCY
MECHANISM

Chapter 111
CYBER EMERGENCY
MECHANISM
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
Text Origin:
Commission Proposal
Article 9 |
Article 9 Article 9 Article 9 Article 9
Establishment of the Cyber Establishment of the Cyber Establishment of the Cyber Establishment of the Cyber
115 Emergency Mechanism Emergency Mechanism Emergency Mechanism Emergency Mechanism
Text Origin:
Commission Proposal
| Article 9(1)
1. A Cyber Emergency 1. A EpberCybersecurity 1. A Cyber Emergency 1. A EyberCybersecurity
Mechanism is established to Emergency Mechanism is Mechanism is established to Emergency Mechanism is
improve the Union’s resilience to established to improve the Union’s | #mprovesupport improvement of established to #mprovesupport
major cybersecurity threats and resilience to major cybersecurity the Union’s resilience to-#jor improvement of the Union’s
prepare for and mitigate, in a spirit | threats and prepare for and eypberseenrity_cyber threats and resilience to-major-cybersecurity
116 of solidarity, the short-term impact | mitigate, in a spirit of solidarity, prepare for and mitigate, in a spirit | cyber threats and prepare for and
of significant and large-scale the short-term impact of significant | of solidarity, the short-term impact | mitigate, in a spirit of solidarity,
cybersecurity incidents (the and large-scale cybersecurity of significant, large-scale and the short-term impact of
‘Mechanism’). incidents (the ‘Mechanism’). large-scale-equivalent-cnéd-larse- significant, large-scale and large-
seale cybersecurity incidents (the scale-equivalent-arndtarse-—seale
‘Mechanism’). cybersecurity incidents (the
‘Mechanism’).
| Article 9(1a) |
I 116a la. In the case of Member States, | la. In the case of Member States, I
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Commission Proposal EP Mandate Council Mandate Draft Agreement
the actions provided under the the actions provided under the
Mechanism shall be provided Mechanism shall be provided
upon request and shall be upon request and shall be
complementary to Member States’ | complementary to Member States’
efforts and actions to prepare for, | efforts and actions to prepare for,
respond to and recover from respond to and recover from
cybersecurity incidents. cybersecurity incidents.
Text Origin: Council
Mandate
Article 9(2)

2. Actions implementing the 2. Actions implementing the 2. Actions implementing the 2. Actions implementing the

Cyber Emergency Mechanism Eyberfmergency-_Mechanism Cyber Emergency Mechanism Eyberkmergency-Mechanism shall

shall be supported by funding from | shall be supported by funding from | shall be supported by funding from | be supported by funding from BEP

117 DEP and implemented in DEP and implemented in DEP-the Digital Europe Program | the Digital Europe Program

accordance with Regulation (EU) accordance with Regulation (EU) (‘DEP’)and implemented in (‘DEP’)and implemented in

2021/694 and in particular Specific | 2021/694 and in particular Specific | accordance with Regulation (EU) accordance with Regulation (EU)

Objective 3 thereof. Objective 3 thereof. 2021/694 and in particular Specific | 2021/694 and in particular Specific
Objective 3 thereof. Objective 3 thereof.

| Article 9(2a) |
2a. The actions under the Cyber 2a. The actions under the
Emergency Mechanism shall be Mechanism shall be implemented
1174 implemented primarily through primarily through the ECCC in
the ECCC in accordance with accordance with Regulation (EU)
Regulation (EU) 2021/887 of the 2021/887 of the European
European Parliament and of the Parliament and of the Council
Council with the exception of with the exception of actions
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Commission Proposal

EP Mandate

Council Mandate

actions implementing the EU
Cybersecurity Reserve as referred

Draft Agreement

implementing the EU
Cybersecurity Reserve as referred

to in Article 10(1)(b), which shall

to in Article 10(1)(b), which shall

be implemented by the be implemented by the
Commission and ENISA. Commission and ENISA.
| Article 10
Article 10 Article 10 Article 10 Article 10
Type of actions Type of actions Type of actions Type of actions
118
Text Origin:
Commission Proposal
Article 10(-1)
-1. Member States may request to
v| 118a participate in the actions under Council to check in light of art 9.1.a. v
the Mechanism.
Article 10(1)

119

1. The Mechanism shall support
the following types of actions:

1. The Mechanism shall support
the following types of actions:

1. The Mechanism shall support
the following types of actions:

1. The Mechanism shall support
the following types of actions:

Text Origin:
Commission Proposal

| Article 10(1), point (a)
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120

Commission Proposal

(a) preparedness actions, including
the coordinated preparedness
testing of entities operating in
highly critical sectors across the
Union;

EP Mandate

(a) preparedness actions, including
the coordinated preparedness
testing of entities operating in
highly critical sectors across the
Union;

Council Mandate

(a) preparedness actions, ineluding

l.”g Je e ; )g )
Hnion:namely;

Draft Agreement

(a) preparedness actions, ineluding
He-coordingted-preparediess

l.”g 7 / 7 g .
Hnion:namely;
Text Origin: Council
Mandate

| Article 10(1), point (aa)

120a

(i) the coordinated preparedness
testing of entities operating in
sectors of high criticality across

(i) the coordinated preparedness
testing of entities operating in
sectors of high criticality across

the Union as specified in Article

the Union as specified in Article

11;

11;

Text Origin: Council

Mandate

| Article 10(1), point (ab)

(ii) other preparedness actions for
entities operating in sectors of

(ii) other preparedness actions for
entities operating in sectors of

high criticality and other critical

high criticality and other critical

120b sectors, as specified in Article 11a; | sectors, as specified in Article 11a;
Text Origin: Council
Mandate
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Article 10(1), point (b)

(b) response actions, supporting
response to and immediate
recovery from significant and
large-scale cybersecurity incidents,
to be provided by trusted providers
participating in the EU
Cybersecurity Reserve established

121 under Article 12;

(b) response actions, supporting
response to and immediate
recovery from significant and
large-scale cybersecurity incidents,
to be provided by trusted managed

(b) respense-actions: supporting
response to and mmediate

initiating recovery from
significant, large-scale and large-

scale-equivalent-and-targe-sceate

security service providers
participating in the EU
Cybersecurity Reserve established
under Article 12;

cybersecurity incidents, to be
provided by trusted providers
participating in the EU
Cybersecurity Reserve established
under Article 12;

(b) respense-actions; supporting
response to and immediate

initiating recovery from
significant, large-scale and large-
scale-equivalent-and-tarse-seale
cybersecurity incidents, to be
provided by trusted managed
security service providers
participating in the EU
Cybersecurity Reserve established
under Article 12;

Text Origin: Council

Mandate

| Article 10(1), point (c)

(c) mutual assistance actions

(c) mutual assistance actions

(c) mutual assistance actions

(c) mutual assistance actions

consisting of the provision of consisting of the provision of R e B e
assistance from national authorities | assistance from national authorities | assistancefronnationat ek e ]
of one Member State to another of one Member State to another ettt e b ee Dicve e | inphepiiden ol b Do e
Member State, in particular as Member State, in particular as et e e et e e e
122 provided for in Article 11(3), point | provided for in Article 11(3), point | particutarasprovidedforas el el ad b ras
(), of Directive (EU) 2022/2555. (), of Directive (EU) 2022/2555. specified in Article HH-3)pointf; | specified in Article -3} pointH;
of Pirective-(EL)2022/253516a. of Direetive(£L)202225551 6a.
Moved to Article 16a - row 181g -181i
Text Origin: Council
Mandate
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Article 10(1a) |
la. Following the triggering of
the Mechanism, the Commission deleted
shall, on an annual basis, assess
and publish a report on both the EC and CNS: Agrees with the idea but
v| 122a positive and the negative working not on placement. Better Article 20 ,
of the Mechanism, including EC: Question on the triggering
whether further cooperation or ,mechanism
training requirements are needed, EP: to propose a redrafting to be
included in Article 20 with help from
EC
Article 11
Article 11 Article 11 Article 11 Article 11
Coordinated preparedness testing Coordinated preparedness testing Coordinated preparedness testing Coordinated preparedness testing
123 of entities of entities of entities of entities
Text Origin:
Commission Proposal
Article 11(-1)
-3. The Mechanism shall support | -1. The Mechanism shall support
the voluntary coordinated the voluntary coordinated
v| 123a preparedness testing of entities preparedness testing of entities
operating in sectors of high operating in sectors of high
criticality. criticality.
5849/24 FM/ff 138
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EP Mandate

Council Mandate

Commission Proposal

Draft Agreement

CL: linked to art 9

EC: two par describe substance of
mechanism, voluntary nature. More
doubts on -3 but correct

EP: "such as" is too limited? EC: such
as means for instance, possible to add
more

We'll come back to see where to put
the voluntary idea

Text Origin: Council
Mandate

Article 11(-1a)
-2. The coordinated preparedness | -la. The coordinated
testing may consist of preparedness testing may consist
preparedness activities, such as of preparedness activities, such as
penetration testing, and threat penetration testing, and threat
assessment. assessment.
123b - -
CL: non exclusive to keep door open
Text Origin: Council
Mandate
| Article 11(-1b) |
123¢ -1. Support for preparedness -1b. Support for preparedness
actions under this Article shall be | actions under this Article shall be
provided to Member States provided to Member States
5849/24 FM/ff 139
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primarily in the form of grants

Draft Ag

primarily in the form of grants

and under the conditions defined

and under the conditions defined

in paragraph 4 and in the relevant

in paragraph 4 and in the relevant

work programimes referred to in

work programmes referred to in

Article 24 of the Digital Europe

Article 24 of the Digital Europe

Programme.

Programme.

CL: same clarification as before on
grants
EC: already mentioned in Article 19

Text Origin: Council
Mandate
Article 11(1)

1. For the purpose of supporting 1. For the purpose of supporting 1. For the purpose of supporting 1. For the purpose of supporting
the coordinated preparedness the coordinated preparedness the voluntary coordinated the coordinated preparedness
testing of entities referred to in testing of entities referred to in preparedness testing of entities testing of entities referred to in
Article 10(1), point (a), across the | Article 10(1), point (a), across the | referred to in Article 10(1), point Article 10(1), point (a)_(i), across
Union, the Commission, after Union, the Commission, after (a)_(i), across the Union, and with | the Union, and with due respect to
consulting the NIS Cooperation consulting the NIS Cooperation due respect to the Member States | the Member States competences,
Group and ENISA, shall identify Group and ENISA, shall identify competences, the Commission, the Commission, after consulting

124 | the sectors, or sub-sectors, the sectors, or sub-sectors, after consulting the NIS the NIS Cooperation Group, EU-
concerned, from the Sectors of concerned, from the Sectors of Cooperation Group and £ASSAEU- | CyCLONe and ENISA, shall
High Criticality listed in Annex [ to | High Criticality listed in Annex [ to | CyCLONe , shall identify the identify the sectors, or sub-sectors,
Directive (EU) 2022/2555 from Directive (EU) 2022/2555 from sectors, or sub-sectors, concerned, | concerned, from the Sectors of
which entities may be subject to which entities may be subject to from the Sectors of High Criticality | High Criticality listed in Annex I to
the coordinated preparedness the coordinated preparedness listed in Annex I to Directive (EU) | Directive (EU) 2022/2555 fromfor
testing, taking into account existing | testing—takineinto-acconnt-existing | 2022/2555 fromfor which entities | which entities-may-be-subiect-to-the
and planned coordinated risk crelplenedbes o e mer-hesuhject-to-the-coordinated | coordinated-preparednesstesting:
assessments and resilience testing | assessments-andresiticheetesting | preparednesstestinetalineinto feHeb e s e e
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Commission Proposal

EP Mandate

Council Mandate

at Union level.

at-Uniontevel in accordance with
the arrangements established for
the entities in the Sectors of High
Criticality listed in Annex I to
Directive (EU) 2022/2555.

L L ic] l
N e Nnion-leveid
call for proposals to award grants

Draft Agreement

. .
1 ! sl )
at-Uniontevel-a call for proposals
to award grants may be issued.

may be issued. The participation
of Member States in those calls is

voluntary.

Align with horizontal discussion on
voluntary nature
Text Origin: Council
Mandate

Article 1

1(1a)

124a

la. When identifying the sectors
or sub-sectors under paragraph 1,

la. When identifying the sectors
or sub-sectors under paragraph 1,

the Commission shall take into

the Commission shall take into

account _coordinated risk
assessments and resilience testing

account _coordinated risk
assessments and resilience testing

at Union level, and the results

at Union level, and the results

thereof.

thereof.

CL: simple clarification

EC: this text was already in the original
proposal. Risk assessment should be
coordinated to bring together all
potential risks and measures to
mitigate them. Must be an evidence
based exercise

EP: ref to risk scenarios later on? EC:
they are part of coordinated risk
assessments, i.e. 5G

Text Origin: Council
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Mandate

Article 1

1(2)

2. The NIS Cooperation Group in
cooperation with the Commission,
ENISA, and the High
Representative, shall develop
common risk scenarios and
methodologies for the coordinated
testing exercises.

2. The NIS Cooperation Group in
cooperation with the Commission,
ENISA, and the High
Representative, and the entities
that are subject to coordinated

2. The NIS Cooperation Group in
cooperation with the Commission,
the High Representative and
ENISA, and, within the remit of its
mandate, EU-CyCLONe-the-Hish

preparedness testing pursuant to
paragraph 1, shall develop
common risk scenarios and
methodologies for the coordinated
preparedness testing exercises,

Representative, shall develop

common risk scenarios and
methodologies for the coordinated
testing exercises_under Article 10
(1), point (a) (i) of this Regulation

culminating in a concerted

and, where appropriate, for other

EP: importance of the remediation
plan. EP to check again on the role of
CyCLONe.

CL: EP proposal too complex and
burdensome in practice, problematic
to include all these entities.
Prioritization actions already covered
in par 1. Different elements difficult to
combine.

EC: On EP additions, it sounds as

vl 125 E _ J e - :
workplan. Entities subject to preparedness actions under add|t|or;)a| EbllgaélLons ar:cfl legally it
coordinated preparedness testing Article 10(1)(a)(ii). can.not ?t e:jz't' Weliaildanelile
shall develop and implement a again on Its agditions
remediation plan that carries out
the recommendations resulting
from preparedness tests.

The NIS Cooperation Group may
inform the prioritisation of
sectors, or sub-sectors for the
coordinated preparedness testing
exercises.
Article 11a
1254 Article 11a
Other preparedness actions CL: new, to enlarge scope of
preparedness action covered by art
5849/24 FM/ff 142
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Commission Proposal EP Mandate Council Mandate Draft Agreement
11. To clarify actions to be eligible for
support. See recital 30
EC: other preparedness actions should
be covered and not only the
coordinated ones, in more sectors
Article 11a(1)
1. The Mechanism shall also
support preparedness actions not
covered by Article 11 of this
Regulation on Coordinated
preparedness actions for entities.
Such actions shall include
v| 125b preparedness actions for entities
in sectors not identified for
coordinated testing pursuant to
Article 11. Such actions may
support_vulnerability monitoring,
risk monitoring, exercises and
trainings.
Article 11a(1)
2. Support for preparedness 2. Support for preparedness
actions under this Article, shall be | actions under this Article, shall be
provided to Member States upon provided to Member States upon
125¢ request and primarily in the form | request and primarily in the form
of grants and under the conditions | of grants and under the conditions
defined in the relevant work defined in the relevant work
programmes referred to in Article | programmes referred to in Article
24 of Regulation (EU) 2021/694. 24 of Regulation (EU) 2021/694.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Text Origin: Council
Mandate
Article 12
Article 12 Article 12 Article 12 Article 12
Establishment of the EU Establishment of the EU Establishment of the EU Establishment of the EU
126 Cybersecurity Reserve Cybersecurity Reserve Cybersecurity Reserve Cybersecurity Reserve
Text Origin:
Commission Proposal
| Article 12(1)
1. An EU Cybersecurity Reserve 1. An EU Cybersecurity Reserve 1. An EU Cybersecurity Reserve 1. An EU Cybersecurity Reserve
shall be established, in order to shall be established, in order to shall be established, in order to shall be established, in order to
assist users referred to in paragraph | assist users referred to in paragraph | assist, upon request, users referred | assist, upon request, users referred
3, in responding or providing 3, in responding or providing to in paragraph 3, in responding or | to in paragraph 3, in responding or
support for responding to support for responding to providing support for responding to | providing support for responding to
significant or large-scale significant or large-scale significant, large-scale, or large- | significant, large-scale, or large-
cybersecurity incidents, and cybersecurity incidents, and scale-equivalent-ortarse-seale scale-equivalent-ortarse-seale
127 immediate recovery from such immediate recovery from such cybersecurity incidents, and cybersecurity incidents, and
incidents. incidents. tmmediate_initiating recovery tmmediate_initiating recovery
Where it is apparent that the from such incidents. from such incidents.
procured services cannot be fully
used for the purposes of providing
support for responding to
significant or large-scale
incidents, those services can
exceptionally be converted to
5849/24 FM/ff 144
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EP Mandate

Council Mandate

Commission Proposal

excercises or trainings for dealing
with incidents, and provided to the
users upon request, by the
contracting authority.

Draft Agreement

| Article 1

2(2)

2. The EU Cybersecurity Reserve
shall consist of incident response
services from trusted providers
selected in accordance with the
criteria laid down in Article 16.
The Reserve shall include pre-
committed services. The services
shall be deployable in all Member
States.

2. The EU Cybersecurity Reserve
shall consist of incident response
services from trusted managed
security service providers selected
in accordance with the criteria laid
down in Article 16. The EU
Cybersecurity reserve shall include
pre-committed services. The
services shall be deployable in all
Member States, shall reinforce the

2. The EU Cybersecurity Reserve
shall consist of ineidentresponse
services from trusted providers
selected in accordance with the
criteria laid down in Article 16.
The Reserve shatimay include pre-
committed services. The pre-
committed services of a trusted
provider shall be convertible, in

2. The EU Cybersecurity Reserve
shall consist of ineident-response
services from trusted providers
selected in accordance with the
criteria laid down in Article 16.
The Reserve shatimay include pre-
committed services. The pre-
committed services of a trusted
provider shall be convertible, in

cases where those services are not

cases where those services are not

Union’s technological

used for incident response during

used for incident response during

128 sovereignty, its open strategic the time for which those services the time for which those services
autonomy, competitiveness and are pre-committed, into are pre-committed, into
resilience in the cyber security preparedness services related to preparedness services related to
sector including by boosting incident prevention and response. | incident prevention and response.
innovation in the Digital Single The Reserve shall be deployable The Reserve shall be deployable
Market across the Union. upon request in all Member States, | upon request in all Member States,
Union institutions, bodies and Union institutions, bodies and
agencies and in DEP-associated agencies and in DEP-associated
third countries referred to in third countries referred to in
Article 17(1). Article 17(1).
Check definitions
| Article 12(3) |
5849/24 FM/ff 145
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Commission Proposal

3. Users of the services from the

EP Mandate

3. Users of the services from the

Council Mandate

3. The users of the services from

Draft Agreement

3. The users of the services from

129 | EU Cybersecurity Reserve shall EU Cybersecurity Reserve shall the EU Cybersecurity Reserve shall | the EU Cybersecurity Reserve shall
include: include: ineludebe the following: ineludebe the following:
| Article 12(3), point (a) |
(a) Member States’ cyber crisis (a) Member States’ cyber crisis (a) Member States’ cyber crisis (a) Member States’ cyber crisis
management authorities and management authorities and management authorities and management authorities and
CSIRTs as referred to in Article 9 | CSIRTSs as referred to in Article 9 | CSIRTs as referred to in Article 9 | CSIRTSs as referred to in Article 9
(1) and (2) and Article 10 of (1) and (2) and Article 10 of (1) and (2) and Article 10 of (1) and (2) and Article 10 of
130 Directive (EU) 2022/2555, Directive (EU) 2022/2555, Directive (EU) 2022/2555, Directive (EU) 2022/2555,
respectively; respectively; respectively; respectively;
Text Origin:
Commission Proposal
| Article 12(3), point (b) |
(b) Union institutions, bodies and | (b) Union institutions, bodies and | (b) Hrieninstitutions—bodies-and | (b) Lhioninstitutions—bodies-and
agencies. agencies_as referred to in Article 3 | agenciesCERT-EU , in ageneciesCERT-EU , in
(1) of the Regulation (EU) .../2023 | accordance with Article 13 of accordance with Article 13 of
of the European Parliament and Regulation (EU, Euratom) Regulation (EU, Euratom)
of the Council' and CERT-EU. 2023/2841. 2023/2841.
131 -
1. Regulation (EU) .../2023
laying down measures for a
high common level of
cybersecurity at the
institutions, bodies, offices and
agencies of the Union (OJ C, ,
5849/24 FM/ff 146
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Commission Proposal EP Mandate Council Mandate Draft Agreement
ELI: ...). I
| Article 12(3), point (ba) |
(c) Competent authorities such as | (c) Competent authorities such as
Computer Security Incident Computer Security Incident
131a Response Teams and cyber crisis | Response Teams and cyber crisis
management authorities of DEP- | management authorities of DEP-
associated third countries in associated third countries in
accordance with Article 17(3). accordance with Article 17(3).
| Article 12(4) |
4. Users referred to in paragraph 3, | 4. Users referred to in paragraph 3, | 4. Lsersreferredto-inparasraph | 4. Usersreferred-to-inparasraph
point (a), shall use the services point (a), shall use the services P e e L e B e e e L
from the EU Cybersecurity from the EU Cybersecurity e L b e P | e b LD Db P v
Reserve in order to respond or Reserve in order to respond or frerdlestepe b et frerdlen e p et
support response to and immediate | support response to and immediate | responseto-and-immediate respotseto-and-mmediate
recovery from significant or large- | recovery from significant or large- | recoveryfrom-sisnificantorlarge- | recovery-from-significant-or-tarse-
132 scale incidents affecting entities scale incidents affecting entities seateineidentsaffecting-entities seateineidentsaffecting-entittes
operating in critical or highly operating in critical or highly e et e e e e e e e e
critical sectors. critical sectors. el o eritica-vectors:
Moved to row 158 a, b and ¢
Text Origin: Council
Mandate
Article 12(5) |
| 133 | v
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Commission Proposal

5. The Commission shall have
overall responsibility for the
implementation of the EU
Cybersecurity Reserve. The
Commission shall determine the
priorities and evolution of the EU
Cybersecurity Reserve, in line with
the requirements of the users
referred to in paragraph 3, and
shall supervise its implementation,
and ensure complementarity,
consistency, synergies and links
with other support actions under
this Regulation as well as other
Union actions and programmes.

EP Mandate

5. The Commission shall have
overall responsibility for the
implementation of the EU
Cybersecurity Reserve. The
Commission shall determine the
priorities and evolution of the EU
Cybersecurity Reserve_in
coordination with the NIS2
Coordination Group and, in line
with the requirements of the users
referred to in paragraph 3, and
shall supervise its implementation,
and ensure complementarity,
consistency, synergies and links
with other support actions under
this Regulation as well as other
Union actions and programmes.

Ceouncil Mandate

5. The Commission-shatlhave
erallresponsibilitstor L

0\ or-oftheEU
Exhersewm v vy e e
Commission, In cooperation with
EU CyCLONe, ENISA and the
NIS Cooperation Group, shall
determine the priorities and
evolution of the EU Cybersecurity
Reserve, in line with the
requirements of the users referred
to in paragraph 3, and shall
supervise its implementation, and
ensure complementarity,
consistency, synergies and links
with other support actions under
this Regulation as well as other
Union actions and programmes.
These priorities shall be revised

every two years.

Draft Agreement

5. [The Commission shall have
overall responsibility for the
implementation of the EU
Cybersecurity Reserve./ The
Commission shall determine the
priorities and evolution of the EU
Cybersecurity Reserve_in
[coordination*/cooperation/consul
tation] with EU CyCLONe, the
NIS Coordination Group and, in
line with the requirements of the
users referred to in paragraph 3,
and shall supervise its
implementation, and ensure
complementarity, consistency,
synergies and links with other
support actions under this
Regulation as well as other Union
actions and programmes._/These
priorities shall be revised every

two years.] [The Commission
shall inform the European
Parliament and the Council of
these priorities and revisions

thereof].

EC: difference bwt cooperation vs
consultation.

EP: the EP has to be
involved/informed in the revision of
the priorities of the programme
HOMEWORK: EC to explain what
prioritization entails
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Text Origin: EP
Mandate
Article 12(6)
6. The Commission may entrust 6. The Commission #ayshall 6. The Commission may entrust
the operation and administration of | entrust the operation and the operation and administration of | Check by EP
the EU Cybersecurity Reserve, in administration of the EU the EU Cybersecurity Reserve, in EC against EP change
v| 134 | full or in part, to ENISA, by means | Cybersecurity Reserve, in full or in | full or in part, to ENISA, by means | It was proposed for legal services of
of contribution agreements. part, to ENISA, by means of of contribution agreements. co-legislator to consult each other on
contribution agreements. the legal founding of the use of may vs
shall
Article 12(7)
7. In order to support the 7. In order to support the FE e e 7. f-orderto-support-the
Commission in establishing the EU | Commission in establishing the EU | Commissionin-establishingthe £l | Commission-in-establishingthe U
Cybersecurity Reserve, ENISA Cybersecurity Reserve, ENISA Exvberseenrityr-Reserve£ENISA Exvberseenrity-Reserver
shall prepare a mapping of the shall prepare a mapping of the el e e ol e e EMNIESAENISA shall prepare, at
services needed, after consulting services needed, including the e least every two years, a mapping
Member States and the needed skills and capacity of the : neENISA shall prepare, at | of the services needed by the users
Commission. ENISA shall prepare | cybersecurity workforce, after least every two years, a mapping | referred to in paragraph 3 points
a similar mapping, after consulting | consulting Member States and the | of the services needed by the users | (a) and (b). The mapping shall
135 .k . . o< 2 -
the Commission, to identify the Commission, and where as referred to in paragraph 3 prepere-amappingofthealso
needs of third countries eligible for | appropriate, managed security points (a) and (b) and their include the availability of such
support from the EU Cybersecurity | services providers, and other availability, including from legal | services, including from legal
Reserve pursuant to Article 17. The | cybersecurity industry entities established or deemed to entities established or deemed to
Commission, where relevant, shall | representatives. ENISA shall be established in Member States be established in-weeded—after
consult the High Representative. prepare a similar mapping, after and controlled by Member States | consiiting Member States and ke
consulting the Commission, or by nationals of Member States. | Commiission—controlled by
managed security services When preparing the mapping, Member States or by nationals of
providers, and where appropriate, | ENISA shall consult _the NIS Member States. In mapping that
5849/24 FM/ff 149
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Commission Proposal

EP Mandate

other cybersecurity industry
representatives to identify the
needs of third countries eligible for
support from the EU Cybersecurity
Reserve pursuant to Article 17. The
Commission, where relevant, shall
consult the High Representative
and inform the Council about the
needs of third countries.

Council Mandate

Cooperation Group, EU-
CyCLONe, the Commission_and,
where applicable, the
Interinstitutional Cybersecurity

Draft Agreement

availability, ENISA shall prepare-a
stmilarassess the skills and

capacity of the Union
cybersecurity workforce relevant

Board. ENISA shall prepare a
similar mapping, after consulting
EU-CyCLONe and the
Commissionto-identify-the-needs

L third es-clilf
srr e e B L S b e
Freseoppe ey podeeiale L2 e
Commission and informing the the

to the EU Cybersecurity Reserve
objectives. When preparing the
mapping, afterconsultineENISA
shall consult the NIS Cooperation
Group, EU-CyCLONe, the
Commission_and, where
applicable, the Interinstitutional
Cybersecurity Board. In mapping

Council, to identify the needs of

the availability of services, ENISA

users referred to in paragraph 3

shall also consult relevant

point (c). ENISA, where relevant,

shall consult the High
Representative.

cybersecurity industry
stakeholders, including managed
security service providers—to

L .;; ; 55 he EL
B e e e

ENISA shall prepare a similar
mapping, after informing the
Council and consulting EU-
CyCLONe and the Commission
and, where relevant, shall-consuit
the High Representative, to identify
the needs of users referred to in

paragraph 3, point (c).

| Article 12(8) |
l 136
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Commission Proposal

8. The Commission may, by
means of implementing acts,
specify the types and the number of
response services required for the
EU Cybersecurity Reserve. Those
implementing acts shall be adopted
in accordance with the examination
procedure referred to in Article
21(2).

EP Mandate

8. The Commission #e—-by-#eans
of-implementingis empowered to

adopt delegated acts, specifyin
accordance with Article 20a to

supplement this Regulation by
specifying the types and the
number of response services
required for the EU Cybersecurity

Reserve. Those-implementing—ets

Council Mandate

8. The Commission may, by
means of implementing acts,
specify the types and the number of
response services required for the
EU Cybersecurity Reserve. Those
implementing acts shall be adopted
in accordance with the examination
procedure referred to in Article
21(2)._When preparing those

Draft Agreement

bbb oo L el e implementing acts, the

B e T Commission shall take into

pefepeed o g pdele 2L account the mapping referred to
in paragraph 7. Before submitting
those draft implementing acts to
the committee referred to in
Article 21(1), the Commission
shall exchange advice and
cooperate with the NIS
Cooperation Group and ENISA.

| Article 13
Article 13 Article 13 Article 13 Article 13
Requests for support from the EU | Requests for support from the EU | Requests for support from the EU | Requests for support from the EU
137 Cybersecurity Reserve Cybersecurity Reserve Cybersecurity Reserve Cybersecurity Reserve
Text Origin:
Commission Proposal
| Article 13(1)
l 138
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

1. The users referred to in Article
12(3) may request services from
the EU Cybersecurity Reserve to
support response to and immediate
recovery from significant or large-
scale cybersecurity incidents.

1. The users referred to in Article
12(3) may request services from
the EU Cybersecurity Reserve to
support response to and immediate
recovery from significant or large-
scale cybersecurity incidents.

1. The users referred to in Article
12(3) may request services from
the EU Cybersecurity Reserve to
support response to and
immediateinitiate recovery from
significant, large-scale or large-

scale-equivaleni-or-taree-scale

cybersecurity incidents.

1.

The users referred to in Article
12(3) may request services from
the EU Cybersecurity Reserve to
support response to and
itnmnediateinitiate recovery from
significant, large-scale or large-

scale-equivalent-ortarse-scale

cybersecurity incidents.

| Article 13(2) |

2. To receive support from the EU | 2. To receive support from the EU | 2. To receive support from the EU | 2. To receive support from the EU
Cybersecurity Reserve, the users Cybersecurity Reserve, the users Cybersecurity Reserve, the users Cybersecurity Reserve, the users
referred to in Article 12(3) shall referred to in Article 12(3) shall referred to in Article 12(3) shall referred to in Article 12(3) shall
take measures to mitigate the take measures to mitigate the take all appropriate measures to take all appropriate measures to
effects of the incident for which the | effects of the incident for which the | mitigate the effects of the incident | mitigate the effects of the incident

139 | support is requested, including the | support is requested, including the | for which the support is requested, | for which the support is requested,
provision of direct technical provision of direct technical including, where relevant, the including, where relevant, the
assistance, and other resources to assistance, and other resources to provision of direct technical provision of direct technical
assist the response to the incident, assist the response to the incident, assistance, and other resources to assistance, and other resources to
and immediate recovery efforts. and immediate recovery efforts. assist the response to the incident, | assist the response to the incident,

and-immediate-_recovery efforts. and-immediate-_recovery efforts.
| Article 13(3) |

3. Requests for support from users | 3. Requests for support from users | 3. Requests for support from-wsers | 3. Requests for support from-isers
referred to in Article 12(3), point referred to in Article 12(3), point referredto-ti-Artiele 23 point e e et e

140 | (a), of this Regulation shall be (a), of this Regulation shall be te—ofthisResulation-shall be te—ofthis-Resunlation-shall be
transmitted to the Commission and | transmitted to the Commission and | transmitted to the Commiission-and | transmitted to the Connmnission-and
ENISA via the Single Point of ENISA via the Single Point of ENISAviethe-Single Point-of ENISAviethe-Single Point-of
Contact designated or established Contact designated or established Dl edentedb e nte bl e d | Damnpetdledienertedb e et bl e
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Commission Proposal EP Mandate Council Mandate Draft Agreement
by the Member State in accordance | by the Member State in accordance | #y-the Member-State-in-accordance | by-theMember-State-in-accordance
with Article 8(3) of Directive (EU) | with Article 8(3) of Directive (EU) | with-Articte-8(3)-of DirectiveA(EL) | with-Article-8(3)-of Directive(E£LY
2022/2555. 2022/2555. 20222555 contracting authority 20222555 contracting authority
in the following way: in the following way:
| Article 13(3a) |
(a). In the case of users referred | (a).
to in Article 12(3), point (a), of In the case of users referred to in
this Regulation, such requests Article 12(3), point (a), of this
shall be transmitted via the Single | Regulation, such requests shall be
140a Point of Contact designated or transmitted via the Single Point
established by the Member State of Contact designated or
in accordance with Article 8(3) of | established by the Member State
Directive (EU) 2022/2555. in accordance with Article 8(3) of
Directive (EU) 2022/2555.
| Article 13(3b) |
(b). In the case of the user (b). In the case of the user
referred to in Article 12(3), point referred to in Article 12(3), point
140b (b), of this Regulation such (b), of this Regulation such
requests shall be transmitted by requests shall be transmitted by
CERT-EU. CERT-EU.
| Article 13(3c) |
(c). In the case of users referred ().
140c to in Article 12(3), point (c), of In the case of users referred to in
this Regulation, such requests Article 12(3), point (c), of this
shall be transmitted via the single | Regulation, such requests shall be
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Commission Proposal

EP Mandate

Council Mandate

point of contact referred to in
Article 17(4) of this Regulation.

Draft Agreement

transmitted via the single point of
contact referred to in Article 17(4)

of this Regulation.
Article 13(4)
4. Member States shall inform the | 4. Member States shall inform the | 4. In the case of requests from 4. In the case of requests from
CSIRTs network, and where CSIRTs network, and where users referred to in Article 12(3), users referred to in Article 12(3),
appropriate EU-CyCLONe, about | appropriate EU-CyCLONe, about | point (a), of this Regulation, point (a), of this Regulation,
their requests for incident response | their requests for incident response | Member States shall inform the Member States shall inform the
141 and immediate recovery support and immediate recovery support CSIRTs network, and where CSIRTs network, and where

pursuant to this Article.

pursuant to this Article.

appropriate EU-CyCLONe, about
their users’ requests for incident
response and immediate-initial
recovery support pursuant to this
Article.

appropriate EU-CyCLONe, about
their users’ requests for incident
response and immediate-initial
recovery support pursuant to this
Article.

| Article 13(5)
5. Requests for incident response 5. Requests for incident response 5. Requests for incident response 5. Requests for incident response
142 | and immediate recovery support and immediate recovery support and smmediate-initial_recovery and immmediate-initial_recovery
shall include: shall include: support shall include: support shall include:
| Article 13(5), point (a)

(a) appropriate information
regarding the affected entity and

(a) appropriate information
regarding the affected entity and

(a) appropriate information
regarding the affected entity and

(a) appropriate information
regarding the affected entity and

143 | potential impacts of the incident potential impacts of the incident potential impacts of the incident potential impacts of the incident
and the planned use of the and the planned use of the epeltheplaredr e e et sl b
requested support, including an requested support, including an regrested-suppert—Inetidineemn regrested-suppert—Inetidineemn
indication of the estimated needs; indication of the estimated needs; it e S et frelieertiopa S et
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

| Article 1

3(5), point (aa)

() affected Member State(s) and
users, including the risk of spill

() affected Member State(s) and
users, including the risk of spill

over to another Member State, in

over to another Member State, in

143a the case of users refeired to in the case of users referred to in
Article 12(3), point (a), of this Article 12(3), point (a), of this
Regulation; Regulation;
| Article 13(5), point (ab)

143b

(ii) affected Union_institutions,
bodies and agencies, in the case of

users referred to in Article 12(3),

users referred to in Article 12(3),

point (b), of this Regulation;

point (b), of this Regulation;

| Article 1

3(5), point (ac)

143c

(iii) affected DEP-associated
countries, in the case of users
referred to in Article 12(3), point

(iii) affected DEP-associated
countries, in the case of users
referred to in Article 12(3), point

(¢c), of this Regulation;

(¢c), of this Regulation;

Article 1

3(5), point (ad)

(aa) information regarding the

(aa) information regarding the

(ii) affected Union institutions,
bodies and agencies, in the case of

sl requested service, including the requested service, including the
planned use of the requested planned use of the requested
5849/24 FM/ff 155
ANNEX JAL2 LIMITE EN



Commission Proposal

EP Mandate

Council Mandate

support.including an indication of

Draft Agreement

supportincluding an indication of

the estimated needs.

the estimated needs.

| Article 1

3(5), point (b)

(b) information about measures
taken to mitigate the incident for

(b) information about measures
taken to mitigate the incident for

(b) appropriate information about
measures taken to mitigate the

(b) appropriate information about
measures taken to mitigate the

144 | which the support is requested, as | which the support is requested, as incident for which the support is incident for which the support is
referred to in paragraph 2; referred to in paragraph 2; requested, as referred to in requested, as referred to in
paragraph 2; paragraph 2;
| Article 13(5), point (c) |
(c) information about other forms | (¢) information about other forms | (c) where relevant, available (c) where relevant, available
of support available to the affected | of support available to the affected | information about other forms of information about other forms of
entity, including contractual entity, including contractual support available to the affected support available to the affected
arrangements in place for incident | arrangements in place for incident | entity;—ireludinecontractuedt entity—reludine-contractiet
response and immediate recovery response and immediate recovery I e e e e e
145 services, as well as insurance services, as well as insurance s e e
contracts potentially covering such | contracts potentially covering such | servicesas-weH-as-insnrance e e e e e
type of incident. type of incident. B e e I e S wea L
reference to insurances to be moved
to a recital
Article 13(5), point (ca)
| 1454 Sa. The information provided in ,
accordance with paragraph 5 of to be checked by EP
this Article shall be handled in
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Commission Proposal EP Mandate Ceouncil Mandate \ Draft Agreement
accordance with Union law while
preserving the security and
commniercial interests of the entity
concerned.
Article 13(6)
6. ENISA, in cooperation with the | 6. ENISA, in cooperation with the | 6. ENISA, in cooperation with the | 6. ENISA, in cooperation with the
Commission and the NIS Commission and the NIS Commission and_EU-CyCLONe Commission and_EU-CyCLONe
Cooperation Group, shall develop a | Cooperation Group, shall develop a | the A4S-Cooperation-Group, shall | the AES-Cooperation-Group, shall
146 | template to facilitate the template to facilitate the develop a template to facilitate the | develop a template to facilitate the
submission of requests for support | submission of requests for support | submission of requests for support | submission of requests for support
from the EU Cybersecurity from the EU Cybersecurity from the EU Cybersecurity from the EU Cybersecurity
Reserve. Reserve. Reserve. Reserve.
| Article 13(7)
7. The Commission may, by 7. The Commission #—by-means | 7. The-Commissionmay—by-means
means of implementing acts, of-tmplementingis empowered to of tmplementingcets—specify
specify further the detailed adopt delegated acts, specifyin furtherthe-detailed-arrancements
arrangements for allocating the EU | accordance with Article 20a to for-attoeatigthe L
Cybersecurity Reserve support supplement this Regulation by Evbersecnriti-Reservesupport
147 services. Those implementing acts | specifying further the detailed B e
shall be adopted in accordance arrangements for allocating the EU | shatl-be-adopted-in-aecordance
with the examination procedure Cybersecurlty Reserve support it e e e e e el
referred to in Article 21(2). services, Lheetyslonreniiimaess | eefesreclio e Letfale 2 L0
shell-bevdopted-n-accordance
| Article 14 |
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148

Article 14
Implementation of the support
from the EU Cybersecurity
Reserve

Article 14
Implementation of the support
from the EU Cybersecurity
Reserve

Article 14
Implementation of the support
from the EU Cybersecurity
Reserve

Article 14
Implementation of the support
from the EU Cybersecurity
Reserve

Text Origin:
Commission Proposal

Article 14(1)

| 149

1. Requests for support from the
EU Cybersecurity Reserve, shall be
assessed by the Commission, with
the support of ENISA or as defined
in contribution agreements under
Article 12(6), and a response shall
be transmitted to the users referred
to in Article 12(3) without delay.

1. Requests for support from the
EU Cybersecurity Reserve, shall be
assessed by the Commission, with
the support of ENISA or as defined
in contribution agreements under
Article 12(6), and a response shall
be transmitted to the users referred
to in Article 12(3) without undue
delay and in_any event within 24
hours.

1. In the case of requests from
users referred to in Article
12(3)(a) and (b), requests for
support from the EU Cybersecurity
Reserve, shall be assessed by the

- osion_with-t} "
B
contribution-coreements-mnder
Do ed et e el
detaycontracting authority A
response shall be transmitted to
the users referred to in Article
12(3)(a) and (b) without delay and
in any event no later than 72
hours from the submission of the
request to ensure effectiveness of
the support action. The
contracting authority may consult
EU-CyCLONe during the

to be checked by EP and Council
Agreement on 48 hours delay
Agreement on request from users
referred to in Article 12.3 (a) and (b)
and therefore excluding those from
third countries
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Commission Proposal

EP Mandate

Council Mandate

assessment process. It shall
inform the Couiicil and the
Commission of the results of the

process.

Draft Agreement

Article 14(1a)

<

149a

la. The contracting authority
shall ensure the confidentiality of
the information shared in the
course of requesting and
providing the services. The
contracting authority shall not
share the information with others
where further distribution of that
information has been excluded by
means of a visible marking
applied by a user, unless the user
explicitly authorises such sharing.

la.

EP cannot accept
CNS: key element for the circles of
trust

Article 14(2)

150

2. To prioritise requests, in the
case of multiple concurrent
requests, the following criteria
shall be taken into account, where
relevant:

2. To prioritise requests, in the
case of multiple concurrent
requests, the following criteria
shall be taken into account, where
relevant:

2. To prioritise requests, in the
case of multiple concurrent
requests_from users referred to in
Article 12(3), the following criteria
shall be taken into account, where
relevant:

2.

To prioritise requests, in the case of
multiple concurrent requests_firom
users referred to in Article 12(3),
the following criteria shall be taken
into account, where relevant:

| Article 14(2), point (a)

l 151
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Commission Proposal

(a) the severity of the
cybersecurity incident;

EP Mandate

(a) the severity of the
cybersecurity incident;

Council Mandate

(a) the severity of the
cybersecurity incident;

Draft Agreement

(a) the scale and severity of the
cybersecurity incident;

Text Origin:
Commission Proposal

| Article 14(2), point (b)

152

(b) the type of entity affected, with
higher priority given to incidents
affecting essential entities as
defined in Article 3(1) of Directive
(EU) 2022/2555;

(b) the type of entity affected, with
higher priority given to incidents
affecting essential entities as
defined in Article 3(1) of Directive
(EU) 2022/2555;

(b) the type of entity affected, with
higher priority given to incidents
affecting essential entities as
defined in Article 3(1) of Directive
(EU) 2022/2555;

(b) the type of entity affected, with
higher priority given to incidents
affecting essential entities as
defined in Article 3(1) of Directive
(EU) 2022/2555;

Text Origin:
Commission Proposal

| Article 14(2), point (c)

153

(c) the potential impact on the
affected Member State(s) or users;

(c) the potential impact on the
affected Member State(s) or users;

(c) the potential impact on the
affected Member State(s) or users;

(c) the potential impact on the
affected Member State(s) or users;

Text Origin:
Commission Proposal

| Article 14(2), point (d)

(d) the potential cross-border

(d) the scale and potential cross-

(d) the potential cross-border

(d) the potential cross-border

Ll nature of the incident and the risk border nature of the incident and nature of the incident and the risk nature of the incident and the risk
of spill over to other Member the risk of spill over to other of spill over to other Member of spill over to other Member
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

States or users;

Member States or users;

States or users;

States or users;

| Article 14(2), point (e)

155

(e) the measures taken by the user
to assist the response, and
immediate recovery efforts, as
referred in Article 13(2) and
Article 13(5), point (b).

(e) the measures taken by the user
to assist the response, and
immediate recovery efforts, as
referred in Article 13(2) and
Article 13(5), point (b).

(e) the measures taken, by the user
to assist the response, and
tmmediate_initial recovery efforts,
as referred in Article 13(2) and
Article 13(5), point (b).

(e) the measures taken, by the user
to assist the response, and
immediate_initial recovery efforts,
as referred in Article 13(2) and
Article 13(5), point (b).

Article 14(2), point (ea)

<

155a

(f) the category of user under
Article 12(3) of this Regulation,
with higher priority given to
Member State users, then to
Union institutions, bodies and
agencies and finally to DEP-
associated third countries.

CNS: unanimous support among MS

Article 14(2), point (eb)

Where operation and
administration of the EU
Cybersecurity Reserve has been
entrusted, in full or in part, to

EC: access to the request from the EC
and ENISA is necessary for the
prioritization and cooperation

§ b ENISA under Article 12(6) of this

Regulation, ENISA and

Commission shall closely

cooperate to prioritise requests in

line with this paragraph.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Article 14(3)

3. The EU Cybersecurity Reserve
services shall be provided in
accordance with specific
agreements between the service
provider and the user to which the
support under the EU

156 .
Those agreements shall include
liability conditions.

Cybersecurity Reserve is provided.

3. The EU Cybersecurity Reserve
services shall be provided in
accordance with specific
agreements between the service
provider and the user to which the
support under the EU
Cybersecurity Reserve is provided.
Those agreements shall include
liability conditions_and any other

3. The EU Cybersecurity Reserve
services shall be provided in
accordance with specific
agreements between the service
trusted provider and the user to
which the support under the EU
Cybersecurity Reserve is provided.
Those services may be provided in
accordance with specific

provisions the parties to the

agreement deem necessary for the

agreements between the trusted
provider, the user and the affected

3. The EU Cybersecurity Reserve
services shall be provided in
accordance with specific
agreements between the service
trusted provider and the user to
which the support under the EU

Cybersecurity Reserve is provided.
Those services may be provided in

accordance with specific
agreements between the trusted

provider, the user and the affected

provision of the respective service.

entity. All agreements referred to

entity. All agreements referred to

in this paragraph shall include
liability conditions.

in this paragraph shall include,
inter alia, liability conditions.

| Article 14(4)

4. The agreements referred to in
paragraph 3 may be based on
templates prepared by ENISA,
after consulting Member States.

4. The agreements referred to in
paragraph 3 meapshall be based on
templates prepared by ENISA,
after consulting Member States
and, where appropriate, other

4. The agreements referred to in
paragraph 3 may be based on
templates prepared by ENISA,
after consulting Member States.

4. The agreements referred to in
paragraph 3 meayshall be based on
templates prepared by ENISA,
after consulting Member States
and, where appropriate, other

157 users of the EU Cybersecurity users of the EU Cybersecurity
Reserve. Reserve.
Text Origin: EP
Mandate
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Article 14(5)

vl 158

5. The Commission and ENISA
shall bear no contractual liability
for damages caused to third parties
by the services provided in the
framework of the implementation
of the EU Cybersecurity Reserve.

5. The Commission and ENISA
shall bear no contractual liability
for damages caused to third parties
by the services provided in the
framework of the implementation
of the EU Cybersecurity Reserve,
except in_cases of gross
negligence in the evaluation of the
application of the service provider
or in case where the Commission
or ENISA are users of the EU
Cybersecurity Reserve according

to Article 14 (3).

5. The Commission, ENISA, and
the users of the Reserve-and
£MESA shall bear no contractual
liability for damages caused to
third parties by the services
provided in the framework of the
implementation of the EU
Cybersecurity Reserve.

5. The Commission, ENISA and
the users of the Reserve-awd
ENISA shall bear no contractual
liability for damages caused to
third parties by the services
provided in the framework of the
implementation of the EU
Cybersecurity Reserve, except in
cases of gross negligence in the
evaluation of the application of
the service provider.

EC against point on gross negligence
as potentially covered in public
procurement legislation. EC and EP to
check with Legal Services (Article 340
TFEU)

CNS and EP to check with legal
services

EP to check if the text below can be
moved into a recital. Check Council
recital 44a.

Legal note: The provisions on
contractual liability are/shall be
without prejudice to the applicable
rules, including Article 340 TFEU, on
the Union's non-contractual liability
[which can address cases involving
gross negligence in the evaluation of
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EP Mandate

Council Mandate

Commission Proposal

Draft Agreement

the application of the service
provider.]

Text Origin: EP
Mandate

Article 14(5a)

158a

Sa. Users may use the EU
Cybersecurity Reserve services

Sa. Users may use the EU
Cybersecurity Reserve services

provided in response to a request

provided in response to a request

under Article 13(1) of this
Regulation only in order to
support response to and initiate

under Article 13(1) of this
Regulation only in order to
support response to and initiate

recovery from significant
incidents, large-scale
cybersecurity incidents or large-

recovery from significant
incidents, large-scale
cybersecurity incidents or large-

scale-equivalent cybersecurity

scale-equivalent cybersecurity

incidents. They may use those

incidents. They may use those

services only in respect of :

services only in respect of :

Text Origin: Council

Mandate

| Article 14(5b)

(a). entities operating in sectors
of high criticality or other critical

(a). entities operating in sectors
of high criticality or other critical

15ee sectors, in the case of users sectors, in the case of users
referred to in Article 12(3), points | referred to in Article 12(3), points
(a) and (c); and (a) and (c); and
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Text Origin: Council

Mandate

Article 14(5c)

158¢

(b). Union institutions, bodies
and agencies, in the case of the

(b). Union institutions, bodies
and agencies, in the case of the

user referred to in Article 12 (3),

user referred to in Article 12 (3),

point (b).

point (b).

Text Origin: Council

Mandate

Article 14(6)

6. Within one month from the end
of the support action, the users
shall provide Commission and
ENISA with a summary report
about the service provided, results
achieved and the lessons learned.
When the user is from a third

6. Within one month from the end
of the support action, the users
shall provide Commission and
ENISA CSIRTs Network and,
where relevant, EU-CyCLONe

6. Within ene-monththree months
from the end of-#2¢_a support
action, the-sers-shatlprovide
Dbt e b any
user that has received support

6. Within exretwo month from the
end of-the_a support action, #e
bl e .
and-ENISAsvithany user that has
received support shall provide a

with a summary report about the
service provided, results achieved

shall provide a summary report
about the service provided, results

summary report about the service
provided, results achieved and-#ze

19 country as set out in Article 17, and the lessons learned. When the | achieved and-#ze-_lessons learned- | lessons learned—#henthe-useris ’
such report shall be shared with the | user is from a third country as set et b e e Fromra-thivd-commm-as-seromtin
High Representative. out in Article 17, such report shall | eountiy-asset-outinArticte 47 Sl Lo e b e
be shared with the High srrtelmpep el Db o e e i seheree it Bl
Representative. the-Hish-Represertaive_as Representative- as follows:
The report shall respect Union follows:
and national law concerning the EC and CSL to propose a general
protection of sensitive or classified requirement on respect of Union and
5849/24 FM/ff 165
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Commission Proposal EP Mandate Council Mandate Draft Agreement
information. national law concerning of sensitive or
classified information" maybe in
article 1 (rows 62 and 62a)
Text Origin: Council
Mandate
Article 14(6a)
(a). users referred to in Article (a). users referred to in Article
12(3), point (a), of this Regulation | 12(3), point (a), of this Regulation
shall provide the summary report | shall provide the summary report
to the Commission, ENISA, the to the Commission, ENISA, the
159a CSIRTs network and EU- CSIRTs network and EU-
CyCLONe CyCLONe
Text Origin: Council
Mandate
Article 14(6b)
(b). users referred to in Article (b). users referred to in Article
12(3), point (b), of this Regulation | 12(3), point (b), of this Regulation
shall provide the summary report | shall provide the summary report
1596 to the Commission, ENISA and to the Commission, ENISA and
J the 1ICB. the IICB.
Text Origin: Council
Mandate
| Article 14(6c)
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(c). users referred to in Article 12
(3) (c) of this Regulation shall

(c). users referred to in Article 12
(3) (c) of this Regulation shall

share this repori with the
Commission, which will share it

share this report with the
Commission, which will share it

with the Council and the High

with the Council and the High

Representative.

Representative.

Text Origin: Council

Mandate

Article 14(7)

| 160

7. The Commission shall report to
the NIS Cooperation Group about
the use and the results of the
support, on a regular basis.

7. The Commission shall report on
a regular basis and at least twice a

7. In case of users referred in
Article 12 (3) (a) and (b) the

vear to the NIS Cooperation Group
about the use and the results of the
support, It shall protect
confidential information, in
accordance with Union and
national law concerning the
protection of sensitive or classified

information—on-aresular-basis.

contracting authorityThe
Commission shall report to the NIS
Cooperation Group, on a regular
basis and at least twice per year,

7. In case of users referred in
Article 12 (3) (a) and (b) the
contracting authorityThe
Commission shall report to the NIS
Cooperation Group, on _a regular
basis and at least twice per year,

about the use and the results of the

support—o#-a-resttar-basis- .

about the use and the results of the
support, It shall protect
confidential information, in
accordance with Union and
national law concerning the

protection of sensitive or classified

information—on-aresilar-basis.

EC to check on the last sentence om
confidentiality and sensitive
information.

Text Origin: Council
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement
Mandate

Article 14(7a)

7a. In case of users referred to in
Article 12 (3) (c), the Commission

7a. In case of users referred to in
Article 12 (3) (c), the Commission

shall report to the Council and

shall report to the Council and

inform the High Representative
on_a regular basis and at least

inform the High Representative
on _a regular basis and at least

160a twice per year, about the use and | twice per year, about the use and
the results of the support. the results of the support.
Text Origin: Council
Mandate
Article 15
Article 15 Article 15 Article 15
Coordination with crisis Coordination with crisis Coordinttionvith-crisis CNS prefers to have it in the recitals to
o161 management mechanisms management mechanisms management-echarisms avoid confusion on not using the right
legal basis.
EP to check para 3 and 4
Article 15(1)
1. In cases where significant or 1. In cases where significant or 1. freavesvheresignificant-or
162 large-scale cybersecurity incidents | large-scale cybersecurity incidents | large-seate-eybersecurity-incidents | Moved to 17a - row 188b
originate from or result in disasters | originate from or result in disasters | eriginatefromorresutin
as defined in Decision as defined in Decision disersters-as-defined-nPectsion
1313/2013/EU', the support under | 1313/2013/EU", the support under | 43/32013/EL —the-support-under
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Commission Proposal

this Regulation for responding to
such incidents shall
complementactions under and
without prejudice to Decision
1313/2013/EU.

1. Decision No 1313/2013/EU
of the European Parliament and
of the Council of 17 December
2013 on a Union Civil
Protection Mechanism (OJ L
347,20.12.2013, p. 924).

EP Mandate

this Regulation for responding to
such incidents shall
complementactions under and
without prejudice to Decision
1313/2013/EU.

1. Decision No 1313/2013/EU
of the European Parliament and
of the Council of 17 December
2013 on a Union Civil
Protection Mechanism (OJ L
347,20.12.2013, p. 924).

Council Mandate

Draft Agreement

| Article 1

5(2)

2. In the event of a large-scale,

2. In the event of a large-scale,

Y

cross border cybersecurity incident | cross border cybersecurity incident | eressborder-cybersecnrity-ineident | Moved to 17a - 188c¢
where Integrated Political Crisis where Integrated Political Crisis el hppe e LR e L Ul e
Response arrangements (IPCR) are | Response arrangements (IPCR) are | Response-arrangenents{IPER)
163 | triggered, the support under this triggered, the support under this et sed e e e
Regulation for responding to such | Regulation for responding to such | thisResitationforrespondineto
incident shall be handled in incident shall be handled in suefrineident-shatl-be-handted-n
accordance with relevant protocols | accordance with relevant protocols | aceordancewithretevantprotocots
and procedures under the IPCR. and procedures under the IPCR. and-procedires-wnderthetPER:
Article 15(3)

3. In consultation with the High 3. In consultation with the High 3. fneconsultationviththeHich

v| 164 | Representative, support under the Representative, support under the Representativesupportunderthe | CNS to move it to recitals. EP to check
Cyber Emergency Mechanism may | €rberCybersecurity Emergency Exvber-EnergenerMechanisires
complement assistance provided in | Mechanism may complement complementessisteeeprovided-n
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Commission Proposal EP Mandate Ceouncil Mandate Draft Agreement
the context of the Common assistance provided in the context thee e tof vhe-Commontoreion
Foreign and Security Policy and of the Common Foreign and e ESeer -0 and-Common
Common Security and Defence Security Policy and Common Seew e A tene Polieys
Policy, including through the Security and Defence Policy, frrelaelin mthoae o e Tehen el
Cyber Rapid Response Teams. It including through the Cyber Rapid | Responsefeams—tmar-alse
may also complement or contribute | Response Teams. It may also complemente—eor L e
to assistance provided by one complement or contribute to R
Member State to another Member | assistance provided by one Afeprbos Cperteroen othen | el
State in the context of Article 42(7) | Member State to another Member | State-in-the-context-of-4rticte42(7
of the Treaty on the European State in the context of Article 42(7) | oftheFreaty-ontheEuropean
Union. e e el B Lo
UnionTFEU.
Article 15(4)
4. Support under the Cyber 4. Support under the Cyber 4, Drpperiades e Dol
Emergency Mechanism may form | Emergency Mechanism may form | Ewmersenep-Mechanismmarfornt idem
part of the joint response between | part of the joint response between | partofthejointresponse-betveen
v| 165 | the Union and Member States in the Union and Member States in the-Union-and-Member-States—in v
situations referred to in Article 222 | situations referred to in Article 222 | situationsreferred-to-inArticte 222
of the Treaty on the Functioning of | of the Treaty on the Functioning of | efthe Treaty-ontheFunctioning-of
the European Union. the European Union. el s eeg Dy
Article 16
Article 16 Article 16 Article 16 Article 16
Trusted providers Trusted managed security service Trusted providers Trusted providers
166 providers
Text Origin:
Commission Proposal
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Commission Proposal EP Mandate Council Mandate Draft Agreement

Article 16(1)

1. In procurement procedures for 1. In procurement procedures for 1. In procurement procedures for 1. In procurement procedures for

the purpose of establishing the EU | the purpose of establishing the EU | the purpose of establishing the EU | the purpose of establishing the EU

Cybersecurity Reserve, the Cybersecurity Reserve, the Cybersecurity Reserve, the Cybersecurity Reserve, the

contracting authority shall act in contracting authority shall act in contracting authority shall act in contracting authority shall act in

accordance with the principles laid | accordance with the principles laid | accordance with the principles laid | accordance with the principles laid

down in the Regulation (EU, down in the Regulation (EU, down in the Regulation (EU, down in the Regulation (EU,

167 | Euratom) 2018/1046 and in Euratom) 2018/1046 and in Euratom) 2018/1046 and in Euratom) 2018/1046 and in
accordance with the following accordance with the following accordance with the following accordance with the following
principles: principles: principles: principles:

Text Origin:
Commission Proposal
| Article 16(1), point (a)

168

(a) ensure the EU Cybersecurity
Reserve includes services that may
be deployed in all Member States,
taking into account in particular
national requirements for the
provision of such services,
including certification or

(a) ensure the EU Cybersecurity
Reserve includes services that may
be deployed in all Member States,
taking into account in particular
national requirements for the
provision of such services,
including certification or

(a) ensure that the services
included in the EU Cybersecurity
Reserve, when taken as a whole,
are such that the Reserve
inelndes-servicesthat-may be
deployed in all Member States,
taking into account in particular

(a) ensure that the services
included in the EU Cybersecurity
Reserve, when taken as a whole,
are such that the Reserve
inelndes-servicesthat-may be
deployed in all Member States,
taking into account in particular

accreditation; accreditation; national requirements for the national requirements for the
provision of such services, provision of such services,
including certification or including certification or
accreditation,; accreditation,;
Text Origin: Council
Mandate
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Article 1

6(1), point (b)

(b) ensure the protection of the
essential security interests of the
Union and its Member States.

(b) ensure the protection of the
essential security interests of the
Union and its Member States.

(b) ensure the protection of the
essential security interests of the
Union and its Member States:;

(b) ensure the protection of the
essential security interests of the
Union and its Member States.

169
Text Origin:
Commission Proposal
Article 16(1), point (c)
(c) ensure that the EU (c) ensure that the EU (c) ensure that the EU (c) ensure that the EU
Cybersecurity Reserve brings EU Cybersecurity Reserve brings EU Cybersecurity Reserve brings EU Cybersecurity Reserve brings EU
added value, by contributing to the | added value, by contributing to the | added value, by contributing to the | added value, by contributing to the
objectives set out in Article 3 of objectives set out in Article 3 of objectives set out in Article 3 of objectives set out in Article 3 of
Regulation (EU) 2021/694, Regulation (EU) 2021/694, Regulation (EU) 2021/694, Regulation (EU) 2021/694,
including promoting the including promoting the including promoting the including promoting the
development of cybersecurity skills | development of cybersecurity skills | development of cybersecurity skills | development of cybersecurity skills
in the EU. in the EU, and the achievement of | in the EU. in the EU.
| 170 .
gender balance in the sector, and
reinforcing the Union’s EP> accepts to drop its addition but
technological sovereignty, open the issue of gender balance should be
strategic autonomy, reflected in a recital. CNS agrees with
competitiveness and resilience. that approach.
Text Origin:
Commission Proposal
Article 16(2)
171 2. When procuring services for the | 2. When procuring services for the | 2. When procuring services for the | 2. When procuring services for the
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EP Mandate

Council Mandate

Commission Proposal

EU Cybersecurity Reserve, the
contracting authority shall include
in the procurement documents the
following selection criteria:

EU Cybersecurity Reserve, the
contracting authority shall include
in the procurement documents the
following selection criteria:

EU Cybersecurity Reserve, the
contracting authority shall include
in the procurement documents the
following selection criteria:

Draft Agreement

EU Cybersecurity Reserve, the
contracting authority shall include
in the procurement documents the
following selection criteria:

Text Origin:
Commission Proposal

| Article 1

6(2), point (a)

(a) the provider shall demonstrate
that its personnel has the highest
degree of professional integrity,
independence, responsibility, and
the requisite technical competence
to perform the activities in their

(a) the provider shall demonstrate
that its personnel has the highest
degree of professional integrity,
independence, responsibility, and
the requisite technical competence
to perform the activities in their

(a) the provider shall demonstrate
that its personnel has the highest
degree of professional integrity,
independence, responsibility, and
the requisite technical competence
to perform the activities in their

(a) the provider shall demonstrate
that its personnel has the highest
degree of professional integrity,
independence, responsibility, and
the requisite technical competence
to perform the activities in their

172 specific field, and ensures the specific field, and ensures the specific field, and ensures the specific field, and ensures the
permanence/continuity of expertise | permanence/continuity of expertise | permanence/continuity of expertise | permanence/continuity of expertise
as well as the required technical as well as the required technical as well as the required technical as well as the required technical
resources; resources; resources; resources;
Text Origin:
Commission Proposal
Article 16(2), point (b)
(b) the provider, its subsidiaries (b) the provider, its subsidiaries (b) the provider, its subsidiaries (b) the provider, its subsidiaries
A o173 and subcontractors shall have in and subcontractors shall have in and subcontractors shall have in and subcontractors shall have in
place a framework to protect place a framework to protect place a framework, including place a framework, including
sensitive information relating to the | sensitive information relating to the | agreements where relevant, to agreements between them, where
service, and in particular evidence, | service, and in particular evidence, | protect sensitive information relevant, to protect sensitive
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Commission Proposal

findings and reports, and is
compliant with Union security
rules on the protection of EU
classified information;

EP Mandate

findings and reports, and is
compliant with Union security
rules on the protection of EU
classified information;

Council Mandate

relating to the service, and in
particular evidence, findings and
reports, and is compliant with
Union security rules on the
protection of EU classified
information;

Draft Agreement

information relating to the service,
and in particular evidence, findings
and reports, and is compliant with
Union security rules on the
protection of EU classified
information;

CNS and EC to propose a recital

Text Origin: Council

Mandate

Article 1

6(2), point (c)

(c) the provider shall provide
sufficient proof that its governing
structure is transparent, not likely
to compromise its impartiality and

(c) the provider shall provide
sufficient proof that its governing
structure is transparent, not likely
to compromise its impartiality and

(c) the provider shall provide
sufficient proof that its governing
structure is transparent, not likely
to compromise its impartiality and

(c) the provider shall provide
sufficient proof that its governing
structure is transparent, not likely
to compromise its impartiality and

174 | the quality of its services or to the quality of its services or to the quality of its services or to the quality of its services or to
cause conflicts of interest; cause conflicts of interest; cause conflicts of interest; cause conflicts of interest;
Text Origin:
Commission Proposal
Article 16(2), point (d)
(d) the provider shall have (d) the provider shall have (d) the provider shall have
175 appropriate security clearance, at appropriate security clearance, at appropriate security clearance, at EP and Council to check
least for personnel intended for least for personnel intended for least for personnel intended for
service deployment; service deployment; service deployment, where
required by a Member State;
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Article 1

6(2), point (e)

(e) the provider shall have the
relevant level of security for its [T
systems;

(e) the provider shall have the
relevant level of security for its IT
systems;

(e) the provider shall have the
relevant level of security for its I'T
systems;

(e) the provider shall have the
relevant level of security for its I'T
systems;

176
Text Origin:
Commission Proposal
| Article 16(2), point (f) |
(f) the provider shall be equipped | (f) the provider shall be equipped | (f) the provider shall be equipped | (f) the provider shall be equipped
with the hardware and software with #keup to date hardware and with the hardware and software with the hardware and software
technical equipment necessary to software technical equipment technical equipment necessary to technical-equipment-necessary to
support the requested service; necessary to support the requested | support the requested service; support the requested service,
service and shall, as applicable, which shall not contain known
comply with Regulation (EU) .../... exploitable vulnerabilities, shall
of the European Parliament and include the latest security updates
of the Council’ and shall in any case comply with
(2022/0272(COD)); any applicable provision of
177 Regulation (EU) .../... of the
1.[1] Regulation (EU) European Parliament and of the
”./.“ ofthe European Councill (2022/02 72(COD)),
Parliament and of the Council - .
of...on.. (OJL, ..., ELI: ...). 1.0 Regulation (EU)
«../ee. Of the European
Parliament and of the Council
of...on...(OJL, ..., ELI: ...).
Text Origin: EP
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Mandate I

| Article 1

6(2), point (g)

(g) the provider shall be able to
demonstrate that it has experience
in delivering similar services to
relevant national authorities or
entities operating in critical or

(g) the provider shall be able to
demonstrate that it has experience
in delivering similar services to
relevant national authorities or
entities operating in critical or

(g) the provider shall be able to
demonstrate that it has experience
in delivering similar services to
relevant national authorities or
entities operating in eriticalor

(g) the provider shall be able to
demonstrate that it has experience
in delivering similar services to
relevant national authorities or
. entities operating in eriticalor
17 highly critical sectors; highly critical sectors; hishiysectors of high criticality or | hishiysectors of high criticality or
other critical sectors; other critical sectors;
Text Origin: Council
Mandate
| Article 16(2), point (h) |
(h) the provider shall be able to (h) the provider shall be able to (h) the provider shall be able to (h) the provider shall be able to
provide the service within a short provide the service within a short provide the service within a short provide the service within a short
timeframe in the Member State(s) | timeframe in the Member State(s) | timeframe in the Member State(s) | timeframe in the Member State(s)
179 where it can deliver the service; where it can deliver the service; where it can deliver the service; where it can deliver the service;
Text Origin:
Commission Proposal
Article 16(2), point (i) |
| 180 (1) the provider shall be able to (1) the provider shall be able to (i) the provider shall be able to (i) the provider shall be able to
provide the service in the local provide the service in the local provide the service in the local provide the service in any of the
language of the Member State(s) language of the Member State(s), language of the Member State(s) official languagesthetocat
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Commission Proposal

where it can deliver the service;

EP Mandate

or in one of the working
languages of the Union’s
institutions, -where it can deliver
the service;

Council Mandate

where it can deliver the service, if
so required by the Member

State(s);

Draft Agreement

taneunaege of the_Union, used in
the Member Statefs) where it can
deliver the service, as required by
the Member State(s);

EP to propose a text

Text Origin: EP

Mandate

Article 1

6(2), point (j)

(j) once an EU certification
scheme for managed security
service Regulation (EU) 2019/881
is in place, the provider shall be
certified in accordance with that
scheme.

(j) once an £HEuropean
cybersecurity certification scheme
for managed security service
pursuant to Regulation (EU)
2019/881 is in place, the provider
shall be certified in accordance
with that scheme_within a period

(j) once an EU certification
scheme for managed security
service Regulation (EU) 2019/881
is in place, the provider shall be
certified in accordance with that
scheme.

(j) once an £HEuropean
cybersecurity certification scheme
for managed security
serviceservices pursuant to
Regulation (EU) 2019/881 is in
place, the provider shall be
certified in accordance with that

Y 181 of two years after the scheme has scheme within a period of [two
been adopted. vears] after the scheme has
entered into application.
EP and Council to check
Text Origin: EP
Mandate
Article 16(2), point (ja)
v| 181a . .
(ia) the provider shall be able to
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Commission Proposal

EP Mandate

provide the service independently
and not as part of a bundle, thus
safeguarding the user possibility
to switch to another service

provider;

Council Mandate

Draft Agreement
deleted

CNS could accept with a better
language.

EP to propose to delete the article and
replace it with a recital.

Article 16(2), point (jb)

181b

(ib) for the purposes of Article
12(1) the provider shall include in

(k) the provider shall include in
the tender, the conversion

the tenders proposal the possibility

conditions for any unused

for conversion of unused incident

incident response service that

response services into exercises or

could be converted into

trainings;

preparedness services closely

related to incident response, such

(k) the provider shall include in
the tender, the conversion
conditions for any unused
incident response service that
could be converted into
preparedness services closely

related to incident response, such

as exercises or trainings.

as exercises or trainings.

Text Origin: Council

Mandate

Article 16(2), point (jc)

(ic) the provider shall be
established and shall have its
executive management structures
in the Union, in an associated

EC: to keep current status quo, but if
needed to be change, it should be
done in Article 19 (amending the DEP).

v| 181c country or in a third country that EP: To check with legal services that
is part to the Government the right placeholder for this change is
Procurement Agreement in the indeed Article 19 (as the Council did)
context of World Trade
Organisation(GPA).
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EP Mandate

Council Mandate

Commission Proposal

Draft Agreement

Article 16(2), point (jd)

<

181d

(id) The provider shall not be
subject to control by a non-
associated third country or by a
non-associated third-country
entity that is not party to the GPA
or, alternatively, such an entity
shall have been subject to
screening within the meaning of
Regulation (EU) 2019/452 and,
where necessary, to mitigation
measures, taking into account the
objectives set out in this

Regulation.

EP and CNS position are close to each
other. Linked to 181c

Article 16(2a)

2a. For the purposes of procuring
services for the EU Cybersecurity

2a. For the purposes of procuring
services for the EU Cybersecurity

Reserve, the contracting authority

Reserve, the contracting authority

shall, where appropriate, develop

may, where appropriate, develop

selection criteria in addition to

selection criteria in addition to

those referred to in paragraph 2,

those referred to in paragraph 2,

j 18le in _close cooperation with Member | in close cooperation with Member
States. States.
EC: suggest replace shall by may\
CNS to propose a recital
Text Origin: Council
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Commission Proposal EP Mandate Council Mandate Draft Agreement
Mandate
Article 16a
Article 16a Article 16a
Mutual assistance Mutual assistance
181F (1:l1\125 moved it from Article 10 - row
Text Origin: Council
Mandate
| Article 16a(1) |
1. The Mechanism shall provide 1. The Mechanism shall provide
support for technical assistance support for technical assistance
from one Member State to another | from one Member State to another
Member State affected by a Member State affected by a
significant or large-scale significant or large-scale
181 cybersecurity incident, including cybersecurity incident, including
g in cases referred to in Article in cases referred to in Article
11(3), point (f), of Directive (EU) 11(3), point (f), of Directive (EU)
2022/25535. 2022/25535.
Text Origin: Council
Mandate
| Article 16a(2) |
l 181h l
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

2. The support for the technical
mutual assistance referred to in

2. The support for the technical
mutual assistance referred to in

paragraph 1 shall be granted in

paragraph 1 shall be granted in

the form of grants and under the

the form of grants and under the

conditions defined in the relevant

conditions defined in the relevant

work programmes referred to in

work programmes referred to in

Article 24 of the Digital Europe

Article 24 of the Digital Europe

Programme.

Programme.

Text Origin: Council
Mandate
| Article 17 |
Article 17 Article 17 Article 17 Article 17
Support to third countries Support to third countries Support to DEP-associated third Support to DEP-associated third
countries countries
182
Text Origin: Council
Mandate
| Article 17(1)
1. Third countries may request 1. Third countries may request 1. A DEP-associated third 1. A DEP-associated third
support from the EU Cybersecurity | support from the EU Cybersecurity | eountriescountry may request eonntriescountry may request
Reserve where Association Reserve where Association support from the EU Cybersecurity | support from the EU Cybersecurity
183 | Agreements concluded regarding Agreements concluded regarding Reserve where Association Reserve where Association
their participation in DEP provide | their participation in DEP provide | Agreementsconectndedresarding Aoreements-concluded-resarding
for this. for this. thibepertlalp ettt D D pene e | plhelesenntfado o L DUTD sl
for-thisthe agreement, through for-thisthe agreement, through
which it is associated to DEP which it is associated to DEP
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Commission Proposal EP Mandate Council Mandate Draft Agreement
provides for participation in the provides for participation in the
Reserve. Reserve.
Text Origin: Council
Mandate
| Article 17(2) |
2. Support from the EU 2. Support from the EU 2. Support from the EU 2. Support from the EU
Cybersecurity Reserve shall be in Cybersecurity Reserve shall be in Cybersecurity Reserve shatl-bein | Cybersecurity Reserve shat-be-in
accordance with this Regulation, accordance with this Regulation, cressrlaeen it e cressrlaeen it e
and shall comply with any specific | and shall comply with any specific | axndto a DEP-associated third andto a DEP-associated third
conditions laid down in the conditions laid down in the country shall comply with any country shall comply with any
84 Association Agreements referred to | Association Agreements referred to | specific conditions laid down in the | specific conditions laid down in the
1 in paragraph 1. in paragraph 1. Assoetation—ereements Assoetation—ereements
agreement, referred to in agreement, referred to in paragraph
paragraph 1. 1.
Text Origin: Council
Mandate
| Article 17(3) |
3. Users from associated third 3. Users from associated third 3. Users from associated DEP- 3. Users from associated DEP-
countries eligible to receive countries eligible to receive associated third countries eligible | associated third countries eligible
services from the EU services from the EU to receive services from the EU to receive services from the EU
185 | Cybersecurity Reserve shall Cybersecurity Reserve shall Cybersecurity Reserve shall Cybersecurity Reserve shall
include competent authorities such | include competent authorities such | include competent authorities such | include competent authorities such
as CSIRTs and cyber crisis as CSIRTs and cyber crisis as_Computer Security Incident as_Computer Security Incident
management authorities. management authorities. and Response Teams-CSIRTs and | and Response Teams-CSIRTs and
cyber crisis management cyber crisis management
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Commission Proposal

EP Mandate

Council Mandate

authorities.

Draft Agreement

authorities.

Text Origin: Council

Mandate

| Article 17(4)

4. Each third country eligible for
support from the EU Cybersecurity
Reserve shall designate an
authority to act as a single point of

4. Each third country eligible for
support from the EU Cybersecurity
Reserve shall designate an
authority to act as a single point of

4. Each DEP-associated third
country eligible for support from
the EU Cybersecurity Reserve shall
designate an authority to act as a

4. Each DEP-associated third
country eligible for support from
the EU Cybersecurity Reserve shall
designate an authority to act as a

186 | contact for the purpose of this contact for the purpose of this single point of contact for the single point of contact for the
Regulation. Regulation. purpose of this Regulation. purpose of this Regulation.
Text Origin: Council
Mandate
| Article 17(4a)
4a. Requests for support from the
EU Cybersecurity Reserve under CNS: Council IA.
this Article shall be assessed by EP: too political
the Commission. A response shall
186a be transmitted to the users Text Origin: Council
referred to in Article 12(3) point Mandate
(c) without undue delay, following
the Council’s implementing
decision referred to in paragraph
Sa of this Article.
| Article 17(5) |
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EP Mandate

Council Mandate

Commission Proposal

5. Prior to receiving any support
from the EU Cybersecurity
Reserve, third countries shall
provide to the Commission and the
High Representative information
about their cyber resilience and
risk management capabilities,
including at least information on
national measures taken to prepare
for significant or large-scale
cybersecurity incidents, as well as
information on responsible national
entities, including CSIRTs or
equivalent entities, their
capabilities and the resources

5. Prior to receiving any support
from the EU Cybersecurity
Reserve, third countries shall
provide to the Commission and the
High Representative information
about their cyber resilience and
risk management capabilities,
including at least information on
national measures taken to prepare
for significant or large-scale
cybersecurity incidents, as well as
information on responsible national
entities, including CSIRTs or
equivalent entities, their
capabilities and the resources

5. In order to enable the
Cominission to apply the criteria

Draft Agreement

5. In order to enable the
Commission to apply the criteria

listed in Article 14(2), within three

listed in Article 14(2), within three

months of the conclusion of the

months of the conclusion of the

agreement referred to in
paragraph 1 and in any eveni
prior to receiving any support from
the EU cybersecurity reserve, the
DEP-associated third countries
shall provide to the Commission
L iho Iioh R .
information about their cyber
resilience and risk management
capabilities, including at least
information on national measures

agreement referred to in
paragraph 1 and in any event
prior to receiving any support from
the EU cybersecurity reserve, the
DEP-associated third countries
shall provide to the Commission
L iho [ioh R .
information about their cyber
resilience and risk management
capabilities, including at least
information on national measures

v| 187 | allocated to them. Where allocated to them. Where taken to prepare for significant, taken to prepare for significant,
provisions of Articles 13 and 14 of | provisions of Articles 13 and 14 of | large-scale or large-scale- large-scale or large-scale-
this Regulation refer to Member this Regulation refer to Member equivalent-or-larse-scate equivalent-er-large-seale
States, they shall apply to third States, they shall apply to third cybersecurity incidents, as well as | cybersecurity incidents, as well as
countries as set out in paragraph 1. | countries as set out in paragraph 1. | information on responsible national | information on responsible national
entities, including CSIRTSs or entities, including CSIRTSs or
equivalent entities, their equivalent entities, their
capabilities and the resources capabilities and the resources
allocated to them.—#%kere allocated to them.—#here
eonntries-as-setout The DEP- eonntries-as-setout The DEP-
associated third country shall associated third country shall
provide updates to this provide updates to this
information on a regular basis information on a regular basis
and at least once per year. The and at least once per year. The
5849/24 FM/ff 184
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Commission Proposal

EP Mandate

Council Mandate

Commission shall share this
information with the High
Representative and ENISA for the

Draft Agreement

Commission shall share this
information with the High
Representative and ENISA for the

purpose of facilitating the
consultation referred to in
paragraph 46. It shall also share
this information with EU

CyCLONe.

purpose of facilitating the
consultation referred to in
paragraph +6. It shall also share
this information with EU

CyCLONe.

EP and CNS to check

Text Origin: Council
Mandate

Article 1

7(5a)

187a

Sa. Support from the EU
Cybersecurity Reserve to a DEP-
associated third country shall only
be provided after a Council
implementing decision has been
adopted on _a proposal from the
Commission following its
assessment under Article 14 (2).
The Council implementing
decision authorising the
Commission to provide support to
the DEP-associated third country
shall specify the time period
during which such support may be
provided, which shall not be
longer than three months. It shall

To be checked, EP have strong
reservations.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

be based on an assessment of the
support with regard to the
criterion for prioritising multiple
requests under Article 142)(f) of
this Regulation and consistency
with the Union’s policy towards
the DEP-associated third country
concerned,

| Article 17(6) |
6. The Commission shall 6. The Commission shall without | 6. The Commission shall 6. The Commission shall
coordinate with the High undue delay notify the Council eoordinatecooperate with the High | eovordinatecooperate with the High
Representative about the requests and coordinate with the High Representative-_about the requests | Representative-_about the requests
received and the implementation of | Representative about the requests received and the implementation of | received and the implementation of
the support granted to third received and the implementation of | the support granted to DEP- the support granted to DEP-
countries from the EU the support granted to third associated third countries from the | associated third countries from the
188 Cybersecurity Reserve. countries from the EU EU Cybersecurity Reserve._The EU Cybersecurity Reserve._The
Cybersecurity Reserve. Commission shall also take into Commission shall also take into
account any views provided by account any views provided by
ENISA in respect of those ENISA in respect of those
requests. requests.
Text Origin: Council
Mandate
| Article 17(6a) |
1882 Article 17a Article 17a Coordination with
Coordination with Union crisis Union crisis management
management mechanisms mechanisms
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EP Mandate

Commission Proposal

Council Mandate

Draft Agreement

Text Origin: Council
Mandate
Article 17(6b)
1. Where a significant 6b. Where a significant
cybersecurity incident, a large- cybersecurity incident, a large-
scale or large-scale-equivalent scale or large-scale-equivalent
cybersecurity incident originates cybersecurity incident originates
from or results in a disaster as from or results in a disaster as
defined in Article 4, point (1), of defined in Article 4, point (1), of
Decision No 1313/2013/EU, the Decision No 1313/2013/EU, the
support provided under this support provided under this
188b Regulation for responding to such | Regulation for responding to such
incident shall complement actions | incident shall complement actions
under, and be without prejudice, under, and be without prejudice,
to Decision No 1313/2013/EU. to Decision No 1313/2013/EU.
Moved from row 162
Text Origin: Council
Mandate
| Article 17(6c) |
2. In the event of a large-scale or | 6¢c. In the event of a large-scale or
188¢ large-scale-equivalent large-scale-equivalent
cybersecurity incident where the cybersecurity incident where the
EU Integrated Political Crisis EU Integrated Political Crisis
Response Arrangements under Response Arrangements under
5849/24 FM/ff 187
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Commission Proposal

EP Mandate

Council Mandate

Implementing Decision (EU)
2018/19934 (IPCR Arrangements)

Draft Agreement

Implementing Decision (EU)
2018/19934 (IPCR Arrangements)

are triggered, support provided

are triggered, support provided

under this Regulation for
responding to such incident shall

under this Regulation for
responding to such incident shall

be handled in accordance with the

be handled in accordance with the

relevant procedures under the

relevant procedures under the

IPCR Arrangements. IPCR Arrangements.
Moved from row 163
Text Origin: Council
Mandate
| Chapter IV
Chapter IV Chapter IV Chapter IV Chapter IV
CYBERSECURITY INCIDENT CYBERSECURITY INCIDENT CYBERSECURITY INCIDENT CYBERSECURITY INCIDENT
189 REVIEW MECHANISM REVIEW MECHANISM REVIEW MECHANISM REVIEW MECHANISM
Text Origin:
Commission Proposal
| Article 18
Article 18 Article 18 Article 18 Article 18
Cybersecurity Incident Review Cybersecurity Incident Review Cybersecurity Incident Review Cybersecurity Incident Review
190 Mechanism Mechanism Mechanism Mechanism
Text Origin:
Commission Proposal
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Article 18(1)

1. At the request of the
Commission, the EU-CyCLONe or
the CSIRTSs network, ENISA shall
review and assess threats,
vulnerabilities and mitigation
actions with respect to a specific
significant or large-scale
cybersecurity incident. Following
the completion of a review and
assessment of an incident, ENISA
shall deliver an incident review
report to the CSIRTs network, the
EU-CyCLONe and the
Commission to support them in

1. At the request of the
Commission, the EU-CyCLONe or
the CSIRTSs network, ENISA shall
review and assess threats,
vulnerabilities and mitigation
actions with respect to a specific
significant or large-scale
cybersecurity incident. Following
the completion of a review and
assessment of an incident, ENISA
shall deliver an incident review
report to the CSIRTs network, the
EU-CyCLONe and the
Commission to support them in

1. At the request of e
EU-CyCLONe, ENISA shall, with

1. At the request of the
Commission or EU-CyCLONe,
ENISA shall, with the support of-

the support of the CSIRTs
network—ENISA-shatl and with the

approval of the Member States

the EU-CyCLONe-or the CSIRTSs
network—EANISA-shatl and with the

approval of the Member States

concerned, review and assess
threats, known exploitable
vulnerabilities and mitigation
actions with respect to a specific
significant or large-scale
cybersecurity incident. Following
the completion of a review and
assessment of an incident, ENISA

concerned, review and assess
threats, known exploitable
vulnerabilities and mitigation
actions with respect to a specific
significant or large-scale
cybersecurity incident. Following
the completion of a review and
assessment of an incident, ENISA

| 191 carrying out their tasks, in carrying out their tasks, in shall deliver an incident review shall deliver an incident review
particular in view of those set out particular in view of those set out report with the aim of drawing report with the aim of drawing
in Articles 15 and 16 of Directive in Articles 15 and 16 of Directive lessons-learned to avoid or lessons-learned to avoid or
(EU) 2022/2555. Where relevant, (EU) 2022/2555. Where relevant, mitigate future incidents to the mitigate future incidents to the
the Commission shall share the the Commission shall share the EU-CyCLONe, to-the CSIRTSs EU-CyCLONe, to-the CSIRTSs
report with the High report with the High network,_the Member State network,the EL-CCLONe_the
Representative. Representative. concerned-the EU-CyCLONe and | Member States concerned and the
the Commission to support them in | Commission to support them in
carrying out their tasks, in carrying out their tasks, in
particular in view of those set out particular in view of those set out
in Articles 15 and 16 of Directive in Articles 15 and 16 of Directive
(EU) 2022/2555._When an (EU) 2022/2555._When an
incident has an impact on a DEP- | incident has an impact on a DEP-
associated third country¥here associated third country, ENISA
retevant, ENISA shall also share | shall also share the report with the
the report with the Council. The Council. In such cases-Where
5849/24 FM/ff 189
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Commission shall share the report
with the High Representative.

relevant, the Commission shall
share the report with the High
Representative.

EP and Council to check

Text Origin: Council

Mandate

Article 18(2)

2. To prepare the incident review
report referred to in paragraph 1,
ENISA shall collaborate all
relevant stakeholders, including
representatives of Member States,
the Commission, other relevant EU
institutions, bodies and agencies,
managed security services
providers and users of
cybersecurity services. Where

2. To prepare the incident review
report referred to in paragraph 1,
ENISA shall collaborate with and
gather feedback from all relevant
stakeholders, including
representatives of Member States,
the Commission, other relevant EU
institutions, bodies, offices and
agencies, managed security
services providers in the National

2. To prepare the incident review
report referred to in paragraph 1,
ENISA shall collaborate with all
relevant stakeholders, including
representatives of Member States,
the Commission, other relevant EU
institutions, bodies and agencies,
managed security services
providers and users of
cybersecurity services. Where

COM to come with drafting proposal

| B appropriate, ENISA shall also and Cross-border SOCs and users | appropriate, and with the approval
collaborate with entities affected of cybersecurity services, of the Member State(s) concerned,
by significant or large-scale complemented with guarantees ENISA shall also collaborate with
cybersecurity incidents. To support | and monitoring that is adequate to | entities affected by significant or
the review, ENISA may also ensure that lessons learned and large-scale cybersecurity incidents.
consult other types of stakeholders. | best practicies identified are L e e e A S e
Consulted representatives shall backed by the actors in the b st pep e
disclose any potential conflict of cybersecurity services industry. stakehotders—_Consulted
interest. Where appropriate, ENISA shall representatives shall disclose any
also collaborate with entities potential conflict of interest.
affected by significant or large-
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EP Mandate

Council Mandate

Commission Proposal

scale cybersecurity incidents. To
support the review, ENISA may
also consult other types of
stakeholders. Consulted
representatives shall disclose any
potential conflict of interest.

Draft Agreement

Article 18(3)

3. The report shall cover a review
and analysis of the specific
significant or large-scale
cybersecurity incident, including
the main causes, vulnerabilities and
lessons learned. It shall protect
confidential information, in
accordance with Union or national
law concerning the protection of
sensitive or classified information.

3. The report shall cover a review
and analysis of the specific
significant or large-scale
cybersecurity incident, including
the main causes, vulnerabilities and
lessons learned. It shall protect
confidential information, in
accordance with Union or national
law concerning the protection of
sensitive or classified information.
It shall not include any details

3. The report shall cover a review
and analysis of the specific
significant or large-scale
cybersecurity incident, including
the main causes, known
exploitable vulnerabilities and
lessons learned. It shall protect
information, in particular
eeppfieleniteinfomnreion In
accordance with Union or national
law concerning the protection of

3. The report shall cover a review
and analysis of the specific
significant or large-scale
cybersecurity incident, including
the main causes, known
exploitable vulnerabilities and
lessons learned. It shall protect
eonfidentiad_information, in
particular in accordance with
Union or national law concerning
the protection of sensitive or

! 193 about actively exploited sensitive or classified information. | classified information. If the
vulnerabilities that remain If the Member State(s) or other relevant Member State(s) or other
unpatched, user(s) concerned so requests, the | user(s) as referred to in Article

report shall contain only 12(3) so requests, the report shall
anonymised data. contain only anonymised data. It
shall not include any details about
actively exploited vulnerabilities
that remain unpatched,
Council to check
Text Origin: Council
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement
Mandate

Article 18(3a)

3a. The report referred to in
paragraph 1 of this Article shall

set out lessons learned from the

deleted

R peer reviews carried out pursuant Text Origin: EP
to Article 19 of Directive (EU) Mandate
2022/2555.
Article 18(4)
4. Where appropriate, the report 4. Where appropriate, the report 4. Where appropriate, the report
shall draw recommendations to shall draw recommendations, shall draw recommendations to COM to propose a text
v| 194 | improve the Union’s cyber posture. | including for all relevant improve the Union’s cyber posture.

stakeholders, to improve the
Union’s cyber posture.

Article 18(5)

| 195

5. Where possible, a version of the
report shall be made available
publicly. This version shall only
include public information.

5. Where possible, a version of the
report shall be made available
publicly. This version shall only
include public information.

S, Hlerepeosdhloaomdion With
the approval of the reportshatl-be
l b g
ThisMember State(s) concerned,
ENISA may publish a version

shatl-only-ineludeof the report

containing only public
information.

EP to check
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Commission Proposal EP Mandate Council Mandate Draft Agreement
Chapter V
Chapter V Chapter V Chapter V Chapter V
FINAL PROVISIONS FINAL PROVISIONS FINAL PROVISIONS FINAL PROVISIONS
196
Text Origin:
Commission Proposal
| Article 19 |
Article 19 Article 19 Article 19 Article 19
Amendments to Regulation (EU) Amendments to Regulation (EU) Amendments to Regulation (EU) Amendments to Regulation (EU)
197 2021/694 2021/694 2021/694 2021/694
Text Origin:
Commission Proposal
| Article 19, first paragraph
Regulation (EU) 2021/694 is Regulation (EU) 2021/694 is Regulation (EU) 2021/694 is Regulation (EU) 2021/694 is
amended as follows: amended as follows: amended as follows: amended as follows:
198
Text Origin:
Commission Proposal
| Article 19, first paragraph, point (1)
199 (1) Article 6 is amended as (1) Article 6 is amended as (1) Article 6 is amended as (1) Article 6 is amended as
follows: follows: follows: follows:
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Text Origin:
Commission Proposal

Article 19, first paragraph, point (1)(a)

200

(a) paragraph 1 is amended as
follows:

(a) paragraph 1 is amended as
follows:

(a) paragraph 1 is amended as
follows:

(a) paragraph 1 is amended as
follows:

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (1)(a)(1)

201

(1) the following point (aa) is
inserted:

(1) the following point (aa) is
inserted:

(1) the following point (aa) is
inserted:

(1) the following point (aa) is
inserted:

Text Origin:
Commission Proposal

Article 19, first paragraph, point (1)(a)(1), amending provision, numbered paragraph (aa)

3

(aa) support the development of an
EU Cyber Shield, including the
development, deployment and

[3

(aa) support the development of an
EU Cyber Shield, including the
development, deployment and

[3

(aa) support the development of an
EU_Cybersecurity Alert System

Eyber-Shietd, including the

To be aligned to the decision on
names.

22 operation of National and Cross- operation of National and Cross- development, deployment and

border SOCs platforms that border SOCs platforms that operation of National Cyvber Hubs

contribute to situational awareness | contribute to situational awareness | and Cross-Border Cyber Hubseawd

in the Union and to enhancing the | in the Union and to enhancing the | Cross-borderSOCsplatforms that

cyber threat intelligence capacities | cyber threat intelligence capacities | contribute to situational awareness
5849/24 FM/ff 194
ANNEX JAL2 LIMITE EN



Commission Proposal

of the Union;

EP Mandate
of the Union;

Council Mandate

in the Union and to enhancing the
cyber threat intelligence capacities
of the Union;

Draft Agreement

Article 19, first paragraph, point (1)(a)(2)

203

(2) the following point (g) is
added:

(2) the following point (g) is
added:

(2) the following point (g) is
added:

(2) the following point (g) is
added:

Text Origin:
Commission Proposal

Article 19, first paragraph, point (1)(a)(2), amending provision, numbered paragraph

(g)

3

(g) establish and operate a Cyber
Emergency Mechanism to support
Member States in preparing for and
responding to significant
cybersecurity incidents,
complementary to national

[3

(g) establish and operate a
EyberCybersecurity Emergency
Mechanism to support Member
States in preparing for and
responding to significant
cybersecurity incidents,

[3

(g) establish and operate a Cyber
Emergency Mechanism to support
Member States in preparing for and
responding to significant
cybersecurity incidents,
complementary to national

[3

(g) establish and operate a
EyberCybersecurity Emergency
Mechanism to support Member
States in preparing for and
responding to significant
cybersecurity incidents,

v| 204 | resources and capabilities and other | complementary to national resources and capabilities and other | complementary to national Y
forms of support available at Union | resources and capabilities and other | forms of support available at Union | resources and capabilities and other
level, including the establishment forms of support available at Union | level, including the establishment | forms of support available at Union
of an EU Cybersecurity Reserve; level, including the establishment of an EU Cybersecurity Reserve level, including the establishment

> | of an EU Cybersecurity Reserve; deployable upon request in all of an EU Cybersecurity Reserve
> | Member States, Union deployable upon request in all
institutions, bodies and agencies Member States, Union
and in certain third countries; institutions, bodies and agencies
> | and in DEP-associated third
5849/24 FM/ff 195
ANNEX JAL2 LIMITE EN



Council Mandate

Commission Proposal

EP Mandate

Draft Agreement

countries;

EP change is linguistic and to be
applied across the proposal. CNS
agreed to it

EP question the CNS addition "upon
request”

DEP-associated countries definition
may introduce legal issues as could be
understood as changing the DEP
regulation.

Text Origin: Council
Mandate

Article 19, first paragraph, point (1)(b)

205

(b) Paragraph 2 is replaced by the
following:

(b) Paragraph 2 is replaced by the
following:

(b) Paragraph 2 is replaced by the
following:

(b) Paragraph 2 is replaced by the
following:

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (1)(b), amend

ing provision, numbered paragraph (2

)

206

13

2. The actions under Specific
Objective 3 shall be implemented
primarily through the European

3

2. The actions under Specific
Objective 3 shall be implemented
primarily through the European

3

2. The actions under Specific
Objective 3 shall be implemented
primarily through the European

3

2. The actions under Specific
Objective 3 shall be implemented
primarily through the European
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Commission Proposal

Cybersecurity Industrial,
technology and research
Competence Centre and the
Network of National Coordination
Centres, in accordance with
Regulation (EU) 2021/887 of the
European Parliament and of the
Council! with the exception of
actions implementing the EU
Cybersecurity Reserve, which shall
be implemented by the
Commission and ENISA.';

1. Regulation (EU) 2021/887 of
the European Parliament and of
the Council of 20 May 2021
establishing the European
Cybersecurity Industrial,
Technology and Research
Competence Centre and the
Network of National
Coordination Centres, (OJ L
202, 8.6.2021, p. 1-31).

EP Mandate

Cybersecurity Industrial,
technology and research
Competence Centre and the
Network of National Coordination
Centres, in accordance with
Regulation (EU) 2021/887 of the
European Parliament and of the
Council! with the exception of
actions implementing the EU
Cybersecurity Reserve, which shall
be implemented by the
Commission and ENISA.";

1. Regulation (EU) 2021/887 of
the European Parliament and of
the Council of 20 May 2021
establishing the European
Cybersecurity Industrial,
Technology and Research
Competence Centre and the
Network of National
Coordination Centres, (OJ L
202, 8.6.2021, p. 1-31).

Council Mandate

Cybersecurity Industrial,
technology and research
Competence Centre and the
Network of National Coordination
Centres, in accordance with
Regulation (EU) 2021/887 of the
European Parliament and of the
Council! with the exception of
actions implementing the EU
Cybersecurity Reserve, which shall
be implemented by the
Commission and ENISA.";

1. Regulation (EU) 2021/887 of
the European Parliament and of
the Council of 20 May 2021
establishing the European
Cybersecurity Industrial,
Technology and Research
Competence Centre and the
Network of National
Coordination Centres, (OJ L
202, 8.6.2021, p. 1-31).

Draft Agreement

Cybersecurity Industrial,
technology and research
Competence Centre and the
Network of National Coordination
Centres, in accordance with
Regulation (EU) 2021/887 of the
European Parliament and of the
Council! with the exception of
actions implementing the EU
Cybersecurity Reserve, which shall
be implemented by the
Commission and ENISA.";

1. Regulation (EU) 2021/887 of
the European Parliament and of
the Council of 20 May 2021
establishing the European
Cybersecurity Industrial,
Technology and Research
Competence Centre and the
Network of National
Coordination Centres, (OJ L
202, 8.6.2021, p. 1-31).

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (2)

I 207

(2) Article 9 is amended as

(2) Article 9 is amended as

(2) Article 9 is amended as

(2) Article 9 is amended as
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Commission Proposal

follows:

EP Mandate

follows:

Council Mandate

follows:

Draft Agreement

follows:

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (2)(a)

208

(a) in paragraph 2, points (b), (¢)
and (d) are replaced by the
following:

(a) in paragraph 2, points (b), (¢)
and (d) are replaced by the
following:

(a) in paragraph 2, points (b), (¢)
and (d) are replaced by the
following:

(a) in paragraph 2, points (b), (¢)
and (d) are replaced by the
following:

Text Origin:
Commission Proposal

Article 19, first paragraph, point (2)(a), amend

ing provision, numbered paragraph (b)

209

13

(b) , EUR 1776 956 000 for
Specific Objective 2 — Artificial
Intelligence;

3

(b) , EUR 1776 956 000 for
Specific Objective 2 — Artificial
Intelligence;

3

(b) , EUR 1776 956 000 for
Specific Objective 2 — Artificial
Intelligence;

Specific Objective 2 — Artificial
Intelligence;

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (2)(a), amend

ing provision, numbered paragraph (c)

(c) , EUR 1 629 566 000 for

(c) ~EURI629-566-009EUR 1

(c) , EUR 1 629 566 000 for

(b) , EUR 1776 956 000 for |

210 Specific Objective 3 — 620 566 000 for Specific Objective | Specific Objective 3 — EC to share document on budget
Cybersecurity and Trust; 3 — Cybersecurity and Trust; Cybersecurity and Trust;
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

| Article 19, first paragraph, point (2)(a), amend

ing provision, numbered paragraph (d)

(d) , EUR 482 347 000 for
Specific Objective 4 — Advanced

211 Digital Skills;

(d) FEUR482347000EUR 500
347 000 for Specific Objective 4 —
Advanced Digital Skills’;

(d) , EUR 482 347 000 for
Specific Objective 4 — Advanced
Digital Skills;

Article 19, first paragraph, point (2)(aa)

|
I 211a

(aa) the following new paragraph
2a is inserted:

| Article 19, first paragraph, point (2)(aa), amen

ding provision, first paragraph

| 211b

[3

(2a) ‘ The amount referred to in
paragraph 2 point c shall

primarily be used for achieving

the operational objectives referred
into art. 6 par. 1 (a-f) of the

Programme.’;

| Article 19, first paragraph, point (2)(ab)

(ab) the following new paragraph
2b is inserted:

I 211c
|

Article 19, first paragraph, point (2)(ab), amending provision, first paragraph
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Council Mandate

211d

Commission Proposal

EP Mandate

[3

(2b) The amount for the
establishment and implementation

of the EU Cybersecurity Reserve
shall not exceed EUR 27 million
for the intended duration of the
Regulation laying down measures
to strengthen solidarity and
capacities in the Union to detect,
prepare for, and respond to
cybersecurity threats and

incidents.’;

Draft Agreement

| Article 19, first paragraph, point (2)(b)

212

(b) the following paragraph 8 is
added:

(b) the following paragraph 8 is
added:

(b) the following paragraph 8 is
added:

(b) the following paragraph 8 is
added:

Text Origin:
Commission Proposal

Article 19, first paragraph, point (2)(b), amend

ing provision, numbered paragraph (8)

3

8. By derogation to Article 12(4)

[3

8. By way of derogation #efrom

[3

8. By derogationto-way of

EP, CNS and EC to check

vl 213 of Regulation (EU, Euratom) Article 12(4) of Regulation (EU, derogation from_Article 12¢4)}12(1

2018/1046, unused commitment Euratom) 2018/1046, unused of Regulation (EU, Euratom)

and payment appropriations for commitment and payment 2018/1046, unused commitment

actions pursuing the objectives set | appropriations for actions in the and payment appropriations for
5849/24 FM/ff 200
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Commission Proposal

out in Article 6(1), point (g) of this
Regulation, shall be automatically
carried over and may be committed
and paid up to 31 December of the
following financial year.;

EP Mandate

context of the implementation of
the EU cybersecurity Reserve,
pursuing the objectives set out in
Article 6(1), point (g) of this
Regulation, shall be automatically
carried over and may be committed
and paid up to 31 December of the
following financial year.’;

The Commission shall inform the
Parliament and the Council of
appropriations carried over in
accordance with art. 12(6) of
Regulation (EU, Euratom)
2018/1046.

Council Mandate

actions pursuing the objectives set
out in Article 6(1), point (g) of this
Regulation, shall be automatically
carried over and may be committed
and paid up to 31 December of the
following financial year.;

Draft Agreement

Article 19, first paragraph, point (2)(ba)

<

213a

(2a) Article 12 is amended as
follows:

Check with Legal Services of both co-
legislators in particular which
countries are excluded or not.

Article 19, first paragraph, point (2a)(a), first subparagraph

=<

213b

(1) paragraph 5 is replaced by the

following:

Article 19, first paragraph, point (2a)(a), first subparagraph, amending provision, first paragraph

Y 213¢ 13
5849/24 FM/ff
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Commission Proposal

EP Mandate

Council Mandate

!5 The work programme may also
provide that legal entities
established in associated countries
and legal entities that are
established in the Union but are
controlled from third couniries
are not eligible io participate in all
or some actions under Specific
Objective 3, for duly justified
security reasons. In such cases,
calls for proposals and calls for
tenders shall be restricted to legal
entities established or deemed to
be established in Member States
and controlled by Member States
or by nationals of Member States'.

B

Draft Agreement

Article 19, first paragraph, point (2a)(a), secon

d subparagraph

213d

=<

The first subparagraph of this
paragraph shall not apply, insofar

as concerns legal entities that are
established in the Union but are
controlled from third countries, to
any action implementing the
FEuropean Cybersecurity Alert
System where both of the
following conditions are fulfilled

in respect of that action:

Article 19, first paragraph, point (2a)(a), second subparagraph, amending provision, first paragraph
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Commission Proposal EP Mandate Council Mandate Draft Agreement

3

(a) there is a real visk, taking into
account the results of the mapping
referred to in Article 8 (3a) of
Regulation [Cybersolidarity Act],
that the tools, infrastructures and
services necessary and sufficient
2136 for that action to adequately .
contribute to the objective of the
European Cybersecurity Alert
System will not be available from
legal entities established or
deemed to be established in
Member States and controlled by
Member States or by nationals of
Member States; and

<

Article 19, first paragraph, point (2a)(a), second subparagraph, amending provision, second paragraph

(b) the security risk of procuring
from such legal entities within the
European Cybersecurity Alert
213f System is proportionate to the
benefits and does not undermine
the essential security interests of
the Union and its Member States.

=<

Article 19, first paragraph, point (2a)(a), third subparagraph

<

213g The first subparagraph of this '
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Commission Proposal

EP Mandate

Council Mandate

paragraph shall not apply, insofar
as concerns legal entities that are
established in the Union but are
controlled from third countries, to
actions implementing the EU
Cybersecurity Reserve where both
of the following conditions are

fulfilled:

Draft Agreement

Article 19, first paragraph, point (2a)(a), third subparagraph, amending provision, first paragraph

213h

=<

[3

(a) there is a real risk, taking into
account the results of the mapping
referred to in Article 12 (7) of
Regulation [Cybersolidarity Act],
that the technology, expertise or
capacity necessary and sufficient
for the EU Cybersecurity Reserve
to adequately perform its
functions will not be available
from legal entities established or
deemed to be established in
Member States and controlled by
Member States or by nationals of
Member States; and

Article 19, first paragraph, point (2a)(a), third subparagraph, amending provision, second paragraph

(b) the security risk of including

o2l such legal entities within the EU

Cybersecurity Reserve is
5849/24 FM/ff 204
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<

<

Commission Proposal EP Mandate Council Mandate \ Draft Agreement
proportionate to the benefits and
does not undermine the essential
security interests of the Union and
its Member States.'
Article 19, first paragraph, point (2b), first subparagraph

213

following:

(2) paragraph 6 is replaced by the

Article 19, first paragraph, point (2b), first subparagraph, amending provision, first paragraph

213k

3

'6. If duly justified for security
reasons, the work programme may
also provide that legal entities
established in associated countries
and legal entities that are
established in the Union but are
controlled from third countries
may be eligible to participate in all
or some actions under Specific
Objectives 1 and 2, only if they
comply with the requirements to
be fulfilled by those legal entities
to guarantee the protection of the
essential security interests of the
Union and the Member States and
to ensure the protection of
classified documents information.
Those requirements shall be set
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Commission Proposal EP Mandate

Council Mandate

Draft Agreement

out in the work programme.’

<

=<

Article 19, first paragraph, point (2b), second subparagraph

2131

The first subparagraph of this
paragraph shall aiso apply,
insofar as concerns legal entities
that are established in the Union
but are controlled from third
countries, to actions under
Specific Objective 3:

Article 19, first paragraph, point (2b), second subparagraph, amending provision, fir

st paragraph

213m

[3

(a) to implement the European
Cybersecurity Alert System in
cases where paragraph 5, second
subparagraph of this Article

applies; and

Article 19, first paragraph, point (2b), second subparagraph, amending provision, se

cond paragraph

(b) to implement the EU
Cybersecurity Reserve in cases
where paragraph 5, third

v| 213n subparagraph of this Article
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Article 19, first paragraph, point (3)

214

(3) In Article 14, paragraph 2 is
replaced by the following:

(3) In Article 14, paragraph 2 is
replaced by the following:

(3) In Article 14, paragraph 2 is
replaced by the following:

(3) In Article 14, paragraph 2 is
replaced by the following:

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (3), amending provision, numbered paragraph (2), first subparagraph

215

13

2. The Programme may provide
funding in any of the forms laid
down in the Financial Regulation,
including in particular through
procurement as a primary form, or
grants and prizes.

13

2. -The Programme may provide
funding in any of the forms laid
down in the-Firnanecial Regulation
(EU, Euratom) 2018/1046,
including in particular through
procurement as a primary form, or
grants and prizes.

13

2. The Programme may provide
funding in any of the forms laid
down in the Financial Regulation,
including in particular through
procurement as a primary form, or
grants and prizes.

(EU, Euratom) 2018/1046,
including in particular through
procurement as a primary form, or
grants and prizes.

Text Origin: EP
Mandate

| Article 19, first paragraph, point (3), amending provision, numbered paragraph (2), second subparagraph

Where the achievement of the
objective of an action requires the
procurement of innovative goods

Where the achievement of the
objective of an action requires the
procurement of innovative goods

Where the achievement of the
objective of an action requires the
procurement of innovative goods

Where the achievement of the
objective of an action requires the
procurement of innovative goods

2. -The Programme may provide
funding in any of the forms laid
down in the-Firnancial Regulation

216 . . . :
and services, grants may be and services, grants may be and services, grants may be and services, grants may be
awarded only to beneficiaries that | awarded only to beneficiaries that | awarded only to beneficiaries that | awarded only to beneficiaries that
are contracting authorities or are contracting authorities or are contracting authorities or are contracting authorities or
contracting entities as defined in contracting entities as defined in contracting entities as defined in contracting entities as defined in
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Commission Proposal

Directives 2014/24/EU ?7 and
2014/25/EU  of the European
Parliament and of the Council.

EP Mandate

Directives 2014/24/EU 27 and
2014/25/EU 2 of the European
Parliament and of the Council.

Council Mandate

Directives 2014/24/EU %7 and
2014/25/EU 2 of the European
Parliament and of the Council.

Draft Agreement

Directives 2014/24/EU %7 and
2014/25/EU 2 of the European
Parliament and of the Council.

Text Origin:
Commission Proposal

Article 19, first paragraph, point (3), amending

provision, numbered paragraph (2), third subparagraph

217

Where the supply of innovative
goods or services that are not yet
available on a large-scale
commercial basis is necessary to
achieve the objectives of an action,
the contracting authority or the
contracting entity may authorise
the award of multiple contracts
within the same procurement
procedure.

Where the supply of innovative
goods or services that are not yet
available on a large-scale
commercial basis is necessary to
achieve the objectives of an action,
the contracting authority or the
contracting entity may authorise
the award of multiple contracts
within the same procurement
procedure.

Where the supply of innovative
goods or services that are not yet
available on a large-scale
commercial basis is necessary to
achieve the objectives of an action,
the contracting authority or the
contracting entity may authorise
the award of multiple contracts
within the same procurement
procedure.

achieve the objectives of an action,
contracting entity may authorise
the award of multiple contracts

within the same procurement
procedure.

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (3), amending

provision, numbered paragraph (2), fourth subparagraph

For duly justified reasons of public
security, the contracting authority

For duly justified reasons of public
security, the contracting authority

For duly justified reasons of public
security, the contracting authority

For duly justified reasons of public
security, the contracting authority

Where the supply of innovative
goods or services that are not yet
available on a large-scale
commercial basis is necessary to
the contracting authority or the

218 | or the contracting entity may or the contracting entity may or the contracting entity may or the contracting entity may
require that the place of require that the place of require that the place of require that the place of
performance of the contract be performance of the contract be performance of the contract be performance of the contract be
situated within the territory of the situated within the territory of the situated within the territory of the situated within the territory of the
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Commission Proposal

Union.

EP Mandate

Union.

Council Mandate

Union.

Draft Agreement

Union.

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (3), amending provision, numbered paragraph (2), fifth subparagraph

When implementing procurement
procedures for the EU
Cybersecurity Reserve established
by Article 12 of Regulation (EU)
2023/XX, the Commission and
ENISA may act as a central
purchasing body to procure on
behalf of or in the name of third
countries associated to the
Programme in line with Article 10.
The Commission and ENISA may
also act as wholesaler, by buying,

When implementing procurement
procedures for the EU
Cybersecurity Reserve established
by Article 12 of Regulation (EU)
2023/XX, the Commission and
ENISA may act as a central
purchasing body to procure on
behalf of or in the name of third
countries associated to the
Programme in line with Article 10.
The Commission and ENISA may
also act as wholesaler, by buying,

When implementing procurement
procedures for the EU
Cybersecurity Reserve established
by Article 12 of Regulation (EU)
2023/XX, the Commission and
ENISA may act as a central
purchasing body to procure on
behalf of or in the name of third
countries associated to the
Programme in line with Article 10.
The Commission and ENISA may
also act as wholesaler, by buying,

When implementing procurement
procedures for the EU
Cybersecurity Reserve established
by Article 12 of Regulation (EU)
2023/XX, the Commission and
ENISA may act as a central
purchasing body to procure on
behalf of or in the name of third
countries associated to the
Programme in line with Article 10.
The Commission and ENISA may
also act as wholesaler, by buying,

219 stocking and reselling or donating | stocking and reselling or donating | stocking and reselling or donating | stocking and reselling or donating
supplies and services, including supplies and services, including supplies and services, including supplies and services, including
rentals, to those third countries. By | rentals, to those third countries. By | rentals, to those third countries. By | rentals, to those third countries. By
derogation from Article 169(3) of | derogation from Article 169(3) of | derogation from Article 169(3) of | derogation from Article 169(3) of
Regulation (EU). XXX/XXXX [FR | Regulation (EU). XXX/XXXX [FR | Regulation (EU). XXX/XXXX [FR | Regulation (EU). XXX/XXXX [FR
Recast], the request from a single Recast], the request from a single Recast], the request from a single Recast], the request from a single
third country is sufficient to third country is sufficient to third country is sufficient to third country is sufficient to
mandate the Commission or mandate the Commission or mandate the Commission or mandate the Commission or
ENISA to act. ENISA to act. ENISA to act. ENISA to act.

Text Origin:

Commission Proposal
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Commission Proposal
Article 19, first paragraph, point (3), amending provision, numbered paragraph (2), sixth subparagraph

EP Mandate

Council Mandate

Draft Agreement

220

When implementing procurement
procedures for the EU
Cybersecurity Reserve established
by Article 12 of Regulation (EU)
2023/XX, the Commission and
ENISA may act as a central
purchasing body to procure on
behalf of or in the name of Union
institutions, bodies and agencies.
The Commission and ENISA may
also act as wholesaler, by buying,
stocking and reselling or donating
supplies and services, including
rentals, to Union institutions,
bodies and agencies. By derogation
from Article 169(3) of Regulation
(EU) XXX/XXXX [FR Recast],
the request from a single Union
institution, body or agency is
sufficient to mandate the
Commission or ENISA to act.

When implementing procurement
procedures for the EU
Cybersecurity Reserve established
by Article 12 of Regulation (EU)
2023/XX, the Commission and
ENISA may act as a central
purchasing body to procure on
behalf of or in the name of Union
institutions, bodies and agencies.
The Commission and ENISA may
also act as wholesaler, by buying,
stocking and reselling or donating
supplies and services, including
rentals, to Union institutions,
bodies and agencies. By derogation
from Article 169(3) of Regulation
(EU) XXX/XXXX [FR Recast],
the request from a single Union
institution, body or agency is
sufficient to mandate the
Commission or ENISA to act.

When implementing procurement
procedures for the EU
Cybersecurity Reserve established
by Article 12 of Regulation (EU)
2023/XX, the Commission and
ENISA may act as a central
purchasing body to procure on
behalf of or in the name of Union
institutions, bodies and agencies.
The Commission and ENISA may
also act as wholesaler, by buying,
stocking and reselling or donating
supplies and services, including
rentals, to Union institutions,
bodies and agencies. By derogation
from Article 169(3) of Regulation
(EU) XXX/XXXX [FR Recast],
the request from a single Union
institution, body or agency is
sufficient to mandate the
Commission or ENISA to act.

When implementing procurement
procedures for the EU
Cybersecurity Reserve established
by Article 12 of Regulation (EU)
2023/XX, the Commission and
ENISA may act as a central
purchasing body to procure on
behalf of or in the name of Union
institutions, bodies and agencies.
The Commission and ENISA may
also act as wholesaler, by buying,
stocking and reselling or donating
supplies and services, including
rentals, to Union institutions,
bodies and agencies. By derogation
from Article 169(3) of Regulation
(EU) XXX/XXXX [FR Recast],
the request from a single Union
institution, body or agency is
sufficient to mandate the
Commission or ENISA to act.

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (3), amending provision, numbered paragraph (2), seventh subparagraph

The Programme may also provide

The Programme may also provide

The Programme may also provide

The Programme may also provide

221 financing in the form of financial financing in the form of financial financing in the form of financial financing in the form of financial
instruments within blending instruments within blending instruments within blending instruments within blending
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Commission Proposal

operations.

2

EP Mandate

operations.

Council Mandate

operations.

Draft Agreement

operations.

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (4)

added:
222

(4) The following article 16a is

(4) The following article 16a is
added:

(4) The following article 16a is
added:

(4) The following article 16a is
added:

Text Origin:
Commission Proposal

Article 19, first paragraph, point (4a)

222a

Article 19, first paragraph, point (4), amending provision, first subparagraph -a

3

Article 16a

3

Article 16a

222b A title should be added at lawyer
linguistic review phase
Text Origin: EP
Mandate
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Article 19, first paragraph, point (4), amending provision, first subparagraph

| 223

3

In the case of actions implementing
the European Cyber Shield
established by Article 3 of
Regulation (EU) 2023/XX, the
applicable rules shall be those set
out in Articles 4 and 5 of
Regulation (EU) 2023/XX. In the
case of conflict between the
provisions of this Regulation and
Articles 4 and 5 of Regulation
(EU) 2023/XX, the latter shall
prevail and apply to those specific
actions.

In the case of actions implementing
the European Cyber Shield
established by Article 3 of
Regulation (EU) 2023/XX, the
applicable rules shall be those set
out in Articles 4 and 5 of
Regulation (EU) 2023/XX. In the
case of conflict between the
provisions of this Regulation and
Articles 4 and 5 of Regulation
(EU) 2023/XX, the latter shall
prevail and apply to those specific
actions.

[3

In the case of actions implementing
the European_Cybersecurity Alert
System -Shield established by
Article 3 of Regulation (EU)
2023/XX, the applicable rules shall
be those set out in Articles 4 and 5
of Regulation (EU) 2023/XX. In
the case of conflict between the
provisions of this Regulation and
Articles 4 and 5 of Regulation
(EU) 2023/XX, the latter shall
prevail and apply to those specific
actions.

To be aligned on decision on definition
part (names)

Article 19, first paragraph, point (5)

224

(5) Article 19 is replaced by the
following:

(5) Article 19 is replaced by the
following:

(5) Article 19 is replaced by the
following:

(5) Article 19 is replaced by the
following:

Text Origin:
Commission Proposal

| Article 19, first paragraph, point (5), amending provision, first paragraph

13

3

3

3

225 Grants under the Programme shall | Grants under the Programme shall | ‘Grants under the Programme shall | Grants under the Programme shall
be awarded and managed in be awarded and managed in be awarded and managed in be awarded and managed in
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accordance with Title VIII of the
Financial Regulation and may
cover up to 100 % of the eligible
costs, without prejudice to the co-
financing principle as laid down in
Article 190 of the Financial
Regulation. Such grants shall be
awarded and managed as specified
for each specific objective.

accordance with Title VIII of #e
Finaneial ResulationRegulation
(EU, Euratom) 2018/1046 and
may cover up to 100 % of the
eligible costs, without prejudice to
the co-financing principle as laid
down in Article 190 of #ze
Finaneiel ResutationRegulation
(EU, Euratom) 2018/1046. Such
grants shall be awarded and
managed as specified for each
specific objective.

accordance with [Title VIII of the
Financial Regulation/ and may
cover up to 100 % of the eligible
costs, without prejudice to the co-
financing principle as laid down in
[Article 190 of the Financial
Regulation/. Such grants shall be
awarded and managed as specified
for each specific objective.

Draft Ag

accordance with [Title VIII of #ke
Finaneial ResulationRegulation
(EU, Euratom) 2018/1046] and
may cover up to 100 % of the
eligible costs, without prejudice to
the co-financing principle as laid
down in [Article 190 of the
Finaneiel ResutationRegulation
(EU, Euratom) 2018/1046]. Such
grants shall be awarded and
managed as specified for each
specific objective.

Text Origin: EP

Mandate

Article 19, first paragraph, point (5), amending provision, second paragraph

226

Support in the form of grants may
be awarded directly by the ECCC
without a call for proposals to the
National SOCs referred to in
Article 4 of Regulation XXXX and
the Hosting Consortium referred to
in Article 5 of Regulation XXXX,
in accordance with Article 195(1),
point (d) of the Financial
Regulation.

Support in the form of grants may
be awarded directly by the ECCC
without a call for proposals to the
National SOCs referred to in
Article 4 of Regulation XX2(EU)
.../... and the Hosting Consortium
referred to in Article 5 of
Regulation X2X(EU) .../..., in
accordance with Article 195(1),
point (d) of theFinancial
ResulationRegulation (EU,
Euratom) 2018/1046.

Support in the form of grants may
be awarded directly by the ECCC
without a call for proposals to the
selected Member States-Neational
SOECs referred to in Article 4 of
Regulation XXXX and the Hosting
Consortium referred to in Article 5
of Regulation XXXX, in
accordance with [Article 195(1),
point (d) of the Financial
Regulation/.

to be aligned with definitions

Article 19, first paragraph, point (5), amending provision, third paragraph
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227

Commission Proposal

Support in the form of grants for
the Cyber Emergency Mechanism
as set out in Article 10 of
Regulation XXXX may be
awarded directly by the ECCC to
Member States without a call for
proposals, in accordance with
Article 195(1), point (d) of the
Financial Regulation.

EP Mandate

Support in the form of grants for
the €yberCybersecurity
Emergency Mechanism as set out
in Article 10 of Regulation A2&Y
EU) .../...may be awarded directly
by the ECCC to Member States
without a call for proposals, in
accordance with Article 195(1),
point (d) of the Financial
ResulationRegulation (EU,
Euratom) 2018/1046.

Council Mandate

Support in the form of grants for
the Cyber Emergency Mechanism
as set out in Article 10 of
Regulation XXXX may be
awarded directly by the ECCC to
Member States without a call for
proposals, in accordance with
[Article 195(1), point (d) of the
Financial Regulation/.

Draft Agreement

Support in the form of grants for
the EyberCybersecurity
Emergency Mechanism as set out
in Article 10 of Regulation A2EY
EU) .../...may be awarded directly
by the ECCC to Member States
without a call for proposals, in
accordance with [Article 195(1),
point (d) of the Financiat
ResulationRegulation (EU,
Euratom) 2018/1046].

Text Origin: EP
Mandate

| Article 19, first paragraph, point (5), amending provision, fourth paragraph

228

For actions specified in Article
10(1), point (c) of Regulation
202X/XXXX, the ECCC shall
inform the Commission and
ENISA about Member States’
requests for direct grants without a
call for proposals.

For actions specified in Article
10(1), point (c) of Regulation
202XX(EU) .../..., the ECCC
shall inform the Commission and
ENISA about Member States’
requests for direct grants without a
call for proposals.

For actions specified in Article
10(1), point (c) of Regulation
202X/XXXX, the ECCC shall
inform the Commission and
ENISA about Member States’
requests for direct grants without a
call for proposals.

For actions specified in Article
10(1), point (c) of Regulation
202XX(EU) .../..., the ECCC
shall inform the Commission and
ENISA about Member States’
requests for direct grants without a
call for proposals.

Text Origin: EP

Mandate
| Article 19, first paragraph, point (5), amending provision, fifth paragraph |
l 229
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Commission Proposal

For the support of mutual
assistance for response to a
significant or large-scale
cybersecurity incident as defined in
Article 10(c), of Regulation
XXXX, and in accordance with
Article 193(2), second
subparagraph, point (a), of the
Financial Regulation, in duly
justified cases, the costs may be
considered to be eligible even if
they were incurred before the
grant application was submitted.;

2

EP Mandate

For the support of mutual
assistance for response to a
significant or large-scale
cybersecurity incident as defined in
Article 10(c), of Regulation
XXNXX(EU) .../..., and in accordance
with Article 193(2), second
subparagraph, point (a), of tke
Finaneial ResulationRegulation
(EU, Euratom) 2018/1046, in duly
justified cases, the costs may be
considered to be eligible even if
they were— incurred before the
grant application was submitted.”;

2

Council Mandate

For the support of mutual
assistance for response to a
significant or large-scale
cybersecurity incident as defined in
Article 10(c), of Regulation
XXXX, and in accordance with
Article 193(2), second
subparagraph, point (a), of the
Financial Regulation, in duly
justified cases, the costs may be
considered to be eligible even if
they were incurred before the
grant application was submitted.;

2

Draft Agreement

For the support of mutual
assistance for response to a
significant or large-scale
cybersecurity incident as defined in
Article 10(c), of Regulation
XXXX(EU) .../..., and in accordance
with [Article 193(2), second
subparagraph, point (a), of tke
Finaneial ResulationRegulation
(EU, Euratom) 2018/1046], in
duly justified cases, the costs may
be considered to be eligible even if
they were— incurred before the
grant application was submitted.”;

2

Text Origin: EP

Mandate

| Article 19, first paragraph, point (6)

(6) Annexes I and II are amended
in accordance with the Annex to
this Regulation.

(6) Annexes I and II are amended
in accordance with the Annex to
this Regulation.

(6) Annexes I and II are amended
in accordance with the Annex to
this Regulation.

(6) Annexes I and II are amended
in accordance with the Annex to
this Regulation.

230
Text Origin:
Commission Proposal
Article 19a |
v| 230a
5849/24 FM/ff 215
ANNEX JAL2 LIMITE EN



Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Article 19a
Additional ressources for ENISA

CNS: There is recital 37 on the same
idea

EC: opposes it

EP: important in EP mandate to keep
it in the operative part

Article 193, first paragraph

ENISA shall receive additional
resources to carry out its
additional tasks conferred on it by
this Regulation. That additional

v| 230b support, including funding, shall
not jeopardise the achievement of
the objectives of other Union’s
Programmes, in particular the
Digital Europe Programme.
Article 20
o903 Article 20 Article 20 Article 20
Evaluation Evaluation_and Review Evaluation
Article 20, first paragraph
By [four years after the date of 1. By [fowrtwo years afterfrom the | By [four years after the date of
o230 application of this Regulation], the | date of application of this application of this Regulation], the | CNS to think about timeframe
Commission shall submit a report | Regulation]| and every two years Commission shall submit a report
on the evaluation and review of thereafter, the Commission shall on the evaluation and review of
this Regulation to the European stbrtt-treport-onthecvalnetion this Regulation to the European
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Commission Proposal

Parliament and to the Council.

EP Mandate

and-review-ofcarry out an
evaluation of the functioning of

Council Mandate

Parliament and to the Council. The
report shall in particular assess

the measures laid down in this
Regulation and shall submit a
report to the European Parliament
and to the Council.

the effectiveness of the European
Cyber Security Alert System, the
Cyber Emergency Mechanism and
the use of funding from DEP, It
shall also assess how the
regulation has contributed to
reinforcing solidarity and the
competitive position of industry
and services sectors in the Union
across the digital economy as well
as to the Union’s technological
sovereignty in the area of

cybersecurity.

Draft Agreement

Article 20, first paragraph a

232a

2. The evaluation shall assess in
particular:

2. The evaluation shall assess in
particular:

Text Origin: EP
Mandate

Article 20, first paragraph a, point (a)

(a) the use and added value of the
Cross-Border SOCs and the extent

(a) the use and added value of the
[Cross-Border SOCs] and the

| b to which they contribute to extent to which they contribute to
fastering the detection of and fastering the detection of and
respone to cyber threats and response to cyber threats and
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EP Mandate

Council Mandate

Commission Proposal

situational awareness; the active
participation of National SOCs in
the European Cyber Shield,
including the number of National
SOCs and Cross-border SOCs
established and the extent to
which it has contributed to the
production and exchange of high-
quality actionable information
and cyber threat intelligence; the
number and costs of cybersecurity
infrastructure, or tools, or both
jointly procured; the number of

cooperation_agreements
concluded between Cross-border
SOCs and with industry ISACs;
the number of incidents reported
to the CSIRT network and the
impact it has on the work of the
CSIRT Network;

Draft Agreement

situational awareness; the active
participation of National SOCs in
the European Cyber Shield,
including the number of National
SOCs and Cross-border SOCs
established and the extent to
which it has contributed to the
production and exchange of high-
quality actionable information
and cyber threat intelligence; the
number and costs of cybersecurity
infrastructure, or tools, or both
jointly procured; the number of

cooperation_agreements
concluded between Cross-border
SOCs and with industry ISACs;
the number of incidents reported
to the CSIRT network and the
impact it has on the work of the
CSIRT Network;

CNS is sympathetic with the approach
but word on ISAC needs to be aligned
and some concerns on CSIRT Network
part. In general this row should align
with the respective provisions.

This point is to be tackled once solved
the respective operative parts.

Text Origin: EP
Mandate
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0 on Propo
Article 20, first paragraph a, point (b)

232¢

(b) both the positive and the
negative working of the
Cybersecurity Emergency
Mechanism, including whether
further cooperation or training

requirements are needed;

EC to made a proposal for better
wording.

EP: the idea is about evaluation of the
operations of the CEM, the focus is
not exclusively on training

The idea is supported by the co-
legislators

Article 20, first paragraph a, point (c)

232d

(c) the contribution of this
Regulation to reinforce the
Union’s resilience and open
strategic autonomy, to improve the
competitiveness of the relevant
industry sectors, microenterprises,
SMEs including start-ups, and the
development of cybersecurity
skills in the Union;

To be aligned with the text from row
58 (article 1)

EC to propose new wording

CNS: no need to repeat skills
everywhere

Article 20, first paragraph a, point (d)

(d) the use and added value of the
EU Cybersecurity Reserve,

EP: The KPI is for the reserve

v| 232e including the number of trusted EC: question the broadening of the
security providers part of the EU Reserve
Cybersecurity Reserve; the
5849/24 FM/ff 219
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EP Mandate

Council Mandate

Commission Proposal

number, type, costs and impact of
actions carried out supporting
response to cybersecurity
incidents, as well as its users and
providers; the mean time for the
Commission to acknowledge, the
EU Cybersecurity Reserve to be
deploved and to respond, and the
user to recover from incidents;
whether the scope of the EU
Cybersecurity Reserve is to be
broadened to incident
preparedness services or common
exercises with the trusted
managed securiy service providers
and potential users of the EU
Cybersecurity Reserve to ensure
efficient functioning of the EU
Cybersecurity Reserve where

necessary,

Draft Agreement

EP to check

Article 20, first paragraph a, point (e)

(e) the contribution of this
Regulation to the development
and improvement of the skills and
competences of the workforce in

EC to propose a text

v| 232f the cybersecurity sector, needed to

strengthen the Union's capacity to

detect, prevent, respond to and

recover from cybersecurity threats

and incidents;
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0 on Propo
Article 20, first paragraph a, point (f)

<

232g

(f) the contribution of this
Regulation to the deployment and
development of state-of-the-art
technologies in the Union.

Row 112a concept should be added to
the list

Article 20, third paragraph

3. On the basis of the reports
referred to in paragraph 1, the
Commission shall, where
appropriate, submit a legislative
proposal to the European

Parliament and to the Council to
amend this Regulation.

3. On the basis of the reports
referred to in paragraph 1, the
Commission [shall/may], where
appropriate, submit a legislative
proposal to the European

Parliament and to the Council to
amend this Regulation.

v| 232h
CNS to check the row
EC proposed to replace shall by may
EP noted shall is used in NIS2 (art 40)
Text Origin: EP
Mandate

Article 20a
Article 20a

W 232 Exercise of the delegation Standardized text. It should follow
final decision on using delegated acts
in this Regulation.
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<

Article 20a(1)

232j

1. The power to adopt delegated
acts is conferred on the
Commission subject to the
conditions laid down in this
Article.

Article 20a(2)

232k

2. The power to adopt delegated
acts referred to in Article 6(3),
Article 7(2), Article 12(8) and
Article 13(7) shall be conferred on
the Commission for a period of ...
vears from ... [date of entry into
force of the basic legislative act or

any other date set by the co-
legislators]. The Commission shall
draw up a report in respect of the
delegation of power not later than
nine months before the end of the
... vear period. The delegation of
power shall be tacitly extended for
periods of an identical duration,
unless the European Parliament
or the Council opposes such
extension not later than three
months before the end of each

period.

Article 20a(3)
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Commission Proposal EP Mandate Council Mandate Draft Agreement

3. The delegation of power
referred to in Article 6(3), Article
7(2), Article 12(8) and Article
13(7) may be revoked at any time
by the European Parliament or by
the Council. A decision to revoke
shall put an end to the delegation
2321 of the power specified in that v
decision. It shall take effect the
day following the publication of
the decision in the Official
Journal of the European Union or
at a later date specified therein. It
shall not affect the validity of any
delegated acts already in force.

<

Article 20a(4)

4. Before adopting a delegated
act, the Commission shall consult
experts designated by each

232m Member State in accordance with Y
the principles laid down in the
Interinstitutional Agreement of 13
April 2016 on Better Law-Making.

=<

Article 20a(5)
| 230n 5. As soon as it adopts a delegated ,
act, the Commission shall notify it
simultaneously to the European
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EP Mandate

Commission Proposal

Parliament and to the Council.

Council Mandate

Draft Agreement

Article 20a(6)

<

2320

6. A delegated act adopted
pursuant to Article 6(3), Article
7(2), Article 12(8) or Article 13(7)
shall enter into force only if no
objection has been expressed
either by the European
Parliament or by the Council
within a period of two months of
notification of that act to the
European Parliament and the
Council or if, before the expiry of
that period, the European
Parliament and the Council have
both informed the Commission
that they will not object. That
period shall be extended by [two

months] at the initiative of the
European Parliament or of the
Council.

Article 21

233

Article 21
Committee procedure

Article 21
Committee procedure

Article 21
Committee procedure

Article 21
Committee procedure

Text Origin:
Commission Proposal
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Article 21(1)

Programme Coordination
Committee established by

(EU) 182/2011.

1. The Commission shall be
assisted by the Digital Europe

Regulation (EU) 2021/694. That
234 committee shall be a committee
within the meaning of Regulation

1. The Commission shall be
assisted by the Digital Europe
Programme Coordination
Committee established by
Regulation (EU) 2021/694. That
committee shall be a committee
within the meaning of Regulation
(EU) 182/2011.

1. The Commission shall be
assisted by the Digital Europe
Programme Coordination
Committee established by
Regulation (EU) 2021/694. That
committee shall be a committee
within the meaning of Regulation
(EU) 182/2011.

1. The Commission shall be
assisted by the Digital Europe
Programme Coordination
Committee established by
Regulation (EU) 2021/694. That
committee shall be a committee
within the meaning of Regulation
(EU) 182/2011.

Text Origin:
Commission Proposal

| Article 21(2)

(EU) 182/2011 shall apply.

2. Where reference is made to this
paragraph, Article 5 of Regulation

2. Where reference is made to this
paragraph, Article 5 of Regulation
(EU) 182/2011 shall apply.

2. Where reference is made to this
paragraph, Article 5 of Regulation
(EU) 182/2011 shall apply.

paragraph, Article 5 of Regulation
(EU) 182/2011 shall apply.

2. Where reference is made to this I

235
Text Origin:
Commission Proposal
| Article 22
Article 22 Article 22 Article 22 Article 22
236 Entry into force Entry into force Entry into force Entry into force
Text Origin:
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement
Commission Proposal I

| Article 2

2, first paragraph

This Regulation shall enter into
force on the twentieth day
following that of its publication in
the Official Journal of the

This Regulation shall enter into
force on the twentieth day
following that of its publication in
the Official Journal of the

This Regulation shall enter into
force on the twentieth day
following that of its publication in
the Official Journal of the

This Regulation shall enter into
force on the twentieth day
following that of its publication in
the Official Journal of the

237 European Union. European Union. European Union. European Union.
Text Origin:
Commission Proposal
| Article 22, second paragraph
This Regulation shall be binding in | This Regulation shall be binding in | This Regulation shall be binding in | This Regulation shall be binding in
its entirety and directly applicable | its entirety and directly applicable | its entirety and directly applicable | its entirety and directly applicable
238 in all Member States. in all Member States. in all Member States. in all Member States.
Text Origin:
Commission Proposal
| Formula
Done at Strasbourg, Done at Strasbourg, Done at Strasbourg, Done at Strasbourg,
2R Text Origin:
Commission Proposal
| Formula
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Commission Proposal

For the European Parliament

EP Mandate

For the European Parliament

Council Mandate

For the European Parliament

Draft Agreement

For the European Parliament

et Text Origin:
Commission Proposal
| Formula
The President The President The President The President
21 Text Origin:
Commission Proposal
| Formula
For the Council For the Council For the Council For the Council
242 Text Origin:
Commission Proposal
| Formula
The President The President The President The President
s Text Origin:
Commission Proposal
| Annex |
l 244
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Commission Proposal

Annex

EP Mandate

Annex

Council Mandate

Annex

Draft Agreement

Annex

Text Origin:
Commission Proposal

| Annex, first paragraph

Regulation (EU) 2021/694 is
amended as follows:

Regulation (EU) 2021/694 is
amended as follows:

Regulation (EU) 2021/694 is
amended as follows:

Regulation (EU) 2021/694 is
amended as follows:

245
Text Origin:
Commission Proposal
Annex, second paragraph |
(1) In Annex I, the section/ chapter | (1) In Annex I, the section/ chapter | (1) In Annex I, the section/ chapter | (1) In Annex I, the section/ chapter
‘Specific Objective 3 — ‘Specific Objective 3 — ‘Specific Objective 3 — ‘Specific Objective 3 —
Cybersecurity and Trust’ is Cybersecurity and Trust’ is Cybersecurity and Trust’ is Cybersecurity and Trust’ is
246 | replaced by the following: replaced by the following: replaced by the following: replaced by the following:
Text Origin:
Commission Proposal
Annex, second paragraph, amending provision, first paragraph
247 Specific Objective 3 — Specific Objective 3 — Specific Objective 3 — Specific Objective 3 —
Cybersecurity and Trust Cybersecurity and Trust Cybersecurity and Trust Cybersecurity and Trust
Text Origin:
5849/24 FM/ff 228
ANNEX JAL2 LIMITE EN



Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Commission Proposal

Annex, s

econd paragraph, amending provision, second paragraph

The Programme shall stimulate the
reinforcement, building and
acquisition of essential capacities
to secure the Union’s digital
economy, society and democracy
by reinforcing the Union
cybersecurity industrial potential
and competitiveness, as well as by

The Programme shall stimulate the
reinforcement, building and
acquisition of essential capacities
to secure the Union’s digital
economy, society and democracy
by reinforcing the Union
cybersecurity industrial potential
and competitiveness, as well as by

The Programme shall stimulate the
reinforcement, building and
acquisition of essential capacities
to secure the Union’s digital
economy, society and democracy
by reinforcing the Union
cybersecurity industrial potential
and competitiveness, as well as by

The Programme shall stimulate the
reinforcement, building and
acquisition of essential capacities
to secure the Union’s digital
economy, society and democracy
by reinforcing the Union
cybersecurity industrial potential
and competitiveness, as well as by

248 | improving capabilities of both the | improving capabilities of both the | improving capabilities of both the | improving capabilities of both the
private and public sectors to private and public sectors to private and public sectors to private and public sectors to protect
protect citizens and businesses protect citizens and businesses protect citizens and businesses citizens and businesses from cyber
from cyber threats, including by from cyber threats, including by from cyber threats, including by threats, including by supporting the
supporting the implementation of supporting the implementation of supporting the implementation of implementation of Directive (EU)
Directive (EU) 2016/1148. Directive (EU) 2016/1148. Directive (EU) 2016/1148. 2016/1148.

Text Origin:
Commission Proposal
Annex, second paragraph, amending provision, third paragraph
Initial and, where appropriate, Initial and, where appropriate, Initial and, where appropriate, Initial and, where appropriate,
subsequent actions under this subsequent actions under this subsequent actions under this subsequent actions under this

249 objective shall include: objective shall include: objective shall include: objective shall include:

Text Origin:

Commission Proposal
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Annex, second paragraph, amending provision, third paragraph, point (1)

1. Co-investment with Member
States in advanced cybersecurity
equipment, infrastructures and
knowhow that are essential to
protect critical infrastructures and
the Digital Single Market at large.
Such co-investment could include
investments in quantum facilities
and data resources for

1. Co-investment with Member
States in advanced cybersecurity
equipment, infrastructures and
knowhow that are essential to
protect critical infrastructures and
the Digital Single Market at large.
Such co-investment could include
investments in quantum facilities
and data resources for

1. Co-investment with Member
States in advanced cybersecurity
equipment, infrastructures and
knowhow that are essential to
protect critical infrastructures and
the Digital Single Market at large.
Such co-investment could include
investments in quantum facilities
and data resources for

To be aligned with definitions

| > cybersecurity, situational cybersecurity, situational cybersecurity, situational
awareness in cyberspace including | awareness in cyberspace including | awareness in cyberspace -including
National SOCs and Cross-border National SOCs and Cross-border National SO@E€s-Cyber Hubs and
SOCs forming the European Cyber | SOCs forming the European Cyber | Cross-border S&CsCyber Hubs
Shield, as well as other tools to be | Shield, as well as other tools to be | forming the European Cyber Alert
made available to public and made available to public and System Cyber-Shield, as well as
private sector across Europe. private sector across Europe. other tools to be made available to
public and private sector across
Europe.
Annex, second paragraph, amending provision, third paragraph, point (2)
2. Scaling up existing 2. Scaling up existing 2. Scaling up existing 2. Scaling up existing
technological capacities and technological capacities and technological capacities and technological capacities and
networking the competence centres | networking the competence centres | networking the competence centres | networking the competence centres
751 in Member States and making sure | in Member States and making sure | in Member States and making sure | in Member States and making sure
that those capacities respond to that those capacities respond to that those capacities respond to that those capacities respond to
public sector and industry needs, public sector and industry needs, public sector and industry needs, public sector and industry needs,
including through products and including through products and including through products and including through products and
services that reinforce services that reinforce services that reinforce services that reinforce
cybersecurity and trust within the cybersecurity and trust within the cybersecurity and trust within the cybersecurity and trust within the
5849/24 FM/ff 230
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Digital Single Market.

Digital Single Market.

Digital Single Market.

Digital Single Market.

Text Origin:
Commission Proposal

Annex, s

econd paragraph, amending provision, third paragraph, point (3)

3. Ensuring wide deployment of
effective state-of-the-art
cybersecurity and trust solutions
across the Member States. Such
deployment includes strengthening

3. Ensuring wide deployment of
effective state-of-the-art
cybersecurity and trust solutions
across the Member States. Such
deployment includes strengthening

3. Ensuring wide deployment of
effective state-of-the-art
cybersecurity and trust solutions
across the Member States. Such
deployment includes strengthening

3. Ensuring wide deployment of
effective state-of-the-art
cybersecurity and trust solutions
across the Member States. Such
deployment includes strengthening

252 | the security and safety of products, | the security and safety of products, | the security and safety of products, | the security and safety of products,
from their design to their from their design to their from their design to their from their design to their
commercialisation. commercialisation. commercialisation. commercialisation.

Text Origin:
Commission Proposal
Annex, second paragraph, amending provision, third paragraph, point (4)
4. Support closing the 4. Support closing the 4. Support closing the
cybersecurity skills gap by, for cybersecurity skills gap, with a cybersecurity skills gap by, for EP to check. Gender dimension in this
example, aligning cybersecurity particular focus on achieving example, aligning cybersecurity paragraph is key for EP
skills programmes, adapting them | gender balance in the sector by, skills programmes, adapting them
v| 253 | to specific sectorial needs and for example, aligning cybersecurity | to specific sectorial needs and
facilitating access to targeted skills programmes, adapting them | facilitating access to targeted
specialised training. to specific sectorial needs, specialised training.
including an interdisciplinary and
general focus and facilitating
access to targeted specialised
5849/24 FM/ff 231
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Commission Proposal

EP Mandate

training_to enable all persons and
territories, without prejudice to
the possibility of benefiting from
the opportunities provided by this
Regulation.

Council Mandate

Draft Agreement

Annex, s

econd paragraph, amending provision, third paragraph, point (5)

5. Promoting solidarity among
Member States in preparing for and
responding to significant
cybersecurity incidents through
deployment of cybersecurity
services across borders, including
support for mutual assistance
between public authorities and the
establishment of a reserve of

5. Promoting solidarity among
Member States in preparing for and
responding to significant
cybersecurity incidents through
deployment of cybersecurity
services across borders, including
support for mutual assistance
between public authorities and the
establishment of a reserve of

5. Promoting solidarity among
Member States in preparing for and
responding to significant
cybersecurity incidents through
deployment of cybersecurity
services across borders, including
support for mutual assistance
between public authorities and the
establishment of a reserve of

5. Promoting solidarity among
Member States in preparing for and
responding to significant
cybersecurity incidents through
deployment of cybersecurity
services across borders, including
support for mutual assistance
between public authorities and the
establishment of a reserve of

v| 254 | trusted cybersecurity providers at trusted epbersecuritymanaged trusted cybersecurity providers at trusted epbersecuritymanaged v
Union level.; security service providers-_at Union level.; security service providers-_at
’ | Union level.”; > | Union level.”;
EC to check if some services are not
excluded with this change
Text Origin: EP
Mandate
Annex, third paragraph
255 (2) In Annex II the section/chapter | (2) In Annex II the section/chapter | (2) In Annex II the section/chapter | (2) In Annex II the section/chapter
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Commission Proposal

‘Specific Objective 3 —
Cybersecurity and Trust’ is
replaced by the following:

EP Mandate

‘Specific Objective 3 —
Cybersecurity and Trust’ is
replaced by the following:

Council Mandate

“‘Specific Objective 3 —
Cybersecurity and Trust’ is
replaced by the following:

Draft Agreement

‘Specific Objective 3 —
Cybersecurity and Trust’ is
replaced by the following:

Text Origin:
Commission Proposal

Annex, t

hird paragraph, amending provision, f

irst paragraph

3

3

3

3

Specific Objective 3 — Specific Objective 3 — Specific Objective 3 — Specific Objective 3 —
956 Cybersecurity and Trust Cybersecurity and Trust Cybersecurity and Trust Cybersecurity and Trust
Text Origin:
Commission Proposal
Annex, third paragraph, amending provision, numbered paragraph (3.1) |

3.1. The number of cybersecurity | 3.1. The number of cybersecurity | 3.1. The number of cybersecurity | 3.1. The number of cybersecurity

infrastructure, or tools, or both infrastructure, or tools, or both infrastructure, or tools, or both infrastructure, or tools, or both

jointly procured jointly procured_as part of the jointly procured jointly procured_including in the

Cybersecurity Shield. context of [the Cybersecurity
Shield].
vl 257

EC: this is not only for SOCs but for
any joint procurement

Text Origin: EP
Mandate
Annex, third paragraph, amending provision, numbered paragraph (3.2)
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3.2. The number of users and user
communities getting access to
European cybersecurity facilities

3.2. The number of users and user
communities getting access to
European cybersecurity facilities

3.2. The number of users and user
communities getting access to
European cybersecurity facilities

3.2. The number of users and user
communities getting access to
European cybersecurity facilities

B

Text Origin:
Commission Proposal

Annex, t

hird paragraph, amending provision, numbered paragraph (3.3)

| 259

3.3 The number of actions
supporting preparedness and
response to cybersecurity incidents
under the Cyber Emergency
Mechanism.

3.3 The number, type, costs and

impact of actions carried out
supporting preparedness and
response to cybersecurity incidents
under the EyberCybersecurity
Emergency Mechanism._The
extent to which recommendations
of preparedness tests have been
implemented and carried out by
the user as well as the mean time
for the Commission to

acknowledge, the EU
Cybersecurity Reserve to respond,
and the user to recover from
incidents.’

3.3 The number of actions
supporting preparedness and
response to cybersecurity incidents
under the Cyber Emergency
Mechanism.

CNS and EC to check

Annex ...

260

Annex [...]

Annex [...]

Annex [...]

Annex [...]
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Commission Proposal

EP Mandate

Council Mandate Draft Agreement

Text Origin:
Commission Proposal
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