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The text in the attached table is marked as follows:

First column

The Commission proposal as present in ST 14150/20 + ADDI.

Second column

Additions by the European Parliament are indicated in bold italics,
deletions by the European Parliament are indicated in

strikethroush-italics-

Third column

Additions by the Council are indicated by bold underlining,
deletions by the Council are indicated in strikethrough-

Fourth Column

This column is left blank in view of prospective draft agreements
on the text.
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ANNEX

Proposal for a DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on

measures for a high common level of cybersecurity across the Union, repealing Directive (EU) 2016/1148

(Text with EEA relevance)

Formula

2020/0359 (COD)

2020/0359 (COD)

2020/0359 (COD)

Proposal Title

Proposal for a

Proposal for a

Proposal for a

DIRECTIVE OF THE _DIRECTIVE OF THE DIRECTIVE OF THE
EUROPEAN PARLIAMENT EUROPEAN PARLIAMENT EUROPEAN PARLIAMENT
AND OF THE COUNCIL AND OF THE COUNCIL AND OF THE COUNCIL
2 on measures for a high common _on measures for a high common on measures for a high common
level of cybersecurity across the level of cybersecurity across the level of cybersecurity across the
Union, repealing Directive (EU) Union_(NIS 2 Directive), repealing | Union, repealing Directive (EU)
2016/1148 Directive (EU) 2016/1148 2016/1148
(Text with EEA relevance) it e L (Text with EEA relevance)
Formula
3 THE EUROPEAN PARLIAMENT | THE EUROPEAN PARLIAMENT | THE EUROPEAN PARLIAMENT
AND THE COUNCIL OF THE AND THE COUNCIL OF THE AND THE COUNCIL OF THE
EUROPEAN UNION, EUROPEAN UNION, EUROPEAN UNION,
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Commission Proposal +

EP Mandate Council Mandate Draft Agreement
Annexes
Citation 1
Having regard to the Treaty on the | Having regard to the Treaty on the | Having regard to the Treaty on the
4 Functioning of the European Functioning of the European Functioning of the European
Union, and in particular Article Union, and in particular Article Union, and in particular Article
114 thereof, 114 thereof, 114 thereof,
Citation 2
5 Having regard to the proposal from | Having regard to the proposal from | Having regard to the proposal from
the European Commission, the European Commission, the European Commission,
Citation 3
After transmission of the draft After transmission of the draft After transmission of the draft
6 legislative act to the national legislative act to the national legislative act to the national
parliaments, parliaments, parliaments,
Citation 4
Having regard to the opinion of the | Having regard to the opinion of the | Having regard to the opinion of the
European Economic and Social European Economic and Social European Economic and Social
7 Committee!, Committee!, Committee',
1.0JC,,p.. 1.0JC,,p.. 1.0JC,,p..
Citation 5
5163/22 EB/ip, pf 4
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Commission Proposal +

EP Mandate Council Mandate Draft Agreement
Annexes
Having regard to the opinion of the | Having regard to the opinion of the | Having regard to the opinion of the
] Committee of the Regions', Committee of the Regions', Committee of the Regions',
1.0JC,,p.. 1.0JC,,p.. 1.OJC,,p..
Citation 6
9 Acting in accordance with the Acting in accordance with the Acting in accordance with the
ordinary legislative procedure, ordinary legislative procedure, ordinary legislative procedure,
Formula
10 Whereas: Whereas: Whereas:
Recital 1
(1) Directive (EU) 2016/1148 of (1) Directive (EU) 2016/1148 of (1) Directive (EU) 2016/1148 of
the European Parliament and the the European Parliament and the the European Parliament and the
Council' aimed at building Council', commonly known as the | Council' aimed at building
cybersecurity capabilities across 'NIS directive’ aimed at building cybersecurity capabilities across
the Union, mitigating threats to cybersecurity capabilities across the Union, mitigating threats to
1 network and information systems the Union, mitigating threats to network and information systems
used to provide essential services network and information systems used to provide essential services
in key sectors and ensuring the used to provide essential services in key sectors and ensuring the
continuity of such services when in key sectors and ensuring the continuity of such services when
facing cybersecurity incidents, thus | continuity of such services when facing cybersecurity incidents, thus
contributing to the Union's facing cybersecurity incidents, thus | contributing to the Union's
economy and society to function contributing to the Union's economy and society to function
effectively. Eeoe e e el e e e e effectively.
5163/22 EB/ip, pf 5
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Commission Proposal +

Annexes

EP Mandate

Council Mandate

Draft Agreement

1. Directive (EU) 2016/1148 of the
European Parliament and of the Council of
6 July 2016 concerning measures for a
high common level of security of network
and information systems across the Union
(OJ L 194/1,19.7.2016 p. 1).

effectivetysecurity and to the
effective functioning of its
economy and society.

1. Directive (EU) 2016/1148 of the
European Parliament and of the Council of
6 July 2016 concerning measures for a high
common level of security of network and
information systems across the Union (OJ
L 194/1,19.7.2016 p. 1).

1. Directive (EU) 2016/1148 of the
European Parliament and of the Council of
6 July 2016 concerning measures for a
high common level of security of network
and information systems across the Union
(OJL 194/1,19.7.2016 p. 1).

Recital 2

(2) Since the entry into force of
Directive (EU) 2016/1148
significant progress has been made
in increasing the Union’s level of
cybersecurity resilience. The
review of that Directive has shown
that it has served as a catalyst for
the institutional and regulatory
approach to cybersecurity in the

(2) Since the entry into force of
Directive (EU) 2016/1148
significant progress has been made
in increasing the Union’s level of
cybersecurity resilience. The
review of that Directive has shown
that it has served as a catalyst for
the institutional and regulatory
approach to cybersecurity in the

(2) Since the entry into force of
Directive (EU) 2016/1148
significant progress has been made
in increasing the Union’s level of
cybersecurity resilience. The
review of that Directive has shown
that it has served as a catalyst for
the institutional and regulatory
approach to cybersecurity in the

12 Union, paving the way for a Union, paving the way for a Union, paving the way for a
significant change in mind-set. significant change in mind-set. significant change in mind-set.
That Directive has ensured the That Directive has ensured the That Directive has ensured the
completion of national frameworks | completion of national frameworks | completion of national frameworks
by defining national cybersecurity | by defining national cybersecurity | by defining national eybersecurity
strategies, establishing national strategies, establishing national strategiesstrategies on security of
capabilities, and implementing capabilities, and implementing network and information systems,
regulatory measures covering regulatory measures covering establishing national capabilities,
essential infrastructures and actors | essential infrastructures and actors | and implementing regulatory
identified by each Member State. It | identified by each Member State. It | measures covering essential
has also contributed to cooperation | has also contributed to cooperation | infrastructures and actors identified
5163/22 EB/ip, pf 6
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Commission Proposal +

Annexes

EP Mandate

Council Mandate

Draft Agreement

at Union level through the
establishment of the Cooperation
Group' and a network of national
Computer Security Incident
Response Teams (‘CSIRTs
network’)?. Notwithstanding those
achievements, the review of
Directive (EU) 2016/1148 has
revealed inherent shortcomings
that prevent it from addressing
effectively contemporaneous and
emerging cybersecurity challenges.

1. Article 11 of Directive (EU) 2016/1148.
2. Article 12 of Directive (EU) 2016/1148.

at Union level through the
establishment of the Cooperation
Group' and a network of national
Computer Security Incident
Response Teams (‘CSIRTSs
network’)?. Notwithstanding those
achievements, the review of
Directive (EU) 2016/1148 has
revealed inherent shortcomings that
prevent it from addressing
effectively contemporaneous and
emerging cybersecurity challenges.

1. Article 11 of Directive (EU) 2016/1148.
2. Article 12 of Directive (EU) 2016/1148.

by each Member State. It has also
contributed to cooperation at Union
level through the establishment of
the Cooperation Group' and «the
network of national Computer
Security Incident Response Teams
(‘CSIRTSs network’)?.
Notwithstanding those
achievements, the review of
Directive (EU) 2016/1148 has
revealed inherent shortcomings
that prevent it from addressing
effectively contemporaneous and
emerging cybersecurity challenges.

1. Article 11 of Directive (EU) 2016/1148.
2. Article 12 of Directive (EU) 2016/1148.

Recital 3

(3) Network and information
systems have developed into a
central feature of everyday life
with the speedy digital
transformation and

(3) Network and information
systems have developed into a
central feature of everyday life
with the speedy digital
transformation and

(3) Network and information
systems have developed into a
central feature of everyday life
with the speedy digital
transformation and

13 interconnectedness of society, interconnectedness of society, interconnectedness of society,
including in cross-border including in cross-border including in cross-border
exchanges. That development has | exchanges. That development has exchanges. That development has
led to an expansion of the led to an expansion of the led to an expansion of the
cybersecurity threat landscape, cybersecurity threat landscape, cybersecurity threat landscape,
bringing about new challenges, bringing about new challenges, bringing about new challenges,
which require adapted, coordinated | which require adapted, coordinated | which require adapted, coordinated
5163/22 EB/ip, pf 7
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Commission Proposal +

Annexes

EP Mandate

Council Mandate

Draft Agreement

and innovative responses in all
Member States. The number,
magnitude, sophistication,
frequency and impact of
cybersecurity incidents are
increasing, and present a major
threat to the functioning of network
and information systems. As a
result, cyber incidents can impede
the pursuit of economic activities
in the internal market, generate
financial losses, undermine user
confidence and cause major
damage to the Union economy and
society. Cybersecurity
preparedness and effectiveness are
therefore now more essential than
ever to the proper functioning of
the internal market.

and innovative responses in all
Member States. The number,
magnitude, sophistication,
frequency and impact of
cybersecurity incidents are
increasing, and present a major
threat to the functioning of network
and information systems. As a
result, cyber incidents can impede
the pursuit of economic activities
in the internal market, generate
financial losses, undermine user
confidence and cause major
damage to the Union economy and
society. Cybersecurity
preparedness and effectiveness are
therefore now more essential than
ever to the proper functioning of
the internal market. Moreover.
cybersecurity is a key enabler for
many critical sectors to
successfully embrace the digital
transformation and to fully grasp
the economic, social and
sustainable benefits of

digitalisation.

and innovative responses in all
Member States. The number,
magnitude, sophistication,
frequency and impact of
cybersecurity incidents are
increasing, and present a major
threat to the functioning of network
and information systems. As a
result, cyber incidents can impede
the pursuit of economic activities
in the internal market, generate
financial losses, undermine user
confidence and cause major
damage to the Union economy and
society. Cybersecurity
preparedness and effectiveness are
therefore now more essential than
ever to the proper functioning of
the internal market.

Recital 3
13a (3a) Large-scale cybersecurity
incidents and crises at Union level
5163/22 EB/ip, pf 8
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Commission Proposal +

Annexes

EP Mandate

Council Mandate

Draft Agreement

require coordinated action to
ensure a rapid and effective
response, because of the high
degree of interdependence
between sectors and countries.
The availability of cyber-resilient
networks and information systems
and the availability,
confidentiality and integrity of
data are vital for the security of
the Union within as well as
beyond. its borders, as cyber
threats could originate from
outside the Union. The Union’s
ambition to acquire a more
prominent geopolitical role also

rests on _credible cyber defence
and deterrence, including the
capacity to identify malicious
actions in _a timely and effective
manner and to respond

adequately.
Recital 4
(4) The legal basis of Directive (4) The legal basis of Directive (4) The legal basis of Directive
(EU) 1148/2016 was Article 114 of | (EU) 1148/2016 was Article 114 of | (EU) 1148/2016 was Article 114 of
14 the Treaty on the Functioning of the Treaty on the Functioning of the Treaty on the Functioning of
the European Union (TFEU), the the European Union (TFEU), the the European Union (TFEU), the
objective of which is the objective of which is the objective of which is the
establishment and functioning of establishment and functioning of establishment and functioning of
5163/22 EB/ip, pf 9
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Commission Proposal +

EP Mandate

Council Mandate

Draft Agreement

Annexes

the internal market by enhancing

measures for the approximation of
national rules. The cybersecurity
requirements imposed on entities
providing services or economically
relevant activities vary
considerably among Member
States in terms of type of
requirement, their level of detail
and the method of supervision.
Those disparities entail additional
costs and create difficulties for
undertakings that offer goods or
services cross-border.
Requirements imposed by one
Member State that are different
from, or even in conflict with,
those imposed by another Member
State, may substantially affect
those cross-border activities.
Furthermore, the possibility of
suboptimal design or
implementation of cybersecurity
standards in one Member State is
likely to have repercussions on the
level of cybersecurity of other
Member States, notably given the
intense cross-border exchanges.
The review of Directive (EU)
2016/1148 has shown a wide
divergence in its implementation
by Member States, including in

the internal market by enhancing
measures for the approximation of
national rules. The cybersecurity
requirements imposed on entities
providing services or economically
relevant activities vary
considerably among Member
States in terms of type of
requirement, their level of detail
and the method of supervision.
Those disparities entail additional
costs and create difficulties for
undertakings that offer goods or
services cross-border.
Requirements imposed by one
Member State that are different
from, or even in conflict with,
those imposed by another Member
State, may substantially affect
those cross-border activities.
Furthermore, the possibility of
suboptimal design or
implementation of cybersecurity
standards in one Member State is
likely to have repercussions on the
level of cybersecurity of other
Member States, notably given the
intense cross-border exchanges.
The review of Directive (EU)
2016/1148 has shown a wide
divergence in its implementation
by Member States, including in

the internal market by enhancing
measures for the approximation of
national rules. The cybersecurity
requirements imposed on entities
providing services or economically
relevant activities vary
considerably among Member
States in terms of type of
requirement, their level of detail
and the method of supervision.
Those disparities entail additional
costs and create difficulties for
undertakings that offer goods or
services cross-border.
Requirements imposed by one
Member State that are different
from, or even in conflict with,
those imposed by another Member
State, may substantially affect
those cross-border activities.
Furthermore, the possibility of
suboptimal design or
implementation of cybersecurity
standards_measures in one
Member State is likely to have
repercussions on the level of
cybersecurity of other Member
States, notably given the intense
cross-border exchanges. The
review of Directive (EU)
2016/1148 has shown a wide
divergence in its implementation
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Commission Proposal +

EP Mandate

Council Mandate

Draft Agreement

Annexes

relation to its scope, the

delimitation of which was very
largely left to the discretion of the
Member States. Directive (EU)
2016/1148 also provided the
Member States with very wide
discretion as regards implementing
the security and incident reporting
obligations set out therein. Those
obligations were therefore
implemented in significantly
different ways at national level.
Similar divergence in the
implementation occurred in
relation to that Directive’s
provisions on supervision and
enforcement.

relation to its scope, the
delimitation of which was very
largely left to the discretion of the
Member States. Directive (EU)
2016/1148 also provided the
Member States with very wide
discretion as regards implementing
the security and incident reporting
obligations set out therein. Those
obligations were therefore
implemented in significantly
different ways at national level.
Similar divergence in the
implementation occurred in
relation to that Directive’s
provisions on supervision and
enforcement.

by Member States, including in
relation to its scope, the
delimitation of which was very
largely left to the discretion of the
Member States. Directive (EU)
2016/1148 also provided the
Member States with very wide
discretion as regards implementing
the security and incident reporting
obligations set out therein. Those
obligations were therefore
implemented in significantly
different ways at national level.
Similar divergence in the
implementation occurred in
relation to that Directive’s
provisions on supervision and
enforcement.

Recital 5

(5) All those divergences entail a
fragmentation of the internal
market and are liable to have a
prejudicial effect on its

(5) All those divergences entail a
fragmentation of the internal
market and are liable to have a
prejudicial effect on its

(5) All those divergences entail a
fragmentation of the internal
market and are liable to have a
prejudicial effect on its

15 functioning, affecting in particular | functioning, affecting in particular | functioning, affecting in particular
the cross-border provision of the cross-border provision of the cross-border provision of
services and level of cybersecurity | services and level of cybersecurity | services and level of cybersecurity
resilience due to the application of | resilience due to the application of | resilience due to the application of
different standards. This Directive | different standards. Ultimately, different standardsmeasures. This
aims to remove such wide those divergences could lead to Directive aims to remove such
5163/22 EB/ip, pf 11
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Commission Proposal +

EP Mandate

Council Mandate

Draft Agreement

Annexes

divergences among Member States,
in particular by setting out
minimum rules regarding the
functioning of a coordinated
regulatory framework, by laying
down mechanisms for the effective
cooperation among the responsible
authorities in each Member State,
by updating the list of sectors and
activities subject to cybersecurity
obligations and by providing
effective remedies and sanctions
which are instrumental to the
effective enforcement of those
obligations. Therefore, Directive
(EU) 2016/1148 should be repealed
and replaced by this Directive.

higher vulnerability of some

Member States to cybersecurity
threats, with potential spill-over
effects across the Union. This
Directive aims to remove such
wide divergences among Member
States, in particular by setting out
minimum rules regarding the
functioning of a coordinated
regulatory framework, by laying
down mechanisms for the effective
cooperation among the responsible
authorities in each Member State,
by updating the list of sectors and
activities subject to cybersecurity
obligations and by providing
effective remedies and sanctions
which are instrumental to the
effective enforcement of those
obligations. Therefore, Directive
(EU) 2016/1148 should be repealed
and replaced by this Directive (NIS

2 Directive).

wide divergences among Member
States, in particular by setting out
minimum rules regarding the
functioning of a coordinated
regulatory framework, by laying
down mechanisms for the effective
cooperation among the responsible
authorities in each Member State,
by updating the list of sectors and
activities subject to cybersecurity
obligations and by providing
effective remedies and sanctions
which are instrumental to the
effective enforcement of those
obligations. Therefore, Directive
(EU) 2016/1148 should be repealed
and replaced by this Directive.

Recital 6

(6) This Directive leaves
unaffected the ability of Member

(6) This Directive leaves
unaffected the ability of Member

(6) Bhis-Directivet
toctod tho abiliie of Mo

e States to take the necessary States to take the necessary StatesMember States should be
measures to ensure the protection measures to ensure the protection able to take the necessary measures
of the essential interests of their of the essential interests of their to ensure the protection of the
5163/22 EB/ip, pf 12
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Commission Proposal +

Annexes

EP Mandate

Council Mandate

Draft Agreement

security, to safeguard public policy
and public security, and to allow
for the investigation, detection and
prosecution of criminal offences, in
compliance with Union law. In
accordance with Article 346
TFEU, no Member State is to be
obliged to supply information the
disclosure of which would be
contrary to the essential interests of
its public security. In this context,
national and Union rules for
protecting classified information,
non-disclosure agreements, and
informal non-disclosure
agreements such as the Traffic
Light Protocol!, are of relevance.

1. The Traffic Light Protocol (TLP) is a
means for someone sharing information to
inform their audience about any limitations
in further spreading this information. It is
used in almost all CSIRT communities and
some Information Analysis and Sharing
Centres (ISACs).

security, to safeguard public policy
and public security, and to allow
for the prevention, investigation,
detection and prosecution of
criminal offences, in compliance
with Union law. In accordance
with Article 346 TFEU, no
Member State is to be obliged to
supply information the disclosure
of which would be contrary to the
essential interests of its public
security. In this context, national
and Union rules for protecting
classified information, non-
disclosure agreements, and
informal non-disclosure
agreements such as the Traffic
Light Protocol!, are of relevance.

1. The Traffic Light Protocol (TLP) is a
means for someone sharing information to
inform their audience about any limitations
in further spreading this information. It is
used in almost all CSIRT communities and
some Information Analysis and Sharing
Centres (ISACs).

essential interests of their security,
to safeguard public policy and
public security, and to allow for the
investigation, detection and
prosecution of criminal offences—##
el as el e 2L
TEEL, The Directive should not
apply to certain public or private
entities that carry out activities in
these areas. It should also not
apply to the activities of entities
conducted in these areas.
Furthermore, no Member State is
to be obliged to supply information
the disclosure of which would be
contrary to the essential interests of
its public security.f#this-context:
National é#dor Union rules for
protecting classified information,
non-disclosure agreements, and
informal non-disclosure
agreements such as the Traffic
Light Protocol!, are of relevance.

1. The Traffic Light Protocol (TLP) is a
means for someone sharing information to
inform their audience about any limitations
in further spreading this information. It is
used in almost all CSIRT communities and
some Information Analysis and Sharing
Centres (ISACs).

Recital 6a
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Commission Proposal +

EP Mandate Council Mandate Draft Agreement
Annexes
(6a) Union law on the protection
of personal data and privacy
applies to any processing of
personal data under this Directive.
In particular, this Directive is
without prejudice to Regulation
(EU) 2016/679 and Directive
16a 2002/58/EC of the European
Parliament and of the Council
and therefore should in particular
not affect the tasks and powers of
the independent supervisory
authorities competent to monitor
compliance with the respective
Union data protection law.
Recital 7

(7) With the repeal of Directive (7) With the repeal of Directive (7) With the repeal of Directive

(EU) 2016/1148, the scope of (EU) 2016/1148, the scope of (EU) 2016/1148, the scope of

application by sectors should be application by sectors should be application by sectors should be

extended to a larger part of the extended to a larger part of the extended to a larger part of the

economy in light of the economy in light of the economy in light of the

17 considerations set out in recitals (4) | considerations set out in recitals (4) | considerations set out in recitals (4)

to (6). The sectors covered by to (6). The sectors covered by to (6). The sectors covered by

Directive (EU) 2016/1148 should Directive (EU) 2016/1148 should Directive (EU) 2016/1148 should

therefore be extended to provide a | therefore be extended to provide a | therefore be extended to provide a

comprehensive coverage of the comprehensive coverage of the comprehensive coverage of the

sectors and services of vital sectors and services of vital sectors and services of vital

importance for key societal and importance for key societal and importance for key societal and

5163/22 EB/ip, pf 14
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Commission Proposal +

EP Mandate

Council Mandate

Draft Agreement

Annexes

economic activities within the

internal market. The rules should
not be different according to
whether the entities are operators
of essential services or digital
service providers. That
differentiation has proven obsolete,
since it does not reflect the actual
importance of the sectors or
services for the societal and
economic activities in the internal
market.

economic activities within the
internal market. The »u#lesrisk
management requirements and
reporting obligations should not be
different according to whether the
entities are operators of essential
services or digital service
providers. That differentiation has
proven obsolete, since it does not
reflect the actual importance of the
sectors or services for the societal
and economic activities in the
internal market.

economic activities within the
internal market. The rules should
not be different according to
whether the entities are operators
of essential services or digital
service providers. That
differentiation has proven obsolete,
since it does not reflect the actual
importance of the sectors or
services for the societal and
economic activities in the internal
market.

Recital 8

(8) In accordance with Directive
(EU) 2016/1148, Member States
were responsible for determining
which entities meet the criteria to
qualify as operators of essential
services (‘identification process’).
In order to eliminate the wide

(8) In accordance with Directive
(EU) 2016/1148, Member States
were responsible for determining
which entities meet the criteria to
qualify as operators of essential
services (‘identification process’).
In order to eliminate the wide

(8) In accordance with Directive
(EU) 2016/1148, Member States
were responsible for determining
which entities meet the criteria to
qualify as operators of essential
services (‘identification process’).
In order to eliminate the wide

ke divergences among Member States | divergences among Member States | divergences among Member States
in that regard and ensure legal in that regard and ensure legal in that regard and ensure legal
certainty for the risk management | certainty for the risk management certainty for the risk management
requirements and reporting requirements and reporting requirements and reporting
obligations for all relevant entities, | obligations for all relevant entities, | obligations for all relevant entities,
a uniform criterion should be a uniform criterion should be a uniform criterion should be
established that determines the established that determines the established that determines the
entities falling within the scope of | entities falling within the scope of | entities falling within the scope of
5163/22 EB/ip, pf 15
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Commission Proposal +

Annexes

EP Mandate

Council Mandate

Draft Agreement

application of this Directive. That
criterion should consist of the
application of the size-cap rule,
whereby all medium and large
enterprises, as defined by
Commission Recommendation
2003/361/EC!, that operate within
the sectors or provide the type of
services covered by this Directive,
fall within its scope. Member
States should not be required to
establish a list of the entities that
meet this generally applicable size-
related criterion.

1. Commission Recommendation
2003/361/EC of 6 May 2003 concerning
the definition of micro, small and medium-
sized enterprises (OJ L 124, 20.5.2003, p.
36).

application of this Directive. That
criterion should consist of the
application of the size-cap rule,
whereby all medium and large
enterprises, as defined by
Commission Recommendation
2003/361/EC!, that operate within
the sectors or provide the type of
services covered by this Directive,
fall within its scope.Menber

Stetes—should-not-be-reqiired-to
B B VS
L i Liceblosi

1. Commission Recommendation
2003/361/EC of 6 May 2003 concerning
the definition of micro, small and medium-
sized enterprises (OJ L 124, 20.5.2003, p.
36).

application of this Directive. That
criterion should consist of the
application of the size-cap rule,
whereby all medium and large
enterprises, as defined by
Commission Recommendation
2003/361/EC!, that operate within
the sectors or provide the type of
services covered by this Directive,
fall within its scope. Mentber

Srerpenlonldar b posndped s
P e T
o 1 Liceblosi

1. Commission Recommendation
2003/361/EC of 6 May 2003 concerning
the definition of micro, small and medium-
sized enterprises (OJ L 124, 20.5.2003, p.
36).

Recital 8a

18a

(8a) In order to ensure a clear
overview of the entities falling
within the scope of this Directive,
Member States should be able to
establish national mechanisms for
self-notification that require
entities that are subject to this
Directive to submit at least their
name, address and contact details,

5163/22
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Commission Proposal +

Annexes

EP Mandate

Council Mandate

Draft Agreement

as well as the sector in which they
operate or type of service they
provide and, where applicable, a

list of Member States where the
entity provides their services to the
competent authorities under this
Directive or bodies designated for
that purpose by the Member
States. Member States can decide
on the appropriate mechanisms
where registers exist at national
level, that allow for the
identification of entities falling
within the scope of this Directive.

Recital 9

(9) However, small or micro
entities fulfilling certain criteria
that indicate a key role for the
economies or societies of Member
States or for particular sectors or
types of services, should also be

(9) However, small or micro
entities fulfilling certain criteria
that indicate a key role for the
economies or societies of Member
States or for particular sectors or
types of services, should also be

(9) However—smat-or-microMicro
or small entities fulfilling certain
criteria that indicate a key role for
the economies or societies of
Member States or for particular
sectors or types of services, should

19 covered by this Directive. Member | covered by this Directive. Member | also be covered by this Directive.
States should be responsible for St b e and e Member States should be
establishing a list of such entities, establishine-alist-of-such-entities. | responsible for establishineatist
and submit it to the Commission. e of-swchsubmitting to the
Commission at least relevant
information on the number of
identified entities, the sector they
belong to or type of service they
5163/22 EB/ip, pf 17
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provide, and the specific criteria
based on which they were
identified. Member States can also
decide, where in accordance with
national security rules, to
submitand-submitit to the
Commission the names of these
entities.

Recital 9a

19a

(9a) Public administration
entities that carry out activities in
the areas of national security,
defence, public security, law
enforcement, as well as the
judiciary, parliaments and central

banks are excluded from the scope
of this Directive. For the purpose
of this Directive, entities with
regulatory competence are not
considered as carrying out
activities in the area of law
enforcement and, therefore, they
are not excluded on these grounds
from the scope of this Directive.

Furthermore public
administration entities of central
government that are jointly
established with a third country in
accordance with an international

5163/22
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agreement are not within the
scope of this Directive.

Recital 9a

19b

(9a) Member States should
establish a list of all essential and
important entities. That list should
include the entities that meet the
generally applicable size-related
criteria_as well as the small
enterprises and microenterprises
that fulfil certain criteria that
indicate their key role for the
economies or societies of Member
States. In order for computer
security incident response teams
(CSIRTs) and competent
authorities to provide assistance
and to warn entities about cyber
incidents that could affect them, it
is important that those authorities
have the correct contact details of
the entities. Essential and
important entities should
therefore submit at least the
following information to the

competent authorities: the name
of the entity, the address and up-
to-date contact details, including
email addresses, IP ranges,

5163/22
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telephone numbers and relevant
sector(s) and subsector(s) referred
to in Annexes I and II. The
entities should notify the
competent authorities of any
changes to that information.
Member States should without
undue delay, ensure that that
information can be easily provided
through a single entry point. To
that end, ENISA, in cooperation
with the Cooperation Group,
should without undue delay issue
guidelines and templates
regarding the notification
obligations. Member States should
notify to the Commission and the
Cooperation Group of the number
of essential and important entities.
Member States should also notify
the Commission for the purpose of
the review referred to in this
Directive of the names of the
small enterprises and
microenterprises identified as
essential and important entities, in
order to enable the Commission to
assess consistency among the
Member States’ approaches. That
information should be handled as
strictly confidential,

5163/22
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Recital 9aa

19¢

(9aa) Member States should be
able to establish that entities
identified before the entry into
force of this Directive as operators

of essential services in accordance
with Directive (EU) 2016/1148 are
to be considered essential entities.

Recital 9aaa

19d

(9aaa) This Directive does not
apply to Member States’
diplomatic and consular missions
abroad and to their ICT
infrastructure used by such
missions, insofar as such
infrastructure is located abroad or
is operated for users abroad.

Recital 1

20

(10) The Commission, in
cooperation with the Cooperation
Group, may issue guidelines on the
implementation of the criteria
applicable to micro and small
enterprises.

(10) The Commission, in
cooperation with the Cooperation
Group_and relevant stakeholders,
should—#e5 issue guidelines on the
implementation of the criteria
applicable to microenterprises and
small enterprises. The

(10) The Commission, in
cooperation with the Cooperation
Group, may issue guidelines on the
implementation of the criteria
applicable to micro and small
enterprises.
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Commission should also ensure
that appropriate guidance is given
to all micro and small enterprises
falling within the scope of this
Directive. The Commission
should, with the support of the
Member States, provide
microenterprises and small
enterprises with information in

that regard.

Recital 1

20a

(10a) The Commission should
also issue guidelines to support
Member States in _correctly
implementing the provisions on
the scope, and to evaluate the
proportionality of the obligations
set out by this Directive, in
particular as regards entities with
complex business models or
operating environments, whereby
an_entity may simultaneously
fulfil the criteria assigned to both
essential and important entities, or
may simultaneously conduct
activities that are some within and
some outside the scope of this
Directive.
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Recital 11

(11) Depending on the sector in
which they operate or the type of
service they provide, the entities
falling within the scope of this
Directive should be classified into
two categories: essential and
important. That categorisation
should take into account the level
of criticality of the sector or of the
type of service, as well as the level
of dependency of other sectors or
types of services. Both essential
and important entities should be
subject to the same risk

(11) Depending on the sector in
which they operate or the type of
service they provide, the entities
falling within the scope of this
Directive should be classified into
two categories: essential and
important. That categorisation
should take into account the level
of criticality of the sector or of the
type of service, as well as the level
of dependency of other sectors or
types of services. Both essential
and important entities should be
subject to the same risk

(11 Lependineonthoearonin
sl e e e e o
service-theyprovide—the-_Entities
falling within the scope of this
Directive should be classified into
two categories: essential and
important—Fhat-categorisation
showtd- that take into account the
level of criticality of the sector or
of the type of serviceservices they
provide, as well as thelevelof
clependlona o Dot e
types-of-servicestheir size. In this

regard, due account should also

21 management requirements and management requirements and be taken of any relevant sectoral
reporting obligations. The reporting obligations. The risk assessments or guidance by
supervisory and penalty regimes supervisory and penalty regimes competent authorities, where
between these two categories of between these two categories of applicable. Both essential and
entities should be differentiated to | entities should be differentiated to | important entities should be subject
ensure a fair balance between ensure a fair balance between to the samerisk management
requirements and obligations on requirements and obligations on requirements and reporting
one hand, and the administrative one hand, and the administrative obligations. The supervisory and
burden stemming from the burden stemming from the penalty regimes between these two
supervision of compliance on the supervision of compliance on the categories of entities should be
other hand. other hand. differentiated to ensure a fair
balance between_risk-based
requirements and obligations on
one hand, and the administrative
burden stemming from the
supervision of compliance on the
5163/22 EB/ip, pf 23
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other hand.

Recital 1

N

(12) Sector-specific legislation and
instruments can contribute to
ensuring high levels of
cybersecurity, while taking full
account of the specificities and
complexities of those sectors.
Where a sector—specific Union
legal act requires essential or
important entities to adopt
cybersecurity risk management
measures or to notify incidents or
significant cyber threats of at least
an equivalent effect to the

(12) Sector-specific legislation and
instruments can contribute to
ensuring high levels of
cybersecurity, while taking full
account of the specificities and
complexities of those sectors.
Sector-specific Union legal acts
that require essential or important

Hlrepemreatas o ealtia Thiy

Directive sets out the baseline for

entities to adopt cybersecurity risk

cybersecurity risk management

management measures or to
report significant incidents,
should, where possible, be
consistent with the terminology,

measures and reporting
obligations across all sectors that
fall within its scope. In order to

avoid fragmentation of

22 obligations laid down in this and refer to the definitions laid cybersecurity provisions of Union
Directive, those sector-specific down in this Directive. Where a legal actrequires-essenticlor
provisions, including on sector—specific Union legal act portai-ehtitiesto-adopt-acts,
supervision and enforcement, requires essential or important when additional sector-specific
should apply. The Commission entities to adopt cybersecurity risk | provisions pertaining to
may issue guidelines in relation to | management measures or to notify | cybersecurity risk management
the implementation of the lex incidents, and where those measures erto-rotify-ineidents-or
specialis. This Directive does not requirements are-or-sishificeiit stonificen-evher-threats-of-ai-lecst
preclude the adoption of additional | eypberthreats of at least an B e e e
sector-specific Union acts equivalent effect to the obligations | eblicationslaid-downand
addressing cybersecurity risk laid down in this Directive, and reporting obligations are
management measures and incident | apply to the entirety of the security | considered necessary to ensure a
notifications. This Directive is aspects of the operations and high level of cybersecurity, the
without prejudice to the existing services provided by essential and | Commission should assess
5163/22 EB/ip, pf 24
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implementing powers that have
been conferred to the Commission
in a number of sectors, including
transport and energy.

important entities, those sector-
specific provisions, including on
supervision and enforcement,
should apply. The Commission
mayshould issue comprehensive
guidelines in relation to the
implementation of the lex specialis,
taking into account relevant
opinions, expertise and best
practices of ENISA and the
Cooperation Group. This Directive
does not preclude the adoption of
additional sector-specific Union
acts addressing cybersecurity risk
management measures and incident
notifications_that duly take into

whether such provisions could be
stipulated in an implementing act
under the empowerment provided
for in this Directive;those-seetor-
PERTTL - g]
. Lo . Lot .
tmplementation, Should such acts

not be suitable for that purpose,
sector-specific legislation could
contribute to ensuring a high level
of cybersecurity, while taking full
account of the specificities and

complexities of the lex-speciatis-
sectors concerned. The reasoning

account the need for a
comprehensive and consistent
cybersecurity framework. This
Directive is without prejudice to
the existing implementing powers
that have been conferred to the
Commission in a number of
sectors, including transport and
energy.

why an implementing act under
the empowerment provided for in

this Directive doesnotpreclude-the
adoption-of-additionatwas not

appropriate is to be explained in
the sector-specific legislation. At
the same time, such sector-specific
provisions of Union legal acts
should duly take into account the
need for a comprehensive and
harmonised cybersecurity
framework-acts-addressine
.
] ) i g

G eations —ThisDi . This

is without prejudice to the existing
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implementing powers that have
been conferred toon the
Commission in a number of
sectors, including transport and
energy.

Recital 12a

22a

(12a) Where a sector—specific
Union legal act contains
provisions requiring essential or

important entities to adopt
measures of at least equivalent
effect to the obligations laid down
in this Directive related to
cybersecurity risk management
and obligations to notify
significant incidents or significant
cyber threats , those sector-
specific provisions, including on
supervision and enforcement,
should apply. When determining
the equivalent effect of obligations
set out in the sector-specific
provisions of a Union legal act,
the following aspects should be
considered: (i) the cybersecurity
risk management measures
should consist of appropriate and
proportionate technical and

organisational measures to
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manage the risks posed to the

security of network and
information systems which the
relevant entities use in the
provision of their services, and

should include as a minimum all
the elements laid down in this
Directive; (ii) the obligation to
notify significant incidents and
cyber threats should be at least
equivalent to the obligations set
out in this Directive as regards the
content, format and timelines of
the notifications; (iii) the
reporting modalities by entities
and the relevantauthorities of
sector-specific Union legal acts
should be at least equivalent to the
requirements set out in this
Directive as regards their content,
format and timelines and should

take into account the role of the
CSIRTs; (iv) the cross-border
cooperation requirements for the
relevant authorities should be at
least equivalent to those set out in
this Directive. If the sector-
specific provisions of a Union
legal act do not cover all entities
in_a specific sector falling within
the scope of this Directive, the
relevant provisions of this
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Directive should continue to apply

to the entities not covered by those
sector-specific provisions.

Recital 1

2aa

22b

(12aa) The Commission should
periodically review the application
of the equivalent effect
requirement in relation to sector-
specific provisions of Union legal
acts may. The Commission is to
consult the Cooperation Group
when preparing the periodical
review.

Recital 1

2aaa

22¢

(12aaa) Future sector-specific
Union legal acts should take due
account of the definitions outlined
in Article 4 of this Directive and
the supervisory and enforcement
framework laid down in Chapter

VI of this Directive.

Recital 1

2ab

22d

(12ab) Where sector-specific
provisions of Union legal acts
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require essential or important
entities to adopt measures of at
least equivalent effect to the
reporting obligations laid down in
this Directive, overlapping
reporting obligations should be
avoided, and coherence and
effectiveness of handling of
notifications of cyber threats or
incidents should be ensured. For
that purpose, those sector-specific
provisions can_allow Member

States to establish a common,
automatic and direct reporting
mechanism for notifying
significant incidents and cyber
threats to both the authorities
whose tasks are set out in the
respective sector-specific
provisions and the competent

authorities, including the single
point of contact and CSIRTs as

appropriate, responsible for the
cybersecurity tasks provided for in

this Directive, or for a mechanism
that ensures systematic and
immediate sharing of information
and cooperation among the
relevant authorities and CSIRTs
concerning the handling of such
notifications. For the purposes of
simplifying reporting and of

5163/22
ANNEX

JAL2

EB/ip, pf

29
EN



Commission Proposal +

EP Mandate

Council Mandate

Draft Agreement

Annexes

implementing the common,
automatic and direct reporting
mechanism, Member States may,
in_accordance with sector-specific
legislations, utilise the single-
entry point they establish
according to Article 11(5a) of this
Directive. To ensure
harmonisation, reporting
obligations of sector-specific
Union legal acts should be aligned
with those specified under this
Directive. Member States can
determine that competent
authorities under this Directive or
national CSIRTs are the
addressees of the reporting, in
accordance with sector-specific

legislations.

Recital 1

(13) Regulation XXXX/XXXX of
the European Parliament and of the
Council' should be considered to

be a sector-specific Union legal act

(13) Regulation XXXX/XXXX of
the European Parliament and of the
Council' should be considered to

be a sector-specific Union legal act

(13) Regulation XXXX/XXXX of
the European Parliament and of the
Council” should be considered to

be a sector-specific Union legal act

2% in relation to this Directive with in relation to this Directive with in relation to this Directive with
regard to the financial sector regard to the financial sector regard to the financial sector
entities. The provisions of entities. The provisions of entities. The provisions of
Regulation XXXX/XXXX relating | Regulation XXXX/XXXX relating | Regulation XXXX/XXXX relating
to information and to information and communications | to information and
5163/22 EB/ip, pf 30
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communications technology (ICT)
risk management measures,
management of ICT-related
incidents and notably incident
reporting, as well as on digital
operational resilience testing,
information sharing arrangements
and ICT third party risk should
apply instead of those set up under
this Directive. Member States
should therefore not apply the
provisions of this Directive on
cybersecurity risk management and
reporting obligations, information
sharing and supervision and
enforcement to any financial
entities covered by Regulation
XXXX/XXXX. At the same time,
it is important to maintain a strong
relationship and the exchange of
information with the financial
sector under this Directive. To that
end, Regulation XXXX/XXXX
allows all financial supervisors, the
European Supervisory Authorities
(ESAs) for the financial sector and
the national competent authorities
under Regulation XXXX/XXXX,
to participate in strategic policy

technology (ICT) risk management
measures, management of ICT-
related incidents and notably
incident reporting, as well as on
digital operational resilience
testing, information sharing
arrangements and ICT third party
risk should apply instead of those
set up under this Directive.
Member States should therefore
not apply the provisions of this
Directive on cybersecurity risk
management and reporting
obligations, information sharing
and supervision and enforcement to
any financial entities covered by
Regulation XXXX/XXXX. At the
same time, it is important to
maintain a strong relationship and
the exchange of information with
the financial sector under this
Directive. To that end, Regulation
XXXX/XXXX allows all financial
supervisors, the European
Supervisory Authorities (ESAs) for
the financial sector and the national
competent authorities under
Regulation XXXX/XXXX, to
participate in strategic policy

communications technology (ICT)
risk management measures,
management of ICT-related
incidents and notably incident
reporting, as well as on digital
operational resilience testing,
information sharing arrangements
and ICT third party risk should
apply instead of those set #p
underout in this Directive.
Member States should therefore
not apply the provisions of this
Directive on cybersecurity risk
management-,and reporting
obligations, ifermation-sharine
and supervision and enforcement to
any financial entities covered by
Regulation XXXX/XXXX. At the
same time, it is important to
maintain a strong relationship and
the exchange of information with
the financial sector under this
Directive. To that end, Regulation
XXXX/XXXX allows-et-fineneiet
supervisors—_the European
Supervisory Authorities (ESAs) for
the financial sector and the national
competent authorities under
Regulation XXXX/XXXX; to

discussions and technical workings | discussions and technical workings | participate in stratesicpoticy

of the Cooperation Group, and to of the Cooperation Group, and to lhreredameeelpeelgiedd

exchange information and exchange information and workingsthe work of the
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cooperate with the single points of
contact designated under this
Directive and with the national
CSIRTs. The competent authorities
under Regulation XXXX/XXXX
should transmit details of major
ICT-related incidents also to the
single points of contact designated
under this Directive. Moreover,
Member States should continue to
include the financial sector in their
cybersecurity strategies and
national CSIRTs may cover the
financial sector in their activities.

1. [insert the full title and OJ publication
reference when known]

cooperate with the single points of
contact designated under this
Directive and with the national
CSIRTs. The competent authorities
under Regulation XXXX/XXXX
should transmit details of major
ICT-related incidents also to the
single points of contact designated
under this Directive. Moreover,
Member States should continue to
include the financial sector in their
cybersecurity strategies and
national CSIRTs may cover the
financial sector in their activities.

1. [insert the full title and OJ publication
reference when known]

Cooperation Group, and to
exchange information and
cooperate with the single points of
contact designated under this
Directive, as well as-a#d with the
national CSIRTs. The competent
authorities under Regulation
XXXX/XXXX should transmit
details of major ICT-related
incidents_and significant cyber
threats also to the single points of
contact, the competent authorities
or the national CSIRTs designated
under this Directive. This is
achievable by automatic and
direct forwarding of incident
notifications or a common
reporting platform. Moreover,
Member States should continue to
include the financial sector in their
cybersecurity strategies and
national CSIRTs ##a3:can cover the
financial sector in their activities.

Recital 13a
23a (13a) In order to avoid gaps
between and duplications of
cybersecurity obligations imposed
5163/22 EB/ip, pf 32
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on_entities in the aviation sector
referred to in point 2 (a) of Annex
I, national authorities designated
under Regulations (EC) No
300/2008" and (EU) 2018/1139° of
the European Parliament and of
the Council and competent
authorities under this Directive
should cooperate in relation to the
implementation of cybersecurity
risk management measures and
the supervision of those measures
at national level, The compliance
of an_entity with the cybersecurity
risk management measures under
this Directive could be considered
by the national authorities
designated under Regulations
(EC) No 300/2008 and (EU)
2018/1139 as compliant with the
requirements laid down in those,
and the relevant delegated and
implementing acts adopted
pursuant to those Regulations.

1. Regulation (EC) No 300/2008 of the
European Parliament and of the Council
of 11 March 2008 on common rules in the
field of civil aviation security and

repealing Regulation (EC) No 2320/2002
(OJ L 97, 9.4.2008, p. 72).

2. Regulation (EU) 2018/1139 of the
European Parliament and of the Council
of 4 July 2018 on common rules in the
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field of civil aviation and establishing a

European Union Aviation Safety Agency,
and amending Regulations (EC) No
2111/2005, (EC) No 1008/2008, (EU) No
996/2010, (EU) No 376/2014 and
Directives 2014/30/EU and 2014/53/EU of
the European Parliament and of the
Council, and repealing Regulations (EC)
No 552/2004 and (EC) No 216/2008 of the
European Parliament and of the Council
and Council Regulation (EEC) No
3922/91 (OJ L 212, 22.8.2018, p. 1).

Recital 1

IS

(14) In view of the interlinkages
between cybersecurity and the
physical security of entities, a
coherent approach should be
ensured between Directive (EU)
XXX/XXX of the European
Parliament and of the Council' and
this Directive. To achieve this,
Member States should ensure that

(14) In view of the interlinkages
between cybersecurity and the
physical security of entities, a
coherent approach should be
ensured between Directive (EU)
XXX/XXX of the European
Parliament and of the Council' and
this Directive. To achieve this,
Member States should ensure that

(14) In view of the interlinkages
between cybersecurity and the
physical security of entities, a
coherent approach should be
ensured between Directive (EU)
XXX/XXX of the European
Parliament and of the Council” and
this Directive. To achieve this,
Member States should ensure that

24 critical entities, and equivalent critical entities, and equivalent critical entities, [fand equivalent

entities, pursuant to Directive (EU) | entities, pursuant to Directive (EU) | entities/, pursuant to Directive
XXX/XXX are considered to be XXX/XXX are considered to be (EU) XXX/XXX are considered-te
essential entities under this essential entities under this be_as essential entities under this
Directive. Member States should Directive. Member States should Directive. Member States should
also ensure that their cybersecurity | also ensure that their cybersecurity | also ensure that their cybersecurity
strategies provide for a policy strategies provide for a policy strategies provide for a policy
framework for enhanced framework for enhanced framework for enhanced
coordination between the coordination between the coordination between the
competent authority under this competent authorityauthorities competent authority under this
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Directive and the one under
Directive (EU) XXX/XXX in the
context of information sharing on
incidents and cyber threats and the
exercise of supervisory tasks.
Authorities under both Directives
should cooperate and exchange
information, particularly in relation
to the identification of critical
entities, cyber threats,
cybersecurity risks, incidents
affecting critical entities as well as
on the cybersecurity measures
taken by critical entities. Upon
request of competent authorities
under Directive (EU) XXX/XXX,
competent authorities under this
Directive should be allowed to
exercise their supervisory and
enforcement powers on an essential
entity identified as critical. Both
authorities should cooperate and
exchange information for this

purpose.

1. [insert the full title and OJ publication
reference when known]

EP Mandate

within and between Member
States, under this Directive and the
one under Directive (EU)
XXX/XXX in the context of
information sharing on incidents
and cyber threats and the exercise
of supervisory tasks. Authorities
under both Directives should
cooperate and exchange
information_without undue delay,
particularly in relation to the
identification of critical entities,
cyber threats, cybersecurity risks,
incidents affecting critical entities
as well as on the cybersecurity
measures taken by critical entities.
Upon request of competent
authorities under Directive (EU)
XXX/XXX, competent authorities
under this Directive should be
allowed to exercise their
supervisory and enforcement
powers on an essential entity
identified as critical. Both
authorities should cooperate and
exchange information_where
possible in real time, for this

purpose.

1. [insert the full title and OJ publication
reference when known]

Council Mandate

Directive and the one under
Directive (EU) XXX/XXX in the
context of information sharing on
incidents, and cyber threats, and
the exercise of supervisory tasks.
Competent authorities under both
Directives should cooperate and
exchange information, particularly
in relation to the identification of
critical entities, cyber threats,
cybersecurity risks, incidents as
well as on non-cyber risks, threats
and incidents affecting critical
entities as—well-as-onfor entities
equivalent to critical entities],
including the cybersecurity and
physical measures taken by critical
entities and the results of
supervisory activities carried out
with regard to such entities.
Furthermore, in order to
streamline supervisory activities
between the competent authorities
designated under both Directives
and in order to minimise the
administrative burden for the
entities concerned, competent
authorities should endeavour to
harmonise incident notification
templates and supervisory
processes. Where appropriate,-

Lpen+equest-of competent

Draft Agreement
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authorities under Directive (EU)
XXX/XXX; can request competent
authorities under this Directive
showld-be-allowed-_to exercise
their supervisory and enforcement
powers o#in_relation to an
essential entity identified as
critical.-Both-authoritiesshould

e
. e e 1o o

7 Ginsortthes e fidltith L O publicati

Recital 1

4a

24a

(14a) Entities belonging to the
digital infrastructure sector are in
essence based on network and
information systems and therefore
the obligations imposed on those
entities by this Directive should
address in a comprehensive
manner the physical security of
such systems as part of their
cybersecurity risk management
and reporting obligations. Since
those matters are covered by this
Directive, the obligations laid
down in Chapters 111 to VI of
Directive (EU) XXX/XXX [CER]
do not apply to such entities.
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Recital 1

(15) Upholding and preserving a
reliable, resilient and secure
domain name system (DNS) is a
key factor in maintaining the
integrity of the Internet and is
essential for its continuous and
stable operation, on which the
digital economy and society
depend. Therefore, this Directive
should apply to all providers of
DNS services along the DNS
resolution chain, including
operators of root name servers, top-

(15) Upholding and preserving a
reliable, resilient and secure
domain name system (DNS) is a
key factor in maintaining the
integrity of the Internet and is
essential for its continuous and
stable operation, on which the
digital economy and society
depend. Therefore, this Directive

should apply to a¢llproviders-of
B e e (7] L

level-domain (TLD) name servers,

(15) Upholding and preserving a
reliable, resilient and secure
domain name system (DNS) is a
key factor in maintaining the
integrity of the Internet and is
essential for its continuous and
stable operation, on which the
digital economy and society
depend. Therefore, this Directive
should apply to e¢/-providers of
DNS services along the DNS
provisioning and resolution chain;

publicly available recursive

25 level-domain (TLD) name servers, | domain name resolution ehein, servers that are of importance for
authoritative name servers for freledlinmnpepatas o e o the internal market, including ,
domain names and recursive s e ppere e bt top-level-domain (TLD) name
resolvers. name-servers—anthoritative name seryers—registries , the entities
serversfor-domatn-names—nd providing domain name
reewrsiveresolversservices for registration services, operators of
internet end-users and authoritative name servers for
authoritative domain name domain names and_operators of
resolution services. This Directive | recursive resolvers. The term
does not apply to root name ‘DNS service provider’ should not
servers. apply to DNS services operated for
own purposes of the concerned
entity and its affiliated entities.
The cybersecurity obligations
arising from this Directive for this
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category of providers are strictly
limited to cybersecurity risk-
management measures and
reporting and, thus they are
without prejudice to the
governance of the global DNS by
the multi-stakeholder community.

Recital 1

(16) Cloud computing services
should cover services that allow
on-demand and broad remote
access to a scalable and elastic pool
of shareable and distributed
computing resources. Those
computing resources include
resources such as networks, servers
or other infrastructure, operating
systems, software, storage,

(16) Cloud computing services
should cover services that allow
on-demand and broad remote
access to a scalable and elastic pool
of shareable and distributed
computing resources. Those
computing resources include
resources such as networks, servers
or other infrastructure, operating
systems, software, storage,

(16) Cloud computing services
should cover services that allow
on-demand and broad remote
access to a scalable and elastic pool
of shareable and distributed
computing resources. Those
computing resources include
resources such as networks, servers
or other infrastructure, operating
systems, software, storage,

240 applications and services. The applications and services. The applications and services. The
deployment models of cloud deployment models of cloud service models of cloud computing
computing should include private, | computing should include private, | include, amongst others,
community, public and hybrid community, public and hybrid Infrastructure-as-a-Service
cloud. The aforementioned service | cloud. The aforementioned service | (TaaS), Platform-as-a-Service
and deployment models have the and deployment models have the (PaaS), Software-as-a-Service
same meaning as the terms of same meaning as the terms of (SaaS) and Network as a Service
service and deployment models service and deployment models (NaaS). The deployment models of
defined under ISO/IEC defined under ISO/IEC 17788:2014 | cloud computing should include
17788:2014 standard. The standard. The capability of the private, community, public and
capability of the cloud computing | cloud computing user to hybrid cloud. The aforementioned
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user to unilaterally self-provision

computing capabilities, such as
server time or network storage,
without any human interaction by
the cloud computing service
provider could be described as on-
demand administration. The term
‘broad remote access’ is used to
describe that the cloud capabilities
are provided over the network and
accessed through mechanisms
promoting use of heterogeneous
thin or thick client platforms
(including mobile phones, tablets,
laptops, workstations). The term
‘scalable’ refers to computing
resources that are flexibly allocated
by the cloud service provider,
irrespective of the geographical
location of the resources, in order
to handle fluctuations in demand.
The term ‘elastic pool’ is used to
describe those computing resources
that are provisioned and released
according to demand in order to
rapidly increase and decrease
resources available depending on
workload. The term ‘shareable’ is
used to describe those computing
resources that are provided to
multiple users who share a
common access to the service, but

unilaterally self-provision
computing capabilities, such as
server time or network storage,
without any human interaction by
the cloud computing service
provider could be described as on-
demand administration. The term
‘broad remote access’ is used to
describe that the cloud capabilities
are provided over the network and
accessed through mechanisms
promoting use of heterogeneous
thin or thick client platforms
(including mobile phones, tablets,
laptops, workstations). The term
‘scalable’ refers to computing
resources that are flexibly allocated
by the cloud service provider,
irrespective of the geographical
location of the resources, in order
to handle fluctuations in demand.
The term ‘elastic pool’ is used to
describe those computing resources
that are provisioned and released
according to demand in order to
rapidly increase and decrease
resources available depending on
workload. The term ‘shareable’ is
used to describe those computing
resources that are provided to
multiple users who share a
common access to the service, but

service and deployment models
have the same meaning as the
terms of service and deployment
models defined under ISO/IEC
17788:2014 standard. The
capability of the cloud computing
user to unilaterally self-provision
computing capabilities, such as
server time or network storage,
without any human interaction by
the cloud computing service
provider could be described as on-
demand administration. The term
‘broad remote access’ is used to
describe that the cloud capabilities
are provided over the network and
accessed through mechanisms
promoting use of heterogeneous
thin or thick client platforms
(including mobile phones, tablets,
laptops, workstations). The term
‘scalable’ refers to computing
resources that are flexibly allocated
by the cloud service provider,
irrespective of the geographical
location of the resources, in order
to handle fluctuations in demand.
The term ‘elastic pool’ is used to
describe those computing resources
that are provisioned and released
according to demand in order to
rapidly increase and decrease
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where the processing is carried out
separately for each user, although
the service is provided from the
same electronic equipment. The
term ‘distributed’ is used to
describe those computing resources
that are located on different
networked computers or devices
and which communicate and
coordinate among themselves by
message passing.

where the processing is carried out
separately for each user, although
the service is provided from the
same electronic equipment. The
term ‘distributed’ is used to
describe those computing resources
that are located on different
networked computers or devices
and which communicate and
coordinate among themselves by
message passing.

resources available depending on

workload. The term ‘shareable’ is
used to describe those computing
resources that are provided to
multiple users who share a
common access to the service, but
where the processing is carried out
separately for each user, although
the service is provided from the
same electronic equipment. The
term ‘distributed’ is used to
describe those computing resources
that are located on different
networked computers or devices
and which communicate and
coordinate among themselves by
message passing.

Recital 1

(17) Given the emergence of
innovative technologies and new
business models, new cloud
computing deployment and service
models are expected to appear on

(17) Given the emergence of
innovative technologies and new
business models, new cloud
computing deployment and service
models are expected to appear on

(17) Given the emergence of
innovative technologies and new
business models, new cloud
computing deployment and service
models are expected to appear on

27 the market in response to evolving | the market in response to evolving | the market in response to evolving
customer needs. In that context, customer needs. In that context, customer needs. In that context,
cloud computing services may be cloud computing services may be cloud computing services may be
delivered in a highly distributed delivered in a highly distributed delivered in a highly distributed
form, even closer to where data are | form, even closer to where data are | form, even closer to where data are
being generated or collected, thus being generated or collected, thus being generated or collected, thus
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moving from the traditional model

to a highly distributed one (‘edge
computing’).

moving from the traditional model

to a highly distributed one (‘edge
computing’).

moving from the traditional model
to a highly distributed one (‘edge
computing’).

Recital 1

(18) Services offered by data
centre service providers may not
always be provided in a form of
cloud computing service.
Accordingly, data centres may not
always constitute a part of cloud
computing infrastructure. In order
to manage all the risks posed to the
security of network and
information systems, this Directive
should cover also providers of such
data centre services that are not

(18) Services offered by data
centre service providers may not
always be provided in a form of
cloud computing service.
Accordingly, data centres may not
always constitute a part of cloud
computing infrastructure. In order
to manage all the risks posed to the
security of network and
information systems, this Directive
should cover also providers of such
data centre services that are not

(18) Services offered by data
centre service providers may not
always be provided in a form of
cloud computing service.
Accordingly, data centres may not
always constitute a part of cloud
computing infrastructure. In order
to manage all the risks posed to the
security of network and
information systems, this Directive
should cover also providers of such
data centre services that are not

2 cloud computing services. For the | cloud computing services. For the | cloud computing services. For the
purpose of this Directive, the term | purpose of this Directive, the term | purpose of this Directive, the term
‘data centre service’ should cover | ‘data centre service’ should cover | ‘data centre service’ should cover
provision of a service that provision of a service that provision of a service that
encompasses structures, or groups encompasses structures, or groups encompasses structures, or groups
of structures, dedicated to the of structures, dedicated to the of structures, dedicated to the
centralised accommodation, centralised accommodation, centralised accommodation,
interconnection and operation of interconnection and operation of interconnection and operation of
information technology and information technology and information technology and
network equipment providing data | network equipment providing data | network equipment providing data
storage, processing and transport storage, processing and transport storage, processing and transport
services together with all the services together with all the services together with all the
facilities and infrastructures for facilities and infrastructures for facilities and infrastructures for
5163/22 EB/ip, pf 41
ANNEX JAL2 EN



Commission Proposal +

Annexes

EP Mandate

Council Mandate

Draft Agreement

power distribution and
environmental control. The term
‘data centre service’ does not apply
to in-house, corporate data centres
owned and operated for own
purposes of the concerned entity.

power distribution and
environmental control. The term
‘data centre service’ does not apply
to in-house, corporate data centres
owned and operated for own
purposes of the concerned entity.

power distribution and

environmental control. The term
‘data centre service’ does not apply
to in-house, corporate data centres
owned and operated for own
purposes of the concerned entity.

Recital 1

(19) Postal service providers
within the meaning of Directive
97/67/EC of the European
Parliament and of the Council!, as
well as express and courier
delivery service providers, should
be subject to this Directive if they
provide at least one of the steps in
the postal delivery chain and in
particular clearance, sorting or
distribution, including pick-up

(19) Postal service providers
within the meaning of Directive
97/67/EC of the European
Parliament and of the Council', as
well as express and courier
delivery service providers, should
be subject to this Directive if they
provide at least one of the steps in
the postal delivery chain and in
particular clearance, sorting or
distribution, including pick-up

(19) Postal service providers
within the meaning of Directive
97/67/EC of the European
Parliament and of the Council!,-as
wet-as-express-and_including
courier delivery-service providers,
should be subject to this Directive
if they provide at least one of the
steps in the postal delivery chain
and in particular clearance, sorting
or distribution, including pick-up

29 services. Transport services that services, while taking into account | services. Transport services that
are not undertaken in conjunction the degree of their dependence on | are not undertaken in conjunction
with one of those steps should fall | network and information systems. | with one of those steps should fall
outside of the scope of postal Transport services that are not outside of the scope of postal
services. undertaken in conjunction with one | services.
of those steps should fall outside of
1. Directive 97/67/EC of the European the scope of postal services. 1. Directive 97/67/EC of the European
Parliament and of the Council of 15 Parliament and of the Council of 15
December 1 n common rules for th TN o December 1 n common rules for th
dee\f;os;entg(g)lzt?le ?r?tem;)l ml;riset%ft ¢ Il, D.l rective 97/67/EC ofthe.European dee\feiosrflen?(g)z ‘[(1)16 ?ﬁtemgl ml;riset(:)ft )
. . arliament and of the Council of 15 . .
Community postal services and the December 1997 on common rules for the Community postal services and the
improvement of quality of service (OJ L development of the internal market of improvement of quality of service (OJ L
15,21.1.1998, p. 14). 15,21.1.1998, p. 14).
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Community postal services and the
improvement of quality of service (OJ L
15,21.1.1998, p. 14).

Recital 2

(20) Those growing
interdependencies are the result of
an increasingly cross-border and
interdependent network of service
provision using key infrastructures
across the Union in the sectors of
energy, transport, digital
infrastructure, drinking and waste
water, health, certain aspects of
public administration, as well as
space in as far as the provision of
certain services depending on

(20) Those growing
interdependencies are the result of
an increasingly cross-border and
interdependent network of service
provision using key infrastructures
across the Union in the sectors of
energy, transport, digital
infrastructure, drinking and waste
water, health, certain aspects of
public administration, as well as
space in as far as the provision of
certain services depending on

(20) Those growing
interdependencies are the result of
an increasingly cross-border and
interdependent network of service
provision using key infrastructures
across the Union in the sectors of
energy, transport, digital
infrastructure, drinking and waste
water, health, certain aspects of
public administration, as well as
space in as far as the provision of
certain services depending on

30 ground-based infrastructures that ground-based infrastructures that ground-based infrastructures that
are owned, managed and operated | are owned, managed and operated | are owned, managed and operated
either by Member States or by either by Member States or by either by Member States or by
private parties is concerned, private parties is concerned, private parties is concerned,
therefore not covering therefore not covering therefore not covering
infrastructures owned, managed or | infrastructures owned, managed or | infrastructures owned, managed or
operated by or on behalf of the operated by or on behalf of the operated by or on behalf of the
Union as part of its space Union as part of its space Union as part of its space
programmes. Those programmes. Those programmes. Those
interdependencies mean that any interdependencies mean that any interdependencies mean that any
disruption, even one initially disruption, even one initially disruption, even one initially
confined to one entity or one confined to one entity or one confined to one entity or one
sector, can have cascading effects sector, can have cascading effects sector, can have cascading effects
more broadly, potentially resulting | more broadly, potentially resulting | more broadly, potentially resulting
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in far-reaching and long-lasting in far-reaching and long-lasting in far-reaching and long-lasting
negative impacts in the delivery of | negative impacts in the delivery of | negative impacts in the delivery of
services across the internal market. | services across the internal market. | services across the internal market.
The COVID-19 pandemic has The intensified attacks against The COVID-19 pandemic has
shown the vulnerability of our network and information systems | shown the vulnerability of our
increasingly interdependent during the COVID-19 pandemic increasingly interdependent
societies in the face of low- hashave shown the vulnerability of | societies in the face of low-
probability risks. our increasingly interdependent probability risks.
societies in the face of low-
probability risks.
Recital 20a
(20a) For the purpose of
achieving and maintaining a high
level of cybersecurity, the national
cybersecurity strategies required
by this Directive should consist of
30a coherent frameworks that provide
for a governance in the area
ofcybersecurity. These strategies
can be composed of one or several
documents of legislative or non-
legislative nature.
Recital 21
(21) In view of the differences in (21) In view of the differences in (21) In view of the differences in
31 national governance structures and | national governance structures and | national governance structures and
in order to safeguard already in order to safeguard already in order to safeguard already
existing sectoral arrangements or existing sectoral arrangements or existing sectoral arrangements or
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Union supervisory and regulatory
bodies, Member States should be
able to designate more than one
national competent authority
responsible for fulfilling the tasks
linked to the security of the
network and information systems
of essential and important entities
under this Directive. Member
States should be able to assign this
role to an existing authority.

Union supervisory and regulatory
bodies, Member States should be
able to designate more than one
national competent authority
responsible for fulfilling the tasks
linked to the security of the
network and information systems
of essential and important entities
under this Directive. Member
States should be able to assign this
role to an existing authority.

Union supervisory and regulatory
bodies, Member States should be
able to designate more than one
national competent authority
responsible for fulfilling the tasks
linked to the security of the
network and information systems
of essential and important entities
under this Directive. Member
States should be able to assign this
role to an existing authority.

Recital 2

(22) In order to facilitate cross-
border cooperation and
communication among authorities
and to enable this Directive to be
implemented effectively, it is
necessary for each Member State

(22) In order to facilitate cross-
border cooperation and
communication among authorities
and to enable this Directive to be
implemented effectively, it is
necessary for each Member State to

(22) In order to facilitate cross-
border cooperation and
communication among authorities
and to enable this Directive to be
implemented effectively, it is
necessary for each Member State

= to designate a national single point | designate a national single point of | to designate a national single point
of contact responsible for contact responsible for of contact responsible for
coordinating issues related to the coordinating issues related to the coordinating issues related to the
security of network and security of network and security of network and
information systems and cross- information systems and cross- information systems and cross-
border cooperation at Union level. | border cooperation at Union level. | border cooperation at Union level.
Recital 23
33 (23) Competent authorities or the | (23) Competent authorities or the | (23) Competent authorities or the
CSIRTs should receive CSIRTs should receive CSIRTs should receive
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notifications of incidents from
entities in an effective and efficient
way. The single points of contact
should be tasked with forwarding
incident notifications to the single
points of contact of other affected
Member States. At the level of
Member States’ authorities, to
ensure one single entry point in
every Member States, the single
points of contacts should also be
the addressees of relevant
information on incidents
concerning financial sector entities
from the competent authorities
under Regulation XXXX/XXXX
which they should be able to
forward, as appropriate, to the
relevant national competent
authorities or CSIRTs under this
Directive.

notifications of incidents from
entities in an effective and efficient
way. The single points of contact
should be tasked with forwarding
incident notifications to the single
points of contact of other affected
Member States. At the level of
Member States’ authorities, to
ensure one single entry point in
every Member States, the single
points of contacts should also be
the addressees of relevant
information on incidents
concerning financial sector entities
from the competent authorities
under Regulation XXXX/XXXX
which they should be able to
forward, as appropriate, to the
relevant national competent
authorities or CSIRTs under this
Directive.

notifications of incidents from
entities in an effective and efficient
Way—lemdele ol o ey
ey - he sinel

MenbearS ! anthoritios.
] Do
every-Member-States., also with a
view to facilitate, where
appropriate, a timely response to
incidents and to provide a
response to the notifying entity.
The single points of
eontactscontact should-aiso-be-the

welelrnree o Dl op s Tl ion

i e . '

el 111, : ey

I jl D ocrlerti !
XN hrich-thev-should-be

; ‘ate; be

tasked with forwarding incident
notifications to the relevant

— I
ESIRTs-wnder-thisDirectivesingle
points of contact of other affected
Member States.

Recital 23a
33a
5163/22 EB/ip, pf 46
ANNEX JAL2 EN



Commission Proposal +

EP Mandate

Council Mandate

Draft Agreement

Annexes

(23a) The sector-specific Union
legal acts which require
cybersecurity risk management
measures or reporting obligations
of at least equivalent effect with
those laid down in this Directive
could provide that their designated
competent authorities exercise
their supervisory and enforcement
powers in relation to such
measures or obligations with the
assistance of the competent
authorities designated in
accordance with this Directive.
The competent authorities
concerned could establish
cooperation arrangements for this
purpose. Such cooperation

arrangements could specify,
amongst others, the procedures
concerning the coordination of
supervisory activities, including
the procedures of investigations
and on-site inspections in
accordance with the national law
and a mechanism for the
exchange of relevant information
between competent authorities on
supervision and enforcement,
including access to cyber-related
information requested by
competent authorities designated
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in_accordance with this Directive.

Recital 2

N

(24) Member States should be
adequately equipped, in terms of
both technical and organisational
capabilities, to prevent, detect,
respond to and mitigate network
and information system incidents
and risks. Member States should
therefore ensure that they have
well-functioning CSIRTs, also
known as computer emergency
response teams (‘CERTS’),
complying with essential
requirements in order to guarantee

(24) Member States should be
adequately equipped, in terms of
both technical and organisational
capabilities, to prevent, detect,
respond to and mitigate network
and information system incidents
and risks. Member States should
therefore ensure-that-they-have
wellfunetioninedesignate one or
more CSIRTs;-alsofnown-as

COMPUHICF-CHIEFSCHEYFESPORSE

J ")} under this

Directive and ensure that they are

(24) Member States should be
adequately equipped, in terms of
both technical and organisational
capabilities, to prevent, detect,
respond to and mitigate network
and information system incidents
and risks. Member States should
therefore ensure that they have
well-functioning CSIRTs, also
known as computer emergency
response teams (‘CERTSs’),
complying with essential
requirements in order to guarantee

% effective and compatible well-functioning, complying with | effective and compatible
capabilities to deal with incidents essential requirements in order to capabilities to deal with incidents
and risks and to ensure efficient guarantee effective and compatible | and risks and to ensure efficient
cooperation at Union level. In view | capabilities to deal with incidents cooperation at Union level. In view
of enhancing the trust relationship | and risks and to ensure efficient of enhancing the trust relationship
between the entities and the cooperation at Union level, between the entities and the
CSIRTs, in cases where a CSIRT is | Member States may designate CSIRTs, in cases where a CSIRT is
part of the competent authority, existing computer emergency part of the competent authority,
Member States should consider response teams (CERTs) as Member States-skowtd_may
functional separation between the CSIRTs. In view of enhancing the | consider functional separation
operational tasks provided by trust relationship between the between the operational tasks
CSIRTs, notably in relation to entities and the CSIRTs, in cases provided by CSIRTs, notably in
information sharing and support to | where a CSIRT is part of the relation to information sharing and
the entities, and the supervisory competent authority, Member support to the entities, and the
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activities of competent authorities.

States should consider functional
separation between the operational
tasks provided by CSIRTs, notably
in relation to information sharing
and support to the entities, and the
supervisory activities of competent
authorities.

supervisory activities of competent
authorities.

Recital 2

(25) As regards personal data,
CSIRTs should be able to provide,
in accordance with Regulation
(EU) 2016/679 of the European
Parliament and of the Council' as
regards personal data, on behalf of
and upon request by an entity
under this Directive, a proactive
scanning of the network and
information systems used for the

(25) As regards personal data,
CSIRTs should be able to provide,
in accordance with Regulation
(EU) 2016/679 of the European
Parliament and of the Council' as
regards personal data, on behalf of
and upon request by an entity
under this Directive, or, in the case
of a serious threat to national
security, a proactive scanning of

(25) As regards personal data,
CSIRTs should be able to provide,
in accordance with Regulation
(EU) 2016/679 of the European
Parliament and of the Council' as
regards personal data, on behalf of
and upon request by an entity
under this Directive, a proactive
scanning of the network and
information systems used for the

35 provision of their services. the network and information provision of their services. Where
Member States should aim at systems used for the provision of applicable, Member States should
ensuring an equal level of technical | their services. Member States aim at ensuring an equal level of
capabilities for all sectorial should aim at ensuring an equal technical capabilities for all
CSIRTs. Member States may level of technical capabilities for sectorial CSIRTs. Member States
request the assistance of the all sectorial CSIRTs. Member may request the assistance of the
European Union Agency for States may request the assistance of | European Union Agency for
Cybersecurity (ENISA) in the European Union Agency for Cybersecurity (ENISA) in
developing national CSIRTs. Cybersecurity (ENISA) in developing national CSIRTs.
developing national CSIRTs.
1. Regulation (EU) 2016/679 of the 1. Regulation (EU) 2016/679 of the
European Parliament and of the Council of | 1 Regulation (EU) 2016/679 of the European Parliament and of the Council of
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27 April 2016 on the protection of natural
persons with regard to the processing of
personal data and on the free movement of
such data, and repealing Directive
95/46/EC (General Data Protection
Regulation) (OJ L 119, 4.5.2016, p. 1).

European Parliament and of the Council of
27 April 2016 on the protection of natural
persons with regard to the processing of
personal data and on the free movement of
such data, and repealing Directive
95/46/EC (General Data Protection
Regulation) (OJ L 119, 4.5.2016, p. 1).

27 April 2016 on the protection of natural
persons with regard to the processing of
personal data and on the free movement of
such data, and repealing Directive
95/46/EC (General Data Protection
Regulation) (OJ L 119, 4.5.2016, p. 1).

Recital 2

35a

(25a) CSIRTs should have the
ability to, upon an entity's request,

continuously discover, manage
and monitor all internet-facing
assets, both on premises and off
premises, to understand their
overall organisational risk to
newly discovered supply chain
compromises or critical
vulnerabilities. The knowledge
whether an entity runs a
privileged management interface,

affects the speed of undertaking
mitigating actions.

Recital 2

36

(26) Given the importance of
international cooperation on
cybersecurity, CSIRTs should be
able to participate in international
cooperation networks in addition to

(26) Given the importance of
international cooperation on
cybersecurity, CSIRTs should be
able to participate in international
cooperation networks, including

(26) Given the importance of
international cooperation on
cybersecurity, CSIRTs should be
able to participate in international
cooperation networks in addition to
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the CSIRTSs network established by

this Directive.

with CSIRTs from third countries
where information exchange is
reciprocal and beneficial to the

the CSIRTSs network established by

this Directive. Therefore, CSIRTs
and competent authorities could

security of citizens and entities, in

exchange information, including

addition to the CSIRTs network
established by this Directive, in
order to contribute to the
development of Union standards

personal data, with CSIRTs of

third countries or their authorities
for the purpose of carrying out

their tasks in accordance with

that can shape the cybersecurity

Regulation (EU) 2016/679. In

landscape at international level.

cases of absence of an adequacy

Member States could also explore

decision adopted in accordance

the possibility of increasing
cooperation with like-minded
partner countries and

international organisations with

with Article 45 of Regulation (EU)
2016/679 or appropriate
safeguards pursuant to Article 46
of that Regulation, the exchange

the aim to secure multilateral
agreements on cyber norms,
responsible state and non-state

of personal data that is deemed
necessary for the purposes of
mitigating significant cyber

behaviour in cyberspace and
effective global digital governance

threats and responding to an
ongoing significant incident could

as well as to create an open, free,

be considered to constitute an

stable and secure cyberspace
based on international law.

important reason of public interest
within the meaning of Article 49
(1)(d) of Regulation (EU)

2016/679.
Recital 26a
36a (26a) Cyber hygiene policies
provide the foundations for
protecting network and
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information system
infrastructures, hardware,
software and online application
security, and business or end-user
data on which entities rely upon.
Cyber hygiene policies comprising
a common baseline set of practices
including, but not limited to,
software and hardware updates,
password changes, management

of new installs, limitation of
administrator-level access
accounts, and backing up of data,
enable a proactive framework of
preparedness and overall safety
and security in the event of
incidents or threats. ENISA
should monitor and assess
Member States’ cyber hygiene
policies, and explore Union wide

schemes to enable cross-border
checks ensuring equivalence
independent of Member State

requirements.

Recital 26b
(26b) The use of artificial
36b intelligence (Al) in cybersecurity
has the potential of improving the
detection and to stop attacks
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against network and information
systems, enabling resources to be
diverted towards more
sophisticated attacks. Member
States should therefore encourage
in their national strategies the use
of (semi-)automated tools in
cyvbersecurity and the sharing of
data needed to train and improve
automated tools in cybersecurity.
In order to mitigate risks of
unduly interference with the
rights and freedoms of individuals

that Al-enabled systems might
pose, the requirements of data

protection by design and by
default laid down in Article 25 of
Regulation (EU) 2016/679 shall
apply. Integrating appropriate
safeguards such as
pseudonymisation, encryption,

data accuracy and data
minimisation could furthermore

mitigate such risks.

Recital 26¢
(26¢c) Open-source cybersecurity
36¢ tools and applications can
contribute to a higher degree of
transparency and can have a
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positive impact on the efficiency of

industrial innovation. Open
standards facilitate
interoperability between security
tools, benefitting the security of
industrial stakeholders. Open-
source cybersecurity tools and
applications can leverage the
wider developer community,
enabling entities to pursue vendor
diversification and open security
strategies. Open security can lead
to a more transparent verification
process of cybersecurity related

tools and a community-driven
process of discovering
vulnerabilities. Member States
should therefore promote the
adoption of open-source software
and open standards by pursuing
policies relating to the use of open
data and open-source as part of
security through transparency.
Policies promoting the adoption
and sustainable use of open-
source cybersecurity tools are of
particular importance for small

and medium-sized enterprises
(SMEs) facing significant costs
for implementation, which could

be minimised by reducing the
need for specific applications or
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tools.

Recital 2

36d

(26d) Public-Private Partnerships
(PPPs) in the field of
cvbersecurity can provide the right
framework for knowledge

exchange, sharing of best
practices and the establishment of
a common level of understanding
among all stakeholders. Member
States should adopt policies
underpinning the establishment of
cybersecurity-specific PPPs as
part of their national

cybersecurity strategies. Those
policies should clarify, inter alia,

the scope and stakeholders
involved, the governance model,
the available funding options and
the interaction among
participating stakeholders. PPPs

can leverage the expertise of
private sector entities to support

Member States’ competent
authorities in developing state-of-
the art services and processes
including, but not limited to,
information exchange, early
warnings, cyber threat and
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incident exercises, crisis
management, and resilience

planning.

Recital 2

(27) In accordance with the Annex
to Commission Recommendation
(EU) 2017/1548 on Coordinated
Response to Large Scale
Cybersecurity Incidents and Crises
(‘Blueprint’)!, a large-scale
incident should mean an incident
with a significant impact on at least
two Member States or whose
disruption exceeds a Member
State’s capacity to respond to it.
Depending on their cause and

(27) In accordance with the Annex
to Commission Recommendation
(EU) 2017/1548 on Coordinated
Response to Large Scale
Cybersecurity Incidents and Crises
(‘Blueprint’)!, a large-scale
incident should mean an incident
with a significant impact on at least
two Member States or whose
disruption exceeds a Member
State’s capacity to respond to it.
Depending on their cause and

(27) In accordance with the Annex
to Commission Recommendation
(EU) 2017/1548 on Coordinated
Response to Large Scale
Cybersecurity Incidents and Crises
(‘Blueprint’)!, a large-scale
incident should mean an incident
with a significant impact on at least
two Member States or whose
disruption exceeds a Member
State’s capacity to respond to it.
Depending on their cause and

&z impact, large-scale incidents may impact, large-scale incidents may impact, large-scale incidents may
escalate and turn into fully-fledged | escalate and turn into fully-fledged | escalate and turn into fully-fledged
crises not allowing the proper crises not allowing the proper crises not allowing the proper
functioning of the internal market. | functioning of the internal market functioning of the internal market.
Given the wide-ranging scope and, | or posing serious public security Given the wide-ranging scope and,
in most cases, the cross-border and safety risks for entities or in most cases, the cross-border
nature of such incidents, Member citizens in several Member States | nature of such incidents, Member
States and relevant Union or the Union as a whole. Given the | States and relevant Union
institutions, bodies and agencies wide-ranging scope and, in most institutions, bodies and agencies
should cooperate at technical, cases, the cross-border nature of should cooperate at technical,
operational and political level to such incidents, Member States and | operational and political level to
properly coordinate the response relevant Union institutions, bodies | properly coordinate the response
across the Union. and agencies should cooperate at across the Union.
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1. Commission Recommendation (EU)
2017/1584 of 13 September 2017 on
coordinated response to large-scale
cybersecurity incidents and crises (OJ L
239, 19.9.2017, p. 36).

technical, operational and political
level to properly coordinate the
response across the Union.

1. Commission Recommendation (EU)
2017/1584 of 13 September 2017 on
coordinated response to large-scale
cybersecurity incidents and crises (OJ L
239, 19.9.2017, p. 36).

1. Commission Recommendation (EU)
2017/1584 of 13 September 2017 on
coordinated response to large-scale
cybersecurity incidents and crises (OJ L
239, 19.9.2017, p. 36).

Recital 2

37a

(27a) Member States should, in
their national cybersecurity
strategies, address specific
cybersecurity needs of SMEs.
SMEs represent, in the Union
context, a large percentage of the
industrial and business market
and they are often struggling to
adapt to new business practices in
a more connected world,
navigating the digital
environment, with employees
working from home and business
increasingly being conducted
online. Some SMEs face specific
cvbersecurity challenges such as
low cyber-awareness, a lack of
remote IT security, the high cost
of cybersecurity solutions and an
increased level of threat, such as
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ransomware, for which they
should receive guidance and
support. Member States should
have a cybersecurity single point
of contact for SMEs, which either
provides guidance and support to

SME:s or directs them to the
appropriate bodies for guidance
and support on _cybersecurity
related issues. Member States are
encouraged to also offer services
such _as website configuration and
logging enabling to small
enterprises and microenterprises
that lack those capabilities.

Recital 2

37b

(27b) Member States should
adopt policies on the promotion of
active cyber defence as part of
their national cybersecurity
strategies. Active cyber defence is
the proactive prevention,
detection, monitoring, analysis
and mitigation of network security
breaches, combined with the use
of capabilities deployed within and
outside the victim network. The
ability to rapidly and
automatically share and
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understand threat information
and analysis, cyber activity alerts,
and response action is critical to
enabling a unity of effort in
successfully detecting, preventing
and addressing attacks against
network and information systems.
Active cyber defence is based on a
defensive strategy that excludes
offensive measures against critical
civilian infrastructure.

Recital 2

(28) Since the exploitation of
vulnerabilities in network and
information systems may cause
significant disruption and harm,
swiftly identifying and remedying
those vulnerabilities is an
important factor in reducing
cybersecurity risk. Entities that

(28) Since the exploitation of
vulnerabilities in network and
information systems may cause
significant disruption and harm,
swiftly identifying and remedying
those vulnerabilities is an
important factor in reducing
cybersecurity risk. Entities that

(28) Since the exploitation of
vulnerabilities in network and
information systems may cause
significant disruption and harm,
swiftly identifying and remedying
those vulnerabilities is an
important factor in reducing
cybersecurity risk. Entities that

= develop such systems should develop such systems should develop or administer such
therefore establish appropriate therefore establish appropriate systems should therefore establish
procedures to handle procedures to handle vulnerabilities | appropriate procedures to handle
vulnerabilities when they are when they are discovered. Since vulnerabilities when they are
discovered. Since vulnerabilities vulnerabilities are often discovered | discovered. Since vulnerabilities
are often discovered and reported and reported (disclosed) by third are often discovered and reported
(disclosed) by third parties parties (reporting entities), the (disclosed) by third parties
(reporting entities), the manufacturer or provider of ICT (reporting entities), the
manufacturer or provider of ICT products or services should also put | manufacturer or provider of ICT
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products or services should also

put in place the necessary
procedures to receive vulnerability
information from third parties. In
this regard, international standards
ISO/IEC 30111 and ISO/IEC
29417 provide guidance on
vulnerability handling and
vulnerability disclosure
respectively. As regards
vulnerability disclosure,
coordination between reporting
entities and manufacturers or
providers of ICT products or
services is particularly important.
Coordinated vulnerability
disclosure specifies a structured
process through which
vulnerabilities are reported to
organisations in a manner allowing
the organisation to diagnose and
remedy the vulnerability before
detailed vulnerability information
is disclosed to third parties or to
the public. Coordinated
vulnerability disclosure should also
comprise coordination between the
reporting entity and the
organisation as regards the timing
of remediation and publication of
vulnerabilities.

in place the necessary procedures
to receive vulnerability information
from third parties. In this regard,
international standards ISO/IEC
30111 and ISO/IEC 29417 provide
guidance on vulnerability handling
and vulnerability disclosure
respectively. Asregeards
serthirereb e
diseloswre;Strengthening the
coordination between reporting
entities and manufacturers or
providers of ICT products or
services is particularly important o
facilitate the voluntary framework

of vulnerability disclosure.
Coordinated vulnerability
disclosure specifies a structured
process through which
vulnerabilities are reported to
organisations in a manner allowing
the organisation to diagnose and
remedy the vulnerability before
detailed vulnerability information
is disclosed to third parties or to the
public. Coordinated vulnerability
disclosure should also comprise
coordination between the reporting
entity and the organisation as
regards the timing of remediation
and publication of vulnerabilities.

products or services should also
put in place the necessary
procedures to receive vulnerability
information from third parties. In
this regard, international standards
ISO/IEC 30111 and ISO/IEC
2941729147 provide guidance on
vulnerability handling and
vulnerability disclosure
respectively. As regards
vulnerability disclosure,
coordination between reporting
entities and manufacturers or
providers of ICT products or
services is particularly important.
Coordinated vulnerability
disclosure specifies a structured
process through which
vulnerabilities are reported to
organisations in a manner allowing
the organisation to diagnose and
remedy the vulnerability before
detailed vulnerability information
is disclosed to third parties or to
the public. Coordinated
vulnerability disclosure should also
comprise coordination between the
reporting entity and the
organisation as regards the timing
of remediation and publication of
vulnerabilities.
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Recital 28a

(28a) The Commission, ENISA

and the Member States should

continue to foster international

alignment with standards and

38a existing industry best practices in

the area of risk management, for

example in the areas of supply

chain security assessments,

information sharing and

vulnerability disclosure.

Recital 29
(29) Member States should (29) Member States, in (29) Member States should
therefore take measures to facilitate | cooperation with ENISA, should therefore take measures to facilitate
coordinated vulnerability therefore take measures to facilitate | coordinated vulnerability
disclosure by establishing a coordinated vulnerability disclosure by establishing a
relevant national policy. In this disclosure by establishing a relevant national policy. f#this
regard, Member States should relevant national policy. In #is regardAs part of their national
designate a CSIRT to take the role | regardthat national policy, policy, Member States should aim
39 of ‘coordinator’, acting as an Member States should desienate« | to address, to the extent possible,
intermediary between the reporting | &SR to-take-therote-of the challenges faced by
entities and the manufacturers or Semepelin e et e vulnerability researchers,
providers of ICT products or fHermediarr-betreenthe including their potential exposure
services where necessary. The reportingaddress problems to criminal liability, in accordance
tasks of the CSIRT coordinator encountered by vulnerability with their national legal order.
should in particular include researchers. Entities and #he Member States should designate a
identifying and contacting martacturers-or-providers-of+€F | CSIRT to take the role of
concerned entities, supporting e e e ‘coordinator’, acting as an
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disclosure timelines, and managing
vulnerabilities that affect multiple
organisations (multi-party
vulnerability disclosure). Where
vulnerabilities affect multiple
manufacturers or providers of ICT
products or services established in
more than one Member State, the
designated CSIRTs from each of
the affected Member States should
cooperate within the CSIRTs
Network.

reporting entities, negotiating

Networknatural persons
researching vulnerabilities may in

intermediary between the reporting

entities and the manufacturers or
providers of ICT products or
services where necessary. The
tasks of the CSIRT coordinator
should in particular include
identifying and contacting
concerned entities, supporting
reporting entities, negotiating
disclosure timelines, and managing
vulnerabilities that affect multiple
organisations (multi-party
coordinated vulnerability
disclosure). Where vulnerabilities
F e
services-establishedthe reported
vulnerability could potentially

some Member States be exposed to

have significant impact on_entities

criminal and civil liability.
Member States are therefore
encouraged to issue guidelines as
regards the non-prosecution of
information security research and
an exemption from civil liability

in more than one Member State,

the designated CSIRTsfron-each
et e e e U

should (((:ooperate within the
CSIRTs Network, where
appropriate.

for those activities.

Recital 29a
39a (29a) Member States should
designate a CSIRT to take the role
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of ‘coordinator’, acting as an
intermediary between the
reporting entities and the
manufacturers or providers of
ICT products or services, which
are likely to be affected by the
vulnerability, where necessary.
The tasks of the CSIRT
coordinator should in particular
include identifying and contacting
concerned entities, supporting
reporting entities, negotiating
disclosure timelines, and
managing vulnerabilities that
affect multiple organisations
(multi-party vulnerability
disclosure). Where vulnerabilities
affect multiple manufacturers or
providers of ICT products or

services established in more than
one Member State, the designated
CSIRTs from each of the affected
Member States should cooperate
within the CSIRTs Network.

Recital 3

(30) Access to correct and timely

(30) Access to correct and timely

(30) Access to correct and timely

40 information on vulnerabilities information on vulnerabilities information on vulnerabilities
affecting ICT products and services | affecting ICT products and services | affecting ICT products and services
contributes to an enhanced contributes to an enhanced contributes to an enhanced
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cybersecurity risk management. In
that regard, sources of publicly
available information on
vulnerabilities are an important
tool for entities and their users, but
also national competent authorities
and CSIRTs. For this reason,
ENISA should establish a
vulnerability registry where,
essential and important entities and
their suppliers, as well as entities
which do not fall in the scope of
application of this Directive may,
on a voluntary basis, disclose
vulnerabilities and provide the
vulnerability information that
allows users to take appropriate
mitigating measures.

cybersecurity risk management. £#

thatresard-Sources of publicly
available information on
vulnerabilities are an important
tool for entities and their users, but
also_for national competent
authorities and CSIRTs. For this
reason, ENISA should establish a
vulnerability »egist+ydatabase
where, essential and important
entities and their suppliers, as well
as entities which do not fall
inwithin the scope of application of
this Directive may, on a voluntary
basis, disclose vulnerabilities and
provide the vulnerability
information that allows users to
take appropriate mitigating
measures. The aim of that
database is to address the unique
challenges posed by cybersecurity
risks to European entities.
Furthermore, ENISA should
establish a responsible procedure
regarding the publication process,
in order to give entities the time to
take mitigating measures as
regards their vulnerabilities, and
employ state of the art
cybersecurity measures, as well as
machine-readable datasets and
corresponding interfaces (API).

cybersecurity risk management. In

that regard, sources of publicly
available information on
vulnerabilities are an important
tool for entities and their users, but
also national competent authorities
and CSIRTs. For this reason,
ENISA should establish a
vulnerability registry where,
essential and important entities and
their suppliers, as well as entities
which do not fall in the scope of
application of this Directive or
designated CSIRTs may, on a
voluntary basis, disclose
vulnerabilities and provide the
vulnerability information that
allows users to take appropriate
mitigating measures.
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To encourage a culture of
disclosure of vulnerabilities a
disclosure should be without
detriment of the reporting entity.

Recital 3

(31) Although similar

(31) Althoseh-similarvilnerabil

(31) Although similar

vulnerability registries or databases | registries-or-databasesdo-exist vulnerability registries or databases
do exist, these are hosted and these-are-hosted-and-maintained-by | do exist, these are hosted and
maintained by entities which are entitieswhich-are-not-established | maintained by entities which are
not established in the Union. A in-the-Union—4-The European not established in the Union. A
European vulnerability registry vulnerability »egist+ydatabase European vulnerability registry
maintained by ENISA would maintained by ENISA weuld maintained by ENISA would
provide improved transparency provideimproved-transparency provide improved transparency
regarding the publication process resardinethe publication-proecess | regarding the publication process
before the vulnerability is officially | beforethevulnerabilit-is-officiatly | before the vulnerability is officially
disclosed, and resilience in cases of | disclosed—andresiliencein-cases disclosed, and resilience in cases of
41 disruptions or interruptions on the | efdisruptions-or-interruptions—on disruptions or interruptions on the

provision of similar services. To e provision of similar services. To
avoid duplication of efforts and Fo-avoid-duplication-of-efforts-and | avoid duplication of efforts and
seek complementarity to the extent | seekecomplementarity-to-the-extent | seek complementarity to the extent
possible, ENISA should explore possibleshould leverage the possible, ENISA should explore
the possibility of entering into Common Vulnerabilities and the possibility of entering into
structured cooperation agreements | Exposures (CVE) registry, structured cooperation agreements
with similar registries in third through the use of its framework with similar registries in third
country jurisdictions. for identification, tracking and country jurisdictions. In

scoring of vulnerabilities. particular, ENISA should explore

Furthermore, ENISA should the possibility of a close

explore the possibility efenteringto | cooperation with the operators of

enter into structured cooperation the Common Vulnerabilities and
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agreements with other similar
registries i#or databases under the

Exposures (CVE) system,
including the possibility to become

third country jurisdictions, to avoid

a root CVE numbering authority.

duplications of efforts and to seek
complementarity.

Recital 3

(32) The Cooperation Group
should establish a work programme
every two years including the
actions to be undertaken by the
Group to implement its objectives
and tasks. The timeframe of the
first programme adopted under this
Directive should be aligned with
the timeframe of the last

(32) The Cooperation Group
should establish a work programme
every two years including the
actions to be undertaken by the
Group to implement its objectives
and tasks. The timeframe of the
first programme adopted under this
Directive should be aligned with
the timeframe of the last

(32) The Cooperation Group
should continue to support and
facilitate strategic cooperation

and the exchange of information,
as well as to strengthen trust and
confidence among Member States.
The Cooperation Group should
establish a work programme every
two years including the actions to

42 programme adopted under programme adopted under be undertaken by the Group to
Directive (EU) 2016/1148 in order | Directive (EU) 2016/1148 in order | implement its objectives and tasks.
to avoid potential disruptions in the | to avoid potential disruptions in the | The timeframe of the first
work of the Group. work of the Group. programme adopted under this
Directive should be aligned with
the timeframe of the last
programme adopted under
Directive (EU) 2016/1148 in order
to avoid potential disruptions in the
work of the Group.
Recital 33
= (33) When developing guidance (33) When developing guidance (33) When developing guidance
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documents, the Cooperation Group
should consistently: map national
solutions and experiences, assess
the impact of Cooperation Group
deliverables on national
approaches, discuss
implementation challenges and
formulate specific
recommendations to be addressed
through better implementation of
existing rules.

documents, the Cooperation Group
should consistently: map national
solutions and experiences, assess
the impact of Cooperation Group
deliverables on national
approaches, discuss
implementation challenges and
formulate specific
recommendations, in particular as
regards facilitating the alighment
in_the transposition of this
Directive among Member States,
to be addressed through better
implementation of existing rules.
The Cooperation Group should
also map the national solutions in
order to promote compatibility of
cybersecurity solutions applied to
each specific sector across the
Union. This is particularly
relevant for the sectors that have
an international and cross-border
nature.

documents, the Cooperation Group
should consistently: map national
solutions and experiences, assess
the impact of Cooperation Group
deliverables on national
approaches, discuss
implementation challenges and
formulate specific
recommendations to be addressed
through better implementation of
existing rules.

Recital 3

(34) The Cooperation Group
should remain a flexible forum and

(34) The Cooperation Group
should remain a flexible forum and

(34) The Cooperation Group
should remain a flexible forum and

44 be able to react to changing and be able to react to changing and be able to react to changing and
new policy priorities and new policy priorities and new policy priorities and
challenges while taking into challenges while taking into challenges while taking into
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account the availability of
resources. It should organize
regular joint meetings with relevant
private stakeholders from across
the Union to discuss activities
carried out by the Group and gather
input on emerging policy
challenges. In order to enhance
cooperation at Union level, the
Group should consider inviting
Union bodies and agencies
involved in cybersecurity policy,
such as the European Cybercrime
Centre (EC3), the European Union
Aviation Safety Agency (EASA)
and the European Union Agency
for Space Programme (EUSPA) to
participate in its work.

account the availability of

resources. It should organize
regular joint meetings with relevant
private stakeholders from across
the Union to discuss activities
carried out by the Group and gather
input on emerging policy
challenges. In order to enhance
cooperation at Union level, the
Group should consider inviting
relevant Union bodies and
agencies involved in cybersecurity
policy, such as theEwropear
Cybererime-Centre-(£C3}Europol,
the European Union Aviation
Safety Agency (EASA) and the
European Union Agency for Space
Programme (EUSPA) to participate
in its work.

account the availability of
resources. It should organize
regular joint meetings with relevant
private stakeholders from across
the Union to discuss activities
carried out by the Group and gather
input on emerging policy
challenges. In order to enhance
cooperation at Union level, the
Group should consider inviting
Union bodies and agencies
involved in cybersecurity policy,
such as the European Cybercrime
Centre (EC3), the European Union
Aviation Safety Agency (EASA)
and the European Union Agency
for Space Programme (EUSPA) to
participate in its work.

Recital 3

(35) The competent authorities
and CSIRTs should be empowered
to participate in exchange schemes
for officials from other Member

(35) The competent authorities and
CSIRTs should be empowered to
participate in exchange schemes
for officials from other Member

(35) The competent authorities
and CSIRTSs should be empowered
to participate in exchange schemes
for officials from other Member

4 . . oy . .
> States in order to improve States, within structured rules and | States in order to improve
cooperation. The competent mechanisms underpinning the cooperation. The competent
authorities should take the scope and, where applicable, the authorities should take the
necessary measures to enable required security clearance of necessary measures to enable
officials from other Member States | officials participating in such officials from other Member States
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to play an effective role in the

activities of the host competent
authority.

exchange schemes, in order to
improve cooperation_and
strengthen trust among Member
States. The competent authorities
should take the necessary measures
to enable officials from other
Member States to play an effective
role in the activities of the host
competent authority_or CSIRT.

to play an effective role in the

activities of the host competent
authority.

Recital 3

45a

(35a) The CSIRTs network
should continue to contribute to
strengthening confidence and
trust and to promote swift and
effective operational cooperation
among Member States. In order to
enhance operational cooperation
at Union level, the CSIRTs
network should consider inviting
Union bodies and agencies
involved in cybersecurity policy,
such as Europol to participate in
its work.

Recital 3

(36) The Union should, where

(36) The Union should, where

- appropriate, conclude international | appropriate, conclude international | epprepriate—conelude
agreements, in accordance with agreements, in accordance with frtere e e e
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Atrticle 218 TFEU, with third
countries or international
organisations, allowing and
organising their participation in
some activities of the Cooperation
Group and the CSIRTs network.
Such agreements should ensure
adequate protection of data.

Atrticle 218 TFEU, with third
countries or international
organisations, allowing and
organising their participation in
some activities of the Cooperation
Group and the CSIRTs network.
Such agreements should ensure
Union’s interests and adequate
protection of data._This shall not
preclude the right of Member

States to cooperate with
likeminded third countries on
management of vulnerabilities
and cyber security risk
management, facilitating
reporting and general information

sharing in accordance with Union
law.

Recital 3

46a

(36a) In order to facilitate the
effective implementation of
provisions of this Directive such

as the management of
vulnerabilities, cybersecurity risk
management, reporting measures
and information sharing
arrangements, Member States
may cooperate with third
countries and undertake activities
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that are deemed appropriate for
that purpose, including
information exchanges on threats,

incidents, vulnerabilities, tools
and methods, tactics, techniques
and procedures, cyber crisis
management preparedness and
exercises, training, trust building
and structured information
sharing arrangements. Such
cooperation agreements should
comply with Union law on data

protection.

Recital 37
(37) Member States should (37) Member States should (37) Member States should
contribute to the establishment of | contribute to the establishment of | contribute to the establishment of
the EU Cybersecurity Crisis the EU Cybersecurity Crisis the EU Cybersecurity Crisis
Response Framework set out in Response Framework set out in Response Framework set out in
Recommendation (EU) 2017/1584 | Recommendation (EU) 2017/1584 | Recommendation (EU) 2017/1584
through the existing cooperation through the existing cooperation through the existing cooperation
47 networks, notably the Cyber Crisis | networks, notably the Cyber Crisis | networks, notably the European

Liaison Organisation Network Liaison Organisation Network Cyber Crisis Liaison Organisation
(EU-CyCLONe), CSIRTs network | (EU-CyCLONe), CSIRTs network | Network (EU-CyCLONe), CSIRTs
and the Cooperation Group. EU- and the Cooperation Group. EU- network and the Cooperation
CyCLONe and the CSIRTs CyCLONe and the CSIRTs Group. EU-CyCLONe and the
network should cooperate on the network should cooperate on the CSIRTs network should cooperate
basis of procedural arrangements basis of procedural arrangements on the basis of procedural
defining the modalities of that defining the modalities of that arrangements defining the
cooperation. The EU-CyCLONe’s | cooperation. The EU-CyCLONe’s | modalities of that cooperation_and
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rules of procedures should further
specify the modalities through
which the network should function,
including but not limited to roles,
cooperation modes, interactions
with other relevant actors and
templates for information sharing,
as well as means of
communication. For crisis
management at Union level,
relevant parties should rely on the
Integrated Political Crisis
Response (IPCR) arrangements.
The Commission should use the
ARGUS high-level cross-sectoral
crisis coordination process for this
purpose. If the crisis entails an
important external or Common
Security and Defence Policy
(CSDP) dimension, the European
External Action Service (EEAS)
Crisis Response Mechanism
(CRM) should be activated.

rules of procedures should further

specify the modalities through
which the network should function,
including but not limited to roles,
cooperation modes, interactions
with other relevant actors and
templates for information sharing,
as well as means of
communication. For crisis
management at Union level,
relevant parties should rely on the
Integrated Political Crisis Response
(IPCR) arrangements. The
Commission should use the
ARGUS high-level cross-sectoral
crisis coordination process for this
purpose. If the crisis entails an
important external or Common
Security and Defence Policy
(CSDP) dimension, the European
External Action Service (EEAS)
Crisis Response Mechanism
(CRM) should be activated.

avoid any duplication of tasks.
The EU-CyCLONe’s rules of
procedures should further specify
the modalities through which the
network should function, including
but not limited to roles,
cooperation modes, interactions
with other relevant actors and
templates for information sharing,
as well as means of
communication. For crisis
management at_political Union
level, relevant parties should rely
on the Integrated Political Crisis
Response (IPCR) arrangements.
The Commission should use the
ARGUS high-level cross-sectoral
crisis coordination process for this
purpose. If the crisis entails an
important external or Common
Security and Defence Policy
(CSDP) dimension, the European
External Action Service (EEAS)
Crisis Response Mechanism
(CRM) should be activated.

Recital 37a
47a (37a) EU-CyCLONe should work
as an_intermediary network
between the technical and political
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level during large scale
cybersecurity incidents and crises.

It should enhance cooperation at
operational level, building on
CSIRTs network findings and
using own capabilities to create
impact analysis of the large-scale
incidents and crises and
supporting decision—making at
political level. A competent

authority responsible for the
management of large-scale
security incidents and crises
should be designated by the EU
institutions, bodies and agencies
to become a member of EU-

CyCLONe.

Recital 38

(38) For the purposes of this

Directive, the term ‘risk’ should Directivetheterm—riskshould Directive—theterm—riskshould
refer to the potential for loss or pretoto o s e Loy Lo o pebe et oo e g Lo
disruption caused by a el el distrption-eased-hr—¢
48 cybersecurity incident and should | epbersecurity-incident-and-shonld | eyberseenrity-incident-and-shonld
be expressed as a combination of beegmased e sompblnation ol | bemgpresedbicrcanblnetion-of
the magnitude of such loss or e e thentaronitideolsuehtos-or
disruption and the likelihood of bt tio e el e o e dlbanption-cnd-thetiketihood-of
occurrence of said incident. veetrreRce-ofstid-treideit: B e
Recital 39
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(39) For the purposes of this L et e o LD L e e o LD
Directive, the term ‘near misses’ Directivethe-term—near-nisses Directivethetermr—near—misses”
should refer to an event which e selterlelpr e o e e el
49 . ) .
could potentially have caused e e T B et
harm, but was successfully Dremrbrieen e sl Lol e Ll e
prevented from fully transpiring. prevented-fromfutlytranspiring: preventedfromfulhtranspirie
Recital 39a
(39a) Responsibilities in ensuring
the security of network and
information system lie, to a great
extent, with essential and
important entities. A culture of
49a risk management, involving risk
assessment and the
implementation of security
measures appropriate to the risks
faced, should be promoted and
developed.
Recital 40
(40) Risk-management measures (40) Risk-management measures (40) Risk-management measures
should include measures to identify | should include measures to identify | should take into account the
50 any risks of incidents, to prevent, any risks of incidents, to prevent, degree of dependence of the entity
detect and handle incidents and to | detect, respond to and recover on network and information
mitigate their impact. The security | from-and-handte incidents and to systems and include measures to
of network and information mitigate their impact. The security | identify any risks of incidents, to
systems should comprise the of network and information prevent, detect and handle
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security of stored, transmitted and
processed data.

systems should comprise the
security of stored, transmitted and
processed data._Those systems
should provide for systemic
analysis, breaking down the
various processes and the
interactions between subsystems
and taking into account the
human factor, in order to have a
complete picture of the security of
the information system.

incidents and to mitigate their

impact. The security of network
and information systems should
comprise the security of stored,
transmitted and processed data.

Recital 40a

50a

(40a) As threats to the security of
network and information systems
can_have different origins, this
Directive applies an "all-hazard"
approach that includes the
protection of network and

information systems and their
physical environment from any

event such as theft, fire, flood,
telecommunications or power
failures or from any unauthorised

physical access and damage to

and interference with the entity’s
information and information
processing facilities that could
compromise the availability,
authenticity, integrity or
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confidentiality of stored,
transmitted or processed data or
of the services offered by, or
accessible via, network and
information systems. The risk
management measures should
therefore also address the physical
and environmental security by
including measures to protect the
entity’s network and information
systems from system failures,
human error, malicious actions or
natural phenomena in line with
European or internationally
recognised standards, such as
those included in the 1SO 27000
series. In this regard, entities
should, as part of their risk
management measures, also
address human resources security
and have in place appropriate
access control policies. Those
measures should be coherent with
Directive XXXX [CER Directive].

Recital 40b
(40b) In the absence of
50b appropriate European
cybersecurity certification
schemes adopted in accordance
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with Regulation (EU) 2019/881,
Member States could require
entities to use certified ICT
products, services and processes
or obtain a certificate under
available national cybersecurity
schemes for the purpose of
complying with the cybersecurity
risk management requirements
under this Directive.

Recital 41

(41) In order to avoid imposing a
disproportionate financial and
administrative burden on essential
and important entities, the
cybersecurity risk management
requirements should be
proportionate to the risk presented
by the network and information

(41) In order to avoid imposing a
disproportionate financial and
administrative burden on essential
and important entities, the
cybersecurity risk management
requirements should be
proportionate to the risk presented
by the network and information

(41) In order to avoid imposing a
disproportionate financial and
administrative burden on essential
and important entities, the
cybersecurity risk management
requirements should be
proportionate to the risk presented
byto the network and information

L system concerned, taking into system concerned, taking into system concerned, taking into
account the state of the art of such | account the state of the art of such account the state of the art of such
measures. measures and European or measures_and the cost for their
international standards, such as implementation. Due account
IS031000 and ISA/IEC 27005. should also be taken of the size of
the entity, as well as the likelihood
of occurrence of incidents and
their severity.
Recital 41a
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(41a) With a view to easing
regulatory burdens, the
requirements for the
implementation of cybersecurity
risk management measures for
medium, small or micro-sized
51a entities, should in principle be
lighter, unless criticality criteria
or national risk assessments
would justify stricter
requirements, in particular with
regard to entities that meet the
criticality-related criteria set out
in this Directive.
Recital 42

(42) Essential and important (42) Essential and important (42) Essential and important

entities should ensure the security | entities should ensure the security | entities should ensure the security

of the network and information of the network and information of the network and information

systems which they use in their systems which they use in their systems which they use in their

activities. Those are primarily activities. Those are primarily activities. Those are primarily

57 private network and information private network and information private network and information

systems managed by their internal | systems managed by their internal | systems managed by their internal

IT staff or the security of which IT staff or the security of which has | IT staff or the security of which

has been outsourced. The been outsourced. The cybersecurity | has been outsourced. The

cybersecurity risk management and | risk management and reporting cybersecurity risk management and

reporting requirements pursuant to | requirements pursuant to this reporting requirements pursuant to

this Directive should apply to the Directive should apply to the this Directive should apply to the

relevant essential and important relevant essential and important relevant essential and important
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entities regardless of whether they
perform the maintenance of their
network and information systems
internally or outsource it.

entities regardless of whether they
perform the maintenance of their
network and information systems
internally or outsource it.

entities regardless of whether they
perform the maintenance of their
network and information systems
internally or outsource it.

Recital 42

daa

52a

(42aa) Taking account of their
cross-border nature, the DNS
service providers, TLD name
registries and entities providing
domain name registration services
for the TLD, cloud computing

service providers, data centre
service providers, content delivery
network providers, managed
service providers, and managed
security service providers should
be subject to a higher degree of
harmonisation at Union level. The
implementation of cyber security
measures should therefore be
facilitated by an implementing act.

Recital 43

33

(43) Addressing cybersecurity
risks stemming from an entity’s
supply chain and its relationship
with its suppliers is particularly
important given the prevalence of

(43) Addressing cybersecurity
risks stemming from an entity’s
supply chain and its relationship
with its suppliers, such as
providers of data storage and

(43) Addressing cybersecurity
risks stemming from an entity’s
supply chain and its relationship
with its suppliers is particularly
important given the prevalence of

5163/22
ANNEX

JAL2

EB/ip, pf

79
EN



Commission Proposal +

Annexes

EP Mandate

Council Mandate

Draft Agreement

incidents where entities have fallen
victim to cyber-attacks and where
malicious actors were able to
compromise the security of an
entity’s network and information
systems by exploiting
vulnerabilities affecting third party
products and services. Entities
should therefore assess and take
into account the overall quality of
products and cybersecurity
practices of their suppliers and
service providers, including their
secure development procedures.

processing services or managed
security services, is particularly
important given the prevalence of
incidents where entities have fallen
victim to eyberattacksattacks
against network and information
systems and where malicious actors
were able to compromise the
security of an entity’s network and
information systems by exploiting
vulnerabilities affecting third party
products and services. Entities
should therefore assess and take
into account the overall quality and
resilience of products and services,
the cybersecurity measures
embedded in them, and the
cybersecurity practices of their
suppliers and service providers,
including their secure development
procedures._Entities should in
particular be encouraged to

incorporate cybersecurity
measures into contractual
arrangements with their first-level
suppliers and service providers.
Entities could consider
cybersecurity risks stemming from
other levels of suppliers and
service providers.

incidents where entities have fallen
victim to cyber-attacks and where
malicious actors were able to
compromise the security of an
entity’s network and information
systems by exploiting
vulnerabilities affecting third party
products and services. Entities
should therefore assess and take
into account the overall quality of
products and cybersecurity
practices of their suppliers and
service providers, including their
secure development procedures.

Recital 44
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(44) Among service providers, (44) Among service providers, (44) Among service providers,
managed security services managed security services managed security services
providers (MSSPs) in areas such as | providers (MSSPs) in areas such as | providers (MSSPs) in areas such as
incident response, penetration incident response, penetration incident response, penetration
testing, security audits and testing, security audits and testing, security audits and
consultancy play a particularly consultancy play a particularly consultancy play a particularly
important role in assisting entities important role in assisting entities important role in assisting entities
in their efforts to detect and in their efforts to detect in their efforts to detect and
respond to incidents. Those MSSPs | andprevent, detect, respond to_or respond to incidents. Those MSSPs
54 .
have however also been the targets | recover from incidents. Those have however also been the targets
of cyberattacks themselves and MSSPs have however also been the | of cyberattacks themselves and
through their close integration in targets of cyberattacks themselves | through their close integration in
the operations of operators pose a | and through their close integration | the operations of operators pose a
particular cybersecurity risk. in the operations of operators pose | particular cybersecurity risk.
Entities should therefore exercise a particular cybersecurity risk. Entities should therefore exercise
increased diligence in selecting an | Entities should therefore exercise increased diligence in selecting an
MSSP. increased diligence in selecting an | MSSP.
MSSP.
Recital 44a
(44a) National competent
authorities, in the context of their
supervisory tasks, may also benefit
544 from cybersecurity services such
as security audits and penetration
testing or incident response. To
assist entities, as well as national
competent authorities, in selecting
skilled and trustworthy
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cybersecurity service providers,
the Commission, with the
assistance of the Cooperation
Group and ENISA, should
consider the possibility to request
European cybersecurity
certification schemes in
accordance with Article 48 of
Regulation (EU) 2019/881.

Recital 45

(45) Entities should also address
cybersecurity risks stemming from
their interactions and relationships
with other stakeholders within a
broader ecosystem. In particular,
entities should take appropriate
measures to ensure that their
cooperation with academic and
research institutions takes place in

(45) Entities should also address
cybersecurity risks stemming from
their interactions and relationships
with other stakeholders within a
broader ecosystem, including to
counter industrial espionage and
to protect trade secrets. In
particular, entities should take
appropriate measures to ensure that

(45) Entities should also address
cybersecurity risks stemming from
their interactions and relationships
with other stakeholders within a
broader ecosystem. In particular,
entities should take appropriate
measures to ensure that their
cooperation with academic and
research institutions takes place in

2 line with their cybersecurity their cooperation with academic line with their cybersecurity
policies and follows good practices | and research institutions takes policies and follows good practices
as regards secure access and place in line with their as regards secure access and
dissemination of information in cybersecurity policies and follows | dissemination of information in
general and the protection of good practices as regards secure general and the protection of
intellectual property in particular. access and dissemination of intellectual property in particular.
Similarly, given the importance information in general and the Similarly, given the importance
and value of data for the activities | protection of intellectual property and value of data for the activities
of the entities, when relying on in particular. Similarly, given the of the entities, when relying on
data transformation and data importance and value of data for data transformation and data
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analytics services from third
parties, the entities should take all
appropriate cybersecurity
measures.

the activities of the entities, when
relying on data transformation and
data analytics services from third
parties, the entities should take all
appropriate cybersecurity
measures.

analytics services from third
parties, the entities should take all
appropriate cybersecurity
measures.

Recital 45a

55a

(45a) Entities should adopt a wide
range of basic cyber hygiene
practices, such as zero-trust

architecture, software updates,
device configuration, network
segmentation, identity and access
management or user awareness,
and organise training for their
staff regarding corporate email
cyber threats, phishing or social
engineering technigues.
Furthermore, entities should
evaluate their own cybersecurity
capabilities and, where
appropriate, pursue the
integration of cybersecurity
enhancing technologies driven by
artificial intelligence or machine
learning systems to automate their
capabilities and the protection of
network architectures.
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Recital 46

(46) To further address key supply
chain risks and assist entities
operating in sectors covered by this
Directive to appropriately manage
supply chain and supplier related
cybersecurity risks, the
Cooperation Group involving
relevant national authorities, in
cooperation with the Commission
and ENISA, should carry out
coordinated sectoral supply chain
risk assessments, as was already
done for 5G networks following
Recommendation (EU) 2019/534

(46) To further address key supply
chain risks and assist entities
operating in sectors covered by this
Directive to appropriately manage
supply chain and supplier related
cybersecurity risks, the
Cooperation Group involving
relevant national authorities, in
cooperation with the Commission
and ENISA, should carry out
coordinated seeterat-supply chain
risk assessments, as was already
done for 5G networks following
Recommendation (EU) 2019/534

(46) To further address key supply
chain risks and assist entities
operating in sectors covered by this
Directive to appropriately manage
supply chain and supplier related
cybersecurity risks, the
Cooperation Group involving
relevant national authorities, in
cooperation with the Commission
and ENISA, should carry out
coordinated sectoral supply chain
risk assessments, as was already
done for 5G networks following
Recommendation (EU) 2019/534

56 on Cybersecurity of 5G networks!, | on Cybersecurity of 5G networks!, | on Cybersecurity of 5G networks!,
with the aim of identifying per with the aim of identifying per with the aim of identifying per
sector which are the critical ICT sector which are the critical ICT sector which are the critical ICT
services, systems or products, and ICS services, systems or services, systems or products,
relevant threats and vulnerabilities. | products, relevant threats and relevant threats and vulnerabilities.
vulnerabilities._Such risk
1. Commission Recommendation (EU) assessments should identify 1. Commission Recommendation (EU)
2019/534 of 26 March 2019 Cybersecurit Y i
of 5G networks (OJ L 88, 29.33.12019, p- Y measures,.mtttgatt.on l)la.n.s ang cz)tq 159615113;\%&2 %?521299?7;8?;0;my
42). best practices against critical 42).
dependencies, potential single
points of failure, threats,
vulnerabilities and other risks
associated with the supply chain
and should explore ways to
further encourage their wider
adoption by entities. Potential
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non-technical risk factors, such as
undue influence by a third
country on suppliers and service
providers, in particular in the case

of alternative models of
governance, include concealed
vulnerabilities or backdoors and
potential systemic supply

disruptions, in particular in case
of technological lock-in or
provider dependency.

1. Commission Recommendation (EU)
2019/534 of 26 March 2019 Cybersecurity
of 5G networks (OJ L 88, 29.3.2019, p.
42).

Recital 47

(47) The supply chain risk
assessments, in light of the features
of the sector concerned, should
take into account both technical
and, where relevant, non-technical
factors including those defined in

(47) The supply chain risk
assessments, in light of the features
of the sector concerned, should
take into account both technical
and, where relevant, non-technical
factors including those defined in

(47) The supply chain risk
assessments, in light of the features
of the sector concerned, should
take into account both technical
and, where relevant, non-technical
factors including those defined in

37 Recommendation (EU) 2019/534, | Recommendation (EU) 2019/534, | Recommendation (EU) 2019/534,
in the EU wide coordinated risk in the EU wide coordinated risk in the EU wide coordinated risk
assessment of 5G networks assessment of 5G networks assessment of 5G networks
security and in the EU Toolbox on | security and in the EU Toolbox on | security and in the EU Toolbox on
5G cybersecurity agreed by the 5G cybersecurity agreed by the 5G cybersecurity agreed by the
Cooperation Group. To identify the | Cooperation Group. To identify the | Cooperation Group. To identify the
supply chains that should be supply chains that should be supply chains that should be
5163/22 EB/ip, pf 85
ANNEX JAL2 EN



Commission Proposal +

EP Mandate

Council Mandate

Draft Agreement

Annexes

subject to a coordinated risk
assessment, the following criteria
should be taken into account: (i)
the extent to which essential and
important entities use and rely on
specific critical ICT services,
systems or products; (ii) the
relevance of specific critical ICT
services, systems or products for
performing critical or sensitive
functions, including the processing
of personal data; (iii) the
availability of alternative ICT
services, systems or products; (iv)
the resilience of the overall supply
chain of ICT services, systems or
products against disruptive events
and (v) for emerging ICT services,
systems or products, their potential
future significance for the entities’
activities.

subject to a coordinated risk
assessment, the following criteria
should be taken into account: (i)
the extent to which essential and
important entities use and rely on
specific critical ICT services,
systems or products; (ii) the
relevance of specific critical ICT
services, systems or products for
performing critical or sensitive
functions, including the processing
of personal data; (iii) the
availability of alternative ICT
services, systems or products; (iv)
the resilience of the overall supply
chain of ICT services, systems or
products throughout their entire
lifecycle against disruptive events
and (v) for emerging ICT services,
systems or products, their potential
future significance for the entities’
activities. Furthermore, particular
emphasis should be placed on ICT
services, systems or products that
are subject to specific
requirements stemming from third
countries.

subject to a coordinated risk
assessment, the following criteria
should be taken into account: (i)
the extent to which essential and
important entities use and rely on
specific critical ICT services,
systems or products; (ii) the
relevance of specific critical ICT
services, systems or products for
performing critical or sensitive
functions, including the processing
of personal data; (iii) the
availability of alternative ICT
services, systems or products; (iv)
the resilience of the overall supply
chain of ICT services, systems or
products against disruptive events
and (v) for emerging ICT services,
systems or products, their potential
future significance for the entities’
activities.

Recital 47a
57a (47a) The Stakeholder
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Cybersecurity Certification Group
established pursuant to Article 22
of Regulation (EU) 2019/881 of
the European Parliament and of
the Council' should issue an
opinion on security risk
assessments of specific critical
ICT and ICS services, systems or
products supply chains. The
Cooperation Group and ENISA
should take into account that

opinion.

1. Regulation (EU) 2019/881 of the
European Parliament and of the Council
of 17 April 2019 on ENISA (the European

Union Agency for Cybersecurity and on
information and communications
technology cybersecurity certification and
repealing Regulation (EU) No 526/2013
(Cybersecurity Act)(OJ L 151, 7.6.2019,

p.15).

Recital 48

(48) In order to streamline the
legal obligations imposed on
providers of public electronic

(48) In order to streamline the
legal obligations imposed on
providers of public electronic

(48) In order to streamline the
legal obligations imposed on
providers of public electronic

58 communications networks or communications networks or communications networks or
publicly available electronic publicly available electronic publicly available electronic
communications services, and trust | communications services, and trust | communications services, and trust
service providers related to the service providers related to the service providers related to the
security of their network and security of their network and security of their network and
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information systems, as well as to
enable those entities and their
respective competent authorities to
benefit from the legal framework
established by this Directive
(including designation of CSIRT
responsible for risk and incident
handling, participation of
competent authorities and bodies in
the work of the Cooperation Group
and the CSIRT network), they
should be included in the scope of
application of this Directive. The
corresponding provisions laid
down in Regulation (EU) No
910/2014 of the European
Parliament and of the Council' and
Directive (EU) 2018/1972 of the
European Parliament and of the
Council® related to the imposition
of security and notification
requirement on these types of
entities should therefore be
repealed. The rules on reporting
obligations should be without
prejudice to Regulation (EU)
2016/679 and Directive
2002/58/EC of the European
Parliament and of the Council®.

1. Regulation (EU) No 910/2014 of the
European Parliament and of the Council of
23 July 2014 on electronic identification

information systems, as well as to
enable those entities and their
respective competent authorities to
benefit from the legal framework
established by this Directive
(including designation of CSIRT
responsible for risk and incident
handling, participation of
competent authorities and bodies in
the work of the Cooperation Group
and the CSIRT network), they
should be included in the scope of
application of this Directive. The
corresponding provisions laid
down in Regulation (EU) No
910/2014 of the European
Parliament and of the Council' and
Directive (EU) 2018/1972 of the
European Parliament and of the
Council® related to the imposition
of security and notification
requirement on these types of
entities should therefore be
repealed. The rules on reporting
obligations should be without
prejudice to Regulation (EU)
2016/679 and Directive
2002/58/EC of the European
Parliament and of the Council®.

1. Regulation (EU) No 910/2014 of the
European Parliament and of the Council of
23 July 2014 on electronic identification

information systems, as well as to
enable those entities and their
respective competent authorities to
benefit from the legal framework
established by this Directive
(including designation of CSIRT
responsible for risk and incident
handling, participation of
competent authorities and bodies in
the work of the Cooperation Group
and the CSIRT network), they
should be included in the scope of
application of this Directive. The
corresponding provisions laid
down in Regulation (EU) No
910/2014 of the European
Parliament and of the Council' and
Directive (EU) 2018/1972 of the
European Parliament and of the
Council® related to the imposition
of security and notification
requirement on these types of
entities should therefore be
repealed. The rules on reporting
obligations should be without
prejudice to Regulation (EU)
2016/679 and Directive
2002/58/EC of the European
Parliament and of the Council®.

1. Regulation (EU) No 910/2014 of the
European Parliament and of the Council of
23 July 2014 on electronic identification
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and trust services for electronic
transactions in the internal market and
repealing Directive 1999/93/EC (OJ L 257,
28.8.2014, p. 73).

2. Directive (EU) 2018/1972 of the
European Parliament and of the Council of
11 December 2018 establishing the
European Electronic Communications
Code (OJ L 321, 17.12.2018, p. 36).

3. Directive 2002/58/EC of the European
Parliament and of the Council of 12 July
2002 concerning the processing of personal
data and the protection of privacy in the
electronic communications sector
(Directive on privacy and electronic
communications) (OJ L 201, 31.7.2002, p.
37).

and trust services for electronic
transactions in the internal market and
repealing Directive 1999/93/EC (OJ L 257,
28.8.2014, p. 73).

2. Directive (EU) 2018/1972 of the
European Parliament and of the Council of
11 December 2018 establishing the
European Electronic Communications
Code (OJ L 321, 17.12.2018, p. 36).

3. Directive 2002/58/EC of the European
Parliament and of the Council of 12 July
2002 concerning the processing of personal
data and the protection of privacy in the
electronic communications sector
(Directive on privacy and electronic
communications) (OJ L 201, 31.7.2002, p.
37).

and trust services for electronic
transactions in the internal market and
repealing Directive 1999/93/EC (OJ L 257,
28.8.2014, p. 73).

2. Directive (EU) 2018/1972 of the
European Parliament and of the Council of
11 December 2018 establishing the
European Electronic Communications
Code (OJ L 321, 17.12.2018, p. 36).

3. Directive 2002/58/EC of the European
Parliament and of the Council of 12 July
2002 concerning the processing of personal
data and the protection of privacy in the
electronic communications sector
(Directive on privacy and electronic
communications) (OJ L 201, 31.7.2002, p.
37).

Recital 48a

58a

(48a) The security obligations
laid down in this Directive should
be considered complementary to
the requirements imposed on trust
service providers under
Regulation (EU) No 910/2014
(eIDAS Regulation). Trust-service
providers should be requested to

take all appropriate and
proportionate measures to

manage the risks posed to their
services, including in relation to
customers and relying third
parties, and to report security

incidents under this Directive.
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Such security and reporting
obligations should also concern
the physical protection of the
service provided. Article 24 of
Regulation (EU) 910/2014
continues to apply.

Recital 48aa

58b

(48aa) Member States may assign
the role of competent authorities
for trust services to the eIDAS

supervisory bodies in order to
ensure the continuation of current
practices and to build on the

knowledge and experience gained
in the application of the eIDAS
Regulation. Where that role is
assigned to a different body, the
national competent authorities
under this Directive should
cooperate closely, in a timely
manner, by exchanging the
relevant information in order to
ensure effective supervision and
compliance of trust service
providers with the requirements

set out in this Directive and
Regulation [ XXXX/XXXX].
Where applicable, the national
competent authority under this
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Directive should immediately
inform the eIDAS supervisory
body about any notified
significant cyber threat or incident
with impact on trust services as
well as about any non-compliance
of a trust service provider with the
requirements under this Directive.
For the purposes of reporting,
Member States may use, where
applicable, the single-entry point
established to achieve a common
and automatic incident reporting
to both the eIDAS supervisory
body and the competent authority
under this Directive. The rules on
reporting obligations should be
without prejudice to Regulation
(EU) 2016/679 and Directive
2002/58/EC of the European
Parliament and of the Council'.

1. Directive 2002/58/EC of the European
Parliament and of the Council of 12 July
2002 concerning the processing of
personal data and the protection of

privacy in the electronic communications
sector (Directive on privacy and electronic
communications) (0OJ L 201, 31.7.2002, p.

37).

Recital 49
59
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(49) Where appropriate and to
avoid unnecessary disruption,
existing national guidelines and
national legislation adopted for the
transposition of the rules related to
security measures laid down in
Article 40(1) of Directive (EU)
2018/1972, as well as of the
requirements of Article 40(2) of
that Directive concerning the
parameters related to the
significance of an incident, should
continue to be used by the
competent authorities in charge of
supervision and enforcement for
the purposes of this Directive.

(49) Where appropriate and to
avoid unnecessary disruption,
existing national guidelines and
national legislation adopted for the
transposition of the rules related to
security measures laid down in
Article 40(1) of Directive (EU)
2018/1972, as well as of the
requirements of Article 40(2) of
that Directive concerning the
parameters related to the
significance of an incident, should
continue to be used by the
competent authorities in charge of
supervision and enforcement for
the purposes of this Directive.

(49) Where appropriate and to
avoid unnecessary disruption,
existing national guidelines-a#d
nationali-Htesistation-_adopted for
the transposition of the rules
related to security measures laid
down in Articte-40()Articles 40
and 41 of Directive (EU)
2018/1972 should be taken into
account in transposition
arrangements implemented by the
Member States in relation to this
Directive, thereby building on the
knowledge and skills already
acquired under—as-well-as-of-the
that Directive (EU) 2018/1972
concerning the parametersretated
il £ ; L bt
security risk management
measures and incident
notifications. ENISA can also
develop guidance on security and
reporting requirements for
providers of public electronic

communication networks or
publicly available electronic
communication services to
facilitate harmonisation,

transition and minimise
disruption. Member States can
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assign the role of competent
authorities for electronic
communications to the national
regulatory authorities in order to
ensure the continuation of current
practices and to build on the

knowledge and experience gained
[ v . )
this Directive (EU) 2018/1972.

Recital 5

(50) Given the growing
importance of number-independent
interpersonal communications
services, it is necessary to ensure
that such services are also subject
to appropriate security
requirements in view of their
specific nature and economic

(50) Given the growing
importance of number-independent
interpersonal communications
services, it is necessary to ensure
that such services are also subject
to appropriate security
requirements in view of their
specific nature and economic

(50) Given the growing
importance of number-independent
interpersonal communications
services, it is necessary to ensure
that such services are also subject
to appropriate security
requirements in view of their
specific nature and economic

60 importance. Providers of such importance. Providers of such importance. Providers of such
services should thus also ensure a services should thus also ensure a services should thus also ensure a
level of security of network and level of security of network and level of security of network and
information systems appropriate to | information systems appropriate to | information systems appropriate to
the risk posed. Given that providers | the risk posed. Given that providers | the risk posed. Given that providers
of number-independent of number-independent of number-independent
interpersonal communications interpersonal communications interpersonal communications
services normally do not exercise services normally do not exercise services normally do not exercise
actual control over the transmission | actual control over the transmission | actual control over the transmission
of signals over networks, the of signals over networks, the of signals over networks, the
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degree of risk for such services can
be considered in some respects to
be lower than for traditional
electronic communications
services. The same applies to
interpersonal communications
services which make use of
numbers and which do not exercise
actual control over signal
transmission.

degree of risk to network security
for such services can be considered
in some respects to be lower than
for traditional electronic
communications services. The
same applies to interpersonal
communications services which
make use of numbers and which do
not exercise actual control over
signal transmission._However, as
the attack surface continues to
expand, number-independent
interpersonal communications
services including, but not limited
to, social media messengers, are
becoming popular attack vectors.
Malicious actors use platforms to
communicate and attract victims
to open compromised web pages,
therefore increasing the likelihood
of incidents involving the
exploitation of personal data, and
by extension, the security of
information systems.

degree of risk for such services can
be considered in some respects to
be lower than for traditional
electronic communications
services. The same applies to
interpersonal communications
services which make use of
numbers and which do not exercise
actual control over signal
transmission.

Recital 5

(51) The internal market is more

(51) The internal market is more

(51) The internal market is more

61 reliant on the functioning of the reliant on the functioning of the reliant on the functioning of the
internet than ever before. The internet than ever before. The internet than ever before. The
services of virtually all essential services of virtually all essential services of virtually all essential
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and important entities are
dependent on services provided
over the internet. In order to ensure
the smooth provision of services
provided by essential and
important entities, it is important
that public electronic
communications networks, such as,
for example, internet backbones or
submarine communications cables,
have appropriate cybersecurity
measures in place and report
incidents in relation thereto.

and important entities are
dependent on services provided
over the internet. In order to ensure
the smooth provision of services
provided by essential and
important entities, it is important
that all public electronic
communications networks, such as,
for example, internet backbones or
submarine communications cables,
have appropriate cybersecurity
measures in place and report
significant incidents in relation
thereto._ Member States should
ensure that the integrity and
availability of those public
electronic communications
networks are maintained and
should consider their protection
from sabotage and espionage of

vital security interest. Information
about incidents, for example on
submarine communication cables
should be shared actively between
Member States.

and important entities are
dependent on services provided
over the internet. In order to ensure
the smooth provision of services
provided by essential and
important entities, it is important
that public electronic
communications networks, such as,
for example, internet backbones or
submarine communications cables,
have appropriate cybersecurity
measures in place and report
incidents in relation thereto.

Recital 5

(52) Where appropriate, entities

(52) Where appropriate, entities

(52) Where-appropriate

2 should inform their service should inform their service applicable, entities should inform
recipients of particular and recipients of particular and their service recipients of particular
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significant threats and of measures

they can take to mitigate the
resulting risk to themselves. The
requirement to inform those
recipients of such threats should
not discharge entities from the
obligation to take, at their own
expense, appropriate and
immediate measures to prevent or
remedy any cyber threats and
restore the normal security level of
the service. The provision of such
information about security threats
to the recipients should be free of
charge.

significant threats and of measures

they can take to mitigate the
resulting risk to themselves. ke
should not discharge entities from
the obligation to take, at their own
expense, appropriate and
immediate measures to prevent or
remedy any cyber threats and
restore the normal security level of
the service. The provision of such
information about security threats
to the recipients should be free of
charge_and drafted in an easily
comprehensible language.

L cionis z ot

measures they can take to mitigate
the resulting risk from a
significant cyber threat to
themselves. The entities should,
where appropriate and in
particular in cases where the

significant cyber threat can
materialise, notify also their
service recipients in parallel to the
competent authorities or CSIRTSs
of the threat itself. The
requirement to inform those
recipients of such threats should
not discharge entities from the
obligation to take, at their own
expense, appropriate and
immediate measures to prevent or
remedy any cyber threats and
restore the normal security level of
the service. The provision of such
information about seew#it:cyber
threats to the recipients should be
free of charge.

Recital 5

(53) In particular, providers of

(53) Inpartienlar—Providers of

(53) In particular, providers of

63 public electronic communications | public electronic communications | public electronic communications
networks or publicly available networks or publicly available networks or publicly available
electronic communications electronic communications electronic communications
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services, should inform the service
recipients of particular and
significant cyber threats and of
measures they can take to protect
the security of their
communications, for instance by
using specific types of software or
encryption technologies.

services, should implement
security by design and by default,
and inform the service recipients of
particular and significant cyber
threats and of measures they can
take to protect the security of their
devices and communications, for
instance by using specific types of
encryption software or
eneryptionother data-centric
security technologies.

services, should inform the service
recipients of particular and
significant cyber threats and of
measures they can take to protect
the security of their
communications, for instance by
using specific types of software or
encryption technologies.

Recital 5

(54) In order to safeguard the
security of electronic
communications networks and
services, the use of encryption, and
in particular end-to-end encryption,
should be promoted and, where
necessary, should be mandatory for
providers of such services and

(54) In order to safeguard the
security of electronic
communications networks and
services, the use of encryption_and
other data-centric security
technologies, such as,
tokenisation, segmentation,
throttle access, marking, tagging,

(54) In order to safeguard the
security of electronic
communications networks and
services, the use of encryption, and
in particular end-to-end encryption,
should be promoted and, where
necessary, should be mandatory for
providers of such services and

& networks in accordance with the strong identity and access networks in accordance with the
principles of security and privacy management, and automated principles of security and privacy
by default and by design for the access decisions—and-inparticutar | by default and by design for the
purposes of Article 18. The use of | ernd-to-end-eneryption, should be purposes of Article 18. The use of
end-to-end encryption should be promoted and, where necessary, end-to-end encryption should be
reconciled with the Member State’ | should be mandatory for providers | reconciled with the Member State’
powers to ensure the protection of | of such services and networks in powers to ensure the protection of
their essential security interests and | accordance with the principles of their essential security interests and
public security, and to permit the security and privacy by default and | public security, and to permit the
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investigation, detection and
prosecution of criminal offences in
compliance with Union law.
Solutions for lawful access to
information in end-to-end
encrypted communications should
maintain the effectiveness of
encryption in protecting privacy
and security of communications,
while providing an effective
response to crime.

by design for the purposes of
Article 18. The use of end-to-end
encryption should be reconciled
with the Member State’ powers to
ensure the protection of their
essential security interests and
public security, and to permit the
investigation, detection and
prosecution of criminal offences in
compliance with Union law.

e S ; :
.
P he-eficeti

efHowever, this should not lead to

any efforts to weaken end-to-end
encryption, which is a critical
technology for effective data
protection and privacy-i»n

1 .gl. LT .;. 7

investigation, detection and
prosecution of criminal offences in
compliance with Union law.
Solutions for lawful access to
information in end-to-end
encrypted communications should
maintain the effectiveness of
encryption in protecting privacy
and security of communications,
while providing an effective
response to crime.

Recital 5

64a

(54a) In order to safegsuard the
security and to prevent abuse and
manipulation of electronic
communications networks and
services, the use of interoperable
secure routing standards should
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be promoted to ensure the
integrity and robustness of routing
functions across the ecosystem of

internet carriers.

Recital 5

64b

(54b) In order to safeguard the
functionality and integrity of the

internet and to reduce security
issues relating to DNS, relevant
stakeholders including Union
businesses, internet service
providers and browser vendors

should be encouraged to adopt a
DNS resolution diversification
strategy. Furthermore, Member
States should encourage the
development and use of a public
and secure European DNS
resolver service.

Recital 5

(55) This Directive lays down a
two-stage approach to incident
reporting in order to strike the right

(55) This Directive lays down a
two-stage approach to incident
reporting in order to strike the right

(55) This Directive lays down a
two-stage approach to incident
reporting in order to strike the right

& balance between, on the one hand, | balance between, on the one hand, | balance between, on the one hand,
swift reporting that helps mitigate | swift reporting that helps mitigate | swift reporting that helps mitigate
the potential spread of incidents the potential spread of incidents the potential spread of incidents
and allows entities to seek support, | and allows entities to seek support, | and allows entities to seek support,
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and, on the other hand, in-depth
reporting that draws valuable
lessons from individual incidents
and improves over time the
resilience to cyber threats of
individual companies and entire
sectors. Where entities become
aware of an incident, they should
be required to submit an initial
notification within 24 hours,
followed by a final report not later
than one month after. The initial
notification should only include the
information strictly necessary to
make the competent authorities
aware of the incident and allow the
entity to seek assistance, if
required. Such notification, where
applicable, should indicate whether
the incident is presumably caused
by unlawful or malicious action.
Member States should ensure that
the requirement to submit this
initial notification does not divert

and, on the other hand, in-depth
reporting that draws valuable
lessons from individual incidents
and improves over time the
resilience to cyber threats of
individual companies and entire
sectors. Where entities become
aware of an incident, they should
be required to submit an initial
notification within24-hours;
followed by a firnetcomprehensive
report not later than one month
after—Cheinitiolreritiooion ol
by inelude-the-inf .
, et s
submission of the incident-and
TR : , ) ,
ifrequired—Suehinitial notification;
, ficerble_showled inds
Ll ¢l oemt Aot g b
, 1 e Lioi
action—Member-States. The initial
incident notification timeline

and, on the other hand, in-depth
reporting that draws valuable
lessons from individual incidents
and improves over time the
resilience to cyber threats of
individual companies and entire
sectors. Where entities become
aware of an incident, they should
be required to submit an initial
notification within 24 hours,
followed by a final report not later
than one month after. The initial
notification should only include the
information strictly necessary to
make the competent authorities
aware of the incident and allow the
entity to seek assistance, if
required. Such notification, where
applicable, should indicate whether
the incident is presumably caused
by unlawful or malicious action.
Member States should ensure that
the requirement to submit this
initial notification does not divert

the reporting entity’s resources should ensurethat-therequirement | the reporting entity’s resources

from activities related to incident fom b e e e e from activities related to incident

handling that should be prioritised. | doeswnotdivertthereporting handling that should be prioritised.

To further prevent that incident CHER SISO O TR e To further prevent that incident

reporting obligations either divert | related-to-incident-handlinethet reporting obligations either divert

resources from incident response slrertlelh o pnfo it o e resources from incident response

handling or may otherwise et e e e handling or may otherwise

compromise the entities efforts in oblisations-either-divertresonrees | compromise the entities efforts in
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that respect, Member States should
also provide that, in duly justified
cases and in agreement with the
competent authorities or the
CSIRT, the entity concerned can
deviate from the deadlines of 24
hours for the initial notification and
one month for the final report.

finalreportnot preclude entities
from reporting incidents earlier,
therefore allowing them to seek
support from CSIRTs swifitly
enabling the mitigation and the
potential spread of the reported
incident. CSIRTs can request an
intermediate report on relevant
status updates, while taking into
account the incident response and
remediation efforts of the

reporting entity.

that respect, Member States should

also provide that, in duly justified
cases and in agreement with the
competent authorities or the
CSIRT, the entity concerned can
deviate from the deadlines of 24
hours for the initial notification and
one month for the final report.

Recital 55a
(55a) A proactive approach to
cyber threats is a vital component
65a of cybersecurity risk management

that should enable competent
authorities to effectively prevent
cyber threats from materialising
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into actual incidents that may
cause considerable material or
non-material losses. For that
purpose, the notification of

significant cyber threats is of key
importance.

Recital 5

65b

(55a) A significant incident may
have an impact on the
confidentiality, integrity or
availability of the service.
Essential and important entities
should notify CSIRTs about
significant incidents that have an
impact on the availability of their
service within 24 hours of
becoming aware of the incident.
They should notify CIRTs about
significant incidents that breach
the confidentiality and integrity of
their services within 72 hours of
becoming aware of the incident.
The distinction between the types
of incidents is not based on the
seriousness of the incident, but on
the difficulty for the reporting
entity to assess the incident, its
significance and the ability to
report information that can be of
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use for the CSIRT. The initial
notification should include the
information necessary to make the
CSIRT aware of the incident and
allow the entity to seek assistance,
if required. Member States should
ensure that the requirement to
submit this initial notification
does not divert the reporting
entity’s resources from activities
related to incident handling that
should be prioritised. To further
prevent that incident reporting
obligations either divert resources
from incident response handling

or may otherwise compromise the
entities efforts in that respect,
Member States should also
provide that, in duly justified cases

and in_agreement with the CSIRT,
the entity concerned can deviate
from the deadlines for the initial

notification and for the
comprehensive report.

Recital 5

(56) Essential and important

(56) Essential and important

(56) Essential and important

66 entities are often in a situation entities are often in a situation entities are often in a situation
where a particular incident, where a particular incident, where a particular incident,
because of its features, needs to be | because of its features, needs to be | because of its features, needs to be
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reported to various authorities as a

result of notification obligations
included in various legal
instruments. Such cases create
additional burdens and may also
lead to uncertainties with regard to
the format and procedures of such
notifications. In view of this and,
for the purposes of simplifying the
reporting of security incidents,
Member States should establish a
single entry point for all
notifications required under this
Directive and also under other
Union law such as Regulation (EU)
2016/679 and Directive
2002/58/EC. ENISA, in
cooperation with the Cooperation
Group should develop common
notification templates by means of
guidelines that would simplify and
streamline the reporting
information requested by Union
law and decrease the burdens for
companies.

reported to various authorities as a

result of notification obligations
included in various legal
instruments. Such cases create
additional burdens and may also
lead to uncertainties with regard to
the format and procedures of such
notifications. In view of this and,
for the purposes of simplifying the
reporting of security incidents,
Member States should establish a
single entry point for all
notifications required under this
Directive and also under other
Union law such as Regulation (EU)
2016/679 and Directive
2002/58/EC. ENISA, in
cooperation with the Cooperation
Group should develop common
notification templates by means of
guidelines that would simplify and
streamline the reporting
information requested by Union
law and decrease the burdens for
companies.

reported to various authorities as a
result of notification obligations
included in various legal
instruments. Such cases create
additional burdens and may also
lead to uncertainties with regard to
the format and procedures of such
notifications. In view of this and,
for the purposes of simplifying the
reporting of security incidents,
Member States skowidcould
establish a single entry point for all
notifications required under this
Directive and also under other
Union law such as Regulation (EU)
2016/679 and Directive
2002/58/EC. ENISA, in
cooperation with the Cooperation
Group should develop common
notification templates by means of
guidelines that would simplify and
streamline the reporting
information requested by Union
law and decrease the burdens for
companies.

Recital 5

(57) Where it is suspected that an

(57) Where it is suspected that an

(57) Where it is suspected that an

o7 incident is related to serious incident is related to serious incident is related to serious
criminal activities under Union or criminal activities under Union or criminal activities under Union or
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national law, Member States
should encourage essential and
important entities, on the basis of
applicable criminal proceedings
rules in compliance with Union
law, to report incidents of a
suspected serious criminal nature
to the relevant law enforcement
authorities. Where appropriate, and
without prejudice to the personal
data protection rules applying to
Europol, it is desirable that
coordination between competent
authorities and law enforcement
authorities of different Member
States be facilitated by the EC3 and
ENISA.

national law, Member States
should encourage essential and
important entities, on the basis of
applicable criminal proceedings
rules in compliance with Union
law, to report incidents of a
suspected serious criminal nature
to the relevant law enforcement
authorities. Where appropriate, and
without prejudice to the personal
data protection rules applying to
Europol, it is desirable that
coordination between competent
authorities and law enforcement
authorities of different Member
States be facilitated by the EC3 and
ENISA.

national law, Member States
should encourage essential and
important entities, on the basis of
applicable criminal proceedings
rules in compliance with Union
law, to report incidents of a
suspected serious criminal nature
to the relevant law enforcement
authorities. Where appropriate, and
without prejudice to the personal
data protection rules applying to
Europol, it is desirable that
coordination between competent
authorities and law enforcement
authorities of different Member
States be facilitated by the EC3 and
ENISA.

Recital 5

(58) Personal data are in many
cases compromised as a result of
incidents. In this context,
competent authorities should

(58) Personal data are in many
cases compromised as a result of
incidents. In this context,
competent authorities should

(58) Personal data are in many
cases compromised as a result of
incidents. In this context,
competent authorities should

68 cooperate and exchange cooperate and exchange cooperate and exchange
information on all relevant matters | information on all relevant matters | information on all relevant matters
with data protection authorities and | with data protection authorities and | with data protection authorities and
the supervisory authorities the supervisory authorities pursuant | the supervisory authorities
pursuant to Directive 2002/58/EC. | to Directive 2002/58/EC. pursuant to Directive 2002/58/EC.
Recital 59
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(59) Maintaining accurate and
complete databases of domain
names and registration data (so
called “WHOIS data’) and
providing lawful access to such
data is essential to ensure the
security, stability and resilience of
the DNS, which in turn contributes
to a high common level of
cybersecurity within the Union.
Where processing includes
personal data such processing shall
comply with Union data protection
law.

(59) Maintaining accurate, verified
and complete databases of domain
names a#d-registration data (so
called “WHOIS data’) and

data-1s essential to ensure the
security, stability and resilience of
the DNS, which in turn contributes
to a high common level of
cybersecurity within the Union,
and for tackling illegal activities.
TLD registries and entities
providing domain name
registration services should
therefore be required to collect
domain name registration data,
which should include at least the
registrants’ name, their physical
and email address as well as their
telephone number. In practice, the
collected data may not always be
thoroughly accurate, however
TLD registries and entities
providing domain name
registration services should adopt
and implement proportionate
processes to verify that natural or
legal persons requesting or
owning a domain name have
provided contact details on which
they can be reached and are

(59) Maintaining accurate and
complete databases of domain
names and registration data (so
called “WHOIS data’) and
providing lawful access to such
data is essential to ensure the
security, stability and resilience of
the DNS, which in turn contributes
to a high common level of
cybersecurity within the Union.
Where processing includes
personal data such processing shall
comply with Union data protection
law.
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expected to reply. Using a ‘best
efforts’ approach, those
verification processes should
reflect the current best practices
used within the industry. Those
best practices in the verification
process should reflect the

advances being made in the
electronic identification process.
The TLD registries and entities
providing domain name

registration services should make
publicly available their policies
and procedures to ensure the
integrity and availability of the
domain name registration data.
Where processing includes
personal data such processing shall
comply with Union data protection
law.

Recital 60

(60) The availability and timely
accessibility of these data to public
authorities, including competent

(60) The availability and timely
accessibility of thesethe domain
name registration data to pubtic

(60) The availability and timely
accessibility of these data to public
authorities, including competent

70 authorities under Union or national | euthoriticslegitimate access authorities under Union or national
law for the prevention, seekers is essential for law for the prevention,
investigation or prosecution of cybersecurity purposes and investigation or prosecution of
criminal offences, CERTSs, tackling illegal activities in the criminal offences, CERTSs,
(CSIRTs, and as regards the data of | online ecosystem. TLD registries (CSIRTs, and as regards the data of
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their clients to providers of

electronic communications
networks and services and
providers of cybersecurity
technologies and services acting on
behalf of those clients, is essential
to prevent and combat Domain
Name System abuse, in particular
to prevent, detect and respond to
cybersecurity incidents. Such
access should comply with Union
data protection law insofar as it is
related to personal data.

and entities providing domain

name registration services should
therefore be required to enable
lawful access to specific domain
name registration data, including
personal data, to legitimate access
seekers, in accordance with Union

data protection law. Legitimate
access seekers should make a duly
justified request to access domain

name registration data on the
basis of Union or national law,
and could include competent
authorities under Union or national
law for the prevention,
investigation or prosecution of
criminal offences, and national
CERTs;— or CSIRTs;-and-as
Member States should ensure that
TLD registries and entities
providing domain name
registration services should
respond without undue delay and
in_any event within 72 hours to
requests from legitimate access
seekers for the disclosure of
domain name registration data.
TLD registries and entities
providing domain name

their clients to providers of
electronic communications
networks and services and
providers of cybersecurity
technologies and services acting on
behalf of those clients, is essential
to prevent and combat Domain
Name System abuse, in particular
to prevent, detect and respond to
cybersecurity incidents. Such
access should comply with Union
data protection law insofar as it is
related to personal data.
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registration services and-providers

b e b o lonfo ]

personat-datashould establish
policies and procedures for the
publication and disclosure of
registration data, including
service level agreements to deal
with requests for access from
legitimate access seekers. The
access procedure may also include
the use of an interface, portal or
other technical tools to provide an
efficient system for requesting and
accessing registration data. With a
view to promoting harmonised
practices across the internal

market, the Commission may
adopt suidelines on such
procedures without prejudice to

the competences of the European
Data Protection Board.

Recital 61
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(61) In order to ensure the el mepelep o e (61) In order to ensure the
availability of accurate and crpetle b i e availability of accurate and
complete domain name registration | eomplete-domainnameresistration | complete domain name registration
data, TLD registries and the et P D et el ihe data, TLD registries and the
entities providing domain name s e entities providing domain name
registration services for the TLD registration-servicesor-Hie—-4-4) registration services for the TLD
(so-called registrars) should collect | {so-eettedresistrars)shorld (so-called registrars) should collect
and guarantee the integrity and eottect-and-snaranteethe-intesrity | and guarantee the integrity and
availability of domain names ed-avaitabilitv-of-doninneies availability of domain names
registration data. In particular, resistration-data—tn-particilar: registration data. With regard to
TLD registries and the entities FHDregistriesand-the-entities the registration data, the entities
71 providing domain name e et e should in particular;_verify the

registration services for the TLD resistration-services—or-the—- name and the email address of the
should establish policies and selrerlebea bl paliciomand registrant. TLD registries and the
procedures to collect and maintain | preceduresto-collect-and-meaintain | entities providing domain name
accurate and complete registration | aceurate-and-completeresistration | registration services for the TLD
data, as well as to prevent and et ealle oy con should establish policies and
correct inaccurate registration data | eerrectinaceurateresistration procedures to collect and maintain
in accordance with Union data ettt dee et e accurate and complete registration
protection rules. et pratendionmnlon data, as well as to prevent and

correct inaccurate registration data

in accordance with Union data

protection rules.

Recital 62
(62) TLD registries and the (62) TLD registries and the (62) TLD registries and the
72 entities providing domain name entities providing domain name entities providing domain name
registration services for them registration services forthem registration services for them
should make publically available showld-makepublicattyshould be should make publically available
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domain name registration data that
fall outside the scope of Union data
protection rules, such as data that
concern legal persons'. TLD
registries and the entities providing
domain name registration services
for the TLD should also enable
lawful access to specific domain
name registration data concerning

required to make publicly
available domain name registration

data that fatl-euntside-the-scope-of
as-datathat-conecerndoes not
contain personal data. A
distinction should be made
between natural and legal

persons!. ZLD registries-and-the

domain name registration data that
fall outside the scope of Union data
protection rules, such as data that
concern legal persons'. TLD
registries and the entities providing
domain name registration services
for the TLD should also enable
lawful access to specific domain
name registration data concerning

natural persons to legitimate access | entitiesprovidine-domainranie natural persons to legitimate access
seekers, in accordance with Union | registration-servicestorthe TLD seekers, in accordance with Union
data protection law. Member States | shoutd-ciso-enabtelawfil-aecessto | data protection law. Member States
should ensure that TLD registries specifie-domainnameresistration | should ensure that TLD registries
and the entities providing domain | data-coneerningnaturatFor legal | and the entities providing domain
name registration services for them | persons-to-fegitimate-cecess name registration services for them
should respond without undue seekers—in-aecordance-with-Unionr | should respond without undue
delay to requests from legitimate dataprotectiontewMenber-States | delay to requests_for the
access seekers for the disclosure of | shoutd-enswrethat, TLD registries | disclosure of domain name
domain name registration data. and the-entities providinedomain registration data from legitimate
TLD registries and the entities namereststrationservicesfor-them | access seekers, such as competent
providing domain name should respondavithourundue authorities under Union or
registration services for them detltrtoregrestsfrom-tesitinerte national law in the area of
should establish policies and access-seekersfor-the-disclosure-of | national security and criminal
procedures for the publication and | demainnameresistration-deta- justice or CSIRTs-forthe
disclosure of registration data, e T diselosure-of- domeain-name
including service level agreements | providinedomeainrame registration-data. TLD registries
to deal with requests for access e e el and the entities providing domain
from legitimate access seekers. The | shouid-establish-policies-and name registration services for them
access procedure may also include | proceduresforthepublication-and | should establish policies and
the use of an interface, portal or diselostre-ofregistrationdetes procedures for the publication and
other technical tool to provide an inetnding—service-tevel-asreements | disclosure of registration data,
efficient system for requesting and | to-dealvithrequestsfor-aceess including service level agreements
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accessing registration data. With a
view to promoting harmonised
practices across the internal
market, the Commission may adopt
guidelines on such procedures
without prejudice to the
competences of the European Data
Protection Board.

1. REGULATION (EU) 2016/679 OF THE
EUROPEAN PARLIAMENT AND OF
THE COUNCIL recital (14) whereby “this
Regulation does not cover the processing
of personal data which concerns legal
persons and in particular undertakings
established as legal persons, including the
name and the form of the legal person and
the contact details of the legal person”.

Protection-Board-make publicly
available at least the registrants’
name, their physical and email
address as well as their telephone
number. The legal person should
be required to either provide a
oeneric email address that can be

to deal with requests for access
from legitimate access seekers. The
access procedure may also include
the use of an interface, portal or
other technical tool to provide an
efficient system for requesting and
accessing registration data.
Member States should ensure that
all type of access to domain
registration data (both personal
and non-personal data) are free of
charge. With a view to promoting
harmonised practices across the
internal market, the Commission
may adopt guidelines on such
procedures without prejudice to the
competences of the European Data
Protection Board_in line with and
complementary to international

made publicly available or give

standards developed by the multi-

consent to the publication of a

stakeholder community.

personal email address. The legal

person should be able to
demonstrate such consent at the
request of TLD registries and
entities providing domain name

1. REGULATIONRegulation (EU)
2016/679 OFTHEEUROPEAN
PARSAAMENSAND- O - COLNClH-of
the European Parliament and of the
Council, recital (14) whereby "this

registration services.

1. REGULATION (EU) 2016/679 OF THE
EUROPEAN PARLIAMENT AND OF
THE COUNCIL recital (14) whereby "this
Regulation does not cover the processing
of personal data which concerns legal

Regulation does not cover the processing
of personal data which concerns legal
persons and in particular undertakings
established as legal persons, including the
name and the form of the legal person and
the contact details of the legal person".
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persons and in particular undertakings
established as legal persons, including the
name and the form of the legal person and
the contact details of the legal person".

Recital 63

73

(63) All essential and important
entities under this Directive should
fall under the jurisdiction of the
Member State where they provide
their services. If the entity provides
services in more than one Member
State, it should fall under the
separate and concurrent
jurisdiction of each of these
Member States. The competent
authorities of these Member States
should cooperate, provide mutual
assistance to each other and where
appropriate, carry out joint
supervisory actions.

(63) All essential and important
entities under this Directive should
fall under the jurisdiction of the
Member State where they provide
their services_or carry out their
activities. 1f the entity provides
services in more than one Member
State, it should fall under the
separate and concurrent jurisdiction
of each of these Member States.
The competent authorities of these
Member States should cooperate,
provide mutual assistance to each
other and where appropriate, carry
out joint supervisory actions.

(63) A#-Essential and important
entities under this Directive should
fall under the jurisdiction of the
Member State where they provide
their services. Entities referred to
in points 1 to 7 and 10 of Annex I,

trust service providers and
Internet Exchange Point
providers referred to in point 8 of
Annex I and points 1 to 5 of
Annex 11 of this Directive should
fall under the jurisdiction of the

Member State where they are
established, If the entity provides
services or has an establishment
in more than one Member State, it
should fall under the separate and
concurrent jurisdiction of each of
these Member States. The
competent authorities of these
Member States should cooperate,
provide mutual assistance to each
other and where appropriate, carry
out joint supervisory actions.
Where Member States decide to
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exercise jurisdiction, they should
avoid that the same conduct is
sanctioned more than once for the
infringement of the obligations
laid down in this Directive.

Recital 64

(64) In order to take account of the
cross-border nature of the services
and operations of DNS service
providers, TLD name registries,
content delivery network providers,
cloud computing service providers,
data centre service providers and
digital providers, only one Member
State should have jurisdiction over
these entities. Jurisdiction should
be attributed to the Member State

(64) In order to take account of the
cross-border nature of the services
and operations of DNS service
providers, TLD name registries,
content delivery network providers,
cloud computing service providers,
data centre service providers and
digital providers, only one Member
State should have jurisdiction over
these entities. Jurisdiction should
be attributed to the Member State

(64) In order to take account of the
cross-border nature of the services
and operations of DNS service
providers, TLD name registries,
entities providing domain name
registration services for the TLD,
content delivery network providers,
cloud computing service providers,
data centre service providers and
digital providers, only one Member
State should have jurisdiction over

4 in which the respective entity has in which the respective entity has these entities. Jurisdiction should
its main establishment in the its main establishment in the be attributed to the Member State
Union. The criterion of Union. The criterion of in which the respective entity has
establishment for the purposes of establishment for the purposes of its main establishment in the
this Directive implies the effective | this Directive implies the effective | Union. The criterion of
exercise of activity through stable | exercise of activity through stable | establishment for the purposes of
arrangements. The legal form of arrangements. The legal form of this Directive implies the effective
such arrangements, whether such arrangements, whether exercise of activity through stable
through a branch or a subsidiary through a branch or a subsidiary arrangements. The legal form of
with a legal personality, is not the | with a legal personality, is not the | such arrangements, whether
determining factor in that respect. determining factor in that respect. through a branch or a subsidiary
Whether this criterion is fulfilled Whether this criterion is fulfilled with a legal personality, is not the
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should not depend on whether the
network and information systems
are physically located in a given
place; the presence and use of such
systems do not, in themselves,
constitute such main establishment
and are therefore not decisive
criteria for determining the main
establishment. The main
establishment should be the place
where the decisions related to the
cybersecurity risk management
measures are taken in the Union.
This will typically correspond to
the place of the companies’ central
administration in the Union. If such
decisions are not taken in the
Union, the main establishment
should be deemed to be in the
Member States where the entity
has an establishment with the
highest number of employees in
the Union. Where the services are
carried out by a group of
undertakings, the main
establishment of the controlling
undertaking should be considered
to be the main establishment of the
group of undertakings.

should not depend on whether the
network and information systems
are physically located in a given
place; the presence and use of such
systems do not, in themselves,
constitute such main establishment
and are therefore not decisive
criteria for determining the main
establishment. The main
establishment should be the place
where the decisions related to the
cybersecurity risk management
measures are taken in the Union.
This will typically correspond to
the place of the companies’ central
administration in the Union. If such
decisions are not taken in the
Union, the main establishment
should be deemed to be in the
Member States where either the
entity has an establishment with the
highest number of employees in the
Union_or the establishment where
cybersecurity operations are
carried out. Where the services are
carried out by a group of
undertakings, the main
establishment of the controlling
undertaking should be considered
to be the main establishment of the
group of undertakings.

determining factor in that respect.
Whether this criterion is fulfilled
should not depend on whether the
network and information systems
are physically located in a given
place; the presence and use of such
systems do not, in themselves,
constitute such main establishment
and are therefore not decisive
criteria for determining the main
establishment. The main
establishment should be the place
where the decisions related to the
cybersecurity risk management
measures are predominantly taken
in the Union. This will typically
correspond to the place of the
companies’ central administration
in the Union. If the place where
such decisions are predominantly
taken cannot be determined or
such decisions are not taken in the
Union, the main establishment
should be deemed to be in the
Member States where the entity
has an establishment with the
highest number of employees in
the Union. Where the services are
carried out by a group of
undertakings, the main
establishment of the controlling
undertaking should be considered
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to be the main establishment of the
group of undertakings.

Recital 64a

T4a

(64a) When a recursive DNS
service is provided by a provider of
public electronic communications
networks or publicly available
electronic communications
services only as a part of the
internet access service, the entity
should be deemed to be under the
jurisdiction of all the Member

States where its services are
provided.

Recital 64b

74b

(64aa) In order to ensure a clear
overview of DNS service
providers, TLD name registries,
entities providing domain name
registration services for the TLD,
content delivery network
providers, cloud computing
service providers, data centre
service providers and digital
providers providing services
across the Union under the scope
of this Directive, ENISA should
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create and maintain a registry for
such entities, based on
notifications received by Member
States, where applicable through
their national mechanisms for
self-notification. With a view to
ensure accuracy and completeness
of the information that should be
included in this registry, Member
States should submit to ENISA
the information available in their
national registries on these
entities. ENISA and the Member
States should take measures to
facilitate the interoperability of

such registries, while ensuring
protection of confidential or

classified information.

Recital 65

(65) In cases where a DNS service
provider, TLD name registry,
content delivery network provider,
cloud computing service provider,

(65) In cases where a DNS service
provider, TLD name registry,
content delivery network provider,
cloud computing service provider,

(65) In cases where a DNS service
provider, TLD name registry,
content delivery network provider,
cloud computing service provider,

75 data centre service provider and data centre service provider and data centre service provider and
digital provider not established in digital provider not established in digital provider not established in
the Union offers services within the Union offers services within the | the Union offers services within
the Union, it should designate a Union, it should designate a the Union, it should designate a
representative. In order to representative. In order to representative. In order to
determine whether such an entity is | determine whether such an entity is | determine whether such an entity is
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offering services within the Union,
it should be ascertained whether it
is apparent that the entity is
planning to offer services to
persons in one or more Member
States. The mere accessibility in
the Union of the entity’s or an
intermediary's website or of an
email address and of other contact
details, or the use of a language
generally used in the third country
where the entity is established, is
as such insufficient to ascertain
such an intention. However, factors
such as the use of a language or a
currency generally used in one or
more Member States with the
possibility of ordering services in
that other language, or the
mentioning of customers or users
who are in the Union, may make it
apparent that the entity is planning
to offer services within the Union.
The representative should act on
behalf of the entity and it should be
possible for competent authorities
or the CSIRTs to contact the
representative. The representative
should be explicitly designated by
a written mandate of the entity to
act on the latter's behalf with
regard to the latter's obligations

offering services within the Union,
it should be ascertained whether it
is apparent that the entity is
planning to offer services to
persons in one or more Member
States. The mere accessibility in
the Union of the entity’s or an
intermediary's website or of an
email address and of other contact
details, or the use of a language
generally used in the third country
where the entity is established, is as
such insufficient to ascertain such
an intention. However, factors such
as the use of a language or a
currency generally used in one or
more Member States with the
possibility of ordering services in
that other language, or the
mentioning of customers or users
who are in the Union, may make it
apparent that the entity is planning
to offer services within the Union.
The representative should act on
behalf of the entity and it should be
possible for competent authorities
or the CSIRTs to contact the
representative. The representative
should be explicitly designated by
a written mandate of the entity to
act on the latter's behalf with
regard to the latter's obligations

offering services within the Union,
it should be ascertained whether it
is apparent that the entity is
planning to offer services to
persons in one or more Member
States. The mere accessibility in
the Union of the entity’s or an
intermediary's website or of an
email address and of other contact
details, or the use of a language
generally used in the third country
where the entity is established, is
as such insufficient to ascertain
such an intention. However, factors
such as the use of a language or a
currency generally used in one or
more Member States with the
possibility of ordering services in
that other language, or the
mentioning of customers or users
who are in the Union, may make it
apparent that the entity is planning
to offer services within the Union.
The representative should act on
behalf of the entity and it should be
possible for competent authorities
or the CSIRTs to contact the
representative. The representative
should be explicitly designated by
a written mandate of the entity to
act on the latter's behalf with
regard to the latter's obligations
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under this Directive, including
incident reporting.

under this Directive, including

incident reporting.

under this Directive, including
incident reporting.

Recital 65a

75a

(65a) ENISA should create and
maintain a registry containing
information about essential and
important entities that comprise
DNS service providers, TLD name
registries and providers of cloud
computing services, data centre
services, content delivery
networks, online marketplaces,
online search engines and social
networking platforms. Those
essential and important entities
should submit to ENISA their
names, addresses and up-to-date
contact details. They should notify
ENISA about any changes to
those details without delay and, in
any event, within two weeks from
the date on which the change took
effect. ENISA should forward the
information to the relevant single
point of contact. The essential and

important entities submitting their
information to ENISA are
therefore not required to
separately inform the competent
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authority within the Member
State. ENISA should develop a
simple publicly available
application programme that those
entities could use to update their
information. Furthermore,
ENISA should establish
appropriate information
classification and management
protocols to ensure the security

and confidentiality of disclosed
information, and restrict the
access, storage, and transmission
of such information to intended
users.

Recital 66

76

(66) Where information
considered classified according to
national or Union law is
exchanged, reported or otherwise
shared under the provisions of this
Directive, the corresponding
specific rules on the handling of
classified information should be
applied.

(66) Where information
considered classified aecordine
toin_accordance with national or
Union law is exchanged, reported
or otherwise shared under the
provisions of this Directive, the
corresponding specific rules on the
handling of classified information
should be applied._In _addition,
ENISA should have the
infrastructure, procedures and
rules in place to handle sensitive
and classified information in

(66) Where information
considered classified according to
national or Union law is
exchanged, reported or otherwise
shared under the provisions of this
Directive, the corresponding
specific rules on the handling of
classified information should be
applied.
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compliance with the applicable
security rules for protecting EU
classified information.

Recital 67

(67) With cyber threats becoming
more complex and sophisticated,
good detection and prevention
measures depend to a large extent
on regular threat and vulnerability
intelligence sharing between
entities. Information sharing
contributes to increased awareness
on cyber threats, which, in turn,
enhances the entities’ capacity to

(67) With cyber threats becoming
more complex and sophisticated,
good detection and prevention
measures depend to a large extent
on regular threat and vulnerability
intelligence sharing between
entities. Information sharing
contributes to increased awareness
on cyber threats, which, in turn,
enhances the entities’ capacity to

(67) With cyber threats becoming
more complex and sophisticated,
good detection and prevention
measures depend to a large extent
on regular threat and vulnerability
intelligence sharing between
entities. Information sharing
contributes to increased awareness
on cyber threats, which, in turn,
enhances the entities’ capacity to

77 prevent threats from materialising | prevent threats from materialising | prevent threats from materialising
into real incidents and enables the | into real incidents and enables the | into real incidents and enables the
entities to better contain the effects | entities to better contain the effects | entities to better contain the effects
of incidents and recover more of incidents and recover more of incidents and recover more
efficiently. In the absence of efficiently. In the absence of efficiently. In the absence of
guidance at Union level, several guidance at Union level, several guidance at Union level, several
factors seem to have inhibited such | factors seem to have inhibited such | factors seem to have inhibited such
intelligence sharing, notably intelligence sharing, notably intelligence sharing, notably
uncertainty over the compatibility | uncertainty over the compatibility | uncertainty over the compatibility
with competition and liability with competition and liability rules. | with competition and liability
rules. rules.

Recital 68
o (68) Entities should be encouraged | (68) Entities should be encouraged | (68) Entities should be encouraged
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to collectively leverage their
individual knowledge and practical
experience at strategic, tactical and
operational levels with a view to
enhance their capabilities to
adequately assess, monitor, defend
against, and respond to, cyber
threats. It is thus necessary to
enable the emergence at Union
level of mechanisms for voluntary
information sharing arrangements.
To this end, Member States should
actively support and encourage
also relevant entities not covered
by the scope of this Directive to
participate in such information-
sharing mechanisms. Those
mechanisms should be conducted
in full compliance with the
competition rules of the Union as
well as the data protection Union
law rules.

and supported by Member States

to collectively leverage their
individual knowledge and practical
experience at strategic, tactical and
operational levels with a view to
enhance their capabilities to
adequately assess, monitor, defend
against, and respond to, cyber
threats. It is thus necessary to
enable the emergence at Union
level of mechanisms for voluntary
information sharing arrangements.
To this end, Member States should
actively support and encourage
also relevant entities not covered
by the scope of this Directive, such
as entities focusing on
cybersecurity services and
research, to participate in such
information-sharing mechanisms.
Those mechanisms should be
conducted in full compliance with
the competition rules of the Union
as well as the data protection
Union law rules.

to collectively leverage their
individual knowledge and practical
experience at strategic, tactical and
operational levels with a view to
enhance their capabilities to
adequately assess, monitor, defend
against, and respond to, cyber
threats. It is thus necessary to
enable the emergence at Union
level of mechanisms for voluntary
information sharing arrangements.
To this end, Member States should
actively support and encourage
also relevant entities not covered
by the scope of this Directive to
participate in such information-
sharing mechanisms. Those
mechanisms should be conducted
in full compliance with the
competition rules of the Union as
well as the data protection Union
law rules.

Recital 69

79

(69) The processing of personal
data, to the extent strictly necessary
and proportionate for the purposes

(69) The processing of personal
data, to the extent strictly necessary
and proportionate for the purposes

(69) Lheprossodnmalioem o]
date; To the extent strictly
necessary and proportionate for the
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of ensuring network and
information security by entities,
public authorities, CERTs,
CSIRTs, and providers of security
technologies and services should
constitute a legitimate interest of
the data controller concerned, as
referred to in Regulation (EU)
2016/679. That should include
measures related to the prevention,
detection, analysis and response to
incidents, measures to raise
awareness in relation to specific
cyber threats, exchange of
information in the context of
vulnerability remediation and
coordinated disclosure, as well as
the voluntary exchange of
information on those incidents, as
well as cyber threats and
vulnerabilities, indicators of
compromise, tactics, techniques
and procedures, cybersecurity
alerts and configuration tools. Such
measures may require the
processing of the following types
of personal data: [P addresses,
uniform resources locators (URLS),
domain names, and email
addresses.

of ensuring network and
information security by entities:

public-anthorities—CERTsessential

purposes of ensuring network and
information security, the
processing of personal data by

and important entities, CSIRTs;
and providers of security
technologies and services, is
necessary for compliance with
their legal obligations provided for

essenttal and tmportant entities-by
o blicctintl _CERT:.
GS%R—T—S and providers of securlty
technologies and services showld
could be considered necessary for

in this Directive. Such processing

compliance with a legal obligation

of personal data might also be
necessary for the purposes-shoutd
i s e o)
the legitimate interests pursued by
essential and important entities.
Where this Directive requires the
processing of personal data for
the purpose of cybersecurity and
network and information security
in accordance with the provisions
set out in Article 18, 20 and 23 of
the Directive, that processing is
considered to be necessary for
compliance with a legal obligation
dette-controtler-concerned—as
referred to in Article 6(1), point (c)
of Regulation (EU) 2016/679. Fhet
shontd-includeFor the purpose of
Article 26 and 27 of this Directive,
processing, as referred to in
Article 6(1), point (f) of
Regulation (EU) 2016/679, is
considered to be necessary for the

or_constitute a legitimate interest
of the data controller concerned, as
referred to in Regulation (EU)
2016/679. That shoutd-could
include measures related to the
prevention, detection, analysis and
response to incidents, measures to
raise awareness in relation to
specific cyber threats, exchange of
information in the context of
vulnerability remediation and
coordinated disclosure, as well as
the voluntary exchange of
information on those incidents, &s
wet-as-cyber threats and
vulnerabilities, indicators of
compromise, tactics, techniques
and procedures, cybersecurity
alerts and configuration tools. Such
measures may require the
processing of-thefoHowing
various types of personal data,
such as: 1P addresses, uniform
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purposes of the legitimate interests

pursued by the essential and
important entities. Measures
related to the prevention, detection,
identification, containment,
analysis and response to incidents,
measures to raise awareness in
relation to specific cyber threats,
exchange of information in the
context of vulnerability
remediation and coordinated
disclosure, as well as the voluntary
exchange of information on those
incidents, as well as cyber threats
and vulnerabilities, indicators of
compromise, tactics, techniques
and procedures, cybersecurity
alerts and configuration tools—S#eh
measHres-#ay require the
processing of thefottowing
typescertain_categories of personal
dataz, such as IP addresses,
uniform resources locators (URLSs),
domain names, a#d-email
addresses, time stamps, Operation
System- or browser-related
information, cookies or other
information indicating the modus

operandi.

resources locators (URLs), domain

names, and email addresses.
Processing of personal data by
competent authorities, SPOCs and
CSIRTs should be laid down in
national law and considered
necessary for compliance with a
legal obligation or for the
performance of a task carried out

in the public interest or in the
exercise of official authority
vested in the data controller, as
referred to in Article 6(1) point (c)
or (e) of Regulation (EU)
2016/679.

Recital 69a
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79a

(69a) Member States’ laws may
lay down rules allowing competent
authorities, SPOCs and CSIRTs,
to the extent that is strictly
necessary and proportionate for
the purpose of ensuring the
security of network and
information systems of essential
and important entities, to process
special categories of personal data
in_accordance with Article 9 of
Regulation (EU) 2016/679, in
particular by providing for

suitable and specific measures to
safeguard the fundamental rights
and interests of natural persons,
including technical limitations on
the re-use of such data and the
use of state-of-the-art security and
privacy-preserving measures, such

as pseudonymisation, or
encryption where anonymisation
may significantly affect the
purpose pursued.

Recital 70

80

(70) In order to strengthen the
supervisory powers and actions
that help ensure effective

(70) In order to strengthen the
supervisory powers and actions
that help ensure effective

(70) In order to strengthen the
supervisory powers and actions
that help ensure effective
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compliance, this Directive should

provide for a minimum list of
supervisory actions and means
through which competent
authorities may supervise essential
and important entities. In addition,
this Directive should establish a
differentiation of supervisory
regime between essential and
important entities with a view to
ensuring a fair balance of
obligations for both entities and
competent authorities. Thus,
essential entities should be subject
to a fully-fledged supervisory
regime (ex-ante and ex-post), while
important entities should be subject
to a light supervisory regime, ex-
post only. For the latter, this means
that important entities should not
document systematically
compliance with cybersecurity risk
management requirements, while
competent authorities should
implement a reactive ex -post
approach to supervision and,
hence, not have a general
obligation to supervise those
entities.

compliance, this Directive should
provide for a minimum list of
supervisory actions and means
through which competent
authorities may supervise essential
and important entities. In addition,
this Directive should establish a
differentiation of supervisory
regime between essential and
important entities with a view to
ensuring a fair balance of
obligations for both entities and
competent authorities. Thus,
essential entities should be subject
to a fully-fledged supervisory
regime (ex-ante and ex-post), while
important entities should be subject
to a light supervisory regime, ex-
post only. For the latter, this means
that important entities should not
document systematically
compliance with cybersecurity risk
management requirements, while
competent authorities should
implement a reactive ex -post
approach to supervision and,
hence, not have a general
obligation to supervise those
entities.

compliance, this Directive should

provide for a minimum list of
supervisory actions and means
through which competent
authorities #ay-can_supervise
essential and important entities. In
addition, this Directive should
establish a differentiation of
supervisory regime between
essential and important entities
with a view to ensuring a fair
balance of obligations for both
entities and competent authorities.
Thus, essential entities should be
subject to a fully-fledged
supervisory regime (ex-ante and
ex-post), while important entities
should be subject to a light
supervisory regime, ex-post only.
For the latter, this means that
important entities should not
docunentbe required to
systematically document
compliance with cybersecurity risk
management requirements, while
competent authorities should
implement a reactive ex -post
approach to supervision and,
hence, not have a general
obligation to supervise those
entities._For important entities, ex-
post supervision may be triggered
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by evidence or any indication or
information brought to the
attention of competent authorities
deemed by these authorities as
suggesting potential non-
compliance with the obligations
laid down in this Directive. For
example, such evidence,
indication or information could be
of the type provided to competent
authorities by other authorities,
entities, citizens, media or other
sources, publicly available
information, or may emerge from
other activities conducted by the
competent authorvities in the
fulfilment of their tasks.

Recital 70(bis)

80a

(70bis) In the exercise of ex-ante
supervision, competent authorities
should be able to decide on the
prioritisation of the use of

supervisory actions and means at
their disposal in a proportionate
manner. This entails that
competent authorities can decide
on _such prioritisation based on
supervisory methodologies which
should follow a risk-based
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approach. More specifically, such

methodologies could include
criteria or benchmarks for the
classification of essential entities
into risk categories and
corresponding supervisory actions
and means recommended per risk
category, such as use, frequency
or type of on-site inspections or
targeted security audits or security
scans, type of information to be
requested and level of detail of
that information. Such
supervisory methodologies can
also be accompanied by work
programmes and be assessed and

reviewed regularly, including on
aspects such _as resource
allocation and needs.

Recital 70 (bisa)

70 (bisa)

In relation to public
administration _entities, the
supervisory powers should be

S5 exercised in line with the national
frameworks and legal order.
Member States should be able to
decide on the imposition of
appropriate, proportionate and
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effective measures of supervision
and enforcement in relation to
these entities.
Recital 70 (bisaa)
70 (bisaa)
In order to demonstrate
compliance with certain
cybersecurity risk management
80c measures, Member States could
require essential and important
entities to use qualified trust
services or notified electronic
identification schemes under
Regulation (EU) No 910/2014.
Recital 71
(71) In order to make enforcement | (71) In order to make enforcement | (71) In order to make enforcement
effective, a minimum list of effective, a minimum list of effective, a minimum list of
administrative sanctions for breach | administrative sanetionspenalties administrative sanctions for breach
of the cybersecurity risk for breach of the cybersecurity risk | of the cybersecurity risk
management and reporting management and reporting management and reporting
81 obligations provided by this obligations provided by this obligations provided by this
Directive should be laid down, Directive should be laid down, Directive should be laid down,
setting up a clear and consistent setting up a clear and consistent setting up a clear and consistent
framework for such sanctions framework for such framework for such sanctions
across the Union. Due regard sanetionspenalties across the across the Union. Due regard
should be given to the nature, Union. Due regard should be given | should be given to the nature,
gravity and duration of the to the nature, gravity and duration | gravity and duration of the
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infringement, the actual damage

caused or losses incurred or
potential damage or losses that
could have been triggered, the
intentional or negligent character
of the infringement, actions taken
to prevent or mitigate the damage
and/or losses suffered, the degree
of responsibility or any relevant
previous infringements, the degree
of cooperation with the competent
authority and any other aggravating
or mitigating factor. The
imposition of penalties including
administrative fines should be
subject to appropriate procedural
safeguards in accordance with the
general principles of Union law
and the Charter of Fundamental
Rights of the European Union,
including effective judicial
protection and due process.

of the infringement, the aetet
damage caused or losses incurred

e et e Lol
eotd-herve-heentriggered, the
intentional or negligent character
of the infringement, actions taken
to prevent or mitigate the damage
and/or losses suffered, the degree
of responsibility or any relevant
previous infringements, the degree
of cooperation with the competent
authority and any other aggravating
or mitigating factor. The imposition
efpenalties, including
administrative fines, should be
proportionate and their imposition
should be subject to appropriate
procedural safeguards in
accordance with the general
principles of Union law and the
Charter of Fundamental Rights of
the European Union_(the
‘Charter’), including effective
judicial protection, due process,
the presumption of innocence and

infringement, the actual damage

caused or losses incurred or
potential damage or losses that
could have been triggered, the
intentional or negligent character
of the infringement, actions taken
to prevent or mitigate the damage
and/or losses suffered, the degree
of responsibility or any relevant
previous infringements, the degree
of cooperation with the competent
authority and any other aggravating
or mitigating factor. The
imposition of penalties including
administrative fines should be
subject to appropriate procedural
safeguards in accordance with the
general principles of Union law
and the Charter of Fundamental
Rights of the European Union,
including effective judicial
protection and due process.

the rights of defence-and-die
PROCESS.
Recital 71a
8la . .. .
(71bis) The provisions relating to
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the liability of natural persons
holding certain responsibilities
within_an _entity for breach of their
duty to ensure compliance with
the obligations laid down in this
Directive do not require Member
States to ensure criminal
prosecution or civil liability for

damages caused by such breach to
third parties.

Recital 72

(72) In order to ensure effective
enforcement of the obligations laid
down in this Directive, each
competent authority should have
the power to impose or request the

(72) In order to ensure effective
enforcement of the obligations laid
down in this Directive, each
competent authority should have
the power to impose or request the

(72) In order to ensure effective
enforcement of the obligations laid
down in this Directive, each
competent authority should have
the power to impose or request the

e imposition of administrative fines. | imposition of administrative fines | imposition of administrative fines.
if the infringement was
intentional, negligent or the entity
concerned had received notice of
the entity’s non-compliance.
Recital 73
(73) Where administrative fines (73) Where administrative fines (73) Where administrative fines
23 are imposed on an undertaking, an | are imposed on an undertaking, an | are imposed on an undertaking, an
undertaking should be understood | undertaking should be understood | undertaking should be understood
to be an undertaking in accordance | to be an undertaking in accordance | to be an undertaking in accordance
with Articles 101 and 102 TFEU with Articles 101 and 102 TFEU with Articles 101 and 102 TFEU
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for those purposes. Where
administrative fines are imposed on
persons that are not an undertaking,
the supervisory authority should
take account of the general level of
income in the Member State as
well as the economic situation of
the person in considering the
appropriate amount of the fine. It
should be for the Member States to
determine whether and to what
extent public authorities should be
subject to administrative fines.
Imposing an administrative fine
does not affect the application of
other powers by the competent
authorities or of other penalties laid
down in the national rules
transposing this Directive.

for those purposes. Where
administrative fines are imposed on
persons that are not an undertaking,
the supervisory authority should
take account of the general level of
income in the Member State as
well as the economic situation of
the person in considering the
appropriate amount of the fine. It
should be for the Member States to
determine whether and to what
extent public authorities should be
subject to administrative fines.
Imposing an administrative fine
does not affect the application of
other powers by the competent
authorities or of other penalties laid
down in the national rules
transposing this Directive.

for those purposes. Where
administrative fines are imposed on
persons that are not an undertaking,
the supervisory authority should
take account of the general level of
income in the Member State as
well as the economic situation of
the person in considering the
appropriate amount of the fine. It
should be for the Member States to
determine whether and to what
extent public authorities should be
subject to administrative fines.
Imposing an administrative fine
does not affect the application of
other powers by the competent
authorities or of other penalties laid
down in the national rules
transposing this Directive.

Recital 74

(74) Member States should be able
to lay down the rules on criminal
penalties for infringements of the
national rules transposing this

(74) Member States should be able
to lay down the rules on criminal
penalties for infringements of the
national rules transposing this

(74) Member States showutd-be-able
tomay lay down the rules on
criminal penalties for
infringements of the national rules

e Directive. However, the imposition | Directive. However, the imposition | transposing this Directive.
of criminal penalties for of criminal penalties for However, the imposition of
infringements of such national infringements of such national criminal penalties for
rules and of related administrative | rules and of related administrative | infringements of such national
penalties should not lead to a penalties should not lead to a rules and of related administrative
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breach of the principle of ne bis in
idem, as interpreted by the Court of
Justice.

breach of the principle of ne bis in
idem, as interpreted by the Court of
Justice.

penalties should not lead to a

breach of the principle of ne bis in
idem, as interpreted by the Court of
Justice.

Recital 75

(75) Where this Directive does not
harmonise administrative penalties
or where necessary in other cases,
for example in cases of serious
infringements of the obligations
laid down in this Directive,

(75) Where this Directive does not
harmonise administrative penalties
or where necessary in other cases,
for example in cases of serious
infringements of the obligations
laid down in this Directive,

(75) Where this Directive does not
harmonise administrative penalties
or where necessary in other cases,
for example in cases of serious
infringements of the obligations
laid down in this Directive,

85 Member States should implement a | Member States should implement a | Member States should implement a
system which provides for system which provides for system which provides for
effective, proportionate and effective, proportionate and effective, proportionate and
dissuasive penalties. The nature of | dissuasive penalties. The nature of | dissuasive penalties. The nature of
such penalties, criminal or such penalties, criminal or such penalties, criminal or
administrative, should be administrative, should be administrative, should be
determined by Member State law. | determined by Member State law. | determined by Member State law.
Recital 76
(76) In order to further strengthen | (76) In order to further strengthen | (76) In order to further strengthen
the effectiveness and the effectiveness and the effectiveness and
dissuasiveness of the penalties dissuasiveness of the penalties dissuasiveness of the penalties
86 applicable to infringements of applicable to infringements of applicable to infringements of
obligations laid down pursuant to obligations laid down pursuant to obligations laid down pursuant to
this Directive, the competent this Directive, the competent this Directive, the competent
authorities should be empowered to | authorities should be empowered to | authorities should be empowered to
apply sanctions consisting of the apply sanctions-consistine-ofthea | apply sanctions consisting of the
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suspension of a certification or
authorisation concerning part or all
the services provided by an
essential entity and the imposition
of a temporary ban from the
exercise of managerial functions by
a natural person. Given their
severity and impact on the entities’
activities and ultimately on their
consumers, such sanctions should
only be applied proportionally to
the severity of the infringement
and taking account of the specific
circumstances of each case,
including the intentional or
negligent character of the
infringement, actions taken to
prevent or mitigate the damage
and/or losses suffered. Such
sanctions should only be applied as
ultima ratio, meaning only after the
other relevant enforcement actions
laid down by this Directive have
been exhausted, and only for the
time until the entities to which they
apply take the necessary action to
remedy the deficiencies or comply
with the requirements of the
competent authority for which such
sanctions were applied. The
imposition of such sanctions shall
be subject to appropriate

temporary suspension of a
certification or authorisation
concerning part or all kerelevant
services provided by an essential
entity and the impesition-of-«
request to impose a temporary ban
from the exercise of managerial

functions by a natural person at

chief executive officer or legal
representative level, Member
States should develop specific
procedures and rules concerning
the temporary ban from the
exercise of managerial functions by
a natural person_at chief executive
officer or legal representative level
in public administration entities.
In the process of developing such
procedures and rules, Member
States should take into account
the particularities of their
respective levels and systems of
governance within their public
administrations. Given their
severity and impact on the entities’
activities and ultimately on their
consumers, such
sareHonstemporary Suspensions
or bans should only be applied
proportionally to the severity of the
infringement and taking account of
the specific circumstances of each

suspension of a certification or
authorisation concerning part or all
the services provided by an
essential entity and the imposition
of a temporary ban from the
exercise of managerial functions by
a natural person. Given their
severity and impact on the entities’
activities and ultimately on their
consumers, such sanctions should
only be applied proportionally to
the severity of the infringement
and taking account of the specific
circumstances of each case,
including the intentional or
negligent character of the
infringement, actions taken to
prevent or mitigate the damage
and/or losses suffered. Such
sanctions should only be applied as
ultima ratio, meaning only after the
other relevant enforcement actions
laid down by this Directive have
been exhausted, and only for the
time until the entities to which they
apply take the necessary action to
remedy the deficiencies or comply
with the requirements of the
competent authority for which such
sanctions were applied. The
imposition of such sanctions shall
be subject to appropriate
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procedural safeguards in

accordance with the general
principles of Union law and the
Charter of Fundamental Rights of
the European Union, including
effective judicial protection, due
process, presumption of innocence
and right of defence.

case, including the intentional or
negligent character of the
infringement, actions taken to
prevent or mitigate the damage
and/or losses suffered. Such
sanetionstemporary Suspensions
or bans should only be applied as
ultima ratio, meaning only after the
other relevant enforcement actions
laid down by this Directive have
been exhausted, and only for the
time until the entities to which they
apply take the necessary action to
remedy the deficiencies or comply
with the requirements of the
competent authority for which such
seetionstemporary suspensions
or bans were applied. The
imposition of such
Seetionstemporary suspensions
or bans shall be subject to
appropriate procedural safeguards
in accordance with the general
principles of Union law and the

Charter-of-Fundamented-Richts-of
the-£uropeanLtinion, including

effective judicial protection, due
process, presumption of innocence
and right of defence.

procedural safeguards in
accordance with the general
principles of Union law and the
Charter of Fundamental Rights of
the European Union, including
effective judicial protection, due
process, presumption of innocence
and right of defence.

Recital 76a
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86a

(76bis) In order to ensure
effective supervision and
enforcement, notably in cases with
a_cross-border dimension,
Member States that have received
a request for mutual assistance
should, to the extent of the
request, take appropriate
supervisory and enforcement
measures in relation to the entity
concerned that provides services
or which has the network and
information system on their

territory.

Recital 77

87

(77) This Directive should
establish cooperation rules between
the competent authorities and the
supervisory authorities in
accordance with Regulation (EU)
2016/679 to deal with
infringements related to personal
data.

(77) This Directive should
establish cooperation rules between
the competent authorities and the
supervisory authorities in
accordance with Regulation (EU)
2016/679 to deal with
infringements related to personal
data.

(77) This Directive should
establish cooperation rules between
the competent authorities and the
supervisory authorities in
accordance with Regulation (EU)
2016/679 to deal with
infringements related to personal
data.

Recital 78

88

(78) This Directive should aim at
ensuring a high level of

(78) This Directive should aim at
ensuring a high level of

(78) This Directive should aim at
ensuring a high level of
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responsibility for the cybersecurity
risk management measures and
reporting obligations at the level of
the organisations. For these
reasons, the management bodies of
the entities falling within the scope
of this Directive should approve
the cybersecurity risk measures and
supervise their implementation.

responsibility for the cybersecurity
risk management measures and
reporting obligations at the level of
the organisations. For these
reasons, the management bodies of
the entities falling within the scope
of this Directive should approve
the cybersecurity risk measures and
supervise their implementation.

responsibility for the cybersecurity
risk management measures and
reporting obligations at the level of
the organisations. For these
reasons, the management bodies of
the entities falling within the scope
of this Directive should approve
the cybersecurity risk measures and
supervise their implementation.

Recital 79

(79) A peer-review mechanism
should be introduced, allowing the
assessment by experts designated
by the Member States of the
implementation of cybersecurity
policies, including the level of
Member States’ capabilities and
available resources.

(79) A peer-review mechanism
should be introduced, allowing the
assessment by independent experts
designated by the Member States,
of the implementation of
cybersecurity policies, including
the level of Member States’
capabilities and available
resources._Peer-reviews can lead to

(79) A peer—review
mechanismpeer-learning system
should be introduced_to help
strengthen mutual trust and learn
from good practices and

experiences, allowing the
assessmentpeer exchanges by
experts designated by the Member
States ofon the implementation of

89 valuable insights and cybersecurity policies, When
recommendations strengthening implementing the peer-learning
the overall cybersecurity system, particular consideration
capabilities. In particular, they should be given to ensure that it
can contribute in facilitating the does not place unnecessary or
transfer of technologies, tools, disproportionate burden on the
measures and processes among relevant Member States’
the Member States involved in the | authorities. The Commission
peer-review, creating a functional | should explore all possibilities to
path for the sharing of best potentially guarantee the financial
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practices across Member States

coverage of the costs that may be

with different levels of maturity in

resulting from the organisation of

cybersecurity, and enabling the

peer learning missions.

establishment of a high, common

Furthermore, the peer-learning

level of cybersecurity across the

system should take account of the

Union. The peer-review should be

results of similar mechanisms,

preceded by a self-assessment by

such as the peer-review system of

the Member State under review,

the CSIRTs network, add value

covering the reviewed aspects and
any additional targeted issues
communicated by the designated

and avoid duplication. The
implementation of the peer-
learning system should be without

experts to the Member State under

prejudice to national or Union

peer-review prior to the
commencement of the process.

laws on protection of confidential
and classified information. Prior

The Commission, in cooperation

to the commencement of the peer-

with ENISA and the Cooperation

learning rounds, —inectndinsthe

Group, should develop templates
for the self-assessment of the

reviewed aspects in order to
streamline the process and avoid

level-of Member States-

bilitic ; L
resourees can carry out a self-
assessment of the relevant aspects.

procedural inconsistencies and

Upon request from the

delays, which Member States
under peer-review should
complete and provide to the
designated experts carrying out

Cooperation Group, ENISA can
provide guidance on the self-

assessment and relevant
templates, where necessary.

the peer-review prior to the
commencement of the peer-review

Member States could decide to
make their respective reports

process. publicly available.
Recital 80
90
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(80) In order to take into account (80) In order to take into account | {86} fr-orderto-takeinto-aecomit
new cyber threats, technological new cyber threats, technological srepepber e eehnolaeiead
developments or sectorial developments or sectorial B
specificities, the power to adopt specificities, the power to adopt sttt pan o ro ey
acts in accordance with Article 290 | acts in accordance with Article 290 | actsin-accordancewith-Articte 290
TFEU should be delegated to the TFEU should be delegated to the b b el e Lo the
Commission in respect of the Commission in respect of the Conpnissionthrespect-of-te
elements in relation to risk elements in relation to elementsin-relation-rto-risk
management measures required by | cybersecurity risk management e S e e e e e
this Directive. The Commission measures and reporting this-Directive—Fhe-Commission
should also be empowered to adopt | ebligations required by this selhrerlebedbie b enpee ooy
delegated acts establishing which Directive. The Commission should | delesated-acts-establishinewhich
categories of essential entities shall | also be empowered to adopt eente e et e el en b f]
be required to obtain a certificate delegated acts establishing which bepegpebeed oo bl e e
and under which specific European | categories of essential and B D e
cybersecurity certification important entities shall be required | eyberseenrity-certification
schemes. It is of particular to obtain a certificate and under sl b e D e e
importance that the Commission which specific European L e e Db
carry out appropriate consultations | cybersecurity certification B
during its preparatory work, schemes. It is of particular R
including at expert level, and that importance that the Commission J e e
those consultations be conducted in | carry out appropriate consultations | experttevel-and-thatthose
accordance with the principles laid | during its preparatory work, ettt b e arde e
down in the Inter-institutional including at expert level, and that el e e e Lo Lol
Agreement of 13 April 2016 on those consultations be conducted in | dewn-inthetnter—institutionedt
Better Law-Making'. In particular, | accordance with the principles laid | Agreementof13-April 2046-0n
to ensure equal participation in the | down in the Inter-institutional Better-Law-M' akingIn-particrlar;
preparation of delegated acts, the Agreement of 13 April 2016 on Fo-ersHEe-egicH-participation-t-the
European Parliament and the Better Law-Making'. In particular, | preparation-of-delegated-aets—the
Council receive all documents at to ensure equal participation in the | EuropeanPartianent-and-the
the same time as Member States' preparation of delegated acts, the Copmpedirnaaieedl bl oamnmn ey
experts, and their experts European Parliament and the thestetine-as-Member-States!
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systematically have access to
meetings of Commission expert
groups dealing with the preparation
of delegated acts.

1.0J L 123,12.5.2016, p. 1.

Council receive all documents at
the same time as Member States'
experts, and their experts
systematically have access to
meetings of Commission expert
groups dealing with the preparation
of delegated acts.

1.0JL 123,12.5.2016, p. 1.

Recital 81

(81) In order to ensure uniform
conditions for the implementation
of the relevant provisions of this
Directive concerning the
procedural arrangements necessary
for the functioning of the

(81) In order to ensure uniform
conditions for the implementation
of the relevant provisions of this
Directive concerning the
procedural arrangements necessary
for the functioning of the

(81) In order to ensure uniform
conditions for the implementation
of the relevant provisions of this
Directive concerning the
procedural arrangements necessary
for the functioning of the

Cooperation Group, the technical Cooperation Group;-thetechnical Cooperation Group, the technical
elements related to risk wlenenpepelatod ot elements related to risk
management measures or the type PR R B B e e e management measures or the type
91 of information, the format and the | efinformation—theformat and the | of information, the format and the
procedure of incident notifications, | procedure of incident notifications, | procedure of incident notifications,
implementing powers should be implementing powers should be the categories of entities that are
conferred on the Commission. conferred on the Commission. 10 be required to use certain
Those powers should be exercised | Those powers should be exercised | certified ICT products, services
in accordance with Regulation in accordance with Regulation and processes, implementing
(EU) No 182/2011 of the European | (EU) No 182/2011 of the European | powers should be conferred on the
Parliament and of the Council.! Parliament and of the Council:!, Commission. Those powers should
be exercised in accordance with
1. Regulation (EU) No 182/2011 of the 1. Regulation (EU) No 182/2011 of the Regulation (EU) No 182/2011 of
European Parliament and of the Council of | European Parliament and of the Council of | 1,4 European Parliament and of the
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16 February 2011 laying down the rules
and general principles concerning
mechanisms for control by the Member
States of the Commission's exercise of
implementing powers (OJ L 55, 28.2.2011,

p- 13).

16 February 2011 laying down the rules
and general principles concerning
mechanisms for control by the Member
States of the Commission's exercise of
implementing powers (OJ L 55, 28.2.2011,

p- 13).

Council.!

1. Regulation (EU) No 182/2011 of the
European Parliament and of the Council of
16 February 2011 laying down the rules
and general principles concerning
mechanisms for control by the Member
States of the Commission's exercise of
implementing powers (OJ L 55, 28.2.2011,

p. 13).

Recital 82

92

(82) The Commission should
periodically review this Directive,
in consultation with interested
parties, in particular with a view to
determining the need for
modification in the light of changes
to societal, political, technological
or market conditions.

(82) The Commission should
periodically review this Directive,
in consultation with interested
parties, in particular with a view to

determining the-need-for
modificationwhether it is
appropriate to propose
amendments in the light of
changes to societal, political,
technological or market conditions.
As part of those reviews, the
Commission should assess the
relevance of the sectors,
subsectors and types of entities
referred to in the annexes for the
functioning of the economy and

society in relation to cybersecurity.

The Commission should assess,
inter alia, whether digital
providers that are classified as

(82) The Commission should
periodically review this Directive,
in consultation with interested
parties, in particular with a view to
determining the need for
modification in the light of changes
to societal, political, technological
or market conditions.
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very large online platforms within
the meaning of Article 25 of
Regulation (EU) XXXX/XXXX
[Single Market For Digital
Services (Digital Services Act) or
as gatekeepers as defined in
Article 2, point 1 of Regulation
(EU) XXXX/XXXX [Contestable
and fair markets in the digital
sector (Digital Markets Act)],
should be designated as essential
entities under this Directive.
Furthermore, the Commission
should assess whether it is
appropriate to amend Annex I to
the Directive 2020/1828 of the
European Parliament and of the
Council' by adding a reference to
this Directive.

1. Directive 2020/1828 of the European
Parliament and of the Council of 25
November 2020 on representative actions
for the protection of the collective

interests of consumers and repealing
Directive 2009/22/EC (0OJ L 409,
4.12.2020, p.1).

Recital 82a
(82a) This Directive lays down
92a ; .
cybersecurity requirements for
Member States as well as essential
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ANNEX JAL2 EN



Commission Proposal +

EP Mandate

Council Mandate

Draft Agreement

and important entities established
in the Union. Those cybersecurity
requirements should also be
applied by the Union institutions,
bodies, offices and agencies on the
basis of a Union legislative act.

Recital 82b

92b

(82b) This Directive creates new
tasks for ENISA, thereby
enhancing its role, and could also
result in ENISA being required to
carry out its existing tasks under
Regulation (EU) 2019/881 to a
higher standard than before. In
order to ensure that ENISA has
the necessary financial and
human resources to carry out
existing and new activities under
its tasks, as well as to satisfy any
higher standard resulting from its
enhanced role, its budget should
be increased accordingly. In
addition, in order to ensure the
efficient use of resources, ENISA
should be given greater flexibility
in the way that it is permitted to
allocate resources internally, so as
to enable it to carry out its tasks,
and to satisfy expectations,
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effectively.

Recital 83

(83) Since the objective of this
Directive, namely to achieve a high
common level of cybersecurity in
the Union, cannot be sufficiently
achieved by the Member States but
can rather, by reason of the effects
of the action, be better achieved at
Union level, the Union may adopt

(83) Since the objective of this
Directive, namely to achieve a high
common level of cybersecurity in
the Union, cannot be sufficiently
achieved by the Member States but
can rather, by reason of the effects
of the action, be better achieved at
Union level, the Union may adopt

(83) Since the objective of this
Directive, namely to achieve a high
common level of cybersecurity in
the Union, cannot be sufficiently
achieved by the Member States but
can rather, by reason of the effects
of the action, be better achieved at
Union level, the Union may adopt

93 measures, in accordance with the measures, in accordance with the measures, in accordance with the
principle of subsidiarity as set out | principle of subsidiarity as set out | principle of subsidiarity as set out
in Article 5 of the Treaty on in Article 5 of the Treaty on in Article 5 of the Treaty on
European Union. In accordance European Union. In accordance European Union. In accordance
with the principle of with the principle of with the principle of
proportionality as set out in that proportionality as set out in that proportionality as set out in that
Article, this Directive does not go | Article, this Directive does not go | Article, this Directive does not go
beyond what is necessary in order | beyond what is necessary in order | beyond what is necessary in order
to achieve that objective. to achieve that objective. to achieve that objective.
Recital 84
(84) This Directive respects the (84) This Directive respects the (84) This Directive respects the
fundamental rights, and observes fundamental rights, and observes fundamental rights, and observes
94 the principles, recognised by the the principles, recognised by the the principles, recognised by the
Charter of Fundamental Rights of | Charter-of Fundamental Rishtsof | Charter of Fundamental Rights of
the European Union, in particular theEunropeantnion, in particular | the European Union, in particular
the right to respect for private life | the right to respect for private life | the right to respect for private life
and communications, the and communications, the and communications, the
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protection of personal data, the

freedom to conduct a business, the
right to property, the right to an
effective remedy before a court and
the right to be heard. This
Directive should be implemented
in accordance with those rights and
principles,

protection of personal data, the
freedom to conduct a business, the
right to property, the right to an
effective remedy before a court and
the right to be heard. This includes
the right to an effective remedy
before a court for the recipients of
services provided by essential and
important entities. This Directive
should be implemented in
accordance with those rights and
principles;,

protection of personal data, the

freedom to conduct a business, the
right to property, the right to an
effective remedy before a court and
the right to be heard. This
Directive should be implemented
in accordance with those rights and
principles,

Formula
95 HAVE ADOPTED THIS HAVE ADOPTED THIS HAVE ADOPTED THIS
DIRECTIVE: DIRECTIVE: DIRECTIVE:
CHAPTER |
9 CHAPTER 1 CHAPTER I CHAPTER I
General provisions General provisions General provisions
Article 1
97 Article 1 Article 1 Article 1
Subject matter Subject matter Subject matter
Article 1(1)
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1. This Directive lays down 1. This Directive lays down 1. This Directive lays down
measures with a view to ensuring a | measures with a view to ensuring a | measures with a view to ensuring a
08 high common level of high common level of high common level of
cybersecurity within the Union. cybersecurity within the Union. cybersecurity within the Union_so
as to improve the functioning of
the internal market.
Article 1(2), introductory part
99 2. To that end, this Directive: 2. To that end, this Directive: 2. To that end, this Directive:
Article 1(2), point (a)
(a) lays down obligations on (a) lays down obligations on (a) lays down obligations on
Member States to adopt national Member States to adopt national Member States to adopt national
cybersecurity strategies, designate | cybersecurity strategies, designate cybersecurity strategies, designate
100 competent national authorities, competent national authorities, competent national authorities,
single points of contact and single points of contact and single points of contact and
computer security incident computer security incident computer security incident
response teams (CSIRTs); response teams (CSIRTs); response teams (CSIRTSs);
Article 1(2), point (b)
(b) lays down cybersecurity risk (b) lays down cybersecurity risk (b) lays down cybersecurity risk
management and reporting management and reporting management and reporting
101 obligations for entities of a type obligations for entities of a type obligations for entities of a type
referred to as essential entities in referred to as essential entities in referred to as-essentialentitiesin
Annex I and important entities in Annex I and important entities in Annexin Annexes 1 and-important
Annex II; Annex II; et e
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Article 1(2), point (c)
(c) lays down obligations on (c) lays down obligations on (c) lays down rules and
102 cybersecurity information sharing. | cybersecurity information sharing. | obligations on cybersecurity
information sharing.
Article 1(2), point (ca)
(ca) lays down supervision and
102a enforcement obligations on
Member States.
Article 2
Article 2 Article 2 Article 2
103
Scope Scope Scope
Article 2(1)
1. This Directive applies to public | 1. This Directive applies to public | 1. This Directive applies to public
and private entities of a type and private essential and and private entities of a-tpe
referred to as essential entities in important entities of a type peferred e e i
104 Annex [ and as important entities referred to as essential entities in Arexdand-asimportant-entities
in Annex II. This Directive does Annex I and as important entities e e D et
not apply to entities that qualify as | in Annex I that provide their bt e e
micro and small enterprises within | services or carry out their e e
the meaning of Commission activities within the Union. This et e e e
Recommendation 2003/361/EC.! Directive does not apply to entitics | Recommendation2003/364/Cthe
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1. Commission Recommendation
2003/361/EC of 6 May 2003 concerning
the definition of micro, small and medium-
sized enterprises (OJ L 124, 20.5.2003, p.
36).

: e ;

ofsmall enterprises or
microenterprises within the
meaning of Article 2(2) and (3) of

types listed in Annexes I and 11
which meet or exceed the ceilings
for medium-sized enterprises

within the meaning of
Commission Recommendation

the Annex to Commission
Recommendation 2003/361/ECL*
Article 3(4) of the Annex of that

2003/361/EC". Article 3(4) and
Article 6(2) second and third
subparagraphs of the Annex to

Recommendation is not
applicable.

1. Commission Recommendation
2003/361/EC of 6 May 2003 concerning
the definition of micro, small and medium-
sized enterprises (OJ L 124, 20.5.2003, p.
36).

that Recommendation shall not
apply for the purposes of this
Directive.”

1. Commission Recommendation
2003/361/EC of 6 May 2003 concerning
the definition of micro, small and medium-
sized enterprises (OJ L 124, 20.5.2003, p.
36).

Article 2

(2), introductory part

2. However, regardless of their
size, this Directive also applies to

2. -However—Regardless of their
size, this Directive also applies to

2. -However—Regardless of their
ce_this Direetivee] L

105 entities referred to in Annexes I e tothe size of the entities referred to
and II, where: and-Hessential and important in Annexes{-andtLparagraph 1,
entities, where: this Directive also applies where:
Article 2(2), point (a), introductory part
106 (a) the services are provided by (a) the services are provided by (a) the services are provided by
one of the following entities: one of the following entities: one of the following entities:
5163/22 EB/ip, pf 148
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Article 2(2), point (a)(i)
(i) public electronic (1) public electronic (1) providers of public electronic
communications networks or communications networks or communications networks or
107 | publicly available electronic publicly available electronic publicly available electronic
communications services referred communications services referred communications services referred
to in point 8 of Annex I; to in point 8 of Annex I; to in point 8 of Annex I;
Article 2(2), point (a)(ii)
(i1) trust service providers referred | (ii) trust service providers referred | (ii) gualified trust service
108 | to point 8 of Annex I; to point 8 of Annex I; providers referred to_in point $XX
of Annex I;
Article 2(2), point (a)(lla)
iii non-qualified trust service
108a providers referred to in point XX
of Annex I}
Article 2(2), point (a)(iii)
(iii) top-level domain name (iii) top—level domain name (#iiv) top—level domain name
109 registries and domain name system | registries and domain name system | registries-ard-donainremesysten
(DNS) service providers referred to | (DNS) service providers referred to | (BNS)service providers-_referred
in point 8 of Annex I; in point 8 of Annex I; to in point 8 of Annex [;
Article 2(2), point (b)
110
5163/22 EB/ip, pf 149
ANNEX JAL2 EN



Commission Proposal +

EP Mandate Council Mandate Draft Agreement
Annexes
(b) the entity is a public (b) the entity is a public i the-enti—is-a-prblie
administration entity as defined in | administration entity as defined in | edministration-entity-as-defined-in
point 23 of Article 4; point 23 of Article 4; et e e L
Article 2(2), point (c)
(c) the entity is the sole provider (c) the entity is the sole provider (c) the entity is the sole provider
of a service in a Member State; of a service in a Member State; in_ a Member State of a service
111 which is essential for the
maintenance of critical societal or
economic activitiesof-a—servicein
a-Member-State;
Article 2(2), point (d)
(d) apotential disruption of the (d) a petentiat-disruption of the (d) a potential disruption of the
service provided by the entity service provided by the entity service provided by the entity
112 | could have an impact on public could have an impact on public could have arasignificant impact
safety, public security or public safety, public security or public on public safety, public security or
health; health; public health;
Article 2(2), point (e)
(e) a potential disruption of the (e) a potentiat-disruption of the (e) a potential disruption of the
service provided by the entity service provided by the entity service provided by the entity
13 could induce systemic risks, in could induce systemic risks, in could induce a significant systemic
particular for the sectors where particular for the sectors where risks, in particular for the sectors
such disruption could have a cross- | such disruption could have a cross- | where such disruption could have a
border impact; border impact; cross-border impact;
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Article 2(2), point (f)
(f) the entity is critical because of | (f) the entity is critical because of | f} the-entity-is-—critical-becanseof
its specific importance at regional | its specific importance at regional | itsspecificimportance-atregionat
14 | °F national level for the particular or national level for the particular ettt el for-tio-perticlar
sector or type of service, or for sector or type of service, or for B T T
other interdependent sectors in the | other interdependent sectors in the | etherinterdependentsectors—inthe
Member State; Member State; Member-Steter:
Article 2(2), point (g)
(g) the entity is identified as a (g) the entity is identified as a (g) the entity is identified as a
critical entity pursuant to Directive | critical entity pursuant to Directive | critical entity pursuant to Directive
(EU) XXXX/XXXX of the (EU) XXXX/XXXX of the (EU) XXXX/XXXX of the
European Parliament and of the European Parliament and of the European Parliament and of the
Council' [Resilience of Critical Council' [Resilience of Critical Council! [Resilience of Critical
115 Entities Directive], or as an entity Entities Directive], or as an entity | Entities Directive], [or as an entity
equivalent to a critical entity equivalent to a critical entity equivalent to a critical entity
pursuant to Article 7 of that pursuant to Article 7 of that pursuant to Article 7 of that
Directive. Directive. Directive/.
1. [insert the full title and OJ publication 1. [insert the full title and OJ publication 1. [insert the full title and OJ publication
reference when known]| reference when known| reference when known]
Article 2(2), first paragraph -a
2a Regardless of their size, this
Directive also applies to public
115a — ; ™
administration entities of central
governments recognised as such
in_a Member State in accordance
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with national law and referred to
in point 9 of Annex I. Member
States may establish that this
Directive also applies to public
administration entities at regional
and local levels.

Article 2(2), first paragraph

Member States shall establish a list | Member-States-shati-establish-alist | Member-States-shatl-establish-a-list
of entities identified pursuant to of-entities—identified-pursteri—+o of-entities—identified-purstaii-to
points (b) to (f) and submit it to the | points{b)to{H-and-submititto-the | points{bto{p-and-submititto-the
Commission by [6 months after the | Conmmnissionby-f6-monthsafterthe | Commissionby-f6-months-afterthe
116 | transposition deadline]. Member et e e e s tret it g e e b
States shall review the list, on a Startes—sheddireviewthe list—on-a Stertes-shattrevievw-the-list-on-
regular basis, and at least every e porlene benie e Lo T
two years thereafter and, where e T frporeerehereadioe oo el
appropriate, update it. appropriate—update-it: appropriate—update-it:

Article 2(2), first paragraph a

By ... [6 months after the
transposition deadline], Member
States shall establish a list of
essential and important entities,
116a including the entities referred to
in paragraph 1 and the entities
identified pursuant to paragraph
2, points (b) to (f) and Article 24
(1). Member States shall review
and, where appropriate update,
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that list, on_a regular basis, and at
least every two years thereafter.

Article 2

(2), first paragraph b

116b

Member States shall ensure that
essential and important entities
submit at least the following
information to competent
authorities:

(a) the name of the entity;

(b) address and up-to-date
contact details, including email
addresses, IP ranges, telephone
numbers; and

(¢) the relevant sector(s) and
subsector(s) referred to in
Annexes I and 11.

The essential and important
entities shall notify any changes to
the details submitted pursuant to
the first subparagraph without
delay, and, in any event, within
two weeks from the date on which
the change takes effect. To that
end, the Commission, with the
assistance of ENISA, shall
without undue delay issue
guidelines and templates
regarding the obligations set out
in this paragraph.
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Article 2(2), first paragraph c
By .../6 months after the
transposition deadline] and every
two years thereafter, Member
States shall notify:
(a) the Commission and the
Cooperation Group of the number
116c of all essential and important
entities identified for each sector
and subsector referred to in
Annexes I and 11, and
(b) the Commission, of the
names of the entities identified
pursuant to paragraph 2, points
(b) to ().
Article 2(3)
3. This Directive is without 3. This Directive is without 3. This Directive is without
prejudice to the competences of prejudice to the competences of prejudice to the competences-of
Member States concerning the Member States concerning the Member-States-conecerningthe
maintenance of public security, maintenance of public security, e e e e L
defence and national security in defence and national security in detence-and-nationad-securit-in
117 . . . . . . . . .
compliance with Union law. compliance with Union law. eompliareerith-Lhion
taewMember States' responsibilities
to safeguard national security or
their power to safeguard other
essential State functions,
including ensuring the territorial
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integrity of the State and

maintaining law and order.

Article 2

(3a), introductory part

117a

3a. (1) This Directive does not
apply to:

Article 2

(3a), point (a), introductory part

117b

(a) entities that fall outside the
scope of Union law and in any
event all entities that mainly carry
out activities in the areas of
defence, national security, public
security or law enforcement
regardless of which entity is
carrying out those activities and
whether it is a public entity or a
private entity, without prejudice to

point (2);

Article 2

(3a), point (a)(1), introductory part

117c

(b) entities that carry out
activities in the areas of the
judiciary, parliaments or central

banks.
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Article 2(3a), point (a)(1)(i), introductory part

117d

(2) Where public administration
entities carry out activities in these
areas only as part of their overall
activities, they shall be excluded in

their entirety from the scope of
this Directive.

Article 2(3a), point (a)(1)(i), first indent

117e

Article 2(3b), introductory part

117f

3aa. This Directive does not apply
to:

Article 2(3b), point (a)

(i) activities of entities which fall
outside the scope of Union law
and in any event all activities
concerning national security or

13 defence, regardless of which entity
is carrying out those activities and
whether it is a public entity or a
private entity;
5163/22 EB/ip, pf 156
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(3b), point (b)

117h

(ii) activities of entities in the
judiciary, the parliaments, central

banks and in the area of public
security, including public
administration entities carrying
out law enforcement activities for
the purposes of the prevention,
investigation, detection or
prosecution of criminal offences
or the execution of criminal

penalties.

Article 2

(3¢)

1171

3aaa. The obligations laid down
in this Directive do not entail the
supply of information the
disclosure of which is contrary to
the Member States’ essential
interests of national security,
public security or defence.

Article 2

(3d)

117]

3aaaa. This Directive is without
prejudice to Union law on the
protection of personal data, in
particular Regulation (EU)
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2016/679 and Directive
2002/58/EC.

Article 2

(3e)

117k

3b. This Directive does not apply
to entities which are exempted
from the Regulation (EU)

XXXX/XXXX of the European
Parliament and of the Council
[the DORA Regulation] in
accordance with Art 2 para 4 of
the DORA Regulation.

Article 2

(4)

4. This Directive applies without
prejudice to Council Directive
2008/114/EC' and Directives
2011/93/EU? and 2013/40/EU? of
the European Parliament and of the
Council.

4. This Directive applies without
prejudice to Council Directive
2008/114/EC' and Directives
2011/93/EU*and, 2013/40/EU?
and 2002/58/EC* of the European
Parliament and of the Council.

4. This Directive applies without
prejudice to Council-Directive
200841 4/EC-and-Directives
2011/93/EU and 2013/40/EU* of
the European Parliament and of the
Council.

118 - - -
1. Council Directive 2008/114/EC of 8 1. Council Directive 2008/114/EC of 8 1. Couneit-Directive 2008HH4ECo0f-8
December 2008 on the identification and December 2008 on the identification and B e
designation of European critical designation of European critical el ol e e el
infrastructures and the assessment of the infrastructures and the assessment of the it o bh o s o Dl
need to improve their protection (OJ L 345, | need to improve their protection (OJ L 345, | need-to-improve-their-protection(OF L
23.12.2008, p. 75). 23.12.2008, p. 75). P —p—7532011/93/EU of the
2. Directive 2011/93/EU of the European 2. Directive 2011/93/EU of the European European Parliament and of the Council
Parliament and of the Council of 13 Parliament and of the Council of 13 of 13 December 2011 on combating the
December 2011 on combating the sexual December 2011 on combating the sexual sexual abuse and sexual exploitation of
5163/22 EB/ip, pf 158
ANNEX JAL2 EN



Commission Proposal +

Annexes

EP Mandate

Council Mandate

Draft Agreement

abuse and sexual exploitation of children
and child pornography, and replacing
Council Framework Decision
2004/68/JHA (OJ L 335, 17.12.2011, p. 1).
3. Directive 2013/40/EU of the European
Parliament and of the Council of 12
August 2013 on attacks against
information systems and replacing Council
Framework Decision 2005/222/JHA (OJ L
218, 14.8.2013, p. 8).

abuse and sexual exploitation of children
and child pornography, and replacing
Council Framework Decision 2004/68/JHA
(OJ L 335,17.12.2011, p. 1).

3. Directive 2013/40/EU of the European
Parliament and of the Council of 12 August
2013 on attacks against information
systems and replacing Council Framework
Decision 2005/222/JHA (OJ L 218,
14.8.2013, p. 8).

4. Directive 2002/58/EC of the European

children and child pornography, and
replacing Council Framework Decision
2004/68/JHA (OJ L 335, 17.12.2011, p.
1.

2. Directive 204+/93/402013/40/EU of the
European Parliament and of the Council of
ehitdren-and-chitd pornography 12 August
2013 on attacks against information
systems and replacing Council Framework

Parliament and of the Council of 12 July
2002 concerning the processing of
personal data and the protection of

privacy in the electronic communications

Decision 200468 HIAHOS 335
1712 200—p—n 2005/222/JHA (OJ L
218, 14.8.2013, p. 8).

3. Divective 204340 L-afthe-Europeair

sector (Directive on privacy and electronic | Partiament-and-ofthe-Couneil-of 42
communications) (OJ L 201, 31.7.2002, p. | Aunsust2043-on-attacks-aeainst
37), ot  nd ronlacing Comel
F’Agnqe* ‘Srle g |9§i§i9n 2‘ ‘ 54 )29 /!( 1H4 f‘ ) ] l
Article 2(5)
5. Without prejudice to Article 5. Without prejudice to Article 346 | 5. Without prejudice to Article
346 TFEU, information that is TFEU, information that is 346 TFEU, information that is
confidential pursuant to Union and | confidential pursuant to Union and | confidential pursuant to Union and
national rules, such as rules on national rules, such as rules on national rules, such as rules on
business confidentiality, shall be business confidentiality, shall be business confidentiality, shall be
119 | exchanged with the Commission exchanged with the Commission exchanged with the Commission
and other relevant authorities only | and other relevant authorities only | and other relevant authorities
where that exchange is necessary where that exchange is necessary according to this Directive only
for the application of this for the application of this where that exchange is necessary
Directive. The information Directive. The information for the application of this
exchanged shall be limited to that | exchanged shall be limited to that | Directive. The information
which is relevant and proportionate | which is relevant and proportionate | exchanged shall be limited to that
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to the purpose of that exchange.
The exchange of information shall
preserve the confidentiality of that
information and protect the
security and commercial interests
of essential or important entities.

to the purpose of that exchange.
The exchange of information shall
preserve the confidentiality of that
information and protect the
security and commercial interests
of essential or important entities.

which is relevant and proportionate
to the purpose of that exchange.
The exchange of information shall
preserve the confidentiality of that
information and protect the
security and commercial interests
of essential or important entities.

Article 2

(6)

6. Where provisions of sector—

6. Where provisions of sector—

specific acts of Union law require specific acts of Union law require | specific-actsof Unionlawrequire
essential or important entities essential or important entities et e e
either to adopt cybersecurity risk either-to adopt cybersecurity risk B e
management measures or to notify | management measures or to notify | manacementmeasres-ortorotify
incidents or significant cyber incidents-o#significant-cyber frreidert e b
threats, and where those threats, and where those Hireats—and-where-those
requirements are at least equivalent | requirements are at least equivalent | reguirementsare-atteast
in effect to the obligations laid in effect to the obligations laid ecortbred et el ee ot
120 down in this Directive, the relevant | down in this Directive, the relevant | eblisationslaid-dovwninthis

provisions of this Directive, provisions of this Directive, B e e e
including the provision on including the provision on b D e et e et
supervision and enforcement laid supervision and enforcement laid PR e e e
down in Chapter VI, shall not down in Chapter VI, shall not bt b o Dl
apply. apply._The Commission shall, i —shedinorappie:

without undue delay, issue

guidelines in relation to the

implementation of the sector—

specific acts of Union law in order

to ensure that cybersecurity

requirements established by this
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Directive are fulfilled by those acts
and that there is no overlap or
legal uncertainty. When preparing
those guidelines, the Commission
shall take into account the best
practices and expertise of ENISA
and the Cooperation Group.

Article 2

(6a)

120a

6a. Essential and important
entities, CSIRTs and providers of
security technologies and services,
shall process personal data, to the
extent strictly necessary and
proportionate for the purposes of
cybersecurity and network and
information security, to meet the
obligations set out in this
Directive. That processing of
personal data under this Directive
shall be carried out in compliance
with Regulation (EU) 2016/679, in
particular Article 6 thereof.

Article 2

(6b)

120b

6b. The processing of personal
data pursuant to this Directive by
providers of public electronic

communications networks or

5163/22
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providers of publicly available

electronic communications
referred to in Annex I, point 8,
shall be carried out in accordance
with Directive 2002/58/EC.

Article 2a

120c

Article 2bis
Essential and important entities

Article 2a(1), introductory part

120d

1. Ofthe entities to which this
Directive applies, the following
shall be considered essential:

Article 2a(1), point (a)

120e

(i) entities of a type provided for
in points 1 to 8a and 10 of Annex
1 to this Directive which exceed
the ceilings for medium-sized
enterprises as defined in
Commission Recommendation
2003/361/EC;

Article 2a(1), point (b)

120f
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Article 2a(1), point (c)

120g

(iii) entities referred to in Article
2(2), points (a) (ii) and (iv) of this
Directive, irrespective of the size;

Article 2a(1), point (d)

120h

(iv) entities referred to in Article
2(2) point (2) and Article 2(2a) of
this Directive, irrespective of the
size;

Article 2a(1), point (e)

(v) if established by the Member
States, entities which the Member
States identified before the entry

1201 into force of this Directive as
operators of essential services in
accordance with Directive (EU)
2016/1148 or national law;
Article 2a(1), point (f)
120; (vi) entities which exceed the
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ceilings for medium-sized
enterprises as defined in
Commission Recommendation
2003/361/EC of the type provided
for in Annex II that Member

States determine that are essential
on _the basis of criteria referred to
in Article 2(2), points (c) to (e);

Article 2

a(1), point (g)

(vii) medium-sized entities within
the meaning of Commission
Recommendation 2003/361/EC

120k that Member States determine that
are essential on the basis of
criteria referred to in Article 2(2),
points (c) to (e);
Article 2a(1), point (h)

(viii) micro or small-sized entities
within the meaning of
Commission Recommendation
2003/361/EC provided for in

1201 paragraph (2), point (a) (i) or
identified pursuant to paragraph
(2), points (c) to (e) of this Article
that Member States determine that
are essential on the basis of
national risk assessments.
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Article 2

a(2), introductory part

120m

2. The entities to which this
Directive applies, the following
shall be considered important

entities:

Article 2

a(2), point (a)

120n

(i) entities of a type provided for
in Annex I to this Directive which
qualify as medium-sized
enterprises within the meaning of
Commission Recommendation
2003/361/EC and entities of the
type provided for in Annex Il
which meet or exceed the ceilings
for medium-sized enterprises

within the meaning of
Commission Recommendation
2003/361/EC’ g

1. Commission Recommendation
2003/361/EC of 6 May 2003 concerning
the definition off micro, small and

medium-sized enterprises (0OJ L 124,

20.5.2003, p. 36).

Article 2

a(2), point (b)
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1200

(ii) entities referred to in Article
2(2) point (iii) of this Directive,
irrespective of the size;

Article 2

a(2), point (c)

120p

(iii) small and micro entities
referred to in Article 2(2) (a) (i);

Article 2

a(2), point (d)

(iv) small and micro entities that
Member States determine that are

i important entities on the basis of
Article 2(2)(c) to (e).
Article 2b
Article 2a
12 Notification mechanisms
Article 2b(1)
1. Member States may establish
national mechanism for self-
120s : . :
notification that require all
entities under the scope of this
Directive to submit at least their
5163/22 EB/ip, pf 166
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sector in which they operate or
type of service that they provide
and, where applicable, the list of
Member States where they provide
services subject to this Directive,
to the competent authorities under
this Directive or bodies designated
for this purpose by the Member

States.

Draft Agreement

Article 2

b(2)

120t

2. Member States shall submit to
the Commission in relation to the
entities that they identified

pursuant to Article 2(2) points (b)

to (e), at least relevant
information on the number of
identified entities, the sector they
belong to or type of service they
provide as per the Annexes, and

the specific provision(s) of Article
2(2) based on which they were
identified by [12 months after the
transposition deadline of this
Directive]. Member States shall
review this information on a
regular basis, and at least every
two years thereafter and, where
appropriate, update it.
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Article 2

120u

Article 2b
Sector-specific Union acts

Article 2

c(1)

120v

1. Where sector—specific Union
legal acts _require essential or
important entities to adopt
cybersecurity risk management
measures or to notify significant
incidents or cyber threats, and
where those requirements are at
least equivalent in effect to the
obligations laid down in this
Directive, the relevant provisions
of this Directive, including the
provisions on supervision and

enforcement laid down in Chapter
VI, shall not apply to such entities.

If sector-specific Union legal acts
do not cover all entities in a
specific sector falling within the
scope of this Directive, the
relevant provisions of this
Directive shall continue to apply
to the entities not covered by those
sector-specific provisions.
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Article 2¢(2), introductory part

2. The requirements referred in
paragraph 1 of this Article shall
be considered equivalent in _effect
to the obligations laid down in this
Directive if the respective sector
specific Union act provides for
immediate access, where
appropriate automatic and direct,
to the incident notifications by the
competent authorities under this

Directive or the designated

CSIRTs and if:

120w

Article 2¢(2), point (a)

(a) cybersecurity risk
management measures, are at
120x least equivalent in effect to those
laid down in Article 18 (1) and (2)
of this Directive; or

Article 2¢(2), point (b)

(b) requirements to notify
significant incidents are at least
equivalent in effect to those laid
down in Article 20 (1) to (6).

120y
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3. The Commission shall
periodically review the application
of the equivalent effect
requirements provided for in
paragraphs 1 and 2 of this Article

Minimum harmonisation

Minimum harmonisation

120z in relation to sector-specific
provisions of Union legal acts.
The Commission shall consult the
Cooperation Group and ENISA
when preparing those periodical
reviews.

Article 3
121 Article 3 Article 3 Article 3

Minimum harmonisation

Article 3, first paragraph

Without prejudice to their other
obligations under Union law,
Member States may, in accordance

Without prejudice to their other
obligations under Union law,
Member States may, in accordance

Without prejudice to their other
obligations under Union law,
Member States may, in-aecordance

122 | with this Directive, adopt or with this Directive, adopt or with-thisDireetive—adopt or
maintain provisions ensuring a maintain provisions ensuring a maintain provisions ensuring a
higher level of cybersecurity. higher level of cybersecurity. higher level of cybersecurity_in the
areas covered by this Directive.
Article 4
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123 Article 4 Article 4 Article 4
Definitions Definitions Definitions
Article 4, first paragraph, introductory part
124 For the purposes of this Directive, | For the purposes of this Directive, | For the purposes of this Directive,
the following definitions apply: the following definitions apply: the following definitions apply:
Article 4, first paragraph, point (1), introductory part
125 (1) ‘network and information (1) ‘network and information (1) ‘network and information
system’ means: system’ means: system’ means:
Article 4, first paragraph, point (1)(a)
(a) an electronic communications | (a) an electronic communications | (a) an electronic communications
126 network within the meaning of network within the meaning of network within the meaning of
Article 2(1) of Directive (EU) Article 2(1) of Directive (EU) Article 2(1) of Directive (EU)
2018/1972; 2018/1972; 2018/1972;
Article 4, first paragraph, point (1)(b)
(b) any device or group of inter— (b) any device or group of inter— (b) any device or group of inter—
connected or related devices, one connected or related devices, one connected or related devices, one
127 | or more of which, pursuant to a or more of which, pursuant to a or more of which, pursuant to a
program, perform automatic program, perform automatic program, perform automatic
processing of digital data; processing of digital data; processing of digital data;
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Article 4, first paragraph, point (1)(c)
(c) digital data stored, processed, (c) digital data stored, processed, (c) digital data stored, processed,
retrieved or transmitted by retrieved or transmitted by retrieved or transmitted by

128 elements covered under points (a) | elements covered under points (a) | elements covered under points (a)

and (b) for the purposes of their and (b) for the purposes of their and (b) for the purposes of their
operation, use, protection and operation, use, protection and operation, use, protection and
maintenance; maintenance; maintenance;

Article 4, first paragraph, point (2)
(2) ‘security of network and (2) ‘security of network and (2) ‘security of network and
information systems’ means the information systems’ means the information systems’ means the
ability of network and information | ability of network and information | ability of network and information
systems to resist, at a given level of | systems to resist, at a given level of | systems to resist, at a given level of
confidence, any action that confidence, any action that confidence, any aetion-that
compromises the availability, compromises the availability, eompronisesevent that may

129 | authenticity, integrity or authenticity, integrity or compromise the availability,

confidentiality of stored or confidentiality of stored or authenticity, integrity or
transmitted or processed data or the | transmitted or processed data or the | confidentiality of stored or
related services offered by, or related services offered by, or transmitted or processed data or of
accessible via, those network and accessible via, those network and the related-services offered by, or
information systems; information systems; accessible via, those network, and
information systems;
Article 4, first paragraph, point (2a)

1292 (2a) ‘electronic communications
services’ means electronic
communications services within
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the meaning of Article 2(4) of
Directive (EU) 2018/1972;
Article 4, first paragraph, point (3)
(3) ‘cybersecurity’ means (3) ‘cybersecurity’ means (3) ‘cybersecurity’ means
cybersecurity within the meaning cybersecurity within the meaning cybersecurity within the meaning
of Article 2(1) of Regulation (EU) | of Article 2(1) of Regulation (EU) | of Article 2(1) of Regulation (EU)
2019/881 of the European 2019/881 of the European 2019/881 of the European
Parliament and of the Council’; Parliament and of the Council; Parliament and of the Council’;
130 1. Regulation (EU) 2019/881 of the 1. Regulation (EU) 2019/881 of the 1. Regulation (EU) 2019/881 of the
European Parliament and of the Council of | European Parliament and of the Council of | European Parliament and of the Council of
17 April 2019 on ENISA (the European 17 April 2019 on ENISA (the European 17 April 2019 on ENISA (the European
Union Agency for Cybersecurity and on Union Agency for Cybersecurity and on Union Agency for Cybersecurity and on
information and communications information and communications information and communications
technology cybersecurity certification and technology cybersecurity certification and technology cybersecurity certification and
repealing Regulation (EU) No 526/2013 repealing Regulation (EU) No 526/2013 repealing Regulation (EU) No 526/2013
(Cybersecurity Act)(OJ L 151, 7.6.2019, (Cybersecurity Act)(OJ L 151, 7.6.2019, (Cybersecurity Act)(OJ L 151, 7.6.2019,
p-15). p-15). p-15).
Article 4, first paragraph, point (4)
(4) ‘national strategy on (4) ‘national strategy on (4) ‘national stratesy-on
cybersecurity’ means a coherent cybersecurity’ means a coherent cybersecurity- strategy means a
framework of a Member State framework of a Member State coherent framework of a Member
131 providing strategic objectives and | providing strategic objectives and | State providing_a governance to
priorities on the security of priorities on the security of achieve strategic objectives and
network and information systems network and information systems priorities en-the-security-of network
in that Member State; in that Member State; and-informeation-systemsin the area
ofcybersecurity in that Member
State;
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Article 4, first paragraph, point (4a)

131a

(4da) ‘near miss’ means an event
which could have compromised
the availability, authenticity,
integrity or confidentiality of data,

or could have caused harm, but
was successfully prevented from
producing their negative impact;

Article 4, first paragraph, point (5)

132

(5) ‘incident’ means any event
compromising the availability,
authenticity, integrity or
confidentiality of stored,
transmitted or processed data or of
the related services offered by, or
accessible via, network and
information systems;

(5) ‘incident’ means any event
compromising the availability,
authenticity, integrity or
confidentiality of stored,
transmitted or processed data or of
the related services offered by, or
accessible via, network and
information systems;

(5) ‘incident’ means any event
compromising the availability,
authenticity, integrity or
confidentiality of stored,
transmitted or processed data or of
therefated-_services offered by, or
accessible via, network and
information systems;

Article 4, first paragraph, point (5a)

(5a) ‘large-scale cybersecurity
incident’ means an incident with a

132a significant impact on at least two
Member States or whose
disruption exceeds a Member
State’s capacity to respond to it.
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Article 4, first paragraph, point (6)

133

(6) ‘incident handling’ means all
actions and procedures aiming at
detection, analysis and containment
of and a response to an incident;

(6) ‘incident handling” means all
actions and procedures aiming at
prevention, detection, analysis, and
containment of and a response to
an incident;

(6) ‘incident handling’ means all
actions and procedures aiming at
detection, analysis and containment
of and a response to an incident;

Article 4, first paragraph, point (6a)

(6a) ‘risk’ means the potential for
loss or disruption caused by an
incident and shall be expressed as

133a a combination of the magnitude of
such loss or disruption and the
likelihood of occurrence of said
incident.
Article 4, first paragraph, point (7)

(7) ‘cyber threat’ means a cyber

(7) ‘cyber threat’ means a cyber

(7) ‘cyber threat” means a cyber

134 | threat within the meaning Article threat within the meaning Article threat within the meaning Article
2(8) of Regulation (EU) 2019/881; | 2(8) of Regulation (EU) 2019/881; | 2(8) of Regulation (EU) 2019/881,;
Article 4, first paragraph, point (7a)
134a (7a) ‘significant cyber threat’
means a cyber threat which, based
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on_its technical characteristics,
can _be assumed to have the
potential to severely impact the

network and information systems
of an_entity or its users by causing
considerable material or non-
material losses;

Article 4, first paragraph, point (7a)

134b

(7a) ‘risk’ means the potential for
loss or disruption caused by an
incident and is to be expressed as
a_ combination of the magnitude of
such loss or disruption and the
likelihood of occurrence of that
incident;

Article 4, first paragraph, point (8)

135

(8) ‘vulnerability’ means a
weakness, susceptibility or flaw of
an asset, system, process or control
that can be exploited by a cyber
threat;

(8) ‘vulnerability’ means a
weakness, susceptibility or flaw of
an asset, system, process or control
that can be exploited by a cyber
threat;

(8) ‘vulnerability’ means a
weakness, susceptibility or flaw of
AN e e e o]
ICT asset or a system_that can be
exploited by a cyber threat;

Article 4, first paragraph, point (8a)

135a (8a) ‘near misses’ means an event
that could potentially have caused
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harm to the network and
information systems of an entity
or its users, but was successfully
prevented from fully transpiring;

Article 4

, first paragraph, point (9)

(9) ‘representative’ means any
natural or legal person established
in the Union explicitly designated
to act on behalf of i) a DNS service
provider, a top-level domain (TLD)
name registry, a cloud computing
service provider, a data centre
service provider, a content delivery

(9) ‘representative’ means any
natural or legal person established
in the Union explicitly designated
to act on behalf of i) a DNS service
provider, a top-level domain (TLD)
name registry, a cloud computing
service provider, a data centre
service provider, a content delivery

(9) ‘representative’ means any
natural or legal person established
in the Union explicitly designated
to act on behalf of i) a DNS service
provider, a top-level domain (TLD)
name registry, a cloud computing
service provider, a data centre
service provider, a content delivery

136 network provider as referred to in network provider as referred to in network provider as referred to in
point 8 of Annex I or ii) entities point 8 of Annex I or ii) entities point 8 of Annex I or ii) entities
referred to in point 6 of Annex II referred to in point 6 of Annex II referred to in point 6 of Annex II
that are not established in the that are not established in the that are not established in the
Union, which may be addressed by | Union, which may be addressed by | Union, which may be addressed by
a national competent authority or a | a national competent authority or a | a national competent authority or a
CSIRT instead of the entity with CSIRT instead of the entity with CSIRT instead of the entity with
regard to the obligations of that regard to the obligations of that regard to the obligations of that
entity under this Directive; entity under this Directive; entity under this Directive;
Article 4, first paragraph, point (10)
(10) ‘standard’ means a standard (10) ‘standard’ means a standard (10) ‘standard’ means a standard
137 | within the meaning of Article 2(1) | within the meaning of Article 2(1) | within the meaning of Article 2(1)
of Regulation (EU) No 1025/2012 | of Regulation (EU) No 1025/2012 | of Regulation (EU) No 1025/2012
of the European Parliament and of | of the European Parliament and of | of the European Parliament and of
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the Council';

1. Regulation (EU) No 1025/2012 of the
European Parliament and of the Council 25
October 2012 on European standardization,
amending Council Directives 89/686/EEC
and 93/15/EEC and Directives 94/9/EC,
94/25/EC, 95/16/EC, 97/23/EC,
2004/22/EC, 2007/23/EC, 2009/23/EC and
2009/105/EC of the European Parliament
and of the Council and repealing Council
decision 87/95/EEC and Decision No
1673/2006/EC of the European Parliament
and of the Council (OJ L
316,14.11.2012,p.12).

the Council';

1. Regulation (EU) No 1025/2012 of the
European Parliament and of the Council 25
October 2012 on European standardization,
amending Council Directives 89/686/EEC
and 93/15/EEC and Directives 94/9/EC,
94/25/EC, 95/16/EC, 97/23/EC,
2004/22/EC, 2007/23/EC, 2009/23/EC and
2009/105/EC of the European Parliament
and of the Council and repealing Council
decision 87/95/EEC and Decision No
1673/2006/EC of the European Parliament
and of the Council (OJ L
316,14.11.2012,p.12).

the Council';

1. Regulation (EU) No 1025/2012 of the
European Parliament and of the Council 25
October 2012 on European standardization,
amending Council Directives 89/686/EEC
and 93/15/EEC and Directives 94/9/EC,
94/25/EC, 95/16/EC, 97/23/EC,
2004/22/EC, 2007/23/EC, 2009/23/EC and
2009/105/EC of the European Parliament
and of the Council and repealing Council
decision 87/95/EEC and Decision No
1673/2006/EC of the European Parliament
and of the Council (OJ L
316,14.11.2012,p.12).

Article 4, first paragraph, point (11)
(11) ‘technical specification’ (11) ‘technical specification’ (11) ‘technical specification’
means a technical specification means a technical specification means a technical specification
138 within the meaning of Article 2(4) | withinthe-meaninsof-Articte within the meaning of Article 2(4)
of Regulation (EU) No 1025/2012; | 2(4/as defined in Article 2, point of Regulation (EU) No 1025/2012;
(20) of Regulation (EU) o
1025/2012No 2019/881;
Article 4, first paragraph, point (12)
(12) ‘internet exchange point (12) ‘internet exchange point (12) ‘internet exchange point
(IXP)’ means a network facility (IXP)’ means a network facility (IXP)’ means a network facility
139 | which enables the interconnection | which enables the interconnection | which enables the interconnection
of more than two independent of more than two independent of more than two independent
networks (autonomous systems), networks (autonomous systems), networks (autonomous systems),
primarily for the purpose of primarily for the purpose of primarily for the purpose of
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facilitating the exchange of internet
traffic; an IXP provides
interconnection only for
autonomous systems; an IXP does
not require the internet traffic
passing between any pair of
participating autonomous systems
to pass through any third
autonomous system, nor does it
alter or otherwise interfere with
such traffic;

facilitating the exchange of internet
traffic; an IXP provides
interconnection only for
autonomous systems; an IXP does
not require the internet traffic
passing between any pair of
participating autonomous systems
to pass through any third
autonomous system, nor does it
alter or otherwise interfere with
such traffic;

facilitating the exchange of internet
traffic; an IXP provides
interconnection only for
autonomous systems; an IXP does
not require the internet traffic
passing between any pair of
participating autonomous systems
to pass through any third
autonomous system, nor does it
alter or otherwise interfere with
such traffic;

Article 4,

first paragraph, point (13)

(13) ‘domain name system (DNS)’
means a hierarchical distributed
naming system which allows end-
users to reach services and
resources on the internet;

(13) ‘domain name system (DNS)’
means a hierarchical distributed
naming system which ellows-end-
userstoreachenables the
identification of internet services

(13) ‘domain name system (DNS)’
means a hierarchical distributed
naming system which allows end-
users to reach services and
resources on the internet;

14 :
0 and resources, allowing end-user
devices to utilise-enthe internet
routing and connectivity services,
to reach those services and
resources;
Article 4, first paragraph, point (14)
(14) ‘DNS service provider’ (14) ‘DNS service provider’ (14) °DNS service provider’
141 means an entity that provides means an entity that provides means an entity that provides
recursive or authoritative domain recrsive-or-anthoritative- domain recursive or authoritative domain
name resolution services to internet | ramereselution-servicesto name resolution services to-internet
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end-users and other DNS service
providers;

end-users-and-otherDMNS service

providersfor third-party usage,
with the exception of the root
name servers

Article 4

, first paragraph, point (14a)

141a

(I14a) open and public recursive
domain name resolution services
to internet end-users; or

Article 4

, first paragraph, point (14b)

(14b) authoritative domain name

141b resolution services as a service
procurable by third-party entities;
Article 4, first paragraph, point (15)
(15) ‘top—level domain name (15) ‘top-level domain name (15) ‘top—level domain name
registry’ means an entity which has | registry’ means an entity which has | registry’ means an entity which has
been delegated a specific TLD and | been delegated a specific TLD and | been delegated a specific TLD and
is responsible for administering the | is responsible for administering the | is responsible for administering the
142 TLD including the registration of TLD including the registration of TLD including the registration of
domain names under the TLD and | domain names under the TLD and | domain names under the TLD and
the technical operation of the TLD, | the technical operation of the TLD, | the technical operation of the TLD,
including the operation of its name | including the operation of its name | including the operation of its name
servers, the maintenance of its servers, the maintenance of its servers, the maintenance of its
databases and the distribution of databases and the distribution of databases and the distribution of
TLD zone files across name TLD zone files across name TLD zone files across name
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SCIVvers;

servers, irrespective of whether
any of those operations are being

servers, while excluding the
situations where top-level domain

performed by the entity or are

outsourced,

names are used by a registry only

for own use;

Article 4, first paragraph, point (15a)

142a

(15a) ‘domain name registration
services’ means services provided
by domain name registries and
registrars, privacy or proxy
registration service providers,
domain brokers or resellers, and
any other services which are
related to the registration of
domain names;

Article 4, first paragraph, point (15a)

142b

(15a) ‘entities providing domain
name registration services for the
TLD’ means TLD name registries,
registrars for the TLDs and agents
of registrars such as resellers and
providers of proxy services;

Article 4, first paragraph, point (16)

143 | (16) ‘digital service’ means a (16) ‘digital service’ means a (16) “digital service’ means a
service within the meaning of service within the meaning of service within the meaning of
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Article 1(1)(b) of Directive (EU)
2015/1535 of the European
Parliament and of the Council ';

1. Directive (EU) 2015/1535 of the
European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L. 241,
17.9.2015, p.1).

Article 1(1)(b) of Directive (EU)
2015/1535 of the European
Parliament and of the Council ';

1. Directive (EU) 2015/1535 of the
European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L. 241,
17.9.2015, p.1).

Article 1(1)(b) of Directive (EU)
2015/1535 of the European
Parliament and of the Council ';

1. Directive (EU) 2015/1535 of the
European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L. 241,
17.9.2015, p.1).

Article 4

, first paragraph, point (16a)

(16a) ‘trust services’ means trust
services within the meaning of

143a Article 3(16) of Regulation (EU)
No 910/2014;
Article 4, first paragraph, point (16b)
(16b) ‘qualified trust service
provider’ means a qualified trust
143b service provider within the
meaning of Article 3(20) of
Regulation (EU) No 910/2014;
Article 4, first paragraph, point (17)
144 | (17) ‘online marketplace’ means a | (17) ‘online marketplace’ means a | (17) ‘online marketplace’ means a
digital service within the meaning | digital service within the meaning | digital service within the meaning
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of Article 2 point (n) of Directive
2005/29/EC of the European
Parliament and of the Council’;

1. Directive 2005/29/EC of the European
Parliament and of the Council of 11 May
2005 concerning unfair business-to-
consumer commercial practices in the
internal market and amending Council
Directive 84/450/EEC, Directives 97/7/EC,
98/27/EC and 2002/65/EC of the European
Parliament and of the Council and
Regulation (EC) No 2006/2004 of the
European Parliament and of the Council
(‘Unfair Commercial Practices Directive’)
(OJ L 149, 11.6.2005, p. 22).

of Article 2 point (n) of Directive
2005/29/EC of the European
Parliament and of the Council’;

1. Directive 2005/29/EC of the European
Parliament and of the Council of 11 May
2005 concerning unfair business-to-
consumer commercial practices in the
internal market and amending Council
Directive 84/450/EEC, Directives 97/7/EC,
98/27/EC and 2002/65/EC of the European
Parliament and of the Council and
Regulation (EC) No 2006/2004 of the
European Parliament and of the Council
(‘Unfair Commercial Practices Directive’)
(OJ L 149, 11.6.2005, p. 22).

of Article 2 point (n) of Directive
2005/29/EC of the European
Parliament and of the Council';

1. Directive 2005/29/EC of the European
Parliament and of the Council of 11 May
2005 concerning unfair business-to-
consumer commercial practices in the
internal market and amending Council
Directive 84/450/EEC, Directives 97/7/EC,
98/27/EC and 2002/65/EC of the European
Parliament and of the Council and
Regulation (EC) No 2006/2004 of the
European Parliament and of the Council
(‘Unfair Commercial Practices Directive’)
(OJ L 149, 11.6.2005, p. 22).

Article 4, first paragraph, point (18)
(18) ‘online search engine’ means | (18) ‘online search engine’ means | (18) ‘online search engine’ means
a digital service within the a digital service within the meaning | a digital service within the
meaning of Article 2(5) of of Article 2(5) of Regulation (EU) | meaning of Article 2(5) of
Regulation (EU) 2019/1150 of the | 2019/1150 of the European Regulation (EU) 2019/1150 of the
European Parliament and of the Parliament and of the Council; European Parliament and of the
145 Council'; Council;
1. Regulation (EU) 2019/1150 of the
1. Regulation (EU) 2019/1150 of the European Parliament and of the Council of | | "Regulation (EU) 2019/1150 of the
European Parliament and of the Council of | 20 June 2019 on promoting fairness apd European Parliament and of the Council of
20 June 2019 on promoting fairness and Franspare.nc'y for bu;lness users of online 20 June 2019 on promoting fairness and
transparency for business users of online intermediation services (OJ L 186, transparency for business users of online
intermediation services (OJ L 186, 11.7.2019, p. 57). intermediation services (OJ L 186,
11.7.2019, p. 57). 11.7.2019, p. 57).
Article 4, first paragraph, point (19)
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(19) ‘cloud computing service’ (19) ‘cloud computing service’ (19) ‘cloud computing service’
means a digital service that enables | means a digital service that enables | means a digital service that enables
on-demand administration and on-demand administration and on-demand administration and
broad remote access to a scalable broad remote access to a scalable broad remote access to a scalable
146 | and elastic pool of shareable and and elastic pool of shareable and and elastic pool of shareable
distributed computing resources; distributed computing resources; andcomputing resources,
including when those are
distributed eomptine
resoureesover several locations;
Article 4, first paragraph, point (20)
(20) ‘data centre service’ means a | (20) ‘data centre service’ means a | (20) ‘data centre service’ means a
service that encompasses service that encompasses service that encompasses
structures, or groups of structures, structures, or groups of structures, structures, or groups of structures,
dedicated to the centralised dedicated to the centralised dedicated to the centralised
accommodation, interconnection accommodation, interconnection accommodation, interconnection
147 and operation of information and operation of information and operation of information
technology and network equipment | technology and network equipment | technology and network equipment
providing data storage, processing | providing data storage, processing | providing data storage, processing
and transport services together with | and transport services together with | and transport services together with
all the facilities and infrastructures | all the facilities and infrastructures | all the facilities and infrastructures
for power distribution and for power distribution and for power distribution and
environmental control; environmental control; environmental control;
Article 4, first paragraph, point (21)
148 (21) ‘content delivery network’ (21) ‘content delivery network’ (21) ‘content delivery network’
means a network of geographically | means a network of geographically | means a network of geographically
distributed servers for the purpose | distributed servers for the purpose | distributed servers for the purpose
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of ensuring high availability, of ensuring high availability, of ensuring high availability,
accessibility or fast delivery of accessibility or fast delivery of accessibility or fast delivery of
digital content and services to digital content and services to digital content and services to
internet users on behalf of content | internet users on behalf of content | internet users on behalf of content
and service providers; and service providers; and service providers;
Article 4, first paragraph, point (22)
(22) ‘social networking services (22) ‘social networking services (22) ‘social networking services
platform’ means a platform that platform’ means a platform that platform’ means a platform that
enables end-users to connect, enables end-users to connect, enables end-users to connect,
share, discover and communicate share, discover and communicate share, discover and communicate
149 . . . . ) .
with each other across multiple with each other across multiple with each other across multiple
devices, and in particular, via devices, and in particular, via devices, and in particular, via
chats, posts, videos and chats, posts, videos and chats, posts, videos and
recommendations); recommendations); recommendations);
Article 4, first paragraph, point (23), introductory part
(23) ‘public administration entity’ | (23) ‘public administration entity’ | (23) -‘public administration entity’
means an entity in a Member State | means an entity in a Member State | means, an entity recognised as
150 that complies with the following that complies with the following such in a Member State_in
criteria: criteria: accordance with national law, that
complies with the following
criteria:
Article 4, first paragraph, point (23)(a)
151 (a) itis established for the purpose | (a) it is established for the purpose | (a) it is established for the purpose
of meeting needs in the general of meeting needs in the general of meeting needs in the general
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interest and does not have an interest and does not have an interest and does not have an
industrial or commercial character; | industrial or commercial character; | industrial or commercial character;
Article 4, first paragraph, point (23)(b)
(b) it has legal personality; (b) it has legal personality; (b) it has legal personality_or it is
entitled by law to act on behalf of
152 S
another entity with legal
personality;
Article 4, first paragraph, point (23)(c)
(c) itis financed, for the most part, | (c) it is financed, for the most part, | (c) it is financed, for the most part,
by the State, regional authority, or | by the State, regional authority, or | by the State, regional authority, or
by other bodies governed by public | by other bodies governed by public | by other bodies governed by public
law; or it is subject to management | law; or it is subject to management | law; or it is subject to management
supervision by those authorities or | supervision by those authorities or | supervision by those authorities or
153 bodies; or it has an administrative, | bodies; or it has an administrative, | bodies; or it has an administrative,
managerial or supervisory board, managerial or supervisory board, managerial or supervisory board,
more than half of whose members | more than half of whose members | more than half of whose members
are appointed by the State, regional | are appointed by the State, regional | are appointed by the State, regional
authorities, or by other bodies authorities, or by other bodies authorities, or by other bodies
governed by public law; governed by public law; governed by public law;
Article 4, first paragraph, point (23)(d)
(d) it has the power to address to (d) it has the power to address to (d) it has the power to address to
154 | natural or legal persons natural or legal persons natural or legal persons
administrative or regulatory administrative or regulatory administrative or regulatory
decisions affecting their rights in decisions affecting their rights in decisions affecting their rights in
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persons, goods, services or capital.

the cross-border movement of

the cross-border movement of

persons, goods, services or capital.

the cross-border movement of

persons, goods, services or capital.

Article 4

, first paragraph, point (23), first paragraph

155

Public administration entities that
carry out activities in the areas of
public security, law enforcement,
defence or national security are
excluded.

Public administration entities that
carry out activities in the areas of
public security, law enforcement,
defence or national security are
excluded.

Article 4, first paragraph, point (23a)

(23a) ‘public electronic
communications network’ means
a public electronic

155a .
communications network as
defined in Article 2, point (8) of
Directive (EU) 2018/1972;
Article 4, first paragraph, point (23b)
(23b) ‘electronic communications
service’ means a electronic
155b communications service as
defined in Article 2, point (4) of
Directive (EU) 2018/1972;
Article 4, first paragraph, point (24)
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(24) ‘entity’ means any natural or
legal person created and recognised
as such under the national law of

(24) ‘entity’ means any natural or
legal person created and recognised
as such under the national law of

(24) ‘entity’ means any natural or
legal person created and recognised
as such under the national law of

156 | its place of establishment, which its place of establishment, which its place of establishment, which
may, acting under its own name, may, acting under its own name, may, acting under its own name,
exercise rights and be subject to exercise rights and be subject to exercise rights and be subject to
obligations; obligations; obligations;

Article 4, first paragraph, point (25)
(25) ‘essential entity’ means any (25) ‘essential entity’ means any (25) ‘essential entity’ means any
entity of a type referred to as an entity of a type referred to as an entity of a type referred-to—as-an

157 essential entity in Annex I; essential entity in Annex I; essenticd-entity-inAnnex4provided

for in the Annex I and designated

as ‘essential’ in accordance with

Article 2bis(1);

Article 4, first paragraph, point (26)

158

(26) ‘important entity’ means any
entity of a type referred to as an
important entity in Annex II.

(26) ‘important entity’ means any
entity of a type referred to as an
important entity in Annex II.

(26) ‘important entity’ means any
entity of a#ypereferred-to-as-an
the type provided for in Annexes I
and Il and designated ‘important

entity-inAnnex+’ in accordance
with Article 2bis(2).

Article 4, first paragraph, point (26a)

15t (26a) ‘ICT product’ means an
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ICT product within the meaning
of Article 2(12) of Regulation
(EU) 2019/881;

Article 4, first paragraph, point (26b)

(26aa) ‘ICT service’ means an
158b ICT service within the meaning of
Article 2(13) of Regulation (EU)
2019/881;

Article 4, first paragraph, point (26c)

(26ab) ‘ICT process’ means an
ICT process within the meaning
of Article 2(14) of Regulation
(EU) 2019/881.

158¢

Article 4, first paragraph, point (26d)

(26ac) ‘Managed service
provider’ means any entity that
delivers services, such as network,
application, infrastructure and
158d security, via ongoing and regular
management, support and active
administration on customers’
premises, in their MSP’s data
centre (hosting), or in_a third-
party data centre.
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Article 4, first paragraph, point (26e), introduc

tory part

158e

(26ad) ‘Managed security service
provider’ means any entity which
provides outsourced monitoring
and management of security
devices and systems. Common
services include managed firewall,
intrusion detection, virtual private
network, vulnerability scanning
and anti-viral services.

It also includes the use of high-
availability security operation
centres (either from their own
facilities or from other data centre

providers) to provide 24/7 services

designed to reduce the number of
operational security personnel an
enterprise needs to hire, train and
retain to maintain an acceptable
security posture.

Article 4, first paragraph, point (26e)(i)

158f
CHAPTER II
152 CHAPTER II CHAPTER II CHAPTER I
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Coordinated cybersecurity
regulatory frameworks

Coordinated cybersecurity
regulatory frameworks

Coordinated cybersecurity
regulatory frameworks

Article 5
160 Article 5 Article 5 Article 5
National cybersecurity strategy National cybersecurity strategy National cybersecurity strategy
Article 5(1), introductory part

1. Each Member State shall adopt
a national cybersecurity strategy
defining the strategic objectives
and appropriate policy and
regulatory measures, with a view to
achieving and maintaining a high
level of cybersecurity. The national

1. Each Member State shall adopt
a national cybersecurity strategy
defining the strategic objectives,
the required technical,
organisational and financial
resources to achieve those
objectives, as well as the-and

1. Each Member State shall adopt
a national cybersecurity strategy
defining the strategic objectives
and appropriate policy and
regulatory measures, with a view to
achieving and maintaining a high
level of cybersecurity. The national

ok cybersecurity strategy shall appropriate policy and regulatory cybersecurity strategy shall
include, in particular, the measures, with a view to achieving | include, in particular, the
following: and maintaining a high level of following:
cybersecurity. The national
cybersecurity strategy shall
include, in particular, the
following:
Article 5(1), point (a)
162 (a) a definition of objectives and (a) a definition of objectives and (a) a-definition-of objectives and
priorities of the Member States’ priorities of the Member priorities of the Member States’
strategy on cybersecurity; States-State's strategy on strategy on cybersecurity;
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cybersecurity;
Article 5(1), point (b)
(b) a governance framework to (b) a governance framework to (b) a governance framework to
achieve those objectives and achieve those objectives and achieve those objectives and
priorities, including the policies priorities, including the policies priorities, including the policies
163 | referred to in paragraph 2 and the referred to in paragraph 2-and#he | referred to in paragraph 2 and the
roles and responsibilities of public | relesandresponsibilitiesof—public | roles and responsibilities of public
bodies and entities as well as other | bodies-and-entitiecsaswell-as-other | bodies-and-entities-aswell-as-other
relevant actors; relevant-aetors, relevant-aetors,
Article 5(1), point (ba)
(ba) a framework allocating the
roles and responsibilities of public
bodies and entities as well as other
relevant actors, underpinning the
cooperation and coordination, at
the national level, between the
163a — ;
competent authorities designated
pursuant to Articles 7(1) and
Article 8(1), the single point of
contact designated pursuant to
Article 8(3), and the CSIRTs
designated pursuant to Article 9;
Article 5(1), point (c)
164 . . . . .
(c) an assessment to identify (c) an assessment to identify (c) anassessmentguidance to
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relevant assets and cybersecurity relevant assets and cybersecurity identify relevant assets and assess
risks in that Member State; risks in that Member State; cybersecurity risks in that Member
State;:
Article 5(1), point (d)
(d) an identification of the (d) an identification of the (d) an identification of the
measures ensuring preparedness, measures ensuring preparedness, measures ensuring preparedness,
165 | response and recovery to incidents, | response and recovery to incidents, | response and recovery to incidents,
including cooperation between the | including cooperation between the | including cooperation between the
public and private sectors; public and private sectors; public and private sectors;
Article 5(1), point (e)
(e) alist of the various authorities | (e) a list of the various authorities | (e} atistofthevarionsauthorities
and actors involved in the and actors involved in the empeleretep st loed i the
implementation of the national implementation of the national frplenrentedtona et e
166 cybersecurity strategy; cybersecurity strategy, including a | eybersecurity-stratesy;
cybersecurity single point of
contact for SMEs that provides
support for implementing the
specific cybersecurity measures;
Article 5(1), point (f)
(f) apolicy framework for (f) a policy framework for (f) apolicy framework for
167 enhanced coordination between the | enhanced coordination between the | enhanced coordination between the
competent authorities under this competent authorities under this competent authorities under this
Directive and Directive (EU) Directive and Directive (EU) Directive and Directive (EU)
XXXX/XXXX of the European XXXX/XXXX of the European XXXX/XXXX of the European
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Parliament and of the Council!
[Resilience of Critical Entities
Directive] for the purposes of
information sharing on incidents
and cyber threats and the exercise
of supervisory tasks.

1. [insert the full title and OJ publication
reference when known]|

Parliament and of the Council'
[Resilience of Critical Entities
Directive), both within and
between Member States, for the
purposes of information sharing on
incidents and cyber threats and the
exercise of supervisory tasks.

1. [insert the full title and OJ publication
reference when known]

Parliament and of the Council’
[Resilience of Critical Entities
Directive] for the purposes of
information sharing on
cybersecurity risks, cyber threats
and incidents and-cyberas well as
on non-cyber risks, threats and
incidents and the exercise of

supervisory tasks-, as appropriate;

1. [insert the full title and OJ publication
reference when known]

Article 5

(1), point (fa)

(fa) policy framework for
coordination and cooperation
between competent authorities

Iere under this Directive and
competent authorities designated
under sector-specific legislation.
Article 5(1), point (fa)
(fa) an assessment of the general
167b level of cvbersecurity awareness
among citizens.
Article 5(2), introductory part
168
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2. As part of the national
cybersecurity strategy, Member
States shall in particular adopt the
following policies:

2. As part of the national
cybersecurity strategy, Member
States shall in particular adopt the
following policies:

2. As part of the national
cybersecurity strategy, Member
States shall in particular adopt the
following policies:

Article 5

(2), point (-a)

168a

(-a) a policy addressing
cybersecurity for each sector
covered by this Directive;

Article 5

(2), point (a)

(a) a policy addressing
cybersecurity in the supply chain

(a) apolicy addressing
cybersecurity in the supply chain

(a) apolicy addressing
cybersecurity in the supply chain

169 | for ICT products and services used | for ICT products and services used | for ICT products and services used
by essential and important entities | by essential and important entities | by essentialandimportant-entities
for the provision of their services; | for the provision of their services; | for the provision of their services;
Article 5(2), point (b)
(b) guidelines regarding the (b) guidelines regarding the (b) enidetinesa policy regarding
inclusion and specification of inclusion and specification of the inclusion and specification of
cybersecurity-related requirements | cybersecurity-related requirements | cybersecurity-related requirements
170 for ICT products and service in for ICT products and service in for ICT products and
public procurement; public procurement, including servieeservices in public
encryption requirements and the procurement, including
use of open-source cybersecurity cybersecurity certification;
products;
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(c) a policy to promote and (c) apolicy to promote and (c) apolicy te-promete-and
facilitate coordinated vulnerability | facilitate coordinated vulnerability | faciitateon management of
disclosure within the meaning of disclosure within the meaning of vulnerabilities, encompassing the
171 Article 6; Article 6; promotion and facilitation of
voluntary coordinated vulnerability
disclosure within the meaning of
Article 66(1);
Article 5(2), point (d)
(d) apolicy related to sustaining (d) apolicy related to sustaining (d) apolicy related to sustaining
the general availability and the general availability and the general availability, integrity
172 integrity of the public core of the integrity of the public core of the and confidentiality-end-intesrity of
open internet; open internet, including the public core of the open internet;
cybersecurity of undersea
communications cables;
Article 5(2), point (da)
(da) a policy to promote and
support the development and
1724 integration of emerging
technologies, such as artificial
intelligence, in cybersecurity-
enhancing tools and applications;
Article 5(2), point (db)
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(db) a policy to promote the
172b integration of open-source tools
and applications;
Article 5(2), point (e)
(e) a policy on promoting and (e) apolicy on promoting and (e) apolicy on promoting and
developing cybersecurity skills, developing cybersecurity skills, developing cybersecurity
173 | awareness raising and research and | awareness raising and research and | education and training, skills,
development initiatives; development initiatives; awareness raising and research and
development initiatives;
Article 5(2), point (f)
(f) apolicy on supporting (f) apolicy on supporting (f) apolicy on supporting
academic and research institutions | academic and research institutions | academic and research institutions
174 | to develop cybersecurity tools and | to develop, enhance and deploy to develop cybersecurity tools and
secure network infrastructure; cybersecurity tools and secure secure network infrastructure;
network infrastructure;
Article 5(2), point (g)
(g) apolicy, relevant procedures (g) apolicy, relevant procedures (g) apolicy, relevant procedures
and appropriate information- and appropriate information- and appropriate information-
175 sharing tools to support voluntary | sharing tools to support voluntary | sharing tools to support voluntary
cybersecurity information sharing | cybersecurity information sharing | cybersecurity information sharing
between companies in compliance | between companies in compliance | between companies in compliance
with Union law; with Union law; with Union law;
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176

(h) apolicy addressing specific
needs of SMEs, in particular those
excluded from the scope of this
Directive, in relation to guidance
and support in improving their
resilience to cybersecurity threats.

(h) a policy addressinespecific
needs-ofpromoting cybersecurity

[for SMEs, inparticutarincluding
those excluded from the scope of

this Directive, inrelation
toaddressing their specific needs
and providing easily accessed
guidance and support, including
guidelines addressing supply
chain challenges faced;-i»

- e thoirrasilione

(h) apolicy addressing specific
needs of SMEs, in particular those
excluded from the scope of this
Directive, in relation to guidance
and support in improving their
resilience to eybersecuritycyber

threats.

Article 5

(2), point (ha)

176a

(ha) a policy to promote cyber
hygiene comprising a baseline set
of practices and controls and
raising the general cybersecurity
awareness among citizens of
cybersecurity threats and best

practices;

Article 5

(2), point (hb)

176b

(hb) a policy on promoting active

cyber defence;
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Article 5

(2), point (hc)

(he) apolicy to help authorities
develop competences and
understanding of the security

Vg considerations needed to design,
build and manage connected
places;

Article 5(2), point (hd)

176d

(hd) a policy specifically
addressing the ransomware threat
and disrupting the ransomware
business model;

Article 5

(2), point (he)

(he) a policy, including relevant
procedures and governance

176e frameworks, to support and
promote the establishment of
cybersecurity PPPs.
Article 5(3)
177 3. Member States shall notify their | 3. Member States shall notify their | 3. Member States shall notify their
national cybersecurity strategies to | national cybersecurity strategies to | national cybersecurity strategies to
the Commission within three the Commission within three the Commission within three
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months from their adoption. months from their adoption. months from their adoption. In
Member States may exclude Member States may exclude doing so, Member States may
specific information from the specific information from the exclude specific-informationfrom
notification where and to the extent | notification where and to the extent | thenotificationwhere-and-to-the
that it is strictly necessary to that it is s#eth-necessary to B e
preserve national security. preserve national security. preserve-elements of the strategy
which relate to_national security.
Article 5(4)
4. Member States shall assess their | 4. Member States shall assess their | 4. Member States shall assess their
national cybersecurity strategies at | national cybersecurity strategies at | national cybersecurity strategies on
least every four years on the basis | least every four years on the basis | a regular basis and at least every
of key performance indicators and, | of key performance indicators and, | few#five years on the basis of key
where necessary, amend them. The | where necessary, amend them. The | performance indicators and, where
European Union Agency for European Union Agency for necessary, amend them. The
Cybersecurity (ENISA) shall assist | Cybersecurity (ENISA) shall assist | European Union Agency for
Member States, upon request, in Member States, upon request, in Cybersecurity (ENISA) shall assist
178 the development of a national the development of a national Member States, upon_their request,
strategy and of key performance strategy and of key performance in the development of a national
indicators for the assessment of the | indicators for the assessment of the | strategy and of key performance
strategy. strategy. ENISA shall provide indicators for the assessment of the
guidance to Member States in strategy.
order to align their already
formulated national cybersecurity
strategies with the requirements
and obligations set out in this
Directive.
Article 6
179
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Article 6
Coordinated vulnerability
disclosure and a European

vulnerability registry

Article 6
Coordinated vulnerability
disclosure and a European

vulnerability »egist+database

Article 6
Coordinated vulnerability
disclosure and a European

vulnerability registry

Article 6

(1)

1. Each Member State shall
designate one of its CSIRTs as
referred to in Article 9 as a
coordinator for the purpose of
coordinated vulnerability
disclosure. The designated CSIRT
shall act as a trusted intermediary,
facilitating, where necessary, the
interaction between the reporting
entity and the manufacturer or
provider of ICT products or ICT

1. Each Member State shall
designate one of its CSIRTs as
referred to in Article 9 as a
coordinator for the purpose of
coordinated vulnerability
disclosure. The designated CSIRT
shall act as a trusted intermediary,
facilitating, wherenecessaryupon
the request of the reporting entity,
the interaction between the
reporting entity and the

1. Each Member State shall
designate one of its CSIRTs as
referred to in Article 9 as a
coordinator for the purpose of
coordinated vulnerability
disclosure. The designated CSIRT
shall act as a trusted intermediary,
facilitating, where necessary, the
interaction between the reporting
entity, the potential vulnerability
owner and the manufacturer or

180 | services. Where the reported manufacturer or provider of ICT provider of ICT products or ICT
vulnerability concerns multiple products or ICT services. Where services. Hherethereported
manufacturers or providers of ICT | the reported vulnerability concerns | vulnerabilit-coneernsmmltipte
products or ICT services across the | multiple manufacturers or e e e e L
Union, the designated CSIRT of providers of ICT products or ICT produects-ordCTservicesaerossthe
each Member State concerned shall | services across the Union, the TnionAny natural or legal person
cooperate with the CSIRT network. | designated CSIRT of each Member | may report, possibly anonymously,
State concerned shall cooperate a vulnerability referred to in
with the CSIRT network. Article 4(8) to the designated
CSIRT. The designated CSIRT
shall ensure a diligent follow-up
of the report and the
confidentiality of the identity of
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the person who reports the
vulnerability. Where the reported
vulnerability could potentially
have significant impact on entities
in more than one Member State,
the designated CSIRT of each
Member State concerned shall,
where appropriate, cooperate with
other designated CSIRTs within
the CSIR Tsthe-CSERT network.

Article 6

(2)

2. ENISA shall develop and
maintain a European vulnerability
registry. To that end, ENISA shall
establish and maintain the
appropriate information systems,
policies and procedures with a
view in particular to enabling
important and essential entities and

2. ENISA shall develop and
maintain a European vulnerability
registrydatabase leveraging the
global Common Vulnerabilities

2. ENISA shall develop and

maintain a European vulnerability
registry, in_consultation with the
Cooperation Group. To that end,

and Exposures (CVE). To that
end, ENISA shall establish and
maintain the appropriate
information systems, policies and

ENISA shall establish and maintain
the appropriate information
systems, policies and procedures
with a view in particular to

181 their suppliers of network and procedures, and shall adopt the enabling important and essential
information systems to disclose necessary technical and entities and their suppliers of
and register vulnerabilities present | organisational measures to ensure | network and information systems
in ICT products or ICT services, as | the security and integrity of the to disclose and register, on a
well as to provide access to the database, with a view in particular | voluntary basis, publicly known
information on vulnerabilities to enabling important and essential | vulnerabilities present in ICT
contained in the registry to all entities and their suppliers of products or ICT services, as well as
interested parties. The registry network and information systems, | to provide access to the
shall, in particular, include as well as entities which do not information on vulnerabilities
information describing the fall within the scope of this contained in the registry to all
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vulnerability, the affected ICT
product or ICT services and the
severity of the vulnerability in
terms of the circumstances under
which it may be exploited, the
availability of related patches and,
in the absence of available patches,
guidance addressed to users of
vulnerable products and services as
to how the risks resulting from
disclosed vulnerabilities may be
mitigated.

Directive, and their suppliers, to
disclose and register vulnerabilities
present in ICT products or ICT
services;-aswetl-asto-provide, All
interested parties shall be provided
access to the information on the
vulnerabilities contained in the
Theresistrydatabase that have
patches or mitigation measures
available. The database shall, in
particular, include information
describing the vulnerability, the
affected ICT product or ICT
services and the severity of the
vulnerability in terms of the
circumstances under which it may
be exploited, the availability of
related patches-and—inthe, In
absence of available patches,
guidance addressed to users of
vulnerable ICT products and ICT
services as to how the risks
resulting from disclosed
vulnerabilities may be mitigated
shall be included in the database.

interested parties. The registry
shall, in particular, include
information describing the
vulnerability, the affected ICT
product or ICT services and the
severity of the vulnerability in
terms of the circumstances under
which it may be exploited, the
availability of related patches and,
in the absence of available patches,
guidance issued by national
competent authorities or CSIRTSs
addressed to users of vulnerable
products and services as to how the
risks resulting from disclosed
vulnerabilities may be mitigated.
ENISA shall ensure that the
European vulnerability registry
uses secure and resilient
communication and information

infrastructure.

Article 7
182 Article 7 Article 7 Article 7
National cybersecurity crisis National cybersecurity crisis National cybersecurity crisis
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management frameworks management frameworks management frameworks
Article 7(1)
1. Each Member State shall 1. Each Member State shall 1. Each Member State shall
designate one or more competent designate one or more competent designate one or more competent
authorities responsible for the authorities responsible for the authorities responsible for the
management of large-scale management of large-scale management of large-scale
incidents and crises. Member incidents and crises. Member cybersecurity incidents and crises.
States shall ensure that competent | States shall ensure that competent | Member States shall ensure that
183 authorities have adequa_te resources | authorities have adequa_te resources | competent authorities have .
to perform, in an effective and to perform, in an effective and adequate resources to perform, in
efficient manner, the tasks assigned | efficient manner, the tasks assigned | an effective and efficient manner,
to them. to them. the tasks assigned to them.
Member States shall ensure
coherence with the existing
frameworks for general crisis
management.
Article 7(1a)
la. Where a Member State
designates more than one
competent authority referred to in
paragraph 1, it shall clearly
183a . . ;
indicate which of those competent
authorities is to serve as the
coordinator for the management
of large-scale incidents and crises.
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2. Each Member State shall 2. Each Member State shall 2. Each Member State shall
identify capabilities, assets and identify capabilities, assets and identify capabilities, assets and
184 | procedures that can be deployed in | procedures that can be deployed in | procedures that can be deployed in
case of a crisis for the purposes of | the case of a crisis for the purposes | case of a crisis for the purposes of
this Directive. of this Directive. this Directive.
Article 7(3), introductory part
3. Each Member State shall adopt | 3. Each Member State shall adopt | 3. Each Member State shall adopt
a national cybersecurity incident a national cybersecurity incident a national cybersecurity incident
and crisis response plan where and crisis response plan where and crisis response plan where
185 objectives and modalities in the objectives and modalities in the objectives and modalities in the
management of large-scale management of large-scale management of large-scale
cybersecurity incidents and crises cybersecurity incidents and crises cybersecurity incidents and crises
are set out. The plan shall lay are set out. The plan shall lay are set out. The plan shall lay
down, in particular, the following: | down, in particular, the following: | down, in particular, the following:
Article 7(3), point (a)
(a) objectives of national (a) objectives of national (a) objectives of national
186 | preparedness measures and preparedness measures and preparedness measures and
activities; activities; activities;
Article 7(3), point (b)
187 | (b) tasks and responsibilities of the | (b) tasks and responsibilities of the | (b) tasks and responsibilities of the
national competent authorities; national competent authorities; national competent authorities;
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Article 7(3), point (c)
(c) crisis management procedures | (c) crisis management procedures | (c) cybersecurity crisis
and information exchange and information exchange management procedures, including
138 channels; channels; their integration into the general
national crisis management
framework and information
exchange channels;
Article 7(3), point (d)
(d) preparedness measures, (d) preparedness measures, (d) preparedness measures,
189 | including exercises and training including exercises and training including exercises and training
activities; activities; activities;
Article 7(3), point (e)
(e) relevant public and private (e) relevant public and private (e) relevant public and private
190 | interested parties and infrastructure | interested parties and infrastructure | interested-parties and infrastructure
involved; involved; involved;
Article 7(3), point (f)
(f) national procedures and (f) national procedures and (f) national procedures and
191 arrangements between relevant arrangements between relevant arrangements between relevant
national authorities and bodies to national authorities and bodies to national authorities and bodies to
ensure the Member State’s ensure the Member State’s ensure the Member State’s
effective participation in and effective participation in and effective participation in and
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support of the coordinated
management of large-scale
cybersecurity incidents and crises
at Union level.

support of the coordinated
management of large-scale
cybersecurity incidents and crises
at Union level.

support of the coordinated
management of large-scale
cybersecurity incidents and crises
at Union level.

Article 7

(4)

4. Member States shall
communicate to the Commission
the designation of their competent
authorities referred to in paragraph
1 and submit their national
cybersecurity incident and crisis
response plans as referred to in
paragraph 3 within three months
from that designation and the

4. Member States shall
communicate to the Commission
the designation of their competent
authorities referred to in paragraph
1 and submit to the EU-CyCLONe
their national cybersecurity
incident and crisis response plans
as referred to in paragraph 3 within
three months from that designation

4. Member States shall
communicateto_inform the
Commission_about the designation
of their competent authorities
referred to in paragraph 1 and
submit relevant information
relating to the requirements of
paragraph 3 of this Article about

their national cybersecurity

192 | adoption of those plans. Member and the adoption of those plans. incident and crisis response plans
States may exclude specific Member States may exclude B e e
information from the plan where specific information from the plan | within three months from that
and to the extent that it is strictly where and to the extent that it is designation and the adoption of
necessary for their national strictly necessary for their national | those plans. Member States may
security. security. exclude specific information fem
the-plern-where and to the extent
that it is s###eth-necessary for their
national security, public security
or defence.
Article 8
193 Article 8 Article 8 Article 8
National competent authorities and | National competent authorities and | National competent authorities and
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single points of contact single points of contact single points of contact
Article 8(1)
1. Each Member State shall 1. Each Member State shall 1. Each Member State shall
designate one or more competent designate one or more competent designate one or more competent
authorities responsible for authorities responsible for authorities responsible for
cybersecurity and for the cybersecurity and for the cybersecurity and for the
194 | supervisory tasks referred to in supervisory tasks referred to in supervisory tasks referred to in
Chapter VI of this Directive. Chapter VI of this Directive. Chapter VI of this Directive.
Member States may designate to Member States may designate to Member States may designate to
that effect an existing authority or | that effect an existing authority or | that effect an existing authority or
existing authorities. existing authorities. existing authorities.
Article 8(2)
2. The competent authorities 2. The competent authorities 2. The competent authorities
195 referred to paragraph 1 shall referred to paragraph 1 shall referred to paragraph 1 shall
monitor the application of this monitor the application of this monitor the application of this
Directive at national level. Directive at national level. Directive at national level.
Article 8(3)
3. Each Member State shall 3. Each Member State shall 3. Each Member State shall
designate one national single point | designate one of the competent designate one national single point
196 of contact on cybersecurity (‘single | authorities referred to in of contact on cybersecurity (‘single
point of contact’). Where a paragraph 1 as a national single point of contact’). Where a
Member State designates only one | point of contact on cybersecurity Member State designates only one
competent authority, that (‘single point of contact’). Where a | competent authority, that
competent authority shall also be Member State designates only one | competent authority shall also be
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the single point of contact for that
Member State.

competent authority, that
competent authority shall also be
the single point of contact for that
Member State.

the single point of contact for that
Member State.

Article 8

(4)

4. Each single point of contact
shall exercise a liaison function to
ensure cross—border cooperation of
its Member State’s authorities with
the relevant authorities in other

4. Each single point of contact
shall exercise a liaison function to
ensure cross—border cooperation of
its Member State’s authorities with
the relevant authorities in other

4. Each single point of contact
shall exercise a liaison function to
ensure cross—border cooperation of
its Member State’s authorities with
the relevant authorities in other

197 Member States, as well as to Member States, the Commission Member States, as well as to
ensure cross-sectorial cooperation | and ENISA, as well as to ensure ensure cross-sectorial cooperation
with other national competent cross-sectorial cooperation with with other national competent
authorities within its Member other national competent authorities within its Member
State. authorities within its Member State.
State.
Article 8(5)
5. Member States shall ensure that | 5. Member States shall ensure that | 5. Member States shall ensure that
the competent authorities referred | the competent authorities referred | the competent authorities referred
to in paragraph 1 and the single to in paragraph 1 and the single to in paragraph 1 and the single
points of contact have adequate points of contact have adequate points of contact have adequate
198 | resources to carry out, in an resources to carry out, in an resources to carry out, in an
effective and efficient manner, the | effective and efficient manner, the | effective and efficient manner, the
tasks assigned to them and thereby | tasks assigned to them and thereby | tasks assigned to them and thereby
to fulfil the objectives of this to fulfil the objectives of this to fulfil the objectives of this
Directive. Member States shall Directive. Member States shall Directive. Member States shall
ensure effective, efficient and ensure effective, efficient and ensure effective, efficient and
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secure cooperation of the secure cooperation of the secure cooperation of the
designated representatives in the designated representatives in the designated representatives in the
Cooperation Group referred to in Cooperation Group referred to in Cooperation Group referred to in
Article 12. Article 12. Article 12.
Article 8(6)
6. Each Member State shall notify | 6. Each Member State shall notify | 6. Each Member State shall notify
to the Commission, without undue | to the Commission, without undue | to the Commission, without undue
delay, the designation of the delay, the designation of the delay, the designation of the
competent authority referred to in | competent authority referred to in | competent authority referred to in
paragraph 1 and single point of paragraph 1 and single point of paragraph 1 and single point of
199 contact referred to in paragraph 3, | contact referred to in paragraph 3, | contact referred to in paragraph 3,
their tasks, and any subsequent their tasks, and any subsequent their tasks, and any subsequent
change thereto. Each Member State | change thereto. Each Member State | change thereto. Each Member State
shall make public their designation. | shall make public their designation. | shall make public their designation.
The Commission shall publish the | The Commission shall publish the | The Commission shall publish the
list of the designated single points | list of the designated single points | list of the designated single points
of contacts. of contacts. of contacts.
Article 9
Article 9 Article 9 Article 9
200 Computer security incident Computer security incident Computer security incident
response teams (CSIRTs) response teams (CSIRTSs) response teams (CSIRTSs)
Article 9(1)
201 1. Each Member State shall 1. Each Member State shall 1. Each Member State shall
designate one or more CSIRTs designate one or more CSIRTs designate one or more CSIRTs
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which shall comply with the which shall comply with the which shall comply with the
requirements set out in Article requirements set out in Article requirements set out in Article
10(1), covering at least the sectors, | 10(1), covering at least the sectors, | 10(1), covering at least the sectors,
subsectors or entities referred to in | subsectors or entities referred to in | subsectors or entities referred to in
Annexes I and II, and be Annexes I and II, and be Annexes I and II, and be
responsible for incident handling in | responsible for incident handling in | responsible for incident handling in
accordance with a well-defined accordance with a well-defined accordance with a well-defined
process. A CSIRT may be process. A CSIRT may be process. A CSIRT may be
established within a competent established within a competent established within a competent
authority referred to in Article 8. authority referred to in Article 8. authority referred to in Article 8.
Article 9(2)
2. Member States shall ensure that | 2. Member States shall ensure that | 2. Member States shall ensure that
each CSIRT has adequate each CSIRT has adequate each CSIRT has adequate
resources to carry out effectively resources and the technical resources to carry out effectively
their tasks as set out in Article capabilities necessary to carry out | their tasks as set out in Article
202 10(2). effectively their tasks as set out in | 10(2)._When _carrying out these
Article 10(2). tasks, CSIRTs may prioritise the
provision of particular services to
entities based on_a risk-based
approach.
Article 9(3)
3. Member States shall ensure that | 3. Member States shall ensure that | 3. Member States shall ensure that
each CSIRT has at its disposal an each CSIRT has at its disposal an each CSIRT has at its disposal an
203 | appropriate, secure, and resilient appropriate, secure, and resilient appropriate, secure, and resilient
communication and information communication and information communication and information
infrastructure to exchange infrastructure to exchange infrastructure to exchange
information with essential and information with essential and information with essential and
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important entities and other important entities and other important entities and other
relevant interested parties. To this | relevant interested parties. To this | relevant interested parties. To this
end, Member States shall ensure end, Member States shall ensure end, Member States shall ensure
that the CSIRTSs contribute to the that the CSIRTSs contribute to the that the CSIRTSs contribute to the
deployment of secure information | deployment of secure information | deployment of secure information
sharing tools. sharing tools. sharing tools.
Article 9(4)
4. CSIRTs shall cooperate and, 4. CSIRTs shall cooperate and, 4. CSIRTs shall cooperate and,
where appropriate, exchange where appropriate, exchange where appropriate, exchange
relevant information in accordance | relevant information in accordance | relevant information in accordance
204 | with Article 26 with trusted with Article 26 with trusted with Article 26 with trusted
sectorial or cross-sectorial sectorial or cross-sectorial sectorial or cross-sectorial
communities of essential and communities of essential and communities of essential and
important entities. important entities. important entities.
Article 9(5)
5. CSIRTs shall participate in peer | 5. CSIRTs shall participate in peer | 5. CSIRTs shall participate in
205 | reviews organised in accordance reviews organised in accordance peer- learnings—+eviews organised
with Article 16. with Article 16. in accordance with Article 16.
Article 9(6)
6. Member States shall ensure the | 6. Member States shall ensure the | 6. Member States shall ensure the
206 effective, efficient and secure effective, efficient and secure effective, efficient and secure
cooperation of their CSIRTs in the | cooperation of their CSIRTs in the | cooperation of their CSIRTS in the
CSIRTs network referred to in CSIRTs network referred to in CSIRTs network referred to in
Article 13. Article 13. Article 13.
5163/22 EB/ip, pf 212
ANNEX JAL2 EN



Commission Proposal +

Annexes

EP Mandate

Council Mandate

Draft Agreement

Article 9

(6a)

206a

6a. Member States shall ensure
the possibility of effective, efficient
and secure information exchange
on_all classification levels between
their own CSIRTs and CSIRTs
from third countries on the same

classification level.

Article 9

(6b)

206b

6b. CSIRTs shall, without
prejudice to Union law, in

particular Regulation (EU)

2016/679, cooperate with CSIRTSs
or equivalent bodies in candidate
countries and in other third
countries in the Western Balkans
and the Eastern Partnership and,
where possible, provide them with
cybersecurity assistance.

Article 9

(7)

207

7. Member States shall
communicate to the Commission
without undue delay the CSIRTSs
designated in accordance with

7. Member States shall
communicate to the Commission
without undue delay the CSIRTSs
designated in accordance with

7. Member States shall

communicate to the Commission
without undue delay the CSIRTs

designated in accordance with
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paragraph 1, the CSIRT

coordinator designated in
accordance with Article 6(1) and
their respective tasks provided in
relation to the entities referred to in
Annexes [ and II.

paragraph 1; and the CSIRT
coordinator designated in
accordance with Article 6(1),
including-e#é their respective
tasks provided in relation to the
and-Hessential and important
entities.

paragraph 1, the CSIRT

coordinator designated in
accordance with Article 6(1) and
their respective tasks provided in
relation to the entities referred to in
Annexes [ and II.

Draft Agreement

Article 9(8)
8. Member States may request the | 8. Member States may request the | 8. Member States may request the
208 | assistance of ENISA in developing | assistance of ENISA in developing | assistance of ENISA in developing
national CSIRTs. national CSIRTs. national CSIRTs.
Article 10
Article 10 Article 10 Article 10
209 Requirements and tasks of CSIRTs Requirements, technical Requirements and tasks of CSIRTs
capabilities and tasks of CSIRTs
Article 10(1), introductory part

1. CSIRTs shall comply with the

1. CSIRTs shall comply with the

1. CSIRTs shall comply with the

2 following requirements: following requirements: following requirements:
Article 10(1), point (a)
211 (a) CSIRTs shall ensure a high (a) CSIRTs shall ensure a high (a) CSIRTs shall ensure a high
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level of availability of their
communications services by
avoiding single points of failure,
and shall have several means for
being contacted and for contacting
others at all times. CSIRTs shall
clearly specify the communication
channels and make them known to
constituency and cooperative
partners;

level of availability of their
communications services by
avoiding single points of failure,
and shall have several means for
being contacted and for contacting
others at all times. CSIRTs shall
clearly specify the communication
channels and make them known to
constituency and cooperative
partners;

level of availability of their
communications serviceschannels
by avoiding single points of failure,
and shall have several means for
being contacted and for contacting
others at all times. CSIRTs shall
clearly specify the communication
channels and make them known to
constituency and cooperative
partners;

Article 1

0(1), point (b)

(b) CSIRTSs’ premises and the

(b) CSIRTSs’ premises and the

(b) CSIRTSs’ premises and the

212 | supporting information systems supporting information systems supporting information systems
shall be located in secure sites; shall be located in secure sites; shall be located in secure sites;
Article 10(1), point (c)
(c) CSIRTs shall be equipped with | (¢) CSIRTs shall be equipped with | (¢) CSIRTs shall be equipped with
an appropriate system for an appropriate system for an appropriate system for
213 managing and routing requests, in | manaeine-androutineclassifying, | managing and routing requests, in
particular, to facilitate effective routing and tracking requests, in particular, to facilitate effective
and efficient handovers; particular, to facilitate effective and | and efficient handovers;
efficient handovers;
Article 10(1), point (ca)
213a (ca) CSIRTs shall have
appropriate codes of conduct in
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place to ensure the confidentiality
and trustworthiness of their
operations;
Article 10(1), point (d)
(d) CSIRTs shall be adequately (d) CSIRTs shall be adequately (d) CSIRTs shall be adequately
214 staffed to ensure availability at all | staffed to ensure availability at all | staffed to ensure availability at all
times; times_and ensure appropriate times;
training frameworks of their staff;
Article 10(1), point (e)
(e) CSIRTs shall be equipped with | (e) CSIRTs shall be equipped with | (e) CSIRTs shall be equipped with
redundant systems and backup redundant systems and backup redundant systems and backup
working space to ensure continuity | working space to ensure continuity | working space to ensure continuity
215 of its services; of its services, including broad of its services;
connectivity across networks,
information systems, services and
devices;
Article 10(1), point (f)
(f) CSIRTs shall have the (f) CSIRTs shall have the (f) CSIRTs shall have the
216 | possibility to participate in possibility to participate in possibility to participate in
international cooperation networks. | international cooperation networks. | international cooperation networks.
Article 10(1a)
216a
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la. CSIRTs shall develop at least

the following technical
capabilities:

(a) the ability to conduct real-
time or near-real-time monitoring
of networks and information
systems, and anomaly detection;

(b) the ability to support
intrusion prevention and
detection;

(c¢) the ability to collect and
conduct complex forensic data
analysis, and to reverse engineer
cyber threats;

(d) the ability to filter malign
traffic;

(e) the ability to enforce strong
authentication and access
privileges and controls; and

(1) the ability to analyse cyber
threats.

Article 1

0(2), introductory part

2. CSIRTs shall have the

2. CSIRTs shall have the

2. CSIRTs shall have the

217 following tasks: following tasks: following tasks:
Article 10(2), point (a)
218 | (a) monitoring cyber threats, (a) monitoring cyber threats, (a) monitoring cyber threats,
vulnerabilities and incidents at vulnerabilities and incidents at vulnerabilities and incidents at
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national level; national level and acquiring real- | national level,;
time threat intelligence;
Article 10(2), point (b)
(b) providing early warning, alerts, | (b) providing early warning, alerts, | (b) providing early warning, alerts,
announcements and dissemination | announcements and dissemination | announcements and dissemination
of information to essential and of information to essential and of information to essential and
219 important entities as well as to important entities as well as to important entities as well as to
other relevant interested parties on | other relevant interested parties on | competent authorities and other
cyber threats, vulnerabilities and cyber threats, vulnerabilities and relevant interested parties on cyber
incidents; incidents, if possible near-real- threats, vulnerabilities and
time; incidents;
Article 10(2), point (c)
(c) responding to incidents; (c) responding to incidents and (c) responding to incidents;
220 providing assistance to the entities
involved,
Article 10(2), point (d)
(d) providing dynamic risk and (d) providing dynamic risk and (d) collecting and analysing
incident analysis and situational incident analysis and situational forensic data and providing
221 awareness regarding cybersecurity; | awareness regarding cybersecurity; | dynamic risk and incident analysis
and situational awareness
regarding cybersecurity;
Article 10(2), point (e)
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(e) providing, upon request of an
entity, a proactive scanning of the
network and information systems
used for the provision of their
services;

(e) providing, upon request of an
entity_or in the case of a serious
threat to national security, a
proactive scanning of the network
and information systems used for
the provision of their services;

(e) providing, #ponrequest-of-an
s s e s e Ll

proactive scanning of the network

and information systems_to detect
vulnerabilities with potential
significant impact provided that,
where there is no consent of that
entity, the network and information
systems wsed-for-the-provision
ofare not intruded or their
servicesfunctioning negativel

impacted;

Article 1

0(2), point (f)

223

(f) participating in the CSIRTs
network and providing mutual
assistance to other members of the
network upon their request.

(f) participating in the CSIRTs
network and providing mutual
assistance to other members of the
network upon their request.

(f) participating in the CSIRTs
network and providing mutual
assistance according to their
capacities and competencies to
other members of the network
upon their request.

Article 1

0(2), point (fa)

223a

(fa) where applicable, acting as a
coordinator for the purpose of the
coordinated vulnerability
disclosure process pursuant to
Article 6 (1) that shall include in
particular facilitating the
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interaction between the reporting
entities, the potential vulnerability
owner and the manufacturer or
provider of ICT products or ICT

services in_cases where this is
necessary, identifying and
contacting concerned entities,
supporting reporting entities,
negotiating disclosure time lines
and managing vulnerabilities that
affect multiple organisations
(multi-party coordinated
vulnerability disclosure).

Article 10(2), point (fa)
(fa) providing, upon request of an
entity, enabling and configuration
223b of network logging to protect data,
including personal data from
unauthorised exfiltration;
Article 10(2), point (fb)
(fb) contributing to the
deployment of secure information
223¢ ; .
sharing tools pursuant to Article
9(3).
Article 10(3)
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3. CSIRTs shall establish 3. CSIRTs shall establish 3. CSIRTs shall establish
cooperation relationships with cooperation relationships with cooperation relationships with
224 relevant actors in the private sector, | relevant actors in the private sector, | relevant actors in the private sector,
with a view to better achieving the | with a view to better achieving the | with a view to better achieving the
objectives of the Directive. objectives of the Directive. objectives of the Directive.
Article 10(3a)
3a. CSIRTs may establish
cooperation relationships with
national CSIRTs of third
countries. As part of this
224a .
cooperation, they may exchange
relevant, information, including
personal data in accordance with
Union law on data protection.
Article 10(4), introductory part
4. In order to facilitate 4. In order to facilitate 4. In order to facilitate
cooperation, CSIRTs shall promote | cooperation, CSIRTSs shall promote | cooperation, CSIRTs shall promote
the adoption and use of common or | automation of information the adoption and use of common or
295 standardised practices, exchange, the adoption and use of | standardised practices,
classification schemes and common or standardised practices, | classification schemes and
taxonomies in relation to the classification schemes and taxonomies in relation to the
following: taxonomies in relation to the following:
following:
Article 10(4), point (a)
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226 | (a) incident handling procedures; (a) incident handling procedures; (a) incident handling procedures;
Article 10(4), point (b)
227 (b) cybersecurity crisis (b) cybersecurity crisis (b) cybersecurity crisis
management; management; management;
Article 10(4), point (c)
298 (c) coordinated vulnerability (¢) coordinated vulnerability (c) coordinated vulnerability
disclosure. disclosure. disclosure.
Article 11
279 Article 11 Article 11 Article 11
Cooperation at national level Cooperation at national level Cooperation at national level
Article 11(1)
1. Where they are separate, the 1. Where they are separate, the 1. Where they are separate, the
competent authorities referred to in | competent authorities referred to in | competent authorities referred to in
Article 8, the single point of Article 8, the single point of Article 8, the single point of
230 contact and the CSIRT(s) of the contact and the CSIRT(s) of the contact and the CSIRT(s) of the
same Member State shall cooperate | same Member State shall cooperate | same Member State shall cooperate
with each other with regard to the | with each other with regard to the | with each other with regard to the
fulfilment of the obligations laid fulfilment of the obligations laid fulfilment of the obligations laid
down in this Directive. down in this Directive. down in this Directive.
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2. Member States shall ensure that | 2. Member States shall ensure that | 2. Member States shall ensure that
either their competent authorities ettt o e e et e either their competent authorities
or their CSIRTs receive o#their CSIRTSs receive or their CSIRTs receive
notifications on incidents, and notifications on_significant notifications on incidents, and
significant cyber threats and near incidents-and-sienificant pursuant | significant cyber threats and near
misses submitted pursuant to this to Article 20 and cyber threats and | misses submitted pursuant to this
Directive. Where a Member State near misses s#bmitted-pursuant to Directive. Where a Member State
decides that its CSIRTs shall not Hhre et e i e e e b decides that its CSIRTs shall not
231 receive those notifications, the State-decidesthat-its-CSIRTsshall | receive those notifications, the

CSIRTs shall, to the extent notreceive-thosenotifications—thke | CSIRTSs shall, to the extent
necessary to carry out their tasks, L e hee et necessary to carry out their tasks,
be granted access to data on necessarp-to-carry-ont-thetrtasks; | be granted access to data on
incidents notified by the essential s incidents notified by the essential
or important entities, pursuant to frreiel e et e e e or important entities, pursuant to
Article 20. R R e e e Article 20.

toArticle 27 through the single

entry point referred to in Article

20(4a).

Article 11(3)
3. Each Member State shall ensure | 3. Each Member State shall ensure | 3. Each Member State shall ensure
that its competent authorities or that its competent authorities or that its competent authorities or
CSIRTs inform its single point of | CSIRTs inform its single point of | CSIRTs inform its single point of
232 contact of notifications on contact of notifications on contact of notifications on
incidents, significant cyber threats | incidents, significant cyber threats | incidents, significant cyber threats
and near misses submitted pursuant | and near misses submitted pursuant | and near misses submitted pursuant
to this Directive. to this Directive. to this Directive.
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4. To the extent necessary to
effectively carry out the tasks and
obligations laid down in this
Directive, Member States shall
ensure appropriate cooperation
between the competent authorities
and single points of contact and
law enforcement authorities, data
protection authorities, and the
authorities responsible for critical
infrastructure pursuant to Directive
(EU) XXXX/XXXX [Resilience of
Critical Entities Directive] and the
national financial authorities

733 | designated in accordance with
Regulation (EU) XXXX/XXXX of
the European Parliament and of the
Council' [the DORA Regulation]
within that Member State.

1. [insert the full title and OJ publication
reference when known]|

4. To the extent necessary to
effectively carry out the tasks and
obligations laid down in this
Directive, Member States shall
ensure appropriate cooperation
between the competent authorities
and, single points of contact,
CSIRTs,-e#d law enforcement
authorities, national regulatory
authorities or other competent
authorities responsible for public

4. To the extent necessary to
effectively carry out the tasks and
obligations laid down in this
Directive, Member States shall
ensure appropriate cooperation
between the competent authorities,
CSIRTs,-and single points of
contact axdas well as law
enforcement authorities, data
protection authorities, and the

competent authorities responsible

electronic communications
networks or for publicly available
electronic communications
services pursuant to Directive
(EU) 2018/1972, data protection
authorities, a#¢-the authorities
responsible for critical
infrastructure pursuant to Directive
(EU) XXXX/XXXX [Resilience of
Critical Entities Directive] and the
national financial authorities
designated in accordance with
Regulation (EU) XXXX/XXXX of
the European Parliament and of the
Council' [the DORA Regulation]
within that Member State in line
with their respective competences.

1. [insert the full title and OJ publication
reference when known|

infrastructnredesignated pursuant
to Directive (EU) XXXX/XXXX

[Resilience of Critical Entities
Directive], the competent
authorities under Commission
Implementing Regulation
2019/1583, the national regulatory
authorities designated in
accordance with Directive (EU)
2018/1972, the national
authorities designated pursuant to
Article 17 of Regulation (EU) No
910/2014,-e14 the national
financial authorities designated in
accordance with Regulation (EU)
XXXX/XXXX of the European
Parliament and of the Council” [the
DORA Regulation], as well as
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competent authorities designated
by other sector-specific Union
legal acts, within that Member
State.

7 Lincort thefilltith L O publicati
reference-whenleown]

Article 1

1(5)

5. Member States shall ensure that
their competent authorities
regularly provide information to
competent authorities designated
pursuant to Directive (EU)
XXXX/XXXX [Resilience of
Critical Entities Directive] on
cybersecurity risks, cyber threats
and incidents affecting essential
entities identified as critical, or as

5. Member States shall ensure that
their competent authorities
regularly provide timely
information to competent
authorities designated pursuant to
Directive (EU) XXXX/XXXX
[Resilience of Critical Entities
Directive] on cybersecurity risks,
cyber threats and incidents
affecting essential entities

5. Member States shall ensure that
their competent authorities

. T .
tounder this Directive and the
competent authorities designated
pursuant to Directive (EU)
XXXX/XXXX [Resilience of
Critical Entities Directive]
regularly exchange information
on the identification of critical

234 | entities equivalent to critical identified as critical, or as entities | entities, er-cybersecurity risks,
entities, pursuant to Directive (EU) | equivalent to critical entities, cyber threats and incidents as well
XXXX/XXXX [Resilience of pursuant to Directive (EU) as on _non-cyber risks, threats and
Critical Entities Directive], as well | XXXX/XXXX [Resilience of incidents affecting essential
as the measures taken by Critical Entities Directive], as well | entities identified as critical, /or as
competent authorities in response as the measures taken by entities equivalent to critical
to those risks and incidents. competent authorities in response entities,/ pursuant to Directive
to those risks and incidents. (EU) XXXX/XXXX [Resilience of
Critical Entities Directive], as well
as the measures taken &yin
response to those risks and
incidents. Member States shall
5163/22 EB/ip, pf 225
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also ensure that competent
authorities under this Directive
and the competent authorities
designated under Regulation
XXXX/XXXX [DORA
Regulation], Directive 2018/1972
and Regulation (EU) 910/2014
regularly exchange relevant

information.

With regard to trust service
providers and in particular in

cases where that supervisory role
under this Directive is assigned to
a different body than the
supervisory bodies designated
pursuant to Regulation (EU)
910/2014, the national competent
authorities under this Directive
shall cooperate closely, in a timely
manner, by exchanging the
relevant information in order to
ensure effective supervision and
compliance of trust service
providers with the requirements
set out in this Directive and
Regulation [XXXX/XXXX] and,
where applicable, the national
competent authority under this
Directive shall, without undue
delay, inform the eIDAS
supervisory body about any
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notified significant cyber threat or
incident with impact on trust
servicesinresponseto-thoserisks

Article 11(5a)

234a

Sa. For the purpose of
simplifying the reporting of
incidents, Member States may
establish a single-entry point for
all notifications required under
this Directive, as well as under
Regulation (EU) 2016/679 and
Directive 2002/58/EC, where
appropriate. Member States may
use the single entry point for
notifications required under other
sector-specific Union legal acts.
This single-entry point shall not
affect the application of the
provisions of Regulation (EU)

2016/679 and Directive
2002/58/EC, in particular those
relating to independent
supervisory authorities.

CHAPTER IlI

235 CHAPTER III
Cooperation

CHAPTER III
Cooperation

CHAPTER III
EU Cooperation

5163/22
ANNEX

JAL2

EB/ip, pf

227
EN



Commission Proposal +

Annexes

EP Mandate

Council Mandate

Draft Agreement

Article 12
236 Article 12 Article 12 Article 12
Cooperation Group Cooperation Group Cooperation Group
Article 12(1)

1. In order to support and to
facilitate strategic cooperation and
the exchange of information among

1. In order to support and to
facilitate strategic cooperation and
the exchange of information among

1. In order to support and to
facilitate strategic cooperation and
the exchange of information among

Member States in the field of Member States in the field of Member States in-thefietd-of
237 " N . N
application of the Directive, a application of the Directive, a applicationof-the-Directiveas well
Cooperation Group is established. | Cooperation Group is established. | as to strengthen trust and
confidence , a Cooperation Group
is established.
Article 12(2)
2. The Cooperation Group shall 2. The Cooperation Group shall 2. The Cooperation Group shall
238 | CaITy out its tasks on the basis of carry out its tasks on the basis of carry out its tasks on the basis of
biennial work programmes biennial work programmes biennial work programmes
referred to in paragraph 6. referred to in paragraph 6. referred to in paragraph 6.
Article 12(3), introductory part
139 3. The Cooperation Group shall be | 3. The Cooperation Group shall be | 3. The Cooperation Group shall be
composed of representatives of composed of representatives of composed of representatives of
Member States, the Commission Member States, the Commission Member States, the Commission
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and ENISA. The European
External Action Service shall
participate in the activities of the
Cooperation Group as an observer.
The European Supervisory
Authorities (ESAs) in accordance
with Article 17(5)(c) of Regulation
(EU) XXXX/XXXX [the DORA
Regulation] may participate in the
activities of the Cooperation
Group.

and ENISA. The European
Parliament and the European
External Action Service shall
participate in the activities of the
Cooperation Group as a#
observerobservers. The European
Supervisory Authorities (ESAs) in
accordance with Article 17(5)(c) of
Regulation (EU) XXXX/XXXX
[the DORA Regulation] may
participate in the activities of the
Cooperation Group.

and ENISA. The European
External Action Service shall
participate in the activities of the
Cooperation Group as an observer.
The European Supervisory
Authorities (ESAS) in-accordance
with-Article 175 e} -ofand the
competent authorities designated
under Regulation (EU)
XXXX/XXXX [the DORA
Regulation] may participate in the
activities of the Cooperation Group
in_accordance with Article 42(1)
of Regulation (EU) XXXX/XXXX
[the DORA Regulation].

Article 1

2(3), first paragraph

Where appropriate, the
Cooperation Group may invite
representatives of relevant

Where appropriate, the
Cooperation Group may invite
representatives of— relevant

Where appropriate, the
Cooperation Group may invite
representatives of relevant

240 | stakeholders to participate in its stakeholders, such as the stakeholders to participate in its
work. FEuropean Data Protection Board | work.
and representatives of industry, to
participate in its work.
Article 12(3), second paragraph
241 The Commission shall provide the | The Commission shall provide the | The Commission shall provide the
secretariat. secretariat. secretariat.
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Article 12(4), introductory part
242 4. The Cooperation Group shall 4. The Cooperation Group shall 4. The Cooperation Group shall
have the following tasks: have the following tasks: have the following tasks:
Article 12(4), point (a)
(a) providing guidance to (a) providing guidance to (a) providing guidance to
243 competent authorities in relation to | competent authorities in relation to | competent authorities in relation to
the transposition and the transposition and the transposition and
implementation of this Directive; implementation of this Directive; implementation of this Directive;
Article 12(4), point (aa)
(aa) providing guidance in
relation to the development and
2432 implementation of policies on
coordinated vulnerability
disclosure as referred to in Article
5(2) (c¢) and Article 6(1);
Article 12(4), point (b)
(b) exchanging best practices and | (b) exchanging best practices and | (b) exchanging best practices and
information in relation to the information in relation to the information in relation to the
244 | implementation of this Directive, implementation of this Directive, implementation of this Directive,
including in relation to cyber including in relation to cyber including in relation to cyber
threats, incidents, vulnerabilities, threats, incidents, vulnerabilities, threats, incidents, vulnerabilities,
near misses, awareness-raising near misses, awareness-raising near misses, awareness-raising
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initiatives, trainings, exercises and
skills, building capacity as well as
standards and technical
specifications;

initiatives, trainings, exercises and
skills, capacity building, standards
and technical specifications
eapacity as well as standeards-and
toeliieel s eatieadon the
identification of essential and
important entities;

initiatives, trainings, exercises and
skills, building capacity as well as
standards and technical
specifications;

Article 1

2(4), point (ba)

(ba) mapping the national
solutions in order to promote

244a compatibility of cvbersecurity
solutions applied to each specific
sector across the Union;
Article 12(4), point (c)
(c) exchanging advice and (c) exchanging advice and (c) exchanging advice and
cooperating with the Commission | cooperating with the Commission | cooperating with the Commission
245 | oM emerging cybersecurity policy on emerging cybersecurity policy on emerging cybersecurity policy
initiatives; initiatives_and the overall initiatives;
consistency of sector-specific
cybersecurity requirements;
Article 12(4), point (d)
246 (d) exchanging advice and (d) exchanging advice and (d) exchanging advice and
cooperating with the Commission | cooperating with the Commission | cooperating with the Commission
on draft Commission implementing | on draft Commission implementing | on draft Commission implementing
5163/22 EB/ip, pf 231
ANNEX JAL2 EN



Commission Proposal +

EP Mandate Council Mandate Draft Agreement
Annexes
or delegated acts adopted pursuant | or delegated acts adopted pursuant | erdelesated-acts adopted pursuant
to this Directive; to this Directive; to this Directive;
Article 12(4), point (e)
(e) exchanging best practices and | (e) exchanging best practices and | (e) exchanging best practices and
247 information with relevant Union information with relevant Union information with relevant Union
institutions, bodies, offices and institutions, bodies, offices and institutions, bodies, offices and
agencies; agencies; agencies;
Article 12(4), point (ea)
(ea) exchanging views on the
implementation of sectorial
247a . . .
legislation with cybersecurity
aspects;
Article 12(4), point (f)
(f) discussing reports on the peer (f) discussing reports on the peer (f) discussing reports on the peer
review referred to in Article 16(7); | review referred to in Article 16(7), | reviewlearnings referred to in
248 . , .
and drawing up conclusions and Article 16(7);
recommendations;
Article 12(4), point (fa)
(fa) carrying out coordinated
248a .
security risk assessments that may
be initiated pursuant to Article
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19(1), in cooperation with the
Commission and ENISA;
Article 12(4), point (g)
(g) discussing results from joint- (g) discussing results from joint- (g) discussing—resuits_experiences
249 supervisory activities in cross- supervisory activities in cross- from joint-supervisory activities in
border cases as referred to in border cases as referred to in cross-border cases as referred to in
Article 34; Article 34; Article 34;
Article 12(4), point (h)
(h) providing strategic guidance to | (h) providing strategic guidance to | (h) providing strategic guidance to
250 the CSIRTs network on specific the CSIRTs network on specific the CSIRTSs network and EU—
emerging issues; emerging issues; CyCLONe on specific emerging
1Ssues;
Article 12(4), point (ha)
(ha) exchanging views on policy
follow-up of large-scale
2502 cybersecurity incidents on the
basis of lessons learned of the
CSIRTs network and EU—
CyCLONe;
Article 12(4), point (i)
251 . o . . o . . o .
(1) contributing to cybersecurity (i) contributing to cybersecurity (1) contributing to cybersecurity
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capabilities across the Union by
facilitating the exchange of
national officials through a
capacity building programme
involving staff from the Member
States’ competent authorities or
CSIRTs;

capabilities across the Union by
facilitating the exchange of
national officials through a
capacity building programme
involving staff from the Member
States’ competent authorities or
CSIRTs;

capabilities across the Union by
facilitating the exchange of
national officials through a
capacity building programme
involving staff from the Member
States’ competent authorities or
CSIRTs;

Article 1

2(4), point (j)

(j) organising regular joint
meetings with relevant private
interested parties from across the

(j) organising regular joint
meetings with relevant private
interested parties from across the

(j) organising regular joint
meetings with relevant private
interested parties from across the

252 Union to discuss activities carried | Union to discuss activities carried | Union to discuss activities carried
out by the Group and gather input | out by the Group and gather input | out by the Group and gather input
on emerging policy challenges; on emerging policy challenges; on emerging policy challenges;
Article 12(4), point (k)
(k) discussing the work (k) discussing the work undertaken | (k) discussing the work
undertaken in relation to in relation to cybersecurity undertaken in relation to
253 . ) . . . . . . . . .
cybersecurity exercises, including | exercises, including the work done | cybersecurity exercises, including
the work done by ENISA. by ENISA. the work done by ENISA.
Article 12(4), point (ka)
(ka) establish the peer-learning
253a mechanism in accordance with
Article 16 of this Directive.
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2(4), point (ka)

(ka) submitting to the
Commission for the purpose of the
review referred to in Article 35

25303 reports on the experience gained
at a strategic and operational
level;

Article 12(4), point (kb)

(kb) providing a yearly
assessment in_cooperation with
ENISA, Europol and national law

253¢ enforcement institutions on which
third countries are harbouring
ransomware criminals.
Article 12(5)
5. The Cooperation Group may 5. The Cooperation Group may 5. The Cooperation Group may
254 | request from the CSIRT network a | request from the CSIRT network a | request from the CSIRT network a
technical report on selected topics. | technical report on selected topics. | technical report on selected topics.
Article 12(6)
755 6. By ... [ 24 months after the 6. By ... [1 24 months after the 6. By ... =[24 months after the
date of entry into force of this date of entry into force of this date of entry into force of this
Directive[] and every two years Directivel ] and every two years Directive—/ and every two years
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thereafter, the Cooperation Group
shall establish a work programme
in respect of actions to be
undertaken to implement its
objectives and tasks. The
timeframe of the first programme
adopted under this Directive shall
be aligned with the timeframe of
the last programme adopted under
Directive (EU) 2016/1148.

thereafter, the Cooperation Group
shall establish a work programme
in respect of actions to be
undertaken to implement its
objectives and tasks. The
timeframe of the first programme
adopted under this Directive shall
be aligned with the timeframe of
the last programme adopted under
Directive (EU) 2016/1148.

thereafter, the Cooperation Group
shall establish a work programme
in respect of actions to be
undertaken to implement its
objectives and tasks. The
timeframe of the first programme
adopted under this Directive shall
be aligned with the timeframe of
the last programme adopted under
Directive (EU) 2016/1148.

Article 1

2(7)

7. The Commission may adopt
implementing acts laying down
procedural arrangements necessary
for the functioning of the

7. The Commission may adopt
implementing acts laying down
procedural arrangements necessary
for the functioning of the

7. The Commission may adopt
implementing acts laying down
procedural arrangements necessary
for the functioning of the

256 | Cooperation Group. Those Cooperation Group. Those Cooperation Group. Those
implementing acts shall be adopted | implementing acts shall be adopted | implementing acts shall be adopted
in accordance with the examination | in accordance with the examination | in accordance with the examination
procedure referred to in Article procedure referred to in Article procedure referred to in Article
37(2). 37(2). 37(2).
Article 12(8)
8. The Cooperation Group shall 8. The Cooperation Group shall 8. The Cooperation Group shall
meet regularly and at least once a meet regularly and at least meet regularly and at least once a
257 | year with the Critical Entities oneetwice a year with the Critical year with the Critical Entities
Resilience Group established under | Entities Resilience Group Resilience Group established under
Directive (EU) XXXX/XXXX established under Directive (EU) Directive (EU) XXXX/XXXX
[Resilience of Critical Entities XXXX/XXXX [Resilience of [Resilience of Critical Entities
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Directive] to promote strategic Critical Entities Directive] to Directive] to promote strategic
cooperation and exchange of promotefacilitate strategic cooperation and facilitate
information. cooperation and exchanee-of exchange of information.
informationinformation exchange.
Article 13
258 Article 13 Article 13 Article 13
CSIRTs network CSIRTs network CSIRTs network
Article 13(1)
1. In order to contribute to the 1. In order to contribute to the 1. In order to contribute to the
development of confidence and development of confidence and development of confidence and
trust and to promote swift and trust and to promote swift and trust and to promote swift and
259 | effective operational cooperation effective operational cooperation effective operational cooperation
among Member States, a network | among Member States, a network | among Member States, a network
of the national CSIRTs is of the national CSIRTs is of the national CSIRTs is
established. established. established.
Article 13(2)
2. The CSIRTs network shall be 2. The CSIRTs network shall be 2. The CSIRTs network shall be
composed of representatives of the | composed of representatives of the | composed of representatives of the
Member States’ CSIRTs and Member States’ CSIRTSs and Member States’ CSIRTSs
260 | CERT-EU. The Commission shall | CERT-EU. The Commission shall | designated in accordance with
participate in the CSIRTs network | participate in the CSIRTs network | Article 9 and CERT-EU. The
as an observer. ENISA shall as an observer. ENISA shall Commission shall participate in the
provide the secretariat and shall provide the secretariat and shall CSIRTs network as an observer.
actively support cooperation actively support cooperation ENISA shall provide the secretariat
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among the CSIRTs. among the CSIRTs. and shall actively support
cooperation among the CSIRTs.
Article 13(3), introductory part
261 3. The CSIRTs network shall have | 3. The CSIRTSs network shall have | 3. The CSIRTs network shall have
the following tasks: the following tasks: the following tasks:
Article 13(3), point (a)
262 (a) exchanging information on (a) exchanging information on (a) exchanging information on
CSIRTSs’ capabilities; CSIRTSs’ capabilities; CSIRTS’ capabilities;
Article 13(3), point (aa)
(aa) facilitating the sharing and
transferring of technology and
262a relevant measures, policies, best
practices and frameworks among
the CSIRTs;
Article 13(3), point (b)
(b) exchanging relevant (b) exchanging relevant (b) exchanging relevant
263 information on incidents, near information on incidents, near information on incidents, near
misses, cyber threats, risks and misses, cyber threats, risks and misses, cyber threats, risks and
vulnerabilities; vulnerabilities; vulnerabilities;
Article 13(3), point (ba)
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(ba) exchanging information in
2634 regal'fd to' cybersecurity
publications and
recommendations;
Article 13(3), point (ba)
(ba) ensuring interoperability
263b with regard to information
sharing standards;
Article 13(3), point (bb)
(bb) sharing of technical
263c solutions facilitating the technical
handling of incidents;
Article 13(3), point (bc)
(bc) exchanging best practices,
263d tools and processes in regards to
the tasks of the CSIRTs;
Article 13(3), point (c)
264 (c) at the request of a (c) at the request of a (c) at the request of a
representative of the CSIRT representative of the CSIRT representativemember of the
network potentially affected by an | network potentially affected by an | &SRFCSIRTs network potentially
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incident, exchanging and
discussing information in relation
to that incident and associated
cyber threats, risks and
vulnerabilities;

incident, exchanging and
discussing information in relation
to that incident and associated
cyber threats, risks and
vulnerabilities;

affected by an incident, exchanging
and discussing information in
relation to that incident and
associated cyber threats, risks and
vulnerabilities;

Article 1

3(3), point (d)

265

(d) at the request of a
representative of the CSIRT
network, discussing and, where
possible, implementing a
coordinated response to an incident
that has been identified within the
jurisdiction of that Member State;

(d) at the request of a
representative of the CSIRT
network, discussing and, where
possible, implementing a
coordinated response to an incident
that has been identified within the
jurisdiction of that Member State;

(d) atthe request of a
ESIRTmember of the CSIRTSs
network, discussing and, where
possible, implementing a
coordinated response to an incident
that has been identified within the
jurisdiction of that Member State;

Article 1

3(3), point (e)

266

(e) providing Member States with
support in addressing cross—border
incidents pursuant to this Directive;

(e) providing Member States with
support in addressing cross—border
incidents pursuant to this Directive;

(e) providing Member States with
support in addressing cross—border
incidents pursuant to this Directive;

Article 1

3(3), point (f)

267

(f) cooperating and providing
assistance to designated CSIRTs
referred to in Article 6 with regard
to the management of multiparty
coordinated disclosure of

(f) cooperating and providing
assistance to designated CSIRTs
referred to in Article 6 with regard
to the management of multiparty
coordinated disclosure of

(f) cooperating, exchanging best
practices and providing assistance
to designated CSIRTSs referred to in
Article 6 with—regard to the

management of—#ltiparsy
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vulnerabilities affecting multiple vulnerabilities affecting multiple coordinated disclosure of
manufacturers or providers of ICT | manufacturers or providers of ICT | vulnerabilities affecting multiple
products, ICT services and ICT products, ICT services and ICT manufacturers or providers of ICT
processes established in different processes established in different products, ICT services and ICT
Member States; Member States; processes established in different
Member States;
Article 13(3), point (g), introductory part
(g) discussing and identifying (g) discussing and identifying (g) discussing and identifying
268 further forms of operational further forms of operational further forms of operational
cooperation, including in relation cooperation, including in relation cooperation, including in relation
to: to: to:
Article 13(3), point (g)(i)
269 (i) categories of cyber threats and | (i) categories of cyber threats and | (i) categories of cyber threats and
incidents; incidents; incidents;
Article 13(3), point (g)(ii)
270 | (ii) early warnings; (i1) early warnings; (i1) early warnings;
Article 13(3), point (g)(iii)
271 (ii1) mutual assistance; (i) mutual assistance; (ii1) mutual assistance;
Article 13(3), point (g)(iv)
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(iv) principles and modalities for (iv) principles and modalities for (iv) principles and modalities for
272 | coordination in response to cross— | coordination in response to cross— | coordination in response to cross—
border risks and incidents; border risks and incidents; border risks and incidents;
Article 13(3), point (g)(v)
(v) contribution to the national (v) contribution to the national (v) contribution to the national
cybersecurity incident and crisis cybersecurity incident and crisis cybersecurity incident and crisis
273 | response plan referred to in Article | response plan referred to in Article | response plan referred to in Article
7(3); 7(3); 7 (3).at the request of a Member
State;
Article 13(3), point (h)
(h) informing the Cooperation (h) informing the Cooperation (h) informing the Cooperation
Group of its activities and of the Group of its activities and of the Group of its activities and of the
further forms of operational further forms of operational further forms of operational
274 . . . . ; .
cooperation discussed pursuant to | cooperation discussed pursuant to | cooperation discussed pursuant to
point (g), where necessary, point (g), where necessary, point (g), and, where necessary,
requesting guidance in that regard; | requesting guidance in that regard; | requesting guidance in that regard;
Article 13(3), point (i)
(i) taking stock from cybersecurity | (i) taking stock from cybersecurity | (i) taking stock from cybersecurity
275 | exercises, including from those exercises, including from those exercises, including from those
organised by ENISA; organised by ENISA; organised by ENISA;
Article 13(3), point (j)
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(j) at the request of an individual (j) at the request of an individual (j) at the request of an individual
276 | CSIRT, discussing the capabilities | CSIRT, discussing the capabilities | CSIRT, discussing the capabilities
and preparedness of that CSIRT; and preparedness of that CSIRT; and preparedness of that CSIRT;
Article 13(3), point (k)
(k) cooperating and exchanging (k) cooperating and exchanging (k) cooperating and exchanging
information with regional and information with regional and information with regional and
Union-level Security Operations Union-level Security Operations Union-level Security Operations
277 | Centres (SOCs) in order to Centres (SOCs) in order to improve | Centres (SOCs) in order to
improve common situational common situational awareness on | improve common situational
awareness on incidents and threats | incidents and threats across the awareness on incidents and threats
across the Union; Union; across the Union;
Article 13(3), point (I)
(1) discussing the peer-review (1) discussing the peer-review (1) discussing the peer—reviewpeer-
278 | reports referred to in Article 16(7); | reports referred to in Article 16(7); | learning reports referred to in
Article 16(7);
Article 13(3), point (m)
(m) issuing guidelines in order to | (m) issuing guidelines in order to | (m) issuing guidelines in order to
facilitate the convergence of facilitate the convergence of facilitate the convergence of
operational practices with regard to | operational practices with regard to | operational practices with regard to
279 L . S . L L
the application of the provisions of | the application of the provisions of | the application of the provisions of
this Article concerning operational | this Article concerning operational | this Article concerning operational
cooperation. cooperation. cooperation.
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4. For the purpose of the review 4. For the purpose of the review 4. For the purpose of the review
referred to in Article 35 and by referred to in Article 35 and by referred to in Article 35 and by
7124 months after the date of entry | [124 months after the date of entry | —/24 months after the date of entry
into force of this Directivel !, and into force of this Directivel |, and into force of this Directive—/, and
every two years thereafter, the every two years thereafter, the every two years thereafter, the
CSIRTs network shall assess the CSIRTs network shall assess the CSIRTs network shall assess the
progress made with the operational | progress made with the operational | progress made with the operational
cooperation and produce a report. cooperation and produce a report. cooperation and produce a report.
130 The report shall, in particular, draw | The report shall, in particular, draw | The report shall, in particular, draw
conclusions on the outcomes of the | conclusions on the outcomes of the | conclusions on the outcomes of the
peer reviews referred to in Article | peer reviews referred to in Article | peerreviewspeer-learning referred
16 carried out in relation to 16 carried out in relation to to in Article 16 carried out in
national CSIRTs, including national CSIRTs, including relation to national CSIRTS,
conclusions and recommendations, | conclusions and recommendations, | including conclusions and
pursued under this Article. That pursued under this Article. That recommendations, pursued under
report shall also be submitted to the | report shall also be submitted to the | this Article. That report shall also
Cooperation Group. Cooperation Group. be submitted to the Cooperation
Group.
Article 13(5)
5. The CSIRTs network shall 5. The CSIRTs network shall 5. The CSIRTs network shall
281 . : .
adopt its own rules of procedure. adopt its own rules of procedure. adopt its own rules of procedure.
Article 13(6)
281a 6. The CSIRT network shall
cooperate with the EU-CyCLONe
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on the basis of agreed procedural
arrangements.
Article 14
Article 14 Article 14 Article 14
)80 The European cyber crises liaison | The European cyber crises liaison | The European cyber crises liaison
organisation network (EU - organisation network (EU - organisation network (EU -
CyCLONe) CyCLONe) CyCLONe)
Article 14(1)
1. In order to support the 1. In order to support the 1. In order to support the
coordinated management of large- | coordinated management of large- | coordinated management of large-
scale cybersecurity incidents and scale cybersecurity incidents and scale cybersecurity incidents and
crises at operational level and to crises at operational level and to crises at operational level and to
ensure the regular exchange of ensure the regular exchange of ensure the regular exchange of
283 | information among Member States | relevant information among information among Member States
and Union institutions, bodies and | Member States and Union and Union institutions, bodies and
agencies, the European Cyber institutions, bodies and agencies, agencies, the European Cyber
Crises Liaison Organisation the European Cyber Crises Liaison | Crises Liaison Organisation
Network (EU - CyCLONe) is Organisation Network (EU - Network (EU - CyCLONe) is
hereby established. CyCLONe) is hereby established. hereby established.
Article 14(2)
2. EU-CyCLONe shall be 2. EU-CyCLONe shall be 2. EU-CyCLONe shall be
284 | composed of the representatives of | composed of the representatives of | composed of the representatives of
Member States’ crisis management | Member States’ crisis management | Member States’ cyber crisis
authorities designated in authorities designated in management authorities designated
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accordance with Article 7, the
Commission and ENISA. ENISA
shall provide the secretariat of the
network and support the secure
exchange of information.

accordance with Article 7, the
Commission and ENISA. ENISA
shall provide the secretariat of the
#wetworkEU-CyCLONe and support
the secure exchange of
information.

in accordance with Article 7;. The
Commission axndEAESAshall
participate in the activities of the
network as an observer. ENISA
shall provide the secretariat of the
network and support the secure
exchange of information_as well as
provide necessary tools to support
cooperation between Member
States ensuring secure exchange
of information.

Where appropriate, EU-CyCLONe
may invite representatives of
relevant stakeholders to
participate in its work.

Article 14(2a)

284a

Article 14(3), introductory part

285

3. EU-CyCLONe shall have the
following tasks:

3. EU-CyCLONe shall have the
following tasks:

3. EU-CyCLONe shall have the
following tasks:

Article 14(3), point (a)

(a) increasing the level of

(a) increasing the level of

(a) increasing the level of

22l preparedness of the management of | preparedness of the management of | preparedness of the management of
large scale incidents and crises; large scale incidents and crises; large scale cybersecurity incidents
5163/22 EB/ip, pf 246
ANNEX JAL2 EN



Commission Proposal +

Annexes

EP Mandate

Council Mandate

Draft Agreement

and crises;

Article 14(3), point (b)

287

(b) developing a shared situational
awareness of relevant
cybersecurity events;

(b) developing a shared situational
awareness of relevant cybersecurity
events;

(b) developing a shared situational

awareness 6 tfor large

scale cybersecurity eventsincidents
and crisis;

Article 14(3), point (ba)

287a

(ba) assessing the consequences
and impact of relevant large scale
cybersecurity incidents and
proposing possible mitigation

measures,

Article 14(3), point (c)

288

(c) coordinating large scale
incidents and crisis management
and supporting decision-making at
political level in relation to such
incidents and crisis;

(c) coordinating large scale
incidents and crisis management
and supporting decision-making at
political level in relation to such
incidents and crisis;

(c) coordinating the management

of large scale cybersecurity
incidents and crisis #eregentent
and supporting decision-making at
political level in relation to such
incidents and crisis;

Article 14(3), point (d)

5 (d) discussing national (d) discussing national (d) atarequest of a Member
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cybersecurity incident and
response plans referred to in
Article 7(2).

cybersecurity incident and response

plans referred to in Article 7(2).

State, discussing its national
cybersecurity incident and crisis
response plans referred to in

Article 72-7(3);

Article 14(4)

290

4. EU-CyCLONe shall adopt its
rules of procedure.

4. EU-CyCLONe shall adopt its
rules of procedure.

4. EU-CyCLONe shall adopt its
rules of procedure.

Article 14(5)

291

5. EU-CyCLONe shall regularly
report to the Cooperation Group on
cyber threats, incidents and trends,
focusing in particular on their
impact on essential and important
entities.

5. EU-CyCLONe shall regularly
report to the Cooperation Group on
eyber-threats-large-scale incidents
and crises, as well as trends,
focusing in particular on their
impact on essential and important
entities.

5. EU-CyCLONe shall regularly
report to the Cooperation Group on
eyber-threats;the management of
large scale cybersecurity incidents
and trendscrisis management,
focusing in particular on their
impact on essential and important
entities.

Article 14(6)

292

6. EU-CyCLONe shall cooperate
with the CSIRTs network on the
basis of agreed procedural
arrangements.

6. EU-CyCLONe shall cooperate
with the CSIRTs network on the
basis of agreed procedural
arrangements.

6. EU-CyCLONe shall cooperate
with the CSIRTs network on the
basis of agreed procedural
arrangements.

Article 14(6a)
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7. EU-CyCLONe shall submit to
the European Parliament and the
Council a report assessing its

20 work by [24 months after the date
of entering into force of this
Directive].
Article 14a
20%h Article 14a

International cooperation

Article 14a, first paragraph

The Union may, where
appropriate, conclude
international agreements, in
accordance with Article 218
TFEU, with third countries or
international organisations,

292¢ . . .
allowing and organising their
participation in some activities of
the Cooperation Group, the
CSIRTs network and EU-
CyCLONe, in accordance with
Union law on data protection.
Article 15
293
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Article 15 Article 15 Article 15
Report on the state of cybersecurity | Report on the state of cybersecurity | Report on the state of cybersecurity
in the Union in the Union in the Union
Article 15(1), introductory part
1. ENISA shall issue, in 1. ENISA shall issue, in 1. ENISA shall issue, in
cooperation with the Commission, | cooperation with the Commission, | cooperation with the Commission
a biennial report on the state of a biennial report on the state of and the Cooperation Group, a
cybersecurity in the Union. The cybersecurity in the Union_and biennial report on the state of
294 report shall in particular include an | shall submit and present it to the cybersecurity in the Union. In
assessment of the following: European Parliament. The report | particular, the report shall i
shall be delivered in machine- partiewtar-include-an-assessment
readable format and shall in of the following:
particular include an assessment
of the following:
Article 15(1), point (aa)
(aa) a Union-level cybersecurity
294a risk assessment, taking account of
the threat landscape;
Article 15(1), point (a)
(a) the development of (a) the development of (a) an_assessment of the
295 cybersecurity capabilities across cybersecurity capabilities across development of cybersecurity
the Union; the Union; capabilities_in the public and
private sectors across the Union;
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Article 15(1), point (aa)
(aa) the general level of
cybersecurity awareness and
2954 hygiene among citizens and
entities, including SMEs, as well
as the general level of security of
connected devices;
Article 15(1), point (b)
(b) the technical, financial and (b) the technical, financial and (b) thetechnical—Ainancial-cnd
human resources available to human resources available to e
competent authorities and competent authorities and R e e
296 cybersecurity policies, and the cybersecurity policies, and the evhersecntitr-potictes—end-the
implementation of supervisory implementation of supervisory frphenre i tienme b et
measures and enforcement actions | measures and enforcement actions | measures-and-enforcement-aetions
in light of the outcomes of peer in light of the outcomes of peer fiel e e e e e
reviews referred to in Article 16; reviews referred to in Article 16; pepten el e Ly Letiale oo
Article 15(1), point (c)
(c) a cybersecurity index (¢) a cybersecurity index providing | (c) «an aggregated assessment
providing for an aggregated for an aggregated assessment of the | based on cybersecurity
assessment of the maturity level of | maturity level of cybersecurity indexquantitative and qualitative
297 | cybersecurity capabilities. capabilities_across the Union, indicators, providing for an
including the alignment of agsresated-assessment_overview
Member States national of the maturity level of
cybersecurity strategies. cybersecurity_capabilities,
including sector-specific
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capabilities.
Article 15(2)
2. The report shall include 2. The report shall include 2. The report shall include
particular policy recommendations | particular identification of particular policy recommendations
for increasing the level of obstacles and policy for increasing the level of
cybersecurity across the Union and | recommendations for increasing cybersecurity across the Union and
a summary of the findings for the the level of cybersecurity across a summary of the findings for the
298 particular period from the the Union and a summary of the particular period from the
Agency’s EU Cybersecurity findings for the particular period Agency’s EU Cybersecurity
Technical Situation Reports issued | from the Agency’s EU Technical Situation Reports issued
by ENISA in accordance with Cybersecurity Technical Situation | by ENISA in accordance with
Article 7(6) of Regulation (EU) Reports issued by ENISA in Article 7(6) of Regulation (EU)
2019/881. accordance with Article 7(6) of 2019/881.
Regulation (EU) 2019/881.
Article 15(2a)
2a. ENISA, in cooperation with
the Commission and with
guidance from the Cooperation
298a Group and the CSIRTs network,
shall prepare the methodology
including the relevant variables of
the cybersecurity index referred to
in paragraph 1, point (c).
Article 16
299
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Article 16
Peer-reviews

Article 16
Peer-reviews

Article 16
Peer-reviews

Article 1

6(1), introductory part

300

1. The Commission shall establish,
after consulting the Cooperation
Group and ENISA, and at the latest
by 18 months following the entry
into force of this Directive, the
methodology and content of a peer-
review system for assessing the
effectiveness of the Member
States’ cybersecurity policies. The
reviews shall be conducted by
cybersecurity technical experts
drawn from Member States
different than the one reviewed and
shall cover at least the following:

1. The Commission shall establish,
after consulting the Cooperation
Group and ENISA, and at the latest
by ... /18 months following the
entry into force of this Directive/,
the methodology and content of a
peer-review system for assessing
the effectiveness of the Member
States’ cybersecurity policies. The
reviewspeer-reviews shall be
conducted in_consultation with

1. With a view to strengthening
mutual trust, achieving a high
common level of cybersecurity, as
well as strengthening the Member
States’ cybersecurity capabilities
and policies necessary for
effectively implementing this
Directive, the Cooperation Group
The-Commission-shall establish,
with the support of the
Commission and after consulting

ENISA by cybersecurity technical
experts drawn from_at least two

ENISA, and, where relevant, the
CSIRTs network-the-Cooperation

Member States different than the
one reviewed and shall cover at
least the following:

Group-and+NISA, and at the latest
by 4824 months following the

entry into force of this Directive,

the methodology and-content-of-¢

peer-reviewfor an objective, non-

discriminatory and fair peer-

learning system for-assessinethe
% . fiigs T

reviewsconcerning the Member
States’ implementation of this
Directive. Participation in the
peer-learning is voluntary. The
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system shall beconsist of
assessment rounds conducted by
cybersecurity technical-experts
drawn from Member States
el e e o ol cland
shall cover_one or several of-«t
teast the following aspects:
Article 16(1)(i)
(1) the effectiveness of the (i) the effectiveness of the (1) theeffectiveness-ofthe
implementation of the implementation of the implementation of the
301 cybersecurity risk management cybersecurity risk management cybersecurity risk management
requirements and reporting requirements and reporting requirements and reporting
obligations referred to in Articles obligations referred to in Articles obligations referred to in Articles
18 and 20; 18 and 20; 18 and 20;
Article 16(1)(ii)
(i1) the level of capabilities, (i1) the level of capabilities, (i1) the fevelof-capabilities,
including the available financial, including the available financial, including the available finaneial
technical and human resources, and | technical and human resources, and | technical-and-human-resources,
302 the effectiveness of the exercise of | the effectiveness of the exercise of | and the effectiveness-ofthe-exercise
the tasks of the national competent | the tasks of the national competent | of the tasks of the national
authorities; authorities; competent authorities referred to
in Article 8 and CSIRTs referred
to in Article 9;
Article 16(1)(iii)
303
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(iii) the operational capabilities (iii) the operational capabilities (i) the-operationed-capabitities
and effectiveness of CSIRTs; and effectiveness of CSIRTs_in el et e e L
executing their tasks;
Article 16(1)(iii)
(iv) the effectiveness of mutual (iv) the effectiveness of mutual (#viii) the
304 assistance referred to in Article 34; | assistance referred to in Article 34; | effectivenessimplementation of
mutual assistance referred to in
Article 34;
Article 16(1)(iv)
(v) the effectiveness of the (v) the effectiveness of the G(iv) _the implementationthe
305 information-sharing framework, information-sharing framework, effeetiveness of the information-
referred to in Article 26 of this referred to in Article 26 of this sharing framework, referred to in
Directive. Directive. Article 26-of this-Pirective.
Article 16(2)
2. The methodology shall include | 2. The methodology shall include | 2. The methodotogy-shatlinelnde
objective, non-discriminatory, fair | objective, non-discriminatory, fair | ebjective non-diseriminatory—fair
and transparent criteria on the basis | and transparent criteria on the basis | end-transparent-criteric-onthe
of which the Member States shall of which the Member States shall basis-ofcriteria based on which
306 | designate experts eligible to carry | designate experts eligible to carry | the-Member States shattare to
out the peer reviews. ENISA and out the peer reviews. ENISA and designate experts eligible to ear#
the Commission shall designate the Commission shall designate eV
experts to participate as observers | experts to participate as observers | the-Commissionparticipate in the
in the peer-reviews. The in the peer-reviews. The peer-learning rounds shall
Commission, supported by ENISA, | Commission, supported by ENISA, | desienate-experts-to-participatecs
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shall establish within the
methodology as referred to in
paragraph 1 an objective, non-
discriminatory, fair and transparent

shall establish within the
methodology as referred to in
paragraph 1 an objective, non-
discriminatory, fair and transparent

- ssion. 1
ENISA-be objective, non-
discriminatory, fair and

system for the selection and the system for the selection and the transparent and shall establish

random allocation of experts for random allocation of experts for withinbe included in the

each peer review. each peer review. methodology as-referred to in
paragraph 1-an-objectivenon-
B e Y
et eerpefor,
ENISA and the Commission may
designate experts to participate as
observers in the peer-learning
rounds.

Article 16(2a)
306a
Article 16(3)

3. The organisational aspects of 3. The organisational aspects of 3, Fheepreglatiened e peenof

the peer reviews shall be decided the peer reviews shall be decided e peplone b sl el

by the Commission, supported by by the Commission, supported by e St e il o

307 ENISA, and, following ENISA, and, following e o e e e

consultation of the Cooperation consultation of the Cooperation e o e e S e

Group, be based on criteria defined | Group, be based on criteria defined | based-on-—eriteria-defined-inthe

in the methodology referred to in in the methodology referred to in st delo e oo Lo e

paragraph 1. Peer reviews shall paragraph 1. Peer reviews shall e D el )
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assess the aspects referred to in assess the aspects referred to in et s e e Lo T
paragraph 1 for all Member States | paragraph 1 for all Member States | parasraphtiforcti-Member-States
and sectors, including targeted and sectors, including targeted B
issues specific to one or several issues specific to one or several B e
Member States or one or several Member States or one or several Menrber-Steates-or-one-or-severad
sectors. sectors._The designated experts s
carrying out the review shall
communicate these targeted issues
to the Member State under peer-
review, prior to its
commencement.
Article 16(3a)
3a. Prior to the commencement of
the peer-learning rounds, Member
States may carry out a self-
assessment of the aspects covered
307a . :
by that particular peer learning
round and provide that self-
assessment to the designated
experts referred to in paragraph 2.
Article 16(3a)
3a. Prior to the commencement of
the peer-review process, the
307b Member State under to the peer-
review shall carry out a self-
assessment of the reviewed aspects
and provide that self-assessment
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to the designated experts.

Article 1

6(4)

4. Peer reviews shall entail actual
or virtual on-site visits and off-site
exchanges. In view of the principle
of good cooperation, the Member
States being reviewed shall provide
the designated experts with the
requested information necessary
for the assessment of the reviewed
aspects. Any information obtained
through the peer review process
shall be used solely for that
purpose. The experts participating
in the peer review shall not

4. Peer reviews shall entail actual
or virtual on-site visits and off-site
exchanges. In view of the principle
of good cooperation, the Member
States being reviewed shall provide
the designated experts with the
requested information necessary
for the assessment of the reviewed
aspects. The Commission, in
cooperation with ENISA, shall
develop appropriate codes of
conduct underpinning the
working methods of designated

4. Peerreviewsshall Peer-
learnings may entail
aetradphysical or virtual on-site
visits and off-site exchanges. In
view of the principle of good
cooperation, the Member States
beinereviewedtaking part in the
peer-learning shall provide the
designated experts with the
requested-information necessary
for the assessment, without
prejudice to national or Union
laws concerning protection of

Gl disclose any sensitive or experts. Any information obtained | confidential or classified
confidential information obtained through the peer review process information or to safeguarding
in the course of that review to any shall be used solely for that essential State functions, such as
third parties. purpose. The experts participating | national security-ofthe-reviewed
in the peer review shall not aspeets. Any information obtained
disclose any sensitive or through the peerreviewpeer-
confidential information obtained learning process shall be used
in the course of that review to any | solely for that purpose. The experts
third parties. participating in the peer
reviewpeer-learning shall not
disclose any sensitive or
confidential information obtained
in that context to any third parties.
The Member State participating in
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the peer-learning may object to
the designation of particular
experts on duly justified grounds
communicated to the Cooperation
Groupthe-courseof thatreviewto
e e,
Article 16(5)

5. Once reviewed in a Member 5. Once reviewed in a Member 5. Once seviespedinmelepher

State, the same aspects shall not be | State, the same aspects shall not be | Statesubject to a peer-learning

subject to further peer review subject to further peer review round, the same aspects shall not

within that Member State during within that Member State during be subject to further peerreview

the two years following the the two years following the withinthatpeer-learning rounds

conclusion of a peer review, unless | conclusion of a peer review, unless | for the participating Member

otherwise decided by the otherwise decided by the StateStates during the Arofour

309 | Commission, upon consultation Commission, upon consultation years following the conclusion of &

with ENISA and the Cooperation with ENISA and the Cooperation peerreviewthat peer- learning

Group. Group. round, unless otherwise-decided-by
e e e o
with-ENISA-andthe Member State
concerned requests it or agrees
upon proposal by the Cooperation
Group.

Article 16(6)
6. Member State shall ensure that | 6. Member State shall ensure that | 6. MewnberState-shatl-ensurethat
310 | any risk of conflict of interests any risk of conflict of interests e e e e
concerning the designated experts | concerning the designated experts | eoncerningthe-designated-experts
are revealed to the other Member are revealed to the other Member arepeveatedto-the-other—\demper
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States, the Commission and States, the Commission and SEHES—He-COmmission-cni—E=NESA
ENISA without undue delay. ENISA, before the commencement | withontwhdue-deta-
of the peer-review process-withott
e
Article 16(7)
7. Experts participating in peer 7. Experts participating in peer 7. Experts participating in pee#
reviews shall draft reports on the reviews shall draft reports on the reviewspeer-leaning rounds shall
findings and conclusions of the findings and conclusions of the draft reports on the findings and
reviews. The reports shall be reviews. The reports include conclusions of the reviews—The
submitted to the Commission, the recommendations to enable reportsassessments. Member
Cooperation Group, the CSIRTs improvement on the aspects States shall be submitted to-the
network and ENISA. The reports covered by the peer-review Dokt e et
shall be discussed in the process. The reports shall be Group—the-CSIHRFs-networkand
Cooperation Group and the submitted to the Commission, the | EANSA—The-allowed to provide
311 CSIRTs network. The reports may | Cooperation Group, the CSIRTSs comments on their respective draft
be published on the dedicated network and ENISA. The reports reports, which shall be attached to
website of the Cooperation Group. | shall be discussed in the the report. The final reports shall
Cooperation Group and the be discussed-insubmitted to the
CSIRTs network. The reports may | Cooperation Grouwp-aud-the
be published on the dedicated B T e
website of the Cooperation Group, | bepublished-onthe-dedicated
excluding sensitive and bl e o np et ien
confidential information. GroupGroupMember States may
decide to make their respective
reports publicly available.
CHAPTER IV
Nz CHAPTER IV CHAPTER IV CHAPTER IV
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Cybersecurity risk management Cybersecurity risk management Cybersecurity risk management
and reporting obligations and reporting obligations and reporting obligations
SECTION |
313 SECTION I Cybersecurity risk SECTION I Cybersecurity risk SECTION I Cybersecurity risk
management and reporting management and reporting management and reporting
Article 17
Article 17 Article 17 Article 17
314
Governance Governance Governance
Article 17(1)
1. Member States shall ensure that | 1. Member States shall ensure that | 1. Member States shall ensure that
the management bodies of essential | the management bodies of essential | the management bodies of essential
and important entities approve the | and important entities approve the | and important entities approve the
cybersecurity risk management cybersecurity risk management cybersecurity risk management
measures taken by those entities in | measures taken by those entities in | measures taken by those entities in
order to comply with Article 18, order to comply with Article 18, order to comply with Article 18,
315 supervise its implementation and supervise its implementation and sHperviseoversee its
be accountable for the non- be accountable for the non- implementation and can be heldbe
compliance by the entities with the | compliance by the entities with the | accountable for the non-
obligations under this Article. obligations under this Article. compliance by the entities with the
obligations under this Article.
The application of this paragraph
shall be without prejudice to the
Member State’s national laws as
regards the liability rules in public
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institutions, as well as the liability
of public servants and elected and
appointed officials.

Article 17(2)
2. Member States shall ensure that | 2. Member States shall ensure that | 2. Member States shall ensure that
members of the management body | members of the management body | the members of the management
follow specific trainings, on a of essential and important entities | body fellow-specificare required to
regular basis, to gain sufficient follow specific trainines—training, | follow trainings, on a regular basis,
knowledge and skills in order to and shall encourage essential and | to gain sufficient knowledge and
apprehend and assess cybersecurity | important entities to offer similar | skills in order to apprehend and
316 | risks and management practices training to all employees on a assess cybersecurity risks and
and their impact on the operations | regular basis, to gain sufficient management practices and their
of the entity. knowledge and skills in order to impact on the operations of the
apprehend and assess cybersecurity | entity.
risks and management practices
and their impact on the operations
ofservices provided by the entity.
Article 1
Article 18 Article 18 Article 18
317 Cybersecurity risk management Cybersecurity risk management Cybersecurity risk management
measures measures measures
Article 18(1a)
317a la. This Directive applies an "all-
hazard" approach that includes
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the protection of network and
information systems and their
physical environment from any

event that could compromise the
availability, authenticity, integrity
or confidentiality of stored,
transmitted or processed data or
of services offered by, or
accessible via, network and
information systems.

Article 1

8(1)

1. Member States shall ensure that
essential and important entities
shall take appropriate and
proportionate technical and
organisational measures to manage
the risks posed to the security of
network and information systems
which those entities use in the

1. Member States shall ensure that
essential and important entities
shedi-take appropriate and
proportionate technical,
operational and organisational
measures to manage the risks posed
to the security of network and
information systems which those

1. Member States shall ensure that
essential and important entities
shet-take appropriate and
proportionate technical and
organisational measures to manage
the risks posed to the security of
network-, _and information systems
which those entities use in the

318 | provision of their services. Having | entities use #for their operations | provision of their services. Having
regard to the state of the art, those | or for the provision of their regard to the state of the art and
measures shall ensure a level of services_and prevent or minimise | the cost of implementation, those
security of network and the impact of incidents on measures shall ensure a level of
information systems appropriate to | recipients of their services and on | security of network and
the risk presented. other services. Having regard to information systems appropriate to
the state of the art_and to the risk presented. When assessing
European or international the proportionality of those
standards, those measures shall measures, due account shall be
ensure a level of security of taken of the degree of the entity’s
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network and information systems

appropriate to the risk presented.

exposure to risks, its size, the

likelihood of occurrence of
incidents and their severity.
Having regard of the level and
type of the risk posed to society in
the event of incidents affecting
essential or important entities,
cybersecurity risk management
measures imposed on important
entities may be less stringent than

those imposed on _essential
entities.

Article 1

8(2), introductory part

2. The measures referred to in

2. The measures referred to in

2. The measures referred to in

319 | paragraph 1 shall include at least paragraph 1 shall include at least paragraph 1 shall include at least
the following: the following: the following:
Article 18(2), point (a)
320 (a) risk analysis and information (a) risk analysis and information (a) risk analysis and information
system security policies; system security policies; system security policies;
Article 18(2), point (b)
(b) incident handling (prevention, | (b) incident handling-prevention; | (b) incident handling (prevention,
321 detection, and response to e detection, response and recovery
incidents); fretelenna fromendresponseto incidents);
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(c) business continuity and crisis (c) business continuity, such as (c) business continuity and crisis
322 management; backup management and disaster | management;
recovery, and crisis management;
Article 18(2), point (d)
(d) supply chain security including | (d) supply chain security including | (d) supply chain security including
security-related aspects concerning | security-related aspects concerning | security-related aspects concerning
the relationships between each the relationships between each the relationships between each
323 entity and its suppliers or service entity and its suppliers or service entity and its direct suppliers or
providers such as providers of data | providers-sw#ehasprovidersof-date | service providers such as providers
storage and processing services or | sterase-and processingservicesor | of data storage and processing
managed security services; e ESIT services or managed security
services;
Article 18(2), point (e)
(e) security in network and (e) security in network and (e) security in network and
information systems acquisition, information systems acquisition, information systems acquisition,
324 | development and maintenance, development and maintenance, development and maintenance,
including vulnerability handling including vulnerability handling including vulnerability handling
and disclosure; and disclosure; and disclosure;
Article 18(2), point (f)
325 | (f) policies and procedures (testing | (f) policies and procedures () policies and procedures-testing
and auditing) to assess the (training, testing and auditing) to and-auditine)-_to assess the
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management measurcs,

effectiveness of cybersecurity risk

assess the effectiveness of

cybersecurity risk management
measures;

effectiveness of cybersecurity risk
management measures;

Article 1

8(2), point (fa)

(fa) basic computer hygiene

325a practices and cybersecurity
training;
Article 18(2), point (g)

(g) the use of cryptography and

(g) the use of cryptography, such

(g) thewse-ofpolicy on the useof

326 | encryption. as-e#é encryption:, where cryptography and encryption:y
appropriate;
Article 18(2), point (ga)
(ga) human resources security,
326a access control policies and asset
management,
Article 18(2), point (ga)
(ga) the use of multi-factor
authentication or continuous
326b . .
authentication solutions, secured
voice, video and text
communications and secured
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emergency communications
systems within the entity, where
appropriate.
Article 18(3)
3. Member States shall ensure that, | 3. Member States shall ensure that, | 3. Member States shall ensure that,
where considering appropriate where considering appropriate where considering appropriate
measures referred to in point (d) of | measures referred to in point (d) of | measures referred to in point (d) of
paragraph 2, entities shall take into | paragraph 2, entities shall take into | paragraph 2, entities skatare
account the vulnerabilities specific | account the vulnerabilities specific | required to take into account the
to each supplier and service to each supplier and service vulnerabilities specific to each
provider and the overall quality of | provider and the overall quality of | direct supplier and service provider
products and cybersecurity products and cybersecurity and the overall quality of products
practices of their suppliers and practices of their suppliers and and cybersecurity practices of their
327 service providers, including their service providers, including their suppliers and service providers,
secure development procedures. secure development procedures. including their secure development
procedures. Member States shall
also ensure that, where
considering appropriate measures
referred to in point (d) of
paragraph 2, entities are required
to take into account the results of
the coordinated risk assessments
carried out in accordance with
Article 19 (1).
Article 18(4)
328 4. Member States shall ensure that | 4. Member States shall ensure that | 4. Member States shall ensure that
where an entity finds that where an entity finds that where an entity finds that
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respectively its services or tasks
are not in compliance with the
requirements laid down in
paragraph 2, it shall, without undue
delay, take all necessary corrective
measures to bring the service
concerned into compliance.

respectively its services or tasks are
not in compliance with the
requirements laid down in
paragraph 2, it shall, without undue
delay, take all necessary,
appropriate and proportionate
corrective measures to bring the
service concerned into compliance.

respectively its services or tasks
are not in compliance with the
requirements laid down in
paragraph 2, it shall, without undue
delay, take all necessary corrective
measures to bring the service
concerned into compliance.

Article 1

8(5)

5. The Commission may adopt

5. The Commission may adopt

implementing acts in order to lay Lt e e erdlem oLy implementing acts in order to lay
down the technical and the ot toalplaa o d e down the technical and the
methodological specifications of srehedoloioalsenifonpion ol methodological specifications, as
the elements referred to in el palopena o well as sectoral specificities, as
paragraph 2. Where preparing parasraph2—Hhere-preparing necessary, of the elements referred
those acts, the Commission shall et e St et to in paragraph 2_of this Article.
proceed in accordance with the rreees e et e The Commission shall adopt by
examination procedure referred to examinationprocedurereferredto | [18 months after the entry into
329 | in Article 37(2) and follow, to the | inArticte 372 -andfoHow to-the force of this Directive]
greatest extent possible, grealest-extent-possible; implementing acts in order to lay
international and European internetioneal-end-Enropean down the technical and the
standards, as well as relevant srtemelencb el e Lo methodological specifications for
technical specifications. tealfondapanlliontiom e entities referred to in Article 24(1)
and trust service providers
referred to in point 8 of Annex I.
Those implementing acts—¥here
P e
Commission shall preeeedbe
adopted in accordance with the
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examination procedure referred to
in Article 37(2). When preparing
such implementing acts, the
Commission shall -and-fottow, to
the greatest extent possible, follow
international and European
standards, as well as relevant
technical specifications and
exchange advice with the
Cooperation Group and ENISA
on the draft implementing act in
accordance with Article 12(4)(d).

Article 18(6)
6. The Commission is empowered | 6. The Commission is empowered | 6. Fhe-Commrissionis-empovered
to adopt delegated acts in to adopt delegated acts in B e
accordance with Article 36 to accordance with Article 36 to aeccordancewith-Article36-t0
supplement the elements laid down | supplement the elements laid down | supplementthe-elenentslaid-down
in paragraph 2 to take account of in paragraph 2 of this Article to frperermrep i ot e,
new cyber threats, technological take account of new cyber threats, | #ew-epberthreats—technologicat
330 | developments or sectorial technological developments or dlevelopiarbm o eeeriad
specificities. sectorial specificities_as well as to | specificities-
supplement this Directive by
laying down the technical and the
methodological specifications of
the measures referred to in
paragraph 2 of this Article.
Article 19
331
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Article 19 Article 19 Article 19
EU coordinated risk assessments of | EU coordinated risk assessments of | EU coordinated risk assessments of
critical supply chains critical supply chains critical supply chains
Article 19(1)
1. The Cooperation Group, in 1. The Cooperation Group, in 1. The Cooperation Group, in
cooperation with the Commission | cooperation with the Commission | cooperation with the Commission
and ENISA, may carry out and ENISA, may carry out and ENISA, may carry out
coordinated security risk coordinated security risk coordinated security risk
assessments of specific critical ICT | assessments of specific critical ICT | assessments of specific critical ICT
332 | services, systems or products and information and services, systems or products
supply chains, taking into account | communication system (ICS) supply chains, taking into account
technical and, where relevant, non- | services, systems or products technical and, where relevant, non-
technical risk factors. supply chains, taking into account | technical risk factors.
technical and, where relevant, non-
technical risk factors.
Article 19(2)
2. The Commission, after 2. The Commission, after 2. The Commission, after
consulting with the Cooperation consulting with-the Cooperation consulting with the Cooperation
Group and ENISA, shall identify Group and ENISA, and, where Group and ENISA, shall identify
the specific critical ICT services, applicable, relevant stakeholders, | the specific critical ICT services,
333 systems or products that may be shall identify the specific critical systems or products that may be
subject to the coordinated risk ICT _and ICS services, systems or subject to the coordinated risk
assessment referred to in paragraph | products that may be subject to the | assessment referred to in paragraph
1. coordinated risk assessment 1.
referred to in paragraph 1.
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Reporting obligations Reporting obligations Reporting obligations
Article 20(1)
1. Member States shall ensure that | 1. Member States shall ensure that | 1. Member States shall ensure that
essential and important entities essential and important entities essential and important entities
notify, without undue delay, the notify, without undue delay, the notify, without undue delay, the
competent authorities or the CSIRT | eompetent-authorities-orthe competent authorities or the CSIRT
in accordance with paragraphs 3 CSIRT in accordance with in accordance with paragraphs 3
and 4 of any incident having a paragraphs 3 and 4 of any i#eident | and 4 of any incident having a
significant impact on the provision | kavireea-significant impactonthe | significant impact on the provision
of their services. Where provision-of their-serviees—Where | of their services. Where
appropriate, those entities shall appropricie—those-entitiosstedl appropriate, those entities shall
notify, without undue delay, the et e e e e notify, without undue delay, the
335 recipients of their services of e recipients of their services of these
incidents that are likely to fredlen et el incidents that are likely to
adversely affect the provision of el el e praialon off adversely affect the provision of
that service. Member States shall iceincident. Member that service. Member States shall
ensure that those entities report, States shall ensure that those ensure that those entities report,
among others, any information entities report, among others, any among others, any information
enabling the competent authorities | information enabling-the-competent | enabling the competent authorities
or the CSIRT to determine any anthorities-or the CSIRT to or the CSIRT to determine any
cross-border impact of the incident. | determine any cross-border impact | cross-border impact of the incident.
of the incident. The act of the notification in itself
shall not make the notifying entity
subject to increased liability.
Article 20(2)
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2. Member States shall ensure that | 2. Member States shall ensure that | 2. MemberStatesshall-enswre
essential and important entities essential and important entities thatWhere applicable, the essential
notify, without undue delay, the notify, without undue delay, the and important entities shall notify,
competent authorities or the CSIRT | competent authorities or the CSIRT | without undue delay, the competent
of any significant cyber threat that | of any significant cyber threat that | euwtherities-orthe- CSIRT-of
those entities identify that could those entities identify that could anyrecipients of their services that
have potentially resulted in a have potentially resulted in a are potentially affected by a
significant incident. significant incident. significant cyber threat of any
336 measures or remedies that those
recipients can take in response to
that threat. Where appropriate,
the entities identify-that-contd-heave
” Lo ; mif
ineidentshall also notify those
recipients of the threat itself. The
act of the notification in itself
shall not make the notifying entity
subject to increased liability.
Article 20(2), first paragraph
Where applicable, those entities Where applicable, those el e blethas e ciitie:
shall notify, without undue delay, entitiesMember States shall notify: | shattnotifywithout-wrdue-detay;
the recipients of their services that | withont-undre-delay,ensure that the-recipients-of-their-servicesthat
337 | e potentially affected by a essential and important entities B L
significant cyber threat of any inform the recipients of their s e e e e L
measures or remedies that those services, without undue delay, of | measwres-orremediesthatthose
recipients can take in response to protective measures or remedies to | recipients-cantake-inresponseto
that threat. Where appropriate, the | particular incidents and known el e e e e e
entities shall also notify those risks, which can be taken by the entities-shatl-also-notifi-those
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recipients of the threat itself. The
notification shall not make the
notifying entity subject to
increased liability.

recipients-that-are-potentiatly
Hrrmer e e e s e L
responseto-that-threat. Where
appropriate, the entities shall afse
notify-thoserecipientsinform the
recipients of their services of the
threatincident or known risk itself.
FhenotificationInforming of
recipients shall take place on a
‘best efforts’ basis and shall not
matesubject the notifying entity

subjectto-inereasedto an increase
in liability.

Article 20(3)
3. An incident shall be considered | 3. Awnln order to determine the 3. An incident shall be considered
significant if: significance of the incident, where | significant if:
338 available, the following
parameters shall be eonsidered
sienificantiftaken into account.
Article 20(3), point (a)

(a) the incident has caused or has

(a) the incident-has-ecaunsed-orhas

(a) the incident has caused or has

the potential to cause substantial theporentialto-catrsearbsrantiod the potential to cause substantiot
339 . . . . . . . . ) . .
operational disruption or financial | eperationaldisruption-orfinancial | severe operational disruption_of
losses for the entity concerned; Levpres e tho i the service or financial losses for
econcernednumber of recipients of | the entity concerned;
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the services affected by the
incident;
Article 20(3), point (b)
(b) the incident has affected or has | (b) the incident-has-affected-orhas | (b) the incident has affected or has
the potential to affect other natural | thepotentici-to-affect-othernatwral | the potential to affect other natural
or legal persons by causing el b s or legal persons by causing
340 c . . . c .
considerable material or non- eonsiderable material ornon- considerable material or non-
material losses. materiallosses-duration of the material losses.
incident;
Article 20(3), point (ba)
3402 (ba) the geographical spread of
the area affected by the incident;
Article 20(3), point (bb)
(bb) the extent to which the
340b functioning and continuity of the
service is affected by the incident;
Article 20(3), point (bc)
(bc) the extent of the impact of
340c the incident on economic and
societal activities.
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0(4), introductory part

Article 2
4. Member States shall ensure that, | 4. Member States shall ensure that, | 4. Member States shall ensure that,
for the purpose of the notification for the purpose of the notification for the purpose of the notification
341 under paragraph 1, the entities under paragraph 1, the entities under paragraph 1, the entities
concerned shall submit to the concerned shall submit to the concerned shall submit to the
competent authorities or the e e e e e competent authorities or the
CSIRT: CSIRT: CSIRT:
Article 20(4), point (a)
(a) without undue delay and in any | (a) withoutundie-detay-and-inany | (a) without undue delay and in any
event within 24 hours after having | everntwithin24-houwrs-after-having | event within 24 hours after having
become aware of the incident, an become-awarean initial become aware of the incident, an
initial notification, which, where notification of the significant initial notification_as an early
applicable, shall indicate whether incident, ar-initiclrnotification: warning, which, where applicable,
the incident is presumably caused whichwhere-applicable—shatl shall indicate whether the incident
342 - . o . ) )
by unlawful or malicious action; ndicatewhether-the-ineidentis is presumably caused by unlawful
presumabiy-cansed-by-wrtawfirl-or | or malicious action;
malicions-aetion: shall contain
information available to the
notifying entity on a best efforts
basis as follows:
Article 20(4), point (a)(i)
(i) with regard to incidents that
342a significantly disrupt the
availability of the services
provided by the entity, the CSIRT
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shall be notified without undue
delay and in any event within 24
hours of becoming aware of the
incident;

Article 2

0(4), point (a)(ii)

342b

(ii) with regard to incidents that
have a significant impact on the
entity other than on the
availability of the services
provided by that entity, the CSIRT

shall be notified without undue
delay and in any event within 72
hours of becoming aware of the
incident;

Article 2

0(4), point (a)(iii)

342¢

(iii) with regard to incidents that
have a significant impact on the
services of a trust services
provider as defined in Article 3,

point (19) of Regulation (EU) No

910/2014 or on the personal data
maintained by that trust service
provider, the CSIRT shall be

notified without undue delay and
in_any event within 24 hours of
becoming aware of the incident;
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Article 20(4), point (b)
(b) upon the request of a (b) wpertheregra ol (b) upon the request of a
competent authority or a CSIRT, eompetent-anthorit-or-a-CSIRT-an | competent authority or a CSIRT,
343 an intermediate report on relevant | intermediate report on relevant an intermediate report on relevant
status updates; status updates, upon the request of | status updates;
a CSIRT;
Article 20(4), point (c), introductory part
(c) a final report not later than one | (c) a finetcomprehensive report (c) a final report not later than one
month after the submission of the not later than one month after the month after the submission of the
344 | report under point (a), including at | submission of the reportimder reportinitial notification under
least the following: pointtajinitial notification, point (a), including at least the
including at least the following: following:
Article 20(4), point (c)(i)
(1) a detailed description of the (i) a detailed description of the (1) a detailed description of the
345 | 7. : . . N . X . N : X .
incident, its severity and impact; incident, its severity and impact; incident, its severity and impact;
Article 20(4), point (c)(ii)
346 (i1) the type of threat or root cause | (ii) the type of threat or root cause | (ii) the type of threat or root cause
that likely triggered the incident; that likely triggered the incident; that likely triggered the incident;
Article 20(4), point (c)(iii)
347 . . . . . .
(iii) applied and ongoing (ii1) applied and ongoing (ii1) applied and ongoing
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mitigation measures.

mitigation measures.

mitigation measures.

Article 2

0(4), point (ca)

347a

(ca) in the case of an ongoing
incident at time of the submission
of the comprehensive report
referred to in point (c), a final
report shall be provided one
month_after the incident has been
resolved,

Article 2

0(4), first paragraph

Member States shall provide that in
duly justified cases and in
agreement with the competent
authorities or the CSIRT, the entity
concerned can deviate from the
deadlines laid down in points (a)
and (¢).

Member States shall provide that in
duly justified cases and in
agreement with the eempetent
anthorities-orthe-CSIRT, the entity
concerned can deviate from the
deadlines laid down in points ¢
and-+e)-(a)(i) and (ii) and point (c).

Member States shall provide that in
duly justified cases and in
agreement with the competent
authorities or the CSIRT, the entity
concerned can deviate from the
deadlines laid down in points (a)
and (c)._In particular, a deviation

A Member States shall ensure the from the deadline referred to in
confidentiality and appropriate point (c) can be justified in cases
protection of sensitive information | where the incident is still ongoing.
about incidents shared with
CSIRTs, and shall adopt measures
and procedures for sharing and
reuse of incident information.
Article 20(4a)
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348a

4a. Member States shall establish
a single entry point for all
notifications required under this
Directive and other relevant
Union law. ENISA, in cooperation

with the Cooperation Group, shall
develop and continuously improve
common _notification templates by
means of guidelines to simplify
and streamline the reporting
information required under Union

law and decrease the burden on
reporting entities.

Article 2

0(4b)

348b

4b. Essential and important
entities referred to in Article 24(1)
may meet the requirements of
paragraph 1 of this Article by

notifying the CSIRT of the
Member State in which the
entities have the main
establishment within in the Union,
and by notifying the essential and
important entities they provide
services to of any significant
incident that is known to impact
the recipient of the services.
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Article 20(5)

5. The competent national
authorities or the CSIRT shall
provide, within 24 hours after
receiving the initial notification
referred to in point (a) of paragraph
4, a response to the notifying
entity, including initial feedback on
the incident and, upon request of
the entity, guidance on the
implementation of possible
mitigation measures. Where the
CSIRT did not receive the

S, Hhresenipeieni it
anthorities-or-The CSIRT shall
provide, within 24 hours after
receiving the initial notification
referred to in point (a) of paragraph
4, a response to the notifying
entity, including initial feedback on
the incident and, upon_the request
of the entity, guidance and
actionable advice on the
implementation of possible
mitigation measures. #here-the

5. The competent national
authorities or the CSIRT shall
provide, without undue delay
within24-heurs after receiving the
initial notification referred to in
point (a) of paragraph 4, a response
to the notifying entity, including
initial feedback on the incident
and, upon request of the entity,
guidance on the implementation of
possible mitigation measures.
Where the CSIRT did not receive

notification referred to in CSHREdidnorreceive-the the notification referred to in
paragraph 1 , the guidance shall be | wotificationreferred-to-in paragraph 1-, the guidance shall be
349 | provided by the competent paracrapht—thesuidanceshall-be | provided by the competent
authority in collaboration with the | provided-by-the-competent authority in collaboration with the
CSIRT. The CSIRT shall provide anthority-in-coltaboration-with-the | CSIRT. The CSIRT shall provide
additional technical support if the ESIRT—e-CSIRT shall provide additional technical support if the
concerned entity so requests. additional technical support if the concerned entity so requests.
Where the incident is suspected to | concerned entity so requests. Where the incident is suspected to
be of criminal nature, the Where the incident is suspected to | be of criminal nature, the
competent national authorities or be of criminal nature, the competent national authorities or
the CSIRT shall also provide : the CSIRT shall also provide
guidance on reporting the incident | #eCSIRT shall also provide guidance on reporting the incident
to law enforcement authorities. guidance on reporting the incident | to law enforcement authorities.
to law enforcement authorities._The
CSIRT may share information on
the incident with other important
and essential entities, while
ensuring the confidentiality of the
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information provided by the
reporting entity.
Article 20(6)
6. Where appropriate, and in 6. Where appropriate, and in 6. Where appropriate, and in
particular where the incident particular where the incident particular where the incident
referred to in paragraph 1 concerns | referred to in paragraph 1 concerns | referred to in paragraph 1 concerns
two or more Member States, the two or more Member States, the two or more Member States, the
competent authority or the CSIRT | eompetent-anthority-orthe-CSIRT | competent authority, the CSIRT or
shall inform the other affected shall inform the other affected the &SIRTSingle Point of Contact
Member States and ENISA of the Member States and ENISA of the shall inform the other affected
incident. In so doing, the incident_and provide relevant Member States and ENISA of the
competent authorities, CSIRTs and | information. In so doing, the incident. Such information shall
single points of contact shall, in ecompetent-authorities: CSIRTs and | include at least the elements
350 | accordance with Union law or single points of contact shall, in provided for in paragraph (4) of
national legislation that complies accordance with Union law or this Article. In so doing, the
with Union law, preserve the national legislation that complies competent authorities, CSIRTs and
entity’s security and commercial with Union law, preserve the single points of contact shall, in
interests as well as the entity’s security and commercial accordance with Union law or
confidentiality of the information interests as well as the national legislation that complies
provided. confidentiality of the information with Union law, preserve the
provided. entity’s security and commercial
interests as well as the
confidentiality of the information
provided.
Article 20(7)
351 7. Where public awareness is 7. Where public awareness is 7. Where public awareness is
necessary to prevent an incident or | necessary to prevent an incident or | necessary to prevent an incident or
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to deal with an ongoing incident, or | to deal with an ongoing incident, or | to deal with an ongoing incident, or
where disclosure of the incident is | where disclosure of the incident is | where disclosure of the incident is
otherwise in the public interest, the | otherwise in the public interest, the | otherwise in the public interest, the
competent authority or the CSIRT, | eompetent-aunthoriti-orthe-CSIRT, | competent authority or the CSIRT,
and where appropriate the and where appropriate-the and where appropriate the
authorities or the CSIRTs of other | authoritiesor the CSIRTs of other | authorities or the CSIRTs of other
Member States concerned may, Member States concerned may, Member States concerned may,
after consulting the entity after consulting the entity after consulting the entity
concerned, inform the public about | concerned, inform the public about | concerned, inform the public about
the incident or require the entity to | the incident or require the entity to | the incident or require the entity to
do so. do so. do so.
Article 20(7a)

Za. CSIRTs shall, without undue

delay, provide the single point of

contact and where relevant, the

351a competent authorities, with the

information on significant

incidents notified in accordance

with paragraph 1.

Article 20(8)
8. At the request of the competent | 8. At the request of the eompetent | 8. At the request of the competent
authority or the CSIRT, the single | authoriti-orthe-CSIRT, the single | authority or the CSIRT, the single
350 point of contact shall forward point of contact shall forward point of contact shall forward
notifications received pursuant to notifications received pursuant to notifications received pursuant to
paragraphs 1 and 2 to the single paragraphsi-and2-paragraph 1 to | parasraphs{-eand2paragraph 1 to
points of contact of other affected | the single points of contact of other | the single points of contact of other
Member States. affected Member States, while affected Member States.
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ensuring confidentiality and
appropriate protection of the
information provided by the
reporting entity.
Article 20(9)
9. The single point of contact shall | 9. The single point of contact shall | 9. The single point of contact shall
submit to ENISA on a monthly submit to ENISA on a monthly submit to ENISA-exn-a-menthly
basis a summary report including basis a summary report including basis_every six months a summary
anonymised and aggregated data anonymised and aggregated data report including anonymised and
on incidents, significant cyber on incidents, significant cyber aggregated data on incidents,
threats and near misses notified in | threats and near misses notified in | significant cyber threats and near
accordance with paragraphs 1 and | accordance with parasraphs{-and | misses notified in accordance with
2 and in accordance with Article e parasraphsparagraph 1 and 2-and
27. In order to contribute to the withparagraph 1 of this Article in accordance with Article 27. In
353 | provision of comparable and Article 27. In order to order to contribute to the provision
information, ENISA may issue contribute to the provision of of comparable information, ENISA
technical guidance on the comparable information, ENISA may issue technical guidance on
parameters of the information may issue technical guidance on the parameters of the information
included in the summary report. the parameters of the information included in the summary report.
included in the summary report. ENISA shall inform every six
months the Cooperation Group
and the CSIRTs network about its
findings on the notifications
received.
Article 20(10)
354 10. Competent authorities shall 10. Competent authorities shall 10. Competent authorities shall
provide to the competent provide to the competent provide to the competent
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authorities designated pursuant to
Directive (EU) XXXX/XXXX
[Resilience of Critical Entities
Directive] information on incidents
and cyber threats notified in
accordance with paragraphs 1 and
2 by essential entities identified as
critical entities, or as entities
equivalent to critical entities,
pursuant to Directive (EU)
XXXX/XXXX [Resilience of
Critical Entities Directive].

authorities designated pursuant to
Directive (EU) XXXX/XXXX
[Resilience of Critical Entities
Directive] information on incidents
and cyber threats notified in
accordance with parasraphs1-and
2paragraph 1 of this Article and
Article 27 by essential entities
identified as critical entities, or as
entities equivalent to critical
entities, pursuant to Directive (EU)
XXXX/XXXX [Resilience of
Critical Entities Directive].

authorities designated pursuant to
Directive (EU) XXXX/XXXX
[Resilience of Critical Entities
Directive] information on incidents
and cyber threats notified in
accordance with paragraphs 1 and
2 by essential entities identified as
critical entities, [or as entities
equivalent to critical entities,/
pursuant to Directive (EU)
XXXX/XXXX [Resilience of
Critical Entities Directive].

Article 20(11)
11. The Commission, may adopt 11. The Commission, may adopt 11. The Commission, may adopt
implementing acts further implementing acts further implementing acts further
specifying the type of information, | specifying the spe-ofinformations | specifying the type of information,
the format and the procedure of a theformat-and-the-procedure of a the format and the procedure of a
notification submitted pursuant to | notification submitted pursuant to | notification submitted pursuant to
paragraphs 1 and 2. The ez e 2 e paragraphs 1 and 2. The
355 Commission may also adopt Commmissionmer—clso-adopt Commission may also adopt

implementing acts to further Lot e oLt implementing acts to further
specify the cases in which an et Lo e specify the cases in which an
incident shall be considered frreiclemim el b ot el incident shall be considered
significant as referred to in st e e significant as referred to in
paragraph 3. Those implementing | parasraph3paragraph 1 of this paragraph 3. Those implementing
acts shall be adopted in accordance | Article and Article 27. Those acts shall be adopted in accordance
with the examination procedure implementing acts shall be adopted | with the examination procedure
referred to in Article 37(2). in accordance with the examination | referred to in Article 37(2).
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procedure referred to in Article
37(2).

Article 2

0(11a)

355a

Ila. The Commission is
empowered to adopt delegated
acts, in_accordance with Article
36, to supplement this Directive by
specifying the type of information
to be submitted pursuant to
paragraph 1 of this Article and by
further specifying the parameters

which are to be taken into account
when determining the significance
of an incident as referred to in
paragraph 3 of this Article.

Article 21

356

Article 21
Use of European cybersecurity
certification schemes

Article 21
Use of European cybersecurity
certification schemes

Article 21
Use of European cybersecurity
certification schemes

Article 21(1)

357

1. In order to demonstrate
compliance with certain
requirements of Article 18,
Member States may require

1. In-orderto-demonstrate

1. In order to demonstrate
compliance with certain
requirements of Article 18;
Member States may require
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certify certain ICT products, ICT
services and ICT processes under
specific European cybersecurity
certification schemes adopted
pursuant to Article 49 of
Regulation (EU) 2019/881. The
products, services and processes
subject to certification may be
developed by an essential or
important entity or procured from
third parties.

essential and important entities to

regwireMember States shall,
following guidance from ENISA,

the Commission and the
Cooperation Group, encourage
essential and important entities to
certify certain ICT products, ICT
services and ICT processes, either
developed by the essential or
important entity or procured from

essenticl-and-important-entities to

eertify-certainuse particular ICT
products,ZE&F services and £EF

processesprocesses certified under
specific European cybersecurity
certification schemes adopted
pursuant to Article 49 of
Regulation (EU) 2019/881. The
ICT products, services and

third parties, under-#nder-specific

European cybersecurity
eertification-schemes adopted
pursuant to Article 49 of
Regulation (EU) 2019/881—Fke
e
subieetto or, if not yet available,
under similar internationally
recognised certification meay-be
developed-by-anschemes.

Furthermore, Member States shall
encourage essential exand

important ertity-or-procured-tfrom
third-partiesentities to use

qualified trust services pursuant to
Regulation (EU) No 910/2014.

processes subject to certification
may be developed by an essential
or important entity or procured
from third parties.

Article 21(2)
358 2. The Commission shall be 2. The Commission shetl-beis 2. The Commission sketl-be
empowered to adopt delegated acts | empowered to adopt delegated acts, | enmpoweredto-may adopt
specifying which categories of in_accordance with Article 36, to delesatedimplementing acts
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essential entities shall be required
to obtain a certificate and under
which specific European
cybersecurity certification schemes
pursuant to paragraph 1. The
delegated acts shall be adopted in
accordance with Article 36.

supplement this Directive by
specifying which categories of
essential and important entities
shett-beare required to obtain a
certificate-and under whieh-specific
European cybersecurity
eertifieation-schemes pursuant to

parasraph{—TheArticle 49 of
Regulation (EU) 2019/881. Such

specifying which categories of
essential or important entities shall
be required to use certain certified
ICT products, services and
processes or obtain a certificate
and-under which specifie-European
cybersecurity certification schemes

adopted pursuant to parasraph
LArticle 49 of Regulation (EU)

delegated acts shall be adopted-in
- o ]

36considered where insufficient
levels of cybersecurity have been

2019/881.Those implementing-The
detegated acts shall be adopted in
accordance with the examination
procedure referred to in Article

identified, shall be preceded by an

3637(2). When preparing such

impact assessment and shall
provide for an implementation

implementing acts, the
Commission shall, in accordance

period.

with Article 56 of Regulation (EU)
2019/881:

Article 2

1(i)

358a

(i) take into account the impact of
the measures on the
manufacturers or providers of
such ICT products, services or
processes and on the users in
terms of the cost of those
measures and the societal or
economic benefits stemming from
the anticipated enhanced level of
security for the targeted ICT
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products, services or processes as

well as their alternative
availability on the market;

Article 21(ii)

358b

(ii) carry out an open,
transparent and inclusive
consultation process with all
relevant stakeholders and Member
States;

Article 21(iii)

358¢

(iii) take into account any
implementation deadlines,
transitional measures and periods,
in particular with regard to the
possible impact of the measures

on the manufacturers, or
providers of ICT products,

services or processes, or users
thereof, particularly SMEs;

Article 21(iv)

358d

(iv) take into account the
existence and implementation of
relevant Member State laws.
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Article 21(3)
3. The Commission may request 3. The Commission may, after 3. The Commission may request
ENISA to prepare a candidate consulting the Cooperation Group | ENISA to prepare a candidate
scheme pursuant to Article 48(2) of | and the European Cybersecurity scheme or to review an existing
Regulation (EU) 2019/881 in cases | Certification Group, request European cybersecurity
where no appropriate European ENISA to prepare a candidate certification scheme pursuant to
359 | cybersecurity certification scheme | scheme pursuant to Article 48(2) of | Article 48(2) of Regulation (EU)
for the purposes of paragraph 2 is Regulation (EU) 2019/881 in cases | 2019/881 in cases where no
available. where no appropriate European appropriate European cybersecurity
cybersecurity certification scheme | certification scheme for the
for the purposes of paragraph 2 is purposes of paragraph 2_of this
available. Article is available.
Article 22
360 Article 22 Article 22 Article 22
Standardisation Standardisation Standardisation
Article 22(1)
1. In order to promote the 1. In order to promote the 1. In order to promote the
convergent implementation of convergent implementation of convergent implementation of
Article 18(1) and (2), Member Article 18(1) and (2), Member Article 18(1) and (2), Member
361 States shall, without imposing or States shall, without imposing or States shall, without imposing or
discriminating in favour of the use | discriminating in favour of the use | discriminating in favour of the use
of a particular type of technology, | of a particular type of technology, | of a particular type of technology,
encourage the use of European or encourage the use of European or encourage the use of European or
internationally accepted standards | internationally accepted standards | internationally accepted standards
and specifications relevant to the and specifications relevant to the and specifications relevant to the
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security of network and security of network and security of network and
information systems. information systems. information systems.
Article 22(2)
2. ENISA, in collaboration with 2. ENISA, in collaboration with 2. ENISA, in collaboration with
Member States, shall draw up Member States, and, where Member States, shall draw up
advice and guidelines regarding the | appropriate, after consulting advice and guidelines regarding the
technical areas to be considered in | relevant stakeholders, shall draw technical areas to be considered in
relation to paragraph 1 as well as up advice and guidelines regarding | relation to paragraph 1 as well as
362 regarding already existing the technical areas to be considered | regarding already existing

standards, including Member in relation to paragraph 1 as well as | standards, including Member
States' national standards, which regarding already existing States' national standards, which
would allow for those areas to be standards, including Member would allow for those areas to be
covered. States' national standards, which covered.

would allow for those areas to be

covered.

Article 22(2a)

2a. The Commission, in

collaboration with ENISA, shall

support and promote the

development and implementation

of standards set by relevant Union

362a . . .

and international standardisation

bodies for the convergent

implementation of Article 18 (1)

and (2). The Commission shall

support the update of the

standards in the light of
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technological developments.

Article 23
Article 23 Article 23 Article 23
363 Databases of domain names and DatabasesDatabase structure of Databases of domain names and
registration data domain names and registration data registration data
Article 23(1)

1. For the purpose of contributing
to the security, stability and
resilience of the DNS, Member
States shall ensure that TLD
registries and the entities providing
domain name registration services
for the TLD shall collect and

1. For the purpose of contributing
to the security, stability and
resilience of the DNS, Member
States shall ensure-thatrequire
TLD registries and the entities
providing domain name

registration services forthe1LD

1. For the purpose of contributing
to the security, stability and
resilience of the DNS, Member
States shall ensure that TLD name
registries and the entities providing
domain name registration services
for the TLD shall collect and

364 | maintain accurate and complete sherttto collect and maintain maintain accurate, and complete
domain name registration data in a | accurate, verified and complete domain name registration data in a
dedicated database facility with domain name registration dataina | dedicated database facility with
due diligence subject to Union data | dedieated database facilit-with-de | due diligence subiectto-Hrionin
protection law as regards data L e accordance withUnion data
which are personal data. et b el protection law as regards data
: structure | which are personal data.
operated for that purpose.
Article 23(2)
365 | 2. Member States shall ensure that | 2. Member States shall ensure that | 2. Member States shall ensure that
the databases of domain name the databasesdatabase structure of | the databases of domain name
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registration data referred to in domain name registration data registration data referred to in
paragraph 1 contain relevant referred to in paragraph 1 paragraph 1 contain relevant
information to identify and contact | eentaincontains relevant information to identify and contact
the holders of the domain names information, which shall include the holders of the domain names
and the points of contact at least the registrants' name, and the points of contact
administering the domain names their physical and email address administering the domain names
under the TLDs. as well as their telephone number, | under the TLDs:, including at least
to identify and contact the holders | the following data:
of the domain names and the points
of contact administering the
domain names under the TLDs.
Article 23(a)
365a a. domain name
Article 23(b)
365b b. date of registration
Article 23(2c)
365c¢ ¢ registrant data, including:
Article 23(2ci)
(i) for individuals - name,
365d ;
surname and e-mail address;
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Article 23(2cii)
(ii) for legal persons - name and
365¢ :
e-mail address.
Article 23(3)
3. Member States shall ensure that | 3. Member States shall ensure that | 3. Member States shall ensure that
the TLD registries and the entities | the TLD registries and #ke-entities | the TLD name registries and the
providing domain name providing domain name entities providing domain name
registration services for the TLD registration services forthe1LD registration services for the TLD
have policies and procedures in have policies and procedures in have policies and procedures in
366 place to ensure that the databases place to ensure that the databases | place to ensure that the databases
include accurate and complete inetndedatabase structure includes | include accurate and complete
information. Member States shall accurate, verified and complete information. Member States shall
ensure that such policies and information. Member States shall ensure that such policies and
procedures are made publicly ensure that such policies and procedures are made publicly
available. procedures are made publicly available.
available.
Article 23(4)
4. Member States shall ensure that | 4. Member States shall ensure that | 4. Member States shall ensure that
the TLD registries and the entities | the TLD registries and #ke-entities | the TLD name registries and the
providing domain name providing domain name entities providing domain name
367 | registration services for the TLD registration services forthe-TLD registration services for the TLD
publish, without undue delay after | publishmake publicly available, publish, without undue delay after
the registration of a domain name, | without undue delay after the the registration of a domain name,
domain registration data which are | registration of a domain name, domain registration data which are
not personal data. domain registration data which are | not personal data.
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not personal data._For legal

persons as registrants, the domain
registration data publicly
available shall include at least the
registrants’ name, their physical
and email address as well as their
telephone number.

Article 2

3(5)

5. Member States shall ensure that
the TLD registries and the entities
providing domain name
registration services for the TLD
provide access to specific domain
name registration data upon lawful
and duly justified requests of
legitimate access seekers, in
compliance with Union data
protection law. Member States

5. Member States shall ensure-that
therequire TLD registries and-the
entities providing domain name
registration services forthe1LPto
provide access to specific domain
name registration data, including
personal data, upon-wpor--tewfirt
and duly justified requests of
legitimate access seekers, in
compliance with Union data

5. Member States shall ensure that
the TLD name registries and the
entities providing domain name
registration services for the TLD
provide access to specific domain
name registration data upon lawful
and duly justified requests of
legitimate access seekers, in
compliance with Union data
protection law. Member States

368 shall ensure that the TLD registries | protection law. Member States shall ensure that the TLD name
and the entities providing domain shall enswre-that-therequire TLD registries and the entities providing
name registration services for the registries and #e-entities providing | domain name registration services
TLD reply without undue delay to | domain name registration services | for the TLD reply without undue
all requests for access. Member for-theTEPto reply without undue | delay and in any case within 72
States shall ensure that policies and | delay to-aHand in any event within | hours to all requests for access.
procedures to disclose such data 72 hours upon the receipt of the Member States shall ensure that
are made publicly available. requests for access. Member States | policies and procedures to disclose
shall ensure that policies and such data are made publicly
procedures to disclose such data available.
are made publicly available.
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Section |l
Section II Jurisdiction and Section II Jurisdiction and Section II Jurisdiction and
369 . . . . . .
Registration Registration Registration
Article 24
370 Article 24 Article 24 Article 24
Jurisdiction and territoriality Jurisdiction and territoriality Jurisdiction and territoriality
Article 24(1a)
la. Entities under this Directive
shall be deemed to be under the
jurisdiction of the Member State
where they provide their services.
Entities referred to in points 1 to 7
and 10 of Annex I, trust service
370a providers and Internet Exchange
Point providers referred to in
point 8 of Annex I, and points 1 to
5 of Annex 11 shall be deemed
under the jurisdiction of the
Member State on the territory of
which they are established.
Article 24(1)
371
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name registries, cloud computing
service providers, data centre
service providers and content
delivery network providers referred
to in point 8 of Annex I, as well as
digital providers referred to in
point 6 of Annex II shall be
deemed to be under the jurisdiction
of the Member State in which they
have their main establishment in
the Union.

1. DNS service providers, TLD

1. DNS service providers, TLD
name registries, cloud computing
service providers, data centre
service providers and content
delivery network providers referred
to in point 8 of Annex I, as well as
digital providers referred to in
point 6 of Annex II shall be
deemed to be under the jurisdiction
of the Member State in which they
have their main establishment in
the Union.

1. DNS service providers, TLD

name registries_and entities
providing domain name
registration services for the TLD,
cloud computing service providers,
data centre service providers-a#d,
content delivery network providers,
managed service providers, and
managed security service
providers referred to in point 8 and
point 8a of Annex 1, as well as
digital providers referred to in
point 6 of Annex II shall be
deemed to be under the jurisdiction
of the Member State in which they
have their main establishment in
the Union.

Article 24(2)

2. For the purposes of this
Directive, entities referred to in
paragraph 1 shall be deemed to
have their main establishment in
the Union in the Member State

2. For the purposes of this
Directive, entities referred to in
paragraph 1 shall be deemed to
have their main establishment in
the Union in the Member State

2. For the purposes of this
Directive, entities referred to in
paragraph 1 shall be deemed to
have their main establishment in
the Union in the Member State

12 where the decisions related to the where the decisions related to the where the decisions related to the
cybersecurity risk management cybersecurity risk management cybersecurity risk management
measures are taken. If such measures are taken. If such measures are predominantly taken.
decisions are not taken in any decisions are not taken in any If the place where such decisions
establishment in the Union, the establishment in the Union, the are predominantly taken cannot
main establishment shall be main establishment shall be be determined or such decisions
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deemed to be in the Member State
where the entities have the
establishment with the highest

number of employees in the Union.

deemed to be in the Member State
either where the entities have the
establishment with the highest
number of employees in the Union
or the establishment where
cvbersecurity operations are
carried out.

are not taken in any establishment
in the Union, the main
establishment shall be deemed to
be in the Member State where the
entities have the establishment with
the highest number of employees
in the Union. Where the services
are provided by a group of
undertakings, the main
establishment shall be deemed to
be the main establishment of the
group of undertakings.

Article 24(3)

3. If an entity referred to in
paragraph 1 is not established in
the Union, but offers services
within the Union, it shall designate
a representative in the Union. The
representative shall be established
in one of those Member States

3. If an entity referred to in
paragraph 1 is not established in
the Union, but offers services
within the Union, it shall designate
a representative in the Union. The
representative shall be established
in one of those Member States

3. If an entity referred to in
paragraph 1 is not established in
the Union, but offers services
within the Union, it shall designate
a representative in the Union. The
representative shall be established
in one of those Member States

373 where the services are offered. where the services are offered. where the services are offered.
Such entity shall be deemed to be Such entity shall be deemed to be Such entity shall be deemed to be
under the jurisdiction of the under the jurisdiction of the under the jurisdiction of the
Member State where the Member State where the Member State where the
representative is established. In the | representative is established. In the | representative is established. In the
absence of a designated absence of a designated absence of a designated
representative within the Union representative within the Union representative within the Union
under this Article, any Member under this Article, any Member under this Article, any Member
State in which the entity provides State in which the entity provides State in which the entity provides
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services may take legal actions
against the entity for non-
compliance with the obligations
under this Directive.

services may take legal actions
against the entity for non-
compliance with the obligations
under this Directive.

services may take legal actions
against the entity for non-
compliance with the obligations
under this Directive.

prejudice to legal actions, which
could be initiated against the entity
itself.

prejudice to legal actions, which
could be initiated against the entity
itself.

Article 24(4)
4. The designation of a 4. The designation of a 4. The designation of a
representative by an entity referred | representative by an entity referred | representative by an entity referred
374 to in paragraph 1 shall be without to in paragraph 1 shall be without to in paragraph 1 shall be without

prejudice to legal actions, which
could be initiated against the entity
itself.

Article 24

(4a)

374a

4a. Member States that have
received a request for mutual
assistance in relation to the
entities referred to in paragraph 1,

may, within the limits of the
request, take appropriate
supervisory and enforcement
measures in relation to the entity
concerned that provides services
or which has the network and
information system on their

territory.

Article 25
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Article 25
Registry for essential and
important entities

Article 25
important-entitiesENISA registry

Council Mandate

Article 25
Registry for essential and
important entities

Draft Agreement

Article 25(1), introductory part

1. ENISA shall create and
maintain a registry for essential
and important entities referred to in
Article 24(1). The entities shall
submit the following information
to ENISA by [12 months after

1. ENISA shall create and
maintain a secure registry forof
essential and important entities
referred to in Article 24(1)—Fke
entities, which shall submitinclude
the following information-te

1. ENISAMember States shall
il and i SEE

entities-shatlensure that the

entities referred to in Article 24(1)

entering into force of the Directive | EASA-by-[H2-months-after having their main _establishment
376 at the latest]: entering-into-foree-of the-Pirective | on their territory, or, if not
el e established in the Union, having
their designated representative in
the Union established on their
territory are required to submit the
following information to £ASA
bythe competent authoritiesby [12
months after entering into force of
the Directive at the latest]:
Article 25(1), point (a)
377 | (a) the name of the entity; (a) the name of the entity; (a) the name of the entity;
Article 25(1), point (aa)
377a
5163/22 EB/ip, pf 299
ANNEX JAL2

EN



Commission Proposal +

EP Mandate Council Mandate Draft Agreement
Annexes
(aa) the type of entity as per
Annexes I and 11 to this Directive;
Article 25(1), point (b)
(b) the address of its main (b) the address of its main (b) the address of its main
establishment and its other legal establishment and its other legal establishment and its other legal
378 establishments in the Union or, if establishments in the Union or, if establishments in the Union or, if
not established in the Union, of its | not established in the Union, of its | not established in the Union, of its
representative designated pursuant | representative designated pursuant | representative designated pursuant
to Article 24(3); to Article 24(3); to Article 24(3);
Article 25(1), point (c)
(c) up-to-date contact details, (¢) up-to-date contact details, (c) up-to-date contact details,
including email addresses and including email addresses, IP including email addresses and
379 telephone numbers of the entities. | ranges,-a#d telephone numbers telephone numbers of the entities-
and relevant sectors and and of their representatives;
subsectors of the entities_referred
to in Annexes I and I1.
Article 25(1), point (d)
(d) Member States where the
entity provides the service.
3792 Where applicable, this
information shall be submitted
through the national mechanism
of self-notification referred to in
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Article 2a.

Article 2

5(1a)

379b

la. By... [12 months after the
date of entry into force of this
Directive], the essential and
important entities shall submit the
information referred to in the first
subparagraph to ENISA.

Article 2

5(2)

2. The entities referred to in
paragraph 1 shall notify ENISA
about any changes to the details
they submitted under paragraph 1

2. The entities referred to in
paragraph 1 shall notify ENISA
about any changes to the details
they submitted under paragraph 1

2. Member States shall ensure
that the entities referred to in
paragraph 1 shettalso notify-EALSA
abowt any changes to the details

380 without delay, and in any event, without delay, and in any event, they submitted under paragraph 1
within three months from the date | within three months from the date | without delay, and in any event,
on which the change took effect. on which the change took effect. within three months from the date
on which the change took effect.
Article 25(3)
3. Upon receipt of the information | 3. Upon receipt of the information | 3. Uponreceipt-of-the-information
under paragraph 1, ENISA shall under paragraph 1, ENISA shall wtder-paresrapht—ENESAshall
381 forward it to the single points of forward it to the single points of : The Member
contact depending on the indicated | contact depending on the indicated | States’ single points of contact
location of each entity’s main location of each entity’s main dependinoeon-theinddicared
establishment or, if it is not establishment or, if it is not loeation-ofeach-entity-sain
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established in the Union, of its
designated representative. Where
an entity referred to in paragraph 1
has besides its main establishment
in the Union further establishments
in other Member States, ENISA
shall also inform the single points
of contact of those Member States.

established in the Union, of its

designated representative. Where
an entity referred to in paragraph 1
has besides its main establishment
in the Union further establishments
in other Member States, ENISA
shall also inform the single points
of contact of those Member States.

- l . .th’
an-entityshall forward the
information referred to in

T T W WO SOEE A .
blis) otherMenber
States;paragraphs 1 and 2 to
ENISA-vhalt-also-inform-the-single
. : 7 Vel
States-.

Article 2

5(3a)

381a

3a. Based on the information
received according to paragraph 3
of this Article, ENISA shall create
and maintain a registry for the
entities referred to in paragraph 1.

Upon request of Member States,
ENISA shall enable access of
relevant competent authorities to
the registry, while ensuring the
necessary guarantees to protect
confidentiality of information
where applicable.

Article 2

5(4)

382

4. Where an entity fails to register

4. Where an entity fails to register
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its activity or to provide the its activity or to provide the etV H-orto-provide-the
relevant information within the relevant information within the pelovenp bl it e
deadline set out in paragraph 1, any | deadline set out in paragraph 1, any | deadéineset-out-inparacraphit;
Member State where the entity Member State where the entity eriv-ember-Statechere-the-erntity
provides services shall be provides services shall be pmeiles et e b L
competent to ensure that entity’s competent to ensure that entity’s S e e
compliance with the obligations compliance with the obligations complitneevith-te-obligetions
laid down in this Directive. laid down in this Directive. lerid-doven-in-this-Directive:
CHAPTER V
383 CHAPTER V CHAPTER V CHAPTER V
Information sharing Information sharing Information sharing
Article 26
Article 26 Article 26 Article 26
384 Cybersecurity information-sharing | Cybersecurity information-sharing | Cybersecurity information-sharing
arrangements arrangements arrangements
Article 26(1), introductory part

385

1. Without prejudice to Regulation
(EU) 2016/679, Member States
shall ensure that essential and
important entities may exchange
relevant cybersecurity information
among themselves including
information relating to cyber
threats, vulnerabilities, indicators

1 Rt el e oo e erifon
EEH2016/679-Member States
shall ensure that essential and
important entities and other
relevant entities not covered by the

1. FRihe b iea ol mnlation
EEH)-2016/679-Member States
shall ensure that essential and
important entities may exchange
on_a voluntary basis relevant

scope of this Directive may
exchange relevant cybersecurity
information among themselves

cybersecurity information among
themselves including information
relating to cyber threats, near
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of compromise, tactics, techniques
and procedures, cybersecurity
alerts and configuration tools,
where such information sharing:

including information relating to
cyber threats, near misses,
vulnerabilities, techniques and
procedures, metadata and content
data, indicators of compromise,
adversarial tactics, techniques-and
proceduresmodus operandi, actor
specific information, cybersecurity
alerts, industrial espionage tactics
and recommended security tool
configurations-ard-confieuration
tools, where such information
sharing:

misses, vulnerabilities, indicators
of compromise, tactics, techniques
and procedures, cybersecurity
alerts and configuration tools,
where such information sharing:

Article 2

6(1), point (a)

(a) aims at preventing, detecting,

(a) aims at preventing, detecting,

(a) aims at preventing, detecting,

386 | responding to or mitigating responding to or mitigating responding to or mitigating
incidents; incidents; incidents;
Article 26(1), point (b)
(b) enhances the level of (b) enhances the level of (b) enhances the level of
cybersecurity, in particular through | cybersecurity, in particular through | cybersecurity, in particular through
raising awareness in relation to raising awareness in relation to raising awareness in relation to
cyber threats, limiting or impeding | cyber threats, limiting or impeding | cyber threats, limiting or impeding
387 P s D
such threats ‘ability to spread, such threats ‘ability to spread, such threats ‘ability to spread,
supporting a range of defensive supporting a range of defensive supporting a range of defensive
capabilities, vulnerability capabilities, vulnerability capabilities, vulnerability
remediation and disclosure, threat remediation and disclosure, threat remediation and disclosure, threat
detection techniques, mitigation detection, containment and detection techniques, mitigation
5163/22 EB/ip, pf 304
ANNEX JAL2 EN



Commission Proposal +

EP Mandate

Council Mandate

Draft Agreement

Annexes

strategies, or response and
recovery stages.

prevention techniques, mitigation
strategies, or response and recovery
stages_or promoting collaborative
cyber threat research between
public and private entities.

strategies, or response and
recovery stages.

Article 2

6(2)

2. Member States shall ensure that
the exchange of information takes
place within trusted communities
of essential and important entities.
Such exchange shall be
implemented through information
sharing arrangements in respect of

2. Member States shall erstre
thatfacilitate the exchange of
information takesplace-withinby
enabling the establishment of
trusted communities of essential
and important entities_and their
service providers or, where

2. Member States shall ensure that
the exchange of information takes
place within ##sted-communities
of essential and important entities.
Such exchange shall be
implemented through information
sharing arrangements in respect of

388 | the potentially sensitive nature of relevant, other suppliers. Such the potentially sensitive nature of
the information shared and in exchange shall be implemented the information shared-axnd-in
compliance with the rules of Union | through information sharing complianee-with-theriles-of-tnion
law referred to in paragraph 1. arrangements in respect of the B e e e
potentially sensitive nature of the
information shared-axd-in
omnlicneawithtl (M
a2 Ejél €16 i‘”#th HO] ﬂﬁ .
Article 26(3)
3. Member States shall set out 3. Member States shall set-o#t 3. Member States shatmay set out
389 rules specifying the procedure, e A rules specifying the procedure,
operational elements (including the | precedurefacilitate the operational elements (including the
use of dedicated ICT platforms), establishment of cybersecurity use of dedicated ICT platforms),
content and conditions of the information-sharing content and conditions of the
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information sharing arrangements
referred to in paragraph 2. Such
rules shall also lay down the details
of the involvement of public
authorities in such arrangements,
as well as operational elements,
including the use of dedicated IT
platforms. Member States shall
offer support to the application of
such arrangements in accordance
with their policies referred to in
Article 5(2) (g).

arrangements referred to in
paragraph 2 by making

operational elements (including the
use of dedicated ICT platformsj;

e et
rutes and automation tools) and
content available. Member States
shall-e¢4se lay down the details of
the involvement of public
authorities in such arrangements;
ol ¢ fdedi LT
plattorms and may impose certain
conditions on the information
made available by competent
authorities or CSIRTs. Member
States shall offer support to the
application of such arrangements in
accordance with their policies
referred to in Article 5(2) (g).

information sharing arrangements
referred to in paragraph 2. Such
rules shetmay also lay down the
details of the involvement of public
authorities in such arrangements,
as well as operational elements,
including the use of dedicated IT
platforms. Member States shall
offer support to the application of
such arrangements in accordance
with their policies referred to in
Article 5(2) (g).

Article 26(4)
4. Essential and important entities | 4. Essential and important entities | 4. Essential and important entities
shall notify the competent shall notify the competent shall notify the competent
390 | authorities of their participation in | authorities of their participation in | authorities of their participation in

the information-sharing the information-sharing the information-sharing
arrangements referred to in arrangements referred to in arrangements referred to in
paragraph 2, upon entering into paragraph 2, upon entering into paragraph 2, upon entering into
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such arrangements, or, as such arrangements, or, as such arrangements, or, as
applicable, of their withdrawal applicable, of their withdrawal applicable, of their withdrawal
from such arrangements, once the | from such arrangements, once the | from such arrangements, once the
withdrawal takes effect. withdrawal takes effect. withdrawal takes effect.
Article 26(5)
5. In compliance with Union law, | 5. In compliance with Union law, | 5. fncompliancewith-Uniontaw:
ENISA shall support the ENISA shall support the ENISA shall support the
establishment of cybersecurity establishment of cybersecurity establishment of cybersecurity
391 information-sharing arrangements | information-sharing arrangements | information-sharing arrangements
referred to in paragraph 2 by referred to in paragraph 2 by referred to in paragraph 2 by
providing best practices and providing best practices and providing best practices and
guidance. guidance. guidance.
Article 27
Article 27 Article 27 Article 27
392 Voluntary notification of relevant | Voluntary notification of relevant | Voluntary notification of relevant
information information information
Article 27, (1)
Member States shall ensure that, Member States shall ensure that: L olebep Db [ e
without prejudice to Article 3, veithoni-prejudiceto-Article3; that-Without prejudice to Article
393 entities falling outside the scope of | entitiesfatlineountside-thescope-of | 3-entitiesfallineontside-the-seope
this Directive may submit this-Directivemer—subiit ofthis-Direetivesmar-stbmit
notifications, on a voluntary basis, | wetifications notifications may be | retifications20, Member States
of significant incidents, cyber submitted to the CIRTS, on a shall ensure that essential and
threats or near misses. When voluntary basis, of-sisnificant important entities may notify, on a
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States shall act in accordance with
the procedure laid down in Article
20. Member States may prioritise
the processing of mandatory
notifications over voluntary
notifications. Voluntary reporting
shall not result in the imposition of
any additional obligations upon the
reporting entity to which it would
not have been subject had it not
submitted the notification.

processing notifications, Member

voluntary basis, of-sisnificant

fedtelenpepbon e o e

. : ction B
competent authorities or the
CSIRTs any relevant incidents,
cyber threats or near misses.

Article 2

7, first paragraph, point (a)

393a

(a) essential and important
entities with regard to cyber
threats and near misses;

Article 2

7, first paragraph, point (b)

(b) entities falling outside the

393b scope of this Directive, with
regard to significant incidents,
cyber threats or near misses.
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Article 2

393c

2. Member States shall ensure
that, without prejudice to Article
3, entities falling outside the scope
of this Directive may submit
notifications, on a voluntary basis,

of significant incidents, cyber
threats or near misses. When
processing notifications, Member
States shall act in accordance with

the procedure laid down in Article
20. Member States may prioritise
the processing of mandatory
notifications over voluntary
notifications. Without prejudice to
the investigation, detection and
prosecution of criminal offences,

voluntary reporting shall not
result in the imposition of any
additional obligations upon the
reporting entity to which it would
not have been subject had it not
submitted the notification.

Article 2

393d

3. Voluntary notifications shall
only be processed where such
processing does not constitute a
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disproportionate or undue burden

on the Member State concerned.

Article 2

7 (1), subparagraph 1a

393e

When processing such
notifications, Member States shall
act in accordance with the
procedure laid down in Article 20.

Member States may prioritise the
processing of mandatory

notifications over voluntary
notifications. Where necessary,
CSIRTs shall provide the single
point of contact and, where

relevant, the competent
authorities, with the information
on notifications received pursuant
this Article, while ensuring
confidentiality and appropriate
protections of the information

provided by the reporting entity.

Voluntary notification shall not
result in the imposition of any
additional obligations upon the
reporting entity to which it would
not have been subject had it not
submitted the notification.

CHAPTER VI

394
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CHAPTER VI
Supervision and enforcement

CHAPTER VI
Supervision and enforcement

CHAPTER VI
Supervision and enforcement

Article 28
Article 28 Article 28 Article 28
395 General aspects concerning General aspects concerning General aspects concerning
supervision and enforcement supervision and enforcement supervision and enforcement
Article 28(1)

396

1. Member States shall ensure that
competent authorities effectively
monitor and take the measures
necessary to ensure compliance
with this Directive, in particular the
obligations laid down in Articles

18 and 20.

1. Member States shall ensure that
competent authorities effectively
monitor and take the measures
necessary to ensure compliance
with this Directive, in particular the
obligations laid down in Articles

18 and 20.

1. Member States shall ensure that
competent authorities effectively
monitor and take the measures
necessary to ensure compliance
with this Directive; in particular the
obligations laid down in Articles
18, 20 and 23. Member States may
allow competent authorities to
prioritise supervision, which shall

be based on_a risk-based approach

arel20.

Article 2

8(2)

397

2. Competent authorities shall
work in close cooperation with
data protection authorities when
addressing incidents resulting in
personal data breaches.

2. Competent authorities shall
work in close cooperation with data
protection authorities when
addressing incidents resulting in
personal data breaches._This shall

2. Competent authorities shall
work in close cooperation with
data protection authorities,
competent authorities designated
pursuant to Directive (EU)
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be done in accordance with their

XXXX/XXXX [Resilience of

competence and tasks pursuant to

Critical Entities Directive],

Regulation (EU) 2016/679.

supervisory bodies designated
pursuant to Regulation (EU)
910/2014 and other competent
authorities designated under
sector-specific Union legal acts
when addressing cybersecurity
incidents-when-addressine

T Lt i )
breacties.

Article 2

8(3)

397a

3. Without prejudice to national
legislative and institutional
frameworks, Member States shall

ensure that, in the supervision of
compliance of public
administration entities with this
Directive and the enforcement of
potential sanctions for non-

compliance, the competent
authorities have the appropriate
powers to conduct such tasks with

operational independence vis-a-vis
the entities supervised. Member
States may decide on the
imposition of appropriate,
proportionate and effective

measures of supervision and
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national frameworks and legal
order.
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Article 29

398

Article 29
Supervision and enforcement for
essential entities

Article 29
Supervision and enforcement for
essential entities

Article 29
Supervision and enforcement for
essential entities

Article 2

9(1)

1. Member States shall ensure that
the measures of supervision or
enforcement imposed on essential
entities in respect of the obligations

1. Member States shall ensure that
the measures of supervision or
enforcement imposed on essential
entities in respect of the obligations

1. Member States shall ensure that
the measures of supervision or
enforcement imposed on essential
entities in respect of the obligations

399 | set out in this Directive are set out in this Directive are set out in this Directive are
effective, proportionate and effective, proportionate and effective, proportionate and
dissuasive, taking into account the | dissuasive, taking into account the | dissuasive, taking into account the
circumstances of each individual circumstances of each individual circumstances of each individual
case. case. case.

Article 29(2)
2. Member States shall ensure that | 2. Member States shall ensure that | 2. Member States shall ensure that

400 competent authorities, where competent authorities, where competent authorities, where
exercising their supervisory tasks exercising their supervisory tasks exercising their supervisory tasks
in relation to essential entities, in relation to essential entities, in relation to essential entities,
have the power to subject those have the power to subject those follow a risk-based approach and
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entities to: entities to: have the power to subject those
entities_at least to:
Article 29(2), point (a)
(a) on-site inspections and off-site | (a) on-site inspections and off-site | (a) on-site inspections and off-site
401 supervision, including random supervision, including random supervision, including random
checks; checks_conducted by trained checks;
professionals;
Article 29(2), point (aa)
(aa) investigation of cases of non-
401a compliance and the effects thereof
on the security of the services;
Article 29(2), point (b)
(b) regular audits; (b) reewlarannual and targeted (b) regular security audits;
402 security audits_carried out by a
qualified independent body or a
competent authority;
Article 29(2), point (c)
(c) targeted security audits based (¢) targseted-seewrityad hoc audits | (c) targeted security audits based
403 on risk assessments or risk-related | based-onrisk-assessments-or+isk- | on risk assessments or risk-related
available information; retared-aveilabletnformerionin available information;
cases justified on the ground of a
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significant incident or non-
compliance by the essential entity;
Article 29(2), point (d)
(d) security scans based on (d) security scans based on (d) security scans based on
objective, non-discriminatory, fair | objective, non-discriminatory, fair | objective, non-discriminatory, fair
and transparent risk assessment and transparent risk assessment and transparent risk assessment
404 criteria; criteria; criteria, where necessary for
technical reasons, with the
cooperation of the entity
concerned,
Article 29(2), point (e)
(e) requests of information (e) requests of information (e) requests of information
necessary to assess the necessary to assess the necessary to assess the
cybersecurity measures adopted by | cybersecurity measures adopted by | cybersecurity measures adopted by
405 the entity, including documented the entity, including documented the entity, including documented
cybersecurity policies, as well as cybersecurity policies, as well as cybersecurity policies;as—wellas
compliance with the obligation to compliance with the obligation to ettt e bl e e
notify the ENISA pursuant to notify the ENISA pursuant to e e e ]
Article 25 (1) and (2); Article 25 (1) and (2); herele S L
Article 29(2), point (f)
(f) requests to access data, (f) requests to access data, (f) requests to access data,
406 | documents or any information documents or any information documents or any information
necessary for the performance of necessary for the performance of necessary for the performance of
their supervisory tasks; their supervisory tasks; their supervisory tasks;
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Article 29(2), point (g)
(g) requests for evidence of (g) requests for evidence of (g) requests for evidence of
implementation of cybersecurity implementation of cybersecurity implementation of cybersecurity
407 policies, such as the results of policies, such as the results of policies, such as the results of
security audits carried out by a security audits carried out by a security audits carried out by a
qualified auditor and the respective | qualified auditor and the respective | qualified auditor and the respective
underlying evidence. underlying evidence. underlying evidence.
Article 29(2a)
(2a) Where exercising their
supervisory tasks provided for in
paragraph 2 of this Article,
4072 competent authorities may
establish supervisory
methodologies allowing for a
prioritisation of such tasks
following a risk-based approach.
Article 29(2), subparagraph 1a & 1b
The targeted security audits,
referred to in the first
subparagraph, point (b), shall be
407b :
based on risk assessments
conducted by the competent
authority or the audited entity, or
on other risk-related available
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information.

The results of any targeted
security audit shall be made
available to the competent
authority. The costs of such
targeted security audit carried out
by a qualified independent body
shall be paid by the entity
concerned,.

Article 29(2a)
2a. Where exercising their powers
under paragraph 2, points (a) to
407¢c (d), the competent authorities
shall minimise the impact on the
business processes of the entity.
Article 29(3)

3. Where exercising their powers
under points (e) to (g) of paragraph

3. Where exercising their powers
under points (e) to (g) of paragraph

3. Where exercising their powers
under points (e) to (g) of paragraph

408 | 2, the competent authorities shall 2, the competent authorities shall 2, the competent authorities shall
state the purpose of the request and | state the purpose of the request and | state the purpose of the request and
specify the information requested. | specify the information requested. | specify the information requested.
Article 29(4), introductory part
al 4. Member States shall ensure that | 4. Member States shall ensure that | 4. Member States shall ensure that
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competent authorities, where competent authorities, where competent authorities, where
exercising their enforcement exercising their enforcement exercising their enforcement
powers in relation to essential powers in relation to essential powers in relation to essential
entities, have the power to: entities, have the power to: entities, have the power at least to:
Article 29(4), point (a)
(a) issue warnings on the entities” | (a) issue warnings on the entities’ | (a) issue warnings on the entities’
410 non-compliance with the non-compliance with the non-compliance with the
obligations laid down in this obligations laid down in this obligations laid down in this
Directive; Directive; Directive;
Article 29(4), point (b)
(b) issue binding instructions or an | (b) issue binding instructions, (b) issue binding instructions or an
order requiring those entities to including with regard to measures | order requiring those entities to
remedy the deficiencies identified necessary to prevent or remedy an | remedy the deficiencies identified
or the infringements of the incident, as well as time-limits for | or the infringements of the
obligations laid down in this the implementation of such obligations laid down in this
411 Directive; measures and for reporting on Directive;
their implementation, or an order
requiring those entities to remedy
the deficiencies identified or the
infringements of the obligations
laid down in this Directive;
Article 29(4), point (c)
412 | (c) order those entities to cease (¢) order those entities to cease (c) order those entities to cease
conduct that is non-compliant with | conduct that is non-compliant with | conduct that is non-compliant with
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the obligations laid down in this the obligations laid down in this the obligations laid down in this
Directive and desist from repeating | Directive and desist from repeating | Directive and desist from repeating
that conduct; that conduct; that conduct;
Article 29(4), point (d)
(d) order those entities to bring (d) order those entities to bring (d) order those entities to bring
their risk management measures their risk management measures their risk management measures
and/or reporting obligations in and/or reporting obligations in and/or reporting obligations in
413 | compliance with the obligations compliance with the obligations compliance with the obligations
laid down in Articles 18 and 20 in | laid down in Articles 18 and 20 in | laid down in Articles 18 and 20 in
a specified manner and within a a specified manner and within a a specified manner and within a
specified period; specified period; specified period;
Article 29(4), point (e)
(e) order those entities to inform (e) order those entities to inform (e) order those entities to inform
the natural or legal person(s) to the natural or legal person(s) to the natural or legal person(s) to
whom they provide services or whom they provide services or whom they provide services or
activities which are potentially activities which are potentially activities which are potentially
414 affected by a significant cyber affected by a significant cyber affected by a significant cyber
threat of any possible protective or | threat of any possible protective or | threat of the nature of the threat,
remedial measures which can be remedial measures which can be as well as any possible protective
taken by those natural or legal taken by those natural or legal or remedial measures which can be
person(s) in response to that threat; | person(s) in response to that threat; | taken by those natural or legal
person(s) in response to that threat;
Article 29(4), point (f)
415 .. .. o
(f) order those entities to (f) order those entities to (f) order those entities to
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implement the recommendations implement the recommendations implement the recommendations
provided as a result of a security provided as a result of a security provided as a result of a security
audit within a reasonable deadline; | audit within a reasonable deadline; | audit within a reasonable deadline;
Article 29(4), point (g)
(g) designate a monitoring officer | (g) designate a monitoring officer | (g) desisnate-amonitoring-officer
with well-defined tasks over a with well-defined tasks over a withwell-definedtasks-—over-«
416 determined period of time to determined period of time to cleterpainedloopiobe e 1o
oversee the compliance with their | oversee the compliance with their | everseethecompliancewith-their
obligations provided for by obligations provided for by bl gl el b Leriad
Articles 18 and 20; Articles 18 and 20; 18-and 20
Article 29(4), point (h)
(h) order those entities to make (h) order those entities to make (h) order those entities to make
public aspects of non-compliance public aspects of non-compliance public aspects of non-compliance
with the obligations laid down in with the obligations laid down in with the obligations laid down in
417 this Directive in a specified this Directive in a specified this Directive in a specified
manner; manner; manner, when such public
disclosure does not lead to a
harmful exposure of the respective
entity;
Article 29(4), point (i)
(1) make a public statement which | () wmakeapublicstatementwhich | (1) meke-apubliestatementwhich
418 | identifies the legal and natural e s identifies-the-teoat-and-natiral
person(s) responsible for the F e e D e e e e e
infringement of an obligation laid | infringement-of-an-obligationtaid | infringement-of-an-oblicationtaid
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down in this Directive and the B clempat it D et e Ll
nature of that infringement; R T

Article 29(4), point (j)
(j) impose or request the (j) impose or request the (j) impose or request the
imposition by the relevant bodies imposition by the relevant bodies imposition by the relevant bodies
or courts according to national or courts aecordinetoin or courts according to national
laws of an administrative fine accordance with national fawslaw | laws of an administrative fine
pursuant to Article 31 in addition of an administrative fine pursuant | pursuant to Article 31 in addition

419 | to, or instead of, the measures to Article 31 in addition to-e# to, or instead of, the measures
referred to in points (a) to (i) of this | instead-of- the measures referred to | referred to in points (a) to (i) of this
paragraph, depending on the in points (a) to (i) of this paragraph, depending on the
circumstances of each individual paragraph, depending on the circumstances of each individual
case. circumstances of each individual case.
case-
Article 29(5), introductory part

5. Where enforcement actions
adopted pursuant to points (a) to
(d) and (f) of paragraph (4) prove
ineffective, Member States shall
ensure that competent authorities

5. Where enforcement actions
adopted pursuant to points (a) to
(d) and (f) of paragraph (4) prove
ineffective, Member States shall
ensure that competent authorities

5. Where enforcement actions
adopted pursuant to points (a) to
(d) and (f) of paragraph (4) prove
ineffective, Member States shall
ensure that competent authorities

420 | have the power to establish a have the power to establish a have the power to establish a
deadline within which the essential | deadline within which the essential | deadline within which the essential
entity is requested to take the entity is requested to take the entity is requested to take the
necessary action to remedy the necessary action to remedy the necessary action to remedy the
deficiencies or comply with the deficiencies or comply with the deficiencies or comply with the
requirements of those authorities. requirements of those authorities. If | requirements of those authorities.
If the requested action is not taken | the requested action is not taken If the requested action is not taken
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within the deadline set, Member within the deadline set, Member within the deadline set, Member
States shall ensure that the States shall ensure that the States shall ensure that the
competent authorities have the competent authorities have the competent authorities have the
power to: power to: power to:
Article 29(5), point (a)

(a) suspend or request a (a) temporarily suspend or request | (a) suspend or request a
certification or authorisation body | a certification or authorisation certification or authorisation body
to suspend a certification or body to temporarily suspend a or courts according to national

421 | authorisation concerning part or all | certification or authorisation laws to suspend a certification or
the services or activities provided concerning part or all kerelevant authorisation concerning part or all
by an essential entity; services or activities provided by the services or activities provided

an essential entity; by an essential entity;
Article 29(5), point (b)

(b) impose or request the (b) impose-oras ultima ratio, (b) impose or request the
imposition by the relevant bodies request the imposition by the imposition by the relevant bodies
or courts according to national relevant bodies or courts eecording | or courts according to national
laws of a temporary ban against toin_accordance with national laws of a temporary ban against
any person discharging managerial | #swslaw of a temporary ban against | any person discharging managerial
responsibilities at chief executive any person discharging managerial | responsibilities at chief executive

422 | officer or legal representative level | responsibilities at chief executive officer or legal representative level
in that essential entity, and of any | officer or legal representative level | in that essential entity, and of any
other natural person held in that essential entity, erd-ofa#y | other natural person held
responsible for the breach, from e e e el responsible for the breach, from
exercising managerial functions in | respensiblefor-the-breaeh—from exercising managerial functions in
that entity. exercising managerial functions in | that entity.

that entity.
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Article 29(6), first paragraph

These sanctions shall be applied Fhese-sanctions Temporary These sanctions shall be applied
only until the entity takes the suspensions or bans pursuant to only until the entity takes the
necessary action to remedy the this paragraph shall be applied necessary action to remedy the
deficiencies or comply with the only until the entity concerned deficiencies or comply with the
requirements of the competent takes the necessary action to requirements of the competent
authority for which such sanctions | remedy the deficiencies or comply | authority for which such sanctions
were applied. with the requirements of the were applied.

competent authority for which such | The sanctions provided in this

423 sanctions were applied._The paragraph are not applicable to

imposition of such temporary public administration entities

suspensions or bans shall be subject to this Directive.

subject to appropriate procedural

safeguards in accordance with the

general principles of Union law

and the Charter, including

effective judicial protection, due

process, presumption of innocence

and right of defence.

Article 29(6)
6. Member States shall ensure that | 6. Member States shall ensure that | 6. Member States shall ensure that
any natural person responsible for | any natural person responsible for | any natural person responsible for
or acting as a representative of an or acting as a representative of an or acting as a representative of an
424 | essential entity on the basis of the | essential entity on the basis of the essential entity on the basis of the
power to represent it, the authority | power to represent it, the authority | power to represent it, the authority
to take decisions on its behalf or to take decisions on its behalf or to take decisions on its behalf or
the authority to exercise control of | the authority to exercise control of | the authority to exercise control of
it has the powers to ensure its it has the powers to ensure its it has the powers to ensure its
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compliance with the obligations
laid down in this Directive.
Member States shall ensure that
those natural persons may be held
liable for breach of their duties to
ensure compliance with the
obligations laid down in this
Directive.

compliance with the obligations
laid down in this Directive.
Member States shall ensure that
those natural persons may be held
liable for breach of their duties to
ensure compliance with the
obligations laid down in this
Directive.

compliance with the obligations
laid down in this Directive.
Member States shall ensure that
those natural persons may be held
liable for breach of their duties to
ensure compliance with the
obligations laid down in this
Directive. As regards public
administration entities, this
provision shall be without

prejudice to the Member States’

laws as regards the liability of
public servants and elected and

appointed officials.

Article 2

9(7), introductory part

7. Where taking any of the
enforcement actions or applying
any sanctions pursuant to
paragraphs 4 and 5, the competent

7. Where taking any of the
enforcement actions or applying
any sanctions pursuant to
paragraphs 4 and 5, the competent

7. Where taking any of the
enforcement actions or applying
any sanctions pursuant to
paragraphs 4 and 5, the competent

425 | authorities shall comply with the authorities shall comply with the authorities shall comply with the
rights of the defence and take rights of the defence and take rights of the defence and take
account of the circumstances of account of the circumstances of account of the circumstances of
each individual case and, as a each individual case and, as a each individual case and, as a
minimum, take due account of: minimum, take due account of: minimum, take due account of:
Article 29(7), point (a)
426 | (a) the seriousness of the (a) the seriousness of the (a) the seriousness of the
infringement and the importance of | infringement and the importance of | infringement and the importance of
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the infringements that should be
considered as serious: repeated
violations, failure to notify or
remedy incidents with a significant
disruptive effect, failure to remedy
deficiencies following binding
instructions from competent
authorities obstruction of audits or
monitoring activities ordered by
the competent authority following
the finding of an infringement,
providing false or grossly
inaccurate information in relation
to risk management requirements
or reporting obligations set out in
Articles 18 and 20.

the provisions breached. Among

the provisions breached. Among
the infringements that should be
considered as serious: repeated
violations, failure to notify or
remedy incidents with a significant
disruptive effect, failure to remedy
deficiencies following binding
instructions from competent
authorities obstruction of audits or
monitoring activities ordered by
the competent authority following
the finding of an infringement,
providing false or grossly
inaccurate information in relation
to risk management requirements
or reporting obligations set out in
Articles 18 and 20.

the provisions breached. Among
the infringements that should be
considered as serious: repeated
violations, failure to notify or
remedy incidents with a significant
disruptive effect, failure to remedy
deficiencies following binding
instructions from competent
authorities obstruction of audits or
monitoring activities ordered by
the competent authority following
the finding of an infringement,
providing false or grossly
inaccurate information in relation
to risk management requirements
or reporting obligations set out in
Articles 18 and 20.

Article 2

9(7), point (b)

(b) the duration of the

(b) the duration of the

(b) the duration of the

427 | infringement, including the infringement, including the infringement, including the
element of repeated infringements; | element of repeated infringements; | element of repeated infringements;
Article 29(7), point (c)
(c) the actual damage caused or (c) the @etrral-damage caused or (c) the actual damage caused or
478 losses incurred or potential damage | losses incurred-o+potentiat losses incurred or potential damage
or losses that could have been danige-or-tossesHetcotddherve or losses that could have been
triggered, insofar as they can be beentriseered—insofar-as-they-can | triggered, insofar as they can be
determined. Where evaluating this | be-determinedWhere-evaluating determined. Where evaluating this
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amongst others, of actual or
potential financial or economic
losses, effects on other services,
number of users affected or
potentially affected;

aspect, account shall be taken,

fhiﬂ—a—?—pe&t—a-&eﬁ-bﬁbf—?h-a'}l—be—fai. % 5 x '66”1

e et e et
iel, including financial or

economic losses, effects on other
services; and the number of users

affected-e+potentiatiy-affected:;

aspect, account shall be taken,

amongst others, of actual or
potential financial or economic
losses, effects on other services,
number of users affected or
potentially affected;

Article 2

9(7), point (ca)

(ca) any relevant previous

428a infringements by the entity
concerned;
Article 29(7), point (d)

(d) the intentional or negligent

(d) the intentional or negligent

(d) the intentional or negligent

R character of the infringement; character of the infringement; character of the infringement;
Article 29(7), point (e)
(e) measures taken by the entity to | (e¢) measures taken by the entity to | (¢) measures taken by the entity to
430 | prevent or mitigate the damage prevent or mitigate the damage prevent or mitigate the damage
and/or losses; and/or losses; and/or losses;
Article 29(7), point (f)
(f) adherence to approved codes of | (f) adherence to approved codes of | (f) adherence to approved codes of
431 . : . . . .
conduct or approved certification conduct or approved certification conduct or approved certification
mechanisms; mechanisms; mechanisms;
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Article 29(7), point (g)
(g) the level of cooperation of the | (g) the level of cooperation of the | (g) the level of cooperation of the
432 natural or legal person(s) held natural or legal person(s) held natural or legal person(s) held
responsible with the competent responsible with the competent responsible with the competent
authorities. authorities. authorities.
Article 29(8)
8. The competent authorities shall | 8. The competent authorities shall | 8. The competent authorities shall
set out a detailed reasoning for set out a detailed reasoning for set out a detailed reasoning for
their enforcement decisions. Before | their enforcement decisions. Before | their enforcement decisions. Before
taking such decisions, the taking such decisions, the taking such decisions, the
433 competent authorities shall notify competent authorities shall notify competent authorities shall notify
the entities concerned of their the entities concerned of their the entities concerned of their
preliminary findings and allow a preliminary findings and allow a preliminary findings and allow a
reasonable time for those entities to | reasonable time for those entities to | reasonable time for those entities to
submit observations. submit observations. submit observations, unless in case
of imminent danger.
Article 29(9)
9. Member States shall ensure that | 9. Member States shall ensure that | 9. Member States shall ensure that
their competent authorities inform | their competent authorities inform | their competent authorities under
434 the relevant competent authorities | the relevant competent authorities | this Directive inform the relevant
of the Member State concerned of the Member-State-coneernedall | competent authorities ef the-within
designated pursuant to Directive relevant Member States designated | that same_Member State
(EU) XXXX/XXXX [Resilience of | pursuant to Directive (EU) eoneerned designated pursuant to
Critical Entities Directive] when XXXX/XXXX [Resilience of Directive (EU) XXXX/XXXX
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exercising their supervisory and
enforcement powers aimed at
ensuring compliance of an essential
entity identified as critical, or as an
entity equivalent to a critical entity,
under Directive (EU)
XXXX/XXXX [Resilience of
Critical Entities Directive] with the
obligations pursuant to this
Directive. Upon request of
competent authorities under
Directive (EU) XXXX/XXXX
[Resilience of Critical Entities
Directive], competent authorities
may exercise their supervisory and
enforcement powers on an essential
entity identified as critical or
equivalent.

Critical Entities Directive] when

exercising their supervisory and
enforcement powers aimed at
ensuring compliance of an essential
entity identified as critical, or as an
entity equivalent to a critical entity,
under Directive (EU)
XXXX/XXXX [Resilience of
Critical Entities Directive] with the
obligations pursuant to this
Directive. Upon request of
competent authorities under
Directive (EU) XXXX/XXXX
[Resilience of Critical Entities
Directive], competent authorities
may exercise their supervisory and
enforcement powers on an essential
entity identified as critical or
equivalent.

[Resilience of Critical Entities
Directive] when exercising their
supervisory and enforcement
powers aimed at ensuring
compliance of an essential entity
identified as critical, [or as an
entity equivalent to a critical
entity/, under Directive (EU)
XXXX/XXXX [Resilience of
Critical Entities Directive] with the
obligations pursuant to this
Directive. Hponrequest-ofWhere
appropriate, competent authorities
under Directive (EU)
XXXX/XXXX [Resilience of
Critical Entities Directive]; may
request competent authorities
meayunder this Directive to
exercise their supervisory and
enforcement powers oxin_relation
to an essential entity under the
scope of this Directive that is also
identified as critical for equivalent/
under Directive (EU)
XXXX/XXXX [Resilience of
Critical Entities Directive].

Article 29(10)
434a 10. Member States shall ensure
that their competent authorities
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under this Directive inform the
Oversight Forum pursuant to
Article 29 (1) of Regulation (EU)
XXXX/XXXX [DORA] when
exercising their supervisory and
enforcement powers aimed at
ensuring compliance of an
essential entity designated as
critical ICT third-party service
provider pursuant to Article 28 of
Regulation (EU) XXXX/XXXX
[DORA] with the obligations
pursuant to this Directive.

Article 29(9a)
9a. Member States shall ensure
that their competent authorities
cooperate with the relevant
434b competent authorities of the
Member State concerned
designated pursuant to Regulation
(EU) XXXX/XXXX [DORA].
Article 29(10a)
10a. Member States shall ensure
434¢ that their competent authorities
under this Directive inform the
relevant competent authorities
designated pursuant to Regulation
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(EU) 910/2014 when exercising
their supervisory and enforcement
powers aimed at ensuring

compliance of an entity designated
as trust service providers pursuant
to Regulation (EU) 910/2014, with
the obligations pursuant to this
Directive.

Article 30
Article 30 Article 30 Article 30
435 Supervision and enforcement for Supervision and enforcement for Supervision and enforcement for
important entities important entities important entities
Article 30(1)

1. When provided with evidence
or indication that an important
entity is not in compliance with the
obligations laid down in this
Directive, and in particular in
Articles 18 and 20, Member States

1. When provided with evidence
or indication that an important
entity is not in compliance with the
obligations laid down in this
Directive, and in particular in
Articles 18 and 20, Member States

1. When provided with evidence
or indication or information that
an important entity is_allegedly not
in compliance with the obligations
laid down in this Directive, and in
particular in Articles 18 and 20,

436 | shall ensure that the competent shall ensure that the competent Member States shall ensure that the

authorities take action, where authorities take action, where competent authorities take action,

necessary, through ex post necessary, through ex post where necessary, through expeostex

supervisory measures. supervisory measures. Member POSt SuUpervisory measures.
States shall ensure that those
measures are effective,
proportionate and dissuasive,
taking into account the
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circumstances of each individual
case.
Article 30(2), introductory part
2. Member States shall ensure that | 2. Member States shall ensure that | 2. Member States shall ensure that
the competent authorities, where the competent authorities, where the competent authorities, where
exercising their supervisory tasks exercising their supervisory tasks exercising their supervisory tasks
437 | in relation to important entities, in relation to important entities, in relation to important entities,
have the power to subject those have the power to subject those follow a risk-based approach and
entities to: entities to: have the power to subject those
entities_at least to:
Article 30(2), point (a)
(a) on-site inspections and off-site | (a) on-site inspections and off-site | (a) on-site inspections and off-site
438 | ex post supervision; ex post supervision_conducted by eX post supervision;
trained professionals;
Article 30(2), point (aa)
(aa) investigation of cases of non-
438a compliance and the effects thereof
on the security of the services;
Article 30(2), point (b)
439 | (b) targeted security audits based (b) targeted security audits based | (b) targeted security audits based
on risk assessments or risk-related | enriskassessments-orrisk—retated | on risk assessments or risk-related
5163/22 EB/ip, pf 331
ANNEX JAL2 EN



Commission Proposal +

EP Mandate Council Mandate Draft Agreement
Annexes
available information; available-informationcarried out available information;
by a qualified independent body or
a_ competent authority;
Article 30(2), point (c)
(c) security scans based on (c) security scans based on (c) security scans based on
objective, fair and transparent risk | objective, non-discriminatory, fair | objective, non-discriminatory, fair
assessment criteria; and transparent risk assessment and transparent risk assessment
440 criteria; criteria, where necessary for
technical reasons, with the
cooperation of the entity
concerned,
Article 30(2), point (d)
(d) requests for any information (d) requests for any information (d) requests for any information
necessary to assess ex-post the necessary to assess ex-post the necessary to assess ex-post the
cybersecurity measures, including | cybersecurity measures, including | cybersecurity measures;i#eludine
441 documented cybersecurity policies, | documented cybersecurity policies, | docwmented-epbersecurity-policies;
as well as compliance with the as well as compliance with the aswetlas-compliancevith-the
obligation to notify ENISA obligation to notify ENISA bt e A
pursuant to Article 25(1) and (2); pursuant to Article 25(1) and (2); R e e e e e e
Article 30(2), point (e)
(e) requests to access data, (e) requests to access data, (e) requests to access data,
442 | documents and/or information documents and/or information documents and/or information
necessary for the performance of necessary for the performance of necessary for the performance of
the supervisory tasks. the supervisory tasks. the supervisory tasks.
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Article 30(2), point (ea)

442a

(ea) requests for evidence of
implementation of cybersecurity
policies, such as the results of

security audits carried out by a
qualified auditor and the
respective underlying evidence.

Article 30(2a)

442b

(2a) Where exercising their
supervisory tasks provided for in

paragraph 2 of this Article,
competent authorities may
establish supervisory
methodologies allowing for a
prioritisation of such tasks

following a risk-based approach.

Article 30(2), subparagraphs 1a & 1b

The targeted security audits,
referred to in the first
subparagraph, point (b), shall be

442¢ :
based on risk assessments
conducted by the competent
authority or the audited entity, or
on other risk-related available
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information.

The results of any targeted
security audit shall be made
available to the competent
authority. The costs of such
targeted security audit carried out
by a qualified independent body
shall be paid by the entity
concerned,.

Article 3

0(3)

3. Where exercising their powers
pursuant to points (d) or (e) of
paragraph 2, the competent

3. Where exercising their powers
pursuant to points (d) or (e) of
paragraph 2, the competent

3. Where exercising their powers

pursuant to points (d) ex(e)to (ea)
of paragraph 2, the competent

e authorities shall state the purpose authorities shall state the purpose authorities shall state the purpose
of the request and specify the of the request and specify the of the request and specify the
information requested. information requested. information requested.
Article 30(4), introductory part
4. Member States shall ensure that | 4. Member States shall ensure that | 4. Member States shall ensure that
the competent authorities, where the competent authorities, where the competent authorities, where
444 | exercising their enforcement exercising their enforcement exercising their enforcement
powers in relation to important powers in relation to important powers in relation to important
entities, have the power to: entities, have the power to: entities, have the power at least to:
Article 30(4), point (a)
445
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(a) issue warnings on the entities” | (a) issue warnings on the entities’ | (a) issue warnings on the entities’
non-compliance with the non-compliance with the non-compliance with the
obligations laid down in this obligations laid down in this obligations laid down in this
Directive; Directive; Directive;
Article 30(4), point (b)
(b) issue binding instructions or an | (b) issue binding instructions or an | (b) issue binding instructions or an
order requiring those entities to order requiring those entities to order requiring those entities to
446 remedy the deficiencies identified | remedy the deficiencies identified | remedy the deficiencies identified
or the infringement of the or the infringement of the or the infringement of the
obligations laid down in this obligations laid down in this obligations laid down in this
Directive; Directive; Directive;
Article 30(4), point (c)
(c) order those entities to cease (c) order those entities to cease (c) order those entities to cease
conduct that is in non-compliant conduct that is in non-compliant conduct that is in non-compliant
447 | with the obligations laid down in with the obligations laid down in with the obligations laid down in
this Directive and desist from this Directive and desist from this Directive and desist from
repeating that conduct; repeating that conduct; repeating that conduct;
Article 30(4), point (d)
(d) order those entities to bring (d) order those entities to bring (d) order those entities to bring
their risk management measures or | their risk management measures or | their risk management measures or
448 | the reporting obligations in the reporting obligations in the reporting obligations in
compliance with the obligations compliance with the obligations compliance with the obligations
laid down in Articles 18 and 20 in | laid down in Articles 18 and 20 in | laid down in Articles 18 and 20 in
a specified manner and within a a specified manner and within a a specified manner and within a
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specified period; specified period; specified period;
Article 30(4), point (e)
(e) order those entities to inform (e) order those entities to inform (e) order those entities to inform
the natural or legal person(s) to the natural or legal person(s) to the natural or legal person(s) to
whom they provide services or whom they provide services or whom they provide services or
activities which are potentially activities which are potentially activities which are potentially
449 affected by a significant cyber affected by a significant cyber affected by a significant cyber
threat of any possible protective or | threat of any possible protective or | threat of the nature of the threat,
remedial measures which can be remedial measures which can be as well as any possible protective
taken by those natural or legal taken by those natural or legal or remedial measures which can be
person(s) in response to that threat; | person(s) in response to that threat; | taken by those natural or legal
person(s) in response to that threat;
Article 30(4), point (f)
(f) order those entities to (f) order those entities to (f) order those entities to
implement the recommendations implement the recommendations implement the recommendations
450 . . ) . ) .
provided as a result of a security provided as a result of a security provided as a result of a security
audit within a reasonable deadline; | audit within a reasonable deadline; | audit within a reasonable deadline;
Article 30(4), point (g)
(g) order those entities to make (g) order those entities to make (g) order those entities to make
public aspects of non-compliance public aspects of non-compliance public aspects of non-compliance
451 with their obligations laid down in | with their obligations laid down in | with their obligations laid down in
this Directive in a specified this Directive in a specified this Directive in a specified
manner; manner; manner, when such public
disclosure does not lead to a
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harmful exposure of the respective
entity;
Article 30(4), point (h)
(h) make a public statement which | (4} meake-apublicstatement-which | (h) make-apublicstatermentwhich
identifies the legal and natural L identities-the-legal-andnetureal
450 person(s) responsible for the B e e e e e e e e
infringement of an obligation laid | infrincement-of an-oblisationtaid | infrincement-of-an-oblisationlaid
down in this Directive and the ot D iree i e elompnti it et et
nature of that infringement; netitre-of that-hfrngenent; Here-of that-infringenent
Article 30(4), point (i)
(i) impose or request the (i) impose or request the (i) impose or request the
imposition by the relevant bodies imposition by the relevant bodies imposition by the relevant bodies
or courts according to national or courts gecordinetoin or courts according to national
laws of an administrative fine accordance with national fewslaw | laws of an administrative fine
pursuant to Article 31 in addition of an administrative fine pursuant | pursuant to Article 31 in addition
453 to, or instead of, the measures to Article 31 in addition toe# to, or instead of, the measures
referred to in points (a) to (h) of instead-of, the measures referred to | referred to in points (a) to (h) of
this paragraph, depending on the in points (a) to (h) of this this paragraph, depending on the
circumstances of each individual paragraph, depending on the circumstances of each individual
case. circumstances of each individual case.
case.
Article 30(5)
454 | 5. Article 29 (6) to (8) shall also 5. Article 29 (6) to (8) shall also 5. Atrticle 29 (6) to (8) shall also
apply to the supervisory and apply to the supervisory and apply to the supervisory and
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enforcement measures provided for
in this Article for the important

enforcement measures provided for
in this Article for the important

enforcement measures provided for
in this Article for-tke-_important

entities listed in Annex II. entities listed in Annex II. entities-tisted-inAnnexil.
Article 31
Article 31 Article 31 Article 31
General conditions for imposing General conditions for imposing General conditions for imposing
455 L . . . . . O : ;
administrative fines on essential administrative fines on essential administrative fines on essential
and important entities and important entities and important entities

Article 31(1)

1. Member States shall ensure that
the imposition of administrative
fines on essential and important
entities pursuant to this Article in

1. Member States shall ensure that
the imposition of administrative
fines on essential and important
entities pursuant to this Article in

1. Member States shall ensure that
the imposition of administrative
fines on essential and important
entities pursuant to this Article in

456 | respect of infringements of the respect of infringements of the respect of infringements of the
obligations laid down in this obligations laid down in this obligations laid down in this
Directive are, in each individual Directive are, in each individual Directive are, in each individual
case, effective, proportionate and case, effective, proportionate and case, effective, proportionate and
dissuasive. dissuasive. dissuasive.

Article 31(2)
2. Administrative fines shall, 2. Administrative fines shall, 2. Administrative fines shall,

457 depending on the circumstances of | depending on the circumstances of | depending on the circumstances of
each individual case, be imposed in | each individual case, be imposed in | each individual case, be imposed in
addition to, or instead of, measures | addition toerinstead-of, measures | addition to, or instead of, measures
referred to in points (a) to (i) of referred to in points (a) to (i) of referred to in points (a) to (i) of
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Article 29(4), Article 29(5) and
points (a) to (h) of Article 30(4).

Article 29(4), Article 29(5) and
points (a) to (h) of Article 30(4).

Article 29(4), Article 29(5) and
points (a) to (h) of Article 30(4).

Article 31(3)
3. Where deciding whether to 3. Where deciding whether to 3. Where deciding whether to
impose an administrative fine and | impose an administrative fine and | impose an administrative fine and
deciding on its amount in each deciding on its amount in each deciding on its amount in each

458 | individual case due regard shall be | individual case due regard shall be | individual case due regard shall be

given, as a minimum, to the given, as a minimum, to the given, as a minimum, to the
elements provided for in Article elements provided for in Article elements provided for in Article
29(7). 29(7). 29(7).

Article 31(4)

4. Member States shall ensure that
infringements of the obligations
laid down in Article 18 or Article
20 shall, in accordance with
paragraphs 2 and 3 of this Article,
be subject to administrative fines
of a maximum of at least 10 000

4. Member States shall ensure that
infringements of the obligations
laid down in Article 18 or Article
20 shall, in accordance with
paragraphs 2 and 3 of this Article,
be subject to administrative fines of
a maximum of at least 10 000 000

4. Member States shall ensure that
infringements by the essential
entities of the obligations laid
down in Article 18 or Article 20
shall, in accordance with
paragraphs 2 and 3 of this Article,
be subject to administrative fines

459 | 000 EUR or up to 2% of the total EUR or up to 2% of the total of a maximum of at least £6-060
worldwide annual turnover of the worldwide annual turnover of the 0064 000 000 EUR or, in the case
undertaking to which the essential | undertaking to which the essential | of a legal person, -#p-+t6-2% of the
or important entity belongs in the or important entity belongs in the total worldwide annual turnover of
preceding financial year, preceding financial year, the undertaking to which the
whichever is higher. whichever is higher. essential-erimportant entity
belongs in the preceding financial
year, whichever is higher.
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459a

4a. Member States shall ensure
that infringements by the
important entities of the
obligations laid down in Article 18
or Article 20 shall, in accordance
with paragraphs 2 and 3 of this
Article, be subject to
administrative fines of a
maximum of at least 2 000 000
EUR or, in the case of a legal
person, 1% of the total worldwide

annual turnover of the
undertaking to which the
important entity belongs in the
preceding financial year,
whichever is higher.

Article 3

1(5)

460

5. Member States may provide for
the power to impose periodic
penalty payments in order to
compel an essential or important
entity to cease an infringement in
accordance with a prior decision of
the competent authority.

5. Member States may provide for
the power to impose periodic
penalty payments in order to
compel an essential or important
entity to cease an infringement in
accordance with a prior decision of
the competent authority.

5. Member States may provide for
the power to impose periodic
penalty payments in order to
compel an essential or important
entity to cease an infringement in
accordance with a prior decision of
the competent authority.

Article 3

1(6)
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461

6. Without prejudice to the powers
of competent authorities pursuant
to Articles 29 and 30, each
Member State may lay down the
rules on whether and to what extent
administrative fines may be
imposed on public administration
entities referred to in Article 4(23)
subject to the obligations provided
for by this Directive.

6. Without prejudice to the powers
of competent authorities pursuant
to Articles 29 and 30, each
Member State may lay down the
rules on whether and to what extent
administrative fines may be
imposed on public administration
entities referred to in Article 4(23)
subject to the obligations provided
for by this Directive.

6. Without prejudice to the powers
of competent authorities pursuant
to Articles 29 and 30, each
Member State may lay down the
rules on whether and to what extent
administrative fines may be
imposed on public administration
entities referred to in Article 4(23)
subject to the obligations provided
for by this Directive.

Article 3

1(6a)

461a

b6a. Where the legal system of the
Member State does not provide for
administrative fines, Member
States shall ensure that this
Article may be applied in such a
manner that the fine is initiated by
the competent authority and
imposed by competent national
courts, while ensuring that those
legal remedies are effective and
have an equivalent effect to the
administrative fines imposed by
the competent authorities. In any
event, the fines imposed shall be
effective, proportionate and
dissuasive. Those Member States
shall notify to the Commission the
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provisions of their laws which
they adopt pursuant to this
paragraph by [...] and, without
delay, any subsequent amendment
law or amendment affecting them.
Article 32
Article 32 Article 32 Article 32
462 Infringements entailing a personal | Infringements entailing a personal | Infringements entailing a personal
data breach data breach data breach
Article 32(1)
1. Where the competent authorities | 1. Where the competent authorities | 1. Where, in the course of
have indications that the have indications that the supervision or enforcement, the
infringement by an essential or infringement by an essential or competent authorities have
important entity of the obligations | important entity of the obligations | indieationsbecome aware that the
laid down in Articles 18 and 20 laid down in Articles 18 and 20 infringement by an essential or
entails a personal data breach, as entails a personal data breach, as important entity of the obligations
defined by Article 4(12) of defined 4yin Article 4, point (12) laid down in Articles 18 and 20
463 Regulation (EU) 2016/679 which of Regulation (EU) 2016/679 entaitsof this Directive may entail
shall be notified pursuant to Article | which shall be notified pursuant to | a personal data breach, as defined
33 of that Regulation, they shall Article 33 of that Regulation, they | by Article 4(12) of Regulation
inform the supervisory authorities | shall inform the supervisory (EU) 2016/679 which shall be
competent pursuant to Articles 55 | authorities competent pursuant to notified pursuant to Article 33 of
and 56 of that Regulation withina | Articles 55 and 56 of that that Regulation, they shall, without
reasonable period of time. Regulation without undue delay undue delay, inform the
and in any event within & supervisory authorities competent
reasonableperiod-oftime72 hours | pursuant to Articles 55 and 56 of
of becoming aware of a data that Regulation-within-a
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breach. retsonable-period-ofine.,
Article 32(2)

2. Where the supervisory 2. Where the supervisory 2. Where the supervisory
authorities competent in authorities competent in authorities competent in
accordance with Articles 55 and 56 | accordance with Articles 55 and 56 | accordance with Articles 55 and 56
of Regulation (EU) 2016/679 of Regulation (EU) 2016/679 of Regulation (EU) 2016/679
decide to exercise their powers decide to exercise their powers decide to exercise their powers
pursuant to Article 58(i) of that pursuant to Article 58(i) of that pursuant to Article 38¢58(2)(i) of
Regulation and impose an Regulation and impose an that Regulation and impose an
administrative fine, the competent | administrative fine, the competent | administrative fine, the competent
authorities shall not impose an authorities shall not impose an authorities referred to in Article 8
administrative fine for the same administrative fine for the same of this Directive shall not impose

464 | infringement under Article 31 of infringement under Article 31 of an administrative fine for an
this Directive. The competent this Directive. The competent infringement by the same
authorities may, however, apply authorities may, however, apply infrincementunderdeed of Article
the enforcement actions or exercise | the enforcement actions or exercise | 31 of this Directive. The competent
the sanctioning powers provided the sanctioning powers provided authorities may, however, apply
for in points (a) to (i) of Article 29 | for in points (a) to (i) of Article 29 | the enforcement actions or exercise
(4), Article 29 (5), and points (a) to | (4), Article 29 (5), and points (a) to | the sanctioning powers provided
(h) of Article 30 (4) of this (h) of Article 30 (4) of this for in points (a) to (i) of Article 29
Directive. Directive. (4), Article 29 (5), and points (a) to

(h) of Article 30 (4) of this
Directive.
Article 32(3)

465 3. Where the supervisory authority | 3. Where the supervisory authority | 3. Where the supervisory authority
competent pursuant to Regulation | competent pursuant to Regulation | competent pursuant to Regulation
(EU) 2016/679 is established in (EU) 2016/679 is established in (EU) 2016/679 is established in
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another Member State than the another Member State than the another Member State than the
competent authority, the competent | competent authority, the competent | competent authority, the competent
authority may inform the authority #eayshall inform the authority may inform the
supervisory authority established in | supervisory authority established in | supervisory authority established in
the same Member State. the same Member State. the same Member State.
Article 33
466 Article 33 Article 33 Article 33
Penalties Penalties Penalties
Article 33(1)
1. Member States shall lay down 1. Member States shall lay down 1. Member States shall lay down
rules on penalties applicable to the | rules on penalties applicable to the | rules on penalties applicable to the
infringements of national infringements of national infringements of national
provisions adopted pursuant to this | provisions adopted pursuant to this | provisions adopted pursuant to this
467 Directive, and shall take all Directive, and shall take all Directive, and shall take all
measures necessary to ensure that measures necessary to ensure that measures necessary to ensure that
they are implemented. The they are implemented. The they are implemented. The
penalties provided for shall be penalties provided for shall be penalties provided for shall be
effective, proportionate and effective, proportionate and effective, proportionate and
dissuasive. dissuasive. dissuasive.
Article 33(2)
2. Member States shall, by [two] 2. Member States shall, by [two] 2. Member States shall, by [two]
468 | years following the entry into force | years following the entry into force | years following the entry into force
of this Directive, notify the of this Directive, notify the of this Directive, notify the
Commission of those rules and of | Commission of those rules and of | Commission of those rules and of
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those measures and shall notify it,
without undue delay of any
subsequent amendment affecting
them.

those measures and shall notify it,
without undue delay of any
subsequent amendment affecting
them.

those measures and shall notify it,
without undue delay of any
subsequent amendment affecting
them.

Article 34

Article 34

40 Mutual assistance

Article 34
Mutual assistance

Article 34
Mutual assistance

Article 34(1), introductory part

1. Where an essential or important
entity is providing services in more
than one Member State, or has its
main establishment or a
representative in a Member State,
but its network and information
systems are located in one or more
other Member States, the
competent authority of the Member

1. Where an essential or important
entity is providing services in more
than one Member State, or has its
main establishment or a
representative in a Member State,
but its network and information
systems are located in one or more
other Member States, the
competent authority of the Member

1. Where an essential or important
entity is providing services in more
than one Member State, or_is
providing services in one or more

o 5 NI
representative-tn-¢ Member
StateStates, but its network and
information systems are located in
one or more other Member States,

470 State of the main establishment or | State of the main establishment or | the competent authorit authorities
other establishment or of the other establishment or of the of the Member State-of the-niain
representative, and the competent representative, and the competent | establishment-or-other
authorities of those other Member | authorities of those other Member | establishnent-or-ofthe
States shall cooperate with and States shall cooperate with and represertative—and-the-competent
assist each other as necessary. That | assist each other as necessary. That | auwthorities-ofthose-otherMewmber
cooperation shall entail, at least, cooperation shall entail, at least, States concerned_shall cooperate
that: that: with and assist each other as
necessary. That cooperation shall
entail, at least, that:
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Article 34(1), point (a)

471

(a) the competent authorities
applying supervisory or
enforcement measures in a
Member State shall, via the single
point of contact, inform and
consult the competent authorities in
the other Member States concerned
on the supervisory and
enforcement measures taken and
their follow-up, in accordance with
Articles 29 and 30;

(a) the competent authorities
applying supervisory or
enforcement measures in a
Member State shall, via the single
point of contact, inform and
consult the competent authorities in
the other Member States concerned
on the supervisory and
enforcement measures taken and
their follow-up, in accordance with
Articles 29 and 30;

(a) the competent authorities
applying supervisory or
enforcement measures in a
Member State shall, via the single
point of contact, inform and
consult the competent authorities in
the other Member States concerned
on the supervisory and
enforcement measures taken-a#¢
—— _inaceord »
Articles29-and 30,

Article 34(1), point (b)

472

(b) a competent authority may
request another competent
authority to take the supervisory or
enforcement measures referred to
in Articles 29 and 30;

(b) a competent authority may
request another competent
authority to take the supervisory or
enforcement measures referred to
in Articles 29 and 30;

(b) a competent authority may
request another competent
authority to take the supervisory or

enforcement measures referred-to
) eles 29 and 30;

Article 34(1), point (c)

(c) a competent authority shall,
upon receipt of a justified request

(c) a competent authority shall,
upon receipt of a justified request

(c) a competent authority shall,
upon receipt of a justified request

Ik from another competent authority, | from another competent authority, | from another competent authority,
provide the other competent provide the other competent provide the other competent
authority with assistance so that the | authority with assistance so that the | authority with assistance se-that
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supervision or enforcement actions
referred to in Articles 29 and 30
can be implemented in an effective,
efficient and consistent manner.
Such mutual assistance may cover
information requests and
supervisory measures, including
requests to carry out on-site
inspections or off-site supervision
or targeted security audits. A
competent authority to which a
request for assistance is addressed
may not refuse that request unless,
after an exchange with the other
authorities concerned, ENISA and
the Commission, it is established
that either the authority is not
competent to provide the requested
assistance or the requested
assistance is not proportionate to
the supervisory tasks of the
competent authority carried out in
accordance with Article 29 or
Article 30.

EP Mandate

supervision or enforcement actions
referred to in Articles 29 and 30
can be implemented in an effective,
efficient and consistent manner.
Such mutual assistance may cover
information requests and
supervisory measures, including
requests to carry out on-site
inspections or off-site supervision
or targeted security audits. A
competent authority to which a
request for assistance is addressed
may not refuse that request unless,
after an exchange with the other
authorities concerned, ENISA and
the Commission, it is established
that either the authority is not
competent to provide the requested
assistance or the requested
assistance is not proportionate to
the supervisory tasks of the
competent authority carried out in
accordance with Article 29 or
Article 30.

Council Mandate

and-30-canproportionate to the
resources at its own disposal so
that the supervision or
enforcement actionscan be
implemented in an effective,
efficient and consistent manner.
Such mutual assistance may cover
information requests and
supervisory measures, including
requests to carry out on-site
inspections or off-site supervision
or targeted security audits. A
competent authority to which a
request for assistance is addressed
may not refuse that request unless,
after an exchange with the other
authorities concerned, £MNESA-and
the-Commisston—it is established
that-either the authority is not
competent to provide the requested
assistance or does not have the
necessary resources or the
requested assistance is not
proportionate to the supervisory
tasks of the competent authority
carried out_or the request
concerns information or entails
activities which are in conflict
with that Member State’s national
security or public security or

Draft Agreement
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defence-in-accordancevith-Artiete
Article 34(2)
2. Where appropriate and with 2. Where appropriate and with 2. Where appropriate and with
common agreement, competent common agreement, competent common agreement, competent
authorities from different Member | authorities from different Member | authorities from different Member
474 . . .
States may carry out the joint States may carry out the joint States may carry out the joint
supervisory actions referred to in supervisory actions referred to in supervisory actions-eferred-to-in
Articles 29 and 30. Articles 29 and 30. Articloy29-cnd-30-,
CHAPTER VI
475 CHAPTER VII CHAPTER VII CHAPTER VII
Transitional and final provisions Transitional and final provisions Transitional and final provisions
Article 35
Article 35 Article 35 Article 35
476 . . :
Review Review Review
Article 35, first paragraph
The Commission shall periodically | By... [42 months after the date of | The Commission shall periodically
477 review the functioning of this entry into force of this Directive] | review the functioning of this
Directive, and report to the and every 36 months thereafter, Directive, and report to the
European Parliament and to the the Commission shall periodieatty | European Parliament and to the
Council. The report shall in review the functioning of this Council. The report shall in
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particular assess the relevance of
sectors, subsectors, size and type of
entities referred to in Annexes I
and II for the functioning of the
economy and society in relation to
cybersecurity. For this purpose and
with a view to further advancing
the strategic and operational
cooperation, the Commission shall
take into account the reports of the
Cooperation Group and the
CSIRTs network on the experience
gained at a strategic and
operational level. The first report
shall be submitted by... [154
months after the date of entry into
force of this Directive .

Directive, and report to the
European Parliament and to the
Council. The report shall in
particular assess the relevance of
the sectors, subsectors, size and
type of entities referred to in
Annexes [ and II for the
functioning of the economy and
society in relation to cybersecurity.
Forthisprwrposelo that end and
with a view to further advancing
the strategic and operational
cooperation, the Commission shall
take into account the reports of the
Cooperation Group and the
CSIRTs network on the experience
gained at a strategic and
operational level.—Fhefirst
The report shall be swbmitted-by—
irects -accompanied, where
necessary, by a legislative
proposal.

particular assess the relevance of

sectors, subsectors, size and type of
entities referred to in Annexes I
and II for the functioning of the
economy and society in relation to
cybersecurity. For thisthe purpose
i) 4 it
: o thes . l

‘ : ‘onof the
review, , the Commission shall take
into account the reports of the

ClepepentionSlronmend i

CSIRTs network on the experience
gained at a stratesic-and
operational level. The first report
shall be submitted by... =[54
months after the date of entry into
force of this Directive—/.

Article 3
478 Article 36 Article 36 Articte 36
Exercise of the delegation Exercise of the delegation
Article 36(1)
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1. The power to adopt delegated 1. The power to adopt delegated B s e
acts is conferred on the acts is conferred on the B e e

479 | Commission subject to the Commission subject to the e e
conditions laid down in this conditions laid down in this compelitorp et d ettt
Article. Article. Shppiele

Article 36(2)

2. The power to adopt delegated 2. The power to adopt delegated = e e eadepiedel e
acts referred to in Articles 18(6) acts referred to in Articles 18(6), B e e

480 | and 21(2) shall be conferred on the | 20(11a) and 21(2) shall be e e b e e L e
Commission for a period of five conferred on the Commission for a | Comuissionfor-aperiod-offive
years from [...] period of five years from [...] yersron-{-—f

Article 36(3)

3. The delegation of power 3. The delegation of power oh Hheleleretiop o Doones
referred to in Articles 18(6) and referred to in Articles 18(6), pefered e hedie e L ]
21(2) may be revoked at any time 20(11a) and 21(2) may be revoked | 2H2)}-may-berevoked-at-ary-tine
by the European Parliament or by | at any time by the European e e e
the Council. A decision to revoke Parliament or by the Council. A T
shall put an end to the delegation decision to revoke shall put an end | shallput-an-end-to-the-delesation

481 of the power specified in that to the delegation of the power B e A e e
decision. It shall take effect the day | specified in that decision. It shall clesialon e e s e e
following the publication of the take effect the day following the ettt et e
decision in the Official Journal of | publication of the decision in the clocbilon it O fefed Taned ol
the European Union or at a later Official Journal of the European e e Do g Lo s
date specified therein. It shall not Union or at a later date specified detespecificdtherei—tt-shediot
affect the validity of any delegated | therein. It shall not affect the affeetthevalidi-of-eire-delegated
acts already in force. validity of any delegated acts el e
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already in force.
Article 36(4)
4. Before adopting a delegated act, | 4. Before adopting a delegated act, | 4 Before-adoptineadetesated
the Commission shall consult the Commission shall consult et e St e et
experts designated by each experts designated by each B e Y
482 | Member State in accordance with Member State in accordance with | Member-State-in-accordancewith
principles laid down in the Inter- principles laid down in the Inter- prstietles e b e e e
institutional Agreement of 13 April | institutional Agreement of 13 April | institutionalAereement-of43-Aprit
2016 on Better Law-Making. 2016 on Better Law-Making. 2Hb-on-Berrer-Law-Meaking:
Article 36(5)
5. Assoon as it adopts a delegated | 5. As soon as it adopts a delegated | 3= Assoon-asitadopts-a-detesated
483 act, the Commission shall notify it | act, the Commission shall notify it | aetthe-Commission-shatnotify-it
simultaneously to the European simultaneously to the European sebibtengenrd el e e e
Parliament and to the Council. Parliament and to the Council. Parlicment-and-to-the-Council-
Article 36(6)
6. A delegated act adopted 6. A delegated act adopted e
pursuant to Articles 18(6) and pursuant to Articles 18(6), 20(11a) | pursuantto-Artictes1+8(6)-and
21(2) shall enter into force only if | and 21(2) shall enter into force S e e e e e
434 | DO objection has been expressed only if no objection has been rremabfeatian e bosm e
either by the European Parliament | expressed either by the European etther-bythetfnropeanPartienent
or by the Council within a period Parliament or by the Council or-brthe-Connctiavithin-aperiod
of two months of notification of within a period of two months of e e e e e,
that act to the European Parliament | notification of that act to the et e S e
and to the Council or if, before the | European Parliament and to the Peartianent-andto-the-Comreit-or
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expiry of that period, the European | Council or if, before the expiry of | if-before-the-expiry-of thatperiod:
Parliament and the Council have that period, the European e peenRepliconenl ndLibe
both informed the Commission that | Parliament and the Council have Dot botb i ee Ll
they will not object. That period both informed the Commission that | Comuiissionthat-they-witnot
shall be extended by two months at | they will not object. That period ebjesrthatposiad il b
the initiative of the European shall be extended by two months at | externded-by-tivo-monthsatthe
Parliament or of the Council. the initiative of the European it e-of-He—ropedn
Parliament or of the Council. Legplicnenme ol e Cegrnadl
Article 37
485 Article 37 Article 37 Article 37
Committee procedure Committee procedure Committee procedure
Article 37(1)
1. The Commission shall be 1. The Commission shall be 1. The Commission shall be
assisted by a committee. That assisted by a committee. That assisted by a committee. That
486 committee shall be a committee committee shall be a committee committee shall be a committee
within the meaning of Regulation within the meaning of Regulation within the meaning of Regulation
(EU) No 182/2011. (EU) No 182/2011. (EU) No 182/2011.
Article 37(2)
2. Where reference is made to this | 2. Where reference is made to this | 2. Where reference is made to this
487 paragraph, Article 5 of Regulation | paragraph, Article 5 of Regulation | paragraph, Article 5 of Regulation
(EU) No 182/2011 shall apply. (EU) No 182/2011 shall apply. (EU) No 182/2011 shall apply.
Article 37(3)
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3. Where the opinion of the 3. Where the opinion of the 3. Where the opinion of the
committee is to be obtained by committee is to be obtained by committee is to be obtained by
written procedure, that procedure written procedure, that procedure written procedure, that procedure

488 shall be terminated without result shall be terminated without result shall be terminated without result
when, within the time-limit for when, within the time-limit for when, within the time-limit for
delivery of the opinion, the chair of | delivery of the opinion, the chair of | delivery of the opinion, the chair of
the committee so decides or a the committee so decides or a the committee so decides or a
committee member so requests. committee member so requests. committee member So requests.

Article 38
Article 38 Article 38 Article 38
489 o o .
Transposition Transposition Transposition
Article 38(1)

1. Member States shall adopt and | 1. Member States shall adopt and | 1. Member-Statesshatt-adopt-and
publish, by ... [118 months after publish, by ... [118 months after publish—by——1SBy ... [24
the date of entry into force of this the date of entry into force of this months after the date of entry into
Directivel, the laws, regulations Directivel, the laws, regulations force of this Directive—/, Member
and administrative provisions and administrative provisions States shall adopt and publish the
necessary to comply with this necessary to comply with this laws, regulations and

490 | Directive. They shall immediately | Directive. They shall immediately | administrative provisions necessary
inform the Commission thereof. inform the Commission thereof. to comply with this Directive. They
They shall apply those measures They shall apply those measures shall immediately inform the
from ... [one day after the date from ... [one day after the date Commission thereof. They shall
referred to in the first referred to in the first apply those measures from ... [one
subparagraph]. subparagraph]. day after the date referred to in the

first subparagraph].
5163/22 EB/ip, pf 353
ANNEX JAL2 EN



Article 38(2)
2. When Member States adopt 2. When Member States adopt 2. When Member States adopt
those measures, they shall contain | those measures, they shall contain | those measures, they shall contain
a reference to this Directive or a reference to this Directive or a reference to this Directive or
491 shall be accompanied by such shall be accompanied by such shall be accompanied by such
reference on the occasion of their reference on the occasion of their reference on the occasion of their
official publication. The methods official publication. The methods official publication. The methods
of making such reference shall be | of making such reference shall be | of making such reference shall be
laid down by Member States. laid down by Member States. laid down by Member States.
Article 39
Article 39 Article 39 Article 39
492 Amendment of Regulation (EU) Amendment of Regulation (EU) Amendment of Regulation (EU)
No 910/2014 No 910/2014 No 910/2014
Article 39, first paragraph
Article 19 of Regulation (EU) No Article 19 of Regulation (EU) No Artiete19-0fIn Regulation (EU)
910/2014 is deleted. 910/2014 is deleted. No 910/2014, Article 19 -is
493 deleted_with effect from... [ date
of the transposition deadline of
this Directive].
Article 40
494 Article 40 Article 40 Atrticle 40
Amendment of Directive (EU) Amendment of Directive (EU) Amendment of Directive (EU)
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2018/1972 2018/1972 2018/1972
Article 40, first paragraph
Articles 40 and 41 of Directive Articles 40 and 41 of Directive In Directive (EU) 2018/1972,
(EU) 2018/1972 are deleted. (EU) 2018/1972 are deleted. Articles 40 and 41_are deleted
495 with effect from... [ date of the
transposition deadline of this
Directive]-of Directive(ELh
20184972 are deleted.
Article 41
496 Article 41 Article 41 Article 41
Repeal Repeal Repeal
Article 41, first paragraph
Directive (EU) 2016/1148 is Directive (EU) 2016/1148 is Directive (EU) 2016/1148 is

497 repealed with effect from.. [ date of | repealed with effect from.. [ date of | repealed with effect from.. [ date of
transposition deadline of the transposition deadline of the transposition deadline of the
Directive]. Directive]. Directive].

Article 41, second paragraph
References to Directive (EU) References to Directive (EU) References to Directive (EU)

498 2016/1148 shall be construed as 2016/1148 shall be construed as 2016/1148 shall be construed as
references to this Directive and references to this Directive and references to this Directive and
read in accordance with the read in accordance with the read in accordance with the
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II1.

correlation table set out in Annex

correlation table set out in Annex
III.

correlation table set out in Annex
111.

Article 42

Article 42

499 Entry into force

Article 42
Entry into force

Article 42
Entry into force

Article 42, first paragraph

500

This Directive shall enter into force
on the twentieth day following that
of its publication in the Official
Journal of the European Union.

This Directive shall enter into force
on the twentieth day following that
of its publication in the Official
Journal of the European Union.

This Directive shall enter into force
on the twentieth day following that
of its publication in the Official
Journal of the European Union.

Article 42, first paragraph a

However, Articles 39 and 40 shall
apply from ... [18 months after the

(e date of entry into force of this
Directive].
Article 43
501 Article 43 Article 43 Article 43
Addressees Addressees Addressees

Article 43, first paragraph
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502 This Directive is addressed to the This Directive is addressed to the This Directive is addressed to the
Member States. Member States. Member States.
Formula
503 Done at Brussels, Done at Brussels, Done at Brussels,
Formula
504 | For the European Parliament For the European Parliament For the European Parliament
Formula
505 | The President The President The President
Formula
506 | For the Council For the Council For the Council
Formula
507 | The President The President The President
Annex |.
A ESSENTIAL ENTITIES ESSENTIAL ENTITIES ESSENTIAL ENTITIES
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Formula
507b SECTORS, SUBSECTORS AND | SECTORS, SUBSECTORS AND | SECTORS, SUBSECTORS AND
TYPES OF ENTITIES TYPES OF ENTITIES TYPES OF ENTITIES
Formula
507r | Sector Sector Sector
Formula
507s | Subsector Subsector Subsector
Formula
507t | Type of entity Type of entity Type of entity
Formula
S 1. Energy 1. Energy 1. Energy
Formula
(a) Electricity (a) Electricity (a) Electricity
507¢ | — Electricity undertakings referred | — Electricity undertakings referred | — Electricity undertakings referred
to in point (57) of Article 2 of to in point (57) of Article 2 of to in point (57) of Article 2 of
Directive (EU) 2019/944, which Directive (EU) 2019/944, which Directive (EU) 2019/944, which
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Annexes

carry out the function of ‘supply’
referred to in point (12) of Article
2 of that Directive (')

— Distribution system operators
referred to in point (29) of Article
2 of Directive (EU) 2019/944

— Transmission system operators
referred to in point (35) of Article
2 of Directive (EU) 2019/944

— Producers referred to in point
(38) of Article 2 of Directive (EU)
2019/944

— Nominated electricity market
operators referred to in point 8 of
Article 2 of Regulation (EU)
2019/943 (%)

— Electricity market participants
referred to in point (25) of Article
2 of Regulation (EU) 2019/943
providing aggregation, demand
response or energy storage services
referred to in points (18), (20) and
(59) of Article 2 of Directive (EU)
2019/944

1. Directive (EU) 2019/944 of the
European Parliament and of the Council of
5 June 2019 on common rules for the
internal market for electricity and
amending Directive 2012/27/EU (OJ L
158, 14.6.2019, p.125).

2. Regulation (EU) 2019/943 of the
European Parliament and of the Council on
the internal market for electricity (OJ L

carry out the function of ‘supply’
referred to in point (12) of Article 2
of that Directive ()

— Distribution system operators
referred to in point (29) of Article 2
of Directive (EU) 2019/944

— Transmission system operators
referred to in point (35) of Article 2
of Directive (EU) 2019/944

— Producers referred to in point
(38) of Article 2 of Directive (EU)
2019/944

— Nominated electricity market
operators referred to in point 8 of
Article 2 of Regulation (EU)
2019/943 (%)

— Electricity market participants
referred to in point (25) of Article 2
of Regulation (EU) 2019/943
providing aggregation, demand
response or energy storage services
referred to in points (18), (20) and
(59) of Article 2 of Directive (EU)
2019/944

1. Directive (EU) 2019/944 of the
European Parliament and of the Council of
5 June 2019 on common rules for the
internal market for electricity and
amending Directive 2012/27/EU (OJ L
158, 14.6.2019, p.125).

2. Regulation (EU) 2019/943 of the
European Parliament and of the Council on
the internal market for electricity (OJ L

carry out the function of ‘supply’
referred to in point (12) of Article
2 of that Directive ( )

— Distribution system operators
referred to in point (29) of Article
2 of Directive (EU) 2019/944

— Transmission system operators
referred to in point (35) of Article
2 of Directive (EU) 2019/944

— Producers referred to in point
(38) of Article 2 of Directive (EU)
2019/944

— Nominated electricity market
operators referred to in point 8 of
Article 2 of Regulation (EU)
2019/943 ()

— Electricity market participants
referred to in point (25) of Article
2 of Regulation (EU) 2019/943
providing aggregation, demand
response or energy storage services
referred to in points (18), (20) and
(59) of Article 2 of Directive (EU)
2019/944

1. Directive (EU) 2019/944 of the
European Parliament and of the Council of
5 June 2019 on common rules for the
internal market for electricity and
amending Directive 2012/27/EU (OJ L
158, 14.6.2019, p.125).

2. Regulation (EU) 2019/943 of the
European Parliament and of the Council on
the internal market for electricity (OJ L
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158, 14.6.2019, p. 54). 158, 14.6.2019, p. 54). 158, 14.6.2019, p. 54).
Formula
(b) District heating and cooling (b) District heating and cooling (b) District heating and cooling
— District heating or district — District heating or district — District heating or district
cooling referred to in point (19) of | cooling referred to in point (19) of | cooling referred to in point (19) of
Atrticle 2 of the Directive (EU) Atrticle 2 of the Directive (EU) Atrticle 2 of the Directive (EU)
2018/2001 (") on the promotion of | 2018/2001 (') on the promotion of | 2018/2001 () on the promotion of
507d the use of energy from renewable the use of energy from renewable the use of energy from renewable
sources sources sources
1. Directive (EU) 2018/2001 of the 1. Directive (EU) 2018/2001 of the 1. Directive (EU) 2018/2001 of the
European Parliament and of the Council of | European Parliament and of the Council of | European Parliament and of the Council of
11 December 2018 on the promotion of the | 11 December 2018 on the promotion of the | 11 December 2018 on the promotion of the
use of energy from renewable sources (OJ use of energy from renewable sources (OJ use of energy from renewable sources (OJ
L 328,21.12.2018, p. 82). L 328,21.12.2018, p. 82). L 328,21.12.2018, p. 82).
Formula
(c) Oil (c) Oil (c) Oil
— Operators of oil transmission — Operators of oil transmission — Operators of oil transmission
pipelines pipelines pipelines
— Operators of oil production, — Operators of oil production, — Operators of oil production,
refining and treatment facilities, refining and treatment facilities, refining and treatment facilities,
507v | storage and transmission storage and transmission storage and transmission
— Central oil stockholding entities | — Central oil stockholding entities | — Central oil stockholding entities
referred to in point (f) of Article 2 | referred to in point (f) of Article 2 | referred to in point (f) of Article 2
of Council Directive 2009/119/EC | of Council Directive 2009/119/EC | of Council Directive 2009/119/EC
") Q) ()
1. Council Directive 2009/119/EC of 14 1. Council Directive 2009/119/EC of 14 1. Council Directive 2009/119/EC of 14
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September 2009 imposing an obligation on | September 2009 imposing an obligation on | September 2009 imposing an obligation on
Member States to maintain minimum Member States to maintain minimum Member States to maintain minimum
stocks of crude oil and/or petroleum stocks of crude oil and/or petroleum stocks of crude oil and/or petroleum
products (OJ L 265, 9.10.2009, p.9). products (OJ L 265, 9.10.2009, p.9). products (OJ L 265, 9.10.2009, p.9).
Formula
(d) Gas (d) Gas (d) Gas
— Supply undertakings referred to | — Supply undertakings referred to | — Supply undertakings referred to
in point (8) of Article 2 of in point (8) of Article 2 of in point (8) of Article 2 of
Directive (EU) 2009/73/EC (") Directive (EU) 2009/73/EC (") Directive (EU) 2009/73/EC (")
— Distribution system operators — Distribution system operators — Distribution system operators
referred to in point (6) of Article 2 | referred to in point (6) of Article 2 | referred to in point (6) of Article 2
of Directive 2009/73/EC of Directive 2009/73/EC of Directive 2009/73/EC
— Transmission system operators | — Transmission system operators | — Transmission system operators
referred to point (4) of Article 2 of | referred to point (4) of Article 2 of | referred to point (4) of Article 2 of
Directive 2009/73/EC Directive 2009/73/EC Directive 2009/73/EC
— Storage system operators — Storage system operators — Storage system operators
referred to in point (10) of Article | referred to in point (10) of Article 2 | referred to in point (10) of Article
S07W | 3 of Directive 2009/73/EC of Directive 2009/73/EC 2 of Directive 2009/73/EC
— LNG system operators referred | — LNG system operators referred | — LNG system operators referred
to in point (12) of Article 2 of to in point (12) of Article 2 of to in point (12) of Article 2 of
Directive 2009/73/EC Directive 2009/73/EC Directive 2009/73/EC
— Natural gas undertakings as — Natural gas undertakings as — Natural gas undertakings as
defined in point (1) of Article 2 of | defined in point (1) of Article 2 of | defined in point (1) of Article 2 of
Directive 2009/73/EC Directive 2009/73/EC Directive 2009/73/EC
— Operators of natural gas — Operators of natural gas refining | — Operators of natural gas
refining and treatment facilities and treatment facilities refining and treatment facilities
1. Directive 2009/73/EC of the European 1. Directive 2009/73/EC of the European 1. Directive 2009/73/EC of the European
Parliament and of the Council of 13 July Parliament and of the Council of 13 July Parliament and of the Council of 13 July
2009 concerning common rules for the 2009 concerning common rules for the 2009 concerning common rules for the
internal market in natural gas and repealing | internal market in natural gas and repealing | internal market in natural gas and repealing
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Council Mandate

Draft Agreement

Directive 2003/55/EC (OJ L 211,
14.8.2009, p. 94).

Directive 2003/55/EC (OJ L 211,
14.8.2009, p. 94).

Directive 2003/55/EC (OJ L 211,
14.8.2009, p. 94).

— Air carriers referred to in point
(4) of Article 3 of Regulation (EC)
No 300/2008 (1)

— Airport managing bodies
referred to in point (2) of Article 2
of Directive 2009/12/EC(?),

— Air carriers referred to in point
(4) of Article 3 of Regulation (EC)
No 300/2008 (1)

— Airport managing bodies
referred to in point (2) of Article 2
of Directive 2009/12/EC(?),

Formula
(e) Hydrogen (e) Hydrogen (e) Hydrogen
507x | Operators of hydrogen production, | Operators of hydrogen production, | Operators of hydrogen production,
storage and transmission storage and transmission storage and transmission
Formula
507e | 2. Transport 2. Transport 2. Transport
Formula
(a) Air (a) Air (a) Air

— Air carriers referred to in point
(4) of Article 3 of Regulation (EC)
No 300/2008 (1) used for
commercial purposes

— Airport managing bodies
referred to in point (2) of Article 2

Sy airports referred to in point (1) of airports referred to in point (1) of of Directive 2009/12/EC(?),
Article 2 of that Directive, Article 2 of that Directive, airports referred to in point (1) of
including the core airports listed in | including the core airports listed in | Article 2 of that Directive,
Section 2 of Annex II to Section 2 of Annex II to including the core airports listed in
Regulation (EU) No 1315/2013 (%), | Regulation (EU) No 1315/2013 (®), | Section 2 of Annex II to
and entities operating ancillary and entities operating ancillary Regulation (EU) No 1315/2013 (3),
installations contained within installations contained within and entities operating ancillary
airports airports installations contained within
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— Traffic management control

operators providing air traffic
control (ATC) services referred to
in point (1) of Article 2 of
Regulation (EC) No 549/2004 (%)

1. Regulation (EC) No 300/2008 of the
European Parliament and of the Council of
11 March 2008 on common rules in the
field of civil aviation security and
repealing Regulation (EC) No 2320/2002
(OJL 97,9.4.2008, p.72).

2. Directive 2009/12/EC of the European
Parliament and of the Council of 11 March
2009 on airport charges (OJ L 70,
14.3.2009, p.11).

3. Regulation (EC) No 1315/2013 of the
European Parliament and of the Council of
11 December 2013 on Union guidelines for
the development of the trans-European
transport network and repealing Decision
No 661/2010/EU (OJ L 348, 20.12.2013,
p-1).

4. Regulation (EC) No 549/2004 of the
European Parliament and of the Council of
10 March 2004 laying down the framework
for the creation of the single European sky
(the framework Regulation) (OJ L 96,
31.3.2004, p.1).

— Traffic management control
operators providing air traffic
control (ATC) services referred to
in point (1) of Article 2 of
Regulation (EC) No 549/2004 (%)

1. Regulation (EC) No 300/2008 of the
European Parliament and of the Council of
11 March 2008 on common rules in the
field of civil aviation security and
repealing Regulation (EC) No 2320/2002
(OJL 97,9.4.2008, p.72).

2. Directive 2009/12/EC of the European
Parliament and of the Council of 11 March
2009 on airport charges (OJ L 70,
14.3.2009, p.11).

3. Regulation (EC) No 1315/2013 of the
European Parliament and of the Council of
11 December 2013 on Union guidelines for
the development of the trans-European
transport network and repealing Decision
No 661/2010/EU (OJ L 348, 20.12.2013,
p-1).

4. Regulation (EC) No 549/2004 of the
European Parliament and of the Council of
10 March 2004 laying down the framework
for the creation of the single European sky
(the framework Regulation) (OJ L 96,
31.3.2004, p.1).

airports

— Traffic management control
operators providing air traffic
control (ATC) services referred to
in point (1) of Article 2 of
Regulation (EC) No 549/2004 (%)

1. Regulation (EC) No 300/2008 of the
European Parliament and of the Council of
11 March 2008 on common rules in the
field of civil aviation security and
repealing Regulation (EC) No 2320/2002
(OJL97,9.4.2008, p.72).

2. Directive 2009/12/EC of the European
Parliament and of the Council of 11 March
2009 on airport charges (OJ L 70,
14.3.2009, p.11).

3. Regulation (EC) No 1315/2013 of the
European Parliament and of the Council of
11 December 2013 on Union guidelines for
the development of the trans-European
transport network and repealing Decision
No 661/2010/EU (OJ L 348, 20.12.2013,
p-D.

4. Regulation (EC) No 549/2004 of the
European Parliament and of the Council of
10 March 2004 laying down the framework
for the creation of the single European sky
(the framework Regulation) (OJ L 96,
31.3.2004, p.1).

Formula
507f (b) Rail (b) Rail (b) Rail
— Infrastructure managers referred | — Infrastructure managers referred | — Infrastructure managers referred
to in point (2) of Article 3 of to in point (2) of Article 3 of to in point (2) of Article 3 of
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Directive 2012/34/EU(")

— Railway undertakings referred
to in point (1) of Article 3 of
Directive 2012/34/EU, including
operators of service facilities
referred to in point (12) of Article
3 of Directive 2012/34/EU

1. Directive 2012/34/EU of the European
Parliament and of the Council of 21
November 2012 establishing a single
European railway area (OJ L 343,
14.12.2012, p.32).

Directive 2012/34/EU(")

— Railway undertakings referred
to in point (1) of Article 3 of
Directive 2012/34/EU, including
operators of service facilities
referred to in point (12) of Article 3
of Directive 2012/34/EU

1. Directive 2012/34/EU of the European
Parliament and of the Council of 21
November 2012 establishing a single
European railway area (OJ L 343,
14.12.2012, p.32).

Directive 2012/34/EU(")

— Railway undertakings referred
to in point (1) of Article 3 of
Directive 2012/34/EU, including
operators of service facilities
referred to in point (12) of Article
3 of Directive 2012/34/EU

1. Directive 2012/34/EU of the European
Parliament and of the Council of 21
November 2012 establishing a single
European railway area (OJ L 343,
14.12.2012, p.32).

— Managing bodies of ports
referred to in point (1) of Article 3
of Directive 2005/65/EC (%),
including their port facilities
referred to in point (11) of Article
2 of Regulation (EC) No 725/2004,
and entities operating works and
equipment contained within ports

— Managing bodies of ports
referred to in point (1) of Article 3
of Directive 2005/65/EC (%),
including their port facilities
referred to in point (11) of Article 2
of Regulation (EC) No 725/2004,
and entities operating works and
equipment contained within ports

Formula
(c) Water (c) Water (c) Water
— Inland, sea and coastal — Inland, sea and coastal — Inland, sea and coastal
passenger and freight water passenger and freight water passenger and freight water
transport companies, referred to for | transport companies, referred to for | transport companies, referred to for
maritime transport in Annex [ to maritime transport in Annex I to maritime transport in Annex I to
Regulation (EC) No 725/2004 ('), | Regulation (EC) No 725/2004 ('), | Regulation (EC) No 725/2004 (1),
not including the individual vessels | not including the individual vessels | not including the individual vessels

507z | operated by those companies operated by those companies operated by those companies

— Managing bodies of ports
referred to in point (1) of Article 3
of Directive 2005/65/EC (%),
including their port facilities
referred to in point (11) of Article
2 of Regulation (EC) No 725/2004,
and entities operating works and
equipment contained within ports
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— Operators of vessel traffic
services referred to in point (o) of
Article 3 of Directive 2002/59/EC

3
©)
1. Regulation (EC) No 725/2004 of the

European Parliament and of the Council of
31 March 2004 on enhancing ship and port

facility security (OJ L 129, 29.4.2004, p.6).

2. Directive 2005/65/EC of the European
Parliament and of the Council of 26
October 2005 on enhancing port security
(OJL 310,25.11.2005, p. 28).

3. Directive 2002/59/EC of the European
Parliament and of the Council of 27 June
2002 establishing a Community vessel
traffic monitoring and information system
and repealing Council Directive
93/75/EEC (OJ L 208, 5.8.2002, p.10)

— Operators of vessel traffic
services referred to in point (o) of
Article 3 of Directive 2002/59/EC

)

1. Regulation (EC) No 725/2004 of the
European Parliament and of the Council of
31 March 2004 on enhancing ship and port
facility security (OJ L 129, 29.4.2004, p.6).
2. Directive 2005/65/EC of the European
Parliament and of the Council of 26
October 2005 on enhancing port security
(OJ L 310,25.11.2005, p. 28).

3. Directive 2002/59/EC of the European
Parliament and of the Council of 27 June
2002 establishing a Community vessel
traffic monitoring and information system
and repealing Council Directive
93/75/EEC (OJ L 208, 5.8.2002, p.10)

— Operators of vessel traffic
services referred to in point (0) of
Article 3 of Directive 2002/59/EC

)

1. Regulation (EC) No 725/2004 of the
European Parliament and of the Council of
31 March 2004 on enhancing ship and port
facility security (OJ L 129, 29.4.2004, p.6).
2. Directive 2005/65/EC of the European
Parliament and of the Council of 26
October 2005 on enhancing port security
(OJ L 310,25.11.2005, p. 28).

3. Directive 2002/59/EC of the European
Parliament and of the Council of 27 June
2002 establishing a Community vessel
traffic monitoring and information system
and repealing Council Directive
93/75/EEC (OJ L 208, 5.8.2002, p.10)

Formula
(d) Road (d) Road (d) Road
— Road authorities referred to in — Road authorities referred to in — Road authorities referred to in
point (12) of Article 2 of point (12) of Article 2 of point (12) of Article 2 of
Commission Delegated Regulation | Commission Delegated Regulation | Commission Delegated Regulation
(EU) 2015/962 (*) responsible for | (EU) 2015/962 (') responsible for | (EU) 2015/962 (") responsible for
507g | traffic management control traffic management control traffic management control,
— Operators of Intelligent — Operators of smart excluding public entities for whom
Transport Systems referred to in charging services for electric traffic-management or operators
point (1) of Article 4 of Directive vehicles of intelligent transport systems is
2010/40/EU (%) — Operators of Intelligent only a non-essential part of their
Transport Systems referred to in general activity

1. Commission Delegated Regulation (EU) | point (1) of Article 4 of Directive — Operators of Intelligent
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2015/962 of 18 December 2014
supplementing Directive 2010/40/EU of
the European Parliament and of the
Council with regard to the provision of
EU-wide real-time traffic information
services (OJ L 157, 23.6.2015, p. 21).

2. Directive 2010/40/EU of the European
Parliament and of the Council of 7 July
2010 on the framework for the deployment
of Intelligent Transport Systems in the
field of road transport and for interfaces
with other modes of transport (OJ L 207,
6.8.2010, p. 1).

2010/40/EU ()

1. Commission Delegated Regulation (EU)
2015/962 of 18 December 2014
supplementing Directive 2010/40/EU of
the European Parliament and of the
Council with regard to the provision of
EU-wide real-time traffic information
services (OJ L 157, 23.6.2015, p. 21).

2. Directive 2010/40/EU of the European
Parliament and of the Council of 7 July
2010 on the framework for the deployment
of Intelligent Transport Systems in the
field of road transport and for interfaces
with other modes of transport (OJ L 207,
6.8.2010, p. 1).

Transport Systems referred to in
point (1) of Article 4 of Directive
2010/40/EU (?)

1. Commission Delegated Regulation (EU)
2015/962 of 18 December 2014
supplementing Directive 2010/40/EU of
the European Parliament and of the
Council with regard to the provision of
EU-wide real-time traffic information
services (OJ L 157, 23.6.2015, p. 21).

2. Directive 2010/40/EU of the European
Parliament and of the Council of 7 July
2010 on the framework for the deployment
of Intelligent Transport Systems in the
field of road transport and for interfaces
with other modes of transport (OJ L 207,
6.8.2010, p. 1).

Formula
507aa | 3. Banking 3. Banking 3. Banking
Formula
Credit institutions referred to in Credit institutions referred to in Credit institutions referred to in
point (1) of Article 4 of Regulation | point (1) of Article 4 of Regulation | point (1) of Article 4 of Regulation
(EU) No 575/2013 (V) (EU) No 575/2013 (V) (EU) No 575/2013 ('), fexcept
507ab those referred to in point (8) of
1. Regulation (EU) No 575/2013 of the 1. Regulation (EU) No 575/2013 of the Article 2(5) of Directive
European Parliament and of the Council of | European Parliament and of the Council of 2013/36/EU which are exempted
26 June 2013 on prudential requirements 26 June 2013 on prudential requirements 3 . B
for credit institutions and investment firms | for credit institutions and investment firms | LL4CCOT flance with Article 2(4) of
and amending Regulation (EU) No and amending Regulation (EU) No Regulation XX [DORA]]
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648/2012 (OJ L 176, 27.6.2013, p. 1). 648/2012 (OJ L 176, 27.6.2013, p. 1).
1. Regulation (EU) No 575/2013 of the
European Parliament and of the Council of
26 June 2013 on prudential requirements
for credit institutions and investment firms
and amending Regulation (EU) No
648/2012 (OJ L 176, 27.6.2013, p. 1).

Formula
507h | 4. Financial market infrastructures | 4. Financial market infrastructures | 4. Financial market infrastructures
Formula

— Operators of trading venues — Operators of trading venues — Operators of trading venues

referred to in point (24) of Article | referred to in point (24) of Article 4 | referred to in point (24) of Article

4 of Directive 2014/65/EU (1) of Directive 2014/65/EU () 4 of Directive 2014/65/EU (1)

— Central counterparties (CCPs) — Central counterparties (CCPs) — Central counterparties (CCPs)

referred to in point (1) of Article 2 | referred to in point (1) of Article 2 | referred to in point (1) of Article 2

of Regulation (EU) No 648/2012 of Regulation (EU) No 648/2012 of Regulation (EU) No 648/2012

Q) ) Q)

5071 1. Directive 2014/65/EU of the European 1. Directive 2014/65/EU of the European 1. Directive 2014/65/EU of the European

Parliament and of the Council of 15 May Parliament and of the Council of 15 May Parliament and of the Council of 15 May

2014 on markets in financial instruments 2014 on markets in financial instruments 2014 on markets in financial instruments

and amending Directive 2002/92/EC and and amending Directive 2002/92/EC and and amending Directive 2002/92/EC and

Directive 2011/61/EU (OJ L 173, Directive 2011/61/EU (OJ L 173, Directive 2011/61/EU (OJ L 173,

12.6.2014, p. 349). 12.6.2014, p. 349). 12.6.2014, p. 349).

2. Regulation (EU) No 648/2012 of the 2. Regulation (EU) No 648/2012 of the 2. Regulation (EU) No 648/2012 of the

European Parliament and of the Council of | European Parliament and of the Council of | European Parliament and of the Council of

4 July 2012 on OTC derivatives, central 4 July 2012 on OTC derivatives, central 4 July 2012 on OTC derivatives, central

counterparties and trade repositories (OJ L | counterparties and trade repositories (OJ L | counterparties and trade repositories (OJ L

201,27.7.2012, p. 1). 201,27.7.2012, p. 1). 201,27.7.2012, p. 1).
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507ac | 5. Health 5. Health 5. Health
Formula
— Healthcare providers referred — Healthcare providers referred — Healthcare providers referred
to in point (g) of Article 3 of to in point (g) of Article 3 of to in point (g) of Article 3 of
Directive 2011/24/EU (%) Directive 2011/24/EU (%) Directive 2011/24/EU (%)

— EU reference laboratories — EU reference laboratories — EU reference laboratories
referred to in Article 15 of referred to in Article 15 of referred to in Article 15 of
Regulation XXXX/XXXX on Regulation XXXX/XXXX on Regulation XXXX/XXXX on
serious cross-border threats to serious cross-border threats to serious cross-border threats to
health (%) health () health (%)

— Entities carrying out research — Entities carrying out research — Entities carrying out research
and development activities of and development activities of and development activities of
medicinal products referred to in medicinal products referred to in medicinal products referred to in
Article 1 point 2 of Directive Article 1 point 2 of Directive Article 1 point 2 of Directive

507) | 2001/83/EC (%) 2001/83/EC (%) 2001/83/EC (%)
— Entities manufacturing basic — Entities manufacturing basic — Entities manufacturing basic
pharmaceutical products and pharmaceutical products and pharmaceutical products and
pharmaceutical preparations pharmaceutical preparations pharmaceutical preparations
referred to in section C division 21 | referred to in section C division 21 | referred to in section C division 21
of NACE Rev. 2 of NACE Rev. 2 of NACE Rev. 2
— Entities manufacturing medical | — Entities manufacturing medical | — Entities manufacturing medical
devices considered as critical devices considered as critical devices considered as critical
during a public health emergency during a public health emergency during a public health emergency
(‘the public health emergency (‘the public health emergency (“the public health emergency
critical devices list’) referred to in | critical devices list’) referred to in | critical devices list’) referred to in
Article 20 of Regulation XXXX* Article 20 of Regulation XXXX* Article 20 of Regulation XXXX*
1. Directive 2011/24/EU of the European 1. Directive 2011/24/EU of the European 1. Directive 2011/24/EU of the European
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Parliament and of the Council of 9 March
2011 on the application of patients' rights
in cross—border healthcare (OJ L 88,
4.4.2011, p. 45).

2. [Regulation of the European Parliament
and of the Council on serious cross-border
threats to health and repealing Decision No
1082/2013/EU, reference to be updated
once the proposal COM (2020)727 final is
adopted]

3. Directive 2001/83/EC of the European
Parliament and of the Council of 6
November 2001 on the community code
relating to medicinal products for human
use (OJ L 311, 28.11.2001, p.67).

4. [Regulation of the European Parliament
and of the Council on a reinforced role for
the European Medicines Agency in crisis
preparedness and management for
medicinal produces and medical devices,
reference to be updated once the proposal
COM(2020)725 final is adopted]

Parliament and of the Council of 9 March
2011 on the application of patients' rights
in cross—border healthcare (OJ L 88,
4.4.2011, p. 45).

2. [Regulation of the European Parliament
and of the Council on serious cross-border
threats to health and repealing Decision No
1082/2013/EU, reference to be updated
once the proposal COM (2020)727 final is
adopted]

3. Directive 2001/83/EC of the European
Parliament and of the Council of 6
November 2001 on the community code
relating to medicinal products for human
use (OJ L 311,28.11.2001, p.67).

4. [Regulation of the European Parliament
and of the Council on a reinforced role for
the European Medicines Agency in crisis
preparedness and management for
medicinal produces and medical devices,
reference to be updated once the proposal
COM(2020)725 final is adopted]

Parliament and of the Council of 9 March
2011 on the application of patients' rights
in cross—border healthcare (OJ L 88,
4.4.2011, p. 45).

2. [Regulation of the European Parliament
and of the Council on serious cross-border
threats to health and repealing Decision No
1082/2013/EU, reference to be updated
once the proposal COM (2020)727 final is
adopted]

3. Directive 2001/83/EC of the European
Parliament and of the Council of 6
November 2001 on the community code
relating to medicinal products for human
use (OJ L 311, 28.11.2001, p.67).

4. [Regulation of the European Parliament
and of the Council on a reinforced role for
the European Medicines Agency in crisis
preparedness and management for
medicinal produces and medical devices,
reference to be updated once the proposal
COM(2020)725 final is adopted]

Formula

507k

6. Drinking water

6. Drinking water

6. Drinking water

Formula

Suppliers and distributors of water
intended for human consumption

Suppliers and distributors of water
intended for human consumption

_Suppliers and distributors of
water intended for human

5071 | referred to in point (1)(a) of Article | referred to in point (1)(a) of Article | consumption referred to in point
2 of Council Directive 98/83/EC(") | 2 of Council Directive 98/83/EC(") | (1)(a) of Article 2 of Council
but excluding distributors for but excluding distributors for Directive 98/83/EC(") but
whom distribution of water for whom distribution of water for excluding distributors for whom
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human consumption is only part of | human consumption is only part of | distribution of water for human
their general activity of distributing | their general activity of distributing | consumption is only_non-essential
other commodities and goods other commodities and goods part of their general activity of
which are not considered essential | which are not considered essential | distributing other commodities and
or important services or important services goods which-are-not-considered
] o .
1. Council Directive 98/83/EC of 3 1. Council Directive 98/83/EC of 3
November 1998 on the quality of water November 1998 on the quality of water 1. Council Directive 98/83/EC of 3
intended for human consumption (OJ L intended for human consumption (OJ L November 1998 on the quality of water
330, 5.12.1998, p. 32). 330, 5.12.1998, p. 32). intended for human consumption (OJ L
330, 5.12.1998, p. 32).
Formula
507m | 7. Waste water 7. Waste water 7. Waste water
Formula
Undertakings collecting, disposing | Undertakings collecting, disposing | Undertakings collecting, disposing
or treating urban, domestic and or treating urban, domestic and or treating urban, domestic and
industrial waste water referred to in | industrial waste water referred to in | industrial waste water referred to in
points (1) to (3) of Article 2 of points (1) to (3) of Article 2 of points (1) to (3) of Article 2 of
Council Directive 91/271/EEC (') | Council Directive 91/271/EEC (!) | Council Directive 91/271/EEC (%)
but excluding undertakings for
507n 1. Council Directive 91/271/EEC of 21 1. Council Directive 91/271/EEC of 21 whom collecting, disposing or
May 1991 concerning urban waste water May 1991 concerning urban waste water . .
treatment (OJ L 135, 30.5.1991, p.40). treatment (OJ L 135, 30.5.1991, p.40). l:reatln'g. s dom?sttc —
industrial waste water is only a
non-essential part of their general
activity.
1. Council Directive 91/271/EEC of 21
May 1991 concerning urban waste water
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treatment (OJ L 135, 30.5.1991, p.40).
Formula
507ae | 8. Digital infrastructure 8. Digital infrastructure 8. Digital infrastructure
Formula
— Internet Exchange Point — Internet Exchange Point — Internet Exchange Point
providers providers providers
— DN service providers — DN service providers — DNS service providers,
— TLD name registries — TLD name registries excluding operators of root name
— Cloud computing service — Cloud computing service servers
providers providers — TLD name registries
— Data centre service providers — Data centre service providers — Cloud computing service
— Content delivery network — Content delivery network providers
providers providers — Data centre service providers
— Trust service providers referred | — Trust service providers referred | — Content delivery network
5070 to in point (19) of Article 3 of to in point (19) of Article 3 of providers
Regulation (EU) No 910/2014(") Regulation (EU) No 910/2014(") — Trust service providers referred
— Providers of public electronic — Providers of public electronic to in point (19) of Article 3 of
communications networks referred | communications networks referred | Regulation (EU) No 910/2014(")
to in point (8) of Article 2 of to in point (8) of Article 2 of — Providers of public electronic
Directive (EU) 2018/1972(%) or Directive (EU) 2018/1972(%) or communications networks referred
providers of electronic providers of electronic to in point (8) of Article 2 of
communications services referred | communications services referred | Directive (EU) 2018/1972(%) or
to in point (4) of Article 2 of to in point (4) of Article 2 of providers of electronic
Directive (EU) 2018/1972 where Directive (EU) 2018/1972 where communications services referred
their services are publicly available | their services are publicly available | to in point (4) of Article 2 of
Directive (EU) 2018/1972 where
1. Regulation (EU) No 910/2014 of the 1. Regulation (EU) No 910/2014 of the their services are pubhcly available
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European Parliament and of the Council of
23 July 2014 on electronic identification
and trust services for electronic
transactions in the internal market and
repealing Directive 1999/93/EC (OJ L 257,
28.8.2014, p.73).

2. Directive (EU) 2018/1972 of the
European Parliament and of the Council of
11 December 2018 establishing the
European Electronic Communication Code
(OJL 321, 17.12.2018, p. 36).

European Parliament and of the Council of
23 July 2014 on electronic identification
and trust services for electronic
transactions in the internal market and
repealing Directive 1999/93/EC (OJ L 257,
28.8.2014, p.73).

2. Directive (EU) 2018/1972 of the
European Parliament and of the Council of
11 December 2018 establishing the
European Electronic Communication Code
(OJ L 321,17.12.2018, p. 36).

1. Regulation (EU) No 910/2014 of the
European Parliament and of the Council of
23 July 2014 on electronic identification
and trust services for electronic
transactions in the internal market and
repealing Directive 1999/93/EC (OJ L 257,
28.8.2014, p.73).

2. Directive (EU) 2018/1972 of the
European Parliament and of the Council of
11 December 2018 establishing the
European Electronic Communication Code
(OJL 321, 17.12.2018, p. 36).

Formula
507 8.a ICT-service management
p (B2B)
Formula
— Managed service providers
507 (MSP)
4 — Managed Security service
providers (MSSP)
Formula
507ag | 9. Public administration 9. Public administration 9. Public administration_entities
Formula
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— Public administration entities of | — Public administration entities of | — —Public administration
central governments central governments entities of central governments
— Public administration entities of | — Public administration entities of | —Public-administration-entities-of
NUTS level 1 regions listed in NUTS level 1 regions listed in B e e
Annex [ of Regulation (EC) No Annex I of Regulation (EC) No sl e el eion Ll e
1059/2003 (1) 1059/2003 () 1059/2003¢)
— Public administration entities of | — Public administration entities of | —Public-administration-entities-of
NUTS level 2 regions listed in NUTS level 2 regions listed in S el 2 Lo L
507ah Annex [ of Regulation (EC) No Annex I of Regulation (EC) No Annext-of-Reoutation(E£C)-No
1059/2003 1059/2003 405922003 as defined by a
Member State in accordance with
1. Regulation (EC) No 1059/2003 of the 1. Regulation (EC) No 1059/2003 of the national law
European Parliament and of the Council of | European Parliament and of the Council of
26 May 2003 on the establishment of a 26 May 2003 on the establishment of a 7 ReculationtE C) NoL059/2003-of 4}
common classification of territorial units common classification of territorial units E' ) Dl | of the Conneilof
for statistics (NUTS) (OJ L 154, 21.6.2003, | for statistics (NUTS) (OJ L 154, 21.6.2003, 26 Merv2003 . blish ¢ :
p. D). p. 1. e S
-
Formula
507ai | 10. Space 10. Space 10. Space
Formula
Operators of ground-based Operators of ground-based Operators of ground-based
507ai infrastructure, owned, managed infrastructure, owned, managed infrastructure, owned, managed
Y| and operated by Member States or | and operated by Member States or | and operated by Member States or
by private parties, that support the | by private parties, that support the | by private parties, that support the
provision of space-based services, | provision of space-based services, | provision of space-based services,
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excluding providers of public excluding providers of public excluding providers of public
electronic communications electronic communications electronic communications
networks referred to in point (8) of | networks referred to in point (8) of | networks referred to in point (8) of
Article 2 of Directive (EU) Article 2 of Directive (EU) Article 2 of Directive (EU)
2018/1972 2018/1972 2018/1972

Annex 2

507ak | IMPORTANT ENITIES: IMPORTANT ENITIES: IMPORTANT ENITIES:

Formula

507al SECTORS, SUBSECTORS AND | SECTORS, SUBSECTORS AND | SECTORS, SUBSECTORS AND

& | TYPES OF ENTITIES TYPES OF ENTITIES TYPES OF ENTITIES

Formula

507am | Sector Sector Sector

Formula

507an | Subsector Subsector Subsector

Formula

507a0 | Type of entity Type of entity Type of entity

Formula
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507ap | 1. Postal and courier services 1. Postal and courier services 1. Postal and courier services
Formula
Postal service providers referred to | Postal service providers referred to | Postalservice providersreferred-to
in point (1) of Article 2 of in point (1) of Article 2 of inpoint (1) of Article 2 of
Directive 97/67/EC (")and Directive 97/67/EC (")and Directive 97/67/EC (Vane,
providers of courier services providers of courier services including providers of courier
services
1. Directive 97/67/EC of the European 1. Directive 97/67/EC of the European
Parliament and of the Council of 15 Parliament and of the Council of 15 1. Directive 97/67/EC of the European
December 1997 on common rules for the December 1997 on common rules for the Parliament and of the Council of 15
development of the internal market of development of the internal market of December 1997 on common rules for the
507aq | Community postal services and the Community postal services and the development of the internal market of
improvement of the quality of service (OJ improvement of the quality of service (OJ Community postal services and the
L 15,21.1.98, p.14). L 15,21.1.98, p.14). improvement of the quality of service (OJ
L 15,21.1.98, p.14), as amended by
Directive 2008/6/EC of the European
Parliament and of the Council of 20
February 2008 amending Directive
97/6 7/EC with regard to the full
accomplishment of the internal market of
Community postal services (OJ L 52,
27.2.2008, p. 3).
Formula
507ar | 2. Waste management 2. Waste management 2. Waste management
Formula
507as
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Undertakings carrying out waste

management referred to in point
(9) of Article 3 of Directive
2008/98/EC (') but excluding
undertakings for whom waste
management is not their principal
economic activity

1. Directive 2008/98/EC of the European
Parliament and of the Council of 19
November 2008 on waste and repealing
certain Directives (OJ L 312, 22.11.2008,

p-3)

Undertakings carrying out waste
management referred to in point (9)
of Article 3 of Directive
2008/98/EC (') but excluding
undertakings for whom waste
management is not their principal
economic activity

1. Directive 2008/98/EC of the European
Parliament and of the Council of 19
November 2008 on waste and repealing
certain Directives (OJ L 312, 22.11.2008,

p-3)

Undertakings carrying out waste
management referred to in point
(9) of Article 3 of Directive
2008/98/EC (*) but excluding
undertakings for whom waste
management is not their principal
economic activity

1. Directive 2008/98/EC of the European
Parliament and of the Council of 19
November 2008 on waste and repealing
certain Directives (OJ L 312, 22.11.2008,

p-3)

Formula

3. Manufacture, production and

3. Manufacture, production and

3. Manufacture, production and

AU distribution of chemicals distribution of chemicals distribution of chemicals
Formula
Undertakings carrying out the Undertakings carrying out the Undertakings carrying out the
manufacture, production and manufacture, production and manufacture; production and
distribution of substances and distribution of substances and distribution of substances and
articles referred to in points (4), (9) | articles referred to in points (4), (9) | artietesmixtures referred to in
507au | and (14) of Article 3 of Regulation | and (14) of Article 3 of Regulation | points {4}, (9) and (14) of Article
(EC) No 1907/2006 (1) (EC) No 1907/2006 (") 3 of Regulation (EC) No
1907/2006 (') and undertakings
1. Regulation (EC) No 1907/2006 of the 1. Regulation (EC) No 1907/2006 of the Carrving out the Droduction of
European Parliament and of the Council of | European Parliament and of the Council of : . .
18 December 2006 concerning registration, | 18 December 2006 concerning registration, jrtl?les e p01.nt () of
evaluation, authorisation and restriction of | evaluation, authorisation and restriction of rticle 3 of that Regulation from
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chemicals (REACH), establishing a
European Chemicals Agency amending
Directive 1999/45/EC and repealing
Council Regulation (EEC) No 793/93 and
Commission Regulation (EC) No 1488/94
as well as Council Directive 76/769/EEC
and Commission Directives 91/155.EEC,
93/67/EEC, 93/105/EC and 2000/21/EC
(OJL 396,30.12.2006, p. 1).

chemicals (REACH), establishing a
European Chemicals Agency amending
Directive 1999/45/EC and repealing
Council Regulation (EEC) No 793/93 and
Commission Regulation (EC) No 1488/94
as well as Council Directive 76/769/EEC
and Commission Directives 91/155.EEC,
93/67/EEC, 93/105/EC and 2000/21/EC
(OJL 396,30.12.2006, p. 1).

substances or mixtures.

1. Regulation (EC) No 1907/2006 of the
European Parliament and of the Council of
18 December 2006 concerning registration,
evaluation, authorisation and restriction of
chemicals (REACH), establishing a
European Chemicals Agency amending
Directive 1999/45/EC and repealing
Council Regulation (EEC) No 793/93 and
Commission Regulation (EC) No 1488/94
as well as Council Directive 76/769/EEC
and Commission Directives 91/155.EEC,
93/67/EEC, 93/105/EC and 2000/21/EC
(OJL 396, 30.12.2006, p. 1).

Formula
507ay 4. Food production, processing and | 4. Food production, processing and | 4. Food production, processing and
distribution distribution distribution
Formula
Food businesses referred to in Food businesses referred to in point | Food businesses referred to in
point (2) of Article 3 of Regulation | (2) of Article 3 of Regulation (EC) | point (2) of Article 3 of Regulation
(EC) No 178/2002 (" No 178/2002 (1) (EC) No 178/2002 (") which are
engaged in wholesale distribution
507 1. Regulation (EC) No 178/2002 of the 1. Regulation (EC) No 178/2002 of the and industrial production and
aW | European Parliament and of the Council of | European Parliament and of the Council of .
rocessin
28 January 2002 laying down the general 28 January 2002 laying down the general B
principles and requirements of food law, principles and requirements of food law, ——
establishing the European Food Safety establishing the European Food Safety 1. Regulation (EC) No 178/2002 of the,
Authority and laying down procedures in Authority and laying down procedures in European Parliament and of the Council of
matters of food safety (OJ L 31, 1.2.2002, | matters of food safety (OJ L 31, 1.2.2002, 28 January 2002 laying down the general
p.1). p.1). principles and requirements of food law,
establishing the European Food Safety
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Authority and laying down procedures in
matters of food safety (OJ L 31, 1.2.2002,
p-D.
Formula
507ax | 5. Manufacturing 5. Manufacturing 5. Manufacturing
Formula
(a) Manufacture of medical (a) Manufacture of medical (a) Manufacture of medical
devices and in vitro diagnostic devices and in vitro diagnostic devices and in vitro diagnostic
medical devices medical devices medical devices
Entities manufacturing medical Entities manufacturing medical Entities manufacturing medical
devices referred to in Article 2 devices referred to in Article 2 devices referred to in Article 2
point 1 of Regulation (EU) point 1 of Regulation (EU) point 1 of Regulation (EU)
2017/745("), and entities 2017/745("), and entities 2017/745("), and entities
manufacturing in vitro diagnostic manufacturing in vitro diagnostic manufacturing in vitro diagnostic
medical devices referred to in medical devices referred to in medical devices referred to in
507ay Article 2 point 2 of Regulation Article 2 point 2 of Regulation Article 2 point 2 of Regulation
(EU) 2017/746 (*) with exception | (EU) 2017/746 (*) with exception | (EU) 2017/746 (*) with exception
of entities manufacturing medical of entities manufacturing medical of entities manufacturing medical
devices mentioned in Annex 1, devices mentioned in Annex 1, devices mentioned in Annex 1,
point 5. point 5. point 5.
1. Regulation (EU) 2017/745 of the 1. Regulation (EU) 2017/745 of the 1. Regulation (EU) 2017/745 of the
European Parliament and of the Council of | European Parliament and of the Council of | European Parliament and of the Council of
5 April 2017 on medical devices, 5 April 2017 on medical devices, amending | 5 April 2017 on medical devices,
amending Directive 2001/83/EC, Directive 2001/83/EC, Regulation (EC) No | amending Directive 2001/83/EC,
Regulation (EC) No 178/2002 and 178/2002 and Regulation (EC) No Regulation (EC) No 178/2002 and
Regulation (EC) No 1223/2009 and 1223/2009 and repealing Council Regulation (EC) No 1223/2009 and
repealing Council Directives 90/385/EEC Directives 90/385/EEC and 93/42/EEC (OJ | repealing Council Directives 90/385/EEC
and 93/42/EEC (OJ L 117, 5.5.2017, p.1) L 117,5.5.2017,p.1) and 93/42/EEC (OJ L 117, 5.5.2017, p.1)
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2. Regulation (EU) 2017/746 of the 2. Regulation (EU) 2017/746 of the 2. Regulation (EU) 2017/746 of the
European Parliament and of the Council of | European Parliament and of the Council of | European Parliament and of the Council of
5 April 2017 on in vitro diagnostic medical | 5 April 2017 on in vitro diagnostic medical | 5 April 2017 on in vitro diagnostic medical
devices and repealing Directive 98/79/EC devices and repealing Directive 98/79/EC devices and repealing Directive 98/79/EC
and Commission Decision 2010/227/EU and Commission Decision 2010/227/EU and Commission Decision 2010/227/EU
(OJL 117, 5.5.2017, p.176) (OJL 117, 5.5.2017, p.176) (OJL 117, 5.5.2017, p.176)
Formula
(b) Manufacture of computer, (b) Manufacture of computer, (b) Manufacture of computer,
electronic and optical products electronic and optical products electronic and optical products
507az | Undertakings carrying out any of Undertakings carrying out any of Undertakings carrying out any of
the economic activities referred to the economic activities referred to the economic activities referred to
in section C division 26 of NACE in section C division 26 of NACE in section C division 26 of NACE
Rev. 2 Rev. 2 Rev. 2
Formula
(c) Manufacture of electrical (¢) Manufacture of electrical (c) Manufacture of electrical
equipment equipment equipment
507ba | Undertakings carrying out any of Undertakings carrying out any of Undertakings carrying out any of
the economic activities referred to the economic activities referred to the economic activities referred to
in section C division 27 of NACE in section C division 27 of NACE in section C division 27 of NACE
Rev. 2 Rev. 2 Rev. 2
Formula
507bb | (d) Manufacture of machinery and | (d) Manufacture of machinery and | (d) Manufacture of machinery and
equipment n.e.c. equipment n.e.c. equipment n.e.c.
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Undertakings carrying out any of Undertakings carrying out any of Undertakings carrying out any of
the economic activities referred to the economic activities referred to the economic activities referred to
in section C division 28 of NACE in section C division 28 of NACE in section C division 28 of NACE
Rev. 2 Rev. 2 Rev. 2
Formula
(e) Manufacture of motor vehicles, | (e) Manufacture of motor vehicles, | (¢) Manufacture of motor vehicles,
trailers and semi-trailers trailers and semi-trailers trailers and semi-trailers
507bc | Undertakings carrying out any of Undertakings carrying out any of Undertakings carrying out any of
the economic activities referred to the economic activities referred to the economic activities referred to
in section C division 29 of NACE in section C division 29 of NACE in section C division 29 of NACE
Rev. 2 Rev. 2 Rev. 2
Formula
(f) Manufacture of other transport | (f) Manufacture of other transport | (f) Manufacture of other transport
equipment equipment equipment
507bd . . . . . .
Undertakings carrying out any of Undertakings carrying out any of Undertakings carrying out any of
the economic activities referred to the economic activities referred to the economic activities referred to
in section C division 30 of NACE in section C division 30 of NACE in section C division 30 of NACE
Rev. 2 Rev. 2 Rev. 2
Formula
507be | 6. Digital providers 6. Digital providers 6. Digital providers
5163/22 EB/ip, pf 380
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Formula
— Providers of online — Providers of online — Providers of online
marketplaces marketplaces marketplaces
507bf | — Providers of online search — Providers of online search — Providers of online search
engines engines engines
— Providers of social networking | — Providers of social networking | — Providers of social networking
services platform services platform services platform
Formula
507bg 6a. Education and research
Formula
507bh — F.Itgher education
institutions and research
institutions
5163/22 EB/ip, pf 381
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