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3AKOHOOATEJIHU AKTOBE U APYITU NPABHU UHCTPYMEHTHU

OTHOCHO:

PEMAMEHT 3A U3IMBbJIHEHWE HA CbBETA 3a npunaraHe Ha
PernamenT (EC) 2019/796 OTHOCHO OrpaHU4MTENHU MEPKUN CpeLly
knbepaTaku, 3actpawasawim Cblo3a UM HEroBUTE AbPXKaBU YNEHKN
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PEI'JIAMEHT 3A U3ITBJHEHMUE (EC) 2026/... HA CbBETA

oT ...

3a npuiarade Ha Perinament (EC) 2019/796 0THOCHO OrpaHU4UTe/IHH MEPKHU CPelLy

Kubeparakm, 3actpamapaimy Cbr03a WM HETOBUTE NHPKABY YICHKH

CHBETHT HA EBPOITEMCKNS ChIO3,
Karto B3e npeasuj JloroBopa 3a pyHKIHOHMpaHETO HAa EBponeiickus cbio3,

karo B3e npensu Pernament (EC) 2019/796 na CoBera ot 17 maii 2019 r. oTHOCHO
OTPaHUYUTEIIHU MEPKH cpelly KubepaTaku, 3acTpamaBaiiy Cbio3a WK HETOBUTE AbPKaBU

1

YJICHKH', ¥ TIO-CcTienuaiiHo wieH 13, maparpad 1 ot Hero,

KaTo B3€ NpcABUA HNPCAIOKCHUCTO HA BbPXOBHUSA ITPEACTABUTECII HA Cp103a 1o BBIIPOCUTEC HA

BBHHIIHHUTC pa6OTI/I U NIOJIMTHKATA Ha CUT'YPHOCT,

1 OB L 1291, 17.5.2019 r., ctp. 1, ELI: http://data.europa.eu/eli/reg/2019/796/0.
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KaTo MMa MPEBUJI, Ye:
(1) Ha 17 maii 2019 r. CeBerst nipue Permament (EC) 2019/796.

(2) Karto 4acT oT HenpekbCHaTHTE, 1IeJIEHACOYCHH U KOOpAUHUpaHu nericTus Ha Chro3a
Cpelly YIIOpPCTBAIMTE U3BBPIIUTENN Ha KHOep3aIulaxy, B CIIMCHKA HA MOIOKEHUTE Ha
OrPAaHMYMTEIIHU MEPKU (PU3MUCCKH U FOPHIUYCCKH JIHLA, 00pa3yBaHus U OPTaHH,
cpabpkai] ce B npuinoxenue [ koM Pernament (EC) 2019/796, cnenpa na 6bp1at
BKJIFOYCHH JIBe (PM3UYECKH JIUIA U TPU o0pa3yBanusi. Te3n dpusndecku jauia u
o0pa3yBaHUsI ca OTTOBOPHH WJTH y4acTBaT B KHOEPATaKu ChC 3HAYUTEITHO BB3/ICICTBIE,

KOUWTO IIPEACTABJIsIBAT BbHIITHA 3alljlaXxa 3a Cpblo3a WK 32 HETOBUTE ABbPrKaBy YICHKH.

3) [Topanu ToBa npuinosxenue I keM Pernament (EC) 2019/796 ciiensa 1a 6b/1e ChOTBETHO

HU3MCHCHO,

I[TPUE HACTOAILMA PETJIAMEHT:
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Ynen 1
[Tpunoxenune I kbM Permament (EC) 2019/796 ce u3mMeHs B CLOTBETCTBUE C MPUIIOKEHUETO KbM
HACTOSILHUS PErJIaMeHT.

Ynen 2

HacrosmusT periiaMeHT Biu3a B CHJIA B JICHS Ha MyOIMKYBaHETO My B Ouyuaien 8eCmuux Ha

Eeponeiickus cvi03.

Hacrosmusar PETIIAMCHT € 3aABJIDKUTCIICH B CBOATA LSJIOCT U CC ITpHJIara IpsKoO BbB BCHYKHU

ABbpPKaBH YJIICHKH.

CbCTaBEHO B ... HA

3a Cveema

IIpeoceoamen
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HPUJIOXKXEHUE

[Tpunoxenue I keMm Permament (EC) 2019/796 ce u3mens, KakTo cieasa:

1) B paznen ,,A. ®usnuecku nuna‘ ce 700aBsIT CICTHUTE BIIMCBAHUS:
HNwme Nnentudukanuonau OcHoBanus Jara Ha
JaHHU BIIMCBaHe
,»18. | CHEN Cheng =i Chen Cheng e kurtaiicku OM3HECMEH, CbOCHOBATEN U €JUH OT F€HEPATHUTE *
mupextopu Ha Anxun Information Technology Co. Ltd. Toif e u 3akonen
(M31MCBaHE HA KMTAUCKU | MpEICTABUTEN Ha KIIOHA Ha BBIIPOCHOTO ApYKecTBO B ChuyaH.
€3UK . )
) Anxun Information Technology Co. Ltd., u3Bectno omie kato i-Soon, €
U3B. ome karo: Jpy’kecTBO cbe cenanuuie B Kuraiickara Haponna peny6nuka (KHP), koeto
Jesse Chen npejyiara yciayrure ,, XakepceKH aTaky 1o nmopbsuka‘. Anxun Information
Technology Co. Ltd. e umaino 3a MumieHa KpuTHYHATa HHPPACTPYKTYpa U
lengmo KPUTHYHUTE AbP>KaBHU (PYHKIMU Ha IbP’KaBUTE YICHKU, U € OCHILIECTBSIBAIO
13n6m0 JOCTBII 710 Kiacupuipana nHpopmarus, KosaTo e npoaasaino. OcBeH ToBa
Anxun Information Technology Co. Ltd e arakyBasno npaBuTencTBa Ha
Hara Ha paane: PasIMYHU TPETU ABPIKABHU, Ch3IaBaNKHU M0 TO3U HAUMH OMACHOCT 3a IEJIUTE Ha
20.10.1984 . Cplo3a, cBbp3aHu ¢ 00111aTa BbHIIIHA OJUTUKA U MOJIUTHKA Ha CUTYPHOCT
MsicTo Ha paskIaHe: (OBIIIIC), cernacuo unen 21, maparpad 2, Oyksu a—a oT [JoroBopa 3a
Yancheng, Jiangsu, EBpornelickus chro3.
Kurait Anxun Information Technology Co. Ltd. u3Bnuya 3HaunTeIHa HKOHOMHUYECKa
Fpa)K,Z[aHCTBOZ KHUTaUCKO ImoJi3a OT NpEAO0CTaAaBAHUTE YCIIYT'H.
ITon: MBX)KH
* OB: Mo, BbBesleTe JaTaTa Ha BIM3aHE B CHJIA HA HACTOSIIHUS PErJIaMeHT.
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Nwme

Nnentudukanmonau
aHHU

OcHoBaHus

Jara Ha
BIIMCBaHE

CnenoBatenHo Anxun Information Technology Co. Ltd. e orroBopHO 32
KrOepaTaky ChC 3HAYUTEITHO Bh3JieCTBUE, MPEACTABIISBAIIY BHHIIHA 3aIljIaxa
3a Ch103a M HETOBUTE JIbPKABH WICHKH, KAKTO ¥ 32 aTaK! CPEIIy TPETH
JbPKABH.

B ToBa cu kauectBo Chen Cheng e oTroBopeH 1 y4acTBa B KHOepaTaku cbC
3HAYUTEJIHO Bb3ACHCTBHE, KOUTO MIPEICTaBIsBAT BbHILIHA 3aIl1axa 3a
IbPYKABUTE YICHKHU, KAKTO U B KMOEpaTaky ChC 3HAUUTEITHO BH3/ICHCTBUE CpPEILy
TPETHU AbPIKABU.
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Nwme Nnentudukanmonau OcHoBaHus Jara Ha
TaHHH BITMCBaHE
19. | WU Haibo =8 Wu Haibo e kuTtalicku Ou3HecCMeH, ChOCHOBATEN U €MH OT TCHEPATHUTE e
. mupekTopu Ha Anxun Information Technology Co. Ltd. Toii chiio Taka e
(M3MMCBAHE HA KUTAlCKN 3aKOHEH IpeJCTaBUTell, peJiceiaTell U F'eHepaieH JUPEeKTOp Ha KJIOHA B
€3HK) [anxaii (,,kmona maiika“™) Ha Anxun Information Technology Co. Ltd. Ocsen
U3B. ome karo: TOBA, TOI JIeHCTBA U KAaTO 3aKOHEH IPEJCTaBUTEIl Ha KJIOHA HA TOBA JPYKECTBO
shutdown B Cpuyan.
shutdOwn Anxun Information Technology Co. Ltd., u3BectHo o1ie karo i-Soon, €
IPYKecTBO Che cenaymine B Kuraiickata Haponna pernyonuka (KHP), koeto
MsicTo Ha paxkIaHe: npejiara yciayruTe ,,XakepcKu aTaku 1o noppruka““. Anxun Information
Kurait Technology Co. Ltd. e umano 3a mMuImeHa KpuTHYHATa HHPPACTPYKTYpPA U
[pa’iaHcTBO: KuTaficko | KPHTHIHUTE IbPKaBHU (GYHKIIMN Ha IbPKABUTE YWICHKH. U € OCHIIECTBIBAIO
JOCTBII IO KiIacupuimpana HHPopMaIus, Kosato e nmpoaasaino. OcBeH ToBa
Ton: MbkKH Anxun Information Technology Co. Ltd. e arakyBaio npaBuTencTsa Ha
Pa3IMYHM TPETH IbPXKABH, Ch3/IaBaliKU 10 TO3M HAYMH OMACHOCT 32 IeJIUTE Ha
Crplro3a, CBbp3aHu C 00I11aTa BHHIIIHA MOJUTHKA U MOJUTHKA HA CUTYPHOCT
(OBIIIIC), cbrnacHo uneH 21, maparpad 2, 6ykBu a—-a o1 [[oroBopa 3a
EBponeiickus cbro3.
Anxun Information Technology Co. Ltd. u3Bnuua 3HaunTETHa UKOHOMUYECKA
M0JI3a OT MPEAOCTaBIHUTE YCIYTH.
* OB: Mous, BbBeI€TE JaTaTa Ha BIM3aHE B CUJIa HA HACTOSIIUS PETJIAMEHT.
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Nwme

Nnentudukanmonau
aHHU

OcHoBaHus

Jara Ha
BIIMCBaHE

CnenoBatenHo Anxun Information Technology Co. Ltd. e orroBopHO 32
KrOepaTaky ChC 3HAYUTEITHO BB3JIeHCTBUE, KOUTO MPECTABIISIBAT BHHIITHA
3aruIaxa 3a JbpKaBUTE WICHKH, KAKTO U 34 aTaKd CPEIly TPETH AbPiKaBH.

Wu Haibo e ygacTBasl B pbKOBOJICHETO ¥ HACHPUABAHETO HA OIUTHU 32
KnOepaTaku ChC 3HAUUTEIHO Bb3JCHCTBHE CPEILY AbPIKABUTE WICHKH.

B TOBa cu kauecTBO TOH € OTTOBOPEH M y4acTBa B KHOEpAaTaKu ChC 3HAUUTEITHO
BB3/ICHCTBUE, KOUTO MPEACTABIABAT BhHILIHA 3aIlJIaxa 33 JbP:KaBUTE YJICHKH,
KaKTO U B KHOEpaTaky ChC 3HAUUTEIHO Bb3/ICHCTBHUE CPEILY TPETH IbPIKaBH.
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2) B paznen ,,b. FOpuandecku nuna, o0pasyBaHus 1 OpraHu‘’ ce 100aBAT CIEAHUTE BIUCBAHUS:

HaumenoBanue NnenTudukainoHHN TaHHHA OcHoBaHus Jara Ha
BITMCBaHE
»d. | Integrity KIET R ERAR G ARAS Integrity Technology Group e nipennpuarue B obiacrra Ha *
Technology kubepcurypHoctTa cbe cenanuire B Kuraiickata Hapo/iHa penyoiauka
Group (M3nKCBaHe HAa KUTAlCKU €3UK) (KHP), xoero ynecHsBa kubeparaxu, csbp3anu ¢ Advanced Persistent
3B, olLe Kato: Threat (APT) Flax Typhoon. Beripocunata APT e uznonssana
MPOIYKTHTE U TexHoyoruute Ha Integrity Technology Group 3a
Beijing Integrity Technology pa3rpblllaHe Ha ACHHOCTUTE CU, CBbP3aHU C CKCIUTOATallUsITa Ha
Company Limited, Yongxin KOMIIOTBbpHHUTE Mpexu. OTTOoraBa Hacam NMpoaykTute Ha Integrity
Zhicheng Technology Group Technology Group ce u3non3Bar 3a KOMIPOMETHUPAHE U AOCTBII JI0
Company Limited YCTPOMCTBA 3a MUHTEPHET HA IIPEAMETUTE B IbPKABUTE WICHKH, KAKTO U
Auxpec: Fenghao East Road, Room B IbpxkaBuTe B EBpona u u B cBeToBeH Mamiad. Mexnay 2022 r. u
103, Building 6, No. 9, Beijing 2023 r. Flax Typhoon e nomyuuin 1ocTsl 10 Hail-manko 65 600
Haidian District, China yCTPOICTBA 32 UHTEPHET HA MPEIMETHUTE B LIECT IbPIKABU YICHKHU, KaTO
ca u3noi3Baiu npoaykrurte Ha Integrity Technology Group.
ITopanu TOBa THProOBCKUTE MPOAYKTH U HHPPACTPYKTypa Ha Integrity
Technology Group ca Ounu U3MOI3BaHU PYTHHHO MPU KuOepaTaku
Cpelly IbpXaBH WIEHKU U Cpely TpeTH IbpxkaBH. Ciae1oBaTenHo, KaTo
3acara THPOPMAIMOHHUTE CUCTEMH, CBBbpP3aHH ¢ upoBara
uHopacTpykTypa, Integrity Technology Group npenocTasst TexHUYECKa
1 MaTepuaiHa MojKperna 3a KubepaTraku cbC 3HAYUTEITHO Bb3/IEHCTBUE,
KOHUTO MPE/ICTaBIABAT BhHILHA 3ajlaxa 3a IbpKaBUTE YWICHKU U TPETH
IbP>KaBU.
* OB: Mous, BbBesieTe JaTaTa Ha BIM3aHE B CHJIA HA HACTOSILUS PErilaMeHT.
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HaumenoBanue NnentndukainoHHu TaHHHA OcHoBaHus Jara Ha
BITCBaHE
Msicto Ha peructpanusi: [lekun,
Kurant
Hara Ha peructpanus: 2.9.2010 r.
Enunen TeproBcko-aaHbueH
perucTpaluoHeH HOMED:
91110108562135265P
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HaumenoBanue

NnentndukainoHHu TaHHHA

OcHoBaHus

Jara Ha
BIIMCBaHE

6. Emennet
Pasargad

H3B. omre xaro:

Anzu Team, Holy Souls, Aria Sepehr
Ayandehsazan, Haywire Kitten

Mscro Ha peructpanus: Texepan,
Upan

Peructpanunonen Homep: 554267

OCHOBHO MSCTO Ha CTOIIAHCKA
nenHoct: Texepan, Mpan

Emennet Pasargad e upancku u3BbpIuuTes Ha KubepaTaku
(Ipy>KeCTBO), YMATO MHILICHA Ca MHOXKECTBO 00Opa3yBaHUsl, 10-
CHEIHAIIHO B IbP>KAaBUTE UJICHKHU, KakTO 1 B ChbeIMHEHUTE LIaTH

(CALLD).

Emennet Pasargad, pabotemio nog ncepnonnma Anzu Team, e B3e0 Ha
npunen nudpposa uadpacTpykrypa B LLIBenus u € KoMmpoMeTHpano
mBezcka yciyra 3a SMS, 3acsraiia ronsim 6poit xopa. OcBeH ToBa,
neicraiiku noj icepnonuma Holy Souls, o6pa3yBanmero e
KOMITpOMeTHupalo 0azara JaHHU Ha aDOHATUTE HA (PPEHCKOTO
caTupu4Ho criucanue ,,llapaun E6o* u ru e pexnamupao ¢ e
npojax0a B TbMHATa Mpexka. Emennet Pasargad e komnpomerupano
peknaman OmndopoBe mo Bpeme Ha Onmmruiickute urpu B [aprk u e
BOZIeNI0 kKammanuu 3a nesundopmanus. Emennet Pasargad cbiio taka ce
€ OMUTBAJIO Ja ce HamecH B mpe3usieHTckuTe n3oopu B CAILL npes

2020 r., 3acTpamaBaiiki J€EMOKpALAATA U IPUHIMIINTE HA [TPaBOBaTa
IbpKaBa, KaTo MoJyyaBa OBEpUTEIHA HH(OpMaLUs 32 aMEPUKAHCKUTE
[JIACOMOAABATENHN M HEPA3peIleH JOCThII O KOMIIOThpPHATa MpeKa Ha
aMEepUKaHCKO MEJUITHO JPY>KECTBO.

CrnenoBarenno Emennet Pasargad e oTroBopHO 3a kubeparaku che
3HAYUTEIHO BB3/ICHCTBHUE, KOUTO MPEACTABIIABAT BHHIIIHA 3aIIaxa 3a
IbPKABUTE YICHKH, KAKTO U 32 KMOepaTaku ChC 3HAYUTEITHO
BB3JICHCTBUE CPENLy TPETA IbprKaBa.

+

OB: MOJ'DI, BBBCACTC AaTaTa Ha BJIIM3aHC B CUJIda HA HACTOAI U PCTIIAMCHT.
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HaumenoBanue NnentndukainoHHu TaHHHA OcHoBaHus Jara Ha
BITMCBaHE
7. Anxun EERRABEAT Anxun Information Technology Co. Ltd. e npyxecTBO cbc ceqanuiie B M
Information Kwuraiickara HaponHa penyOiarka, KOeTo Impeajara yciayruTe ,,XakepCcKu
Technology (M3n1MCBaHE HA KMTAWCKU €3UK) aTaku 1o nopbuka‘““. HeroBa Muniena ca kpuTuuHata HHGPACTPYKTypa U
Co. Ltd. W38, owwe kato: I-Soon KPUTHYHHTE AbP>KaBHU (PYHKIIMM Ha IbpKaBUTE WICHKH. To e
. . OCBIIECTBSIBAJIO IOCTHII 10 KiIacupuuvpana nHdopmalus, KosTo €
Anpeg: Room 1002, Qla}ngqlang npoaasaino. Oceen ToBa Anxun Information Technology Co. Ltd. e
B‘}lldmg, N.O- 1.3 18 Qixin Road, aTaKyBaJIO MPABUTEJICTBA HA PA3JIMYHU TPETH IbPKABH, Ch3AaBalKH 110
Minhang District, Shanghai TO3M HAYMH ONACHOCT 3a neaute Ha Chro3a, CBBP3aHy ¢ 00maTa
EMHEH ThPrOBCKO-/aHbYEH BBHIIIHA MONUTHKA U TonuTHKa Ha curypHoct (OBIIIIC), ceriacHo
PErHCTPALHOHEH HOMEP: yjeH 21, maparpad 2, 6yxsu a—-s ot Jlorosopa 3a EBponeiickus cbio3.
91510105332025597A (k/IoH B Anxun Information Technology Co. Ltd. u3Bnuua 3nauntenHa
CohuyaH) MKOHOMHYECKA T10J13a OT MPEIOCTABIHUTE YCIYTH.
EMHEH ThPrOBCKO-/aHbYEH Caenosarenno Anxun Information Technology Co. Ltd. e orroBopHO 3a
DPErHCTPALMOHEH HOMED: KHOEepaTaky ChC 3HAYUTEITHO BB3ACHCTBUE, KOUTO MPEICTABIISBAT
91310116561906136G (k110H B BBHIITHA 3aIJiaxa 3a IbP)KaBUTE YJICHKHU, KAKTO U 32 KHOepaTaku ChC
Ilanxaif) 3HAYUTEITHO BB3/ICHCTBHE CPEILy TPETH AbPKaBH.
* OB: Mous, BbBesleTe JaTaTa Ha BJM3aHE B CHJIA HA HACTOSILUS PErilaMeHT.
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HaumenoBanue

NnentndukainoHHu TaHHHA

OcHoBaHus

JlaTa Ha
BIIMCBaHE

VYeoOcaiit: i-soon.net, isoon.net, i-
soon.com.cn, isoonren.com,
1soon.win

Teneponnu HOMepa:
+862161119992, +8605645893417,
+8613761671735, +864000665915

Email:
shutdown@163.com,

1soon2015@126.com,
tao_tingting@i-soon.net, li_ping@i-

soon.net
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