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EXPLANATORY MEMORANDUM

1. CONTEXT OF THE PROPOSAL
. Reasons for and objectives of the proposal

The last decades have witnessed an increase of people travelling by air as well as efficiency-
driven innovations which result in bigger airplanes and lead to a need for more efficient passenger
flows at airports. In 2019, the International Civil Aviation Organisation (ICAO) reported 4.5
billion passengers globally carried by air transport on scheduled services,' with over half a billion
passengers that enter or leave the EU every year,? putting a strain on external air borders.

The processing of Advance Passenger Information (API), as provided for in the current API
Directive® as well as this proposal, is a border management tool contributing to the
effectiveness and efficiency of border checks, by facilitating and speeding up traveller
clearance, as well as an instrument to counter illegal immigration. API data is a set of identity
information regarding the passengers contained in their travel documents combined with
flight information collected at check-in and transferred to the border authorities of the country
of destination. As these authorities receive API data in advance of a flight’s arrival, they can
screen ahead, in accordance with the applicable legislation, travellers against risk-profiles,
watchlists and databases, thus expediting border checks for persons travelling in good faith
and spend more resources and time to identify travellers who need further investigation upon
arrival.

The establishment of systems for the collection and transfer of API data is an international
standard under the Convention on International Civil Aviation (Chicago Convention*) since
2017. In the EU, it is regulated by the API Directive. That Directive imposes an obligation on air
carriers to transfer API data, upon request, to the border authorities of the country of destination
prior to the flight’s take-off. It does not impose though an obligation on Member States to request
API data from air carriers, thus creating gaps and inconsistencies in the way data is collected and
used, with a few Member States collecting API data systematically while others do not.”> On
average, for all Member States combined, it is estimated that API data is collected on 65% of
inbound flights.® This creates a situation where it is easy for individuals who want to avoid
checks and to bypass routes where API data is consistently collected and instead travel to their
destination via flight routes where API data is less often or not at all used.

The recent API Directive evaluation demonstrated that even where Member States request
API data, their national authorities do not always use API data in a consistent way. Indeed,

! ICAO, The World of Air Transport in 2019, https://www.icao.int/annual-report-2019/Pages/the-world-
of-air-transport-in-2019.aspx.

Source: Eurostat (online data code: avia paoc); these figures include the passenger transport in all
current EU Member States (27 Member States).

Council Directive 2004/82/EC of 29 April 2004 on the obligation of carriers to communicate passenger
data, OJ L 261, 6.8.2004, p. 24.

Chicago Convention or Convention on International Civil Aviation adopted in 1944, which established
the International Civil Aviation Organisation (ICAQO). All Member States are parties to the Chicago
Convention. ICAO Convention on International Civil Aviation.

European Commission, Staff Working Document, Evaluation of the Council Directive 2004/82/EC on
the obligation of carriers to communicate passenger data (API Directive), Brussels, 8.9.2020,
SWD(2020)174 final.

See Impact Assessment.
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API data allows border guards to perform pre-checks on the identity of passengers and the
validity of the travel document used against the databases provided for in the Schengen
Borders Code.” However, not all Member States use the API data for pre-checks against the
databases set out in the Schengen Borders Code.® Indeed, Ireland, which is not taking part in
the Schengen Borders Code, applies similar domestic legislation. That will not change as a
consequence of the proposed Regulation.

The API Directive sets only limited criteria for the collection, transmission and processing of
API data as regards the flight coverage for the collection of data, the data elements to be
collected, or the means to capture the data — which do not take into account the evolutions in
international standards and guidelines concerning API data collection.” This leads to very
diverging practices, which hampers not only the effectiveness and efficiency of the border
checks but also represents an additional burden on air carriers that need to comply with a
different set of requirements depending on the routes on which they transport passengers and the
Member State requesting API data. Aligning the collection and transmission of API data with
these international API data standards would ensure compliance of the API requirements by
the air industry. An effective use of API data requires the data to be accurate, complete and
up-to-date. If identity data is not reliable and verified, which sometimes is not the case today,
cross-checks in databases will not yield reliable operational results. As online check-in has
become a common practice in the past 20 years, API data from a travel document is increasingly
manually transcribed or “self-declared” by passengers. Incomplete, incorrect or outdated API data
transferred to national authorities can lead to loopholes in the types of checks that border
authorities can perform and ultimately impact travellers who can be subject to incorrect and
unnecessary checks. The need to ensure that API data collected is of sufficient quality is closely
linked to the means used by airlines to ensure that the relevant API data collected corresponds to
information displayed on travel documents. The current API framework does not prescribe the
means for collecting API data from travellers. As opposed to manually transcribed information,
automated collection of the data would lead to less quality issues and a more effective and
efficient use of API data, also contributing to the reduction of the time invested by competent
border authorities in their interaction with carriers.

Therefore, the revision of the current legal framework on the collection and transfer of API
data offers an opportunity to enhance external border management and the combating of
illegal immigration. It does so by helping to ensure that every person travelling by air from a
third country or a Member State not participating in the proposed Regulation to the Union
(more specifically, to the States participating in the Schengen area without controls at internal
borders (the ‘Schengen area’) as well as Ireland), meaning third-country nationals, stateless
persons and EU citizens, can be pre-checked with API data prior to their arrival and that
Member States apply uniform criteria as regards such collection and transfer for the purposes
of the controls at the external borders and of combating illegal immigration. By facilitating

7 Article 8(2)(a) of the Schengen Borders Code (Regulation (EU) 2016/399 of the European Parliament
and of the Council of 9 March 2016 on a Union Code on the rules governing the movement of persons
across borders (Schengen Borders Code) refers to the SIS, Interpol’s Stolen and Lost Travel Documents
(SLTD) database, and national databases containing information on stolen, misappropriated, lost and
invalidated travel documents.

See European Commission, Directorate-General for Migration and Home Affairs, Study on Advance
Passenger Information (API): evaluation of Council Directive 2004/82/EC on the obligation of carriers
to communicate passenger data, Publications Office, 2020, https://data.europa.eu/doi/10.2837/882434,
p- 149.

o WCO/TATA/ICAO Guidelines on Advanced Passenger Information (API), 2014. See Annex 5 of the

Impact Assessment.
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passenger flows at airports and speeding up border checks, this proposal contributes to
ensuring that systematic checks can be efficiently performed on every air passenger, in
accordance with applicable legislation.'”

. Consistency with existing policy provisions in the policy area

This proposal addresses the need for common rules on the collection and transfer of API data
for border management purposes and for combating illegal immigration, which is linked to
the existence of the Schengen area and the establishment of common rules governing the
movement of persons across the external borders. This proposal is consistent with obligations
set out in the Schengen Borders Code on checks on persons at the external borders. The
proposed Regulation comes within the wider landscape of the large-scale EU information
systems that has developed substantially since the adoption of the API Directive in 2004.
Additionally, the strategic guidelines adopted by the European Council in June 2014 foresee
extensions of the procedures undertaken by the border guards at the external borders to
increase effectiveness of checks ahead of the border control post and to limit adverse effects
at the borders. These include: the Schengen Information System (SIS), the Visa Information
System (VIS) and the Eurodac system.'! In addition, three new systems are currently in
development phase: the Entry/Exit System (EES), the European Travel Information and
Authorisation System (ETIAS) and the centralised system for the identification of Member
States holding conviction information on third-country nationals and stateless persons
(ECRIS-TCN system).!? All these current and future systems are linked through the
interoperability framework for the EU information systems'® for security, border and
migration management, adopted in 2019, and which is currently being put in place. The
revisions included in this proposal take account of the interoperability framework.

In particular, the proposed router, avoids duplicating technical components by sharing
components of the ETIAS carrier gateway. The ETIAS carrier gateway provides carriers with
the technical means to query the ETIAS status of visa exempt third country nationals
travelling to the Member States. The proposed Regulation ensures that the different data
processes are differentiated and kept strictly separate and that the access rights laid down in
the different EU instruments are respected. Moreover, the proposed Regulation links the work
of the existing eu-LISA EES-ETIAS Advisory Group with the future work on API, building
efficiency and economies of scale by avoiding duplications of working groups.

As regards the Schengen area, see European Commission, State of Schengen Report 2022, COM(2022)
301 final/2, 24.5.2022, https://eur-lex.europa.cu/legal-
content/EN/TXT/PDF/?uri=CELEX:52022DC0301.

i The SIS (Regulation (EU) 2018/1861 of the European Parliament and of the Council of 28 November
2018 on the establishment, operation and use of the Schengen Information System (SIS) in the field of
border checks, and amending the Convention implementing the Schengen Agreement, and amending
and repealing Regulation (EC) No 1987/2006) assists competent authorities in the EU to preserve
internal security in the absence of internal border checks and the VIS allows Schengen States to
exchange visa data. The Eurodac system establishes an EU asylum fingerprint database enabling
Member States to compare the fingerprints of asylum applicants in order to see whether they have
previously applied for asylum or entered the EU irregularly via another Member State.

The EES and ETIAS will strengthen security checks on travellers holding a short-term visa and those
travelling visa-free to the Schengen area by enabling advance irregular migration and security vetting.
The ECRIS-TCN system will address the identified gap in the exchange of information between
Member States on convicted non-EU nationals.

13 Regulation (EU) 2019/817 and Regulation (EU) 2019/818.
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As explained above, the border checks that the rules of the proposed Regulation are intended
to facilitate and enhance are to be conducted under the Schengen Borders Code where
applicable or under national law.

In addition, generally applicable acts of EU law will apply in accordance with the conditions
set out therein. Where the processing of personal data is concerned, that holds true, in
particular, for the General Data Protection Regulation (GDPR)'* and the EU Data Protection
Regulation'®. Those acts are left unaffected by the present proposal.

The applicability of the abovementioned acts of EU law mean to the processing of the API data
received under this Regulation mean that the Member States are implementing EU law within the
meaning of Article 51(1) of the Charter, meaning that the rules of the Charter apply as well. In
particular, the rules of those acts of EU law are to be interpreted in the light of the Charter.

The ICAO guidelines'® on Machine Readable Travel Documents are transposed in Regulation
2019/1157 on strengthening the security of identity cards of Union citizens and Regulation
2252/2004 on standards for security features and biometrics in passports. These Regulations
are the precursors to enable an automated extraction of complete and high-quality data from
travel documents.

The proposed Regulation would continue to be part of to the Schengen acquis. The API data
will continue to be received and further processed by the competent border authorities of the
Member States, solely for the purposes of border management and combating illegal
immigration for which the API data was collected under the proposed Regulation.

This proposal is closely linked to the proposal for a Regulation on the collection and transfer
of API data for the prevention, detection, investigation and prosecution of terrorist offences
and serious crime, insofar as both proposals contain similar provisions on the list of API data
elements, the collection of API data by automated means and the transfer of the data to the
router.

2. LEGAL BASIS, SUBSIDIARITY AND PROPORTIONALITY

. Legal basis

For the present proposed Regulation on the collection and transfer of API data for border
management purposes and for combating illegal immigration, in view of the aim and the
measures provided for, the appropriate legal basis is Article 77(2)(b) and (d) and Article
79(2)(c) of the Treaty on the Functioning of the European Union (TFEU).

14 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data.

5 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the

protection of natural persons with regard to the processing of personal data by the Union institutions,
bodies, offices and agencies and on the free movement of such data, and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC (OJ L 295, 21.11.2018, p. 39).

16 ICAO, Document 9303, Machine Readable Travel Documents, Eigth Edition, 2021, available at:
https://www.icao.int/publications/documents/9303 pl_cons_en.pdf.

EN


https://www.icao.int/publications/documents/9303_p1_cons_en.pdf

EN

Under point (b) of paragraph 2 of Article 77 TFEU, the Union has the power to adopt
measures relating to the checks to which persons crossing external borders are subject, and
under point (d) the Union has the power to adopt any measure necessary for the gradual
establishment of an integrated management for external borders. Under point (c) of paragraph
2 of Article 79 TFEU, the Union has the power to adopt measures relating to illegal
immigration.

In this manner, consistency is ensured with the current API Directive, which is based on the
same provisions.

. Subsidiarity

The TFEU explicitly empowering the Union to develop a common policy on the checks to
which persons crossing external borders are subject, this is a clear objective to be pursued at
EU level. At the same time, this is an area of shared competence between the EU and the
Member States.

The need for common rules on the collection and transfer of API data for border management
and combating illegal immigration is linked, in particular and without prejudice to Ireland’s
specific position, to the creation of the Schengen area and the establishment of common rules
governing the movement of persons across the external borders, in particular with the
Schengen Borders Code.!” In this context, the decisions of one Member State affect other
Member States, therefore it is necessary to have common and clear rules and operational
practices in this area. Efficient and effective external border controls require a coherent
approach across the entire Schengen area, including on the possibility of pre-checks of
travellers with API data.

The need for EU action on API data at this point in time also stems from recent legislative
developments on Schengen external border management, notably:

— The 2019 Interoperability Regulation'® will enable systematic checks of persons
crossing the external borders against all available and relevant information in
EU centralised information systems for security, border and migration
management. Establishing a centralised transmission mechanism for API data
at EU level is a logical continuation of this concept. Following the concepts
included in the Interoperability Regulations, the centralised transmission of
API data could in the future lead to using this data to query various databases
(SIS, Europol data) via the European Search Portal.

— At the external borders, the use of API data would effectively complement the
imminent implementation of the FEuropean Travel Information and
Authorisation System (ETIAS) and of the Entry Exit System (EES). The use of
API data would remain necessary for external border management as it informs
border guards in advance whether a traveller has effectively boarded a plane

17 Regulation (EU) 2016/399 of the European Parliament and of the Council of 9 March 2016 on a Union
Code on the rules governing the movement of persons across borders (Schengen Borders Code).

18 Regulation (EU) 2019/817 of the European Parliament and of the Council of 20 May 2019 on
establishing a framework for interoperability between EU information systems in the field of borders
and visa.
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and is about to enter the Schengen area, thus facilitating the border check that
will take place once that traveller arrives at the external borders.

. Proportionality

According to the principle of proportionality laid down in Article 5(4) TEU, there is a need to
match the nature and intensity of a given measure to the identified problem. All problems
addressed in this legislative initiative call, in one way or another, for EU-level legislative
action enabling Member States to tackle these problems effectively without going beyond
what is necessary to tackle those problems.

With this proposal, the legal framework for the collection and transfer of API data for the
purposes of external border management and combating illegal immigration will be
reinforced. It will strengthen the API data as an instrument enhancing the pre-checks of
travellers at external borders, thus contributing not only to the effectiveness and efficiency of
the checks themselves, but also to the aim of tackling illegal immigration, specifically in
connection to cross-border air travel and the responsibilities of the air carriers in this regard.
In alignment with international standards and recommended practices, this proposal will
require air carriers to collect and transfer API data for all flights into the Union, as defined in
the proposal. The obligations set out in this proposal are limited to what is necessary to
achieve this objective. More specifically, this proposal establishes clear rules, among others,
on what constitutes API data, on which flights air carriers should collect API data and the
transfer thereof. By way of a Regulation, this proposal will establish a consistent approach to
the use of API data for external border management and combating illegal immigration. Such
standardisation of API requirements across Member States will contribute to increased legal
certainty and foreseeability, and therefore also increased compliance by air carriers.

Proportionality is further ensured through several elements of the proposed Regulation, such
as the limitation only to incoming flights, the targeting of the requirement to use automated
means to only certain API data and safeguards as regards the manner and purpose of the
processing of API data.

The proposed Regulation envisages the creation of a router that would serve as a single
connecting point between Member States and air carriers, in line with international
recommendations and it establishes an EU approach for the collection and transmission of
API data. The transmission of API data through the router will reduce costs on the air industry
and would ensure that border guards have access to fast and seamless access to API data they
need to perform in the context of advanced border checks. This approach will drastically
reduce the number of connections to establish and maintain from a Member States’
perspective. Conversely, this will reduce the complexity for air carriers to maintain
connections with competent border authorities and introduce economies of scale. An EU
Agency, namely eu-LISA, will be responsible for the design, development, hosting and
technical management of the router. The transfer of the API data through the router will
support the monitoring of flights and thus reduce the probability that a carrier did not comply
with the obligation to communicate API data as prescribed in this proposal.

o Choice of the instrument

A Regulation is proposed. As assessed in the impact assessment accompanying this proposal
and in view of the need for the proposed measures to be directly applicable and uniformly
applied across Member States, a Regulation is the appropriate choice of legal instrument.
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3. RESULTS OF EX-POST EVALUATIONS, STAKEHOLDER
CONSULTATIONS AND IMPACT ASSESSMENTS

. Ex-post evaluations of existing legislation

The evaluation of the API Directive!® found that the rationale for collecting API data and
transferring it to the competent border authorities is still valid 15 years after the entry into
force of the Directive. The current objectives of the Directive, notably improving border
control management, which can in turn also help combating irregular migration, remain
highly pertinent to the needs of the relevant stakeholders and the wider societies. In addition,
collecting and transferring API data was also found relevant to facilitate legitimate travel.

The evaluation found that the lack of harmonisation in the implementation of the Directive is
an obstacle to its effectiveness and coherence. As a result of the minimum requirements
imposed by the Directive, the implementation of API systems, and also the actual usage of
API data, show a fragmented picture. In addition, the option left to Member States in
connection to the use of API data for law enforcement purposes,?® without providing a clear
definition of this purpose nor laying down a framework, led to a disjointed implementation at
national level. The evaluation also found discrepancies with other EU instruments causing
operational challenges in practice and uncertainty for affected parties, in particular data
subjects. The personal data protection requirements contained in the API Directive are not
fully in line with the most recent developments in the field. Furthermore, the API Directive is
not fully coherent with the international regulatory framework on passenger information,
especially as concerns data fields and transmission standards.

The evaluation highlighted a number of shortcomings related to the API Directive, i.e. the
lack of (i) standardisation and harmonisation, (ii) certain data protection safeguards and (iii)
clear alignment with the latest policy and legal developments at EU level. These elements
affect the impact of the Directive, create burden on the stakeholders and generate a certain
level of legal uncertainty, both for the air carriers collecting and transferring the API data, for
the competent border authorities receiving and further processing them, and ultimately for the
passengers.

The findings of the evaluation supported the preparation of the impact assessment and of this
proposal.

. Stakeholder consultations

The preparation of this proposal involved a wide range of consultations of concerned
stakeholders, including Member States’ authorities (competent border authorities, Passenger
Information Units), transport industry representatives and individual air carriers. EU agencies
— such as the European Border and Coast Guard Agency (Frontex), the EU Agency for Law
Enforcement Cooperation (Europol), the EU Agency for the Operational Management of
Large-Scale IT systems in the Area of Freedom, Security and Justice (eu-LISA) and the EU
Agency for Fundamental Rights (FRA), also provided input in light of their mandate and
expertise. This initiative also integrates the views and feedback received during the public

European Commission, Staff Working Document, Evaluation of the Council Directive 2004/82/EC on
the obligation of carriers to communicate passenger data (API Directive), Brussels, 8.9.2020,
SWD(2020)174 final.

20 See Article 6, last subparagraph, of the API Directive.
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consultation carried out end of 2019 within the framework of the evaluation of the API
Directive.?!

Consultation activities in the context of the preparation of the impact assessment supporting
this proposal gathered feedback from stakeholders using various methods. These activities
included notably an inception impact assessment, an external supporting study and a series of
technical workshops.

An inception impact assessment was published for feedback from 5 June 2020 to 14 August
2020, with a total of seven contributions received providing feedback on the extension of the
scope of the future API Directive, data quality, sanctions, relation of API and PNR data, and
protection of personal data.??

The external supporting study was conducted based on desk research, interviews and surveys
with subject matter experts which examined different possible measures for the processing of
API data with clear rules that facilitate legitimate travel, are consistent with interoperability of
EU information systems, EU personal data protection requirements, and other existing EU
instruments and international standards.

The Commission services also organised a series of technical workshops with experts from
Member States and Schengen Associated Countries. These workshops aimed at bringing
together experts for an exchange of views on the possible options which were envisaged to
strengthen the future API framework for the purposes of border management and combating
illegal immigration, and also for fighting crime and terrorism.

The accompanying impact assessment sets out a more detailed description of the stakeholder
consultation (Annex 2).

. Impact assessment

In line with the Better Regulation Guidelines, the Commission conducted an Impact
Assessment, as presented in the accompanying Staff Working document.?®> The Regulatory
Scrutiny Board reviewed the draft impact assessment at its meeting of 28 September 2022 and
delivered its positive opinion on 30 September 2022.

In view of the problems identified in respect of the collection and transfer of API data, the
Impact Assessment evaluated policy options on the scope of collection of API data for the
abovementioned purposes, together with options on the means to improving the quality of
API data. As regards the collection of API data for external border management and
combating illegal immigration, the impact assessment considered the collection of API data
on all extra-Schengen inbound flights on the one hand, and the collection of API data on all
extra-Schengen inbound and outbound flights on the other hand. In addition, the Impact
Assessment also considered options to improve the quality of API data — either to collect API
data using automated and manual means, or to collect API data using automated means only.

As the full API data set is generated once the passengers are on board of a plane, the border
guards would only receive the API data after the physical exit checks of the travellers and

2 Evaluation of the API Directive, SWD(2020)174.

2 https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12434-Border-law-
enforcement-advance-air-passenger-information-API-revised-rules_en.

3 SWD(2022) 422 final (13.12.2022).
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examination of their passports, and hence too late to support the work of the border guards,
hence the option for the collection of API data on all relevant inbound and outbound flights
was not selected as part of the preferred option.

Based on the findings of the Impact Assessment report, the preferred option for an API
instrument for said purposes includes the collection of API data on all relevant inbound
flights, with the collection by air carriers of certain API data by automated means only. A
combination of these options would improve Member States’ capacity to use API data to
effectively and efficiently pre-check air travellers ahead of their arrival at external borders. A
standardisation of the requirements for the collection and transfer of API data would increase
compliance of airline industry as it would be faced with the same requirements in all Member
States. More reliable and verified API data, including the API data collected by automated
means would allow for the identification of high-risk travellers and ensure a speedier
facilitation of external border checks and clearance of passengers upon arrival. The proposal
is consistent with the climate-neutrality objective set out in the European Climate Law?* and
the Union 2030 and 2040 targets.

The Impact Assessment also considered — and discarded — options such as the collection of
API data from other means of transport, such as maritime, rail and bus transport operators.
The Impact Assessment set out that there are already EU and international rules requiring
maritime transport operators to transfer passenger information in advance to Member States’
border authorities on incoming and outgoing routes. An additional EU obligation on maritime
transport operators to transfer API data would therefore be redundant. Compared to the air
transport sector, the collection of passenger data is more challenging for land transport
operators such as rail or bus (absence of check-in processes, no systematic issuance of
nominative tickets) and would require heavy investments in the physical infrastructure of
operators, with substantial consequences on their economic model and on passengers. The
decision not to cover these aspects in the present proposed Regulation is without prejudice to
practices of some Member States requesting passenger data on rail connections based on
national law, provided they comply with EU law.

. Fundamental rights and protection of personal data

This initiative provides for the processing of personal data of travellers and therefore limits
the exercise of the fundamental right to the protection of personal data as guaranteed by
Article 8 of the Charter of Fundamental Rights of the EU (‘Charter’) and Article 16 of the
TFEU. As underlined by the Court of Justice of the EU (CJEU),? the right to the protection of
personal data is not an absolute right, but any limitation must be considered in relation to its
function in society and comply with the criteria set out in Article 52(1) of the Charter.?
Personal data protection is also closely linked to respect for the right to privacy, as part of the
right to private and family life protected by Article 7 of the Charter.

24 Article 2(1) of Regulation (EU) 2021/1119 of 30 June 2021 establishing the framework for achieving
climate neutrality (European Climate Law).
25 CJEU, judgment of 9.11.2010, Joined Cases C-92/09 and C-93/09 Volker und Markus Schecke and

Eifert [2010] ECR I-0000.

In line with Article 52(1) of the Charter, limitations may be imposed on the exercise of the right to data
protection as long as the limitations are provided for by law, respect the essence of the right and
freedoms and, subject to the principle of proportionality, are necessary and genuinely meet objectives of
general interest recognised by the European Union or the need to protect the rights and freedoms of
others.

26
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The obligation on air carriers to collect API data on all travellers crossing the external borders
and subsequently transfer that API data, via the router, to the competent border authorities
corresponds to the objective of helping to ensure that pre-checks at external borders are
carried out effectively and efficiently on all travellers entering Member States, thus also
contributing to the objective of combating illegal immigration. While no decisions will be
taken by competent border authorities solely based on API data, this proposal will enable
border authorities to organise their activities in advance and facilitate the entry of bona fide
passengers and the detection of other passengers. The interference with the aforementioned
fundamental rights is limited to what is strictly necessary to achieve the objectives mentioned,
in particular by limiting the collection of identity data to information contained in the
travellers’ travel document and by limiting the extent of the processing to the minimum
necessary, including as regards the time period during which personal data is kept.

The mandatory use of automated means by air carriers to collect API data from travellers can
lead to additional risks from the viewpoint of the protection of personal data. However, such
have been limited and mitigated. Firstly, the requirement applies only in respect of certain
API data, where automated means are to be used responsibly with regards to the machine-
readable data on travellers’ documents. Secondly, the proposed Regulation contains
requirements regarding the automated means to be used, which are to be elaborated further in
a delegated act. Finally, several safeguards are provided for, such as logging, specific rules on
the protection of personal data and effective supervision.

This proposal also includes additional and specific safeguards to ensure compliance with the
Charter, including as regards the security of processing of personal data, deletion and purpose
limitation and the travellers’ right of information.

Furthermore, whilst — apart from the provision ensuring compliance with the principle of
purpose limitation — the proposed Regulation would not regulate the use that the competent
border authorities make of the API data that they receive thereunder, since that is already
covered by other legislation (Schengen Borders Code, personal data protection law, the
Charter), in the interest of clarity it is recalled in the recitals that any such use may not lead to
any discrimination precluded under Article 21 of the Charter.

4. BUDGETARY IMPLICATIONS

This legislative initiative on the collection and transfer of API data for facilitating external border
controls would have an impact on the budget and staff needs of eu-LISA and Member States’
competent border authorities.

For eu-LISA, it is estimated that an additional budget of around EUR 45 million (33 million under
current MFF) to set-up the router and EUR 9 million per year from 2029 onwards for the technical
management thereof, and that around 27 additional posts would be needed for to ensure that eu-
LISA has the necessary resources to perform the tasks attributed to it in this proposed Regulation
and in the proposed Regulation for the collection and transfer of API data for the prevention,
detection, investigation and prosecution of terrorist offences and serious crime.

For Member States, it is estimated that EUR 27 million (EUR 8 million under the current
Multiannual Financial Framework) dedicated to upgrading the necessary national systems and
infrastructures for border management authorities, and progressively up to EUR 5 million per year
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from 2028 onwards for the maintenance thereof, could be entitled for reimbursement by Border
Management and Visa Instrument fund”’. Any such entitlement will ultimately have to be
determined in accordance with the rules regulating those funds as well as the rules on costs
contained in the proposed Regulation.

In view of the close connection between this proposed Regulation and the proposed Regulation
for the collection and transfer of API data for the prevention, detection, investigation and
prosecution of terrorist offences and serious crime, particularly as regards the transfer of API data
to the router, the legislative financial statement, in annex of this proposed Regulation, is identical
to both proposals.

5. OTHER ELEMENTS
. Implementation plans and monitoring, evaluation and reporting arrangements

The Commission would ensure that the necessary arrangements are in place to monitor the
functioning of the measures proposed and evaluate them against the main policy objectives.
Four years after the commencement of operations of the proposed Regulation, and every four
years thereafter, the Commission would submit a report to the European Parliament and the
Council assessing the implementation of the Regulation and its added value. The report would
also report on any direct or indirect impact on relevant fundamental rights. It would examine
results achieved against objectives and assess the continuing validity of the underlying
rationale and any implications for future options.

The mandatory nature of the obligation to collect API data and the introduction of the router
will allow for a clearer view on both the collection and transmission of API data by air
carriers and the subsequent use of API data by Member States in accordance with applicable
national and Union legislation. This will support the European Commission in its evaluation
and enforcement tasks by providing the Commission with reliable statistics on the volume of
data transmitted and on the flights for which API data would be requested.

. Variable geometry

This proposal builds upon and develops the Schengen acquis regarding external borders in
that it concerns the crossing of external borders. Therefore, the following consequences in
relation to Protocol (No 19) on the Schengen acquis integrated into the framework of the
European Union annexed to the TEU and to the TFEU and Protocol (No 22) on the Position
of Denmark annexed to the TEU and to the TFEU should be considered.

The proposal is covered by the measures of the Schengen acquis in which Ireland takes part in
accordance with Article 6(2) of Council Decision 2002/192/EC of 28 February 2002
concerning Ireland’s request to take part in some of the provisions of the Schengen acquis®®.
Specifically, the participation of Ireland in this proposal relates to the responsibilities of the
Union for taking measures developing the provisions of the Schengen acquis against illegal

immigration in which Ireland participates. Ireland participates, in particular, in view of the

2 Regulation (EU) 2021/1148 of the European Parliament and of the Council of 7 July 2021 establishing,
as part of the Integrated Border Management Fund, the Instrument for Financial Support for Border
Management and Visa Policy.

B OJ L 64, 7.3.2002, p. 20.
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inclusion in Article 1(1) of that Council Decision of a reference to Article 26 of the
Convention implementing the Schengen Convention regarding air carriers’ responsibilities in
respect of aliens who are refused entry and alien’s possession of the required travel
documents. Ireland participates in the entire proposed Regulation.

In accordance with Articles 1 and 2 of Protocol No 22 on the Position of Denmark annexed to
the Treaty on European Union (TEU) and to the TFEU, Denmark will not take part in the
adoption of this proposal and is not bound by it or subject to its application once adopted.
Given that the proposed Regulation will build upon the Schengen acquis, Denmark is, in
accordance with Article 4 of that Protocol, to decide within a period of six months after the
Council has decided on this proposal whether it will implement it in its national law.

As regards Cyprus, Bulgaria and Romania and Croatia, the proposed Regulation will
constitute an act building upon, or otherwise relating to, the Schengen acquis within, the
meaning of, respectively, Article 3(1) of the 2003 Act of Accession, Article 4(1) of the 2005
Act of Accession and Article 4(1) of the 2011 Act of Accession.

With regard to Iceland, Norway, Switzerland and Liechtenstein the proposed Regulation will
constitute a development of provisions of the Schengen acquis within the meaning of their
respective Association Agreements.

. Detailed explanation of the specific provisions of the proposal

Chapter 1 sets out the general provisions for this Regulation, starting with rules on its subject
matter and scope. It also provides a list of definitions.

Chapter 2 sets out the provisions for the collection and transfer of API data, namely a clear set
of rules for the collection of API data by air carriers, rules regarding the transfer of API data
to the router, the processing of API data by competent border authorities, and the storage and
deletion of API data by air carriers and those authorities.

Chapter 3 contains provisions for the transmission of API data through the router. More
specifically, it includes provisions describing the main features of the router, rules on the use
of the router, the procedure for the transmission of API data from the router to the competent
border authorities, deletion of API data from the router, the keeping of logs, and the
procedures in case of a partial or full technical impossibility to use the router.

Chapter 4 on contains a set of specific provisions on the protection of personal data. More
specifically, it specifies who the data controllers and data processor are for the processing of
API data constituting personal data pursuant to this Regulation. It also sets out measures
required from eu-LISA to ensure the security of data processing, in line with the provisions of
Regulation (EU) 2018/1725. It sets out measures required from air carriers and competent
border authorities to ensure their self-monitoring of compliance with the relevant provisions
set out in this Regulation and rules on audits.

Chapter 5 regulates certain specific issues relating to the router. It contains requirements on
the connections to the router of competent border authorities and air carriers. It also sets out
the tasks of eu-LISA relating to the design and development of, the hosting and technical
management of, and other support tasks relating to, the router. The chapter additionally
contains provisions concerning the costs incurred by eu-LISA and Member States under this
Regulation, in particular as regards Member States’ connections to and integration with the
router. It also sets out provisions regarding liability for damage cause to the router, the start of
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operations of the router and the possibility of voluntary use of the router by air carriers subject
to certain conditions.

Chapter 6 contains provisions on supervision, possible penalties applicable to air carriers for
non-compliance of their obligations set out in this Regulation, rules relating to statistical
reporting by eu-LISA, and on the preparation of a practical handbook by the Commission.

Chapter 7 regulates the effects on other acts of EU law. More specifically, it contains the
provisions concerning the repeal of Directive 2004/82/EC and the necessary amendments to
other existing instruments, namely Regulation (EU) 2018/1726% and Regulation (EU)
2019/817.%°

Chapter 8 contains the final provisions of this Regulation, which concern the adoption of
delegated and implementing acts, the monitoring and evaluation of this Regulation, and its
entry into force and application.

» Regulation (EU) 2018/1726 of the European Parliament and of the Council of 14 November 2018 on
the European Union Agency for the Operational Management of Large-Scale IT Systems in the Area of
Freedom, Security and Justice (eu-LISA), and amending Regulation (EC) No 1987/2006 and Council
Decision 2007/533/JHA and repealing Regulation (EU) No 1077/2011, (OJ L 295, 21.11.2018, p. 99).

30 Regulation (EU) 2019/817 of the European Parliament and of the Council of 20 May 2019 on
establishing a framework for interoperability between EU information systems in the field of borders
and visa and amending Regulations (EC) No 767/2008, (EU) 2016/399, (EU) 2017/2226, (EU)
2018/1240, (EU) 2018/1726 and (EU) 2018/1861 of the European Parliament and of the Council and
Council Decisions 2004/512/EC and 2008/633/JHA, (OJ L 135, 22.5.2019, p. 27).
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2022/0424 (COD)

Proposal for a

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

On the collection and transfer of advance passenger information (API) for enhancing

and facilitating external border controls, amending Regulation (EU) 2019/817 and

Regulation (EU) 2018/1726, and repealing Council Directive 2004/82/EC

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular
Article 77(2), points (b) and (d), and Article 79(2), point (c), thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Economic and Social Committee®!,

Acting in accordance with the ordinary legislative procedure,

Whereas:

(1)

2)

The carrying-out of checks of persons at the external borders significantly contributes
to guaranteeing the long-term security of the Union, Member States and its citizens
and, as such, remains an important safeguard, especially in the area without internal
border control (‘the Schengen area’). Efficient and effective external border controls,
carried out in accordance with, in particular, Regulation (EU) 2016/399 of the
European Parliament and of the Council®? where applicable, help combating illegal
immigration and prevent threats to the Member States’ internal security, public policy,
public health and international relations.

The use of traveller data and flight information transferred ahead of the arrival of
travellers, known as advance passenger information (‘API’) data, contributes to
speeding up the process of carrying out the required checks during the border-crossing
process. For the purposes of this Regulation that process concerns, more specifically,
the crossing of borders between a third country or a Member State not participating in
this Regulation, on the one hand, and a Member State participating in this Regulation,
on the other hand. Such use strengthens checks at those external borders by providing
sufficient time to enable detailed and comprehensive checks to be carried out on all
travellers, without having a disproportionate negative effect on persons travelling in

31
32

EN

[0JC,,p..]

Regulation (EU) 2016/399 of the European Parliament and of the Council of 9 March 2016 on a Union
Code on the rules governing the movement of persons across borders (Schengen Borders Code) (OJ L
77,23.3.2016, p. 1).
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€)

(4)

()

(6)

(7)

(8)

good faith. Therefore, in the interest of the effectiveness and efficiency of checks at
external borders, an appropriate legal framework should be provided for to ensure that
Member States’ competent border authorities at such external border crossing points
have access to API data prior to the arrival of travellers.

The existing legal framework on API data, which consists of Council Directive
2004/82/EC>* and national law transposing that Directive, has proven important in
improving border controls, notably by setting up a framework for Member States to
introduce provisions for laying down obligations on air carriers to transfer API data on
passengers transported into their territory. However, divergences remain at national
level. In particular, API data is not systematically requested from air carriers and air
carriers are faced with different requirements regarding the type of information to be
collected and the conditions under which the API data needs to be transferred to
competent border authorities. Those divergences lead not only to unnecessary costs
and complications for the air carriers, but they are also prejudicial to ensuring effective
and efficient pre-checks of persons arriving at external borders.

The existing legal framework should therefore be updated and replaced to ensure that
the rules regarding the collection and transfer of API data for the purpose of enhancing
and facilitating the effectiveness and efficiency of border checks at external borders
and for combating illegal immigration are clear, harmonised and effective.

In order to ensure a consistent approach at international level as much as possible and
in view of the rules on the collection of API data applicable at that level, the updated
legal framework established by this Regulation should take into account the relevant
practices internationally agreed with the air industry and in the context of the World
Customs Organisation, International Aviation Transport Association and International
Civil Aviation Organisation Guidelines on Advance Passenger Information.

The collection and transfer of API data affects the privacy of individuals and entails
the processing of personal data. In order to fully respect fundamental rights, in
particular the right of respect for private life and the right to the protection of personal
data, in accordance with the Charter of Fundamental Rights of the European Union
(‘Charter’), adequate limits and safeguards should be provided for. In particular, any
processing of API data and, in particular, API data constituting personal data, should
remain limited to what is necessary for and proportionate to achieving the objectives
pursued by this Regulation. In addition, it should be ensured that the API collected and
transferred under this Regulation do not lead to any form of discrimination precluded
by the Charter.

In order to achieve its objectives, this Regulation should apply to all carriers
conducting flights into the Union, as defined in this Regulation, covering both
scheduled and non-scheduled flights, irrespective of the place of establishment of the
air carriers conducting those flights.

In the interest of effectiveness and legal certainty, the items of information that jointly
constitute the API data to be collected and subsequently transferred under this
Regulation should be listed clearly and exhaustively, covering both information

33

Council Directive 2004/82/EC of 29 April 2004 on the obligation of carriers to communicate passenger
data (OJ L 261, 6.8.2004, p. 24).
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(11)

(12)

(13)

relating to each traveller and information on the flight of that traveller. Such flight
information should cover information on the border crossing point of entry into the
territory of the Member State concerned in all cases covered by this Regulation, but
that information should be collected only where applicable under Regulation (EU)
[API law enforcement], that is, not when the API data relate to intra-EU flights.

In order to allow for flexibility and innovation, it should in principle be left to each air
carrier to determine how it meets its obligations regarding the collection of API data
set out in this Regulation. However, considering that suitable technological solutions
exist that allow collecting certain API data automatically while guaranteeing that the
API data concerned is accurate, complete and up-to-date, and having regard the
advantages of the use of such technology in terms of effectiveness and efficiency, air
carriers should be required to collect that API data using automated means, by reading
information from the machine-readable data of the travel document.

Automated means enable travellers to provide certain API data themselves during an
online check-in process. Such means could, for example, include a secure app on a
travellers’ smartphone, computer or webcam with the capability to read the machine-
readable data of the travel document. Where the travellers did not check-in online, air
carriers should in practice provide them with the possibility to provide the machine-
readable API data concerned during check-in at the airport with the assistance of a
self-service kiosk or of airline staff at the counter.

The Commission should be empowered to adopt technical requirements and
procedural rules that air carriers are to comply with in connection to the use of
automated means for the collection of machine-readable API data under this
Regulation, so as to increase clarity and legal certainty and contribute to ensuring data
quality and the responsible use of the automated means.

In view of the advantages offered by using automated means for the collection of
machine-readable API data and the clarity resulting from the technical requirements in
that regard to be adopted under this Regulation, it should be clarified that air carriers
that decide to use automated means to collect the information that they are required to
transmit under Directive 2004//82/EC have the possibility, but not the obligation, to
apply those requirements, once adopted, in connection to such use of automated
means, insofar as that Directive permits. Any such voluntary application of those
specifications in application of Directive 2004/82/EC should not be understood as
affecting in any way the obligations of the air carriers and the Member States under
that Directive.

In view of ensuring that the pre-checks carried out in advance by competent border
authorities are effective and efficient, the API data transferred to those authorities
should contain data of travellers that are effectively set to cross the external borders,
that is, of travellers that are effectively on board of the aircraft. Therefore, the air
carriers should transfer API data directly after flight closure. Moreover, API data helps
the competent border authorities to distinguish legitimate travellers from travellers
who may be of interest and therefore may require additional verifications, which
would necessitate further coordination and preparation of follow-up measures to be
taken upon arrival. That could occur, for example, in cases of unexpected number of
travellers of interest whose physical checks at the borders could adversely affect the
border checks and waiting times at the borders of other legitimate travellers. To
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(14)

(15)

(16)

(17)

(18)

(19)

provide the competent border authorities with an opportunity to prepare adequate and
proportionate measures at the border, such as temporarily reinforcing or reaffecting
staff, particularly for flights where the time between the flight closure and the arrival
at the external borders is insufficient to allow the competent border authorities to
prepare the most appropriate response, API data should also be transmitted prior to
boarding, at the moment of check-in of each traveller.

To provide clarity on the technical requirements that are applicable to air carriers and
that are needed to ensure the API data that they collected under this Regulation are
transferred to the router in a secure, effective and swift manner, the Commission
should be empowered to lay down specifications on the common protocols and
supported data formats to be used for those transfers.

In order to avoid any risk of misuse and in line with the principle of purpose
limitation, the competent border authorities should be expressly precluded from
processing the API data that they receive under this Regulation for any other purpose
than enhancing and facilitating the effectiveness and efficiency of border checks at
external borders and combating illegal immigration.

To ensure that competent border authorities have sufficient time to carry out pre-
checks effectively on all travellers, including travellers on long-haul flights and those
travelling on connecting flights, as well as sufficient time to ensure that the API data
collected and transferred by the air carriers is complete, accurate and up-to-date, and
where necessary to request additional clarifications, corrections or completions from
the air carriers, the competent border authorities should store the API data that they
received under this Regulation for a fixed time period that remains limited to what is
strictly necessary for those purposes. Similarly, to be able to respond to such requests,
air carriers should store the API data that they transferred under this Regulation for the
same fixed and strictly necessary time period.

In order to avoid that air carriers have to establish and maintain multiple connections
with the competent border authorities of the Member States’ for the transfer of API
data collected under this Regulation and the related inefficiencies and security risks,
provision should be made for a single router, created and operated at Union level, that
serves as a connection and distribution point for those transfers. In the interest of
efficiency and cost effectiveness, the router should, to the extent technically possible
and in full respect of the rules of this Regulation and Regulation (EU) [API law
enforcement], rely on technical components from other relevant systems created under
Union law.

The router should transmit the API data, in an automated manner, to the relevant
competent border authorities, which should be determined on the basis of the border
crossing point of entry into the territory of the Member State included in the API data
in question. In order to facilitate the distribution process, each Member State should
indicate which border authorities are competent to receive the API data transmitted
from the router. To ensure the proper functioning of this Regulation and in the interest
of transparency, that information should be made public.

The router should serve only to facilitate the transmission of API data from the air
carriers to the competent border authorities in accordance with this Regulation and to
PIUs in accordance with Regulation (EU) [API law enforcement], and should not be a
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(23)

repository of API data. Therefore, and in order to minimise any risk of unauthorised
access or other misuse and in accordance with the principle of data minimisation, any
storage of the API data on the router should remain limited to what is strictly
necessary for technical purposes related to the transmission and the API data should be
deleted from the router, immediately, permanently and in an automated manner, from
the moment that the transmission has been completed or, where relevant under
Regulation (EU) [API law enforcement], the API data is not to be transmitted at all.

With a view to ensuring the proper functioning of the transmission of API data from
router, the Commission should be empowered to lay down detailed technical and
procedural rules on that transmission. Those rules should be such as to ensure that the
transmission is secure, effective and swift and impacts passengers’ travel and air
carriers no more than necessary.

In order to allow air carriers to benefit as soon as possible from the advantages offered
by the use of the router developed by eu-LISA in accordance with this Regulation and
to gain experience in using it, air carriers should be provided with the possibility, but
not the obligation, to use the router to transmit the information that they are required to
transmit under Directive 2004//82/EC during an interim period. That interim period
should commence at the moment at which the router starts operations and end when
the obligations under that Directive cease to apply. With a view to ensuring that any
such voluntary use of the router takes place in a responsible manner, the prior written
agreement of the responsible authority that is to receive the information should be
required, upon request of the air carrier and after that authority having conducted
verifications and obtained assurances, as necessary. Similarly, in order to avoid a
situation in which air carriers repeatedly start and stop using the router, once an air
carrier starts such use on a voluntary basis, it should be required to continue it, unless
there are objective reasons to discontinue the use for the transmission of the
information to the responsible authority concerned, such as it having become apparent
that the information is not transmitted in a lawful, secure, effective and swift manner.
In the interest of the proper application of this possibility of voluntarily using the
router, with due regard to the rights and interests of all affected parties, the necessary
rules on consultations and the provision of information should be provided for. Any
such voluntary use of the router in application of Directive 2004/82/EC as provided
for in this Regulation should not be understood as affecting in any way the obligations
of the air carriers and the Member States under that Directive.

The router to be created and operated under this Regulation should reduce and
simplify the technical connections needed to transfer API data, limiting them to a
single connection per air carrier and per competent border authority. Therefore, this
Regulation provides for the obligation for the competent border authorities and air
carriers to each establish such a connection to, and achieve the required integration
with, the router, so as to ensure that the system for transferring API data established by
this Regulation can function properly. To give effect to those obligations and to ensure
the proper functioning of the system set up by this Regulation, they should be
supplemented by detailed rules.

In view of the Union interests at stake, the costs incurred by eu-LISA for the
performance of its tasks under this Regulation and Regulation (EU) [API law
enforcement] in respect of the router should be borne by the Union budget. The same
should go for appropriate costs incurred by the Member States in relation to their
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connections to, and integration with, the router, as required under this Regulation and
in accordance with the applicable legislation, subject to certain exceptions. The costs
covered by those exceptions should be borne by each Member State concerned itself.

It cannot be excluded that, due to exceptional circumstances and despite all reasonable
measures having been taken in accordance with this Regulation, the router or the
systems or infrastructure connecting the competent border authorities and the air
carriers thereto fail to function properly, thus leading to a technical impossibility to
use the router to transmit API data. Given the unavailability of the router and that it
will generally not be reasonably possible for air carriers to transfer the API data
affected by the failure in a lawful, secure, effective and swift manner through
alternative means, the obligation for air carriers to transfer that API data to the router
should cease to apply for as long as the technical impossibility persist. In order to
minimise the duration and negative consequences thereof, the parties concerned
should in such a case immediately inform each other and immediately take all
necessary measures to address the technical impossibility. Considering that API data
relating to flights that already arrived is not useful for border checks, there is in such a
case no justification for requring the air carriers to collect and store the API data. This
arrangement should be without prejudice to the obligations under this Regulation of all
parties concerned to ensure that the router and their respective systems and
infrastructure function properly, as well as the fact that air carriers are subject to
penalties when they fail to meet those obligations, including when they seek to rely on
this arrangement where such reliance is not justified. In order to deter such abuse and
to facilitate supervision and, where necessary, the imposition of penalties, air carriers
that rely on this arrangement on account of the failure of their own system and
infrastructure should report thereon to the competent supervisory authority.

In the interest of ensuring compliance with the fundamental right to protection of
personal data, this Regulation should identify the controller and processor and set out
rules on audits. In the interest of effective monitoring, ensuring adequate protection of
personal data and minimising security risks, rules should also be provided for on
logging, security of processing and self-monitoring. Where they relate to the
processing of personal data, those provisions should be understood as complementing
the generally applicable acts of Union law on the protection of personal data, in
particular Regulation (EU) 2016/679 of the European Parliament and of the Council**
and Regulation (EU) 2018/1725 of the European Parliament and the Council.>> Those
acts, which also apply to the processing of personal data under this Regulation in
accordance with the provisions thereof, should not be affected by this Regulation.

In particular, the purposes of the processing operations under this Regulation, namely
the transmission of API data from air carriers via the router to the competent border
authorities of the Member States, are to assist those authorities in the performance of

34

35

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (OJ L 119, 4.5.2016,
p.- 1).

Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the
protection of natural persons with regard to the processing of personal data by the Union institutions,
bodies, offices and agencies and on the free movement of such data, and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC (OJ L 295, 21.11.2018, p. 39).
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(30)

1)

their border management obligations and tasks related to combating illegal
immigration. Therefore, the competent border authorities receiving the API data
should be controllers for the transmission of API data constituting personal data via
router and the storage of that data on the router insofar as such storage is needed for
technical purposes, and for any of their processing subsequently using that data to
enhance and facilitate border checks at external borders. The air carriers, in turn,
should be separate controllers regarding the processing of API data constituting
personal data that they are obliged to undertake under this Regulation. On this basis,
both the air carriers and the competent border authorities should be separate data
controllers with regard to their own respective processing of API data under this
Regulation.

In order to ensure that the rules of this Regulation are applied effectively by air
carriers, provision should be made for the designation and empowerment of national
authorities charged with the supervision of those rules. The rules of this Regulation on
such supervision, including as regards the imposition of penalties where necessary,
should leave the tasks and powers of the supervisory authorities established in
accordance with Regulation (EU) 2016/679 unaffected, including in relation to the
processing of personal data under this Regulation.

Effective, proportionate and dissuasive penalties, including financial ones, should be
provided for by Member States against those air carriers failing to meet their
obligations regarding the collection and transfer of API data under this Regulation.

As this Regulation provides for the establishment of new rules on the collection and
transfer of API data by competent border authorities for the purpose of enhancing and
facilitating the effectiveness and efficiency of border checks at external borders,
Directive 2004/82/EC should be repealed.

As the router should be designed, developed, hosted and technically managed by the
eu-LISA, established by Regulation (EU) 2018/1726 of the European Parliament and
of the Council®®, it is necessary to amend that Regulation by adding that task to the
tasks of eu-LISA. In order to store reports and statistics of the router on the Common
Repository for Reporting and Statistics it is necessary to amend Regulation (EU) 2019/817
of the European Parliament and of the Council®’.

In order to adopt measures relating to the technical requirements and operational rules
for the automated means for the collection of machine-readable API data, to the
common protocols and formats to be used for the transfer of API data by air carriers,
to the technical and procedural rules for the transmission of API data from the router
to the competent border authorities and to the PIUs and to the PIU’s and air carriers’
connections to and integration with the router, the power to adopt acts in accordance

36
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Regulation (EU) 2018/1726 of the European Parliament and of the Council of 14 November 2018 on
the European Union Agency for the Operational Management of Large-Scale IT Systems in the Area of
Freedom, Security and Justice (eu-LISA), and amending Regulation (EC) No 1987/2006 and Council
Decision 2007/533/JHA and repealing Regulation (EU) No 1077/2011 (OJ L 295, 21.11.2018, p. 99).
Regulation (EU) 2019/817 of the European Parliament and of the Council of 20 May 2019 on
establishing a framework for interoperability between EU information systems in the field of borders
and visa and amending Regulations (EC) No 767/2008, (EU) 2016/399, (EU) 2017/2226, (EU)
2018/1240, (EU) 2018/1726 and (EU) 2018/1861 of the European Parliament and of the Council and
Council Decisions 2004/512/EC and 2008/633/JHA (OJ L 135, 22.5.2019, p. 27).
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with Article 290 of the Treaty on the Functioning of the European Union should be
delegated to the Commission in respect of Articles 5, 6, 11, 20 and 21 respectively. It
is of particular importance that the Commission carry out appropriate consultations
during its preparatory work, including at expert level, and that those consultations be
conducted in accordance with the principles laid down in the Interinstitutional
Agreement on Better Law-Making of 13 April 2016, In particular, to ensure equal
participation in the preparation of delegated acts, the European Parliament and the
Council receive all documents at the same time as Member States’ experts, and their
experts systematically have access to meetings of Commission expert groups dealing
with the preparation of delegated acts.

In order to ensure uniform conditions for the implementation of this Regulation,
namely as regards the start of operations of the router, implementing powers should be
conferred on the Commission. Those powers should be exercised in accordance with
Regulation (EU) No 182/2011 of the European Parliament and of the Council®.

All interested parties, and in particular the air carriers and the competent border
authorities, should be afforded sufficient time to make the necessary preparations to be
able to meet their respective obligations under this Regulation, taking into account that
some of those preparations, such as those regarding the obligations on the connection
to and integration with the router, can only be finalised when the design and
development phases of the router have been completed and the router starts operations.
Therefore, this Regulation should apply only from an appropriate date after the date at
which the router starts operations, as specified by the Commission in accordance with
this Regulation.

However, the design and development phases of the router should be commenced and
completed as soon as possible so that the router can start operations as soon as
possible, which also requires the adoption of the relevant implementing and delegated
acts provided for by this Regulation. The clarification provided by this Regulation
regarding the application of specifications concerning the use of automated means in
application of Directive 2004/82/EC should also be provided without delay. Therefore,
the articles on those matters should apply from the date of the entry into force of this
Regulation. In addition, in order to allow for the voluntary use of the router as soon as
possible, the article on such use, as well as certain other articles needed to ensure that
such use takes place in a responsible manner, should apply from the earliest possible
moment, that is, from the moment at which the router starts operations.

This Regulation should not affect the possibility for Member States to provide, under
their national law, for a system of collecting API data from transportation providers
other than those specified in this Regulation, provided that such national law complies
with Union law.

Since the objectives of this Regulation, namely enhancing and facilitating the
effectiveness and efficiency of border checks at external borders and combating illegal
immigration, relate to matters that are inherently of a cross-border nature, they cannot

38
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OJ L 123,12.5.2016, p. 1.

Regulation (EU) No 182/2011 of the European Parliament and of the Council of 16 February 2011
laying down the rules and general principles concerning mechanisms for control by Member States of
the Commission’s exercise of implementing powers (OJ L 55, 28.2.2011, p. 13).
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(37)

(38)

(39)

(40)

(41)

be sufficiently achieved by the Member States individually, but can rather be better
achieved at Union level. The Union may therefore adopt measures, in accordance with
the principle of subsidiarity as set out in Article 5 of the Treaty on the European
Union. In accordance with the principle of proportionality, as set out in that Article,
this Regulation does not go beyond what is necessary in order to achieve that
objective.

In accordance with Articles 1 and 2 of Protocol No 22 on the position of Denmark,
annexed to the TEU and to the TFEU, Denmark is not taking part in the adoption of
this Regulation and is not bound by it or subject to its application. Given that this
Regulation builds upon the Schengen acquis, Denmark shall, in accordance with
Article 4 of that Protocol, decide within a period of six months after the Council has
decided on this Regulation whether it will implement it in its national law.

Ireland is taking part in this Regulation, in accordance with Article 5(1) of Protocol
No 19 on the Schengen acquis integrated into the framework of the European Union,
annexed to the Treaty on European Union and to the Treaty on the Functioning of the
European Union, and Article 6(2) of Council Decision 2002/192/EC.*

The participation of Ireland in this Regulation in accordance with Article 6(2) of
Decision 2002/192/EC relates to the responsibilities of the Union for taking measures
developing the provisions of the Schengen acquis against illegal immigration in which
Ireland participates.

As regards Iceland and Norway, this Regulation constitutes a development of the
provisions of the Schengen acquis within the meaning of the Agreement concluded by
the Council of the European Union and the Republic of Iceland and the Kingdom of
Norway concerning the association of those two States with the implementation,
application and development of the Schengen acquis?’, which fall within the area
referred to in Article 1, point A of Council Decision 1999/437/EC*.

As regards Switzerland, this Regulation constitutes a development of the provisions of
the Schengen acquis within the meaning of the Agreement between the European
Union, the European Community and the Swiss Confederation on the Swiss
Confederation’s association with the implementation, application and development of
the Schengen acquis®’, which fall within the area referred to in Article 1, point A of
Decision 1999/437/EC, read in conjunction with Article 3 of Council Decision
2008/146/EC*.

40
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Council Decision 2002/192/EC of 28 February 2002 concerning Ireland’s request to take part in some
of the provisions of the Schengen acquis (OJ L 64, 7.3.2002, p. 20).

OJ L 176, 10.7.1999, p. 36.

Council Decision 1999/437/EC of 17 May 1999 on certain arrangements for the application of the
Agreement concluded by the Council of the European Union and the Republic of Iceland and the
Kingdom of Norway concerning the association of those two States with the implementation,
application and development of the Schengen acquis (OJ L 176, 10.7.1999, p. 31).

OJ L 53,27.2.2008, p. 52.

Council Decision 2008/146/EC of 28 January 2008 on the conclusion, on behalf of the European
Community, of the Agreement between the European Union, the European Community and the Swiss
Confederation on the Swiss Confederation’s association with the implementation, application and
development of the Schengen acquis (OJ L 53, 27.2.2008, p. 1).
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(42)

(43)

(44)

As regards Liechtenstein, this Regulation constitutes a development of the provisions
of the Schengen acquis within the meaning of the Protocol between the European
Union, the European Community, the Swiss Confederation and the Principality of
Liechtenstein on the accession of the Principality of Liechtenstein to the Agreement
between the European Union, the European Community and the Swiss Confederation
on the Swiss Confederation’s association with the implementation, application and
development of the Schengen acquis? which fall within the area referred to in Article
1, point A, of Council Decision 1999/437/EC read in conjunction with Article 3 of
Council Decision 2011/350/EU*.

As regards Cyprus, Bulgaria and Romania and Croatia, this Regulation constitutes an
act building upon, or otherwise relating to, the Schengen acquis within, respectively,
the meaning of Article 3(1) of the 2003 Act of Accession, Article 4(1) of the 2005 Act
of Accession and Article 4(1) of the 2011 Act of Accession.

The European Data Protection Supervisor was consulted in accordance with Article
42(1) of Regulation (EU) 2018/1725 and delivered an opinion on [XX],*’

HAVE ADOPTED THIS REGULATION:

CHAPTER 1

GENERAL PROVISIONS

Article 1

Subject matter

For the purposes of enhancing and facilitating the effectiveness and efficiency of border
checks at external borders and of combating illegal immigration, this Regulation lays down
the rules on:

(a) the collection by air carriers of advance passenger information (‘API data’) on
flights into the Union;

(b) the transfer by air carriers to the router of the API data;

(c) the transmission from the router to the competent border authorities of the API
data.

45
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OJL 160, 18.6.2011, p. 21.

Council Decision 2011/350/EU of 7 March 2011 on the conclusion, on behalf of the European Union,
of the Protocol between the European Union, the European Community, the Swiss Confederation and
the Principality of Liechtenstein on the accession of the Principality of Liechtenstein to the Agreement
between the European Union, the European Community and the Swiss Confederation on the Swiss
Confederation’s association with the implementation, application and development of the
Schengen acquis, relating to the abolition of checks at internal borders and movement of persons (OJ
L 160, 18.6.2011, p. 19).
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Article 2

Scope

This Regulation applies to air carriers conducting scheduled or non-scheduled flights into the

Union.

Article 3

Definitions

For the purposes of this Regulation, the following definitions apply:

(a)

(b)

(©)

(d)

(e)

(®

(2

(h)

G
(k)

(D

‘air carrier’ means an air transport undertaking as defined in Article 3, point 1,
of Directive (EU) 2016/681;

‘border checks’ means the checks as defined in Article 2, point 11, of
Regulation (EU) 2016/399;

‘flights into the Union’ means flights flying from the territory either of a third
country or of a Member State not participating in this Regulation, and planned
to land on the territory of a Member State participating in this Regulation;

‘border crossing point’ means the crossing point as defined in Article 2, point
8, of Regulation (EU) 2016/399;

‘scheduled flight’ means a flight that operates according to a fixed timetable,
for which tickets can be purchased by the general public;

‘non-scheduled flight’ means a flight that does not operate according to a fixed
timetable and that is not necessarily part of a regular or scheduled route;

‘competent border authority’ means the authority charged by a Member State
to carry out border checks and designated and notified by that Member State in
accordance with Article 11(2);

‘passenger’ means any person, excluding members of the crew, carried or to be
carried in an aircraft with the consent of the air carrier, such consent being
manifested by that person's registration in the passengers list;

‘crew’ means any person on board of an aircraft during the flight, other than a
passenger, who works on and operates the aircraft, including flight crew and
cabin crew;

‘traveller’ means a passenger or crew member;

‘Advance Passenger Information data’ or ‘API data’ means the traveller data
and the flight information referred to in Article 4(2) and (3) respectively;

‘Passenger Information Unit’ or ‘PIU’ means the competent authority referred
to in Article 3, point i, of Regulation (EU) [API law enforcement];
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(m)
(n)

‘the router’ means the router referred to in Article 9;

‘personal data’ means any information as defined in Article 4, point 1, of
Regulation (EU) 2016/679.

CHAPTER 2

COLLECTION AND TRANSFER OF API DATA

Article 4

API data to be collected by air carriers

Air carriers shall collect API data of travellers, consisting of the traveller data and the
flight information specified in paragraphs 2 and 3 of this Article, respectively, on the
flights referred to in Article 2, for the purpose of transferring that API data to the
router in accordance with Article 6.

The API data shall consist of the following traveller data relating to each traveller on

the flight:

(a) the surname (family name), first name or names (given names);

(b) the date of birth, sex and nationality;

(¢) the type and number of the travel document and the three-letter code of the
issuing country of the travel document;

(d) the date of expiry of the validity of the travel document;

(e)  whether the traveller is a passenger or a crew member (traveller’s status);

(f) the number identifying a passenger name record used by an air carrier to locate
a passenger within its information system (PNR record locator);

(g) the seating information, such as the number of the seat in the aircraft assigned
to a passenger, where the air carrier collects such information;

(h) baggage information, such as number of checked bags, where the air carrier
collects such information.

The API data shall also consist of the following flight information relating to the

flight of each traveller:

(a) the flight identification number or, if no such number exists, other clear and
suitable means to identify the flight;

(b) when applicable, the border crossing point of entry into the territory of the
Member State;

(c) the code of the airport of entry into the territory of the Member State;
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(d) the initial point of embarkation;
(e) the local date and estimated time of departure;

(f) the local date and estimated time of arrival.

Article 5
Means of collecting API data

Air carriers shall collect the API data pursuant to Article 4 in such a manner that the
API data that they transfer in accordance with Article 6 is accurate, complete and up-
to-date.

Air carriers shall collect the API data referred to Article 4(2), points (a) to (d), using
automated means to collect the machine-readable data of the travel document of the
traveller concerned. They shall do so in accordance with the detailed technical
requirements and operational rules referred to in paragraph 4, where such rules have
been adopted and are applicable.

However, where such use of automated means is not possible due to the travel
document not containing machine-readable data, air carriers shall collect that data
manually, in such a manner as to ensure compliance with paragraph 1.

Any automated means used by air carriers to collect API data under this Regulation
shall be reliable, secure and up-to-date.

The Commission is empowered to adopt delegated acts in accordance with Article 37
to supplement this Regulation by laying down detailed technical requirements and
operational rules for the collection of the API data referred to in Article 4(2), points
(a) to (d), using automated means in accordance with paragraph 2 and 3 of this
Article.

Air carriers that use automated means to collect the information referred to in Article
3(1) of Directive 2004/82/EC shall be entitled to do so applying the technical
requirements relating to such use referred to in paragraph 4, in accordance with that
Directive.

Article 6

Obligations on air carriers regarding transfers of API data

Air carriers shall transfer the API data to the router by electronic means. They shall
do so in accordance with the detailed rules referred to in paragraph 3, where such
rules have been adopted and are applicable.

Air carriers shall transfer the API data both at the moment of check-in and
immediately after flight closure, that is, once the passengers have boarded the aircraft
in preparation for departure and it is no longer possible for passengers to board or to
leave the aircraft.
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3. The Commission is empowered to adopt delegated acts in accordance with Article 37
to supplement this Regulation by laying down the necessary detailed rules on the
common protocols and supported data formats to be used for the transfers of API
data to the router referred to in paragraph 1.

4. Where an air carrier becomes aware, after having transferred data to the router, that
the API data is inaccurate, incomplete, no longer up-to-date or was processed
unlawfully, or that the data does not constitute API data, it shall immediately inform
the European Union Agency for the Operational Management of Large-Scale IT
Systems in the Area of Freedom, Security and Justice (eu-LISA). Upon receiving
such information, eu-LISA shall immediately inform the competent border authority
that received the API data transmitted through the router.

Article 7
Processing of API data received

The competent border authorities shall process API data, transferred to them in accordance
with this Regulation, solely for the purposes referred to in Article 1.

Article 8
Storage and deletion of API data

1. Air carriers shall store, for a time period of 48 hours from the moment of departure
of the flight, the API data relating to that passenger that they collected pursuant to
Article 4. They shall immediately and permanently delete that API data after the
expiry of that time period.

2. The competent border authorities shall store, for a time period of 48 hours from the
moment of departure of the flight, the API data relating to that passenger that they
received through the router pursuant to Article 11. They shall immediately and
permanently delete that API data after the expiry of that time period.

3. Where an air carrier or competent border authority becomes aware that the data that
it has collected, transferred or received under to this Regulation is inaccurate,
incomplete, no longer up-to-date or was processed unlawfully, or that the data does
not constitute API data, it shall immediately either correct, complete or update, or
permanently delete, that API data. This is without prejudice to the possibility for air
carriers to retain and use the data where necessary for the normal course of their
business in compliance with the applicable law.

CHAPTER 3

PROVISIONS RELATING TO THE ROUTER
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Article 9
The router

eu-LISA shall design, develop, host and technically manage, in accordance with
Articles 22 and 23, a router for the purpose of facilitating the transfer of API data by
the air carriers to the competent border authorities and to the PIUs in accordance
with this Regulation and Regulation (EU) [API law enforcement], respectively.

The router shall be composed of:

(a) a central infrastructure, including a set of technical components enabling the
transmission of API data;

(b) a secure communication channel between the central infrastructure and the
competent border authorities and the PIUs, and a secure communication
channel between the central infrastructure and the air carriers, for the transfer
of API data and for any communications relating thereto.

Without prejudice to Article 10 of this Regulation, the router shall, to the extent
technically possible, share and re-use the technical components, including hardware
and software components, of the web service referred to in Article 13 of Regulation
(EU) 2017/2226 of the European Parliament and of the Council*®, the carrier gateway
referred to in Article 6(2), point (k), of Regulation (EU) 2018/1240, and the carrier
gateway referred to in Article 2a, point (h), of Regulation (EC) 767/2008 of the
European Parliament and of the Council®.

Article 10

Exclusive use of the router

The router shall only be used by air carriers to transfer API data and by competent border
authorities and PIUs to receive API data, in accordance with this Regulation and Regulation
(EU) [API law enforcement], respectively.

Article 11

Transmission of API data from the router to the competent border authorities

The router shall, immediately and in an automated manner, transmit the API data,
transferred to it pursuant to Article 6, to the competent border authorities of the

48

49

Regulation (EU) 2017/2226 of the European Parliament and of the Council of 30 November 2017
establishing an Entry/Exit System (EES) to register entry and exit data and refusal of entry data of third-
country nationals crossing the external borders of the Member States and determining the conditions for
access to the EES for law enforcement purposes, and amending the Convention implementing the
Schengen Agreement and Regulations (EC) No 767/2008 and (EU) No 1077/2011 (OJ L 327,
9.12.2017, p. 20).

Regulation (EC) No 767/2008 of the European Parliament and of the Council of 9 July 2008 concerning
the Visa Information System (VIS) and the exchange of data between Member States on short-stay
visas (VIS Regulation) (OJ L 218, 13.8.2008, p. 60).
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Member State referred to in Article 4(3), point (¢). It shall do so in accordance with
the detailed rules referred to in paragraph 4 of this Article, where such rules have
been adopted and are applicable.

For the purpose of such transmission, eu-LISA shall establish and keep up-to-date a
table of correspondence between the different airports of origin and destination and
the countries to which they belong.

2. The Member State shall designate the competent border authorities authorised to
receive the API data transferred to them from the router in accordance with this
Regulation. They shall notify, by the date of application of this Regulation referred to
in Article 39, second subparagraph, eu-LISA and the Commission of the name and
contact details of the competent border authorities and shall, where necessary, update
the notified information.

The Commission shall, on the basis of those notifications and updates, compile and
make publicly available a list of the notified competent border authorities, including
their contact details.

3. The Member States shall ensure that only the duly authorised staff of the competent
border authorities have access to the API data transmitted to them through the router.
They shall lay down the necessary rules to that effect. Those rules shall include rules
on the creation and regular update of a list of those staff and their profiles.

4. The Commission is empowered to adopt delegated acts in accordance with Article 37
to supplement this Regulation by laying down the necessary detailed technical and
procedural rules for the transmissions of API data from the router referred to in
paragraph 1.

Article 12

Deletion of API data from the router

API data, transferred to the router pursuant to this Regulation and Regulation (EU) [API law
enforcement], shall be stored on the router only insofar as necessary to complete the
transmission to the relevant competent borders authorities or PIUs, as applicable, in
accordance with those Regulations and shall be deleted from the router, immediately,
permanently and in an automated manner, in both of the following situations:

(a) where the transmission of the API data to the relevant competent border
authorities or PIUs, as applicable, has been completed;

(b) in respect of Regulation (EU) [API law enforcement], where the API data

relates to other intra-EU flights than those included the lists referred to in
Article 5(2) of that Regulation.

Article 13

Keeping of logs
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(a)
(b)

(©)

(d)

(e)

eu-LISA shall keep logs of all processing operations relating to the transfer of API
data through the router under this Regulation and Regulation (EU) [API law
enforcement]. Those logs shall cover the following:

the air carrier that transferred the API data to the router;

the competent border authorities and PIUs to which the API data was transmitted
through the router;

the date and time of the transfers referred to in points (a) and (b), and place of
transfer;

any access by staff of eu-LISA necessary for the maintenance of the router, as
refererred to in Article 23(3);

any other information relating to those processing operations necessary to monitor
the security and integrity of the API data and the lawfulness of those processing
operations.

Those logs shall not include any personal data, other than the information necessary
to identify the relevant member of the staff of eu-LISA, referred to in point (d) of the
first subparagraph.

Air carriers shall create logs of all processing operations under this Regulation
undertaken by using the automated means referred to in Article 5(2). Those logs shall
cover the date, time and place of transfer of the API data.

The logs referred to in paragraphs 1 and 2 shall be used only for ensuring the security
and integrity of the API data and the lawfulness of the processing, in particular as
regards compliance with the requirements set out in this Regulation and Regulation
(EU) [API Law Enforcement], including proceedings for penalties for infringements
of those requirements in accordance with Articles 29 and 30 of this Regulation.

eu-LISA and the air carriers shall take appropriate measures to protect the logs that
they created pursuant to paragraphs 1 and 2, respectively, against unauthorised
access and other security risks.

eu-LISAand the air carriers shall keep the logs that they created pursuant to
paragraphs 1 and 2, respectively, for a time period of one year from the moment of
the creation of those logs. They shall immediately and permanently delete those logs
upon the expiry of that time period.

However, if those logs are needed for procedures for monitoring or ensuring the
security and integrity of the API data or the lawfulness of the processing operations,
as referred to in paragraph 2, and these procedures have already begun at the moment
of the expiry of the time period referred to in the first subparagraph, eu-LISA and the
air carriers may keep those logs for as long as necessary for those procedures. In that
case, they shall immediately delete those logs when they are no longer necessary for
those procedures.
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Article 14
Actions in case of technical impossibility to use the router

Where it is technically impossible to use the router to transmit API data because of a
failure of the router, eu-LISA shall immediately notify the air carriers and competent
border authorities of that technical impossibility in an automated manner. In that
case, eu-LISA shall immediately take measures to address the technical impossibility
to use the router and shall immediately notify those parties when it has been
successfully addressed.

During the time period between those notifications, Article 6(1) shall not apply,
insofar as the technical impossibility prevents the transfer of API data to the router.
Insofar as that is the case, Article 4(1) and Article 8(1) shall not apply either to the
API data in question during that time period.

Where it is technically impossible to use the router to transmit API data because of a
failure of the systems or infrastructure referred to in Article 20 of a Member State,
the competent border authorities of that Member State shall immediately notify the
air carriers, the competent authorities of the other Member States, eu-LISA and the
Commission of that technical impossibility in an automated manner. In that case, that
Member State shall immediately take measures to address the technical impossibility
to use the router and shall immediately notify those parties when it has been
successfully addressed.

During the time period between those notifications, Article 6(1) shall not apply,
insofar as the technical impossibility prevents the transfer of API data to the router.
Insofar as that is the case, Article 4(1) and Article 8(1) shall not apply either to the
API data in question during that time period.

Where it is technically impossible to use the router to transmit API data because of a
failure of the systems or infrastructure referred to in Article 21 of an air carrier, that
air carrier shall immediately notify the competent border authorities, eu-LISA and
the Commission of that technical impossibility in an automated manner. In that case,
that air carrier shall immediately take measures to address the technical impossibility
to use the router and shall immediately notify those parties when it has been
successfully addressed.

During the time period between those notifications, Article 6(1) shall not apply,
insofar as the technical impossibility prevents the transfer of API data to the router.
Insofar as that is the case, Article 4(1) and Article 8(1) shall not apply either to the
API data in question during that time period.

When the technical impossibility has been successfully addressed, the air carrier
concerned shall, without delay, submit to the competent national supervisory
authority referred to in Article 29 a report containing all necessary details on the
technical impossibility, including the reasons for the technical impossibility, its
extent and consequences as well as the measures taken to address it.
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CHAPTER 4

SPECIFIC PROVISIONS ON THE PROTECTION OF PERSONAL DATA

Article 15
Personal data controllers

The competent border authorities shall be controllers, within the meaning of Article 4, point
(7), of Regulation (EU) 2016/679, in relation to the processing of API data constituting
personal data through the router , including the transmission and the storage for technical
reasons of that data in the router, as well as in relation to their processing of API data
constituting personal data referred to in Article 7 of this Regulation.

The air carriers shall be controllers, within the meaning of Article 4, point (7), of Regulation
(EU) 2016/679, for the processing of API data constituting personal data in relation to their
collection of that data and their transfer thereof to the router under this Regulation.

Article 16
Personal data processor

eu-LISA shall be the processor within the meaning of Article 3, point (12), of Regulation
(EU) 2018/1725 for the processing of API data constituting personal data through the router
in accordance with this Regulation and Regulation (EU) [API law enforcement].

Article 17
Security

l. eu-LISA shall ensure the security of the API data, in particular API data constituting
personal data, that it processes pursuant to this Regulation and Regulation (EU) [API
law enforcement]. The competent border authorities and the air carriers shall ensure
the security of the API data, in particular API data constituting personal data, that
they process pursuant to this Regulation. eu-LISA, the competent border authorities
and the air carriers shall cooperate, in accordance with their respective
responsibilities and in compliance with Union law, with each other to ensure such
security.

2. In particular, eu-LISA shall take the necessary measures to ensure the security of the
router and the API data, in particular API data constituting personal data, transmitted
through the router, including by establishing, implementing and regularly updating a
security plan, a business continuity plan and a disaster recovery plan, in order to:

(a) physically protect the router, including by making contingency plans for the
protection of critical components thereof;

(b) prevent any unauthorised processing of the API data, including any
unauthorised access thereto and copying, modification or deletion thereof, both
during the transfer of the API data to and from the router and during any
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storage of the API data on the router where necessary to complete the
transmission, in particular by means of appropriate encryption techniques;

(c) ensure that it is possible to verify and establish to which competent border
authorities or PIUs the API data is transmitted through the router;

(d) properly report to its Management Board any faults in the functioning of the
router;

(e) monitor the effectiveness of the security measures required under this Article
and under Regulation (EU) 2018/1725, and assess and update those security
measures where necessary in the light of technological or operational
developments.

The measures referred to in the first subparagraph of this paragraph shall not affect
Article 33 of Regulation (EU) 2018/1725 and Article 32 of Regulation (EU)
2016/679.

Article 18
Self-monitoring

The air carriers and competent authorities shall monitor their compliance with their respective
obligations under this Regulation, in particular as regards their processing of API data
constituting personal data, including through frequent verification of the logs referred to in
Article 13.

Article 19
Personal data protection audits

l. The competent national data protection authorities referred to in Article 51 of
Regulation (EU) 2016/679 shall ensure that an audit of processing operations of API
data constituting personal data performed by the competent border autorities for the
purposes of this Regulation is carried out, in accordance with relevant international
auditing standards, at least once every four years.

2. The European Data Protection Supervisor shall ensure that an audit of processing
operations of API data constituting personal data performed by eu-LISA for the
purposes of this Regulation and Regulation (EU) [API law enforcement] is carried
out in accordance with relevant international auditing standards at least once every
year. A report of that audit shall be sent to the European Parliament, to the Council,
to the Commission, to the Member States and to eu-LISA. eu-LISA shall be given an
opportunity to make comments before the reports are adopted.

3. In relation to the processing operations referred to in paragraph 2, upon request, eu-
LISA shall supply information requested by the European Data Protection
Supervisor, shall grant the European Data Protection Supervisor access to all the
documents it requests and to the logs referred to in Article 13(1), and shall allow the
European Data Protection Supervisor access to all eu-LISA’s premises at any time.
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CHAPTER 5

CONNECTIONS AND ADDITIONAL PROVISIONS REGARDING THE ROUTER

Article 20
Competent border authorities’ connections to the router

Member States shall ensure that their competent border authorities are connected to
the router. They shall ensure that the competent border authorities’ systems and
infrastructure for the reception of API data transferred purpsuant to this Regulation
are integrated with the router.

Member States shall ensure that the connection to the router and integration with it
enables their competent border authorities to receive and further process the API
data, as well as to exchange any communications relating thereto, in a lawful, secure,
effective and swift manner.

The Commission is empowered to adopt delegated acts in accordance with Article 37
to supplement this Regulation by laying down the necessary detailed rules on the
connections to and integration with the router referred to in paragraph 1.

Article 21

Air carriers’ connections to the router

Air carriers shall ensure that they are connected to the router. They shall ensure that
their systems and infrastructure for the transfer of API data to the router pursuant to
this Regulation are integrated with the router.

Air carriers shall ensure that the connection to that router and integration with it
enables them to transfer the API data, as well as to exchange any communications
relating thereto, in a lawful secure, effective and swift manner.

The Commission is empowered to adopt delegated acts in accordance with Article 37
to supplement this Regulation by laying down the necessary detailed rules on the
connections to and integration with the router referred to in paragraph 1.

Article 22

eu-LISA’s tasks relating to the design and development of the router

eu-LISA shall be responsible for the design of the physical architecture of the router,
including defining the technical specifications.

eu-LISA shall be responsible for the development of the router, including for any
technical adaptations necessary for the operation of the router.
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The development of the router shall consist of the elaboration and implementation of
the technical specifications, testing and overall project management and coordination
of the development phase.

eu-LISA shall ensure that the router is designed and developed in such a manner that
the router provides the functionalities specified in this Regulation and Regulation
(EU) [API law enforcement], and that the router starts operations as soon as possible
after the adoption by the Commission of the delegated acts provided for in Article
5(4), Article 6(3), Article 11(4), Article 20(2) and Article 21(2).

Where eu-LISA considers that the development phase has been completed, it shall,
without undue delay, conduct a comprehensive test of the router, in cooperation with
the competent border authorities, PIUs and other relevant Member States’ authorities
and air carriers and inform the Commission of the outcome of that test.

Article 23
eu-LISA’s tasks relating to the hosting and technical management of the router
eu-LISA shall host the router in its technical sites.

eu-LISA shall be responsible for the technical management of the router, including
its maintenance and technical developments, in such a manner as to ensure that the
API data are securely, effectively and swiftly transmitted through the router, in
compliance with this Regulation and Regulation (EU) [API law enforcement].

The technical management of the router shall consist of carrying out all the tasks and
enacting all technical solutions necessary for the proper functioning of the router in
accordance with this Regulation, Regulation (EU) [API law enforcement], in an
uninterrupted manner, 24 hours a day, 7 days a week. It shall include the
maintenance work and technical developments necessary to ensure that the router
functions at a satisfactory level of technical quality, in particular as regards
availability, accuracy and reliability of the transmission of API data, in accordance
with the technical specifications and, as much as possible, in line with the operational
needs of the competent border authorities, PIUs and air carriers.

eu-LISA shall not have access to any of the API data that is transmited through the
router. However, that prohibition shall not preclude eu-LISA from having such
access insofar as strictly necessary for the maintenance of the router.

Without prejudice to paragraph 3 of this Article and to Article 17 of Council
Regulation (EEC, Euratom, ECSC) No 259/68%°, eu-LISA shall apply appropriate
rules of professional secrecy or other equivalent duties of confidentiality to its staff
required to work with API data transmitted through the router. This obligation shall
also apply after such staff leave office or employment or after the termination of their
activities.

Regulation (EEC, Euratom, ECSC) No 259/68 of the Council of 29 February 1968 laying down the
Staff Regulations of Officials and the Conditions of Employment of Other Servants of the European
Communities and instituting special measures temporarily applicable to officials of the Commission
(OJ L 56,4.3.1968, p. 1).
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Article 24
eu-LISA’s support tasks relating to the router

eu-LISA shall, upon their request, provide training to competent border authorities,
PIUs and other relevant Member States’ authorities and air carriers on the technical
use of the router.

eu-LISA shall provide support to the competent border authorities and PIUs
regarding the reception of API data through the router pursuant to this Regulation
and Regulation (EU) [API law enforcement], respectively, in particular as regards the
application of Articles 11 and 20 of this Regulation and Articles 5 and 10 of
Regulation (EU) [API law enforcement].

Article 25

Costs of eu-LISA and of Member States

Costs incurred by eu-LISA in relation to the design, development, hosting and
technical management of the router under this Regulation and Regulation (EU) [API
law enforcement] shall be borne by the general budget of the Union.

Costs incurred by Member States in relation to their connections to and integration
with the router referred to in Article 20 shall be borne by the general budget of the
Union.

However, the following costs shall be excluded and shall be borne by the Member
States:

(a) costs for the project management office, including meetings, missions, offices;

(b) costs for the hosting of national information technology (IT) systems, inclduing
space, implementation, electricity and cooling;

(c) costs for the operation of national IT systems, including operators and support
contracts;

(d) costs for the design, development, implementation, operation and maintenance
of national communication networks.

The Member States shall also bear the costs arising from the administration, use and
maintenance of their connections to and integration with the router.

Article 26

Liability regarding the router

If any failure of a Member State or an air carrier to comply with its obligations under this
Regulation causes damage to the router, that Member State or air carrier shall be liable for
such damage, unless and insofar as eu-LISA failed to take reasonable measures to prevent the
damage from occurring or to minimise its impact.
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Article 27
Start of operations of the router

The Commission shall determine, without undue delay, the date from which the router starts
operations by means of an implementing act once eu-LISA has informed the Commission of
the successful completion of the comprehensive test of the router referred to in Article 22(4).
That implementing act shall be adopted in accordance with the examination procedure
referred to in Article 36(2).

The Commission shall set the date referred to in the first subparagraph to be no later than 30
days from the date of the adoption of that implementing act.

Article 28
Voluntary use of the router in application of Directive 2004/81/EC

1. Air carriers shall be entitled to use the router to transmit the information referred to
in Article 3(1) of Directive 2004/82/EC to one or more of the responsible authorities
referred to therein, in accordance with that Directive, provided that the responsible
authority concerned has agreed with such use, from an appropriate date set by that
authority. That authority shall only agree after having established that, in particular
as regards both its own connection to the router and that of the air carrier concerned,
the information can be transmitted in a lawful, secure, effective and swift manner.

2. Where an air carrier starts using the router in accordance with paragraph 1, it shall
continue using the router to transmit such information to the responsible authority
concerned until the date of application of this Regulation referred to in Article 39,
second subparagraph. However, that use shall be discontinued, from an appropriate
date set by that authority, where that authority considers that there are objective
reasons that require such discontinuation and has informed the air carrier
accordingly.

3. The responsible authority concerned shall:

(a) consult eu-LISA before agreeing with the voluntary use of the router in
accordance with paragraph 1;

(b) except in situations of duly justified urgency, afford the air carrier concerned
an opportunity to comment on its intention to discontinue such use in
accordance with paragraph 2 and, where relevant, also consult eu-LISA
thereon;

(c) immediately inform eu-LISA and the Commission of any such use to which it
agreed and any discontinuation of such wuse, providing all necessary
information, including the date of the start of the use, the date of the
discontinuation and the reasons for the discontinuation, as applicable.
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CHAPTER 6

SUPERVISION, PENALTIES, STATISTICS AND HANDBOOK

Article 29
National supervisory authority

1. Member States shall designate one or more national supervisory authorities
responsible for monitoring the application within their territory by air carriers of the
provisions of this Regulation and ensuring compliance with those provisions.

2. Member States shall ensure that the national supervisory authorities have all
necessary means and all necessary investigative and enforcement powers to carry out
their tasks under this Regulation, including by imposing the penalties referred to in
Article 30 where appropriate. They shall lay down detailed rules on the performance
of those tasks and the exercise of those powers, ensuring that the performance and
exercise is effective, proportionate and dissuasive and is subject to safeguards in
compliance with the fundamental rights guaranteed under Union law.

3. Member States shall, by the date of application of this Regulation referred to in
Article 21, second subparagraph, notify the Commission of the name and the contact
details of the authorities that they designated under paragraph 1 and of the detailed
rules that they laid down pursuant to paragraph 2. They shall notify the Commission
without delay of any subsequent changes or amendments thereto.

4. This Article is without prejudice to the powers of the supervisory authorities referred
to in Article 51 of Regulation (EU) 2016/679.
Article 30
Penalties

Member States shall lay down the rules on penalties applicable to infringements of this
Regulation and shall take all measures necessary to ensure that they are implemented. The
penalties provided for shall be effective, proportionate and dissuasive.

Member States shall, by the date of application of this Regulation referred to in Article 39,
second subparagraph, notify the Commission of those rules and of those measures and shall
notify it, without delay, of any subsequent amendment affecting them.

Article 31
Statistics

1. Every quarter, eu-LISA shall publish statistics on the functioning of the router,
showing in particular the number, the nationality and the country of departure of the
travellers, and specifically of the travellers who boarded the aircraft with inaccurate,
incomplete or no longer up-to-date API data, with a non-recognised travel document,
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without a valid visa, without a valid travel authorization, or reported as overstay, the
number and nationality of travellers.

eu-LISA shall store the daily statistics in the central repository for reporting and
statistics established in Article 39 of Regulation (EU) 2019/817.

At the end of each year, eu-LISA shall compile statistical data in an annual report for
that year. It shall publish that annual report and transmit it to the European
Parliament, the Council, the Commission, the European Data Protection Supervisor,
the European Border and Coast Guard Agency and the national supervisory
authorities referred to in Article 29.

At the request of the Commission, eu-LISA shall provide it with statistics on specific
aspects related to the implementation of this Regulation and Regulation (EU) [API
Law enforcement] as well as the statistics pursuant to paragraph 3.

eu-LISA shall have the right to access the following API data transmitted through to
the router, solely for the purposes of the reporting referred to in Article 38 and for
generating statistics in accordance with the present Article, without however such
access allowing for the identification of the travellers concerned:

(a) whether the traveller is passenger or a crew member;
(b) the nationality, sex and year of birth of the traveller;

(c) the date and initial point of embarkation, and the date and airport of entry into
the territory of a Member State arrival;

(d) the type of the travel document and the three letter code of the issuing country
and the date of expiry of the travel document;

(e) the number of travellers checked-in on the same flight;
(f)  whether the flight is a scheduled or a non-scheduled flight;
(g) whether the personal data of the traveller is accurate, complete and up-to-date.

For the the purposes of the reporting referred to in Article 38 and for generating
statistics in accordance with the present Article, eu-LISA shall store the data referred
to in paragraph 5 of this Article in the central repository for reporting and statistics
established by Article 39 of Regulation (EU) 2019/817. The cross-system statistical
data and analytical reporting referred to in Article 39(1) of that Regulation shall
allow the competent border authorities and other relevant authorities of the Member
States to obtain customisable reports and statistics, for the purposes referred to in
Article 1 of this Regulation.

The procedures put in place by eu-LISA to monitor the development and the

functioning of the router referred to in Article 39(1) of Regulation (EU) 2019/817
shall include the possibility to produce regular statistics to ensure that monitoring.
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Article 32
Practical handbook
The Commission shall, in close cooperation with the competent border authorities, other
relevant Member States’ authorities, the air carriers and relevant Union agencies, prepare and
make publicly available a practical handbook, containing guidelines, recommendations and
best practices for the implementation of this Regulation.

The practical handbook shall take into account the relevant existing handbooks.

The Commission shall adopt the practical handbook in the form of a recommendation.

CHAPTER 7

RELATIONSHIP TO OTHER EXISTING INSTRUMENTS

Article 33
Repeal of Directive 2004/82/EC

Directive 2004/82/EC is repealed from the date of application of this Regulation, referred to
in Article 39, second subparagraph.

Article 34
Amendments to Regulation (EU) 2018/1726
Regulation (EU) 2018/1726 is amended as follows:
(1) the following Article 13b is inserted:
“Article 13b

Tasks related to the router

In relation to Regulation (EU) .../... of the European Parliament and of the Council* [this
Regulation] and Regulation (EU) [API LE], the Agency shall perform the tasks related to the
router conferred on it by those Regulations.

* Regulation (EU) [number] of the European Parliament and of the
Council of xy on [officially adopted title] (OJ L ...)”

(1) in Article 17, paragraph 3 is replaced by the following:
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“3. The seat of the Agency shall be Tallinn, Estonia.

The tasks relating to development and operational management referred to in
Article 1(4) and (5) and Articles 3 to 9 and Articles 11, [13a] and 13b shall be
carried out at the technical site in Strasbourg, France.

A backup site capable of ensuring the operation of a large-scale IT system in
the event of failure of such a system shall be installed in Sankt Johann im
Pongau, Austria.”

(2) in Article 19, paragraph 1, is amended as follows:
(a) the following point (eeb) is inserted:

“(eeb) adopt reports on the state of play of the development of the router pursuant to Article
38(2) of the Regulation (EU) .../... of the European Parliament and of the Council* [this
Regulation];”

* Regulation (EU) [number] of the European Parliament and of the Council of xy on
[officially adopted title] (OJ L ...)”

(b) point (ff) is replaced by the following:
“(ff) adopt reports on the technical functioning of the following:

(1) SIS pursuant to Article 60(7) of Regulation (EU) 2018/1861 of the European
Parliament and of the Council* and Article 74(8) of Regulation (EU)
2018/1862 of the European Parliament and of the Council**;

(2) VIS pursuant to Article 50(3) of Regulation (EC) No 767/2008 and Article
17(3) of Decision 2008/633/JHA;

(3) EES pursuant to Article 72(4) of Regulation (EU) 2017/2226;
(4) ETIAS pursuant to Article 92(4) of Regulation (EU) 2018/1240;

(5) ECRIS-TCN and of the ECRIS reference implementation pursuant to Article
36(8) of Regulation (EU) 2019/816;

(6) the interoperability components pursuant to Article 78(3) of Regulation (EU)
2019/817, Article 74(3) of Regulation (EU) 2019/818 and of the router
pursuant to Article 79(5) of Regulation (EU) .../... of the European Parliament
and of the Council* [Priim II Regulation] and Article 38(5) of Regulation (EU)
.../... of the European Parliament and of the Council* [this Regulation];

3) the e-CODEX system pursuant to Article 16(1) of Regulation (EU) 2022/850”
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*Regulation (EU) 2018/1861 of the European Parliament and of the Council of 28 November
2018 on the establishment, operation and use of the Schengen Information System (SIS) in
the field of border checks, and amending the Convention implementing the Schengen
Agreement, and amending and repealing Regulation (EC) No 1987/2006 (OJ L 312,
7.12.2018, p. 14).

**Regulation (EU) 2018/1862 of the European Parliament and of the Council of
28 November 2018 on the establishment, operation and use of the Schengen Information
System (SIS) in the field of police cooperation and judicial cooperation in criminal matters,
amending and repealing Council Decision 2007/533/JHA, and repealing Regulation (EC)
No 1986/2006 of the European Parliament and of the Council and Commission Decision
2010/261/EU (OJ L 312, 7.12.2018, p. 56).

(c) point (hh) is replaced by the following:

(hh) adopt formal comments on the European Data Protection Supervisor's reports on its
audits pursuant to Article 56(2) of Regulation (EU) 2018/1861, Article 42(2) of Regulation
(EC) No 767/2008, Article 31(2) of Regulation (EU) No 603/2013, Article 56(2) of
Regulation (EU) 2017/2226, Article 67 of Regulation (EU) 2018/1240, Article 29(2) of
Regulation (EU) 2019/816, Article 52 of Regulations (EU) 2019/817 and (EU) 2019/818,
Article 60(1) of the Regulation (EU) .../... of the European Parliament and of the Council*
[Priim II] and Article 19(3) of the Regulation (EU) .../... of the European Parliament and of
the Council* [this Regulation] and ensure appropriate follow-up of those audits;

4) * Regulation (EU) [number] of the European Parliament and of the Council of xy on
[officially adopted title] (OJ L ...)”

Article 35

Amendments to Regulation (EU) 2019/817

(1) In Article 39, paragraphs 1 and 2 are replaced by the following:

“l. A central repository for reporting and statistics (CRRS) is established for the
purposes of supporting the objectives of the EES, VIS, ETIAS and SIS, in accordance
with the respective legal instruments governing those systems, and to provide cross-
system statistical data and analytical reporting for policy, operational and data quality
purposes. The CRRS shall also support the objectives of Regulation (EU) .../... of the
European Parliament and of the Council* [this Regulation].”

* Regulation (EU) [number] of the European Parliament and of the
Council of xy on [officially adopted title] (OJ L ...)”
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2. eu-LISA shall establish, implement and host in its technical sites the CRRS
containing the data and statistics referred to in Article 63 of Regulation
(EU) 2017/2226, Article 17 of Regulation (EC) No 767/2008, Article 84 of Regulation
(EU) 2018/1240, Article 60 of Regulation (EU)2018/1861 and Article 16 of
Regulation (EU) 2018/1860, logically separated by EU information system. eu-LISA
shall also collect the data and statistics from the router referred to in Article 31(1) of
Regulation (EU) .../... * [this Regulation]. Access to the CRRS shall be granted by
means of controlled, secured access and specific user profiles, solely for the purpose
of reporting and statistics, to the authorities referred to in Article 63 of Regulation
(EU) 2017/2226, Article 17 of Regulation (EC) No 767/2008, Article 84 of Regulation
(EU) 2018/1240, Article 60 of Regulation (EU)2018/1861 and Article 38(2) of
Regulation (EU) .../... [this Regulation ].”

CHAPTER 8

FINAL PROVISIONS

Article 36
Committee procedure

The Commission shall be assisted by a committee. That committee shall be a
committee within the meaning of Regulation (EU) No 182/2011.

Where reference is made to this paragraph, Article 5 of Regulation (EU) No
182/2011 shall apply. Where the committee delivers no opinion, the Commission
shall not adopt the draft implementing act and Article 5(4), the third subparagraph, of
Regulation (EU) No 182/2011 shall apply.

Article 37
Exercise of delegation

The power to adopt delegated acts is conferred on the Commission subject to the
conditions laid down in this Article.

The power to adopt delegated acts referred to in Article 5(4), Article 6(3), Article
11(4), Article 20(2) and Article 21(2) shall be conferred on the Commission for a
period of five years from [date of adoption of the Regulation]. The Commission
shall draw up a report in respect of the delegation of power not later than nine
months before the end of the five-year period. The delegation of power shall be
tacitly extended for periods of an identical duration, unless the European Parliament
or the Council opposes such extension not later than three months before the end of
each period.
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The delegation of power referred to in Article 5(4), Article 6(3), Article 11(4),
Article 20(2) and Article 21(2) may be revoked at any time by the
European Parliament or by the Council. A decision to revoke shall put an end to the
delegation of the power specified in that decision. It shall take effect the day
following the publication of the decision in the Official Journal of the
European Union or at a later date specified therein. It shall not affect the validity of
any delegated acts already in force.

Before adopting a delegated act, the Commission shall consult experts designated by
each Member State in accordance with the principles laid down in the
Interinstitutional Agreement of 13 April 2016 on Better Law-Making.

As soon as it adopts a delegated act, the Commission shall notify it simultaneously to
the European Parliament and to the Council.

Article 38
Monitoring and evaluation

eu-LISA shall ensure that procedures are in place to monitor the development of the
router in light of objectives relating to planning and costs and to monitor the
functioning of the router in light of objectives relating to the technical output, cost-
effectiveness, security and quality of service.

By [one year after the date of entry into force of this Regulation] and every year
thereafter during the development phase of the router, eu-LISA shall produce a
report, and submit it to the European Parliament and to the Council on the state of
play of the development of the router. That report shall contain detailed information
about the costs incurred and about any risks which may impact the overall costs to be
borne by the general budget of the Union in accordance with Article 25.

Once the router starts operations, eu-LISA shall produce a report and submit it to the
European Parliament and to the Council explaining in detail how the objectives, in
particular relating to planning and costs, were achieved as well as justifying any
divergences.

By [four years after the date of entry into force of this Regulation | and every four
years thereafter, the Commission shall produce a report containing an overall
evaluation of this Regulation, including an assessment of:

(a) the application of this Regulation;
(b) the extent to which this Regulation achieved its objectives;

(c) the impact of this Regulation on relevant fundamental rights protected under
Union law;

The Commission shall submit the evaluation report to the European Parliament, the
Council, the European Data Protection Supervisor and the European Agency for
Fundamental Rights. If appropriate, in light of the evaluation conducted, the
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Commission shall make a legislative proposal to the European Parliament and to the
Council with a view to amending this Regulation.

The Member States and air carriers shall, upon request, provide eu-LISA and the
Commission with the information necessary to draft the reports referred to in
paragraphs 2, 3 and 4, including information not constituting personal data related to
the results of the pre-checks of Union information systems and national databases at
the external borders with API data. However, Member States may refrain from
providing such information if, and to the extent necessary not to disclose confidential
working methods or jeopardise ongoing investigations of the competent border
authorities. The Commission shall ensure that any confidential information provided
is appropriately protected.

Article 39

Entry into force and application

This Regulation shall enter into force on the twentieth day following that of its publication in
the Official Journal of the European Union.

It shall apply from two years from the date at which the router starts operations, specified by
the Commission in accordance with Article 27.

However:

(a)

(b)

Article 5(4) and (5), Article 6(3), Article 11(4), Article 20(2), Article 21(2), Article
22, Article 25(1), Article 27, Article 36 and Article 37 shall apply from [Date of
entry into force of this Regulation];

Article 10, Article 13(1), (3) and (4), Article 15, Article 16, Article 17, Article 23,
Article 24, Article 26 and Article 28 shall apply from the date at which the router
starts operations, specified by the Commission in accordance with Article 27.

This Regulation shall be binding in its entirety and directly applicable in the Member States in
accordance with the Treaties.

Done at Strasbourg,

For the European Parliament For the Council
The President The President
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LEGISLATIVE FINANCIAL STATEMENT

FRAMEWORK OF THE PROPOSAL/INITIATIVE
1.1. Title of the proposal/initiative

1.2. Policy area(s) concerned

1.3. The proposal/initiative relates to:

1.4. Objective(s)

1.4.1. General objective(s)

1.4.2. Specific objective(s)

1.4.3. Expected result(s) and impact

1.4.4. Indicators of performance

1.5. Grounds for the proposal/initiative

1.5.1. Requirement(s) to be met in the short or long term including a detailed
timeline for roll-out of the implementation of the initiative

1.5.2. Added value of Union involvement (it may result from different factors, e.g.
coordination gains, legal certainty, greater effectiveness or complementarities). For
the purposes of this point 'added value of Union involvement' is the value resulting
from Union intervention which is additional to the value that would have been
otherwise created by Member States alone.

1.5.3. Lessons learned from similar experiences in the past

1.5.4. Compatibility with the Multiannual Financial Framework and possible
synergies with other appropriate instruments

1.5.5. Assessment of the different available financing options, including scope for
redeployment

1.6. Duration and financial impact of the proposal/initiative

1.7. Management mode(s) planned

2. MANAGEMENT MEASURES
2.1. Monitoring and reporting rules
2.2. Management and control system(s)

2.2.1. Justification of the management mode(s), the funding implementation
mechanism(s), the payment modalities and the control strategy proposed
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2.2.2. Information concerning the risks identified and the internal control system(s)
set up to mitigate them

2.2.3. Estimation and justification of the cost-effectiveness of the controls (ratio of
"control costs + value of the related funds managed"), and assessment of the
expected levels of risk of error (at payment & at closure)

2.3. Measures to prevent fraud and irregularities

ESTIMATED FINANCIAL IMPACT OF THE PROPOSAL/INITIATIVE

3.1. Heading(s) of the multiannual financial framework and expenditure
budget line(s) affected

3.2. Estimated financial impact of the proposal on appropriations
3.2.1. Summary of estimated impact on operational appropriations
3.2.2. Estimated output funded with operational appropriations

3.2.3. Summary of estimated impact on administrative appropriations
3.2.4. Compatibility with the current multiannual financial framework
3.2.5. Third-party contributions

3.3. Estimated impact on revenue
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1. FRAMEWORK OF THE PROPOSALS

1.1. Title of the proposals

1. Regulation of the European Parliament and the Council on the collection and
transfer of advance passenger information (API) for facilitating external border
controls

2. Regulation of the European Parliament and of the Council on the collection and
transfer of advance passenger information (API) for the prevention, detection,
investigation and prosecution of terrorist offences and serious crime

1.2. Policy area(s) concerned

Home affairs

1.3. The proposal/initiative relates to:

O a new action

O a new action following a pilot project/preparatory action®!

the extension of an existing action

O a merger or redirection of one or more actions towards another/a new action
14. Objective(s)

1.4.1.  General objective(s)

1. Enhance external borders management and combating illegal immigration by
ensuring that every person crossing the relevant external borders by air undergoes
similar and necessary checks prior to entering.

2. Enhance the EU’s internal security by ensuring that Member State’s law
enforcement authorities have access though their national Passenger Information
Units to air traveller data that is necessary to prevent, detect and investigate serious

crime and terrorism.

1.4.2.  Specific objective(s)

Specific objective N°1: To enhance pre-checks at the relevant external borders with
high quality and complete API data and facilitate the flow of travellers (on all
inbound flights covered, including charter and business aviation).

Specific objective N°2: To prevent, detect and investigate serious crime and
terrorism. with API data complementing PNR data on all inbound and outbound
extra-EU flights and selected intra-EU flights.

5t As referred to in Article 58(2)(a) or (b) of the Financial Regulation.
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1.4.3.

1.4.4.

To achieve specific objectives N°1 and N°2, the proposal includes the creation of a
central API router.

Expected result(s) and impact

Specify the effects which the proposal/initiative should have on the beneficiaries/groups targeted.

The entry into the Union of all airline travellers, regardless of their nationality, is
facilitated and accelerated by more efficient border checks based on the outcome of
the systematic pre-checks performed on the way to the airport. Their check-in will be
facilitated by the automated reading of travel document information.

eu-LISA will set up and operate a central API router as soon as possible from the
date of adoption of both legal proposals.

Air carriers, especially the ones exclusively operating intra-EU flights will have to
make investments so as to provide API data to the router (EUR 75 million®?)
However for the overal air industry, those costs will be compensated by the
rationalized and centralized approach to transmitting the information to competent
national authorities. For instance, the delivery of API data to border authorities and
Passenger Information units (PIU) via a single window, will substantially lower the
number of connections, hence limiting the the operating costs (EUR +12,545 million
per year instead of +40,3 million) and reduce the penalties usually imposed from
poor or missing travel data (EUR 80 million per year).

Airports will gain from shorter border crossing times, indirectly reducing the need
for landhold, and make transfers more reliable (hub)

The main beneficiaries are law enforcement authorities, (Passenger Information
Units) and the national border management authorities. Mutualized data
gathering will be less costly on the long run (EUR 20 million per year). The
systematic and consistent approach will help make a more efficient use of resources
for border checks at the airports. Available and accurate traveller data will help
Passenger Information Units to keep track more reliably and efficiently of the
movement of known suspects, and identify suspicious travel patterns of unknown
individuals who may be involved in serious criminal or terrorist activities.

Citizens will directly and indirectly benefit from facilitated travel and entry to the
Schengen area, as well as better crime fighting and lower crime rate. They are the
true beneficiaries this initiative, helping to increase their protection.

Indicators of performance

Specify the indicators for monitoring progress and achievements.

‘ Implementation of the central router :
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— entry into operation date (as will be forecast and reported on a regular basis by
eu-LISA Management Board) (target TO+5 years)

Specific objective N°1 :

— Share of airlines connected to the central router, operating extra-Schengen
routes (target 100%)

— Number of national border management authorities receiving information from
the central router

- Number of direct connections between airlines and national border
management authorities for API (target 0)

— Ratio: Number of API datasets transmitted directly to national border
management authorities/ Number of API datasets transmitted to the router
(target 0%)

- Share of flights where API datasets were received by the national border
management authorities (target 100%)

- Share of flights where API datasets were received by the national border
management authorities less than 30 minutes after take-off (100%)

—  Number and amount of fines imposed to airlines for boarding a traveller on the

basis of a travel document which machine readable data is unauthentic (target
0)

—  Number and amount of fines imposed to airlines for inaccurate or incomplete
datasets (target 0).

—  Number and amount of fines imposed to airlines for lacking datasets (target 0.)
— Share of API datasets with complete identity data set (100%)
- Share of API datasets syntactically correct (100%)

— Number of travellers pre-checked on inbound flights covered: (same number as
inbound travellers)

— Share of hits detected at the border that were already detected during pre-
checks for inbound flights covered: target 100%

Specific objective n°2 :

— Share of airlines connected to the carrier interface/central router operating intra
EU routes (target 100%)

—  Number of PIUs connected to the central router (target 26)

—  Number of direct connections between airlines and PIU for API (target 0)
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1.5.

1.5.1.

— Ratio : Number of API datasets transmitted directly to PIU/ Number of API
datasets transmitted to the router (target 0%)

— Share of PNR data received with corresponding API data (target 100%)

—  Number of automated matches and hits (with PNR data only, with API data
only, with both PNR and API)

Grounds for the proposal/initiative

Requirement(s) to be met in the short or long term including a detailed timeline for
roll-out of the implementation of the initiative

Both initiatives require the development, followed by maintenance and operations of
a central router (“the API router’), with two transitional periods.

A/ Design and Development

The design phase encompasses the router, the technical components needed to
operate the router and the tools supporting together eu-LISA, air carriers and
Member States in the implementation of their respective obligations.

It depends on (i) the adoption of the proposed Regulations (ii) the delivery of the
technical components the router and the carrier interface that are dependent on (iii)
the expected end of other development projects within eu-LISA which would relieve
human resources that could be reassigned for other positions and tasks.

Assumptions are made that the legislative proposals are sent to the co-legislators by
the end of 2022, and that the adoption process will be completed by the end of 2023,
by analogy with the time taken for other proposals. The start of the development
period is set at the end of 2025 (=T0) in order to have a reference point from where
durations are counted, and not absolute dates. If adoption by co-legislators occurs at
a later date, the whole schedule shifts accordingly. The development period is
expected to be completed under those conditions by the end of 2028 (TO + 3yrs.)

B/ Operation

Operation start and hence depend on the router and carrier interface entry into
operations. (T1=T0 +3 years)

C/ Transitional period

The transitional period depends on the router and carrier interface entry into
operations, and allows for a progressive implementation by both, air carriers and
Member States, of their respective obligations :

- for the air carriers: connection and transmission of API data to the carrier
interface, systematic collection of data by automated means;

— for the Member States: collection of API data through the router.
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This period should end 2 years after the entry into operations of the router and the
carrier interface: (T1+2 years)
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1.5.2.

Added value of Union involvement (it may result from different factors, e.g.
coordination gains, legal certainty, greater effectiveness or complementarities). For
the purposes of this point 'added value of Union involvement' is the value resulting
from Union intervention which is additional to the value that would have been
otherwise created by Member States alone.

Reasons for action at European level (ex-ante)

The Treaty on the Functioning of the European Union (TFEU) explicitly empowers
the Union to develop a common policy on the checks to which persons crossing
external borders are subject to, which is a clear objective to be pursued at EU level
and on combating illegal immigation. At the same time, these are areas of shared
competence between the EU and the Member States.

The impact assessment accompanying the proposal showed that (i) not every person
crossing the external borders to reach the Union is pre-checked with API data and (i1)
some gaps remain in the data collected for PNR purposes when API data is missing,
which is especially true for intra-EU flights. EU action here aims at solving those
issues, which can be taken in application of the principle of subsidiarity, relevant in
this matter of shared competence, since the objectives envisaged cannot be achieved
sufficiently by Member States alone and can be better achieved by the EU, by reason
of the scale or effects of the proposed action:

(i) Member States alone would not be able to effectively implement clear and
common operation rules on the processing of API data for border management and
combating illegal immigration, especially on pre-checks, which are key to a
harmonized approach across the Union and, in particular, the Schengen area to the
movement of people across the external borders (Schengen Borders Code).

(11) Likewise, Member States alone would not be able to effectively tackle the
problems related to the processing of API data for law enforcement purposes, since
the API Directive is a Schengen instrument and does not regulate the capture and
transmission of API data on intra-EU flights. In the absence of API data that would
complement the PNR data for these flights, Member States have implemented a
variety of different measures that seek to compensate the lack of identity data on the
travellers. This includes physical conformity checks to verify identity data between
travel document and boarding card that generate new issues, without solving the
underlying problem of not having API data.

Action at EU level on API data would therefore be required to address effectively the
problems identified in accordance with the principle of subsidiarity. This is also
called for in the June 2021 Commission’s Strategy towards a fully functioning and
resilient Schengen area® for an increased use of API data in combination with PNR
data for intra-EU flights to significantly enhance internal security. In addition to the
need to reinforce the Schengen area as a political priority of the Union, the need for
EU action on API at this point in time, and notwithstanding the particular position of
Ireland, also stems from recent legislative developments on Union’s external border
management:
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— The 2019 Interoperability Regulations will enable systematic checks of persons
crossing the Schengen external borders against all available information in EU
centralised information systems for security, border and migration management.
Establishing a centralised transmission of API data at EU level is a logical
continuation of this concept.

— At the Schengen external borders, the use of API data would effectively
complement the imminent start of operation of the Entry Exit System (EES) and of
the European Travel Information Authorisation System (ETIAS). The use of API
data would remain necessary for the external borders management, as it informs
border guards in advance whether a traveller has effectively boarded a plane from a
third country and is about to enter the Schengen area, thus facilitating the border
checks that will take place once that traveller arrives at the external border.

Expected Union added value to be generated (ex-post)

- Air carriers should benefit from technical, operational, infrastructure and
administrative costs savings by drastically reducing the number of connections,
exchange formats, procedures and messages sent to the Member States border
management authorities and to the Passenger Information Units (theoretically
divided by 26), despite an overall increase of the volume of passengers and flights
concerned by the initiative.

- Harmonized rules on data collection for API data should have indirect impacts on
police cooperation volume and quality, hence improving the resolution of cross-
border crime cases linked to the air vector : PIU to PIU exchanges might expand
on the basis that partner PIU have more chance to find appropriate information on
their counterpart, (systematic collection) or know well in advance the chances to
have it available (selective rules on data collection based on risk assessment
according to harmonized rules)

- Reducing the remaining information gaps on scattered operators (business aviation,
charters) or travellers that were still not concened by any check (crew), would help
prevent, detect, and reduce traffic (drug trafficking and trafficking on human beings)
that took advantage of such immune vectors.

Lessons learned from similar experiences in the past

Experience with the development of IT systems in the domain of Justice and Home
Affairs, based on data exchange with third parties (e.g. air carriers), either as primary
goal in a decentralized approach (API or PNR Directives,) or on an ancillary basis
but centrally, such as EES and ETIAS (carrier gateway), allowed to identify the
following lessons:

1. Implementation of a new regulation imposing new obligations to air carriers can
be challenging: the somewhat scattered landscape involving many small actors, can
lead to a lack of awareness and a slow uptake. Full implementation of API and PNR
up to the “last percent” of air carriers can be difficult, even more so where traveller
information is to be collected from business aviation and charter flights.
Communication campaigns along with coordination with eu-LISA and the Member
states authorities would be key to reach the full target.

55

EN



EN

1.5.4.

In addition, experience with the deployment of centralized EU information systems
on the field needing an adaptation or extension of national systems (VIS, SIS) proved
that:

2. The implementation of the central component may suffer from cost overruns and
delays that can come from changing requirements, due to the lack of underlying legal
instruments setting out its purpose, scope, functions and technical specifications.
Hence the preparatory design phase should wait for the legal instrument and its
implementing and delegated acts readiness.

2. As for the deployment of the system to the field, at national level, a progressive
approach with incremental functional levels (SIS recast) is the most fit for
implementing increasingly complex functional sets, and can both central and national
developmeents to mature by reducing the focus on the quality assurance, increases
the stability of the deliverables, crucial when multiple national systems have to be
tested against the central system (availability of stable testing environement). A
progressive approach starting with a few sites and reaching an increasing number of
sites in a timely manner helps Member States manage the load on the procurement
workstream, evens up the strain on financial resources and on logistical chain. It
helps processing the feedback from the field on a limited set of pilot sites instead of
exposing to massive unmanageable flow of some negative feedbacks. Lessons
learned from pilot sites can benefit to the further massive deployment by feeding a
training strategy. The central system, gains from a progressive ramp up the
processing and the infrastructure and adapt if needed. Finally a progressive approach
based on risk criteria linked to geographical factors (VIS) helps focus, for instance
on the most complex businness situtions, helping finalzing the full functional
spectrum of both central and national systems. Hence a progressive approach based
either on transitional phases, pilots, incremental functional steps and/or
incremental geographical rollout should be favoured.

3. It may be difficult to have an overview of the level of advancement in some
Member States (initial SIS, VIS), namely the ones that had not provided for the
respective activities in their multiannual programming or lacked precision in their
programming. For EES, ETIAS and interoperability, a reimbursement mechanism of
integration costs of Member State was foreseen and helped keep track of the
implementation effort. Therefore provisions for getting a more reliable picture on
the level of integration of each Member State should be sought after.

Compatibility with the Multiannual Financial Framework and possible synergies
with other appropriate instruments

The investments required at EU level and Member States level can be financed
during the 2021-2027 multiannual financial framework (MFF) for the HOME Aftairs
Funds, by making use of the Internal Security Fund (ISF) and of the Instrument for
Financial Support for Border Management and Visa Policy (BMVI), as part of the
Integrated Border Management Fund. Funding beyond the year 2027 will fall within
the negotiations of the next MFF.
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Assessment of the different available financing options, including scope for
redeployment

The appropriations needed to finance the development of the API router by eu-LISA
(EUR 34.967 million) have not been planned under the 2021-2027 MFF allocations
for eu-LISA, as well as for DG HOME (EUR 2.653), as this is a new proposal for
which amounts were not known at the time when the 2021-2027 MFF was tabled.
Therefore, it is proposed to reinforce the eu-LISA budget and the DG HOME budget
for the amounts needed in 2024, 2025, 2026 and 2027, by reducing the
corresponding thematic facilities of the Border Management and Visa Policy
Instrument (BMVI).
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1.7.

Duration and financial impact of the proposal/initiative
[ limited duration
— [ in effect from [DD/MM]YYYY to [DD/MM]YYYY

— [ Financial impact from YYYY to YYYY for commitment appropriations and
from YYYY to YYYY for payment appropriations.

unlimited duration

— Implementation with a start-up period from 2024 to 2028,

— followed by full-scale operation as from 2029

Management mode(s) planned>*

0] Direct management by the Commission

— [ by its departments, including by its staff in the Union delegations;
— [ by the executive agencies

Shared management with the Member States

Indirect management by entrusting budget implementation tasks to:
— [ third countries or the bodies they have designated;

— [ international organisations and their agencies (to be specified);

— [ the EIB and the European Investment Fund,

— bodies referred to in Articles 70 and 71 of the Financial Regulation;
— [ public law bodies;

— [ bodies governed by private law with a public service mission to the extent that
they provide adequate financial guarantees;

— [ bodies governed by the private law of a Member State that are entrusted with
the implementation of a public-private partnership and that provide adequate
financial guarantees;

— [ persons entrusted with the implementation of specific actions in the CFSP
pursuant to Title V of the TEU, and identified in the relevant basic act.

— If more than one management mode is indicated, please provide details in the ‘Comments’ section.
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Details of management modes and references to the Financial Regulation may be found on the
BudgWeb site:
https://myintracomm.ec.europa.eu/budgweb/EN/man/budgmanag/Pages/budgmanag.aspx
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Comments

The design and development phase of the API router is expected to last four years during
which eu-LISA will develop the components. The API router will be operational in the end of
2028.
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MANAGEMENT MEASURES

Monitoring and reporting rules

Specify frequency and conditions.

Shared management:

Each Member State shall establish a management and control systems for its
programme and ensure the quality and the reliability of the monitoring system and of
data on indicators, in accordance with the Common Provision Regulation®> (CPR).
The Member States shall send each year an assurance package, which includes the
annual accounts, the management declaration and the audit authority's opinions on
the accounts, the management and control system and the legality and regularity of
the expenditure declared in the annual accounts. This assurance package will be used
by the Commission to determine the amount chargeable to the Fund/Instrument for
the accounting year. A review meeting between the Commission and each Member
State shall be organised every two years to examine the performance of each
programmes. The Member States send 6 times per year data for each programme,
broken down by specific objectives. These data refers to the cost of operations and
the values of common output and result indicators.

For the HOME Affairs Funds, the Member States will send an annual performance
report, which should set out information on the progress in the implementation of
their programmes and in achieving the milestones and targets. It should also raise
any issues affecting the performance of the programme and describe the action taken
to address them.

Under 2021-2027 HOME Affairs Funds, each Member States shall submit a final
performance report. The final report should focus on the progress made towards
achieving the objectives of the programme and should give an overview of the key
issues that affected the programme’s performance, the measures taken to address
those issues and the assessment of the effectiveness of these measures. In addition, it
should present the contribution of the programme to tackling the challenges
identified in the relevant EU recommendations addressed to the Member State, the
progress made in achieving the targets set out in the performance framework, the
findings of the relevant evaluations and the follow-up given to those findings and the
results of the communication actions.

Indirect management

The monitoring and reporting of the proposal will follow the principles outlined in
eu-LISA’s Regulation, the EU Financial Regulation and in line with the Common
Approach on decentralised agencies. eu-LISA must notably send each year to the

SSRegulation (EU) 2021/1060 of the European Parliament and of the Council of 24 June 2021 laying down
common provisions on the European Regional Development Fund, the European Social Fund Plus, the
Cohesion Fund, the Just Transition Fund and the European Maritime, Fisheries and Aquaculture Fund and
financial rules for those and for the Asylum, Migration and Integration Fund, the Internal Security Fund and
the Instrument for Financial Support for Border Management and Visa Policy
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2.2.1.

Commission, the European Parliament and the Council a Single Programming
Document containing multi-annual and annual work programmes and resources
programming. This Document sets out the objectives, expected results and
performance indicators to monitor the achievement of the objectives and the results.
eu-LISA must also submit a Consolidated Annual Activity Report to the
management board. This report notably includes information on the achievement of
the objectives and results set out in the Single Programming Document. The report
must also be sent to the Commission, the European Parliament and the Council.

Moreover, as outlined in Article 39 of eu-LISA’s Regulation, by 12 December 2023,
and every five years thereafter, the Commission, after consulting the Management
Board, shall evaluate, in accordance with the Commission’s guidelines, the
performance of the Agency in relation to its objectives, mandate, locations and tasks.
That evaluation shall also include an examination of the implementation of this
Regulation and the way and extent to which the Agency effectively contributes to the
operational management of large-scale IT systems and to the establishment of a
coordinated, cost-effective and coherent IT environment at Union level in the area of
freedom, security and justice. That evaluation shall, in particular, assess the possible
need to modify the mandate of the Agency and the financial implications of any such
modification. The Management Board may issue recommendations regarding
amendments to this Regulation to the Commission.

Management and control system(s)

Justification of the management mode(s), the funding implementation mechanism(s),
the payment modalities and the control strategy proposed

Shared management

For 2021-2027 period, the Regulation (EU) 2021/1148 of the European Parliament
and of the Council of 7 July 2021 establishing, as part of the Integrated Border
Management Fund, the Instrument for Financial Support for Border Management and
Visa Policy and Regulation (EU) 2021/1149 of the European Parliament and of the
Council of 7 July 2021 establishing the Internal Security Fund will be managed for
the first time under the CPR (Common Provision Regulation) rules.

For the shared management, the CPR builds on the management and control strategy
in place for the 2014-2020 programming period, and introduces some measures
aimed at simplifying the implementation and reducing the control burden at the level
of both beneficiaries and Member States.

The novelties include:

- the removal of the designation procedure (which should allow to speed up the
implementation of the programmes)

- management verifications (administrative and on-the-spot) to be carried out by the
managing authority on a risk-basis (compared to the 100% administrative controls
required in the 2014-2020 programming period). Furthermore, under certain
conditions, the managing authorities may apply proportionate control arrangements
in line with the national procedures.
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- conditions to avoid multiple audits on the same operation/expenditure

The programme authorities will submit to the Commission interim payment claims
based on expenditure incurred by beneficiaries. The CPR allows the managing
authorities to carry out management verifications on a risk-basis and provides also
for specific controls (e.g. on-the-spot controls by the managing authority and audits
of operations/expenditure by the audit authority) after the associated expenditure has
been declared to the Commission in the interim payment claims (up to 6 per year). In
order to mitigate the risk of reimbursing ineligible expenditure, the CPR lays down
the Commission's interim payments to be capped at 95% of the amounts included in
the payment application, given that initially only part of the national controls have
been carried out. The Commission will pay the remaining balance following the
annual clearance of accounts exercise, upon receipt of the assurance package from
the programme management authorities. Any irregularities detected by the
Commission or the European Court of Auditors after the transmission of the annual
assurance package may lead to a net financial corrections.

Indirect management

Part of the proposal will be implemented via eu-LISA budget, through indirect
management.

Pursuant to the principle of sound financial management, the budget of eu-LISA
shall be implemented in compliance with effective and efficient internal control. eu-
LISA is therefore bound to implement an appropriate control strategy coordinated
among appropriate actors involved in the control chain.

Regarding ex-post controls, eu-LISA, as a decentralised agency, is notably subject
to:

- internal audit by the Internal Audit Service of the Commission;

- annual reports by the European Court of Auditors, giving a statement of assurance
as to the reliability of the annual accounts and the legality and regularity of the
underlying transactions;

- annual discharge granted by the European Parliament;

- possible investigations conducted by OLAF to ensure, in particular, that the
resources allocated to agencies are put to proper use.

As partner DG to eu-LISA, DG HOME will implement its Control Strategy on
decentralised agencies to ensure reliable reporting in the framework of its Annual
Activity Report (AAR). While decentralised agencies have full responsibility for the
implementation of their budget, DG HOME is responsible for regular payment of
annual contributions established by the EU Budgetary Authorities.

Finally, the European Ombudsman provides a further layer of control and
accountability at eu-LISA.
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2.2.3.

Information concerning the risks identified and the internal control system(s) set up
to mitigate them

No specific risks have been identified at this stage.

For the part management under shared management, the general risks in relation to
the implementation of the current programmes concerns the under-implementation of
the Fund/Instrument by the Member States and the possible errors derived from the
complexity of rules and weaknesses in management and control systems. The draft
CPR simplifies the regulatory framework by harmonising the rules and management
and control systems across the different Funds implemented under shared
management. It simplifies also the control requirements (e.g. risk-based management
verifications, possibility for proportionate control arrangements based on national
procedures, limitations of audit work in terms of timing and/or specific operations)

For the budget implemented by eu-LISA, a specific Internal Control Framework
based on the Internal Control Framework of the European Commission is required.
The Single Programming Document must provide information on the internal control
systems, while the Consolidated Annual Activity Report (CAAR) must contain
information on the efficiency and effectiveness of the internal control systems,
including as regards risk assessment. The CAAR 2021 reports that, the management
of the Agency was reasonably confident that, overall, suitable controls are in place
and that they are functioning as intended. Additionally, risks were being monitored
and mitigated appropriately, and various improvements and reinforcements are
implemented as necessary.

Another level of internal supervision is also provided by eu-LISA’s Internal Audit
Capability, on the basis of an annual audit plan notably taking into consideration the
assessment of risks in eu-LISA. The Internal Audit Capability helps eu-LISA in
accomplishing its objectives by bringing a systematic and disciplined approach to
evaluate the effectiveness of risk management, control, and governance processes,
and by issuing recommendations for their improvement.

Moreover, the European Data Protection Supervisor and eu-LISA’s data protection
officer (an independent function attached directly to the Management Board
Secretariat) supervise eu-LISA’s processing of personal data.

Finally, as partner DG of eu-LISA, DG HOME runs an annual risk management
exercise to identify and assess potential high risks related to agencies’ operations,
including eu-LISA. Risks considered as critical are reported annually in DG HOME
management plan and are accompanied by an action plan stating the mitigating
actions envisaged.

Estimation and justification of the cost-effectiveness of the controls (ratio of "control
costs + value of the related funds managed"), and assessment of the expected levels
of risk of error (at payment & at closure)

For the shared management part, the cost of controls is expected to remain stable or
potentially be reduced for the Member States.
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There will be efficiency gains in implementation of the 2021-2027 HOME Affairs
Funds programmes and increase in the payments to Member States.

With the risk based approach to management and controls being introduced in the
applicable CPR to the HOME Affairs Funds, coupled with enhanced drive to adopt
simplified cost options (SCOs), the cost of controls for Member States is expected to
be further reduced.

For eu-LISA, the ratio of “control costs/value of the related funds managed” is
reported on by the Commission. The 2021 AAR of DG HOME reports 0.08% for this
ratio in relation to Indirect Management Entrusted Entities and Decentralised
Agencies, including eu-LISA.

Measures to prevent fraud and irregularities

Specify existing or envisaged prevention and protection measures, e.g. from the Anti-Fraud Strategy.

DG HOME will continue to apply its Anti-Fraud Strategy in line with the
Commission's Anti-Fraud Strategy (CAFS) in order to ensure inter alia that its
internal anti-fraud related controls are fully aligned with the CAFS and that its fraud
risk management approach is geared to identify fraud risk areas and adequate
responses.

As regards shared management, Member States shall ensure the legality and
regularity of expenditure included in the accounts submitted to the Commission. In
this context, Member States shall take all required actions to prevent, detect and
correct irregularities. Building on the past cycle 2014-2020, for 2021-2027
programming period as well, Member States are obliged to put in place procedures
for detection of irregularities and anti-fraud coupled with the specific Commission
Delegated Regulation on reporting of irregularities. Anti-fraud measures will remain
a cross-cutting principle and obligation for Member States.

For indirect management, the measures related to combating fraud, corruption and
any other illegal activities are outlined, inter alia, in article 50 of eu-LISA’s
Regulation and under Title X of eu-LISA’s Financial Regulation.

eu-LISA shall notably participate in fraud prevention activities of the European Anti-
fraud Office and inform the Commission without delay on cases of presumed fraud
and other financial irregularities — in line with its internal anti-fraud strategy , revised
and adopted in August 2022 covering period 2022-2024.

Moreover, as partner DG, in October 2021, DG HOME adopted a new Anti-Fraud
Strategy, together with an accompanying Action Plan, which further strengthening
the DG’s anti-fraud capacities and adapting them to a constantly evolving
environment. It takes into account the novelties introduced by the 2019 Commission
Anti-Fraud Strategy and the adjustments required by the MFF 2021-2027.

Decentralised agencies, including eu-LISA, fall within the scope of the strategy. DG
HOME 2021 AAR concluded that the fraud prevention and detection processes
worked satisfactorily and therefore contributed to the assurance on the achievement
of the internal control objectives.
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3. ESTIMATED FINANCIAL IMPACT OF THE PROPOSAL/INITIATIVE
3.1. Heading(s) of the multiannual financial framework and expenditure budget
line(s) affected
e Existing budget lines
In order of multiannual financial framework headings and budget lines.
. Type of e
Budget line . Contribution
expenditure
Heading of
multiannual g;?l"ri from within the
financial | Number Diff./Non- - candidate | from third meaning of
framework diff. ¢ coursl;[rles countries®® | countries Ar?;?é;ﬁi(ig of
Regulation
4 11 02 01 Instrument for ﬁnapcial support Diff. NO NO VES NO
for border management and visa policy
11.01.01 — Support expenditure for the
"Integrated Border Management Fund
4 (IBMF) — Instrument for financial Nc.)fr;‘- NO NO YES NO
support for Border Management and Visa Diff.
Policy (BMVI)
11 10 02 European Union Agency for the
Operational Management of Large-Scale Non-
4 IT Systems in the Area of Freedom, Diff. NO NO YES NO
Security and Justice (‘eu-LISA”)
5 12 02 01 Internal Security Fund (ISF) Diff. NO NO NO NO
11.02.02— Support expenditure for the
Internal  Security Fund (ISF) — N
5 Instrument for financial support for (_)1;: NO NO NO NO
Border Management and Visa Policy Diff.
(BMVI)
e New budget lines requested
In order of multiannual financial framework headings and budget lines.
. Type of o
Budget line . Contribution
expenditure
Heading of
multiannual N N within the
financial : ) om om : meaning of
framework Number leg{gon EFTA candidate fzglﬁltﬁgj Atticle 21(2)(b) of
’ countries countries the Financial
Regulation
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Diff. = Differentiated appropriations / Non-diff. = Non-differentiated appropriations.
EFTA: European Free Trade Association.
Candidate countries and, where applicable, potential candidates from the Western Balkans.
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[XX.YY.YY.YY]

YES/NO

YES/NO

YES/NO

YES/NO
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3.2 Estimated financial impact of the proposal on appropriations

3.2.1.  Summary of estimated impact on operational appropriations

— [ The proposal/initiative does not require the use of operational appropriations

— The proposal/initiative requires the use of operational appropriations, as explained below:

EUR million (to three decimal places)

Heading of multiannual financial

4 Migration and Border Management
framework
Year Year Year Year |Total Year Year Year Year Year Year Year Total
DG HOME 2024 2025 2026 2027 |21-27 2028 2029 2030 2031 2032 2033 2034 | 28-34 TOTAL
* Operational appropriations
11 02 01 Instrument for financial support for Commitments (1a) 8,250 8250 7,838| 9,075| 10,313 | 5,363| 5,363| 5,363| 5363| 48675 56,925
border management and visa policy (BMVI) Payments (2a) 2,888 2,888| 4393 6394| 8.642| 7,734| 7219| 6,538| 5,610| 46,530| 49,418
11 10 02 European Union Agency for the|Commitments (b | 0,157 2,597| 7,958 22,865| 33,577| 15415 9,168 9,083| 9,083 9,083 9,083 9,083| 69,998 103,575
Operational Management of Large-Scale IT
Systems in the Area of Freedom, Security and
Justice (‘eu-LISA”) Payments (2b) 0,157 2,597 7,958| 22,865| 33,577| 15,415| 9,168 9,083| 9,083 | 9,083 9,083| 9,083| 69,998| 103,575
Appropriations of an administrative nature financed from the envelope of
specific programmes>’
Budget line (3)
. =la+1b
TOTAL appropriations Commitments 3 0,314 3,993| 7,958| 31,115| 41,827| 23,253 | 18,243 | 19,396| 14,446| 14,446| 14,446| 14,446|118,673| 160,500
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Technical and/or administrative assistance and expenditure in support of the implementation of EU programmes and/or actions (former ‘BA’ lines), indirect research, direct research.
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for DG HOME

=2a+2b

Payments 0,314 3,993| 7,958| 25,753 | 36,464| 19,808 | 15,562| 17,725| 16,817| 16,302 | 15,621| 14,693 |116,528| 152,992
+3
Commitments 0] 0,314 3,993| 7,958| 31,115| 41,827| 23,253| 18,243 | 19,396| 14,446 | 14,446| 14,446| 14,446| 118,673| 160,500
* TOTAL operational appropriations
Payments ) 0,314| 3,993| 7,958| 25,753| 36,464| 19,808 | 15,562| 17,725| 16,817| 16,302| 15,621 | 14,693 | 116,528 | 152,992
* TOTAL appropriations of an administrative nature financed from ©
the envelope for specific programmes
TOTAL appropriations Commitments =4+ 6 0,314 3,993| 7,958| 31,115| 41,827| 23,253| 18,243 | 19,396| 14,446 | 14,446| 14,446| 14,446| 118,673| 160,500
under HEADING 4
of the multiannual financial framework Payments =5+6 0,314| 3,993| 7,958| 25,753| 36,464| 19,808 | 15,562| 17,725| 16,817| 16,302| 15,621 | 14,693 | 116,528 | 152,992
Heading of multiannual financial .
g 5 Security and Defence
framework
DG HOME Year | Year | Year | Year | Tofal | Year | Year | Year | Year | Year | Year | Year | Total | TOTA
2024 | 2025 | 2026 | 2027 | 21-27 | 2028 | 2029 | 2030 | 2031 | 2032 | 2033 | 2034 | 28-34 L
* Operational appropriations
. Commitments (1) 3,300 3,300| 3,135| 3,630| 4,125| 2,145| 2,145| 2,145| 2,145| 19,470| 22,770
12 02 01 Internal Security Fund (ISF) -
Payments (2a) 1,155 1155 1,757| 2,558| 3,457| 3,094| 2,888| 2,615 2244| 18,612| 19,767

envelope of specific programmes®’

Appropriations of an administrative nature financed from the

Budget line

3)
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o e Commitments =la+1b +3 3,300 3,300 3,135 3,630 4,125 2,145 2,145 2,145 2,145 19,470 22,770
TOTAL appropriations
for DG HOME Payments =2a+2b+3 1,155 1,155 1,757 2,558 3,457 3,094 2,888| 2,615 2,244 18612 19,767
. o Commitments (C) 3,300 3,300 3,135 3,630 4,125 2,145 2,145 2,145 2,145 19470 22,770
* TOTAL operational appropriations
Payments ®) 1,155 1,155 1,757 2,558 3,457 3,094 2,888| 2,615 2,244 18,612 19,767
* TOTAL appropriations of an administrative nature ©
financed from the envelope for specific programmes
TOTAL appropriations Commitments ~4+6 3,300| 3,300 3,135 3,630| 4,125| 2,145| 2,145| 2,145| 2,145| 19470| 22,770
under HEADING 5
of the multiannual financial framework | Payments =5+6 1,155 1,155 1,757 2,558 3,457 3,094 2,888 2,615 2,244 18,612 19,767
« TOTAL operational appropriations (all | Commitments @ 0,157| 2,597| 7.958| 34,415| 45127| 31,668| 31,113| 36,721| 33,751 33,751| 33,751| 27,151|227,903| 273,030
operational headings) Payments ®) 0,157| 2,597| 7.958| 26,908| 37,619| 23.413| 22,409| 28,706| 31.461| 33379| 34,208| 31,589|205,166| 242,785
TOTAL appropriations of an administrative nature
financed from the envelope for specific programmes (all
operational headings) ©)
TOTAL appropriations Commitments =46 | 0,157 2,597| 7.958| 34415| 45127| 26,388| 21,873| 23,521| 16,591 | 16,591| 16,591| 16,591 138,143| 183,270
under HEADINGS 1 to 6
of the multiannual financial framework Payments =s+6 | 0,157 2,597| 7,958| 26,908| 37,619| 21,565| 18,119 21,182| 19,911| 19,189| 18,236| 16,937 |135,140| 172,759
(Reference amount)
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Heading of multiannual financial
framework

‘Administrative expenditure’

This section should be filled in using the 'budget data of an administrative nature' to be firstly introduced in the Annex to the Legislative Financial
Statement (Annex V to the internal rules), which is uploaded to DECIDE for interservice consultation purposes.

EUR million (to three decimal places)

Year | Year Year Year Total | Year Year Year Year Year Year Year Total | TOT
2024 | 2025 | 2026 | 2027 | 21-27 | 2028 | 2029 | 2030 | 2031 | 2032 | 2033 | 2034 | 28-34 | AL
DG HOME
¢ Human resources 0314 0471 0471 0471 1,727 0471 0471 0471 0471 0471 0471 0471 3297| 5,024
* Other administrative expenditure 0,187 0273 0273 0273 1006| 0273 0273 0273 0,187| 0,187| 0,187| 0,187| 1,488| 2,492
A fati
TOTAL DG HOME ppropriahons 0.501| 0744| 0744| 0744| 2732| 0744| 0744| 0666| 0658 0658 0658 0658 4785 7,516
TOTAL appropriations (Total ment
otal commitments
fth Illtl'ldel‘ HIF%ADIN(l;g i = Total payments)
.. . 0,501| 0,744 0,744| 0744| 2732| 0744| 0,744 0666| 0658 0,658 0658 0,658 4785 7,516
EUR million (to three decimal places)
Year Year Year Year Total Year Year Year Year Year Year Year Total | TOTA
2024 | 2025 | 2026 | 2027 | 21-27 | 2028 | 2029 | 2030 | 2031 | 2032 | 2033 | 2034 | 2834 | L
TOTAL appropriations Commitments 0,815| 4,737| 8,702| 35,159| 47.858| 27,131| 22,617| 24,186| 17,249| 17,249 17,249| 17,249 | 142,928 190,786
under HEADINGS 1 to 7
of the multiannual financial framework | Payments 0,815| 4,737| 8,702| 27,651| 40351| 22,309| 18,863 | 21,847| 20,569| 19,847| 18,894 17,595 | 139,925 180,275
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3.2.2.

Estimated output funded with operational appropriations

Commitment appropriations in EUR million (to three decimal places)

. L Year Year Year Year Year Year Year Year Year Year Year
Indicate objectives 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034
and outputs
Type?! A\(/:f)r:tge > g < | Cost 2 | Cost < | Cost < | Cost | 2 | Cost 2 | Cost < | Cost 2 | Cost < | Cost 2 | Cost TI(\)I?I Total cost
g
COMMON OBJECTIVE
- Build Router 44,482 | 0,004| 0,157/ 0,058} 2,597 | 0,179 | 7,958 | 0,507 {22,565| 0,252 {11,205 1 44,482
Operate router 9,083 0,300 4,210 9,168 9,083 9,083 9,083 9,083 9,083 59,093
Subtotal for common objective 0,157 2,597 7,958 22,865 15,415 9,168 9,083 9,083 9,083 9,083 9,083 103,575
SPECIFIC OBJECTIVE No 1
- Build MS connection 26 1,031 8 8,250 6 6,188 6 | 6,188 6 6,188 26 26,813
- Maintain MS connection| 26 0.206 8 1,650 14 | 2,888 20 4,125 26 5,363 26 5,363 26| 5,363 26 5,363 26 30,113
Subtotal for specific objective n°1 8,250 7,838 9,075 10,313 5,363 5,363 5,363 5,363 56,925
SPECIFIC OBJECTIVE No 2
- MS connection 26 0,413 8 3,300 6 2475 6 | 2,475 6 2,475 26 10,725
- Maintain MS connection | 26 0.083 8 0,660 14 | 1,155 20 1,650 26 2,145 26 2,145 26 2,145 26 2,145 26 12,045
Subtotal for specific objective n°2 0,000 0,000 0,000 3,300 3,135 3,630 4,125 2,145 2,145 2,145 2,145 22,770
TOTALS 0,157 2,597 7,958 34,415 26,388 21,873 23,521 16,591 16,591 16,591 16,591 183,270
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3.2.3.  Estimated impact on eu-LISA's human resources

3.2.3.1. Summary

— [ The proposal/initiative does not require the use of appropriations of an
administrative nature

— The proposal/initiative requires the use of appropriations of an administrative
nature, as explained below:

EUR million (to three decimal places)

Year Year Year Year Year Year Year Year Year Year Year
2024 2025 2026 2027 | 2028 | 2029 2030 | 2031 2032 2033 2034
Temporary agents (AD 0,157 1,099 2,198 2,355 4,710 2,355 2,355 2,355 2,355 2,355 2,355
Grades)
Temporary agents
(AST grades)
0,000 | 0,298 | 0,680 | 0,850 1,955 1,105 1,020 1,020 1,020 1,020 1,020
Contract staff
Seconded National
Experts
0,157 | 1,397 | 2,878 | 3,205 | 6,665 | 3,460 | 3,375 | 3,375 | 3,375 | 3,375 | 3,375
TOTAL

Staff requirements (FTE):

Year Year | Year | Year | Year | Year | Year | Year | Year Year Year
2024 | 2025 | 2026 | 2027 | 2028 | 2029 | 2030 | 2031 | 2032 |2033 | 2034
Temporary agents (AD 20| 140 140 | 150 | 300 | 150 | 150 | 150 | 150 | 150 | 150
Grades)
Temporary  agents
(AST grades)
0,0 7,0 8,0 10,0 23,0 13,0 12,0 12,0 12,0 12,0 12,0
Contract staff
Seconded National
Experts

EN 7 EN



2,0 21,0 22,0 25,0 53,0 28,0 27,0 27,0 27,0 27,0 27,0
TOTAL

Staff from eu-LISA should be supporting DG HOME efforts in elaborating the secondary
legislation early in 2024, therefore staff shall be operational as soon as possible. Recruitment
procedures shall start as of January 2024. A 50% factor is applied for 2 FTE recruited in
2024, 21 FTE in 2025. The rest of the staff comes from the redeployment from other projects.

EN 7



3.2.4.  Summary of estimated impact on administrative appropriations (for DG HOME)

— [ The proposal/initiative does not require the use of appropriations of an
administrative nature

— The proposal/initiative requires the
nature, as explained below:

use of appropriations of an administrative

EUR million (to three decimal places)

Year
2024

Year
2025

Year
2026

Year Total
2027 21-27

Year
2028

Year
2029

Year
2030

Year
2031

Year
2032

Year
2033

Year
2034

Total
28-34

TOTAL

HEADING 7
of the multiannual
financial framework

Human resources

0,314

0,471

0,471

0,471

1,727

0,471

0,471

0,471

0,471

0,471

0,471

0,471

3,297

5,024

Other administrative
expenditure

0,187

0,273

0,273

0,273

1,006

0,273

0,273

0,273

0,187

0,187

0,187

0,187

1,567

2,573

Subtotal HEADING
7
of the multiannual
financial framework

0,501

0,744

0,744

0,744

2,733

0,744

0,744

0,744

0,658

0,658

0,658

0,658

4,864

7,597

Outside HEADING 7%
of the multiannual
financial framework

Human resources

Other expenditure
of an administrative
nature

Subtotal
outside HEADING 7
of the multiannual
financial framework

TOTAL

0,501

0,744

0,744

0,744

2,733

0,744

0,744

0,744

0,658

0,658

0,658

0,658

4,864

7,597

The appropriations required for human resources and other expenditure of an administrative nature will be met by
appropriations from the DG that are already assigned to management of the action and/or have been redeployed within the
DG, together if necessary with any additional allocation which may be granted to the managing DG under the annual
allocation procedure and in the light of budgetary constraints.

62 Technical and/or administrative assistance and expenditure in support of the implementation of EU programmes
and/or actions (former ‘BA’ lines), indirect research, direct research.
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3.2.4.1. Estimated requirements of human resources (for DG HOME)

— [ The proposal/initiative does not require the use of human resources.

— The proposal/initiative requires the use of human resources, as explained

below:

Estimate to be expressed in full time equivalent units

Year
2024

Year
2030

Year
2029

Year
2028

Year
2027

Year
2026

Year
2025

Year
2031

Year
2032

¢ Establishment plan posts (officials and temporary staff)

2001 02 01 (Headquarters and Commission’s Representation
Offices)

20 01 02 03 (Delegations)

01010101 (Indirect research)

010101 11 (Direct research)

Other budget lines (specify)

External staff (in Full Time Equivalent unit: FTE)

20 02 01 (AC, END, INT from the ‘global envelope’)

20 02 03 (AC, AL, END, INT and JPD in the delegations)

XX 01 63 - at Headquarters
XX Yy 7z

- in Delegations

010101 02 (AC, END, INT - Indirect research)

010101 12 (AC, END, INT - Direct research)

Other budget lines (specify)

TOTAL

2

XX is the policy area or budget title concerned.

The human resources required will be met by staff from the DG who are already assigned to management of the
action and/or have been redeployed within the DG, together if necessary with any additional allocation which
may be granted to the managing DG under the annual allocation procedure and in the light of budgetary

constraints.

Description of tasks to be carried out:

Officials and temporary staff

Three officials for the follow-up. The staff deal with taking up the Commission's
duties in the delivery of the programme: checking compliance with legal proposal,
addressing compliance issues, preparing reports to European Parliament and Council,
assessing Member State progress, keeping secondary legislation up-to-date including
any development concerning the standards. As the programme is an additional activity
compared with existing workloads, additional staff is required (1 FTE).

External staff
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Sub-ceiling for external staff covered by operational appropriations (former ‘BA’ lines).
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3.2.5.

3.2.6.

Compatibility with the current multiannual financial framework
The proposal/initiative:

— can be fully financed through redeployment within the relevant heading of the
Multiannual Financial Framework (MFF).

As the appropriations required for the development of the API router (2024/2028) and recurring costs
(as from 2029) have not been planned under the eu-LISA 2021-2027 MFF allocation, nor for DG
HOME supplementary staff, the funding required, respectively for the development and maintenance
of the API router (EUR 33.577 million under the 2021-2027 MFF) and for the Commission follow-up
efforts (EUR 2.732 million) will be made available via bugdetary offsetting against BMVI (11.02.01
— 'Border Management and Visa Instrument') for the corresponding amounts:

Appropriations CA=PA million EUR : 2024 : 0.157 ; 2025 : 2.597, 2026 : 7.958; 2027 : 22.865
Representing 2024-2027 : 33.577

The development and recurring costs at national level should be financed under the succesor of the
BMVI for the subsequent MFF %

— [ requires use of the unallocated margin under the relevant heading of the MFF
and/or use of the special instruments as defined in the MFF Regulation.

Explain what is required, specifying the headings and budget lines concerned, the corresponding
amounts, and the instruments proposed to be used.

— [ requires a revision of the MFF.

Explain what is required, specifying the headings and budget lines concerned and the corresponding
amounts.

Third-party contributions
The proposal/initiative:
— does not provide for co-financing by third parties

— [ provides for the co-financing by third parties estimated below:

64

The budget impact beyond the current MFF is an indicative overview, without prejudice to the future
MFF Agreement.
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3.3. Estimated impact on revenue
— [ The proposal/initiative has no financial impact on revenue.
— M The proposal/initiative has the following financial impact:
() O on own resources
2 M on other revenue
(3) please indicate, if the revenue is assigned to expenditure lines [

EUR million (to three decimal places)

Appropriations Impact of the proposal/initiative®
Budget revenue line: available for
& ' the current Year Year Year Year Enter as many years as necessary to show
financial year N N+1 N+2 N+3 the duration of the impact (see point 1.6)
Article ............. p-m.

For assigned revenue, specify the budget expenditure line(s) affected.

11.1002 (eu-LISA), 11.0201 (BMVI)

Other remarks (e.g. method/formula used for calculating the impact on revenue or any other
information).

The budget shall include a contribution from countries associated with the
implementation, application and development of the Schengen acquis and the visa
digitalisation related measures as laid down in the respective agreements in force.
The estimates shall be based on calculations for revenues for the implementation of
the Schengen acquis from the States that currently contribute (Iceland, Norway and
Switzerland) to the general budget of the European Union (consumed payments) an
annual sum for the relevant financial year, calculated in accordance with its gross
domestic product as a percentage of the gross domestic product of all the
participating States. The calculation shall be based on figures from EUROSTAT
which are subject to considerable variation depending on the economic situation of
the participating States.

65 As regards traditional own resources (customs duties, sugar levies), the amounts indicated must be net

amounts, i.e. gross amounts after deduction of 20 % for collection costs.
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