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I. INTRODUCTION

The e-evidence legislative package (Proposal for a Regulation on European Production and
Preservation Orders for electronic evidence in criminal matters and the Proposal for a Directive

laying down harmonised rules on the appointment of legal representatives for the purpose of

gathering evidence in criminal proceedings) was submitted by the Commission on 17 April 2018.
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The main purpose of the Regulation is to improve cross-border access to e-evidence by creating a
legal framework for production and preservation orders to be addressed directly to the legal
representatives of service providers without the intervention of an authority of the Member State
where the legal representative is located. Following the negotiations in the Council, a few
substantial modifications were proposed through the general approach. In particular, the general
approach introduced rules on notification of the competent authority of the enforcing State, i. e. the
State in which the legal representative of the service provider resides or is established, meaning that
a production order for content data should be sent simultaneously to the addressee and to the
enforcing State in cross-border cases, as long as there are reasonable grounds to believe that the
person whose data are sought is not residing on the territory of the issuing State. Such a notification

would not have a suspensive effect on the obligation of the addressee to provide the requested data.

II. NEGOTIATIONS WITH THE EUROPEAN PARLIAMENT

The European Parliament declared itself ready to engage in negotiations in December 2020. Five
political trilogues and a substantial number of technical meetings were organised under the
Portuguese and Slovenian Presidencies. Although these meetings led to some advances on certain
issues (categorisation of data, the mechanism of notification), very few agreements in substance
were reached. During the last two trilogues under the French Presidency, a partial breakthrough was
achieved as co-legislators managed to reach agreements on most of the key topics. However, a
global compromise was not possible to confirm, as the positions in a few important topics still

diverged.

The Czech Presidency has throughout the last few months continued the intense negotiations with
the European Parliament and the Commission along the path staked out by the French Presidency.
Most of the remaining open issues have thereby been closed and the parties are now very close to a

deal on almost all issues.
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The main features of the projected future global compromise package have been discussed in
several meetings of the COPEN Working Party as well as by JHA Counsellors. The latest meeting
of JHA Counsellors took place on 11 November, whereby delegations expressed a broad support for
the approach of the Presidency, while some of them also communicated concerns regarding some of
the open issues. Following this meeting, the Presidency have adjusted the texts to take comments
made by delegations into account to the extent possible and will also keep these comments in mind
in further negotiations with the European Parliament. It is in the light of these discussions that the
Presidency now considers the time ripe to submit the file to Coreper with a view of seeking a
mandate to conclude a global compromise with the European Parliament in a political trilogue

scheduled for 29 November.

III. THE CONTENT OF THE COMPROMISE PACKAGE

All institutions have defended the same principles throughout the negotiations, namely that the new
instruments must ensure an added value in relation to existing instruments, that they must be
efficient and that the fundamental rights of those affected by production and preservation orders
must be given a strong protection. It is the practical implementation of these principles that have led
to certain initial disagreements, in particular as regards the issue to what extent cross-border orders

need to be notified to the authorities in the state of the service provider the order is addressed to.

Both co-legislators have made important concessions throughout the negotiations. The Council has,
inter alia, to a large extent accepted the enlarged notification obligation for production orders
advocated by the European Parliament as well as the rules on grounds for refusal. The European
Parliament has, in turn inter alia agreed to the principle that no notification has to be provided as
regards orders for less sensitive data categories or concerning persons residing in the issuing state,
as well as to the adoption of the Directive and hence the availability of legal representatives also as

addressees for orders under specific other instruments, which it originally opposed in its entirety.
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The Presidency notes that the texts now on the table do not fully correspond to what the Council
would ideally wish. However, it is the assessment of the Presidency that the package described
below constitutes a balanced compromise between the positions of the co-legislators, which ensures
that the Regulation and the Directive will lay a basis for an efficient system for transfer of
electronic evidence within the Union. It does not appear likely that it would add value to continue

the negotiations at technical level.

The compromise proposed is described in detailed wording in the two four column tables attached
to this note. All lines marked in green colour should be considered already agreed in principle and
awaiting formal confirmation. All lines marked in blue colour were provisionally agreed at the
technical level and are to be confirmed at the trilogue. A few of the lines (marked in yellow colour)
however still await finalisation and those covering the main open issues will be discussed anew at

the trilogue on 29 November. This concerns mainly the following lines:

1) Link with procedures under Article 7 TEU - Line 23 (Regulation)

In its original position, the European Parliament proposed rules introducing refusal of orders based
on incompatibility with Article 6 of the Charter, which would take into account any possible
reasoned proposal by the Commission to the Council on the basis of Article 7(1) and 7(2) of the
Treaty on the European Union (TEU), indicating a serious breach of the values indicated in Article

2 TEU.

Similarly to the Commission proposal, the Council did not include any reference to Article 7 of the
TEU in its general approach. As a result of lengthy negotiations throughout the subsequent
Presidencies of the Council, the European Parliament has now signaled its readiness to agree to
limit the reference to TEU in question to Article 7(1) only, in a wording which follows the case law
of the European Court of Justice and would only refer to grounds for refusal to be applied after an
assessment based on specific and objective evidence related to the particular circumstances of the
case. It is to be noted that the reference would only be made in a recital, not in the operative part of

the text as proposed by the European Parliament earlier.

The Presidency considers that the reference to Article 7(1) TEU in the recital set out in line 23 can

be agreed as part of the global compromise.
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2) Criterion of residence - Line 66 (Regulation)

The European Parliament eventually accepted a more limited scope of the notification obligation
compared to its original position, limiting it to cases where the person concerned does not reside in
the state issuing the order, which has always been of great importance to the Council. The last
months of negotiations have then focused on the issue of how the concept of “residence” should be
defined in this context. This definition is of crucial importance, as it will decide on the real scope of
the notification. The European Parliament has previously attempted to limit the concept of residence
in a manner that is not acceptable to the Council, but the co-legislators may be approaching an

agreement.

The Presidency would propose to defend a recital drafted along the following lines, subject to

further possible adjustments, as the basis for the Council position during the trilogue:

“It is for the issuing authority to assess, at the time of issuing the order and on the basis of material
before it, whether there are reasonable grounds to believe that the person whose data are sought

resides in the issuing State.

In that regard, various objective circumstances that could indicate that the person concerned has
established the habitual centre of his or her interests in a particular Member State or has the

intention to do so, can be of relevance.

It follows from the need for uniform application of Union law and from the principle of equality that
the notion of "residence" in this particular context should be given uniform interpretation

throughout the Union.

Reasonable grounds to believe that a person resides in an issuing State could exist, in particular,
where a person is registered as a resident in an issuing State, by holding an identity card, a

residence permit, or a registration in an official residence register.

In the absence of registration in the issuing State, residence could be indicated by the fact that a
person manifested the intention to settle in that Member State or has acquired, following a stable
period of presence in that Member State, certain connections with that State which are of a similar

degree as those resulting from establishing a formal residence in that Member State.
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In order to determine whether, in a specific situation, there are sufficient connections between the
person concerned and the issuing State giving rise to reasonable grounds to believe that the person
concerned resides in that State, various objective factors characterising the situation of that person
could be taken into account, which include, in particular, the length, nature and conditions of her
or his presence in the issuing State or the family ties or economic connections which that person

has with that Member State.

A registered vehicle, the registration of a telephone number, a bank account, the fact that the
person’s stay in the issuing State was uninterrupted or other objective factors, may be of relevance
to determine that there are reasonable grounds to believe that the person concerned resides in the

issuing State.

A short visit, a holiday stay, including in a holiday home, or a similar stay in the issuing State
without any further substantial link is not enough to establish residence in that Member State. On
the other hand, an uninterrupted stay of three months should generally be regarded as sufficient to
establish residence. In cases where, at the time of issuing the European Production Order, there are
no reasonable grounds to believe that the person whose data are sought resides in the issuing State,

’

the issuing authority should notify the enforcing State.’

3. Data controllers and data processors - Lines 202, 204 and 60 (Regulation)

The co-legislators have had differing views on whether the Regulation should include any specific
references to data controllers and data processors, which the European Parliament has requested.
The European Parliament originally requested quite substantial specific rules in this sense, which
were later transferred to the proposed compromise now visible in lines 202 and 204 in the four-
column-table. From the point of view of the Council, the current proposed text would however
create gaps in the legislation that could potentially create big delays in issuing of the orders, and
even lead to abuses by the service providers as the identification of the data controller might be
difficult in many cases. In particular, the delimitation between the data controller and the data
processor requires not only knowledge of the legal framework, but also of the specific powers that
complex contractual frameworks grant to the service provider in each case and to which
investigating authorities do not always even have access. In addition, this combination of concepts
from criminal law and data protection legal frameworks also leads to lesser protection of data

subjects in certain cases.
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The Presidency therefore regards it as a priority to find a solution that can work in practice, such as
to remove the problematic references to data controllers and data processors. A possible solution
could also include a recital drafted along the following lines, subject to possible further adjustments

(line 60):

“As a matter of principle, European Production Orders should be addressed to the service provider
acting as controller. However, in some circumstances, and in particular where several service
providers are involved in processing of data, the delimitation between the roles of data controller
and data processor can prove particularly challenging. Determining who acts as the data controller
with regard to a particular set of data requires not only specialised knowledge of the legal context,
but it could also require interpretation of often very complex contractual frameworks providing in a
specific case for allocation of different tasks and roles with regard to a particular set of data to
various service providers. It follows that where the data is stored or processed by a service
provider and there is no clarity as to who the data controller is, despite reasonable efforts on the
part of the issuing authority, it should be possible to address a European Production Order directly

to the service provider.

Moreover, in some cases, addressing the data controller could be detrimental to the investigation,
for example because the data controller is suspected of involvement in the case concerned or there
are indications that the data controller could be acting in the interest of the person subject to
investigation. Also in those cases it should be possible to address the European Production Order

directly to the service provider processing the data on behalf of the controller.

This provision does not affect the right of the issuing authority to order the service provider to

’

preserve the data.’
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4. Suspensive effect in emergency cases and deletion of the data received - Lines 246 and 275

(Regulation)

The issue whether a suspensive effect could apply to orders in emergency cases has been one of the
main issues of divergence between the co-legislators under the Czech Presidency. Indeed, such a
suspensive effect is an absolute red line for the Council. The European Parliament has finally stated
it would be ready to agree to the line of the Council, depending on the overall compromise package,
as illustrated in the lines in question. However, the European Parliament insists on the obligation to
delete or erase data that has already been transmitted, if it proves to be covered by a ground of
refusal. The Council opposes this for reasons connected to the organization of Member States’

justice systems and suggests adding a possibility “or otherwise restrict the data according to its

national law” instead of a mere deletion.
The Presidency will defend the position of the Council on this issue.

5. The decentralised IT system - Lines 247, 110a - 110k, 156a, 416a - 416ae (Regulation)

The Council has accepted the introduction of a decentralised IT system, proposed by the European
Parliament and originally absent in the Commission's proposal and the Council's general approach.
As the negotiations evolved, given the overall agreement on the principles and the requirements of
the IT system and the positive assessment of the Commission on the technical aspects, the initial
text proposed by the European Parliament, consisting of principles and conditions for the system,
evolved into a detailed system, defined in a number of provisions for which the discussions were
mostly technical. Although the Council raised some concerns about financing aspects and
implementation delays, there is no disagreement in principle. The new provisions have been

adequately prepared at technical level.

The Presidency will propose that the co-legislators agree to the text as set out in the relevant lines.
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6. Grounds for refusal - Lines 296 and 297 (Regulation)

The text of the provision setting out the regime for grounds for refusal has been the object of intense
discussions throughout negotiations. The European Parliament has, contrary to the Council,
defended a rather maximalist mechanism. The Council has made concessions and evolved from
contesting a submission of the public authorities to the judgement of the service providers, to
accepting grounds for refusal after consultation with the issuing authority and with the intervention
of the enforcing authority. However, it has always refused to consider imposing an obligation for
the enforcing authority to raise grounds for refusal. While there will be cases where national law
reduces the margin of appreciation of the authority to such an extent that the authority is obliged to
raise a ground for refusal, it is not appropriate to oblige them to do so in every case. Nonetheless,
the issue of the optional character of the grounds for refusal is still at stake at this final stage of

negotiations with the European Parliament.

The Presidency will try to clarify the latest text in line 297 to better express the optional nature of

the grounds for refusal. A possible solution could include the wording in line 297, together with the
recitals redrafted along the following lines. This text should be understood as preliminary and

subject to possible further adjustments.

Line 297

“1. Where the issuing authority has notified the competent authority of the enforcing State in
accordance with Article 7a, and without prejudice to Article 1(2), the enforcing authority shall, as
soon as possible but at the latest within 10 days of the receipt of the notification, or, in emergency
cases, within 96 hours, assess the information set out in the Order and, where appropriate, raise

one or more of the following grounds for refusing the Order provided that:”
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Line 23

“(11) The mechanism of the European Production Order and the European Preservation Order for
electronic evidence in criminal proceedings relies on the principle of mutual trust between the
Member States and a presumption of compliance by Member States with Union law, the rule of law
and, in particular, with fundamental rights, which are essential elements of the area of freedom,
security and justice within the Union. This mechanism enables national competent authorities to
send directly such orders to service providers. Where the enforcing authority is notified of an order
for traffic data, except for data requested for the sole purpose of identifying the user, as defined in
this Regulation, or for content data, it should assess the information set out in the Order and be
entitled to refuse a European Production Order where, based on a mandatory and due analysis of
the information contained in the order and in observance of the applicable rules of primary Union
law and the Charter, it reaches the conclusion, that one or more of the grounds for refusal provided

for in this Regulation are met.

(11a) It should be possible to refuse an Order where, in exceptional situations, there are substantial
grounds to believe, on the basis of specific and objective evidence, that the execution of the
European Production Order would, in the particular circumstances of the case, entail a manifest

breach of a relevant fundamental right as set out in Article 6 TEU and in the Charter.’
Line 28

“(12a) In case the issuing authority has indications that parallel criminal proceedings may be
ongoing in another Member State, it should consult the authorities of that Member State in
accordance with Council Framework Decision 2009/948/JHA. In any case, a European Production
Order or European Preservation Order should not be issued, if the issuing authority has indications
that this would be contrary to the ne bis in idem principle. In this context, it should be possible to
refuse an Order, where the execution of the Order would be contrary to the principle of ne bis in

)

idem.’
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Line 83

“(42e) Where the execution of the Order would involve the breach of an immunity or privilege
under the law of the enforcing State, or where the data requested is covered by rules on the
determination or limitation of criminal liability that relate to the freedom of press or the freedom of
expression in other media and where this prevents execution or enforcement of the Order, it should

’

be possible to refuse that Order.’

IVv. OTHER ISSUES

A number of other issues, also marked in yellow colour in the tables, are still formally open in the
negotiations, but the Presidency is confident that they will be solved in an acceptable way without

any noticeable difficulties. These include:

o Enforcement of custodial sentences (lines 33 and 160): the current tentative compromise text

proposed by the Presidency seems acceptable to both parties.

. The role of judicial authorities (line 54 and 82): the current tentative compromise text seems

acceptable to both parties.

o Earlier disclosure (lines 201 and 273): the current tentative compromise text seems acceptable

to both parties.

o Obligation of the issuing authorities to seek clarification before issuing an order in certain
cases (line 206): the current tentative compromise text proposed by the Presidency seems

acceptable to both parties.

o Admissibility, erasure of data and the speciality principle (lines 319 - 326, 332 - 339): these

lines are to be deleted.

o The entry into application of the Regulation and the evaluation report (lines 460 and 462): the

current tentative compromise text seems acceptable to both parties.
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V.

The annexes to the Regulation: these can be finalized and brought in line with what is agreed
on substance only after the text of the Regulation is finalized, 1.e. in any case after the trilogue

scheduled for 29 November.

MANDATE TO THE PRESIDENCY

In the light of the explanations above and the text in the annex, Coreper is invited to accord a

mandate to the Presidency to:

conclude a provisional package agreement with the European Parliament on the Regulation on
European Production and Preservation Orders for electronic evidence in criminal matters and
the Directive laying down harmonised rules on the appointment of legal representatives for
the purpose of gathering evidence in criminal proceedings in line with the four column tables

attached to this note;

defend the position of the Council with regard to the issues under Chapter III above to the

extent possible;

agree with the European Parliament that outstanding technical issues at the time of the

trilogue — in particular the annexes to the Regulation - will be finalised later.
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ANNEX

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

on European Production and Preservation Orders for electronic evidence in
criminal matters
2018/0108(COD)
DRAFT

The amendments made by the EP and the Council in the text of the proposal for a Directive compared to the Commission's proposal are marked as
follows:

- the new text is marked in bold italics;
- the deleted parts of the text are marked in strikethrough.
- the parts amended following discussions at trilogues or technical meetings will be underlined.

Where full paragraphs of the Commission's proposal were not amended by the EP and the Council, they are not repeated in the columns reflecting their
respective positions, but are marked with a diagonal line in the 4th column.

Parts provisionally agreed at the trilogue are going to be marked in green.
Parts provisionally agreed at the technical meetings and to be confirmed at the trilogue are going to be marked in blue.

Parts to be further discussed are going to be marked in yellow.

Footnotes are marked in red. Their numbering does not correspond to the respective original documents. Updating and renumbering must be
done_manually (NO automatic update).
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Commission Proposal EP mandate Council Mandate Draft agreement
Formula
1 COM/2018/225 final - 2018/0108 (COD) A9-9999/2020 - 11 December 2020 10206/19 as supplemented by 9365/19
Proposal Title
2 Proposal for a REGULATION OF THE Proposal for a REGULATION OF THE Proposal for a REGULATION OF THE Technical meeting 24/10/2022 as amended
EUROPEAN PARLIAMENT AND OF EUROPEAN PARLIAMENT AND OF EUROPEAN PARLIAMENT AND OF by technical level 17/11/2022:
THE COUNCIL on European Production THE COUNCIL on European Production THE COUNCIL on European Production
and Preservation Orders for electronic and Preservation Orders for electronic and Preservation Orders for electronic REGULATION OF THE EUROPEAN
evidence in criminal matters information in criminal proceedings evidence in criminal matters PARLIAMENT AND OF THE COUNCIL
on European Production and Preservation
Orders for electronic evidence in criminal
proceedings
Formula
3 THE EUROPEAN PARLIAMENT AND
THE COUNCIL OF THE EUROPEAN
UNION,
Formula
4 Having regard to the Treaty on the
Functioning of the European Union, and in
particular Article 82(1) thereof,
Formula
5 Having regard to the proposal from the
European Commission,
Formula
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After transmission of the draft legislative
act to the national parliaments,

Formula

Having regard to the opinion of the
European Economic and Social
Committee',

loijcC,,p..

Formula

Acting in accordance with the ordinary
legislative procedure,

Whereas:

Recital 1

10

(1) The Union has set itself the objective of
maintaining and developing an area of
freedom, security and justice. For the
gradual establishment of such an area, the
Union is to adopt measures relating to
judicial cooperation in criminal matters
based on the principle of mutual
recognition of judgments and judicial
decisions, which is commonly referred to
as a cornerstone of judicial cooperation in
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criminal matters within the Union since the
Tampere European Council of 15 and 16
October 1999.

Recital 2

11

(2) Measures to obtain and preserve
electronic evidence are increasingly
important to enable criminal investigations
and prosecutions across the Union.
Effective mechanisms to obtain electronic
evidence are of the essence to combat
crime, subject to conditions to ensure full
accordance with fundamental rights and
principles recognised in the Charter of
Fundamental Rights of the European
Union as enshrined in the Treaties, in
particular the principles of necessity and
proportionality, due process, data
protection, secrecy of correspondence and
privacy.

(2) Measures to obtain and preserve
electronic information are increasingly
important to enable criminal investigations
and prosecutions across the Union.
Effective mechanisms to obtain electronic
information are essential to combat crime,
subject to conditions and safeguards to
ensure full compliance with fundamental
rights and principles recognised in Arficle 6
of the Treaty on European Union (TEU)
and the Charter of Fundamental Rights of
the European Union (‘the Charter’), in
particular the principles of necessity and
proportionality, due process, protection of
privacy and personal data and
confidentiality of communications.

(2) Measures to obtain and preserve
electronic evidence are increasingly
important to enable criminal investigations
and prosecutions across the Union.
Effective mechanisms to obtain electronic
evidence are of the essence to combat
crime, subject to conditions to ensure full
accordance with fundamental rights and
principles recognised in the Charter of
Fundamental Rights of the European Union
as enshrined in the Treaties, in particular
the principles of necessity and
proportionality, due process, data
protection, secrecy of correspondence and
privacy.

Rapporteur proposal 24/08/2022:

(2) Measures to obtain and preserve
electronic evidence are increasingly
important to enable criminal investigations
and prosecutions across the Union.
Effective mechanisms to obtain electronic
evidence are essential to combat crime,
subject to conditions and safeguards to
ensure full compliance with fundamental
rights and principles recognised in Arficle 6
of the Treaty on European Union (TEU)
and the Charter of Fundamental Rights of
the European Union (‘the Charter’), in
particular the principles of necessity and
proportionality, due process, protection of
privacy and personal data and
confidentiality of communications.

Recital 3
12 (3) The 22 March 2016 Joint Statement of | 3} Fhe22-March20+6JointStatementof | (3) The 22 March 2016 Joint Statement of | Provisionally agreed at the technical level
the Ministers of Justice and Home Affairs | the-Ministers-of Justice-and Home Affairs the Ministers of Justice and Home Affairs 18/11/2022:
and representatives of the Union and-representatives-of the Union and representatives of the Union
institutions on the terrorist attacks in stiutionsonthe terroristattacksin institutions on the terrorist attacks in (3) The 22 March 2016 Joint Statement of
Brussels stressed the need, as a matter of Brussels-stressed-the need;-as-amatterof Brussels stressed the need, as a matter of the Ministers of Justice and Home Affairs
priority, to find ways to secure and obtain priority-to-find-ways-to-secure-and-obtain priority, to find ways to secure and obtain and representatives of the Union institutions
electronic evidence more quickly and electronic-evidence-more-quickly-and electronic evidence more quickly and on the terrorist attacks in Brussels stressed
effectively and to identify concrete cffeetively-and-to-identify-conerete effectively and to identify concrete the need, as a matter of priority, to find
measures to address this matter. measures-to-address-this-matter: measures to address this matter. ways to secure and obtain electronic
14811/22 MC/sl 16
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

evidence more quickly and effectively and
to identify concrete measures to address this
matter.
Recital 4
13 (4) The Council Conclusions of 9 June 4y The-Couneil-Conclusions-of 9June (4) The Council Conclusions of 9 June Provisionally agreed at the technical level
2016 underlined the increasing importance | 20+-6-underlined-the-inereasingtmportance | 2016 underlined the increasing importance | 18/11/2022:
of electronic evidence in criminal of electronic-evidence-in-eriminal of electronic evidence in criminal
proceedings, and of protecting cyberspace | preceedings-and-ofprotecting-eyberspace proceedings, and of protecting cyberspace (4) The Council Conclusions of 9 June 2016
from abuse and criminal activities for the fromabuse-and-eriminal-activitiesfor-the from abuse and criminal activities for the underlined the increasing importance of
benefit of economies and societies, and benefit of economies-and-societies;and benefit of economies and societies, and electronic evidence in criminal proceedings,
therefore the need for law enforcement and | therefore-theneedforlaw-enforecementand | therefore the need for law enforcement and | and of protecting cyberspace from abuse
judicial authorities to have effective tools judicial-autherities-to-have-effective-tools judicial authorities to have effective tools and criminal activities for the benefit of
to investigate and prosecute criminal acts to-investigate-and-prosecute-criminal-aets to investigate and prosecute criminal acts economies and societies, and therefore the
related to cyberspace. refatedo-evberspace: related to cyberspace. need for law enforcement and judicial
authorities to have effective tools to
investigate and prosecute criminal acts
related to cyberspace.
Recital 5
14 (5) In the Joint Communication on Srta-theJoint-Communication-on (5) In the Joint Communication on Provisionally agreed at the technical level
Resilience, Deterrence and Defence of 13 Resilience; Deterrence-and Defence of 13 Resilience, Deterrence and Defence of 13 18/11/2022:
September 20172, the Commission September2017-the-Commission September 20172, the Commission
emphasised that effective investigation and | emphasised-that-effective-investigation-and | emphasised that effective investigation and | (5) In the Joint Communication on
prosecution of cyber-enabled crime was a prosecution-of eyber-enabled-erime-wasa prosecution of cyber-enabled crime was a Resilience, Deterrence and Defence of 13
key deterrent to cyber-attacks, and that key-deterrentto-evberuattacks—and-that key deterrent to cyber-attacks, and that September 20172, the Commission
today’s procedural framework needed to be | teday’sprocedural-frameworkneededto-be | today’s procedural framework needed to be | emphasised that effective investigation and
better adapted to the internet age. Current better-adapted-to-the-internet-age—Current better adapted to the internet age. Current prosecution of cyber-enabled crime was a
procedures at times could not match the procedures-attimes-could-net- mateh-the procedures at times could not match the key deterrent to cyber-attacks, and that
speed of cyber-attacks, which create speed-of eyber-attacks;-which-ereate speed of cyber-attacks, which create today’s procedural framework needed to be
particular need for swift cooperation across | partieularneed-forswift-cooperation-across | particular need for swift cooperation across | better adapted to the internet age. Current
borders. berders: borders. procedures at times could not match the
speed of cyber-attacks, which create
particular need for swift cooperation across
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

2JOIN(2017) 450 final. 2JOIN(2017)450 final. JOIN(2017) 450 final. H
2JOIN(2017) 450 final.
Recital 6
15 (6) The European Parliament echoed these | (6)FheEuropeanParliament-echoed-these | (6) The European Parliament echoed these | Provisionally agreed at the technical level
concerns in its Resolution on the fight coneerns-in-ts Resolutionon-the-fight concerns in its Resolution on the fight 18/11/2022:
against cybercrime of 3 October 20177, against-eybererime of 3-October 20173 against cybercrime of 3 October 2017°,
highlighting the challenges that the highlighting the-challenges-that the highlighting the challenges that the (6) The European Parliament, in its
currently fragmented legal framework can | ewrrenthyfragmented-legal frameworkean currently fragmented legal framework can | Resolution on the fight against cybercrime
create for service providers seeking to ereate-for service-providers-seekingte create for service providers seeking to of 3 October 2017°, underlined the need to
comply with law enforcement requests and | eemply-withlaw-enforcementrequestsand | comply with law enforcement requests and | find means to secure and obtain electronic
calling on the Commission to put forward a | ealling-on-the-Commissionto-putforwarda | calling on the Commission to put forward a | evidence more rapidly, as well as the
Union legal framework for electronic LitordecaHrmmeworkforcleetronte Union legal framework for electronic importance of close cooperation between
evidence with sufficient safeguards for the | evidence-with-sufficientsafeguardsforthe | evidence with sufficient safeguards for the | law enforcement authorities, third
rights and freedoms of all concerned. rights-and-freedoms-of all- concerned: rights and freedoms of all concerned. countries and service providers active on
European territory, in accordance with
Regulation (EU) 2016/679 and Directive
32017/2068(INT). *2017/2068(ND): 32017/2068(INT). (EU) 2016/680, and existing mutual legal
assistance (MLA) agreements, highlighting
the challenges that the currently fragmented
legal framework can create for service
providers seeking to comply with law
enforcement requests and calling on the
Commission to put forward a Union legal
framework for electronic evidence with
sufficient safeguards for the rights and
freedoms of all concerned, while
welcoming the ongoing work of the
Commission towards a cooperation
platform with a secure communication
channel for digital exchanges of European
Investigation Orders (EI1Os) for electronic
14811/22 MC/sl 18
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evidence and replies between EU judicial
authorities.

32017/2068(INT).

Recital 7

16

(7) Network-based services can be
provided from anywhere and do not require
a physical infrastructure, premises or staff
in the relevant country. As a consequence,
relevant evidence is often stored outside of
the investigating State or by a service
provider established outside of this State.
Frequently, there is no other connection
between the case under investigation in the
State concerned and the State of the place
of storage or of the main establishment of
the service provider.

(7) Network-based services can be
provided from anywhere and do not require
a physical infrastructure, premises or staff
in the relevant country where the service is
offered. Therefore, relevant electronic
information is often stored outside of the
investigating State, creating challenges
regarding the gathering of electronic
information in criminal proceedings.

(7) Network-based services can be
provided from anywhere and do not require
a physical infrastructure, premises or staff
in the relevant country. As a consequence,
relevant evidence is often stored outside of
the investigating State or by a service
provider established outside of this State.
Frequently, there is no other connection
between the case under investigation in the
State concerned and the State of the place
of storage or of the main establishment of
the service provider.

Provisionally agreed at the technical level
18/11/2022:

(7) Network-based services can be provided
from anywhere and do not require a
physical infrastructure, premises or staff in
the country where the relevant service is
offered. Therefore, relevant electronic
evidence is often stored outside of the
investigating State or by a service
provider established outside of this State,
creating challenges regarding the
gathering of electronic evidence in
criminal proceedings.

Recital 8

17

(8) Due to this lack of connection, judicial
cooperation requests are often addressed to
states which are hosts to a large number of
service providers, but which have no other
relation to the case at hand. Furthermore,
the number of requests has multiplied in
view of increasingly used networked
services that are borderless by nature. As a
result, obtaining electronic evidence using
judicial cooperation channels often takes a
long time — longer than subsequent leads

(8) Due to this, judicial cooperation
requests are often addressed to states which
are hosts to a large number of service
providers. Furthermore, the number of
requests has multiplied . As a result,
obtaining electronic information using
judicial cooperation channels often takes a
long time —which may cause problems
due to the often volatile nature of
electronic information. Furthermore, there
is no harmonised framework for

(8) Due to this lack of connection, judicial
cooperation requests are often addressed to
states which are hosts to a large number of
service providers, but which have no other
relation to the case at hand. Furthermore,
the number of requests has multiplied in
view of increasingly used networked
services that are borderless by nature. As a
result, obtaining electronic evidence using
judicial cooperation channels often takes a
long time — longer than subsequent leads

Provisionally agreed at the technical level
18/11/2022:

(8) Because of the way network-based
services are provided, judicial cooperation
requests are often addressed to states which
are hosts to a large number of service
providers. Furthermore, the number of
requests has multiplied in view of
increasingly used networked services.
Directive 2014/41/EU of the European
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Commission Proposal

may be available. Furthermore, there is no
clear framework for cooperation with
service providers, while certain third-
country providers accept direct requests for
non-content data as permitted by their
applicable domestic law. As a
consequence, all Member States rely on the
cooperation channel with service providers
where available, using different national
tools, conditions and procedures. In
addition, for content data, some Member
States have taken unilateral action, while
others continue to rely on judicial
cooperation.

EP mandate

cooperation with service providers, while
certain third-country providers accept direct
requests for non-content data as permitted
by their applicable domestic law. As a
consequence, all Member States
increasingly rely on voluntary direct
cooperation channels with service providers
where available, applying different national
tools, conditions and procedures.

Council Mandate

may be available. Furthermore, there is no
clear framework for cooperation with
service providers, while certain third-
country providers accept direct requests for
non-content data as permitted by their
applicable domestic law. As a consequence,
all Member States rely on the cooperation
channel with service providers where
available, using different national tools,
conditions and procedures. In addition, for
content data, some Member States have
taken unilateral action, while others
continue to rely on judicial cooperation.

Draft agreement

Parliament and of the Council’ provides
for the possibility of issuing a European
Investigation Order (EIO) for the purpose
of gathering evidence in another Member
State. In addition, the Convention
established by the Council in accordance
with Article 34 of the Treaty on the
European Union on mutual assistance in
criminal matters between Member States
of the Union also provides for the
possibility of requesting evidence from
another Member State. However, the
procedures and timelines foreseen in the
EIO and the Convention might not be
appropriate for electronic evidence, which
is more volatile and could more easily and
quickly be deleted. As a result, obtaining
electronic evidence using judicial
cooperation channels often takes a long
time, resulting in situations where
subsequent leads might no longer be
available. Furthermore, there is no
harmonised framework for cooperation
with service providers, while certain third-
country providers accept direct requests for
data other than content data as permitted
by their applicable domestic law. As a
consequence, all Member States
increasingly rely on voluntary direct
cooperation channels with service providers
where available, applying different national
tools, conditions and procedures. For
content data, some Member States have
taken unilateral action, while others
continue to rely on judicial cooperation.
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Draft agreement

3 Directive 2014/41/EU of the European
Parliament and of the Council of 3 April
2014 regarding the European Investigation
Order in criminal matters (OJ L 130
1.5.2014, p. 1).
Recital 9
18 (9) The fragmented legal framework (9) The fragmented legal framework (9) The fragmented legal framework Provisionally agreed at the technical level
creates challenges for service providers creates challenges for law enforcement, creates challenges for service providers 18/11/2022:
seeking to comply with law enforcement Jjudicial authorities and service providers seeking to comply with law enforcement
requests. Therefore there is a need to put seeking to comply with legal requests, as requests. Therefore there is a need to put (9) The fragmented legal framework creates
forward a European legal framework for they are increasingly faced with legal forward a European legal framework for challenges for law enforcement and
electronic evidence to impose an obligation | uncertainty and, potentially, conflicts of electronic evidence to impose an obligation | judicial authorities as well as for service
on service providers covered by the scope | law. Therefore there is a need to put on service providers covered by the scope providers seeking to comply with legal
of the instrument to respond directly to forward specific rules as regards cross- of the instrument to respond directly to requests, as they are increasingly faced
authorities without the involvement of a border judicial cooperation for preserving | authorities without systematic the with legal uncertainty and, potentially,
judicial authority in the Member State of and producing electronic information, in involvement of a judicial authority in the conflicts of law. Therefore there is a need to
the service provider. order to complement the existing EU law Member State of the service provider in put forward specific rules as regards cross-
and to clarify the rules of the cooperation | every case. border judicial cooperation for preserving
between law enforcement, judicial and producing electronic evidence,
authorities and service providers in the addressing the specific nature of electronic
field of electronic information, while evidence, including an obligation on
ensuring full compliance with service providers covered by the scope of
fundamental rights and principles the instrument to respond directly to
recognised in Article 6 TEU and the requests stemming from authorities in
Charter and with the rule of law. another Member State. With this, this
Regulation complements the existing
Union law and clarifies the rules
applicable to law enforcement and judicial
authorities as well as to service providers
in the field of electronic evidence, while
ensuring full compliance with
14811/22 MC/sl 21
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fundamental rights.

Recital 9a

19

(9a) Directive 2014/41/EU of the
European Parliament and of the Council’
provides for the acquisition, access and
production of evidence in one Member
State for criminal investigations and
proceedings in another Member State.
The procedures and timelines foreseen in
the EIO may not be appropriate for
electronic information, which is more
volatile and could more easily and quickly
be deleted. This Regulation therefore
provides for specific procedures that
address the nature of electronic
information. However, in order to avoid a
long-term fragmentation of the Union
framework for judicial cooperation in
criminal matters, in the mid-term, the
Commission should assess the functioning
of the Regulation in relation with
Directive 2014/41/EU of the European
Parliament and of the Council.

3 Directive 2014/41/EU of the European
Parliament and of the Council of 3 April
2014 regarding the European

Investigation Order in criminal matters
(OJ L 130 1.5.2014, p. 1).

Provisionally agreed at the technical level
18/11/2022:

[DELETED:; partly integrated into (7) and
®)]

Recital 10
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Council Mandate

Draft agreement

20 (10) Orders under this Regulation should 10)-Orders-under-this Regulation-should (10) Orders under this Regulation should Rapporteur proposal 24/08/2022 as
be addressed to legal representatives of be-addressed-to-legalrepresentatives-of be addressed to legal representatives of amended by technical level 08/11/2022 as
service providers designated for that service-providers-designated-for that service providers designated for that amended by technical level 15/11/2022:
purpose If a service provider established in | purpeseHaservice-providerestablishedin | purpose If a service provider established in
the Union has not designated a legal the- Unien-hasnetdesignated-alegal the Union has not designated a legal (10) Orders under this Regulation should be
representative, the Orders can be addressed | representative;the-Orders-eanbe-addressed | representative, the Orders can be addressed | addressed directly to the designated
to any establishment of this service to-any-establishment-of this-serviee to any establishment of this service establishment or to the legal representative
provider in the Union. This fall-back providerin-the Union—Thisfall-back-eptien | provider in the Union. This fall-back option | designated by the service provider for that
option serves to ensure the effectiveness of | servesto-ensure-the-effectiveness-ofthe serves to ensure the effectiveness of the purpose pursuant to Directive XXXX/XXX.
the system in case the service provider has | system-in-ease-theserviceproviderhasnot | system in case the service provider has not
not (yet) nominated a dedicated Eyretynominated-a-dedicated representative- | (yet) nominated a dedicated representative.
representative.
Recital 10a
21 (10a) This Regulation respects Provisional agreement 7th trilogue
fundamental rights and observes the 28/06/2022:
principles recognised by Article 6 TEU
and the Charter, by international law and (10a) This Regulation respects
international agreements to which the fundamental rights and observes the
Union or all the Member States are party, principles recognised by Article 6 TEU
including the European Convention for and the Charter, by international law and
the Protection of Human Rights and international agreements to which the
Fundamental Freedoms, and in Member Union or all the Member States are party,
States' constitutions, in their respective including the European Convention for
fields of application. Such rights and the Protection of Human Rights and
principles include, in particular, the Fundamental Freedoms, and in Member
respect for private and family life, the States' constitutions, in their respective
protection of personal data, the right to an fields of application. Such rights and
effective remedy and to a fair trial, the principles include, in particular, the right
presumption of innocence and right of to liberty and security, the respect for
defence, the principles of legality and private and family life, the protection of
proportionality, as well as the right not to personal data, the freedom to conduct a
be tried or punished twice in criminal business, the right to property, the right to
proceedings for the same criminal an effective remedy and to a fair trial, the
presumption of innocence and right of
14811/22 MC/sl 23
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Draft agreement

offence. defence, the principles of legality and
proportionality, as well as the right not to
be tried or punished twice in criminal
proceedings for the same criminal offence.
Recital 10b
22 (10b) Nothing in this Regulation should Provisionally agreed at the technical level
be interpreted as prohibiting the refusal to 18/11/2022:
execute a European Production Order
where there are reasons to believe, on the (10b) Nothing in this Regulation should be
basis of objective elements, that the interpreted as prohibiting the refusal of a
European Production Order has been European Production Order where there
issued for the purpose of prosecuting or are reasons to believe, on the basis of
punishing a person on account of the objective elements, that the European
person’s gender, racial or ethnic origin, Production Order has been issued for the
religion, sexual orientation or gender purpose of prosecuting or punishing a
identity, nationality, language or political person on account of the person’s gender,
opinions, or that the person's position may racial or ethnic origin, religion, sexual
be prejudiced for any of those reasons. orientation or gender identity, nationality,
language or political opinions, or that the
person's position may be prejudiced for
any of those reasons.
Recital 11
23 (11) The mechanism of the European (11) The mechanism of the European (11) The mechanism of the European Provisional written political agreement
Production Order and the European Production Order and the European Production Order and the European 13/07/2022 as amended by technical level
Preservation Order for electronic evidence | Preservation Order for electronic Preservation Order for electronic evidence 08/11/2022 with further technical level
in criminal matters can only work on the information in criminal proceedings works | in criminal matters can only work on the proposals 17/11/2022;
basis of a high level of mutual trust on the condition of mutual trust between basis of a high level of mutual trust
between the Member States, which is an the Member States and a presumption of between the Member States, which is an (11) The mechanism of the European
essential precondition for the proper compliance by other Member States with essential precondition for the proper Production Order and the European
functioning of this instrument. Union law, the rule of law and, in functioning of this instrument. Preservation Order for electronic
particular, with fundamental rights, which evidence in criminal proceedings relies
are essential elements of the area of on the principle of mutual trust between
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Commission Proposal
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Draft agreement

freedom, security and justice within the
Union. However, if the executing
authority has substantial grounds for
believing that the execution of a European
Production Order would not be compatible
with its obligations concerning the
protection of fundamental rights
recognised in Article 6 TEU and in the
Charter, the execution of the European
Production Order should be refused.
Before deciding to raise one of the
grounds for non-recognition or non-
execution provided for in this Regulation,
the executing authority should consult the
issuing authority in order to obtain any
necessary additional information.
Information regarding a reasoned
proposal by the Commission to the
Council on the basis of Article 7(1) and 7
(2) TEU, indicating systemic or
generalised deficiencies, should be
particularly relevant for the purposes of
that assessment.

the Member States and a presumption of
compliance by Member States with
Union law, the rule of law and, in
particular, with fundamental rights,
which are essential elements of the area
of freedom, security and justice within
the Union. This mechanism enables
national competent authorities to send
directly such orders to service providers.
Where the enforcing authority is notified
of an order for traffic data, except for data
requested for the sole purpose of
identifying the user, as defined in this
Regulation, or for content data, it should
assess the information set out in the Order
and be entitled to refuse a European
Production Order where, based on a
mandatory and due analysis of the
information contained in the order and in
observance of the applicable rules of
primary Union law and the Charter, it
reaches the conclusion, that one or more
of the grounds for refusal provided for in
this Regulation are met.

(11a) It should be possible to refuse an
Order where, in exceptional situations,
there are substantial grounds to believe,
on the basis of specific and objective
evidence, that the execution of the
European Production Order would, in
the particular circumstances of the case,
entail a manifest breach of a relevant
fundamental right as set out in Article 6
TEU and in the Charter.

(11b) In particular, when assessing this
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Commission Proposal EP mandate Council Mandate Draft agreement

authority,

Recital 11a
24 (11a) If the European Council were to Presidency proposal 29/06/2022 :
adopt a decision determining, as provided
forin Article 7(2) TEU, that there is a [DELETE]
serious and persistent breach in the
issuing Member State of the principles set
14811/22 MC/sl 26
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Commission Proposal

EP mandate

out in Article 2 TEU, such as those
inherent in the rule of law, the executing
Jjudicial authority may decide
automatically to raise one of the grounds
for non-recognition or non-execution
provided for in this Regulation, without
having to carry out any specific
assessment.

Council Mandate

Draft agreement

Recital 11

o

25

(11b) The respect for private and family
life and the protection of natural persons
regarding the processing of personal data
are fundamental rights. In accordance
with Articles 7 and 8(1) of the Charter and
Article 16(1) of the TFEU, everyone has
the right to respect for his or her private
and family life, home and
communications and to the protection of
personal data concerning them. When
implementing this Regulation, Member
States should ensure that personal data
are protected and processed only in
accordance with Regulation (EU)
2016/679 of the European Parliament and
of the Council’ and Directive (EU)
2016/680 of the European Parliament and
of the Council’, as well as Directive
2002/58/EC of the European Parliament
and of the Council’.

* Regulation (EU) 2016/679 of the
FEuropean Parliament and of the Council

Provisional agreement 7th trilogue
28/06/2022:

(11¢) The respect for private and family
life and the protection of natural persons
regarding the processing of personal data
are fundamental rights. In accordance
with Articles 7 and 8(1) of the Charter,
everyone has the right to respect for his or
her private and family life, home and
communications and to the protection of
personal data concerning them. When
implementing this Regulation, Member
States should ensure that personal data
are protected and processed in accordance
with Regulation (EU) 2016/679 of the
European Parliament and of the Council’
and Directive (EU) 2016/680 of the
European Parliament and of the Council’,
as well as Directive 2002/58/EC of the
European Parliament and of the Council’.

* Regulation (EU) 2016/679 of the
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of 27 April 2016 on the protection of
natural persons with regard to the
processing of personal data and on the
firee movement of such data, and repealing
Directive 95/46/EC (General Data
Protection Regulation) (OJ L 119
4.5.2016, p. 1).

3 Directive (EU) 2016/680 of the European
Parliament and of the Council of 27 April
2016 on the protection of natural persons
with regard to the processing of personal
data by competent authorities for the
purposes of the prevention, investigation,
detection or prosecution of criminal
offences or the execution of criminal
penalties, and on the free movement of
such data, and repealing Council
Framework Decision 2008/977/JHA (OJ
L 1194.5.2016, p. 89).

¢ Directive 2002/58/EC of the European
Parliament and of the Council of 12 July
2002 concerning the processing of
personal data and the protection of
privacy in the electronic communications
sector (Directive on privacy and electronic
communications) (OJ L 201, 31.7.2002,

p-37).

European Parliament and of the Council
of 27 April 2016 on the protection of
natural persons with regard to the
processing of personal data and on the
firee movement of such data, and repealing
Directive 95/46/EC (General Data
Protection Regulation) (OJ L 119
4.5.2016, p. 1).

’ Directive (EU) 2016/680 of the European
Parliament and of the Council of 27 April
2016 on the protection of natural persons
with regard to the processing of personal
data by competent authorities for the
purposes of the prevention, investigation,
detection or prosecution of criminal
offences or the execution of criminal
penalties, and on the free movement of
such data, and repealing Council
Framework Decision 2008/977/JHA (OJ L
119 4.5.2016, p. 89).

¢ Directive 2002/58/EC of the European
Parliament and of the Council of 12 July
2002 concerning the processing of
personal data and the protection of privacy
in the electronic communications sector
(Directive on privacy and electronic
communications) (OJ L 201, 31.7.2002,

p-37).

Recital 11
26 (11¢) Personal data obtained under this Provisional agreement 7th trilogue
Regulation should only be processed when 28/06/2022 as amended by technical level
necessary and in a manner that is 18/11/2022:
14811/22 MC/sl 28
ANNEX JAL2 LIMITE EN



Commission Proposal

EP mandate

Council Mandate

Draft agreement

proportionate to the purposes of
prevention, investigation, detection and
prosecution of crime or enforcement of
criminal sanctions and the exercise of the
rights of defence. In particular, Member
States should ensure that appropriate data
protection policies and measures apply to
the transmission of personal data from
relevant authorities to service providers
for the purposes of this Regulation,
including measures to ensure the security
of the data. Service providers should
ensure that the same safeguards apply for
the transmission of personal data to
relevant authorities. Only authorised
persons should have access to information
containing personal data.

(11d) Personal data obtained under this
Regulation should only be processed when
necessary and in a manner that is
proportionate to the purposes of
Pprevention, investigation, detection and
prosecution of crime or enforcement of
criminal sanctions and the exercise of the
rights of defence. In particular, Member
States should ensure that appropriate data
protection policies and measures apply to
the transmission of personal data from
relevant authorities to service providers for
the purposes of this Regulation, including
measures to ensure the security of the
data. Service providers should ensure that
the same safeguards apply for the
transmission of personal data to relevant
authorities. Only authorised persons
should have access to information
containing personal data which may be
obtained through authentication
processes.

+ Provisionally agreed at the technical
level 18/11/2022:

(11e) The use of mechanisms to ensure
authenticity, as provided for by Regulation
(EU) 910/2014 of the European Parliament
and of the Council of 23 July 2014 on
electronic identification and trust services
for electronic transactions in the internal
market and repealing Directive 1999/93/EC,
should be considered.
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Recital 12

27 (12) This Regulation respects fundamental | (12)FhisRegulationrespeetsfundamental | (12) This Regulation respects fundamental | Provisionally agreed at the technical level
rights and observes the principles rights-and-observes-the-prineiples rights and observes the principles 18/11/2022:
recognised in particular by the Charter of reeognisedpartienlar by-the Charter-of recognised in particular by the Charter of
Fundamental Rights of the European Fundamental Rights-of the European Fundamental Rights of the European [DELETED; moved up to line 21]
Union. These include the right to liberty Union—These-include-theright to-liberty Union. These include the right to liberty
and security, the respect for private and and-seeurity-therespeetfor privateand and security, the respect for private and
family life, the protection of personal data, | familylife theprotection-ofpersenal-data; | family life, the protection of personal data,
the freedom to conduct a business, the right | the-freedomto-conduet-abusiness-theright | the freedom to conduct a business, the right
to property, the right to an effective to-property-the right to-an-effective remedy | to property, the right to an effective remedy
remedy and to a fair trial, the presumption | and-te-a-fairtrial-the presumption-of and to a fair trial, the presumption of
of innocence and right of defence, the innocence-and-right of defencethe innocence and right of defence, the
principles of the legality and principles-of-theteuahtyand principles of the legality and
proportionality, as well as the right not to proportonahityaswetasthe vt notto proportionality, as well as the right not to
be tried or punished twice in criminal be-tried-orpunished-twice-in-eriminal be tried or punished twice in criminal
proceedings for the same criminal offence. | proeeedingsfor-the-same-eriminal-offenee- | proceedings for the same criminal offence.
In case the issuing Member State has T-ease-the-issuing Member State-has
indications that parallel criminal indications-that parallel eriminal
proceedings may be ongoing in another proceedings-may be-ongeoing ranother
Member State, it shall consult the MemberState—itshatconsult-the
authorities of this Member State in suthorittes-of thisMember State i
accordance with Council Framework secordancewith-ComnetH-Framework
Decision 2009/948/JHA®. Beeiston 20009480 HA
* Council Framework Decision
2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of
exercise of jurisdiction in criminal
proceedings (OJ L 328, 15.12.2009, p. 42).

Recital 12a
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28 (12a) In case, the issuing Member State has | Provisional agreement 7th trilogue
indications that parallel criminal 28/06/2022 as amended by technical level
proceedings may be ongoing in another 25/10&2022 as amended by technical level
Member State, it shall consult the 08/11/2022 with further technical level
authorities of this Member State in proposals 17/11/2022;
accordance with Council Framework
Decision 2009/948/JHA*. In any case, a (12a) In case the issuing authority has
European Production Order should not | indications that parallel criminal
be issued, if the issuing Member State proceedings may be ongoing in another
has indications that this would be Member State, it should consult the
contrary to the ne bis in idem principle. authorities of that Member State in

accordance with Council Framework
Decision 2009/948/JHA*. In any case, a
European Production Order or European
4 Council Framework Decision Preservation Order should not be issued,
2009/948/JHA of 30 November 2009 on if the issuing authority has indications
prevention and settlement of conflicts of that this would be contrary to/the ne bis
exercise of jurisdiction in criminal in idem principle. /n this context, it
proceedings (OJ L 328, 15.12.2009, p. 42). | should be possible to refuse an Order,
where the execution of the Order would be
contrary to the principle of ne bis in idem.
* Council Framework Decision
2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of
exercise of jurisdiction in criminal
proceedings (OJ L 328, 15.12.2009, p. 42).
Recital 13
29 (13) In order to guarantee full respect of {3 n-order-to-guarantee-full-respeet-of (13) In order to guarantee full respect of Rapporteur proposal 24/08/2022:
fundamental rights, this Regulation fundamental-rights-this Regulation fundamental rights, this Regulation
explicitly refers to the necessary standards | explieitlyrefersto-the-necessarystandards | explicitly refers to the necessary standards [DELETED:; covered by recital 10a, line
regarding the obtaining of any personal regarding the-obtaining of-any-personal regarding the obtaining of any personal
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data, the processing of such data, the data—theprocessingolsuch-data—the data, the processing of such data, the 21]
judicial review of the use of the judictabreview-oltheuse-ofthe judicial review of the use of the
investigative measure provided by this investigative-measure-provided-by-this investigative measure provided by this
instrument and the available remedies. instrument-and-the-available remedies: instrument and the available remedies.
Recital 13a
30 (13a) According to the European Court of Provisionally agreed at the technical level
Justice case-law, a general and 18/11/2022:
indiscriminate data retention by EU
national security authorities seriously [DELETED:; covered by recitals (19) and
interferes with the privacy rules (19a), line 38]
enshrined, in particular, in the EU
Charter of Fundamental Rights.
Therefore, the application of this
Regulation should not have the effect of
resulting in any general and
indiscriminate retention of data, nor
should it affect any rights of or obligations
incumbent on service providers
concerning the security of data, including
the right to encryption.
Recital 14
31 (14) This Regulation should be applied (14) The procedural rights in criminal (14) This Regulation should be applied Provisional agreement 7th trilogue
without prejudice to the procedural rights proceedings set out in Directives without prejudice to the procedural rights 28/06/2022:
in criminal proceedings set out in 2010/64/EU7, 2012/13/EU®, 2013/48/EU°, | in criminal proceedings set out in
Directives 2010/64/EU°, 2012/13/EU®, 2016/343'°,2016/800!" and 2016/1919'? of | Directives 2010/64/EU?, 2012/13/EUS, (14) The procedural rights in criminal
2013/48/EU7, 2016/343%,2016/800° and the European Parliament and of the Council | 2013/48/EU’, 2016/343%, 2016/800° and proceedings set out in Directives
2016/1919'° of the European Parliament should apply, within the scope of those 2016/1919'° of the European Parliament 2010/64/EU’, 2012/13/EU¥, 2013/48/EU”,
and of the Council. Directives, to criminal proceedings and of the Council. 2016/343'°,2016/800'" and 2016/1919'* of
covered by this Regulation as regards the the European Parliament and of the Council
Member States bound by those Directives. should apply, within the scope of those
The procedural safeguards under the Directives, to criminal proceedings covered
> Directive 2010/64/EU of the European Charter apply to all proceedings covered > Directive 2010/64/EU of the European by this Regulation as regards the Member
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Parliament and of the Council of 20
October 2010 on the right to interpretation
and translation in criminal proceedings (OJ
L 280, 26.10.2010, p. 1).

¢ Directive 2012/13/EU of the European
Parliament and of the Council of 22 May
2012 on the right to information in
criminal proceedings (OJ L 142, 1.6.2012,

p- .

" Directive 2013/48/EU of the European
Parliament and of the Council of 22
October 2013 on the right of access to a
lawyer in criminal proceedings and in
European arrest warrant proceedings, and
on the right to have a third party informed
upon deprivation of liberty and to
communicate with third persons and with
consular authorities while deprived of
liberty (OJ L 294, 6.11.2013, p. 1).

8 Directive (EU) 2016/343 of the European
Parliament and of the Council of 9 March
2016 on the strengthening of certain
aspects of the presumption of innocence
and of the right to be present at the trial in
criminal proceedings (OJ L 65, 11.3.2016,

p- D).

? Directive (EU) 2016/800 of the European
Parliament and of the Council of 11 May
2016 on procedural safeguards for children
who are suspects or accused persons in
criminal proceedings (OJ L 132,
21.5.2016, p. 1).

EP mandate

by this Regulation.

" Directive 2010/64/EU of the European
Parliament and of the Council of 20
October 2010 on the right to interpretation
and translation in criminal proceedings (OJ
L 280, 26.10.2010, p. 1).

8 Directive 2012/13/EU of the European
Parliament and of the Council of 22 May
2012 on the right to information in criminal
proceedings (OJ L 142, 1.6.2012, p. 1).

? Directive 2013/48/EU of the European
Parliament and of the Council of 22
October 2013 on the right of access to a
lawyer in criminal proceedings and in
European arrest warrant proceedings, and
on the right to have a third party informed
upon deprivation of liberty and to
communicate with third persons and with
consular authorities while deprived of
liberty (OJ L 294, 6.11.2013, p. 1).

19 Directive (EU) 2016/343 of the European
Parliament and of the Council of 9 March
2016 on the strengthening of certain
aspects of the presumption of innocence
and of the right to be present at the trial in
criminal proceedings (OJ L 65, 11.3.2016,

p. ).

' Directive (EU) 2016/800 of the European
Parliament and of the Council of 11 May

Council Mandate

Parliament and of the Council of 20
October 2010 on the right to interpretation
and translation in criminal proceedings (OJ
L 280, 26.10.2010, p. 1).

¢ Directive 2012/13/EU of the European
Parliament and of the Council of 22 May
2012 on the right to information in criminal
proceedings (OJ L 142, 1.6.2012, p. 1).

7 Directive 2013/48/EU of the European
Parliament and of the Council of 22
October 2013 on the right of access to a
lawyer in criminal proceedings and in
European arrest warrant proceedings, and
on the right to have a third party informed
upon deprivation of liberty and to
communicate with third persons and with
consular authorities while deprived of
liberty (OJ L 294, 6.11.2013, p. 1).

8 Directive (EU) 2016/343 of the European
Parliament and of the Council of 9 March
2016 on the strengthening of certain
aspects of the presumption of innocence
and of the right to be present at the trial in
criminal proceedings (OJ L 65, 11.3.2016,

p- 1.

° Directive (EU) 2016/800 of the European
Parliament and of the Council of 11 May
2016 on procedural safeguards for children
who are suspects or accused persons in
criminal proceedings (OJ L 132, 21.5.2016,

p- D.

Draft agreement
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19 Directive (EU) 2016/1919 of the
European Parliament and of the Council of
26 October 2016 on legal aid for suspects
and accused persons in criminal
proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297,4.11.2016, p. 1).

2016 on procedural safeguards for children
who are suspects or accused persons in
criminal proceedings (OJ L 132, 21.5.2016,

p.- 1).

12 Directive (EU) 2016/1919 of the
European Parliament and of the Council of
26 October 2016 on legal aid for suspects
and accused persons in criminal
proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297,4.11.2016, p. 1).

' Directive (EU) 2016/1919 of the
European Parliament and of the Council of
26 October 2016 on legal aid for suspects
and accused persons in criminal
proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297,4.11.2016, p. 1).

' Directive (EU) 2016/800 of the European
Parliament and of the Council of 11 May
2016 on procedural safeguards for children
who are suspects or accused persons in
criminal proceedings (OJ L 132, 21.5.2016,

p- D).

12 Directive (EU) 2016/1919 of the
European Parliament and of the Council of
26 October 2016 on legal aid for suspects
and accused persons in criminal
proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297,4.11.2016, p. 1).

Recital 14a
32 (14a) Where the issuing Member State has Provisional agreement 6th trilogue
reason to believe that parallel criminal 14/06/2022:
proceedings may be ongoing in another
Member State, it should consult the In order to guarantee full respect of
authorities of the latter Member State in fundamental rights, the probatory value of
accordance with Council Framework the evidence gathered in application of this
Decision 2009/948/JHA". Regulation should be assessed in trial by
the competent judicial authority, in
accordance with national law and in
compliance with, notably, the right to a
3 Council Framework Decision fair trial and the right of defence.
2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of
exercise of jurisdiction in criminal
proceedings (OJ L 328, 15.12.2009, p. 42).
Recital 15
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33 (15) This instrument lays down the rules (15) This instrument lays down the rules (15) This instrument lays down the rules Rapporteur proposal 24/08/2022 with
under which a competent judicial authority | under which, in a criminal proceeding, a under which a competent judicial authority | Presidency proposal 17/11/2022:
in the European Union may order a service | competent judicial authority in the in the European Union may order a service
provider offering services in the Union to European Union may order a service provider offering services in the Union to (15) This instrument lays down the rules
produce or preserve electronic evidence provider offering services in the Union to produce or preserve electronic evidence under which, in a criminal proceeding, or
through a European Production or produce or preserve electronic information | through a European Production or for the purpose of enforcing the custodial
Preservation Order. This Regulation is that may serve as evidence through a Preservation Order. This Regulation is sentences according to this Regulation, a
applicable in all cases where the service European Production or Preservation applicable in all cases where the service competent judicial authority in the
provider is established or represented in Order. This Regulation is applicable in all provider is established or represented in European Union may order a service
another Member State. For domestic cross-border cases where the service another Member State. For domestic provider offering services in the Union to
situations where the instruments set out by | provider has its main establishment in situations where the instruments set out by | produce or preserve electronic evidence
this Regulation cannot be used, the another Member State, or, if where it is this Regulation cannot be used, the through a European Production or
Regulation should not limit the powers of | not established in the Union, is legally Regulation should not limit the powers of Preservation Order. This Regulation is
the national competent authorities already | represented in another Member State. the national competent authorities already applicable in all cross-border cases where
set out by national law to compel service Authorities of the Member States should set out by national law to compel service the service provider has its designated
providers established or represented on not issue domestic orders with providers established or represented on establishment or legal representative in
their territory. extraterritorial effects for the production their territory. another Member State. This Regulation is
or preservation of electronic information without prejudice to the powers of national
that could be requested on the basis of this authorities to address service providers
Regulation. established or represented on their
territory to comply with similar national
measures.
Recital 16
34 (16) The service providers most relevant (16) The service providers most relevant (16) The service providers most relevant Provisionally agreed at the technical level
for criminal proceedings are providers of for gathering electronic information in for criminal proceedings are providers of 18/11/2022:
electronic communications services and criminal proceedings are providers of electronic communications services and : ;
. . . . . . > . . . . . . (16) The service providers most relevant for
specific providers of information society electronic communications services and specific providers of information society . . DO ;
. o . . . . . . . . o . . gathering evidence in criminal proceedings
services that facilitate interaction between specific providers of information society services that facilitate interaction between : . . .
. o . . are providers of electronic communications
users. Thus, both groups should be covered | services that facilitate interaction between users. Thus, both groups should be covered . . .
. . ) } . . . . services and specific providers of
by this Regulation. Providers of electronic | users. Thus, both groups should be covered | by this Regulation. Providers of electronic . . ; ; .
Co . . : . . . Lo . . information society services that facilitate
communications services are defined in the | by this Regulation. Providers of electronic communications services are defined in the | | .
o AP Lo . . . .. interaction between users. Thus, both
proposal for a Directive establishing the communication services are defined in proposal for a Directive establishing the ;
: o o : S groups should be covered by this
European Electronic Communications Directive (EU) 2018/1972 of the European | European Electronic Communications . . :
. . . . . . Regulation. Providers of electronic
Code. They include inter-personal Parliament and of the Council'?. They Code. They include inter-personal
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communications such as voice-over-IP,
instant messaging and e-mail services. The
categories of information society services
included here are those for which the
storage of data is a defining component of
the service provided to the user, and refer
in particular to social networks to the
extent they do not qualify as electronic
communications services, online
marketplaces facilitating transactions
between their users (such as consumers or
businesses) and other hosting services,
including where the service is provided via
cloud computing. Information society
services for which the storage of data is not
a defining component of the service
provided to the user, and for which it is
only of an ancillary nature, such as legal,
architectural, engineering and accounting
services provided online at a distance,
should be excluded from the scope of this
Regulation, even where they may fall
within the definition of information society
services as per Directive (EU) 2015/1535.

EP mandate

include inter-personal communications
such as voice-over-IP, instant messaging
and e-mail services. The categories of
information society services included in
this Regulation are those for which the
storage of data is a defining component of
the service provided to the user, and refer
in particular to social networks to the extent
they do not qualify as electronic
communications services, online
marketplaces facilitating transactions
between their users (such as consumers or
businesses) and other hosting services,
including where the service is provided via
cloud computing.

4 Directive (EU) 2018/1972 of the
European Parliament and of the Council
of 11 December 2018 establishing the
European Electronic Communications
Code (OJ L 321, 17.12.2018, p. 36).

Council Mandate

communications such as voice-over-IP,
instant messaging and e-mail services. This
Regulation should also be applicable to
other The-eategeries-of information society
services providers within the meaning of
Directive (EU) 2015/1535incladed -here-are

theseforwhich-nes rapeof cataisa
networks-to-the-extent-they that do not
qualify as electronic communications
services-providers, but offer their users
the ability to communicate with each
other or offer their users services that
can be used to process or store data on
their behalf. This should be in line with
the terms used in the Budapest
Convention on cybercrime. Processing of
data should be understood in a technical
sense, meaning the creation or
manipulation of data, i.e. technical
operations to produce or alter data by
means of computer processing power.
The categories of service providers
included here are, for example online
marketplaces faeilitating transactions
between-theirusers{suchas providing
consumers er-and businesses the ability to
communicate with each other and other
hosting services, including where the
service is provided via cloud computing, as
well as online gaming platforms and
online gambling platforms. Where an
information society service provider does
not provide its users the ability to
communicate with each other, but only
with the service provider, or does not

Draft agreement

communication services are defined in
Directive (EU) 2018/1972. They include
inter-personal communications such as
voice-over-1P, instant messaging and e-mail
services. This Regulation should also be
applicable to other information society
services providers within the meaning of
Directive (EU) 2015/1535 that do not
qualify as electronic communications
service-providers but offer their users the
ability to communicate with each other
or offer their users services that can be
used to process or store data on their
behalf. This should be in line with the
terms used in the Budapest Convention
on Cybercrime. Processing of data
should be understood in a technical
sense, meaning the creation or
manipulation of data, i.e., technical
operations to produce or alter data by
means of computer processing power.

The categories of service providers
included here are, for example, online
marketplaces providing consumers and
businesses with the ability to
communicate with each other, and other
hosting services, including where the
service is provided via cloud computing, as
well as online gaming platforms

and online gambling platforms. Where
an information society service provider
does not provide its users with the ability
to communicate with each other but only
with the service provider, or does not
provide the ability to process or to store
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provide the ability to process or to store
data, or where the ability to
store/process data is not an essential part
of the service provided to users, such as
legal, architectural, engineering and
accounting services provided online at a
distance, it would not fall within the
scope of the definition, even if within the
definition of information society services
pursuant to Directive (EU) 2015/1535.

data, or where the ability to store or
process data is not an essential part of
the service provided to users, such as
legal, architectural engineering and
accounting services provided online at a
distance, it would not fall within the
scope of the definition in this Regulation,
even if within the definition of
information society services pursuant to
Directive (EU) 2015/1535.

Information-society-servicesfor-which-the
. .
SOrage ot . & ’ f
R f . ’
’ i enei 1
g% ) & led ].g
i b
f N . )
. ; . . .
Recital 17
35 (17) In many cases, data is no longer stored | (F- n-many-eases;-data-isno-longerstored | (17) In many cases, data is no longer stored | Provisionally agreed at the technical level
or processed on a user's device but made eFprocessedronauser’sdevice babmuade or processed on a user's device but made 18/11/2022:
available on cloud-based infrastructure for | available-oncloud-basedinfrastrueturefor | available on cloud-based infrastructure for
access from anywhere. To run those seeessfromramywhere—Forunthose access from anywhere. To run those (17) In many cases, data is no longer stored
services, service providers do not need to services;-service-providers-do-notneed-to services, service providers do not need to or processed on a user's device but made
be established or to have servers in a be-estublishedorto-have serverstaa be established or to have servers in a available on cloud-based infrastructure
specific jurisdiction. Thus, the application | speetfiejurisdietion—Thus;-the-application specific jurisdiction. Thus, the application enabling access from anywhere. To run
of this Regulation should not depend on of this Regulation-should-net-depend-enthe | of this Regulation should not depend on the | those services, service providers do not
the actual location of the provider's actual- location-of the-providers actual location of the provider's need to be established or to have servers in
establishment or of the data processing or cstablishment-or-of the-data-proecssing-or establishment or of the data processing or a specific jurisdiction. Thus, the application
storage facility. storage-faetity: storage facility. of this Regulation should not depend on the
actual location of the service provider’s
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establishment or of the data processing or
storage facility.

Recital 18

36

(18) Providers of internet infrastructure
services related to the assignment of names
and numbers, such as domain name
registrars and registries and privacy and
proxy service providers, or regional
internet registries for internet protocol
(‘IP*) addresses, are of particular relevance
when it comes to the identification of
actors behind malicious or compromised
web sites. They hold data that is of
particular relevance for criminal
proceedings as it can allow for the
identification of an individual or entity
behind a web site used in criminal activity,
or the victim of criminal activity in the
case of a compromised web site that has
been hijacked by criminals.

(18) Providers of internet infrastructure
services related to the assignment of names
and numbers, such as domain name
registrars and registries and proxy service
providers, or regional internet registries for
internet protocol (‘IP’) addresses, are of
particular relevance when it comes to the
identification of actors behind malicious or
compromised web sites. They hold data
that could allow for the identification of an
individual or entity behind a web site used
in @ criminal activity, or the victim of a
criminal activity

(18) Providers of internet infrastructure
services related to the assignment of names
and numbers, such as domain name
registrars and registries and privacy and
proxy service providers, or regional internet
registries for internet protocol (‘IP’)
addresses, are of particular relevance when
it comes to the identification of actors
behind malicious or compromised web
sites. They hold data that is of particular
relevance for criminal proceedings as it can
allow for the identification of an individual
or entity behind a web site used in criminal
activity, or the victim of criminal activity in
the case of a compromised web site that has
been hijacked by criminals.

Provisionally agreed at the technical level
18/11/2022:

(18) Providers of internet infrastructure
services related to the assignment of names
and numbers, such as domain name
registrars and registries and privacy and
proxy service providers, or regional internet
registries for internet protocol (‘IP”)
addresses, are of particular relevance when
it comes to the identification of actors
behind malicious or compromised web
sites. They hold data that could allow for
the identification of an individual or entity
behind a web site used in criminal activity,
or the victim of criminal activity.

Recital 18

37

(18a) Orders under this Regulation should
be addressed to the main establishment of
the service providers or to legal
representatives designated for that
purpose as regards service providers not
established in one of the Member States
bound by this Regulation. As regards a
service provider with establishments in
more than one Member State, the main
establishment should be the place of its
central administration in the Union,

Provisionally agreed at the technical level
18/11/2022:

[DELETED; covered by recital (10), line
20]
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unless the decisions on the purposes and
means of the processing of data are taken
in another establishment of the service
provider in the Union and the latter
establishment has the power to have such
decisions implemented, in which case the
establishment having taken such decisions
should be considered to be the main
establishment.

Recital 19

38

(19) This Regulation regulates gathering of
stored data only, that is, the data held by a
service provider at the time of receipt of a
European Production or Preservation Order
Certificate. It does not stipulate a general
data retention obligation, nor does it
authorise interception of data or obtaining
to data stored at a future point in time from
the receipt of a production or preservation
order certificate. Data should be provided
regardless of whether it is encrypted or not.

(19) This Regulation regulates gathering of
data stored by a service provider at the
time of the issuing of a European
Production or Preservation Order only. It
does not stipulate a general data retention
obligation, nor does it authorise
interception of data or obtaining data stored
at a future point from the issuing of a

European production or preservation order.

(19) This Regulation regulates gathering of
stored data only, that is, the data held by a
service provider at the time of receipt of a
European Production or Preservation Order
Certificate. It does not stipulate a general
data retention obligation, nor does it
authorise interception of data or obtaining
to data stored at a future point in time from
the receipt of a production or preservation
order certificate. Data should be provided
regardless of whether it is encrypted or not.

Provisionally agreed at the technical level
18/11/2022:

(19) This Regulation should regulate the
gathering of data stored by a service
provider at the time of receipt of a
European Production or Preservation Order
only. It should not stipulate a general data
retention obligation for service providers
and it should not have the effect of
resulting in any general and
indiscriminate retention of data. The
Regulation also should not authorise
interception of data or obtaining data stored
at a future point from the receipt of a
European production or preservation order.

(19a) The application of this Regulation
should not affect the use of encryption by
service providers or their users. Data
sought by means of a European
Production or Preservation Order should
be provided or preserved regardless of
whether it is encrypted or not. However,
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this Regulation should not stipulate any
obligation for service providers to decrypt
data.
Recital 20
39 (20) The categories of data this Regulation | (20) The categories of data which this (20) The categories of data this Regulation | Provisionally agreed at the technical level
covers include subscriber data, access data, | Regulation covers include subscriber data, covers include subscriber data, access data, | 18/11/2022:
transactional data (these three categories traffic data and content data. Such transactional data (these three categories
being referred to as ‘non-content data’) and | categorisations are in line with the laws being referred to as ‘non-content data’) and | (20) This Regulation should cover the data
content data. This distinction, apart from of many Member States, Union law such content data. This distinction, apart from categories subscriber data, traffic data and
the access data, exists in the legal laws of as Directive 2002/58/EC and the case law | the access data, exists in theJegal laws of content data. Such categorisation is in line
many Member States and also in the of the Court of Justice, as well as many Member States and also in the with the laws of many Member States,
current US legal framework that allows international law, notably the Convention | current US legal framework that allows Union law such as Directive 2002/58/EC
service providers to share non-content data | on Cybercrime of the Council of Europe service providers to share non-content data | and the case law of the Court of Justice, as
with foreign law enforcement authorities (CETS No.185) (‘Budapest convention’) . | with foreign law enforcement authorities on | well as international law, notably the
on a voluntary basis. a voluntary basis. Convention on Cybercrime of the Council
of Europe (CETS No.185) (‘Budapest
Convention’).
Recital 21
40 (21) It is appropriate to single out access (21) It is appropriate to single out (21) It is appropriate to single out access Provisionally agreed at the technical level
data as a specific data category used in this | subscriber data as a specific data category | data as a specific data category used in this | 18/11/2022:
Regulation. Access data is pursued for the | used in this Regulation. Subscriber data is | Regulation. Access data is pursued for the
same objective as subscriber data, in other | pursued to identify the underlying user, and | same objective as subscriber data, in other | [DELETED; covered by recital (22a), line
words to identify the underlying user, and | the level of interference with fundamental words to identify the underlying user, and 42]
the level of interference with fundamental | rights is lower than is the case with other, | the level of interference with fundamental
rights is similar to that of subscriber data. more sensitive data categories. rights is similar to that of subscriber data.
Access data is typically recorded as part of Access data is typically recorded as part of
a record of events (in other words a server a record of events (in other words a server
log) to indicate the commencement and log) to indicate the commencement and
termination of a user access session to a termination of a user access session to a
service. It is often an individual IP address service. It is often an individual IP address
(static or dynamic) or other identifier that (static or dynamic) or other identifier that
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singles out the network interface used
during the access session. If the user is
unknown, it often needs to be obtained
before subscriber data related to that
identifier can be ordered from the service
provider.

singles out the network interface used
during the access session. If the user is
unknown, it often needs to be obtained
before subscriber data related to that
identifier can be ordered from the service
provider.

Recital 22
41 (22) Transactional data, on the other hand, | (22) Traffic data, on the other hand, is (22) Transactional data, on the other hand, | Rapporteur proposal 24/08/2022:
is generally pursued to obtain information | generally pursued to obtain more privacy- is generally pursued to obtain information
about the contacts and whereabouts of the | intrusive information, such as the contacts | about the contacts and whereabouts of the [DELETED; combined with recital (22b),
user and may be served to establish a and whereabouts of the user and may be user and may be served to establish a line 43]
profile of an individual concerned. That served to establish a comprehensive profile | profile of an individual concerned. That
said, access data cannot by itself serve to of an individual concerned. Therefore, as said, access data cannot by itself serve to
establish a similar purpose, for example it regards its sensitivity, traffic data is establish a similar purpose, for example it
does not reveal any information on comparable to content data. does not reveal any information on
interlocutors related to the user. Hence this interlocutors related to the user. Hence this
proposal introduces a new category of data, proposal introduces a new category of data,
which is to be treated like subscriber data if which is to be treated like subscriber data if
the aim of obtaining this data is similar. the aim of obtaining this data is similar.
Recital 22

42

(22a) IP addresses can constitute a crucial
starting point for criminal investigations
in which the identity of a suspect is not
known. According to the EU acquis as
interpreted by the European Court of
Justice, IP addresses are to be considered
personal data and have to benefit from the
full protection under the EU data
protection acquis. In addition, under
certain circumstances, they can be
considered traffic data. However, for the
purpose of a specific criminal

Provisional agreement 7th trilogue
28/06/2022 as amended by technical level
18/11/2022;

(22a) IP addresses as well as access
numbers and related information can
constitute a crucial starting point for
criminal investigations in which the identity
of a suspect is not known. They are
typically part of a record of events (in
other words a server log) to indicate the
commencement and termination of a user
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EP mandate

investigation, law enforcement authorities
might request an IP address for the sole
purpose of identifying the user and, in a
subsequent step, the name or address of
the subscriber or the registered user. In
such cases, it is appropriate to apply the
same regime as for subscriber data, as
defined under this Regulation.

Council Mandate

Draft agreement

Recital 22b
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43 (22b) Metadata can be processed and Provisionally agreed at the technical level
analysed more easily than content data, as 18/11/2022:
it is already brought into a structured and
standardised format, but, where derived (22b) Where IP addresses, access numbers
firom electronic communications services and related information are not requested
or protocols, it may also reveal very for the sole purpose of identifying the user
sensitive and personal information. It is in a specific criminal investigation, it is
therefore essential that, where metadata of generally pursued to obtain more privacy-
other electronic communications services intrusive information, such as the contacts
or protocols are stored, transmitted, and whereabouts of the user and could
distributed or exchanged by using the serve to establish a comprehensive profile
respective services/by the service of an individual concerned, while it can be
providers, they are to be considered processed and analysed more easily than
content data. content data, as it is already brought into a
structured and standardised format. It is
therefore essential that, in such situations,
they are treated as traffic data and
requested under the similar regime as
content data, as defined under this
Regulation.
Recital 23
44 (23) All data categories contain personal (23) All data categories contain personal (23) All data categories contain personal Provisionally agreed at the technical level
data, and are thus covered by the data, and are thus covered by the data, and are thus covered by the 18/11/2022:
safeguards under the Union data protection | safeguards under the Union data protection | safeguards under the Union data protection
acquis, but the intensity of the impact on acquis. However, the intensity of the acquis, but the intensity of the impact on (23) All data categories contain personal
fundamental rights varies, in particular impact on fundamental rights varies fundamental rights varies, in particular data and are thus covered by the safeguards
between subscriber data and access data on | between the categories, in particular between subscriber data and access data on | under the Union data protection acquis.
the one hand and transactional data and between subscriber data on the one hand the one hand and transactional data and However, the intensity of the impact on
content data on the other hand. While and fraffic data and content data on the content data on the other hand. While fundamental rights varies between the
subscriber data and access data are useful other. While subscriber data and IP subscriber data and access data are useful categories, in particular between subscriber
to obtain first leads in an investigation addresses could be useful to obtain first to obtain first leads in an investigation data, and data requested for the sole
about the identity of a suspect, leads in an investigation about the identity | about the identity of a suspect, transactional | purpese of identifying the user, as defined
transactional and content data are the most | of a suspect, #raffic and content data are and content data are the most relevant as in this Regulation, on the one hand and
relevant as probative material. It is often more relevant as probative material, probative material. It is therefore essential | traffic data, except for data requested for
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therefore essential that all these data
categories are covered by the instrument.
Because of the different degree of
interference with fundamental rights,
different conditions are imposed for
obtaining subscriber and access data on the
one hand, and transactional and content
data on the other.

which could finally lead to a conviction of
the suspect. 1t is therefore essential that all
these data categories are covered by the
instrument. Because of the different degree
of interference with fundamental rights,
different safeguards and conditions are
imposed for obtaining such data.

that all these data categories are covered by
the instrument. Because of the different
degree of interference with fundamental
rights, different conditions are imposed for
obtaining subscriber and access data on the
one hand, and transactional and content
data on the other.

the sole purpose of identifying the user, as
defined in this Regulation, and content data
on the other. While subscriber data as well
as IP addresses, access numbers and
related information, where requested for
the sole purpose of identifying the user,
could be useful to obtain first leads in an
investigation about the identity of a suspect,
traffic data, except for data requested for
the sole purpose of identifying the user, as
defined in this Regulation, and content data
are often more relevant as probative
material, which could finally lead to a
conviction of the suspect. 1t is therefore
essential that all these data categories are
covered by the instrument. Because of the
different degree of interference with
fundamental rights, different safeguards
and conditions are imposed for obtaining
such data.

Recital 24

45

(24) The European Production Order and
the European Preservation Order are
investigative measures that should be
issued only in the framework of specific
criminal proceedings against the specific
known or still unknown perpetrators of a
concrete criminal offence that has already
taken place, after an individual evaluation
of the proportionality and necessity in
every single case.

(24) The European Production Order and
the European Preservation Order are
investigative measures that should be
issued only in the framework of specific
criminal proceedings concerning a
concrete criminal offence that has already
taken place, after an individual evaluation
of the proportionality and necessity in
every single case, taking into account the
rights of the suspected or accused person.

(24) The European Production Order and
the European Preservation Order are
investigative measures that should be
issued only in the framework of specific
criminal proceedings against the specific
known or still unknown perpetrators of a
concrete criminal offence that has already
taken place, after an individual evaluation
of the proportionality and necessity in
every single case.

Provisionally agreed at the technical level
18/11/2022:

(24) The European Production Order and
the European Preservation Order are
investigative measures that should be issued
only in the framework of specific criminal
proceedings concerning a concrete criminal
offence that has already taken place, after
an individual evaluation of the
proportionality and necessity in every single
case, taking into account the rights of the
suspected or accused person.
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Recital 24a

46 (24a) As proceedings for mutual legal Rapporteur proposal 24/08/2022:
assistance may be considered as criminal
proceedings in accordance with (24a) As proceedings for mutual legal
applicable national law in the Member assistance might be considered as
States, it should be clarified that a criminal proceedings in accordance with
European Production Order or a applicable national law in the Member
European Preservation Order should not | States, it should be clarified that a
be issued to provide mutual legal European Production Order or a
assistance to another Member State or European Preservation Order should not
third country. In such cases, the mutual | be issued to provide mutual legal
legal assistance request should be assistance to another Member State or
addressed to the Member State or third third country. In such cases, the mutual
country which can provide mutual legal | legal assistance request should be
assistance under its domestic law. addressed to the Member State or third
However, if electronic evidence had country which can provide mutual legal
already been obtained under this assistance under its domestic law.
Regulation by the issuing authority for
its own criminal investigations or
proceedings and afterwards this
evidence is subject to transfer or
transmission, the conditions on the
speciality principle should apply.

Recital 24b

47 (24b) This Regulation should apply to Technical meeting 24/10/2022:
criminal proceedings initiated by the
issuing authority in order to localise a (24b) This Regulation should apply to
convict that absconded from justice to proceedings initiated by the issuing
execute custodial sentences or detention authority in order to localise a convict
orders. However, in case the sentence or | that absconded from justice to execute
detention order was rendered in absentia | custodial sentences or detention orders.
it should not be possible to issue a However, in case the sentence or
European Production Order or a detention order was rendered in absentia
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European Preservation Order as
national law of the Member States on
judgments in absentia vary considerably
throughout the European Union.

it should not be possible to issue a
European Production Order or a
European Preservation Order as national
law of the Member States on judgments
in absentia vary considerably throughout
the European Union.

Recital 25

48 (25) This Regulation is without prejudice 25> ThisRegulationis-witheutprefudieeto | (25) This Regulation is without prejudice to | Provisionally agreed at the technical level
to the investigative powers of authorities in | the-investigative-powers-ofauthoritiesin the investigative powers of authorities in 18/11/2022:
civil or administrative proceedings, eivil-oradministrative-proceedings; civil or administrative proceedings,
including where such proceedings can lead | ineluding-where-suchproceedings-eanltead | including where such proceedings can lead | (25) This Regulation is without prejudice to
to sanctions. to-sanetions: to sanctions. the investigative powers of authorities in

civil or administrative proceedings,
including where such proceedings can lead
to sanctions.

Recital 26

49

(26) This Regulation should apply to
service providers offering services in the
Union, and the Orders provided for by this
Regulation may be issued only for data
pertaining to services offered in the Union.
Services offered exclusively outside the
Union are not in the scope of this
Regulation, even if the service provider is
established in the Union.

(26) This Regulation should apply to
service providers offering services in the
Union, and the Orders provided for by this
Regulation may be issued only for data

pertaining to services offered in the Union.

Services offered exclusively outside the
Union are not in the scope of this
Regulation.

(26) This Regulation should apply to
service providers offering services in the
Union, and the Orders provided for by this
Regulation may be issued only for data
pertaining to services offered in the Union.
Services offered exclusively outside the
Union are not in the scope of this
Regulation, even if the service provider is
established in the Union.

Agreement at inter-institutional technical
level 27/09/2022 as amended by technical
level 18/11/2022:

(26) This Regulation should apply to
service providers offering services in the
Union, and it should only be possible to
issue the Orders provided for by this
Regulation for data pertaining to services
offered in the Union. Services offered
exclusively outside the Union are not
included in the scope of this Regulation,
even if the service provider is established
in the Union. Therefore, this Regulation
should not allow any access to any data
beyond data related to the services offered
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to the user in the Union by those service
providers.

Recital 27

50

(27) The determination whether a service
provider offers services in the Union
requires an assessment whether the service
provider enables legal or natural persons in
one or more Member States to use its
services. However, the mere accessibility
of an online interface as for instance the
accessibility of the service provider’s or an
intermediary’s website or of an email
address and of other contact details in one
or more Member States taken in isolation
should not be a sufficient condition for the
application of this Regulation.

(27) Determining whether a service
provider offers services in the Union
requires an assessment whether it is
apparent that the service provider
envisages offering services to data
subjects, either legal or natural persons, in
one or more Member States in the Union.
However, the mere accessibility of an
online interface, as for instance the
accessibility of the website or an e-mail
address or other contact details of a service
provider or an intermediary, or the use of
a language also used in a Member State,
should be considered insufficient to
ascertain such intention.

(27) The determination whether a service
provider offers services in the Union
requires an assessment whether the service
provider enables legal or natural persons in
one or more Member States to use its
services. However, the mere accessibility
of an online interface as for instance the
accessibility of the service provider’s or an
intermediary’s website or of an email
address and of other contact details in one
or more Member States taken in isolation
should not be a sufficient condition for the
application of this Regulation.

Provisionally agreed at the technical level
18/11/2022:

(27) Determining whether a service
provider offers services in the Union
requires an assessment whether the service
provider enables natural or legal persons in
one or more Member States, fo use its
services. However, the mere accessibility of
an online interface in the Union, such as
for instance the accessibility of the website
or an e-mail address or other contact details
of a service provider or an intermediary,
taken in isolation, should be considered
insufficient to determine that a service
provider offers services in the Union
within the meaning of this Regulation.

Recital 28

51

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection
to the Union should be considered to exist
where the service provider has an
establishment in the Union. In the absence
of such an establishment, the criterion of a
substantial connection should be assessed

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection
to the Union should be considered to exist
where the service provider has an
establishment in the Union. In the absence
of such an establishment, the criterion of a
substantial connection should be assessed

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection
to the Union should be considered to exist
where the service provider has an
establishment in the Union. In the absence
of such an establishment, the criterion of a
substantial connection should be assessed

Provisionally agreed at the technical level
18/11/2022:

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection
to the Union should be considered to exist
where the service provider has an
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Commission Proposal

on the basis of the existence of a
significant number of users in one or more
Member States, or the targeting of
activities towards one or more Member
States. The targeting of activities towards
one or more Member States can be
determined on the basis of all relevant
circumstances, including factors such as
the use of a language or a currency
generally used in that Member State, or the
possibility of ordering goods or services.
The targeting of activities towards a
Member State could also be derived from
the availability of an application (‘app’) in
the relevant national app store, from
providing local advertising or advertising
in the language used in that Member State,
or from the handling of customer relations
such as by providing customer service in
the language generally used in that
Member State. A substantial connection is

EP mandate

on the basis of the existence of a significant
number of users in one or more Member
States, or the targeting of activities towards
one or more Member States. The targeting
of activities towards one or more Member
States should be determined on the basis of
all relevant circumstances, including
factors such as the use of a language or a
currency generally used in that Member
State, or the possibility of ordering goods

or services. The-targeting-ofactivities

Council Mandate

on-the-basised ofthe-existenee-on specific
factual criteria such as a significant
number of users in one or more Member
States, or the targeting of activities towards
one or more Member States. The targeting
of activities towards one or more Member
States can be determined on the basis of all
relevant circumstances, including factors
such as the use of a language or a currency
generally used in that Member State, or the
possibility of ordering goods or services.
The targeting of activities towards a
Member State could also be derived from
the availability of an application (‘app’) in
the relevant national app store, from
providing local advertising or advertising in
the language used in that Member State, or
from the handling of customer relations
such as by providing customer service in
the language generally used in that Member
State. A substantial connection is also to be

Draft agreement

establishment in the Union. In the absence
of such an establishment, the criterion of a
substantial connection should be based on
specific factual criteria such as the
existence of a significant number of users in
one or more Member States, or the targeting
of activities towards one or more Member
States. The targeting of activities towards
one or more Member States should be
determined on the basis of all relevant
circumstances, including factors such as the
use of a language or a currency generally
used in that Member State, or the possibility
of ordering goods or services. The targeting
of activities towards a Member State could
also be derived from the availability of an
application (‘app’) in the relevant national
app store, from providing local advertising
or advertising in the language generally
used in that Member State, or from the
handling of customer relations such as by

also to be assumed where a service service-provider-directs-its-activities assumed where a service provider directs providing customer service in the language
provider directs its activities towards one towards-one-ormore Member Statesas-set | its activities towards one or more Member | generally used in that Member State. A
or more Member States as set out in Article | evtin-Astiele 17 (e} of Regulation States as set out in Article 17(1)(c) of substantial connection is also to be assumed
17(1)(c) of Regulation 1215/2012 on 12152012 enjurisdiction-and-the Regulation 1215/2012 on jurisdiction and where a service provider directs its
jurisdiction and the recognition and recognition-and-enforcement-ofjudgements | the recognition and enforcement of activities towards one or more Member
enforcement of judgements in civil and incivil- and-commercial-matters'* - On the judgements in civil and commercial States as set out in Regulation 1215/2012
commercial matters''. On the other hand, otherhand; provision-of the service-in-view | matters''. On the other hand, provision of on jurisdiction and the recognition and
provision of the service in view of mere of mere-comphiance-with-the prohibitionte | the service in view of mere compliance enforcement of judgements in civil and
compliance with the prohibition to diseriminate-laid- downinRegulation(EY) | with the prohibition to discriminate laid commercial matters''. On the other hand,
discriminate laid down in Regulation (EU) | 20148/302*-cannetbe-on-that-ground-alone; | down in Regulation (EU) 2018/302'2 provision of the service in view of mere
2018/302'? cannot be, on that ground be-considered-as-directing or-targeting cannot be, on that ground alone, be compliance with the prohibition to
alone, be considered as directing or activities-towards-a-given-territory-within considered as directing or targeting discriminate laid down in Regulation (EU)
targeting activities towards a given the Union- activities towards a given territory within 2018/302'? cannot, on that ground alone, be
territory within the Union. the Union. considered as directing or targeting
activities towards a given territory within
the Union. The same considerations
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I Regulation (EU) 1215/2012 of the
European Parliament and of the Council of
12 December 2012 on jurisdiction and the
recognition and enforcement of judgments
in civil and commercial matters (OJ L 351,
20.12.2012, p. 1).

12 Regulation (EU) 2018/302 of the
European Parliament and of the Council of
28 February 2018 on addressing unjustified
geo-blocking and other forms of
discrimination based on customers'
nationality, place of residence or place of
establishment within the internal market
and amending Regulations (EC) No
2006/2004 and (EU) 2017/2394 and
Directive 2009/22/EC (OJ L 601, 2.3.2018,

p- 1).

I Regulation (EU) 1215/2012 of the
European Parliament and of the Council of
12 December 2012 on jurisdiction and the
recognition and enforcement of judgments
in civil and commercial matters (OJ L 351,
20.12.2012, p. 1).

12 Regulation (EU) 2018/302 of the
European Parliament and of the Council of
28 February 2018 on addressing unjustified
geo-blocking and other forms of
discrimination based on customers'
nationality, place of residence or place of
establishment within the internal market
and amending Regulations (EC) No
2006/2004 and (EU) 2017/2394 and
Directive 2009/22/EC (OJ L 601, 2.3.2018,

p- D).

should apply to determine whether a
service provider offers services in a
Member State.

! Regulation (EU) 1215/2012 of the
European Parliament and of the Council of
12 December 2012 on jurisdiction and the
recognition and enforcement of judgments
in civil and commercial matters (OJ L 351,
20.12.2012, p. 1).

12 Regulation (EU) 2018/302 of the
European Parliament and of the Council of
28 February 2018 on addressing unjustified
geo-blocking and other forms of
discrimination based on customers'
nationality, place of residence or place of
establishment within the internal market
and amending Regulations (EC) No
2006/2004 and (EU) 2017/2394 and
Directive 2009/22/EC (OJ L 601, 2.3.2018,

p- D).

Recital 28
52 (28a) Situations, where there is an Provisionally agreed at the technical level
imminent threat to life or physical 18/11/2022:
integrity of a person, should be treated as
emergency cases and allow for shorter (28a) Situations, where there is an
time limits on the service provider and the imminent threat to life or physical integrity
executing authority. Where the disruption or safety of a person, should be treated as
or destruction of a critical infrastructure emergency cases and allow for shorter
would directly imply an imminent risk to time limits on the service provider and the
the life or physical integrity of a person, enforcing authority. Where the disruption
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such a situation should also be treated as
an emergency case, in accordance with
EU law.

or destruction of a critical infrastructure
as defined in Council Directive
2008/114/EC would imply such a threat,
including through a serious harm to the
provision of basic supplies to the
Ppopulation or to the exercise of the core
functions of the State, such a situation
should also be treated as an emergency
case, in accordance with Union law.

Recital 29

53

(29) A European Production Order should
only be issued if it is necessary and
proportionate. The assessment should take
into account whether the Order is limited
to what is necessary to achieve the
legitimate aim of obtaining the relevant
and necessary data to serve as evidence in
the individual case only.

(29) A European Production Order should
only be issued if it is necessary and
proportionate, taking into account the
rights of the suspected or accused person
and the seriousness of the offence. The
assessment should take into account
whether it could have been ordered under
the same conditions in a similar domestic
case, whether there are sufficient reasons
to believe that a crime has been
committed, where it is grave enough to
justify the cross-border production of the
data and where the requested information
is relevant for the investigation. The Order
should be limited to what is strictly
necessary to achieve the legitimate aim of
obtaining the relevant and necessary data to
serve as evidence in the individual case
only and should be limited to data of
specific persons with a direct link to the
specific proceedings. The direct link
between the person whose data are sought
and the purpose of the specific proceeding
must be demonstrable at all times.

(29) A European Production Order should
only be issued if it is necessary and
proportionate. The assessment should take
into account whether the Order is limited to
what is necessary to achieve the legitimate
aim of obtaining the relevant and necessary
data to serve as evidence in the individual
case only, taking due account of the
impact of the measure on fundamental
rights of the person whose data are
sought.

Provisional agreement 6th trilogue
14/06/2022 as amended by technical level
25/10/2022;

(29) A European Production Order should
be chosen where the execution of an
investigative measure seems proportionate,
adequate and applicable to the case at
hand. 1t should only be issued if it is
necessary and proportionate. 7he issuing
authority should take into account the
rights of the suspected or accused person
in a proceeding relating to a criminal
offence and should only issue the Order if
it could have been ordered under the same
conditions in a similar domestic case. The
assessment should take into account
whether the Order is limited to what is
strictly necessary to achieve the legitimate
aim of obtaining the relevant and necessary
data to serve as evidence in the individual
case only.

14811/22
ANNEX

JAL2

MC/sl
LIMITE

50
EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

Recital 30
54 (30) When a European Production or (30) When a European Production or (30) When a European Production or F

Preservation Order is issued, there should Preservation Order is issued, there should Preservation Order is issued, there should as amended by Presidency
always be a judicial authority involved always be a judicial authority involved always be a judicial authority involved 14/10/2022 as amended by technical level
either in the process of issuing or either in the process of issuing or validating | either in the process of issuing or validating | 08/11/2022 as amended by technical level
validating the Order. In view of the more the Order. In view of the more sensitive the Order. In view of the more sensitive 14/11/2022 with Presidency proposal
sensitive character of transactional and character of traffic and content data, the character of transactional and content data, | 1 7/11/2022'
content data, the issuing or validation of issuing or validation of European the issuing or validation of European
European Production Orders for production | Production Orders for production of these Production Orders for production of these
of these categories requires review by a categories requires review by a judge. As categories requires review by a judge. As
judge. As subscriber and access data are subscriber data are less sensitive, European | subscriber and access data are less
less sensitive, European Production Orders | Production Orders for their disclosure can sensitive, European Production Orders for
for their disclosure can in addition be in addition be issued or validated by their disclosure can in addition be issued or
issued or validated by competent competent public prosecutors, where such | validated by competent prosecutors.
prosecutors. a public prosecutor is capable of

exercising its responsibilities objectively.

Where so provided by national law, the

execution of the order might require the

procedural involvement of a court in the

executing State.

and data requested for the sole
purpose of identifying the user as defined
in this Regulation
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evidence.

Recital 30a

55

(30a) The competent issuing authority
should be considered independent where it
is not exposed to the risk of being subject,
directly or indirectly, to external directions
or instructions, in particular from the
executive, such as a Minister for Justice,
in connection with the adoption of a
decision. That independence should be
considered to exist where, based on the
appropriate statutory rules and an
institutional framework, the competent
issuing authority is capable of exercising
his or her responsibilities objectively and
acts independently in the execution of his
or her responsibilities which are inherent
in the issuing of a European Production
or Preservation Order, taking into account
all incriminatory and exculpatory
evidence and without being exposed to the
risk that its decision-making power be
subject to external directions or
instructions.

Provisional written political agreement
13/07/2022:

[DELETE]

Recital 31

56

(31) For the same reason, a distinction has
to be made regarding the material scope of
this Regulation: Orders to produce
subscriber data and access data can be
issued for any criminal offence, whereas
access to transactional and content data

(31) For the same reason, a distinction has
to be made regarding the material scope of
this Regulation: Orders to produce
subscriber data and IP addresses for the
sole purpose of identifying the person can
be issued for any criminal offence, whereas

(31) For the same reason, a distinction has
to be made regarding the material scope of
this Regulation: Orders to produce
subscriber data and access data can be
issued for any criminal offence, whereas
access to transactional and content data

Provisionally agreed at the technical level
18/11/2022:

(31) In view of the more sensitive
character of traffic data, except for data
requested for the sole purpose of
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Commission Proposal

should be subject to stricter requirements
to reflect the more sensitive nature of such
data. A threshold allows for a more
proportionate approach, together with a
number of other ex ante and ex post
conditions and safeguards provided for in
the proposal to ensure respect for
proportionality and the rights of the
persons affected. At the same time, a
threshold should not limit the effectiveness
of the instrument and its use by
practitioners. Allowing the issuing of
Orders for investigations that carry at least
a three-year maximum sentence limits the
scope of the instrument to more serious
crimes, without excessively affecting the
possibilities of its use by practitioners. It
excludes from the scope a significant
number of crimes which are considered
less serious by Member States, as
expressed in a lower maximum penalty. It
also has the advantage of being easily
applicable in practice.

EP mandate

access to fraffic and content data should be
subject to stricter requirements to reflect
the more sensitive nature of such data. A
threshold allows for a more proportionate
approach, together with a number of other
ex ante and ex post conditions and
safeguards provided for in this Regulation
to ensure respect for proportionality and the
rights of the persons affected. At the same
time, a threshold should not limit the
effectiveness of the instrument and its use
by practitioners. Allowing the issuing of
Orders for investigations that carry at least
a three-year maximum sentence limits the
scope of the instrument to more serious
crimes, without excessively affecting the
possibilities of its use by practitioners. It
excludes from the scope a significant
number of crimes which are considered less
serious by Member States, as expressed in
a lower maximum penalty. It also has the
advantage of being easily applicable in
practice.

Council Mandate

should be subject to stricter requirements to
reflect the more sensitive nature of such
data. A threshold allows for a more
proportionate approach, together with a
number of other ex ante and ex post
conditions and safeguards provided for in
the proposal to ensure respect for
proportionality and the rights of the persons
affected. At the same time, a threshold
should not limit the effectiveness of the
instrument and its use by practitioners.
Allowing the issuing of Orders for
investigations that carry at least a three-
year maximum sentence limits the scope of
the instrument to more serious crimes,
without excessively affecting the
possibilities of its use by practitioners. It
excludes from the scope a significant
number of crimes which are considered less
serious by Member States, as expressed in
a lower maximum penalty. It also has the
advantage of being easily applicable in
practice.

Draft agreement

identifying the user, as defined in this
Regulation, and content data, a
distinction has to be made regarding the
material scope of this Regulation: it should
be possible to issue Orders to produce
subscriber data and data requested for the
sole purpose of identifying the user, as
defined in this Regulation, for any criminal
offence, whereas access to traffic data,
except for data requested for the sole
purpose of identifying the user, as
defined in this Regulation, and content
data should be subject to stricter
requirements to reflect the more sensitive
nature of such data. There should be a
threshold allowing for a more proportionate
approach, together with a number of other
ex ante and ex post conditions and
safeguards provided for in this Regulation
to ensure respect for proportionality and the
rights of the persons affected. At the same
time, a threshold should not limit the
effectiveness of the instrument and its use
by practitioners. Allowing the issuing of
Orders for investigations that carry at least a
three-year maximum custodial sentence
would limit the scope of the instrument to
more serious crimes, without excessively
affecting the possibilities of its use by
practitioners. It should exclude from its
scope a significant number of crimes which
are considered less serious by Member
States, as expressed in a lower maximum
penalty. It would also have the advantage of
being easily applicable in practice.
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Recital 32

57

(32) There are specific offences where
evidence will typically be available
exclusively in electronic form, which is
particularly fleeting in nature. This is the
case for cyber-related crimes, even those
which might not be considered serious in
and of themselves but which may cause
extensive or considerable damage, in
particular including cases of low individual
impact but high volume and overall
damage. For most cases where the offence
has been committed by means of an
information system, applying the same
threshold as for other types of offences
would predominantly lead to impunity.
This justifies the application of the
Regulation also for those offences where
the penalty frame is less than 3 years of
imprisonment. Additional terrorism related
offences as described in the Directive
2017/541/EU do not require the minimum
maximum threshold of 3 years.

(32) There are specific offences where
information will typically be available
exclusively in electronic form, which is
particularly fleeting in nature. This is the
case for cyber-related crimes, even those
which might not be considered serious in
and of themselves but which may cause
extensive or considerable damage, in
particular including cases of low individual
impact but high volume and overall
damage. For most cases where the offence
has been committed by means of an
information system, applying the same
threshold as for other types of offences
would predominantly lead to impunity.
This justifies the application of the
Regulation also for those offences where
the penalty frame is less than 3 years of
imprisonment. Additional terrorism related
offences as described in Directive
2017/541/EU of the European Parliament
and of the Council’” as well as offences
concerning the sexual abuse and sexual
exploitation of children as described in
Directive 2011/93/EU of the European
Parliament and of the Council’® do not
require the minimum maximum threshold
of 3 years.

'7 Directive (EU) 2017/541 of the
European Parliament and of the Council
of 15 March 2017 on combating terrorism

(32) There are specific offences where
evidence will typically be available
exclusively in electronic form, which is
particularly fleeting in nature. This is the
case for cyber-related crimes, even those
which might not be considered serious in
and of themselves but which may cause
extensive or considerable damage, in
particular including cases of low individual
impact but high volume and overall
damage. For most cases where the offence
has been committed by means of an
information system, applying the same
threshold as for other types of offences
would predominantly lead to impunity.
This justifies the application of the
Regulation also for those offences where
the penalty frame is less than 3 years of
imprisonment. Additional terrorism related
offences as described in the Directive
2017/541/EU do not require the minimum
maximum threshold of 3 years.

Provisionally agreed at the technical level
18/11/2022:

(32) There are specific offences where
evidence will typically be available
exclusively in electronic form, which is
particularly fleeting in nature. This is the
case for cyber-related crimes, even those
which might not be considered serious in
and of themselves but which may cause
extensive or considerable damage, in
particular including cases of low individual
impact but high volume and overall
damage. For most cases where the offence
has been committed by means of an
information system, applying the same
threshold as for other types of offences
would predominantly lead to impunity. This
justifies the application of the Regulation
also for those offences where the penalty
frame is less than 3 years of imprisonment.
Additional terrorism related offences as
described in Directive 2017/541/EU of the
European Parliament and of the Council'’
as well as offences concerning the sexual
abuse and sexual exploitation of children
as described in Directive 2011/93/EU of
the European Parliament and of the
Council’® do not require the minimum
maximum threshold of 3 years.

7 Directive (EU) 2017/541 of the
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and replacing Council Framework
Decision 2002/475/JHA and amending
Council Decision 2005/671/JHA (OJ L 88,
31.3.2017, p. 6).

'8 Directive 2011/93/EU of the European
Parliament and of the Council of 13
December 2011 on combating the sexual
abuse and sexual exploitation of children
and child pornography, and replacing
Council Framework Decision
2004/68/JHA (OJ L 335, 17.12.2011, p.1).

European Parliament and of the Council
of 15 March 2017 on combating terrorism
and replacing Council Framework
Decision 2002/475/JHA and amending
Council Decision 2005/671/JHA (OJ L 88,
31.3.2017, p. 6).

'8 Directive 2011/93/EU of the European
Parliament and of the Council of 13
December 2011 on combating the sexual
abuse and sexual exploitation of children
and child pornography, and replacing
Council Framework Decision
2004/68/JHA (OJ L 335, 17.12.2011, p.1).

Recital 33
58 (33) Additionally, it is necessary to provide | (33)Additionallyitisneeessary-to-provide | (33) Additionally, it is necessary to provide | Rapporteur proposal 24/08/2022 as
that the European Production Order may that the EurepeanProduection-Ordermay that the European Production Order may amended by technical level 25/10/2022 as
only be issued if a similar Order would be | enly-be-issued-ifasimilar Order-would-be only be issued if a similar Order would be amended by technical level 08/11/2022:
available for the same criminal offence in a | availableforthe-same-eriminal offeneeinra | available for the same criminal offence in a
comparable domestic situation in the compurable-domestiesitationinthe comparable domestic situation in the [Deleted, covered in lines 53, 62 + 70]
issuing State. issuing-State: issuing State.
Recital 33
59 (33a) In cases where an Order is issued Provisionally agreed at the technical level
to obtain different data categories the 18/11/2022:
issuing authority has to ensure that the
conditions and procedures, such as (33a) In cases where an Order is issued to
notification of the enforcing State, are obtain different data categories the
met for all of the respective data issuing authority has to ensure that the
categories. conditions and procedures, such as
notification of the enforcing State, are
met for all of the respective data
categories.
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Recital 34
60 (34) In cases where the data sought is B4 1n-eases-where-the-datasoughtis (34) In cases where the data sought is Rapporteur proposal 24/08/2022 as

stored or processed as part of an stored-or-processed-as-part-ofan stored or processed as part of an amended by technical level 25/10/2022 as
infrastructure provided by a service infrastructure provided-by-a-service infrastructure provided by a service amended by technical level 08/11/2022:
provider to a company or another entity provider-to-a-company-or-anotherentity provider to a company or another entity
other than natural persons, typically in case | etherthannatural persons;typieallyinease | other than natural persons, typically in case | (34) European Production Orders should
of hosting services, the European ofhostingservices;the European of hosting services, the European be addressed to service providers, acting as
Production Order should only be used Produetion-Ordershould-onby-be-used Production Order should only be used data controllers, in accordance with
when other investigative measures when-otherinvestigative-measures when other investigative measures Regulation (EU) 2016/679. As an
addressed to the company or the entity are | addressed-to-the-company-orthe-entityare | addressed to the company or the entity are exception, where the data is stored or
not appropriate, especially if this would rotappropristeespectath-Hthiswould not appropriate, especially if this would processed as part of an infrastructure
create a risk to jeopardise the investigation. | ereate-ariskto-jeopardise-theinvestigation- | create a risk to jeopardise the investigation. | provided by a service provider to a data
This is of relevance in particular when it This-is-ofrelevance-inparticular when-it This is of relevance in particular when it controller, it should be possible to address
comes to larger entities, such as cormesto-targer entithessuehas comes to larger entities, such as the European Production Order directly to
corporations or government entities, that corporationsorgovermnententibosthat corporations or government entities, that the service provider, processing the data
avail themselves of the services of service | avail-themselves-oftheservices-ofservice avail themselves of the services of service on behalf of the controller, where the data
providers to provide their corporate IT providers-to-provide-theireorporate IT providers to provide their corporate IT controller cannot be identified despite
infrastructure or services or both. The first | infrastructure-or-services-orboth—Thefirst | infrastructure or services or both. The first | reasonable efforts on the part of the
addressee of a European Production Order, | addressee-ofaEuropeanProductionOrder; | addressee of a European Production Order, | issuing authority, or where addressing the
in such situations, should be the company insuech-situations; should-be-the-company in such situations, should be the company data controller might be detrimental to the
or other entity. This company or other or-otherentity—This-company-or-other or other entity. This company or other investigation. For cases where addressing
entity may not be a service provider entity-may-notbe-a-service-provider entity may not be a service provider the data controller might be detrimental to
covered by the scope of this Regulation. covered-by-the-scope-of this Regulation: covered by the scope of this Regulation. the investigation, for example because it is
However, for cases where addressing that However—Horcuseswherenddressing that However, for cases where addressing that suspected of committing the offence in the
entity is not opportune, for example eptib-isnotoppertunreforexample entity is not opportune, for example case concerned, the issuing authority
because it is suspected of involvement in beeause-itissuspected-ofinvolvementin because it is suspected of involvement in should be able to address the service
the case concerned or there are indications | the-case-concerned-orthere-are-indieations | the case concerned or there are indications | provider providing the infrastructure in
for collusion with the target of the for-colluston-with-thetarget-ofthe for collusion with the target of the question for it to provide the requested
investigation, competent authorities should | ivestigation;-eompetent-authoritiesshoudd | investigation, competent authorities should | data. This provision does not affect the
be able to address the service provider be-ableto-address-the service previder be able to address the service provider right of the issuing authority to order the
providing the infrastructure in question to providing the-infrastructure-in-question-to providing the infrastructure in question to service provider to preserve the data.
provide the requested data. This provision | previde-therequested-data—This-provision provide the requested data. This provision
does not affect the right to order the service | does-notaffecttherightto-ordertheserviee | does not affect the right to order the service Presidency alternative proposal
provider to preserve the data. providertopreservethedata: provider to preserve the data. 17/11/2022:
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As a matter of principle, European
Production Orders should be addressed to
the service provider acting as controller.
However, in some circumstances, and in
particular where several service providers
are involved in processing of data, the
delimitation between the roles of data
controller and data processor can prove
particularly challenging. Determining who
acts as the data controller with regard to a
particular set of data requires not only
specialised knowledge of the legal context,
but it could also require interpretation of
often very complex contractual
frameworks providing in a specific case
for allocation of different tasks and roles
with regard to a particular set of data to
various service providers. It follows that
where the data is stored or processed by a
service provider and there is no clarity as
to who the data controller is, despite
reasonable efforts on the part of the
issuing authority, it should be possible to
address a European Production Order
directly to the service provider.

Moreover, in some cases, addressing the
data controller could be detrimental to the
investigation, for example because the
data controller is suspected of involvement
in the case concerned or there are
indications that the data controller could
be acting in the interest of the person
subject to investigation. Also in those cases
it should be possible to address the
European Production Order directly to the
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service provider processing the data on
behalf of the controller. This provision
does not affect the right of the issuing
authority to order the service provider to
preserve the data.

(34a) In accordance with Regulation (EU)
2016/679, the data processor, storing or
processing the data on behalf of the
controller, should inform the data
controller about the production of the data
unless the issuing authority has requested
the service provider to refrain from
informing the data controller, for as long
as necessary and proportionate, in order
not to obstruct the relevant criminal
proceedings. In this case, the issuing
authority should indicate in the case file
the reasons for the delay and a short
Justification should also be added in the
Certificate.

Recital 34a
61 (34a) In case data are stored or Rapporteur proposal 24/08/2022 as
processed as part of an infrastructure amended by technical level 25/10/2022:
provided by a service provider to a
public authority only authorities of the (34b) Where the data is stored or processed
same Member State should be able to as part of an infrastructure provided by a
issue a European Production or service provider to a public authority, a
Preservation Order because such data European Production Order may only be
can be considered particularly sensitive. | issued where the public authority for which
Public authority should be understood as | the data is stored or processed is in the
any authority that, by its applicable issuing State.
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national law has a mandate to govern,
administrate a part or aspect of public
life, such as branches of the judiciary,
the legislative or executive power of a

state, province, municipality.

(34c) In cases where the data is stored or
processed by a service provider as part of
an infrastructure provided to professionals
protected by professional privilege, in their
business capacity, which stores data
protected by a professional privilege under
the law of the issuing State, a European
Production Order to produce traffic data
except for data requested for the sole
purpose of identifying the user as defined in
this Regulation and content data may only
be issued where the privileged professional
resides in the issuing State, where
addressing the privileged professional
might be detrimental to the investigation, or
where the privileges were waived in
accordance with the applicable law.

Recital 35
62 (35) Immunities and privileges, which may | (35) Immunities and privileges, which may | (35) Immunities and privileges, which may | Provisional agreement 7th trilogue
refer to categories of persons (such as refer to categories of persons (such as refer to categories of persons (such as 28/06/2022 with further technical level
diplomats) or specifically protected diplomats) or specifically protected diplomats) or specifically protected proposals 17/11/2022;
relationships (such as lawyer-client relationships (such as lawyer-client relationships (such as lawyer-client
privilege), are referred to in other mutual privilege, source confidentiality) or rules privilege or the right of journalists not to | (35) Immunities and privileges, which may
recognition instruments such as the relating to freedom of the press and disclose their sources of information), are | refer to categories of persons (such as
European Investigation Order. Their range | freedom of expression in other media, are | referred to in other mutual recognition diplomats) or specifically protected
and impact differ according to the referred to in other mutual recognition instruments such as the European relationships (such as lawyer-client
applicable national law that should be instruments such as the European Investigation Order. Their range and impact | privilege or the right of journalists not to
taken into account at the time of issuing the | Investigation Order. There is no common differ according to the applicable national disclose their sources of information), are
Order, as the issuing authority may only definition of what constitutes an immunity | law that should be taken into account at the | referred to in other mutual recognition
issue the Order if a similar order would be | or privilege in Union law. The precise time of issuing the Order, as the issuing instruments such as the European
available in a comparable domestic definition of those terms is, therefore, left | authority may only issue the Order if a Investigation Order. Their range and impact
situation. In addition to this basic principle, | to national law. This may include similar order would be available in a differ according to the applicable national
immunities and privileges which protect protections which apply to medical (such | comparable domestic situation. Jradditien | law that should be taken into account at the
access, transactional or content data in the | as doctors) and legal professions, clergy or | to-thisbasieprineiple; Whether a second time of issuing the Order, as the issuing
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Commission Proposal

Member State of the service provider
should be taken into account as far as
possible in the issuing State in the same
way as if they were provided for under the
national law of the issuing State. This is
relevant in particular should the law of the
Member State where the service provider
or its legal representative is addressed
provide for a higher protection than the law
of the issuing State. The provision also
ensures respect for cases where the
disclosure of the data may impact
fundamental interests of that Member State
such as national security and defence. As
an additional safeguard, these aspects
should be taken into account not only when
the Order is issued, but also later, when
assessing the relevance and admissibility
of the data concerned at the relevant stage
of the criminal proceedings, and if an
enforcement procedure takes place, by the
enforcing authority.

EP mandate

otherwise protected counsellors but also,
even though they are not necessarily
considered to be forms of privilege or
immunity, rules relating to freedom of the
press and freedom of expression in other
media (such as journalists). Thus, the
applicable national law should already be
taken into account at the time of issuing the
Order, as the issuing authority may only
issue the Order where it could have been
ordered under the same conditions in ain
a similar domestic case. In addition to this
basic principle, immunities and privileges
which protect data in the executing State
should be taken into account as far as
possible in the issuing State in the same
way as if they were provided for under the
national law of the issuing State. This is
relevant in particular should the law of the
executing State provide for a higher
protection than the law of the issuing State.
As an additional safeguard, these aspects
should be taken into account not only when
the Order is issued, but also later, during
the notification procedure or when
assessing the relevance and admissibility of
the data concerned at the relevant stage of
the criminal proceedings, and if an
enforcement procedure takes place, by the
executing authority.

Council Mandate

legal framework needs to be taken into
account should depend on the strength of
the connection of the person whose data
is sought to the issuing State. Where the
person is residing on the territory of the
issuing State, a strong link to the issuing
State exists. The applicable legal
framework to assess immunities and
privileges should therefore be that of the
issuing State alone. The same principle
applies for rules on determination and
limitation of criminal liability relating to
freedom of press and freedom of
expression in other media, and
fundamental interests of the enforcing
State. By the time a request for content
or transactional data is made, authorities
will regularly have an indication of
where the person resides on the basis of
previous investigatory steps. Moreover,
statistics show that in a large majority of
cases, the person resides in the issuing
State. Where that is not the case, for
example because the person whose data
is sought has taken steps to conceal his
or her location, the same principle
should be applied.

Draft agreement

authority may only issue the Order if it
could have been ordered under the same
conditions in a similar domestic case.

There is no common definition of what
constitutes an immunity or privilege in
Union law, the precise definition of these
terms is therefore left to national law, which
may include protections which apply to, for
instance, medical and legal professions
including when specialized platforms in
these areas are used. This may also include
rules relating to freedom of the press and
freedom of expression in other media.

Recital 35

63

(35a) Immunities and privileges as well as
rules on determination and limitation of
criminal liability relating to freedom of

Rapporteur proposal 24/08/2022:

[DELETED, covered by recital (35), line
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press and freedom of expression in other
media, which protect aeeess, transactional
or content data in the enforcing Member

State efthe-servieeprovider should
therefore be taken into account as-far-as

possible-in-the-issuing State where the
issuing authority has reasonable grounds
to believe the person whose data is
sought is not residing on its territory. in

the same-way-as-if they-were provided-for

This is relevant in particular should the law
of thate Member State where-the-serviee

addressed provide for a higher protection
than the law of the issuing State. The
provision also ensures respect for cases
where the disclosure of the data may
impact fundamental interests of that
Member State such as national security and
defence. As-an-additional-safeguard, These
aspects should be taken into account not
only when the Order is issued, but also
later, when-assessing-the-relevance-and

| e inal lings,
and if an enforcement procedure takes
place, by the enforcing authority.

Draft agreement

62]

Recital 35b
64 (35b) Where the issuing authority seeks Rapporteur proposal 24/08/2022:
to obtain transactional data and has
reasonable grounds to believe that the [DELETED, covered by recital (35), line
person whose data are sought is not 62]
residing on its territory and that the data
14811/22 MC/sl 61
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requested is protected by immunities and
privileges granted under the law of the
enforcing State, or by rules of that
Member State on determination and
limitation of criminal liability relating to
freedom of press and freedom of
expression in other media, or its
disclosure may impact fundamental
interests of that Member State such as
national security and defence, the issuing
authority should seek clarification,
including through appropriate
consultation.

Recital 35¢

65 (35¢) In cases where the European Rapporteur proposal 24/08/2022:
Production Order concerns content data
and where the issuing authority has [DELETED, covered by recital (35), line
reasonable grounds to believe the person | 62]

whose data are sought is not residing on
its territory, the enforcing State is
notified and can as soon as possible,
preferably within 10 days, inform the
issuing authority of issues that might
lead to a withdrawal or adaptation of the
Order, such as privileges or immunities
of the person whose data are sought or
rules on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in other
media. As opposed to non-content data,
content data is of particularly sensitive
nature because persons may reveal their
thoughts as well as sensitive details of
their private life. This justifies a
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different treatment and an involvement
of the authorities of the enforcing State
early on in the procedure. In such cases,
the issuing Member State should provide
a copy of the Certificate to the enforcing
State at the same time as the Certificate
is provided to the service provider. In
the interest of allowing for a swift check,
the issuing authority should choose one
of the languages accepted by the
enforcing State if a translation of the
Certificate is needed, even where the
service provider indicated that it would
also accept Certificates in another
language than one of the official
languages of the enforcing State. Where
the notified authority raises issues, it
should provide the issuing authority with
any relevant information regarding the
immunities or privileges as well as the
rules on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in other
media granted to the person under its
law or information, or if the Order
impacts fundamental interests of that
Member State such as national security
and defence.

Recital 35d
66 (35d) In cases where the person, at the Presidency proposal 10/10/2022 as
time of issuing the European Production | amended by Rapporteur 10/10/2022 as
Order, has more than one residency, of amended by technical level 25/10/2022
which one is on the territory of the with Presidency proposal 17/11/2022:
issuing State, or in cases where the
14811/22 MC/sl 63
ANNEX JAL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

residency of the person cannot be
determined with reasonable and
proportionate efforts, the above
procedures do not apply. However, a
short visit, a holiday or a similar stay in
the issuing State without any further
substantial link is not enough to establish
a residence in that Member State.

(35d) It is for the issuing authority to
assess, at the time of issuing the order and
on the basis of material before it, whether
there are reasonable grounds to believe
that the person whose data are sought
resides in the issuing State.

In that regard, various objective
circumstances that could indicate that the
person concerned has established the
habitual centre of his or her interests in a
particular Member State or has the
intention to do so, can be of relevance.

It follows from the need for uniform
application of Union law and from the
principle of equality that the notion of
"residence" in this particular context
should be given uniform interpretation
throughout the Union. Reasonable
grounds to believe that a person resides in
an issuing State could exist, in particular,
where a person is registered as a resident in
an issuing State, by holding an identity
card, a residence permit or a registration in
an official residence register. In the absence
of registration in the issuing State,
residence could be indicated by the fact
that a person manifested the intention to
settle in that Member State or has
acquired, following a stable period of
presence that Member State, certain
connections with that State which are of
a similar degree as those resulting from
establishing a formal residence in that
Member State. In order to determine
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whether, in a specific situation, there are
sufficient connections between the person
concerned and the issuing State , giving
rise to reasonable grounds to believe that
the person concerned resides in that State,
various objective factors characterising
the situation of that person could be taken
into account, which include, in particular,
the length, nature and conditions of her
or his presence in the issuing State or the
family ties or economic connections
which that person has with that Member
State. A registered vehicle, the registration
of a telephone number, a bank account, the
fact that the person’s stay in the issuing
State was uninterrupted, ,or other
objective factors may be of relevance to
determine that there are reasonable
grounds to believe that the person
concerned resides in the issuing State . A
short visit, a holiday stay, including in a
holiday home, or a similar stay in the
issuing State without any further substantial
link is not enough to establish a residence in
that Member State. On the other hand, an
uninterrupted stay of three months should
generally be regarded as sufficient to
establish residence In cases where, at the
time of issuing the European Production
Order, there are no reasonable grounds to
believe that the person whose data are
sought resides in the issuing State, the
issuing authority should notify the
enforcing State.
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+ COM proposal for additional recital
08/11/2022 as amended by Rapporteur
08/11/2022 as amended by technical level
15/11/2022:

In view of the more sensitive character of
European Production Orders for traffic
data, except for data requested for the
sole purpose of identifying the user, as
defined in this Regulation, and content
data, it is appropriate to provide for a
notification mechanism involving a
competent authority of the enforcing State,
by transmitting the EPOC to that authority
at the same time as the EPOC is
transmitted to the addressee., only
European Production Orders for those
data categories should be subject to a
notification requirement. However, where
a European Production Order is issued to
obtain electronic evidence in a criminal
proceeding with substantial and strong
links to the issuing State, no notification
should be required. Such links should be
assumed where, at the time of issuing the
European Production Order, the issuing
authority has reasonable grounds to
believe that the offence has been
committed, is being committed or is likely
to be committed in the issuing State, and
where the person whose data are sought
resides in the issuing State.

+ Presidency proposal of an
accompanying recital 20/06/2022, as
amended by Rapporteur 24/08/2022 as
amended by COM 03/10/2022:
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(35a) Within the meaning of this
Regulation, an offense should be considered
as having been committed, being committed
or being likely to be committed in the
issuing State, in accordance with national
laws of the issuing State. In some cases,
especially in the cybercrime field, some
factual elements, such as the residency of
the victim, are usually important indications
to consider when determining where the
offense has been committed. For instance,
ransomware crimes can often be considered
as having been committed where the victim
of this crime resides, even when the exact
localization from where the ransomware has
been launched is uncertain. Any
determination as to the place of the
commitment of the crime should be
without prejudice to the rules on
jurisdiction over the relevant offenses
pursuant to the applicable national law.

Recital 35e
67 (35¢) In order to provide for a swift Rapporteur proposal 24/08/2022:
procedure, the relevant point in time to
determine whether there is a need to (35¢) In order to provide for a swift
notify the authorities of the enforcing procedure, the relevant point in time to
State should be the time when the Order | determine whether there is a need to
is issued or validated. Any subsequent notify the authorities of the enforcing
change of residency should not have any | State should be the time when the Order
impact on the procedure. Where the is issued or validated. Any subsequent
issuing authority did not have reasonable | change of residence should not have any
grounds to believe the person whose data | impact on the procedure. The person
are sought is not residing on its territory | concerned should be able to invoke his or
at the time of issuing or validating the her fundamental rights as well as rules on
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Order, and it later emerges that this
person was in fact not residing on the
territory of the issuing Member State no
later check or notification should be
required. However, the person
concerned can invoke his or her rights as
well as rules on determination and
limitation of criminal liability relating to
freedom of press and freedom of
expression in other media during the
whole criminal proceeding, and the other
Member State could also raise its
fundamental interests such as national
security and defence at any time during
the criminal proceedings. In addition,
these grounds could also be invoked
during the enforcement procedure.

determination and limitation of criminal
liability relating to freedom of press and
freedom of expression in other media
during the whole criminal proceeding,
and the other Member State should be
able to raise its fundamental interests,
such as national security and defence or
where in exceptional situations, there are
substantial grounds to believe, on the basis
of specific and objective evidence, that the
execution of the Order would, in the
particular circumstances of the case, entail
a manifest breach of a relevant
fundamental right as set out in Article 6
TEU and the Charter, at any time during
the criminal proceedings. In addition, it
should be also possible to invoke these
grounds during the enforcement
procedure.

Presidency note: The Presidency suggested
adding the following: “Where no
notification has been made based on the
conclusion of the issuing authority on the
residence of the person and it later emerges
that this person was in fact not residing on
the territory of the issuing Member State,
no later check or notification should be
required ”. However, this is not acceptable
to the EP.

Recital 35

68

(35f)Where data is protected by
privileges or immunities or rules on
determination and limitation of criminal

Rapporteur proposal 24/08/2022:

[DELETED]
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liability relating to freedom of press and
freedom of expression in other media
granted under the law of the enforcing
State, or disclosure of data might impact
fundamental interests of that Member
State, the issuing State should ensure
that these grounds are taken into
account in the same way as if they were
provided for under its own national law,
in order to give effect to them. If, for
example, such privileges or immunities
are not granted under the law of the
issuing Member State, the protection
should, to the extent possible, be adapted
to the closest equivalent privilege or
immunity under the law of the issuing
State, taking into account the aims and
the interests pursued by the specific
protection and the effects attached to it.
The legal consequences in its own
national law for such similar situations
should be applied. For the purposes of
determining how to take these grounds
into account in the same way as if they
were provided for under its national law,
the issuing authority may contact the
notified authority for further
information on the nature and the effects
of the protection, either directly or via
the European Judicial Network in
criminal matters or Eurojust. While the
enforcing State may raise any and all
objections based on these grounds, the
person whose data is sought can only
rely on his or her own rights, such as
privileges or immunities, and cannot
raise objections based on a fundamental
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interest of the enforcing State.

Recital 35g

69

(35g) Where a privilege or immunity
prohibits the use of the data but these
rights could be lifted and where the
issuing authority intends to use the data
obtained as evidence or does not
withdraw the Order in case the data was
not obtained, yet, the issuing Member
State should have the possibility to
request the competent authority to apply
for lifting the privilege or immunity.

Technical meeting 24/10/2022:

[delete; covered in the respective provision
of Art. 7b (5).]

Recital 36

70

(36) The European Preservation Order may
be issued for any offence. Its aim is to
prevent the removal, deletion or alteration
of relevant data in situations where it may
take more time to obtain the production of
this data, for example because judicial
cooperation channels will be used.

(36) The European Preservation Order may
be issued for any criminal offence, where
it could have been ordered under the same
conditions in a similar domestic case in
the issuing State, where there are
sufficient reasons to believe that a crime
has been committed, where it is grave
enough to justify the cross-border
preservation of the data and where the
requested information is relevant for that
investigation. It shall be limited to data of
specific persons with a direct link to the
specific proceedings referred to in this
Regulation and the direct link between the
person whose data are sought and the
purpose of the specific processing must be
demonstrable at all times. The aim of
European Preservation Orders is to
prevent the removal, deletion or alteration

(36) The European Preservation Order may
be issued for any offence. Its aim is to
prevent the removal, deletion or alteration
of relevant data in situations where it may
take more time to obtain the production of
this data, for example because judicial
cooperation channels will be used.

Provisional agreement 6th trilogue
14/06/2022 as amended by technical level
18/11/2022:

(36) It should be possible to issue the
European Preservation Order for any
criminal offence. It should only be issued if
it is necessary and proportionate. It should
take into account the rights of the
suspected or accused person in a
proceeding relating to a criminal offence.
It should only be issued if it could have
been ordered under the same conditions in
a similar domestic case and if its execution
seems proportionate, adequate and
applicable to the case in hand. The
assessment should take into account
whether the Order is limited to what is
strictly necessary to achieve the legitimate
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of relevant data in situations where it may aim to prevent the removal, deletion or
take more time to obtain the production of alteration of relevant and necessary data as
this data. evidence in an individual case in situations
where it may take more time to obtain the
production of this data.
Recital 36a
71 (36a) In order to ensure full protection of | Provisionally agreed at the technical level
fundamental rights, any validation of 18/11/2022:
European Production or Preservation
Orders by judicial authorities should in (36a) In order to ensure full protection of
principle be obtained before the order is | fundamental rights, any validation of
issued. Exceptions to this principle can European Production or Preservation
only be made in exceptional cases when Orders by judicial authorities should in
seeking subscriber and access data principle be obtained before the order is
where the issuing authority validly issued. Exceptions to this principle can
establishes an emergency case and where | only be made in validly established
it is not possible to obtain the prior emergency cases when seeking subscriber
validation by the judicial authority in data and data requested for the sole
time, in particular because the validating | purpose of identifying the user, as defined
authority cannot be reached to obtain in this Regulation, where it is not possible
validation and the threat is so imminent | to obtain the prior validation by the
that immediate action has to be taken. judicial authority in time, in particular
However, this only applies where this because the validating authority cannot
procedure is provided for in a similar be reached to obtain validation and the
domestic case under national law. threat is so imminent that immediate
action has to be taken. However, this only
applies where these authorities could
issue the Order in a similar domestic case
under national law without prior
validation.
Recital 37
72 (37) European Production and Preservation | (37) European Production and Preservation | (37) European Production and Preservation | Rapporteur proposal 24/08/2022 as
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Orders should be addressed to the legal
representative designated by the service
provider. In the absence of a designated
legal representative, Orders can be
addressed to an establishment of the
service provider in the Union. This can be
the case where there is no legal obligation
for the service provider to nominate a legal
representative. In case of non-compliance
by the legal representative in emergency
situations, the European Production or
Preservation Order may also be addressed
to the service provider alongside or instead
of pursuing enforcement of the original
Order according to Article 14. In case of
non-compliance by the legal representative
in non-emergency situations, but where
there are clear risks of loss of data, a
European Production or Preservation Order
may also be addressed to any establishment
of the service provider in the Union.
Because of these various possible
scenarios, the general term ‘addressee’ is
used in the provisions. Where an
obligation, such as on confidentiality,
applies not only to the addressee, but also
to the service provider if it is not the
addressee, this is specified in the respective
provision.

Orders should be addressed to the main
establishment of the service provider
where the data controller is, or, where not
established in the Union or one of the
Member States bound by this Regulation,
to its legal representative designated by the
service provider. Simultaneously, it should
be addressed directly to the executing
authority.

Orders should be addressed to the legal
representative designated by the service
provider. In the absence of a designated
legal representative, Orders can be
addressed to an establishment of the service
provider in the Union. This can be the case
where there is no legal obligation for the
service provider to nominate a legal
representative. In case of non-compliance
by the legal representative in emergency
situations, the European Production or
Preservation Order may also be addressed
to the service provider alongside or instead
of pursuing enforcement of the original
Order according to Article 14. In case of
non-compliance by the legal representative
in non-emergency situations, but where
there are clear risks of loss of data, a
European Production or Preservation Order
may also be addressed to any establishment
of the service provider in the Union.
Because of these various possible
scenarios, the general term ‘addressee’ is
used in the provisions. Where an
obligation, such as on confidentiality,
applies not only to the addressee, but also
to the service provider if it is not the
addressee, this is specified in the respective
provision. In cases where the European
Production or Preservation Order is
addressed to the service provider
following non-compliance by the legal
representative, it can also be enforced
against the service provider.

amended by technical level 25/10/2022 as
amended by technical level 15/11/2022:

(37) European Production and Preservation
Orders should be addressed directly to the
designated establishment or to the legal
representative designated by the service
provider pursuant to Directive
XXXX/XXX. Exceptionally, in emergency
cases as defined in this Regulation, where
the designated establishment or the legal
representative of a service provider does
not react to the EPOC or the EPOC-PR
within the deadlines or has not yet been
designated within the deadlines set out in
Directive XXXX, it should be possible to
address the EPOC or EPOC-PR to any
other establishment or legal representative
of the service provider in the Union
alongside or instead of pursuing
enforcement of the original Order according
to this Regulation. Because of these various
possible scenarios, the general term
‘addressee’ is used in the provisions.

Recital 38
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73 (38) The European Production and (38) The European Production and (38) The European Production and Provisionally agreed at the technical level
European Preservation Orders should be European Preservation Orders should be European Preservation Orders should be 18/11/2022:
transmitted to the service provider through | transmitted through a European Production | transmitted to the service-provider
a European Production Order Certificate Order Certificate (EPOC) or a European addressee through a European Production | (38) The European Production and
(EPOC) or a European Preservation Order | Preservation Order Certificate (EPOC-PR). | Order Certificate (EPOC) or a European European Preservation Orders should be
Certificate (EPOC-PR), which should be The Certificates should contain the same Preservation Order Certificate (EPOC-PR), | transmitted through a European Production
translated. The Certificates should contain | mandatory information as the Orders. which should be translated. The Order Certificate (EPOC) or a European
the same mandatory information as the Where necessary, a Certificate should be Certificates should contain the same Preservation Order Certificate (EPOC-PR).
Orders, except for the grounds for the translated into (one of) the official mandatory information as the Orders, Where necessary, the EPOC or the EPOC-
necessity and proportionality of the language(s) of the executing State and the | except for the grounds for the necessity and | PR should be translated into (one of) the
measure or further details about the case to | service provider, or into another official proportionality of the measure or further official language(s) of the Member State
avoid jeopardising the investigations. But language that the Member State or the details about the case to avoid jeopardising | where the designated establishment or the
as they are part of the Order itself, they service provider have declared they will the investigations. But as they are part of legal representative of the service provider
allow the suspect to challenge it later accept. In this regard, Member States the Order itself, they allow the suspect to are located, or into another official
during the criminal proceedings. Where should be allowed, at any time, to state in | challenge it later during the criminal language that the designated establishment
necessary, a Certificate needs to be a declaration submitted to the Commission | proceedings. Where necessary, a Certificate | or the legal representative of the service
translated into (one of) the official that they would accept translations of needs to be translated into (one of) the provider declared it will accept. Where a
language(s) of the Member State of the EPOCs and EPOC-PRs in one or more official language(s) of the Member-State-of | nofification is required, the EPOC to the
addressee, or into another official language | official languages of the Union other than | the-addressee enforcing State, or into notified authority should be translated into
that the service provider has declared it the official language or languages of that | another official language that the service an official language of the enforcing State.
will accept. Member State. The Commission should provider has declared it will accept. In this regard, Member States should be
make the declarations available to all encouraged, at any time, to state in a
Member States and to the European declaration submitted to the Commission if
Judicial Network in criminal matters. and in which official language(s) of the
Union in addition to their official
language(s), they would accept
translations of EPOCs. The Commission
should make the declarations available to
all Member States and to the European
Judicial Network.
Recital 39
74 (39) The competent issuing authority (39) The competent issuing authority (39) The competent issuing authority or Technical meeting 24/10/2022:
should transmit the EPOC or the EPOC-PR | should transmit the EPOC or the EPOC-PR | the authority competent for transmission
directly to the addressee by any means directly to the addressees, via a common should transmit the EPOC or the EPOC-PR | [to be updated in accordance with articles
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capable of producing a written record
under conditions that allow the service
provider to establish authenticity, such as
by registered mail, secured email and
platforms or other secured channels,
including those made available by the
service provider, in line with the rules
protecting personal data.

European digital exchange system
established by the Commission by [date of
application of this Regulation]. This
system should allow for secure channels
for the handling of authorised cross-
border communication, authentication
and transmission of the Orders and of the
requested data between the competent
authorities and service providers, by
guaranteeing an effective, reliable and
smooth exchange of the relevant
information and a high level of security,
confidentiality and integrity as well as the
necessary protection of privacy and
personal data in line with Regulation
(EU) 2018/1725 of the European
Parliament and of the Council”’,
Regulation (EU) 2016/679, Directive (EU)
2016/680, and Directive 2002/58/EC. To
this end, open and commonly used state-
of-the-art electronic signature and
encryption technology should be applied.
The system should also allow the
addressees to produce a written record
under conditions that allow the addressees
to establish authenticity of the Order and
of the issuing authority, in line with the
rules protecting personal data.

9 Regulation (EU) 2018/1725 of the
European Parliament and of the Council
of 23 October 2018 on the protection of
natural persons with regard to the
processing of personal data by the Union
institutions, bodies, offices and agencies

directly to the addressee in a secure and
reliable way by any means capable of
producing a written record under conditions
that allow the service provider to establish
authenticity, such as by registered mail,
secured email and platforms or other
secured channels, including those made
available by the service provider, in line
with the rules protecting personal data.

on IT system]
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and on the free movement of such data,
and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC
(OJ L 295, 21.11.2018, p. 39).
Recital 39
75 (39a) Where service providers or Member Technical meeting 24/10/2022:
States have already established dedicated
systems or other secure channels for the [to be updated in accordance with articles
handling of requests for data for law on IT system]
enforcement purposes, it should be
possible to interconnect such systems or
channels with this common European
digital exchange system.
Recital 40
76 (40) The requested data should be (40) Upon receipt of an EPOC for (40) The requested data should be Rapporteur proposal 24/08/2022 as
transmitted to the authorities at the latest subscriber data or IP addresses for the transmitted to the authorities in a secure amended by Presidency 14/10/2022 as
within 10 days upon receipt of the EPOC. sole purpose of identifying a person, the and reliable way that allows to establish | amended by technical level 25/10/2022 as
Shorter time limits should be respected by | service provider should ensure that the the authenticity of the sender and amended by technical level 08/11/2022:
the provider in emergency cases and if the | requested data is transmitted to the issuing | integrity of the data at the latest within 10
issuing authority indicates other reasons to | authority at the latest within 10 days upon | days upon receipt of the EPOC. Shorter (40) Where notification is not needed in
depart from the 10 day deadline. In receipt of the EPOC and within 16 hours time limits should be respected by the application of this Regulation, upon
addition to the imminent danger of the in emergency cases. Where the executing | provider in emergency cases and if the receipt of the EPOC, the addressee should
deletion of the requested data, such reasons | authority decides to invoke any of the issuing authority indicates other reasons to | ensure that the requested data are
could include circumstances that are grounds listed for non-recognition or non- | depart from the 10 day deadline. In transmitted directly to the issuing authority
related to an ongoing investigation, for execution provided for in this Regulation addition to the imminent danger of the or the law enforcement authorities as
example where the requested data is within the time periods, it should deletion of the requested data, such reasons | indicated in the EPOC at the latest within
associated to other urgent investigative immediately inform the issuing authority could include circumstances that are related | 10 days upon receipt of the EPOC.
measures that cannot be conducted without | and the service provider of its decision. to an ongoing investigation, for example Where notification is needed in application
the missing data or are otherwise The issuing authority should erase the where the requested data is associated to of this Regulation, upon receipt of the
dependent on it. data. Where the requested data has not yet | other urgent investigative measures that EPOC, the service provider should act
been transmitted to the issuing authority, cannot be conducted without the missing expeditiously to preserve the data. Where
the addressed service provider may not data or are otherwise dependent on it. the enforcing authority has not raised any
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transmit the data.

ground for refusal in accordance with this
Regulation within 10 days, the addressee
should ensure that the requested data are
transmitted directly to the issuing
authority or the law enforcement
authorities as indicated in the EPOC at the
at the end of the 10 days upon receipt of
the EPOC. Where the enforcing authority,
already before the end of the 10 days,
confirms to the issuing authority and the
addressee that it will not raise any ground
for refusal, the addressee should act as
soon as possible upon such confirmation
and at the latest at the end of the 10 days.
Shorter time limits should be respected by
the addressee, and, where applicable, the
enforcing authority, in emergency cases as
defined in this Regulation. The addressee,
and, where applicable, the enforcing
authority, should execute the order as soon
as possible and at the latest within the
deadlines prescribed in the Regulation,
taking as full account as possible of the
procedural deadlines and other deadlines
indicated by the issuing State.

Recital 40a
77 (40a) Upon receipt of an EPOC for traffic Rapporteur proposal 24/08/2022 as
or content data, the service provider amended by COM 13/10/2022 as amended
should act expeditiously to preserve the by technical level 08/11/2022:
requested data. Where the executing
authority has invoked any of the grounds (40a) Where the addressee considers,
listed for non-recognition or non- based solely on the information contained
execution provided for in this Regulation in the EPOC, that the execution of the
within the time periods, it should EPOC could interfere with immunities or
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immediately inform the issuing authority
and the service provider of its decision.
Where the issuing State is subject to a
procedure referred to in Article 7(1) or
7(2) TEU, the service provider should
transmit the requested data only after
receiving the explicit written approval of
the executing authority. Without prejudice
to this special provision, where the
executing authority has not invoked any
of the grounds listed in this Regulation
within the time periods, the service
provider should ensure that the requested
data is immediately transmitted directly to
the issuing authority or the law
enforcement authorities as indicated in
the EPOC.

privileges, or rules on the determination or
limitation of criminal liability that relate to
the freedom of press or the freedom of
expression in other media under the law of
the enforcing State the addressee should
inform the competent authorities of the
issuing and the enforcing State. Where no
notification is made pursuant to this
Regulation, the issuing authority should
take the information received from the
addressee into account, and should decide,
on its own initiative or on request of the
enforcing authority, whether to withdraw,
adapt or maintain the Order. Where a
notification is made pursuant to this
Regulation, the issuing authority should
take the information received from the
addressee into account, and decide,
whether to withdraw, adapt or maintain
the Order. It should also be possible for
the enforcing authority to raise the
grounds for refusal set out in this
Regulation.

Recital 41

78 (41) In order to allow service providers to U 1n-erderto-allowservice-providers-to (41) In order to allow service providers to Provisionally agreed at the technical level
address formal problems, it is necessary to | address-formal-problems;itisnecessaryto | address formal problems, it is necessary to | 18/11/2022:
set out a procedure for the communication | set-eutaprocedureforthe-communieation | set out a procedure for the communication
between the service provider and the between-the-service providerand-the between the service provider and the (41) In order to allow the addressee to
issuing judicial authority in cases where issuingjudictal-authority-in-cases-where-the | issuing judicial authority in cases where the | address formal problems, it is necessary to
the EPOC might be incomplete or contains | EPOCmightbe-incomplete-orcontains EPOC might be incomplete or contains set out a procedure for the communication
manifest errors or not enough information | manifesterrors-ornotenough-information manifest errors or not enough information between the addressee and the issuing

to execute the Order. Moreover, should the

to execute the Order. Moreover, should the

authority, as well as, where a notification
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service provider not provide the
information in an exhaustive or timely
manner for any other reason, for example
because it thinks there is a conflict with an
obligation under the law of a third country,
or because it thinks the European
Production Order has not been issued in
accordance with the conditions set out by
this Regulation, it should go back to the
issuing authorities and provide the
opportune justifications. The
communication procedure thus should
broadly allow for the correction or
reconsideration of the EPOC by the issuing
authority at an early stage. To guarantee
the availabilty of the data, the service
provider should preserve the data if they
can identify the data sought.

service provider not provide the
information in an exhaustive or timely
manner for any other reason, for example
because it thinks there is a conflict with an
obligation under the law of a third country,
or because it thinks the European
Production Order has not been issued in
accordance with the conditions set out by
this Regulation, it should go back to the
issuing authorities and provide the
opportune justifications. The
communication procedure thus should
broadly allow for the correction or
reconsideration of the EROC European
Production Order by the issuing authority
at an early stage. To guarantee the
availability of the data, the service provider
should preserve the data if they can identify
the data sought.

took place, the enforcing authority, in
cases where the EPOC or EPOC-PR might
be incomplete or contains manifest errors or
not enough information to execute the
Order. Moreover, should the addressee not
provide the information in an exhaustive or
timely manner for any other reason, for
example because it thinks there is a conflict
with an obligation under the law of a third
country, or because it thinks the European
Production Order or European
Preservation Order has not been issued in
accordance with the conditions set out by
this Regulation, it should go back to the
issuing authority as well as, where a
notification took place, the enforcing
authority, and provide the opportune
justifications. The communication
procedure thus should broadly allow for the
correction or reconsideration of the EROC
European Production Order by the
issuing authority at an early stage. To
guarantee the availability of the data, the
addressee should preserve the data if they
can identify the data sought.

Recital 41
79 (41a) The addressee should not be Provisionally agreed at the technical level
obliged to comply with the Order in case | 18/11/2022:
of de facto impossibility which was not
created by the addressee or, if different, | (41a) The addressee should not be
the service provider at the time when the | obliged to comply with the European
Order was received. De facto Production Order or European
impossibility should be assumed if the Preservation Order in case of de facto
person whose data were sought is not a impossibility due to circumstances not
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customer of the service provider or attributable to the addressee or, if
cannot be identified as such even after a | different, the service provider at the time
request for further information to the when the European Production Order or
issuing authority, or if the data have European Preservation Order was
been deleted lawfully before receiving received. De facto impossibility should be
the order. assumed if the person whose data were
sought is not a customer of the service
provider or cannot be identified as such
even after a request for further
information to the issuing authority, or if
the data have been lawfully deleted
before receiving the order.
Recital 42
80 (42) Upon receipt of a European (42) Upon receipt of a European (42) Upon receipt of a European General provisional agreement 4th
Preservation Order Certificate (‘EPOC- Preservation Order Certificate (‘EPOC- Preservation Order Certificate (‘EPOC- political trilogue 09/07/2021 as amended
PR’), the service provider should preserve | PR’), the service provider should act PR’), the service provider should preserve by technical level 05/10/2022 as amended
requested data for a maximum of 60 days expeditiously to preserve the requested data | requested data for a maximum of 60 days by COM 13/10/2022 as amended by
unless the issuing authority informs the for a maximum of 60 days. The 60 day unless the issuing authority informs the technical level 08/11/2022:
service provider that it has launched the period is calculated to allow for the service provider that it has launched the
procedure for issuing a subsequent request | launch of an official request for procedure for issuing a subsequent request | (42) Upon receipt of a EPOC-PR, the
for production, in which case the production. It may only be extended by for production, in which case the addressee should preserve the requested
preservation should be continued. The 60 additional 30 days, where necessary to preservation should be continued. The 60 data for a maximum of 60 days unless the
day period is calculated to allow for the allow further assessment of the relevance | day period is calculated to allow for the issuing authority confirms that a subsequent
launch of an official request. This requires | of the data in the ongoing investigations launch of an official request. This requires | request for production has been issued, in
that at least some formal steps have been in order to prevent that potentially that at least some formal steps have been which case the preservation should be
taken, for example by sending a mutual relevant data is lost before the European taken, for example by sending a mutual continued. The issuing authority can extend
legal assistance request to translation. Preservation Order ends. Where the legal assistance request to translation. the duration of the preservation by an
Following receipt of that information, the issuing authority submits the subsequent Following receipt of that information, the additional 30 days where necessary to allow
data should be preserved as long as European Production Order to the data should be preserved as long as for the issuing of the subsequent request for
necessary until the data is produced in the addressees within these time periods necessary until the data is produced in the production, using the form set out in this
framework of a subsequent request for European Production Order has been the | framework of a subsequent request for Regulation. Where the issuing authority
production. service provider should continue fo production. confirms within the relevant deadline that a
preserve the data as long as necessary for subsequent request for production has been
the execution of the European Production issued at its level, the addressee should
14811/22 MC/sl 79
ANNEX JAL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

Order.

preserve the data as long as necessary to
produce the data once the addressee has
received the subsequent request for
production. Such a confirmation must be
sent to the addressee within the relevant
deadline, in one of the official languages of
the Member State where the designated
establishment or the legal representative of
the service provider is located or any other
language accepted by the addressee, using
the form set out in this Regulation. To
prevent the preservation from ceasing it is
sufficient that the underlying request for
production has been issued and the
confirmation has been sent by the issuing
authority; further required formalities for
the transmission, such as the translation of
documents, do not need to be completed at
this point of time. Where the preservation
is no longer necessary, the issuing
authority should inform the addressee
without undue delay and the
preservation for the purpose of the
relevant Order should cease.

Recital 42

81

(42a) In order to allow the service
provider to address problems, in cases
where the EPOC or EPOC-PR might be
incomplete, in form or content, contain
manifest errors or not enough information
to execute the Order, it is necessary to set
out a procedure for the communication, to
ask for clarification or, where necessary,
correction from the issuing authority.

Rapporteur proposal 24/08/2022 as
amended by COM 13/10/2022:

[delete; covered in lines 77-79]
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Moreover, there might be cases where the
service provider cannot provide the
information in cases of force majeure or
of a de facto impossibility not attributable
to the service provider, or cannot provide
it in an exhaustive or timely manner for
any other reason. Such reasons could be
technical or operational (e.g. operational
limitations of small and medium-sized
enterprises). In these cases, the service
provider also should go back to the issuing
authorities and provide the opportune
Jjustifications, as well as where it considers
the Order to be manifestly abusive or
excessive For example, an Order
requesting the production of data
pertaining to an undefined class of people
in a geographical area or with no link to
concrete criminal proceedings would
ignore in a manifest way the conditions
for issuing a European Production or
Preservation Order. The communication
procedure thus should broadly allow for
the correction or reconsideration of the
EPOC or EPOC-PR by the issuing
authority at an early stage. Where
clarification or correction is needed, the
issuing authority should react
expeditiously and within 5 days at the
latest. In the absence of a reaction from
the issuing authority, the order should be
considered null and void. Where the
relevant conditions are fulfilled, the
issuing authority should set a new
deadline or withdraw the order. To
guarantee the availability of the data, the
service provider should preserve the
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requested data during this procedure,
where possible.
Recital 42b
82 (42b) Notwithstanding the principle of Rapporteur proposal 24/08/2022 with
mutual trust, the executing authority Presidency proposal 17/11/2022:
should be able to refuse the recognition of
execution of a European Production (42d) Notwithstanding the principle of
Order, where such refusal is based on the mutual trust, the enforcing authority
fact that the conditions for issuing a should, where appropriate, raise grounds
European Production Order as laid down for refusal of a European Production
this Regulation are not fulfilled or based Order, where a notification took place in
on further specific grounds as listed in accordance with this Regulation, based
this Regulation. on a list of grounds for refusal, provided
for in this Regulation. Where a
notification or enforcement takes place in
accordance with this Regulation and
where provided by national law of the
enforcing State, the execution of the order
might require the procedural involvement
of a court in the enforcing State.
Recital 42c
83 (42c) The principle of ne bis in idem is a Rapporteur proposal 24/08/2022 as
fundamental principle of law in the amended by COM & Rapporteur
Union, as recognised by the Charter and 26/10/2022 with further technical level
developed by the case law of the Court of proposals 17/11/2022:
Justice of the European Union. Therefore,
where the executing authority assesses the (42e) Where the execution of the Order
Order, it should refuse the execution of a would involve the breach of an immunity
European Production Order if its or privilege under the law of the enforcing
execution would be contrary to that State, or where the data requested IS
principle. covered by rules on the determination or
limitation of criminal liability that relate to
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the freedom of press or the freedom of
expression in other media and where this
Pprevents execution or enforcement of the
Order, it should be possible to refuse that
Order.
Recital 42d
84 (42d) Furthermore, where the executing Rapporteur proposal 24/08/2022:
authority assesses the Order and there are
substantial grounds to believe that the (42f) The principle of ne bis in idem is a
execution of the European Production fundamental principle of law in the Union,
Order would be incompatible with as recognised by the Charter and
Member State's obligations in accordance developed by the case law of the Court of
with Article 6 TEU and the Charter, the Justice of the European Union. Therefore,
executing authority should refuse the where the enforcing authority assesses the
execution of a European Production Order, it should refuse the execution of a
Order. European Production Order if its
execution would be contrary to that
principle.
Recital 42e
85 (42e) In addition, where the recognition or Rapporteur proposal 24/08/2022:
execution of a European Production
Order would involve the breach of an [DELETED; moved up to line 83]
immunity or privilege in the executing
State, the executing authority should
refuse that order in cases where it is
assessed by the executing authority.
Recital 42f
86 (42f) Due to the more intrusive character Rapporteur proposal 24/08/2022:
of European Production Orders for traffic
and content data, the executing authority
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should have additional optional grounds
for non-recognition and non-execution at
their disposal for these data categories.

[DELETED]

Recital 43

87

(43) Service providers and their legal
representatives should ensure
confidentiality and when requested by the
issuing authority refrain from informing
the person whose data is being sought in
order to safeguard the investigation of
criminal offences, in compliance with
Article 23 of Regulation (EU) 2016/679".
However, user information is an essential
element in enabling review and judicial
redress and should be provided by the
authority if the service provider was asked
not to inform the user, where there is no
risk of jeopardising ongoing investigations,
in accordance with the national measure
implementing Article 13 of Directive (EU)
2016/680'.

13 Regulation (EU) 2016/679 of the
European Parliament and of the Council of
27 April 2016 on the protection of natural
persons with regard to the processing of
personal data and on the free movement of
such data, and repealing Directive
95/46/EC (General Data Protection
Regulation) (OJ L 119, 4.5.2016, p. 1).

14 Directive (EU) 2016/680 of the

(43) Since informing the person whose
data is sought is an essential element as
regards data protection rights and defence
rights, in enabling effective review and
Jjudicial redress, in accordance with
Article 6 TEU and the Charter, the service
provider should inform the person whose
data is being sought without undue delay.
When informing the person, the service
provider should take the necessary state-
of-the-art operational and technical
measures to ensure the security,
confidentiality and integrity of the EPOC
or the EPOC-PR and of the data produced
or preserved.

(43) Service providers and their legal
representatives should ensure
confidentiality. Furthermore they should

autherity refrain from informing the person
whose data is being sought in order to
safeguard the investigation of criminal
offences, in compliance with Article 23 of
Regulation (EU) 2016/679'%. Hewever
except where requested by the issuing
authority to inform the person. In these
cases, the issuing authority should also
provide the necessary information about
the applicable legal remedies to the
service provider, so that it can be
included in the information to the
person. In any case, user information is an
essential element in enabling review and
judicial redress and should be provided by
the authority if the service provider was not
asked not to inform the user, where-as soon
as there is no risk of jeopardising ongoing
investigations, in accordance with the
national measure implementing Article 13
of Directive (EU) 2016/680'%. The issuing
authority may abstain from informing
the person whose subscriber or access
data was sought where necessary and
proportionate to protect the
fundamental rights and legitimate

Provisionally agreed at the technical level
18/11/2022:

(43) Since informing the person whose
data is sought is an essential element as
regards data protection rights and defence
rights, in enabling effective review and
judicial redress, in accordance with Article
6 TEU and the Charter, the issuing
authority should inform the person whose
data are being sought without undue delay
about the data production. However, the
issuing authority may, in accordance with
national law, delay, restrict or omit
informing the person whose data are being
sought, to the extent that, and for as long
as the conditions of Directive 2016/680"
are met in which case, the issuing
authority should indicate in the case file
the reasons for the delay, restriction or
omission and add a short justification in
the Certificate. The addressees and, if
different, the service providers should take
the necessary state-of-the-art operational
and technical measures to ensure the
confidentiality, secrecy and integrity of the
EPOC or the EPOC-PR and of the data
produced or preserved.

14811/22
ANNEX

JAL2

MC/sl
LIMITE

84
EN




Commission Proposal

European Parliament and of the Council of
27 April 2016 on the protection of natural
persons with regard to the processing of
personal data by competent authorities for
the purposes of the prevention,
investigation, detection or prosecution of
criminal offences or the execution of
criminal penalties, and on the free
movement of such data, and repealing
Council Framework Decision
2008/977/JHA (OJ L 119, 4.5.2016, p. 89).

EP mandate

Council Mandate

interests of another person, and in
particular where these rights and
interests outweigh the interest to be
informed of the person whose data were
sought. This could be the case where an
Order concerns subscriber or access
data of a third person, in light of the
presumption of innocence of the suspect.
Where the identity of the person
concerned is unknown to the issuing
authority, investigations to determine the
identity of this person should only be
carried out insofar as it seems necessary
and proportionate in relation to the
invasiveness of the measure and the
respective effort associated with
establishing their identity.

13 Regulation (EU) 2016/679 of the
European Parliament and of the Council of
27 April 2016 on the protection of natural
persons with regard to the processing of
personal data and on the free movement of
such data, and repealing Directive
95/46/EC (General Data Protection
Regulation) (OJ L 119, 4.5.2016, p. 1).

14 Directive (EU) 2016/680 of the European
Parliament and of the Council of 27 April
2016 on the protection of natural persons
with regard to the processing of personal
data by competent authorities for the
purposes of the prevention, investigation,
detection or prosecution of criminal
offences or the execution of criminal

Draft agreement

13 Directive (EU) 2016/680 of the European
Parliament and of the Council of 27 April
2016 on the protection of natural persons
with regard to the processing of personal
data by competent authorities for the
purposes of the prevention, investigation,
detection or prosecution of criminal
offences or the execution of criminal
penalties, and on the free movement of such
data, and repealing Council Framework
Decision 2008/977/JHA (OJ L 119,
4.5.2016, p. 89).
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penalties, and on the free movement of
such data, and repealing Council
Framework Decision 2008/977/JHA (OJ L
119, 4.5.2016, p. 89).

Draft agreement

Recital 43a

88

(43a) As long as necessary and
Dproportionate, in order not to obstruct the
relevant criminal proceedings or in order
to protect the fundamental rights of
another person, the issuing authority,
taking due account of the impact of the
measure on the fundamental rights of the
person whose data is sought, may request
the service provider to refrain from
informing the person whose data is being
sought, based on a judicial order, which
should be duly justified, specify the
duration of the obligation of
confidentiality and be subject to periodic
review. Where the issuing authority
requests the service provider to refrain
from informing the person, the issuing
authority should inform the person whose
data is being sought without undue delay
about the data production or preservation.
That information could be delayed as long
as necessary and proportionate, taking
into account the rights of the suspected
and accused person and without prejudice
to defence rights and effective legal
remedies. User information should
include information about any available
remedies as referred to in this Regulation.

Provisionally agreed at the technical level
18/11/2022:

[DELETED; covered in line 87]
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Recital 43b

89

(43b) Electronic information obtained in
accordance with this Regulation should
not be used for the purpose of proceedings
other than those for which it was obtained
in accordance with this Regulation, except
for where there is an imminent threat to
the life or physical integrity of a person.
Where the disruption or destruction of a
critical infrastructure would directly imply
an imminent risk to the life or physical
integrity of a person, such a situation
should also be treated as an imminent
threat to the life or physical integrity of a
person, in accordance with EU law.

Technical meeting 24/10/2022:

[tbc deleted in accordance with deletion of
respective article]

Recital 43c

90

(43c) Electronic information that has been
gathered in breach of any of the
conditions listed in this Regulation should
be erased without undue delay. Electronic
information that is no longer necessary
for the investigation or prosecution for
which it was produced or preserved,
including possible appeals, should also
immediately be erased, unless this would
affect the defence rights of the suspected
or accused person. For this purpose,
periodic reviews for the need of the
storage of the electronic information
should be established. The person whose
data was sought should be informed about
the erasure.

Technical meeting 24/10/2022:

[tbc deleted in accordance with deletion of
respective article]
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Recital 43d

91

(43d) Electronic information that has
been gathered in breach of this
Regulation should not be admissible
before a court. This should also include
all cases where the criteria laid down in
this Regulation are not fulfilled. Where
electronic information has been obtained
before a ground for non-recognition listed
in this Regulation has been invoked, it
neither should be admissible before a
court. When assessing the admissibility of
electronic information, obtained in
accordance with this Regulation, the
competent judicial authorities should at
any stage of the proceedings ensure that
the rights of the defence and the fairness
of the proceedings are respected. For such
an assessment, the competent judicial
authorities should also take into due
account whether the criteria laid down in
this Regulation were fulfilled, in
particular where the data sought might be
protected by immunities or privileges.

Technical meeting 24/10/2022:

[tbc deleted in accordance with deletion of

respective article]

Recital 43e

92

(43e) Where claimed by the service
provider, the issuing State should
reimburse the justified costs borne by the
service provider and related to the
execution of the European Production
Order or the European Preservation
Order. To this end, Member States should
inform the Commission on the rules for

Rapporteur proposal 24/08/2022 as
amended by COM 15/11/2022:

It should be possible for the service
provider to claim reimbursement of its
costs to respond to Orders from the issuing
State, if that is provided for by the national
law of the issuing State for domestic
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Commission Proposal

EP mandate

reimbursement, which the Commission
should make public. Where for practical
reasons, such as the economic size of the
service provider, different language
regimes between the issuing State and the
executing State or different national rules
for the reimbursement of costs between
these States, the service provider is
substantially hampered from claiming the
reimbursement of costs related to the
execution of a European Production
Order or European Investigation order
from the issuing State, the service provider
should be entitled to claim reimbursement
of the costs from the executing State.
Where the service provider chooses the
executing State, the issuing State should
reimburse the executing State for these
costs.

Council Mandate

Draft agreement

orders in similar situations, in accordance
with that national law. Member States
should inform the Commission about their
national rules for reimbursement, and the
Commission should make them public.
This should not include costs related to the
decentralised IT system, which are
addressed in the provisions on the
decentralised IT system.

Recital 43f
93 (43f) Member States should lay down the Provisionally agreed at the technical level
rules on sanctions applicable to 18/11/2022:
infringements of the obligations pursuant
to this Regulation. These sanctions should Without prejudice to national laws
be effective, proportionate and dissuasive. providing for the imposition of criminal
When determining the appropriate sanctions, Member States should lay down
sanction applicable to infringements of the rules on pecuniary sanctions
service providers, the competent applicable to infringements of this
authorities should take into account all Regulation and should take all necessary
relevant circumstances, such as the measures to ensure that they are
nature, gravity and duration of the implemented. Member States should,
breach, whether it was committed without delay notify the Commission of
intentionally or through negligence and those rules and of those measures and
whether the service provider was held should notify it, without delay, of any
14811/22 MC/sl 89
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responsible for similar previous breaches.
Particular attention should, in this
respect, be given to micro enterprises.

subsequent amendment affecting them.
Member States should ensure that
pecuniary sanctions provided for by
national laws of the Member States are
effective, proportionate and dissuasive.

Recital 43g

94 (43g) Where a service provider acts with Rapporteur proposal 24/08/2022 as
due diligence, in particular with regards to amended by technical level 25/10/2022:
data protection obligations, and requested
clarification or justification from the Where a service provider acts with due
issuing authority, in accordance with this diligence, in particular with regards to
Regulation, it should not be held liable for data protection obligations, and requested
the consequences of any delays caused. In clarification or justification from the
addition, sanctions applied to issuing authority, in accordance with this
infringements of the obligations of service Regulation, it should not be held liable for
provider pursuant to this Regulation the consequences of any delays caused.
should be annulled, where an order has
been successfully challenged in
accordance with this Regulation.

Recital 44

95 (44) In case of non-compliance by the (44) Where the service provider does not (44) In case of non-compliance by the Rapporteur proposal 24/08/2022 as

addressee, the issuing authority may
transfer the full Order including the
reasoning on necessity and proportionality,
accompanied by the Certificate, to the
competent authority in the Member State
where the addressee of the Certificate
resides or is established. This Member
State should enforce it in accordance with
its national law. Member States should
provide for the imposition of effective,
proportionate and deterrent pecuniary

comply with an EPOC within the
deadlines or with an EPOC-PR, without
providing sufficient reasons, and where,
as regards the EPOC, the executing
authority has not invoked any of the
grounds as provided for in this
Regulation, the issuing authority may
request the competent authority in the
executing State to enforce the Order. In
such a case, the executing State should
Jformally require the service provider to

addressee, the issuing authority may
transfer the full Order including the
reasoning on necessity and proportionality,
accompanied by the Certificate, to the
competent authority in the Member State
where the addressee of the Certificate
resides or is established.

amended by technical level 25/10/2022:

(44) Where the addressee does not comply
with an EPOC within the deadline or with
an EPOC-PR, without providing reasons
accepted by the issuing authority and
where the enforcing authority has not
invoked any of the grounds for refusal as
provided for in this Regulation, the issuing
authority may request the competent
authority in the enforcing State to enforce
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sanctions in case of infringements of the
obligations set up by this Regulation.

comply with the Order, informing the
service provider of the possibility to
oppose the execution by invoking one of
the grounds which the service provider
has at its disposal for correction or
reconsideration of the order, in
accordance with this Regulation. Where a
service provider still does not comply with
its obligations, Member States should
impose a sanction in accordance with this
Regulation.

the European Production Order or the
European Preservation Order. To this end,
the issuing authority should transfer the
Form filled out by the addressee and any
relevant document to the enforcing
authority. It should translate the Order
and any document transferred into one of
the languages accepted by this Member
State and should inform the addressee of
the transfer. This Member State should
enforce it in accordance with its national
law.

Recital 45
96 (45) The enforcement procedure is a 45) The-enforecement procedure-isa (45) The enforcement procedure is a Rapporteur proposal 24/08/2022:
procedure where the addressee can oppose | procedure-where-the-addressee-can-oppose | procedure where the addressee can eppese
the enforcement based on certain restricted | the-enforeementbased-on-certainrestricted | invoke formal grounds against the (45) The enforcement procedure is a
grounds. The enforcing authority can erounds—The-enforeingauthority-eanrefuse | enforcement based on certain restricted procedure where the addressee can eppese
refuse to recognise and enforce the Order to-recognise-and-enforce-the Order-based grounds. The enforcing authority can refuse | invoke formal grounds against the
based on the same grounds, or if on-the-samegrounds;-or Hfimmunitiesand | to recognize and enforce the Order based enforcement based on certain restricted
immunities and privileges under its privilegesunder-itsnationallaw-apphyer on the same grounds, or and additionally, | grounds provided for in this Regulation,
national law apply or the disclosure may the-diselosure-may-impaetitsfundamental in case they have to be taken into including it not being issued or validated
impact its fundamental interests such as interestssuch-asnational-seeurityand account under this Regulation, if by a competent authority or where the
national security and defence. The defence—The-enforcingautherity should immunities and privileges as well as rules | European Production Order does not
enforcing authority should consult the consultt-the-issuing-authority-before on determination and limitation of concern data stored by or on behalf of the
issuing authority before refusing to refusingto-recognisc-or-cnforcethe-orders criminal liability relating to freedom of service provider at the time of receipt of
recognise or enforce the order, based on basedronthesewroundstncaseofnon- press and freedom of expression in other | EPOC. The enforcing authority can refuse
these grounds. In case of non-compliance, | eemplianee,autheritiescanimpese media under its national law apply or the to recognize and enforce the Order based on
authorities can impose sanctions. These sanetions—hese-sanctions-should-be disclosure may impact its fundamental the same grounds, or, where a notification
sanctions should be proportionate also in propertionate-alse-in-view-of speeifie interests such as national security and took place in accordance with this
view of specific circumstances such as eireumstances-such-asrepeated-or systemie | defense. The enforcing authority should Regulation, based on applicable additional
repeated or systemic non-compliance. nen-compliance: consult the issuing authority before grounds for refusal. The enforcing
refusing to recognize or enforce the order, authority should consult the issuing
based on these grounds. In case of non- authority before refusing to recognize or
compliance, authorities can impose enforce the order, based on these grounds.
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sanctions. These sanctions should be In case of non-compliance, authorities can
proportionate also in view of specific impose sanctions. These sanctions should
circumstances such as repeated or systemic | be proportionate also in view of specific
non-compliance. circumstances such as repeated or systemic
non-compliance.
Recital 45a
97 (45a) When determining in the Provisionally agreed at the technical level
individual case the appropriate 18/11/2022:
pecuniary sanction, the competent
authorities should take into account all (45a) When determining in the individual
relevant circumstances, such as the case the appropriate pecuniary sanction,
nature, gravity and duration of the the competent authorities should take
breach, whether it was committed into account all relevant circumstances,
intentionally or through negligence, such as the nature, gravity and duration
whether the service provider was held of the breach, whether it was committed
responsible for similar previous breaches | intentionally or through negligence,
and the financial strength of the service whether the service provider was held
provider held liable. In exceptional responsible for similar previous breaches
circumstances, that assessment may lead | and the financial strength of the service
the enforcing authority to decide to provider held liable. In exceptional
abstain from imposing any pecuniary circumstances, that assessment may lead
sanctions. Particular attention should, in | the enforcing authority to decide to
this respect, be given to micro abstain from imposing any pecuniary
enterprises that fail to comply with an sanctions. Particular attention should, in
Order in an emergency case due to lack this respect, be given to micro enterprises
of personal resources outside normal that fail to comply with an Order in an
business hours, if the data is transmitted | emergency case due to lack of human
without undue delay. resources outside normal business hours,
if the data is transmitted without undue
delay.
Recital 46
98 (46) Notwithstanding their data protection | (46)Netwithstanding theirdata-protection (46)Neotwithstandingtheirdataprotection | Provisionally agreed at the technical level
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obligations, service providers should not obligations;-service providersshould-notbe | ebligations, Service providers should not 18/11/2022:
be held liable in Member States for held-liable-in Member States for prejudiee | be held liable in Member States for
prejudice to their users or third parties to-theirusers-orthird-parties-exelusively prejudice to their users or third parties (46) Without prejudice to data protection
exclusively resulting from good faith resulting fromgoodfaith-complianee-with | exelustvely resulting from good faith obligations, service providers should not
compliance with an EPOC or an EPOC- anrBEPOC-oran EROC-PR- compliance with an EPOC or an EPOC-PR. | be held liable in Member States for
PR. The responsibility to ensure the legality prejudices to their users or third parties
of the Order, in particular its necessity exclusively resulting from good faith
and proportionality, should lie with the compliance with an EPOC or an EPOC-
issuing authority. PR. The responsibility to ensure the
legality of the Order, in particular its
necessity and proportionality, should lie
with the issuing authority.
Recital 47
99 (47) In addition to the individuals whose (47) In addition to the individuals whose (47) In addition to the individuals whose Provisionally agreed at the technical level
data is requested, the service providers and | data is sought, the laws of a third country data is requested, the service providers and | 18/11/2022:
third countries may be affected by the may be affected by the investigative third countries may be affected by the
investigative measure. To ensure comity measure. In such situations, judicial investigative measure. To ensure comity (47) In addition to the individuals whose
with respect to the sovereign interests of cooperation based on international with respect to the sovereign interests of data is sought, compliance with an Order
third countries, to protect the individual agreements would generally be the most third countries, to protect the individual could conflict with applicable laws of a
concerned and to address conflicting appropriate way to request electronic concerned and to address conflicting third country. To ensure comity with
obligations on service providers, this information when conflicts of law with a obligations on service providers, this respect to the sovereign interests of third
instrument provides a specific mechanism | third country arise. Without prejudice to instrument provides a specific mechanism countries, to protect the individual
for judicial review where compliance with | such international agreements and in for judicial review where compliance with | concerned and to address conflicting
a European Production Order would order to ensure comity with respect to the a European Production Order would obligations on service providers, this
prevent service providers from complying | sovereign interests of third countries, to prevent service providers from complying instrument provides a specific mechanism
with legal obligation deriving from a third | protect the individual concerned and to with legal obligation deriving from a third | for judicial review where compliance with a
State’s law. address conflicting obligations on service State’s law. European Production Order would prevent
providers, this instrument provides a service providers from complying with
specific mechanism for review where the legal obligation deriving from a law of a
service provider or the executing authority third country.
consider that compliance with a European
Production Order or a European
Preservation Order would conflict with
applicable laws of third country
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prohibiting disclosure of the data
concerned.
Recital 48
100 (48) To this end, whenever the addressee (48) To this end, whenever the service (48) To this end, whenever the addressee Rapporteur proposal 24/08/2022:

considers that the European Production provider or the executing authority considers that the European Production
Order in the specific case would entail the | consider that the European Production Order in the specific case would entail the (48) To this end, whenever the addressee
violation of a legal obligation stemming Order or the European Preservation Order | violation of a legal obligation stemming considers that the European Production
from the law of a third country, it should in the specific case would entail the from the law of a third country, it should Order in the specific case would entail the
inform the issuing authority by way of a violation of a legal obligation stemming inform the issuing authority by way of a violation of a legal obligation stemming
reasoned objection, using the forms from the law of a third country, it should reasoned objection, using the forms from the law of a third country, it should
provided. The issuing authority should inform the issuing authority and the provided. The issuing authority should then | inform the issuing authority by way of a
then review the European Production relevant addressees, without undue delay review the European Production Order in reasoned objection, using the forms
Order in light of the reasoned objection, at the latest within 10 days from the light of the reasoned objection, taking into | provided. The issuing authority should then
taking into account the same criteria that receipt of the order, thereby suspending account the same criteria that the competent | review the European Production Order in
the competent court would have to follow. | the execution of the Order. Such notice court would have to follow. Where the light of the reasoned objection and any
Where the authority decides to uphold the | should include all relevant details on the authority decides to uphold the Order, the input provided by the enforcing State,
Order, the procedure should be referred to | law of the third country, its applicability in | procedure should be referred to the taking into account the same criteria that the
the competent court, as notified by the the case at hand and the nature of the competent court, as notified by the relevant | competent court would have to follow.
relevant Member State, which then reviews | conflicting obligation. The issuing Member State, which then reviews the Where the authority decides to uphold the
the Order. authority should then review the European | Order. Order, the procedure should be referred to

Production Order or European the competent court, as notified by the

Preservation Order, within 10 days of relevant Member State, which then reviews

receiving the notice, taking into account the Order.

criteria including the interests protected by

the relevant law, the connection of the

criminal case and the third country, the

connection between the service provider

and the third country, the interests of the

issuing State in obtaining the electronic

information and the possible

consequences for the addressees of

complying with the European Production

Order or the European Preservation

Order. During this procedure, the
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requested data should be preserved where
possible.

Recital 48a

101

(48a) The issuing authority should be able
to withdraw, uphold or adapt the Order
where necessary, to give effect to the
relevant criteria. In the event of
withdrawal, the issuing authority should
immediately inform the addressees of the
withdrawal. Where the issuing authority
decides to uphold the Order, it should
inform the addressees of its decision. The
executing authority, while duly taking into
account the decision of the issuing
authority should take a final decision
based on the criteria listed in this
Regulation, within 10 days of receiving
the decision of the issuing authority, and
inform the issuing authority and the
service provider of its final decision.

Provisionally agreed at the technical level
18/11/2022:

[DELETED]

Recital 49

102

(49) In determining the existence of a
conflicting obligation in the specific
circumstances of the case under
examination, the competent court should
rely on appropriate external expertise
where needed, for example if the review
raises questions on the interpretation of the
law of the third country concerned. This
could include consulting the central
authorities of that country.

(49) In determining the existence of a
conflicting obligation in the specific
circumstances of the case under
examination, the issuing authority and the
executing authority should seek
information from the competent authority
of the third country, for example if the
review raises questions on the
interpretation of the law of the third
country concerned, in compliance with
Directive (EU) 2016/680 and to the extent

(49) In determining the existence of a
conflicting obligation in the specific
circumstances of the case under
examination, the competent court sheuld
may rely on appropriate external expertise
where needed, for example ifthe-review
raises-questions on the interpretation of the
law of the third country concerned. This
could include consulting the central
authorities of that country.

Rapporteur proposal 24/08/2022 as
amended by technical level 25/10/2022 as
amended by technical level 08/11/2022:

(49) In determining the existence of a
conflicting obligation in the specific
circumstances of the case under
examination, the competent court sheuld
may rely on appropriate external expertise
where needed, for example #the-review

raises—questions on the interpretation of the
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that this does not obstruct the deadlines
provided for in this Regulation.

law of the third country concerned. This
could include consulting the central
authorities of that country, taking into
account Directive 2016/680. The issuing
State should in particular request the
competent authority of the third country
for information where the conflict
concerns fundamental rights or other
fundamental interests of the third country
related to national security and defence.

Recital 50

103

(50) Expertise on interpretation could also
be provided through expert opinions where
available. Information and case law on the
interpretation of third countries’ laws and
on conflicts procedures in Member States
should be made available on a central
platform such as the SIRIUS project and/or
the European Judicial Network. This
should allow courts to benefit from
experience and expertise gathered by other
courts on the same or similar questions. It
should not prevent a renewed consultation
of the third state where appropriate.

(50) Expertise on interpretation could also
be provided through expert opinions where
available. Information and case law on the
interpretation of the laws of a third country
and on conflict procedures in Member
States should be made available on a
central platform such as the SIRIUS project
and/or the European Judicial Network, with
a view to benefitting from experience and
expertise gathered on the same or similar
questions. It should not prevent a renewed
consultation of the third state where
appropriate.

(50) Expertise on interpretation could also
be provided through expert opinions where
available. Information and case law on the
interpretation of third countries’ laws and
on conflicts procedures in Member States
should be made available on a central
platform such as the SIRIUS project and/or
the European Judicial Network. This
should allow courts to benefit from
experience and expertise gathered by other
courts on the same or similar questions. It
should not prevent a renewed consultation
of the third state where appropriate.

Rapporteur proposal 24/08/2022:

(50) Expertise on interpretation could also
be provided through expert opinions where
available. Information and case law on the
interpretation of the laws of a third country
and on conflict procedures in Member
States should be made available on a central
platform such as the SIRIUS project and/or
the European Judicial Network, with a view
to benefitting from experience and
expertise gathered on the same or similar
questions. It should not prevent a renewed
consultation of the third state where
appropriate.

Recital 51
104 (51) Where conflicting obligations exist, - Where contheting obligationsexist (51) Where conflicting obligations exist, Rapporteur proposal 24/08/2022:
the court should determine whether the the-court-should-determine-whetherthe the court should determine whether the
conflicting provisions of the third country | eenflictingprovisions-of the-third-country conflicting provisions of the third country (51) Where conflicting obligations exist, the
prohibit disclosure of the data concerned prohibit-diselosure-ofthe-data-concerned-on | law applies and if so, whether they court should determine whether the
on the grounds that this is necessary to the-grounds-that-this-is-nccessary-to-cither prohibit disclosure of the data concerned. conflicting provisions of the third country
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Commission Proposal

either protect the fundamental rights of the
individuals concerned or the fundamental
interests of the third country related to
national security or defence. In carrying
out this assessment, the court should take
into account whether the third country law,
rather than being intended to protect
fundamental rights or fundamental interests
of the third country related to national
security or defence, manifestly seeks to
protect other interests or is being aimed to
shield illegal activities from law
enforcement requests in the context of
criminal investigations. Where the court
concludes that conflicting provisions of the
third country prohibit disclosure of the data
concerned on the grounds that this is
necessary to either protect the fundamental
rights of the individuals concerned or the
fundamental interests of the third country
related to national security or defence, it
should consult the third country via its
central authorities, which are already in
place for mutual legal assistance purposes
in most parts of the world. It should set a
deadline for the third country to raise
objections to the execution of the European
Production Order; in case the third country
authorities do not respond within the
(extended) deadline despite a reminder
informing them of the consequences of not
providing a response, the court upholds the
Order. If the third country authorities
object to disclosure, the court should lift
the Order.

EP mandate

Council Mandate

enforcement requests-in-the-context-of
eriminal-investigations. Where the court

concludes that conflicting provisions of the
third country prohibit disclosure of the data

concerned-on-the-grounds-that thisis

Draft agreement

law applies and if so, whether they
prohibit disclosure of the data concerned,
by weighing a number of elements which
are designed to ascertain the strength of the
connection to either of the two jurisdictions
involved, the respective interests in
obtaining or instead preventing disclosure
of the data, and the possible consequences
for the service provider of having to comply
with the Order. Particular importance and
weight should be given to the protection
of fundamental rights by the third
country’s provisions and other
fundamental interests, such as national
security interests of the third country as
well as the degree of connection of the
criminal case to either of the two
jurisdictions when conducting the
assessment. Where the court decides to lift
the Order, it should inform the issuing
authority and the addressee. If the
competent court determines that the Order
is to be upheld, it should inform the
issuing authority and the addressee, who
should proceed with the execution of the
Order. The issuing authority should
inform the enforcement authority about
the outcome of the proceedings.
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Recital 52
105 (52) In all other cases of conflicting 52D n-all-othereases-of contlicting (52)1n-all-ethercases-of conflicting Rapporteur proposal 24/08/2022:
obligations, unrelated to fundamental obligations—unrelated-otundamental-rights | obhigation —unr ated-o-l ndamental-rights
rights of the individual or fundamental of the-individual or fundamental-interests of the-indbacuat - ndamentalinterests [DELETED:; partly referred to line 104]
interests of the third country related to of the-third-countryrelated-to-national ofthe-third-eottry+ tate tor-tional
national security or defence, the court seetrity-or-defeneethecourtshould-take seeurity-or-defenee, the court should take
should take its decision on whether to its-deeistonron-whetherto-upheld-the its decision on whether to uphold the
uphold the European Production Order by | EvrepeanProduction Orderby-weighinga | European Production Order by weighing a
weighing a number of elements which are | namberofelements-which-are-designedte | number of elements which are designed to
designed to ascertain the strength of the asecertain-thestrength-of the-connection-te ascertain the strength of the connection to
connection to either of the two either-of the-twojurisdictionsinvelved;the | either of the two jurisdictions involved, the
jurisdictions involved, the respective respeetive-interests-in-obtaining or-instead respective interests in obtaining or instead
interests in obtaining or instead preventing | preventingdiselosure-of the-data,and-the preventing disclosure of the data, and the
disclosure of the data, and the possible pessible-consequencesfor-theserviee possible consequences for the service
consequences for the service provider of provider-ofhaving to-comply-with-the provider of having to comply with the
having to comply with the Order. Order—tmpeortantly foreyber—related Order. Importantly for cyber-related
Importantly for cyber-related offences, the | effences;-theplace-where-the-erime-was offences, the place where the crime was
place where the crime was committed committed-covers-boththe place(s)-where committed covers both the place(s) where
covers both the place(s) where the action the-action-was-taken-and-the place(s)-where | the action was taken and the place(s) where

was taken and the place(s) where the
effects of the offence materialised.

the effects of the offence materialised.
Particular importance and weight should
be given to the protection of
fundamental rights by the third
country’s provisions and other
fundamental interests, such as national
security interests of the third country as
well as the degree of connection of the
criminal case to either of the two
jurisdictions when conducting the
assessment.

Recital 53
106 (53) The conditions set out in Article 9 are | (53)Fhe-conditions-setoutinAtticle9are | (53) The conditions set out in Article 9 are | Rapporteur proposal 24/08/2022:
applicable also where conflicting applicable-also-where-conflicting applicable also where conflicting
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obligations deriving from the law of a third
country occur. During this procedure, the
data should be preserved. Where the Order
is lifted, a new Preservation Order may be
issued to permit the issuing authority to
seek production of the data through other
channels, such as mutual legal assistance.

obligations deriving from the law of a third
country occur. During this procedure, the
data should be preserved. Where the Order
is lifted, a new Preservation Order may be
issued to permit the issuing authority to
seek production of the data through other
channels, such as mutual legal assistance.

(53) The conditions set out in this
Regulation for the execution of an EPOC
are applicable also where conflicting
obligations deriving from the law of a third
country occur. During this judicial review
where compliance with a European
Production Order would prevent service
providers from complying with legal
obligation deriving from a law of a third
country, the data should be preserved.
Where the Order is lifted, a new
Preservation Order may be issued to permit
the issuing authority to seek production of
the data through other channels, such as
mutual legal assistance.

Recital 54

107

(54) It is essential that all persons whose
data are requested in criminal
investigations or proceedings have access
to an effective legal remedy, in line with
Article 47 of the Charter of Fundamental
Rights of the European Union. For
suspects and accused persons, the right to
an effective remedy should be exercised
during the criminal proceedings. This may
affect the admissibility, or as the case may
be, the weight in the proceedings, of the
evidence obtained by such means. In
addition, they benefit from all procedural
guarantees applicable to them, such as the
right to information. Other persons, who
are not suspects or accused persons, should
also have a right to an effective remedy.
Therefore, as a minimum, the possibility to

(54) In line with Article 47 of the Charter
of Fundamental Rights of the European
Union, it is essential that all persons
whose data was sought via a European
Production Order or a European
Preservation Order have the right to
effective remedies against such Orders in
the issuing and executing State in
accordance with national law, including
the possibility to challenge the legality of
the Order, including its necessity and
proportionality, without prejudice to
remedies available under Regulation (EU)
2016/679 and Directive (EU) 2016/680.
The substantive reasons for issuing the
European Production Order or the
European Preservation Order should be
challenged in the issuing State, without

(54) It is essential that all persons whose
data are requested in criminal
investigations or proceedings have access
to an effective legal remedy, in line with
Article 47 of the Charter of Fundamental
Rights of the European Union. For suspects
and accused persons, the right to an
effective remedy cskould be exercised
during-the whenever data obtained is
used in criminal proceedings against
them. This may affect the admissibility, or
as the case may be, the weight in the
proceedings, of the evidence obtained by
such means. In addition, they benefit from
all procedural guarantees applicable to
them, such as the right to information.
Other persons, whose data were sought
but who are not suspects or accused

Rapporteur proposal 24/08/2022 as
amended by technical level 25/10/2022 as
amended by technical level 17/11/2022:

(54) It is essential that all persons whose
data are requested in criminal investigations
or proceedings have access to an effective
legal remedy, in line with Article 47 of the
Charter. In line with this and without
prejudice to further legal remedies
available in accordance with national law,
any persons whose data were sought via a
European Production Order should have
the right to effective remedies against the
European Production Order. Where that
person is a suspect or accused person, the
person should have the right to effective
remedies during the criminal proceedings
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challenge the legality of a European
Production Order, including the necessity
and the proportionality of the Order,
should be provided. This Regulation
should not limit the possible grounds to
challenge the legality of the Order. These
remedies should be exercised in the issuing
State in accordance with national law.
Rules on interim relief should be governed
by national law.

prejudice to the guarantees of
fundamental rights in the executing State.
The issuing authority and the executing
authority should take the appropriate
measures to ensure that information about
the options for seeking legal remedies
under national law is provided in due
time, including about when such remedies
become applicable, and ensure that they
can be exercised effectively.

persons, should also have a right to an
effective remedy. Therefore, as a minimum,
the possibility to challenge the legality of a
European Production Order, including the
necessity and the proportionality of the
Order, should be provided. This Regulation
should not limit the possible grounds to
challenge the legality of the Order. These
remedies should be exercised in the issuing
State in accordance with national law.
Rules on interim relief should be governed
by national law.

in which the data were being used as
evidence. The right to an effective remedy
should be exercised before a court in the
issuing State in accordance with its
national law and should include the
possibility to challenge the legality of the
measure, including its necessity and
proportionality, without prejudice to the
guarantees of fundamental rights in the
enforcing State, or other additional
remedies in accordance with national law.
This Regulation should not limit the
possible grounds to challenge the legality of
the Order. Remedies mentioned in this
Regulation should be without prejudice to
remedies available under Directive (EU)
2016/680 and Regulation (EU) 2016/679.
Information about the possibilities under
national law for seeking remedies should
be provided in due time and it should
ensure that they can be exercised
effectively.

Recital 55
108 (55) In addition, during the enforcement 55)-h-addition-during-the-cnforcement (55) In-additien;-During the enforcement Rapporteur proposal 24/08/2022:
procedure and subsequent legal remedy, procedure-and-subsequentlegal remedy;the | procedure the enforcing authority may
the addressee may oppose the enforcement | addressee-may-oppese-the-enforcementofa | refuse the recognition and enforcement [DELETED; covered, where relevant, in
of a European Production or Preservation EuropeanProduction-orPreservation-Order | of a European Production or line 95-96]
Order on a number of limited grounds, on-a-number-of mited-grounds;ineluding | Preservation Order on a number of
including it not being issued or validated itnot-being-issued-or-validated-by-a limited grounds-and-subsequentlegal
by a competent authority or it being competent-authority-or-it-being-apparent remedy-the-addressec—may-oppose-the
apparent that it manifestly violates the that-it-manifesthy-vielates-the-Charter-of cnforeement-of-a-Europcan-Production-or
Charter of Fundamental Rights of the Fundamental-Rights-of the Europcan-Union | Preservation-Orderon-anumbcerof limited
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European Union or is manifestly abusive. or-is-manifestly-abusiveForexample;an sredhas— el ingitnotbeingissued-or
For example, an Order requesting the Orderreguestingtheproduction-ofeontent | w.lidatc +£b eoruvetentauthoriby-orit
production of content data pertaining to an | data-pertainingto-anundefined-elassof bethy appate ot atba wmaniesthviolates
undefined class of people in a geographical | peeple-in-ageographical-areaorwithne the Chater & wr amental Rightsof the
area or with no link to concrete criminal linkto-conerete-eriminal proceedings Hurepean-nie. -oris 1ah-festhyabusive:
proceedings would ignore in a manifest wonld-ignere-in-a-manifest-way-the Forexample; waor o .« "nectingthe
way the conditions for issuing a European | eenditionsforissuingaEuropean production-ofecnten dataperininetoan
Production Order. ProduetionOrder- undefined-elass-of people i ageographieal
» Lin] minal
f & " ;g L
Produetion-Order-
Recital 56
109 (56) The protection of natural persons for 56) Theprotection-ofnatural persons-for (56) The protection of natural persons for Provisionally agreed at the technical level
the processing of personal data is a the-processing-of personal- data-isa the processing of personal data is a 18/11/2022:
fundamental right. In accordance with fundamental rightIn-accordance-with fundamental right. In accordance with
Article 8(1) of the Charter of Fundamental | Artiele8(1)-ofthe-Charterof Fundamental | Article 8(1) of the Charter of Fundamental | [DELETED, covered in line 25 + 26]
Rights of the European Union and Article Rights-of the EuropeanUnionand-Article Rights of the European Union and Article
16(1) of the TFEU, everyone has the right | +6(D-efthe TEEU everyone -hastheright 16(1) of the TFEU, everyone has the right
to the protection of personal data to-the protection-of personal-data to the protection of personal data
concerning them. When implementing this | eencerning them—Whenimplementingthis | concerning them. When implementing this
Regulation, Member States should ensure Replatton—Member States~howld-crsure Regulation, Member States should ensure
that personal data are protected and may thatpersonabdataare protectedandmay that personal data are protected and may
only be processed in accordance with othy-be processed-nnecordancewith only be processed in accordance with
Regulation (EU) 2016/679 and Directive Regplatton (LR 2046/67% und Directive Regulation (EU) 2016/679 and Directive
(EU) 2016/680. EY)2016/686- (EU) 2016/680.
Recital 56
110 (56a) Transmission and transfer as well Technical meeting 24/10/2022:
as making use of electronic evidence
obtained through a European [tbe deleted in accordance with deletion of
Production Order in other proceedings respective article]
and for another purpose as for the one
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for which the Order was issued should
be restricted, in particular to criminal
offences for which the issuing authority
could have also issued a European
Production Order. The use, transmission
or transfer of electronic evidence should,
in addition only be possible where the
data are needed to prevent an immediate
and serious threat to public security of
the respective Member State or third
country as well as their essential
interests. International transfer of
electronic evidence is furthermore
subject to conditions as set out in
Chapter V of Directive (EU) 2016/680. In
cases, where the obtained personal data
is used for the prevention of an
immediate and serious threat to public
security of the respective Member State
or third country as well as their essential
interests, and such threat may not lead
to criminal investigations Regulation
(EU) 2016/679 should apply.

110a

COM proposal 15/11/2022:

(56b) Appropriate channels should be
developed to ensure that all parties can
efficiently cooperate in a digital way,
through a decentralised information
technology (IT) system that allows for the
swift, direct, interoperable, sustainable,
reliable and secure cross-border
electronic exchange of case-related
forms, data and information.
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110b COM proposal 15/11/2022:

(56¢) The decentralised IT system should
be comprised of IT systems of Member
States and the Union agencies and
bodies, and interoperable access points,
through which they are interconnected.
The access points of the decentralised IT
system should be based on e-CODEX.

110c COM proposal 15/11/2022:

(56d) In order to allow for the efficient
and secure written communication
between competent authorities and
designated establishments or legal
representatives of service providers
under this Regulation, the latter should
be provided with electronic means of
access to the national IT systems, part of
the decentralised IT system, operated by
the Member States.

110d COM proposal 15/11/2022:

(56e) Member States could use a software
developed by the Commission (reference
implementation software) instead of a
national IT system. This reference
implementation software should be based
on a modular setup, meaning that the
software is packaged and delivered
separately from the e-CODEX
components needed to connect it to the
decentralised IT system. This setup
should enable Member States to reuse or
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enhance their existing national judicial
communication infrastructures for the
purpose of cross-border use.

110e

COM proposal 15/11/2022:

(56f) The Commission should be
responsible for the creation, maintenance
and development of this reference
implementation software. The
Commission should design, develop and
maintain the reference implementation
software in compliance with the data
protection requirements and principles
laid down in Regulation (EU) 2018/1725
of the European Parliament and of the
Council , Regulation (EU) 2016/679 of the
European Parliament and of the Council
, and Directive (EU) 2016/680 of the
European Parliament and of the Council
, in particular the principles of data
protection by design and by default as
well as high level of cybersecurity. The
reference implementation software
should also include appropriate technical
measures and enable the organisational
measures necessary for ensuring an
appropriate level of security and
interoperability.

110f

COM proposal 15/11/2022:

(56g) As a rule, all written
communication among competent
authorities or between competent
authorities and designated
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establishments or legal representatives of
service providers should be carried out
through the decentralised IT system.
Alternative means may be used only
where the use of the decentralised IT
system is not possible, for example
because of specific forensic requirements,
because the volume of data to be
transferred is hampered by technical
capability constraints, or because
another establishment not connected to
the decentralised IT system has to be
addressed in an emergency case. In such
cases, the transmission should be carried
out by the most appropriate alternative
means, taking into account the need to
ensure a swift, secure and reliable
exchange of information.

110g

COM proposal 15/11/2022:

(56h) To ensure that the decentralised IT
system contains a complete record of
written exchanges under this regulation,
any transmission effected by alternative
means should be recorded in the
decentralised IT system without undue
delay.

110h

COM proposal 15/11/2022:

(56i) Service providers, in particular
small and medium size enterprises,
should not be exposed to
disproportionate costs in relation to the
establishment and operation of the
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decentralised IT system. As part of the
creation, maintenance and development
of the reference implementation, the
Commission therefore should also make
available a web-based interface allowing
service providers to communicate
securely with authorities without having
to establish their own dedicated
infrastructure in order to access the
decentralised IT system.

110i COM proposal 15/11/2022:

(56j) By the same token, service
providers who make use of bespoke IT
solutions for the purposes of exchanging
information and data related to requests
for electronic evidence should enjoy
automated means of accessing the
decentralised IT systems by means of a
common data exchange standard.

110j COM proposal 15/11/2022:

(56Kk) For data exchanges carried out via
the decentralised IT system or recorded
in the decentralised IT system, Member
States may collect statistics to fulfill their
monitoring and reporting obligations
under this Regulation via their national
portals.

110k COM proposal 15/11/2022:

[(56]) In order to ensure uniform
conditions for the implementation of this
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Regulation, implementing powers should
be conferred on the Commission. Those
powers should be exercised in accordance
with Regulation (EU) No 182/2011 of the
European Parliament and of the
Council*.

* Regulation (EU) No 182/2011 of the
European Parliament and of the Council
of 16 February 2011 laying down the
rules and general principles concerning
mechanisms for control by the Member
States of the Commission's exercise of
implementing powers (OJ L 55,
28.2.2011, p. 13).

Recital 56b
111 (56b) When making a declaration Provisionally agreed at the technical level
concerning the language regime, 18/11/2022:
Member States are encouraged to
include at least one additional language [DELETED:; covered in line 73]
to their official language(s).
Recital 57
112 (57) Personal data obtained under this 5P-Personal-data-obtained-underthis (57) Personal data obtained under this Provisionally agreed at the technical level
Regulation should only be processed when | Regulationshould-only-beprocessed-when | Regulation should only be processed when | 18/11/2022:
necessary and proportionate to the neeessary-and-proportionate-to-the purpeses | necessary and proportionate to the purposes
purposes of prevention, investigation, of prevention,investigation,-detection-and of prevention, investigation, detection and [deleted — covered in line 26]
detection and prosecution of crime or prosecttion-of erime-or-enforcement-of prosecution of crime or enforcement of
enforcement of criminal sanctions and the | eriminal-sanetions-and-the-exereise-ofthe criminal sanctions and the exercise of the
exercise of the rights of defence. In rights-of-defenee—tn-particular-Member rights of defence. In particular, Member
particular, Member States should ensure States-should-cnsure-that appropriate-data States should ensure that appropriate data
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that appropriate data protection policies
and measures apply to the transmission of
personal data from relevant authorities to
service providers for the purposes of this
Regulation, including measures to ensure
the security of the data. Service providers
should ensure the same for the
transmission of personal data to relevant
authorities. Only authorised persons should
have access to information containing
personal data which may be obtained
through authentication processes. The use
of mechanisms to ensure authenticity
should be considered, such as notified
national electronic identification systems
or trust services as provided for by
Regulation (EU) 910/2014 of the European
Parliament and of the Council of 23 July
2014 on electronic identification and trust
services for electronic transactions in the
internal market and repealing Directive
1999/93/EC.

protection policies and measures apply to
the transmission of personal data from
relevant authorities to service providers for
the purposes of this Regulation, including
measures to ensure the security of the data.
Service providers should ensure the same
for the transmission of personal data to
relevant authorities. Only authorised
persons should have access to information
containing personal data which may be
obtained through authentication processes.
The use of mechanisms to ensure
authenticity should be considered, such as
notified national electronic identification
systems or trust services as provided for by
Regulation (EU) 910/2014 of the European
Parliament and of the Council of 23 July
2014 on electronic identification and trust
services for electronic transactions in the
internal market and repealing Directive
1999/93/EC.

Recital 57
113 (57a) In order to monitor the outputs, COM proposal 13/10/2022
results and impacts of this Regulation, the
Commission should publish an annual (57b) In order to monitor the outputs,
report on the preceding calendar year, results and impacts of this Regulation, the
based on data obtained from the Member Commission should publish an annual
States. For this purpose, Member States report on the preceding calendar year,
should collect and maintain based on data obtained from the Member
comprehensive statistics from the relevant States. For this purpose, Member States
authorities on different aspects of this should collect and provide to the
Regulation, by type of data requested, the Commission comprehensive statistics on
addressees (executive authority different aspects of this Regulation, by type
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addressed), the type of service provider
addressed [electronic communications
service, information society service or
internet domain name and IP number
service (such as IP address providers,
domain name registries, domain name
registrars or related proxy services)] and
whether it was an emergency case or not.
Where applicable, the data collected
should also include the grounds for non-
recognition or non-execution raised, the
legal remedies used, the sanctions
imposed, the costs claimed by the service
provider and the enforcement proceeding
launched.

of data requested, the addressees
[electronic communications service,
information society service or internet
domain name and IP number service
(such as IP address providers, domain
name registries, domain name registrars
or related proxy services)] and whether it
was an emergency case or not.

Recital 58
114 (58) The Commission should carry out an (58) The Commission should carry out an (58) The Commission should carry out an Provisionally agreed at the technical level

evaluation of this Regulation that should evaluation of this Regulation that should be | evaluation of this Regulation that should be | 18/11/2022:

be based on the five criteria of efficiency, based on the five criteria of efficiency, based on the five criteria of efficiency,

effectiveness, relevance, coherence and EU | effectiveness, relevance, coherence and EU | effectiveness, relevance, coherence and EU | (58) The Commission should carry out an

value added and should provide the basis added value, should provide the basis for value added and should provide the basis evaluation of this Regulation that should be

for impact assessments of possible further | impact assessments efpessible-further for impact assessments of possible further based on the five criteria of efficiency,

measures. Information should be collected | measures and include an evaluation of the | measures. Information should be collected | effectiveness, relevance, coherence and EU

regularly and in order to inform the use of derogations (emergency derogation, | regularly and in order to inform the added value and should provide the basis

evaluation of this Regulation. derogation from the principle of user evaluation of this Regulation. for impact assessments of possible further
information) as well as an assessment of measures. It should include an assessment
the functioning of the common European of the application of this Regulation and of
exchange system and of the functioning of the results that have been achieved with
the Regulation in relation with Directive regard to the objectives that were set and of
2014/41/EU. Information should be the impact on fundamental rights.
collected regularly and in order to inform Information should be collected regularly in
the evaluation of this Regulation. order to inform the evaluation of this

Regulation.
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Recital 59

115

(59) The use of pretranslated and
stardardised forms facilitates cooperation
and the exchange of information between
judicial authorities and service providers,
allowing them to secure and transmit
electronic evidence more quickly and
effectively, while also fulfilling the
necessary security requirements in a user-
friendly manner. They reduce translation
costs and contribute to a high quality
standard. Response forms similarly should
allow for a standardised exchange of
information, in particular where service
providers are unable to comply because the
account does not exist or because no data is
available. The forms should also facilitate
the gathering of statistics.

(59) The use of pretranslated and
stardardised forms facilitates cooperation
and the exchange of information between
different judicial authorities as well as with
service providers, allowing for a quicker
and more effective transmission of
electronic information in a user-friendly
manner. They could also reduce translation
costs and contribute to a high quality
standard. Response forms similarly should
allow for a standardised exchange of
information. The forms should also
facilitate the gathering of statistics.

(59) The use of pretranslated and
stardardised forms facilitates cooperation
and the exchange of information between
judicial authorities and service providers,
allowing them to secure and transmit
electronic evidence more quickly and
effectively, while also fulfilling the
necessary security requirements in a user-
friendly manner. They reduce translation
costs and contribute to a high quality
standard. Response forms similarly should
allow for a standardised exchange of
information, in particular where service
providers are unable to comply because the
account does not exist or because no data is
available. The forms should also facilitate
the gathering of statistics.

Provisionally agreed at the technical level
18/11/2022:

(59) The use of pretranslated and
stardardised forms facilitates cooperation
and the exchange of information under this
Regulation, allowing for a quicker and more
effective communication in a user-friendly
manner. They reduce translation costs and
contribute to a high-quality standard.
Response forms similarly should allow for a
standardised exchange of information, in
particular where service providers are
unable to comply because the account does
not exist or because no data is available.
The forms should also facilitate the
gathering of statistics.

Recital 60
116 (60) In order to effectively address a to-trordertoeffeetivebnddress s (60) In order to effectively address a Provisionally agreed at the technical level
possible need for improvement regarding pessible-need-for improvementregarding possible need for improvement regarding 18/11/2022:
the content of the EPOCs and EPOC-PRs the-content-of the EPOCs-and EROCPRs the content of the EPOCs and EPOC-PRs
and of the Form to be used to provide and-of the Form-to-be-used-to-provide and of the Form to be used to provide (60) In order to effectively address a
information on the impossibility to execute | information-on-the-impessibilityte-exeeute | information on the impossibility to execute | possible need for improvement regarding
the EPOC or EPOC-PR, the power to the EPOC-or EPOC-PR-the powerto-adept | the EPOC or EPOC-PR, the power to adopt | the content of the EPOCs and EPOC-PRs
adopt acts in accordance with Article 290 setraecordaneewith-Artche 200-of the acts in accordance with Article 290 of the and of the form to be used to provide
of the Treaty on the Functioning of the Freaty-on-the Funetioning-of the European | Treaty on the Functioning of the European | information on the impossibility to execute
European Union should be delegated to the | Unionshould-be-delegatedto-the Union should be delegated to the the EPOC or EPOC-PR, the power to adopt
Commission to amend Annexes I, IT and Commission-to-amend-Annexes I, Hand Hl | Commission to amend Annexes I, IT and III | acts in accordance with Article 290 of the
111 to this Regulation. It is of particular to-this-Regwlation-lt-is-of particular to this Regulation. It is of particular Treaty on the Functioning of the European
importance that the Commission carry out | impertance-thatthe-Commission-carry-eut | importance that the Commission carry out | Union should be delegated to the
appropriate consultations during its appropriatc-consultations-during-its appropriate consultations during its Commission in respect of the amendment
preparatory work, including at expert level, | preparatory-werkincludingat-expertlevel; | preparatory work, including at expert level, | of forms provided for in this Regulation. It
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and that those consultations be conducted
in accordance with the principles laid down
in the Interinstitutional Agreement of 13
April 2016 on Better Law-Making'®. In
particular, to ensure equal participation in
the preparation of delegated acts, the
European Parliament and the Council
receive all documents at the same time as
Member States' experts, and their experts
systematically have access to meetings of
Commission expert groups dealing with
the preparation of delegated acts.

SOJL 123,12.5.2016, p. 1.

and that those consultations be conducted
in accordance with the principles laid down
in the Interinstitutional Agreement of 13
April 2016 on Better Law-Making'®. In
particular, to ensure equal participation in
the preparation of delegated acts, the
European Parliament and the Council
receive all documents at the same time as
Member States' experts, and their experts
systematically have access to meetings of
Commission expert groups dealing with the
preparation of delegated acts.

SOJL 123, 12.5.2016, p. 1.

is of particular importance that the
Commission carry out appropriate
consultations during its preparatory work,
including at expert level, and that those
consultations be conducted in accordance
with the principles laid down in the
Interinstitutional Agreement of 13 April
2016 on Better Law-Making'®. In particular,
to ensure equal participation in the
preparation of delegated acts, the European
Parliament and the Council receive all
documents at the same time as Member
States' experts, and their experts
systematically have access to meetings of
Commission expert groups dealing with the
preparation of delegated acts.

S0OJL 123, 12.5.2016, p. 1.

Recital 61
117 (61) The measures based on this (61) The measures based on this Regulation | (61) The measures based on this Regulation | Rapporteur proposal 30/09/2022:
Regulation should not supersede European | should not supersede European should not supersede European
Investigation Orders in accordance with Investigation Orders in accordance with Investigation Orders in accordance with (61) The measures based on this Regulation
Directive 2014/41/EU of the European Directive 2014/41/EU or Mutual Legal Directive 2014/41/EU of the European should not affect EU and other
Parliament and of the Council'® to obtain Assistance Procedures to obtain electronic | Parliament and of the Council'® to obtain international instruments, agreements and
electronic evidence. Member States’ information. Member States’ authorities electronic evidence. Member States’ arrangements on the gathering of evidence
authorities should choose the tool most should choose the tool most adapted to authorities should choose the tool most that would also fall within the scope of this
adapted to their situation; they may prefer | their situation; they may prefer to use the adapted to-theirsituation the case at hand; | Regulation. Member States’ authorities
to use the European Investigation Order European Investigation Order when they may prefer to use the European should choose the tool most adapted 7o the
when requesting a set of different types of | requesting a set of different types of Investigation Order when requesting a set case at hand; they may prefer to use EU
investigative measures including but not investigative measures including but not of different types of investigative measures | and other international instruments,
limited to the production of electronic limited to the production of electronic including but not limited to the production | agreements and arrangements when
evidence from another Member State. information from another Member State. of electronic evidence from another requesting a set of different types of
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' Directive 2014/41/EU of 3 April 2014
regarding the European Investigation Order
in criminal matters (OJ L 130, 1.5.2014,

p-1).

Member State.

1 Directive 2014/41/EU of 3 April 2014
regarding the European Investigation Order
in criminal matters (OJ L 130, 1.5.2014,

p-1).

investigative measures including but not
limited to the production of electronic
evidence from another Member State.
Member States should notify the
Commission by ... [date of the application
of the Regulation] of the existing
agreements and arrangements referred to
in this Regulation which they will continue
to apply. Member States should also notify
the Commission within three months of
the signing of any new agreement or
arrangement referred to in this

Regulation.
Recital 62
118 (62) Because of technological 62) Beecause-of technological (62) Because of technological Provisionally agreed at the technical level
developments, new forms of developments—new-forms-of developments, new forms of 18/11/2022:
communication tools may prevail in a few | eemmunicationtoels-mayprevailinafew communication tools may prevail in a few
years, or gaps may emerge in the years;-of-gaps-may-efnerge-th-the years, or gaps may emerge in the (62) Because of technological
application of this Regulation. It is apphication-of this Regulation—Itis application of this Regulation. It is developments, new forms of
therefore important to provide for a review | therefore-impertantto-provideforareview | therefore important to provide for a review | communication tools may prevail in a few
on its application. on-its-applieation: on its application. years, or gaps may emerge in the

application of this Regulation. It is therefore
important to provide for an evaluation of
its application.

Recital 63

119

(63) Since the objective of this Regulation,
namely to improve securing and obtaining
electronic evidence across borders, cannot
be sufficiently achieved by the Member
States given its cross-border nature, but
can rather be better achieved at Union
level, the Union may adopt measures in

(63) Since the objective of this Regulation,
namely to improve securing and obtaining
electronic information across borders,
cannot be sufficiently achieved by the
Member States given its cross-border
nature, but can rather be better achieved at
Union level, the Union may adopt measures

(63) Since the objective of this Regulation,
namely to improve securing and obtaining
electronic evidence across borders, cannot
be sufficiently achieved by the Member
States given its cross-border nature, but can
rather be better achieved at Union level, the
Union may adopt measures in accordance

Provisionally agreed at the technical level
18/11/2022:

(63) Since the objective of this Regulation,
namely to improve securing and obtaining
electronic evidence across borders, cannot
be sufficiently achieved by the Member
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accordance with the principle of in accordance with the principle of with the principle of subsidiarity as set out | States given its cross-border nature, but can
subsidiarity as set out in Article 5 of the subsidiarity as set out in Article 5 of the in Article 5 of the Treaty on European rather be better achieved at Union level, the
Treaty on European Union. In accordance | Treaty on European Union. In accordance Union. In accordance with the principle of | Union may adopt measures in accordance
with the principle of proportionality as set | with the principle of proportionality as set proportionality as set out in that Article, with the principle of subsidiarity as set out
out in that Article, this Regulation does not | out in that Article, this Regulation does not | this Regulation does not go beyond what is | in Article 5 of the Treaty on European
go beyond what is necessary in order to go beyond what is necessary in order to necessary in order to achieve those Union. In accordance with the principle of
achieve those objectives. achieve that objective. objectives. proportionality as set out in that Article, this
Regulation does not go beyond what is
necessary in order to achieve that objective.

Recital 64

120 (64) In accordance with Article 3 of the (64) In accordance with Article 3 of the (64) In accordance with Article 3 of the Provisionally agreed at the technical level
Protocol on the position of the United Protocol on the position of the United Protocol on the position of the United 18/11/2022:
Kingdom and Ireland in respect of the Area | Kingdom and Ireland in respect of the Area | Kingdom and Ireland in respect of the Area
of Freedom, Security and Justice, annexed | of Freedom, Security and Justice, annexed of Freedom, Security and Justice, annexed (64) In accordance with Article 3 of
to the Treaty on European Union and to the | to the Treaty on European Union and to the | to the Treaty on European Union and to the | Protocol No 21 on the position of the
Treaty on the Functioning of the European | Treaty on the Functioning of the European | Treaty on the Functioning of the European | United Kingdom and Ireland in respect of
Union, [the United Kingdom /Ireland has Union, Ireland has notified its wish to take | Union, fthe United-Iingdem /Ireland has the area of freedom, security and justice,
notified its wish to take part in the part in the adoption and application of this | notified its wish to take part in the adoption | annexed to the Treaty on European Union
adoption and application of this Regulation and without prejudice to Article | and application of this Regulation}-erfand | and to the Treaty on the Functioning of the
Regulation] or [and without prejudice to 4 of that Protocol, the United Kingdom is without prejudice to Article 4 of that European Union, Ireland has notified its
Article 4 of that Protocol, the United not taking part in the adoption of this Protocol, the United Kingdom#Areland-is wish to take part in the adoption and
Kingdom/Ireland is not taking part in the Regulation and is not bound by it or subject | not taking part in the adoption of this application of this Regulation.
adoption of this Regulation and is not to its application. Regulation and is not bound by it or subject
bound by it or subject to its application.]. to its application.

Recital 65

121 (65) In accordance with Articles 1 and 2 of
the Protocol No 22 on the position of
Denmark annexed to the Treaty on
European Union and to the Treaty on the
Functioning of the European Union,
Denmark is not taking part in the adoption
of this Regulation and is not bound by it or
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subject to its application.

Recital 66

122

(66) The European Data Protection
Supervisor was consulted in accordance
with Article 28(2) of Regulation (EC) No
45/2001 of the European Parliament and of
the Council'” and delivered an opinion on

()",

17 Regulation (EC) No 45/2001 of the
European Parliament and of the Council of
18 December 2000 on the protection of
individuals with regard to the processing of
personal data by the Community
institutions and bodies and on the free
movement of such data (OJ L 8, 12.1.2001,

p- 1).

s01C,,p..

(66) The European Data Protection
Supervisor was consulted in accordance
with Article 42(2) of Regulation (EU)
2018/1725 of the European Parliament and
of the Council?!' and delivered an opinion
on 6 November 20192,

2! Regulation (EU) 2018/1725 of the
European Parliament and of the Council
of 23 October 2018 on the protection of
natural persons with regard to the
processing of personal data by the Union
institutions, bodies, offices and agencies
and on the free movement of such data,
and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC
(OJ L 295, 21.11.2018, p. 39).

22 EDPS Opinion 7/2019 on Proposals
regarding European Production and
Preservation Orders for electronic
evidence in criminal matters (6 November
2019).

(66) The European Data Protection
Supervisor was consulted in accordance
with Article 28(2) of Regulation (EC) No
45/2001 of the European Parliament and of
the Council'” and delivered an opinion on

()",

17 Regulation (EC) No 45/2001 of the
European Parliament and of the Council of
18 December 2000 on the protection of
individuals with regard to the processing of
personal data by the Community
institutions and bodies and on the free
movement of such data (OJ L 8, 12.1.2001,

p- D).

s01C,,p..

Provisionally agreed at the technical level
18/11/2022:

(66) The European Data Protection
Supervisor was consulted in accordance
with Article 42(2) of Regulation (EU)
2018/1725 of the European Parliament and
of the Council®! and delivered an opinion
on 6 November 2019,

%I Regulation (EU) 2018/1725 of the
European Parliament and of the Council
of 23 October 2018 on the protection of
natural persons with regard to the
processing of personal data by the Union
institutions, bodies, offices and agencies
and on the free movement of such data,
and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC
(OJ L 295, 21.11.2018, p. 39).

22 EDPS Opinion 7/2019 on Proposals
regarding European Production and
Preservation Orders for electronic
evidence in criminal matters (6 November
2019).

Formula
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Chapter |
124 Chapter 1: Subject matter, definitions
and scope
Article 1
125 Article 1
Subject matter
Article 1(1)
126 1. This Regulation lays down the rules 1. This Regulation lays down the rules 1.This Regulation lays down the rules Provisional agreement 7th trilogue
under which an authority of a Member under which an authority of a Member under which an authority of a Member 28/06/2022:
State may order a service provider offering | State, in a criminal proceeding, may order | State may order a service provider offering
services in the Union, to produce or a service provider offering services in the services in the Union, to produce or This Regulation lays down the rules under
preserve electronic evidence, regardless of | Union and established or, if not preserve electronic evidence, regardless of | which an authority of a Member State, in a
the location of data. This Regulation is established, legally represented in another | the location of data. This Regulation is criminal proceeding, may order a service
without prejudice to the powers of national | Member State to produce or preserve without prejudice to the powers of national | provider offering services in the Union and
authorities to compel service providers electronic information that may serve as authorities to compel service providers established or, if not established,
established or represented on their territory | evidence, regardless of the location of data. | established or represented on their territory | represented by a legal representative in
to comply with similar national measures. to comply with similar national measures. another Member State to produce or
Authorities of the Member States shall not preserve electronic evidence regardless of
issue domestic orders with extraterritorial the location of data.
effects for the production or preservation
of electronic information that could be This Regulation is without prejudice to the
requested on the basis of this Regulation. powers of national authorities to address
service providers established or
represented on their territory to comply
with similar national measures.
Article 1a
127 la. The issuing of a European Production Provisional agreement 2nd trilogue
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or Preservation Order may also be
requested on behalf of a suspected or
accused person, within the framework of
applicable defence rights in accordance
with national criminal procedures.

18/03/2021:

1a. The issuing of a European Production
or Preservation Order may also be
requested by a suspected or accused
person, or by a lawyer on his behalf within
the framework of applicable defence rights
in accordance with national criminal
procedures.

Article 1(2)

128

2. This Regulation shall not have the effect
of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined in Article 6 of the TEU,
including the rights of defence of persons
subject to criminal proceedings, and any
obligations incumbent on law enforcement
or judicial authorities in this respect shall
remain unaffected.

2. This Regulation shall not have the effect
of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined in the Charter and in Article 6
of the TEU, including the rights of defence
of persons subject to criminal proceedings,
and any obligations incumbent on law
enforcement, judicial authorities or service
providers in this respect shall remain
unaffected.

2. This Regulation shall not have the effect
of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined in Article 6 of the TEU,
including the rights of defence of persons
subject to criminal proceedings, and any
obligations incumbent on law enforcement
or judicial authorities in this respect shall
remain unaffected.

Provisional written political agreement
13/07/2022:

2. This Regulation shall not have the effect
of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined in the Charter and in Article 6 of
the TEU and any obligations incumbent on
law enforcement or judicial authorities in
this respect shall remain unaffected. It shall
apply without prejudice to fundamental
principles, in particular the freedom of
expression and information, including
freedom and pluralism of the media, the
respect for private and family life, the
protection of personal data, as well as the
right for effective judicial protection.

Article 2
129 Article 2
Definitions
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Article 2, introductory paragraph
130 For the purpose of this Regulation, the
following definitions shall apply:
Article 2(1)
131 1. ‘European Production Order’ means a 1.°European Production Order’ means a 1. ‘European Production Order’ means a Provisional agreement 6th trilogue
binding decision by an issuing authority of | decision which has been issued or binding decision by an issuing authority of | 14/06/2022:
a Member State compelling a service validated by a judicial authority of a a Member State compelling a service
provider offering services in the Union and | Member State ("the issuing State’) provider offering services in the Union and | [I. ‘European Production Order’ means a
established or represented in another addressed to a service provider offering established or represented in another decision, issued or validated by a judicial
Member State, to produce electronic services in the Union and established or Member State, to produce electronic authority of a Member State ir application
evidence; legally represented in another Member evidence; of Articles 4(1) to 4(5), addressed to a
State bound by this Regulation (‘the designated establishment or a legal
executing State’), to produce electronic representative of a service provider offering
information; services in the Union located in another
Member State bound by this Regulation to
produce electronic evidence.
Article 2(2)
132 2. ‘European Preservation Order' means a 2. ‘European Preservation Order' means a 2. ‘European Preservation Order' means a Provisional agreement 6th trilogue
binding decision by an issuing authority of | decision which has been issued or binding decision by an issuing authority of | 14/06/2022 as amended by technical level
a Member State compelling a service validated by a judicial authority of a a Member State compelling a service 18/11/2022:
provider offering services in the Union and | Member State ("the issuing State’) provider offering services in the Union and
established or represented in another addressed to a service provider offering established or represented in another 2. ‘European Preservation Order’ means a
Member State, to preserve electronic services in the Union and established or Member State, to preserve electronic decision, issued or validated by a judicial
evidence in view of a subsequent request legally represented in another Member evidence in view of a subsequent request authority of a Member State ir application
for production; State bound by this Regulation (‘the for production; of Articles 4(1) to 4(5), addressed to a
executing State’), to preserve electronic designated establishment or a legal
information in view of a subsequent representative of a service provider
request for production; offering services in the Union located in
14811/22 MC/sl 117
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another Member State bound by this
Regulation to preserve electronic evidence
in view of a subsequent request for
production.

Article 2(3)

133

3. ‘service provider’ means any natural or
legal person that provides one or more of
the following categories of services:

3. ‘service provider’ means any natural or
legal person that provides one or more of
the following categories of services and,
where it concerns personal data, acts as a
data controller within the meaning of
Regulation (EU) 2016/679:

3. ‘service provider’ means any natural or
legal person that provides one or more of
the following categories of services, with
the exception of financial services
referred to in Article 2(2)(b) of Directive
2006/123/EC:

Provisional agreement 7th trilogue
28/06/2022:

3. ‘service provider’ means any natural or
legal person that provides one or more of
the following categories of services, with
the exception of financial services referred
to in Article 2(2)(b) of Directive
2006/123/EC: andwhere-it-concerns
personal-data—oaetvav-a-data-controller

thin g . f Regulation(EL;
2016/679:

Article 2(3), point a

134

a) electronic communications service as
defined in Article 2(4) of [Directive
establishing the European Electronic
Communications Code];

Article 2(3), point b

135 b) information society services as defined b) information society services as defined b) internet domain name and IP Provisional agreement 2nd trilogue
in point (b) of Article 1(1) of Directive in point (b) of Article 1(1) of Directive numbering services such as IP address 18/03/2021:
(EU) 2015/1535 of the European (EU) 2015/1535 of the European providers, domain name registries,
Parliament and of the Council'® for which Parliament and of the Council®* for which domain name registrars and related b) internet domain name and IP
the storage of data is a defining component | the storage of data is a defining component | privacy and proxy services; numbering services such as IP address
of the service provided to the user, of the service provided to the user, providers, domain name registries,
including social networks, online ineclading social networks;-online domain name registrars and domain
14811/22 MC/sl 118
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Commission Proposal

marketplaces facilitating transactions
between their users, and other hosting
service providers;

1 Directive (EU) 2015/1535 of the
European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L 241,
17.9.2015, p. 1).

EP mandate

2 Directive (EU) 2015/1535 of the
European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L 241,
17.9.2015, p. 1).

Council Mandate

Draft agreement

name related privacy and proxy services;

Article 2(3), point c

136 ¢) internet domain name and IP numbering | ¢) internet domain name and IP numbering | c) other information society services as Provisional agreement 3rd trilogue
services such as IP address providers, services such as IP address providers, defined in point (b) of Article 1(1) of 20/05/2021:
domain name registries, domain name domain name registries, domain name Directive (EU) 2015/1535 of the European
registrars and related privacy and proxy registrars and related privaey-and proxy Parliament and of the Council'® that c) other information society services as
services; services; provide: defined in point (b) of Article 1(1) of
Directive (EU) 2015/1535 of the European
- the ability to its users to communicate | Parliament and of the Council'” that
with each other; or provide:
- to process or store data on behalf of the - the ability to its users to communicate
users to whom the service is provided for with each other; or
bich d  datais o defini
component-of theservice provided-to-the - the ability to process or store data on
user-including socialnetworks;-online behalf of the users to whom the service is
rrarketphicesTacHating transactions provided for, which-where the storage of
between-theirusers-and-other-hosting data is a defining component of the service
service-providers; provided to the user;
1 Directive (EU) 2015/1535 of the " Directive (EU) 2015/1535 of the
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European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L 241,
17.9.2015, p. 1).

European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L 241,
17.9.2015, p. 1).

Article 2(4)

137

4. ‘offering services in the Union’ means:

Article 2(4)

, point a

138

a) enabling legal or natural persons in one
or more Member State(s) to use the
services listed under (3) above; and

a) enabling legal or natural persons in one
or more Member State(s) to use the
services listed under point (3) above; and

a) enabling legal or natural persons in one
or more Member State(s) to use the
services listed under (3) above; and

Provisional agreement 6th trilogue
14/06/2022:

(a) enabling natural or legal persons in a
Member State to use the services listed
under point (3); and

Article 2(4)

, point b

139

b) having a substantial connection to the
Member State(s) referred to in point (a);

b) having a substantial connection to the
Member State(s) referred to in point (a);
such a substantial connection to the
Union shall be considered to exist where
the service provider has an establishment
in the Union, or, in the absence of such an
establishment, based on the existence of a
significant number of users in one or
more Member States, or the targeting of
activities towards one or more Member
States;

b) having a substantial connection based
on specific factual criteria to the Member
State(s) referred to in point (a);

Provisional agreement 2nd trilogue
18/03/2021:

b) having a substantial connection based on
specific factual criteria to the Member
State(s) referred to in point (a); such a
substantial connection to the Union shall
be considered to exist where the service
provider has an establishment in the
Union, or, in the absence of such an
establishment, based on the existence of a
significant number of users in one or more
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Member States, or the targeting of
activities towards one or more Member
States;

Article 2(5)

140

5. ‘establishment’ means either the actual
pursuit of an economic activity for an
indefinite period through a stable
infrastructure from where the business of
providing services is carried out or a stable
infrastructure from where the business is
managed;

5. ‘main establishment’ means, as regards
a service provider with establishments in
more than one Member State, the place of
its central administration in the Union,
unless the decisions on the purposes and
means of the processing of data are taken
in another establishment of the service
provider in the Union and the latter
establishment has the power to have such
decisions implemented, in which case the
establishment having taken such decisions
is to be considered to be the main
establishment;

5. ‘establishment’ or ‘being established’
means either the actual pursuit of an
economic activity for an indefinite period
through a stable infrastructure from where
the business of providing services is carried
out or a-stable-tnfrastrueturefrom-where
the business is managed;

Provisional agreement 6th trilogue
14/06/2022:

5. ‘establishment’ means the establishment
designated by the service provider in
accordance with Directive XXXX/XXX.

[5a—“main—establishment> means-the
head-office orregistered-officeof the
. d ithinwhicht}
ineipal fi ial £ . 1

ional 1 e

(5a) ‘designated establishment’ means an
establishment designated in writing by a
service provider established in a Member
State taking part in a legal instrument
referred to in Article 1(2) of the Directive
XXXX/XXX, for the purpose of Articles
1(1) and 3(1);

(5b) ‘legal representative’ means a
natural or legal person, designated in
writing by a service provider not
established in a Member State taking
part in a legal instrument referred to in
Article 1(2) of the Directive XXX/XXX,
for the purpose of Articles 1(1) and 3(1);

Article 2(6),
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141 6. ‘electronic evidence’ means evidence 6. clectronic information’ means 6. ‘electronic evidence’ means evidence Provisional agreement 6th trilogue
stored in electronic form by or on behalf of | subscriber data, traffic data, or content stored in electronic form by or on behalf of | 14/06/2022 as amended by technical level
a service provider at the time of receipt of | data lawfully stored by a service provider a service provider at the time of receipt of a | 08/11/2022:
a production or preservation order at the time of the issuing of a European production or preservation order certificate,
certificate, consisting in stored subscriber Production or Preservation order, that is consisting in stored subscriber data, access | 6. ‘electronic evidence’ means subscriber
data, access data, transactional data and requested for the purpose of serving as data, transactional data and content data; data, traffic data or content data stored by
content data; evidence during the investigation, or on behalf of a service provider, in an
prosecution and court proceedings electronic form, at the time of receipt of a
relating to a criminal offence in a Member European Production Order Certificate (
State, in accordance with national law; EPQOC) or a European Preservation Order
Certificate (EPOC-PR), and requested for
the purpose of proceedings as defined in
Article 3(2).
+ Recital 14a
In order to guarantee full respect of
fundamental rights, the probatory value of
the evidence gathered in application of this
Regulation should be assessed in trial by
the competent judicial authority, in
accordance with national law and in
compliance with, notably, the right to a
fair trial and the right of defence.
Article 2(7)
142 7. ‘subscriber data’ means any data 7. ‘subscriber data’ means any data, 7. ‘subscriber data’ means any data Provisional agreement 3™ trilogue
pertaining to: collected in the normal course of business, | pertaining to: 20/05/2021:
pertaining to the provided name, date of
birth, postal or geographic address, billing ‘subscriber data’ means any data held by a
and payment data, telephone number, or service provider relating to the
email address identifying the subscriber or subscription to the services, pertaining to:
customer as well as the type of service
provided and the duration of the contract
with the service provider, which is strictly
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ANNEX JAL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

necessary for the sole purpose of
identifying the user of the service;

Article 2(7), point a

143 a) the identity of a subscriber or customer a)-the-identity-of a-subseriberor-customer a) the identity of a subscriber or customer Provisional agreement 2nd trilogue
such as the provided name, date of birth, such-as-the provided name;-date-of birth; such as the provided name, date of birth, 18/03/2021:
postal or geographic address, billing and postal-er geographic-address; billingand postal or geographic address, billing and
payment data, telephone, or email; - ; H: payment data, telephone, or email; (a) the identity of a subscriber or customer
such as the provided name, date of birth,
postal or geographic address, billing and
payment data, telephone number, or email
address;
Article 2(7), point b
144 b) the type of service and its duration b)-the-type-ofservice-and-its-duration b) the type of service and its duration Provisional agreement 3" trilogue
including technical data and data ineluding technical-data-and-data including technical data and data 20/05/2021:
identifying related technical measures or wdemtifeing relatedtechiieameasuresor identifying related technical measures or
interfaces used by or provided to the wterfuceswsed-by-orprovidedtothe interfaces used by or provided to the b) the type of service and its duration
subscriber or customer, and data related to | subseriber-orcustomer,-and-datarelated-to subscriber or customer, and data related to including technical data and data
the validation of the use of service, thevahdationoftheuse ofserviee: the validation of the use of service, identifying related technical measures or
excluding passwords or other exchdinepasswords-orother excluding passwords or other interfaces used by or provided to the
authentication means used in lieu of a authentication-means-used-in-Hew-ofa authentication means used in lieu of a subscriber or customer at the moment of
password that are provided by a user, or password-thatare provided-byatser—or password that are provided by a user, or initial registration or activation, and data
created at the request of a user; ereated-atthe reqrest ot auser: created at the request of a user; related to the validation of the use of
service, excluding passwords or other
authentication means used in lieu of a
password that are provided by a user, or
created at the request of a user.
Article 2(8)
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Commission Proposal

8. ‘access data’ means data related to the
commencement and termination of a user
access session to a service, which is strictly
necessary for the sole purpose of
identifying the user of the service, such as
the date and time of use, or the log-in to
and log-off from the service, together with
the IP address allocated by the internet
access service provider to the user of a
service, data identifying the interface used
and the user ID. This includes electronic
communications metadata as defined in
point (g) of Article 4(3) of [Regulation
concerning the respect for private life and
the protection of personal data in electronic
communications];

EP mandate

8. ‘traffic data’ means data collected in the

normal course of business related to: the
| o :

Council Mandate

8. ‘access data’ means data related to the
commencement and termination of a user
access session to a service, which is strictly
necessary for the sole purpose of
identifying the user of the service, such as
the date and time of use, or the log-in to
and log-off from the service, together with
the IP address allocated by the internet
access service provider to the user of a
service, data identifying the interface used
and the user ID. This includes electronic
communications metadata as defined in
point (ge) of Article 4(3) of [Regulation
concerning the respect for private life and
the protection of personal data in electronic
communications];

Draft agreement

Provisional agreement 6th trilogue
14/06/2022 as amended by technical level
08/11/2022:

8. ¢ data requested for the sole purpose of
identifying the user’ means IP addresses
and, where necessary, the relevant source
ports and time stamp (date/time), or
technical equivalents of these identifiers
and related information where requested
by law enforcement authorities for the sole
purpose of identifying the user in a
specific criminal investigation.

[+ Additional recital (22a), line 42]

Article 2(8), point a

146

(a) the type of service provided and its
duration where it concerns technical data
and data identifying related technical
measures or interfaces used by or
provided to the subscriber or customer,
and data related to the validation of the
use of the service, excluding passwords or
other authentication means used instead
of a password that are provided by a user,
or created at the request of a user;

Provisional agreement 3"
trilogue20/05/2021:

[DELETED]

Article 2(8), point b

147 (b) the commencement and termination of Provisional agreement 3™ trilogue
a user access session to a service, such as
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

the date and time of use, or the log-in to, 20/05/2021:
and log-off from the service;
[DELETED]
Article 2(8), point c
148 (c) electronic communications metadata Provisional agreement 3" trilogue
as processed in an electronic 20/05/2021:
communications network for the purposes
of transmitting, distributing or [DELETED]
exchanging electronic communications
content, including data used to trace and
identify the source and destination of a
communication, data on the location of
the terminal equipment processed in the
context of providing electronic
communications services, and the date,
time, duration and the type of
communication;
Article 2(9)
149 ?ﬁe t;igi?;izznjt} Szt;vzzzrg‘iz?gilzted o] % .. . 9. ‘transggtional data’ means data related to | Provisional agreement 3™ trilogue
service provider that serves to provide P . ) the provision of a service offered by a 20/05/2021 as amended in technical
context or additional information about f ditionalinf b | service pr0v1d§r. that serves tolpr0v1de meeting 05/10/2022%
such service and is generated or processed | sueh-service-andis-generated-orprocessed context or addlthnal information about 7 5
by an information system of the service ) . . such service aqd is generated or proc.essed 9. tr_a.fﬁc data means data related to the
provider, such as the source and yan ler_suel | > | destinati by an information system of the service provision of a service offere?d by a service
destination of a message or another type of | efamessage-oranothertype-ofinteraction; provider, such as the source and'destlna’t ton pr0Y1§1 o thgt SCIVES o T .
interaction. data on the location of the | b .  the-device_d of a message or zflnother type of interaction, add1jc1ona1 information about such service
device, dat’e, time, duration, size, route, irne.d ion.size. & ’, | ’ Qata on the'locat}on of the device, date, gnd I gqnerated or processed l?y an ‘
format, the protocol used and the type of ion. time, duration, size, route, format, the ' information system of the S‘CI'VI.CG provider,
compression, unless such data constitutes f | hd ot f Lata protocol used and the pre of compression, | such as the source and destlpatlon qf a
access data. This includes electronic This includes el . o unl.es.s such data constitutes access dz.lta. message or ?nother type qf interaction, data
communications metadata as defined in i ) . This includes electro.mc communications on th? loca'tlon of the device, date, time,
point (2) of Article 4(3) of [Regulation 3} of [F ati I . (e) | metadata as defined in point (gc) of Article | duration, size, route, format, the protocol
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Commission Proposal

concerning the respect for private life and
the protection of personal data in electronic
communications];

EP mandate

Council Mandate

4(3) of [Regulation concerning the respect
for private life and the protection of
personal data in electronic
communications];

Draft agreement

used and the type of compression including
electronic communications metadata and
data relating to the commencement and
termination of a user access session to a
service such as the data and time of use,
the log-in to and log-off from the service
other than subscriber data;

Article 2(10)

150

10. ‘content data’ means any stored data in
a digital format such as text, voice, videos,
images, and sound other than subscriber,
access or transactional data;

10. ‘content data’ means the stored data in
a digital format by the service provider
such as text, voice, videos, images, and
sound other than subscriber or traffic data;

10. ‘content data’ means any stored data in
a digital format such as text, voice, videos,
images, and sound other than subscriber,
access or transactional data;

Provisional agreement 3" trilogue
20/05/2021:

‘content data’ means any data in a digital
format, such as text, voice, videos, images
and sound, other than subscriber or traffic
data;

Article 2(11)

151

11. ‘information system’ means
information system as defined in point (a)
of Article 2 of Directive 2013/40/EU of the
European Parliament and of the Council®’;

20 Directive 2013/40/EU of the European
Parliament and of the Council of 12
August 2013 on attacks against
information systems and replacing Council
Framework Decision 2005/222/JHA (OJ L
218, 14.8.2013, p. 8).

Article 2(12)
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152

12. ‘issuing State’ means the Member State
in which the European Production Order or
the European Preservation Order is issued;

Article 2(12a)

153 (12a) 'issuing authority’ means the Provisional agreement 7th trilogue
authority in the issuing State, competent 28/06/2022 as amended by technical level
in the case concerned, to issue the 08/11/2022:
European Production Order or European
Preservation Order; 12a) 'issuing authority’ means the
competent authority in the issuing State,
which, in accordance with Article 4, can
issue the European Production Order or
the European Preservation Order;
Article 2(13)
154 13. ‘enforcing State’ means the Member 13. ‘executing State’ means the Member 13. ‘enforcing State’ means the Member Provisional agreement 7th trilogue

State in which the addressee of the
European Production Order or the
European Preservation Order resides or is
established and to which the European
Production Order and the European
Production Order Certificate or the
European Preservation Order and the
European Preservation Order Certificate
are transmitted for enforcement;

State in which the service provider is
established or legally represented and to
which the European Production Order and
the European Production Order Certificate
or the European Preservation Order and the
European Preservation Order Certificate are
transmitted for notification and
enforcement of the order in accordance
with this Regulation,

State in which the addressee of the
European Production Order or the
European Preservation Order resides or is
established and to which, if necessary, the
European Production Order and the
European Production Order Certificate or
the European Preservation Order and the
European Preservation Order Certificate are
transmitted for enforcement;

28/06/2022 as amended by technical level
08/11/2022;

13. ‘enforcing State’ means the Member
State in which the designated establishment
is established or the legal representative
resides and to which the European
Production Order and the European
Production Order Certificate or the
European Preservation Order and the
European Preservation Order Certificate are
transmitted for notification or enforcement
of the order in accordance with this
Regulation;
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 2(14)

155 14. ‘enforcing authority’ means the
competent authority in the enforcing State
to which the European Production Order
and the European Production Order
Certificate or the European Preservation
Order and the European Preservation Order
Certificate are transmitted by the issuing

authority for enforcement;

14. ‘executing authority’ means the
competent authority in the executing State
to which the European Production Order
and the European Production Order
Certificate or the European Preservation
Order and the European Preservation Order
Certificate are transmitted by the issuing
authority for notification and enforcement
of the order in accordance with this
Regulation; where provided by national
law, the executing authority may be a
court authority in the executing State;

14. ‘enforcing authority’ means the
competent authority in the enforcing State
to which the European Production Order
and the European Production Order
Certificate or the European Preservation
Order and the European Preservation Order
Certificate are transmitted by the issuing
authority for enforcement;

Provisional written political agreement
13/07/2022 as amended by technical level
18/11/2022:

14. ‘enforcing authority’ means, in
accordance with its national law, the
competent authority in the enforcing State
to which the European Production Order
and the European Production Order
Certificate or the European Preservation
Order and the European Preservation Order
Certificate are transmitted by the issuing
authority for notification or enforcement
of the order in accordance with this
Regulation;

Article 2(15)

156 15. ‘emergency cases’ means situations 15. ‘emergency cases’ means situations 15. ‘emergency cases’ means situations General provisional agreement 4th
where there is an imminent threat to life or | where there is an imminent threat to life or | where there is an imminent threat to life or | pelitical trilogue 09/07/2021:
physical integrity of a person or to a physical integrity of a person erte-a-eritieal | physical integrity of a person or to a critical
critical infrastructure as defined in Article i i i infrastructure as defined in Article 2(a) of 15. ‘emergency cases’ means situations
2(a) of Council Directive 2008/114/EC?'. Couneil Direetive 2008/114/EC>, Council Directive 2008/114/EC?'. where there is an imminent threat to life or
physical integrity or safety of a person, or to
a critical infrastructure as defined in Article
2(a) of Council Directive 2008/114/EC,
21 Council Directive 2008/114/EC of 8 *Council Directive 2008/ 14/EC of 8 2! Council Directive 2008/114/EC of 8 where the disruption or destruction of
December 2008 on the identification and Deecmber2008-on-the-identification-and December 2008 on the identification and such critical infrastructure would result
designation of European critical designation-of European-eritical designation of European critical in an imminent threat to life or physical
infrastructures and the assessment of the infrastroetures-and-the-assessment-of the infrastructures and the assessment of the integrity or safety of a person, including
need to improve their protection (OJ L needto-mnprovethetrprotection O L need to improve their protection (OJ L through a serious harm to the provision
34523.12.2008. p 75). 34523422008 p-F+5)- 34523.12.2008. p 75). of basic supplies to the population or to
the exercise of the core functions of the
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

State.
+ COM proposal 03/10/2022:

15a. ‘controller’ means controller as
defined in point 7 of Article 4 of
Regulation (EU) 2016/679;

15b. ‘processor’ means processor as
defined in point 8 of Article 4 of
Regulation (EU) 2016/679;

156a

COM proposal 15/11/2022:

‘decentralised IT system’ means a network
of IT systems and interoperable access
points, operating under the individual
responsibility and management of each
Member State, Union agency or body that
enables the secure and reliable cross-
border exchange of information;

Article 3

157 Article 3

Scope

Article 3(1)

158 1. This Regulation applies to service
providers which offer services in the
Union.

1. This Regulation applies to Member
States and service providers, offering
services in one or more Member States
bound by this Regulation and established
or legally represented in one of these

1. This Regulation applies to service
providers which offer services in the
Union.

Provisional agreement 7th trilogue
28/06/2022:

1. This Regulation applies to service
providers which offer services in the Union.
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Member States.
Article 3(1a)
159 1a. This Regulation shall not apply to 1a. The Regulation shall not apply to Provisional agreement 6th trilogue
proceedings initiated by the issuing proceedings initiated by the issuing 14/06/2022:
authority for the purpose of providing authority for the purpose of providing
mutual legal assistance to another mutual legal assistance to another 1a. The Regulation shall not apply to
Member State or a third country. Member State or a third country. proceedings initiated by the issuing
authority for the purpose of providing
mutual legal assistance to another
Member State or a third country.

Article 3(2)

160 2. The European Production Orders and 2. The European Production Orders and 2. The European Production Orders and Presidency proposal 20/06/2022 as
European Production Orders may only be European Preservation Orders may only be | European PreduetionPreservation Orders | amended by Presidency 17/11/2022;
issued for criminal proceedings, both issued in the framework and for the may only be issued for criminal
during the pre-trial and trial phase. The purposes of criminal proceedings, both proceedings, beth-during-the pre-trial-and The European Production Orders and
Orders may also be issued in proceedings during the pre-trial and trial phase. The trial- phase and for the execution of European Preservation Orders may only
relating to a criminal offence for which a Orders may also be issued in proceedings custodial sentences or detention orders be issued in the framework and for the
legal person may be held liable or punished | relating to a criminal offence for which a that were not rendered in absentia in purposes of criminal proceedings, and for
in the issuing State. legal person may be held liable or punished | case the convict absconded from justice. | the execution of custodial sentences or

in the issuing State. The Orders may also be issued in detention orders that were not rendered
proceedings relating to a criminal offence in absentia in case the convict absconded
for which a legal person may be held liable | from justice. The Orders may also be
or punished in the issuing State. issued in proceedings relating to a
criminal offence for which a legal person
may be held liable or punished in the
issuing State.

Article 3(3)

161 3. The Orders provided for by this
Regulation may be issued only for data
pertaining to services as defined in Article
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2(3) offered in the Union.
Chapter I
162 Chapter 2: European Production Order,
European Preservation Order and
Certificates
Article 4
163 Article 4
Issuing authority
Article 4(1)
164 1. A European Production Order for 1. A European Production Order for 1. A European Production Order for Provisional agreement 6th trilogue
subscriber data and access data may be obtaining subscriber data and IP addresses | subscriber data and access data may be 14/06/2022 as amended by technical level
issued by: for the sole purpose of determining the issued by: 08/11/2022:
identity of specific persons with a direct
link to the specific proceedings referred to 1. A European Production Order for
in Article 3(2) may be issued by: obtaining subscriber data and for obtaining
data requested for the sole purpose of
identifying the user, as defined in Article 2
(8) may be issued by :
Article 4(1), point a
165 a) a judge, a court, an investigating judge a) a judge, a court, an investigating judge a) a judge, a court, an investigating judge Provisional written political agreement
or prosecutor competent in the case or a public prosecutor competent in the or prosecutor competent in the case 13/07/2022:
concerned; or case concerned; or concerned; or
a) a judge, a court, an investigating judge or
a public prosecutor competent in the case
concerned; or
14811/22 MC/sl 131
ANNEX JAL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 4(1)

, point b

166

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Production
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Production Order under
this Regulation, by a judge, a court, an
investigating judge or a public prosecutor
in the issuing State.

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Production
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Production Order under
this Regulation, by a judge, a court, an
investigating judge or a public prosecutor
in the issuing State.

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Production
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Production Order under
this Regulation, by a judge, a court, an
investigating judge or a public prosecutor
in the issuing State.

Provisional written political agreement
13/07/2022:

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Production
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Production Order under
this Regulation, by a judge, a court, an
investigating judge or a public prosecutor
in the issuing State.

Article 4(2)

167

2. A European Production Order for
transactional and content data may be
issued only by:

2. A European Production Order for traffic
and content data may be issued only by:

2. A European Production Order for
transactional and content data may be
issued only by:

Provisional agreement 6th trilogue
14/06/2022:

2. A European Production Order for traffic
data, except for data requested for the sole
purpose of identifying the user as defined
in Article 2 (8), and for content data may be
issued only by :

Article 4(2)

, point a

168

a) a judge, a court or an investigating judge
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competent in the case concerned; or

Article 4(2), point b

169 b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Production
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Production Order under
this Regulation, by a judge, a court or an
investigating judge in the issuing State.

Article 4(3)

170 3. A European Preservation Order may be
issued by:

3. A European Preservation Order for all
data categories may be issued by:

3. A European Preservation Order may be
issued by:

Provisional agreement 6th trilogue
14/06/2022:

3. A European Preservation Order for all
data categories may be issued by:

Article 4(3), point a

171 a) a judge, a court, an investigating judge
or prosecutor competent in the case
concerned; or

a) a judge, a court, an investigating judge
or a public prosecutor competent in the
case concerned; or

a) a judge, a court, an investigating judge
or prosecutor competent in the case
concerned; or

Provisional written political agreement
13/07/2022:

a) a judge, a court, an investigating judge or
a public prosecutor competent in the case
concerned; or

Article 4(3), point b
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172

Commission Proposal

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Preservation
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Preservation Order
under this Regulation, by a judge, a court,
an investigating judge or a prosecutor in
the issuing State.

EP mandate

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Preservation
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Preservation Order
under this Regulation, by a judge, a court,
an investigating judge or a public
prosecutor in the issuing State.

Council Mandate

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Preservation
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Preservation Order
under this Regulation, by a judge, a court,
an investigating judge or a prosecutor in the
issuing State.

Draft agreement

Provisional written political agreement
13/07/2022:

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Preservation
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Preservation Order
under this Regulation, by a judge, a court,
an investigating judge or a public
prosecutor in the issuing State.

Article 4(4)

173

4. Where the Order has been validated by a
judicial authority pursuant to paragraphs
1(b), 2(b) and 3(b), that authority may also
be regarded as an issuing authority for the
purposes of transmission of the European
Production Order Certificate and the
European Preservation Order Certificate.

5. In validly established emergency cases,
the authorities mentioned under
paragraphs 1(b) and 3(b) may issue the
respective Order for subscriber and
access data, without prior validation if
the validation cannot be obtained in time
and if these authorities could issue the

Provisional agreement 7th trilogue
28/06/2022 as amended by technical level
08/11/2022%

5. In validly established emergency cases,
as defined in Art. 2 (15), the authorities
mentioned under paragraphs 1(b) and 3(b)
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Order in a similar domestic case without
validation. The issuing authority shall
seek validation ex-post without undue
delay, at the latest within 48 hours.
Where such ex-post validation is not
granted the issuing authority shall
withdraw the Order immediately and
shall, in accordance with its national law,
cither delete any data that was obtained
or ensure that the data are not used as
evidence.

may exceptionally issue the respective
Order for subscriber data and, data
requested for the sole purpose of
identifying the user as defined in Article 2
(8), without prior validation, where the
validation cannot be obtained in time and
where these authorities could issue the
Order in a similar domestic case without
prior validation. The issuing authority shall
seek validation ex-post without undue
delay, at the latest within 48 hours. Where
such ex-post validation is not granted, the
issuing authority shall withdraw the Order
immediately and shall delete any data that
was obtained.

Article 4(6)
175 6. Each Member State may designate one | Provisional agreement 6th trilogue
or more central authority responsible for | 14/06/2022:
the administrative transmission of
Certificates, Orders and notifications, 6. Each Member State may designate one
the receipt of data and notifications as or more central authorities responsible
well as transmission of other official for the administrative transmission of
correspondence relating to the Certificates, Orders and notifications, the
Certificates or Orders. receipt of data and notifications as well
as transmission of other official
correspondence relating to the
Certificates or Orders.
Article 5
176 Article 5
Conditions for issuing a European
Production Order
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 5(1)

177

1. An issuing authority may only issue a
European Production Order where the
conditions set out in this Article are
fulfilled.

Article 5(2)

178

2. The European Production Order shall be
necessary and proportionate for the
purpose of the proceedings referred to in
Article 3 (2) and may only be issued if a
similar measure would be available for the
same criminal offence in a comparable
domestic situation in the issuing State.

2. The European Production Order shall be
necessary and proportionate for the purpose
of the proceedings referred to in Article 3
(2), taking into account the rights of the
person concerned. It may only be issued if
it could have been ordered under the same
conditions in a similar domestic case
where there are sufficient reasons to
believe that a crime has been committed,
where it is grave enough to justify the
cross-border production of the data and
where the requested information is
relevant for the investigation. It shall be
limited to data of specific persons with a
direct link to the specific proceedings
referred to in Article 3(2).

2. The European Production Order shall be
necessary and proportionate for the purpose
of the proceedings referred to in Article 3
(2) and may only be issued if a similar
measure would be available for the same
criminal offence in a comparable domestic
situation in the issuing State.

Provisional agreement 6th trilogue
14/06/2022:

2. The European Production Order shall be
necessary and proportionate for the purpose
of the proceedings referred to in Article 3
(2) taking into account the rights of the
suspected or accused person. It may only
be issued if it could have been ordered
under the same conditions in a similar
domestic case.

+ Presidency proposal 11/06/2022 for
recital 29, line 53

Article 5(3)

179

3. European Production Orders to produce
subscriber data or access data may be
issued for all criminal offences.

3. A European Production Order for
obtaining subscriber data or IP addresses
for the sole purpose of determining the
identity of specific persons with a direct
link to the specific proceedings referred to
in Article 3(2) may be issued for all
criminal offences.

3. European Production Orders to produce
subscriber data or access data may be
issued for all criminal offences and for the
execution of a custodial sentence or a
detention order of at least 4 months.

Rapporteur proposal 07/06/2022:

3. European Production Orders to produce
subscriber data or data requested for the
sole purpose of identifying the user as
defined in Article 2 (8) may be issued for
all criminal offences [and for the
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

execution of a custodial sentence or a
detention order of at least 4 months].

Article 5(4)

180

4. European Production Orders to produce
transactional data or content data may only
be issued

4. A European Production Order to produce
traffic data or content data may only be
issued for criminal offences punishable in
the issuing State by a custodial sentence of
a maximum of at least 3 years.

4. European Production Orders to produce
transactional data or content data may only
be issued

Provisional agreement 6th trilogue
14/06/2022 as amended by the technical
level 18/11/2022:

4. European Production Orders to produce
traffic data, except for data requested for
the sole purpose of identifying the user as
defined in Article 2 (8), or content data
shall only be issued

Article 5(4), point a

181 a) for criminal offences punishable in the a-forerminalotfencespunishableinthe a) for criminal offences punishable in the Provisional agreement 6th trilogue
issuing State by a custodial sentence of a issuing-State-by-a-custodial-sentence-ofa issuing State by a custodial sentence of a 14/06/2022:
maximum of at least 3 years, or maxtmum-of at-least 3—years;-or maximum of at least 3 years, or
a) for criminal offences punishable in the
issuing State by a custodial sentence of a
maximum of at least 3 years, or
Article 5(4), point b
182 b) for the following offences, if they are b)for-the following offencesif theyare b) for the following offences, if they are Provisional agreement 6th trilogue
wholly or partly committed by means of an | whelly-erpartlycommitted-by-means-oefan | wholly or partly committed by means of an | 14/06/2022:
information system: informationsystent: information system:
b) for the following offences, if they are
wholly or partly committed by means of an
information system:
Article 5(4), point b, paragraph 1
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183 - offences as defined in Articles 3,4 and 5
of the Council Framework Decision

2001/413/JHA?;

22 Council Framework Decision
2001/413/JHA of 28 May 2001 combating
fraud and counterfeiting of non-cash means
of payment (OJ L 149, 2.6.2001, p. 1).

- offences as defined in Articles 3,4 and 5
of the Council Framework Decision
2001/413/JTHA”?;

22 Council Framework Decision
2001/413/JHA of 28 May 2001 combating
fraud and counterfeiting of non-cash means
of payment (OJ L 149, 2.6.2001, p. 1).

Provisional agreement 6th trilogue
14/06/2022:

- offences as defined in Articles 3,4, 5, 6, 7
and 8 of the Directive (EU) 2019/713 of
the European Parliament and of the
Council.

Article 5(4), point b, paragraph 2

184 - offences as defined in Articles 3 to 7 of
Directive 2011/93/EU of the European

Parliament and of the Council?;

2 Directive 2011/93/EU of the European
Parliament and of the Council of 13
December 2011 on combating the sexual
abuse and sexual exploitation of children
and child pornography, and replacing
Council Framework Decision
2004/68/JHA (OJ L 335, 17.12.2011, p. 1).

- offences as defined in Articles 3 to 7 of
Directive 2011/93/EU of the European
Parliament and of the Council®’;

2 Directive 2011/93/EU of the European
Parliament and of the Council of 13
December 2011 on combating the sexual
abuse and sexual exploitation of children
and child pornography, and replacing
Council Framework Decision 2004/68/JHA
(OJ L 335,17.12.2011, p. 1).

Provisional agreement 6th trilogue
14/06/2022:

- offences as defined in Articles 3 to 7 of
Directive 2011/93/EU of the European
Parliament and of the Council??;

2 Directive 2011/93/EU of the European
Parliament and of the Council of 13
December 2011 on combating the sexual
abuse and sexual exploitation of children
and child pornography, and replacing
Council Framework Decision 2004/68/JHA
(OJ L 335,17.12.2011, p. 1).

Article 5(4), point b, paragraph 3

185 - offences as defined in Articles 3 to 8 of —offencesas-defined-inArticles 3-to-8-of - offences as defined in Articles 3 to 8 of Provisional agreement 6th trilogue
Directive 2013/40/EU, of the European Direetive 2013/40/EU -of the European Directive 2013/40/EU, of the European 14/06/2022:
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Parliament and of the Council; Parliament-and-of the Couneil; Parliament and of the Council; - offences as defined in Articles 3 to 8 of
Directive 2013/40/EU, of the European
Parliament and of the Council;
Article 5(4), point c
186 c) for criminal offences as defined in e)-foreriminal-offencesas-defined-in ¢) for criminal offences as defined in Provisional agreement 6th trilogue
Article 3 to 12 and 14 of Directive (EU) Artiele 3to 12 nnd-Hof BireetivetELS Article 3 to 12 and 14 of Directive (EU) 14/06/2022:
2017/541 of the European Parliament and 2017/541-of the EuropeanParliament-and 2017/541 of the European Parliament and
of the Council?*. ofthe Couneil®®: of the Council?*. ¢) for criminal offences as defined in
Article 3 to 12 and 14 of Directive (EU)
2017/541 of the European Parliament and
of the Council?*.
24 Directive (EU) 2017/541 of the *Directive (EU)-2017/541 of the European | ! Directive (EU) 2017/541 of the European
European Parliament and of the Council of | Parliamentand-efthe-Counetlof15-Mareh | Parliament and of the Council of 15 March
15 March 2017 on combating terrorism 2017-on-combating terrorism-andreplacing | 2017 on combating terrorism and replacing
and replacing Council Framework Covnet-FrameworkDeetsion Council Framework Decision 24 Directive (EU) 2017/541 of the European
Decision 2002/475/JHA and amending 2002/475JHA-and-amending-Couneil 2002/475/JHA and amending Council Parliament and of the Council of 15 March
Council Decision 2005/671/JHA (OJ L 88, | Deeision2005/67HIHA(OI-88; Decision 2005/671/JHA (OJ L 88, 2017 on combating terrorism and replacing
31.3.2017, p. 6). 3H3204p-6)- 31.3.2017, p. 6). Council Framework Decision

2002/475/JHA and amending Council
Decision 2005/671/JHA (OJ L 88,
31.3.2017, p. 6).

Article 5(4), point d

187 d) for the execution of a custodial Presidency proposal 03/06/2022:
sentence or a detention order of at least
four months imposed for criminal d) for the execution of a custodial sentence
offences pursuant to point (a), (b) and (¢) | or a detention order of at least four months
of this paragraph; imposed for criminal offences pursuant to
point (a), (b) and (c) of this paragraph;
Article 5(4a)
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EP mandate

4a. European Production Orders to
produce traffic data or content data may
also be issued for the following offences:

Council Mandate

Draft agreement

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 5(4a), point a

189

(a) for the following offences if they are
wholly or partly committed by means of an
information system,

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 5(4a), point a, line 1

190

—offences as defined in Articles 3, 4 and 5
of the Council Framework Decision
2001/413/JHA;

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 5(4a), point a, line 2

191

— offences as defined in Articles 3 to 8 of
Directive 2013/40/EU;

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 5(4a), point b

192

(b) for criminal offences as defined in
Article 3 to 12 and 14 of Directive (EU)
2017/541;

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 5(4a), point ba
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193 (ba) for criminal offences as defined in Provisional agreement 7th trilogue
Articles 3 to 7 of Directive 2011/93/EU; 28/06/2022:
[DELETED)]
Article 5(5)
194 5. The European Production Order shall 5. The European Production Order shall 5. The European Production Order shall Provisional agreement 7th trilogue
include the following information: include the following information: include the following information: 28/06/2022:
5. The European Production Order shall
include the following information:
Article 5(5), point a
195 a) the issuing and, where applicable, the a) the issuing and, where applicable, the a) the issuing and, where applicable, the Provisional written political agreement
validating authority; validating authority; for traffic and content | validating authority; 13/07/2022:
data and where the issuing State is subject
to a procedure referred to in Article 7(1) a) the issuing and, where applicable, the
or 7(2) of the Treaty on European Union, validating authority;
information on the special procedure as
referred to in Article 9 (2a) of this
Regulation;
Article 5(5), point b
196 b) the addressee of the European
Production Order as referred to in Article
7;
Article 5(5), point c
197 c) the persons whose data is being c) the individually identifiable persons, or | c) the user, except where the sole purpose | Provisional agreement 7th trilogue
requested, except where the sole purpose where the sole purpose of the order is to of the order is to identify the user, or any | 28/06/2022:
of the order is to identify a person; identify a person, any other unique other unique identifier such as user
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identifier such as user name or Login ID,;

name, ID or account name to determine
the data that are being sought, persens

gz | f or 'fl o
person:

c) the user, except where the sole purpose
of the order is to identify the user, or any
other unique identifier such as user
name, login ID or account name to
determine the data that are being sought;

Article 5(5), point d

198 d) the requested data category (subscriber
data, access data, transactional data or

content data);

d) the requested data category (subscriber
data, traffic data or content data);

d) the requested data category (subscriber
data, access data, transactional data or
content data);

Provisional agreement 7th trilogue
28/06/2022:

d) the requested data category as defined
in Article 2 paragraphs 7 to 10 ;

Article 5(5), point e

199 e) if applicable, the time range requested to

be produced;

e) the time range requested to be produced,
tailored as narrowly as possible;

e) if applicable, the time range requested to
be produced;

Provisional agreement 7th trilogue
28/06/2022:

e) if applicable, the time range requested
to be produced;

Article 5(5), point f

200 f) the applicable provisions of the criminal

law of the issuing State;

Article 5(5), point g

201 2) in case of emergency or request for g) in case of emergency, the duly justified | g) in case of emergency or request for Presidency proposal 24/06/2022:
earlier disclosure, the reasons for it; reasons for it; earlier disclosure, the reasons for it;
2) in case of emergency, the duly justified
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reasons for it.

Article 5(5), point h

202 h) in cases where the data sought is stored | h)-in-eases-where-the-datasoughtis-stored h) in cases where the data sought is stored Provisional agreement 7th trilogue
or processed as part of an infrastructure orprocessed-as-partolan-infrastrueture or processed as part of an infrastructure 28/06/2022:
provided by a service provider to a provided-by-a-serviceprovidertoa provided by a service provider to a
company or another entity other than company-or-anotherentity otherthan company or another entity other than h) in cases where the European Production
natural persons, a confirmation that the natural persons;-a-confirmation-that the natural persons, a confirmation that the Order is directly addressed to the service
Order is made in accordance with Order-is-made-in-aceordanece-with Order is made in accordance with provider, processing the data on behalf of
paragraph 6; paragraph6: paragraph 6; the data controller, a confirmation that the

Order is made in accordance with paragraph
6;

Article 5(5)

, point i

203

i) the grounds for the necessity and
proportionality of the measure.

i) the grounds for the necessity and
proportionality of the measure, taking due
account of the impact of the measure on
the fundamental rights of the specific
persons whose data is sought and the
seriousness of the offence.

i) the grounds for the necessity and
proportionality of the measure.

Provisional agreement 7th trilogue
28/06/2022:

i) the grounds for the necessity and
proportionality of the measure in

application of Article 5(2)

Provisional written political agreement
13/07/2022:

Jj) a summary description of the case.

Article 5(6)

204 6. In cases where the data sought is stored | é—-Jnr-eases-where-the-datasoughtis-stored 6. In cases where the data sought is stored Provisional written political agreement
or processed as part of an infrastructure or-processed-as-part-of-an-infrastructure or processed as part of an infrastructure 13/07/2022 + agreement at inter-
provided by a service provider to a provided-by-a-service-providerto-a provided by a service provider to a institutional technical level 27/09/2022 as
company or another entity other than company-er-anothercntity-other-than company or another entity other than amended by technical level 05/10/2022:
natural persons, the European Production natural persons;-the EuropeanProduetion natural persons, the European Production
Order may only be addressed to the service | Ordermay-onlybe-addressedtotheservice | Order may only be addressed to the service | 6. European Production Orders shall be
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Commission Proposal

provider where investigatory measures
addressed to the company or the entity are
not appropriate, in particular because they

EP mandate

Council Mandate

provider where investigatory measures
addressed to the company or the entity are
not appropriate, in particular because they

Draft agreement

might jeopardise the investigation. mightjeopardisethetnvestivation: might jeopardise the investigation.
the case fil.
short justification shall also be added in
the Certificate.
Article 5(6a)
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6a. A European Production Order to
produce data stored or processed as part
of an infrastructure provided by a
service provider to a public authority
may only be issued if the public
authority for which the data is stored or
processed is in the issuing State.

Draft agreement
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Article 5(7), paragraph 1

206

7. If the issuing authority has reasons to
believe that, transactional or content data
requested is protected by immunities and
privileges granted under the law of the
Member State where the service provider is
addressed, or its disclosure may impact
fundamental interests of that Member State
such as national security and defence, the
issuing authority has to seek clarification
before issuing the European Production
Order, including by consulting the
competent authorities of the Member State
concerned, either directly or via Eurojust
or the European Judicial Network. If the
issuing authority finds that the requested
access, transactional or content data is
protected by such immunities and
privileges or its disclosure would impact
fundamental interests of the other Member
State, it shall not issue the European
Production Order.

7. If the issuing authority has reasons to
believe that data requested is protected by
immunities and privileges granted under
the law of the Member State where the
service provider is addressed or under the
law of the Member State where the person
whose data is sought resides or is bound
by an obligation of professional secrecy or
lawyer-client privilege, or its disclosure
may impact fundamental interests of that
Member State such as national security and
defence, the issuing authority shall seek
clarification before issuing the European
Production Order, including by consulting
the competent authorities of the Member
State concerned, either directly or via
Eurojust or the European Judicial Network
in criminal matters. Where the issuing
authority finds that the requested data is
protected by such immunities and
privileges or its disclosure would impact
fundamental interests of the other Member
State, the issuing authority shall not issue
the European Production Order.

7.4 In cases where the Order concerns
transactional data and where the issuing
authority has reasens-reasonable grounds
to believe that transactional-or-content

Rapporteur proposal 14/10/2022 as
amended by technical level 08/11/2022
with Presidency proposal 17/11/2022:

7. If the issuing authority has reasons to
believe that traffic data, except for data
requested for the sole purpose of
identifying the user as defined in Article 2
(8), or content data requested is protected
by immunities and privileges granted under
the law of the Member State where the
service provider is addressed, or it is
subject in that Member State to rules on
determination and limitation of criminal
liability relating to freedom of press and
freedom of expression in other media or its
disclosure may impact fundamental
interests of that Member State such as
national security and defence, the issuing
authority may seek clarification before
issuing the European Production Order,
including by consulting the competent
authorities of the Member State concerned,
either directly or via Eurojust or the
European Judicial Network. Where the
issuing authority finds that the requested
traffic data, except for data requested for
the sole purpose of identifying the user as
defined in Article 2 (8), or content data is
protected by such immunities and privileges
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or rules on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in other
media or its disclosure would impact
fundamental interests of the other Member
State, the issuing authority shall not issue
the European Production Order.

Article 5(7), paragraph 1, point a

207 a) the person whose data are sought is Provisional agreement 7th trilogue
not residing on the territory of the 28/06/2022:
issuing State, and
[DELETE]
Article 5(7), paragraph 1, point b
208 b) the data requested is protected by Provisional agreement 7th trilogue

immunities and privileges granted under 28/06/2022:
the law of the Member-State-where-the
service-provideris-addressed enforcing [DELETE]
State or it is subject in that Member State
to rules on determination and limitation
of criminal liability relating to freedom
of press and freedom of expression in
other media its disclosure may impact
fundamental interests of theatMember
enforcing State such as national security
and defence,

Article 5(7), paragraph 2

209 the issuing authority has to shall seek Provisional agreement 7th trilogue
clarification on the circumstances 28/06/2022:

referred to in point b) before issuing the
European Production Order, including by
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Council Mandate

consulting the competent authorities of the
Member enforcing State concerned, either
directly or via Eurojust or the European
Judicial Network. If the issuing authority
finds that the requested access,
transactional or content data is are
protected by such immunities and
privileges or rules on determination and
limitation of criminal liability relating to
freedom of press and freedom of
expression in other media or its disclosure
would impact fundamental interests of the
other Member State such as national
security and defence, it shall take these
circumstances into account in the same
way as if they were provided for under
its national law and it shall not issue or
shall adapt the European Production Order
where necessary to give effect to these
grounds.

Draft agreement

[DELETE]

8. Where the power to waive the
privilege or immunity lies with an
authority of the enforcing State, the
issuing authority may request the
enforcing authority to contact the
competent authority to request it to
exercise its power forthwith. Where
power to waive the privilege or
immunity lies with an authority of
another Member State or a third
country or with an international
organisation, the issuing authority may
request the authority concerned to

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]
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exercise that power.
Article 6
211 Article 6
Conditions for issuing a European
Preservation Order
Article 6(1)
212 1. An issuing authority may only issue a 1. An issuing authority may only issue a 1. An issuing authority may only issue a Provisional agreement 7th trilogue
European Preservation Order where the European Preservation Order where the European Preservation Order where the 28/06/2022:
conditions set out in this Article are conditions set out in this Article are conditions set out in this Article are
fulfilled. fulfilled. fulfilled. Article S (6a) shall apply 1. An issuing authority may only issue a
mutatis mutandis. European Preservation Order where the
conditions set out in this Article are
fulfilled. Article 5 paragraph 6b shall
apply mutatis mutandis.
Article 6(2)
213 2. It may be issued where necessary and 2. It may be issued where necessary and 2. It may be issued where necessary and Provisional agreement 6th trilogue
proportionate to prevent the removal, proportionate to prevent the removal, proportionate to prevent the removal, 14/06/2022:
deletion or alteration of data in view of a deletion or alteration of data in view of a deletion or alteration of data in view of a
subsequent request for production of this subsequent request for production of this subsequent request for production of this 2. It may be issued provided it is necessary
data via mutual legal assistance, a data via mutual legal assistance, a data via mutual legal assistance, a and proportionate to prevent the removal,
European Investigation Order or a European Investigation Order or a European Investigation Order or a deletion or alteration of data in view of a
European Production Order. European European Production Order, taking into European Production Order. European subsequent request for production of this
Preservation Orders to preserve data may account the rights of the person Preservation Orders to preserve data may data via mutual legal assistance, a European
be issued for all criminal offences. concerned. European Preservation Orders be issued for all criminal offences and for | Investigation Order or a European
to preserve data may be issued for all the execution of a custodial sentence or a | Production Order, taking into account the
criminal offences, if it could have been detention order of at least 4 months. rights of the suspected or accused person.
ordered under the same conditions in a European Preservation Orders to preserve
similar domestic case in the issuing State, data may be issued for all criminal
where there are sufficient reasons to offences, provided that it could have been
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believe that a crime has been committed,
where it is grave enough to justify the
cross-border preservation of the data and
where the requested information is
relevant for that investigation. It shall be
limited to data of specific persons with a
direct link to the specific proceedings
referred to in Article 3(2).

ordered under the same conditions in a
similar domestic case, [ and for the
execution of a custodial sentence or a
detention order of at least 4 months].

+ Presidency proposal 11/06/2022 for
recital 36, line 70

Article 6(3)

214

3. The European Preservation Order shall
include the following information:

Article 6(3)

, point a

215

a) the issuing and, where applicable, the
validating authority;

Article 6(3)

, point b

216

b) the addressee of the European
Preservation Order as referred to in Article
7

Article 6(3)

, point c

217

¢) the persons whose data shall be
preserved, except where the sole purpose
of the order is to identify a person;

c) the individually identifiable persons
whose data shall be preserved, or, where
the sole purpose of the order is to identify a
person, any other unique identifier such as
user name or Login ID;

c) the persons—whese-data-isbeing
requested user, except where the sole
purpose of the order is to identify a-persen
the user, or any other unique identifier
such as user name, ID or account name
to determine the data that are being
sought;

Provisional agreement 7th trilogue
28/06/2022:

c) the user, except where the sole purpose
of the order is to identify the user, or any
other unique identifier such as user name,
login ID or account name to determine the
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data that are sought.

Article 6(3), point d

218

d) the data category to be preserved
(subscriber data, access data, transactional
data or content data);

d) the data category to be preserved
(subscriber data, traffic data or content
data);

d) the data category to be preserved
(subscriber data, access data, transactional
data or content data);

Provisional agreement 7th trilogue
28/06/2022:

d) the requested data category as defined
in Article 2 paragraphs 7 to 10;

Article 6(3), point e

219

e) if applicable, the time range requested to
be preserved;

e) the time range requested to be preserved,
tailored as narrowly as possible;

e) if applicable, the time range requested to
be preserved;

Provisional agreement 7th trilogue
28/06/2022:

e) if applicable, the time range requested
to be preserved;

Article 6(3), point f

220

f) the applicable provisions of the criminal
law of the issuing State;

Article 6(3), point g

221

g) the grounds for the necessity and
proportionality of the measure.

g) the grounds for the necessity and
proportionality of the measure, taking due
account of the impact of the measure on
the fundamental rights of the specific
persons whose data is sought and the
seriousness of the offence.

g) the grounds for the necessity and
proportionality of the measure.

Provisional agreement 7th trilogue
28/06/2022 as amended by technical level
08/11/2022:

g) the grounds for the necessity and
proportionality of the measure in
application of Article 6(2).

Article 6(3a)
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222 3a. If the issuing authority has reasons to
believe that data requested is protected by
immunities and privileges granted under
the law of the Member State where the
service provider is addressed, or its
Ppreservation may impact fundamental
interests of that Member State such as
national security and defence, the issuing
authority shall seek clarification before
issuing the European Preservation Order,
including by consulting the competent
authorities of the Member State
concerned, either directly or via Eurojust
or the European Judicial Network in
criminal matters. Where the issuing
authority finds that the requested data is
protected by such immunities and
privileges or its preservation would impact
fundamental interests of the other
Member State, the issuing authority shall
not issue the European Preservation

Order.
Article 6a
223 Article 6a Provisional agreement 7th trilogue
28/06/2022:
Legal representative
[DELETE]
Article 6a(1)
224 1. Service providers, offering services in Provisional agreement 7th trilogue
the Member States bound by this 28/06/2022:
Regulation, but not established in the
Union, shall designate one legal
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representative for receipt of, compliance
with and enforcement of European
Production Orders and European
Preservation Orders issued by the
competent authorities of the Member
States, for the purpose of gathering
electronic information in criminal
proceedings. The legal representative shall
be established in one of the Member States
(bound by this Regulation) where the
service provider offers its services.

[DELETE]

Article 6a(2)

225 2. Service providers, offering services in Provisional agreement 7th trilogue
the Member States bound by this 28/06/2022:

Regulation, but established in a Member
State not bound by this Regulation, shall [DELETE]
designate one legal representative for
receipt of, compliance with and
enforcement of European Production
Orders and European Preservation Orders
issued by the competent authorities of the
Member States, for the purpose of
gathering electronic information in
criminal proceedings. The legal
representative shall be established in one
of the Member States (bound by this
Regulation) where the service provider
offers its services.

Article 6a(3)

226 3. Service providers which are part of a Provisional agreement 7th trilogue
group shall be allowed to collectively 28/06/2022:
designate one legal representative.
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

[DELETE]
Article 6a(4)
227 4. The legal representative shall be Provisional agreement 7th trilogue
entrusted with the receipt, compliance and 28/06/2022:
enforcement of those decisions and orders
on behalf of the service provider [DELETE]
concerned.
Article 6a(5)
228 5. Upon designation of the legal Provisional agreement 7th trilogue
representative, service providers shall 28/06/2022:
notify in writing that Member State where
their legal representative is established. [DELETE]
The notification shall contain the
designation and contact details of its legal
representative as well as any changes
thereof.
Article 6a(6)
229 6. The notification shall specify the Provisional agreement 7th trilogue
official language(s) of the Union, as 28/06/2022:
referred to in Regulation 1/58, in which
the legal representative can be addressed. [DELETE|
This shall include, at least, one of the
languages accepted by the Member State
where the legal representative is
established.
Article 6a(7)
230 7. Information, notified to Member States Provisional agreement 7th trilogue
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Commission Proposal

EP mandate

in accordance with this Article, shall be
made available on a dedicated internet
page of the European Judicial Network in
criminal matters. Such information shall
be regularly updated.

Council Mandate

Draft agreement

28/06/2022:

[DELETE]

Article 6a

(8)

231

8. Member States shall ensure that the
designated legal representative can be
held liable for non-compliance with
obligations under this Regulation when
receiving decisions and orders, without
prejudice to the liability and legal actions
that could be initiated against the service
provider.

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 6a

(9)

232

9. Member States shall lay down rules on
sanctions applicable to infringements
pursuant to this Article and shall take all
measures necessary to ensure that they
are implemented. The sanctions provided
for shall be effective, proportionate and
dissuasive.

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 7

233

Article 7

Addressee of a European Production
Order and a European Preservation Order

Article 7(1)
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Commission Proposal

1. The European Production Order and the
European Preservation Order shall be
addressed directly to a legal representative
designated by the service provider for the
purpose of gathering evidence in criminal
proceedings.

EP mandate

1. For the purpose of gathering electronic
information in criminal proceedings, the
European Production Order and the
European Preservation Order shall be
addressed directly and simultaneously:

Council Mandate

1. The European Production Order and the
European Preservation Order shall be
addressed directly to a legal representative
designated by the service provider for the
purpose of gathering evidence in criminal
proceedings.

Draft agreement

Provisional agreement 7th trilogue
28/06/2022:

1. The European Production Order and the
European Preservation Order shall be
addressed directly to the designated
establishment or to the legal representative
designated by the service provider pursuant
to Directive XXXX/XXX.

Article 7(1), point a

235

a) to the main establishment of the service
provider, or, where applicable, its legal
representative in the executing State
designated by the service provider for the
purpose of gathering evidence in criminal
proceedings; and

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 7(1), point b

236 b) to the executing authority. Provisional agreement 7th trilogue
28/06/2022:
[DELETE]
Article 7(1a)
237 la. Member States shall ensure that any Provisional agreement 7th trilogue
service provider established on their 28/06/2022:
territory notifies that Member State in
writing of where its main establishment is. [DELETE]
The notification shall contain the contact
14811/22 MC/sl 156
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

details, as well as any changes thereof.
Article 7(1b)
238 1b. Information, notified to Member Provisional agreement 7th trilogue
States in accordance with paragraph la, 28/06/2022:
shall be made available on a dedicated
internet page of the European Judicial [DELETE]
Network in criminal matters. Such
information shall be regularly updated.
Article 7(2)
239 2. If no dedicated legal representative has 21 no-dedicatedlegal representative-has 2. If no dedieated legal representative has Provisional agreement 7th trilogue
been appointed, the European Production beenappeinted;-the EvropeanProduction been appointed, the European Production 28/06/2022:
Order and the European Preservation Order | Order-and-the EuropeanPreservation-Order | Order and the European Preservation Order
may be addressed to any establishment of | may-be-addressed-to-any-establishment-of may be addressed to any establishment of [DELETE]
the service provider in the Union. the-service-providerinthe Union: the service provider in the Union.
Article 7(3)
240 3. Where the legal representative does not | 3-—Where-thelegalrepresentative-doesnot 3. Where the legal representative does not Provisional agreement 7th trilogue
comply with an EPOC in an emergency comphowithan-ERPOCnan-emergeney comply with an EPOC in an emergency 28/06/2022 as amended by technical level
case pursuant to Article 9(2), the EPOC case-pursuantto-Article 92)-the EPOC case pursuant to Article 9(2), the European | 08/11/2022:
may be addressed to any establishment of | may-be-addressed-to-any-establishmentof Production OrderEROC may be
the service provider in the Union. the-service-providerinthe Union- addressed to any establishment of the 2. Exceptionally, in emergency cases as
service provider in the Union. defined in Article 2(15), where the
designated establishment or the legal
representative of a service provider does
not react to the EPOC within the deadlines,
the EPOC may be addressed to any other
establishment or legal representative of the
service provider in the Union.
Article 7(4)
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

241 4. Where the legal representative does not | 4—Where-the legalrepresentative-doesnot 4. Where the legal representative does not Provisional agreement 7th trilogue
comply with its obligations under Articles | eemply-with-its-ebligations-underArtieles comply with its obligations under Articles 28/06/2022:
9 or 10 and the issuing authority considers | 9-er10-and-theissuingauthorityconsiders | 9 or 10 and the issuing authority considers
that there is a serious risk of loss of data, thattherets-a-sertousrisk-efloss-ef datas that there is a serious risk of loss of data, [DELETE]
the European Production Order or the the EurepeanProduetionOrderor-the the European Production Order or the
European Preservation Order may be EurepeanPreservation Ordermay-be European Preservation Order may be
addressed to any establishment of the addressed-to-any-establishmentof the addressed to any establishment of the
service provider in the Union. service-providerinthe Union- service provider in the Union.
Article 7a (Council Mandate)
242 Article 7a Agreement at technical level 10/10/2022:
Notification Article 7a
Notification
Article 7a(1)
243 1. In cases where the European Provisional written political agreement
Production Order concerns content data, | 13/07/2022 as amended by technical level
and the issuing authority has reasonable | 08/11/2022;
grounds to believe that the person whose
data are sought is not residing on its own | 1. Where a European Production Order is
territory, the issuing authority shall issued for the production of traffic data,
submit a copy of the EPOC to the except for data requested for the sole
competent authority of the enforcing purpose of identifying the user as defined in
State at the same time the EPOC is Article 2(8) and of content data, the issuing
submitted to the addressee in accordance | authority shall notify the competent
with Article 7. authority of the enforcing State by
transmitting the EPOC to that authority at
the same time as the EPOC is transmitted to
the addressee in accordance with Article 7
and 8(3).
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 7a(2)

244

2. The notified authority may as soon as
possible inform the issuing authority of
any circumstances pursuant to Article 5
(7) (b) and shail endeavour to do so
within 10 days. The issuing authority
shall take these circumstances into
account in the same way as if they were
provided for under its national law and
shall withdraw or adapt the Order
where necessary to give effect to these
grounds if the data were not provided
yet. In case of withdrawal the issuing
authority shall immediately inform the
addressee.

Presidency proposal 20/06/2022 :

2. Paragraph 1 of this Article does not apply
if, at the time of issuing the Order, there are
reasonable grounds to believe that :

- (a) the offence has been committed, is
being committed or is likely to be
committed in the issuing State, and;

- (b) the person whose data are sought
resides in the issuing State.

Article 7a(3)

245

3. Where power to waive the privilege or
immunity lies with an authority of the
enforcing State, the issuing authority
may request the notified authority to
contact the competent authority to

request it to exercise its power forthwith.

Where power to waive the privilege or
immunity lies with an authority of
another Member State or a third
country or with an international
organisation, the issuing authority may
request the authority concerned to
exercise that power.

Provisional written political agreement
13/07/2022 as amended by technical level
08/11/2022:

3. When transmitting the EPOC referred to
in paragraph | to the competent authority of
the enforcing State, the issuing authority
shall add any additional information that
may be needed for the evaluation of the
possibility to raise a ground for refusal.

Article 7a(4)
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Commission Proposal

EP mandate

Council Mandate

4. The notification shall not have
suspensive effect on the obligations of the
addressee under this Regulation.

Draft agreement

Rapporteur proposal 29/06/2022:

4. The notification shall have a suspensive
effect on the obligations of the addressee as
outlined in Article 9 except for emergency
cases defined in Article 2(15) of this
Regulation.

Article 7a (EP mandate)

247

Article 7a

Common European exchange system

Provisional agreement 6th trilogue
14/06/2022:

[Provisional agreement on the objective of
a common EU platform to exchange the
electronic evidence gathered. Drafting and
exact localisation of the provisions to be
discussed at technical level]

Presidency proposal 24/06/2022 :

[Written communications between
competent authorities and services
providers under this Regulation, including
the exchange of forms established by this
Regulation, shall be carried out through a
secure and reliable decentralised IT system
when this system will be implemented at
the latest three years after the entry into
force of this Regulation.

In order to set up such a system, its
technical specifications, legal effects and
costs must be carefully assessed].
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Commission Proposal EP mandate Council Mandate Draft agreement

Article 7a(1)

248 1. By ... [date of application of this
Regulation] the Commission shall
establish a common European exchange
system with secure channels for the
handling of authorised cross-border
communication, authentication and
transmission of the Orders and of the
requested data between the competent
authorities and service providers. The
competent authorities and service
providers shall use this system for the
purpose of this Regulation.

Article 7a(2)

249 2. The Commission shall ensure that the
system guarantees an effective, reliable
and smooth exchange of the relevant
information and a high level of security,
confidentiality and integrity as well as the
necessary protection of privacy and
personal data in line with Regulation
(EU) 2018/1725, Regulation (EU)
2016/679, Directive (EU) 2016/680, and
Directive (EC) 2002/58. To this end, open
and commonly used state-of-the-art
electronic signature and encryption
technology shall be applied.
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 7a(3)

250 3. Where service providers or Member
States have already established dedicated
systems or other secure channels for the
handling of requests for data for law
enforcement purposes, it shall be possible
to interconnect such systems or channels
with this common European exchange
system.
Article 8
251 Article 8
European Production and Preservation
Order Certificate
Article 8(1)
252 1. A European Production or Preservation 1. A European Production or Preservation 1. A European Production or Preservation Provisional agreement at technical level
Order shall be transmitted to the addressee | Order shall be transmitted to the addressees | Order shall be transmitted to the addressee | 18/11/2022:
as defined in Article 7 through a European | as defined in Article 7 via the system as as defined in Article 7 through a European
Production Order Certificate (EPOC) or a defined in Article 7a through a European Production Order Certificate (EPOC) or a 1. A European Production or Preservation
European Preservation Order Certificate Production Order Certificate (EPOC) or a European Preservation Order Certificate Order shall be transmitted to the addressee
(EPOC-PR). European Preservation Order Certificate (EPOC-PR). as defined in Article 7 through a European
(EPOC-PR). Production Order Certificate (EPOC) or a
The issuing or validating authority shall The issuing or validating authority shall European Preservation Order Certificate
complete the EPOC set out in Annex I or The issuing or validating authority shall complete the EPOC set out in Annex I or (EPOC-PR).
the EPOC-PR set out in Annex I, shall complete the EPOC set out in Annex I or the EPOC-PR set out in Annex 11, shall
sign it and shall certify its content as being | the EPOC-PR set out in Annex 11, shall sign it and shall certify its content as being | The issuing or validating authority shall
accurate and correct. sign it and shall certify its content as being | accurate and correct. complete the EPOC set out in Annex I or
accurate and correct. the EPOC-PR set out in Annex II, shall sign
it and shall certify its content as being
accurate and correct.
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 8(2)
253 (211rZ<}:l§3Ftl; gl(sjrr?irt::s fjgg_g;i;aizzble 2. The EPOC or the EPOC-PR shall be 2. The EPOC or the EPOC-PR shall be Provisionally agreed at the technical level
. . directly transmitted via the system as direetly transmitted by or on behalf of the | 18/11/2022:
of producing a written record under . . ; N 3 ) .
conditions allowing the addressee to defined in Article 7a, allow.mg the issuing author'lty a%&me&&s—eap&bl%‘ b in a
establish its authenticity. addre;sees to produce a written r.ecord secure .and rell'able way allowing ef - [DELETED]
allowing the addressees to establish the
Where service providers, Member States or | authenticity of the Order and of the allowing the addressee to produce a
Union bodies have established dedicated issuing authority. written record and to establish its the
platforms or other secure channels for the authenticity of the Certificate.
handling of requests for data by law
enforcement and judicial authorities, the Where service providers, Member States or
issuing authority may also choose to Union bodies have established dedicated
transmit the Certificate via these channels. platforms or other secure channels for the
handling of requests for data by law
enforcement and judicial authorities, the
issuing authority may also choose to
transmit the Certificate via these channels.
Article 8(3)
254 3. The EPOC shall contain the information | 3. The EPOC shall contain all the 3. The EPOC shall contain the information | Provisional written political agreement
listed in Article 5(5) (a) to (h), including information listed in Article 5(5) (a) to (i), | listed in Article 5(5) (a) to (h), including 13/07/2022 as amended and provisionally
sufficient information to allow the including sufficient information to allow sufficient information to allow the agreed at the technical level 18/11/2022:
addressee to identify and contact the the addressees to identify and contact the addressee to identify and contact the
issuing authority. The grounds for the issuing authority, and information issuing authority. The grounds for the 2. The EPOC shall contain the information
necessity and proportionality of the regarding the means and technical necessity and proportionality of the listed in Article 5(5) (a) to (h), including
measure or further details about the interfaces it has at its disposal to receive measure or further details about the sufficient information to allow the
investigations shall not be included. the produced data, or where to find this investigations shall not be included. addressee to identify and contact the issuing
information. authority and the competent authority in the
enforcing State when necessary.
Where a notification is required, the
EPOC to the notified authority shall
contain the information listed in Article
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

5(5) (@) to (j).
Article 8(4)
255 4 The EPOC._PR ;hall contain the 4. The EPOC-PR shall contain all the 4 The EPOC._ g ;hall copgin the Provisional written political agreement
information listed in Article 6(3) (a) to (f), | . . . . information listed in Article 6(3) (a) to (f), ..
. . . . information listed in Article 6(3) (a) to (g), | . . . @ - 13/07/2022 as amended and provisionally
including sufficient information to allow . . S . including sufficient information to allow .
. . including sufficient information to allow ) . agreed at the technical level 18/11/2022:
the addressee to identify and contact the . . the addressee to identify and contact the
. . the addressees to identify and contact the . .
issuing authority. The grounds for the o . issuing authority. The grounds for the :
g Lo issuing authority. . N7 .. 3. The EPOC-PR shall contain the
necessity and proportionality of the necessity and proportionality of the : . ; .
. . information listed in Article 6(3) (a) to (%),
measure or further details about the measure or further details about the . . .. .
: L . . L . including sufficient information to allow the
investigations shall not be included. investigations shall not be included. ; ; .
addressee to identify and contact the issuing
authority.
Article 8(5)
256 5. Where needed, the EPOC or the EPOC- | 5. Where needed, the EPOC or the EPOC- | 5. Where needed, the EPOC or the EPOC- | Provisional written political agreement
PR shall be translated into an official PR shall be translated into an official PR shall be translated into an official 13/07/2022 as amended and provisionally
language of the Union accepted by the language of the executing State or in any language of the Union accepted by the agreed at the technical level 18/11/2022:
addressee. Where no language has been other language explicitly accepted by the addressee. Where no language has been
specified, the EPOC or the EPOC-PR shall | executing State in accordance with specified, the EPOC or the EPOC-PR shall | 4. Where needed, the EPOC or the EPOC-
be translated into one of the official paragraph 5a. be translated into one of the official PR shall be translated into an official
languages of the Member State where the languages of the Member State where the language of the Union accepted by the
legal representative resides or is legal representative resides or is addressee. Where no language has been
established. established. specified by the service provider, the EPOC
or the EPOC-PR shall be translated into one
of the official languages of the Member
State where the designated establishment
or the legal representative of the service
provider are located. Where a notification
is required, the EPOC to the notified
authority shall be translated into an
official language of the enforcing State or
into another official languages of the
Union accepted by that State.
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Commission Proposal

Article 8a

EP mandate

Council Mandate

Draft agreement

257

Article 8a

Execution of an EPOC for subscriber data

and IP addresses
for the sole purpose of identifying a
person

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 8a (1), paragraph 1

258

1. An EPOC for subscriber data and IP
addresses, for the sole purpose of
identifying a person, shall be addressed
directly and simultaneously:

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 8a (1), paragraph 1, point a

259

(a) to the main establishment of the
service provider or, where applicable,
where its legal representative is
established; and

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 8a (1), paragraph 1, point b

260

(b) to the executing authority.

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 8a (1), paragraph 2
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Commission Proposal

EP mandate

The simultaneous information of the
executing authority shall not have a
suspensive effect on the obligations of the
service provider as referred to in
paragraph 1.

Council Mandate

Draft agreement

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 8a(2)

262

2. Upon receipt of the EPOC for
subscriber data and IP addresses, for the
sole purpose of identifying a person, the
service provider shall ensure that the
requested data is transmitted directly to
the issuing authority, or the law
enforcement authorities as indicated in
the EPOC, as soon as possible and at the
latest within 10 days upon receipt of the
EPOC. When transmitting the requested
data, the service provider shall
simultaneously send a copy of the data
transferred for information to the
executing authority.

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 8a(3)

263

3. In emergency cases, the service
provider shall transmit the requested data
without undue delay, at the latest within
16 hours upon receipt of the EPOC. When
transmitting the requested data, the
service provider shall simultaneously
make the data available to the executing
authority for information.

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 8a(4)
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Commission Proposal

EP mandate

4. Where the executing authority decides
to invoke any of the grounds listed in
Article 10a (1), it shall act as soon as
possible and at the latest within the time
periods as referred to in paragraphs 1 or
2, and immediately inform the issuing
authority and the service provider of its
decision. The issuing authority shall erase
the data. Where the requested data has not
yet been transmitted to the issuing
authority, the addressed service provider
shall not transmit the data.

Council Mandate

Draft agreement

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 8a(5)

265

5. Where the EPOC is incomplete,
contains manifest errors, in form or
content, or does not contain sufficient
information to execute the EPOC, the
service provider shall inform the issuing
authority as well as the executing
authority referred to in the EPOC without
undue delay and ask for clarification or,
where necessary, correction from the
issuing authority, using the Form set out
in Annex III. The issuing authority shall
react expeditiously and within 5 days at
the latest. The deadlines set out in
paragraphs 1 and 2 shall not apply until
the clarification is provided. In the
absence of a reaction from the issuing
authority, the order shall be considered
null and void.

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 8a(6)
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Commission Proposal

EP mandate

6. Where the service provider cannot
comply with its obligations because of
force majeure or of de facto impossibility
due to circumstances not attributable to
the service provider, notably because the
person whose data is sought is not their
customer, or the data has been deleted
before receiving the EPOC, the service
provider shall inform the issuing authority
as well as the executing authority referred
to in the EPOC without undue delay
explaining the reasons, using the Form set
out in Annex II1. Where the relevant
conditions are fulfilled, the issuing
authority shall withdraw the EPOC and
inform the addressees of its decision.

Council Mandate

Draft agreement

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]

Article 8a(7)

267

7. In all cases where the service provider
does not provide the requested
information, does not provide it
exhaustively or does not provide it within
the deadline, for other reasons, including
for technical or operational ones, it shall
inform the issuing authority as well as the
executing authority referred to in the
EPOC without undue delay and at the
latest within the deadlines set out in
paragraphs 1 and 2 of the reasons for this
using the Form in Annex IIl. The issuing
authority shall review the order in light of
the information provided by the service
provider and if necessary, set a new
deadline for the addressees.In case the
service provider considers that the EPOC

Provisional agreement 7th trilogue
28/06/2022:

[DELETED]
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Commission Proposal EP mandate Council Mandate Draft agreement

cannot be executed because based on the
sole information contained in the EPOC it
is apparent that it is manifestly abusive or
that it exceeds the purpose of the order,
the service provider shall also send the
Form in Annex III to the issuing authority
as well as to the executing authority
referred to in the EPOC with a suspensive
affect as regards the transmission of the
requested data. In such cases the
executing authority may seek
clarifications from the issuing authority
on the European Production Order, either
directly or via Eurojust or the European
Judicial Network in criminal matters. The
issuing authority shall react expeditiously
and within 5 days at the latest. The
deadlines set out in paragraphs 1 and 2
shall not apply until the clarification is
provided. In the absence of a reaction
from the issuing authority, the order shall
be considered null and void.

Article 8a(8)
268 8. Where the service provider does not Provisional agreement 7th trilogue
produce the data requested immediately, 28/06/2022:
in accordance with paragraphs 3, 4, and
5, it shall preserve the data requested, [DELETED]
where possible. The preservation shall be
upheld until the data is produced or until
the EPOC is withdrawn or null and void.
Article 9
269 Article 9 Article 9 Article 9 Provisional agreement 7th trilogue
14811/22 MC/sl 169

ANNEX JAL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

Execution of an EPOC Execution of an EPOC for traffic or Execution of an EPOC 28/06/2022:
content data
Article 9
Execution of an EPOC

Article 9(-1a)
270 - la. An EPOC for traffic or content data Provisional agreement 7th trilogue

shall be addressed directly and 28/06/2022 as amended by technical level

simultaneously: 10/10/2022:

[DELETED, covered by lines 234, 243]
Article 9(-1a), point a
271 (a) to the main establishment of the Provisional agreement 7th trilogue
service provider or, where applicable, 28/06/2022 as amended by technical level
where its legal representative is 10/10/2022:
established; and
[DELETED; covered by line 234]
Article 9(-1a), point b
272 (b) to the executing authority. Provisional agreement 7th trilogue
28/06/2022 as amended by technical level
10/10/2022:
[DELETED:; covered by line 243]

Article 9(1)

273 1. Upon receipt of the EPOC, the addressee | 1. Upon receipt of the EPOC for traffic 1. Upon receipt of the EPOC, the addressee | Provisional written political agreement
shall ensure that the requested data is and content data, the service provider shall ensure that the requested data is are 13/07/2022 as updated by Rapporteur
transmitted directly to the issuing authority | shall act expeditiously to preserve the transmitted in a secure and reliable way 20/09/2022 as amended by technical level
or the law enforcement authorities as allowing the establishment of 08/11/2022 as amended by technical level
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Commission Proposal

indicated in the EPOC at the latest within
10 days upon receipt of the EPOC, unless
the issuing authority indicates reasons for
earlier disclosure.

EP mandate

data.

Council Mandate

authenticity and integrity directly to the
issuing authority or the law enforcement
authorities as indicated in the EPOC at the
latest within 10 days upon receipt of the
EPOC, unless the issuing authority
indicates reasons for earlier disclosure.

Draft agreement

14/11/2022;

1. Upon receipt of the EPOC, the
addressee, shall act expeditiously to
preserve the data.

2. Where a notification is needed in
accordance with Article 7a and the
enforcing authority has not raised any
ground for refusal in accordance with
Article 7b within 10 days, the addressee
shall ensure that the requested data are
transmitted directly to the issuing
authority or the law enforcement
authorities as indicated in the EPOC at the
end of the 10 days upon receipt of the
EPOC. Where the enforcing authority,
already before the end of the 10 days,
confirms to the issuing authority and the
addressee that it will not raise any ground
for refusal, the addressee shall act as soon
as possible upon such confirmation and at
the latest at the end of the 10 days.

3. Where notification is not needed in
accordance with Article 7a, upon receipt of
an EPOC, the addressee shall ensure that
the requested data are transmitted directly
to the issuing authority or the law
enforcement authorities as indicated in the
EPOC at the latest within 10 days upon

receipt of the EPOC.
Article 9(1a)
274 1a. Where the executing authority decides Provisional agreement 7th trilogue
to refuse the EPOC, based on one of the 28/06/2022:
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Council Mandate

Draft agreement

grounds provided for in Article 10a (new),
it shall act as soon as possible and at the [DELETE]
latest within 10 days upon receipt of the
EPOC and inform the issuing authority
and the service provider of such decision
immediately.
Article 9(2)
275 2. In emergency cases the addressee shall 2. In emergency cases, where the 2. In emergency cases the addressee shall Presidency proposal 20/06/2022 :
transmit the requested data without undue | executing authority decides to refuse the | transmit the requested data without undue
delay, at the latest within 6 hours upon EPOC based on one of the grounds delay, at the latest within 6 hours upon 2. In emergency cases the addressee shall
receipt of the EPOC. provided for in Article 10a, it shall act as receipt of the EPOC. transmit the requested data without undue
soon as possible and at the latest within 16 delay, at the latest within 8 hours upon
hours upon receipt of the EPOC and receipt of the EPOC.
inform the issuing authority and the
service provider of such decision + COM proposal 03/10/2022 with
immediately. Presidency proposal 17/11/2022:
(2a) Where the order is subject to a
notification pursuant to Article 7a, the
enforcing authority may, without delay and
at the latest within [96 hours] after the
receipt of the notification, notify the issuing
authority and the addressee, based on one of
the grounds provided for in Article 7b (1),
that it objects to the use of the data or that
the data may only be used under conditions
which it shall specify. In cases where a
ground for refusal is raised by the enforcing
authority, if the data has already been
transmitted by the addressee to the issuing
authority, the issuing authority shall delete
or otherwise restrict the data according to
its national law or, in case of conditions,
comply with those conditions when using
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the data.
Article 9(2a)
276 2a. Where the issuing State is subject to a Provisional written political agreement
procedure referred to in Article 7(1) or 13/07/2022:
7(2) of the Treaty on European Union, the
service provider shall transmit the [DELETE]
requested data only after receiving the
explicit written approval of the executing
authority. For this, the executing
authority shall assess the order of the
issuing authority with due diligence and
check in particular for grounds for non-
recognition or non-execution pursuant to
Article 10a , before giving its written
approval within the deadlines set out in
paragraph la and 2.
Article 9(2b)
277 2b. Without prejudice to paragraph 2a, Provisional written political agreement
where the executing authority has not 13/07/2022:
invoked any of the grounds listed in
Article 10a within the time periods 2b. Where the addressee considers, based
referred to in paragraphs la and 2, the solely on the information contained in the
service provider to which the order is EPOC, that the execution of the EPOC
addressed shall ensure that the requested could interfere with immunities or
data is immediately transmitted directly to privileges, or rules on the determination or
the issuing authority or the law limitation of criminal liability that relate to
enforcement authorities as indicated in the freedom of press or the freedom of
the EPOC. expression in other media in the enforcing
State the addressee shall inform the
competent authorities of the issuing and
the enforcing State.
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Draft agreement

Where no notification is made pursuant to
Article [7a], the issuing authority shall
take the information mentioned in the
Pprevious sub-paragraph into account, and
shall decide, on its own initiative or on
request of the enforcing authority, whether
to withdraw, adapt or maintain the Order.

Where a notification is made pursuant to
Article [7a], the issuing authority shall
take the information mentioned in the first
subparagraph into account, and decide,
whether to withdraw, adapt or maintain
the Order. The enforcing authority may
also decide to raise the grounds for refusal
set out in Article 7b.

Article 9(2c)

278

2c. Where it is not possible in a specific
case for the executing authority to meet
the time limit set out in paragraph 1 or 2,
it shall, without undue delay, inform the
issuing authority and the service provider
by any means, giving the reasons for the
delay and the estimated time necessary for
the decision to be taken.

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 9(3)

279 3. If the addressee cannot comply with its
obligation because the EPOC is
incomplete, contains manifest errors or
does not contain sufficient information to
execute the EPOC, the addressee shall
inform the issuing authority referred to in

3. Where the EPOC is incomplete, contains
manifest errors, in_form or content, or does
not contain sufficient information to
execute the EPOC, the service provider
shall inform the issuing authority as well as
the executing authority referred to in the

3. If the addressee cannot comply with its
obligation because the EPOC is
incomplete, contains manifest errors or
does not contain sufficient information to
execute the EPOC, the addressee shall
inform the issuing authority referred to in

Provisional agreement 6th trilogue
14/06/2022:

3. If the addressee cannot comply with its
obligation because the EPOC is incomplete,
contains manifest errors or does not contain
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Commission Proposal

the EPOC without undue delay and ask for
clarification, using the Form set out in
Annex II1. It shall inform the issuing
authority whether an identification and
preservation was possible as set out in
paragraph 6. The issuing authority shall
react expeditiously and within 5 days at the
latest. The deadlines set out in paragraphs

1 and 2 shall not apply until the
clarification is provided.

EP mandate

EPOC without undue delay and ask for
clarification or, where necessary,
correction from the issuing authority,
using the Form set out in Annex III. The
issuing authority shall react expeditiously
and within 5 days at the latest. The
deadlines set out in paragraphs la and 2
shall not apply until the clarification is
provided. In the absence of a reaction
from the issuing authority, the order shall
be considered null and void.

Council Mandate

the EPOC without undue delay and ask for
clarification, using the Form set out in
Annex II1. It shall inform the issuing
authority whether an identification and
preservation was possible as set out in
paragraph 6. The issuing authority shall
react expeditiously and within 5 days at the
latest. The deadlines set out in paragraphs 1
and 2 shall not apply until the clarification
is provided.

Draft agreement

Article 9(4)

280

4. If the addressee cannot comply with its
obligation because of force majeure or of
de facto impossibility not attributable to
the addressee or, if different, the service
provider, notably because the person
whose data is sought is not their customer,
or the data has been deleted before
receiving the EPOC, the addressee shall
inform the issuing authority referred to in
the EPOC without undue delay explaining
the reasons, using the Form set out in
Annex III. If the relevant conditions are
fulfilled, the issuing authority shall

4. Where the service provider cannot
comply with its obligations because of
force majeure or of de facto impossibility
due to circumstances not attributable to the
service provider, notably because the
person whose data is sought is not their
customer, or the data has been deleted
before receiving the EPOC, the service
provider shall inform the issuing authority
as well as the executing authority referred
to in the EPOC without undue delay
explaining the reasons, using the Form set
out in Annex II1. Where the relevant

4. If the addressee cannot comply with its
obligation because efforce-majeure or of
de facto impossibility due to
circumstances not created by the
addressee or the service provider at the
time the order was received net
butabl he-add e difh ’
. ider.

| F tatas | Y hei
customer;-or-the-data-has-been-deleted
beforereceivingthe ERPOC, the addressee
shall inform the issuing authority referred
to in the EPOC without undue delay

as amended
by technical level 08/11/2022}
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withdraw the EPOC.

EP mandate

conditions are fulfilled, the issuing
authority shall withdraw the EPOC and
inform the addressees of its decision.

Council Mandate

explaining the reasons, using the Form set
out in Annex III. Htherelevant-conditions
cslfilled_the issui hogitv shall

Draft agreement

III. Where these conditions are fulfilled, the
issuing authority shall inform the
addressee, and, where a notification took
Pplace in accordance with Article 7b, the
enforcing authority, that the EPOC does
no longer need to be executed.

+ Shifting the deleted examples to the
respective recital 41a or 42a , line 79 or
81:

“due to circumstances not created by the
addressee or the service provider at the time
the order was received”

“notably because the person whose data is
sought is not their customer, or the data has
been deleted before receiving the EPOC-
PR”

Article 9(5), paragraph 1

281

5. In all cases where the addressee does not
provide the requested information, does not
provide it exhaustively or does not provide
it within the deadline, for other reasons, it
shall inform the issuing authority without
undue delay and at the latest within the
deadlines set out in paragraphs 1 and 2 of
the reasons for this using the Form in
Annex III. The issuing authority shall
review the order in light of the information

5. In all cases where the service provider
does not provide the requested information,
does not provide it exhaustively or does not
provide it within the deadline, for other
reasons, including for technical or
operational ones, it shall inform the issuing
authority as well as the executing
authority referred to in the EPOC without
undue delay and at the latest within the
deadlines set out in paragraphs la and 2 of

5. In all cases where the addressee does not
provide the requested information, does not
provide it exhaustively or does not provide
it within the deadline, for other reasons
listed-in-the Formof-AnnexHH, it shall
inform the issuing authority without undue
delay and at the latest within the deadlines
set out in paragraphs 1 and 2 of the reasons
for this using the Form in Annex III. The
issuing authority shall review the order in

Provisional agreement 7th trilogue
28/06/2022:

5. In all cases where the addressee does not
provide the requested information, does not
provide it exhaustively or does not provide
it within the deadline, for other reasons, it
shall inform the issuing authority as well as,
where a notification took place, the
enforcing authority referred to in the
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provided by the service provider and if
necessary, set a new deadline for the
service provider to produce the data.

EP mandate

the reasons for this using the Form in
Annex III. The issuing authority shall
review the order in light of the information
provided by the service provider and if
necessary, set a new deadline for the
addressees.

Council Mandate

light of the information provided by the
service provider and if necessary, set a new
deadline for the service provider to produce
the data.

Draft agreement

EPOC, without undue delay and at the
latest within the deadlines set out in
paragraphs la and 2 of the reasons for this
using the Form in Annex III. The issuing
authority shall review the order in light of
the information provided by the addressee
and if necessary, set a new deadline for the
addressee to produce the data.

Article 9(5), paragraph 2

282 In case the addressee considers that the In case the service provider considers that Trcasetheaddresseeconsidersthat the Provisional agreement 7th trilogue
EPOC cannot be executed because based the EPOC cannot be executed because EPOC-cannot-be-exceuted-beeause-based 28/06/2022:
on the sole information contained in the based on the sole information contained in | enthe-sele-information-contained-inthe
EPOC it is apparent that it manifestly the EPOC it is apparent that it is manifestly | EROC-tis-apparent-thatitmanifestly [DELETE]
violates the Charter of Fundamental Rights | abusive or that it exceeds the purpose of vielates-the-Charter of Fundamental Rights
of the European Union or that it is the order, the service provider shall also of the EuropeanUnion-or-thatitis
manifestly abusive, the addressee shall also | send the Form in Annex III to the issuing manifestly-abusive-the-addresseeshall-alse
send the Form in Annex III to the authority as well as to the executing send-the Form-inAnnexH-to-the
competent enforcement authority in the authority referred to in the EPOC with a competent-enforcement autherityinthe
Member State of the addressee. In such suspensive affect as regards the MemberState-of-theaddressee—tnasueh
cases the competent enforcement authority | transmission of the requested data. In such | eases-the-competentenforcementauthority
may seek clarifications from the issuing cases the competent executing authority may-seek-clarificationsfrom-the-issuing
authority on the European Production may seek clarifications from the issuing authority-onthe EuropeanProduction
Order, either directly or via Eurojust or the | authority on the European Production Order—etther-directhorvia Eurojustorthe
European Judicial Network. Order, either directly or via Eurojust or the | Eurepeantudicial Network:
European Judicial Network in criminal
matters. The issuing authority shall react
expeditiously and within 5 days at the
latest. The deadlines set out in paragraphs
1a and 2 shall not apply until the
clarification is provided. In the absence of
14811/22 MC/sl 177
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a reaction from the issuing authority, the
order shall be considered null and void.

Article 9(6)

283

6. The addressee shall preserve the data
requested, if it does not produce it
immediately, unless the information in the
EPOC does not allow it to identify the data
requested, in which case it shall seek
clarification in accordance with paragraph
3. The preservation shall be upheld until
the data is produced, whether it is on the
basis of the clarified European Production
Order and its Certificate or through other
channels, such as mutual legal assistance.
If the production of data and its
preservation is no longer necessary, the
issuing authority and where applicable
pursuant to Article 14(8) the enforcing
authority shall inform the addressee
without undue delay.

6. During the procedure referred to in
paragraphs 1, 1a, 2, 2b, 2c, 3, 4, and 5, the
service provider shall preserve the data
requested, where possible. The
preservation shall be upheld until the data
is produced or until the EPOC is
withdrawn or null and void.

6. The addressee shall preserve the data
requested, if it does not produce it
immediately, unless the information in the
EPOC does not allow it to identify the data
requested, in which case it shall seek
clarification in accordance with paragraph
3. The preservation shall be upheld until
the data is produced, whether it is on the
basis of the clarified European Production
Order and its Certificate or through other
channels, such as mutual legal assistance. If
the production of data and its preservation
is no longer necessary, the issuing authority
and where applicable pursuant to Article
14(8) the enforcing authority shall inform
the addressee without undue delay.

Provisional agreement 7th trilogue
28/06/2022:

6. The preservation shall be upheld until
the data is produced, whether it is on the
basis of the clarified European
Production Order and its Certificate or
through other channels, such as mutual
legal assistance. During the procedure
referred to in paragraphs 1 to 5, the
addressee shall preserve the data requested,
where possible. The preservation shall be
upheld until the data is produced or until
the EPOC is withdrawn.

Where the production of data and its
preservation is no longer necessary, the
issuing authority and where applicable
pursuant to Article 14(8) the enforcing
authority shall inform the addressee without
undue delay.

Article 10
284 Article 10 Execution of an EPOC-PR
Article 10(-1a), paragraph 1

- la. An EPOC-PR shall be addressed

285 directly and simultancously Provisional agreement 7ih rlogue
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[DELETE]

Article 10(-1a), paragraph 1, point a

286

(a) to the main establishment of the
service provider or, where applicable,
where its legal representative is
established; and

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 10(-1a), paragraph 1, point b

287

(b) to the executing authority.

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 10(-1a), paragraph 2

288

The simultaneous information of the
executing authority shall not have a
suspensive effect on the obligations of the
service provider as referred to in
paragraph 1.

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 10(1)

289

1. Upon receipt of the EPOC-PR, the
addressee shall, without undue delay,
preserve the data requested. The
preservation shall cease after 60 days,
unless the issuing authority confirms that
the subsequent request for production has
been launched.

1. Upon receipt of the EPOC-PR, the
service provider shall act expeditiously to
preserve the data requested. The
preservation shall cease after 60 days,
unless the issuing authority confirms that
the subsequent request for production has
been launched. The EPOC-PR can be
extended by additional 30 days, only when
necessary to allow further assessment of

1. Upon receipt of the EPOC-PR, the
addressee shall, without undue delay,
preserve the data requested. The
preservation shall cease after 60 days,
unless the issuing authority confirms that
the subsequent request for production has
been launched.

General provisional agreement 4th
political trilogue 09/07/2021 as amended
by COM 13/10/2022%

1. Upon receipt of the EPOC-PR, the
addressee shall, without undue delay,
preserve the data requested. The
preservation shall cease after 60 days,
unless the issuing authority confirms that
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Council Mandate
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the relevance of the data. the subsequent request for production has
been issued, using the form set out in
Annex IV. Within the 60 days, the issuing
authority can extend the duration of the
preservation by an additional 30 days,
where necessary, to allow for the issuing of
the subsequent request for production, using
the form set out in Annex V.
Article 10(2)
290 2. If the issuing authority confirms within 2. Where the issuing authority submits the | 2. If the issuing authority confirms within General provisional agreement 4th
the time period set out in paragraph 1 that subsequent European Production Order the time period set out in paragraph 1 that political trilogue 09/07/2021 as amended
the subsequent request for production has within the deadline referred to in the subsequent request for production has and provisionally agreed at the technical
been launched, the addressee shall preserve | paragraph 1, the service provider shall been launched, the addressee shall preserve | level 18/11/2022:
the data as long as necessary to produce the | preserve the data as long as necessary for the data as long as necessary to produce the
data once the subsequent request for the execution of that European Production | data once the subsequent request for 2. Where within the time period set out in
production is served. Order pursuant to Articles 8a or 9. production is served. paragraph 1 the issuing authority confirms
that the subsequent request for production
has been issued, the addressee shall
preserve the data as long as necessary to
produce the data once the subsequent
request for production is received.
Article 10(3)
291 3. If the preservation is no longer 3. Where the preservation is no longer 3. If the preservation is no longer General provisional agreement 3™ political
necessary, the issuing authority shall necessary, the issuing authority shall necessary, the issuing authority shall trilogue 20/05/2021:
inform the addressee without undue delay. | inform the addressees without undue delay | inform the addressee without undue delay.
and the preservation shall cease 3. Where the preservation is no longer
immediately. necessary, the issuing authority shall inform
the addressee without undue delay and the
preservation for the purpose of the
relevant Order shall cease.
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+ Respective adaptation in recital 42 (line
80)

Provisional agreement inter-institutional
technical meeting 08/07/2022:

3a. Where the addressee considers, based
solely on the information contained in the
EPOC-PR, that the execution of the
EPOC-PR could interfere with
immunities or privileges, or rules on the
determination or limitation of criminal
liability that relate to the freedom of
press or the freedom of expression in
other media in the enforcing State, the
addressee shall inform the competent
authorities of the issuing and the
enforcing State.

The issuing authority shall take the
information mentioned in previous sub-
paragraph into account, and shall decide,
on its own initiative or on request of the
enforcing State, whether to withdraw,
adapt or maintain the Order.

Article 10(4)

292 4. If the addressee cannot comply with its 4. Where the EPOC-PR is incomplete, 4. If the addressee cannot comply with its General provisional agreement 3™ political
obligation because the Certificate is contains manifest errors, in form or obligation because the Certificate is trilogue 20/05/2021 as amended and
incomplete, contains manifest errors or content, or does not contain sufficient incomplete, contains manifest errors or provisionally agreed at the technical level
does not contain sufficient information to information to execute the EPOC-PR, the does not contain sufficient information to 18/11/2022:
execute the EPOC-PR, the addressee shall | service provider shall inform the issuing execute the EPOC-PR, the addressee shall
inform the issuing authority set out in the authority as well as the executing inform the issuing authority set out in the 4. Where the addressee cannot comply with
EPOC-PR without undue delay and ask for | authority referred to in the EPOC-PR EPOC-PR without undue delay and ask for | its obligation because the EPOC-PR is
clarification, using the Form set out in without undue delay and ask for clarification, using the Form set out in incomplete, contains manifest errors or does
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Annex III. The issuing authority shall react
expeditiously and within 5 days at the
latest. The addressee shall ensure that on
its side the needed clarification can be
received in order to fulfil its obligation set
out in paragraph 1.

EP mandate

clarification or, where necessary,
correction from the issuing authority,
using the Form set out in Annex III. The
issuing authority shall react expeditiously
and within 5 days at the latest. The
addressees shall ensure that the needed
clarification can be received in order, for
the service provider, to fulfil its obligations
set out in paragraphs 1, 2 and 3. In the
absence of a reaction from the issuing
authority, the order shall be considered
null and void.

Council Mandate

Annex 1. The issuing authority shall react
expeditiously and within 5 days at the
latest. The addressee shall ensure that on its
side the needed clarification can be
received in order to fulfil its obligation set
out in paragraph 1.

Draft agreement

not contain sufficient information to
execute the EPOC-PR, the addressee shall
inform the issuing authority set out in the
EPOC-PR without undue delay and ask for
clarification using the Form set out in
Annex III. The issuing authority shall react
expeditiously and within 5 days at the
latest. The addressee shall ensure that the
needed clarification or any correction
provided by the issuing authority can be
received in order, for the addressee, to
fulfil its obligations set out in paragraphs 1,
2 and 3. In the absence of a reaction from
the issuing authority, the service provider
shall be exempt from the obligations under
paragraphs 1 and 2.

Article 10(5)
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293 5. If the addressee cannot comply with its 5. Where the service provider cannot 5. If the addressee cannot comply with its General provisional agreement 3rd
obligation because of force majeure, or of | comply with its obligations because of obligation because efforce-majeure or of political trilogue 20/05/2021 as amended
de facto impossibility not attributable to force majeure, or of de facto impossibility de facto impossibility due to and provisionally agreed at the technical
the addressee or, if different, the service due to circumstances not attributable to the | circumstances not created by the level 18/11/2022:
provider, notably because the person service provider, notably because the addressee or the service provider at the
whose data is sought is not their customer, | person whose data is sought is not their time the order was received net 5. Where the addressee cannot comply with
or the data has been deleted before customer, or the data has been deleted attributable-to-the-addressee-orif different; | its obligations because of de facto
receiving the Order, it shall contact the before receiving the EPOC-PR, the service | the-serviceprovider; notably-because-the impossibility due to circumstances not
issuing authority set out in the EPOC-PR provider shall contact the issuing authority | persen-whese-data-issoughtisnot-their attributable to the addressee, the addressee
without undue delay explaining the as well as the executing authority referred | eustomer;-orthe-data-hasbeen-deleted shall inform the issuing authority referred
reasons, using the Form set out in Annex to in the EPOC-PR without undue delay beforereceiving the-Order-it the to in the EPOC-PR without undue delay
II1. If these conditions are fulfilled, the explaining the reasons, using the Form set addressee shall contact inform the issuing | explaining the reasons, using the Form set
issuing authority shall withdraw the out in Annex I1I. Where the relevant authority set out in the EPOC-PR without out in Annex III. Where these conditions
EPOC-PR. conditions are fulfilled, the issuing undue delay explaining the reasons, using are fulfilled, the issuing authority shall

authority shall withdraw the EPOC-PR and | the Form set out in Annex III-H-these inform the addressee that the EPOC-PR
inform the addressees of its decision. conditions-are fulfiled;the-issuing no longer needs to be executed.
+ Shifting the deleted examples proposed
by the PCY and the to the respective
recital 41a or 42a , line 79 or 81:
“due to circumstances not created by the
addressee or the service provider at the time
the order was received”
“notably because the person whose data is
sought is not their customer, or the data has
been deleted before receiving the EPOC-
PR”

Article 10(6), paragraph 1

294 6. In all cases where the addressee does not | 6. In all cases where the service provider 6. In all cases where the addressee does not | Provisional agreement 7th trilogue
preserve the requested information, for does not preserve the requested preserve the requested information, for 28/06/2022:
other reasons listed in the Form of Annex information, for other reasons listed in the other reasons listed-in-the Form-of-Annex
111, the addressee shall inform the issuing Form of Annex Ill, including for technical | Hl, the addressee shall inform the issuing 6. In all cases where the addressee does not
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authority without undue delay of the
reasons for this in the Form set out in
Annex III. The issuing authority shall
review the Order in light of the
justification provided by the service
provider.

EP mandate

or operational ones, the service provider
shall inform the issuing authority as well as
the executing authority referred to in the
EPOC-PR without undue delay of the
reasons for this in the Form set out in
Annex III. The issuing authority shall
review the Order in light of the justification
provided by the service provider.

Council Mandate

authority without undue delay of the
reasons for this in the Form set out in
Annex III. The issuing authority shall
review the Order in light of the justification
provided by the service provider.

Draft agreement

preserve the requested information, for
other reasons listed in the Form of Annex
I1I, it shall inform the issuing authority
without undue delay of the reasons for this
in the Form set out in Annex III. The
issuing authority shall review the Order in
light of the justification provided by the
addressee.

Article 10(6), paragraph 2

295

In case the service provider considers that
the EPOC-PR cannot be executed because
based on the sole information contained
in the EPOC-PR it is apparent that it is
manifestly abusive or that it exceeds the
purpose of the order, the service provider
shall also send the Form in Annex III to
the issuing authority as well as to the
executing authority referred to in the
EPOC-PR. In such cases the competent
executing authority may seek
clarifications from the issuing authority
on the European Preservation Order,
either directly or via Eurojust or the
European Judicial Network in criminal
matters. The issuing authority shall react
expeditiously and within 5 days at the
latest. The deadline set out in paragraph 1
shall not apply until the clarification is
provided. In the absence of a reaction
from the issuing authority, the order shall
be considered null and void.

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

Article 10a (new)
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296 Article 10a Presidency proposal 20/06/2022:
Grounds for non-recognition or non-
execution
Article 7b
Grounds for refusal for European
Production Orders
Article 10a(1)
297 1. Without prejudice to Article 1(2), where Provisional written political agreement
the EPOC is assessed by the executing 13/07/2022 with Presidency proposal
authority, the EPOC shall be refused, 17/11/2022:
where:
Joint COM & EP Proposal 21/10/2022:
1. Where the issuing authority has notified
the competent authority of the enforcing
State in accordance with Article 7a, and
without prejudice to Article 1(2), the
enforcing authority shall, as soon as
possible but at the latest within 10 days of
the receipt of the notification, or, in
emergency cases, within 96 hours, assess
the information set out in the Order and,
where appropriate, raise one or more of the
following grounds for refusing the Order
provided that:
Article 10a(1), point a
298 (a) the conditions for issuing a European Provisional agreement 7th trilogue
Production Order as laid down in Article 5 28/06/2022:
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of this Regulation are not fulfilled;

[DELETED]

Article 10a(1), point b

299

(b) the execution of the European
Production Order would be contrary to the
principle of ne bis in idem;

Provisional agreement 7th trilogue
28/06/2022 as amended by COM & EP
21/10/2022;

(a) The data requested is protected by
immunities and privileges granted under the
law of the enforcing State, or

Article 10a(1), point c

300

(c) there are substantial grounds to believe
that the execution of the European
Production Order would be incompatible
with Member State's obligations in
accordance with Article 6 TEU and the
Charter; or

Provisional agreement 7th trilogue
28/06/2022 as amended by COM & EP
21/10/2022;

the data requested is covered by rules on the
determination or limitation of criminal
liability that relate to the freedom of press
or the freedom of expression in other
media, which prevent execution or
enforcement of the Order, ot

Article 10a(1), point d

301 (d) there is an immunity, a privilege or Provisional agreement 7th trilogue
rules on determination and limitation of 28/06/2022:
criminal liability relating to freedom of
the press and freedom of expression in (c) in exceptional situations, there are
other media under the law of the substantial grounds to believe, on the basis
executing State, which makes it impossible of specific and objective evidence, that the
to execute the European Production execution of the Order would, in the
Order; particular circumstances of the case, entail a
14811/22 MC/sl 186
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manifest breach of a relevant fundamental
right as set out in Article 6 TEU and the
Charter, or;
Article 10a(2)
302 2. In addition to paragraph 1, an EPOC Provisional agreement 7th trilogue
Sor traffic and content data may be 28/06/2022:
refused by the executing authority, where:
(d) the execution of the Order would be
contrary to the principle of ne bis in idem,
or;
Article 10a(2), point a
303 (a) the execution of the European Provisional agreement 7th trilogue
Production Order would harm essential 28/06/2022:
national security interests, jeopardise the
source of the information or involve the [DELETED]
use of classified information relating to
specific intelligence activities;
Article 10a(2), point b
304 (b) the European Production Order relates
to a criminal offence which is alleged to
have been committed outside the territory
of the issuing State and wholly or partially
on the territory of the executing State, and
the conduct for which the EPOC was
issued does not constitute a criminal
offence under the law of the executing
State;
Article 10a(2), point c
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305 (c) the conduct for which the EPOC has Provisional written political agreement
been issued does not constitute an offence 13/07/2022 as amended by technical level
under the law of the executing State, 14/11/2022;
unless it concerns an offence listed within
the categories of offences set out in Annex (¢) the conduct for which the EPOC has
Illa, as indicated by the issuing authority been issued does not constitute an offence
in the EPOC, if it is punishable in the under the law of the enforcing State,
issuing State by a custodial sentence or a unless it concerns an offence listed within
detention order for a maximum period of the categories of offences set out in Annex
at least three years; Ila, as indicated by the issuing authority
in the EPOC, if'it is punishable in the
issuing State by a custodial sentence or a
detention order for a maximum period of
at least three years;
Article 10a(2), point d
306 (d) the execution of the European Provisional agreement 7th trilogue
Production Order is restricted under the 28/06/2022:
law of the executing State to a list or
category of offences or to offences [DELETE]
punishable by a higher threshold; or
Article 10a(2), point e
307 (e) compliance with the European Provisional agreement 7th trilogue
Production Order would conflict with 28/06/2022:
applicable laws of a third country that
prohibits disclosure of the data concerned. [DELETE]
Article 10a(3)
308 3. Point (e) of paragraph 2 shall be Provisional agreement 7th trilogue
applied according to the procedure set out 28/06/2022:
in Article 14a.
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[DELETE]
Article 10a(4)
309 4. Where the European Production Order Provisional agreement 7th trilogue
concerns an offence in connection with 28/06/2022:
taxes or duties, customs and exchange, the
executing authority shall not refuse 2. Where the enforcing authority raises a
recognition or execution on the ground ground for refusal pursuant to paragraph 1,
that the law of the executing State does it shall inform the addressee and the
not impose the same kind of tax or duty or issuing authority. The addressee shall stop
does not contain a tax, duty, customs and the execution of the Order and not transfer
exchange regulation of the same kind as the data and the issuing authority shall
the law of the issuing State. withdraw the order.
Article 10a(5)
310 5. In the cases referred to in paragraphs 1 Provisional agreement inter-institutional
and 2 of this Article, before deciding not technical meeting 08/07/2022:
to recognise or not to execute a European
Production Order, either in whole or in 3. Before deciding to raise a ground for
part, the executing authority shall consult refusal, the notified authority shall contact
the issuing authority, by any appropriate the issuing authority by any appropriate
means, and shall, where appropriate, means in order to discuss the appropriate
request the issuing authority to supply any measures to take. On that basis, the issuing
necessary information without delay. authority may decide to adapt or withdraw
the Order. Where, following such
discussions, no solution is reached, the
notified authority may decide to raise
grounds for refusal of the Order and inform
the issuing authority as well as the
addressee accordingly.
Additional Presidency proposal 24/06/2022
4. Where the enforcing authority decides to
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raise grounds for refusal of the Order
pursuant to paragraph 1, it may indicate
whether it objects to all use of data obtained
pursuant to the order or whether the data
may only be used under conditions
specified by the enforcing authority.
Article 10a(6)
311 6. In the case referred to in point (d) of Provisional agreement 7th trilogue
paragraph 1 and where power to waive the 28/06/2022 as amended by technical level
privilege or immunity lies with an 08/11/2022:
authority of the executing State, the
executing authority shall request it to 5. Where power to waive the privilege or
exercise that power forthwith. Where immunity as set out in paragraph (1)(a) lies
power to waive the privilege or immunity with an authority of the enforcing State, the
lies with an authority of another State or issuing authority may request the notified
international organisation, it shall be for authority to contact the competent authority
the issuing authority to request the to request it to exercise its power without
authority concerned to exercise that delay. Where power to waive the privilege
power. or immunity lies with an authority of
another Member State or a third country or
with an international organisation, the
issuing authority may request the authority
concerned to exercise that power.
Article 10a(7)
312 7. The executing authority shall inform Provisional agreement 7th trilogue
the issuing authority about the use of any 28/06/2022:
of the grounds for non-recognition or
non-execution as listed in paragraphs 1 [DELETE]
and 2 of this Article, by using the form set
out in Annex III.
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Article 11
313 Article 11 Confidentiality and user Article 11 Article 11 Confidentiality and user Provisional agreement 7th trilogue
information User information and confidentiality information 28/06/2022:
Article 11 User information and
confidentiality
Article 11(1)
314 1. Addressees and, if different, service 1. The service provider shall inform the 1. Addressees and, if different, service Provisional agreement 7th trilogue

providers shall take the necessary measures
to ensure the confidentiality of the EPOC
or the EPOC-PR and of the data produced
or preserved and where requested by the
issuing authority, shall refrain from
informing the person whose data is being
sought in order not to obstruct the relevant
criminal proceedings.

person whose data is being sought without
undue delay. The service provider shall
take the necessary state-of-the-art
operational and technical measures to
ensure the confidentiality, secrecy and
integrity of the EPOC or the EPOC-PR and
of the data produced or preserved.

providers shall take the necessary measures
to ensure the confidentiality of the EPOC
or the EPOC-PR and of the data produced
or preserved and where-requested-by-the
issuing-autherity; shall refrain from

informing the person whose data is being
sought in order to avoid net-te obstructing
the relevant criminal proceedings. They
shall only inform the person whose data
is are being sought if explicitly requested
by the issuing authority. In this case the
issuing authority shall also provide
information pursuant to paragraph 4 of
this Article to the addressee or, if
different, to the service provider.

28/06/2022:

1. The issuing authority shall inform the
person whose data are being sought without
undue delay about the data production.

Article 11(1a)
315 la. As long as necessary and Provisionally agreed at the technical level
proportionate, in order not to obstruct the 18/11/2022:
relevant criminal proceedings or in order
to protect the fundamental rights of 2. The issuing authority may, in accordance
another person, the issuing authority, with national law, delay, restrict or omit
taking into due account the impact of the informing the person whose data are being
14811/22 MC/sl 191
ANNEX JAL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

measure on the fundamental rights of the
person whose data is sought, may request
the service provider to refrain from
informing the person whose data is being
sought, based on a judicial order. Such an
order shall be duly justified, specify the
duration of the obligation of
confidentiality and shall be subject to
periodic review.

sought, to the extent that, and for as long as
the conditions in Article 13(3) of Directive
2016/680 are met, in which case, the issuing
authority shall indicate in the case file the
reasons for the delay, restriction or
omission. A short justification shall also be
added in the Certificate.

3. The addressees and, if different, the
service providers shall take the necessary
state-of-the-art operational and technical
measures to ensure the confidentiality,
secrecy and integrity of the EPOC or the
EPOC-PR and of the data produced or
preserved.

Article 11

()

316

2. Where the issuing authority requested
the addressee to refrain from informing the
person whose data is being sought, the
issuing authority shall inform the person
whose data is being sought by the EPOC
without undue delay about the data
production. This information may be
delayed as long as necessary and
proportionate to avoid obstructing the
relevant criminal proceedings.

2. Where the issuing authority requested
the addressees to refrain from informing the
person whose data is being sought, based
on a judicial order, the issuing authority
shall inform the person whose data is being
sought by the EPOC or the EPOC-PR
without undue delay about the data
production or preservation. This
information may be delayed as long as
necessary and proportionate to avoid
obstructing the relevant criminal
proceedings, taking into account the rights
of the suspected and accused person and
without prejudice to defense rights and
effective legal remedies.

2.Where the issuing authority did not
requested-the-addressee-to-refrainfrom-the
service provider to informing the person
whose data were beirg-sought in
accordance with paragraph 1, the issuing
authority shall inform thise person whese
latais bei hi by the EPOC wit
undue-delay-about-the-dataproduction.
Theis issuing authority may delay
informing the person whose data were
sought as long as it constitutes a
necessary and proportionate measure

information-shall be submitted-assoon-as

hic | bl witl be delaved
long-as-neecssary-and-proportionate to
avoid obstructing the+efevant criminal
proceedings. Information-abeutavatlable

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

remedies-pursuant-to-Article 17shall-be
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Article 11(3)
317 3. When informing the person, the issuing | 3. When informing the person, the issuing 3. The issuing authority may abstain Provisional agreement 7th trilogue
authority shall include information about authority shall include information about from informing the person whose 28/06/2022:
any available remedies as referred to in any available remedies as referred to in subscriber or access data was sought
Article 17. Article 17. where necessary and proportionate to [DELETE]
protect the fundamental rights and
legitimate interests of another person,
and in particular where these rights and
interests outweigh the interest to be
informed of the person whose data were
sought .When-informingthe person;-the
abeut-any-avaiable remedies-asreferred-to
Article 11(4)
318 4. Information about available remedies | Provisional agreement 7th trilogue
pursuant to Article 17 shall be included. | 28/06/2022:
4. When informing the person, the issuing
authority shall include information about
available remedies pursuant to Article 17.
Article 11a
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Article 11a . 1
319 Limitations to the use of information Bievideneyipiopos il i0GRI0P2,
obtained [DELETE]
Article 11a, paragraph 1
Electronic information obtained in , 1
320 accordance with this Regulation shall not Presidency proposal 24/06/2022:
be used for the purpose of proceedings
other than those for which it was obtained L/BLIE L
in accordance with this Regulation, except
for where there is an imminent threat to
the life or physical integrity of a person.
Article 11b
321 Article 11b Presidency proposal 24/06/2022 :
Erasure of electronic information [DELETE]
Article 11b(1)
322 1. Electronic information that has been Presidency proposal 24/06/2022 :
gathered in breach of this Regulation
shall be erased without undue delay. [DELETE]
Article 11b(2)
323 2. Electronic information that is no longer Presidency proposal 24/06/2022 :
necessary for all phases of the proceeding
Jfor which it was produced or preserved, [DELETE]
including possible appeals, shall be erased
without undue delay, unless this would
affect the defence rights of the suspected
or accused person. Periodic reviews for
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Article 11b(3)

324 3. The person whose data was sought shall Presidency proposal 24/06/2022 :
be informed about the erasure without
undue delay. [DELETE]

Article 11c

325 Article 11c Presidency proposal 20/06/2022 :

Admissibility of electronic information in
court proceedings

[DELETE]

Article 11c, paragraph 1

326

Electronic information that has been
obtained in breach of this Regulation,
including where the criteria laid down in
this Regulation are not fulfilled, shall not
be admissible before a court. Where
electronic information has been obtained
before a ground for non-recognition listed
in Article 10a (new) has been invoked, it
neither shall be admissible before a court.

Presidency proposal 20/06/2022 :

[DELETE]

Article 12

327

Article 12

Reimbursement of costs

Article 12, paragraph 1
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The service provider may claim Where so claimed by the service The service provider may claim ;
S reimbursement of their costs by the issuing | provider, the issuing State shall reimbursement of their costs by the issuing Brcsidencylpropcall0S U6 Z000:
State, if this is provided by the national law | reimburse the justified costs borne by e | State, if this is provided by the national law Th : d i
of the issuing State for domestic orders in service provider and related to the of the issuing State for domestic orders in © Zerwce prov1f .:r mai’ cbantrlll P—
similar situations, in accordance with these | execution of the European Production similar situations, in accordance with these rsetu:l utrﬂstslelmten ok §dcc()15fs g tﬁ 1ssutl.n g i
national provisions. Order or the European Preservation national provisions. Member States shall ) ate, fl th a4 1s.pro§ f for 4 Y efna 1(zlna
Order. For practical reasons, the service | inform the Commission about rules for AW 0 1 ¢ 1'stiu1tt.1g ate for (()1mes 1€ ot; te;s !
provider may claim reimbursement of the reimbursement who shall make them m ts.lml la { situahions, In alcvior ;nces\;vl ¢ -
costs by the executing State. Where the public. =
service provider chooses the executing shall inform the Commission about their
State, the issuing State shall reimburse pasionas rl{le§ 0P LRI RSO, and.
the executing State for these costs. the Commission shall make them public.
Member States shall inform the
Commission on the rules for COM proposal 15/11/2022:
reimbursement, which the Commission . .
shall make public. (2) This Article does not apply to the
reimbursement of costs of the
decentralised IT system as referred to in
Article 18g of this Regulation.
Article 12a
329 Article 12a 18-Ensuringpriviteges-and Provisional agreement 7th trilogue
immnities-wnder-thetaw-of the-enforeing | 28/06/2022:
State Limitations to the use of data
obtained [DELETE]
Article 12a(1)
330 1.4 In case the person whose data are Provisional agreement 7th trilogue
sought is not residing on the territory of | 28/06/2022:
the issuing State, and transactional or
content data has been obtained by the [DELETE]
European Production Order and the
issuing authority receives information
that these data it is are protected by
privileges or immunities granted under the
14811/22 MC/sl 196
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law of the Member enforcing State of the
addressee, or is subject, in the enforcing
State, to rules on determination and
limitation of eriminal liability relating to
freedom of press and freedom of
expression in other media, or #impaets
fundamentalintorests of thatMember State
if invoked by that Member State,
disclosure of these data would impact its
fundamental interests such as national
security and defense, the-court the
competent authorities in the issuing State
shall ensure during the criminal
proceedings for-which-the-Order-was-issued
that these grounds are taken into account in
the same way as if they were provided for

under their national law when-assessing-the

relevanee-and-admissibility-of the-evidenee
concerned—The-court The competent

authorities may consult the authorities of
the relevant Member State, the European
Judicial Network in criminal matters or
Eurojust.

Article 12a(2)

331 2. Where power to waive the privilege or | Provisional agreement 7th trilogue
immunity lies with an authority of the 28/06/2022:

enforcing State, the competent authority
in the issuing State may request the [DELETE]
enforcing or notified authority to contact
the competent authority of the enforcing
State to request it to exercise its power
forthwith. Where power to waive the
privilege or immunity lies with an
authority of another Member State or a
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third country or with an international
organisation, the competent authority in
the issuing State may request the
authority concerned to exercise that

power.
Article 12b
332 Article 12b
Speciality principle
Article 12b(1)
333 1. Electronic evidence shall not be used

for the purpose of proceedings other
than those for which it was obtained in
accordance with this Regulation, except:

Article 12b(1), point a

334 a) for the purpose of proceedings for
which a European Production Order
could have been issued in accordance
with Article 5(3) and (4); or

Article 12b(1), point b

335 b) for preventing an immediate and
serious threat to public security of the
issuing State or its essential interests;

Article 12b(2)
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336 2. Electronic evidence obtained in
accordance with this Regulation may
only be transmitted to another Member
State:

Article 12b(2), point a

337 a) for the purpose of proceedings for
which a European Production Order
could have been issued in accordance
with Article 5(3) and (4); or

Article 12b(2), point b

338 b) for preventing an immediate and
serious threat to public security of that
Member State or its essential interests.

Article 12b(3)

339 3. Electronic evidence obtained in
accordance with this Regulation may
only be transferred to a third country or
to an international organisation
pursuant to conditions of paragraph 2,
points a) and b) of this Article and
Chapter V of the Directive (EU)
2016/680.

Chapter Il

340 Chapter III: Sanctions and enforcement | Chapter III: Sanctions, review procedure | Chapter II1: Sanctions and enforcement

and remedies

Article 13
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Article 13 Sanctions

Article 13, paragraph 1

342

Without prejudice to national laws which
provide for the imposition of criminal
sanctions, Member States shall lay down
the rules on pecuniary sanctions applicable
to infringements of the obligations
pursuant to Articles 9, 10 and 11 of this
Regulation and shall take all necessary
measures to ensure that they are
implemented. The pecuniary sanctions
provided for shall be effective,
proportionate and dissuasive. Member
States shall, without delay, notify the
Commission of those rules and of those
measures and shall notify it, without delay,
of any subsequent amendment affecting
them.

1.Member States shall lay down the rules
on sanctions applicable to infringements of
the obligations pursuant to Articles 8a, 9,
10 and 11 of this Regulation as regards to
the service providers on their territory and
shall take all necessary measures to ensure
that they are implemented. The sanctions
provided for by national laws of the
Member States shall be effective,
proportionate and dissuasive. Member
States shall, without delay, notify the
Commission of those rules and of those
measures and shall notify it, without delay,
of any subsequent amendment affecting
them.

Without prejudice to national laws which
provide for the imposition of criminal
sanctions, Member States shall lay down
the rules on pecuniary sanctions applicable
to infringements of the obligations pursuant
to Articles 9, 10 and 11 (1) of this
Regulation and shall take all necessary
measures to ensure that they are
implemented. Member States shall, without
delay, notify the Commission of those rules
and of those measures and shall notify it,
without delay, of any subsequent
amendment affecting them.

The Member States shall ensure that
pecuniary sanctions provided for shall-be
are effective, proportionate and dissuasive.

Member States shall ensure that
pecuniary sanctions of up to 2% of the
total worldwide annual turnover of the
service provider’s preceding financial
year can be imposed.

Provisionally agreed at the technical level
18/11/2022:

Without prejudice to national laws
providing for the imposition of criminal
sanctions, Member States shall lay down
rules on pecuniary sanctions applicable to
infringements of Articles 9, 10 and 11 (3) of
this Regulation in accordance with Article
14 (10) and shall take all necessary
measures to ensure that they are
implemented. Member States shall, without
delay notify the Commission of those rules
and of those measures and shall notify it,
without delay, of any subsequent
amendment affecting them. Member States
shall ensure that the pecuniary sanctions
provided for by national laws of the
Member States are eftective, proportionate
and dissuasive. Member States shall
ensure that pecuniary sanctions of up to
2% of the total worldwide annual
turnover of the service provider’s
preceding financial year can be imposed.

la. Without prejudice to data protection
obligations, service providers shall not be
held liable in Member States for the
prejudices to their users or third parties
exclusively resulting from good faith
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compliance with an EPOC or an EPOC-
PR.
Article 13(1a)
343 1a. Without prejudice to data protection Provisional written political agreement
obligations, service providers shall not be 13/07/2022:
held liable in Member States for the
consequences resulting from compliance [IDELETE]
with an EPOC or an EPOC-PR.
Article 14
344 Article 14 Procedure for enforcement
Article 14(1)
345 1. If the addressee does not comply with an | 1. Where the service provider does not 1. If the addressee does not comply with an | Provisional agreement 7th trilogue

EPOC within the deadline or with an
EPOC-PR, without providing reasons
accepted by the issuing authority, the
issuing authority may transfer to the
competent authority in the enforcing State
the European Production Order with the
EPOC or the European Preservation Order
with the EPOC-PR as well as the Form set
out in Annex III filled out by the addressee
and any other relevant document with a
view to its enforcement by any means
capable of producing a written record
under conditions allowing the enforcing
authority to establish authenticity. To this
end, the issuing authority shall translate the
Order, the Form and any other
accompanying documents into one of the
official languages of this Member State

comply with an EPOC within the deadline
or with an EPOC-PR, without providing
reasons and where the executing authority
has not invoked any of the grounds for
non-recognition or non-execution as
provided for in Article 10a, the issuing
authority may request the competent
authority in the executing State to enforce
the European Production Order or the
European Preservation Order.

EPOC within the deadline or with an
EPOC-PR, without providing reasons
accepted by the issuing authority, the
issuing authority may transfer to the
competent authority in the enforcing State
the European Production Order with the
EPOC or the European Preservation Order
with the EPOC-PR as well as the Form set
out in Annex III filled out by the addressee
and any other relevant document with a
view to its enforcement by any means
capable of producing a written record under
conditions allowing the enforcing authority
to establish authenticity. To this end, the
issuing authority shall translate the Order,
the Form and any other accompanying
documents into one of the effietal
languages of accepted by this Member

28/06/2022:

1. Where the addressee does not comply
with an EPOC within the deadline or with
an EPOC-PR, without providing reasons
accepted by the issuing authority and where
the enforcing authority has not invoked
any of the grounds for refusal as provided
for in Article [7b] the issuing authority may
request the competent authority in the
enforcing State to enforce the European
Production Order or the European
Preservation Order.

To this end, the issuing authority shall
transfer the Form set out in Annex III filled
out by the addressee and any relevant
document by any means capable of
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and shall inform the addressee of the
transfer.

State and shall inform the addressee of the
transfer.

producing a written record under conditions
allowing the enforcing authority to establish
authenticity. It shall translate the Order and
any document transferred into one of the
languages accepted by this Member State
and shall inform the addressee of the
transfer.

Article 14(2)
346 2. Upop receipt, the enforcipg authority. Q—Hpeﬂ—lceeelpt,—th%enfefemg—au%heﬂ{y 2. Upop receipt, the enforcir}g authority Provisional agreement 7th trilogue
shall without further formalities recognise | shal-witheutfurtherformalitiesrecognise-a | shall without further formalities recognise .
a European Production Order or European | EurepeanProduction-Order-orEuropean and take the necessary measures for W, o5 ainended by technicalilevel
. . . . . . 08/11/2022:
Preservation Order transmitted in Preservation Ordertramsmitted-n enforcement of
accordance with paragraph 1 and shall take | accerdance-with-paragrapht-and-shalltake | (a) a European Production Order unless 2. Upon receipt, the enforcing authority
the necessary measures for its enforcement, | the-neecessary-measuresforitsenforeement; | the enforcing authority considers that shall without further formalities recognise
unless the enforcing authority considers unless-the-enforeingautherity-considers one of the grounds provided for in and take the necessary measures for
that one of the grounds provided for in that-one-of the-groundsprovidedforin paragraph 4 apply, or enforcement of
paragraphs 4 or 5 apply or that the data paragraphs4-erS-apply-or-that the-data (b) a European Preservation Order (a) a European Production Order unless the
concerned is protected by an immunity or coneerned-is-protected-by-an-tmmunity-of transmitted-inaccordance-with-paragraph-1 | enforcing authority considers that one of
privilege under its national law or its privilege-under-itsnational-law-or-its and-shal-take-the necessary-measuresfor the grounds provided for in paragraph 4
disclosure may impact its fundamental diselosure-may-impaetits-fondamental its-enforeement, unless the enforcing applies, or
interests such as national security and Hiterestsuchasnationabsecurityund authority considers that one of the grounds | (b) a European Preservation Order, unless
defence. The enforcing authority shall take | defence—The-enforcingauthorityshall-take | provided for in paragraph 4-e¢ 5 apply e the enforcing authority considers that one of
the decision to recognise the Order without | the-decisiontorecognise-the-Orderwithout | thatthe data-concerned-isprotected-byan the grounds provided for in paragraph 5
undue delay and no later than 5 working undue-delay-and-no-laterthan-S5-werking Hmunity-or-privilege-underits national applies.
days after the receipt of the Order. days-after-the receipt-of-the Order: law-orits-disclosure-may-impaetits
Fundamenta-iterestsuch-asnational
. 1 def The enforcing authority shall take the
' decision to recognise the Order without
The enforcing authority shall take the undue delay and no later than 5 working
decision to recognise the Order without days after the receipt of the Order.
undue delay and no later than 5 working
days after the receipt of the Order.
Article 14(2a)
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347 2a. Article 5(8) shall apply mutatis Provisional agreement 7th trilogue
mutandis. 28/06/2022:
[DELETE]

Article 14(3)

348 3. Where the enforcing authority 3. The executing authority it shall formally | 3. Where the enforcing authority recognises | Provisional agreement 7th trilogue
recognises the Order, it shall formally require the service provider to comply with | the Order, it shall formally require the 28/06/2022 as amended by technical level
require the addressee to comply with the the relevant obligation, informing the addressee to comply with the relevant 08/11/2022 as amended by technical level
relevant obligation, informing the service provider of the possibility to obligation, informing the addressee of the 17/11/2022;
addressee of the possibility to oppose the oppose the execution by invoking the possibility to oppose the enforcement by
enforcement by invoking the grounds listed | grounds listed in Articles 8a, 9 and 10, as invoking the grounds listed in paragraphs 4 | 3. The enforcing authority shall formally
in paragraphs 4 or 5, as well as the well as the applicable sanctions in case of | point (a) to (e) or paragraph 5, as well as | require the addressees to comply with the
applicable sanctions in case of non- non-compliance, and set a deadline for the applicable sanctions in case of non- relevant obligation, informing the
compliance, and set a deadline for compliance or opposition. compliance, and set a deadline for addressees of the possibility to oppose the
compliance or opposition. compliance or opposition. execution by invoking grounds listed in

paragraphs [below, as well as the applicable
sanctions in case of non-compliance, and
set a deadline for compliance or opposition.

Article 14(4)

349 4. The addressee may only oppose the 4—TFhe-addressee-may-onty-oppese-the 4. The-addressee-may-onty-oppose-the Provisional agreement 7th trilogue
enforcement of the European Production enforcementotthe BuropesnProduction Recognition or enforcement of the 28/06/2022 as amended by technical level
Order on the basis of the following Order-on-the-basis-of the following European Production Order may only be 08/11/2022:
grounds: grounds: denied on the basis of the following

grounds: 4. Enforcement of the European Production
Order may only be denied on the basis of
the following grounds:

Article 14(4), point a

350 a) the European Production Order has not a)-the EuropeanProduction-Order-hasnet a) the European Production Order has not Provisional agreement 7th trilogue
been issued or validated by an issuing been-issued-or-validated by-an-issuing been issued or validated by an issuing 28/06/2022:
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. . . . ; . . . . ; -~ e . . . ; :
authority as provided for in Article 4 autherity-as-provided forinArticle 4 authority as provided for in Article 4 ) i Biiggea Bl o Orloe 079 no|
been issued or validated by an issuing
authority as provided for in Article 4;
Article 14(4), point b
351 b) the European Production Order has not b)-the EuropeanProduction Orderhasnot b) the European Production Order has not Provisional agreement 7th trilogue
been issued for an offence provided for by | been-issued-foran-offenceprovidedforby | been issued for an offence provided for by | 28/406/2022:
Article 5(4); Article-5(4); Article 5(4);
b) the European Production Order has not
been issued for an offence provided for by
Article 5(4);
Article 14(4), point c
352 c) the addressee could not comply with the | e)-the-addressee-couldnetcomplywiththe | c) the addressee could not comply with the | Provisional agreement 7th trilogue
EPOC because of de facto impossibility or | ERPOCbecause-ofde-facto-impeossibilityor | EPOC because of de facto impossibility e | 28/06/2022:
force majeure, or because the EPOC force-majenre;-or-because-the EROC foerce-majeure, or because the EPOC
contains manifest errors; contains-manifesterrors; contains manifest errors; ¢) the addressee could not comply with the
EPOC because of de facto impossibility due
to circumstances not attributable to the
addressee, or because the EPOC contains
manifest errors;
Article 14(4), point d
353 d) the European Production Order does not | d)-the EuropeanProduction-Orderdoesnot | d) the European Production Order does not | Provisional agreement 7th trilogue
concern data stored by or on behalf of the coneern-data-stored-by-or-onbehalfof the concern data stored by or on behalf of the 28/06/2022:
service provider at the time of receipt of service-providerat-the time-of receiptof service provider at the time of receipt of
EPOC; EPOC: EPOC; d) the European Production Order does not
concern data stored by or on behalf of the
service provider at the time of receipt of
EPOC;
Article 14(4), point e
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354 e) the service is not covered by this e)-theservice-isnot-covered-by-this ¢) the service is not covered by this Provisional agreement 7th trilogue
Regulation; Regulation; Regulation; 28/06/2022:
e) the service is not covered by this
Regulation;
Article 14(4), point f
355 f) based on the sole information contained | £-based-on-thesole-information-contained f) based-on-thesole-information—contained | Provisional written political agreement
in the EPOC, it is apparent that it t-the EPOCHtis-apparent-thatit in-the ERPOCitis-apparent-thatit 13/07/2022:
manifestly violates the Charter or that it is | manifesthyviolates-the-Charter or-thatitis | manifesthyvielatesthe-Charterorthatitis
manifestly abusive. manifestly-abusive: t ive one of the grounds f) based on the sole information contained
referred to in Article 12a (1) apply. in the EPOC, it is apparent that it in

exceptional situations, there are
substantial grounds to believe, on the basis
of specific and objective evidence, that the
execution of the Order would, in the
particular circumstances of the case, entail
a manifest breach of a relevant
fundamental right as set out in Article 6
TEU and the Charter.

Article 14(5)

356 5. The addressee may only oppose the 5-The-addressee-may-only-oppose-the 5. The-addressee-may-only-oppeose-the Provisional agreement 7th trilogue

enforcement of the European Preservation | enforcementofthe EuropeanPreservation | Recognition or enforcement of the 28/06/2022 as amended by technical level
Order on the basis of the following Order-on-the-basis-of the following European Preservation Order may only be | 08/11/2022;
grounds: grounds: denied on the basis of the following

grounds: 5.The enforcement of the European

Preservation order may only be denied on
the basis of the following grounds :

Article 14(5), point a

357 a) the European Preservation Order has not | a)jthe EurepeanPreservation-Orderhasnot | a) the European Preservation Order has not | Provisional agreement 7th trilogue
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been issued or validated by an issuing been-issued-or-validated-by-an-issuing been issued or validated by an issuing 28/06/2022:
authority as specified in Article 4; authority-as-speetfed-in-Asticled: authority as specified in Article 4;
a) the European Preservation Order has not
been issued or validated by an issuing
authority as specified in Article 4;
Article 14(5), point b
358 b) the service provider could not comply b)-the-service providercould-notcomply b) the service provider could not comply Provisional agreement 7th trilogue
with the EPOC-PR because of de facto with-the EFPOC-PR because ot detheto with the EPOC-PR because of de facto 28/06/2022:
impossibility or force majeure, or because | impessibility-orforee-majeure;or-beeatse impossibility erferee-majetre;-or because

the EPOC-PR contains manifest errors;

the EPOC-PR contains manifest errors;

b) the addressee could not comply with the
EPOC-PR because of de facto impossibility
due to circumstances not attributable to the
addressee, or because the EPOC-PR
contains manifest errors;

Article 14(5), point ¢
359 ¢) the European Preservation Order does erthe EuropeanPreservation Order-does c¢) the European Preservation Order does Provisional agreement 7th trilogue
not concern data stored by or on behalf of | netcencern-data-stored-by-oronbehalfof not concern data stored by or on behalf of 28/06/2022:
the service provider at the time of the the-service-provider-at-the-time-of the the service provider at the time of the
EPOC-PR; EPOC-PR: EPOC-PR; c) the European Preservation Order does
not concern data stored by or on behalf of
the service provider at the time of the
EPOC-PR;
Article 14(5), point d
360 d) the service is not covered by the scope d)-the-service-isnot-covered-by-theseope-of | d) the service is not covered by the scope of | Provisional agreement 7th trilogue
of the present Regulation; the-present-Regulation: the present Regulation; 28/06/2022:
d) the service is not covered by the scope of
the present Regulation;
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Article 14(5), point e

361 e) based on the sole information contained | e)based-on-the-sole-informationcontained | e)based-onthesoleinformationcontained | Provisional written political agreement
in the EPOC-PR, it is apparent that the -the ERPOC-PRit-is-apparent-that the -the EROC-2P stisapporent-thatthe 13/07/2022:
EPOC-PR manifestly violates the Charter EPOC-PR manifesthyviolatesthe Charter EPOC PR n2#in st ~eiclawethe Charter
or is manifestly abusive. or-is-manifesthy-abusive: or-isantfestly cbus ve- f) based on the sole information contained

in the EPOC-PR, it is apparent that it in
exceptional situations, there are
substantial grounds to believe, on the basis
of specific and objective evidence, that the
execution of the Order would, in the
particular circumstances of the case, entail
a manifest breach of a relevant
fundamental right as set out in Article 6
TEU and the Charter.

Article 14

(6)

362

6. In case of an objection by the addressee,
the enforcing authority shall decide
whether to enforce the Order on the basis
of the information provided by the
addressee and, if necessary, supplementary
information obtained from the issuing
authority in accordance with paragraph 7.

6. In case of an objection by the service
provider, the executing authority shall
decide whether to enforce or not to
recognise the Order on the basis of the
information provided by the service
provider and, if necessary, supplementary
information obtained from the issuing
authority. The executing authority shall
notify its decision without undue delay to
the service provider and the issuing
authority.

6. In case of an objection by the addressee
pursuant to paragraphs 4 point (a) to (e)
and 5, the enforcing authority shall decide
whether to enforce the Order on the basis of
the information provided by the addressee
and, if necessary, supplementary
information obtained from the issuing
authority in accordance with paragraph 7.

Provisional agreement 7th trilogue
28/06/2022 as amended by technical level
10/10/2022:

6. In case of an objection by the addressee
pursuant to paragraphs 4 and 5, the
enforcing authority shall decide whether or
not to enforce the Order on the basis of the
information provided by the addressee and,
if necessary, supplementary information
obtained from the issuing authority in
accordance with paragraph 7.

Article 14

(7)

363

7. Before deciding not to recognise or
enforce the Order in accordance with

7. Before deciding not to recognise or
enforce the Order in accordance with

Provisional agreement 7th trilogue
28/06/2022 + agreement at inter-
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paragraph 2 and 6, the enforcing authority | paragraph2-and-6;-the-enforcing-authority paragraph 2 and 6, the enforcing authority institutional technical level 27/09/2022:
shall consult the issuing authority by any shatl-consult-the-issuingauthority-by-any shall consult the issuing authority by any
appropriate means. Where appropriate, it appropriate-means—Where-appropriate—it appropriate means. Where appropriate, it 7. Before deciding not to recognise or
shall request further information from the shall requestfurther-informationfrom-the shall request further information from the enforce the Order in accordance with
issuing authority. The issuing authority issuing-authority—The-issuing-authority issuing authority. The issuing authority paragraphs 2 and 6, the enforcing authority
shall reply to any such request within 5 shall reply-to-anysuchrequest-within 5 shall reply to any such request within 5 shall consult the issuing authority by any
working days. working-days- working days. appropriate means. Where appropriate, it
shall request further information from the
issuing authority. The issuing authority
shall reply to any such request within 5
working days.

Article 14(8)

364 8. All decisions shall be notified 8-Al-decisions-shall be-notified 8. All decisions shall be notified Provisional agreement 7th trilogue
immediately to the issuing authority and to | immediately-to-the-issuingauthorityandte | immediately to the issuing authority and to | 28/06/2022 as amended by technical level
the addressee by any means capable of the-addressee-by-any-means-eapable-of the addressee by any means capable of 10/10/2022 as amended and provisionally
producing a written record. producinga-writtenrecord: producing a written record. agreed at the technical level 18/11/2022:

8. The enforcing authority shall notify all
decisions immediately to the issuing
authority and to the addressee.

Article 14

(9)

365

9. If the enforcing authority obtains the
data from the addressee, it shall transmit it
to the issuing authority within 2 working
days, unless the data concerned is
protected by an immunity or privilege
under its own domestic law or it impacts
its fundamental interests such as national
security and defence. In such case, it shall
inform the issuing authority of the reasons
for not transmitting the data.

9. If the executing authority obtains the
data from the service provider, it shall
transmit it to the issuing authority without
undue delay.

9. If the enforcing authority obtains the
data from the addressee, it shall transmit it
to the issuing authority within 2 working
days, unless the data concerned is protected
by an immunity or privilege or by rules on
determination and limitation of criminal
liability relating to freedom of press and
freedom of expression in other media
under its own domestic law or it impacts its
fundamental interests such as national
security and defence. In such case, it shall

Provisional agreement 7th trilogue
28/06/2022:

9. If the enforcing authority obtains the
data from the addressee, it shall transmit it
to the issuing authority without undue
delay.
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inform the issuing authority of the reasons
for not transmitting the data.

Article 14

(10)

366

10. In case the addressee does not comply
with its obligations under a recognised
Order whose enforceability has been
confirmed by the enforcing authority, that
authority shall impose a pecuniary sanction
in accordance with its national law. An
effective judicial remedy shall be available
against the decision to impose a fine.

10. In case the service provider does not
comply with its obligations , the executing
authority shall impose a sanction in
accordance with Article 13. An effective
judicial remedy shall be available against
the decision to impose a fine

10. In case the addressee does not comply
with its obligations under a recognised
Order whose enforceability has been
confirmed by the enforcing authority, that
authority shall impose a pecuniary sanction
in accordance with its national law. An
effective judicial remedy shall be available
against the decision to impose a fine.

Provisional agreement 7th trilogue
28/06/2022:

10. In case the addressee does not comply
with its obligations under a recognised
Order whose enforceability has been
confirmed by the enforcing authority, that
authority shall impose a pecuniary sanction
in accordance with Article 13. An effective
judicial remedy shall be available against
the decision to impose a fine.

Chapter IV
367 Chapter 4: Remedies Chapter4: Remedies Chapter 4: Remedies
Article 14a
368 Article 14a Provisional agreement 7th trilogue
28/06/2022:
Review procedure in case of conflicting
[DELETE]
obligations with third country law
Article 14a(1)
369 L Whe're the service p rov'tder or the Provisional agreement 7th trilogue
executing authority considers that 28/06/2022:
compliance with the European Production -
Order or the European Preservation
Order would conflict with applicable laws AR
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of a third country prohibiting disclosure
of the data concerned, it shall inform the
issuing authority and the relevant
addressees without undue delay and at the
latest within 10 days from the receipt of
the order. In this case, execution of an
order shall be suspended.

Article 14a(2)

370 2. Such notice shall include all relevant Provisional nt 7th il
details on the law of the third country, its ovistonar agreeme ritogue

applicability to the case at hand and the Ly
nature of the conflicting obligation. [DELETE]
Article 14a(3)
371 3. The competent authority of the issuing Provisional agreement 7th trilogue

State shall review the European

Production Order or the European ehicz 00,
Preservation Order and inform the
addressees, within 10 days after receiving IBEREIE
the notice, on the basis of the following
criteria:

Article 14a(3), point a

372 a) the interests protected by the relevant Provisional agreement 7th trilogue
law of the third country, including 28/06/2022:
fundamental rights as well as other
interests preventing disclosure of the data, [DELETE]
in particular national security interests of
the third country;

Article 14a(3), point b

b) the degree of connection of the criminal

S8 case for which the Order was issued to the

Provisional agreement 7th trilogue
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Jjurisdiction of the issuing State and the 28/06/2022:
third country, as indicated inter alia by:
[DELETE]
Article 14a(3), point b, item i
374 i) the location, natzonalzty. and.resm'ence Provisional agreement 7th trilogue
of the person whose data is being sought 28/06/2022:
and/or of the victim(s); .
[DELETE]
Article 14a(3), point b, item ii
375 th 2’;;.5 ’fa}szswc’:)e,::;:gfef;lmlnal offence in Provisional agreement 7th trilogue
’ 28/06/2022:
[DELETE]
Article 14a(3), point c
376 g)e :Zij;i’;i? doefr (;onn;te}::l:);i:jgf;’;;ftfn Provisional agreement 7th trilogue
. 28/06/2022:
question;
[DELETE]
Article 14a(3), point d
377 d) the interests of the issuing State in Provisional agreement 7th trilogue
obtaining the electronic information 28/06/2022:
concerned, based on the seriousness of the
offence and the importance of obtaining [DELETE]
the electronic information in an
expeditious manner;
Article 14a(3), point e
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378 e) the possible consequences for the Provisional agreement 7th trilogue
addressees of complying with the 28/06/2022:

European Production Order or the
European Preservation Order, including [DELETE]
the sanctions that may be imposed against
the service providers under the law of the
third country.

Article 14a(4)

379 4. Within 10 days after receiving the Provisional agreement 7th trilogue
notice, the issuing authority shall 28/06/2022:

withdraw, uphold or adapt the Order
where necessary, to give effect to these [DELETE]
criteria. To this end, the issuing authority
shall request clarifications on the
applicable law from the competent
authority of the third country, in
compliance with Directive (EU) 2016/680,
to the extent that this does not obstruct the
deadlines provided for in this Regulation.
In the event of withdrawal, the issuing
authority shall immediately inform the
addressees of the withdrawal.

Article 14a(5)

380 5. Where the issuing authority decides to Provisional agreement 7th trilogue
uphold the Order, it shall inform the 28/06/2022:

addressees of its decision. While duly
taking into account the decision of the [DELETE]
issuing authority and after also consulting
the competent authority of the third
country, in compliance with Directive
(EU) 2016/680, to the extent that this does
not obstruct the deadlines provided for in
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this Regulation, the executing authority
shall take a final decision based on the
criteria listed in paragraph 3, within 10
days after receiving the decision of the
issuing authority, and inform the issuing
authority, the service provider and the
competent authority of the third country
its final decision.

Article 14a(6)
381 6. For the duration of the procedure Provisional agreement 7th trilogue
referred to in Article 14a , the service 28/06/2022:
provider shall preserve the data requested.
[DELETE]
Article 15
382 Article 15 Review procedure in case of Article 15-Reviewprocedure-in-easeof Articte 15 Review procedure-incaseof Provisional agreement 7th trilogue
conflicting obligations based on conflicting-obligations-based-on conflicting-obligations-based-on 28/06/2022:
fundamental rights or fundamental fundamentalrights-or-fundamental fundamental riehts-or-fundamented
interests of a third country interests-of-a-third-country interests-of-a-third-cowntry [DELETE]
Article 15(1)
383 1. If the addressee considers that +1fthe-addressee-considers-that +1f the-addresseeconsiders-that Provisional agreement 7th trilogue
compliance with the European Production | eempliance-with-the EuropeanProduction comphanee-with-the EuropeanProduction 28/06/2022:
Order would conflict with applicable laws | Orderweould-confliet-with-appleabledaws Order-would-confliet-with-applicable daws
of a third country prohibiting disclosure of | efa-third-countryprohibiting-disclosure-of | ofa-thirdcountryprohibiting-disclosureof | [DELETE]
the data concerned on the grounds that this | the-data-concerned-on-thegrounds-thatthis | the-dataconcerned-onthe-grounds-thatthis
is necessary to either protect the is-neeessary-to-cither-proteet-the is-neeessary-to-citherproteet-the
fundamental rights of the individuals fundamental-rights-ef the-individuals fundamental-rights-of the-individuals
concerned or the fundamental interests of conecerned-orthe fundamentalinterestsof concerned-or the fundamental-interestsof
the third country related to national the-third-country related-to-national security | the-third countryrelated-to-national seeurity
security or defence, it shall inform the or-defenee it shall informthe-issuing or-defenceit-shall informthe-issuing
issuing authority of its reasons for not avthority-of itsreasonsfor not executing autherity-ofits reasonsfor not exeeuting
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executing the European Production Order the-EuropeanProduetion-Orderin thefthop anioductionOrderin
in accordance with the procedure referred accordance-with-the procedurereferred-to acuorde ee Athneprocedurereferred-te
to in Article 9(5). inArticle 95)- AvtieleHE -
Article 15(2)
384 2. The reasoned objection shall include all Provisional agreement 7th trilogue

relevant details on the law of the third
country, its applicability to the case at hand
and the nature of the conflicting obligation.
It cannot be based on the fact that similar
provisions concerning the conditions,
formalities and procedures of issuing a
production order do not exist in the
applicable law of the third country, nor on
the only circumstance that the data is
stored in a third country.

28/06/2022:

[DELETE]

Article 15

(3)

385

3. The issuing authority shall review the
European Production Order on the basis of
the reasoned objection. If the issuing
authority intends to uphold the European
Production Order, it shall request a review
by the competent court in its Member

Provisional agreement 7th trilogue
28/06/2022:

[DELETE]

State. The execution of the Order shall be The-executionofthe Ordershall-be The-execcution-ofthe Ordershall-be
suspended pending completion of the suspended-pending-completion-of the suspended-pending completion-of the
review procedure. review-procedure: evienwprocedure:
The competent court shall first assess Fhe-competenteonrtshat- st ussess Tl ball &
whether a conflict exists, based on an whether-a-conthetexistsbased-onan . .
examination of whether examination-of-whether . ’
examination-of-whether
Article 15(3), point a
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o | G sy o sl b | (oo erlesbembon | e by ol veelen | sl g
. . . . . AN N\ 28/06/2022:
question and if so, question-and-if so; qrestonand Fsos
[DELETE]
Article 15(3), point b
387 (b) the third country law, when applied to b)-the-third-countrylaw—when-applied-to b)-the-third-country1-w-whenapplied-to Provisional agreement 7th trilogue
the specific circumstances of the case in thespecHicciresmstuneesof the-casen thespectiieciretmstanees-of the casein 28/06/2022:
question, prohibits disclosure of the data question;prohibits-diselosure-of the-data eaestion;prohibits-diselosure-of the-data
concerned. concerned: coneerned: [DELETE]
Article 15(4)
388 4. In carrying out this assessment, the court | 4Jn-earryingoutthisassessment-the-eourt | 4Jnearryingoutthisassessment-the-court Provisional ¢ 7th il
should take into account whether the third | shewld-take-into-acecount-whetherthe-third sheould-take-into-account-whether the-third ngavglzool;t;.agreemen ritogue
country law, rather than being intended to country-lawsrather than being-intended-to country-lawsrather-than-being-intended-te .
protect fundamental rights or fundamental | pretectfundamentalrightsorfundamental | protectfundamentalrightsorfundamental
interests of the third country related to interests-of the-third-country related-te interests-of the-third-countryrelated-to REEEN
national security or defence, manifestly national-security-or-defencemanifestly national security-or-defence,manifestly
seeks to protect other interests or is being seeks-to-protect-otherinterests-oris-being seeks-to-protect-otherinterests-oris-being
aimed to shield illegal activities from law aimed-to-shield-illegal activities from-law aimed-to-shield-illegal-activities from-law
enforcement requests in the context of enforcementrequestsin-the-context-of enforcement requests-in-the-context-of
criminal investigations. eriminal-investigations: eriminal-investigations:
Article 15(5)
389 5. If the competent court finds that no 51 the-competentcourtfinds-thatne 51 the-competentcourt finds-thatne Provisional agreement 7th trilogue
relevant conflict within the meaning of relevanteontiebwithinthe menningof relevanteonthetwithinthe meanineof 28/06/2022:
paragraphs 1 and 4 exists, it shall uphold paragraphst-and-4-exists-it shall-uphold paragraphstand-4-existsit shall upheld
the Order. If the competent court the- Order1{ the-competent-court the- Order1fthe-competent-court [DELETE]
establishes that a relevant conflict within establishes-that-arelevantconfliet-within establishes-that arelevant-confliet-within
the meaning of paragraphs 1 and 4 exists, the-meaning-of paragraphs1-and-4-exists; the-meaning-of paragraphs1-and-4-exists;
the competent court shall transmit all the-competent-court shall transmitall the-competent-court shall- transmit-all
relevant factual and legal information as relevant-factual-and-legal informationas relevant-factual and-legal informationas
regards the case, including its assessment, regards-the-caseincluding its-assessment; regards-the-caseincluding its-assessment;
14811/22 MC/sl 215
ANNEX JAL2 LIMITE EN




Commission Proposal

to the central authorities in the third
country concerned, via its national central
authority, with a 15 day deadline to
respond. Upon reasoned request from the
third country central authority, the deadline
may be extended by 30 days.

EP mandate Council Mandate Draft agreement

l L authosities in the third ntral vl he third
hotity. wit 10w deadli : ’ 12 dead]

Article 15

(6)

390

6. If the third country central authority,
within the deadline, informs the competent
court that it objects to the execution of the
European Production Order in this case,
the competent court shall lift the Order and
inform the issuing authority and the
addressee. If no objection is received
within the (extended) deadline, the
competent court shall send a reminder
giving the third country central authority 5
more days to respond and informing it of
the consequences of not providing a
response. If no objection is received within
this additional deadline, the competent
court shall uphold the Order.

61 the-third-country-central-autherity; 6 the thirdcountryeentrabatthoriy: Provisional agreement 7th trilogue
within-the-deadlineinforms-the competent | withinthe deadlineinforms-the competent | 28/06/2022:

EurepeanProduction-Orderin-this-case-the E—&repean—l#eéueﬂe&@réer—m—%&e&s%the [DELETE]

IEI 5; gl‘ YRS 'EI EI E E;t g autonty-anc EI

Article 15

(7)

391

7. If the competent court determines that
the Order is to be upheld, it shall inform
the issuing authority and the addressee,

who shall proceed with the execution of

T 1f the-competent-court- determines-that T the- competentcourt-determines-that Provisional agreement 7th trilogue
the- Order-is-to-be-uphelditshallinformthe | the Orderisto-be-uphelditshallinformthe | 28/06/2022:

shall- proceed-with-the-execution-of the shall proceed-with-the-execution-of the [DELETE]

the Order. Order: Order:
Article 16
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392 Article 16 Review procedure in case of Articte16-Reviewprocedure-incase-of Article 16 Review procedure in case of Provisional agreement 7th trilogue
conflicting obligations based on other conflicting-obligations-based-on-other conflicting obligations based-on-other 28/06/2022:
grounds arFoHdy
Article 16 Review procedure in case of
conflicting obligations
Article 16(1)
393 1. If the addressee considers that +1f the-addressee-considers-that 1. If the addressee considers that Provisional agreement 7th trilogue
compliance with the European Production | eempliance-with-the EuropeanProduction compliance with the European Production 28/06/2022:
Order would conflict with applicable laws | Orderweould-confliet-with-applicabledaws Order would conflict with applicable laws
of a third country prohibiting disclosure of | efathird-countryprohibiting-diselosure-of | of a third country prehibiting-diselosure-of | [I. Where the addressee considers that
the data concerned on other grounds than the-data-conecerned-on-othergrounds-than theduteconcernedonothergroundsthan compliance with the European Production
those referred to in Article 15, it shall thosereferredttom-Artiele B shalt thesereferred-to-in-Artiele15; it shall Order would conflict with applicable laws
inform the issuing authority of its reasons inform-the-issuing-authority ofitsreasons inform the issuing authority of its reasons of a third country prehibiting-diselosure-of
for not executing the European Production | fornetexecutingthe BuropeanProduction | for not executing the European Production | the-dataconcerned-onothergrounds-than
Order in accordance with the procedure Orderin-accordance-with-the-procedure Order in accordance with the procedure thesereferred-to-in-Article15; it shall
referred to in Article 9(5). referred-to-in-Article 9(5)- referred to in Article 9(5) and (6). inform the issuing authority and the
enforcing authority of its reasons for not
executing the European Production Order in
accordance with the procedure referred to in
Article 9(5) and (6).
Article 16(2)
394 2. The reasoned objection must include all | 2-Fhereasoned-objectionmustinelude-all | 2. The reasoned objection must include all | Provisional agreement 7th trilogue
relevant details on the law of the third relevantdetats-on-thedaw-ofthe-thivd relevant details on the law of the third 28/06/2022 as amended and provisionally
country, its applicability to the case at hand | eeuntry;its-applicabiityto-the-case-athand | country, its applicability to the case at hand | agreed at the technical level 18/11/2022:
and the nature of the conflicting obligation. | and-thenatare-oftheconflictingobligation- | and the nature of the conflicting obligation.
It cannot be based on the fact that similar Tt-cannot-be-based-on-the-faet that similar It cannot be based on the fact that similar 2. The reasoned objection must include all
provisions concerning the conditions, provisions-concerning the-conditions; provisions concerning the conditions, relevant details on the law of the third
formalities and procedures of issuing a formalities-and-procedures-ofissuinga formalities and procedures of issuing a country, its applicability to the case at hand
production order do not exist in the production-order- do-notexistin-the production order do not exist in the and the nature of the conflicting obligation.
applicable law of the third country, nor on | applieablelaw-ofthe thirdcountryy,neren | applicable law of the third country, nor on | [t cannot be based on the fact that similar
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the only circumstance that the data is the-only-eireumstanece-that the-data-is-stored | the only circumstance that the data is stored | provisions concerning the conditions,
stored in a third country. in-a-third-country: in a third country. It shall be filed no later | formalities and procedures of issuing a
than 10 days after the date on which the | production order do not exist in the
addressee was served with the EPOC. applicable law of the third country, nor on
Time limits shall be calculated in the only circumstance that the data is stored
accordance with the national law of the in a third country. It shall be filed no later
issuing authority. than 10 days after the date on which the
addressee received the EPOC. Time
limits shall be calculated in accordance
with the national law of the issuing
authority.
Article 16(3)
395 3. The issuing authority shall review the 3 The-issuingauthority shall review-the 3. The issuing authority shall review the Provisional agreement 7th trilogue
European Production Order on the basis of | EurepeanProductionOrderon-thebasisef | European Production Order on the basis of | 28406/2022:
the reasoned objection. If the issuing the-reasoned-objection—1f the-issuing the reasoned objection. If the issuing
authority intends to uphold the European authority-tntendsto-uphold-the Buropesn authority intends to uphold the European 3. The issuing authority shall review the
Production Order, it shall request a review | Preduetion-Orderit-shall requestareview | Production Order, it shall request a review | European Production Order on the basis of
by the competent court in its Member by-the-competent-court-inits Member-State- | by the competent court in its Member State. | the reasoned objection and any input
State. The execution of the Order shall be | Fhe-exeecution-ofthe-Ordershall-be The execution of the Order shall be provided by the enforcing State. 1f the
suspended pending completion of the suspended-pendingcompletion-of the suspended pending completion of the issuing authority intends to uphold the
review procedure. reviewproeedure: review procedure. European Production Order, it shall request
a review by the competent court in its
Member State. The execution of the Order
shall be suspended pending completion of
the review procedure.
Article 16(4)
4. The competent court shall first assess 4—Thecompetentecourtshal-frstassess 4. The competent court shall first assess — :
396 . . . . . . Provisional agreement 7th trilogue
whether a conflict exists, based on an whether-a-conthetexists; based-onan whether a conflict exists, based on an
L o S 28/06/2022:
examination of whether examinationofwhether examination of whether
4. The competent court shall first assess
whether a conflict exists, based on an
examination of whether
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Article 16(4), point a
397 a) the thlrd cguntry law applies based.on —a}—th%thﬂé—eemm—y—hw—apphes—based—en‘ . . a) the thlrd cpuntry lav&i applies based.on e e AT
the specific circumstances of the case in the-speeific-eircumstances-of the-case-in the specific circumstances of the case in
. . . . . vy 28/06/2022:
question and if so, question-and-ifso; question and if so,
a) the third country law applies based on the
specific circumstances of the case in
question and if so,
Article 16(4), point b
398 b) the third country law, when applied to b)-the-third-country taw;,-when-applied-te b) the third country law, when applied to Provisional agreement 7th trilogue
the specific circumstances of the case in the-speeific-eircumstances-of the-case-in the specific circumstances of the case in 28/06/2022:
question, prohibits disclosure of the data question; prohibits-diselosure-of the-data question, prohibits disclosure of the data
concerned. coneerned: concerned. b) the third country law, when applied to
the specific circumstances of the case in
question, prohibits disclosure of the data
concerned.
Article 16(5)
399 5. If the competent court finds that no 51 the competentcourtfinds-thatne 5. If the competent court finds that no Provisional agreement 7th trilogue
relevant conflict within the meaning of relevant-conflict-within-the-meaning of relevant conflict within the meaning of 28/06/2022:
paragraphs 1 and 4 exists, it shall uphold parasraphstand-dexists—tshatbuphold paragraphs 1 and 4 exists, it shall uphold
the Order. If the competent court the- Order1 the-competenteourt the Order. If the competent court S. Where the competent court finds that no
establishes that the third country law, when | establishes-thatthe-third-countrylaw;-when | establishes that the third country law, when | relevant conflict within the meaning of
applied to the specific circumstances of the | applied-to-thespeecific-cireumstances-ofthe | applied to the specific circumstances of the | paragraphs 1 and 4 exists, it shall uphold
case under examination, prohibits case-under-examination,prohibits case under examination, prohibits the Order. Where the competent court
disclosure of the data concerned, the disclosure-of the-data-concerned;-the disclosure of the data concerned, the establishes that the third country law, when
competent court shall determine whether to | competent-courtshall- determine-whetherto | competent court shall determine whether to | applied to the specific circumstances of the
uphold or withdraw the Order in particular | wpheld-erwithdraw-the-Orderinpartiealar | uphold or lift withdraw the Order. That case under examination, prohibits
on the basis of the following factors: on-the-basis-of the-folowing factors: assessment shall in particular be based on | disclosure of the data concerned, the
the-basis-of the following factors while competent court shall determine whether to
giving particular weight to the factors uphold or lift withdraw the Order. That
referred to in points (a) and (b): assessment shall in particular be based on
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the-basis-of the following factors while
giving particular weight to the factors
referred to in points (a) and (b):

Article 16(5), point a
400 a) the 1n‘Ferest protec‘Fed by 'the relevgnt law . . . . a) the interest protected by the relevant law | Provisional agreement 7th trilogue
of the third country, including the third of the-third-country;-inclading the third . . .
, ; . . , X . . of the third country, including 28/06/2022:
country’s interest in preventing disclosure | eeuntry’s-interestinpreventingdiselosure .
. . fundamental rights as well as other
of the data; ofthe-data: . . . ;
interests preventing disclosure of the a) the interest protected by the relevant law
data interestinpreventing diselosure-of the | of the third country, including fundamental
data-in particular national security rights as well as other fundamental
interests of the third country; interests preventing disclosure of the
data interestin-preventing disclosure-ofthe
data-in particular national security
interests of the third country;
Article 16(5), point b
401 b) the degree of connection of the criminal | b)-the-degree-ofconnectionofthe-eriminal | b) the degree of connection of the criminal | Provisional agreement 7th trilogue
case for which the Order was issued to caseforwhich-the Orderwasissued-to case for which the Order was issued to 28/06/2022:
either of the two jurisdictions, as indicated | eitherefthe-twojurisdictions,as-indicated | either of the two jurisdictions, as indicated
inter alia by: inter-aliaby: inter alia by: b) the degree of connection of the criminal
- the location, nationality and residence of | —thelocation, nationality-andresidence-of - the location, nationality and residence of ase el th.e O.rd.er was ISSH.Cd FO
N T o either of the two jurisdictions, as indicated
the person whose data is being sought the-person-whese-data-is-beingsought the person whose data is being sought nter alia by:
and/or of the victim(s), andfor-of the-vietim(s); and/or of the victim(s), mmier ata by
- the place where the criminal offence in —theplace-where-the-eriminal- offence-in - the place where the criminal offence in o les o, natlonall.ty ar}d A
. . . . . X the person whose data is being sought
question was committed question-was-comnitted question was committed . .
and/or of the victim(s),
- the place where the criminal offence in
question was committed
Article 16(5), point c
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402 ¢) the degree of connection between the ¢)-the-degree-of connectionbetween-the ¢) the degree of connection between the Provisional agreement 7th trilogue
service provider and the third country in serviceproviderand-thethird-country-in service provider and the third country in 28/06/2022:
question; in this context, the data storage qrestion—in-this-eontext—the-data-storage question; in this context, the data storage
location by itself does not suffice in location-by-itself does-notsuffice-in location by itself does not suffice in c) the degree of connection between the
establishing a substantial degree of establishing-a-substantial degree-of establishing a substantial degree of service provider and the third country in
connection; conneetion; connection; question; in this context, the data storage
location by itself does not suffice in
establishing a substantial degree of
connection;
Article 16(5), point d
403 d) the interests of the investigating State in | d)-the-interests-ofthe-investigating Statein | d) the interests of the investigating State in | Provisional agreement 7th trilogue
obtaining the evidence concerned, based on | ebtaining the-evidence-concerned;based-on | obtaining the evidence concerned, based on | 28/406/2022:
the seriousness of the offence and the thesertowsness-of the offenecandthe the seriousness of the offence and the
importance of obtaining evidence in an portance ol obtatnine evidence tnan importance of obtaining evidence in an d) the interests of the investigating State in
expeditious manner; expedibousanter: expeditious manner; obtaining the evidence concerned, based on
the seriousness of the offence and the
importance of obtaining evidence in an
expeditious manner;
Article 16(5), point e
404 e) the possible consequences for the e)-the-possible-consequeneestor-the e) the possible consequences for the Provisional agreement 7th trilogue
addressee or the service provider of addressee-or-the-service providerof addressee or the service provider of 28/06/2022:
complying with the European Production complying-with-the EuropeanProduction complying with the European Production
Order, including the sanctions that may be | Order-ineluding-the-sanetions-thatmay-be | Order, including the sanctions that may be | g) the possible consequences for the
incurred. ineurred: incurred. addressee or the service provider of
complying with the European Production
Order, including the sanctions that may be
incurred.
Article 16(5b)
405 5b. The court may seek information Provisional agreement 7th trilogue
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from the competent authority of the
third country taking into account
Directive 2016/680, in particular its
Chapter V and to the extent that such
the transmission does not obstruct the
relevant criminal proceedings.

28/06/2022 as amended by technical level
25/10/2022 as amended by technical level
08/11/2022;

5b. The court may seek information from
the competent authority of the third country
taking into account Directive 2016/680, in
particular its Chapter V and to the extent
that such the transmission does not obstruct
the relevant criminal proceedings.
Information shall in particular be
requested from the competent authority
of the third country by the issuing State
where the conflict concerns fundamental
rights or other fundamental interests of
the third country related to national
security and defence.

Article 16(6)
406 6. If the competent court decides to lift the | 63fthe-competentecourtdecidestotifithe | 6. If the competent court decides to lift the | Provisional agreement 7th trilogue
Order, it shall inform the issuing authority | Orderritshal-informtheissuingauthority | Order, it shall inform the issuing authority | 28/06/2022:
and the addressee. If the competent court and-the-addressee 1 the-competent-court and the addressee. If the competent court
determines that the Order is to be upheld, it | determines-that-the-Orderisto-be-upheldit | determines that the Order is to be upheld, it | 6. If the competent court decides to lift the
shall inform the issuing authority and the shall-inform-the-issuingautherityand-the shall inform the issuing authority and the Order, it shall inform the issuing authority
addressee, who shall proceed with the addressee;-wheo-shall proceed-with-the addressee, who shall proceed with the and the addressee. If the competent court
execution of the Order execeution-ofthe Order execution of the Order determines that the Order is to be upheld, it
shall inform the issuing authority and the
addressee, who shall proceed with the
execution of the Order.
6a. The issuing authority shall inform the
enforcement authority about the outcome
of the proceedings.
Article 17
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407 Article 17 Effective remedies Article 17 Effective remedies Article 17 Effective remedies
Article 17(1)
408 1. Suspects and accused persons whose 1. Persons whose data was sought via a :én\?/el(tllil:su; ‘21 l:; E;lelclfl t;czl(l);tdhaer:cl:%vailth Provisional agreement 7th trilogue
data was obtained via a European European Production Order or a European national law. any Sus l ! 28/06/2022 as amended by Rapporteur
Production Order shall have the right to Preservation Order shall have the right to Ppersons wh(’)se I awas sought obtained 30/09/2022 as amended by technical level
effective remedies against the European effective remedies against such Orders, via a European Produdtié Order shall have 08/11/2022;
Production Order during the criminal without prejudice to remedies available he right to effective remedies acainst the 1. Without iudice to further legal
dings for which the Order was under Directive (EU) 2016/680 and the right to elfec ve & ) l. ot [?re.]u 1?e o THIHIEE ega
Ii)srsouceede wi%hout rejudice to remedies Regulation (EU) 2016/679 European Production Order. Where that e !
availat’)le under F]))irjective (EU) 2016/680 J ’ person is a suspect or accu'sed person, national !aw, any persons Whose_data were
and Regulation (EU) 2016/679 the person shall have ?he right to. sought via a European Production Order
: effective remedies during the criminal shall have the right to effective remedies
proceedings for in which the Order-was against the European Production Order.
issued data were being used. Such Where that person is a suspect or
remedies shall be without prejudice to accused person, the person shall have the
remedies available under Directive (EU) right to effective remedies during the
2016/680 and Regulation (EU) 2016/679. criminal proceedings in which the data
were being used. Remedies mentioned in
this paragraph shall be without prejudice
to remedies available under Directive (EU)
2016/680 and Regulation (EU) 2016/679.
Article 17(2)
409 2. Where the person whose data was 2 Where-the-person-whese-data-was 2-Where-the-person-whese-data-was Provisional agreement 7th trilogue
obtained is not a suspect or accused person | ebtainedis-nota-suspeet-oraccusedperson | obtainedisnetasuspectoracecusedperson | 28/006/2022:
in criminal proceedings for which the in-eriminal-proceedingsfor-which-the Order | in-eriminal proceedingsfor which-the Order
Order was issued, this person shall have was-isstued;-thispersonshallhave-theright | was-issued;-thisperson-shallhave-theright [DELETE]
the right to effective remedies against a to-effective remediesagainst a European to-effective remediesagainst-a European
European Production Order in the issuing Produetion-Order-in-the-issuing State; Production-Order-in-the-issuing State;
State, without prejudice to remedies witheut prejfudice-to-remediesavailable witheut-prejudice-to-remedies-available
available under Directive (EU) 2016/680 under Direetive-(EHH)2016/680-and under Directive-(EHH)2016/680-and
and Regulation (EU) 2016/679. Regulation (B 2016/679- Regulation-(EHH)2016/679-
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Article 17

(3)

410

3. Such right to an effective remedy shall
be exercised before a court in the issuing
State in accordance with its national law
and shall include the possibility to
challenge the legality of the measure,
including its necessity and proportionality.

3. Such right to an effective remedy shall
be exercised before a court in the issuing
State or the executing State in accordance
with national law and shall include the
possibility to challenge the legality of the
measure, including its necessity and
proportionality.

3. Such right to an effective remedy shall
be exercised before a court in the issuing
State in accordance with its national law
and shall include the possibility to
challenge the legality of the measure,
including its necessity and proportionality.

Provisional agreement 7th trilogue
28/06/2022:

2. The right to an effective remedy shall be
exercised before a court in the issuing State
in accordance with its national law and shall
include the possibility to challenge the
legality of the measure, including its
necessity and proportionality, without
prejudice to the guarantees of
fundamental rights in the enforcing
State.

Article 17(3a)

411 3a. The substantive reasons for issuing the Provisional agreement 7th trilogue
European Production Order or the 28/06/2022:
European Preservation Order shall be
challenged in the issuing State, without [DELETE]
prejudice to the guarantees of
fundamental rights in the executing State.
Article 17(4)
412 4. Without prejudice to Article 11, the 4. Without prejudice to Article 11, the 4. Without prejudice to Article 11, the Provisional agreement 7th trilogue
issuing authority shall take the appropriate | issuing authority and the executing issuing authority shall take the appropriate | 28/06/2022:
measures to ensure that information is authority shall take the appropriate measures to ensure that information is
provided about the possibilities under measures to ensure that information is provided about the possibilities under 3. When applying Article 11(1) of this
national law for seeking remedies and provided in due time about the possibilities | national law for seeking remedies and Regulation, information shall be provided
ensure that they can be exercised under national law for seeking legal ensure that they can be exercised in due time about the possibilities under
effectively. remedies, including about when such effectively. national law for seeking remedies and
remedies apply, and ensure that they can be ensure that they can be exercised
exercised effectively. effectively.
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Article 17

(5)

413

5. The same time-limits or other conditions
for seeking a remedy in similar domestic
cases shall apply here and in a way that
guarantees effective exercise of these
remedies for the persons concerned.

Article 17(6)
414 6. Without prejudice to national procedural | 6-—Witheutprejudice-to-national-precedural | 6. Without prejudice to national procedural | Provisional agreement 7th trilogue
rules, Member States shall ensure that in rules; Member-States-shall-ensure thatin rules, Member States shall ensure that in 28/06/2022 as amended and provisionally
criminal proceedings in the issuing State eriminal proceedings-in-the-issuingState criminal proceedings in the issuing State agreed at the technical level 18/11/2022:
the rights of the defence and the fairness of | therights-efthe-defence-andthefairnessof | the rights of the defence and the fairness of
the proceedings are respected when theprocecedingsare respectedbwvhen the proceedings are respected when Without prejudice to national procedural
assessing evidence obtained through the assessing-evidence-obtained-through-the assessing evidence obtained through the rules, the issuing State and any other
European Production Order. EurepeanProduetion-Order- European Production Order. Member State to or from which the
electronic evidence has been transmitted,
shall ensure that the rights of the defence
and the fairness of the proceedings are
respected when assessing evidence obtained
through the European Production Order.
Article 18
- - — WITY - .y ,l WTY - ] / _ :
415 , Artzhc.l ¢ 18 Ensuring privileges and , . . . . .. , Provisional agreement 7th trilogue
immunities under the law of the enforcing immuhities-under-thetaw-of the-enforeing immuhitiesunder-thetaw-of the-enforeing 28/06/2022:
State State Stete :
[DELETE]
Article 18, paragraph 1
: - - - I onal i btained] - :
416 If transactional or con't ent data thamed by . . . . . Provisional agreement 7th trilogue
the European Production Order is protected | theEurepeanProductionOrderisprotected | the EuropeanProductionOrderisprotected
. ” o . . i . . . 28/06/2022:
by immunities or privileges granted under | by-immunities-orprivilegesgrantedunder | by immunities-or privilegesgranted-under
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the law of the Member State of the the-law-of the Member-State-of the the—aw of hevlember State ofthe
addressee, or it impacts fundamental addressee;-or-itimpacts-fundamental aclress e HtHpaetsfundamental [oiBLEE]
interests of that Member State such as terests-of that- Member Statesuch-as tertsort - fenberStatesuehas
national security and defence, the court in | natienal-seecurityand-defenece;thecourtin pationa-seev 9 yr «aceneethecourtin
the issuing State shall ensure during the the-issuingState shall ensure-during the theissuins -Stat shall nsvre-during the
criminal proceedings for which the Order eriminal proceedingsfor-which-the Order ertminalproc-adi - vhichthe Order
was issued that these grounds are taken was-issued-that these-grounds-are-takeninte | was-issued-thatthese srounds-are-takeninte
into account in the same way as if they accountin-the-same-way-asif they-were accountin-the samo-way-as-Ftheywere
were provided for under their national law | previded-forundertheirnationallaw-when | provided-forundertheirnationa-aw-when
when assessing the relevance and assessing-therelevance-and-admissibility of | assessing therelevance-and-admissibility-of
admissibility of the evidence concerned. the-evidence-concerned—Thecourt-may the-evidence-concerned—The-court-may
The court may consult the authorities of consult-the-autherities-of the relevant consult-the-autheorities-of the relevant
the relevant Member State, the European Member-State-the EuropeanJudicial Member-State,the EuropeanJudicial
Judicial Network in criminal matters or Networkin-eriminal-matters-or Eurojust: Networkin-ecriminal-matters-or Eurojust:
Eurojust.
416a COM proposal 15/11/2022:
Chapter 4a: Decentralised IT system
416b COM proposal 15/11/2022:
Article 18a Secure digital communication
and data exchange between competent
authorities and service providers and
between competent authorities
416¢ COM proposal 15/11/2022:
1. Written communication between
competent authorities and designated
establishments or legal representatives of
service providers under this Regulation,
including the exchange of forms
established by this Regulation and the
requested data, shall be carried out
through a secure and reliable
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decentralised IT system.

416d COM proposal 15/11/2022:

2. Member States shall ensure that the
designated establishments or legal
representatives of service providers
located in their Member State are
provided with access to the decentralised
IT system via their respective national IT
system.

416e COM proposal 15/11/2022:

3. Service providers shall ensure that
their designated establishments or legal
representatives can use the decentralised
IT system via the respective national I'T
system in order to receive EPOCs and
EPOCs-PR, send the requested data to
the issuing authority and communicate in
any other way with the issuing and
executing authority, as provided for
under this Regulation.

416f COM proposal 15/11/2022:

4. Written communication between
competent authorities under this
Regulation, including the exchange of
forms established by this Regulation, and
the requested data under the procedure
for enforcement as provided for in
Article 14, as well as written
communication with competent Union
agencies or bodies, shall be carried out
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through the decentralised IT system
referred to in paragraph 1.

416g

COM proposal 15/11/2022:

5. Where electronic communication in
accordance with paragraph 1 or 4 is not
possible due to for instance the
disruption of the decentralised IT system,
the nature of the transmitted material,
technical limitations, such as data size,
legal constraints relating to the
admissibility as evidence of the requested
data or to forensic requirements
applicable to the requested data, or
exceptional circumstances, the
transmission shall be carried out by the
most appropriate alternative means,
taking into account the need to ensure a
swift, secure and reliable exchange of
information.

416h

COM proposal 15/11/2022:

6. Where transmission is effected by
alternative means as provided for in
paragraph 5, the originator of the
transmission shall record the
transmission, including, as appropriate,
date and time of transmission, sender
and recipient, file name and size, in the
decentralised IT system without undue
delay.

416i

COM proposal 15/11/2022:
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Article 18b Legal effects of electronic
documents

416

COM proposal 15/11/2022:

Documents transmitted as part of
electronic communication shall not be
denied legal effect or be considered
inadmissible in the context of cross-
border judicial procedures under this
Regulation solely on the ground that they
are in electronic form.

416k

COM proposal 15/11/2022:

Article 18c¢ Electronic signatures and seals

416!

COM proposal 15/11/2022:

1. The general legal framework for the
use of trust services set out in Regulation
(EU) No 910/2014 shall apply to the
electronic communication under this
Regulation.

416m

COM proposal 15/11/2022:

2. Where a document transmitted as part
of the electronic communication under
Article 18a(1) and 18a(4) of this
Regulation requires a seal or a signature
in accordance with this Regulation, the
document shall feature a qualified
electronic seal or qualified electronic
signature as defined in Regulation (EU)
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No 910/2014.

416n

COM proposal 15/11/2022:

Article 18d Implementing acts

4160

COM proposal 15/11/2022:

1. The Commission shall adopt
implementing acts establishing the
decentralised IT system for the purposes
of this Regulation, setting out the
following:

- the technical specifications defining the
methods of communication by electronic
means for the purposes of the
decentralised IT system;

- the technical specifications for
communication protocols;

- the information security objectives and
relevant technical measures ensuring
minimum information security standards
and a high level of cybersecurity for the
processing and communication of
information within the decentralised IT
system;

- the minimum availability objectives and
possible related technical requirements
for the services provided by the
decentralised IT system.

416p

COM proposal 15/11/2022 as amended by
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technical level 17/11/2022:

2. The implementing act referred to in
paragraph 1 of this Article shall be
adopted in accordance with the
examination procedure referred to in
Article 18e.

4164 COM proposal 15/11/2022 as amended by
technical level 17/11/2022:

3. The implementing acts referred to in
paragraph 1 of this Article shall be
adopted by [2 years after the entry into
force].

416r COM proposal 15/11/2022:

Article 18e Committee procedure

416s COM proposal 15/11/2022:

1. The Commission shall be assisted by a
committee. That committee shall be a
committee within the meaning of
Regulation (EU) No 182/2011.

416t COM proposal 15/11/2022:

2. Where reference is made to this
paragraph, Article S of Regulation (EU)
No 182/2011 shall apply.

416u COM proposal 15/11/2022:

14811/22 MC/sl 231
ANNEX JAL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate
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Article 18f Reference implementation

416v

COM proposal 15/11/2022:

1. The Commission shall be responsible
for the creation, maintenance and
development of reference implementation
software which Member States may
choose to apply as their back-end system
instead of a national IT system. The
creation, maintenance and development
of the reference implementation software
shall be financed from the general budget
of the Union.

416w

COM proposal 15/11/2022:

2. The Commission shall provide,
maintain and support on a free-of-charge
basis the reference implementation
software.

416x

COM proposal 15/11/2022:

Article 18g Costs of the decentralised IT
system

416y

COM proposal 15/11/2022:

1. Each Member State shall bear the
costs of the installation, operation and
maintenance of the decentralised IT
system’s access points for which they are
responsible.
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416z

COM proposal 15/11/2022:

2. Each Member State shall bear the
costs of establishing and adjusting its
relevant national IT systems to make
them interoperable with the access
points, and shall bear the costs of
administering, operating and
maintaining those systems.

416aa

COM proposal 15/11/2022:

3. Union agencies and bodies shall bear
the costs of the installation, operation
and maintenance of the components
comprising the decentralised IT system
under their responsibility.

416ab

COM proposal 15/11/2022:

4. Union agencies and bodies shall bear
the costs of establishing and adjusting
their case-management systems to make
them interoperable with the access
points, and shall bear the costs of
administering, operating and
maintaining those systems.

416ac

COM proposal 15/11/2022:

[5. Service providers shall bear all
necessary costs in order for them to
successfully integrate and/or otherwise
interact with the decentralised IT
system.]
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416ad

COM proposal 15/11/2022:

18h Transition period

416ae

COM proposal 15/11/2022:

Before the obligation referred to in
Article 18 becomes applicable, the
written communication between
competent authorities and designated
establishments or legal representatives of
service providers under this Regulation
shall take place by the most appropriate
alternative means, taking into account
the need to ensure a swift, secure and
reliable exchange of information. Where
service providers, Member States or
Union bodies have established dedicated
platforms or other secure channels for
the handling of requests for data by law
enforcement and judicial authorities, the
issuing authority may also choose to
transmit the EPOC or EPOC-PR via
these channels to designated
establishments or legal representatives of
service providers.

Chapter V

417

Chapter 5: Final provisions

Article 18a

418

Article 18a Language

Provisional agreement 4th political
trilogue 09/07/2021 \as amended by
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Draft agreement

technical level 17/11/2022;
Article 18b Language
Article 18, paragraph 1
419 Eac.h Member St?lt.e shall‘ 1{1d1cate, 11: and Provisional agreement 4th political
which language(s) in addition to their il 09/07/2021:
official language(s) they will accept for i ’
the transmission of the EPOC or EPOC- Member S decid i
PR, and/or of a European Production hem her tt.;;es may aect ;’ ‘ft any 11"5”1‘5’0 C
Order and a European Preservation i ‘Z;,;-Z‘g’ Pltelcc.ep DS ial S
Order in case of enforcement. [ ~CHS HEOHE Oriore oﬂi i
language(s) of the Union in addition to
their official language(s) and shall
indicate such a decision in a written
declaration submitted to the Commission.
The Commission shall make the
declarations available to all Member States
and to the European Judicial Network.
[+ respective adaptations in recital 38 (line
73)]
Article 19
420 Article 19 Monitoring and reporting
Article 19(1)
421 1. By [date of application of this 1. By... [date of application of this 1. By [date of application of this Provisional agreement 7th trilogue
Regulation] at the latest, the Commission Regulation] at the latest, the Commission Regulation] at the latest, the Commission 28/06/2022 as amended at technical level
shall establish a detailed programme for shall establish a detailed programme for shall establish a detailed programme for 29/08/2022;
monitoring the outputs, results and impacts | monitoring the outputs, results and impacts | monitoring the outputs, results and impacts
of this Regulation. The monitoring of this Regulation. The monitoring of this Regulation. The monitoring 1. By... [date of application of this
programme shall set out the means by programme shall set out the means by programme shall set out the means by Regulation] at the latest, the Commission
which and the intervals at which the data which and the intervals at which the data which and the intervals at which the data shall establish a detailed programme for
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Commission Proposal

and other necessary evidence will be
collected. It shall specify the action to be
taken by the Commission and by the
Member States in collecting and analysing
the data and other evidence.

EP mandate

and other necessary information will be
collected. It shall specify the action to be
taken by the Commission and by the
Member States in collecting and analysing
the data and other information.

Council Mandate

and other necessary evidence will be
collected. It shall specify the action to be
taken by the Commission and by the
Member States in collecting and analysing
the data and other evidence.

Draft agreement

monitoring the outputs, results and impacts
of this Regulation. The monitoring
programme shall set out the means by
which and the intervals at which the data
will be collected. It shall specify the action
to be taken by the Commission and by the
Member States in collecting and analysing
the data.

Article 19

()

422

2. In any event, Member States shall
collect and maintain comprehensive
statistics from the relevant authorities. The
data collected shall be sent to the
Commission each year by 31 March for the
preceding calendar year and shall include:

2. In any event, Member States shall collect
and maintain comprehensive statistics from
the relevant authorities. The data collected
shall be sent to the Commission each year
by 31 March for the preceding calendar
year and shall include:

2. In any event, Member States shall collect
and maintain comprehensive statistics from
the relevant authorities. The data collected
shall be sent to the Commission each year
by 31 March for the preceding calendar
year and shall, as far as possible, include:

Rapporteur’s proposal 22/04/2021 as
amended by COM 12/08/2022 as amended
by technical level 29/08/2022:

2. In any event, as of the date of
application of this Regulation, Member
States shall collect and maintain
comprehensive statistics from the relevant
authorities. The data collected shall be sent
to the Commission each year by 31 March
for the preceding calendar year and shall [as
far as possible| include:

Article 19

(2), point a

a) the number of EPOCs and EPOC-PRs

a) the number of EPOCs and EPOC-PRs

423 . . a) the number of EPOCs and EPOC-PRs . . Provisional agreement 7th trilogue
issued by type of data requested, service . issued by type of data requested, service
roviders addressed and situation issued by the type of data requested, the roviders addressed and situation sz
?emer ency case or not); addressees and the situation (emergency ?emer ency case or not, ex-post
gency ’ case or not); oree y' » P a) the number of EPOCs and EPOC-PRs
validation)

’ issued by zhe type of data requested, the
addressees and the situation (emergency
case or not);

Article 19(2), point aa
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EP mandate

Council Mandate

Draft agreement

424 aa) the number of EPOC:s issued under Provisional agreement 7th trilogue
emergency case derogations, including 28/06/2022:
details on circumstances and possible
outcomes; aa) the number of EPOCs issued under
emergency case derogations;
Article 19(2), point ab
425 ab) the number of EPOCs and EPOC-PRs Provisional agreement 7th trilogue
issued making use of the possibility of the 28/06/2022:
issuing authority to request the service
provider to refrain from informing the [DELETE]
person whose data is being sought
pursuant to Article 11(1a), including
information of the circumstances and
possible later information pursuant to
Article 11(2);
Article 19(2), point b
426 b) the number of fulfilled and non-fulfilled | b) the number of fulfilled and non-fulfilled | b) the number of fulfilled and non-fulfilled | Provisional agreement 7th trilogue
EPOC:s by type of data requested, service EPOCs and EPOC-PRs by the type of data | EPOCs by type of data requested, service 28/06/2022:
providers addressed and situation requested, the addressees and the situation | providers addressed and situation
(emergency case or not); (emergency case or not); (emergency case or not); b) the number of fulfilled and non-fulfilled
EPOCs and EPOC-PRs by the type of data
requested, the addressees and the situation
(emergency case or not);
Article 19(2), point ba
427 (ba) the number of EPOCs that were Presidency proposal 25/06/2022 :
refused, by the type of data requested, the
addressees, the situation (emergency case [DELETE]
or not) and the ground for non-
recognition or non-execution raised;
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COM proposal 12/08/2022 as amended by
Rapporteur 29/08/2022:

(ba) the number of notifications, and the
number of EPOCs that were refused, by
the type of data requested, the addressees,
the situation (emergency case or not) and
the ground for refusal raised;

Article 19

(2), point c

428

c) for fulfilled EPOCs, the average
duration for obtaining the requested data
from the moment the EPOC is issued to the
moment it is obtained, by type of data
requested, service provider addressed and
situation (emergency case or not);

c) for fulfilled EPOCs, the average duration
for obtaining the requested data from the
moment the EPOC is issued to the moment
it is obtained, by the type of data requested,
the addressees and the situation
(emergency case or not);

c) for fulfilled EPOCs, the average duration
for obtaining the requested data from the
moment the EPOC is issued to the moment
it is obtained, by type of data requested,
service provider addressed and situation
(emergency case or not);

Provisional agreement 7th trilogue
28/06/2022:

¢) for fulfilled EPOCs, the average duration
for obtaining the requested data from the
moment the EPOC is issued to the moment
it is obtained, by the type of data requested,
the addressees and the situation
(emergency case or not);

Article 19(2), point ca
429 ca) for fulfilled EPOC-PRs, the average Provisional agreement 7th trilogue
duration for the respective EPOC 28/06/2022:
procedure following the EPOC-PR, from
the moment the EPOC-PR is issued to the ca) for fulfilled EPOC-PRs, the average
moment the EPOC is issued, by the type of duration for the respective subsequent
data requested and the addressees; request for production following the
EPOC-PR, from the moment the EPOC-
PR is issued to the moment the request for
production is issued, by the type of data
requested and the addressees;
Article 19(2), point d
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430

d) the number of European Production
Orders transmitted and received for
enforcement to an enforcing State by type
of data requested, service providers
addressed and situation (emergency case or
not) and the number thereof fulfilled;

d) the number of European Production
Orders transmitted and received for
enforcement to an enforcing State by type
of data requested, service providers
addressed and situation (emergency case or
not) and the number thereof fulfilled;

Provisional agreement 7th trilogue
28/06/2022:

d) the number of European Production
Orders or European Preservation Orders
transmitted and received for enforcement to
an enforcing State by the type of data
requested, the addressees and the situation
(emergency case or not) and the number
thereof fulfilled;

Article 19(2), point e

431 ¢) the number of legal remedies against Z) ;}il;s?[ng:re(;il;%gh;iﬁgglgrggfjan d ¢) the number of legal remedies against Provisional agreement 7th trilogue
European Production Orders in the issuing Eguro can Pfeserva tion Orders in the European Production Orders in the issuing | 28/06/2022 as amended by technical level
State and in the enforcing State by type of ssui np State and in the executing State b State and in the enforcing State by type of | 08/11/20223
data requested; the t ge of data requesteds g Y| data requested;
P 9 ’ e) the number of legal remedies used
against European Production Orders [and of
further legal remedies available in
accordance with national law[ in the
issuing State and in the enforcing State by
the type of data requested;
Article 19(2), point f
432 P the sanctions imposed, in accordance f) the number of cases where no ex-post | Provisional agreement 7th trilogue
with Article 13, by the type of data validation was granted. 28/06/2022:
requested, the addressees, the situation
(emergency case or not) and the amount f) the number of cases where no ex-post
of sanctions. validation was granted.
Article 19(2), point g
433 g) an overview of the costs claimed by Provisional agreement 7th trilogue
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Council Mandate
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service providers related to the execution 28/06/2022:
of the EPOC or the EPOC-PR and the
costs reimbursed by the issuing 2) an overview of the costs claimed by
authorities. service providers related to the execution
of the EPOC or the EPOC-PR and the
costs reimbursed by the issuing
authorities.
Article 19(2), point h
434 h) the number of enforcement procedures Provisional agreement 7th trilogue
launched by the type of data requested, the 28/06/2022:
addressees, the situation (emergency case
or not) and the final outcome. [DELETED, transferred to line 430]
Article 19(2a)
435 2a. The Commission shall, by 30 June of Provisional agreement 7th trilogue
each year, publish a report containing the 28/06/2022:
data referred to in paragraph 2 in a
compiled form subdivided per into [DELETED, transferred to line 439]
Member States.
COM proposal 12/08/2022 as amended by
technical level 29/08/2022 as amended by
technical level 17/11/2022:
2bis. As of the date of application of this
Regulation, for the data exchanges
carried out via the decentralised IT
system pursuant to Article 18a(1), the
statistics referred to in paragraph 2 may
be programmatically collected by
national portals. The reference
implementation software referred to in
Article D6 shall be technically equipped
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to provide for this functionality.

Article 19(3)

436

3. Service providers may collect,
maintain and publish statistics if any
such data were collected they may be
sent to the Commission by 31 March for
the preceding calendar year and may, as
far as possible, include:

Provisional agreement 7th trilogue
28/06/2022:

3. Service providers may collect,
maintain and publish statistics, in
accordance with existing data protection
principles. If any such data were
collected, they may be sent to the
Commission by 31 March for the
preceding calendar year and may, as far
as possible, include:

Article 19(3), point a

437

a) the number of EPOCs and EPOC-PRs
received by type of data requested,
Member States and situation (emergency
case or not);

Provisional agreement 7th trilogue
28/06/2022:

a) the number of EPOCs and EPOC-PRs
received by the type of data requested,
the Member State and situation
(emergency case or not);

Article 19(3), point b

438 b) the number of fulfilled and non- Provisional agreement 7th trilogue
fulfilled EPOCs by type of data 28/06/2022:
requested, Member States and situation
(emergency case or not); b) the number of fulfilled and non-
fulfilled EPOCs and EPOC-PRs by the
type of data requested, the Member State
and the situation (emergency case or
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not);

Article 19(3), point ¢

439

¢) for fulfilled EPOCs, the average
duration for providing of the requested
data from the moment the EPOC is
received to the moment it is provided, by
type of data requested, Member State
and situation (emergency case or not).

Provisional agreement 7th trilogue
28/06/2022:

¢) for fulfilled EPOCs, the average
duration for providing of the requested
data from the moment the EPOC is
received to the moment it is provided, by
the type of data requested, the Member
State and the situation (emergency case
or not).

ca) for fulfilled EPOC-PRs, the average
duration for the respective subsequent
request for production following the
EPOC-PR, from the moment the EPOC-
PR is issued to the moment the request for
production is issued, by the type of data
requested and the Member State;

Provisionally agreed at the technical level
18/11/2022:

3a. As of one year after the date of
application of this Regulation, the
Commission shall, by [30 June] of each
year, publish a report containing the data
referred to in paragraphs 2 and 3 in a
compiled form, subdivided into Member
States and type of service provider.
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Article 20
Article 20 A h j Article 20-tmendments—to-the-Certificates Article 20 Amendme t j - :
440 rticle 20 ms;zji?;le:g Ot,? mtse Certificates endments 10 4 rticle /112’/11571{1}: enltg Ot:mize Certificates Provisional agreement 7th trilogue
i 28/06/2022:
Article 20 Amendments to the Certificates
and the Forms
Article 20, paragraph 1
The Commission shall adopt delegated acts | Fhe-Commission-shall-adoptdelegatedaets | The Commission shall adopt delegated acts — :
441 . . . . . . . . . Provisional agreement 7th trilogue
in accordance with Article 21 to amend Htaceordaneewith-Article 2 +to-amend in accordance with Article 21 to amend X
. . . . . . 28/06/2022 as amended by technical level
Annexes I, IT and III in order to effectively | AnnexestHandHlinorderto-effectively | Annexes I, I and III in order to effectively
. . i . . . 10/10/2022:
address a possible need for improvements address-a-possible-need-for-improvements address a possible need for improvements
regarding the content of EPOC and EPOC- | regardingthe-contentof EROC-and EPOC- | regarding the content of EPOC and EPOC- The C ission shall adont delegated act
PR forms and of forms to be used to PR forms-and-of forms-to-be-used-te PR forms and of forms to be used to e Lomumssion shali acopt delegated acts
s . ) o S . . s S . . I in accordance with Article 21 to amend
provide information on the impossibility to | previde-information-on-thetmpeossibilityte | provide information on the impossibility to Ann. L IL TIL. and IV in order t
execute the EPOC or EPOC-PR. execute the EROCor EPOC-PR- execute the EPOC or EPOC-PR. exes L 1L L an B
effectively address a possible need for
improvements regarding the content of
EPOC and EPOC-PR forms and of forms to
be used to provide information on the
impossibility to execute the EPOC or
EPOC-PR.
Article 21
442 Article 21 Exercise of delegation Artiete 2overciveof detesation Article 21 Exercise of delegation Provisional written political agreement
13/07/2022:
Article 21 Exercise of delegation
Article 21(1)
443 1. The power to adopt delegated acts is +-The power-to-adoptdelegated-aetsis 1. The power to adopt delegated acts is Provisional written political agreement
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conferred on the Commission subject to conferred-on-the-Commission-subjeet-to-the | conferred on the Commission subject to the | 13/07/2022:
the conditions laid down in this Article. conditionslaid- down-in-this Article: conditions laid down in this Article.
1. The power to adopt delegated acts is
conferred on the Commission subject to the
conditions laid down in this Article.
Article 21(2)
444 2. The delegation of power referred to in 2 Thedelesntionof powerreferredto-in 2. The delegation of power referred to in Provisional written political agreement
Article 20 shall be conferred for an Artiele 20-shall be-conferredforan Article 20 shall be conferred for an 13/07/2022:
indeterminate period of time from [date of | indeterminate-period-oftimefromfdateof | indeterminate period of time from /date of
application of this Regulation]. applicationofthis-Regnlations- application of this Regulation]. 2. The delegation of power referred to in
Article 20 shall be conferred for an
indeterminate period of time from /date of
application of this Regulation].
Article 21(3)
445 3. The delegation of powers referred to in 3 The delegation-of powersreferred-to-in 3. The delegation of powers referred to in Provisional written political agreement
Article 20 may be revoked at any time by Artiele 20-may berevoked-at-any-time by Article 20 may be revoked at any time by 13/07/2022:
the European Parliament or by the Council. | the EuropeanParliamentorby-the-Couneil: | the European Parliament or by the Council.
A decision to revoke shall put an end to the | A-deecisionto-revokeshall-putan-endtothe | A decision to revoke shall put an end to the | 3. The delegation of powers referred to in
delegation of the power specified in that delesationofthe powerspecthednthat delegation of the power specified in that Article 20 may be revoked at any time by
decision. It shall take effect the day deeiston—tshatbuke effectthe day decision. It shall take effect the day the European Parliament or by the Council.
following the publication of the decision in | follewingthe-publication-ofthe-decisionin | following the publication of the decision in | A decision to revoke shall put an end to the
the Official Journal of the European Union | the-OfficielJounrnatof the Enropean-tnion | the Official Journal of the European Union | delegation of the power specified in that
or at a later date specified therein. It shall oratataterdate-spectiied-thereitshat or at a later date specified therein. It shall decision. It shall take effect the day
not affect the validity of any delegated acts | netaffeet-the-validity-ofany-delegated-acts | not affect the validity of any delegated acts | following the publication of the decision in
already in force. already-in-foree- already in force. the Official Journal of the European Union

or at a later date specified therein. It shall
not affect the validity of any delegated acts
already in force.

Article 21(4)
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446 4. Before adopting a delegated act, the 4 Before-adoptinga-delegated-actthe 4. Before adopting a delegated act, the Provisional written political agreement
Commission shall consult experts Commission-shatbeonsultexperts Commission shall consult experts 13/07/2022:
designated by each Member State in destenated-by-cach-MemberState-in designated by each Member State in
accordance with the principles laid down in | accordance-with-theprineipleslaid-downin | accordance with the principles laid down in | 4. Before adopting a delegated act, the
the Interinstitutional Agreement on Better | theInterinstitutional Agreement-onBetter the Interinstitutional Agreement on Better Commission shall consult experts
Law-Making of 13 April 2016%°. LawMaking of 13- April 20167 Law-Making of 13 April 2016>. designated by each Member State in
accordance with the principles laid down in
the Interinstitutional Agreement on Better
Law-Making of 13 April 2016%.
B 0OJL123,12.5.2016, p. 13. PO L123,12.5:2016,p-13- B0OJL123,12.5.2016, p. 13.
$0JL123,12.5.2016, p. 13.
Article 21(5)
447 5. As soon as it adopts a delegated act, the | 5-Asseen-as-itadeptsa-delegatedaetthe | 5. Assoon as it adopts a delegated act, the | Provisional written political agreement
Commission shall notify it simultaneously | Cemmissionshallnotify-itsimultaneously | Commission shall notify it simultaneously | 13/07/2022:
to the European Parliament and to the to-the EuropeanParliament-and-to-the to the European Parliament and to the
Council. Counetk: Council. 5. As soon as it adopts a delegated act, the
Commission shall notify it simultaneously
to the European Parliament and to the
Council.
Article 21(6)
448 6. A delegated act adopted pursuant to 6—Adelepntedactadoptedprsuantto 6. A delegated act adopted pursuant to Provisional agreement inter-institutional
Article 20 shall enter into force only if no Artiele20-shall-enter-intotorec-only-Hne Article 20 shall enter into force only if no technical meeting 11/07/2022:
objection has been expressed either by the | ebjection-has-been-expressed-eitherby-the objection has been expressed either by the
European Parliament or the Council within | EurepeanParliament-orthe-Counetl-within | European Parliament or the Council within | 6. A delegated act adopted pursuant to
a period of 2 months of notification of that | a-period-of2-months-ofnetification-ofthat | a period of 2 months of notification of that | /Article 20 shall enter into force only if no
act to the European Parliament and the aet-to-the EuropeanParliamentand-the act to the European Parliament and the objection has been expressed either by the
Council or if, before the expiry of that Couneil-or-if-before the-expiry-of that Council or if, before the expiry of that European Parliament or the Council within
period, the European Parliament and the period;-the EuropeanParliament-and-the period, the European Parliament and the a period of 2 months of notification of that
Council have both informed the Counetl-have both-informed-the Council have both informed the act to the European Parliament and the
Commission that they will not object. That | Commissionthatthey-will netobjeet—That | Commission that they will not object. That
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period shall be extended by 2 months at the
initiative of the European Parliament or of
the Council.

period shall be extended by 2 months at the
initiative of the European Parliament or of
the Council.

Council or if, before the expiry of that
period, the European Parliament and the
Council have both informed the
Commission that they will not object. That
period shall be extended by 2 months at the
initiative of the European Parliament or of
the Council.

Article 22
449 Article 22
Notifications
Article 22(1)
450 1. By [date of application of this 1. By... [12 months before the date of 1. By [date of application of this Provisional agreement 7th trilogue

Regulation] each Member State shall
notify the Commission of the following:

application of this Regulation] each
Member State shall notify the Commission
of the following

Regulation] each Member State shall notify
the Commission of the following:

28/06/2022:

1. By... [12 months before the date of
application of this Regulation] each
Member State shall notify the Commission
of the following

Article 22

(1), point a

451

a) the authorities which, in accordance
with its national law, are competent in
accordance with to Article 4 to issue and/or
validate European Production Orders and
European Preservation Orders;

a) the authorities which, in accordance with
its national law, are competent in
accordance with to Article 4 to issue and/or
validate European Production Orders and
European Preservation Orders;

a) the authorities which, in accordance with
its national law, are competent in
accordance with to Article 4 to issue
andfor, validate, transmit and/or receive
European Production Orders and European
Preservation Orders or the notifications
thereof;

Provisional agreement 7th trilogue
28/06/2022 as amended by technical level
10/10/2022:

a) the authorities which, in accordance with
its national law, are competent in
accordance with Article 4 to issue, validate
and/or transmit European Production
Orders and European Preservation Orders
or the notifications thereof;
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Article 22

(1), point b

452

b) the enforcing authority or authorities
which are competent to enforce European
Production Orders and European
Preservation Orders on behalf of another
Member State;

b) the executing authority to which the
EPOC or EPOC-PR is transmitted for the
execution or enforcement of European
Production Orders and European
Preservation Orders;

b) the enforcing authority or authorities
which are competent to enforce European
Production Orders and European
Preservation Orders on behalf of another
Member State;

Provisional agreement 7th trilogue
28/06/2022 as amended by technical level
10/10/2022:

b) the authority or authorities which are
competent, in accordance with Article 7a,
to receive the notification, and, in
accordance with Article 14, to enforce
European Production Orders and European
Preservation Orders on behalf of another
Member State;

Article 22

(1), point ba

453 (ba) where service providers or Member Provisional agreement 7th trilogue
States have already established dedicated 28/06/2022:
systems or other secure channels for the
handling of requests for data for law [DELETE]
enforcement purposes, the means and
technical interfaces the competent
authorities have at their disposal to
receive or access data produced to be
interconnected with the system referred to
in Article 7a;
Article 22(1), point c
h 1 with eHthe-courtscompetentto-deabwith h 1 with o g
454 c) the courts. competent to dea w1t’ -eot : c) the courts' corppetent to dea w1t' Provisional agreement 7th trilogue
reasoned objections by addressees in reasoned-objectionsby-addressees-in reasoned objections by addressees in 28/06/2022:
accordance with Articles 15 and 16. aceordancewith-ArtictesHSand-t6- accordance with Articles+5-and-16. .
¢) the competent authorities to deal with
reasoned objections by addressees in
accordance with Article 16.
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Article 22(1), point d
d) languages accepted for the ) .
5 transmission of the EPOC or EPOC-PR é’;}ov;tzoot;gl'agreement leklilogue
and/or a European Production Order .
and a Europtan Pres.en jioa Order,. m d) languages accepted for the notification
case of enforcement in accordance with N
Article 18a. and the transmission of the EPOC or
EPOC-PR and/or a European
Production Order and a European
Preservation Order, in case of
enforcement in accordance with Article
18a.
Article 22(1a)
456 la. By the same date, service providers Provisional agreement 7th trilogue
with establishments in more than one 28/06/2022:
Member State shall notify the Commission
of the place of their main establishment in [DELETE]
the Union.
Article 22(2)
457 2. The Commission shall make the 2. The Commission shall make the 2. The Commission shall make the Provisional agreement 7th trilogue
information received under this Article information received under this Article information received under this Article 28/06/2022:
publicly available, either on a dedicated publicly available, either on a dedicated publicly available, either on a dedicated
website or on the website of the European | website or on the website of the European website or on the website of the European 2. The Commission shall make the
Judicial Network referred to in Article 9 of | Judicial Network in criminal matters Judicial Network referred to in Article 9 of | information received under this Article
the Council Decision 2008/976/JHA. referred to in Article 9 of the Council the Council Decision 2008/976/JHA. publicly available, either on a dedicated
Decision 2008/976/JHA. website or on the website of the European
Judicial Network in criminal matters
referred to in Article 9 of the Council
26 Council Decision 2008/976/JHA of 16 26 Council Decision 2008/976/JHA of 16 Decision 2008/976/THA™.
December 2008 on the European Judicial 30 Council Decision 2008/976/JHA of 16 December 2008 on the European Judicial
Network (OJ L 348, 24.12.2008, p. 130). December 2008 on the European Judicial Network (OJ L 348, 24.12.2008, p. 130).
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Network (OJ L 348, 24.12.2008, p. 130).

%0 Council Decision 2008/976/JHA of 16
December 2008 on the European Judicial
Network (OJ L 348, 24.12.2008, p. 130).

Article 23
Article 23 Relationship to European Article 23
458 anonsiip P Article 23 . . o Provisional agreement 7th trilogue
Investigation Orders . . L Relationship to Ewrepesrinvestigation
Relationship to European Investigation . 28/06/2022:
. Orders other instruments, agreements and
Orders and Mutual Legal Assistance :
, .. . arrangements Article 23
Member States’ authorities may continue Procedures g g T
. . . Relationship to Enropeantnvestisation
to issue European Investigation Orders in ther instrument reements and
accordance with Directive 2014/41/EU for This Regulation does not affect EU and | Cracts OMMERISIuments, agrecments
arrangements

the gathering of evidence that would also
fall within the scope of this Regulation.

The authorities of the Member States may
continue to issue European Investigation
Orders in accordance with Directive
2014/41/EU, or to use the existing mutual
legal assistance procedures for the
gathering of electronic information, that
would also fall within the scope of this
Regulation.

other international instruments,
agreements and arrangements on
, .2 .
. Lo ) .
pea h D & 6 ;
the gathering of evidence that would also
fall within the scope of this Regulation.

This Regulation does not affect EU and
other international instruments,
agreements and arrangements on
x o g

l. iR ths.ﬂ fesmay contthuete

l F b D g 2;; B &
the gathering of evidence that would also
fall within the scope of this Regulation.

1la. Member States shall notify the
Commission by ... [date of the application
of the Regulation] of the existing
agreements and arrangements referred to
in paragraph 1 which they will continue to
apply. Member States shall also notify the
Commission within three months of the
signing of any new agreement or
arrangement referred to in paragraph 1.

Article 24
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459 Article 24 Evaluation
Article 24, paragraph 1
460 By /5 years from the date of application of | By [2 years from the date of application of | By [5 years from the date of application of | Agreement at inter-institutional technical
this Regulation] at the latest, the this Regulation] at the latest, the this Regulation] at the latest, the level 27/09/2022:
Commission shall carry out an evaluation Commission shall carry out an evaluation Commission shall carry out an evaluation
of the Regulation and present a report to of the Regulation and present a report to of the Regulation and present a report to By /3 years from the date of application of
the European Parliament and to the the European Parliament and to the Council | the European Parliament and to the Council | this Regulation] at the latest, the
Council on the functioning of this on the functioning of this Regulation, on the functioning of this Regulation, Commission shall carry out an evaluation of
Regulation, which shall include an which shall, include-an-assessmentofthe which shall include an assessment of the the Regulation. The Commission shall
assessment of the need to enlarge its scope. | need-to-enlarge-its-seope: in particular, need to enlarge its scope. If necessary, the transmit this report to the European
If necessary, the report shall be evaluate the number of cases in which the | report shall be accompanied by legislative Parliament, the Council, the European
accompanied by legislative proposals. The | emergency derogation, pursuant to Article | proposals. The evaluation shall be Data Protection Supervisor and the
evaluation shall be conducted according to | 9 (2), and the derogation from the conducted according to the Commission's European Union Agency for Fundamental
the Commission's better regulation principle of user information, pursuant to | better regulation guidelines. Member States | Rights. This overall evaluation shall
guidelines. Member States shall provide Article 11, were applied.Hneeessary; The | shall provide the Commission with the include an assessment of the application of
the Commission with the information report shall be accompanied by an information necessary for the preparation this Regulation and of the results that
necessary for the preparation of that assessment of the functioning of the of that Report. have been achieved with regard to the
Report. common European exchange Ssystem as objectives that were set and of the impact
well as an assessment of the functioning on fundamental rights. The evaluation
of the Regulation in relation with shall be conducted according to the
Directive 2014/41/EU of the European Commission's better regulation guidelines.
Parliament and of the Council. Member States shall provide the
Commission with the information necessary
The evaluation shall be conducted for the preparation of that Report.
according to the Commission's better
regulation guidelines. Member States shall
provide the Commission with the
information necessary for the preparation
of that Report.
Article 25
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Article 25
9L Entry into force
Article 25, paragraph 1
462 This Regglatlon shall enter into forge on This Regulation shall enter into force on This Regglatlon shal Sntegto forge on Provisional agreement 7th trilogue
the twentieth day following its publication . o o the twentieth day following its publication
in the Official Journal of the European the twentieth day following its publication in the Official Journal of the European 28/06/2022 + COM proposal 15/11/2022 as
Union. P in the Official Journal of the European Union P amended by technical level 17/11/2022:
' Union. X . : : :
It shall apply from /6 months after its entry It shalll app}y from [6 24 months after its 1. This Rggulatlon shall .ente.r into fc.>rce. on
into force] It shall apply from /18 months after its entry into for.ce] . S the twentieth day following its publication
: s ing This Regulation shall be binding in its in the Official Journal of the European
This Regulation shall be binding in its entry into force]. entirety and directly applicable in the Union.
entirety and directly applicable in the . . o Member States in accordance with the
Member States in accordance with the Th{s Regulatl(?n shall be bmdmg m its Treaties. It shall apply from [36] months after its
Treatics. entirety and directly applicable in the entry into force].
Member States in accordance with the
Treaties. This Regulation shall be binding in its
entirety and directly applicable in the
Member States in accordance with the
Treaties.
2. The obligation for competent
authorities and service providers to use
the decentralised system established in
Article 18a for written communication
under this Regulation will apply from [X
years after adoption of the implementing
acts referred to in Article 18d].
Formula
463 Done at Strasbourg,
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Formula

464 For the European Parliament

The President

Formula

465 For the Council

The President

DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
laying down harmonised rules on the appointment of legal representatives for the purpose of gathering evidence in criminal proceedings

2018/0107(COD)
DRAFT

The amendments made by the EP and the Council in the text of the proposal for a Directive compared to the Commission's proposal are marked as
follows:

- the new text is marked in bold italics;
- the deleted parts of the text are marked in strikethreugh.
- the parts amended following discussions at trilogues or technical meetings will be underlined.

Where full paragraphs of the Commission's proposal were not amended by the EP and the Council, they are not repeated in the columns reflecting their
respective positions, but are marked with a diagonal line in the 4th column.

Parts provisionally agreed at the trilogue are going to be marked in green.
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Parts provisionally agreed at the technical meetings and to be confirmed at the trilogue are going to be marked in blue.

Parts to be further discussed are going to be marked in yellow.

Footnotes are marked in red. Their numbering does not correspond to the respective original documents. Updating and renumbering must be
done_manually (NO automatic update).
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Formula

1 COM/2018/226 final - A9-9999/2020 - 11 December 7348/19
2018/0107 (COD) 2020!

Proposal Title

2 Proposal for a DIRECTIVE OF | Prepesal-Hfora PIRECTHVE-OFE Proposal for a DIRECTIVE OF Provisionally agreed at technical
THE EUROPEAN HHAEHROPEAN THE EUROPEAN level 20/09/2022 as amended and
PARLIAMENT AND OF THE | PARHAMENTAND-OETHE PARLIAMENT AND OF THE provisionally agreed at technical
COUNCIL laying down COLNCHRavine-down COUNCIL laying down level 18/11/2022:
harmonised rules on the harmonised rules on the harmonised rules on the
appointment of legal appoeintment-oflegal appointment of legal Proposal for a DIRECTIVE OF
representatives for the purpose of | representativesfor-the-purpese-of | representatives for the purpose of | THE EUROPEAN
gathering evidence in criminal gathering evidence in-criminal gathering evidence in criminal PARLIAMENT AND OF THE
proceedings proceedings proceedings COUNCIL laying down

harmonised rules on the
1 Proposal for a DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL laying down harmonised rules on the appointment of legal representatives for

the purpose of gathering evidence in criminal proceedings
having regard to the Commission proposal to Parliament and the Council (COM(2018)0226),
having regard to Article 294(2) and Articles 53 and 62 of the Treaty on the Functioning of the European Union, pursuant to which the Commission submitted the proposal to

Parliament (C8-0154/2018),

having regard to Article 294(3) of the Treaty on the Functioning of the European Union,

having regard to Rules 59 of its Rules of Procedure,
having regard to the report of the Committee on Civil Liberties, Justice and Home Affairs (A9-0000/2020),

1. Rejects the Commission proposal;

2. Calls on the Commission to withdraw its proposal;

3. Instructs its President to forward its position to the Council, the Commission and the national parliaments.
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designation of designated
establishments and the
appointment of legal
representatives for the purpose of
gathering electronic evidence in
criminal proceedings

Formula

3 Having regard to the Treaty on
the Functioning of the European

Having regard to the Treaty on the
Functioning of the European

Provisionally agreed at technical
level 20/09/2022:

Union, and in particular Union. and in particular Union, and in particular .
Articles 53 and 62 thereof, Artieles 53-and 62 thereot Articles 53 and 62 thereof, Having regard to the Treaty on the
Functioning of the European
Union, and in particular
Articles 53 and 62 thereof,
Formula
4 Having regard to the proposal Having regard to the proposal Having regard to the proposal Provisionally agreed at technical
from the European Commission, | fremtheEuropean-Cemmission; from the European Commission, level 20/09/2022:
Having regard to the proposal from
the European Commission,
Formula
5 After transmission of the draft After transmission of the draft After transmission of the draft Provisionally agreed at technical
legislative act to the national tegidatheeactto-the nattonal legislative act to the national
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parliaments, parhaments; parliaments, level 20/09/2022:
After transmission of the draft
legislative act to the national
parliaments,
Formula
Provisionally agreed at technical
6 Having regard to the opinion of | Having regard-to-the-opinton-of Having regard to the opinion of level 20/09/2022;
the European Economic and the EuropeanEconomic-and the European Economic and . .
Social Committee ', Seecial Committee™; Social Committee ', Having regard to the opinion of the
European Economic and Social
Committee ',
torc,,p.. oI —p— torc,,p..
tolc,,p..
Formula
7 Acting in accordance with the Acting tnh accordance with the Acting in accordance with the Provisionally agreed at technical
ordinary legislative procedure, ordinarylegislative procedure; ordinary legislative procedure, level 20/09/2022:
Acting in accordance with the
ordinary legislative procedure,
Formula
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8 Whereas: Whercas: Whereas: Provisionally agreed at technical
level 20/09/2022:
Whereas:
Recital
(1)Network-based services can H-Network-based-serviceseanin | (1) Network-based services can in | pposicion lly agreed at technical
in principle be provided frpm pfmerpl%b%pfewded—ﬁﬁem principle be provided from level 20/09/2022 as amended and
9 any\yhere? and do not require a anw%er&aﬂd—de—ﬂe{—lteqiﬂea anyvyher@ and do not require a provisionally agreed at technical
physical infrastructure, corporate | phystealinfrastrueture;corporate | physical infrastructure, corporate level 18/11/2022;
presence, or staff in the country | presenee;-orstaffin-the-country presence, or staff in the country
where the services are offered, where-the-services-are-offered;nor | where the services are offered, nor
nor in the internal market itself. in-theinternalmarketitsel£ Asa | in the internal market itself. As a (1) Network-based services can be
As a consequence, it can be consequence-it-can-be-diffieultto | consequence, it can be difficult to | provided from anywhere and do
difficult to apply and enforce apply-and-enforee-obligationstaid | apply and enforce obligations laid | not require a physical
obligations laid down in national | dewn-innational-andUnienlaw down in national and Union law infrastructure, premises or staff in
and Union law which apply to which apply to the service which apply to the service the country where the relevant
the service providers concerned, | providers-eoneernedin-partienlar | providers concerned, in particular | ¢ 0., i offered, nor in the
in particular the obligation to the-obligationto-comply-with-an | the obligation to comply with an internal market itself. As a
comply with an order or a orderora-deeistonbyajudietal order or a decision by a judicial consequence, it can be difficult to
decision by a judicial authority. | autherity—Thisisthe-easein authority. This is the case in apply and en’force obligations laid
This is the case in particular in partienlar-in-eriminal- law;where | particular in criminal law, where Hormhinmationalland Uniontlaw
criminal law, where Member MemberStates—authoritiesface Member States’ authorities face which apply to the service
States’ authorities face difficulties-with-servingensuring | difficulties with serving, ensuring providers concerned, in particular
difficulties with serving, comphanceand-enforetngther compliance and enforcing their the obligation to con’lply ST
ensuring compliance and deeistonsrpartietlarwhere decisions, in particular where order or a decision by a judicial
enforcing their decisions, in relevantservicesare-provided relevant services are provided authority. This is the case in
particular where relevant fromoutsidethetterritory- from outside their territory. particular in criminal law, where
services are provided from ’
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outside their territory. Member States’ authorities face
difficulties with serving, ensuring
compliance and enforcing their
decisions, in particular where
relevant services are provided from
outside their territory.
Recital
10 (2) Against that background, 2y Against-that background; (2) Against that background, Provisionally agreed at technical
Member States have taken a Member States have taken a Member States have taken a level 20/09/2022:
variety of disparate measures to | vartety-of-disparate-measuresto variety of disparate measures to
more effectively apply and more-cHectivehupph-and more effectively apply and (2) Against that background,
enforce their legislation. This enforce their legislation. This enforce their legislation. This Member States have taken a
includes measures for addressing | ineludes-measuresforaddressing | includes measures for addressing | Vvariety of disparate measures to
service providers to obtain service-providersto-obtatn service providers to obtain more effectively apply and enforce
electronic evidence that is of eleetronte-evidence-thatisof electronic evidence that is of their legislation. This includes
relevance to criminal relevance-to-criminal proceedings: | relevance to criminal proceedings. | measures for addressing service
proceedings. providers to obtain electronic
evidence that is of relevance to
criminal proceedings.
Recital
11 (3) To that end, some Member BFo-thatendomeMember (3) To that end, some Member Provisionally agreed at technical
States have adopted, or are States have adopted. or are States have adopted, or are level 20/09/2022:
considering adopting, legislation | eensideringadeptinglegistation | considering adopting, legislation
imposing mandatory legal hpestre-mandatorytesal imposing mandatory legal (3) To that end, some Member
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representation within their own | representation-within-theirown representation within their own States have adopted, or are
territory, for a number of service | territory,foranumberofserviee | territory, for a number of service | considering adopting, legislation
providers offering services in providers-offering servicesinthat | providers offering services in that | imposing mandatory legal
that territory. Such requirements | territory—Suchrequirements territory. Such requirements representation within their own
create obstacles to the free ercate-obstacles-to-the free create obstacles to the free territory, for a number of service
provision of services within the | previston-ofservices-withinthe provision of services within the providers offering services in that
internal market. nterpal-market: internal market. territory. Such requirements create
obstacles to the free provision of
services within the internal market.
Recital 4
(4) There is a significant risk that | (H)-There-ts-a-significantriskthat | (4) There is a significant risk that - .
other Member States will try to | etherMemberStates-will-tryto other Member States will try to Provisionally agreed at technical
12 overcome existing shortcomings | evercome-existingshorteomings | overcome existing shortcomings level 20/09/2022:
related to gathering evidence in | related-to-gathering-evidence-in related to gathering evidence in s ;
. & ng ev .. . . & ng ev (4) There is a risk that, in the
criminal proceedings by means eriminal proceedings-by-means-ef | criminal proceedings by means of . .

. : . . . . . ; . : : ; absence of a Union-wide
of imposing disparate national imposing disparate national imposing disparate national :

L ETTe A e approach, Member States will try
obligations in the absence of a obligations-inthe-absenceota obligations in the absence of a oy .

. . . . . .. . . .. to overcome existing shortcomings
Union-wide approach. This is Uniton-wide approach. This is Union-wide approach. This is related to cathering electronic
bound to create further obstacles | beund-te-ereatefurtherobstacles | bound to create further obstacles den ii rimini Lor din
to the free provision of services | to-thefree proviston-ofservices to the free provision of services R 1 procecdings

o . o . oy : by means of imposing disparate
within the internal market. within the internal market. within the internal market. . e .
national obligations. This is bound
to create further obstacles to the
free provision of services within
the internal market.
Recital 5
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Commission Proposal

13 (5) Under the current
circumstances, the resulting legal
uncertainty affects both service
providers and national
authorities. Disparate and
possibly conflicting obligations
are set out for service providers
established or offering services
in different Member States,
which also subject them to
different sanction regimes in
case of violations. This
divergence in the framework of
criminal proceedings will likely
further expand because of the
growing importance of
communication and information
society services in our daily lives
and societies. The foregoing not
only represents an obstacle to the
proper functioning of the internal
market but also entails problems
for the establishment and correct
functioning of the Union’s area
of freedom, security and justice.

EP mandate

Council Mandate

(5) Under the current
circumstances, the resulting legal
uncertainty affects both service
providers and national authorities.
Disparate and possibly conflicting
obligations are set out for service
providers established or offering
services in different Member
States, which also subject them to
different sanction regimes in case
of violations. This divergence in
the framework of criminal
proceedings will likely further
expand because of the growing
importance of communication and
information society services in
our daily lives and societies. The
foregoing not only represents an
obstacle to the proper functioning
of the internal market but also
entails problems for the
establishment and correct
functioning of the Union’s area of
freedom, security and justice.

Draft agreement

Provisionally agreed at technical
level 20/09/2022:

(5) The absence of a Union-wide
approach results in legal
uncertainty affecting both service
providers and national authorities.
Disparate and possibly conflicting
obligations are set out for service
providers established or offering
services in different Member
States, which also subject them to
different sanction regimes in case
of violations. This divergence in
the framework of criminal
proceedings will likely further
expand because of the growing
importance of communication and
information society services in our
daily lives and societies. The
foregoing not only represents an
obstacle to the proper functioning
of the internal market, but also
entails problems for the
establishment and correct
functioning of the Union’s area of
freedom, security and justice.

Recital 6
14811/22 MC/sl 260
ANNEX JAL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

(6) To avoid such fragmentation | (6)Fe-aveid-suchfragmentation (6) To avoid such fragmentation Provisionally agreed at technical
and to ensure that undertakings | and-te-ensure-that-undertakings and to ensure that undertakings level 20/09/2022 as amended and
14 active in the internal market are | aetive-in-the-internalmarket-are active in the internal market are .. .
. .. . . ) . provisionally agreed at technical

subject to the same or similar subjeet-to-the-same-orsimilar subject to the same or similar level 18/11/2022:

obligations, the Union has obligations;-the Unienhas obligations, the Union has ’

adopted a number of legal acts in | adepted-anumberofdegal-actsin | adopted a number of legal acts in (6) To avoid such fragmentation

related fields such as data related-fields-suchas-data related fields such as data and to ensure that undertakings

protectionz. To increase the level pfeféeeﬁeﬁz.—l:e—irnere&s%th%level protectionz. To increase the level active in the internal market are

of protection for the data of protection-for-the-datasubjeets; | of protection for the data subjects, subject to the same or similar

subjects, the rules of the General | therules-ofthe-General Data the rules of the General Data obligations, the Union has adopted

Data Protection Regulation® ProtectionRegulation’ providefor | Protection Regulation® provide for nnmber o’f legal acts in related

provide for the designation of a | the-designationofalegal the designation of a legal fields, such as data protection’. To

legal representative in the Union | representative-in-the Unionby representative in the Union by increase the level of protection for

by controllers or processors not | eentroHers-erprocessorsnot controllers or processors not the data subjects, the rules of the

established in the Union but established-inthe Unton-but established in the Union but General Data Protection

offering goods or services to offertngpoods-erserviceste offering goods or services to Regulation® provide for the

individuals in the Union or ndividualsin-the Union-or individuals in the Union or designation of a legal

monitoring their behaviour if monttoring-their behaviouriftheir | monitoring their behaviour if their representative in the Union by

their behaviour takes place behaviourtakesplace-withinthe behaviour takes place within the controllers or processors not

within the Union, unless the Lton, unless the processing is Union, unless the processing is established in the Union but

processing is occasional, does occastonal-deesnotinelude occasional, does not include offering goods or services to

not include processing, on a processing, on a large scale, of processing, on a large scale, of individuals in the Union or

large scale, of special categories | speetal-categeries-ofpersonal-data | special categories of personal data monitoring their behaviour if their

of personal data or the or-the-processing-of personal-data | or the processing of personal data | pehaviour takes place within the

processing of personal data relatingto-eriminal-convietions relating to criminal convictions Union, unless the processing is

relating to criminal convictions | and-effences;-andisunlikely-te and offences, and is unlikely to occasional, does not include

and offences, and is unlikely to result in a risk to the rights and result in a risk to the rights and processing, on a large scale, of

result in a risk to the rights and | freedems-efnatural-persens; freedoms of natural persons, special categories of personal data

freedoms of natural persons, taking-into-aceount-the nature; taking into account the nature, or the processing of personal data

taking into account the nature, eentext;seope-and-purpeses-ofthe | context, scope and purposes of the relating to criminal convictions
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context, scope and purposes of processing-orifthe-controlerisa | processing or if the controller is a | and offences, and is unlikely to
the processing or if the controller | public-autherity-erbody- public authority or body. result in a risk to the rights and
is a public authority or body. freedoms of natural persons, taking
*Directive 95/46/ECof the ? Directive 95/46/EC of the into account the nature, context,
? Directive 95/46/EC of the EurepeanParliamentand-of the European Parliament and of the scope and purposes of the
European Parliament and of the | Counetlof24-October1995-on Council of 24 October 1995 on processing or if the controller is a
Council of 24 October 1995 on the protection-ofindividuals-with | the protection of individuals with | public authority or body.
the protection of individuals with | regard-te-the-processingof regard to the processing of
regard to the processing of personal-data-and-on-thefree personal data and on the free E——
personal data and on the free movement-of such-data(OJ28%; | movement of such data (OJ L ? Directive 95/46/EC of the
movement of such data (OJ L 23111995 _p-31): Regulation 281, 23.11.1995, p. 31); European Parliament and of the
281, 23.11.1995, p. 31); (HL) 2010 07 -ofthe Earopenn Regulation (EU) 2016/679 of the | Council of 24 October 1995 on the
Regulation (EU) 2016/679 of the | Parliamentand-ofthe- Counetlof | European Parliament and of the protection of individuals with
European Parliament and of the | 27-April 2016-on-theprotection-of | Council of 27 April 2016 on the | regard to the processing of
Council of 27 April 2016 on the | natural- persens-withregard-to-the | protection of natural persons with | personal data and on the free
protection of natural persons processing-of personal-data-and-en | regard to the processing of movement of such data (OJ L 281,
with regard to the processing of | the-free-mevement-ofsuch-data; personal data and on the free 23.11.1995, p. 31); Regulation
personal data and on the free and-repealing Directive-95/46/EC | movement of such data, and (EU) 2016/679 of the European
movement of such data, and {General DataProtection repealing Directive 95/46/EC Parliament and of the Council of
repealing Directive 95/46/EC Regulatiom}(OF 119452016, | (General Data Protection 27 April 2016 on the protection of
(General Data Protection p—): Directive 2002/58/EC ofthe | Regulation) (OJ L 119, 4.5.2016, | natural persons with regard to the
Regulation) (OJ L 119, 4.5.2016, | EuropeanParliamentandofthe | p. 1); Directive 2002/58/EC of the | processing of personal data and on
p. 1); Directive 2002/58/EC of Counetof12aly2002 European Parliament and of the the free movement of such data,
the European Parliament and of | eencerningtheproecessingof Council of 12 July 2002 and repealing Directive 95/46/EC
the Council of 12 July 2002 personal-data-and-the proteetion-of | concerning the processing of (General Data Protection
concerning the processing of privacy-in-the-eleetronie personal data and the protection | Regulation) (OJ L 119, 4.5.2016,
personal data and the protection | communications-seetor{Directive | of privacy in the electronic p. 1); Directive 2002/58/EC of the
of privacy in the electronic on-pricacy-and-cleetronie communications sector (Directive | European Parliament and of the
communications sector eommunications)(OJ 201, on privacy and electronic Council of 12 July 2002
(Directive on privacy and 3172002 p-3%- communications) (OJ L 201, concerning the processing of
personal data and the protection of
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31.7.2002, p. 37).

Draft agreement

privacy in the electronic

L 201, 31.7.2002, p. 37). 3 Regulation (EU) 2016/679 of the | communications sector (Directive
3 Regulation (EU) 2016/679 of Counetlof 27 Apri 201 6-on-the European Parliament and of the on privacy and electronic
the European Parliament and of | pretection-efnatural persens-with | Council of 27 April 2016 on the communications) (OJ L 201,
the Council of 27 April 2016 on | regard-to-theproecessingof protection of natural persons with | 31.7.2002, p. 37).
th§ protection of natural persons personatdataand-onthetree regard to the processing of : Regulation (EU) 2016/679 of the
with regard to the processing of | mevement-ofsuch-dataand personal data and on the free Euro Parli t and of th
. .. pean Parliament and of the
personal data and on the free repealing Direetive 95/46/EC(OJ | movement of such data, and Council of 27 April 2016 on th
. . pri on the
movement of such data, and L 119.4.5.2016.p. ). repealing Directive 95/46/EC (OJ protection of natural persons with
repealing Directive 95/46/EC L 119,4.5.2016, p. 1). d 10 the drocessing of
(OJL 119, 4.5.2016, p. 1). regar P g
personal data and on the free
movement of such data, and
repealing Directive 95/46/EC (OJ
L 119,4.5.2016, p. 1).
Recital 7
15 (7) By setting out harmonised (7) By sctting out harmonised (7) By setting out harmonised Provisionally agreed at technical
rules on the legal representation | rles-en-thelegal representationof | rules on the legal representation level 20/09/2022:
of certain service providers in certatn-service providersathe of certain service providers in the
the Union for receipt of, Union-forreceipt-of-comphanee | Union for receipt of, compliance (7) By setting out harmonised
compliance with and with-and-enforcement-of decisions | with and enforcement of decisions | rules on the designation of
enforcement of decisions issued | issued-by-competentauthoritiesin | issued by competent authorities in | establishments and the
by competent authorities in the the MemberStatestfor-the the Member States for the appointment of legal
Member States for the purposes | purpeses-ofgathering-evidenecein | purposes of gathering evidence in | Fepresentatives of certain service
of gathering evidence in criminal | eriminal-proceedingsthe-existing | criminal proceedings, the existing | providers in the Union for receipt
proceedings, the existing obstaeles-to-the-free-provisionof | obstacles to the free provision of | of, compliance with and
obstacles to the free provision of | servicesshould-beremoved;as services should be removed, as enforcement of decisions issued by
services should be removed, as | well-as-the future-impeosition-of well as the future imposition of competent authorities in the
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well as the future imposition of | divergentnational-appreachesin | divergent national approaches in | Member States for the purposes of
divergent national approaches in | thatregardsheuld-be-prevented: that regard should be prevented. gathering electronic evidence in
that regard should be prevented. | Eevel-playinefieldforserviee Level playing field for service criminal proceedings, the existing
Level playing field for service providersshowld-be-established: providers should be established. obstacles to the free provision of
providers should be established. | Mereover,meore-effective-eriminal | This should not affect services should be removed, as
Moreover, more effective law-enforcementinthecommen | obligations on service providers | well as the future imposition of
criminal law enforcement in the | area-effreedom;security-and deriving from other EU divergent national approaches in
common area of freedom, sesticeshowld-betaeibitated: legislation. Moreover, more that regard should be prevented.
security and justice should be effective criminal law Level playing field for service
facilitated. enforcement in the common area | providers should be established.
of freedom, security and justice This should not affect obligations
should be facilitated. on service providers deriving
from other EU legislation.
Moreover, more effective criminal
law enforcement in the common
area of freedom, security and
justice should be facilitated.
Recital 8
16 (8) The legal representative at (8} The legal representative at (8) The legal representative at Provisionally agreed at technical
issue should serve as an issue-should-serve-as-an-addressee | issue should serve as an addressee | level 18/11/2022
addressee for domestic orders for-domestic-orders-and-deeistons | for domestic orders and decisions
and decisions and for orders and | andfor-erders-and-decisions and for orders and decisions (8) The designated establishment
decisions pursuant to Union pursuant-to-Unionlegal pursuant to Union legal and legal representative at issue
legal instruments adopted within | instroments-adepted-withinthe instruments adepted falling should serve as an addressee for
the scope of Title V, Chapter 4, | scope-of Fitle V. -Chapter4—ofthe | within the scope of Title V, decisions and orders for the
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of the Treaty on the Functioning | Freaty-on-the Funectioningofthe | Chapter 4, of the Treaty on the purpose of gathering electronic
of the European Union for European Union tor gathering Functioning of the European evidence on the basis of
gathering evidence in criminal evidence-in-eriminal-matters—This | Union for gathering evidence in Regulation XXXX/XXX [e-
matters. This includes both includes both instruments that criminal matters, inciuding Evidence Regulation], Directive
instruments that permit the permitthe-direet serving-oforders | where those orders and 2014/41/EU, the Convention
direct serving of orders in cross- | #reross-bordersituations-onthe | decisions are transmitted in established by the Council in
border situations on the service service-providerandinstruments | form of a certificate. This accordance with Article 34 of the
provider, and instruments based | based-enjudicial-cooperation includes both instruments that Treaty on the European Union on
on judicial cooperation between | betweenjudietal-authoritiesunder | permit the direct serving of orders | mutual assistance in criminal
judicial authorities under Title Titde V. Chapter 4. in cross-border situations on the matters between Member States of
V, Chapter 4. service provider or its legal the Union, including where those
representative, such as the orders and decisions are
[Regulation on European transmitted in the form of a
Production and Preservation certificate. Recourse to the
Orders for electronic evidence designated establishment or the
in criminal matters legal representative should be in
(“Regulation”)*], and other accordance with the procedures
instruments based-en for judicial | set out in the instruments and
cooperation applicable between legislation applicable to the
the judietal-authertties Member | judicial proceedings, including
States, notably those falling whether the instrument permits
within the scope of under Title the direct serving of orders in
V, Chapter 4, such as the cross-border situations on the
Directive on the European designated establishment or legal
Investigation Order® and the representative of the service
2000 Mutual Legal Assistance provider, or is based on
Convention®. Recourse to the cooperation between competent
legal representative should be in | judicial authorities. The
accordance with the procedures | competent authorities of the
set out in the instruments and Member State where the
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legislation applicable to the
judicial proceedings. The
competent authorities of the
Member State where the legal
representative resides or is
established should act in
accordance with the role set out
for them in the respective
instrument if and where an
involvement is foreseen.

“ Regulation of the European
Parliament and of the Council
on European Production and
preservation orders for
electronic evidence in criminal
matters.

S Directive 2014/41/EU of the
European Parliament and of the
Council of 3 April 2014
regarding the European
Investigation Order in criminal
matters, OJ L 130, 1.5.2014, p.1.

% Council Act of 29 May 2000

Draft agreement

designated establishment is
established or the legal
representative resides should act
in accordance with the role set
out for them in the respective
instrument where an
involvement is foreseen. Member
States may also address decisions
and orders for the purpose of
gathering electronic evidence on
the basis of national law to a
natural or legal person acting as
legal representative or designated
establishment of a service
provider on their territory.

“ Regulation of the European
Parliament and of the Council on
European Production and
preservation orders for
electronic evidence in criminal
matters.

S Directive 2014/41/EU of the
European Parliament and of the
Council of 3 April 2014
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establishing in accordance with
Article 34 of the Treaty on
European Union the
Convention on Mutual
Assistance in Criminal Matters
between the Member States of
the European Union, OJ C 197,
12.7.2000, p. 1 and its Protocol,
0J C 326, 21.11.2001, p. 2.

Draft agreement

regarding the European
Investigation Order in criminal
matters, OJ L 130, 1.5.2014, p.1.

® Council Act of 29 May 2000
establishing in accordance with
Article 34 of the Treaty on
European Union the Convention
on Mutual Assistance in
Criminal Matters between the
Member States of the European
Union, OJ C 197, 12.7.2000, p. 1
and its Protocol, OJ C 326,
21.11.2001, p. 2.

Recital

17 (9) Member States shall ensure (9 Member States shall ensure (9) Member States shall ensure Agreement at inter-institutional
that the obligation to designate a | thatthe-obligationto-designatea | that service providers have the technical meeting 27/09/2022:
legal representative is legal representativeismmediate; | obligation to designate a legal
immediate, that is from the date | thatisfrom-the-date-of representative isimmediate thatis | (9) Depending on whether service
of transposition set out in Article | transpesition-setoutinAsticle7 | from-the-date-of transpesition-set | providers are established in the
7 for service providers that offer | forservice-providers-thatoffer outinArticle 7 forserviee Union, are established in Member
services in the Union at that date, | servicesinthe Union-atthatdate; | providersthatofferservicesinthe | Stafes not taking part in a legal
or from the moment service orfrom-the moment service Unien-at-that-date by [6 months | instrument referred to in this
providers start offering services | providers-startoffering servieesin | from the transposition deadline | Directive or are not established in
in the Union for those service the Union for those service of this Directive] or from the the Union, Member States should
providers that will start offering | providers-that-will start-offering moment service providers start ensure that service providers have
services after the date of services-afterthe date-of offering services in the Union for | the obligation to designate at least

those service providers that will one establishment or legal
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transposition. transposition: start offering services after [6 representative by [6 months from
months from the date-of the transposition deadline of this
transposition deadline of this Directive] or from the moment
Directive]. service providers start offering
services in the Union for those
service providers that will start
offering services after [6 months
from the transposition deadline
of this Directive]. Without
prejudice to data protection
safeguards, such [designated
establishment or| legal
representative could be shared
between several service providers,
in particular by small and
medium-sized enterprises.
Recital 10
18 (10) The obligation to designate | (10)The-obligationto-designatea | (10) The obligation to designate a | Rapporteur proposal 06/09/2022:
a legal representative should legalrepresentative shouldapply | legal representative should apply
apply to service providers that to-servieeproviders-thatotfer to service providers that offer (10) The obligation to designate an
offer services in the Union, services-inthe Union;meaningin | services in the Union, meaning in | establishment or a legal
meaning in one or more Member | ene-ormore-Member-States: one or more Member States. representative should apply to
States. Situations where a service | Situations-where-a-service Situations where a service service providers that offer
provider is established on the provider is cstablished on the provider is established on the services in the Union, meaning in
territory of a Member State and | territery-efaMember-State-and territory of a Member State and one or more Member States.
offers services exclusively on the | effers-services-exclusively-onthe | offers services exclusively on the | Situations where a service provider
territory of that Member State, territory-of that Member State; territory of that Member State, is established on the territory of a
should not be covered by this should-not be-coveredby-this should not be covered by this Member State and offers services
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States should be able to
continue addressing the
Member States where service
providers are established with
instruments falling within the
scope of Title V, Chapter 4,
such as the Directive on the
European Investigation Order
and the 2000 Mutual Legal
Assistance Convention.

Directive. Direetive: Directive. exclusively on the territory of that
Member State, should not be
covered by this Directive.

Recital 11
19 (11) Notwithstandin - . . : Provisional agreement 7th
g the (Hy Notwithstanding the (11) Notwithstanding the .

designation of a legal designation of a legal designation of a legal trtlogue 28/ MR as amended

representative, Member States representati-e-Member-States representative, Member States and p t:ovtswnally agreed at

should be able to continue should be able to continue should be able to continue techrycalievellb/I/2022;
addressing service providers sddresstigserviee providers addressing service providers

established on their territory, be | established-en-theirterritory;beit | established on their territory, be it (11) For the purpose of gathering

it in purely domestic situations, | in-purely-domestie-situations;-be-it | in purely domestic situations, be it | electronic evidence in criminal

be it after receipt of a request for | afterreceiptofarequestfor after receipt of a request for proceedings, Member States

assistance under legal assistance-underlegalinstruments | assistance under legal instruments | Should be able to continue

instruments on mutual legal on-mutaal-legal-assistance-and-on | on mutual legal assistance and on | @ddressing service providers
assistance and on mutual mutual recognitionin-eriminal mutual recognition in criminal established on their territory for
recognition in criminal matters. | matters: matters. Likewise Member purely domestic situations in

accordance with Union law and
their respective national laws.
Notwithstanding the possibilities
currently provided for by
domestic law to address service
providers on their own territory,
Member States should not
circumvent the principles set out
in this Directive and in
Regulation XXXX/XXX.
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Recital 12
20 (12) The determination whether | (2)Fhe-determinationwhethera | (12) The determination whether a | Provisionally agreed at technical

a service provider offers services | service-provideroffers-servieesin | service provider offers services in | level 20/09/2022 as amended and

in the Union requires an the Unionrequires-an-assessment | the Union requires an assessment | provisionally agreed at technical

assessment whether the service whether the service provider whether the service provider level 18/11/2022:

provider enables legal or natural | enableslegal-ornaturalpersensin | enables legal or natural persons in

persons in the Union to use its the-bonto-tseitservices: the Union to use its services. (12) Determining whether a

services. However, the mere However-the-mere-aceessibility However, the mere accessibility service provider offers services in

accessibility of an online of an-online-interface(for-instanee | of an online interface (for instance | the Union requires an assessment

interface (for instance the the-aceessibity-of the serviece the accessibility of the service whether the service provider

accessibility of the service provider’s-or-an-intermediary’s provider’s or an intermediary’s enables either natural or legal

provider’s or an intermediary’s website-or-of an-email-address-and | website or of an email address and | persons, in one or more Member

website or of an email address of othercontact-details)-takenin | of other contact details) taken in | States, fo use its services.

and of other contact details) isolation-sheuld-netbe-a-sufficient | isolation should not be a sufficient | However, the mere accessibility of

taken in isolation should not be a | eonditionforthe-application-of condition for the application of an online interface in the Union,

sufficient condition for the this Dircctive. this Directive. such as for instance the

application of this Directive. accessibility of the website or an e-
mail address or other contact
details of a service provider or an
intermediary, taken in isolation,
should be considered insufficient
to determine that a service
provider offers services in the
Union within the meaning of this
Directive.
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Recital 13
(13) A substantial connection to | 43)-A-substantial-conneetionto (13) A substantial connection to Provisionally agreed at technical
the Union should also be the Unionshould-alse-berelevant | the Union should also be relevant level 20/09/2022 as amended and
21 relevant to determine the ambit | to-determine-the-ambit-of to determine the ambit of isionall d hnical
of application of this Directive. | applieation-ofthis Directive—Sueh | application of this Directive. Such Il’ rot;z;z(go/rz /;0‘;‘3':% —
Such a substantial connection to | a-substantial connectionto-the a substantial connection to the - ’
the Union should be considered | Union-sheuld-be-considered-to Union should be considered to (13) A substantial connection to
to exist where the service exist where the service provider exist where the service provider the Union should also be relevant
provider has an establishment in | has-an-establishmentin-the Union: | has an establishment in the Union. | {5 determine the ambit of
the Union. In the absence of such | Inthe-absence-ofsuchan In the absence of such an application of this Directive. Such
an establishment, the criterion of | establishmenttheeriterionofa establishment, the criterion of a a substantial connection to the
a substantial connection should | substantial conneetionshould-be substantial connection should be | Union should be considered to
be assessed on the basis of the assessed-onthe-basts-of the assessed-onthe basts ofthe exist where the service provider
existence of a significant number | existence-ofasignificantnumber | existence-of based on specific has an establishment in the Union.
of users in one or more Member | efusers-in-one-ormore-Member factual criteria such as a In the absence of such an
States, or the targeting of States;-or the-targetingof significant number of users in one | estaplishment, the criterion of a
activities towards one or more aetivittestowards-one-ertore or more Member States, or the substantial connection should be
Member States. The targeting of | MemberStates—Fhe-targetingof | targeting of activities towards one | pased on specific factual criteria
activities towards one or more aetivittestowards-one-ertore or more Member States. The such as the existence of a
Member States can be Member-Statesean-be-determined | targeting of activities towards one significant number of users in one
determined on the basis of all on-the-basisofallrelevant or more Member States can be or more Member States, or the
relevant circumstances, eireumstanees;neluding factors determined on the basis of all targeting of activities towards one
including factors such as the use | such-as-the-use-of alanguage-ora | relevant circumstances, including | o 1iore Member States. The
of a language or a currency currency gencrally used in that factors such as the use of a targeting of activities towards one
generally used in that Member Member-Stateor-the-possibihity language or a currency generally | v more Member States should be
State, or the possibility of ofordering-goods-orservices—The | used in that Member State, or the | jetermined on the basis of all
ordering goods or services. The | targeting-efactivitiestowardsa possibility of ordering goods or relevant circumstances, including
targeting of activities towards a | Member-State-could-also-be services. The targeting of factors such as the use of a
Member State could also be dertved-from-theavatlabthityefan | activities towards a Member State language or a currency generally
14811/22 MC/sl 271
ANNEX JAL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

derived from the availability of | applicationCappintherelevant | could also be derived from the used in that Member State, or the
an application (‘app’) in the national-app-store;fromproviding | availability of an application possibility of ordering goods or
relevant national app store, from | leeal-advertising-eradvertistngin | (‘app’) in the relevant national services. The targeting of activities
providing local advertising or the-language-usedin-that Member | app store, from providing local towards a Member State could also
advertising in the language used | State;-orfrom-the handlingof advertising or advertising in the be derived from the availability of
in that Member State, or from customer relations such as by language used in that Member an application (‘app’) in the
the handling of customer providingeustomerservieeinthe | State, or from the handling of relevant national app store, from
relations such as by providing Fetgrrse-generathy-used-mthat customer relations such as by providing local advertising or
customer service in the language | Member-State—A-substantial providing customer service in the | advertising in the language
generally used in that Member conneetionis-also-to-be-assumed | language generally used in that generally used in that Member
State. A substantial connection is | where-a-service-providerdireets Member State. A substantial State, or from the handling of
also to be assumed where a its-activitiestowards-one-ormere | connection is also to be assumed | customer relations such as by
service provider directs its MemberStates-as-setoutin where a service provider directs providing a customer service in the
activities towards one or more Article 17(H¢) of Resulation its activities towards one or more | language generally used in that
Member States as set out in 1215201 2-enjurisdictionand-the | Member States as set out in Member State. A substantial
Article 17(1)(c) of Regulation recogiition-and-entorcententof Article 17(1)(c) of Regulation connection is also to be assumed
1215/2012 on jurisdiction and fadgementstretviand 1215/2012 on jurisdiction and the | where a service provider directs its
the recognition and enforcement | eemmeretal-matters—On-the-other | recognition and enforcement of activities towards one or more
of judgements in civil and hand:proviston-ef the-servicein judgements in civil and Member States as set out in
commercial matters. On the view-of mere-compliance-with-the | commercial matters. On the other | Regulation 1215/2012 on
other hand, provision of the prohibitionto-diseriminatetaid hand, provision of the service in | jurisdiction and the recognition
service in view of mere down in Regulation (ELY view of mere compliance with the | and enforcement of judgements in
compliance with the prohibition | 2048/302" cannotbe;-on-that prohibition to discriminate laid civil and commercial matters''. On
to discriminate laid down in cround alone, be considered as down in Regulation (EU) the other hand, provision of the
Regulation (EU) 2018/302* directing-or-targetingaetivities 2018/302 cannot be, on that service in view of mere
cannot be, on that ground alone, | tewards-agiventerritory-within ground alone, be considered as compliance with the prohibition to
be considered as directing or the Unton—thesame directing or targeting activities discriminate laid down in
targeting activities towards a constderations—~howld-apph—to towards a given territory within Regulation (EU) 2018/302"*
given territory within the Union. | determine-whethera-service the Union. The same cannot, on that ground alone, be
The same considerations should | previdereffersservicesina considerations should apply to considered as directing or targeting
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apply to determine whether a
service provider offers services
in a Member State.

*Regulation (EU) 2018/302 of
the European Parliament and of
the Council of 28 February 2018
on addressing unjustified geo-
blocking and other forms of
discrimination based on
customers' nationality, place of
residence or place of
establishment within the internal
market and amending
Regulations (EC) No 2006/2004
and (EU) 2017/2394 and
Directive 2009/22/EC (OJ L 601,
2.3.2018, p. 1).

EP mandate

Member-State-

Council Mandate

determine whether a service
provider offers services in a
Member State.

"Regulation (EU) 2018/302 of the
European Parliament and of the
Council of 28 February 2018 on
addressing unjustified geo-
blocking and other forms of
discrimination based on
customers' nationality, place of
residence or place of
establishment within the internal
market and amending Regulations
(EC) No 2006/2004 and (EU)
2017/2394 and Directive
2009/22/EC (OJ L 601, 2.3.2018,

p. 1).

Draft agreement

activities towards a given territory
within the Union. The same
considerations should apply to
determine whether a service
provider offers services in a
Member State.

! Regulation (EU) 1215/2012 of
the European Parliament and of the
Council of 12 December 2012 on
jurisdiction and the recognition
and enforcement of judgments in
civil and commercial matters (OJ L
351,20.12.2012, p. 1).

12 Regulation (EU) 2018/302 of the
European Parliament and of the
Council of 28 February 2018 on
addressing unjustified geo-
blocking and other forms of
discrimination based on customers'
nationality, place of residence or
place of establishment within the
internal market and amending
Regulations (EC) No 2006/2004
and (EU) 2017/2394 and Directive
2009/22/EC (OJ L 601, 2.3.2018,

p. 1.
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Recital 14
(14? Service providers obligc?d to %Seﬂﬂe%pfewdelﬁs—ebhged—te (14} Service providers oblig§d to O S TSP )
) designate a legal representative | destgnate-altegal representative designate a legal representative technical meeting 27/09/2022 as
should be able to choose to that | sheuld-be-able-to-chooseto-that should be able to choose to that A e T ]
effect an existing establishment | effeet-an-existing-establishmentin | effect an existing establishment in at technical level 18/11/2022
in a Member State, be it a a-Member-Statebe-ttacorporate | a Member State, be it a corporate
corporate body or a branch, bodv-oru-branch—aueney—ottee body or a branch, agency, office : _
agency, office or a main seat or | er-a-main-seat-orheadquarters; or a main seat or headquarters, D¥ff§rent Instruments falling
headquarters, and also more than | and-alse-mere-than-onelegal and also more than one legal within the scope of Title V,
one legal representative. representativeNevertheless;a representative. This legal Chaptgr ‘_‘, of the Treaty on the
Nevertheless, a corporate group | eerperate-group-sheuld-netbe representative could also be a Fur;ctmnmg thhe European ‘
should not be forced to designate | foreed-to-designate-multiple third party, which could be Union apply in the relationships
multiple representatives, one for | representatives;-oneforeach shared between several service betwe§n Merpber St.ates‘wl‘len
each undertaking part of that andertakingpart-of-that-sreup: providers, in particular small gathermg evidence in criminal
group. Different instruments Pifferentinstesmentsadopted and medium-sized enterprises. PTPCGGdIPgS- As a consequence _Of
adopted within the scope of Title | withintheseope-ofFitle V5 Nevertheless, a corporate group Fhls ‘variable geometry’ thaF exists
V, Chapter 4, of the Treaty on Chaptort-eftheFrean-on-the should not be forced to designate | I the GOl i) of criminal
the Functioning of the European | Funetioning-ofthe European multiple representatives, one for law, there R need to SR that
Union apply in the relationships | Unien-apply-in-therelationships each undertaking part of that the Dlrectlve does npt fagl!ltate the
between Member States when betweenMember-States-when group, but can designate one creation of further d1§par1t1es or
gathering evidence in criminal | gathering-evideneein-eriminal legal representative for the obstacles to the provision of
proceedings. As a consequence | proceedings—Asa-consequence-of | group. Different instruments A th? mterna.l market b}’
of this ‘variable geometry’ that this—varkible-geometey -t adopted falling within the scope allong 228205 proylders offering
exists in the common area of exists-+-the-commeon-area-of of Title V, Chapter 4, of the EARALGZ AT their territory to
criminal law, there is a need to eriminaltawthercisaneedto Treaty on the Functioning of the | designate designated
ensure that the Directive does ensure-that-the Directive-doesnot | European Union apply in the establishmf:nts 2 le.gal
not facilitate the creation of facthitate the ereation-of further relationships between Member representatives within Member
further disparities or obstacles to | disparities-or-obstaclesto-the States when gathering evidence in | States that do not take part in _
the provision of services in the provision ot services in the criminal proceedings. As a relevant legal instruments, which
would fall short of addressing the
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internal market by allowing nternal-market by-allowing consequence of this ‘variable problem. Therefore, at least one
service providers offering service-providers-offering serviees | geometry’ that exists in the designated establishment or legal
services on their territory to on-theirterritory-to-destenatetegal | common area of criminal law, representative should be
designate legal representatives representatives within Member there is a need to ensure that the designated in a Member State that
within Member States that do not | States-that-do-nottake partin Directive does not facilitate the participates in the relevant Union
take part in relevant legal relevantlegalinstruments;whieh | creation of further disparities or legal instruments to avoid the risk
instruments, which would fall wouldfall short-of addressingthe | obstacles to the provision of of weakening the effectiveness of
short of addressing the problem. | preblem—Therefore;atleastone services in the internal market by | the designation provided for in this
Therefore, at least one representative should be allowing service providers Directive and to make use of the
representative should be designatedin-aMember-State-that | offering services on their territory | synergies of having a designated
designated in a Member State participatesin-therelevant Unten | to designate legal representatives | establishment or legal
that participates in the relevant legalinstruments-to-avoid-therisk | within Member States that do not | representative for the receipt of,
Union legal instruments to avoid | efweakeningthe-effeetivenessof | take part in relevant legal compliance with and enforcement
the risk of weakening the the-destenation-provided-orin instruments, which would fall of decisions and orders issued in
effectiveness of the designation | thisDireetive-and-to-makeuse-ef | short of addressing the problem. | the context of gathering electronic
provided for in this Directive and | the-synergies-ofhavingalegal Therefore, at least one evidence in criminal proceedings,
to make use of the synergies of | representativeforthereceiptof; representative should be including under the Regulation
having a legal representative for | eemphanece-with-and-enforecement | designated in a Member State that | XXXX/XXX [e-Evidence
the receipt of, compliance with of decisions-and-orders-issaedin | participates in the relevant Union | Regulation], Directive
and enforcement of decisions the-context-of gatheringevidenee | legal instruments to avoid the risk | 2014/41/EU, the Convention
and orders issued in the context | #-eriminal-proceedings;ineluding | of weakening the effectiveness of | established by the Council in
of gathering evidence in criminal | undertheRegulation}-orthe 2000 | the designation provided for in accordance with Article 34 of the
proceedings, including under the | Mutualegal-Assistance this Directive and to make use of | Treaty on the European Union on
[Regulation] or the 2000 Mutual | Cenvention—In-addition; the synergies of having a legal mutual assistance in criminal
Legal Assistance Convention. In | designating-alegal representative; | representative for the receipt of, matters between Member States of
addition, designating a legal which-coutd-also-beuttlised-to compliance with and enforcement | the Union
representative, which could also | ensure-eompliance-with-national of decisions and orders issued in lbr, el dlesi e
be utilised to ensure compliance | legal-ebligations;makesuse-efthe | the context of gathering evidence d s
s ) . . ; . S : . . esignated establishment or legal
with national legal obligations, syrergtes-ofhavinga-clearpotnt in criminal proceedings, including . .
! i . representative, which could also be
makes use of the synergies of ofaecesstoaddresstheserviee under the [Regulation], the utilised to ensure compliance with
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having a clear point of access to | previders{for-thepurpese-of Directive on the European national legal obligations, makes
address the service providers for | gathering-evideneetneriminal Investigation Order or the 2000 | use of the synergies of having a
the purpose of gathering matters: Mutual Legal Assistance clear point of access to address the
evidence in criminal matters. Convention. In addition, service providers for the purpose
designating a legal representative, | of gathering evidence in criminal
which could also be utilised to matters.
ensure compliance with national
legal obligations, makes use of
the synergies of having a clear
point of access to address the
service providers for the purpose
of gathering evidence in criminal
matters.
Recital 15
Provisionally agreed at technical
23 (15) Service providers should be | H5)-Serviceprovidersshouldbe | (15) Service providers should be | Jevel 18/11/2022
free to choose in which Member | freeto-choose-in-which-Member free to choose in which Member
State they designate their legal Stete-theyv-destonnte-thetrtegal State they designate their legal (15) Service providers should be
representative, and Member representativeand-Member representative, and Member free to choose in which Member
States may not restrict this free Stetesav-notrestriet tistree States may not restrict this free State they designate their
choice, e.g. by imposing an choice. ¢.g. by imposing an choice, e.g. by imposing an designated establishment or,
obligation to designate the legal | ebligationte-designate-thelegal obligation to designate the legal where applicable, legal
representative on their territory. | representative-on-theirterritory- representative on their territory. representative, and Member States
However, the Directive also However the Directive also However, the Directive also may not restrict this free choice,
contains certain restrictions with | eentains-eertainrestrictions-with | contains certain restrictions with | €.g. by imposing an obligation to
regard to this free choice of regard-to-thistree-choteeof regard to this free choice of designate the designated
service providers, notably that serviee-providers;notably-thatthe | service providers, notably that the | establishment or legal
the legal representative should tegabrepresentativeshould-be legal representative should be representative on their territory.
be established in a Member State | established-in-a-Member-State established in a Member State However, the Directive also
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where the service provider where-the-serviceprovider where the service provider contains certain restrictions with
provides services or is providesserviees-orts provides services or is regard to this free choice of service
established, as well as the established;-aswelasthe established, as well as the providers, notably that the
obligation to designate a legal obheationto-destenateatesal obligation to designate a legal designated establishment should
representative in one of the representative-in-one-ofthe representative in one of the be established in, or where
Member States participating in Member States participating i Member States participating in applicable, the legal
judicial cooperation instruments | judietal-cooperationinstraments judicial cooperation instruments | representative should reside in a
adopted under Title V of the adopted-under Fihe V-ofthe adepted-underfalling within Member State where the service
Treaty. Freaty- Title V of the Treaty. The sole provider provides services or is
designation of a legal established, as well as the
representative should not be obligation to designate a
considered to constitute an designated establishment or a
establishment of the service legal representative in one of the
provider. Member States participating in a
legal instrument referred to in this
Directive. The sole designation of
a legal representative should not
be considered to constitute an
establishment of the service
provider.
Recital 16
24 (16) The service providers most | (+6)Fhe-service-providersimost (16) The service providers most Agreement at inter-institutional
relevant for gathering evidence relevantfor-gatheringevidenecein | relevant for gathering evidence in | fechnical level 27/09/2022:
in criminal proceedings are ertrinal-proceedingsare criminal proceedings are
providers of electronic providers-of-clectronte providers of electronic (16) The service providers most
communications services and commtteationsservicesand communications services and relevant for gathering evidence in
specific providers of information | specific-providers-ofinformation | specific providers of information | criminal proceedings are providers
society services that facilitate society servicesthat facilitate society services that facilitate of electronic communications
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interaction between users. Thus, | interaction-between-users—Ihus; interaction between users. Thus, services and specific providers of
both groups should be covered beth-greups-should-be-covered-by | both groups should be covered by | information society services that
by this Directive. Providers of this DireetiveProvidersof this Directive. Providers of facilitate interaction between users.
electronic communication cleetronic communication electronic communication Thus, both groups should be
services are defined in the serviees-are-defined-in-the services are defined in the covered by this Directive.
proposal for a Directive propeosalHoraPireetive proposal for a Directive Providers of electronic
establishing the European establishingthe European establishing the European communication services are
Electronic Communications Eleetronic- Communications-Code- | Electronic Communications Code. | defined in Directive (EU)
Code. They include inter- They include inter-personal They include inter-personal 2018/1972. They include inter-
personal communications such communications stuch as voice- communications such as voice- personal communications such as
as voice-over-IP, instant over-1Pinstant-messaging-and-e- | over-IP, instant messaging and e- | voice-over-IP, instant messaging
messaging and e-mail services. matl services. The catecories of mail services. This Directive and e-mail services.
The categories of information information socicty scrvices should also be applicable to This Directive should also be
society services included here included here are those for which | other The categories of applicable to other information
are those for which the storage of | the-storage-ef-data-is-a-defining information society services society services providers within
data is a defining component of | eompenent-oftheservice providers within the meaning of | the meaning of Directive (EU)
the service provided to the user, | provided-to-theuser;-andreferin | Directive (EU) 2015/1535 that 2015/1535 that do not qualify as
and refer in particular to social partictlarto-sectal networksto-the | incladed-herearethoseforwhieh | electronic communications service
networks to the extent they do extent-they-do-not-qualifyas thestorage-of dataisa-defining providers, but offer their users
not qualify as electronic clectronic communications component-of-theserviee the ability to communicate with
communications services, online | serviees;-online-marketplaces provided-to-theuserandreferin | each other or offer their users
marketplaces facilitating faethitatingtransactionsbetween | partienlartoseetalnetworkste services that can be used to
transactions between their users | theirusers{such-as-consumers-or | the-extentthey-do not qualify as process or store data on their
(such as consumers or bustnessesyand-other-hosting electronic communications behalf. This should be in line
businesses)and other hosting services, including where the services-providers, but offer with the terms used in the
services, including where the servieets-providedvracloud their users the ability to Budapest Convention on
service is provided via cloud computing. Information socicty communicate with each other or | Cybercrime. Processing of data
computing. Information society | servicesfor-which-thestorage-of | offer their users services that should be understood in a
services for which the storage of | dataisneta-definingecomponent; | can be used to process or store | technical sense, meaning the
data is not a defining component, | and-fer-whichitis-enlyofan data on their behalf. This creation or manipulation of data,
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and for which it is only of an anctlary naturcsuch-astegal should be in line with the terms | i.e. technical operations to
ancillary nature, such as legal, architectural. engincering and used in the Budapest produce or alter data by means
architectural, engineering and accounting services provided Convention on of computer processing power.
accounting services provided onttreatdistance—~shoutd-be Cybercrime. Processing of data
online at distance, should be . %el&ded—frem—th%seep&ef—%s should be understood in a The categories of service
excluded from the scope of this Directive. even where they may technical sense, meaning the providers included here are, for
Directive, even where they may | fal-withinthe-definttionof creation or manipulation of example online marketplaces
fall within the definition of HHOPHHHORSOCCE-SeEvVEee S s data, i.e. technical operations to providing consumers and
information society services as per Directive (EU) 2015/1535. produce or alter data by means | b sinesses the ability to
per Directive (EU) 2015/1535. of computer processing power. | oommunicate with each
other and other hosting services,
The categories of service including where the service is
providers included here are, for providad i ©lomdl eopuiing, 0y
example online marketplaces well as online gaming platforms
facilitat ot and online gambling platforms.
hei (such-as providing Where an information society
consumers er-and businesses) the D p.rov1der Lz n?t.
ability to communicate with Dt l,t S users Ui DT
each other and other hosting communicate with each other,
services, including where the oL o.nly vottdil 0 Sy .
service is provided via cloud provider, or does not provide the
computing, as well as online Ly D D OF t? S tore
gaming platforms and online data, or where the ability to
gambling platforms. Where an store/[.)rocess data is not an
information society service R TIPSRy
provider does not provide its prov.lded to users, sucl.1 as legal,
users the ability to communicate archltec.t Ll engimeering 2
with each other, but only with . unting SEIVICES Prowded
the service provider, or does not online at a distance, it would not
provide the ability to process or B RsAt N NI C O CIRTRITTE
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to store data, or where the
ability to store/process data is
not an essential part of the
service provided to users, such
as legal, architectural
engineering and accounting
services provided online at a
distance, it would not fall within
the scope of the definition, even
if within the definition of
information society services

pursuant to Directive
(EU) 2015/1535. Infermation

soetetyservieestorwlieh-the

definition, even if within the
definition of information society
services pursuant to Directive
(EU) 2015/1535.

Recital

17

25

(17) Providers of internet
infrastructure services related to

(17) Providers of internet
infrastructure services related to

Provisionally agreed at technical
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the assignment of names and the-assignment-of names-and the assignment of names and level 20/09/2022:
numbers, such as domain name numbers;-such-as-domain-name numbers, such as domain name
registrars and registries and registrars-and registries-and registrars and registries and (17) Providers of internet
privacy and proxy service privacy-and-proxy-service privacy and proxy service infrastructure services related to
providers or regional internet providers-orregionalinternet providers or regional internet the assignment of names and
registries for internet protocol reststriestor-thterret protocel registries for internet protocol numbers, such as domain name
(‘IP’) addresses, are of particular | ¢H- 5 i (‘IP’) addresses, are of particular | registrars and registries and
relevance when it comes to the relevance when it comes to the relevance when it comes to the privacy and proxy service
identification of actors behind identification-of actors-behind identification of actors behind providers, or regional internet
malicious or compromised web | maliciotus-or-compromised-web malicious or compromised web registries for internet protocol
sites. They hold data that is of | sites—Fhey-hold-data-thatis-of sites. They hold data that is of (‘IP’) addresses, are of particular
particular relevance for criminal | particularrelevanceforeriminal | particular relevance for criminal | relevance when it comes to the
investigations as it can allow for | irvestigations-as-itcanallowfor investigations as it can allow for | identification of actors behind
the identification of an individual | the-identification-ofanindividual | the identification of an individual | malicious or compromised web
or entity behind a web site used | erentity-behind-a-web-site-used-in | or entity behind a web site used in | Sites. They hold data that could
in criminal activity, or the victim | eriminal-activity;orthevietimof | criminal activity, or the victim of | allow for the identification of an
of criminal activity in the case of | eriminal-aetivityinthe-ease-ofa criminal activity in the case of a individual or entity behind a web
a compromised web site that has | compromised-web-site-thathas compromised web site that has site used in a criminal activity, or
been hijacked by criminals. been-hijacked by-eriminals- been hijacked by criminals. the victim of @ criminal activity.
Recital 18
26 (18) The legal representative (18} The legal representative (18) The legal representative Agreement at inter-institutional

should be able to comply with should be able to comply with should be able to comply with technical level 27/09/2022 as
decisions and orders addressed to | deetstons-and-orders-addressedte | decisions and orders addressed to | amended and provisionally agreed
them by Member States’ them by Member States” them by Member States’ at technical level 18/11/2022:
authorities on behalf of the authorities-on-behalf-of the-serviee | authorities on behalf of the
service provider, which should provider, which should take the service provider, which should (18) Member States should ensure
take the appropriate measures to | appropriate-measures-to-ensure take the appropriate measures to | that service providers established
ensure this result, including thisresult-including sufficient ensure this result, including or offering services on their
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sufficient resources and powers. | reseurees-and-powers—Fhe sufficient resources and powers. territory provide their designated
The absence of such measures or | absenee-ofsuch-measures-ortheir | The absence of such measures or | establishments and legal
their shortcomings should not sherteomings-should-notserveas | their shortcomings should not representatives with the necessary
serve as grounds to justify non- | greunds-tejustify-non-complianee | serve as grounds to justify non- powers and resources to comply
compliance with decisions or with-dectstons-or-ordersfalling compliance with decisions or with those decisions and orders
orders falling into the ambit of into-the-ambit-of apphicationofby | orders falling into the ambit of received from any Member State.
application of by this Directive, | thisDireetive,neitherforthe application of by this Directive, Member States should also verify
neither for the service provider sepvieeprovidernoritstegal neither for the service provider that the designated establishments
nor its legal representative. representative: nor its legal representative. or legal representatives residing
Neither should service on their territory have received
providers be able to exculpate from the service providers the
themselves due to missing or necessary powers and resources to
ineffective internal procedure, comply with decisions and orders
as they are responsible for received from any Member State
providing the necessary and that they cooperate with the
resources and powers to competent authorities when
guarantee compliance with receiving those decisions and
orders and national decisions. orders, in accordance with the
Nor should the legal applicable legal framework. The
representative be able to absence of such measures or their
exculpate himself by claiming shortcomings should not serve as
for example he is not grounds to justify non-compliance
empowered to deliver data. The | with decisions or orders falling
service provider and its legal into the ambit of application of by
representative(s) should remain | this Directive. Neither should
free to allocate among service providers be able to
themselves the tasks of exculpate themselves due to
identifying and accessing the missing or ineffective internal
requested evidence as long as procedures, as they are
decisions and orders addressed | responsible for providing the
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necessary resources and powers to
guarantee compliance with orders
and national decisions. Nor
should designated establishments
or legal representatives be able to
exculpate themselves by claiming,
for example, that they are not
empowered to deliver data. To this
end, Member States should ensure
that both the designated
establishment or the legal
representative and the service
provider can be held jointly and
severally liable for non-
compliance with obligations
deriving from the applicable legal
Jframework when receiving
decisions and orders falling
within the scope of this Directive,
with the effect that each of the
designated establishment or the
legal representative and the
service provider may be
sanctioned for non-compliance by
either of them. In particular, the
lack of appropriate internal
procedures between the service
provider and the designated
establishment or the legal
representative cannot be used by
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either side as a justification for
non-compliance with those
obligations. Joint and several
liability should not apply for
actions or omissions of either the
service provider or the legal
representative or the designated
establishment which constitute a
criminal offence in the Member
State applying the sanction.
Recital 19
(19) Service providers should 9)Service providersshould (19) Service providers should Agreement at inter-institutional
notify the Member State in notify-the Member-Statein-whieh | notify the Member State in which | technical  level 27/09/2022 as
27 which the legal representative theJegalrepresentativeresidesor | the legal representative resides or | gmended and provisionally agreed
resides or is established of the is-established-of theidentity-and | is established of the identity and | 4¢ technical level 18/11/2022:
identity and contact details of contact detatls of their legal contact details of their legal
their legal representative, as well | representativeas-wellasvelated | representative, as well as related | (19) Member States should ensure
as related changes and updates of | ehangesandupdates-of changes and updates of that each service provider
information. The notification nformation—Thenotification information. The notification established or offering services in
should also provide information | should-also-provideinformation should also provide information their territory notifies in writing
about the languages in which the | abeut-thelanguagesin-whichthe | about the languages in whichthe | ghe central authority of the
legal representative can be legal representativecanbe legal representative can be Member  State  where  its
addressed, which should include | addressed;-which-shouldinclude addressed, which should include designated  establishment  is
at least one of the official at-least-one-of the-official atleast one or more of the established or where its legal
languages of the Member State laneuages-ofthe MemberState official languages in accordance representative resides, the
where the legal representative where-the legal representative with the national law of the respective contact details and any
resides or is established, but may | resides-oris-established;-but-may | Member State where the legal changes thereof.
include other official languages | nelude-otherofficiallangnagesof | representative resides or is The notification should also
of the Union, such as the the Union;-such-as-the language-of | established, but may include other
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language of its headquarters. its-headguarters—When-the-serviee | official languages of the Union, provide information about the
When the service provider provider-designates-meore-thanone | such as the language of its languages in which the designated
designates more than one legal legal representative it may-alse headquarters. establishment or the legal
representative, it may also notify | netify-eonsiderations-to-determine representative can be addressed,
considerations to determine which-one should-be-addressed: ) ) which should include one or more
which one should be addressed. | Fhese-considerations-are-not Wh'en the service provider of the official languages in
These considerations are not bindingfor MemberStates’ designates more than one legall accordance with the national law
binding for Member States’ autherities but sheuld be representative, it may also notify | o the Member State where the
authorities, but should be followed-exeeptinduly justified | considerations to determine which | goGiay ased establishment is
followed except in duly justified | eases-AH-this-informationwhich one ?ho‘ﬂ‘? be addresseq.These established or the legal
cases. All this information, is-of particular relevancefor considerations are not-bindirgfor | Loyrecentative resides, but may
which is of particular relevance | Member-States™authorities; Member—S%a%es—a&the%es,—ba—t include other official languages of
for Member States’ authorities, shewld-be-madepublicly-avatable ghogld be followed except i-duly | e Union, such as the language of
should be made publicly by-theservieeprovider—tor j&sﬁ-ﬁeel -where t!le co.m-petent its headquarters.
available by the service provider, | example-entts-websiteina authorities consider it is Where a service provider
for example on its website, ina | manner-comparable-to-the necessary to depart from those designates several designated
manner comparable to the requirements for making available conSIderz}tlons on a case-by- establishments or legal
requirements for making ceneral information pursuant to cases basis ¢.8. .when th.e legal representatives in accordance
available general information Axticle 5-Directive 20003 HECon representatfve is unavailable or with this Directive, Member States
pursuant to Article 5 Directive | eertainlesal-aspeets-of uncooperative. Where the should ensure that such service
2000/31/EC on certain legal information socicty scrvices. in competel?t authorities, by way provider indicates, for each
aspects of information society particular electronic commerce,in | Of exception, depart from these designated establishment or legal
services, in particular electronic | the Internal Market"(e- considerations they should .only representative, the precise
commerce, in the Internal Commerce Directive). For those | address a legal representative orritorial scoI’)e of its designation.
Market ° (e-Commerce serviee-providers-subjeet-to-the-e- estal.)ll.shefl na Member St.a te The territory of all the Member
Directive). For those service Commerce Directive Article 3(3) | Participating in the respective States taking part in the
providers subject to the e- complements but does not replace 1ns.tru1'nent. Akl—thts—mfefma&eﬂ; instruments within the scope of
Commerce Directive, Article theserequirements—tFurthermore; | hieh-is-of pat Eiebﬂ’&i rele vanee this Directive should be covered.
3(3) complements but does not MemberStates-shouldalse for Member States a'&theﬂtie. 5 Member States should ensure that
replace these requirements. pubhish-therelevantmntormation she&ld—bemde—pa—bl—rel—yhavaﬂ-&b}e their respective competent
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Furthermore, Member States for-theircountry-ona-dedicated Cxampre ohho-websiteina authorities address all their
should also publish the relevant | site-efthe-eJusticeportal-te manke e arcbleto-the decisions and orders in
information for their country on | faetlitate-coordination-between regquirements formaking-available | application of this Directive to the
a dedicated site of the e-Justice Member States-and-use-of the general i forr atop prosuant to indicated designated
portal to facilitate coordination legal representative-by-autherities | Artiele 5 Direeir e 2006/ 31HECon | establishment or legal
between Member States and use | fromanether MemberState: certain-tegalanee v or representative of this service
of the legal representative by information socic v-serviees, i provider.
authorities from another Member ° Direetive 20003 1/EC of the ; . A 7 | \Member States should ensure that
State. EuropeanParliament-and-of the %h&lmemal—MafkeP fe- the information notified to them in
Counetbol-8-he 2000-on-certwin @emmere&Dﬁeetwe)—Fer—these accordance with this Directive is
legal aspeets-of information f rerssuoyect publicly available on a dedicated
5 Directive 2000/31/EC of the soetetyserviees—Hpartiethar internet page of the European
European Parliament and of the eleetronic-commercein-the compl i I Judicial Netwgrk in crimﬁna!
Council of 8 June 2000 on Internal Market (O3 L 178, Mei mi Ebei E St tagtieisﬁsﬂhtso.u}l dm ajrsethamﬁ | matters to facilitate coordlzilatlon .
certain lggal aspects of . . publish and keep up-to-date the ]:ZZV;Z? Metm;er tS;’a;t.eZ a ltlse ?
information society services, in relevant information for their snated estadusaments or
particular electronic commerce, country on a dedicated site legal representative by authorities
in the Internal Market (OJ L 178, internet page of the e-Just from another Member State.
17.7.2000, p. 1). p } European Judicial Mfzm.ber Statf:’s slfould ensure that
Network in criminal matters to this inf ormattc.m s renglarly
facilitate coordination between updated. The inf o.rmatt.on may
Member States and use of the aIS(.) b ¢ further dlssel.nmated to
legal representative by authorities ,fz;;l:;?;fi:;c;;scﬁ;gzen i
from another Member State. The " . :
data may also be further fllltthorl:le.st, suchfas via ded(;cated
disseminated to facilitate access g;al:fl::mssl. .
to this data by competent
authorities, such as via
dedicated intranet sites or
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forums and platforms.

$ Direetive ATy
;
- i | of 2 Jume 2000 .
: .
garaspects - .
| 7S f it
Internal Market (OJ L 178,
Recital 20
28 (20) The infringement of the (20} The infringement of the (20) The service provider should | Provisionally agreed at technical

obligations to designate a legal obhigationsto-destgnpateategal be subject to effective, level 20/09/2022 as amended and
representative and to notify and | representative-and-to-netify-and proportionate and dissuasive provisionally agreed at technical
make publicly available the make-pubhelyavatlablethe sanctions for the infringement of | level 18/11/2022:
information related thereto mnformationrelated-theretoshould | its the obligations to designate a
should be subject to effective, be subject to effective. legal representative, to entrust (20) Service providers should be
proportionate and dissuasive proportionate-and-dissuasive the legal representative with the | Subject to effective,
sanctions. Under no sanctions—Underno necessary powers and resources | proportionate and dissuasive
circumstances should the cireumstances-should-the to comply with decisions and sanctions for the infringement of
sanctions determine a ban, sanetions-determine-a-ban orders, establish the appropiate | its obligations deriving from this
permanent or temporary, of permanentortemporary;-of procedures and to notify and Directive. Member States should,
service provision. Member States | serviee-provision—MemberStates | make publicly-availablethe by the date set out in this
should coordinate their should-coordinate-their information related thereto sheuld | Directive, notify the Commission
enforcement action where a cnlorcement action where a be subject to clfcetive, of their rules and of measures

14811/22 MC/sl 287

ANNEX JAL2 LIMITE EN



https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX%3A32000L0031

Commission Proposal

EP mandate

Council Mandate

Draft agreement

service provider offers services serviee-provider-offersservices | propory aate and-dissuastve regarding such sanctions and
in several Member States. To several- Member-States—Fo-enstre | sanctiens. The service provider | should notify it, without delay, of
ensure a coherent and a-coherentand -proportionate and the legal representative any subsequent amendment
proportionate approach, a approach. a coordination should be subject to effective, affecting them. Member States
coordination mechanism is mechanismis-provided—The proportionate and dissuasive should also inform the
provided. The Commission could | Cemmission—conld-facilitatesuch | sanctions for the systematic Commission on an annual basis
facilitate such coordination if coordinationHneeessary. but infringement by the legal about non-compliant service
necessary, but needs to be needs to be informed ol cases of representative of the obligation | providers, relevant enforcement
informed of cases of infringement—This Direetive-does | to cooperate with the competent | action taken against them and the
infringement. This Directive netgovern-the-contractual authorities when receiving sanctions imposed. Under no
does not govern the contractual | arrangementsfortransferor decisions and orders. Member | circumstances should the sanctions
arrangements for transfer or shifting-of financial consequenees | States should ensure that both determine a ban, permanent or
shifting of financial between service providers and the designated legal temporary, of service provision.
consequences between service legal representatives-ofsanetions | representative and the service Member States should coordinate
providers and legal imposed upon them. provider can be held jointly and | their enforcement action where a
representatives of sanctions severally liable for non- service provider offers services in
imposed upon them. compliance with obligations several Member States. Central
deriving from the applicable authorities should coordinate to
legal framework when receiving | ensure a coherent and
decisions and orders. Jointly proportionate approach. The
and severally liable means that | Commission should facilitate such
either the legal representative coordination if necessary, but
or the service provider may be | needs to be informed of cases of
sanctioned for non-compliance | infringement. This Directive does
by either of them with any of not govern the contractual
the obligations under this arrangements for transfer or
Directive. Joint and several shifting of financial consequences
liability should not apply for between service providers,
actions or omissions of either designated establishments and
the service provider or the legal | legal representatives of sanctions
14811/22 MC/sl 288
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Commission Proposal

EP mandate

Council Mandate

representative which constitute
a criminal offence under the
law of the Member State
imposing the sanction. Under no
circumstances should the
sanctions determine a ban,
permanent or temporary, of
service provision. Member States
should coordinate their
enforcement action where a
service provider offers services in
several Member States. Central
authorities should coordinate to
ensure a coherent and
proportionate approach;a
provided. The Commission could
facilitate such coordination if
necessary, but needs to be
informed of cases of
infringement. This Directive does
not govern the contractual
arrangements for transfer or
shifting of financial consequences
between service providers and
legal representatives of sanctions
imposed upon them.

Draft agreement

imposed upon them.

Recital 20a
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Commission Proposal
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Council Mandate

(20a) When determining in the
individual case the appropriate
and proportionate sanction, the
competent authorities should
also take into account the
financial capacity of the service
provider.

Draft agreement

Provisionally agreed at technical
level 20/09/2022 as amended at
technical meeting 19/10/2022 +
further suggestions by the
Presidency 10/11/2022:

(20a) When determining the
appropriate sanction applicable to
infringements by service
providers, the competent
authorities should take into
account all relevant
circumstances, such as the
financial capacity of the service
provider, the nature, gravity and
duration of the breach, whether it
was committed intentionally or
through negligence and whether
the service provider was held
responsible for similar previous
breaches. Particular attention
should, in this respect, be given to
micro enterprises.

Recital

21

30

(21) This Directive is without
prejudice to the investigative
powers of authorities in civil or

(21) This Directive is without
prejudice to the investigative
powers of authorities in civil or

Provisionally agreed at technical
level 20/09/2022:
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administrative proceedings, administrative proceedings; administrative proceedings, (21) This Directive is without
including where such inclading-where-such-proeceedings | including where such proceedings | prejudice to the powers of national
proceedings can lead to canlead-to-sanetions: can lead to sanctions. authorities in civil or
sanctions. administrative proceedings,
including where such proceedings
can lead to sanctions.
Recital 22
31 (22) In order to ensure the 22Hn-orderto-ensure-the (22) In order to ensure the Provisionally agreed at technical

application of the Directive ina | application-of the Directive-ina application of the Directive in a level 20/09/2022 as amended and
consistent manner, additional consistent-manner,-additional consistent manner, additional provisionally agreed at technical
mechanisms for the coordination | mechanismsforthe-eoordination | mechanisms for the coordination | level 18/11/2022:
between Member States should | betweenMember-States-should-be | between Member States should be
be put in place. For that purpose, | putin-place—Forthat-purpese; put in place. For that purpose, (22) In order to ensure the
Member States should designate | Member States-should-designate-a | Member States should designate a | application of the Directive in a
a central authority that can central-authority-thatcan-provide | central authority that can provide | consistent manner, additional
provide central authorities in central-anthorittesin-other central authorities in other mechanisms for the coordination
other Member States with MemberStates-with-information | Member States with information | between Member States should be
information and assistance in the | and-assistance-inthe-application and assistance in the application | put in place. For that purpose,
application of the Directive, in ofthe Directivetnpartendar of the Directive, in particular Member States should designate
particular where enforcement where-enforcementactionsunder | where enforcement actions under | One or more central authorities
actions under the Directive are the Direetive-are-considered—This | the Directive are considered. This | that can provide central authorities
considered. This coordination coordination mechanism should coordination mechanism should in other Member States with
mechanism should ensure that ensure-thatrelevant Member ensure that relevant Member information and assistance in the
relevant Member States are States are informed of the intent States are informed of the intent application of the Directive, in
informed of the intent of a ofa-Member State-to-undertake-an | of a Member State to undertake an | particular where enforcement
Member State to undertake an enforcementactionInaddition; | enforcement action. In addition, | actions under the Directive are
enforcement action. In addition, | Member-States-should-ensure-that | Member States should ensure that | considered. This coordination
Member States should ensure central-authoritiescan provide central authorities can provide mechanism should ensure that
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Commission Proposal

that central authorities can
provide each other with
assistance in those

EP mandate

Council Mandate

each other any relevant
information and with assistance
in those circumstances, and

Draft agreement

relevant Member States are
informed of the intent of a Member
State to undertake an enforcement

circumstances, and cooperate Cooperattonatongsteentral cooperate with each other where | action. In addition, Member States
with each other where relevant. | autheritiesin-the-ease-ofan relevant. Cooperation amongst should ensure that central
Cooperation amongst central enforeementaction-may-entat-the | central authorities in the case of authorities can provide each other
authorities in the case of an coordination-of an-cnforcement an enforcement action may entail | any relevant information and
enforcement action may entail action between competent the coordination of an with assistance in those
the coordination of an autherittes-different Member enforcement action between circumstances, and cooperate with
enforcement action between States—Forthe-coordination-ofan | competent authorities in different | each other where relevant.
competent authorities in different | enforeement-action;central Member States. It should aim to | Cooperation amongst central
Member States. For the authorities shall also involve the avoid positive or negative authorities in the case of an
coordination of an enforcement | Commission-whererelevant—The | conflicts of competence. For the | enforcement action may entail the
action, central authorities shall existence-of the-coordination coordination of an enforcement coordination of an enforcement
also involve the Commission mechanism-doesnotprejudice-the | action, central authorities should | action between competent
where relevant. The existence of | right-efan-individual Member shall also involve the Commission | authorities in different Member
the coordination mechanism State-to-Hmposesanetions-on where relevant. The existence of | States. It should aim to aveid
does not prejudice the right of an | serviceproviders-thatfailte the obligation of these positive or negative conflicts of
individual Member State to comply-with-their-obligations authorities to cooperate competence. For the coordination
impose sanctions on service whnder-the Pireetive—The coordination-mechanism does not | of an enforcement action, central
providers that fail to comply destenationand-publieation-of prejudice the right of an authorities should also involve the
with their obligations under the | information-abeut-ecentral individual Member State to Commission where relevant. The
Directive. The designation and authertties-wil-faetitate the impose sanctions on service obligation of these authorities to
publication of information about | retificationby-serviceproviders | providers that fail to comply with | cooperate does not prejudice the
central authorities will facilitate | efthe-designation-and-contaet their obligations under the right of an individual Member
the notification by service detarb-oftsdeualrepresentatinve Directive. The designation and State to impose sanctions on
providers of the designation and | te-the Member-State-where-its publication of information about | service providers that fail to
contact details of its legal legal representative restdes-oris central authorities will facilitate comply with their obligations
representative to the Member established-of the-designationand | the notification by service under the Directive. The
State where its legal contact-details: providers of the designation and designation and publication of
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representative resides or is
established of the designation
and contact details.

EP mandate

Council Mandate

contact details of its legal

State where its legal
representative resides or is

contact details.

representative to the Member

established of the designation and

Draft agreement

information about central
authorities will facilitate the
notification by service providers of
the designation and contact details
of their designated establishment
or legal representative to the
Member State where their
designated establishment is
established or legal representative
resides. To this end, Member
States should inform the
Commission of their designated
central authority, or central
authorities and the Commission
should forward a list of
designated central authorities to
the Member States and make it

publicly available.
Recital 23
32 (23) Since the objective of this (23) Since the objective of this (23) Since the objective of this Provisionally agreed at technical
Directive, namely to remove Pirective. namely to remove Directive, namely to remove level 20/09/2022:
obstacles to the free provision of | ebstaclesto-thefreeprovistonof | obstacles to the free provision of ' — .
services in the framework of serviees-in-the-framework-of services in the framework of (23) Since the objective of this
gathering evidence in criminal cathertrgevidencenertminal gathering evidence in criminal Directive, namely to LENOTE
proceedings, cannot be proceedings;eannotbe proceedings, cannot be obstacles to the free provision of
sufficiently achieved by the sufficiently-achieved by-the sufficiently achieved by the services in the framework of
Member States, but can rather, Member-States; but-eanrather, by | Member States, but can rather, by gathering electronic evidence in
by reason of the borderless reason-of the borderlessnature of | reason of the borderless nature of | criminal proceedings, cannot be
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nature of such services, be better | such-services;-be-betterachieved such services, be better achieved sufficiently achieved by the
achieved at Union level, the at Union tevel the Unton may at Union level, the Union may Member States, but can rather, by
Union may adopt measures in adeptmeasures-in-acecordanee adopt measures in accordance reason of the borderless nature of
accordance with the principle of | with-the prineiple-efsubsidiarity | with the principle of subsidiarity | such services, be better achieved at
subsidiarity as set out in Article | asseteutinAtticleS-ofthe as set out in Article 5 of the Union level, the Union may adopt
5 of the Treaty on European Freaty-on-Furopeantatontn Treaty on European Union. In measures in accordance with the
Union. In accordance with the accordance-with-the prineiple-of accordance with the principle of | principle of subsidiarity as set out
principle of proportionality as set | propertionality-assetoutin-that proportionality as set out in that in Article 5 of the Treaty on
out in that Article, this Directive | Artiele;this Directive-doesnotge | Article, this Directive does not go | European Union. In accordance
does not go beyond what is beyond-whatis-neeessary-inorder | beyond what is necessary in order | with the principle of
necessary in order to achieve to-achtevethese-objeetives: to achieve those objectives. proportionality as set out in that
those objectives. Article, this Directive does not go
beyond what is necessary in order
to achieve those objectives.
Recital 24
(24) The European Data (24} The Buropean Data (24) The European Data Provisionally agreed at technical
34 . . . i . . level 20/09/2022:
Protection Supervisor was Protection-Supervisor-was Protection Supervisor was
consulted in accordance with eonsulted-in-aceordance-with consulted in accordance with ‘
Article 28(2) of Regulation (EC) | Artiele28(2)of Regulation-(EC) | Article 28(2) of Regulation (EC) | (24) The European Data Protection
No 45/2001 of the European No-452001-of the European No 45/2001 of the European Supervisor ES) consplted 0]
Parliament and of the Council® | Parliament-and-of the-Couneil® Parliament and of the Council’ accordance with Article 42(2) of
and delivered an opinion on and-delivered-an-opinien-on{—); | and delivered an opinion on Regulation (E Y 2018/1725 of the
...), (.)", European Parliament and of the
PR Council’ and delivered an opinion
P Regulation (EC) No-45/2001-of T on 6 November 2019'°,
> Regulation (EC) No 45/2001 of | the EurepeanParlamentand-of Regulation (EC) No 45/2001 of
the European Parliament and of | the-Couneil-of18-December2000 | the European Parliament and of
the Council of 18 December on the protection of individuals the Council of 18 December 2000
14811/22 MC/sl 294
ANNEX JAL2 LIMITE EN



http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2001:008:0001:0022:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2001:008:0001:0022:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2001:008:0001:0022:en:PDF

Commission Proposal

EP mandate

Council Mandate

Draft agreement

20Q0 on the p'rotection of w&h—fegafd—teﬁ}%pfeee%smg_ef on the protection of indivifluals Y Regulation (EU) 2018/1725 of
individuals with regard to the personal-data-by-the Community | with regard to the processing of .
} . : i the European Parliament and of
processing of personal data by nstitations-and-bodiesand-onthe | personal data by the Community .
S R . the Council of 23 October 2018
the Community institutions and | free-mevement-ofsuch-data (O | institutions and bodies and on the .
. on the protection of natural
bodies and on the free movement | &3124+2004p—b- free movement of such data (OJ L o o e o
of iuch data (OJ L 8, 12.1.2001, 01 C ?(; 12.1.2001, p. 1). ot o
p- ). oJC,,p.. Union institutions, bodies, offices
‘oic,,p.. and agencies and on the free
movement of such data, and
repealing Regulation (EC) No
45/2001 and Decision No
1247/2002/EC (OJ L 295,
21.11.2018, p. 39).
Y EDPS Opinion 7/2019 on
Proposals regarding European
Production and Preservation
Orders for electronic evidence in
criminal matters (6 November
2019).
Recital 25
35 (25) The Commission should (25} The Commission should (25) The Commission should Provisionally agreed at technical
carry out an evaluation of this carry-ottan-evaluation-of this carry out an evaluation of this level 20/09/2022:
Directive that should be based on | Direetive-thatsheuld-be-baseden | Directive that should be based on
the five criteria of efficiency, the five-eriteria-of efficiency; the five criteria of efficiency, (25) The Commission should carry
effectiveness, relevance, effectiveness,relevanee; effectiveness, relevance, out an evaluation of this Directive
coherence and EU value added | eoherence-and EU-value-added coherence and EU value added that should be based on the five
and should provide the basis for | and-sheuldprovide-the-basisfor | and should provide the basis for | criteria of efficiency, effectiveness,
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impact assessments of possible mpactasscssments-of possible impact assessments of possible relevance, coherence and EU value
further measures. The evaluation | furthermeasures—The-evalaation | further measures. The evaluation | added and should provide the basis
should be completed 5 years should-be-completed-5—years-after | should be completed 5 years after | for impact assessments of possible
after entry into application, to entry-into-application;to-allewfor | entry into application, to allow for | further measures. The evaluation
allow for the gathering of the-gathering of suffictent data-on | the gathering of sufficient data on | should be completed [ X] years
sufficient data on its practical s-practieal-implementation: its practical implementation. after entry into application, to
implementation. Information Iformationshould-be-colected Information should be collected allow for the gathering of
should be collected regularly and | regularhyand-in-orderto-inform regularly and in order to inform sufficient data on its practical
in order to inform the evaluation | the-evaluation-ofthis Direetive- the evaluation of this Directive. implementation. Information
of this Directive. should be collected regularly and
in order to inform the evaluation of
this Directive.
Formul
36 HAVE ADOPTED THIS HAVE-ADOPTED-THIS HAVE ADOPTED THIS
DIRECTIVE: PR DIRECTIVE:
Article
37 Article 1 Artiete1 Article 1
Subject matter and scope Subject maiter and scope Subject matter and scope
Article 1(1)
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Commission Proposal

1. This Directive lays down rules
on the legal representation in the
Union of certain service
providers for receipt of,
compliance with and
enforcement of decisions and
orders issued by competent
authorities of the Member States
for the purposes of gathering
evidence in criminal
proceedings.

EP mandate

Council Mandate

1. This Directive lays down rules
on the legal representation in the
Union of certain service providers
for receipt of, compliance with
and enforcement of decisions and
orders issued by competent
authorities of the Member States
for the purposes of gathering
evidence in criminal proceedings.

Draft agreement

Presidency proposal 25/06/2022
as amended and provisionally

agreed at technical level
18/11/2022:

1. This Directive lays down the
rules on the designation of
establishments and the
appointment of legal
representatives of certain service
providers offering services in the
Union for the receipt of,
compliance with and enforcement
of decisions and orders issued by
competent authorities of the
Member States, for the purposes of
gathering electronic evidence in
criminal proceedings.

2. This Directive applies to
decisions and orders for the
purpose of gathering electronic
evidence on the basis of
Regulation XXXX/XXX [e-
Evidence Regulation], Directive
2014/41/EU and the Convention
established by the Council in
accordance with Article 34 of the
Treaty on the European Union
on mutual assistance in criminal
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matters between Member States
of the Union. This Directive
equally applies to decisions and
orders for the purpose of
gathering electronic evidence on
the basis of national law
addressed by a Member State to
a natural or legal person acting
as legal representative or
designated establishment of a
service provider on the territory
of that Member State.

3. This Directive is without
prejudice to the powers of
national authorities in
accordance with Union and
national law to address directly
service providers established on
their territory, for the purposes
of gathering electronic evidence
in criminal proceedings.

Article 1(2)
39 2 Member States ma . Provisional agreement 7th
. y not 2-Member-States-maynotimpese | 2. Member States may shall not .
impose additional obligations to | additienal-ebligationsto-these impose additional obligations to trilogue 28/06/2022:
those deriving from this dertvingfromthis Pirectiveon those deriving from this Directive | 4. Member States shall not impose
Directive on service providers service-providerscoveredby-this | on service providers covered by additional obligations to those
covered by this Directive for the | Directive-forthepurpesesseteut | this Directive for the purposes set | deriving from this Directive on
service providers in particular
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purposes set out in paragraph 1. | in-paragrapht out in paragraph 1. with regard to the designation of
establishments or the
appointment of legal
representatives for the purposes
set out in paragraph 1.
Article 1(3)
40 | 3. This Directive is without 3. This Direetive is without 3. This Directive is without R gesieepenitieh
prejudice to the powers of prejudice to the powers of prejudice to the powers of trilogue 28/06/2022:
national authorities in national-autheritiesinaeceordanee | national authorities in accordance
accordance with Union and with Union and national law to with Union and national law to [DELETE]
national law to address service address service providers address directly service providers
providers established on their cstablished on their territory for established on their territory for
territory for the purposes referred | the-purpesesreferred-to-inin the purposes referred to ## in
to in in paragraph 1. paragraph 1. paragraph 1.
Article 1(4)
41 4. This Directive shall apol TV et TV g Provisional agreement 7th
. pply to 4—This Direetiveshall-apphyte-the | 4. This Directive shall apply to .
the service providers defined in | service-providers-defined-in the service providers defined in trilogue 28/06/2022;
Article 2(2) offering their Artiele 2(2)-offering theirserviees | Article 2(2) offering their services
services in the Union. It shall not | in-the Unien—ttshallnetapply in the Union. It shall not apply 5. This Directive shall apply to the
apply where those service where-these-serviee providers-are | where those service providers are | Service providers defined in Article
providers are established on the | established-on-the-territory-ofa established on the territory of a 2(2) offering their services in the
territory of a single Member single Member-State-and-offer single Member State and offer Union. It shall not apply where
State and offer services services exclusively on the services exclusively on the those service providers are
exclusively on the territory of territory-of that Member-State: territory of that Member State. established on the territory of a
that Member State. single Member State and offer
services exclusively on the
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territory of that Member State.

Article 2
42 Article 2 Artiele2 Article 2
Definitions Pefinitions Definitions
Article 2, introductory part
43 For the purpose of this Directive, | Foerthe-purpese-ofthisDireetive; | For the purpose of this Directive, | Provisional agreement 6th
the following definitions apply: | the-foeHeowingdefinitions-apphy the following definitions apply: trilogue 14/06/2022:
For the purpose of this Directive,
the following definitions apply:
Article 2(1)
‘ o ‘ o ‘ o Provisional agreement 7th
44 (1) ‘legal representative’ means a | (H—legal representativemeansa | (1) ‘legal representative’ means a » 28/06/2022-
legal or natural person, legal-ornatural person;-designated | legal or natural person, designated trilogue :
designated in writing by a Howrite by-a-service provider in writing by a service provider .
service provider for the purpose | for-the-purpese-ofAstieles H1); | for the purpose of Articles 1(1), (1) ‘legal representative’ means a
of Articles 1(1), 3(1), 3(2) and 332 and 363 3(1), 3(2) and 3(3); natural or legal person, designated

3(3); in writing by a service provider not
established in a Member State
taking part in a legal instrument
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referred to in Article 1(2) of this
Directive, for the purpose of
Articles 1(1) and 3(1);
Article 2(2)
45 (2) “service ider’ . - C o ‘ . SN Provisional agreement 7th
provider’ means any | {2)-serviceprovider—meansany | (2) ‘service provider’ means any .
natural or legal person that natural or lcgal person that natural or legal person that wrilogue 25/06/2022:
provides one or more of the provides-one-ormore-ofthe provides one or more of the
following categories of services: | foHewingeategories-ofservices: following categories of services, (2) ‘service provider’ means any
with the exception of financial | hatural or legal person that
services referred to in provides one or more of the
Article 2(2)(b) of following categories of services,
Directive 2006/123/EC: with the exception of financial
services referred to in Article
2(2)(b) of Directive 2006/123/EC
Article 2(2), point a
(a) electronic communications (a) clectronic communications (a) electronic communications Provisional agreement 6th
service as defined in Article 2(4) | service-as-definedinArtiele 2(4) | service as defined in Article 2(4) trilooue 14/06/2022 as amended
4| of [Directive establishing the of [Directive-establishing the of [Directive (EU) 2018/1972 dg i 1 y
European Electronic Furopean Electronic establishing the European and provisionary agree N
L L . S technical level 18/11/2022:
Communications Code]; Communications Codcl: Electronic Communications Code
"3 a) electronic communications
service as defined in Article 2(4)
of Directive (EU) 2018/1972 of
" Directi the European Parliament and of
irective (EU) 2018/1972 of the Council'";
the European Parliament and
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Council of 11 December 2018
establishing the European
Electronic Communications "I Directive (EU) 2018/1972 of
Code (OJ L 321, 17.12.2018, p. | the European Parliament and
36.) Council of 11 December 2018
establishing the European
Electronic Communications
Code (OJ L 321, 17.12.2018, p.
36.)
Article 2(2), point b
(b) informa}tion §ociety servic;es éb%&feﬁﬁﬂaﬁeﬂ—see}et—yseﬂ%es—&s (b) internet. domair{ name and Provisional agreement ik
as defined in point (b) of Article | definedinpeint{b)ofAsticle ) | IP numbering services such as trilooue 14/06/2022:
47 1(1) of Directive (EU) ofPirectivetEL 2034335 of IP address providers, domain - ’
2015/1535 of the European the EuropeanParliamentand-of name registries, domain name b) internet domain name and IP
Parliament and of the Council® | the-Couneil’for-which-the-storage | registrars and related privacy | humbering services such as IP
for which the storage of data is a | ef-datais-a-definingcomponentof | and proxy services; address providers, domain name
defining component of the thoeservieeprovided-to-thouser: registries, domain name
service provided to the user, ineludingsoctalnetworks;-online registrars and domain name
including social networks, online | marketplacesfacilitating related privacy and proxy
marketplaces facilitating transactions-between-thetrusers; services;
transactions between their users, | and-etherhestingservice
and other hosting service providers:
providers;
$Direeti ¥
¥ Directive (EU) 2015/1535 of EuropeanParliamentand-ofthe
the European Parliament and of | Counetlof9-September 2045
the Council of 9 September 2015 | laying-down-aprocedurefor-the
laying down a procedure for the | previston-ofinformationinthe
provision of information in the field-of technical regulations-and
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field of technical regulations and | efrules-eninformationSeciety
of rules on Information Society services (OF L 2411792015, p.
services (OJ L 241, 17.9.2015,p. | b-
1).
Article 2(2), point c
() interpet domain name and IP {c—)—m{emet—demam—nam%aﬂd—? () qther informatiqn sogiety e P
numbering services such as IP mberingservieessaeh-as-H services as defined in point (b) of trilooue 14/06/2022:
48 address providers, domain name | address-providers;-domainname Article 1(1) of Directive (EU) - ’
registries, domain name registries-domainnameregistrars | 2015/1535 of the European ¢) other information society
registrars and related privacy and | and-related-privacy-andproxy Parliament and of the Council 2 services as defined in point (b) of
proxy services; SePviees: that provide: Article 1(1) of Directive (EU)
2015/1535 of the European
12 Directive (EU) 2015/1535 of Parliament and of the Council®®
the European Parliament and of that provide:
the Council of 9 September 2015
laying down a procedure for the
provision of information in the S
field of technical regulations and Directive (EU) 2015/1535 of the
of rules on Information Society European Parliament and of the
services (OJ L 241, 17.9.2015, Council of 9 September 2015
p. 1). laying down a procedure for the
provision of information in the
field of technical regulations and
of rules on Information Society
services (OJ L 241, 17.9.2015, p.
1).
Article 2(2), point c, line 1
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- the ability to its users to o
:cate with each other Provisional agreement 6th
49 zimm““‘ca ¢ With each OWhers | wrilogue 14/06/2022:
- the ability to its users to
communicate with each other; or
Article 2(2), point c, line 2
- to process or store data on Provisional agreement 6th
behalf of the users to whom the | up 0 54/06/2022 a5 amended
>0 service is provided for-which-the sue S
: . and provisionally agreed at
storage of data-is-a-defining technical level 18/11/2022;
component-of theserviee
provided-to-the-userincluding - the ability to process or store data
social netweorks-online on behalf of the users to whom the
marketplacesfacilitating service is provided, where the
transactions-between theirusers; | storage of data is a defining
and-other hosting service component of the service provided
providers; to the user;
Article 2(2), point d
d)-internet-domain-name-and 1P Provisional agreement 7th
. numbering services such-asIP trilogue 28/06/2022:
1 ders.d i
registries;-domain-nameregistrars | [DELETE]
| relatod o |
sepdeess
Article 2(3)
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(3) ‘offering services in a B)-offeringservicesaMember | (3) ‘offering services in a Member o
Member State’ _ State’ means: State’ . Provisional agreement 6th
5 ember State’ means: : ate’ means: trilogue 14/06/2022:
(3) ‘offering services in a Member
State’ means:
Article 2(3), point a
(a) enabl.mg legal or natural éa}eﬁabl—mg—legal—er—&a&&al (a) enabl.mg legal or natural e P
persons in a Member State to use | personsinaMemberState-to-use | persons in a Member State to use .
53 : . . . : . . : . trilogue 14/06/2022:
the services referred to in point the-servicesreferred-to-inpoint the services referred to in point
(2); and 2and (2); and (a) enabling natural or legal
persons in a Member State to use
the services referred to in point (2);
and
Article 2(3), point b
(b) havmg a substantial éb)%aw&g—a—s&bstaﬂ&al (b) havmg a substantial . Provisional agreement 6th
connection to the Member State | eennection-to-the Member-State connection based on specific trilooue 14/06/2022:
>4 referred to in point (a); referred to in point (a); factual criteria to the Member - ’

State referred to in point (a); b) having a substantial connection
based on specific factual criteria
to the Member State(s) referred to
in point (a); such a substantial
connection to the Union shall be
considered to exist where the
service provider has an
establishment in the Union, or, in
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Article 2(4)
(4) ‘establishment’ means either | (H—establishment means-either (4) ‘establishment’ or ‘being
the actual pursuit of an economic | the-actual-pursuit-of-an-economie | established’ means either the
55 activity for an indefinite period | aetivityforanindefinite period actual pursuit of an economic
through a stable infrastructure through-a-stable-infrastraeture activity for an indefinite period
from where the business of fronwhere-the business-of through a stable infrastructure
providing services is carried out | previdingservicesis-carried-out from where the business of
or a stable infrastructure from oristable i rastrreturetrom providing services is carried out
where the business is managed; | where-the-business-is-managed; or astable-infrastruetare from
where the business is managed;
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Article 2(5)
(5) ‘group’ means a group as 5)-"group—means-a-group-as (5) ‘group’ means a group as o
defined in Article 3(15) of defined in-Asticle 3(15)of defined in Article 3(15) of ZZ)”’Z’:’;Z%?;}%Z”;’:S‘ ‘f":en -
36 Directive (EU) 2015/849 of the | Direetive-(EH)2015/849-of the Directive (EU) 2015/849 of the sue
. . g and provisionally agreed at
European Parliament and of the | EurepeanParkament-and-ofthe European Parliament and of the technical level 18/11/2022
Council’. Couneil’- Council '*: )
[deleted]
? Directive (EU) 2015/849 of the | * Direetive EUY2015/849 ofthe | ’ Directive (EU) 2015/849 of the
European Parliament and of the | EurepeanParliamentand-ofthe European Parliament and of the
Council of 20 May 2015 on the | Ceuneilof20-May2045-on-the Council of 20 May 2015 on the
prevention of the use of the prevention-of the-use-ofthe prevention of the use of the
financial system for the purposes | finaneial-system-forthe-purpeses | financial system for the purposes
of money laundering or terrorist | efmeneylaunderingorterrorist of money laundering or terrorist
financing, amending Regulation | finaneingamending Regulation financing, amending Regulation
(EU) No 648/2012 of the EDNe-6482012-of the (EU) No 648/2012 of the
European Parliament and of the | EurepeanParlamentand-ofthe European Parliament and of the
Council, and repealing Directive | Ceuneil;-andrepealing Directive | Council, and repealing Directive
2005/60/EC of the European 2005:60/EC of the European 2005/60/EC of the European
Parliament and of the Council Parliamentand-of the Counetland | Parliament and of the Council and
and Commission Directive CommisstonDireetive Commission Directive
2006/70/EC (OJ L 141, 5.6.2015, | 2006/ 70AEC(0F-141-5-62015; | 2006/70/EC (OJ L 141, 5.6.2015,
p. 73). P73 p. 73).
Article 3
Provisionally agreed at technical
Article 3 Articte 3 Article 3 level 18/11/2022:
57 Legal representative Fevelrepresentative Legal representative
Article 3
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Designated establishment and
legal representative

Article 3(1)

58 1. Member States where a +Member-States-where-a-serviece | 1. Member States where a service Provisional agreement 7th
service provider offering provider oflfering services in the provider offering services in the trilogue 28/ MR s amended
services in the Union is Unionis-estabhished-shall-ensure Union is established shall ensure and p {'owswnally agreed at
established shall ensure that it that-it-destgnates-atleast-onelegal | that it designates at least one legal technical level 18/11/2022
designates at least one legal representative-in-the Untonforthe | representative in the Union for the | 1. Member States shall ensure that
representative in the Union for reeciptot—comphaneewith-and receipt of, compliance with and service providers offering services
the receipt of, compliance with cnforcement of decisions and enforcement of decisions and in the Union designate at least one
and enforcement of decisions orderstysted-by-competent orders issued by competent addressee for the receipt of,
and orders issued by competent | autherities-of MemberStatesfor | authorities of Member States for | compliance with and enforcement
authorities of Member States for | the-purpese-ofgathering-evidenee | the purpose of gathering evidence | of decisions and orders falling
the purpose of gathering in-ertminal proceedings—Thelegal | in criminal proceedings. The legal | within the scope of Article 1(2) of
evidence in criminal representati-eshatbresdeorbe representative shall reside or be this Directive issued by competent
proceedings. The legal established-in-one-ofthe Member | established in one of the Member | authorities of Member States for
representative shall reside or be | States-where-theservice-provider | States where the service provider | the purpose of gathering evidence
established in one of the Member | is-established-or-offers-the is established or offers the in criminal proceedings:

States where the service provider | serviees: services. (a) For service providers
is established or offers the established in the Union,
services. the Member States where
the service providers are
established shall ensure that
such service providers
designate the
establishment(s)
responsible for the
activities described in this
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Article 3(2)
59 2 Where a service ider i . e 2 Wh . ider i Provisional agreement 7th
: provider is 2 Where-aserviece-providerisnot | 2. Where a service provider is not .
not established in the Union, establishedin-the Union; Member | established in the Union, Member trilogue 28/06/2022:
Member States shall ensure that | Statesshall-ensure-thatsuch States shall ensure that such
such service provider offering service-provider-offering services | service provider offering services | [[DELETE]
services on their territory on-their territory-designates-at on their territory designates at
designates at least one legal teastonetegalrepresentativetn least one legal representative in
representative in the Union for the Union for the receipt of. the Union for the receipt of,
the receipt of, compliance with comphanee-with-and-enforecement | compliance with and enforcement
and enforcement of decisions of deeistons-and-orders-issued-by | of decisions and orders issued by
and orders issued by competent | eempetent-autheritiesof Member | competent authorities of Member
authorities of Member States for | Statesforthe-purpese-ofgathering | States for the purpose of gathering
the purpose of gathering evidenee-in-eriminal proeeedings: | evidence in criminal proceedings.
evidence in criminal The legal representative shall The legal representative shall
proceedings. The legal reside-or-be-establishedinoene-ef | reside or be established in one of
representative shall reside or be | the-Member-States-where-the the Member States where the
established in one of the Member | service-provider-offers-the service provider offers the
States where the service provider | serviees: services.
offers the services.
Article 3(3)
60 3 As regard . . . Provisional agreement 7th
. gards the receipt of, 3Asregardsthereceiptofs 3. As regards the receipt of, .
compliance with and comphianee-with-and-enforeement | compliance with and enforcement trilogue 28/06/2022:
enforcement of decisions and of deeistons-and-orders—issued-by | of decisions and orders issued by
. .. i [DELETE]
orders issued by the competent | the-competentautheritiesof the competent authorities of
authorities of Member States Member-States-under Untonlegal | Member States under Union legal
under Union legal instruments straments-adopted-within-the instruments adepted falling
adopted within the scope of Title | seepe-ofFitle Vs-Chapter4;-ofthe | within the scope of Title V,
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V, Chapter 4, of the Treaty on Freaty-onthe Funetioningof the Chapter 4, of the Treaty on the
the Functioning of the European | EurepeanUnionforgathering Functioning of the European
Union for gathering evidence in | evidenee-in-eriminal proceedings; | Union for gathering evidence in
criminal proceedings, the the MemberStates-takingpartin | criminal proceedings, the Member
Member States taking part in those-legalinstruments—shall States taking part in those legal
those legal instruments shall enstre-thatserviceproviders instruments shall ensure that
ensure that service providers offering services-on-theirterritory | service providers offering services
offering services on their destenate-atleastone on their territory designate at least
territory designate at least one representative-in-one-of them—The | one representative in one of them.
representative in one of them. legal representativeshall-reside-or | The legal representative shall
The legal representative shall be established in onc of the reside or be established in one of
reside or be established in one of | Member-States-where-the-service | the Member States where the
the Member States where the provider offers the services. service provider offers the
service provider offers the services.
services.
Article 3(4)
61 4 Service id hall be f : . 4. Servi id Provisional agreement 7th
. providers shall be free | 4—Serviceproviders-shal-befree . Service providers shal-befree .
to designate additional legal to-destgnateaddittonal-Hegal te-may designate additional legal trilogue 25/06/2022;
representatives, resident or represeitatives. restdent or representatives, restdent-or
established in other Member established-in-other Member established-in other Member [DELETE]
States, including those where the | States;incladingthose-wherethe | Statesrineludingthese where the
service providers offer their service-providers-offertheir service providers are estalished
services. Service providers services—service-providers-whieh | or offer their services. Service
which are part of a group shall are-partetagroup-shal-be providers which-are-part-ofa
be allowed to collectively allewed-to-collectively-designate | greup shall be allowed to
designate one legal once legal representative. collectively designate one legal
representative. representative.
14811/22 MC/sl 311
ANNEX JAL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 3(5)
62 5. Member States shall ensure 5. MemberStatesshall-ensure-that | 5. Member States shall ensure that Bravisional agreementiih
that the decisions and orders by | the-deeistons-and-ordersby-their | the decisions and orders by the trilogue 28/ MR s amended
their competent authorities for competentauthoritiesforevidenee | their competent authorities for andp {'owswnally agreed at
evidence gathering in criminal gatheringin-eriminal proceedings | evidence gathering in criminal e e
proceedings are addressed to the | are-addressed-to-thelegal proceedings are addressed to the | 2. Member States shall ensure that
legal representative designated representati-e-desighated-by-the legal representative designated by | the addressees defined in
by the service provider to that service provider to that cffect. the service provider to that effect. | paragraph 1:
effect. That representative shall | Fhatrepresentative-shall-be That legal representative shall be
be entrusted with the receipt, entrusted with the receipt, entrusted with the receipt; of and | (@) reside in @ Member State where
compliance and enforcement of | eemphiance-and-enforeement-of compliance with and-enforeement | the service providers offer their
those decisions and orders on those-decisions-and-orders-on of those decisions and orders on services; and
behalf of the service provider behaH ot thesepviee provider behalf of the service provider
concerned. coneerned: concerned, and can be subject to | (b) can be subject to enforcement
enforcement measures. procedures.
3. Member States shall ensure that
the decisions and orders issued by
the competent authorities for
evidence gathering in criminal
proceedings are addressed to the
designated establishment or legal
representative designated by the
service provider in accordance
with paragraph (1) to that effect.
Article 3(6)
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63 6. To this end, Member States 6—To-this-end, Member-States 6. Member States shall ensure that
shall ensure that the legal shall ensure that the tegal service providers established or
representative residing or representative residing of offering services in their territory
established on their territory establishied on their territory provide their legal representative
cooperates with the competent cooperates-with-the-competent with the necessary powers and
authorities when receiving those | autherities-whenreeetvingthese | resources to comply with these
decisions and orders, in deecistons-and-orders;in decisions and orders received
accordance with the applicable secordutecwith-theapphenble from any Member State.
legal framework. legalframeweork:
Article 3(7)
64 7. Member States shall ensure 7 Member-States-shall ensure-that | 7. '* To-this-end; The Member -
that service providers established | serviceproviders-established-or States where shall-ensure-that the
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or offering services in their offering servicesintheirterritory | legal representatives are residing
territory provide their legal provide theirlegal representative | or are established en-their [DELETE]
representative with the necessary | with-the-neeessary-pewers-and territory shall verify that the said
powers and resources to comply | reseurees-to-comphy-with-these legal representatives have
with those decisions and orders. | deetsions-and-orders: received from the service
providers the necessary powers
and resources to comply with
decisions and orders received
from any Member State and
that they cooperates with the
competent authorities when
receiving those decisions and
orders, in accordance with the
applicable legal framework.
14 Paragraphs 6 and 7 of this
Article from the Commission
Proposal have been switched.
Article 3(8)
65 8. Member States shall ensure & Member Statesshall-ensure-that | 8. Member States shall ensure that | BEgSiSional agreement 7th
that the designated legal the-designated-legal representative | both the designated legal trilogue 28/06/2022:
representative can be held liable | ean-be-heldliablefornen- representative and the service
for non-compliance with complianee-with-obheations provider can be held jointly and
obligations deriving from the derivingfrom-the-applicable legal | severally liable for non- 5. Member S_tates shall CHSUIe that
applicable legal framework when | framewerk-whenreceiving compliance with obligations both the designated est'ab lishment
receiving decisions and orders, dechvtonsand-orderswithout deriving from the applicable legal | 2F th.e legal rfepresentatwe and the
without prejudice to the liability | prejudice-to-the liabiityanddegal | framework when receiving el provider can b,e held
and legal actions that could be actonsthatcotbd-betnitiated decisions and orders, witheut jointly and severally liable for
14811/22 MC/sl 314
ANNEX JAIL2 LIMITE EN




Commission Proposal EP mandate Council Mandate Draft agreement

initiated against the service agathst-the service provider—tn preptane fone-hability-and-tegal
provider. In particular, the lack particular. the lack ofappropriate accons th covubbe initiated

of appropriate internal internal procedures-between-the agathst-the scrvdee provider with
procedures between the service | serviee-providerand-thelegal the effect that each of the legal
provider and the legal representatives-eannotbe-used-as | representative and service
representatives cannot be used as | ajustificationfornon-comphiance | provider may be sanctioned for
a justification for non- with-these-obligations: non-compliance of either of
compliance with those them. In particular, the lack of
obligations. appropriate internal procedures

between the service provider and
the legal representatives cannot be
used by either side as a
justification for non-compliance
with those obligations. Joint and
several liability shall not apply
for actions or omissions of
either the service provider or
the legal representative which
constitute a criminal offence in
the Member State applying the
sanction.

Article 3(9)
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66 9. Member States shall ensure 9-Member-States-shall-ensure-that | 9. Member States shall ensure that Pl:owswnal agreement 7th
that the obligation to designate a | the-ebligation-to-designate-alegal | the obligation to designate a legal e 28/ BN as amended
legal representative applies from | representative-appliesfrom-the representative applies is fulfilled andp {'owswnally agreed at
the date of transposition set out | date-eftransposition-set-outin by [6 months from the date of e eI,
in Article 7 for service providers | Article 7Horservice-providersthat | transposition set out in Article 7]
that offer services in the Union at | efferservicesinthe Union-atthat | for service providers that offer 6. Member States shall ensure that
that date, or from the moment dateorfrom the moment serviee | services in the Union at that date, | the obligation to designate
service providers start offering providers-start-offering servieesin | or from the moment service designated establishments or legal
services in the Union for those the- Untonfortheseserviee providers start offering services in | fepresentatives is fulfilled by [6
service providers that will start | previders-that-will-startoffering | the Union for those service months from the date of
offering services after the date of | services-afterthe-date-of providers that will start offering | fransposition set out in Article 7}
transposition of the Directive. trspositon-ofthe Pirective: services after the-date-of for service providers that offer
transpesition-of the Direetive that | Services in the Union at that date,
date. or from the moment service
providers start offering services in
the Union for those service
providers that will start offering
services after that date.
Article 4
Article 4 ticte Article 4
67 Notifications and languages Notifications and languages Notifications and languages
Article 4(1)
68 1. Member States shall ens 1. Member S VI (e
. ure +MemberStatesshal-ensure . Member States shall ensure .
that, upon designation of its legal | that;upen-designation-ofitslegal | that, upon designation of its legal ettt 2,8,/06/2022 o i
representative in accordance representative-tnaccordanece-with | representative in accordance with and provisionally agreed at
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with Article 3(1), (2) and (3), Artiele 32 and-(3);each Article 3(1), (2), and (3) and (4), | technical level 18/11/2022
each service provider established | service-providerestablished-or each service provider established
or offering services in their offering servicesintheirterritory | or offering services in their
territory notifies in writing the notiftest-writing the-eentral territory notifies in writing the
central authority of the Member | autherity-ofthe Member-State central authority of the Member
State where its legal where its legal representative State where its legal
representative resides or is resides-or-is-established-of the representative resides or is
established of the designation designationand-contact-detailsof | established of the designation and
and contact details of its legal its-legal representative-as-well-as | contact details of its legal
representative as well as any av-changes-thercot. representative as well as any
changes thereof. changes thereof.

Article 4(2)

69 2. The notification shall specify | 2—Fhenetificationshall-speeify 2. The notification shall specify
the official language(s) of the the official language(s) of the the official language(s) of the
Union, as referred to in Lndonasretorredto-in Union, as referred to in
Regulation 1/58, in which the Regulation HS58in-which-the Regulation 1/58, in which the
legal representative can be tegulrepresentativecantbe legal representative can be
addressed. This shall include, at | addressed—Thisshall-ineludeat addressed. This shall include, at
least, one of the official least-one-of the-official languages | least; one or more of the official
languages of the Member State | efthe MemberState-where-the languages in accordance with
where the legal representative tegulrepresentative restdes-oris the national law of the Member
resides or is established. established: State where the legal

representative resides or is
established.
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Article 4(3)

70 3. When a service provider 3 When-a-service provider 3. When a service provider
designates several designatesseveral representatives; | designates several representatives,
representatives, the notification | the-netifieationshall speeify-the the notification shall specify the
shall specify the official official- language(syofthe Unien | official language(s) of the Union
language(s) of the Union or or-Member-States-covered-by-eaech | or Member States covered by
Member States covered by each | efthem-orany-other each of them er-and any other
of them or any other constderationsto-determine-the considerations to determine the
considerations to determine the | appropriatetegal representativete | appropriate legal representative to
appropriate legal representative | be-addressed—In-dulyjustified be addressed. In-dulyjustitied
to be addressed. In duly justified | eases; MemberStates™authorities | eases; MemberStates”
cases, Member States’ may-departifromthese Competent authorities may
authorities may depart from cotstderations: depart from those considerations
those considerations. on a case-by-case basis; where

necessary Member States shall

ensure that in such cases, the

addressed legal representative

has to comply with these orders

and decisions.
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Article 4(4)

71 4. Member States shall ensure 4Member-States-shall-ensure-that | 4. fMember States shall ensure
that the service provider makes | the-service-providermakes-the that theservice-providermakes
the information notified to them | informationnetified-to-themin the information notified to them
in accordance with this Article accordance with this Article in accordance with this Article is
publicly available. Member publiehravatable-MemberStates | publicly available} Member-States
States shall publish that shall-publish-thatinformationona | shallpublishthatinfermation on a
information on a dedicated page | dedicated-page-ofthe-eJustice dedicated internet page-ofthe-e-
of the e-Justice portal. Justice Portal-of the European

Judicial Network in criminal
matters. Member States shall
ensure that this information is
regularly updated. This
information may be further
disseminated to facilitate access
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Article 5
72 Article 5 Artiete> Article 5
Sanctions Seetions Sanctions
Article 5(1)
73 1. Member States shall lay down | +-MemberStatesshalHaydewn | 1. Member States shall lay down | Provisional agreement 6th
rules on sanctions applicable to | rules-on-sanctions-applicable-te rules on sanctions applicable to trilogue 14/06/2022:
infringements of national infringements ol national infringements of national
provisions adopted pursuant to provisions-adopted-pursuant-to provisions adopted pursuant to 1. Member States shall lay down
this Directive and shall take all this Directive and shall take all Article 3 and 4 thisDireetive and | [11as on sanctions applicable to
measures necessary to ensure measures-necessary-to-ensure-that | shall take all measures necessary infringements of national
that they are implemented. The they are timplemented. The to ensure that they are provisions adopted pursuant to
sanctions provided for shall be sanetions-provided-forshall-be implemented. The sanctions Article 3 and 4 and shall take a1l
effective, proportionate and etfective. proportionate and provided for shall be effective, measures necessary to ensure that
dissuasive. disstastve: proportionate and dissuasive. they are implemented. The
sanctions provided for shall be
effective, proportionate and
dissuasive.
Article 5(2)
74 2. Member States shall, by the 2-Member-States-shall - by-the 2. Member States shall, by the Provisional agreement 6th
date set out in Article 7, notify date-set-outinArticle I notify-the | date set out in Article 7, notify the | trilogue 14/06/2022:
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the Commission of those rules Commission-of theserales-andof | Commission of those rules and of
and of those measures and shall | these-measures-and-shallnetify-it; | those measures and shall notify it, | 2. Member States shall, by the date
notify it, without delay, of any | witheut-delay-ofanysubsequent | without delay, of any subsequent | Set out in Article 7, notify the
subsequent amendment affecting | amendmentaffectingthem: amendment affecting them. Commission of those rules and of
them. Member States shall also Member-States-shall-also-inform Member States shall also inform those measures and shall notify it,
inform the Commission on an the Commission-on-an-annual the Commission on an annual without delay, of any subsequent
annual basis about non- basis-aboutnon-compliant service | basis about non-compliant service | amendment affecting them.
compliant service providers and | previders-and-relevant providers and relevant Member States shall also inform
relevant enforcement action enforcement-action-takenagainst | enforcement action taken against | the Commission on an annual basis
taken against them. them: them. about non-compliant service
providers, relevant enforcement
action taken against them and the
sanctions imposed.
Article 6
Article 6 Lticlot o Article 6 .
75 Coordination mechanism Coordintion-rechaitis Gee#dmaﬁen—mee{%wCentral
authorities
Article 6(1)
76 1. Member States shall designate | +—-Member-States-shall-designate | 1. In accordance with their legal | Provisional agreement 6th
a central authority or, where its | a-central-authority-or,-where-its systems, Member States shall trilogue 14/06/2022:
legal system so provides, more tegalstemso-provides—more designate one or more a central
than one central authority, to than-one-central-authorityto authorities autherity-orwhere-its | [l Inaccordance with their legal
ensure the application of this ensure the-application-of this legal systom so provides. more systems, Member States shall
Directive in a consistent and Direetive-in-a-consistent-and iy, to designate one or more central
ensure the application of this authorities to ensure the
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proportionate manner. proportionate-manner: Directive in a consistent and application of this Directive in a
roportionate manner. consistent and proportionate
prop prop
manner.
Article 6(2)
77 2. Member States shall inform 2-Member-States-shallinformthe | 2. Member States shall inform the | Provisional agreement 6th
the Commission of their Commisston-ot-their-designated Commission of their designated trilogue 14/06/2022:
designated central authority, or centrabauthortty—orecttral central authority, or central 2 Member States shall inform the
central authorities, referred to in | autherities;referred-to-in authorities, referred to in éommission of their designated
paragraph 1. The Commission paragraph 1. The Commission paragraph 1. The Commission central authority, or central
shall forward a list of designated | shallferward-alistof designated | shall forward a list of designated authorities. re fer;‘e d to in paragraph
central authorities to the Member | eentral-autheritiesto-the Member | central authorities to the Member 1. The Cor’nmission shall forward a
States. The Commission will States—The-Commission-will-alse | States. The Commission will also | = .
i . i i ) : } ) list of designated central
also make publicly available a nrake publicly available a list of make publicly available a list of authotities to the Member States
list of designated central designated central authorities to designated central authorities to and make it publicly available
authorities to facilitate the facthtate-the notiticationsbya facilitate the notifications by a i
notifications by a service service provider to the Member service provider to the Member
provider to the Member States States-where-ttslegal States where its legal
where its legal representative representative resides or s representative resides or is
resides or is established. established: established.
Article 6(3)
78 3. Member States shall ensure 3 Member-States-shall-ensure-that | 3. Member States shall ensure that | Provisional agreement 6th
that central authorities shall centralauthoritiesshalprovide their central authorities shalt trilogue 14/06/2022:
provide each other with relevant | each-etherwithrelevant provide-each-otherwithrelevant 3 Member States shall ensure that
1nf9rmat1on and mutual o mfem&&&eﬁ—&nd—m&maﬂl—&ssﬂ%aﬁee. ' : coordinate and cooperate with their central authorities
assistance relevant to application | relevant-to-application-efthis each other and, where relevant, coordinate and cooperate with
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of this Directive in a consistent Direetive-in-a-consistent-and with the Commission, and each other and, where relevant,
and proportionate manner. The propertionate-manncr—Fhe provide any appropriate with the Commission, and
provisioning of information and | previsteningefinformation-and information and mutaal assistance | provide any appropriate
mutual assistance shall cover, in | mutual-assistance-shall-coverin to each other in order to relevant | information and assistance to each
particular, enforcement actions. | partienlar,-enforcement-actions: to applieation-ef apply this other in order to apply this
Directive in a consistent and Directive in a consistent and
proportionate manner. The proportionate manner. The
coordination, cooperation and coordination, cooperation and
provisioning of information and provisioning of information and
mutaal assistance shall cover, in assistance shall cover, in
particular, enforcement actions. particular, enforcement actions.
Article 6(4)
79 4. Member States shall ensure dMemberStatesshatbensirethat - M emberStates—~hatbenstrethat Pr:ovzswnal agreement 7th
that the central authorities shall the-central-authoritiesshall the-central-authorities shall trilogue 28/06/2022:
cooperate with each other and, cooperate with cach other and. cooperate with cach other and.
where relevant, with the where-relevantwith-the where-relevant-with-the [DELETE]
Commission to ensure the Comitsston-to-cistrethe Comntsston-to-enstrethe
application of this Directive in a | application-ofthis Directive-ina application of this Dircctive in a
consistent and proportionate consistent and proportionate conststent-andpropertionate
manner. Cooperation shall cover, | manner—Cooperation-shall-cover; | manner—Cooperationshall-cover;
in particular, enforcement in particular. cnforcement actions. | in particular. enforcement actions.
actions.
Article 7
Article 7 Articte7 Article 7
80 Transposition Transposition Transposition
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Article 7(1)
81 1. Member States shall brine i o o Provisional agreement 7th
. g into | +Member-Statesshall- bringinte | 1. Member States shall bring into \
force the laws, regulations and foree the laws. regulations and force the laws, regulations and trilogue 28/06/2022:
administrative provisions administrative-provisions administrative provisions
necessary to comply with this necessary to comply with this necessary to comply with this 1. Member States shall bring into
Directive by 6 months after entry | Direetive-by-6-months-afterentry | Directive by 6 18 months after force the laws, regulations and
into force. They shall into-foree—They-shall-immediately | entry into force. They shall administrative provisions
immediately inform the informthe Commissionthereof. | immediately inform the necessary to comply with this
Commission thereof. Commission thereof. Directive by [18] months after
entry into force. They shall
immediately inform the
Commission thereof.
Article 7(2)
82 2. When Member States adopt 2-When-MemberStatesadopt 2. When Member States adopt Provisional agreement 6th
these measures, they shall these-measures;-they-shall-eontain | these measures, they shall contain | trilogue 14/06/2022:;
contain a reference to this a reference to this Dircctive or a reference to this Directive or
Directive or shall be sh&l—l—b&aeeemp&med—byhs&}eh ‘ shall be accompanied ‘py such ‘ 2. When Member States adopt
accompanied by such reference | reference-on-the-oecasion-oftheir | reference on the occasion of their | fpace measures, they shall contain
on the occasion of their official | efficial- publication—Fhe-metheds | official publication. The methods | 5 veference to this Directive or
publication. The methods of of making-suchreferenceshallbe | of making such reference shall be | ¢pat) pe accompanied by such
making such reference shall be tatd-down-byv-Member-States: laid down by Member States. e temies o e ceensian o dhei
laid down by Member States. official publication. The methods
of making such reference shall be
laid down by Member States.
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Article 7(3)
83 3. Member States shall 3Member-Statesshall 3. Member States shall Provisional agreement 6th
communicate to the Commission | eommunicate-to-the Commisston | communicate to the Commission | trilogue 14/06/2022:
the text of the measures of the text-of the-measures-of the text of the measures of
national law which they adopt in | nationaHaw-which-they-adeptin | national law which they adoptin | BUNEBErSEEShAil
the field covered by this theticld-covered-by this the field covered by this I T Ty —
Directive. Birective: Directive. the text of the measures of national
law which they adopt in the field
covered by this Directive.
Article 8
84
Article 8 Artiele-§ Article 8
Evaluation Evaluation Evaluation
Article 8, paragraph 1
85 By [5 years from the date of By Bvearstromthedateof By [5 years from the date of Provisionally agreed at technical
application of this Directive] at | application-ofthisDireetive}-at application of this Directive] at level 20/09/2022:
the latest, the Commission shall | thelatest-the- Commisstonshal the latest, the Commission shall
carry out an evaluation of the carry out an evaluation of the carry out an evaluation of the By /X years from the date of
Directive and present a report to | Direetive-and-present-areportte Directive and present a report to application of this Directive] at the
the European Parliament and to | the EuropeanParliament-and-te the European Parliament and to latest, the Commission shall carry
the Council on the application of | the-Council-on-the-appheationof | the Council on the application of | ¢ al’l el e an o e i e,
this Directive, which shall this Directive;-which-shalkinelude | this Directive, which shall include | The Commission shall transmit
include an assessment of the arrassessmentoftheneedto an assessment of the need to this report to the European
need to enlarge its scope. Where | enlarge-tts-seope—Where enlarge its scope. Where Dl sl Tie ChmaelL 1hne
appropriate, the report shall be apprepriatethereportshall-be appropriate, the report shall be
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accompanied by a proposal for accompanted-by-apropesalforthe | accompanied by a proposal for the | evaluation shall be conducted
the amendment of this Directive. | amendment-ofthisDireetive—The | amendment of this Directive. The | according to the Commission's
The evaluation shall be evaluationshall-be-conducted evaluation shall be conducted better regulation guidelines.
conducted according to the gecordisto-the Commission's according to the Commission's Member States shall provide the
Commission's Better Regulation | BetterRegtlation-Guidelines- Better Regulation Guidelines. Commission with the information
Guidelines. Member States shall | MemberStatesshall provide-the | Member States shall provide the | necessary for the preparation of
provide the Commission with the | Commisstonwith-the-nformation | Commission with the information | that Report.
information necessary for the necessarv-torthe preparation-of necessary for the preparation of
preparation of that Report. that Repert: that Report.
Article 9
86 Article 9 Artiele9 Article 9
Entry into force £Entry-intoforee Entry into force
Article 9, paragraph 1
87 This Directive shall enter into This Directive shall enter into This Directive shall enter into Provisional agreement 6th
force on the twentieth day force-onthetwentieth-day force on the twentieth day trilogue 14/06/2022:
following that of its publication | foHewing thatefitspubleationin | following that of its publication in
in the Official Journal of the the-Offieied-Jonrnalofthe the Official Journal of the T S J———
European Union. FuropearnUrion: European Union. force on the twentieth day
following that of its publication in
the Official Journal of the
European Union.
Article 10
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88 Article 10 Artiele 10 Article 10
Addressees Addressees Addressees
Article 10, paragraph 1
89 This Directive is addressed to the | Fhis Direetive-isaddressed-to-the | This Directive is addressed to the | Provisional agreement 6th
Member States in accordance MemberStates-in-aceordance-with | Member States #raeceordance-with | trilogue 14/06/2022:
with the Treaties. the Treaties- the Treaties.
This Directive is addressed to the
Member States in accordance with
the Treaties.
Formula
90 Done at Brussels, Deone-at-Brussels; Done at Brussels,
Formula
For the European Parliament Forthe EuropeanPartianent For the European Parliament
91
The President The-President The President
Formula
For the Council Forthe Counecil For the Council
92
The-President The President
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