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BELGIUM

CHAPTER III: RIGHTS OF THE DATA SUBJECT

SECTION 1: TRANSPARENCY AND MODALITIES

Article 12 Procedures and mechanisms for exercising the rights of the data subject

12.2 The controller shall inform the data subject without delay and, at the latest within ene

two months of receipt of the request, whether or not any action has been taken pursuant to

Article 13 and Articles 15 to 19 and shall provide the requested information. This period may be
prolonged for a further month, if several data subjects exercise their rights and their cooperation is
necessary to a reasonable extent to prevent an unnecessary and disproportionate effort on the part
of the controller. The information shall be given in writing. Where the data subject makes the
request in electronic form, the information shall be provided in electronic form, unless otherwise

requested by the data subject.

BE considers that the period of one month is too short. BE would like to change it to 2 months.

12.4 The information and the actions taken on requests referred to in paragraph 1 shall be free of
charge. Where requests are manifestly excessive, in particular because of their repetitive character,
the controller may charge a fee for providing the information or taking the action requested, or the
controller may not take the action requested. In that case, the controller shall bear the burden of

proving the manifestly excessive character of the request.

For BE, the criteria for assessing whether a request is « manifestly excessive» are not clear. BE asks

COM to specify those criteria in a recital.
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Article 13 Rights in relation to recipients

The controller shall communicate any rectification or erasure carried out in accordance with
Articles 16 and 17 to each recipient to whom the data have been disclosed, unless this proves

impossible or involves a disproportionate effort.

For BE, the notion « disproportionate effort » is not clear. BE asks COM to specify the criteria in a

recital.

SECTION 2: INFORMATION AND ACCESS TO DATA

Article 14 Information to the data subject

14.1 Where personal data relating to a data subject are collected, the controller shall provide the

data subject with at least the following information:

(c) the period for which the personal data will be stored, where known,

BE considers that it is not always possible to determine the retention period of the data.

BE wants to complete point (c) and article 15.1 d) with “where known”.

(d) the existence of the right to request from the controller access to and rectification or erasure of

the personal data concerning the data subject or to object to the processing of such personal data

This paragraph shall not apply where data are collected for historical, statistical or scientific

research purposes and the conditions in Article 83 (14) are met.

BE supports the exemption request of the Working Party on Statistics. BE requests the creation of a
second paragraph in point (d).

(h) any further information necessary to guarantee fair processing in respect of the data subject,

having regard to the specific circumstances in which the personal data are collected.
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BE considers that the wording of paragraph (h) is too broad. BE asks COM to clarify the scope of
this paragraph.

14.3 Where the personal data are not collected from the data subject, the controller shall inform the
data subject, in addition to the information referred to in paragraph 1, from which categories of

source the personal data originate.

BE considers that it is impossible to inform the data subject of the entire source and proposes to add

the wording “categories of”.

During the DAPIX meeting, COM said that article 14.3 is general information while article 15.1 g)
is a more detailed information on request of the data subject.

BE asks COM to specify the link between article 14.3 and 15.1 g) in a recital.

14.4 The controller shall provide the information referred to in paragraphs 1, 2 and 3:

(b) where the personal data are not collected from the data subject, at the time of the recording or
within a reasonable period after the collection, having regard to the specific circumstances in
which the data are collected or otherwise processed, or, if a disclosure to another recipient is

envisaged, and at the latest when the data are first disclosed.

14.4 bis The controller shall provide the information referred to in paragraphs 1, 2 and 3 through a

single point of contact easily accessible where the data subject may consult his/her data.

BE proposes the creation of a new paragraph 14.4 bisto allow for a new way to provide

information.

Article 15 Right of access for the data subject

15.1 The data subject shall have the right to obtain from the controller at any time, on request,
confirmation as to whether or not personal data relating to the data subject are being processed.
Where such personal data are being processed, the controller shall provide the following

information:
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(c) the recipients or categories of recipients to whom the personal data are to be or have been

disclosed, in particular to recipients in third countries, as long as the data subject has the right of

access,

BE proposes to add “as long as the data subject has the right of access” in paragraph (c) in order to
comply with the case-law of the Court of Justice and more particularly with the case C553/07
(Rijkeboer) which states that « Rules limiting the storage of information on the recipients or
categories of recipient of personal data and on the content of the data disclosed to a period of

one year and correspondingly limiting access to that information, while basic data is stored for a
much longer period, do not constitute a fair balance of the interest and obligation at issue, unless it
can be shown that longer storage of that information would constitute an excessive burden on the

controller. It is, however, for national courts to make the determinations necessary. »

(d) the period for which the personal data will be stored, where known;

See comment on article 14.1 c)

(g) communication of the personal data undergoing processing and of any available information as

to their source;

BE notes that paragraphs 15.1 g) and 15.2 are the same. What is the link between the two?

(h) the significance and envisaged consequences of such processing and the knowledge of the

reasoning involved in any automatic processing of data concerning him, at least in the case of

measures referred to in Article 20.

BE asks to add the wording of article 12, a) indent 3 of Directive 95/46/EC to paragraph (h) with a
small modification (underlined): «knowledge of the reasoning involved in any automatic processing

of data concerning him. »

2. The data subject shall have the right to obtain from the controller communication of the personal
data undergoing processing. Where the data subject makes the request in electronic form, the

information shall be provided in electronic form, unless otherwise requested by the data subject.
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5. The rights provided for in Article 15 do not apply when data are processed only for historical,

statistical or scientific research purposes and the conditions in Article 83 (14) are met.

BE supports the exemption request of the Working Party on Statistics. BE requests the creation of a
point 5 in article 15.

SECTION 3 : RECTIFICATION AND ERASURE

Article 16 Right to rectification

1. The data subject shall have the right to obtain from the controller the rectification of personal
data relating to them which are inaccurate. The data subject shall have the right to obtain

completion of incomplete personal data, including by way of supplementing a corrective statement.

BE asks COM to explain the link between the word « rectification » and « completion ».

BE considers that the data subject should have the right to supplement subjective assessments by its

own opinion.

2. The rights provided for in Article 16 do not apply when data are processed only for historical,

statistical or scientific research purposes and the conditions in Article 83 (14) are met.

BE supports the exemption request of the Working Party on Statistics. BE requests the creation of a
point 2 in article 16.

Article 17 Right to be forgotten and to erasure

1. The data subject shall have the right to obtain from the controller the erasure of personal data
relating to them and the abstention from further dissemination of such data, especially in relation to
personal data which are made available by the data subject while he or she was a child, where one

of the following grounds applies:

(e) the data have to be erased for compliance with a legal obligation.
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In BE, some laws require the deletion of the data after a certain period, for example, the case of a
minor who has reached the age of majority. BE asks COM to include this possibility by creating a

new paragraph (e).

2. Where the controller referred to in paragraph 1 has made the personal data public, it shall take
all reasonable steps, including technical measures, in relation to data for the publication of which
the controller is responsible, to inform third parties which are processing such data, that a data
subject requests them to erase any links to, or copy or replication of that personal data. Where the
controller has authorised a third party publication of personal data, the controller shall be

considered responsible for that publication.

BE is of the opinion that this section should not apply to the public sector and therefore asks for an

exception for the public sector.
BE asks to foresee the practical application of the right to be forgotten:
- to social networks ;

- to search engines.

The question of the repartition of the responsibilities rises in this context, particularly when the data

subject has himself put his/her data online.

BE considers that this right should be limited to the on-line environment and not extended to the

off-line environment.

What’s the meaning of « has made the personal data public »?

BE notes that DIR 2000/31 must be taken into account. This point should be put in a recital.

3. The controller shall carry out the erasure without delay, except to the extent that the retention of

the personal data is necessary:

(a) for exercising the right of freedom of expression in accordance with Article 80,
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(b) for reasons of public interest in the area of public health in accordance with

Article 81;

(c) for historical, statistical and scientific research purposes in accordance with

Article 83;

(d) for compliance with a legal obligation to retain the personal data by Union or

Member State law to which the controller is subject; Member-Statetarwsshall-meet-an-objective-of

To be consistent with the modification of article 6.3 (previous comments of the Belgian delegation),

BE proposes to delete the end of paragraph (d).

4. Instead of erasure, the controller shall restrict processing of personal data where:

(b) the controller no longer needs the personal data for the accomplishment of its task but they have

to be maintained for-purposes-ofproof-for the establishment, exercise or defence of legal claim,

BE proposes to change the words « for the purpose of proof » into « for the establishment, exercise

or defence of legal claim », in articles 17.4 (b) and 17.5.

5. Personal data referred to in paragraph 4 may, with the exception of storage, only be processed
for-purpeses-ofproof for the establishment, exercise or defence of legal claim or with the data

subject's consent, or for the protection of the rights of another natural or legal person or for an

objective of public interest.
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See comment above on the 17.4 (b)

Article 18 Right to data portability

1. The data subject shall have the right, where personal data are processed by electronic means and
in a structured and commonly used format, to obtain from the controller a copy of data undergoing
processing in an electronic and structured format which is commonly used and allows for further

use by the data subject.

2. Where the data subject has provided the personal data and the processing is based on consent or
on a contract, the data subject shall have the right to transmit those personal data end-any-other
information provided by the data subject and retained by an automated processing system, into
another one, in an electronic format which is commonly used, without hindrance from the controller

from whom the personal data are withdrawn.

BE underlines the difficulties to apply this right to the public sector.
BE considers that this point is problematic regarding intellectual property rights.

BE asks to delete the words « and any other information » and asks COM to explain in a recital that
only data provided by the data subject should be given back.
BE wants to be assured that the aggregated data will not be transmitted.

4. The rights provided for in Article 18 do not apply when data are processed only for historical,

statistical or scientific research purposes and the conditions in Article 83 (14) are met.

BE supports the exemption request of the Working Party on Statistics. BE requests the creation of a

point 4 in article 18.
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SECTION 4: RIGHT TO OBJECT AND PROFILING

Article 19 Right to object

1. The data subject shall have the right to object, on grounds relating to their particular situation,
at any time to the processing of personal data which is based on points (d), te} and (f) of
Article 6(1), unless the controller demonstrates compelling legitimate grounds for the processing

which override the interests or fundamental rights and freedoms of the data subject.

BE refuses the application of this section to the public sector and asks COM for an exception for the

public sector.

BE proposes to delete the reference to article 6.1 e) which states that: « 6.1 Processing of personal
data shall be lawful only if and to the extent that at least one of the following applies:
(e) processing is necessary for the performance of a task carried out in the public interest or in the

exercise of official authority vested in the controller”.

2. Where personal data are processed for direct marketing purposes, the data subject shall have the
right to object free of charge to the processing of their personal data for such marketing. This right
shall be explicitly offered to the data subject in an intelligible manner and shall be clearly

distinguishable from other information.

BE notes that in the FR version, the wording « free of charge » is not translated.

3. Where an objection is upheld pursuant to paragraphs 1 and 2, the controller shall no longer use

or otherwise process the personal data concerned, except for the establishment, exercise or defence

of a legal claim.

BE proposes to introduce an exception similar to Article 17.4.

The words « use » and « process » have no meaning insofar as the processing contains the use of the

data.
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4. The rights provided for in Article 19 do not apply when data are processed only for historical,

statistical or scientific research purposes and the conditions in Article 83 (14) are met.

BE supports the exemption request of the Working Party on Statistics. BE requests the creation of a
point 4 in article 19.

Article 20 Meastures-Decision based on profiling

1. Every natural person shall have the right not to be subject to a measure decision which produces

or legal effects eoneerningthisnatwralperson-or-significantly or that gravely and adversely affects

this natural person, and which is based solely on automated processing intended to evaluate certain

personal aspects relating to this natural person, erto-anatyse-orprediet in particular the natural
person's performance at work, economic situation—toeeation, health, personeat-preferences,

reliability or behaviour.

BE proposes to change the word “Measures” into “Decision” which is more precise.
The words « significantly affects » are problematic for the interpretation. BE proposes to change

into “produces or legal effects_ or that gravely and adversely affects”.

2. Subject to the other provisions of this Regulation, a person may be subjected to a measire

decision of the kind referred to in paragraph 1 only if the processing:

(a) is linked to and carried out in the course of the entering into, or performance of, a contract

between the data subject and the data controller or a third party, where the request for the entering

into or the performance of the contract, lodged by the data subject, has been satisfied or where
suitable measures to safeguard the data subject's legitimate interests have been adduced, and as the

right to obtain human intervention, or

The aim of all the modifications is to be more precise.

(b) is expressty authorized by a Union or Member State law which also lays down suitable

measures to safeguard the data subject's legitimate interests ; or
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(b)bis is carried out for the purpose of the legitimate interests pursued by a data controller as

specified in Article 6(1)(f), including for fraud monitoring and prevention purposes and to ensure

the security and reliability of a service provided by the controller.

BE raises the question of whether the pre-contractual measures are affected by this paragraph and

makes proposals to amend the text to allow the fight against fraud by creating a b (bis).

(c) is based on the data subject's consent, subject to the conditions laid down in Article 7 and to

suitable safeguards.

In each case referred in paragraph 2, the data subject shall have the right to put his point of view.

BE asks to add a paragraph that allows the data subject to make his point of view.

Those proposals result in changes to 2 recitals:

(39) The processing of personal data to the extent strictly necessary for the purposes of ensuring
network and information security, i.e. the ability of a network or an information system to resist, at
a given level of confidence, accidental events or unlawful or malicious actions that compromise the
availability, authenticity, integrity and confidentiality of stored or transmitted data, and the security
of the related services offered by, or accessible via, these net-works and systems, by public
authorities, Computer Emergency Response Teams — CERTs, Computer Security Incident Response
Teams — CSIRTs, providers of electronic communications networks and services and by providers
of security technologies and services, constitutes a legitimate interest of the concerned data
controller. This could, for example, include preventing unauthorized access to electronic
communications networks and malicious code distribution and stopping ‘denial of service’ attacks

and damage to computer and electronic communication systems. The processing of personal data to

the extent strictly necessary for the purposes of preventing and monitoring fraud also constitutes a

legitimate interest of the concerned data controller.
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(58) Every natural person should have the right not to be subject to a-measure decision which is
based on profiling by means of automated processing. However, such measure should be allowed

when expressty authorised by law, when linked to and carried out in the course of entering or

performance of a contract between the data subject and the data controller or a third party, or

when the data subject has given his consent. In any case, such processing should be subject to
suitable safeguards, including specific information of the data subject and the right to obtain

human intervention and that such measure should not concern a child.

3. Automated processing of personal data intended to evaluate certain personal aspects relating to

a natural person shall not be based solely on the special categories of personal data referred to in

Article 9.

BE: Quid for the insurance companies and for the anti-doping control?

SECTION 5: RESTRICTIONS

Article 21 Restrictions

1. Union or Member State law may restrict by way of a legislative measure the scope of the

obligations and rights provided for in peints{a)to-te)-ofArtietes and Articles 11 to 20 and

Article 32, when such a restriction constitutes a necessary and proportionate measure in a

democratic society to safeguard.:

BE considers that restrictions cannot focus on the basis of the data protection principles of article 5.

BE wants to delete the words « points (a) to (e) of article 5 and ».

(a) public security,

(b) the prevention, investigation, detection and prosecution of criminal offences;
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(c) other public interests of the Union or of a Member State, in particular an important economic or

financial interest or an important health interest of the Union or of a Member State, including

monetary, budgetary and taxation matters and the protection of market stability and integrity;

BE notes that the translation in FR is not consistent with the EN version, particularly for the words:

« public interest ».

BE asks to take into account the health area in paragraph (c).

CHAPTER IV: CONTROLLER AND PROCESSOR

BE has 2 general remarks:

1. BE recalls the need to reduce administrative burden. BE has a scrutiny reservation on Chapter IV
to enable her to evaluate the impact of the different provisions of this chapter on business

enterprises.

2. BE considers that in the era of « Web 2.0 »:

- the notion of controller and processor are no longer adequate, particularly in the cloud

computing ;

- the notion of controller may cover a private person who adds content

This means that all obligations relating to the data controller should theoretically apply (in absence
of the domestic exemption), which is in practice not feasible. BE considers that exceptions should
be created when a controller is a private person.

- the situation is much more complicated when the private person is also a data subject.

BE wants COM to rethink the concepts (and maybe find new concepts) of data controller, processor

and data subject in the light of the Internet reality and all the services linked to internet.
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SECTION 1: GENERAL OBLIGATIONS

Article 22 Responsibility of the controller

BE considers that, in this section, the administrative burden is not reduced.

1. The controller shall adopt policies and implement appropriate measures to ensure-and be able to

demonstrate that the processing of personal data is performed in compliance with this Regulation.

BE considers that this provision introduces an absolute obligation instead of an obligation of means.

BE proposes to turn “who shall ensure and demonstrate” into “who shall be able to demonstrate”.

This is consistent with the changes already made in article 5 (f) of the present Regulation.
5 (f) processed under the responsibility and liability of the controller, who shall be able to ensure
and—demonstrate for each processing operation the compliance with the provisions of this

Regulation.

BE considers that this paragraph is not clear. There is a lack of predictability. BE asks COM to
delete this paragraph.

Article 23 Data protection by design and by default

1. Having regard to the state of the art and the cost of implementation, the controller shall, both at
the time of the determination of the means for processing and at the time of the processing itself,
implement appropriate technical and organisational measures and procedures in such a way that
the processing will meet the requirements of this Regulation and ensure the protection of the rights

of the data subject.
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BE: How to complete the upgrade of existing systems?

2. The controller shall implement mechanisms for ensuring that, by default, only those personal
data are processed which are necessary for each specific purpose of the processing and are
especially not collected or retained beyond the minimum necessary for those purposes, both in
terms of the amount of the data and the time of their storage. In particular, those mechanisms shall
ensure that by default personal data are not made accessible to an indefinite number of individuals.

The data subject should have the choice to authorize the use of his own data.

For BE, the wording paragraph 2 of article 23 is almost the same as article 5. Why?

BE considers that the position of the data subject should be added in paragraph 2 and in recital 61.

Article 24 Joint controllers

Where a controller determines the purposes eonditions-and-means of the processing of personal
data jointly with others, the joint controllers shall determine their respective responsibilities for
compliance with the obligations under this Regulation, in particular as regards the procedures and
mechanisms for exercising the rights of the data subject, by means of an arrangement between
them. The arrangement shall duly reflect the joint controllers’ respective effective roles vis-a-vis
data subjects. The arrangement shall designate the supervisory authority in accordance with
Article 51/...]. The arrangement shall designate which of the joint controllers shall act as single
point of contact for data subjects to exercise their rights.

BE proposes to change articles 24 and 77 to better reflect the economic reality:

“Art. 24 Where a controller determines the purposes, conditions and means of the processing of
personal data jointly with others, the joint controllers shall determine their respective
responsibilities vis-a-vis data subjects for compliance with the obligations under this Regulation, in
particular as regards the procedures and mechanisms for exercising the rights of the data subject,
by means of an arrangement between them. The arrangement shall duly reflect the joint
controllers’ respective effective roles vis-a-vis data subjects. The arrangement shall designate the
supervisory authority in accordance with Article 51/...]. The arrangement shall designate which
of the joint controllers shall act as single point of contact for data subjects to exercise their
rights.

Art. 77(2) Where more than one controller or processor is involved in the processing is under a
Jjoint controllership, each joint controller or processor shall be jointly and severally liable for the
entire amount of the damage in accordance with the joint controllers’ respective responsibilities as
set out in the legal arrangement referred to in Article 24.
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Article 25 Representatives of controllers not established in the Union

1. In the situation referred to in Article 3(2), the controller shall designate a representative in the

Union.

BE considers that the entire article is not clear. Indeed, we have no indication on the way of
designation, the mission, the responsibilities, the information of the data subject ...

This article 25 should be rewritten.

2. This obligation shall not apply to:

(a) a controller established in a third country where the Commission has decided that the third

country ensures an adequate level of protection in accordance with Article 41; or

It is not clear for BE to know if the criteria of the recognition of an adequate level of protection is
suitable to justify the designation of a representative in the Union. BE fears that the data subjects

cannot exercise their rights easily.

BE thinks that a solution could be to foresee a collaboration between EU DPAs and DPAs of
third countries (which ensures an adequate level of protection) in order to facilitate the exercise of

the rights by the data subjects.

(b) an enterprise employing fewer than 250 persons, or

For BE the distinction should not only be based on the number of the employees but on the quantity
and the quality of the data processed.
This remark applies to all the provisions of the Regulation which make a reference to the number of

persons/employees.
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Article 26 Processor

1. Where a processing operation is to be carried out on behalf of a controller, the controller shall
choose a processor providing sufficient guarantees to implement appropriate technical and
organisational measures and procedures in such a way that the processing will meet the
requirements of this Regulation and ensure the protection of the rights of the data subject, in
particular in respect of the technical security measures and organizational measures governing the

processing to be carried out and shall ensure compliance with those measures.

2. The carrying out of processing by a processor shall be governed by a contract, by law or other
legal act binding the processor to the controller and stipulating in particular that the processor

shall:

BE asks to add “by law” in paragraph 2 in order to cover practices in the public sector.

(a) act only on instructions from the controller, in particular, where the transfer of the personal

data used is prohibited unless required to do so by Union or Member State law;

See explanation for article 27.

4. If a processor processes personal data other than as instructed by the controller, the processor
shall be considered to be a controller in respect of that processing and shall be subject to the rules

on joint controllers laid down in Article 24.

BE considers that § 4 is not adequate. There is no reason to make the original data controller jointly

liable with the processor which processed the data other than as instructed by the controller.
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In order to avoid confusion, BE wants to put the end of this article (“unless required to do so by

Union or Member State law) in article 26.2.a. The consequence is that article 27 is deleted.

Article 28 Documentation

1. Each controller and-precessor and, if any, the controller's representative, shall maintain
documentation of &tt the categories of processing eperations under its responsibility.

Lors de la consultation publique, Mastercard a expliqué qu’il n’est pas possible de maintenir une
documentation de tous les traitements. Cela imposerait une charge administrative trop importante et

participa a la confusion des rdles entre responsable du traitement et sous-traitant.

BE considers that article 28 imposes an excessive administrative burden for businesses and creates
confusion between the role of the controller and the processor.

BE proposes some modifications to reduce this burden.
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BULGARIA

In connection with the invitation provided by the Presidency for written comments on Chapter 111
and Chapter IV of the Proposal for a regulation of the European Parliament and of the Council on
the protection of individuals with regard to the processing of personal data and on the free
movement of such data, please find below the comments of the Bulgarian delegation to DAPIX,

represented by the Commission for Personal Data Protection.

We hope that our comments will be taken under consideration in the context of the ongoing

discussions on the proposed General Data Protection Regulation.

1.  We assess positively the proposed mechanisms for strengthening individuals’ rights and
support the opinion of the European Commission in connection with the reducing of the data

controllers’ administrative burden as well.

2. With regard to article 16 of the Proposal which regulates the supplementation of incorrect
personal data, we share the common position that this article gives the opportunity for extending
interpretation on the amount of the processed personal data. In this connection, we consider that it is
necessary additionally to be improved the texts on the data subject access to, correction and erasure

of his/her personal data.

3. We consider it appropriate to simplify the procedure for informing the individuals and to
additionally discuss the practice of informing third parties in accordance with article 17,

paragraph II.

4.  We express our general support about the introduction of the right to be forgotten, the right to
erasure and the right to data portability following the information society development. In
connection with this we propose additional specifying and assessment of the risk of their practical

application.

5. We express our reservations on the application of the “right of data portability” which can
harm specific data controller’s interests because he has invested both financial and intellectual

resources while structuring the data, used by him/her.
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6.  We consider it necessary to clarify the texts in the regulation proposal, regarding the data
controller’s obligation to undertake technical and organizational data protection measures. (“All
reasonable measures” are mentioned in article 17, paragraph II ; but other articles in the Regulation

refer to “all reasonable measures including technical”, “appropriate measures”, “technical and

organizational measures”, etc.).

7. We express our general support about the compulsory appointing of a data protection officer
depending on the number of the personnel (250 employees), which supports the European
Commission’s idea to relieve the small and medium-size enterprises. We propose the supplement
the rule by appointing data protection officer when the personal data of a minimum of 250
individuals are processed. It should be considered that companies with less than 250 employees

could process personal data of thousands of individuals.

8. We support the idea for the introduction of delegated acts as an opportunity for the European
Commission to express opinion on certain aspects of the Regulation, with the specification that the
basic data protection principles and mechanisms, individuals’ rights and the data controllers’
obligations should be written only in the Regulation. We consider that the adoption of delegated

acts should be reduced.

9. In connection with article 29 of the Regulation on the cooperation between the data controller
and the data processor and the supervisory authority, we consider that it is necessary to clarify the

text with regard to its practical application, including the “reasonable time limits”.

10. Article 38 of the Regulation foresees that the supervisory authority can only issue opinions.
We think that the scope of the article can be expanded including the right of the supervisory

authority to give compulsory instructions and guidelines on the Codes of conduct.
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CZECH REPUBLIC

CZ focuses on Articles only, as the recitals would have to be adapted later.

In general

CZ wishes to point out that comments given below are without prejudice to horizontal questions
and issues, such as delegated and implementing acts or legal form of the proposal. Given the fact
that these horizontal issues are being discussed separately, CZ did not specifically comment e.g. on

provisions establishing implementing or delegated powers.

Article 11

e The first paragraph should be deleted or redrafted in much more restricted way.

The first paragraph contains specific general duty to have accessible policies without regard to the
nature of controller and to ways in which controller interacts with data subjects. (Not every
controller has web pages or internet presence at all. For such controllers this represents
disproportionate administrative burden.) CZ believes that in appropriate circumstances, it is in the
interest of controllers to proactively inform data subjects on data processing (e.g. large IT
companies, social networks etc.) to improve customer trust and address competitive concerns.

Therefore, establishment of a legal duty to do so is superfluous, Article 14 is fully sufficient.

Article 12

e The last sentence in paragraph 2 should be redrafted to allow controller and data subject to
agree on the form of response. Electronic form should not be forced upon them (even with
possible opt-out for data subject).

There is no reason to force controller to use electronic communication in cases when other forms of
communication may be much safer and more appropriate with regard to categories of personal

data processed. It is better to leave the form of response more flexible.
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e The paragraph 4 should be redrafted to include few simple rules for dealing with requests.
Such rules could include: one request per time period is free, third request per time period
need not be answered etc.

The regulation of requests is unreasonably complicated. The controllers cannot use small fees to
filter out abusive requests. There is no time period in which the repeated request could be deemed
repetitive. They face the burden of proving that request is not only excessive, but manifestly
excessive if they take no action. It is not clear whether this burden applies also when a fee is

charged. All this translates into costs for everyone involved.

Article 14

e Paragraph 1 should enumerate definite amount of information. The words “at least” should
be deleted in the chapeau. The open-ended paragraph 1(h) should be deleted as well.
1t follows from the requirement to clearly explain duties subject to enforcement by sanctions.

e In paragraph 1(a) the words “and of the data protection officer” should be deleted.

Not necessary.

e In paragraph 1(b) the words “contract terms and general conditions” should be deleted.

The data subject may of course be informed just about everything upon his/her request, but
overwhelming data subject with long obligatory descriptions would just decrease his/her

willingness and readiness to familiarize him/herself with at least the most important information.

e Paragraph 1(c) should be redrafted to clearly indicate that it concerns the intended or
envisaged period of storage. The controller should be able to express this period in relation
to the purposes of processing (e.g. “up to two years after life insurance has been paid in
full”). Less preferably, recital 48 should clarify this.

Because in some cases the insistence on numbers would cause only formal compliance or cause

controllers to estimate too long time periods just to be on the safe side.

e In paragraph 5 the letters (c) and (d) should apply also when data are collected from the data
subject. The words “the data are not collected from the data subject and” should be deleted
in both cases.
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Exempting such cases does not appear to be justified.

Article 15

e Right of access to personal data undergoing processing should be clearly established.
Paragraph 1(b) and paragraph 2 should be deleted.

1t is enough to require the access to personal data once, according to paragraph 1(g). Access to
categories of personal data is superfluous. Requirement of paragraph 2 to provide data in
electronic form is superfluous. Controllers should be able to choose appropriate and secure form of

communication with regard to sensitivity of personal data concerned.

e Paragraph 1(d) should be redrafted to clearly indicate that it concerns the intended or
envisaged period of storage. The controller should be able to express this period in relation
to the purposes of processing (e.g. “up to two years after life insurance has been paid in
full”). Less preferably, recital 51 should clarify this.

Because in some cases the insistence on numbers would cause only formal compliance or cause

controllers to estimate too long time periods just to be on the safe side.

e Paragraph 1(h) should refer only to existence or purpose of profiling pursuant to Article 20.

[ . . ’» . .
The “significance and envisaged consequences’ are too vague and uncertain categories.

e The forms in paragraph 4 should be used only voluntarily. The words “for voluntary use”
should be added after the words “standard forms” in the first line.

There is no reason to create artificial administrative burdens by making lots of obligatory forms.

Rules requiring clarity, simplicity and transparency still apply pursuant to Article 11(2).

Article 17

e This Article is based on right to erasure, but is phrased more generally. Its implications and
relation to other rights must be considered further. Also, the reasoning how this Article is
intended to apply should be elaborated upon with respect to basic situations (published or
unpublished data, on-line or off-line or hard copy data etc.).
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e In paragraph 1, the reference to child should be moved from the chapeau of Article to an
appropriate recital, or it should be phrased as a clear example (“such as”), not as a preferred
reason to be forgotten.

Normative text should be clear rather than cuddly. Saying that something applies “especially” in
some cases in effect might cause uncertainty with regard to other requests which may be motivated
by arguably weaker situations, puts in doubt burden of proof, appropriate sanctions etc. CZ

believes that right to be forgotten should have the same force for everyone subject to conditions in

(@)-(d).

e Paragraph 1(d) should be more restricted.

Insignificant cases of non-compliance should not give rise to erasure of data — e.g. when policies

according to Article 11 are not accessible enough, or where small-scale data breach has occurred.

e Paragraphs 2 and 3 should be subject to the same exceptions given in paragraph 3(a)-(e).
e Paragraph 3(d) should be deleted after the word “subject”.

CZ objects to quasi-constitutional requirements of public interest, proportionality etc. This is not
for mere Regulation to provide for. Domestic law is subject to review by constitutional courts in

these and other regards.

Article 19

e Relationship of paragraph (1) to Article 6(1)(e) should be clarified; CZ prefers the omission
of the reference to Article 6(1)(e) from the first paragraph.

Since the Article 6(1)(e) establishes lawfulness of the processing due to public interests, burden of
proving compelling legitimate grounds overriding “the interests” of the data subject should not be

shifted to controller.

e Paragraph 3 should be redrafted to prohibit just the processing that has been objected to
(possibly including similar processing based on the same point of Article 6(1)).
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The controller may have another valid titles for processing (e.g. according to Article 6(1)(a)).
Therefore, the controller should not be forced to “no longer use or otherwise process” data
concerned, but to cease and desist from the operations (processing) that has been objected to by the
data subject, and from similar processing, if necessary. This is also in the interests of data subject,
who would otherwise be rendered unable to object to some feature of processing that is otherwise

beneficial to him.

Article 20

e In paragraph 2(b) the word “expressly” should be deleted.

This is purely formal requirement that just increases administrative burden for legislator and for all
addressees of the law in question. It is completely unnecessary even for data subject, as he or she

will obtain the information about such measures pursuant to paragraph (4).

e Power to adopt delegated acts in paragraph 5 should be limited to cases referred to in
paragraph 2(a).

Cases falling under paragraph 2(b) should be left to EU or national law in question. Cases falling

under paragraph 2(c) are based on the data subject’s consent and should not be further regulated.

Article 21

e In the chapeau of the paragraph (1), the words “and proportionate” and “in a democratic
society” should be deleted.

The Regulation should not provide for quasi-constitutional requirements, the word “necessary” is

all that is needed in this regard.

e Within the categories (a) to (f), the reference to “national security” and to “defence” should
be added.
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Article 13 of the 1995 Directive expressly covers “national security” and “defence”. Omitting
those terms here would make matter uncertain as those exemptions might or might not be covered
by “other public interests” pursuant to paragraph 1(c). As the Regulation is already three times

longer than Directive, it surely does not harm to be little bit more explicit here.

Article 22

e Paragraph 1 is too vague and its added value is not clear in comparison to Article 5(f) and to
other duties in this Chapter. It should be reconsidered.

Is a natural person posting on social network required to have policies to this effect?

e Paragraph 3 is excessive administrative burden and should be deleted.

Controllers should focus on the substance of their obligations rather than be burdened with ever

more procedural and formal requirements.

Article 24

e (CZ believes that this Article should contain a safeguard to prevent “outsourcing of
responsibility”.

CZ does not share optimistic expectations as regards the enforcement of this Regulation outside of
the EU. Therefore, motivating factors (not much different from country-specific differences in
administrative burden and costs) may cause the responsibility (and liability) to be lead outside of
the EU. CZ believes that a safeguard is advisable. For example, data protection authorities should
be able to disregard clearly abusive arrangements that significantly diminish the availability or

exercise of rights for data subject.

Article 25

e (CZ believes that this Article should be reconsidered in relation to reconsideration of Article
3(2).
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CZ considers Article 4(1) of 1995 Directive to be a better solution. The Regulation does not offer
any real or practical instruments to enforce rules outside the EU. In particular, it is not clear how
the Member States (who will be responsible for it) are to enforce the obligation to designate a
representative against a controller that is offering services remotely (electronically) and that has no
property or other interests within EU that could be subject to enforcement measures. Formal
solutions such as this Article just reinforce the expectations of level playing field based on
unrealistic views of EU’s ability to apply its data protection rules effectively across the globe. In
fact, administrative costs are bound to increase most for European controllers and processors and

therefore should be checked within whole Regulation.

Article 26

e The whole Article should be deleted.

CZ finds it quite problematic to make distinctions between controller and processor.

e In paragraph 3 the documentation should be allowed in electronic form as well.

CZ believes that in some cases the instructions of controller may be made ad hoc in electronic form
e.g. as a part of the process of transmitting the personal data. This should be allowed, as it does not

decrease the requirements on controller and processor to demonstrate compliance.
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DENMARK

General

Denmark believes that Articles 11 to 27 contain too many provisions giving the Commission power
to adopt delegated acts. We do not state this for each provision that this applies to below, but our
overall view is that there is a need to address throughout the issue of whether it is appropriate that
the Commission has such wide scope to adopt delegated acts. Denmark agrees with the criticism
made in the Working Party and looks forward to an alternative solution in those cases where

delegated acts are not considered to be an appropriate solution.

In that regard, it should be noted that some of the provisions, which according to the current text are
to be supplemented through delegated acts, must be clarified in order to avoid too much uncertainty
as to their practical application. In addition, a condition should be added to Article 86, or to the
relevant Articles, to the effect that the Commission should carry out detailed external consultations
of affected sectors, inter-branch organisations, enterprises etc. prior to the adoption of delegated
acts. In this regard, reference is made to paragraph 21 of Council Legal Service opinion 8970/11

entitled "Application of Articles 290 (delegated acts) and 291 (implementing acts) TFEU".

We also have reservations on other general issues, including the choice of a Regulation rather than a
Directive. These comments should not be construed as meaning that Denmark considers that a

Regulation is the appropriate instrument to regulate this area.

In this context, it should also be noted that Denmark prioritises the reduction of the administrative
burden which many of the Regulation's provisions impose on private and public controllers. It is
very important that there is the right balance between the costs imposed on a controller and the

benefits and advantages the data subject enjoys.
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Specific provisions

Article 11

As a rule, the scope of the provision is much too broad. As several Member States already noted
during the Working Party's discussions, the imposition of these obligations on all controllers in the
EU seems disproportionate and unrealistic and without real added value. In practice, this would
mean that nearly all enterprises throughout the EU would be subject to the requirements in the
provision, as the majority of European commercial enterprises are likely to have employees or
customers and to process their personal data.

Accordingly, this is one of many examples of a provision where it would be vital to ensure a
restriction in scope both with regard to which controllers are covered by the provision and to when
the provision's requirements come into effect. Ministers have repeatedly expressed their wish to
reduce the administrative burden of the proposal as much as possible, and Denmark would like this

to be the case here.

Paragraph 1

The provision is not clear enough. For instance, the wording "transparent and easily accessible
policies" needs to be clarified. There is a particular need for this, as an infringement of the provision
can mean that the controller may incur significant sanctions through non-compliance, cf.
Article 79(5) of the Proposal. The provision's lack of clarity means that there is a general concern

regarding the imposition of sanctions for non-compliance.

The Commission does not propose any derogation from this provision which, as indicated, means
that some controllers will be subject to a disproportionate burden. If the provision remains in force,
consideration should be given to the possibility of creating a derogation, for instance on the
processing of non-sensitive data. A limitation of the overall scope of the provision would be

desirable.
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Paragraph 2

In its current wording, the provision constitutes an unnecessarily heavy administrative burden for
the controller, as the controller needs to adapt the information to the data subject. This may be
appropriate in some instances, but the current wording of the provision will mean that, when
providing any information, the controller will need to consider whether the format of the
information suits the recipient. This may mean that the controller has a wider obligation, for

instance, to provide a translation when the data subject speaks another language.

The reference at the end of the paragraph on provision of information to children should be omitted.
The provision is not appropriate and constitutes a disproportionate burden for the controller, if the
controller has to adapt the information to a child. It must be assumed that children have a guardian
who can adequately protect their interests. It should be considered whether the protection of
children should be handled differently and in a more appropriate way, whereby this (and similar
requirements), possibly by means of a separate provision, are only made applicable to those sectors
where there is a particular reason to believe that products are deliberately being targeted at children

and where there is therefore a need for specific protection.

Article 12
It is important that the relationship between Articles 11 and 12 be clarified.

Paragraph 1
The content of the provision needs to be clarified. For instance the wording "establish procedures
for providing (the information)" and "facilitating the request (for the actions)" leaves the exact

obligations of the controller unclear.

The provision involves sanctions which is why clarity is essential. Accordingly, it should be
clarified, for instance, whether there is a requirement for the controller to respond in writing, as
regards the obligation to provide information etc., in accordance with Article 79(4)(a) of the
proposal.

Paragraph 2
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The provision should be reworded. According to the current wording of the provision, the controller
is required "without delay and at the latest within one month of receipt (of the request)" to give
notification of whether action has been taken. The current wording of the provision does not require
the controller to take action "without delay and at the latest within one month of receipt (of the
request)". The provision therefore seems to have the wrong focus. Implementation itself should be
carried out without delay and at the latest one month within receipt of the request. Communication

to the data subject should be secondary and should, in any case, be related to actual implementation.

Under the current wording, the provision only concerns a formal requirement, that does not confer

on the data subject a better position in law, and that does not have to be governed by a Regulation.

Paragraph 3

The provision imposes an extensive obligation on all private controllers in the EU to provide
information. As already indicated in the negotiations, this seems both inappropriate and
disproportionate. In particular, the requirement to provide the information that proceedings may be
brought before the courts seems unfortunate, as the relevant supervisory access would depend on
the specific circumstances. The controller takes a responsibility for providing correct information.
At the same time, systematic provision of information on taking legal action could be expected to
result in an increased burden for the courts which - on account of their independent status - are not

generally qualified to issue advice to individuals on litigation procedures.

We can support the obligation to provide the information that a complaint may be submitted to a
data protection supervisory authority. Where appropriate, that authority may be responsible for

providing additional information on whether the matter may be brought before the courts.

Paragraph 4

The scope for submitting requests free of charge is too extensive and the provision will entail a
disproportionately heavy administrative burden for the controller. It should only be possible to
submit requests once on the same subject within a limited period (for example 6 months). The
requirement that requests must be "manifestly excessive" before they may incur a charge is too

vague and does not provide a sufficient restriction as regards malicious requests.

14147/3/12 REV 3 ies/JL/ved 33
DG D 2B LIMITE EN



Article 13
Communication to each recipient, to whom the data have been disclosed, regarding rectification or
erasure, could be very substantial. Accordingly, there is a need for more clarification on when this

communication may be deemed impossible or unduly difficult.

Article 14

The information requirements in Article 14(1) and (2) are very wide-ranging and will entail a
disproportionately heavy administrative burden for the controller, without this being matched by
benefits for the data subject. For instance, the requirement will mean that an internet user would be
shown an approximately 2 page long document with information on data collection in connection
with a website visit. This may mean that the information requirement is not of use in practice

because the text would be too long for most internet users to read.

The wording of Article 14 should be based on the premise that the information requirement is

limited to instances where there is a specific need.

Denmark does not share the Commission's view - as stated in the negotiations - that the current
problem is that not enough information is given to data subjects. The current draft - which goes
beyond the existing Directive - should thus be carefully reconsidered in view of technological
developments and the spread of the internet. The information requirements envisaged may, in some

instances, be left to more general information initiatives on controllers' websites etc.

Paragraph 2

Clarification is needed on when the provision of data is compulsory.

Paragraph 5
There is a need for more clarification on when the provision of information would involve

"a disproportionate effort", cf. point (b).
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Article 15

Paragraph 1

The proposal that the data subject shall have the right to request access to data "at any time" will
entail a disproportionately heavy administrative burden for the controller. Please see the comments

made above on Article 12(4).

By way of restriction, a provision could be added to the effect that a data subject who has been
given data access is not entitled to receive any further communication in the 6 months thereafter
unless a specific interest can be demonstrated; see the wording "at reasonable intervals" in

Article 12 of the existing Directive.

The data subject's obligation to provide data in paragraph 1 is very extensive and will be costly to

administer in terms of resources. Point (h) of the provision in particular seems excessive and should

be deleted.

Paragraph 2
The relationship between Article 14 and Article 15(2) needs to be clarified.

It is inappropriate that the controller is required to reply in an electronic format, as it is not always
possible to send the information via a secure connection. This may be a problem in relation to

sensitive data. This part of the provision should therefore be removed.

Article 16

The provision needs to be clarified. For instance, consideration needs to be given to instances where
data is "incomplete", and who should determine this. The right, for instance, to obtain completion of
data will otherwise entail difficulties in practice as, in some instances, determining where data is

incomplete may be a matter of subjective opinion.

It should be considered whether the words "as appropriate" should be included in the provision in
line with Article 12(b) of the current Directive, as Denmark does not believe there should be an
unconditional right to rectification. Furthermore, consideration should be given to the possibility of

creating a derogation on the processing of data for statistical purposes etc.
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Article 17
In its current form the article will result in a disproportionately heavy administrative burden for the

controller. The scope of the provision should therefore in Denmark's view be restricted.

There is a problem with the fact that an unconditional right exists to request individual erasure from
a controller, irrespective of whether there are automated, economically and administratively
appropriate erasure methods. In certain sectors where large volumes of personal data are handled,
automated erasure methods are normally used. The possibility of individual erasure should

accordingly be restricted in certain cases.

Paragraph 1
Paragraph 1 gives the provision too broad a scope. The provision must be restricted to cover only

such data as was given when the subject was a child.

Denmark believes that it is crucial that the right to erasure does not include data appearing in the

register with a national identification number or similar.

Point (c)
We feel that the term "objects" assumes that the erasure must be made at the moment when the
person concerns objects. However, the erasure should take place only when the individual is

justified in objecting under Article 19.

Point (d)

The provision is worded too vaguely.

Paragraph 2

The reference to "all reasonable steps" is too general. Furthermore, the last sentence should be made
more specific to make the scope of the provision clearer. The third party who is to be informed may
thus in some cases itself be a controller (cf. Article 4(5)). This may result in confusion as regards
the division of responsibility. Moreover the sentence means that the "original" controller is charged
with the reponsibility for another controller's publications. It is not clear what consequences this

will entail under media law, and this section of the provision should be dropped.
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Paragraph 3
The term "without delay" should be clarified in the light of Article 12(2). The relationship between

paragraph 1 and paragraph 3 also needs to be made clear.

Point (b)

The provision is not in line with Article 81(1), points (a) and (b) of which name various health
considerations and of which only point (b) appears to be reflected in Article 17(3). The
considerations referred to in Article 81(1)(a) should also be included in this provision. There should
not for example be any requirement to carry out an erasure of data in a doctor's file regarding any
individual, solely because the data subject so requests, and where there is no question of public
interest in the public health field. There should thus also be an option to refuse erasure if a
professional medical evaluation concludes that the data should be kept despite the data subject's
objection. This may for example be the case with regard to data on allergies, mental state and other

conditions which following professional medical evaluation ought not to be erased.

Paragraph 4

Point (c)

As this point is currently worded the provision obliges the controller to carry out unlawful
processing. This is not appropriate. The right of the data subject to rectification should be

counterbalanced by the controller's right to erase where processing is unlawful.

Paragraph 7
This paragraph does not belong in this Article, as the paragraph concerns the controller's

obligations, not the data subject's right to erasure.

Paragraph 8

The provision is in Denmark's view superfluous and can be deleted.

The provision should make clear that documentation recording the fact that the case has actually

been handled must not be erased.
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Article 18

It needs to be considered whether the right to data portability is really a right to data protection, in
that the provision also concerns competition law, copyright and consumer law. The right to data
portability may in certain situations possibly result in a competition-distorting situation for an
entrepreneur who is a controller. This applies for example in cases where a customer changes
insurance company and in that context, in application of Article 18, receives a copy of all the data

which subsequently is handed over to the new company.

The provision states that the format must be an "electronic and structured format which is
commonly used and allows for further use by the data subject". This wording implies a heavy

administrative burden for the controller. The provision ought to be extensively revised or deleted.

Article 19

The wording of Article 19, is not appropriate in conjunction with recital 56, because it creates
uncertainty regarding the extent to which the controller administering legislation of significance to
citizens may process data in accordance with the national legislation in force, or whether citizens
may object under Article 19 with the consequence that the controller may no longer process the

data. The scope of Article 19 therefore needs to be defined more precisely.

Paragraph 1

It is not clear how the reference in paragraph 1 to Article 6(1)(d) is to be understood. Processing
based on that provision is lawful because it is "necessary in order to protect the vital interests of the
data subject". In these cases the data subject can indeed object (cf. Article 19(1)), unless the
controller "demonstrates compelling legitimate grounds for the processing which override the

interests or fundamental rights and freedoms of the data subject.".

The point of the reversed burden of proof in paragraph 1 needs to be given further consideration. It
may be a disproportionately heavy burden for a controller if in every case he must prove the

necessity of the processing.

The right to object should be limited to a certain extent, for example with regard to processing for

historic, scientific or statistical purposes.
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The wording in paragraph 1 on "their particular situation" is not sufficiently clear. If the purpose of
this phrase is to restrict the right to object, it needs to be reconsidered. It needs to be determined

nn

who must prove that a matter concerns "their particular situation"".

Paragraph 2
It should be considered whether paragraph 2 belongs in this article, insofar as it is very concrete

compared with the otherwise broad scope of the provision.

The reference to the fact that the right to object is free of charge results in a lack of clarity and is

unnecessary in view of the general provision on this in Article 12(4).

Paragraph 3
"use or otherwise process" should be replaced by "process", as this wording contains both the

meanings in the regulation.

Article 20
Paragraph 1
The list of points referred to in paragraph 1 is not appropriate and the provision becomes too broad

if the list is not exhaustive.

It should be clarified who is to evaluate whether or not a measure produces legal effects for a data

subject or significantly affects the person concerned and is therefore unlawful.

Paragraph 3

The wording should be changed. As far as we can see it will be possible to use data as referred to in
Article 9 for profiling, provided the profiling is not solely based on such data. It needs to be
considered whether it is necessary to distinguish between different types of lawfully processed data.
The focus of the provision should accordingly be on the possibility of profiling and not what data —

lawfully processed data — can or cannot be included in the profiling.
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Paragraph 4

The provision concerns the controller's duty to inform the data subject and accordingly belongs in
Article 14. However, it should be considered whether the provision ought to be left out, since it
imposes a disproportionate administrative burden on the controller (cf. similar comment regarding

Article 15).

Article 21
Paragraph 1

Reference in paragraph 1 to "Union law" is unnecessary, since this already follows from the Treaty.

As in the relevant directive, "national security" and "defence" should be inserted. Similarly, there

should be the possibility of a derogation for historical, scientific or statistical purposes.

Paragraph 2

The provision should be deleted, or at any rate clarified.

Article 22
This provision should be reconsidered. It is not proportionate that a sanction may be imposed on a
controller for non-compliance with the provision (see Article 79(6)(e)). The provision in its present

wording is insufficiently clear with regard to the imposition of sanctions.

Paragraphs 1 and 2
The provisions impose a heavy administrative burden on the controller without this resulting in any
benefit for the data subject. Derogations should therefore be introduced at least with regard to

paragraphs 1 and 2.

It is extremely inappropriate for the Commission to lay down the appropriate measures which the

controller is to adopt rules for and implement (cf. paragraphs 1 and 4).

Paragraph 3
It is not clear what the purpose of this provision is. It does not immediately appear to offer any
benefit, either for the data subject or for the controller. Paragraph 2 of the provision is especially

obscure and should be deleted.
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Article 23
The immediate Danish view of the proposal is positive. However, it is important to ensure that the
provision does not impose too many administrative burdens on the controller which do not

contribute any clear added value.

Article 24

The provision needs to be clarified. It is not sufficiently clear from the basis given what its purpose
is. The current wording raises too many unanswered questions, which may result in an uncertain
legal position. For example whether the provision is optional, what the responsibility is which can
or must be divided between the controllers, what the scope of the provision is and whether the
arrangement should be in writing. It is necessary to ensure that joint controllers are not exempt from
responsibility so that the data subject has no possibility of exercising his/her rights as they arise

from the Regulation.

Article 25
It is hard to see how the provision is intended to be implemented in practice. For this reason, in its
current form the provision will be entirely without real significance. It should therefore be

reconsidered.

Paragraph 1(b)
The number of employees is not the most relevant criterion. Criteria which should be taken into
account are e.g. how large a volume of personal data can be processed, the sensitivity of the data

etc.

Article 26
Paragraph 1
It should be specified that the provision does not imply that the processor is responsible for

compliance with the provisions of the Regulation.

Paragraph 2
From the Danish translation it appears that the processing is to be undertaken in relation to an "other
legally binding act between the processor and the controller". This is not directly in accord with the

English version, which says "other legal act binding the processor to the controller".
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Paragraph 4

The provision is not directly in agreement with paragraph 2(a). The processor can only act in
accordance with instructions. As long as the processor has no legal basis for processing, the person
concerned cannot be considered the controller within the meaning of the Regulation. The controller
and processor cannot in that situation be joint controllers. The reference to Article 24 is

accordingly inappropriate and should be deleted.
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GERMANY

In its Communication of 5 September 2012 the Presidency invited the Member States to send in, by
20 September 2012, proposals for amendments or comments (other than those made during the
DAPIX meetings) on Chapter III and Articles 22 to 27 of Chapter IV of the Commission’s Proposal

for a General Data Protection Regulation.

A. Preliminary remark

Germany would like to thank the Presidency for this opportunity to comment on the Proposal for a
Regulation. As set out in the preliminary remark to the comments submitted on 9 May 2012,
Germany would like to raise general questions in regard to the legislative act which require further
in-depth discussion. Like other Member States and against the backdrop of previous discussions in
DAPIX meetings, Germany is still in favour of drawing as clear as distinction as possible between
data processing in the public and the private sector; drawing a greater distinction between less risky
and risky data processing; and also striking an appropriate balance between the data subject’s
interests in protection and the involved administrative burden. The proposals made in the following
should be regarded as only provisional and non-exhaustive contributions to further deliberations on
the legislative act. Germany reserves the right to submit further comments, including on
fundamental issues which cut across various articles. Editorial notes and comments on the German
version of the legislative act will be submitted at a later date. Comments on the recitals will be
submitted separately. Other comments Germany submitted in the context of DAPIX meetings will,

as a precautionary measure, also be included in the following, some for the second time.

B. Comments in respect of Articles 11 to 27

L.
The general scrutiny reservations and reservations against individual rules which were submitted to

DAPIX and in Germany’s comments in respect of Articles 1 to 10 still stand.

1L
Contrary to its title, Chapter III not only contains rights of the data subject, but also duties of the
controller (see, e.g., Articles 11, 12 and 13). The title and structure of the chapter should also be re-
examined with an eye to Chapter IV.
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1. Article 11

Article 11 on transparency should be set out in clearer terms. Like a number of other Member States

in DAPIX, Germany is concerned about the administrative costs that may possibly be associated

with the very general wording (“policies”) of Article 11 and the lack of risk-based differentiation.

Germany would have liked the Commission to submit a sound calculation of the bureaucratic costs.

It should be examined whether exceptions could be allowed for certain areas, which would then
need to be clearly defined. In Germany’s opinion, the duties imposed on the controller, including

those set out in Article 12, need to be discussed in those cases in which the controller is a natural

person, for example in the cases referred to in Article 2(2)(d) or in the health sector with regard to

electronic patient files.

— Paragraph 1 contains no recognizable added value compared to paragraph 2 and Article 12, and

could thus be deleted.

— Paragraph 2 should be combined with the obligations of the controller in regard to exercising

the rights of the data subject set out in Article 12. It should be made clear when the “provision”

of information and communications is linked to an obligation on the part of the controller and

when it is linked to an obligation of the data subject.

— Like several other Member States in DAPIX, Germany supports the provision of information

“in an intelligible form, using clear and plain language adapted to the age of the data subject”.

2. Article 12

— Paragraph 1, second sentence, should be deleted. The term “facilitating” is vague and the

required level of facilitation likely to give rise to disputes.

— Paragraph 1, third sentence, should be restricted to those cases in which the controller

communicates electronically. The automated processing of personal data (e.g. on a PC) does

not guarantee that communication is via electronic means (e.g. using an email address).

— Paragraph 2, first sentence, of the German version is unclear in several respects and should be

worded to the effect that the controller must immediately fulfil his duties and the rights of the

data subject in accordance with Chapter III, i.e. without culpable delay.

— Paragraph 2, second sentence, should follow on from the first sentence (“In doing so ...””) and

list cases which — depending on the means available to the controller — may justify prolonging

the period, for example under certain circumstances the accumulation of applications with

small and medium-sized enterprises or in regard to complex matters.
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— Paragraph 2, third sentence, should be worded such that the controller must inform the data

subject in writing upon request that he has met his obligations under the first sentence.

— Paragraph 2, fourth sentence, should specify that the information should be provided
electronically if the data subject so wishes and the electronic transmission of personal data
complies with the required level of protection, including reliable verification of the recipient’s
identity (cf. Recital 52).

— In paragraph 4, first sentence, the obligations the controller fulfils free of charge and the rights
of the data subject in Chapter III should result from a reference to the specific articles or to the
chapter, not from a reference to Article 12(1). As regards information provided in accordance
with Article 15, which the data subject may use vis-a-vis third parties for economic purposes, it
should be added that information should be provided in writing free of charge once per
calendar year and that a reasonable, non-prohibitive fee may be charged for supplying further
information. A fee may not be charged if it is suspected that the data are inaccurate or
unreliable or the information proves that to be the case. The data subject must have the

opportunity personally to obtain information free of charge.

— In the case of manifestly excessive applications in accordance with paragraph 4, second
sentence, it should merely be provided — by deleting the words “charge a fee for providing the
information or” — that the action applied for may be omitted. A rule on fees appears
inappropriate and, especially in relations between non-public bodies, very much open to
dispute. As regards the “accumulation” of applications, it should be clarified that reference is
being made to applications by one person. A wealth of applications must not of itself be
manifestly excessive, rather this may merely be a consequence of the size of the enterprise or

the extent of the data processing.

— According to German interpretation of the law, the burden of proof rule in paragraph 4, third
sentence, can be deleted. In principle, each party must provide evidence of those circumstances
which are the most favourable to them, thus in the present case the controller will be
responsible for proving the manifestly excessive nature of an application as a result of which he

will not undertake the action applied for.

— The authorization given to the Commission in paragraph 5 should be deleted. By including a
provision governing when a right of the data subject is manifestly excessively exercised, the
Commission would be interfering significantly with the rights of the data subject. In addition,
this is a narrowly defined subject matter, as a result of which a rule could be included in the

Regulation and the issue then left to supervisory and judicial practice.
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— The authorization given to the Commission in paragraph 6 should be deleted, since it
anticipates ongoing consultations on the Draft Regulation on electronic identification and
trusted services for electronic transactions in the internal market. The laying down of standard
forms and specifying of standard procedures for electronic communication interferes very
extensively with technical standardization, including in the public sector (Germany has, e.g.,
introduced “De-Mail”, an especially secure e-mail system for correspondence with public
authorities). Measures which also benefit small and medium-sized enterprises should be

included directly in the Regulation and not left to a future, unspecified rule.

3. Article 13

— Germany in principle welcomes the inclusion of an ex-post reporting obligation vis-a-vis the

data recipient.

— Article 13 contains no rights in relation to recipients. The heading should be amended to read

“Notification obligation following rectification and erasure”.

— It should be clarified that the notification obligation does not apply to disclosure within the

controller.

— The notification obligation should — subject to further discussions — also encompass notification
regarding objections in accordance with Article 19(3) if the objection means that further

processing is no longer permissible.

— The notification obligation should, in addition, only apply where the data subject’s interests
warranting protection do not pose an obstacle thereto, that is not if the recipient would for the
first time learn negative information about the data subject in which he has no justified interest.

Relevant examples should be explained in a recital.

4. Article 14

Like other Member States in DAPIX, Germany is of the opinion that Article 14 requires the

communication of too much information.
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The article lacks any risk-based differentiation. It always takes the need to provide the information
as its basis — and is thus less flexible than Articles 10 and 11 of Directive 95/46/EC. This does not
do justice to reality, as the cases raised in DAPIX — the “corner baker’s shop” and reserving a table
in a restaurant by telephone — have shown. It should be examined how exceptions can be defined
when the active information obligation in Article 14 does not apply. Such an exception could not
only avoid administrative costs for small businesses in particular. The primary objective of
supplying the information should be to enable users to assess the consequences of the data

processing.

It should be made clearer that providing the information to the data subject in accordance with
Article 14 is an obligation which the controller has to perform. Nevertheless, Article 14 should
distinguish between the provision of basic information which enables an assessment of the data
processing, for example as in Articles 10 and 11 of Directive 95/46/EC the provision of information
in accordance with paragraph 1(a) and (b) and the provision of more extensive data protection
information. Basic information should be made available directly to the data subject in an
appropriate manner, for example in a pop-up window, on the telephone or on a postcard; when it
comes to more extensive data protection information, it should be possible to refer the data subject
to an easily accessible site, for example via a link or by naming a website. This takes account of the
various situations in which data are processed and practical circumstances, for instance in the case
of CCTV surveillance or direct sales calls, an order form or the size of the screen on a mobile
phone. Account should be taken of the fact that the information referred to in Article 14 will
generally only be standardized, non-individualized information, as otherwise the effort involved and

complexity would be greatly increased.

— Paragraph (1)(a): The words “and of the data protection officer” should be deleted. This
information already needs to be published in accordance with Article 35(9). It should also be
examined whether it is in fact necessary to supply the identity of the controller or whether it

would be sufficient to supply contact details.

— In paragraph 1(b), the obligation to supply information regarding contract terms and general
conditions should be deleted, at any rate to the extent that these are not relevant to data
protection and their inclusion is subject to other (civil-law) requirements. Further, this
information is generally so long that various forms and channels of information would be ruled
out, or it would become so long that data subjects would longer take any notice of it or would
regard it purely as a formality. The need to specify the “legitimate interests pursued” should be
deleted, since it does not provide any practical added value over and above the purpose of the

processing and makes the information unnecessarily long.
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— A number of Member States in DAPIX advocated adding the words “where known” in

paragraph 1(c). Germany agrees.

— In paragraph 1(d) the word “or” (in the English version) and “beziehungsweise” (in the German
version) should be replaced by “and” (“und”), since it incorrectly suggests that the right to

object to the processing is an alternative to the data subject’s other rights.

— The reference in accordance with paragraph 1(e) to the “right to lodge a complaint to the
supervisory authority” should be worded such that the data subject may contact any supervisory
authority in accordance with Article 73(1). The reference to the contact details of the relevant

supervisory authority should be deleted.

— The following should be added to paragraph 1(f): “where, under the circumstances of the

individual case, the data subject does not expect the data to be transmitted to these persons”.

— In paragraph 1(g) it should be clarified editorially that reference is being made to the transferral
of data to a recipient in a third country. The phrase “on the level of data protection afforded by
that third country” needs to be further examined. It cannot be guaranteed that a controller will

always be able to provide that information.

— Paragraph (1)(h) should be deleted. The provision is too vague for a directly applicable
Regulation.

— In paragraph 2 — comparable to Article 10(c) of Directive 95/46/EC — information should only
be provided regarding the consequences of refusing to supply data if this is necessary under the
circumstances of the individual case or if the data subject has requested it. In private-law
relationships this information is essential because the consequences are generally self-evident,

for instance a contract is not brought about or a delivery is not possible.

— The information should be provided in accordance with paragraph 4(b) “at the time when the
personal data are collected or immediately after they are collected”. The information should be
restricted to processing for the first time. Otherwise, a credit agency, for example, would have
to inform the data subject anew following each registration and each time it supplies
information. As regards the term “recipient”, it should be made clear that recipients within the

competent body are not included (cf. our comment in respect of Article 4).

— In paragraph 5(a) it should be made clear that the rule already applies to each piece of

information and not only when the data subject obtains all the information.

14147/3/12 REV 3 GS/mp 48
DG D 2B LIMITE EN



In paragraph 5(b) to (d) the phrase “the data are not collected from the data subject and” should

be deleted. The exceptions also apply when the data are collected from the data subject.

It should be made clear that paragraph 5(b) applies when it proves impossible to identify the

data subject on account of their using a pseudonym.

In line with Article 13 of Directive 95/46/EC, paragraph 5(d) should not be limited to Article
21(1)(f) (the rights and freedoms of others), since public safety can also pose an obstacle in the
public sector in particular.

The notification obligation should be ruled out in a new paragraph 5(e) if the data must remain
confidential in accordance with a legal provision or their nature, especially on account of the

overriding justified interests of a third party.
Paragraph 6 is too vague for a directly applicable Regulation.

Germany enters a reservation against paragraphs 7 and 8. The authorization given to the
Commission is very extensive, for example with a view to framing paragraph 1(h) for various
areas and processing situations, as well as, vice versa, in view of the exceptions set out in
paragraph 5. The authorization given to the Commission in paragraph 8 should be deleted,
since it anticipates ongoing consultations on the Draft Regulation on electronic identification
and trusted services for electronic transactions in the internal market. Germany’s comments in

respect of Article 12(6) apply analogously here.

5. Article 15

It should be possible, in accordance with paragraph 1, to demand the right to information “at
any time”, but “subject to Article 12(4), second sentence,...”. A rule should be included on the
data subject’s involvement in facilitating provision of the information, for example by citing a

contractual relationship or contact with the public body.

The words “to be” in the English version (“miissen” in the German version) should be deleted
in paragraph 1(c).

The words “where known” should be added in paragraph 1(d). It is possible that the controller
will not or not yet be able to specify precisely how long the data will be stored at the time when
the information is provided.
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— The information supplied in accordance with paragraph 1(f) on “the right to lodge a complaint
to the supervisory authority” should be worded such that the data subject can contact any
supervisory authority in accordance with Article 73(1). The reference to the contact details of

the relevant supervisory authority should be deleted.

— Paragraph (1)(g): It should be clarified that the source of the data does not need to be supplied

if the data were collected from the data subject.

— Paragraph 1(h): The phrase “significance and envisaged consequences of such processing” is
vague. Information should be provided on the “logic of the processing” or rather on the
“organization, structure and procedure for data processing” in accordance with Directive
95/46/EC and Recital 51. The phrase “at least in the case of measures referred to in Article 20”

should read “at least in the cases referred to in Article 20” so that is also covers profiling.

— A separate right of access to information should be established in regard to credit scores on
willingness and ability to pay. It should in essence be framed as follows: The user of the credit
score, for example a bank, should provide comprehensible, generally understandable
information on a case-by-case basis about credit scores generated over the past six months, the
types of data used in their calculation, and the formation and significance of the credit score. If
the credit score or one of its elements was calculated by a third party, that third party must
supply the relevant information. If the third party calculated the overall credit score, reference
may be made to the third party when providing information. In addition, a comparable own
right of access to information should exist vis-a-vis the third party covering the transmitted
credit scores and recipients over the past 12 months, the most recently calculated credit score,

the types of data used, and the formation and significance of the credit score.

— In accordance with Recital 51, it should be added whether and in which cases the source of the
data referred to in point (g) and the recipients referred to in point (c¢) will possibly not have to
be provided with information in the business sector if, in the individual case, the interest in
keeping business and trade secrets outweighs the data subject’s interest in the information. It
should — subject to a separate section referring to public bodies — be added that an obligation to

provide information does not arise where
e in the public and private sector:

— the data are stored only on the basis of statutory retention periods and the information

would involve a disproportionate effort,
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— the data or the fact of their recording must be kept secret by law or due to the nature of
the data, in particular due to the overriding legal interests of a third party, for example

lawyers on account of professional secrecy in regard to a client.
e in the private sector:

— the competent public body has notified the controller that the disclosure of the data
threatens public safety or order or would otherwise be detrimental to the Member

State’s interests.

— the information would pose a significant threat to the controller’s business purpose,

unless the interest in the disclosure outweighs the threat.

— the processing is necessary for scientific research purposes and providing the

information would involve a disproportionate effort,

— the data are drawn from generally accessible sources and providing information would

involve a disproportionate effort because it affects a large number of cases,
e in the public sector:

— the disclosure of the data poses a threat to public safety or order, or would otherwise be

detrimental to the Member State’s interests,

— the information would jeopardize the proper fulfilment of the tasks falling within the

competence of the controller, unless the interest in disclosure outweighs the threat.

It should be added in regard to the public sector that the refusal to communicate the information
does not need to be justified if that would pose a threat to the objective pursued by it. In such
cases it should be pointed out to data subjects that they have the option of contacting the
supervisory authority. The supervisory authority must supply the information at the data
subject’s request, unless it is established, in the individual case, that this would pose a threat to
the Member State’s security. The supervisory authority’s communication to the data subject
may not allow any conclusions to be drawn about what the controller knows, unless he agrees

to further communication.

— Paragraph 2 should be deleted. The first sentence does not have any added value over
paragraph 1(g). The provision in the second sentence has already been generally established in

Article 12(2), fourth sentence. The above comments apply analogously here.
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— Paragraph 3 should be deleted. The authorization only refers to details of the information
provided in accordance with paragraph 1(g). A rule governing this delimited content should
already be included in the Regulation.

— The authorization given to the Commission in paragraph 4 should be deleted, since it
anticipates ongoing consultations on the Draft Regulation on electronic identification and
trusted services for electronic transactions in the internal market. The specification of standard
forms and procedures for verifying the identity of the data subject interferes very extensively
with technical standardization in the public sector too (e.g. Germany has established an
identification procedure based on its new electronic ID card). The issue of sector-specific rules
is also still part of discussions in the aforementioned consultations. Germany’s comments in
respect of Article 12(2), fourth sentence, on information provided electronically apply

analogously.

6. Article 16

In view of Article 5(d), the first sentence should not be dependent on a request from the data subject
and should read:

“Personal data shall be rectified if they are inaccurate.”
It should be added that contested data whose accuracy or inaccuracy cannot be established must be
blocked. It should also be added that the right to rectification must be replaced by the right of reply
if the personal data are processed on a commercial basis, are from generally accessible sources and
are stored for documentation purposes, for example press evaluation databases which would
themselves become inaccurate following rectification. The data may be transferred only together
with the reply. Data referred to in Article 9 should, however, also be rectified in such cases.
The second sentence requires further discussion. The content of the right to obtain completion in
addition to the right to obtain rectification remains unclear, for instance in the public sector in the

case of processing based on a statutory provision.

7. Article 17

The obligations of erasure are among the central elements of this Proposal for a Regulation.
Germany supports the objective of strengthening rights to erasure. This in particular applies to

content data subjects themselves post on the internet.
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Like a number of other Member States in DAPIX, Germany also feels that further discussions are
still needed on to what extent a “right to be forgotten” should be introduced as a legal principle. In
particular, the question arises of which legal and practical consequences will arise as a result of
using the term “to be forgotten” in the heading. According to the Commission’s submissions to
DAPIX, the rule is to cover only limited cases, primarily social networks. The text of the provision
should make it clear which obligations are to apply generally and which only to specific areas.
Especially with regard to applications on the internet it is already sometimes unclear who is
regarded, in the Draft Regulation, as the controller and thus the addressee of the rule, for example
when publishing data in a social network: (only) the person publishing the data or (also) the
operator of the portal or, in the case of posts on a third-party site, possibly also the person posting
the data? Without a clear definition of the addressee of the duties of erasure there is a risk that the
key provision in Article 17 in particular will come to nothing vis-a-vis market participants, who are
the focus here.

Further, it is not clear to what “reasonable steps, including technical measures” refers. What about
cross-references, copies and replicas produced using the information? What happens when the
original controller no longer exists or cannot be identified or contacted? Doubts exist overall
regarding practicability, especially in the case of data from public sources or where the first
publisher is not known. It is also unclear to what extent the rule is to be applied to non-internet
publications.

As a number of Member States in DAPIX have emphasized, the system applied to Article 17 is
unclear: Paragraph 1 contains a subjective right of the data subject to erasure, for instance in point
(a) if the personal data are no longer necessary in relation to the purpose for which they were
processed. However, there is no corresponding general obligation of erasure for the controller. By
contrast, paragraph 3 contains a general obligation to erase personal data even if they are necessary
for the purpose of the processing, unless one of points (a) to (d) applies. The relationship to the

general principles of processing in Articles 5 and 7 remains unclear.

In the Federal Government’s opinion, Article 17(1) and (3) of the Proposal for a Regulation should,
as a result, be replaced by a general obligation of erasure on the part of the controller without the
need for a request from the data subject if the storage of the personal data is not permissible or
knowledge of the data is no longer necessary in relation to the purpose of the storage. This should
also be reflected in the heading. It should be ensured that the content of the exceptions currently
included in Article 17(3)(a) to (d) is retained.
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Paragraphs 1 and 3

Paragraph 1 provides for a right to obtain erasure and abstention from further dissemination. It
is still unclear what such abstention from further dissemination following or in addition to
erasure comprises and why the abstention only refers to the processing and not to further

processing.

Germany supports efforts to increase the level of protection afforded to children. However, the
reference “especially” to data published while someone was a child is unsystematic. If the right
to obtain erasure and abstention from dissemination applies without restrictions, it cannot
systematically apply “especially” to data published while someone was a child. Linguistically
this leads to a gradual devaluation of the right to obtain erasure in other cases and the right
should therefore be deleted and included elsewhere, for example in connection with

publication, in the context of the weighing of interests in Article 19 or in a separate paragraph.

Point (b), second alternative, indirectly provides that consent can be given for a fixed period.
This rule should be included in Article 7. The chosen wording (“when the storage period
consented to has expired”) only inadequately conveys the possibility of imposing a time-limit.
The effect of the revocation is ex nunc and may not have any effect ex tunc on account of the

erasure of the personal data. This would conflict with Article 7(3), second sentence.

The wording of point (c) is misleading because a right to obtain erasure is not attendant to the
raising of an objection in accordance with Article 19, but only where its material conditions
lead to the data processing being ruled out. In addition, the possibility of blocking rather than
erasing the data should not be ruled out. The aim, for example of an objection to direct
marketing, is to stop the further processing of (address) data. To guarantee this, it should not be
possible to erase the data, rather it must be possible to block them in regard to advertising

purposes (cf. comments in respect of Article 19(3)).

Point (d) (incompatibility for other reasons) is too broad. If, turning the argument in (a) and (c)
on its head, the personal data are necessary for the purpose of the processing, an authorization
or another legal basis exists and the data subject has not objected, other reasons, for instance a

breach of formal duties, cannot categorically provide the grounds for a right to erasure.
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Paragraphs 4 to 6

— The concept of “blocking” should be established in the Regulation. “Blocking” should be
defined in Article 4 as, for instance, “the marking of stored personal data so as to restrict their
further processing”. Where the conditions for blocking are met, the controller should be under
an obligation to block the data, which is not the case in the German version (“kann” = “may”).

It is unclear how previously published data are to be restricted or blocked.

— Account should be taken in point (a) of the fact that it may not be possible to establish the

accuracy or inaccuracy of the data.

— In point (b), the data should be blocked if they are no longer necessary for the purpose of the
storage but statutory, statute-based or contractual retention periods pose an obstacle to the
erasure. This would mean that data would be stored and “kept in reserve” for purely evidential
purposes over and above that with a view to possible future legal disputes, and this should not

be possible.

— Point (c) appears to be a rare special case. The rule should, rather, provide for a general duty of
blocking if there is reason to assume that the erasure would be detrimental to the interests of the

data subject warranting protection.

— Point (d) does not always represent a case of blocking. Users do not always wish to switch
completely to another service. If the switch leads to blocking, this would create a new obstacle
to switching where a user first wishes to test a new service or wishes to use two services at the

same time.

— A new rule should be introduced to the effect that the data are blocked if erasure is not possible
on account of the special nature of the storage (e.g. WORM systems, paper files) or erasure

would involve disproportionate effort.

— The processing of blocked data should only be permissible in accordance with paragraph 5
without the consent of the data subject if it is essential for scientific purposes, to remove an
existing difficulty in discharging a burden of proof, or for other reasons based on the overriding
interests of the controller or of a third party and if it were permissible to process the data to that
end if they were not blocked. At least those conditions should be met which would have been

imposed on the processing if the data had not been blocked.

— Paragraph 6 presupposes that reversal of the blocking is in principle possible. This should be
made clear in the Regulation, and permissible cases should be listed, for instance if, after it

being unclear whether the data were accurate, proof is provided of their accuracy.
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Paragraphs 7 to 9

— Germany supports paragraph 7, although it is a cross-cutting rule which, like Article 5 of
Framework Decision 2008/977/JHA in regard to public bodies, should be framed as a separate

article.

— Paragraph 8 should be deleted. After erasure, the data are no longer available for processing in
other ways, which is why the rule appears superfluous. Clarification could, possibly, also be
provided in a recital. A definition of erasure should be included in Article 4 on account of the
fact that the Regulation is directly applicable law, for example “obliteration of stored personal
data”.

— Germany enters a reservation against paragraph 9. The authorization given to the Commission
is very broad and also ambiguously worded. Rules in respect of the duty of erasure or
restriction of the processing have a direct impact on the possibilities for lawful data processing.
A rule should be established in the Regulation or left to the Member States to establish.

8. Article 18

Like a number of other Member States in DAPIX, Germany also feels that further discussion of the
scope and implementability of Article 18 is very necessary. The question that arises is whether the
right to data portability is a data protection issue or whether it is not rather a competition or
copyright issue. This provision concerns a very specific rule which is justified, for example in the
case of social networks, cloud and email services, but which does not seem appropriate when
framed as a general rule, for instance also with a view to applicability in the public sector, the health
sector, in research or in the case of private individuals. In the public sector, high-ranking public
interests can pose an obstacle to a copy of the processed data being made. In the business sector, the
provision could give rise to problems, for example where data subjects switch to a competing
(online) trader and take their purchasing history with them, or they take their customer data to a
competing bank so that protected company positions or business and trade secrets have to be
disclosed when a copy of the data record is handed over. Particularly in the case of online trading
the rule could even create new threats to data protection if companies were to create incentives for
new customers to make their purchasing history from other business dealings available to them. The
personal data of other people (e.g. the recipient of a bank transfer or email, supplier of goods,
Facebook friends) will likely frequently be affected too. Additional data protection risks arise where
the provider to which the data subject transfers the personal data of other persons is subject to
lower-level data protection provisions or requirements, for example in a third country. Additional
data protection risks can also arise on account of the fact that the controller, in order to comply with
Article 18, has to draw together decentrally processed data. Implementation of the provision would

be technically demanding and carries the risk of significant new administrative burdens.
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— It is unclear what is meant by “processed by electronic means” in paragraph 1 as distinct from

“processed by automated means”.

The term “structured and commonly used format™ is unclear. It is not discernible why a “right”
of the data subject is to be made dependent on a purely technical format. It is unclear who will
determine when a format is “commonly used”. A format which is “commonly used” in one
particular area may not be commonly used in other areas or states. In the health sector, for
instance, commonly used formats are often not suited to further processing by the data subject
and they cannot always be restructured. The criterion “structured” is also unclear. The data and

not the format would probably be better suited as the point of reference here.

The stipulation that the data subject may require the data in a “format ... which allows for
further use” is unclear. The controllers cannot identify which format the data subject will be
able to further use. It also remains unclear what “further use” means, for instance whether it
calls for automated processing or whether the possibility of making a hard copy and further use
in that form is sufficient. Further processing is generally dependent on indeterminate factors
and requirements made by other bodies. Therefore, an objective standard should be set here, for

example by focusing on a “format which generally permits further use by electronic means”.

— With a eye to the object of protection, it does not appear to be consistent in paragraph 2 to only
grant such a right where the processing is based on consent or on a contract and the data subject
has made the data available. What does that mean, for example, for social networks, cloud or
email services where the user of a service supplies the service provider with personal data
which (also) affect other people (friends, customers, recipients)? Further, the term “withdrawn”
should be dropped because it is, firstly, unclear and, secondly, transmission should also be
possible where the data subject wishes to use both the old and the new service, i.e. does not in

fact wish to withdraw the data.

It is unclear what the legal consequences are, for example, if the controller is authorized on
account of statutory permission to process the personal data even after the right in accordance
with paragraph 2 has been asserted. The exercising of the right in accordance with paragraph 2
in conjunction with Article 17(4)(d) and (5) should not make it impossible for the controller to

further perform the contract.

It is unclear to what “any other information provided by the data subject” refers. If the phrase
aims also to cover non-personal data, doubts would arise as to the scope of Article 16 of the
TFEU.
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It is unclear to what extent the recipient system’s controller is obliged to cooperate in the
transmission of the data and to what extent the original system’s controller “hinders” the
withdrawal of the data if he merely does not cooperate in the transmission, for example does

not provide an export function.

— Germany enters a reservation against paragraph 3. The content of the rule is an essential
element. The scope and implementation of the requirements set out in paragraphs 1 and 2
would not be defined more precisely for legal practitioners until the delegated acts were in
place. Such a rule should as far as possible be set out in the Regulation itself. It would also
affect technical standards and procedures concerning existing formats and infrastructures in the
Member States. Were the Commission able to lay down in which format a controller had to
hold the personal data, this would constitute interference with business operations and would

affect fundamental rights.

9. Article 19

Germany welcomes the inclusion of a rule on the right to object, but enters a scrutiny reservation
against the wording of the rule. Article 19 differs in several respects to Article 14 of Directive
95/46/EC:

— The wording of the consideration in paragraph 1 differs from the wording of the consideration
in Article 6(1)(f), unlike Article 14(1) compared to Article 7(f) of Directive 95/46/EC.
Previously, a data subject needed to assert “overriding legitimate grounds relating to their
particular situation” in order to stop lawful data processing by means of an objection. In future,
“grounds relating to their particular situation” will suffice, whilst the processing body now has

to provide overriding, compelling legitimate grounds.

Care should be taken with regard to the right to object to distinguish between the public and the

private sector.

Instead of referring to “legitimate grounds for the processing”, the provision should — as in

Recitals 56 and 38 — refer to “legitimate interests in the processing”.

It is unclear which additional requirements “compelling” grounds give rise to and whether it is,
thus, not sufficient for the grounds for the processing to be overriding, unless they are also
“compelling”. Recital 56 does not make reference to this criterion. The word “compelling”
should therefore be deleted.

14147/3/12 REV 3 GS/mp 58
DG D 2B LIMITE EN



A right to object should not apply in the public and private sector if the obligation to process

the data results from a legal provision.

— Germany feels there is a need to clarify the relationship between Article 19(2) on the one hand
and Article 6(1)(f) and Article 6(4) on the other. It can be concluded from the right to object
that direct marketing without consent is possible on the basis of a weighing of interests. On the
other hand, Article 6(1)(f) no longer refers to the interests of third parties and Article 6(4) also
no longer refers to Article 6(1)(f) in regard to data processing which changes the original
purpose. This, therefore, also needs to be clarified in view of online advertising and Directive
2002/58/EC and Article 89 of the Proposal for a Regulation.

The fact that the right to object is to be free of charge in accordance with paragraph 2, first
sentence, also results from the horizontal rule in Article 12(4), first sentence, and the reference

can be deleted here. The second sentence can also be deleted in view of Article 11(2).

Where the second sentence demands, as a new requirement compared to Article 14 of Directive
95/46/EC, that information be provided concerning the right to object to direct marketing in a
form which is “clearly distinguishable from other information”, this will come up against
conceptual limits for reasons of space (e.g. postcards) and on account of other civil- and

consumer-law information which is to be dropped.

In contrast to Directive 95/46/EC, the Draft Regulation no longer contains a separate rule on
when information should be provided about an objection to direct marketing. Nevertheless,
Article 14(4)(b), which is relevant here, read in conjunction with paragraph 1(d) lacks the
additional possibility set out in Article 14(b) of Directive 95/46/EC “to be informed before
personal data are disclosed for the first time to third parties or used on their behalf for the

purposes of direct marketing”.

The German version of the related Recital 57 needs to be adapted, since it only refers to direct
marketing for non-commercial purposes (“um Direktwerbung fiir nichtkommerzielle Zwecke

zu betreiben”).

— In view of Article 17(1)(c) and paragraph 4(c), paragraph 3 is unclear, since that article already
provides for erasure or blocking.
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The wording of paragraph 3 is also misleading. Where data are collected in the fulfilment of a
contract and are also used for marketing purposes and if the data subject objects to this use, it
would not be in the interests of the person lodging the objection for it no longer to be possible
to process their data in the fulfilment of the contract. The only consequence of the objection
should be that processing is no longer possible for direct marketing purposes. Account should
also be taken of the fact that in order to be able to comply with the right to object to direct
marketing it must be possible to continue using the data of the person lodging the objection so
as to be able to filter them out of direct marketing address lists. Paragraph 3 thus needs to be

clarified accordingly.

10. Article 20

The Federal Government support the rule on profiling. Account must, however, be taken of two

aspects, namely:

e Firstly, whether and under what conditions a profile in the sense of the linking of data which
permits statements to be made about a data subject’s personality may be created and further

processed, and

e Under what conditions a purely automated measure based on that profile is permissible if the

measure is to the particular disadvantage of the data subject.

It appears expedient to include two different rules in this regard. Article 20, which takes the rule on
automated individual decisions in Article 15 of Directive 95/46/EC further, essentially only covers

the second aspect.

The Federal Government would in particular like to see a rule included on profiling in regard to
procedures for calculating the probability of specific behaviour, as provided for in section 28b of
the German Federal Data Protection Act (Bundesdatenschutzgesetz, BDSG), for instance. In
particular, that Act requires that a scientifically recognized mathematical/statistical procedure be

used which is demonstrably essential as regards the probability of the specific behaviour.

The terms “profile” and “profiling” need further clarification and definition, possibly also with a
view to distinguishing categories of data (e.g. generally accessible data, sensitive data). It should
only be possible to use data in accordance with Article 9 for the purpose of profiling within very
strict limits. Including a definition in Article 4 would provide more legal certainty. Account should
thereby also be taken of Recommendation CM/Rec(2010)13 of 23 November 2010.
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Privileged rules on dealing with pseudonymized profiles should be included, for example on the

compiling of exclusively pseudonymized user profiles by telemedia providers for the purposes of

marketing, market research or for the needs-based framing of the telemedia, unless the user objects.

Users must be informed about their right to object.

As is the case with the other rights of data subjects set out in Articles 15 to 19, the words
“Every natural person” in paragraph 1 should be replaced by the words “The data subject”.

It should be made clear that the provision is to be restricted to the automated processing of
“personal data” (cf. Article 4(3) and Article 9 of the Proposal for a Directive COM(2012) 10
final).

It remains unclear when a measure “significantly affects” the data subject. In order to formulate
the condition of a disadvantage for the data subject more clearly, paragraph 1 should cover
measures which produce “adverse legal effects” for the data subject (cf. Article 7 of
Framework Decision 2008/977/JHA) or “can significantly affect the data subject in a
comparable manner”. Examples thereof should be included in a recital.

The words “or to analyse or predict” should be deleted, since they correspond to the element of
“evaluation” (“Bewertung” in the German translation) in Directive 95/46/EC. It should be
clarified how precisely the “location” must be specified, i.e. whether the country is already

sufficient; this would, for instance, be of relevance to the geolocalization of IP addresses.

It should be clarified when a measure is to be regarded as ‘“based solely on automated
processing", for example by using the following wording: “... in particular when the content has
not been analysed and no decision has been taken by a natural person on the basis of that

analysis.”

It is not clear which specific requirements result for the legislature from the word “expressly”
in paragraph 2(b). According to domestic and Union law, banks and insurance companies, for
example, are required to carry out appropriate risk management or to check consumers’
creditworthiness (cf., e.g., section 10 of the German Banking Act (Kreditwesengesetz, KWQG),
Article 44 of Directive 2009/138/EC (Solvency II), Article 8 of Directive 2008/48/EC
(Consumer Credit Directive)) without it being clear whether the term “expressly” permits the
processing provided for in Article 20(1).

In point (c) the phrase “and to suitable safeguards” should be deleted since it creates legal
uncertainty and the general obligations, for example to data security and earmarking, already

result from other provisions.
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— The ban, in paragraph 3, on profiling based “solely” on personal data in accordance with

Article 9 does not appear expedient.

The criterion “solely” can easily be circumvented by including a further piece of data in the
profile in addition to the data referred to in Article 9. In the field of marketing this could, for
example, be an age group or the data subject’s gender. The link to the data subject’s name or
address would also cancel out the ban in paragraph 3 although the threat potential would more

likely increase.

Also, profiles based solely on data referred to in Article 9 should not always be banned. Such
profiles can, for example, be necessary in the field of research. In regard to publicly accessible
data and, for instance, political opinions, appropriate account should be taken of contrary
fundamental rights (e.g. freedom of expression, freedom of information, freedom of research,
freedom of religion). However, specific requirements should be made in regard to including
data referred to in Article 9 in a profile and also in regard to the quality of evaluation

procedures, transparency and rules on utilizing the results.

In accordance with Recital 58, children should as a general rule be excluded from measures
based on profiling. This is not expressed in the text of Article 20 and thus remains unclear. In
addition, as in other places where specific measures are included to protect children, it raises
the question of how age can be verified and what administrative effort is associated with doing

so (e.g. search engines, web statistics).

— In paragraph 4 — in line with our comments in respect of Article 14 — notification of the
existence of processing for a profiling measure should be made directly available to the data
subject in a suitable form as basic information. The phrase “the envisaged effects of such
processing on the data subject” should be replaced in line with the rule set out in Article
15(1)(h). In line with our comments in respect of Article 14, this is additional data protection

information in regard to which the data subject may be referred to an easily accessible location.

— Germany enters a reservation against paragraph 5. This is a key element which should be
included in the Regulation itself. Paragraph 2(a) provides an example of a suitable measure.
Article 15 of the Directive cites a further example, namely the possibility of putting one’s view.
As regards paragraph 5 there is at least the risk of a conflict with the Regulation on electronic
identification and trusted services for electronic transactions in the internal market on which

consultations are currently ongoing.
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11. Article 21

Paragraph 1 should not only permit restrictions of the rights of data subjects but also their
extension. For example, Article 20(2)(b) requires that Member States lay down “suitable
measures to safeguard the data subject’s legitimate interests”, which, when they take on the
form of extended rights of access to information as provided for under German law in the case
of profiling to asses creditworthiness (credit scoring), go beyond the Proposal for a Regulation.
With an eye to Article 6(3), the Member States also need flexibility especially in the public
sector or in the health sector when it comes to laying down and framing specific rules (esp. in

regard to earmarking, the nature of the data and the recipient) and enacting stricter rules.

The possibility of also restricting the principles of data processing in accordance with Article
5(a) to (e) needs further discussion. It is, for instance, unclear how the principle that data must
be lawfully processed (Article 5(a)) is to be restricted, especially since Article 6 does not
provide for restricting the lawfulness of the processing. It is also unclear why Article 5(f) is

exempt from restrictions.

New points should be included, as in Article 13(1) of Directive 95/46/EC, on “state security”

and “national defence”.

The rule set out in point (c) on the possibility of restricting the rights of the data subject to
safeguard “other public interests of the Union or of a Member State” is not included in
Directive 95/46/EC. Rather, the comparable exception in Article 13(1)(e) of Directive
95/46/EC is restricted to “an important economic or financial interest of a Member State or of

the European Union”. Germany feels this should be further examined.

A new point or a rule in Article 10 should also permit restrictions in the case of the use of

pseudonymized data.

It should be made clear what is meant by “the rights and freedoms of others” in point (f), for
example protection of the freedom of expression, trade secrets or ownership rights of third

parties.

It should be made clear that Member States’ rules in accordance with Article 21, in particular
point (f) on the protection of data subjects and the rights and freedoms of others, are compatible
with Article 1(3), which in particular prohibits restrictions on the free movement of data for

reasons connected with the protection of individuals.

Paragraph 2 should refer to the “purpose of the processing”.
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12. Article 22

Article 22 applies to all controllers, be they public bodies, a “corner baker’s shop” or private

individuals subject to the General Data Protection Regulation in accordance with Article 2(2)(d).

No distinction is drawn on the basis of the threat potential posed by the data processing or areas of

competence (e.g. in the provider—user relationship). Therefore and on account of the administrative

fines imposed in accordance with Article 79(6)(e), further clarification is required of: what

expectations are to be made of the addressees of the rule in regard to “appropriate strategies and

measures”; which requirements are to be made of the proof; and to whom and in what form that

proof is to be provided. In the health sector, for example, the rule may have to be adapted in view of

the special procedures applied (cf. also our comments in respect of Article 4):

The introductory sentence in paragraph 2 should make it clearer that the measures set out in
points (a) to (e) need only be taken if the conditions applied to the respective article are met.
For instance, the measures set out in points (a) and (e) do not have to be taken by small and

medium-sized enterprises if their activities do not generate special data protection risks.

It should be made clear in paragraph 3 what “measures to ensure the verification” are, for

example in regard to paragraph 2(e).

Given the broad range of addressees of the rule and the fact that it is not based on risk,
verifying the effectiveness in accordance with the first sentence should only be required “where
appropriate” as in paragraph 2. The provision should also specify more clearly under what
circumstances verification is “appropriate”. This restriction could, however, be dispensed with
if the scope were restricted to especially risky data processing or to the provider—user

relationship.

What the “independence” of the auditor refers to needs to be clarified, for instance when
auditors receive a fee for their work. The criterion should not rule out internal departments,
such as the auditing or compliance department. The relationship between the independent
auditors and the authority- or company-internal data protection officer should be specified more

precisely, as well as their involvement in the audit.

It should be made clear that the auditor only delivers an opinion, but that the decision
concerning the measures and their effectiveness are the responsibility of the controller. In

addition, it should be made clear that the controller may publish the results of the audit.

Germany enters a reservation against paragraph 4. This is an essential element, especially
insofar as the catalogue of measures in paragraph 2 can be expanded and insofar as the

conditions for the auditing procedures are to be laid down.
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13. Article 23

Germany welcomes the inclusion of a rule on data protection by design and by default; however, we
would — fully aware of the need to be technologically neutral as well as of the administrative fines
to be imposed in accordance with Article 79(6)(e) — wish for more specific requirements and
objectives in regard to data protection by design and by default to be included in paragraphs 1 and
2. For example, in view of Article 5(c), the principle of data economy and avoidance, as well as
anonymization and pseudonymization should be listed as key options for implementation. The rule
also needs to be set out in clearer terms where Article 23 makes requirements of the controller

which go beyond the conditions for the lawfulness of data processing set out in Article 6.

The Federal Government feel there is need for further discussion on the addressees of paragraphs 1
and 2. Legal incentives should be created so that developers and manufacturers ensure their

products and services conform with data protection law.

— As in Article 30, only “appropriate” measures should be included in paragraph 1. The point of
reference as regards appropriateness should also be the potential threat associated with the data

processing.

The words “in particular” should be placed in front of the phrase “ensure the protection of the

rights of the data subject”.

— It also appears necessary to include concrete requirements to be made of data protection by
default in paragraph 2, for example whether initially the highest level of data protection should

be the default setting or under which conditions the data subject may change the default settings.

It remains unclear how the second sentence in particular is to be applied to controllers who are
natural persons in accordance with Article 2(2)(d), for example when designing a website or in a

blog.

In the German version the words “durch Voreinstellung” (“by default” in the English version)

need to be added to the first and second sentences in paragraph 2.

— Germany enters a reservation against paragraphs 3 and 4. These are essential elements which
can have an impact on Member States’ established technical standardization and certification
procedures, as well as on Member States’ established security infrastructures (electronic
signatures, new ID card, De-Mail). In regard to the further specification of technical standards,
the Federal Government would like to see a bottom-up approach adopted as a general rule and a
top-down approach only in exceptional cases. Tried and tested structures, for instance in the
area of technical standardization (e.g. ISO standards) and certification (including the mutual

recognition of appropriate certificates in the sense of a new approach), could be used to that end.
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— The procedure applied in regard to the privacy impact assessment for RFID applications at EU
level could also serve as a model. Further, the extent to which the Regulation lacks the
necessary framework rules for incentive systems, for example in the area of data protection
management also needs further discussion. These, too, are essential elements which should be
included in the Regulation itself. In the case of paragraphs 3 and 4 there is at least a risk of
conflicts with the Regulation on electronic identification and trusted services for electronic
transactions in the internal market on which consultations are ongoing. A clear distinction needs

to be drawn here.

14. Article 24

Germany, like some other Member States in DAPIX, feels that the rule is not yet sufficiently clear.
Responsibility may not be abdicated to the detriment of the data subject, for example to controllers
in third countries. Clarification is required, among other things, on whether the provision should

also cover data processing in group companies.

— The provision should set out that a data subject may contact any of the joint controllers in the
exercise of his rights, since internal arrangements may not be to his disadvantage. It should be

made clear that the controller a data subject contacts may not refer him to another controller.

— Along with enabling the rights of data subjects, further content requiring rules applicable when
there are joint controllers should be listed, for example the contact person in the supervisory

authority.

— The provision lacks procedural, dispute resolution and doubt rules regarding how the

agreement is reached and what procedure is adopted when no agreement is reached.

15. Article 25

The legal status and obligations of the representative are unclear. In accordance with Article 4(14)
and Recital 63, the representative only acts as a “contact” for the supervisory authority or other
bodies in the Union. Article 53(1)(c) obligates the representative, as named in Articles 28 and 29, to
provide information. It remains unclear whether Article 78(2) is limited to that or whether it is to be
understood in the general sense. It should, therefore, be made clear that supervisory authority or
judicial measures and sanctions can be effectively imposed, served and enforced against the

representative.
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In accordance with Article 4(14) the representative should also expressly act as a contact person for
data subjects, as required in Article 14(1)(a). The relevant addition should be made to Article 4(14).

— The explanations in Recital 20 regarding Article 3(2), namely that it must be ensured “that
individuals are not deprived of the protection to which they are entitled under this Regulation”,
and the exceptions set out in paragraph 2 require further discussion. Germany doubts whether
effective implementation of Article 3(2) is guaranteed. Article 4(2) of Directive 95/46/EC did
not provide for any exception to the obligation to appoint a representative.

Point (a) should be deleted. The issue of whether a third country ensures an adequate level of
protection should not have a role to play, since in the case referred to in Article 3(2) the
General Data Protection Regulation and not the law of the third country applies. Further, the
Commission’s decisions on adequacy do not guarantee the same enforcement of the rights of
data subjects and supervisory authority measures as in the EU.

Doubts exist as to the suitability of the criterion in point (b). The problems associated with
enforcement in third countries are not dependent on the size of the enterprise. Assuming the
business compositions mentioned in the EU’s impact assessment, that means that 99.8% of all
enterprises in third countries are relieved of the obligation to nominate a representative. It is, in
addition, practically impossible for the supervisory authority or the third party to establish how
many people a business employs in a third country.

The term “occasionally” in point (d) requires further discussion — despite the explanations in
Recital 64.

— Paragraph 3 leaves it entirely up to businesses offering EU-wide internet services where they
appoint a representative within the EU. The rule should be attendant to the rule on supervisory
jurisdiction in the cases referred to in Article 3(2). At any rate, the supervisory authority in that
Member State in which the representative is appointed should have jurisdiction.

16. Article 26

The provisions the Draft Regulation contains thus far in regard to processing on behalf of the
controller are suitable only to a limited extent to encompassing, in a practical and legally consistent
manner, new technological developments, especially cloud computing services. Cloud computing
cannot be compared to classic data processing on behalf of another, for example large-scale IT
outsourcing projects. Users of a cloud computing service cannot generally be regarded as being in
control of the procedure and responsible for data processing in the cloud. The proposals set out in
the following can take account of some of the specific features of cloud computing services in the
context of the rules on processing on behalf of others. This in particular affects distinct rules on
control exercised by the processor or requirements made of the contract. Further new rules may
possibly be needed.
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The provision needs to be re-examined to see to what extent it is applicable to and meaningful for

existing and emerging procedures and services in the health sector, in particular the processing of

pseudonymized data or data rendered unintelligible and the administration of medical file systems

under the patient’s control (“google health”, “health vault”) (cf. our comments in respect of Article

4).

The Federal Government believe that paragraph 1 lacks a basic rule, as called for in Recital 62,
on the relationship between the controller (principal) and the processor (contractor). The

following should be included by way of introduction:

“Where personal data are processed on behalf of the controller, the controller shall

be responsible for ensuring compliance with data protection rules.”

A second sentence should then make it clear that the rights of the data subject and the right to

compensation for damages must be asserted against the controller.

In order to make the allocation of responsibilities clear, the obligations addressed separately to
the processor, especially to ensure data security (Article 30), should be contained in a separate

paragraph.

The content of the last clause in paragraph 1 should be put in a separate sentence and should
provide that the principal must satisfy himself for the first time before starting the data
processing and thereafter on a regular basis that the contractor is complying with the technical
and organizational measures. It should be made clear, especially in view of cloud computing,
that it is not necessary that the principal carry out an on-site check, which would in fact
generally not be possible, but rather that an appropriate certificate from an independent,
technically suitable expert will suffice. Tightening the rules on liability can also lead to an
improvement in the contractor’s guarantee of data security and can mean the principal is

relieved of the need to supervise this.

A new point should be included at the beginning of paragraph 2 containing essential details of
the contract, namely the “subject-matter and duration of the contract, nature and purpose of the
processing, type of data and group of data subjects”. It seems necessary to include these details
in the contract so that the processor does not lose sight of the limits of the order.

With an eye to cloud computing, the requirements in terms of the content and form of the
contract should be modified so that the contractor can prepare the majority of the content of the
contract in line with statutory requirements and complete it using a web form. This would do
justice to the fact that in practice standardized services are on offer, for example in the case of

cloud computing.
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— A separate sentence should be included stipulating that “the processor may process the
personal data only in line with the instructions of the controller”. This central provision in
regard to processing on behalf of others should not only result indirectly via a requirement of
the content of the contract. Taking up this sentence, point (a) should then provide that “the
powers of the controller” must be defined. It should be made clear that an instruction may also
be directly included in the contract. The current wording of point (a) is misleading. The words
“in particular” can be interpreted as qualifying, i.e. the processor may in certain cases acting
without instruction. In addition, it appears that the processor is to carry out non-permissible
data transmissions only on the instructions of the controller. However, the non-permissibility of
a data processing procedure is not “remedied” by an instruction. A new sentence should be
introduced which provides that “the contractor must immediately inform the principal if, in his

opinion, an instruction breaches data protection rules”.

— The obligation of confidentiality in point (b) should not apply to all staff, only to those

involved in the data processing, and no labour-law restrictions should be employed.

— Point (c¢) should provide that the contract specify “all the technical and organizational
measures to be taken pursuant to Article 30” and not merely that all measures required
pursuant to Article 30 be taken. The latter already results from Article 30. Making these
specifications in the contract makes it easier, as provided for in paragraph 1, to check whether

the measures are being complied with.

— The obligation under point (d) in regard to prior permission is not practicable in certain
situations, for instance where a processor has a large number of customers and would have to
obtain several thousand consents when switching technical services. Therefore, the provision
should in particular provide that the contract specify “any authorization to establish contractual
relationships” but should leave it to the parties involved as regards whether and how they wish
to include a consent requirement. It should be made clear that consent can also be given in the

order itself.

— Paragraph (e) should stipulate that, in regard to specific processing, the principal and the
contractor must establish, in the context of the freedom to shape the contract, “whether and to
what extent the controller is to be assisted in fulfilling his duties”. As well as fulfilling the

rights of data subjects, that also includes, for instance, the obligations referred to in point (f).

— Point (f) should not set out that the processor must assist the controller in ensuring compliance
with Articles 30 to 34. In various cases the processor may in fact not be able to provide such
assistance, for example because the controller determines the purpose, means and conditions of

the processing. The wording proposed in point (¢) would be more flexible.

14147/3/12 REV 3 GS/mp 69
DG D 2B LIMITE EN



17.

The temporal point of reference in point (g) should be the completion of the order, not the end
of the processing, since sometimes the order is fulfilled over a period of many years and
numerous processing rounds are thus carried out and completed. It is not clear to what handing
over “all results” refers. Point (g) also currently permits personal data to remain with the
processor. The provision should state that the processor “erase the personal data stored in
relation to the order after the end of the processing and return any data and data media given

to him”.

The obligation to cooperate with the supervisory authority as set out in point (h) exists
analogously to the powers of the supervisory authority set out in Article 53. Article 29 also
contains this rule, which is why it can be deleted here. As regards the relationship with the
controller, the order should generally specify “the principal’s rights of supervision and the
contractor’s corresponding rights of tolerance and involvement”, for instance rights of entry,

certified auditor’s obligations to report periodically.

Paragraph 3 should not entail an unnecessary administrative burden. If the documentation is
already provided on the basis of the contract or legislative act pursuant to paragraph 2, this
should also be sufficient for paragraph 3. Text form should be sufficient for documentation, for
example a web form. This should, especially also with a view to cloud computing, apply to the

contract in accordance with paragraph 2 too.

Paragraph (4) should be deleted. Where the processor processes personal data, though not as
instructed by the controller, this constitutes a breach of the contract or legislative act containing
rules governing their relationship, which should include rules, for example on damages or a
contractual penalty. The reference to Article 24 appears unnecessary and also unsuitable
because it is unlikely that the parties who may be in dispute regarding an action undertaken

contrary to instructions will reach agreement on the allocation of obligations.

Germany enters a reservation against paragraph 5. The rule is considered to be an essential
element. The issue of whether or not special rules should be introduced in regard to processing
in a group of undertakings has significant consequences for undertakings in particular, as well

as for data subjects, which is why corresponding rules must be included in the Regulation.

Article 27

It is unclear to what extent the new heading has changed the content of the provision, which is

otherwise practically identical to Article 16 of Directive 95/46/EC. The processor’s obligation only

to act on the instruction of the controller already results from Article 26. Persons acting under the

authority of the processor may possibly receive different instructions from the controller and the

processor.

14147/3/12 REV 3 GS/mp 70

DG D 2B LIMITE EN



In Germany’s view, Article 27, like Article 16 of Directive 95/46/EC, also contains the obligation
referred to in Article 26(2)(b), namely to make staff employed in the data processing personally
responsible for handling data lawfully in order to be able to impose labour-law consequences in the
case of breaches.

However, referring to “instructions” does not make it clear that they are personally responsible for
handling data lawfully. In addition, it is not clear why the processor is also mentioned, since he may
be a legal entity and thus cannot be held personally liable.

The provision should thus read as follows:
“Persons employed in data processing shall be prohibited from processing personal data without
authorization (data secrecy). They shall be placed under the obligation to do so upon commencing

their activity. The obligation shall continue to have effect after the end of their activity.”
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ESTONIA

Article 11

We welcome the idea of the transparency of the processing of personal data. However, in public
sector, the rules for processing of personal data are laid down by the law and different legal acts.
Therefore, art 11 should be more flexible and provide that policies shall be elaborated in cases when
data subject cannot have adequate information about processing of personal data from already

existing and available documents.

Also, we would support the idea of risk-based approach. So, polices are useful in the areas, where
processing of the personal data is essential and day-by-day task. If the data processing is accidental,

the policies are rather not necessary.

Article 12

A general provision for exercising the rights of the data subject is necessary. Nevertheless, we
would suggest forming this stipulation in more abstract way. The essence of this article is that the
data subject has a right to know, when and why his or her personal data is processed. The controller
has an obligation to answer to this request. The regulation would be more flexible and take into
account the future developments, when the form of the answer of the controller is not regulated.
Already today, the controllers use many different means of communication. For example, the
answer or explanation for the data subject can be given orally, while the phone calls are recorded or

in Skype in messenger environment or data subject can look up logs of the data processing etc.

Article 14

Some further clarification is needed, how article 14 should be implemented. The question is,
whether art 14 is concretizing art 11 and should art 14 be implemented actively or passively. To be
more clear, should the controller establish easily accessible policies and describe the information
given in art 14 in these polices (actively) or this information has to be made available upon request

(passively). If art 14 is connected to the article 11, then we would suggest combining those articles.
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Article 16

Concerning right to rectification, the term of inaccurate needs further clarification. The question is,
when personal data is inaccurate — whether it is connected to different periods of time or some other
characteristics. Right to rectification should be supplemented with “in cases the personal data is
needed for further processing”. Inaccurate personal data can be sometimes necessary for data

processing in specific areas or in specific purposes, e.g. journalistic purposes.

Article 18

If the processor is a public authority then regulation should take into account directive 2003/98/EC
on the re-use of public sector information (PSI directive) and open data concept. PSI directive
obliges public sector to make public sector information available in open and reusable formats.
Therefore, right to data portability and precise electronic format and technical standards would not
be coherent with the idea of open formats. Although, general access on information and request of
the data subject are slightly different, it should be clear for Member States, if they can refuse the
request of the data subject referring to PSI directive, since art 5 in PSI directive stipulates that
public sector bodies shall not to create or adapt documents in order to comply with the request, nor
shall it imply an obligation to provide extracts from documents where this would involve

disproportionate effort, going beyond a simple operation.

Articles 22 — 27

During the Working Party meeting Member States did lots of comments concerning processor and
controller. One of the concerns were, that the whole concept of the processor and controller is aged.
Therefore, we would recommend revising it generally to make it usable in future.

Translation problems

Art 11 states - The controller shall have transparent and easily accessible policies with regard to the

processing of personal data and for the exercise of data subjects' rights.
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In Estonian it has been translated — vastutav tootleja kehtestab ldbipaistvad isikuandmete to6tlemise

ja andmesubjektide diguste kaitsmise pohimotted ja teeb need lihtsalt kéttesaadavaks.

It should be — vastutaval todtlejal peavad olema ldbipaistvad ja kergesti kéttesaadavad andmekaitse

strateegiad, mis késitlevad isikuandmete to6tlemist ja andmesubjekti diguste teostamist.
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SPAIN

This document conveys Spain's comments on Chapter III and on Articles 20 to 27 of Chapter IV of
the proposal for a General Data Protection Regulation, via the Presidency of the DAPIX Working

Party. It is a working document, so the conclusions it contains may change somewhat as discussions

proceed.

Contents

1. Chapter III. Rights of the data subject
2. Chapter IV. Controller and processor

3. Annex
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1.  Chapter III. Rights of the data subject

Article 11

We must begin by stating as we begin discussion of this article that we are in full agreement with
the principles of transparency and information applied to the protection of personal data.

That said, the current wording of Article 11 raises some questions we think need to be addressed in
depth.

The regulation is organised in the first instance around the concept of "policies" on personal data
processing and on the rights of data subjects.

It seems clear that those "policies", which must also be transparent and easily accessible, must
consist of specific procedures that each controller will apply in accordance with the activity and
objectives concerned, in the framework of the general rules contained in the regulation.

Now, however clear the above may seem, the fact is that the regulation nowhere explains the
interpretation of these "policies" nor, more importantly, their specific content and scope.

This creates legal uncertainty that should be avoided.

To that end it is necessary first of all to define clearly what kind of policies should be established,
what their minimal content — if any — should be, and what the policies should cover. We realise that
a priori this is not easy, since, obviously, their content may vary widely depending on the sector,
type of processing, etc.

We should also apply flexibility and proportionality here, especially in relation to small and
medium-sized operators, in both public and private sectors; we must avoid overloading them with
excessive costs, especially when probably in risk terms there is no need to develop over-complex
and all-embracing policies.

That is why we favour the following wording for Article 11(1):

The controller shall apply criteria of transparency and accessibility with regard to the processing
of personal data and for the exercise of data subjects’ rights. To that end, he or she may arrange
for those criteria to be disseminated through the formulation of policies which shall be
communicated to all data subjects.

This wording affirms the principles of transparency and accessibility while leaving open the option
of formulating specific policies in the framework of the regulation. The formulation of policies is
not a general requirement but is a matter for each controller; recommendations and related

incentives can be established by the supervisory authorities.
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As for paragraph 2 of this article, we agree that the information should be provided to the data
subject in an understandable form and in simple and clear language. However, we think the need for
language to be adapted to the requirements of the data subject could be excessive and hard to put
into practice in a general way.

Consequently, to avoid disproportionate burdens, we propose an alternative wording as follows:

The controller shall provide any information and any communication relating to the processing of
personal data to the data subject in an intelligible form, using clear and plain language as far as
possible. The above must be taken into account particularly for any information addressed
specifically to children.

In short, once amended this article would read as follows:

Article 11

Transparent information and communication

1. The controller shall have-transparent-and-easily-accessiblepolieies apply criteria of

transparency and accessibility with regard to the processing of personal data and for the
exercise of data subjects’ rights. To that end, he or she may arrange for those criteria to be
disseminated through the formulation of policies which shall be communicated to all data

subjects.

2. The controller shall provide any information and any communication relating to the

processing of personal data to the data subject in an intelligible form, using clear and plain

language as far as possible.

addressed-specificatiy-to-a-ehild—The above must be taken into account particularly for any

information addressed specifically to children.

Article 12
This article does not raise any general problems for us. However, in line with our comments on
Article 11, we propose some changes in paragraphs 1 and 2 to avoid unnecessary burdens in certain

cascs.
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In fact, the important thing here is that the information be obtainable and rights can be exercised. To
these ends, some organisations may, given their size or complexity, require the establishment of
clearly defined procedures for the exercise of the rights in question, while other smaller or simpler
ones will not need procedures as such or at most will need in a very simple way to inform the data
subjects as to what to do.

Thus, to avoid a need for procedures to be designed and drafted in all cases, we propose the
following text:

The controller shall establish-procedurestor-providing shall provide the information referred to in
Article 14 and for the exercise of the rights of data subjects referred to in Article 13 and Articles 15

to 19. The controller shall provide in particular mechanisms for facilitating the request for the

actions referred to in Article 13 and Articles 15 to 19. Wherepersonal-data-areprocessed-by

Where considered useful, all the information may be documented in the form of policies and
manuals of procedure, to facilitate its understanding and handling.

In addition, this is one of the first rules in which the legislator refers to the form of applications,
making a specific reference to the electronic format.

In our view the regulation should in this kind of case maintain total neutrality regarding technology,
neither prohibiting nor restricting particular forms of communication between data subjects. This is
important since, precisely because of the wide scope this regulation is intended to have, the realities,
needs and options in the various sectors and subsectors concerned will vary very widely; it therefore
seems inadvisable to lay down rules for this kind of point. We therefore propose deleting the last
sentences of paragraphs 1 and 2 of Article 12.

To conclude, as amended this article would read as follows:
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Article 12

Procedures and mechanisms for exercising the rights of the data subject

1. The controller shall establish-proceduresfor-providing provide the information referred to

in Article 14 and for the exercise of the rights of data subjects referred to in Article 13 and

Articles 15 to 19. The controller shall provide in particular mechanisms for facilitating the

request for the actions referred to in Article 13 and Articles 15 to 19. Wherepersonal-data

be-made-electronicath- Where considered useful, all the information may be documented
in the form of policies and manuals of procedure, to facilitate its understanding and

handling.

2. The controller shall inform the data subject without delay and, at the latest within one
month of receipt of the request, whether or not any action has been taken pursuant to
Article 13 and Articles 15 to 19 and shall provide the requested information. This period
may be prolonged for a further month, if several data subjects exercise their rights and
their cooperation is necessary to a reasonable extent to prevent an unnecessary and
disproportionate effort on the part of the controller. The information shall be given in
writing. Where the data subject makes the request in electronic form, the information shall

be provided in electronic form, unless otherwise requested by the data subject.

3. If the controller refuses to take action on the request of the data subject, the controller
shall inform the data subject of the reasons for the refusal and on the possibilities of

lodging a complaint to the supervisory authority and seeking a judicial remedy.

4. The information and the actions taken on requests referred to in paragraph 1 shall be free
of charge. Where requests are manifestly excessive, in particular because of their
repetitive character, the controller may charge a fee for providing the information or
taking the action requested, or the controller may not take the action requested. In that
case, the controller shall bear the burden of proving the manifestly excessive character of

the request.
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5. The Commission shall be empowered to adopt delegated acts in accordance with
Article 86 for the purpose of further specifying the criteria and conditions for the

manifestly excessive requests and the fees referred to in paragraph 4.

6. The Commission may lay down standard forms and specifying standard procedures for the
communication referred to in paragraph 2, including the electronic format. In doing so,
the Commission shall take the appropriate measures for micro, small and medium-sized
enterprises. Those implementing acts shall be adopted in accordance with the examination

procedure referred to in Article 87(2).

Article 13

Article 13 introduces one of the many unclear legal concepts that appear in the proposal. In this case
it is that of "disproportionate effort".

There is no doubt that to apply the regulation in practice it would be very important to interpret and
quantify this notion correctly, since in some manner it will determine the level of requirement in
any given case, and in general terms it must be seen in terms of the administrative or bureaucratic
workload that the regulation may entail for the various parties concerned.

We believe that it is appropriate to use the concept but it would be useful to try to give the clearest

possible criteria, dogmatically, in the recitals to ensure that it can be applied.

Article 14

Article 14 relates to the information that has to be given to the data subject when collecting personal
data.

Points (a) to (h) in paragraph 1 establish the minimum necessary information that must be provided.
Our first assessment of this article is that it is useful, and plays an important role throughout the
system insofar as the information given to the data subject is one of the main guarantees of the
system.

Nevertheless, on the basis of a combined analysis of points (a) to (h) we conclude that the
information covered may be excessive: sometimes redundant and sometimes impossible to comply

with.
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First of all it may be excessive because the quantity of data supposedly to be provided to the data
subject could end up diluting the data subject's interest in the truly important parts. An excess of
information does not necessarily generally amount to better safeguards; it could even tend in the
opposite direction.

In terms of the data subject's rights, what interests the latter is mainly knowing that his or her
personal data is being processed, for some particular reason. That is the basic point enabling the
data subject to exercise his or her rights.

Any additional information may indeed be of interest, but there is also the risk that the most
essential information is watered down and the key message is not received, or not as clearly as it
should be.

A balance must be found. That balance could be achieved by the amendments we propose below.
We said too that the information in (a) to (h) could be redundant in some cases. Thus, in (b) it is
said that information must be given on the purposes of the processing, including the contract terms
and general conditions where applicable, or the legitimate interests pursued. We think giving the
data subject — who can, if in doubt, request any further information he or she sees fit — a clear
reference to the purposes of the processing would be sufficient. So there is no need to add the
contractual terms or general conditions or any further clarification of the legitimate interests
pursued. All that may be important later, if the data subject wants to ask for more information or to
initiate actions, but for the purposes of Article 14 we think it goes beyond what is needed and is
redundant, thus creating an unnecessary administrative burden.

We also began by saying that some of the information covered in (a) to (h) could be impossible to
comply with, or at least it may not be possible to provide it at first. This is true for the data storage
period and for the intention to transfer the data to a third country or international organisation.

In line with the above, we do not see why there is any need to give information on the identity of
the data controller, his/her representative or the data protection officer. There seems no need to
reveal the personal identity of these parties in order adequately to protect the rights of the data
subject; a reference to his/her institutional roles and an institutional contact should be enough. In
addition, using personal rather than institutional identity will undoubtedly pose practical problems
in the future, since whenever a controller, representative or data protection officer changes, the
personal identity of the new holder of the position concerned would need to be provided, which is

unrealistic.
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Given all the above, we propose the following changes to the first part of this article:

Where personal data relating to a data subject are collected, the controller shall provide the data

subject with at least the following information:

(@

(b)

(©)

@

the-identity-and the contact details of the controller and, if any, of the controller's

representative and of the data protection officer;,

the purposes of the processing for which the personal data are intended—including

where possible, the period for which the personal data will be stored;

the existence of the right to request from the controller access to and rectification or
erasure of the personal data concerning the data subject or to object to the

processing of such personal data;

(e) the right to lodge a complaint to the supervisory authority end-the-contact-details-of
) . hority:

(f)  the recipients or categories of recipients of the personal data;

(g) where applicable, that the controller intends to transfer to a third country or
international organisation and on the level of protection afforded by that third
country or international organisation by reference to an adequacy decision by the
Commission;

(h)  any further information necessary to guarantee fair processing in respect of the data
subject, having regard to the specific circumstances in which the personal data are
collected.
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Another noteworthy point regarding this article is paragraph 4, which regulates the time when the
information on the processing has to be provided to the data subject.
Point 4(a) indicates that it must be provided when the data are collected from the data subject. In
general this should not pose major problems, but for some activities a minimum of flexibility may
be necessary; furthermore it will be easy for the supervisory authorities to see that such flexibility is
properly applied. In addition, depending on how the data are collected, it may provide the data
subject with a better safeguard if the information is sent immediately afterwards, in written or
electronic form, so that he or she can take proper cognizance of the situation.
We therefore propose to amend paragraph 4 as follows:
The controller shall provide the information referred to in paragraphs 1, 2 and 3:
(a) in general at the time when the personal data are obtained from the data subject, or as
soon as possible when the first option is not feasible, requires a disproportionate effort
or reduces the safeguards to the data subject; or
(b) where the personal data are not collected from the data subject, at the time of the
recording or within a reasonable period after the collection, having regard to the specific
circumstances in which the data are collected or otherwise processed, or, if a disclosure to
another recipient is envisaged, and at the latest when the data are first disclosed.
We must also comment on paragraph 5, which lists a number of exceptions regarding the provision
of information.
Some sectors have referred to a need to make an express exception of cases where provision of
information could compromise an investigation in progress or could be counterproductive for the
prosecution of certain crimes, such as money-laundering. To deal with this it has been proposed that
the legislation should include a reference to express prohibition; if we understand correctly the
provisions of Article 21 may well be sufficient.
Finally, we understand that the delegated acts referred to in paragraph 7 go beyond the general
restrictions for the use of this method, since if applicable they constitute matters that should be
addressed in the regulation itself.

Thus, as amended, the article would read as follows:
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Article 14

Information to the data subject

1. Where personal data relating to a data subject are collected, the controller shall provide
the data subject with at least the following information:

(a) theidentity-andtThe contact details of the controller and, if any, of the controller's
representative and of the data protection officer;,

(b)  the purposes of the processing for which the personal data are intended,-including

c-contractte and-general-conditio cre-theprocessingis-based-on-potii-(h

(c)  where possible, the period for which the personal data will be stored;

(d) the existence of the right to request from the controller access to and rectification or
erasure of the personal data concerning the data subject or to object to the
processing of such personal data;

(e) the right to lodge a complaint to the supervisory authority and-the-contact-details-of

) . hority:

(f)  the recipients or categories of recipients of the personal data;

(g) where applicable, that the controller intends to transfer to a third country or
international organisation and on the level of protection afforded by that third
country or international organisation by reference to an adequacy decision by the
Commission,

(h) any further information necessary to guarantee fair processing in respect of the data
subject, having regard to the specific circumstances in which the personal data are
collected.

14147/3/12 REV 3 GS/mp 84

DG D 2B LIMITE EN



2. Where the personal data are collected from the data subject, the controller shall inform the
data subject, in addition to the information referred to in paragraph 1, whether the
provision of personal data is obligatory or voluntary, as well as the possible consequences

of failure to provide such data.

3. Where the personal data are not collected from the data subject, the controller shall
inform the data subject, in addition to the information referred to in paragraph 1, from

which source the personal data originate.
4. The controller shall provide the information referred to in paragraphs 1, 2 and 3:

(a) in general at the time when the personal data are obtained from the data subject, or
as soon as possible when the first option is not feasible, requires a disproportionate

effort or reduces the safeguards to the data subject; or

(b)  where the personal data are not collected from the data subject, at the time of the
recording or within a reasonable period after the collection, having regard to the
specific circumstances in which the data are collected or otherwise processed, or, if
a disclosure to another recipient is envisaged, and at the latest when the data are

first disclosed.
5. Paragraphs 1 to 4 shall not apply, where:
(a) the data subject has already the information referred to in paragraphs 1, 2 and 3; or

(b) the data are not collected from the data subject and the provision of such

information proves impossible or would involve a disproportionate effort; or

(c) the data are not collected from the data subject and recording or disclosure is

expressly laid down by law, or

(d) the data are not collected from the data subject and the provision of such
information will impair the rights and freedoms of others, as defined in Union law or

Member State law in accordance with Article 21.

6. In the case referred to in point (b) of paragraph 5, the controller shall provide appropriate

measures to protect the data subject's legitimate interests.
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8. The Commission may lay down standard forms for providing the information referred to in

paragraphs 1 to 3, taking into account the specific characteristics and needs of various
sectors and data processing situations where necessary. Those implementing acts shall be

adopted in accordance with the examination procedure referred to in Article 87(2).

Article 15

This article regulates the so-called right of access. This means the right of any data subject to
ascertain whether personal data concerning him or her are being processed.

The first thing to be said regarding this right is that, depending on the scale of the controller and
how many files it has to handle, the exercise of the right must be modulated somewhat. To request
from certain controllers general information on all the data they are dealing with (e.g. the
administration of a state) could give rise to an over-burdensome workload, particularly where the
interest of the requesting subject will normally be limited to one or a small number of particular
areas.

In accordance with the above, we think that it is in the interests of all concerned to modulate the
exercise of this right such that the controller can validly request that the data subject determine what
files or what specific areas the request concerns.

Besides this, we repeat here, mutatis mutandis, the considerations set out in the context of the
preceding article on the amount of information to be provided.

Given the foregoing, we note a certain redundancy between points (b) and (g) of paragraph 1, to

resolve which it will suffice to delete one of them, in our view (b).
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As to the data storage period, again and for the same reasons set out in relation to Article 15, we
think the most reasonable thing is to lay down that information need be given on this point only
when possible, given the type and purpose of the data processed.
Regarding the supervisory authority's contact data, again for the same reasons set out in relation to
the preceding article, we think that this point should be deleted here.
Consequently, we think the first paragraph of this article should be amended to read as follows:
The data subject shall have the right to obtain from the controller at any time, on request,
confirmation as to whether or not personal data relating to the data subject are being processed.
Where the controller processes a large quantity of files concerning the data subject, he may
request that before the information is delivered the data subject adequately specify to which file
or files or to which areas of activity the request relates. Where such personal data are being
processed, the controller shall provide the following information:

(a) the purposes of the processing;

1) the-cettesoriesofpersoroit-dait-cortcered:

(c) the recipients or categories of recipients to whom the personal data are to be or have

been disclosed, in particular to recipients in third countries;

(d) where possible, the period for which the personal data will be stored;

(e) the existence of the right to request from the controller rectification or erasure of

personal data concerning the data subject or to object to the processing of such personal

data;

(f) the right to lodge a complaint to the supervisory authority and-the-contact-detaits;

(g) communication of the personal data undergoing processing and of any available

information as to their source;,

h)

As to the second paragraph of this article, its first sentence is redundant, since the data
communication to which it refers has already been dealt with in the previous paragraph, and its
second sentence again moves into areas of technological neutrality in a way contrary to our thinking

as expressed above. So we propose deleting the whole paragraph.

After amending as proposed the article would read as follows:
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Article 15

Right of access for the data subject

1. The data subject shall have the right to obtain from the controller at any time, on request,
confirmation as to whether or not personal data relating to the data subject are being
processed. Where the controller processes a large quantity of files concerning the data
subject, he may request that before the information is delivered the data subject
adequately specify to which file or files or to which areas of activity the request relates.
Where such personal data are being processed, the controller shall provide the following
information:

(a) the purposes of the processing;

(b)  the categories of personal data concerned;

(c) the recipients or categories of recipients to whom the personal data are to be or have
been disclosed, in particular to recipients in third countries,

(d) the period for which the personal data will be stored;

(e) the existence of the right to request from the controller rectification or erasure of
personal data concerning the data subject or to object to the processing of such
personal data;

(f)  the right to lodge a complaint to the supervisory authority and the contact details of
the supervisory authority,

(g) communication of the personal data undergoing processing and of any available
information as to their source;

(h) the significance and envisaged consequences of such processing, at least in the case
of measures referred to in Article 20.
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3. The Commission shall be empowered to adopt delegated acts in accordance with

Article 86 for the purpose of further specifying the criteria and requirements for the

communication to the data subject of the content of the personal data referred to in

point (g) of paragraph 1.

4. The Commission may specify standard forms and procedures for requesting and granting
access to the information referred to in paragraph 1, including for verification of the
identity of the data subject and communicating the personal data to the data subject,
taking into account the specific features and necessities of various sectors and data
processing situations. Those implementing acts shall be adopted in accordance with the

examination procedure referred to in Article 87(2).

Article 16

No comment.

Article 17

Article 17 governs two distinguishable rights: the right to erasure of data and the right to be
forgotten.

We say the rights are distinguishable because the right to erasure of data is a logical consequence of
the general principles of data protection. As such it is a standard right.

Processing of such data is justified insofar as there is a legal basis and the purposes to be achieved
are covered by that basis. When one of those elements disappears, the data can no longer be
processed — with some legal exceptions permitting storage — and must be deleted.

The right to be forgotten, meanwhile, is a newly minted right starting essentially from the specific
issue raised by electronic processing of certain data over public networks.

The right to be forgotten arises essentially on the basis of problems arising from the internet's great

capacity for disseminating personal data.

14147/3/12 REV 3 GS/mp 89
DG D 2B LIMITE EN



Even so, the proposal for a regulation formulates the right to be forgotten in general terms, and thus
with a scope which in principle need not be restricted to the internet.

In addition, as now worded in Article 17, the right to be forgotten is sectorally independent, so its
applicability extends to both private and public sectors.!

As such, many issues arise around this Article 17 we are discussing.

The first paragraph of the article begins by stating that the data subject shall have the right to obtain
from the controller the erasure of personal data relating to them and the abstention from further
dissemination of such data, especially in relation to personal data which are made available by the
data subject while he or she was a child...

As mentioned, this is a standard right of deletion or erasure, which holds, going by the wording of
the rule, between the data subject, as data owner, and the data controller.

The right applies universally to any case of processing of personal data, and regarding the last
quoted point from the paragraph, it is particularly important for data provided in the data subject's
childhood, which we take to mean two things: (a) that the right is not subject to any time limit or
expiry as time passes and (b) that the controller must deal diligently with all requests received but
somehow especially so and even preferentially with the erasing of data resulting from data transfers
from the data subject's childhood, which in a way gives particular importance to protecting the right
of erasure as regards data provided at a time of special age-based vulnerability.

The article goes on to give the conditions for exercising the right to erasure, as follows:
(a) the data are no longer necessary in relation to the purposes for which they were

collected or otherwise processed,

(b) the data subject withdraws consent on which the processing is based according to point
(a) of Article 6(1), or when the storage period consented to has expired, and where there

is no other legal ground for the processing of the data;
(c) the data subject objects to the processing of personal data pursuant to Article 19;

(d) the processing of the data does not comply with this Regulation for other reasons.

We have no objection to these conditions, which revolve around the disappearance of the legal basis

for the processing, or its initial invalidity.

Obviously, without prejudice to restrictions that might be imposed on the basis of Article 21.
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Regarding paragraph 1 the question arises of how to deal with the case where the initial controller
has disappeared and therefore it is impossible to exercise the right vis-a-vis that controller.

In these cases there are basically two kinds of situation, namely: (a) if the initial controller has been
replaced by another person or entity, in which case we see no problem in the action being taken
against the successor; and (b) that technically no such succession has occurred but third parties are
nevertheless processing the data. In this latter case we take it that the action will still be viable on
condition that those third parties cannot successfully cite a legal basis or a case for retention.

In any case, we think it can quite well be claimed that none of these cases warrants an amendment,
for the time being at least, since the reference to "the controller" should be sufficient, that
expression being very general.

Still, to promote discussion on these questions and, perhaps, clarify the article, we suggest the
possibility of including the following paragraph at the end of the present second paragraph:

Where the controller who permitted access to the personal data has disappeared, ceased to exist
or cannot be contacted by the data subject for other reasons, the data subject shall have the right
to have other data controllers delete any link to copies or replications thereof.

Moving now to the right of erasure stricto sensu, Article 17(2) provides that: Where the controller
referred to in paragraph 1 has made the personal data public, it shall take all reasonable steps,
including technical measures, in relation to data for the publication of which the controller is
responsible, to inform third parties which are processing such data, that a data subject requests
them to erase any links to, or copy or replication of that personal data. Where the controller has
authorised a third party publication of personal data, the controller shall be considered responsible
for that publication.

As we said before, the right addressed in this second paragraph is substantially different from that in
the first paragraph, although they are undoubtedly related.

The data subject has a right to apply for the erasure of his or her personal data, subject to certain
legal conditions, by the processing controller, i.e. by whoever is at that point responsible for the
processing. This seems to us indisputable, and to that extent it is clear that on the basis of an
Article 17(1) action it is already possible to achieve what we might call an "oblivion effect".
However, what the legislator aspires to in the second paragraph is, first, to facilitate matters for the
data subject, by requiring a proactive intervention by the controller in those cases where the latter
has made data public, through the imposition of a requirement to act by informing those third
parties of the wish to delete, and second, to establish an additional responsibility where the

controller has authorised a third party to publish the data subject's personal data.
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We shall proceed step by step in examining the practical issues this rule may raise.

As regards the obligation to act by informing, it seems that the controller's responsibility is

exhausted by the transmission of that information. To fulfil that obligation, as the article itself says,

all reasonable steps, including technical measures, must be taken.

We see the main issues that arise in analysing the application of this rule as:

o interpreting "reasonable", and whether or not that term is sufficient to avoid imposing
unreasonable burdens on the controller;

° whether or not the measures, including technical measures, must be adopted in advance, with

a view to a possible future "forgetting" action.

On the first point, some prior reflections are needed to reach conclusions.

First, the potential of the right to be forgotten will be very different in the electronic, digital world
(byte products) compared to the physical, analogue world (atomic products).

In the electronic, digital world it is technically possible to erase any datum and its entire sequence
of events or appearances. We say technically possible, though we know it can often be very
difficult. What is technically possible may be impossible in practice. For instance, consider that a
datum on the internet may be stored on more than one server, those servers may not be administered
by the same persons or entities, and some of them may be in the hands of natural persons whom it is
difficult to locate or render answerable, because of their location, use of false identities, etc.

Even so, the differences between the electronic, digital world and the "physical" world are clear
from our point of view. Let us take an example: to destroy a collection of photographs on the
internet merely requires an instruction to delete them from the archives, which is certainly
complicated if those photographs have been disseminated widely on the web, but even so, a deletion
instruction on the corresponding servers or databases is sufficient. But if that same photograph
appeared in a physical magazine or newspaper, strictly speaking the right to be forgotten can be
successfully exercised only by the destruction of every copy, and that is indeed impossible in
practice once they have been distributed.

Consequently, the first conclusion that is obtained from these reflections is that the right to be
forgotten will have major real limits. Those limits will vary with the context or medium, and in
some cases the job of providing information, which the article seeks to impose on the controller,

may be very onerous.
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Secondly, the right to be forgotten, to look at it in the most general terms, exceeds the scope of the
regulation, as defined in Article 2(1). Let us go back to the example of a photograph in a
newspaper. To truly make the right to be forgotten effective in this case, it is not enough to act on a
hypothetical filing system in the possession of the newspaper publisher; rather, this would have to
be done to all copies, yet these are not filing systems in the sense intended in Article 2.

In short, the right to be forgotten, defined from the point of view of personal data protection, has
severe limits and, if we do not want to slow down technical and economic development, we cannot
operate on the basis of overburdensome responsibilities focused on the processing controller(s).

In other words, a reasonable balance must be found, and we should not completely abandon the
notion of a fair balance of risks and corresponding assumption of responsibilities.

This means that someone launching information consisting of personal data onto a network as huge
and complex as the internet should at all times be well informed and conscious that it may not
always be possible to withdraw it, at least not 100 %. Thus we will avoid creating expectations that
later cannot be met.

So, having got this far, the key questions are: how far should the data controller's obligations
extend? And what exactly is meant by having made the data public?

Let us start with the second question.

We think the drafter, in using the words made the data public, refers to all those cases in which the
data controller has not kept the data inaccessible or restrictedly accessible, so that anyone could
have gained access to them or even incorporated them in other processing.

In addition, we must assume, since otherwise the responsibilities would be different, that the
controller who kept the personal data accessible did so on a quite legitimate legal basis.

This being so, it seems that the obligation that may be laid on the controller must be constructed
from two factors, with which we move to the second question raised above: (1) the reasonableness
of the media, such that they are based on routine technologies and do not require prohibitive tools or
tools in very limited use due to their developmental level and cost; and (2) the proportionality of
those media, such that the requirement is fitted to the capabilities of the controller, thus protecting,
in particular, small and medium-sized enterprises, which in many cases will not be able to make
investments in very expensive technologies without compromising their business activity.

Having spelt this out we can now answer the other question we first raised, namely whether the
measures referred to in Article 17(2) should be taken in advance, foreseeing a possible "forgetting"

action , or not.
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We think that on the basis of the current wording the answer must be yes. This follows from the use
of the words "to inform third parties...". All in all, in terms of legality, probably the least important
aspect is whether these measures are taken beforehand or not, if in the end the controller, when the
action is initiated, is in a position entirely to fulfil the requirement laid down by the regulation to
provide information to third parties.

Thus, bearing in mind the above, we think the rule should be amended as follows:

Where the controller referred to in paragraph 1 has expressly or tacitly allowed third parties
access to made the personal data publtie, it shall take all reasonable steps proportionate with its
capabilities, including technical measures, in relation to data for the publication of which the

controller is responsible, to inform third parties which are processing such data, that a data subject

requests them to erase any links to, or copy or replication of that personal data. Wherethe

The proposed amendments on the one hand clarify the basic assumption on which the imposition on
the controller of an obligation to inform operates: the fact that he or she has expressly or tacitly
permitted third-party access to the personal data; and the concept of proportionality is introduced,
so that there can be no requirement of measures which are unfeasibly costly for certain operators.
Besides the above, we propose deleting the last sentence which refers to authorising the publication
of personal data.

The responsibility or otherwise of the data transferor, for actions of the transferee, will have to be
determined base by case, depending on the surrounding facts and circumstances, which is quite
different from imposing a sort of objective responsibility regarding the right to be forgotten. In
other words, what seems to be meant here is that one authorisation to publish suffices for the initial
controller to become responsible for the erasure of data in third-party hands, such that if the third
party does not or cannot achieve that erasure, the initial controller is responsible for all purposes for
harm done. We find this consequence potentially excessive and that it cannot be assumed in a
general way, and we therefore propose deleting the last sentence of Article 17(2).

We are in agreement regarding the data storage cases addressed in Article 17(3).

However, the data storage envisaged in this paragraph can be conceptually distinguished in some
cases from its online multiplication. In other words, it is one thing for data to have to be kept for
specific reasons, legally and axiologically superimposed on the right to be forgotten, and another for
their dissemination necessarily to continue to be permitted. The latter cannot always be necessary,
any more than it is compatible with a strict necessity for storage. We therefore propose adding the

following paragraph at the end of 17(3):
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In the cases covered in (a) to (d), the data subject may exercise a right to object vis-a-vis the
establishment of links or the making of copies or replications of their personal data. The viability
of this right shall be determined on the basis of the surrounding circumstances of the case, pains
being taken not thereby to frustrate the specific purpose of the storage of the data.

Given that the data storage cases that may arise in practice may be very distinct in their details, it
seems reasonable, furthermore, to provide for a margin of discretion regarding the viability of the
right to object to which we refer.

As regards the rest of Article 17, apart from our final comments on delegated acts, we have no more
objections, and underline the importance of Article 17(3)(d), insofar as it can be used to establish,
through legislation, public-interest-based limits on the exercise of this right. This will make it
possible to solve some of the problems that could arise regarding the right to be forgotten in the
public-sector context and to ensure the right balance between that right and others of undeniable
social interest (namely right to information and to the non-forgetting/remembrance of certain
situations). To conclude, and bearing in mind those limits, we propose the following wording for
point 3(d), so that the required safeguards can be applicable both to Union law and to that of the
Member States:

for compliance with a legal obligation to retain the personal data by Union or Member State law to
which the controller is subject; Union and Member State laws shall meet an objective of public
interest, respect the essence of the right to the protection of personal data and be proportionate to
the legitimate aim pursued;

As to delegated acts we cannot accept Article 17(9) since it covers the regulation of aspects
essential to the proper understanding of the rule. If these aspects need to be addressed, they should
be developed in the regulation itself.

Thus Article 17 should read as follows:

Article 17

Right to be forgotten and to erasure

1. The data subject shall have the right to obtain from the controller the erasure of personal
data relating to them and the abstention from further dissemination of such data,
especially in relation to personal data which are made available by the data subject while

he or she was a child, where one of the following grounds applies:
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(a) the data are no longer necessary in relation to the purposes for which they were

collected or otherwise processed,

(b)  the data subject withdraws consent on which the processing is based according to
point (a) of Article 6(1), or when the storage period consented to has expired, and

where there is no other legal ground for the processing of the data;
(c) the data subject objects to the processing of personal data pursuant to Article 19;
(d) the processing of the data does not comply with this Regulation for other reasons.

2. Where the controller referred to in paragraph 1 has expressly or tacitly allowed third
parties access to wade the personal data publie, it shall take all reasonable steps
proportionate with its capabilities, including technical measures, in relation to data for the

publication of which the controller is responsible, to inform third parties which are

processing such data, that a data subject requests them to erase any links to, or copy or

replication of that personal data. Where-the-controller-has-authorised-athird party

Where the controller who permitted access to the personal data has disappeared, ceased
to exist or cannot be contacted by the data subject for other reasons, the data subject
shall have the right to have other data controllers delete any link to copies or

replications thereof.

3. The controller shall carry out the erasure without delay, except to the extent that the

retention of the personal data is necessary:
(a) for exercising the right of freedom of expression in accordance with Article 80;

(b)  for reasons of public interest in the area of public health in accordance with

Article 81,

(c)  for historical, statistical and scientific research purposes in accordance with

Article 83;
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(d) for compliance with a legal obligation to retain the personal data by Union or
Member State law to which the controller is subject; Union and Member State laws
shall meet an objective of public interest, respect the essence of the right to the

protection of personal data and be proportionate to the legitimate aim pursued,
(e) in the cases referred to in paragraph 4.

In the cases covered in (a) to (d), the data subject may exercise a right to object
vis-a-vis the establishment of links or the making of copies or replications of their
personal data. The viability of this right shall be determined on the basis of the
surrounding circumstances of the case, pains being taken not thereby to frustrate

the specific purpose of the storage of the data.
4. Instead of erasure, the controller shall restrict processing of personal data where:

(a) their accuracy is contested by the data subject, for a period enabling the controller

to verify the accuracy of the data;

(b)  the controller no longer needs the personal data for the accomplishment of its task

but they have to be maintained for purposes of proof;

(c) the processing is unlawful and the data subject opposes their erasure and requests

the restriction of their use instead;

(d) the data subject requests to transmit the personal data into another automated

processing system in accordance with Article 18(2).

5. Personal data referred to in paragraph 4 may, with the exception of storage, only be
processed for purposes of proof, or with the data subject's consent, or for the protection of

the rights of another natural or legal person or for an objective of public interest.

6. Where processing of personal data is restricted pursuant to paragraph 4, the controller

shall inform the data subject before lifting the restriction on processing.
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7. The controller shall implement mechanisms to ensure that the time limits established for
the erasure of personal data and/or for a periodic review of the need for the storage of the

data are observed.

8. Where the erasure is carried out, the controller shall not otherwise process such personal

data.

Article 18

Article 18 concerns two different rights: the right to obtain a copy of the data, and the right to
transfer the data to third parties. Both rights are covered by the legislator in the broader concept of
portability. We think the way this right is regulated here is acceptable and poses no major problems.
However, there are a number of points to which attention should be drawn.

As regards the first paragraph, we think the decisive point for the regulation of this right is not so
much that the data be processed in a structured and commonly used format but also that where
applicable they be delivered in a structured and commonly used format.

To that end the following amendment would be necessary:

The data subject shall have the right, where personal data are processed by electronic means and
in a structured and-commonty-used format, to obtain from the controller a copy of data undergoing
processing in an electronic and structured format which is commonly used and allows for further

use by the data subject.
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On the above basis and bearing in mind that on occasions the formats that are used for data
processing may be ones not commonly used, it seems reasonable to impose a fee for conversion of
the data into a requested format. This could be done via the following amendment, which would add
to this rule a new second paragraph:

Where the format requested by the data subject is not the same as that of the processing, the
controller may charge a fee for conversion, which may not exceed the value of the cost of the
service performed at market prices.

We think the amendment is justified by the fact that requesting a given format that is not the same
as that of the processing gives rise to a new service, which must require compensation. In addition,
if the option of obtaining the data in a given format is granted, it seems logical that the cost of the
conversion should not fall to the controller.

Following this amendment, paragraphs 2 and 3 would become 3 and 4 respectively.

Lastly, we think there has to be some reference to the relation between this right and the erasure of
data. In principle, portability, as regards obtaining copies of the data, need not imply their erasure.
However, if we refer to portability in a strict sense, i.e. transfer from one controller to another, then
the issue of erasure does need to be raised. Here some safeguards would be necessary for those
cases where data has to be kept.

The following additional last paragraph would be sufficient:

The controller from whom the data are obtained shall delete those data, unless their continued
processing is required on a separate applicable legal basis. Union law and Member States'
legislation may determine those cases in which there is a legal obligation to retain data, on the
basis of public interest objectives proportionate to the aim pursued and honouring the essence of
personal data protection law.

This article would read as follows once amended:

Article 18

Right to data portability

1. The data subject shall have the right, where personal data are processed by electronic
means and in a structured and-eommontyused format, to obtain from the controller a copy
of data undergoing processing in an electronic and structured format which is commonly

used and allows for further use by the data subject.
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Where the format requested by the data subject is not the same as that of the processing,
the controller may charge a fee for conversion, which may not exceed the cost of the

service performed at market prices.

Where the data subject has provided the personal data and the processing is based on
consent or on a contract, the data subject shall have the right to transmit those personal
data and any other information provided by the data subject and retained by an automated
processing system, into another one, in an electronic format which is commonly used,

without hindrance from the controller from whom the personal data are withdrawn.

The controller from whom the data are obtained shall delete those data, unless their
continued processing is required on a separate applicable legal basis. Union law and
Member States' legislation may determine those cases in which there is a legal
obligation to retain data, on the basis of public interest objectives proportionate to the

aim pursued and honouring the essence of personal data protection law.

The Commission may specify the electronic format referred to in paragraph 1 and the
technical standards, modalities and procedures for the transmission of personal data
pursuant to paragraph 2. Those implementing acts shall be adopted in accordance with the

examination procedure referred to in Article 87(2).

Article 19

This article regulates a right for the data subject to object, for processing based on Article 6(1)(d),
(e) and (f).

We have no objections in principle, except to the third paragraph.

If there exists in relation to the right to object a possibility that the controller can cite compelling

legitimate grounds, we see no reason why the mere formulation of an objection has to initiate the

consequence intended by the third paragraph’.

To some extent, this problem can be solved by applying the rule in Article 12(3), but even so,
we believe it is not superfluous to try to clarify this rule further, to avoid a situation in which
mere objection can by itself lead to the processing being stopped.
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We therefore propose to amend this paragraph as follows:

Where an objection is upheld pursuant to paragraphs 1 and 2, the controller shall inform the data
subject of the compelling legitimate reasons applicable as referred to in paragraph 1 above, or
otherwise shall no longer use or otherwise process the personal data concerned.

Thus, there is a genuine opportunity to object, and should there be a dispute on the subject, the
legally relevant actions and the applicable compensations are clear.

The article would then read as follows:

Article 19

Right to object

1. The data subject shall have the right to object, on grounds relating to their particular
situation, at any time to the processing of personal data which is based on points (d), (e)
and (f) of Article 6(1), unless the controller demonstrates compelling legitimate grounds
for the processing which override the interests or fundamental rights and freedoms of the

data subject.

2. Where personal data are processed for direct marketing purposes, the data subject shall
have the right to object free of charge to the processing of their personal data for such
marketing. This right shall be explicitly offered to the data subject in an intelligible

manner and shall be clearly distinguishable from other information.

3. Where an objection is upheld pursuant to paragraphs 1 and 2, the controller shall inform
the data subject of the compelling legitimate reasons applicable as referred to in
paragraph 1 above, or otherwise shall no longer use or otherwise process the personal

data concerned.

Article 20

Article 20 addresses the consequences of the technique known as profiling. However, there is no
definition of the term's intended meaning.

According to Recommendation CM/Rec(2010)13 of the Committee of Ministers of the Council of
Europe, profiling means an automatic data processing technique that consists of applying a "profile"
to an individual, particularly in order to take decisions concerning her or him or for analysing or

predicting her or his personal preferences, behaviour and attitudes.

14147/3/12 REV 3 GS/mp 101
DG D 2B LIMITE EN



On the above basis, one should consider the need to include a definition of this kind in Article 4 of
the proposal.

While profiling offers unquestionable and numerous benefits both commercially and in the public
sector, insofar as it exploits the massive data-processing capacity offered by modern technologies,
there is no doubt that it also brings risks for individuals insofar as it allows them to be framed in a
completely automated way in certain preset categories, without their knowledge and with major
impacts that can affect both their personal lives and their wealth.

These facts demand that limits and safeguards be established as to the use of such techniques,
seeking a reasonable balance between protection of privacy and other rights of the individual, and
the increasing needs of a society which is ever more complex and technologised, which not
infrequently demands speed and objectivity in decision-making, not only in the interests of
institutions or companies but also often in the interests of the individual data subject.

In the present day, there are many and varied applications of profiling, from public safety through
financial or labour-market decision-making to advertising.

The wide-ranging and ever-increasing application of profiling techniques in very diverse sectors
means that it is not possible to adopt completely general regulatory solutions and that specificities
and sectoral needs must be taken into account.

It is thus desirable to consider that these issues are best addressed in regulatory terms in the specific
areas of rules that they may apply to (financial, employment, advertising, etc.).

The basis of the above argument is that in essence this is not a personal data protection issue' but
rather one of how such data can be used to derive legal effects or consequences in certain areas of
economic or social relations.

That being so, it could seem most reasonable to regulate the possible consequences of automated
data processing case by case in the areas concerned and taking account of the specificities and needs
applicable in those areas. In that way, much more coherent regulatory frameworks, better suited to
each situation, would be obtained. However, the absence of a general provision, establishing the
basic restrictions and safeguards, would lead to a situation in which anything was permitted insofar
as matters linked to such techniques were not regulated in all sectors. To this problem would be
added the fact that there would probably always be sectors left to cover, since the inexorable

advance of technology opens up new possibilities which might be unforeseeable in advance.

This is not indisputable, given the attractive force of data protection rights at this juncture.
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For that reason it does seem to us appropriate to include in the proposal for a regulation a basic and
general profiling rule.

That said, and turning now to the proposed text of Article 20, we think it should be examined in
depth in the light of the previously quoted Council of Europe recommendation.

We find the expression "measure which [...] significantly affects", contained in the first paragraph,
too broad, and it would be desirable to narrow it down somewhat, specifying that it must relate to
measures affecting an individual adversely.

Likewise, the restrictions relating to location and personal preferences should also be studied and
probably refined.

We also have our doubts about the absolute limiting of profiling based on the special categories of
data included in Article 9.

Lastly, we think this article must require specific sectoral developments, and it is probably just that
which is contemplated in the last paragraph, with the attribution of powers to the Commission to
adopt delegated acts.

For us this is not the right solution, since it involves developments of essential aspects of the
regulation, which either should be covered in this instrument itself or should be left to Member
States or to Union legislation covering the sectors concerned, provided there is an adequate legal
basis for such legislation.

Given the foregoing we propose the following amendments to this article.

Article 20

Measures based on profiling

1.  Every natural person shall have the right not to be subject to a measure which produces legal
effects concerning this natural person or adversely affects this natural person, and which is
based solely on automated processing intended to evaluate certain personal aspects relating to
this natural person or to analyse or predict in particular the natural person's performance at

work, economic situation, location, health, personal preferences, reliability or behaviour.
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Subject to the other provisions of this regulation, a person may be subjected to a measure of

the kind referred to in paragraph 1 only if the processing:

(a) s carried out in the course of the entering into, or performance of, a contract, where the
request for the entering into or the performance of the contract, lodged by the data
subject, has been satisfied or where suitable measures to safeguard the data subject's
legitimate interests have been adduced, such as the right to obtain human intervention;

or

(b) 1is expressly authorized by a Union or Member State law which also lays down suitable

measures to safeguard the data subject's legitimate interests; or

(c) is based on the data subject's consent, subject to the conditions laid down in Article 7

and to suitable safeguards.

Automated processing of personal data intended to evaluate certain personal aspects relating

to a natural person shall not be based solely on the special categories of personal data referred

to in Article 9.

4.  In the cases referred to in paragraph 2, the information to be provided by the controller under
Article 14 shall include information as to the existence of processing for a measure of the kind

referred to in paragraph 1 and the envisaged effects of such processing on the data subject.
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Article 21

No comment.

2. Chapter IV. Controller and processor

Article 22

As we will clarify while investigating the articles in this chapter, our perspective includes a
substantial change of orientation in some aspects.

Some way must be found to reduce the bureaucratic/administrative workload that the current
wording imposes on those involved in data processing, and at the same time to find elements of
flexibility. This is on the basis of the assumption that it may be more efficient to promote or
incentivise taking responsibility, organisational autonomy and accountability than trying to "ensure"
results on the basis of a check based on bureaucratic and intensive supervision of those concerned.
In short, compromises have to be achieved on the basis of a cost-benefit dialogue, in which all
participants should be very conscious of what they stand to gain or lose from each option proposed.
Thus, with the system that we propose, a greater or lesser administrative burden will depend
essentially on the decisions of the participants themselves, on the basis of clear and predictable

ground rules.

The options are basically:

o to incorporate elements of added value to the organisation, which clearly increase its
reliability: data protection officer or certification policy. In return this would lead to a major
reduction of bureaucracy and procedures would become more flexible;

J not to incorporate added-value elements. In these cases the bureaucratic workload would be

increased as the sole possible means of supervision.

On this basis, we move on to amending this article and others in the chapter under discussion.

As regards Article 22 specifically, the amendments proposed are intended to adapt this rule to the
philosophy previously set out, and to leave non-applicable the Commission's right to adopt
delegated acts as set out in the third paragraph, which disappears, since we find it goes beyond what
is needed; for the time being we do not address the need to specify other measures, which, if they
existed, should be included in the text or at most left to the legislator.

We therefore set out here the amendments proposed for Article 22:
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Article 22
Responsibility of the controller

The controller may shett adopt policies and implement appropriate measures to ensure

and be able to demonstrate that the processing of personal data is performed in

compliance with this Regulation.

The measures laid down in paragraph 1 shall inpartientar include, in the cases and in

compliance with the rules included in this chapter:

(@

(b)

(©)

@

(e)

keeping the documentation pursuant to Article 28;
implementing the data security requirements laid down in Article 30;
performing a data protection impact assessment pursuant to Article 33;

complying with the requirements for prior authorisation or prior consultation of the

supervisory authority pursuant to Article 34(1) and (2);

designating a data protection officer pursuant to Article 35(1), or obtaining and
maintaining certification pursuant to the certification policies defined by the

Commission.

The controller shall implement mechanisms to ensure the verification of the effectiveness of

the measures referred to in paragraphs 1 and 2. Provided it is not disproportionate, if

there is no data protection officer or adequate certification, these checks shall be carried

out by internal or external auditors.
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Article 23

On this point we address some of the requests of participants consulted, in the sense that data
protection by design must be considered in a flexible manner, with attention to the specificities of
each sector (paragraph 1).

We would draw attention to the fact that non-compliance with this rule may be penalised and to the
potential difficulties, for the penalising authority, of defining or characterising non-compliance.

In addition, insofar as the principle of minimisation again arises in a way in paragraph 2, in a way
consistent with what was said in the comments on Article 5, we should make an amendment here to
introduce too the idea of proportionality, which in our view is less absolute and somewhat more
flexible than the concept of minimum alone.

However, we think that paragraph 2 should be reassessed on the basis of a more genuine notion of

privacy by default, for which reason we have underlined it.

Article 23

Data protection by design and by default

1. Having regard to the state of the art and the cost of implementation, the controller shall,
both at the time of the determination of the means for processing and at the time of the
processing itself, implement technical and organisational measures and procedures
appropriate to the activity being carried on and its objectives, in such a way that the
processing will meet the requirements of this Regulation and ensure the protection of the

rights of the data subject.

2. The controller shall implement mechanisms for ensuring that, by default, only those

personal data are processed which are necessary not excessive in quantity for each

specific purpose of the processing and are especially not collected or retained beyond the

minimum proportionally necessary for those purposes, both in terms of the amount of the

data and the time of their storage. In particular, those mechanisms shall ensure that by

default personal data are not made accessible to an indefinite number of individuals.
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Article 24

We think that in this article, two models can quite well be considered, in a flexible framework,
allowing the participants in the processing to choose between them.

One option is the joint and several liability model. Thus the data subject could exercise all his or her
rights vis-a-vis either of them and it is for the participants in the processing to ensure full
compliance with the obligations incumbent on them.

On the other hand, the model of distribution of responsibilities implied in the rule, is equally
reasonable, although for this to concern the data subjects they need to know clearly and precisely
before whom to exercise each of the rights. This necessarily leads to a series of obligations on
documentation and transparency of agreements.

Thus, we think this rule deals solely and exclusively with all matters concerning the data subject's
exercising of rights, but not with the substantive and procedural system of financial liability for
damage, which is governed by the principle of joint and several liability in accordance with
Article 77.

We therefore propose the following amendments to this article:

14147/3/12 REV 3 GS/mp 108
DG D 2B LIMITE EN



Article 24
Joint controllers

Where a controller determines the purposes, conditions and means of the processing of personal
data jointly with others, the joint controllers shall determine their respective responsibilities for
compliance with the obligations under this Regulation, in particular as regards the procedures and
mechanisms for exercising the rights of the data subject, by means of an arrangement between
them. For this agreement to be valid in relation to data subjects, it must be documented and must
have been brought to their attention beforehand; otherwise, the aforementioned rights may be
exercised in full before any of the controllers, and it shall be incumbent on them to ensure

precise compliance with the legally established benefits.

Article 25

On this article, we think that the Commission has made a laudable effort to find a compromise
solution on a matter which by its nature is not straightforward.

We agree in principle with the approach taken, although we suggest including a risk criterion in

point (b) of the second paragraph, so that the article would read as follows:

Article 25

Representatives of controllers not established in the Union

1. In the situation referred to in Article 3(2), the controller shall designate a representative in
the Union.
2. This obligation shall not apply to:

(a) a controller established in a third country where the Commission has decided that
the third country ensures an adequate level of protection in accordance with

Article 41, or
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(b) an enterprise employing fewer than 250 persons, unless the processing it carries out
is considered high-risk by the supervisory authorities, taking account of its

characteristics, the type of data or the number of persons it concerns; or
(c) a public authority or body; or

(d) a controller offering only occasionally goods or services to data subjects residing in

the Union.

3. The representative shall be established in one of those Member States where the data
subjects whose personal data are processed in relation to the offering of goods or services

to them, or whose behaviour is monitored, reside.

4. The designation of a representative by the controller shall be without prejudice to legal

actions which could be initiated against the controller itself.

Article 26
We think this article correctly regulates the situation of the processor, although two refinements are

needed:

e paragraph 3 seems to us too bureaucratic. A requirement that they simply compile in writing
all the instructions may amount to a disproportionate burden, especially if it also includes
the instructions that follow after the contract is concluded and in the framework of the
contract. In some cases the instructions may arise daily and in very large numbers.
Furthermore, operational instructions will normally be sent electronically and will be quite
well recorded, and, lastly, this is a matter concerning essentially the relationship between
controller and processor, but which need not directly concern security or privacy. Finally, it
does seem reasonable that the contractual relationship between controller and processor
should be documented in any medium that remains on record — which seems to us a more

appropriate formulation than the written form stricto sensu, which is more restricted.
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e Regarding paragraph 4, we think that in some cases there could be a combination of
responsibilities, which should be mentioned. Without prejudice to the point that excesses by
the processor could lead it to be personally obliged and liable for the processing (ultra
vires), the possibility cannot be discounted of failure to fulfil a duty of supervision or control
(culpa in vigilando) on the part of the principal.

e The powers granted the Commission in this article seem to us excessive. Their content, if

considered essential, should be set out in the regulation itself.

Given the foregoing, we propose the following amendments:

Article 26

Processor

1. Where a processing operation is to be carried out on behalf of a controller, the controller
shall choose a processor providing sufficient guarantees to implement appropriate
technical and organisational measures and procedures in such a way that the processing
will meet the requirements of this Regulation and ensure the protection of the rights of the
data subject, in particular in respect of the technical security measures and organizational
measures governing the processing to be carried out and shall ensure compliance with

those measures.

2. The carrying out of processing by a processor shall be governed by a contract or other
legal act binding the processor to the controller, which shall be documented on a medium

which is kept on record, and stipulating in particular that the processor shall:

(a) act only on instructions from the controller, in particular, where the transfer of the

personal data used is prohibited;

(b) employ only staff who have committed themselves to confidentiality or are under a

statutory obligation of confidentiality,
(c) take all required measures pursuant to Article 30;

(d) enlist another processor only with the prior permission of the controller;
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(e) insofar as this is possible given the nature of the processing, create in agreement
with the controller the necessary technical and organisational requirements for the
fulfilment of the controller’s obligation to respond to requests for exercising the data

subject’s rights laid down in Chapter II;

(f)  assist the controller in ensuring compliance with the obligations pursuant to

Articles 30 to 34;

(g) hand over all results to the controller after the end of the processing and not process

the personal data otherwise;

(h)  make available to the controller and the supervisory authority all information

necessary to control compliance with the obligations laid down in this Article.

4. If a processor processes personal data other than as instructed by the controller, the
processor shall be considered to be a controller in respect of that processing and shall be
subject to the rules on joint controllers laid down in Article 24, all without prejudice to

any liability that may be incurred by the controller in fulfilling its obligations.

Article 27

No objection to this article, although as drafted it adds almost nothing new.

From the Commission's explanations, it seems that what was attempted here was to define an
obligation of confidentiality on all persons (such as employees of the controller or the processor)
who have contact with the data processed, for any reason. If so, the present wording is not

successful and should be revised.
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3. Annex

3.1. Bases for a coherent certification policy

One of the cornerstones of our position is the promotion of policies to raise the awareness and
capacities of the various stakeholders in the processing of personal data, not only in order to
improve quality and levels of privacy protection but also with the aim of finding formulas to allow
greater flexibility in administrative and bureaucratic requirements, in favour of solutions based on
responsible accountability, on the basis of which formulas can be constructed that will increase
options for self-organisation and reducing red tape.

Our proposal on a certification policy is thus intended to bring to the system valuable and quickly
perceptible results.

To that end we will go on to suggest the foundation for the policy in question.

3.2 Institutional participants

From our point of view the policy we are proposing should be shaped in the context of the European
Data Protection Board.

Thus we can ensure that the policy in question would follow a broad consensus of the supervisory
authorities of the whole Union.

It should be for the Commission to officially approve the policy subsequently. In this way, the
initiative would have official status, and would be equipped with the legal mechanisms to make it
compulsory throughout the Union.

The implementation phase should be the responsibility of each country's supervisory authorities.
Those authorities could either directly implement the policy using their own resources or assign
training and technical monitoring of the life of certifications to third parties under their supervision.
Similarly, the supervisory authorities would actively work together in monitoring and evaluation
programmes and in planning policies.

Along these lines, we think it would also be very important to provide this new policy with a
powerful analytical and monitoring apparatus, so as to be able to continue assessing its results and
impacts over time. These tasks should be responsibilities of the European Council, with the help of

national supervisory authorities, with reports being sent, lastly, to the Commission.
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3.3 Certification models

Under the certification policy we are proposing, two major types of certificate would be issued:

(a) institutional certificates; (b) personal or operator certificates.

The institutional certificates would be addressed to organisations, administrations and businesses,
and would in a way endorse the capacities and commitment of the organisation as such.

This kind of certificate would be a necessary but not sufficient condition for obtaining a substantial
part of the benefits which our position links to the obtention of certifications.

The most important certifications would in fact be personal/operator certifications.

The basic aim of this type of certification would be to accredit the capacities and level of personal
commitment of the person, worker or official, and would be directly connected to that person. This
means that they would be completely personal and non-transferable, and would "travel", so to
speak, with each individual bearer to wherever he or she was providing services at any given time.
Personal certification seems to us of extraordinary importance, since it is the type of certification
where the quality of work of each factor of production in a given organisation is definitely
endorsed.

Personal certification should maintain an equilibrium between technical and legal competences,
seeking a multidisciplinary profile in line with the new challenges. That balance could vary
according to the type of certification, its aims and the level of cover.

It could be concluded in a way that institutional certification would be more focused on resources
and organisation, while on the contrary personal certification would be focused on capacities, skills
and awareness.

In any case, all certification would be subject to strict evaluation and analysis processes, both at the

time when they are issued and in order to be maintained.
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3.4 Characteristics of the certifications

In the framework of the proposed policy, certifications, in their various forms, would have the

following characteristics:

(a) Strict issuing conditions. To obtain certification would require passing a series of objective
tests, designed to accredit fulfilment of all parameters linked to the way those tests were
defined. The content of the tests, and thus of the preparatory programmes or courses, would
have to suitably combine legal and technical elements, weighted variably according to the
type of certification and the personnel or institution to which they were geared.

(b) Time-limited character. All certifications would have limited periods of validity, varying
depending on the type of certification. Before this time limit expired, it would have to be
renewed, for which the necessary tests would be established for purposes of objectively
accrediting the retention or upgrading of the personal or institutional capacities tied to the
certification concerned.

(¢) Revocability. All certifications may be revoked as a consequence of significant cases of non-
compliance. The definition of non-compliance and the procedures for revocation would be
defined in the regulation itself, in which powers of provisional revocation would also be
established.

(d) Flexibility. In the general definition of the certifications policy, a wide enough range of
certifications should be established to permit the various operational necessities to be covered.
The starting point would be that only those capacities that were genuinely necessary for a
given type of processing should be certified. Nobody should be obliged to be certified for
activities not falling within the definition of his or her corporate or institutional duties. This
should lead to a significant cost reduction for certifications.

(e) Quality. The certification policy should meet quality criteria. To that end, design and use
quality control programmes would be developed.

(f) Planning. The certification policy should be in a position to give suitable responses to a
constantly changing reality. To that end, a planning and development team should be
organised, for the purpose of detecting new needs and proposing functional and efficient

responses to them in policy terms.
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FRANCE

I.  General comments on the proposal for a Regulation

To begin with, the French delegation would point out that for all the articles in the Regulation, and
particularly for those to which this note refers (Articles 11 to 27), at this stage we have considerable
reservations on the use of delegated acts and implementing acts. This is a general remark which will

not be systematically repeated in the article-by-article comments in the second part of this note.

In addition, we support the Presidency's desire to organise a thematic discussion and are therefore
reserving our comments on reducing the administrative burden, delegated acts and implementing
acts, and the areas in which Member States would like more flexibility for the public sector, and

we will include them in our reply to the questionnaire from the Presidency in 12918/12.

We would also reiterate our desire to have the proposal for a Regulation take full account of the
special features of the arrangements for archives, particularly public archives. While we support the
Regulation's objective of ensuring uniform treatment throughout the Union with a high level of
personal data protection, that objective should not result in disruption of the archives held by the
Member States (which would be detrimental to the citizens of the Union) by making insufficient
allowance for the constraints inherent in archiving. We therefore share the wishes expressed by
other delegations and take the view that there should be a thorough process of consideration in order
to ensure a proper fit between the rules on personal data protection and the rules on archiving.

The decision to use a regulation, for reasons of legal certainty, posits greater clarity at the

European instrument stage.
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II. Comments by the French delegation on the proposal for a Regulation, Article by Article

Article 11 - Transparent information and communication

In paragraph 2, we would like the obligation to adapt the information to the data subject to be
moderated to take account of the resources available to the controller by inserting the words "by all

reasonable means" after "adapted to the data subject".

We would also stress that targeting information in this way will, of necessity, involve specific data
processing the relevance of which could be open to discussion, where it is likely to be particularly

intrusive.

We also ask the Commission to state when this obligation would apply (only at the time of

collection or at the time of each new processing operation?).

Moreover, we would like it to be possible to meet the obligation to inform the data subject, as set

out in paragraph 2, by providing information on a digital portal.
In support of these requests, we would point out that forwarding information to the data subject at
the time of each new processing operation is hardly compatible with the reduction in the

administrative burden which the proposal for a Regulation seeks to achieve.

Article 12 - Procedures and mechanisms for exercising the rights of the data subject

In relation to paragraph 2, we would repeat our perplexity about the meaning of the word

"cooperation" (between "several data subjects"); it is probably a translation error!.

[Translator's note: the English and French texts correspond.]
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Article 13 - Rights in relation to recipients

The French delegation has no comments.

Article 14 - Information to the data subject

In line with our comments on Article 10, we would like a provision in Article 14 to the effect that
the intermediary controllers whose data processing is for the same purposes as the processing by the
initial controller who collected the data should be exempt from the obligation to provide

information.
Likewise, in line with our comments on Article 11(2), we would stress that we need to know how
the information is to be provided before we can express an opinion on the content of the right to

information.

In paragraph 1(b), to be consistent with our comments on Article 12(2), we would like the phrase

"including the contract terms and general conditions" to be replaced by "including access to the
contract terms and general conditions" in order to make it clear that the controller must inform the
data subject of the existence of the contract terms and general conditions and the means of access to
them but does not need to supply those terms and conditions when implementing the right to

information.

In point (¢), we would reiterate our concerns regarding the arrangements applicable to archives and
the need to lay down special arrangements for such data processing. We would like this provision to
be amended to stipulate that archives are not affected by this obligation to inform data subjects of

the period for which data will be stored.

In paragraph 1(g), we wish to have the word "intends" ("that the controller intends to transfer to a

third country or international organisation ...") replaced by "wishes", that being a more appropriate

term.
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In relation to point (h) we would stress that, as it is currently worded, we cannot support such a

vague provision. Until such time as a clearer and more restricted draft is produced, the French

delegation is therefore entering a scrutiny reservation on this point.

In paragraph 3, we wish an exception to be made where the processing relates to data from sources

accessible to the public. We would suggest the following wording:

"Where the personal data are not collected from the data subject, the controller shall inform the
data subject, in addition to the information referred to in paragraph 1, from which source the

personal data originate, except where such data originates from sources accessible to the public."

We also wish to have an exception to the right to information in relation to the professional press.
However, since the article specifically relating to the press has not yet been discussed, it is too early

to make a proposal at this stage.

We are not in favour of the provision in paragraph 4(b) to the effect that information is to be

provided at the time of the recording or within a reasonable period after the collection.
The controller should not be given the power to decide on the period within which the data subject

must be informed of the use of personal data.

We also consider that the division of responsibilities between the controller disclosing the data and
the controller receiving the data disclosed needs to be clarified. The fact is that the controller
receiving the data may not necessarily be informed of the details of the data subject or of the origin

of the personal data disclosed.

Also in connection with paragraph 4(b), we are still awaiting information about how this provision

is to be aligned with Directive 2006/123/EC on services in the internal market.
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With regard to paragraph 5(b), we support the proposed wording attached to the correspondence

from the Chairman of the Working Party on Statistics, which also appears in Article 11(2) of
Directive 95/46/EC and, subject to deletion of the word "research" (proposal accepted by the
Presidency for Article 5(b) in 11326/12), we agree that it should be used in the proposal for a

Regulation:

"(b) the data are not collected from the data subject and the provision of such information, in

particular when processing for historical, statistical, or scientific purposes, proves impossible or

would involve a disproportionate effort; or"

In line with our request regarding paragraph 3 (which relates only to data not collected from the

data subject), we wish to add a new point (e) to ensure that the controller is not charged with
forwarding data already available to the public:

"(e) the data come from sources accessible to the public".

We also support the second request from the Chairman of the Working Party on Statistics regarding
the insertion of a new paragraph 5A creating an exception to the right accorded to the data subject

in paragraph 1(d) where data are collected for historical, statistical, or scientific purposes.

Subject to the same condition that the word "research" be deleted, we also support the Presidency

compromise and would like the following paragraph to be inserted:

"5A. Paragraph 1(d) shall not apply where data are collected for historical, statistical, or scientific

purposes and the conditions in Article 83(1A4) are met.”
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Article 15 - Right of access for the data subject

In relation to paragraph 1, we would ask to have it stipulated that the data subject provide the

controller with proof of his/her identity. This request is all the more logical in that we supported the
inversion of the definitions of "personal data" and "data subject", as they appear in

Directive 95/46/EC.

In relation to point (d), we would reiterate our concerns regarding the arrangements applicable to

archives and the need to lay down special arrangements for such data processing. We want it
stipulated that archives are not affected by the obligation to inform data subjects of the period for

which data will be stored.

In relation to paragraph 1(g), we would draw attention to what seems to be a translation error

resulting in the use of the expression "en cours de traitement" for "undergoing processing". The
current wording of the provision is open to interpretation and should be reviewed. It raises doubts,
for example, as to whether or not historical data (which may have been archived) or future
processing operations are included. Moreover, in the interests of clarity the words "communication

of the data" should be replaced by "the data".

We also support the request from the Chairman of the Working Party on Statistics to add a new
paragraph 5 to this Article creating an exemption from the data subject's right of access to data
processed only for historical, statistical, or scientific purposes, worded as follows (i.e. without the

term "research"):

"5. The rights provided for in Article 15 do not apply when data are processed only for historical,

statistical, or scientific purposes and the conditions in Article 83(1A4) are met."”
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Article 16 - Right to rectification

We also support the request from the Chairman of the Working Party on Statistics to add a new
paragraph 2 to this Article creating an exemption from the data subject's right of rectification in
relation to data processing carried out by the controller only for historical, statistical, or scientific

purposes, worded as follows (i.e. without the term "research"):

"2. The rights provided for in Article 16 do not apply when data are processed only for historical,

statistical, or scientific purposes and the conditions in Article 83(14) are met.”

Article 17 - Right to be forgotten and to erasure

We support this provision since it creates a useful reinforcement of the rights of data subjects whose

data are collected on line.

We would nevertheless point out that several points in this article need further specification. We
wonder, for instance, about the impact of this provision on companies' economic activities; perhaps

a distinction should be made between access to data on the internet and access on other media.

We also consider that paragraph 1 is only a partial solution to the problem of social media. The
proposal for a Regulation does not clearly enable data subjects to request the erasure of data put on
line by a third party. Yet we attach great importance to recognition of the right to be forgotten being
applicable, regardless of who put the data on line, and also to making sure that it does not represent

a backward step regarding data subjects' rights outside the digital sphere.
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In relation to paragraph 2, we also wonder about the apparent sharing of responsibility between the

controller and third parties of which we would like further details, particularly as regards serial
publication by different third parties. We have doubts as to whether this obligation is technically

feasible.

In relation to paragraph 4, we would like further details of the option accorded to the controller to

"restrict" data and the fact that that option means that he can block the data.

In relation to paragraph 4(a), which enables the controller to restrict the processing of personal data

instead of erasing them "for a period enabling the controller to verify the accuracy of the data", we
would point out that the inaccuracy of the data is not expressly listed as one of the grounds enabling

the data subject to request erasure. This point should therefore specify the cases to which it refers.

In relation to paragraph 4(c), we would like to have examples of cases in which this provision

would apply. As it now stands, it seems misplaced and should therefore be deleted.
More generally, we would like clarification of the relationship between the data subjects'
"traditional" rights (right of access, right to rectification and right to object) and the "new" rights

created by this Regulation (right to be forgotten).

In relation to paragraph 8, which prohibits the controller from processing data once they have been

erased, we await clarification of what becomes of data to which the right of erasure applies: are they

deleted or are they overwritten? Or is the access path to them simply invalidated or deleted?
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Article 18 - Right to data portability

We are in favour of this new right which enables data subjects to move their personal data into

another application.

However, insofar as portability is part of the service offered, we would stress that it could be
problematic. We should like details of the relationship between this right and the right of
competition and intellectual property rights. For example, we consider that this right appears above
all to be intended to be implemented in the digital sphere and that it could therefore create
discrimination between the obligations imposed on "traditional" traders (who might not have the
obligations relating to the right to data portability imposed on them) and e-traders (who seem to be
the main targets of Article 18). Such an administrative burden on those involved in electronic
trading does not seem to be compatible with the priorities identified by the Commission,

particularly completion of the digital single market.

We also wonder about the scope of this Article in relation to processing by persons having a public
service mission. We would refer in particular to medical data. In that area, the portability of data
should not create any obstacle to the implementation of the obligations devolving upon health
professionals (e.g. continuity of care) nor should it interfere with ongoing research or with public
health. Simply withdrawing data from the system would be prejudicial to the interests of health
professionals who could face liability issues and not be able to retain the information relating to

their activities.
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In relation to paragraph 2, we would query the objective of the provision and the relationship

between the right to data portability and intellectual property. We would stress that while we have
no difficulty with the principle of portability of "raw" personal data, we do, however, have serious
reservations about applying that right to data resulting from intermediate processing. In the case of
such personal information, intellectual property rules act as a justifiable brake on the
implementation of the right to data portability. And indeed the same applies to the exercise of the

right of access.

Moreover, the last phrase in paragraph 2 raises questions about the scope of the obligation imposed

on the controller from whom the data are withdrawn to cause no hindrance . The current wording is
not sufficiently precise as regards the responsibility of this "initial" controller, particularly where
the data being reused are inaccurate. We should therefore like this provision to include a proviso

preventing disproportionate effort on the part of the controller from whom data are withdrawn.

We also wonder about what is covered by the term "structured format which is commonly used":
does the right to data portability cover only personal data or does it extend to databases more
generally? If the latter is the case, then the relationship between this provision and the Directive on

the legal protection of databases needs to be specified.

In relation to paragraph 3, we would query the scope of the power given to the Commission to

specify the electronic format for data transfer. In addition to the competition law questions
imposing such an obligation raises, it would obviously involve expenditure which needs to be
evaluated before the provision is adopted, in the light of the wide variety of formats available. We
would therefore suggest that, instead of imposing a single format on all controllers, the Regulation
specify criteria to be met by the formats used in order to ensure the highest possible level of

portability.
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We also support the request from the Chairman of the Working Party on Statistics to insert a

new paragraph 4 in this Article creating an exemption from the right to data portability in the case

of data processed only for historical, statistical, or scientific purposes, worded as follows

(i.e. without the term "research"):

"4. The rights provided for in Article 18 do not apply when data are processed only for historical,

statistical, or scientific purposes and the conditions in Article 83(1A4) are met."

Article 19 - Right to object

In paragraph 1, the data subject "shall have the right to object, on grounds relating to their
particular situation, at any time to the processing of personal data (...)". We wish to have the

"grounds relating to their particular situation" defined.

The same paragraph provides that where the controller "demonstrates compelling legitimate

grounds for the processing which override the interests or fundamental rights and freedoms of
the data subject" the data subject's right to object is over-ruled. Leaving aside the specific features
of "public" records, we find it difficult to see what compelling legitimate grounds a company or
other private individual would invoke to counter the data subject's fundamental rights. We therefore
consider that the only case in which the right to object may be over-ruled is when the controller is

carrying out a public service mission or a mission in the public interest.

In paragraph 2, we want confirmation of the exact meaning of the term "marketing direct"

(in English "direct marketing") and an assurance that it covers the concept of "prospection
commerciale" (marketing carried out commercially) referred to in Directive 95/46/EC. In any event,
we want the limitations on the right to object to cover all types of marketing, not just marketing for

commercial purposes.
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We also wish to be sure that the new Regulation retains the system in Directive 95/46/EC whereby
the data subject has an opt-out from direct marketing. We are, in fact, worried about the risk of
extending an opt-in system (which now exists only for electronic data processing) to all data
processing.

We also support the request from the Chairman of the Working Party on Statistics to insert a

new paragraph 4 in this Article creating an exemption from the right to object in the case of data

processed by controllers only for historical, statistical, or scientific purposes, worded as follows

(i.e. without the term "research"):

""4. The rights provided for in Article 19 do not apply when data are processed only for historical,

statistical, or scientific purposes and the conditions in Article 83(14) are met."

Article 20 - Measures based on profiling

We would reiterate that there needs to be consistency between this Article and the solutions
already adopted in the Directive on privacy in the electronic communications sector
(Directive 2009/136/EC), particularly the arrangements authorised for obtaining consent in

automated communication systems.

We would also point out that it is simpler and more appropriate to insert a definition of profiling in
Article 4 of the proposal for a Regulation and have Article 20 deal only with the arrangements for
profiling. On this point, we support the request made by the Austrian delegation at the meeting of
the Working Party on Information Exchange and Data Protection (DAPIX) on 3 and

4 September 2012 to use the definition of profiling adopted by the Council of Europe in
Recommendation CM/Rec(2010)13 of the Committee of Ministers to member states on the
protection of individuals with regard to automatic processing of personal data in the context of

profiling:
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"'Profiling' means an automatic data processing technique that consists of applying a 'profile' to an
individual, particularly in order to take decisions concerning her or him or for analysing or

predicting her or his personal preferences, behaviours and attitudes."
In paragraph 3, we consider that the term "solely" has quite the opposite effect, enabling controllers
to apply profiling to sensitive data where they are combined with "normal" data. If that is what the

Commission intends, we feel that there should be stricter safeguards.

Article 21 - Restrictions

We wonder about the scope of the measures which may be introduced under national legislation to
"restrict (...) the scope of the obligations and rights", and particularly about the data to which such

measures might apply.

In relation to paragraph 1, which contains a list of restrictions to the rights and obligations provided
for in the Regulation, we are not in favour of the reference to Article 5 in the introductory phrase
since, in our view, the general principles on the protection of personal data (set out in Article 5)
must apply, whatever the nature of the processing. For instance, it seems contrary to the principle of
data subject privacy to collect personal data in a manner disproportionate to the purpose of the

processing.

In relation to paragraph 1, we would also point out that points (a), (b), (c) and (d) do not include

public health. That means that the obligation imposed by French law on doctors and public and
private clinical biology services and laboratories to forward individual data to the health authority
(Article L.3113-1 of the Public Health Code) would not be permitted under this Regulation. We
therefore consider that that exception should be added to the list of areas in which Member States

may provide for restrictions.
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In relation to paragraph 1(a) and (b), which refer to "public security”" and "the prevention,

investigation, detection and prosecution of criminal offences", we would request clarification of
how these two points relate to the proposal for a Directive since they fall within its scope rather than

within the scope of the Regulation.

In paragraph 1(c), we request that the term "intéréts publics" be used in the French text instead of

"intéréts généraux" in order to reflect the English term "public interests".

In the same point, we also want it made clearer that the processing of tax data is one of the areas in
which it is possible to restrict the obligations and rights provided for in Article 5(a) to (e),
Articles 11 to 20 and Article 32.

As a matter of substance, we also request that statistics be added to the list of areas for which

derogations can be made.

In paragraph 2, we wish to have it specified that any legislative measure referred to in paragraph 1
should contain, in addition to the specific provisions as to the objectives to be pursued by the
processing and the determination of the controller already stipulated, provisions on the period for
which the data are stored and on the categories of personal data processed. This paragraph should
also include the notion of "categories" of processing, making it possible to take account of the
extent of the risk to privacy and to set specific limits for whole categories of processing (containing
processing operations having the same purpose), particularly data processing for sovereign State
purposes, e.g. tax records or data processing in the health sector. In practice, it does not seem

conceivable for the legislator to intervene for every data processing operation.
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We therefore propose that the following text should be substituted for this paragraph:

"In particular, any legislative measure referred to in paragraph 1 shall contain specific provisions
as to the processing or categories of processing concerned which take account of the extent of the
risk to privacy represented by those forms of processing and of the scope of the restrictions

introduced."
We would reiterate what we said in our earlier comments on Chapters I and II of this proposal for a
Regulation, i.e. that we are absolutely opposed to having this instrument impose the form of

national measures to be adopted, whether a law or a regulation.

Chapter 1V - Controller and processor

Article 22 - Responsibility of the controller

As a preliminary remark, we wonder about the implementation of this Article in relation to some
activities, particularly those of members of the professions who collect sensitive data as part of their
work (e.g. health professionals). In general, the obligations listed seem too general and ill-suited to
the diversity of controllers and of data processed (sensitivity of data should be taken into account as
a criterion). In any event, the obligations listed in Article 22 seem to be designed for large
companies, i.e. those having the technical and financial resources to comply with these provisions.
We would point out that recital 11 of the proposal for a Regulation refers to Commission
Recommendation 2003/361/EC concerning the definition of micro, small and medium-sized
enterprises. That Recommendation refers to three criteria: staff headcount, turnover and degree of
autonomy (whether or not the enterprise belongs to a group), and not just to the number of

employees.

Although European statisticians have classified enterprises on the basis of these criteria, that
classification is generally subject to statistical confidentiality and is therefore not available to

non-statisticians.
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In any case, even if the classification were to be made public, it could not be invoked in law, nor
could it be used for the application of a regulation. And it does not appear that there is any such

classification in France which would have legal effect.

Hence, if the Regulation contains this kind of derogation, it will be difficult for anyone other than
the controller to prove compliance with it (and he might even have difficulty in the event of indirect

checking by an unknown party).

In conclusion, the use of this type of criterion is likely to give rise to considerable difficulties in
application. We would also point out that the size of the enterprise is no guarantee that the

processing of data does not represent a risk.

In paragraph 1, the term "policies" is vague and needs to be made more specific.

In paragraph 2, in the interests of parallelism, we would like to add a point (f) providing that the
controller is required to keep the acts provided for in Article 24 (which defines the responsibilities
of the controller and the processor respectively) and Article 26(2) (contract binding the processor to

the controller).

In the same paragraph, the words "in particular", which indicate that the list is not exhaustive,
should be deleted.

We are entering a scrutiny reservation on paragraph 2(c) since the article it refers to, Article 33,
does not provide enterprises with sufficient legal certainty; it contains a non-exhaustive list

("in particular™) of processing operations presenting "specific risks" and that does not enable the
controller carrying out his obligations under Article 22 to decide whether or not the processing

presents a sufficient risk to require an impact assessment.

In relation to paragraph 3, we have a query about the "independent internal auditor". Will he be the

subject of specific certification?

We would also emphasise that there is no justification for systematic auditing. As in the case of
impact assessments, we wish to have the decision to audit taken on the basis of the nature of the
processing or the risk it presents. The criterion of proportionality should also be specified in the

Regulation and not in a delegated act.
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In relation to paragraph 4, we would emphasise that the risks presented by data processing do not

depend on the size of the enterprise and there is therefore no justification for empowering the
Commission to adopt delegated acts containing specific measures for micro, small and

medium-sized enterprises.

Article 23 - Data protection by design and bv default

As the text now stands, we wish to enter a scrutiny reservation on this Article, pending further

information on several points.

We would like further details of the meaning of the term "by default" in the title and in the body of
Article, and of the mechanisms to be implemented to protect data from the time they are created, the
real practical obligations of controllers and the penalty for failure to meet those obligations. We
would also like to know why this Article applies only to the controller and not to the processor,
since it may be the processor who defines the processing methods without any intervention by the

controller.

As a general comment, we would stress that these provisions should be reworded in such a way as
to recommend and encourage controllers and suppliers of software to adopt the approach it

describes, in the same way as Article 39 encourages certification.

In paragraph 1, we wonder what exactly the term "means of processing" is intended to cover and

would like clarification.
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The provision in paragraph 2 on implementing mechanisms for ensuring that, by default, only those
personal data are processed which are necessary for the purpose of the processing seems
superfluous at first sight, in view of the minimisation obligation set out in Article 5. The
relationship between this paragraph and Article 5 should therefore be clarified, particularly as
regards data stored for historical or scientific purposes for longer than is necessary for the purposes
for which the data were collected. We would query the meaning and scope of several expressions in
this paragraph. We would thus like an explanation of the meaning of the following phrases:

"not collected or retained beyond the minimum necessary for those purposes" (this should be
amended to make provision for archives), "both in terms of the amount of the data and the time of

their storage" and "to an indefinite number of individuals".

Article 24 - Joint controllers

An addition could be made to this Article obliging controllers to make data subjects aware of their
respective obligations and the obligations of their processors so that they know who the competent

controller is depending on the rights they wish to invoke.

The system of sharing responsibility between controllers and processors seems unclear and needs to
be clarified. We also consider that it would be worth clarifying the arrangements for the processor

and bringing them all together in one article.
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Article 25 - Representatives of controllers not established in the Union

To begin with, we would reiterate our queries about the application of this Article to airlines; we
consider that the specific features of that sector should be taken into account, particularly in relation
to international flights involving transit, which may or may not be carried out under code sharing.
We would repeat our example of flights between Paris and Manila on Air France and Cathay
Pacific. For the second section of the flight, between Hong Kong and Manila, we wonder how and
by whom the data relating to that section would be forwarded. [The heavy-handed arrangement
proposed, particularly the provision in Article 25 requiring compulsory designation of a
representative by the controller, could interfere with the development of international trade (sale of
air tickets).]! By the company in Manila which has no representation in France or by the French
company which might well have difficulties to overcome in order to sell tickets? Moreover, making
the designation of a representative compulsory would toughen the present procedure and could have
an impact on international air travel. While the obligation to designate a representative does not
apply where the third country ensures an adequate level of protection, is there not a risk that
insufficient protection could make it impossible to operate flights to third countries, thus creating a
barrier to the air transport business? Many companies do indeed fly to countries which do not have
an adequate level of data protection. And airlines can be set up and dissolved so quickly as to be
incompatible with the period required to obtain a decision on whether protection is adequate. If this
system were to result in limiting the number of flights, the risk of reprisals would not be

insignificant.

In relation to paragraph 1, we would like the arrangements for designating the controller's

representative and the nature of his mandate to be set out in the proposal for a Regulation itself. We
would also like the Regulation to impose an obligation to inform the national data protection
supervisory authority of the contact details of the controller's representative. Unless that information

is provided, control could not really be effective.

1 [Translator's note: This sentence appears to be wrongly placed in this paragraph in the original

French.]
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The exception in paragraph 2(b) relating to the number of employees should either be deleted or
amended since, as we have already pointed out, the criterion is not relevant because only statistical

bodies have access to such data.

Moreover, in the light of paragraph 2(a) which exempts enterprises in third countries which the
Commission has decided ensure an adequate level of protection, applying the criterion in point (b)
would mean that enterprises employing fewer than 250 persons in third countries for which no
decision had been taken would be able to process data relating to European nationals without any
obligation to designate a representative in the EU, therefore potentially without any avenue of

effective control of the processing.

In relation to the same paragraph, we also wonder which supervisory authority is responsible where

there is no representative.

Article 26 - Processor

In paragraph 1, we want clarification of the "sufficient guarantees" to be provided by the processor.
We should also like to delete the link between these guarantees and compliance with the
Regulation.

In paragraph 2, we want clarification of the meaning of the term "other legal act".

In point (e), we also want clarification of the situations to which the phrase "insofar as this is

possible given the nature of the processing" refers.

In relation to point (g), we would point out that the wording seems to be based on the idea that the

processor has retained personal data after the purpose of the processing has been accomplished,
although not authorised to do so. The wording should leave no doubt that after processing the
processor must destroy the personal data received for processing. Such clarification would also
make it easier to interpret the link between this point and paragraph 4 of the same Article in order to

determine the scope of the data covered by that paragraph.
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We propose the following draft:
"hand over all results to the controller after the end of the processing and netprocessthepersonal
data-otherwise undertake to destroy all the data in its possession without delay,"

In point (h), we think it would be desirable to remove the obligation on the processor to contact the
supervisory authority directly and ensure that he can only do so through the controller.

Moreover, in our view that obligation duplicates the obligation in Article 29(1).

In Article 26(3), we would point to a difference between the French and English versions which

needs to be corrected. The French version has "conservent une trace documentaire" ("shall keep a

written record") while the English version has "shall document in writing".

In paragraph 4, the reference to Article 24 should be deleted. If a processor processes personal data
other than as instructed by the controller, that controller cannot, by definition, be considered as joint
controller. Moreover, this paragraph makes the processor who processes personal data other than as
instructed by the controller a personal data controller without making any reference to the fact that
such behaviour is in breach of the processor's contractual obligations. On the surface, such a
provision appears to be favourable to the data subjects but in fact it encourages unlawful behaviour

by processors. We therefore have reservations on this paragraph.

We would also point to the difficulty in relating the provisions in Article 26(4) to those in
Article 27. Article 27 provides that "the processor and any person acting under the authority of the

controller or of the processor who has access to personal data shall not process them except on

instructions from the controller, unless required to do so by Union or Member State law". Yet

Article 26(4) opens the way for the processor to process "personal data other than as instructed by

the controller".
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In paragraph 5, the proposal for a Regulation empowers the Commission to adopt delegated acts for
the purpose of further specifying the processor's responsibilities, duties and tasks. In addition to our
general comments on delegated acts and implementing acts, we consider that this Article also raises

the question of whether a subsidiary of an enterprise is to be considered as a processor.

Article 27 - Processing under the authority of the controller and processor

We would query the meaning and scope of this Article and particularly its role as a mechanism for
resolving conflicts of national law.

We are also concerned about its relationship with the one-stop shop put in place by the Regulation.
The last phrase in the Article, "unless required to do so by Union or Member State law", requires
clarification since it raises, for instance, the question of how the legislator is to determine the
processor and of whether the controller's consent would nevertheless be required. Such designation
by law should perhaps be deleted. This provision would in fact enable the legislator to force the
controller to work with a processor he had not chosen and over which he had no authority either; yet
the Article does not stipulate whether the data security and confidentiality requirements would be
maintained when this provision is applied. That could lead to conflict between the controller and a
processor whose legitimacy came not from appointment by the controller but from the legislator.
Moreover, it would be necessary, at the very least, to have the controller informed when a processor
was processing data on the instructions of a Member State legislator instead of the controller's

instructions.
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IRELAND

Article 11 (Transparent information and communication)

1.

6.

The transparency principle is already set out in article 5(a).

While appropriate for data controllers operating on-line services, the practical implications of
article 11(1) for other controllers are far from clear. What should “transparent” policies
cover? Does “easily accessible” mean that the policies must be publicly displayed? Would it

not be sufficient that the controller be required to be in a position to make the policies

available if requested by a data subject?

In the case of SMEs, are controllers required to have detailed policies dealing with the
personal data of staff (including family members), suppliers and customers? In the case of an

individual, how is the requirement intended to apply to social networking activities?

Article 11.1 will impose excessive administrative burdens and unnecessary compliance costs
in cases where the risk of data misuse is remote. It should be deleted. Article 38.1(d) already
foresees the possibility of a code of conduct in relation to "requests of data subjects in

exercise of their rights" and this is sufficient.

Article 11(2) is also far reaching. The requirement to supply information and any
communications in clear and plain language is accepted but the requirement to adapt any
information or communication to the data subject could be very onerous, possibly requiring
translation into another language. The words “adapted to the data subject” should be deleted.
Also, the obligation on the controller should be to take “appropriate measures” to respond to

the data subject.

Finally, the relationship between articles 11 and 14 needs to be clarified.

Article 12 (Procedures and mechanisms for exercising the rights of data subjects)

7.  The content of article 12.1 should be relocated to article 11.1. (i.e. the procedure should come
before the requirement to provide responses in clear and plain language).
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8.  Asregards article 12.2, the proposal to allow an additional month for the controller to respond
in cases where “cooperation [of data subjects] is necessary to a reasonable extent” introduces
uncertain elements. It would be preferable to avoid time limits and to continue to require the
controller to inform the data subject “without excessive delay” (i.e. as in the current

Directive).

9.  While we support placing an obligation on the controller to inform the data subject of the
possibility of lodging a complaint with a supervisory authority in article 12.3, we do not
support the requirement to provide information on judicial remedies. The words “and seeking
a judicial remedy” should be deleted.

10. We are unhappy with the “free of charge” proposal in article 12.4; the existing possibility to

impose a modest charge should be retained in order to encourage ‘bona fide’ requests.

Article 13 (Rights in relation to recipients)
11. The title of this article should refer to the “obligations” rather than “rights”. The term “third
parties” which appears in the corresponding article 12(c) of the Directive should be used

instead of “recipient”.

Article 14 (Information to data subject)

12.  This confusing article seeks to merge the content of article 10 (Information in cases of
collection of data from the data subject) and article 11 (Information where the data have not
been obtained from the data subject) of the Directive. It would be preferable to retain separate

articles in the Regulation, even if this would require some repetition of text.
13. In article 14.1, the quantity of information to be provided to data subjects is excessive in the
case of ‘low risk’ processing operations, €.g. reserving a table in a restaurant or making an

appointment with the hairdresser. This applies in particular to paragraphs (d) and (e).

14. Paragraph 1(c) should be dropped. Moreover, paragraph (h) introduces an element of
uncertainty and instability and should be dropped.

15. The obligations which are intended to apply under paragraphs 5(b) and 6 need to be clarified.
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Article 15 (Right of access for the data subject)

16.

17.

18.

In paragraph 1, the term “at any time” should be replaced by “at reasonable intervals”.

Paragraph 2 should state simply: “The information may be provided in electronic form unless
otherwise requested by the data subject” (Duplication between this paragraph and the last

sentence of article 12.2 needs to be addressed).

The data controller should have a right to verify the identity of a data subject, at least in cases

of reasonable doubt.

Article 16 (Right to rectification)

19.

The second sentence should read: “The data subject shall have the right to obtain completion

of incomplete data, including by means of providing supplementary information.”

Article 17 (Right to be forgotten and to erasure)

20.

21.

In paragraph 1, the scope of what is meant by the data subject having a right to the erasure of
personal data “relating to them” is unclear; does this refer to personal data provided by the
data subject or include also personal data of a group of data subjects, including that of the data
subject concerned, in a shared workspace? It would be preferable to drop the words “and the

abstention from further dissemination of such data, especially in relation to personal data”.

In paragraph 2, an obligation is placed on a controller who has made the personal data public
to take reasonable steps to inform any third parties processing the data concerned of the data
subject’s request to erase the data. However, controllers are not in a position to supervise all
internet users (as already recognised in the eCommerce Directive). There is a clear difference
between making personal data available to an unspecified number of persons online and
making it available to a limited number of identifiable third parties. It would be more realistic
to oblige controllers to erase personal data which are under their control, or reasonably
accessible to them in the ordinary course of business, i.e. within the control of those with
whom they have contractual and business relations. This would require them to have adequate
mechanisms in place to locate and erase data in response to data subject requests. The final

sentence of paragraph 2 needs to be considered further.
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22.

23.

24.

25.

26.

It would be contrary to the data minimisation principle in article 5 if compliance with this
article were to lead to increased data retention so that controllers could demonstrate

compliance with ‘right-to-be-forgotten’ requests.

The right to freedom of expression — referred to in paragraph 3(a) and acknowledged in recital
121 — is welcome, especially important where data are stored in audiovisual and news

archives.

It is essential that paragraph 3 be extended to allow controllers to retain data in order to
comply with legal, regulatory and anti-fraud obligations and that this also be explicitly

acknowledged in recital 53.

The second sentence of paragraph 3(d) should be deleted (as in article 6.3).

The contents of paragraph 4 to 7 should form the core of a new article entitled “Right to be

forgotten and to restriction of processing”. The existing concept of ‘blocking” would be an

acceptable alternative to ‘restricting’.

Article 18 (Right to data portability)

27.

28.

It is not clear whether and, if so to what extent, this is intended to apply to public authorities.

This should be clarified.

Intellectual property rights of data controllers, and any data which may be commercially
sensitive for controllers, e.g. underwriting criteria in the case of insurance companies, must be

protected under this article.

Article 19 (Right to object)

29. If this right is intended to apply to public authorities, it needs to be reconsidered. Also, does
“compelling legitimate ground” represent a higher threshold than the grounds set out in article
6.1(d), (e) and (f). Clarification is required.
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30.

As regards restrictions on direct marketing activities, the campaigning actions of political
parties and individuals seeking election to political office, which are essential features of

democratic political systems, must be protected.

Article 20 (Measures based on profiling)

31.

32.

33.

34.

35.

In paragraph 1, the reference to “measure” is unclear and should be replaced by “decision”. It
would be helpful to clarify further what is meant by a measure which “significantly affects”
the data subject (this term is in the existing Directive but further clarification is necessary
because of the enormous penalty referred to in article 79.6 (d)). Use of the term “in particular”

in paragraph 1 is unacceptable in light of the level of penalty which applies to infringements.

Further consideration must be given to whether this article should generally to individuals or

to data subjects.

This article does not appear to distinguish between profiling for potentially beneficial
purposes (e.g. seeking to satisfy consumer demands for goods or services) and potentially
detrimental purposes (e.g. discrimination in the provision of services such as insurance or
financial products). An appropriate balance which protects individuals from harmful profiling

while safeguarding innovation and promoting the digital economy is required.

In paragraph 2 (a) it is not clear what the words “has been satisfied” refers to. In paragraph 2

(c), it is not clear why suitable safeguards are required in addition to those in article 7.

It is essential that paragraph 3 continues to permit profiling by relevant public authorities for
the purpose of promoting tax compliance or combating fraud. It should also remain possible
to take criminal convictions into account when assessing risk (e.g. convictions for traffic
offences in determining car insurance premiums) or in determining sanctions for repeat

offences.
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36.

Article 8 of the Consumer Credit Directive (Directive 2008/48/EC) requires creditors to
assess the consumer’s creditworthiness on the basis of sufficient information “where
appropriate obtained from the consumer and, where necessary, on the basis of a consultation

of the relevant databases.” Will article 20 impact on the operation of this Directive?

Article 21 (Restrictions)

37.

Careful drafting is required to ensure that the overall objective of greater harmonisation of

data protection standards is not undermined. Paragraph 2 needs to be clarified.

Article 22 (responsibility of the controller)

38.

Paragraph 1 appears to repeat the content of article 5(f). The obligations foreseen in paragraph
2 are onerous, appear to apply to all controllers irrespective of level of risk of misuse and will

be costly to implement.

Article 23 (Data protection by design and by default)

39.

40.

41.

In addition to “the state of the art and the cost of implementation” referred to in paragraph 1,
the “risk of misuse of the personal data” must be taken into account when determining what

measures and procedures are appropriate.

The ‘default’ obligation in paragraph 2 would require controllers to process only data which
are necessary for each specific purpose of the processing. It remains unclear what this new
obligation requires in the case of social networking sites which are specifically intended to

facilitate the sharing of personal data.

The proposal in paragraph 3 that the Commission be empowered to specify “appropriate
measures and mechanisms” for data protection by design requirements across sectors,

products and services risks undermining the principle of technology neutrality and stifling

product innovation. Paragraph 3 should be deleted (see earlier comments in respect of

Article 86).
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Article 24 (Joint controllers)
42. While the principle seems appropriate, it is not clear how responsibility for compliance will

operate in practice, especially if one of the controllers is established outside the Union.

Article 25 (Representatives of controllers not established in the Union)

43. The obligation to designate a representative in the Union applies in certain cases where article
3.2 applies. However, it raises the question of what exactly is meant by “the offering of goods
and services” to data subjects in the Union. Is “offering” intended to refer to active marketing
or targeting of goods and services at Union data subjects, or does it also cover cases where
there is no such activity but there is a web site which, in theory, could be used by a data

subject in the Union? This needs to be clarified.

Article 26 (Processor)

44. Paragraph 1 is long and confusing. The text after ... this Regulation” should be deleted.

45. In paragraph 2, the requirement that processing operations be governed by a contract or other
binding legal act is welcome. However, the obligations are too specific and there is a risk of

reducing the accountability of the controller.

46. Paragraph 2(c) requires the processor to take all the security measures required by article 30;
there is no need, therefore, for paragraph (b) and it should be deleted. It is not clear why
paragraph 2(d) specifies that the contract must provide that the processor shall obtain the prior
permission of the controller before involving a sub-processor. Is this not a matter for the

controller (who is ultimately accountable for compliance) and the processor?

47. The meaning of “hand over all results to the controller at the end of processing” in paragraph
2(g) is unclear and requires explanation or deletion. The same applies to the new obligation

on the processor in paragraph 2(h) to provide information to the supervisory authority.

What is paragraph 3 intended to mean? Does it mean that the contract must be in writing? If so,
paragraph 2 could specify that the contract must be in writing. If not, there is a risk of excessive

documentation.
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ITALY

Chapter I1I: rights of the data subject

The whole chapter appears to be lacking any systematic structure: before laying down provisions on
the mechanism for exercising rights (currently contained in Article 12), it would be better if the
provisions on information (currently in Article 14) were inserted after Article 11, followed by the
articles on the rights of the data subject (currently Articles 15 to 19) and then the rights in relation
to recipients (currently Article 13) and, lastly, in view of its purely procedural nature, the

mechanism for the exercise of those rights.

Article 12(5) and (6)

As in the other cases in which provision is made for the Commission to act, the delegation believes
that, although there is a need to ensure uniform legislation, it should be considered whether or not
the Commission might adopt delegated acts in order to specify "the criteria and conditions for the
manifestly excessive requests and the fees referred to in paragraph 4". This decision could be left to
the data protection authorities or the European Data Protection Board. In paragraph 6 in particular,
the Italian delegation suggests deleting the possibility for the Commission to take "appropriate
measures for micro, small and medium-sized enterprises" in respect of the standard forms and
procedures for replying to requests from the data subject. There should be no exceptions when it
comes to exercising rights and, as in the other cases which will be mentioned later, any differences
in burdens and safeguards should be subject to provisions which take into account not only the size

of the enterprise but also the nature and scope of the data processing.

Article 14(1)(c)
It may be difficult or even impossible, when the data are collected, to supply accurate information
on the period for which they will be stored. This information may be superfluous in any case given

that, as a general rule, data must be stored only for the time needed to achieve the purposes for

which they were collected. In the light of these considerations, it is therefore suggested that (c) be

deleted.
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Article 14(1)(f)

Although this clause reproduces to the letter the clause contained in Directive 95/46/EC, it would be
useful to specify whether all recipients of the data should be listed (this would be an onerous and,
possibly, unfeasible requirement to include among the information provisions, but could be

envisaged as part of the exercise of rights) or only the categories of recipients.

Article 14(1)(g)

In the section that reads "Given that there are still different grounds legitimising the transfer of data
abroad", it is suggested that the phrase "and on the level of protection afforded by that third
country or international organisation by reference to an adequacy decision by the Commission" be

replaced by ", indicating the presumption of permissibility of such transfer".

Article 14(1)(h)

The phrase "any further information necessary to guarantee fair processing in respect of the data
subject" appears too general. We suggest that this information should include information on the

existence of some processing operations for which a PIA has been necessary and which therefore
present high risks for the data subject (Article 33), measures based on profiling (Article 20) and

information on the consequences of the data processing for the data subjects.

Article 14(4)(b)
The phrase "within a reasonable period" is too vague and requires quantification. In the Italian
version, the word "divulgazione" would be better replaced by "comunicazione", given that this

provision seems to be referring to the disclosure of data to a particular recipient.

Article 14(5)(a)

This does not appear to be a matter that should be delegated to the Commission; instead, it should
come under the criteria and general categories laid down in the regulation. The disproportionate
effort needed to provide the information (which would constitute the grounds for an exemption)

should be weighed against individual cases and different national situations.
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Article 14(5)(d)
Whatever the arguments might be for an exemption from the requirement to provide information if
data are not collected from the data subject, there would appear to be a case for introducing specific

provisions in respect of data collected for the defence in court cases.

Article 14(7)

In addition to the doubts expressed concerning the Commission's role in adopting delegated acts in
this field, the delegation also has reservations about the clause empowering the Commission to take
"the appropriate measures for micro, small and medium-sized enterprises". It would seem
preferable to impose a threshold that takes into account the nature and scope of the data processing

and not just the size of the enterprise.

Article 15(1)(c)

It should be clarified whether or not the controller must keep records of and provide information on
all third parties who are recipients of the data and for how long he must keep this information on the
data (see the judgment of the Court of Justice of 7 May 2009 in Case C-553/07, College van

burgemeester en wethouders van Rotterdam v. M. E. E. Rijkeboer). It would therefore be better to
use the phrase "third party recipients of the data" to ensure that the names of all those who have
processed the data within the enterprise, on behalf of the controller, do not have to be disclosed to

the data subjects.

Article 15(1)(e) and (f)

The right to request the rectification or erasure of personal data and to object to the processing of
such data, as well as the right to lodge a complaint to the supervisory authority, should be included
in the information to be provided to the data subject at the moment of collecting the data rather than
in response to the exercise of rights (see Article 14(1)(d) and (e)). Both these subparagraphs should
be deleted.
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Article 15(3) and (4)

The delegation continues to have the same reservations as expressed earlier concerning the role of
the Commission. As regards the coherence of Chapter I1I as a whole, as already mentioned, we
would stress that empowering the Commission to specify standard forms and procedures for
requesting and granting access to the information referred to in paragraph 1 is unnecessary in the

light of the provisions laid down in Article 12(6). These two sets of provisions should be

coordinated.

Article 17
While supporting the underlying purpose of this article, the delegation considers that it is worded in

such a way that it will be difficult for the data subject to ensure that it is put into practice.

Article 17(1)(b)
The phrase "when the storage period consented to has expired" should be replaced by "the data are

no longer needed for the purposes for which they were collected" (see the proposal to delete

Article 14(1)(c)).

Article 17(1)(d)
The phrase "does not comply with this Regulation for other reasons" should be replaced by "is

illegal" or "is being carried out unlawfully" so that it also covers cases where data processing may

be considered unlawful because it is in breach of national sector-specific regulations that the

Commission itself has recognised as being applicable.

Article 17(2)

The last sentence of this paragraph is unclear. The notion of "authorisation" is a broad one and
requires further clarification.

The role of third parties which are processing the data should also be clarified so as to define the
conditions under which, and in which capacity, they can carry out the data subject's request, as well
as any consequences which may ensue in the event of a failure to comply with such request.
Furthermore, the regulation does not give any indication of how the data subject can exercise his

rights if the controller no longer occupies that post, or has died, or cannot be identified or contacted.
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Article 17(3)

With regard to the processing of data on the internet, there is no provision for a mechanism for
cancelling links to data, or for cancelling copies or reproductions of the data which may still be
published on other web pages. Such links, copies or reproductions may, however, facilitate access
to the original content even though there may not necessarily be any justification for such access.

Article 17(3)(d) should be coordinated with Article 21 to determine whether it is needed.

Article 17(4)
To make the substance of this provision clearer, the words "to the storage of such data" should be

added after the phrase "Instead of erasure, the controller shall restrict processing of personal data".

Article 17(5)
The notion of "public interest" is too vague and should be clarified, or it may give rise to systematic
recourse to exemptions, which could lead to inconsistencies in national legislation (here again there

is a need for alignment with Article 21).

Article 17(8)
This phrase is rather illogical: if erasure is carried out, obviously the data can no longer be

processed. We propose that Article 17(8) be deleted.

Article 18
The scope of the right to data portability should be specified in such a way as to ensure that it can

actually be exercised.

Article 18(1) and (2)

The relationship between the right to obtain a copy of the data, as provided for in Article 18(1), and
the right to take cognizance of the personal data being processed should be clarified. It should also
be specified that the exercise of the right to data portability shall be without prejudice to the
obligation on the holder to erase the data once they are no longer necessary for the purposes for

which they were collected.
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Article 19(1) - Right to object
The text should be modified, by adapting the phrase contained in Directive 95/46/EC: "on

legitimate grounds relating to his particular situation".

Article 19(2)
The words "and at any time" should be added after the phrase "the right to object free of charge"

where personal data are processed for direct marketing purposes.

Article 19(3)
If the data subject objects to certain types of processing (for example, dissemination of data), it

would not be right to prohibit any type of further processing (such as cases of storage of data in

compliance with a legal obligation). We therefore propose that Article 19(3) be deleted altogether.

Article 20(1) - Measures based on profiling

The expression "significantly affects" in Article 20(1) is imprecise; it should be specified that this
expression covers, for example, the application of network analysis instruments, user behaviour
tracking, the creation of movement profiles via portable applications and the creation of personal

profiles through social networking sites.

Moreover, the rules should not be restricted to automated processing alone; they should also apply
to methods involving partially automated processing. There is a need for an approach which clearly
defines the purposes for which profiles may be created and used and which specifically requires
controllers to inform the data subject, particularly in respect of the right to object to such creation

and use.

Article 20(2)(a)
We propose that the right of the data subject to put his point of view - as already enshrined in
Article 15 of Directive 95/46/EC - should be reintroduced.
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Article 20(4)
We propose that the information to be provided by the controller should also include the processing

logic.

Article 21
The "legislative measure" aimed at restricting the scope of the obligations and rights provided for in

points (a) to (e) of Article 5 and Articles 11 to 20 and Article 32 should clearly indicate "the

purposes and methods of processing, the category of data processed, the controller and the

authorised processors of the data and safeguards to prevent arbitrary interference by the public
authorities". The wording of this article therefore needs to be examined, as it seems to allow for
broader exemptions than those laid down in Directive 95/46/EC, with the attendant risk that the

rules may not be applied uniformly.

Article 21(1)(c)

The already broad category of "other public interests" is excessively widened by this clause.

Article 22
The application of the principle of responsibility should be contextualised, taking into account,

notably, the size of the entity controlling the data processing, the nature of the data and the impact

of the processing.

Article 22(3)

The rules specify that the data administrator must verify, if necessary by means of internal or
external auditors, the effectiveness of the measures implemented to guarantee the lawfulness of the
processing for which he is responsible and whether or not it is performed in compliance with the
Regulation. The provisions need to be further modified, to ensure that no excessive burden is
placed on the data administrator, who is required at all times to assess the suitability of the measures
taken to comply with the general requirements, and bears legal liability for any non-compliance or
non-fulfilment. The criteria relating to responsibility should, however, take into account the size of

the controlling entity, the nature of the data and the impact of the processing.
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Article 23 - Data protection by design and by default

The meaning of these provisions should be made clearer, for example in a recital stating that
features of products and services designed to facilitate the protection of privacy should be activated
automatically and that appropriate procedures should be set in motion during the design phase of
the processing or the product. It must be up to the controller to demonstrate that his activities take
account of the concepts of data protection by design and data protection by default, which in turn

count as appropriate measures within the meaning of Article 22(1).

Article 23(3)
When laying down technical standards, the Commission should involve and, where appropriate,

consult the European Data Protection Board and international standards organisations.

Article 25

Further clarification is needed with regard to the role and obligations of the representative referred
to in Article 25. For example, there should be an explanation of the representative's role vis-a-vis
the data subjects, the judicial authorities and the data protection authorities, given that

Article 79(6)(f) provides for the maximum fine in the event of failure to designate a representative.

Article 25(2)(a)

Provision should also be made for the appointment of a representative even where the controller is
established in a third country which ensures an adequate level of protection. The fact that a third
country ensures an adequate level of protection has nothing to do with the need to have a point of
contact in the European Union. We therefore propose that subparagraph (a) of Article 25(2) should
be deleted.

Article 25(2)( b)

The exceptions to the obligation to designate a representative should be based on the nature and
scope of the processing of the personal data, as well as on the number (if any) of interested parties
affected within the EU. The current threshold expressed solely in terms of the number employed by
the controller could result in the exclusion of small organisations which process enormous quantities

of data and present specific risks to individuals.

14147/3/12 REV 3 GS/np 152
DG D 2B LIMITE EN



Article 25(2)(d)
We suggest deleting this reference to merely occasional processing, since it is not sufficiently

justified.

Article 25(3)

It should also be made clear that the reference to the representative's being established in the
European Union ("shall be established in one of those Member States") will not result in the
application of the main establishment provisions laid down in Article 4(13), i.e. that it does not
constitute a decisive factor for the purposes of determining the competent data protection authority

within the meaning of Article 51(2).

Article 26(2)(d)
This paragraph refers to the possibility of additionally introducing sub-processors. To avoid

"blanket" authorisations, "ad hoc" or "case by case" could be added before "prior permission".

Article 26(4)

It should be clearly specified that this provision can only take effect if there is a prerequisite of

lawful processing; otherwise the processing is unlawful and there will be consequences in terms of

liability for both the processor and the controller.

Article 26(5)
Here, as elsewhere, we have misgivings as regards the power given to the Commission to adopt
delegated acts under Article 86. The European Data Protection Board should at least be consulted

when this power is exercised.

Article 27
The last part of the article ("unless required to do so by Union or Member State law") is unclear and
seems to legitimise, without due reason, data processing by persons to whom the controller has not

given the requisite indications for the processing of the data. We suggest that it be deleted, with

reference also to the comments made on Article 26(4).
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Article 28

The obligation to retain all documentation relating to processing carried out would impose a
disproportionate burden if applied to all data administrators. On the other hand, the criteria laid
down in paragraph 4 of this article do not seem sufficient to introduce nuances to this obligation, and

it would therefore be preferable to introduce criteria similar to those suggested for Article 22.

Article 28(4)(a)

The exemption from the obligation to retain documentation for "a natural person processing
personal data without a commercial interest" should be coordinated with the reference to the

application of the system to natural persons (Article 2(2)(d)).
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LITHUANIA

General Remarks

Stakeholders from public and private sectors exchanged by opinions regarding the General
Regulation presented by the Commission and hereby presented comments and proposals of
Lithuanian delegation for amendments regarding Chapter III and Chapter IV of the Draft of a

General Data Protection Regulation.

Comments and proposals on the Regulation article by article

Article 12

The concept of “manifestly excessive request” laid down in Article 12 Paragraph 4 raised some
kind of concerns. If it is not defined more clearly, there could be possibilities for the controller not
to exercise the rights of the data subjects or charge an unreasonable fee.

The requirement laid down in Article 12 Paragraph 5 regarding fees is doubtful. Considering
economical differences of member states, equal fees for all member states would be significant
financial burden for data subjects. Lithuanian proposal is to determine that “once a calendar year
the data controller shall disclose such data to the data subject free of charge. When such data are

disclosed for a fee, the amount of the fee shall not exceed the cost of disclosure of the data”.

Article 14

It is not clear if data subject should be provided with all the information specified in the Article 14
Paragraphs 1 and 2 in all cases not regarding what the coverage of data subject’s request is.
According to Lithuanian opinion, such regulation would cause significant administrative and

partially financial burden because the scope of information is fairly broad.

Article 16

Uncertainty of definitions ,,inaccurate®, “incomplete” determines difficulties in implementation of
Article 16. According to proportionality principle the data controller may process as much data as it
is necessary to achieve the objects of data processing. Thus the right of data subject to obtain
completion of incomplete personal data is not clear. Also it is not clear if the controller must do it

according to every data subject’s request.
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Article 17
Lithuania supports the choice of legal provision indicated in Article 17 regarding very important

9 6

data subjects’ “right to be forgotten” but it raises some concerns due to practical implementation.
Reasonable steps to inform third parties that a data subject requests them to erase his/her personal
data should be defined more clearly. Practically any steps to inform all third parties would be costly
and require additional time for that. In addition, the data controller may not even know all third
parties which are processing such data using links, copies, replication of personal data and etc. Thus
the right of data subject to be forgotten and to erasure of data would be realized incompletely. Also
the liability of the third parties which refuse to take actions on requests of the controller should be
discussed.

The wording of Article 17 Paragraph 2 “where the controller has authorised a third party
publication of personal data, the controller shall be considered responsible for that publication” is
not clear enough if the authorisation should be made officially by a contract or by other actions. For

example, in case of implementing insufficient technical measures, therefore the third parties have

the possibility to obtain the information that the controller has made public.

Article 18

According to the Lithuanian opinion, the right of the Commission to specify the electronic format
for the transmission of personal data is doubtful. Member states should have the right to specify the
electronic format for the transmission of personal data in the public sector by national law. Subjects

of the private sector should have the right to rule this question by agreements themselves.

Article 19

According to the Lithuanian opinion, the concept of “compelling legitimate grounds” settled in
Article 19 Paragraph I should be detailed pointing out clearly defined conditions when the
controller may refuse the objection of the data subject.

The provision of Article 19 Paragraph 2 sets opt-out principle. According to the Lithuanian
opinion, it does not adequately guarantee the right of the data subject to privacy while processing
his personal data. Lithuanian suggestion is to set opt-in principle according to which Personal data

may be processed for direct marketing purposes only after the data subject has given his consent.
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Article 20
Lithuania agrees with the increased guarantees for data subjects regulated in the Article 20.
Especially we support the provision that guarantees protection of the special categories of data

referred to in Article 9 Paragraph 3.

Article 21

The concept of “other public interests of the Union or of a Member State <...> indicated in
Article 21 Paragraph 1 Subparagraph c raised some type of concerns. It does not guarantee that
rights of data subjects would be reasonably restricted in all cases. Lithuania thinks that the bases
when the rights of data subjects can be restricted should be defined more clearly.

The wording of Article 21 Paragraph I Subparagraph e gives wide opportunities to restrict rights
of data subjects, thus concrete requirements concerning the restrictions of the rights of data subjects

should be regulated in the Regulation.

Article 22

One of the main objectives of the Regulation is decreasing administrative obligations for business,
but according the provision of the Article 22 Paragraph 2 Subparagraphs c and e there would be
even more obligations for the controller that require additional human, technical and financial

resources. Accordingly, Lithuanian proposal is to delete Subparagraphs c and e of the

Paragraph 2 of the Article 22.

Article 23

Lithuania supports the provision regulating data protection by design and by default, but it is not
clear how these requirements would be implemented. The measures that the controller should
implement at the time of the determination of the means for processing should be defined more

clearly.

Article 24
Lithuania supports this new provision because it will help data subjects to exercise their rights
easier, but it is not clear how the question of liability would be solved if there is not the arrangement

between joint controllers.
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Article 25

In the opinion of Lithuania, exceptions indicated in Article 25 Paragraph 2 Subparagraphs b, ¢ and
d would not ensure appropriate implementation of the rights of data subjects. For example, a lot of
data controllers (legal persons) of the third countries would not be obliged to designate a
representative in the Union. In the opinion of Lithuania, the exceptions regarding the obligation to
designate a representative in the EU, should depend on character and quantity of processed personal
data, but not on the number of employees of the data controller because a small enterprise can
process a lot of personal data of special categories.

The concept of “occasionally” should be described more clearly (Article 25 Paragraph 2

Subparagraph d).
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LUXEMBOURG

The general remarks made in earlier written comments remain valid.

Detailed comments/questions

Chapter III — Right of the data subject

- Art 14 — Information to the data subject: Luxembourg is not convinced that such a long list
of information to be provided to the data subject is necessary in all circumstances. Indeed,
the data subject may be “overwhelmed” with information, particularly in certain online (but
also offline!) contexts, which does not result in better protection of his/her personal data. A
contextual approach may be more relevant, in particular to maintain the technologically

neutral character of the regulation.

- Art 14 (1) (c): Luxembourg does not support that information on the storage period should

be provided on a mandatory basis by data controllers.

- Art 15 — Right of access for the data subject : Luxembourg wonders how the controller can
effectively verify that the data subject and not another person is making the request for

access. In this context, what is to be understood by “reasonable measures” in recital (52)?

- Art 17 — Right to be forgotten and to erasure: Luxembourg supports a clarification of the
right to erasure and shares the objectives of a right to be forgotten in an online context.
However, Luxembourg is not convinced about the practicability of the proposed right to be
forgotten and wants to maintain a technologically neutral regulation. The following concerns

are raised:

o How can controllers comply with the obligation to ensure that third parties erase any
links to, copies or replication of the data? There is a risk of obliging controllers, in an
online context, to monitor all data traffic which is contrary to the principle of data
minimization and in breach with the prohibition in the e-commerce directive to

monitor transmitted information (Article 15 of Directive 2000/31/EC)
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o To what extent is the right to be forgotten different or new compared to the right to
erasure? What is the articulation of the right to be forgotten with the right of
rectification?

o The right to be forgotten may create false expectations among data subjects, and may
even be counter-productive by encouraging data subjects to share all their
information in the knowledge that they can “un-share” it at any time. This does not
encourage a responsible and enlightened handling of personal data by individuals.

o What is the articulation of the right to be forgotten with fundamental rights such as
freedom of expression? What is the articulation of the right to be forgotten with other
legitimate reasons — or even legal obligations arising from other sectoral legislation -
of the controller to retain data (for purposes of fraud prevention e.g.)?

o Luxembourg underlines the necessity of this provision to be without prejudice and
consistent with Directive 2001/31/EC (e-commerce directive), more precisely the

provisions on intermediary liability.

- Art 18 — Right to data portability: Luxembourg wonders about the compatibility of this right
with the obligation for controllers to retain certain data for compliance reasons. Luxembourg

is not sure to what extent this right is workable in the offline environment.

- Art 20 — Measures based on profiling: Luxembourg wonders why paragraph 1 concerns
“natural persons” and not the “data subject”, and is not sure about the technologically

neutral character of these provisions.

- Art 21 — Restrictions: Luxembourg considers this article as very important in the overall
Regulation. It is crucial to get the balance right and to avoid jeopardizing the objective of
the Regulation which is to create harmonised and uniform rules across the internal market.
The derogations should therefore not be laid out too vaguely but strictly limited and precise.
Luxembourg suggests to add in paragraph (1) that restrictions constitute “a necessary,

non-discriminatory and proportionate measure” which is the third criterion consecrated by

EUCIJ case law necessary to justify any restriction to the free movement in the internal

market.
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Chapter IV — Controller and processor

General remark: Luxembourg welcomes that the Regulation maintains the traditional
controller-processor concepts. However, it is crucial to clarify as much as possible the respective
allocation of obligations and responsibilities between both. According to Luxembourg, there is an
inherent risk of overlap or confusion of responsibility between both at the expense of legal certainty
and protection for data subjects. This is particularly the case where the processor’s responsibilities
have been extended, blurring the roles between controllers and processors. Such a potential grey
zone is unhelpful particularly in a cloud computing context, where different contractual obligations
may be interfered with. For Luxembourg, the addition “and processor” should therefore be deleted
in several of the subsequent articles to clarify which entity is ultimately responsible.

Furthermore, certain obligations conflict with other obligations imposed upon businesses to be in
conformity with other EU legislation. There is a need for clarifying the relationship of this
Regulation with other sector-specific legal texts.

Finally, Luxembourg supports an overall reduction of administrative burden on controllers and

processors, which does not have to come at the expense of less protection of personal data.

- Art 23 — Data protection by design and by default: Luxembourg supports both principles
which should be developed and continuously improved by the market forces. Delegated acts

defining such measures may put a damper on innovation.

- Art 26 — Processor: As laid out in the general remarks above, Luxembourg is not convinced
by the extension of the responsibilities of the processor which blurs the two concepts of
controller and processor. Particularly in a cloud computing context, there is a need for
flexibility as different entities and sub-contractors may be involved in the processing of
personal data with different responsibilities and different means of access or control over
personal data. Some of these may not have any meaningful access and may be considered
neutral intermediaries (and not be considered controllers or processors as defined under this

Regulation).
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HUNGARY

Chapter 111
Procedures and mechanisms for exercising the rights of the data subject

Article 12 (2)

According to the second sentence of Article 12 (2) the controller may prolong the period within
which the data subject’s request of information shall be responded to if “several data subjects
exercise their rights and their cooperation is necessary to a reasonable extent to prevent an
unnecessary and disproportionate effort on the part of the controller”.

Hungary fears that the cited provision is too vague; it is not entirely clear whether the phrase “their
cooperation” refers to the cooperation between the “several data subjects” or to the cooperation
between the data subjects and the data controller.

Hungary therefore recommends to clarify the provision accordingly.

Right to rectification
Article 16

Hungary strongly supports the inclusion of the right to rectification into the proposal as it is a basic
guarantee of the protection of personal data. However, further clarification seems necessary with
regard to the phrase “including by way of supplementing a corrective statement” because the text in
its present form neither defines the notion of a “corrective statement” nor regulates the obligations

of the controller regarding the “supplementing” of such statement.

Right to be forgotten and to erasure

Article 17 (8)

Hungary welcomes the introduction of the right to be forgotten and recognises the need for a very
exact and careful regulation of the rights and obligations of the controllers and processors in
connection with this right.

Article 17 (8) stipulates that if personal data were erased the controller shall not otherwise process
the erased data.

In this respect Hungary would like to draw the attention to the fact that “erasure” by its very nature
is and should always be immediate and final, any potential option for further processing seems
illogical. Hence the aim of the provision in Article 17 (8) is ambiguous and the provision itself

seems unnecessary.
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Right to data portability

Article 18 (2)
While the right to data portability in the view of Hungary does not represent a fundamental

guarantee for the individuals, it might be a useful tool for the data subjects in the online
environment.

Hungary is of the opinion that the phrase “without hindrance from the controller from whom the
personal data are withdrawn” in Article 18 (2) lacks the sufficient clarity, the precise limits of the
exercise of the right of data portability are hardly identifiable.

Hungary therefore suggests redrafting the phrase in order to ensure legal certainty.

Right to object
Article 19 (1)

Article 19 (1) allows the data subject to exercise the right to object in connection with the
processing of personal data based on point (e) of Article 6 (1). According to Article 6 (3) the basis
of the processing referred to in point (¢) must be provided for either in Union law or in the law of
the Member State to which the controller is subject.

Consequently data controllers in these situations are acting as sheer executors of the legal
provisions obliging them to process personal data. Hence it is obviously not the data controller who
would be able to ,,demonstrate compelling legitimate grounds for the processing which override the
interests or fundamental rights and freedoms of the data subject” but the legislator. That makes the
application of Article 19 (1) irrational in cases falling under point (e) of Article 6 (1).

Hungary therefore advises to delete the reference to point (e) of Article 6 (1) in Article 19 (1).

Restrictions

Article 21 (1)

Hungary has reservations about the current wording of Article 21 (1). This provision allows for the
Union or Member State legislator to restrict the scope of the obligations and rights provided for
inter alia in points (a) to (e) of Article 5. This means that according to this provision in certain
situations fundamental principles of the protection of personal data are not to be met such as the
obligation of lawful and fair processing and the processing for legitimate purposes.

Hungary strongly believes that these principles are meant to be the very core of the fundamental
right of the protection of personal data, hence there should be no such interest, be it defined in
Union or Member State law, that could override their application.

On the other hand Hungary recognises that there might be situations where restrictions with regard
to certain principles drafted in Article 5 should be acceptable and justifiable (e.g. the obligation to
keep the data up to date). These exceptions however should be as carefully and narrowly defined as
possible.

In the light of the above mentioned reasons Hungary proposes to review Article 21 (1) and redraft

the provision in a way that derogations are limited to the minimum necessary.
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THE NETHERLANDS

(46) The principle of transparency requires that any information addressed to the public or to the
data subject should be easily accessible, where appropriate in electronic form!, and easy to
understand, and that clear and plain language is used. This is in particular relevant where in
situations, such as online advertising, the proliferation of actors and the technological complexity of
practice makes it difficult for the data subject to know and understand if personal data relating to
them are being collected, by whom and for what purpose. Given that children deserve specific
protection, any information and communication, where processing is addressed specifically to a

child, should be in such a clear and plain language that the child can easily understand.

(48) The principles of fair and transparent processing require that the data subject should be
informed in particular of the existence of the processing operation and its purposes, how long the
data will be stored, on the existence of the right of access, rectification or erasure and on the right to
lodge a complaint. Furthermore the data subject should be informed on the existence of certain
processing operations which have a particular impact on individuals, such as those for which a
personal data impact assessment indicates a high risk and measures based on profiling, as well as
the consequences of such operations and measures on individuals®>. Where the data are collected
from the data subject, the data subject should also be informed on the consequences, in cases they

do not provide such data.

(55) To further strengthen the control over their own data and their right of access, data subjects
should have the right, where personal data are processed by electronic means and in a structured
(...)} format, to obtain a copy of the data concerning them also in (...) electronic format. The data
subject should also be allowed to transmit those data, which they have provided, from one
automated application, such as a social network, into another one. This should apply where the data
subject provided the data to the automated processing system, based on their consent or in the

performance of a contract.

To accommodate data subjects.

2 Without prejudice to future amendments to Article 20, it should be made clear that
transparency is a key value in accepting and accommodating profiling operations, while at the
same time strengthening data subjects' rights.

In conformity with proposals on Article 18.
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CHAPTER III
RIGHTS OF THE DATA SUBJECT

SECTION 1
TRANSPARENCY AND MODALITIES

Article 11
Transparent information and communication

The controller shall [...] provide in a transparent and easily accessible manner [...] the
information referred to in Article 14 [...] and information on [...] the exercise of data
subjects' rights.!

The controller shall, having regard to the state of the art, the cost of the implementation,
the risks of the processing and the nature of the data to be protected, provide [...]
appropriate information and [...] communication relating to the processing of personal data
to the data subject in an intelligible form, using clear and plain language, adapted to the
data subject, in particular for any information addressed specifically to a child.?

Article 12
Procedures and mechanisms for exercising the rights of the data subject

The controller shall establish procedures for providing the information referred to in
Article 14 and for the exercise of the rights of data subjects referred to in Article 13 and
Articles 15 to 19. The controller shall provide in particular mechanisms for facilitating the
request for the actions referred to in Article 13 and Articles 15 to 19. Where personal data
are processed by automated means, the controller shall also provide means for requests to
be made electronically.

The controller shall inform the data subject without delay and, at the latest within one
month of receipt of the request, whether or not any action has been taken pursuant to
Article 13 and Articles 15 to 19 and shall provide the requested information. This period
may be prolonged for a further month, if several data subjects exercise their rights and their
cooperation is necessary to a reasonable extent to prevent an unnecessary and
disproportionate effort on the part of the controller. The information shall be given in
writing. Where the data subject makes the request in electronic form, the information shall
be provided in electronic form, unless otherwise requested by the data subject.

If the controller refuses to take action on the request of the data subject, the controller shall
inform the data subject of the reasons for the refusal and on the possibilities of lodging a
complaint to the supervisory authority. [...] 3

This is to clarify the relation between Articles 11 and 14.

A proportionality test should be introduced.

Data controllers should not be burdened with providing legal advice to data subjects. This
does not preclude any specific Member State law for public sector data controllers to inform
citizens on remedies against administrative acts.
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The information and the actions taken on requests referred to in paragraph 1 shall be free
of charge. Where requests are a manifest [...] abuse of right!, in particular because of their
repetitive or manifestly unfounded [alternative: vexatious] character, the controller may
charge a fee for providing the information or taking the action requested, or the controller
may not take the action requested. In that case, the controller shall bear the burden of
proving the manifestly excessive or unfounded character of the request.

The Commission shall be empowered to adopt delegated acts in accordance with Article 86
for the purpose of further specifying the criteria and conditions for the manifestly
excessive requests and the fees referred to in paragraph 4.

The Commission may lay down standard forms and specifying standard procedures for the
communication referred to in paragraph 2, including the electronic format. In doing so, the
Commission shall take the appropriate measures for micro, small and medium-sized
enterprises. Those implementing acts shall be adopted in accordance with the examination
procedure referred to in Article 87(2).

Article 13
Rights in relation to recipients

The controller shall communicate any rectification or erasure carried out in accordance with

Articles 16 and 17 to each recipient to whom the data have been disclosed, unless this proves

impossible or involves a disproportionate effort.

SECTION 2
INFORMATION AND ACCESS TO DATA

Article 14
Information to the data subject

Where personal data relating to a data subject are collected, the controller shall provide the
data subject, where applicable?, with at least the following information:

(a) the identity and the contact details of the controller and, if any, of the controller's
representative [...] 3;

Abuse of right is a broader term in order to imply substantially manifestly unfounded [or
vexatious] requests.

Para 1, a- h, do not seem applicable in all cases.

It should be left to the discretion of the data controller whether contact details of a DPO
should be revealed.
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(b)

the purposes of the processing for which the personal data are intended, including the
[...] 'and the legitimate interests pursued by the controller where the processing is
based on point (f) of Article 6(1);

(c) the period for which the personal data will be stored;

(d) the existence of the right to request from the controller access to and rectification or
erasure of the personal data concerning the data subject or to object to the processing
of such personal data;

(e) the right to lodge a complaint to the supervisory authority and the contact details of
the supervisory authority;

(f)  the recipients or categories of recipients? of the personal data;

(g) that the controller intends to transfer to a third country or international organisation
and on the level of protection afforded by that third country or international
organisation by reference to an adequacy decision by the Commission;

(h) any further information necessary to guarantee fair processing in respect of the data
subject, having regard to the specific circumstances in which the personal data are
collected.

2. Where the personal data are collected from the data subject, the controller shall inform the

data subject, in addition to the information referred to in paragraph 1, whether the
provision of personal data is a statutory or contractual requirement, or a requirement
necessary to enter into a contract [...] 3, as well as the possible consequences of failure to

provide such data.

3. Where the personal data are not collected from the data subject, the controller shall inform
the data subject, in addition to the information referred to in paragraph 1, from which
source the personal data originate.

4. The controller shall provide the information referred to in paragraphs 1, 2 and 3:

(a)
(b)

at the time when the personal data are obtained from the data subject; or

where the personal data are not collected from the data subject, at the time of the
recording or within a reasonable period after the collection, having regard to the
specific circumstances in which the data are collected or otherwise processed, or, if a
disclosure to another recipient is envisaged, and at the latest when the data are first
disclosed.

An overload of information should be avoided in order to reduce administrative burdens and

to protect the data subject interests.

The definition of recipient should be clarified. NL supports the express inclusion of third
parties.
Informing the data subject on the consequences of his refusal to provide data only makes

sense if there is a statutory or contractual duty to provide the data. Voluntary data collection is
not in accordance with Article 5(c).
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5. Paragraphs 1 to 4 shall not apply, where:
(a) the data subject has already the information referred to in paragraphs 1, 2 and 3; or

(b) the data are not collected from the data subject and the provision of such information
proves impossible or would involve a disproportionate effort; or

(c) the data are not collected from the data subject and recording or disclosure is
expressly laid down by Union or Member State 'law; or

(d) the data are not collected from the data subject and the provision of such information
will impair the rights and freedoms of others, as defined in Union law or Member
State law in accordance with Article 21;

(e) _ the data are processed for statistical purposes or for the purposes of historical or
scientific research, and the provision of such information proves impossible or would
involve a disproportionate effort or if recording or disclosure is expressly laid down
by Union or Member State law?.

6. In the case referred to in point (b) of paragraph 5, the controller shall provide appropriate
measures to protect the data subject's legitimate interests.

7. The Commission shall be empowered to adopt delegated acts in accordance with Article 86
for the purpose of further specifying the criteria for categories of recipients referred to in
point (f) of paragraph 1, the requirements for the notice of potential access referred to in
point (g) of paragraph 1, the criteria for the further information necessary referred to in
point (h) of paragraph 1 for specific sectors and situations, and the conditions and
appropriate safeguards for the exceptions laid down in point (b) of paragraph 5. In doing
so, the Commission shall take the appropriate measures for micro, small and medium-
sized-enterprises.

8. The Commission may lay down standard forms for providing the information referred to in
paragraphs 1 to 3, taking into account the specific characteristics and needs of various
sectors and data processing situations where necessary. Those implementing acts shall be
adopted in accordance with the examination procedure referred to in Article 87(2).

Clarification.
The existing exemption in Directive 95/46/EC for statistical, historical and scientific purposes
is still justified.
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2a.

Article 15
Right of access for the data subject

The data subject shall have the right to obtain from the controller at [...] reasonable
intervals', on request, confirmation as to whether or not personal data relating to the data
subject are being processed. Where such personal data are being processed, the controller
shall provide the following information:

(a) the purposes of the processing;
(b) the categories of personal data concerned;

(c) the recipients or categories of recipients to whom the personal data are to be or have
been disclosed, in particular to recipients in third countries;

(d) the period for which the personal data will be stored;

(e) the existence of the right to request from the controller rectification or erasure of
personal data concerning the data subject or to object to the processing of such
personal data;

(f) the right to lodge a complaint to the supervisory authority and the contact details of
the supervisory authority;

(g) communication of the personal data undergoing processing and of any available
information as to their source;

(h) the significance and envisaged consequences of such processing, at least in the case
of measures referred to in Article 20.

The data subject shall have the right to obtain from the controller communication of the
personal data undergoing processing. Where the data subject makes the request in
electronic form, the information shall be provided in electronic form, unless otherwise
requested by the data subject.

Paragraph 1 shall not apply where the data are processed for statistical purposes or for the

purposes of historical or scientific research, and the exercise of the right of access proves
impossible or would involve a disproportionate effort?.

The Commission shall be empowered to adopt delegated acts in accordance with Article 86
for the purpose of further specifying the criteria and requirements for the communication
to the data subject of the content of the personal data referred to in point (g) of

paragraph 1.

This is to avoid excessive administrative burdens for data controllers.
The existing exemption in Directive 95/46/EC for statistical, historical and scientific purposes
is still justified.
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4. The Commission may specify standard forms and procedures for requesting and granting
access to the information referred to in paragraph 1, including for verification of the
identity of the data subject and communicating the personal data to the data subject, taking
into account the specific features and necessities of various sectors and data processing
situations. Those implementing acts shall be adopted in accordance with the examination
procedure referred to in Article 87(2).

SECTION 3
RECTIFICATION AND ERASURE

Article 16
Right to rectification

1. The data subject shall have the right to obtain from the controller the rectification of personal
data relating to them which are inaccurate. The data subject shall have the right to obtain
completion of incomplete personal data, including by way of supplementing a corrective statement.

2. Paragraph 1 shall not apply where the data are processed for statistical purposes or for the
purposes of historical or scientific research, and the exercise of the right of rectification proves
impossible or would involve a disproportionate effort!.

Article 17
Right to be forgotten and to erasure

1. The data subject shall have the right to obtain from the controller the erasure of personal
data relating to them and the abstention from further dissemination of such data, especially
in relation to personal data which are made available by the data subject while he or she
was a child, where one of the following grounds applies:

(a) the data are no longer necessary in relation to the purposes for which they were
collected or otherwise processed;

(b) the data subject withdraws consent on which the processing is based according to
point (a) of Article 6(1), or when the storage period consented to has expired, and
where there is no other legal ground for the processing of the data;

(c) the data subject successfully objects to the [...] collection or retention of personal
data pursuant to Article 19

1 The existing exemption in Directive 95/46/EC for statistical, historical and scientific purposes
is still justified.

2 Clarification. The right to object has no absolute character.

14147/3/12 REV 3 GS/np 170

DG D 2B LIMITE EN



(d) the processing of the data does not comply with Articles 5, 6,8 and 9[...]".

Where the controller referred to in paragraph 1 has made the personal data public, it shall
take all reasonable steps, including technical measures, in relation to data for the
publication of which the controller is responsible, to inform third parties which are
processing such data, that a data subject requests them to erase any links to, or copy or
replication of that personal data. Where the controller has authorised a third party
publication of personal data, the controller shall be considered responsible for that
publication.

The controller shall carry out the erasure without delay, except to the extent that the
retention of the personal data is necessary:

(a) for exercising the right of freedom of expression in accordance with Article 80;

(b) for reasons of public interest in the area of public health in accordance with
Article 81;

(c) for historical, statistical and scientific research purposes in accordance with
Article 83;

(d) for compliance with a legal obligation to retain the personal data by Union or
Member State law to which the controller is subject; Member State laws shall meet
an objective of public interest, respect the essence of the right to the protection of
personal data and be proportionate to the legitimate aim pursued;

(e) in the cases referred to in paragraph 4.

Instead of erasure, the controller shall block or otherwise 2 restrict® processing of personal
data where:

(a) their accuracy is contested by the data subject, for a period enabling the controller to
verify the accuracy of the data*;

Clarification. Other articles can be added.

A clarification in order to retain the possibility of blocking data.

The definition of "restriction of processing" in Article 3(4) of the Proposal for a Directive of
the European Parliament and of the Council on the protection of individuals with regard to the
processing of personal data by competent authorities for the purposes of prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal
penalties, and the free movement of such data, should be inserted in Article 4 of the

Regulation.
It should be considered to regulate the blocking or restrictions on processing contested data in
Article 16.
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82.

(b) the controller no longer needs the personal data for the accomplishment of its task
but they have to be maintained for purposes of proof or the settlement of disputes’;

(c) the processing is unlawful and the data subject opposes their erasure and requests the
restriction of their use instead;

(d) the data subject requests to transmit the personal data into another automated
processing system in accordance with Article 18(2).

Personal data referred to in paragraph 4 may, with the exception of storage, only be
processed for purposes of proof or the settlement of disputes, or with the data subject's
consent, or for the protection of the rights of another natural or legal person or for an
objective of public interest.

Where processing of personal data is restricted pursuant to paragraph 4, the controller shall
inform the data subject before lifting the restriction on processing.

The controller shall implement mechanisms to ensure that the time limits established for
the erasure of personal data and/or for a periodic review of the need for the storage of the
data are observed.

Where the erasure is carried out, the controller shall not otherwise process such personal
data.

The Commission shall be empowered to adopt delegated acts in accordance with Article 86
for the purpose of further specifying:

(a) the criteria and requirements for the application of paragraph 1 for specific sectors
and 1n specific data processing situations;

(b) the conditions for deleting links, copies or replications of personal data from publicly
available communication services as referred to in paragraph 2;

(c) the criteria and conditions for restricting the processing of personal data referred to in
paragraph 4.

Retention of data for purposes of proof usually implies other purposes such as the settlement
of disputes in or out of court.

Striking this paragraph should be considered, since erasure should imply definite destruction
of the data concerned.
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Article 18
Right to data portability’

The data subject shall have the right, where personal data are processed by electronic
means and in a structured [...] format, to obtain from the controller a copy of data
undergoing processing in an electronic and structured format which is commonly used or
based on open standards? and allows for further use by the data subject.

Where the data subject has provided the personal data and the processing is based on
consent or on a contract, the data subject shall have the right to transmit those personal
data and any other information provided by the data subject and retained by an automated
processing system, into another one, in an electronic format which is commonly used,
without hindrance from the controller from whom the personal data are withdrawn.

The Commission may specify the electronic format referred to in paragraph 1 and the
technical standards, modalities and procedures for the transmission of personal data
pursuant to paragraph 2. Those implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 87(2).

SECTION 4
RIGHT TO OBJECT AND PROFILING

Article 19
Right to object

The data subject shall have the right to object, on grounds relating to their particular
situation, at any time to the processing of personal data which is based on points (d), (e)
and (f) of Article 6(1), unless the controller demonstrates compelling legitimate grounds
for the processing which override the interests or fundamental rights and freedoms of the
data subject.

It could be considered limiting the right of data portability to user-generated content published
through information society services only, in order to target social media directly and to
clarify the relation with Article 15.

To avoid unnecessary restrictions on the use of formats.

The relation of the weighing of interests by the controller pursuant to Article 6 (f) and the
weighing of interests pursuant to Article 19, paras 1 and 3 should be clarified. Is it meant that
when the controller concludes that the processing of personal data is justified under

Article 6(f), he will have to make a second weighing of interest after having received an
objection from the data subject in which he now has to demonstrate compelling grounds for
processing?
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Where personal data are processed for direct marketing purposes, the data subject shall
have the right to object free of charge to the processing of their personal data for such
marketing. This right shall be explicitly offered to the data subject in an intelligible manner
and shall be clearly distinguishable from other information.

Where an objection is upheld pursuant to paragraphs 1 and 2, the controller shall no longer
use or otherwise process the personal data concerned.

4. Paragraph 1 shall not apply where:

(a)

the data are processed in public records or other registrations established by Member State

(b)

1.
law’;

the data are processed for statistical purposes or for the purposes of historical or scientific

research. and the exercise of the right to object proves impossible or would involve a
disproportionate effort?.

Article 20
Measures based on profiling

Every natural person shall have the right not to be subject to a measure which produces
legal effects concerning this natural person or significantly affects this natural person, and
which is based solely on automated processing intended to evaluate certain personal
aspects relating to this natural person or to analyse or predict [...] such as® the natural
person's performance at work, economic situation, location, health, personal preferences,
reliability or behaviour.

Subject to the other provisions of this Regulation, a person, not being a child*, may be
subjected to a measure of the kind referred to in paragraph 1 only if the processing:

(a) 1is carried out in the course of the entering into, or performance of, a contract, where
the request for the entering into or the performance of the contract, lodged by the
data subject, has been satisfied or where suitable measures to safeguard the data
subject's legitimate interests have been adduced, such as the right to obtain human
intervention and arrangements allowing him to put his point of view®; or

(b) 1is expressly authorised by a Union or Member State law which also lays down
suitable measures to safeguard the data subject's legitimate interests; or

The right to object is incompatible with the statutory duty of governments to provide for
public registers such as vehicle registrations, land registers etc.

The existing exemption in Directive 95/46/EC for statistical, historical and scientific purposes
s still justified.

Clarification on the status of the enumeration.

This is to align article 20, para 2, with recital 58.

This addition stems form Article 15 of Directive 95/46/EC which still seems to be adequate.
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(c) is based on the data subject's consent, subject to the conditions laid down in Article 7
and to suitable safeguards.

3. Automated processing of personal data intended to evaluate certain personal aspects
relating to a natural person shall not be based solely on the special categories of personal
data referred to in Article 9.

4. In the cases referred to in paragraph 2, the information to be provided by the controller
under Article 14 shall include information as to the existence of processing for a measure
of the kind referred to in paragraph 1 and the envisaged effects of such processing on the
data subject.

5. The Commission shall be empowered to adopt delegated acts in accordance with Article 86
for the purpose of further specifying the criteria and conditions for suitable measures to
safeguard the data subject's legitimate interests referred to in paragraph 2.

SECTION 5
RESTRICTIONS

Article 21
Restrictions

1. Union or Member State law! may restrict by way of a legislative measure the scope of the
obligations and rights provided for in points (a) to (e) of Article 5 and Articles 11 to 20 and
Article 32, when such a restriction constitutes a necessary and proportionate measure in a
democratic society to safeguard:

(a) public security

(b) _ national security?;

(c) the prevention, investigation, detection and prosecution of criminal offences;

(d) other public interests of the Union or of a Member State, in particular an important
economic or financial interest of the Union or of a Member State, including
monetary, budgetary and taxation matters and the protection of market stability and
integrity;

It could be considered addressing the data controller directly as an alternative to Union or
Member State law regulating restrictions.

The present exemption on national security of Article 13 of Directive 95/46/EC should be
retained.
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(e) the prevention, investigation, detection and prosecution of breaches of ethics for
regulated professions;

(f) amonitoring, inspection or regulatory function connected, even occasionally, with
the exercise of official authority in cases referred to in (a), (b), (¢) and (d);

(g) the protection of the data subject or the rights and freedoms of others.

2. [...] Any! legislative measure referred to in paragraph 1 shall contain specific provisions at
least as to the objectives to be pursued by the processing and the determination of the
controller.

CHAPTER 1V
CONTROLLER AND PROCESSOR

SECTION 1
GENERAL OBLIGATIONS
Article 22
Responsibility of the controller
1. The controller shall adopt policies and implement appropriate measures to ensure and be
able to demonstrate that the processing of personal data is performed in compliance with
this Regulation.
2. The measures provided for in paragraph 1 shall in particular include:

(a) keeping the documentation pursuant to Article 28;
(b)implementing the data security requirements laid down in Article 30;
(c)performing a data protection impact assessment pursuant to Article 33;

(d)complying with the requirements for prior authorisation or prior consultation of the
supervisory authority pursuant to Article 34(1) and (2);

(e)designating a data protection officer pursuant to Article 35(1).

3. The controller shall implement mechanisms to ensure the verification of the effectiveness
of the measures referred to in paragraphs 1 and 2. If proportionate, this verification shall be
carried out by independent internal or external auditors.

Clarification of the text.

14147/3/12 REV 3 GS/np 176
DG D 2B LIMITE EN



4. The Commission shall be empowered to adopt delegated acts in accordance with Article 86
for the purpose of specifying any further criteria and requirements for appropriate
measures referred to in paragraph 1 other than those already referred to in paragraph 2, the
conditions for the verification and auditing mechanisms referred to in paragraph 3 and as
regards the criteria for proportionality under paragraph 3, and considering specific
measures for micro, small and medium-sized-enterprises!.

Article 23
Data protection by design and by default

1. Having regard to the state of the art and the cost of implementation, the controller shall,
both at the time of the determination of the means for processing and at the time of the
processing itself, implement appropriate technical and organisational measures and
procedures in such a way that the processing will meet the requirements of this Regulation
and ensure the protection of the rights of the data subject.

2. The controller shall implement mechanisms for ensuring that, by default, only those
personal data are processed which are necessary for each specific purpose of the
processing and are especially not collected or retained beyond the minimum necessary for
those purposes, [...] in terms of the amount of the data, [...] the time of their storage and
their accessibility.? In particular, those mechanisms shall ensure that by default personal
data are not made accessible to an indefinite number of individuals.

3. The Commission shall be empowered to adopt delegated acts in accordance with Article 86
for the purpose of specifying any further criteria and requirements for appropriate
measures and mechanisms referred to in paragraph 1 and 2, in particular for data protection
by design requirements applicable across sectors, products and services.

4. The Commission may lay down technical standards for the requirements laid down in
paragraph 1 and 2. Those implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 87(2).

1 There is a need to assess the relation between the principle of accountability and existing
Union law on regulated professions or sectors, such as the financial sector, in order to
accommodate existing limitations on adoption of measures or duties to inform the general
public of the processing of data.

2 A clarification to ensure a better connection between the second and third sentence as well as
an additional encouragement to data controllers to restrict access to data as much as possible.
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Article 24
Joint controllers

Where a controller determines the purposes, conditions and means of the processing of personal
data jointly with others, the joint controllers shall determine their respective responsibilities for
compliance with the obligations under this Regulation, in particular as regards the procedures and
mechanisms for exercising the rights of the data subject and their respective duties to provide the
information referred to in Article 14!, by means of an arrangement between them, or on the basis of
a specific legal basis in Union or Member State law?.

Article 25
Representatives of controllers not established in the Union
1. In the situation referred to in Article 3(2), the controller shall designate a representative in
the Union.
2. This obligation shall not apply to:

(a)® a controller established in a third country where the Commission has decided that the
third country ensures an adequate level of protection in accordance with Article 41;
or

(b) an enterprise employing fewer than 250 persons; or
(c) apublic authority or body; or

(d) acontroller offering only occasionally goods or services to data subjects residing in
the Union.

3. The representative shall be established in one of those Member States where the data
subjects whose personal data are processed in relation to the offering of goods or services
to them, or whose behaviour is monitored, reside?.

4. The designation of a representative by the controller shall be without prejudice to legal
actions which could be initiated against the controller itself.

Clarification in order to express that joint controllers should also determine their respective
duties under Article 14.

Relations between joint controllers should also be established by a specific Union or Member
State law.

Striking of this exception should be considered, since the level of data protection in any given
third country does not necessarily assist in enforcement of the Regulation by the DPA in the
EU Member State concerned.

The Member State in which a representative is established is not necessarily decisive in
designating a DPA under Article 51, para 2.
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Article 26
Processor

1. Where a processing operation is to be carried out on behalf of a controller, the controller
shall choose a processor providing sufficient guarantees to implement appropriate technical
and organisational measures and procedures in such a way that the processing will meet the
requirements of this Regulation [...] ! in particular in respect of the technical security
measures and organizational measures governing the processing to be carried out and shall
ensure compliance with those measures.

2. The carrying out of processing by a processor shall, where appropriate,? be governed by a
contract or other legal act binding the processor to the controller and stipulating in
particular that the processor shall:

(a) actonly on instructions from the controller, in particular, where the transfer of the
personal data used is prohibited,

(b) employ only staff who have committed themselves to confidentiality or are under a
statutory obligation of confidentiality;

(c) take all required measures pursuant to Article 30;

(d) enlist another processor only with the prior permission of the controller;

(e) insofar as this is possible given the nature of the processing, create in agreement with
the controller the necessary technical and organisational requirements for the
fulfilment of the controller’s obligation to respond to requests for exercising the data
subject’s rights laid down in Chapter I1I;

(f)  assist the controller in ensuring compliance with the obligations pursuant to
Articles 30 to 34;

(g) hand over all data® [...] to the controller after the end of the processing and not
process the personal data otherwise;

(h) make available to the controller and the supervisory authority all information
necessary to control compliance with the obligations laid down in this Article.

1 Protection the interests of the data subject is the prime responsibility of the controller, not the
processor.

2 Controller - processor relations can also be found within a group of undertakings. Those
relations are usually not determined by contracts or legally binding instruments, but based on
internal instructions only.

3 Clarification. It is not clear to which results Para 2(g) refers.
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3. The controller and the processor shall be able to demonstrate the existence and execution’
[...] of the controller's instructions and the processor's obligations referred to in
paragraph 2.

4. If a processor processes personal data other than as instructed by the controller, the
processor shall be considered to be a controller in respect of that processing and shall be
subject to the rules on joint controllers laid down in Article 24.

5. The Commission shall be empowered to adopt delegated acts in accordance with Article 86
for the purpose of further specifying the criteria and requirements for the responsibilities,
duties and tasks in relation to a processor in line with paragraph 1, and conditions which
allow facilitating the processing of personal data within a group of undertakings, in
particular for the purposes of control and reporting.

Article 27
Processing under the authority of the controller and processor

The processor and any person acting under the authority of the controller or of the processor who
has access to personal data shall not process them except on instructions from the controller, unless
required to do so by Union or Member State law.

! Reduction of an administrative burden in conformity with the principle of accountability.
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POLAND

Article 11

Transparent information and communication

- The terms "transparent and easily accessible policies" (par.1) and "intelligible form, using
clear and plain language, adapted to the data subject" (par. 2) are not clear and raise many
doubts among the controllers. PL sees the need to reformulate the wording of this article so
that the general meaning of this article as a general rule applying to the following paragraphs

is more visible.

- The sanctions relating to this article and their practical examination should be further

examined and verified.

Article 12

Procedures and mechanisms for exercising the rights of the data subject

- PL welcomes the model according to which, in principle, realization of the right of the data
subject to request information is free of charge. However, it is necessary to balance the

interests and to introduce the mechanisms to protect controllers from potential abuse.

- PL sees the need to clarify the criteria and conditions of "manifestly excessive character of the
requests" at the level of the regulation. PL suggests including the criterion of the limit of

requests in specific time (once every 6 months).

- Par. 5 (delegated act) needs to be erased.

Article 14

Information to the data subject

- PL has concerns about applying all the obligations listed in art. 14(1) to the controllers of the
large-scale public registers. PL asks for clarification if the large-scale public registers are also
covered by the provisions of art. 14(1) or are there any exemptions for public registers. In that
case including the proportional and justifiable limitations for these registers should be

considered.
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Otherwise PL has concerns that applying of the obligations listed in art. 14 to large-scale
public registers (for example register PESEL — Polish Universal Electronic System for
Registration of the Population comprising the identification numbers of all citizens) would

impose disproportionate and costly burden.

- If these obligations apply to the controllers of the public registers, PL asks for clarification if
the information listed in art. 14(1) can be provided to the data subject by giving the reference

to the specific provisions of law.

- Par. 6 - PL sees the need for clarification and developing the par. 6: “In the case referred to in
point (b) of paragraph 5, the controller shall provide appropriate measures to protect the data
subject's legitimate interests”. It is not clear, what the meaning of “appropriate means” and

“data subject's legitimate interests” is.

- Par. 1 (b) PL asks for clarification of the intention of imposing on data controller the
obligation to provide the data subject with “contract terms and general conditions”. PL asks to

explain the relation of this provision with consumer protection law.

- Par. 1 (h) —in order to avoid legal uncertainty to controllers, the criteria for any further
information necessary to guarantee fair processing in respect of the data subject should be

specified in the wording of the regulation itself and not in the delegated acts.

- PL supports the proposition of the Council Working Party on Statistics to complement
par. 5(b):
(b) the data are not collected from the data subject and the provision of such information, in
particular when processing for historical, statistical, or scientific research purposes, proves

impossible or would involve a disproportionate effort;

- PL does not support the proposition of the Council Working Party on Statistics to insert new
par. SA: “Paragraph 1(d) shall not apply where data are collected for historical, statistical or

scientific research purposes and the conditions in Article 83(1A) are met.”
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Article 15

Right of access for the data subject

- PL proposes to put the wording from recital (52): “The controller should use all reasonable
measures to verify the identity of a data subject that requests access, in particular in the
context of online services and online identifiers. A controller should not retain personal data

for the unique purpose of being able to react to potential requests” into the proper text of

regulation.

- The wording of Art.15 par. 1(g) is not clear. PL demands reformulation and clarification.

- PL suggests to insert new paragraph in Art. 15 allowing exemptions when data is processed
for the purposes of official statistics and it proves impossible or involves a disproportionate

effort to guarantee the right of access to the data subject.

Article 16

Right to rectification

- PL suggests to insert new paragraph in Art. 16 allowing exemptions when data is processed
for the purposes of official statistics and it proves impossible or involves a disproportionate

effort to guarantee the right to the data subject.

Article 17
Right to be forgotten and to erasure

PL points that, due to technical limitations to the Internet, execution of the right to be

forgotten would be impossible.

It is unclear why— taking into account the lack of mechanism of enforcement as regards third
parties — it is considered that data subject rights will be fulfilled effectively. Requiring data

controllers to be responsible for the data that is not under their control seems to be

disproportionate measure.
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- It is also unclear how — taking into account the lack of mechanism of enforcement as regards
third parties — application of Art. 13, which obliges data controller to communication of any
rectification or erasure carried out in accordance with Articles 16 and 17 to each recipient to
whom the data have been disclosed unless this proves impossible or involves a

disproportionate effort, will be applied.

- In Art. 17 (3) b) the term “public health” should be precise. Simultaneously, PL would like to

ask what is the relation between aforementioned provision and provision of Art. 21.
- It is still unclear for PL, whether Art. 17 is a general clause or is it of procedural character.

- PL asks for clarification if the provisions listed in Art. 17 (right of the data subject to erasure)
apply to filing systems carried out by public authorities under the law or are the filing systems
carried out by public authorities under the law exempted from obligation to erasure the data
requested by data subject. PL expresses concerns that applying of the provisions listed in

Art. 17 to filing systems carried out by public authorities would cause many problems.

- To summarize — the proposed writing of the Article 17 can pose a lot of problems with

practical feasibility and scope of responsibility for processing of the data by third parties.

Article 18
Right to data portability

- PL have concerns that the proposed provisions would have negative implications for
competition and intellectual property. PL suggests including provision that would enable to

protect confidential and intellectually protected information.

- It is necessary to clarify the categories of the recipients of the provisions foreseen in this
article. If this article also covers national statistical offices, it is recommended to include the
restrictions of the rights of the data subject when the data are processed for the purpose of
official statistics and the exercise of rights of the data subject would be impossible or would

involve a disproportionate effort.

- Inpar. (3) PL points the translation inaccuracy. The term “specif)” should be translated rather

as “okresli¢” in Polish and not — “opracowac.”
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Article 19
Right to object
- PL sees the need to precise in a recital the term "compelling legitimate grounds for the
processing which override the interests or fundamental rights and freedoms of the data

subject.".

- PL proposes to insert the term "free of charge" in par. 1:
1. The data subject shall have the right to object free of charge, on grounds relating to their

particular situation, (...)”

- Par. (3) needs clarification, what are the practical consequences when the objection of the data

subject is upheld and there is no agreement between controller and data subject.

- PL does not support the proposition of the Council Working Party on Statistics to insert new
par. 4 “The rights provided for in Article 19 do not apply when data are processed only for
historical, statistical, or scientific research purposes and the conditions in Article 83(1A4) are
met.”

The right to process the data for historical, statistical, or scientific research purposes is

provided in art. 6(2) and no right of the data subject to object is foreseen.

Article 20
Measures based on profiling

- PL expresses concern about the term "significantly affect" which seems to be too vague and
may lead to abuses by entities using profiling techniques. It is questionable whether in case of
such vaguely worded criterion — suggesting broad possibilities of various interpretations — the
scope of the regulation will cover significant cases of using profiling mechanism, important in

colloquial understanding (as for example choosing specific advertising messages).
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Article 21
Restrictions

- PL expresses concerns about restricting in this article the rights provided in Art. 5 points (a) to
(e). PL finds the rights provided in Art. 5 as fundamental and they should not be subject to

general exemption provided in Art. 21.

- In the opinion of PL Art. 21 (2) should be complemented by additional safeguards for data

subject.

Article 25
Representatives of controllers not established in the Union

- PL sees the need to describe more in detail the obligations of the representative of the

controller.

- 2(a) - PL finds an exemption from the obligation to have a representative for controllers

established in third countries with an adequate level of data protection unjustified.

- 2 (b) — PL expresses doubts if the size of the entity limited to 250 would be an appropriate

criterion for the application of data protection rules in this case.

As a general comment concerning the exemptions for the data processed for the purposes of

historical, statistical and scientific research purposes it is of vital importance to define the

statistical purposes and make a distinction between the data processed for these purposes only by
national statistical offices on the one hand and by other private entities — on the other. Different
provisions should apply to these two different cases of data processing.

It’s also not clear why the terms "statistical research" and "statistical purposes" are applied
alternately in the proposal.

Also historical and scientific research purposes need to be further explained and detailed.

It should be also noticed that delegation of rights in the scope of statistics (Art. 83) raises doubts as
to hierarchy of legal acts of the EU. Statistical issues are regulated by the regulation 223/2009,
which is framework document resulting from Article 338 of the Treaty on Functioning of the

European Union.

14147/3/12 REV 3 GS/np 186
DG D 2B LIMITE EN



ROMANIA

Art. 12 (1) last thesis, in relation with Art. 12(2), last thesis:

Par. (1): (...) Where personal data are processed by automated means, the controller shall also
provide means for requests to be made electronically.

Par. (2): (...) Where the data subject makes the request in electronic form, the information shall be

provided in electronic form, unless otherwise requested by the data subject.

Romania would like to express its concerns regarding the applicability, in practice, of the
paragraphs mentioned, which provide for the possibility to answer to a request from a data subject,

electronically. Identity frauds may occur in case of providing personal data in electronic format.

In practice, the authorities will have to establish (from the computer terminal), that the one whom

the information is sent to, is the real data subject, even in cases when the request was sent in an

electronic way. In this respect, Romania would welcome some solutions and additional information

for best practices regarding the means of identification of the data subject, when the request is

sent electronically.

Art. 14 (1) g) Romania supports the necessity of clarifying the wording “by reference to an

adequacy decision by the Commission”.

Art. 22 point 2(c) in relation with Art. 33(5) - Romania would welcome clarifications regarding the

necessity for the controllers to carry out impact assessments regarding data protection, as it is

stipulated in art. 22 point 2(c), as well as the reasoning for which public authorities are exempted

from the rules above mentioned regarding impact assessments obligation, as stipulated in

Art. 33(5).

Art. 23(4) shall be completed in order to confer the Commission guidance on establish the

minimum technical standards in order to ensure the protection of data subject personal data.
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SLOVENIA

In accordance with the document of the Cyprus Presidency of the Council of the European Union,
submitted by the General Secretariat (CM 3942/1/12 REV 1, as of 5 September 2012) to delegations
of Member States at DAPIX, the Republic of Slovenia states its positions on Articles 11-27 of the
Draft of the General Data Protection Regulation, in order that they may be included in appropriate

footnotes or taken into account while provisionally changing the text of this draft legal act.

Accordingly, the Republic of Slovenia states as a summary its preliminary comments and concerns
or proposals, which are understood to be additional to those already expressed at the DAPIX

Working Party, and only exceptionally, the same positions are re-stated.

Preliminary comments and some proposed amendments:

1. concerning Article 11:

We propose to delete paragraph 2 of Article 11. The provision does not guarantee legal certainty
and it seems that it is an additional obligation for data controllers, which might prove to be as such

in practice - contrary or different to general data protection (information) policies.

2. concerning Article 12:

With respect to Article 12, paragraph 3, we are of the opinion that paragraph 3 should be deleted.
Data controllers cannot be presumed to be responsible for providing legal advice to data subjects -
usually, they are not administrative bodies and especially those from the private sector cannot be

transformed into them by virtue of this draft legal act.

3. concerning Article 14:

We are of the opinion with respect to Article 14, paragraph 1, that the deadline for storing of
personal data (data retention) should be communicated to data subject at least in a general
(framework) manner, we deem this to be an important information right of the data subject. We are
also of the opinion that the relationship of employer/employee should be taken into account, since

employees can be considered to be data recipients in some case, not just data subjects.
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4. concerning Article 16:

Specifics of public books or public registers that are established by detailed rules of national
legislation should be regulated favourably in this Article. A general exception, referring to national

(procedural) law would be preferred.

5. concerning Article 17:

We are highly sceptical with respect to the feasibility of enforcing the proposed right to be
forgotten, especially to relation of the freedom of expression or works of history. Concerning

Web 1.0 or Web 2.0 it is advisable to state explicitly that this provision has no influence on the
public access to public judgments. This is needed not just because of national procedural rules, but
also in respect of published judgments of international (criminal, human rights and other) courts or

tribunals.

And paragraph 8 should be deleted, it designates a so called "false erasure".

At the end: due to the possible dangers of encroachment(s) on freedom of expression and possible
dangers of "blocking/restricting access to information", Slovenia requests that it is explicitly
mentioned in a footnote with respect to the entire Article that Slovenia expresses the reservation.

6. concerning Article 19:

With respect to Article 19, paragraph 2 it has to be made clear when does the moment arise that the
data subject can opt out from the direct marketing. And the provision is too wide - all personal data,

including sensitive ones, can be processed for direct marketing purposes.

Concerning paragraph 3 it should be made clear that prohibition only applies to direct marketing

purposes.

It is also unclear whether these rules do apply also for political marketing purposes, purposes of

cooperation with non-governmental organisations, humanitarian organisations etc.
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Slovenia requests that it is to be explicitly mentioned in a footnote with respect to the entire Article

as expressing the reservation.

7. concerning Article 20:

Any mentioning of "measures" should be deleted from Article 20, only "decisions" or
"decision-making" are proper terms, in our opinion, that can be used. The term "measures" might be

mis-interpreted, it could be related to other legal areas.

8. concerning Article 21:

In Article 21, paragraph 2, the entire paragraph should be deleted. It is understood that it is already
included in the introductory part of paragraph 1 and general provisions of this draft legal act. As an
"legislative advice" it does not bring any additional value, but it might unnecessarily cause some

interpretative problems.

9. concerning Article 22:

The entire Article presents high and hardly completely assessable administrative burdens for data
controllers, irrespective of their size, but is especially problematic for small and medium
enterprises. Therefore, Slovenia requests that it is to be explicitly mentioned in a footnote with

respect to the entire Article as expressing the reservation.

10. concerning Article 24:

The relationship between two (or several) data controllers, that are called "joint controllers" in
Article 24 is unclear. It is necessary to have a written agreement. Also, if data controllers are a part
of public sector, their competences and duties are prescribed by detailed rules of national
legislation, certain interconnections are also prescribed by national legislation, and certain activities
of theirs are also proscribed by national legislation. Therefore, Slovenia requests that it is to be

explicitly mentioned in a footnote with respect to the entire Article as expressing the reservation.
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11. concerning Article 25:

Concerning Article 25, paragraph 1, we opine that there is a problem with its connection with
Article 3, paragraph 2, and its possible "extraterritorial component". Therefore, Slovenia requests
that it is to be explicitly mentioned in a footnote with respect to the paragraph 1 of this Article as

expressing the reservation.

12. concerning Article 26:

We opine that in Article 26, paragraph 4 should be deleted. It designates data controller as a joint
controller that is co-responsible with data processor (who becomes a new data controller) who
violated data controllers” instructions or contract. This type of possible result is illogical and

unreasonable.

13. concerning Article 27:

It is questionable whether the entire Article 27 is really needed. It is understood that its provisions
are already to be understood from the whole draft legal act. And if it is meant to be a sort of
self-standing provision, then at least orders of independent judiciary are missing (such as in cases of

data retention of electronic communications data).

Slovenia reserves for the future process of dialogue at the DAPIX the possibility to add additional

comments or reservations.
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SLOVAK REPUBLIC

Article 11

The most important comments and suggestions to this article that were already raised by the
delegations at the Dapix meetings, we insist on..

Article 12

— Paragraph 1
In Article 12 of the Proposal for a Regulation we consider it necessary to explain Paragraph
1 for more detail, particularly with regard to the establishment of the obligation of the data
controller procedures in order to meet the so-called information requirements and the
enforcement of the data subject rights. In order to be able to talk about legal certainty for all
stakeholders in the process of processing of personal data, it is necessary to determine the
criteria for the establishment of procedures and mechanisms under this paragraph.

— Paragraph 3

In Article 12 Paragraph 3 of the Proposal for a Regulation it is necessary to point out the
need to modify the reasons, when the data controller may refuse to take measures on the
request of the data subject. Without a clear definition of these reasons (or circumstances
under which the request of the data subject may be refused) it could lead to misuse of this
provision by data controllers and the rights of the data subject would remain without proper
response. This procedure would not be considered in accordance with the principles of fair
processing of personal data. The Proposal for a Regulation should specify in its provisions
limitation of such rights of the data subject. In these cases it is also necessary to consider
carefully, if the controller should not report such refusal to the competent national data
protection authority, who would verify such a restriction and in case of insufficiency it
would oblige the data controller to make correction.

— Paragraph 4 and 5
With the wording of Article 12 Paragraph 4 and 5 it is not possible to identify fully,
particularly with regard to the authorization of the data controller not to take the “measures*
on the request of the data subject, that the controller is under these paragraphs allowed to do.
In this case we can also talk about limitation of the rights of data subject such as under
paragraph 3.
This section or the whole article would also have to settle the issue of the inadequacy of the
data subject’s requests, what means to specify in concrete the criteria and conditions under
which may be the request, to which the data subject exercises his rights, be regarded as
evidently inappropriate. Leaving this modification to the delegated act seems to be not very
appropriate, because it is the application of the rights of the data subjects and the data
controller should be required to respond on every request of the data subject and meet the
requirements, except cases provided directly in the regulation itself.
Regarding the collection of the charge for the processing of the data subject application, we
consider that it would be also appropriate to limit the amount of it in specific cases, to avoid
excessively high charges for processing the application of the data subjects (e.g. a way that
the amount of payment for the information provided may not exceed the amount of material
costs associated with making copies, providing data carriers and sending required
information to the data subject, etc.).
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Other comments and suggestions to this article that were raised by the delegations at the Dapix
meetings, we insist on.

Article 13

From the wording of this Article, nor from the relevant part of the preamble, it is not clear,
what is its purpose and meaning in practice. Article 4 of the Proposal for a Regulation provides that
the recipient is any person to whom personal data are available and it is not clear how this Article
13 can be interpreted in the context of mentioned concept. Shall the data controller notify any
change to each recipient to whom personal data are available under Article 16 and 17 of the
Proposal for a Regulation? It does not seem like an inadequate administrative burden, particularly
with regard to recipients who do not have the status of the data controller or the data processor?
Such questions arise innumerable, especially because the Slovak Republic in its legal system
distinguishes between making personal data available and provision of personal data and
subsequent handling with both of them.

Other comments and suggestions to this article that were raised by the delegations at the
Dapix meetings, we insist on.

Article 14

— Paragraph 1

When obtaining personal data, there should exist a minimum standard on the content of the
information requirements that the data controller would have to meet towards the data
subjects. It is therefore necessary to add in Article 14 Paragraph 1 of the Proposal for a
Regulation the content about information requirements regarding the list of personal data
which are subject of the processing. The data subject has the right to know what personal
data are processed about his/ her, i.e. which is based on either a voluntariness or required by
law to provide to the data controller. List of personal data is one of the most important
content of the information requirements of an obligation which should not absent in the
calculation of Article 14, Paragraph 1, respectively it should not be left to the deliberation of
the data controller according to letter h).

In the proposed calculation of the notification we also propose to add the obligation to
inform the data subject also of other sensitive operations with personal data that the data
controller will carry out and in what extent (e.g. making personal data public) as well as to
add the obligation to inform about the data processors who process personal data on behalf
of the data controller. In case that the data controller authorizes the data processor of
processing the personal data after obtaining personal data, we propose to add the obligation
to inform the data subject about such authorization within a specified period.

— Paragraph 2
The content of Article 14 Paragraph 2 of the Proposal for a Regulation is necessary to
complete by the information requirements concerning the precise legal basis under which the
personal data are processed (Act, consent, contract, etc.). Informing the data subject only
about voluntariness or an obligation to provide personal data is not sufficient. The data
subject should clearly know on what legal basis the data controller processes/will process
the personal data.
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— Paragraph 4
The proposed Paragraph 4, letter b) in the term of legal certainty it would be preferable to
express the issue of “reasonable period" in more specific time-limit.

— Paragraph 5
In the proposed wording of letter a) it would be preferable to establish the burden of proof
on the side of the data controller. In concrete the data controller will be not required to meet
the obligation to provide information under Paragraphs 1 to 4, if (with regard to all the
known circumstances) the controller is able to show at any moment to the national data
protection authority that in the time of obtaining personal data, all the necessary information
where already known to the data subject.

— Paragraph 6
The Article 14 Paragraph 6 of the Proposal for a Regulation is in terms of legal certainty
necessary to compete and specify. We consider it necessary to revise it so that it would be
clear what is meant by the phrase “legitimate interests of the data subject” or to define in the
basic concepts or immediately apply the Article 14 Paragraph 7 of the Proposal for a
Regulation and concurrently with the regulation issue an act in accordance with Article 86.
Without such a definition it will not be possible to apply the provision in practice.

Other comments and suggestions to this article that were raised by the delegations at the
Dapix meetings, we insist on.

Article 15

I n Article 15 Paragraph 1 of the Proposal for a Regulation it is necessary to clarify the
relationship between the letter b) and letter g) and Paragraph 3 too. From the proposed wording it is
not clear, what is meant by “categories of the personal data” and their connection with
“information on personal data to be processed”.

It is necessary to explain these letters and unify their importance in the context of Article 14,
Paragraph 1 of the Proposal for a Regulation for the purpose of introducing uniform terminology in
the range of informing the data subject.

Other comments and suggestions to this article that were raised by the delegations at the
Dapix meetings, we insist on.

Article 16

Article 16 of the Proposal for a Regulation only provides the right of the data subject to
correct the incorrect personal data that are subject of the processing. In this article we also propose

to add the right of the data subject to correct his personal data that are incomplete or outdated.

Other comments and suggestions to this article that were raised by the delegations at the
Dapix meetings, we insist on.
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Article 17

— Paragraph 1

Article 17 Paragraph 1 letter b) of the Proposal for a Regulation discusses the data subject's
right to recover from the data controller the erasure of his personal data and that the data
controller has to refrain from further redistribution of such personal data if the data subject
withdraws consent, whereby the processing performed or if the period of storage for which
consent was given expired and if there is no other legal basis for the processing of personal
data.

In this context, it is repeatedly necessary to point out the insufficiency of regulation of
Article 7 (data subject's consent), from which the specific conditions of consent to the
processing of personal data are not evident, including the duration of the consent,
respectively, retention period of personal data for which consent was given. Without making
the necessary changes, such as in Article 7 and Article 17 Paragraph 1, letter b), it cannot be
adequately applied in practice.

— Paragraph 4

In Article 17 of the Proposal for a Regulation, the Paragraph 4 includes the right to achieve
restrictions on processing of personal data in certain cases, but it avoids the use of the term
“blocking” used by Directive 95/46/EC.

Newly introduced term “limiting the processing of personal data” is not to be considered
for the purposes of the regulation clear and understandable, and it is necessary to define it or
clarify the article itself. It is also necessary to specify, to which processing operations it is
related to and to what extent. The enumeration of these restrictions is also worth to consider.

— Paragraph 5
Proposed Paragraph 5 provides the possibility of processing personal data pursuant to
Paragraph 4, only for purposes of proof, or with the consent of the data subject to protect the
rights of another natural person or legal entity or for the purpose of public interest, except
for the retention of them. In this context, it exposes the issue of possible need to specify
particular purposes, as well as the relationship of Paragraph 4 letter a) and Paragraph 5 as for
the purpose of the proof, which is not clear from the draft regulation.

— Paragraph 6

Proposed Paragraph 6 is closely related to Paragraph 4, which provides the limitation of the
processing of personal data and discusses the responsibility of the data controller to inform
the data subject that the restrictions of personal data processing will be abolished.

This Paragraph neither the whole Article 17 does not regulate in any way the terms and
conditions under which the data controller can proceed to the abolition of restrictions. For
this reason, we consider it necessary to explain this paragraph and specify the criteria for the
purpose of its application in practice.

— Paragraph 7
Article 17 of the Proposal for a Regulation we consider it necessary to explain also
Paragraph 7, in particular in terms of the establishment of mechanisms to ensure
compliance with the limits set to erase personal data and/or of regular review of the need for
such retention. In order to be able to talk about legal certainty for all stakeholders in the
process of processing of personal data it is necessary to determine the criteria for the
establishment of these mechanisms under this paragraph.
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— Paragraph 9
As mentioned in previous cases, we consider it necessary to regulate all the issues
mentioned the Article 17 directly in the Proposal of the Regulation and not through the
delegated acts.

Other comments and suggestions to this article that were raised by the delegations at the
Dapix meetings, we insist on.

Article 18

The Article 18 of the Proposal for a Regulation we consider it necessary, along with point 55 of the
Preamble, to redraft. The present article is in proposed wording hardly enforceable, because it is not
possible to require from each application or system to export personal data. This requires more
programming and funds. This functionality does not have to be the goal of the application, different
applications can be technologically completely incompatible; also not further developed or outdated
systems cannot meet such a condition. It is also not possible to identify with the “commonly used
electronic format “; there are many of them, for example, in terms of the type of information (text,
graphics, database), different versions (which are not compatible) and different environments (PC
applications may not communicate with Apple). This is solved by many standardization activities,
whether at national or international level, and it is not possible to subsuming it under a single terse
article. The Commission should also not dictate formats for internal communication in the Member
States, because these may be in conflict with national legislation in the Member States (for
example, the Slovak Republic issued to this subject decree No. 312/2010 Coll. Standards for
information systems of government). The proposed wording is considered to be necessary to
explain and then recast so that it can be applied in practice.

Other comments and suggestions to this article that were raised by the delegations at the
Dapix meetings, we insist on.

Article 19

— Paragraph 1 and 3

ith the wording of Article 19 Paragraph 1 and 3 of the Proposal for a Regulation in
conjunction with Article 12 Paragraph 1 it is not possible to agree. On one hand, Article 12
Paragraph 1 requires the data controller to establish procedures and mechanisms to provide
information and to exercise the rights of the data subject, but on the other hand, Article 19
does not provide any criteria and conditions under which the data controller does not comply
with the request of the data subject for serious legitimate reasons which outweigh the
interests or fundamental rights and freedoms of the data subject. In this context, it is
necessary to ask a number of questions, e.g.: who is entitled to judge the importance and
legitimacy of those reasons? Is it/will it be left to the subjective deliberation of each data
controller, especially when it comes to the reasons, which should exceed the interests or
fundamental rights and freedoms of data subjects? And just these questions are not reflected
in Article 19, where Paragraph 1 leaves the data controller without any control mechanism,
the option alone, without proper legal regulation in the regulation, respectively, supervision
of the competent authority to determine the reasons that outweigh the interests or
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fundamental rights and freedoms of the data subjects and the data subject has not the right
to object the processing of his personal data. Due to the nature of the act, it is desirable that
the regulation clearly demarcates legitimate reasons of the processing of personal data by the
data controller in accordance with the above article, which outweigh the interests or
fundamental rights and freedoms of data subject.

It is also necessary to deal with the issue, what will follow after the exemption under
Paragraph 3, when the data controller cannot continue to use or otherwise process personal
data of the data subject.

Other comments and suggestions to this article that were raised by the delegations at the
Dapix meetings, we insist on.

Article 20

Proposed Article provides the right of natural person that the measure based on profiling by
automated processing would not apply to her. In addition to regulation as otherwise provided, the
article should also take into account the purpose of the processing of personal data and not just a
description of the activities that is widely formulated. The proposed wording is considered to be
necessary to define clearly in this direction. In relation to the other paragraphs of this article, we
would appreciate the clarification.

Other comments and suggestions to this article that were raised by the delegations at the
Dapix meetings, we insist on.

Article 21

— Paragraph 1, letter b)

We are of that opinion that Article 21 Paragraph 1, letter b) of the Proposal for a Regulation
conflicts with the wording of the point 16 of the preamble and Article 2 Paragraph 2, letter
e), which the proposal of this regulation does not apply to the processing of personal data by
competent authorities for the purpose of prevention, investigation, detection or prosecution
of, or to the power of criminal sanctions. These articles must be harmonized or explained in
this intention. In relation to the other letters of this paragraph, we would appreciate the
clarification.

— Paragraph 1
Article 21 Paragraph 1 of the Proposal for a Regulation we suggest to enlarge with a new
letter to this article, which would cover the area of defense. Draft regulation distinguishes
among more terms, such as national security, public security or defense. This requirement
corresponds with Article 13 Paragraph 1, under the existing Directive 95/46/EC. The
proposed wording is considered to be necessary to revise or clarify this intent.

Other comments and suggestions to this article that were raised by the delegations at the
Dapix meetings, we insist on.
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Article 22

This article is from the view of legal certainty necessary to refine and complete directly in
the regulation or immediately apply the Article 22 Paragraph 4 and concurrently with the regulation
issue the Act in accordance with Article 86.

Next, we consider it necessary to include in the draft regulation in Article 22 or to other
suitable article, in the context of the concerns and requirements of the Slovak Republic to introduce
a new concept of "entitled person" in Article 4 of the Proposal for a Regulation, the obligation of
the data controller and data processor to instruct their entitled persons, who come into contact with
personal data about rights and obligations under this proposed regulation and responsibility for their
infringement. The advice is needed to be made before the first instruction of the entitled person to
perform any processing operation with personal data, while the data controller or data processor
would keep a written record of such an advice.

The term responsibility (“accountability”), of the data controller and data processor is quite
broad in meaning. Therefore, we propose measures and mechanisms to ensure that the provisions of
Article 22 Paragraph 2 are specified. Slovak Republic has defined in Article 4 of the new term
"entitled person”. Entitled person should be “any natural person who comes into contact with
personal data as part of his employment, membership, under the authority of elected or appointed,
or in the exercise of public functions, which may process personal data only on the instruction of
the data controller or representative of the data controller or the data processor .

Definition of mandatory, respectively, minimum mechanisms in Paragraph 3 to verify the
effectiveness of the measures in Article 22 Paragraph 1, 2, as well as the conditions under which the
required independent audit of these mechanisms is needed, also seems to be highly desirable.

Other comments and suggestions to this article that were raised by the delegations at the
Dapix meetings, we insist on.

Article 23

In the text of Paragraph 1 we propose the words “at the time of determination means for
processing, as well as the actual processing time" replaced by "no later than prior to processing.”
The data controller is not the producer of the new technological tools, so this section should be
drafted so that the data controller must take appropriate technical and organizational measures with
regard to the latest conditions of the technology and its economic feasibility before actual
processing, i.e. obtain before processing such resources of processing that meet the latest technical
standards and requirements for the protection of personal data in accordance with this regulation.
Data controller is not required to implant the product "privacy by design”, it applies only to
industrial producers.

Other comments and suggestions to this article that were raised by the delegations at the
Dapix meetings, we insist on.
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Article 24

In Article 24 of the Proposal for a Regulation we consider it necessary, so that an agreement
on the relations, due to the exercise of the rights of the data subjects, was among several data
controllers modified in written form and the data subjects were adequately informed of the
procedures and of the rules adopted. In this case, it will apply joint and several liability of co-data
controllers and therefore the application of the scheme to the data subjects must be set out in detail
and reasonably accessible, i.e. published. If the data subjects would ask one data controller for
information, respectively, for the rectification, for blocking or erasing of personal data, the
application of the data subject’s request by this one controller would exempt other co-data
controllers from the obligation of handling the request. This procedure will not affect the
application of the rights to compensation.

Other comments and suggestions to this article that were raised by the delegations at the
Dapix meetings, we insist on.

Article 25

The text in Paragraph 2 letter a) we propose to reformulate so that it would be clear that the
data controller based in any third country, even in one that ensures an adequate level of protection
of personal data, is required in one of the EU Member States to appoint a representative, if he
performs processing using devices set to process positioned, respectively, intended for the data
subjects in the EU.

We propose to reformulate the text in Paragraph 2 letter b) , respectively, to delete it to make
it clear that the obligation to appoint a representative refers to all data controllers who carry out the
processing under Article 3 Paragraph 2, and those who employ less than 250 employees, and taking
into account other appropriate criteria by which the exemptions could be taken into account..
Numbers of employees, respectively, frequency of offering goods and services, the using of
processing devices in the EU, these are not a reliable criterion for determining obligations for the
data controllers in terms of adequate protection of personal data. As mentioned in the previous
opinion, we propose to take into account other criteria, e.g. extent of processing of personal data,
the number of the interested data subjects, the number of persons who are entitled to automated
personal data processing, risk operations, like processing. The adequacy of the level of protection of
personal data, the country in which the data controller has its head office, does not guarantee that
the data controller, who is processing the personal data by the devices placed in the EU, will acit
incompliance with EU legislation, properly communicate with the national data protection
authorities in the EU and will submit to their decisions.

In the text of Paragraph 2 letter ¢) we propose a similar reformulation, respectively,
omission to make it clear, that the obligation to appoint a controller’s representative refers to all
data controllers who carry out the processing under Article 3 Paragraph 2.

In text of Paragraph 2 letter d) it is necessary to clarify the vague term "occasionally” — the
point 64 of the preamble, which explains the term "occasionally” as "secondary activity" carried
along "core business" gives rise to circumvent this provision.

Other comments and suggestions to this article that were raised by the delegations at the
Dapix meetings, we insist on.
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Article 26

The relationship of the data controller and the data processor is governed by Article 26 of
the Proposal for a Regulation. We agree with the content of the point 62 of the preamble that "the
protection of the rights and freedoms of data subjects as well as the responsibility and obligation
for data controller and data processor requires a clear assignment of responsibility under this
Regulation” .... Individual concerned articles of the regulation affecting the data controller and the
data processor (as well as so-called "authorized"” data processor) is necessary, in this context, to
precise and complete. Thus we have the following objections to this article. In Article 26 absents
the regulation, who, at what time-limit and how will inform the data subject of the election of the
data processor. This must be incorporated into this article. Article 26 Paragraph 2 also:

1. letter b) is incomplete, it does not provide/explain confidentiality of what are they
committed to maintain, it is also necessary to consider the replacement of this term by
other, more appropriate one, for example, "to maintain secrecy”, as the word
"confidentiality” may raise some doubts arising from his broad semantic content. In this
context, it is necessary to modify the wording of Article 81 Paragraph 1, letter a) of the
Proposal for a Regulation which contains similar term in similar manner/ meaning.

2. letter d) is unclear:

a) what will be the status of the so-called enabled (secondary) data processor?, what
does the permission mean?, what are its legal consequences?

b) will the data controller be able to sign the contract or other legal act in accordance
with Article 26 Paragraph 2?

c) if the secondary data processor is governed by Article 26 Paragraph 2, will he then
have the right under letter d) to integrate additional (tertiary) data processor ?

d) if the data controller does not sign with the secondary data processor contract or other
legal act, who is the "authorized" data processor accountable for its actions and who
will assist with security obligations under Articles 30 to 34 (Article 26, Paragraph 2,
letter f) — to data controller or data processor to be "engaged", or does not have the
obligation to any of them?

Other comments and suggestions to this article that were raised by the delegations at the
Dapix meetings, we insist on.
Article 27

The most important comments and suggestions to this article that were already raised by the

delegations at the Dapix meetings, we insist on.
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FINLAND

The FI delegation notes that the wording of Article 10 of Directive 95/46/EC slightly differs from

that of Article 14 of the proposed Regulation. The proposed Directive (Article 11) contains a similar

wording, which has raised some questions. In order to remove doubts as to the exact meaning of the

introductory phrase, it is worth considering whether it should be made more flexible e.g. as follows:

Article 14
Information to the data subject

1. Where personal data relating to a data subject are collected, the controller shall previde
make available to the data subject with at least the following information:

(a)

(b)

(©)

(e)

®

(2

(h)

[...]

the identity and the contact details of the controller and, if any, of the controller's
representative and of the data protection officer;

the purposes of the processing for which the personal data are intended, including the
contract terms and general conditions where the processing is based on point (b) of
Article 6(1) and the legitimate interests pursued by the controller where the
processing is based on point (f) of Article 6(1);

the period for which the personal data will be stored; (d) the existence of the
right to request from the controller access to and rectification or erasure of the
personal data concerning the data subject or to object to the processing of such
personal data;

the right to lodge a complaint to the supervisory authority and the contact details of
the supervisory authority;

the recipients or categories of recipients of the personal data;

where applicable, that the controller intends to transfer to a third country or
international organisation and on the level of protection afforded by that third
country or international organisation by reference to an adequacy decision by the
Commission;

any further information necessary to guarantee fair processing in respect of the data
subject, having regard to the specific circumstances in which the personal data are
collected.
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Article 19

FI delegation supports the comments presented by some delegations on the wording of Article 19,
paragraph 1 and raises some doubts as to the shift of the burden of proof as suggested by the
Commission (the expression “compelling legitimate grounds” appears somewhat unclear as it is in
the existing Directive used for the data subject). The use of public powers in Finland is provided for
by law and it would seem strange if the authorities had to specifically demonstrate the existence of
compelling legitimate grounds for the processing of data. The suggested provision should perhaps

be clarified.

Article 20

FI supports the protection of the data subject against profiling in cases such as unwanted marketing.
Moreover, the exact meaning of the expression “a measure which produces legal effects concerning
this natural person or significantly affects” is some what unclear. There may be cases where
profiling is necessary for the management of risk assessments, particularly for credit and insurance
institutions. Such risk assessments should not be made too difficult. Article 9 of the proposed
directive includes the word “adverse” (legal effects). Should it perhaps be added to Article 20(1) as

well?

Article 21

FI proposes the addition of “State security and defence” as a ground for derogation into

Article 21(1), as already proposed at the working party meeting. A reference to defence and State
security has already been added to Article 2(2)(a). Furthermore, the FI delegation is of the opinion,
that also processing for historical, statistical and scientific purposes should be mentioned as a
ground of derogation in Article 21 (1) unless it is sufficiently taken into account in Article 83.

In addition, the reference to Article 5(a) in paragraph 1 seems misplaced. That reference appears to

allow unlawful processing of data, which is most likely not the intended purpose of the provision.

Article 22
The question of implementing acts will be addressed separately. However, the reference in
Article 22(3) to “independent internal or external auditors” raises doubts particularly as the criteria

for proportionality is left to be decided in implementing acts.
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Article 24

FI does not find this provision problematic. However, the FI delegation supports the SE and DE
views, according to which the respective responsibilities of joint controllers may, particularly as
regards public authorities, be based directly on legislation. Furthermore, in such cases each
authority is under an obligation to advise the data subject on which authority to contact. That
obligation is based on Finnish public law and does not require any provision to that effect in the

data protection legislation.

Article 25

As some other delegations, FI wishes to draw attention to the number of employees as a criterion
for the appointment of a representative. Due to the increasing number of services offered on the
internet, it should perhaps not be the only criterion. However, the nature of internet-based services

may also make it difficult to control compliance with this obligation.

Article 26

In the light of the discussions on the wording of Article 26(4), FI delegation wonders whether there
has been a misunderstanding of the intended meaning. Some delegations have referred to unlawful
data processing. Given the Commission’s explanation, however, the provision should perhaps be
slightly corrected e.g. as follows:

“If a processor processes personal data other than as-instrueted that designated by the controller, the
processor shall be considered to be a controller #-respeet-of-that fo the extent the processing
concerns that data. In such a case, the processor shall be subject to the rules on joint controllers

laid down in Article 24.”
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SWEDEN

Introduction

The Presidency has invited delegations to send in proposals for amendments or comments regarding
Articles 11-27 of the General Data Protection Regulation. Sweden welcomes the Presidency’s
initiative and presents in this paper some comments and preliminary proposals for amendments, in
addition to those already put forward at the meetings of the working party. After some general
comments, relevant articles are reproduced with our proposed amendments (bold italics indicating
proposed new text, beld-strikethreugh indicating proposed deletions and [bold in brackets]
indicating points that need further consideration). We would like to underline that both the
comments and proposals for amendments are preliminary and that we maintain a general scrutiny
reservation and a reservation regarding the legal form of the instrument. We may provide new

comments and suggestions when the working party revisits these articles.

Further, as we have already stated in earlier written comments, we are not convinced that the
Commission should be empowered to adopt delegated acts in the extent proposed in the Regulation.
In this document, we will however not provide comments regarding the issue of empowerments for
the Commission, since that issue will be dealt with separately. Consequently, we have omitted the

paragraphs containing empowerments for the Commission in this memorandum.

Administrative burdens

We are concerned about the new administrative burdens and requirements in the proposed
Regulation. New administrative burdens should only be introduced if they are proportionate in
relation to the benefit for the protection of individuals’ privacy. It is important to bear in mind that
the Regulation has an extremely wide field of application covering everything from natural persons
acting on the Internet to taxation databases and bio banks. Requirements considered appropriate for
a large company or a public authority handling sensitive information may be unreasonable for a
natural person or a small company, e.g. a family restaurant. We therefore believe that there is a need
for greater differentiation of the rules, based on the risks entailed by the processing. This is needed,
on the one hand, to provide adequate protection for high-risk processing and, on the other, to avoid
unnecessary bureaucracy for low-risk processing. These issues require a horizontal approach rather
than an article-by-article discussion. We therefore welcome the Presidency’s initiative to discuss
these issues at separate meetings, and we wish to underline that the suggestions for amendments put
forth in this memorandum is without prejudice to any future suggestions to adjust the proposal in a

more comprehensive manner.
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Article 11 Transparent information and communication

1. The controller shall, where appropriate, have transparent and easily accessible policies

with regard to the processing of personal data and for the exercise of data subjects' rights.

2. The controller shall provide any information and any communication relating to the
processing of personal data to the data subject in an intelligible form, using clear and plain
language, adapted to the data subject [delete/move to recital], in particular for any

information addressed specifically to a child.

Comment

Although Sweden supports in principle the introducing of transparent and easily accessible policies
it seems too far-reaching and bureaucratic to impose such an obligation on all controllers, regardless
of the nature and extent of their processing. As stated above, we believe that new administrative
burdens should only be introduced if they are proportionate in relation to the benefit for the
protection of individuals’ privacy. Therefore, we suggest introducing the qualification “where
appropriate” as cited above. This change should be accompanied by an added recital in which the
typical cases where a policy is needed is stated, e.g. when the processing implies some level of risk

to data subject’s privacy.

We also suggest deleting or moving “adapted to the data subject” to a recital, as this obligation in its
current drafting will often require disproportionate efforts by controllers. In fact, it will often be
impossible to adhere to, for instance when the controller only knows the name and address of the
data subjects. Considering the administrative sanctions connected to this provision according to

Article 79.5, clarity as to the scope of the obligations is required.

14147/3/12 REV 3 GS/np 205
DG D 2B LIMITE EN



Article 12 Procedures and mechanisms for exercising the rights of the data subject

[..

]

The controller shall, where appropriate, establish procedures for providing the information
referred to in Article 14 and for the exercise of the rights of data subjects referred to in
Article 13 and Articles 15 to 19. The controller shall provide in particular mechanisms for
facilitating the request for the actions referred to in Article 13 and Articles 15 to 19. Where
personal data are processed by automated means, the controller shall also provide means

for requests to be made electronically.

The controller shall inform the data subject without delay and, at the latest within one
month of receipt of the request, whether or not any action has been taken pursuant to

Article 13 and Articles 15 to 19 and shall provide the requested information. This period

may be prolonged for a further month, if several-data-subjeets-exereise-theirrights-and
their-cooperationis necessary to areasenable-extentte prevent a p-unnecessary-and

disproportionate effort on the part of the controller. The information shall be given in

writing. Where

If the controller refuses to take action on the request of the data subject, the controller shall
inform the data subject of the reasons for the refusal and on the possibilities of lodging a

complaint to the supervisory authority and seeking a judicial remedy.

The information and the actions taken on requests referred to in paragraph 1 shall be free
of charge. Where requests are manifestly excessive, in particular because of their
repetitive character, the controller may charge a fee for providing the information or taking
the action requested, or the controller may not take the action requested. In that case, the
controller shall bear the burden of proving the manifestly excessive character of the

request.
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Comment

In our view the requirement in Article 12.1 to establish procedures and mechanisms for providing
the information and for the exercise of the rights of data subjects may certainly be appropriate for
certain categories of processing — e.g. processing carried out by the provider of a social network —
but not for others, e.g. processing carried out by users of social networks. It hardly seems
reasonable that failure to establish such procedures and mechanisms in the latter types of processing
should be punishable by administrative fines according to Article 79.4. We therefore believe that
the provision needs to be redrafted for added flexibility or possibly exempted from the provisions
on administrative sanctions. Pending a more horizontal solution to this and similar issues in the

draft Regulation we suggest to insert the qualification “where appropriate” as cited above.

Even though we support the introduction of a fixed deadline in Article 12.2 we have doubts whether
it is appropriate to set this deadline at a maximum of only two months. In any case, it does not seem
justified to limit the possible exemption from the general rule of one-month to situations where
several data subjects exercise their rights and their cooperation is necessary. It should be enough to
establish that a further month is needed to prevent an disproportionate effort on the part of the
controller, regardless of the cause. We would therefore propose a redraft to widen the scope and to
move the deleted text to a recital, to serve as an example of when a disproportionate effort on the

part of the controller could occur.

Further, we suggest deleting the obligation to provide information in electronic form since this, as
was brought up by several delegations at the DAPIX meeting of June 2012, could prove very
problematic in practice. For instance, this requirement raises serious security issues when dealing
with sensitive data. To fulfil the obligation the controller will have to, inter alia, be able to
positively identify the data subject and be able to arrange for a secure (encrypted) method of
electronically providing the requested information. This is most likely not feasible for controllers in

general.

As regards Article 12.4, we believe that the requirement that requests must be manifestly excessive
before controllers may refuse to take action etc. could induce a burden that is not proportionate to
the benefits it brings for data subjects privacy. It should be enough to find that requests are

excessive.
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Article 13 Rights in relation to recipients

The controller shall communicate any rectification or erasure carried out in accordance with

Articles 16 and 17 to each recipient to whom the data have been disclosed, unless this proves

impossible or involves a disproportionate effort.

Comment

Sweden has no comments regarding this article at this time.

Article 14 Information to the data subject

1. Where personal data relating to a data subject are collected, the controller shall provide the

data subject with at least the following information:

(a) the identity and the contact details of the controller and, if any, of the controller's
representative and of the data protection officer;

(b) the purposes of the processing for which the personal data are intended, including the
contract terms and general conditions where the processing is based on point (b) of
Article 6(1) and the legitimate interests pursued by the controller where the
processing is based on point (f) of Article 6(1);

(c) the period, when known, for which the personal data will be stored;

(d) the existence of the right to request from the controller access to and rectification or
erasure of the personal data concerning the data subject or to object to the processing
of such personal data;

(e) the right to lodge a complaint to the supervisory authority and the contact details of
the supervisory authority;

(f) the recipients or categories of recipients of the personal data;
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(g) where applicable, that the controller intends to transfer to a third country or
international organisation and on the level of protection afforded by that third
country or international organisation by reference to an adequacy decision by the

Commission;

(h) any further information necessary to guarantee fair processing in respect of the data
subject, having regard to the specific circumstances in which the personal data are

collected.

2. Where the personal data are collected from the data subject, the controller shall inform the
data subject, in addition to the information referred to in paragraph 1, whether the
provision of personal data is obligatory or voluntary, as well as the possible consequences

of failure to provide such data.

3. Where the personal data are not collected from the data subject, the controller shall inform
the data subject, in addition to the information referred to in paragraph 1, from which

source the personal data originate.
4. The controller shall provide the information referred to in paragraphs 1, 2 and 3:
(a) atthe time when the personal data are obtained from the data subject; or

(b) where the personal data are not collected from the data subject, at the time of the
recording or within a reasonable period after the collection, having regard to the
specific circumstances in which the data are collected or otherwise processed, or, if a
disclosure to another recipient is envisaged, and at the latest when the data are first

disclosed.
5. Paragraphs 1 to 4 shall not apply, where:

(a) the data subject has already the information referred to in paragraphs 1, 2 and 3; or

(b) the-dataareneotecollectedfrom-the-datasubjeet-and the provision of such

information proves impossible or would involve a disproportionate effort,
considering the risks represented by the processing and the nature of the personal

data; or
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(c) the data are not collected from the data subject and recording or disclosure is

expressly laid down by law; or

(d) the data are not collected from the data subject and the provision of such information
will impair the rights and freedoms of others, as defined in Union law or Member

State law in accordance with Article 21.

6. In the case referred to in point (b) of paragraph 5, the controller shall provide appropriate

measures to protect the data subject's legitimate interests.

[...]

Comment

Making sure that data subjects are well-informed is of paramount importance for the practical
implementation of data protection rules. Therefore Sweden supports a clear provision on the right to
information. At the same time, we do not believe in upholding the same rules in this regard to all
types of processing. In fact, upholding such a provision in all circumstances would add very little
value for the privacy of data subjects. As was discussed at DAPIX, it hardly seems reasonable that
the local restaurant should be obliged to inform you, inter alia, of the contact details of the
supervisory authority when you call to make a reservation. This could however be required
according to the current wording of this article. We therefore suggest to redraft paragraph 5 (b) to
add flexibility and to make it possible to take due account of the risks of the processing and the

nature of the personal data.

Further, it is clear that it will often not be possible to inform data subjects of the period for which
their personal data will be stored already at the time of the collection of that data. We therefore

support the suggestion put forth at DAPIX to add “where known” to Article 14.1 (c).
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Article 15 Right of access for the data subject

1. The data subject shall have the right to obtain from the controller -at any time [consider

deleting], on request, confirmation as to whether or not personal data relating to the data

subject are being processed. Where such personal data are being processed, the controller

shall provide the following information:

(a)
(b)

(©)

(d)

(e)

®

(&)

(h)

the purposes of the processing;
the categories of personal data concerned;

the recipients or categories of recipients to whom the personal data are to be or have

been disclosed, in particular to recipients in third countries;
the period, where known, for which the personal data will be stored,

the existence of the right to request from the controller rectification or erasure of
personal data concerning the data subject or to object to the processing of such

personal data;

the right to lodge a complaint to the supervisory authority and the contact details of

the supervisory authority;

communication of the personal data undergoing processing and of any available

information as to their source;

the significance and envisaged consequences of such processing, at least in the case

of measures referred to in Article 20.

2. The data subject shall have the right to obtain from the controller communication of the

personal data undergoing processing. Where-the-datasubjeet-makes-the requestin

[...]

14147/3/12 REV 3 GS/np 211

DG D 2B LIMITE EN



Comment

We suggest making the same adjustments to Article 15 as was suggested above concerning

Article 12 and 14, i.e. to delete the obligation to provide information in electronic form and to add
“where known” as regards information concerning the period that data will be stored. Further, we
are not convinced that data subjects should have the right to access “at any time”, considering that
the exercise of this right shall be free of charge according to Article 12. According to Article 12(a)
of Directive 95/46 data subjects have the right to access “at reasonable intervals”. Even though we
can support that data subjects should, in principle, have the right of access at any time, it seems that
the current drafting of Articles 15 and 12 might entail an administrative burden that is not

proportionate to the possible benefits to data subject’s privacy.

Article 16 Right to rectification

The data subject shall have the right to obtain from the controller the rectification of personal data
relating to them which are inaccurate. The data subject shall have the right to obtain completion of

incomplete personal data, including by way of supplementing a corrective statement.

Comment

Sweden has no comments regarding Article 16 at this time.

Article 17 Right to be forgotten and to erasure

4. The data subject shall have the right to obtain from the controller the erasure of personal
data relating to them and the abstention from further dissemination of such data, especially
in relation to personal data which are made available by the data subject while he or she

was a child, where one of the following grounds applies:

(a) the data are no longer necessary in relation to the purposes for which they were

collected or otherwise processed,
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(b) the data subject withdraws consent on which the processing is based according to
point (a) of Article 6(1), or when the storage period consented to has expired, and

where there is no other legal ground for the processing of the data;
(c) the data subject objects to the processing of personal data pursuant to Article 19;
(d) the processing of the data does not comply with this Regulation for other reasons.
[This paragraph needs further consideration and redrafting]

2. Where the controller referred to in paragraph 1 has made the personal data public, it shall
take all reasonable steps, including technical measures, in relation to data for the
publication of which the controller is responsible, to inform third parties which are
processing such data, that a data subject requests them to erase any links to, or copy or
replication of that personal data. Where the controller has authorised a third party
publication of personal data, the controller shall be considered responsible for that
publication.

[This paragraph needs further consideration and redrafting]

3. The controller shall carry out the erasure without delay, except to the extent that the

retention of the personal data is necessary:
(f)  for exercising the right of freedom of expression in accordance with Article 80;

(g) forreasons of public interest in the area of public health in accordance with

Article 81;

(h) for historical, statistical and scientific researeh purposes in accordance with

Article 83;

(1)  for compliance with a legal obligation to retain the personal data by Union or
Member State law to which the controller is subject; Member State laws shall meet
an objective of public interest, respect the essence of the right to the protection of

personal data and be proportionate to the legitimate aim pursued;

()  in the cases referred to in paragraph 4.
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[..

]

Instead of erasure, the controller shall restrict processing of personal data where:

(a) their accuracy is contested by the data subject, for a period enabling the controller to

verify the accuracy of the data;

(b) the controller no longer needs the personal data for the accomplishment of its task

but they have to be maintained for purposes of proof;

(c) the processing is unlawful and the data subject opposes their erasure and requests the

restriction of their use instead;

(d) the data subject requests to transmit the personal data into another automated

processing system in accordance with Article 18(2).

Personal data referred to in paragraph 4 may, with the exception of storage, only be
processed for purposes of proof, or with the data subject's consent, or for the protection of

the rights of another natural or legal person or for an objective of public interest.

Where processing of personal data is restricted pursuant to paragraph 4, the controller shall
inform the data subject before lifting the restriction on processing.

[Move paragraphs 4-6 to separate Article]

The controller shall implement mechanisms to ensure that the time limits, if any,
established for the erasure of personal data and/or for a periodic review of the need for the

storage of the data are observed. [Move to recital or Article 23]

Where the erasure is carried out, the controller shall not otherwise process such personal

data. [Consider deleting]
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Comment

The right to erasure is undeniably an essential part of data protection. However, we are uncertain
how the current drafting of this article will work in practice. This is especially true of Article 17.2.
For example, if personal data has been made public on the internet, it is hardly possible for
controllers to even identify what third parties might be further processing that data. Further,
Article 17.1 (d) is in our view too vague a criterion to be used in a provision that can lead to heavy
administrative sanctions. We believe that Article 17.1-2 needs to be redrafted for the sake of legal

certainty.

As we understand the explanations given by the Commission, the added word “research” in
Article 17.3 (among others), in comparison to the wording of Directive 95/46, is not meant to
impose any restrictions on processing for historical, statistical and scientific purposes. To eliminate

uncertainty on this point we suggest deleting the word “research”.

As regards Article 17.4-6, we support the delegations that suggested that the rules governing
restriction of processing should be moved to a separate article for the sake of clarity. It should also
be considered whether restricting the processing of personal data should be an alternative to

rectification in accordance with Article 16.

It is unclear why the article regarding erasure includes a paragraph containing an obligation to
implement certain mechanisms regarding time limits. We believe that this provision should be
moved to Article 23 or alternatively to a recital connected to that article. In any case, it should be
clarified that this provision does not in itself constitute an obligation to determine the actual time
limit. This could be achieved by adding “if any” as indicated above. Finally, we have not been
convinced of the necessity of Article 17.8. The significance of this paragraph needs to be

considered and if it is superfluous, it should be deleted.
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Article 18 Right to data portability

1. The data subject shall have the right, where personal data are processed by electronic
means and in a structured and commonly used format to obtain from the controller a copy
of data undergoing processing in an electronic and structured format which is commonly

used and allows for further use by the data subject.

2. Where the data subject has provided the personal data and the processing is based on
consent or on a contract, the data subject shall have the right to transmit those personal
data and any other information provided by the data subject and retained by an automated
processing system, into another one, in an electronic format which is commonly used,
without hindrance from the controller from whom the personal data are withdrawn.

[Article 18 needs further consideration]

[...]

Comment

In our view it is questionable if the right to obtain personal data in a format that allows further use
and the right to transmit personal data into different processing systems can be derived from the
right to protection of personal data. This is especially true of Article 18.2. Hence, we believe that
the introduction of the right to data portability needs to be closely considered, not the least in view
of the administrative burden that it entails. In any case, it should be considered amending

Article 18.1 so that the right to obtain a copy of the personal data only applies to data that was
supplied by the data subject. This would minimize the potential conflict between the provision and

intellectual property rights etc.

Article 19 Right to object

1. The data subject shall have the right to object, on grounds relating to their particular
situation, at any time to the processing of personal data which is based on points (d), (e)
and (f) of Article 6(1), unless the controller demonstrates compelling legitimate grounds
for the processing which override the interests or fundamental rights and freedoms of the

data subject.
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2. Where personal data are processed for direct marketing purposes, the data subject shall
have the right to object free of charge [Consider deleting] to the processing of their
personal data for such marketing. This right shall be explicitly offered to the data subject in

an intelligible manner and shall be clearly distinguishable from other information.

3. Where an objection is upheld pursuant to paragraphs 1 and 2, the controller shall no longer

use or otherwise [Consider deleting] process the personal data concerned.

Comment

If the data subject believes that processing is not lawful under Article 6.1 (d), (e) or (f), he or she
may require the controller to end the processing already pursuant to Article 6. The controller will
then, most likely, have the burden of proving that the processing is lawful. Thus, the right to object
comes into play when the data subject has objections, based on his or her particular situation, to
otherwise lawful processing. Therefore, it may appear logical that Article 14 of Directive 95/46
requires the data subject to present compelling and legitimate arguments in order to exercise the
right to object. In the proposed Regulation the burden of proof is shifted to the controller. However,

there is no requirement as regards the quality of the arguments presented by the data subject.

The right of objection is especially problematic with regard to processing with a legal basis in
Article 6.1 (e), as complete information often is of paramount importance, e.g. in real property and
company registers. If there is a legal obligation to carry out the processing, pursuant to Article 6.1
(c), the right to object is not applicable. However, it may be essential to have complete information
also in cases where the processing is carried out on the basis of explicit permission provided by law.
One example is credit information databases handled by specially licensed private companies. Such
databases are of fundamental importance for the functioning of the financial system and should not

be subject to the right to object.

Processing with a legal basis in Article 6.1 (e) must, pursuant to Article 6.3, be governed by specific
provisions in Union or Member State law. When adopting such legislation a balance must be struck
between the interests involved. It may be argued that, in such cases, the EU or national legislator
should, as in the current Directive, be able to decide whether the right to object should be

applicable.
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Against this backdrop we have doubts whether the proposed changes compared to Article 14 in the

Directive are justified, especially as regards processing governed by Article 6.1 (e).

According to Article 19.2, an objection regarding processing for direct marketing purposes is free of
charge (as in Article 14 (b) of Directive 95/46). However, already in Article 12.4 it has been
established that objections under article 19 shall be free of charge. It therefore appears unnecessary
to repeat this in art. 19.2. Further, it may be confusing to clarify this in Article 19.2 and not in
Article 19.1. There is also a need to further analyse the consequences with regard to direct

marketing of the changes made in Article 19.2 compared to Directive 95/46.

As regards Article 19.3 it would appear that “use or otherwise” is unnecessary.

Article 20 Measures based on profiling

1. Every natural person shall have the right not to be subject to a measure which produces
legal effects concerning this natural person or significantly affects this natural person, and
which is based solely on automated processing intended to evaluate certain personal
aspects relating to this natural person or to analyse or predict in particular the natural
person's performance at work, economic situation, location, health, personal preferences,

reliability or behaviour.

5. Subject to the other provisions of this Regulation, a person may be subjected to a measure

of the kind referred to in paragraph 1 only if the processing:

(a) 1s carried out in the course of the entering into, or performance of, a contract, where
the request for the entering into or the performance of the contract, lodged by the
data subject, has been satisfied or where suitable measures to safeguard the data
subject's legitimate interests have been adduced, such as the right to obtain human

intervention; or

(b) s expressly authorized by a Union or Member State law which also lays down

suitable measures to safeguard the data subject's legitimate interests; or

(c) 1s based on the data subject's consent, subject to the conditions laid down in Article 7

and to suitable safeguards.
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6. Automated processing of personal data intended to evaluate certain personal aspects
relating to a natural person shall not be based solely on the special categories of personal

data referred to in Article 9.

4. In the cases referred to in paragraph 2, the information to be provided by the controller
under Article 14 shall include information as to the existence of processing for a measure
of the kind referred to in paragraph 1 and the envisaged effects of such processing on the
data subject. [Consider moving to Article 14 in order to make that article as

exhaustive as possible.]

[...]

Comment

In Article 20.1, it is proposed that the scope of the provision on automated individual decisions in
Article 15 of Directive 95/46 shall be widened, inter alia through the use of “measure” instead of
“decision”. It is difficult to foresee the consequences of the proposal e.g. for risk assessments by
insurance companies, selections of addressees for direct marketing and scoring in relation to credit

applications. It is also difficult to foresee the consequences of Article 20.3, e.g. for the health sector.

It is, thus, necessary to clarify the scope of these provisions and the types of processing that they

intend to target.

Article 21 Restrictions

1. Union or Member State law may restrict by way of a legislative measure the scope of the
obligations and rights provided for in points (a) to (e) of Article 5 and Articles 11 to 20 and
Article 32, when such a restriction constitutes a necessary and proportionate measure in a

democratic society to safeguard:

(a) national security, defence and public security;
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(b) the prevention, investigation, detection and prosecution of criminal offences;

© \ blies £ the-Uni £ o MemberS . senlaran
important economic or financial interest of the Union or of a Member State,
including monetary, budgetary and taxation matters and the protection of market
stability and integrity;

(d) other public interests of the Union or of a Member State [moved from c];

(e)  the prevention, investigation, detection and prosecution of breaches of ethics for
regulated professions;

(f) amonitoring, inspection or regulatory function connected, even occasionally, with
the exercise of official authority in cases referred to in (a), (b), (c) and (d);

(g) the protection of the data subject or the rights and freedoms of others.

2. In particular, any legislative measure referred to in paragraph 1 shall contain specific

provisions at least as to the objectives to be pursued by the processing and the

determination of the controller.

Comment

According to Article 13 of Directive 95/46, it is possible to make restrictions on grounds of “public

security” and “defence”. At the DAPIX meeting on 3—4 September 2012, the Commission clarified

that Article 21.1 (c) (“other public interests”) covers such restrictions. Since no change is intended,

we believe that “public security” and “defence” should be explicitly mentioned also in the

Regulation in order to avoid the impression that a change has been made.

We welcome the inclusion of “other public interests” in Article 21.1 (c) as it is difficult to

enumerate exhaustively the public interests that may justify restrictions. This approach is in line

with the Charter of Fundamental Rights of the European Union (Article 52). For the sake of clarity,

we would suggest to move “other public interests” to a separate subparagraph.
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Some delegations have proposed to eliminate the possibility to make restrictions regarding

Article 5. This would constitute a change compared to Article 13 of Directive 95/46. On the one
hand, we agree that it should not be possible to make exemptions from certain principles in Article
5; the principle of lawfulness being an obvious example. However, there are other principles to
which restrictions may be necessary, e.g. the principle of transparency in Article 5 (a) and the
restriction on processing for incompatible purposes in Article 5 (b). As regards the latter provision,
it is true that processing for new incompatible purposes is allowed pursuant to Article 6.4 if the new
processing has a legal basis in at least one of the grounds in Article 6.1 (a) to (¢). However, as
regards processing with a legal basis in Article 6.1 (f) there may be a need for restrictions of
Article 5 (b). Therefore, in our view it is not possible to exclude Article 5 in its entirety from the

scope of Article 21.

Article 22 Responsibility of the controller

1. The controller shall adeptpelicies-and implement appropriate measures and, where
appropriate, adopt policies to ensure and be able to demonstrate that the processing of

personal data is performed in compliance with this Regulation.
2. The measures provided for in paragraph 1 shall in particular include:
(k) keeping the documentation pursuant to Article 28;
(I)  implementing the data security requirements laid down in Article 30;
(m) performing a data protection impact assessment pursuant to Article 33;

(n) complying with the requirements for prior authorisation or prior consultation of the

supervisory authority pursuant to Article 34(1) and (2);
(o) designating a data protection officer pursuant to Article 35(1).

3. The controller shall implement mechanisms to ensure the verification of the effectiveness
of the measures referred to in paragraphs 1 and 2. If proportionate, this verification shall be

carried out by independent internal or external auditors.

[...]
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Comment

Sweden welcomes the abolition of the general notification requirement and the move towards an
accountability-based approach. However, we are concerned about the new administrative burdens
and requirements in the proposal. The requirement in Article 22.1 to adopt a data protection policy
to ensure compliance may be appropriate for certain categories of processing — e.g. processing
carried out by the provider of a social network — but not for others, e.g. processing carried out by
users of social networks. For small and medium-sized companies — e.g. small shops and
restaurants — the adoption of policies may constitute a mere paper exercise not providing any real
benefit for the data subjects. We believe that a policy requirement should only apply where this is

appropriate with regard to the risks involved for individuals.

As other delegations have pointed out, the non-exhaustive list in Article 22.2 raises issues of legal
certainty, since breaches of this provision are sanctioned by heavy fines according to Article 79.6.
Therefore, Article 22 should either be re-drafted or exempted from the provisions on administrative

sanctions.

We have not been convinced of the need to introduce a specific requirement in Article 22.3 for
verification mechanisms in addition to the general requirement to adopt measures to ensure
compliance. In any event, the requirement to introduce verification mechanism should only apply

where appropriate.

Article 23 Data protection by design and by default

1. Having regard to the state of the art, and the cost of implementation, the risks represented
by the processing and the nature of the personal data, the controller shall, both at the time
of the determination of the means for processing and at the time of the processing itself,
implement appropriate technical and organisational measures and procedures in such a way
that the processing will meet the requirements of this Regulation and ensure the protection

of the rights of the data subject.
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2. The controller shall implement mechanisms for ensuring that, by default, only those
personal data are processed which are necessary for each specific purpose of the

processing and are especially not collected or retained beyond the minimum necessary for

those purposes, both in terms of the amount of the data and the time of their storage. In

[...]

Comment

Sweden welcomes the intention behind Article 23 and the attempt to introduce the principle of
privacy-by-design in the proposal. However, at this point it is still difficult to overview the

consequences of the proposal.

An initial observation regarding Article 23.1 is that it must be possible to take into account the risks
involved and the nature of the personal data (see Article 30.1). An important question is to what
extent the provision will require the reconstruction of existing IT systems, which may be very

costly.

Article 23.2 seems to require the implementation of mechanisms that — by default — ensure
compliance with Article 5 (¢). It is necessary to clarify what “by default” means in this context;
does it e.g. mean that IT systems must have built-in mechanisms that automatically erase data not
fulfilling the requirement “minimum necessary”? This may in some cases prove very costly. It is
therefore problematic that Article 23.2 seems to lay down an absolute requirement, which does not

allow for costs and appropriateness to be taken into account, which is possible under Article 23.1.

The last sentence in Article 23.2 seems to focus on privacy settings in social networks. However,
Article 23.2 has a much larger field of application. The sentence in question may be construed as a
requirement for all systems to — by default — hinder publication on the internet. However, this may
be the principal purpose of certain categories of processing, e.g. certain public registers published
on the internet. We would, therefore, propose to redraft this sentence to make it less general and

move it to a recital.
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Article 24 Joint controllers

Where a controller determines the purposes, conditions and means of the processing of personal
data jointly with others, the joint controllers shall determine their respective responsibilities for
compliance with the obligations under this Regulation, in particular as regards the procedures and
mechanisms for exercising the rights of the data subject, by means of an arrangement between
them, unless the respective responsibilities of the controllers are determined in Union law or

national law to which the controllers are subject.

Comment

A possible interpretation of the phrase “Where a controller determines the purposes...” is that
Article 24 is not applicable where the purpose etc. of the processing is determined by Union or
national law. In such cases, it will not be possible for the controller to determine the purposes.
However, as we understood the Commission’s explanations during DAPIX 3-4 September 2012,
this is not the intention behind the provision. Therefore, it may be necessary re-draft the article in

order to avoid misinterpretations.

Further, we have understood that the intention behind Article 24 is not to exclude the possibility to
regulate the responsibilities of joint controllers in Union or Member State law. For public
authorities this may in some cases be the most appropriate solution. Therefore, it should be clarified
that the possibility for controllers to make arrangements pursuant to Article 24 only applies when

the matter is not regulated in Union or national legislation.

Article 25 Representatives of controllers not established in the Union

1. In the situation referred to in Article 3(2), the controller shall designate a representative in
the Union.
2. This obligation shall not apply to:

(a) acontroller established in a third country where the Commission has decided that the
third country ensures an adequate level of protection in accordance with Article 41;

or
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(b) an enterprise employing fewer than 250 persons; or
(c)  apublic authority or body; or

(d) acontroller offering only occasionally goods or services to data subjects residing in

the Union.

3. The representative shall be established in one of those Member States where the data
subjects whose personal data are processed in relation to the offering of goods or services
to them, or whose behaviour is monitored, reside.

4. The designation of a representative by the controller shall be without prejudice to legal
actions which could be initiated against the controller itself.

Comment

At this point we have no other comments than the ones delivered at DAPIX 3—4 September 2012.

Article 26 Processor

1bis.

Where a processing operation is to be carried out on behalf of a controller, the controller
shall choose a processor providing sufficient guarantees to implement appropriate technical
and organisational measures and procedures in such a way that the processing will meet the
requirements of this Regulation and-ensure the protection of the rights of the data
subject, in particular in respect of the technical security measures and organizational
measures governing the processing to be carried out and [Consider deleting] shall

ensure compliance with those measures.

The processor shall not process personal data except on instructions from the controller,
unless required to do so by Union or Member State law. [Moved from Article 27] The
controller and the processor shall document the instructions in writing.[Moved from

Article 26.4]
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2. The carrying out of processing by a processor shall be governed by a contract or other legal
act, in particular a legislative measure in Union or Member State law [This clarification
could instead be inserted in a recital], binding the processor to the controller and

stipulating in particular that the processor shall:

(a) act only on instructions from the controller pursuant to paragraph 1bissin
icular wl I forof i} 1d 1 hibited:
(b) employ only staff who have committed themselves to confidentiality or are under a
statutory obligation of confidentiality;

(c) take all required measures pursuant to Article 30;

(d) enlist another processor only with the prior permission of the controller;

(e) insofar-as-this-ispossible giventhe nature-oftheproeessing-where appropriate,

create in agreement with the controller the necessary technical and organisational
requirements for the fulfilment of the controller’s obligation to respond to requests

for exercising the data subject’s rights laid down in Chapter III;

(f) assist the controller in ensuring compliance with the obligations pursuant to

Articles 30 to 34;

(g) delete or hand over the personal data all-results to the controller after the end of the

processing, and not process the personal data otherwise [Consider deleting];

(h) make available to the controller and the supervisory authority all information

necessary to control compliance with the obligations laid down in this Article.

3 T I 14 hall-d . tino Hes!
i j o’ icati i - [Moved to

Atrticle 26.1bis]

4. If a processor processes personal data other than as instructed by the controller, the

processor shall be considered to be a controller in respect of that processing and-shall-be

bi he rul " Hers Iaid down inArtiele 24,
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[...]

Comment

On a general note, we support the delegations asking for an in-depth study of the implications of

this article for cloud computing.

As regards Article 26.1 we believe that simplifications are possible without changing the content.
Since the rights of the data subjects are guaranteed in the Regulation, it would appear that it is
sufficient to require the controller to ensure compliance with the Regulation. It should therefore be
possible to alleviate the text by deleting “ensure the protection of the rights of the data subject, in
particular in respect of the technical security measures and organizational measures governing the

processing to be carried out and”.

For reasons of clarity we would propose to move the requirement for the processor to process
personal data only on instructions from the controller from Article 27 to Article 26.1bis. It would
then be logical to move the documentation requirement in 26.3 to the same paragraph. As the
obligations of the processor in Article 26.2 are documented in the agreement, it is difficult to see the
need for an additional documentation requirement. The requirement to document should therefore

only regard the instructions from the controller.

During the DAPIX meeting on 3—4 September 2012, the Commission confirmed that “legal act” in
Article 26.2 is to be understood as including Union or Member State legislation. We believe that

this should be clarified either in Article 26 or in a recital.

It should be clarified that the obligation in Article 26.2 (a) is a reflection of the obligation set out in
Article 26.1bis.

In Article 26.2 (c) it should be clarified that it is left to the parties to decide whether the processor
should hand over or delete the personal data when the processing ends. “Personal data” should
replace the rather vague expression “all results”. Further, it is unclear in what way it would be
possible to process data that has been deleted or handed over to the controller. It should therefore be

considered to delete “and not process the personal data otherwise”.
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As regards Article 26.4, we have doubts whether it is appropriate to define a processor as a
controller when he or she acts without instructions from the controller. Such processing is unlawful
pursuant to art. 27 (moved to art. 26.1bis above) and can lead to administrative sanctions pursuant
art. 79.6 (g). The data subject would further have a right to compensation from the processor under
article 77. Thus, it is clear that the processor will bear the responsibility for the unlawful processing,
even if the processor is not considered as controller. In any event, the reference to Article 24 should
be deleted. It is inappropriate to establish a joint controllership between the controller and the
processor for the processor’s unlawful processing and require an arrangement regarding this

processing.

Article 27 Processing under the authority of the controller and processor

Fheprocessor-and[Moved to Article 26] Any person acting under the authority of the controller or
of the processor who has access to personal data shall not process them except on instructions from

the controller, unless required to do so by Union or Member State law.

Comment

We believe that the obligation for the processor to process only on instructions from the controller

should be moved to Article 26.

In practice, it may be difficult, or even impossible, for persons acting under the authority of the
processor (e.g. an employee) to verify whether the processor’s (e.g. an employer's) instructions
correspond to instructions from the controller (e.g. a customer of the employer). However,
according to Article 79.6 (g) the employee shall be imposed a fine in case he or she follows
instructions of the employer (processor) going beyond the instructions from the employer’s
customer (controller). Against this backdrop, Article 27 may need to be re-thought for reasons of

legal certainty for persons acting under the authority of the processor.
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UNITED KINGDOM

General Comments:

We welcome the opportunity, provided by the Presidency of the Council, to make general comments and suggested textual amendments on Articles 11-
27 of the proposed Regulation. At this stage, we would want to place a general scrutiny reserve on these Articles as there are a number of cross-cutting
provisions that interact with later Articles and we would want to consider the package as a whole before reaching a definitive view on all the issues

contained within these Articles.
There are a number of issues that we have previously raised as part of the UK submission on draft amendments to Chapter I & II of the proposed
Regulation. Given the Presidency has decided that these issues — delegated and implementing acts, administrative burdens, and public-private sector

split — will be looked at horizontally, we do not intend to comment further on these areas at this stage.

Choice of Instrument — Arguments for a Directive:

We would, however, reiterate our view that the proposed general Regulation should be a Directive. The UK would recommend a Directive as a better

choice of instrument for the following reasons:
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1. It allows a more nuanced instrument, with detail where it is needed, and flexibility where it is needed.

e A Regulation must necessarily have a level of detail that allows all of its provisions to be directly binding on data controllers. But in data

protection, a “one size fits all” approach does not work for every provision.

2. The subject matter is not well-suited to a Regulation.

Data protection is an EU fundamental right. The concepts within this area are quite different to the technical areas we are used to seeing
regulated under Regulations. Fundamental rights, like human rights, are best legislated for via high level principles set out in instruments that

allow users of the legislation to strike a balance, subject to the supervision of courts.

A Regulation needs subject matter that lends itself to technical prescriptive regulation — data protection is not such an area. The choice of a
Regulation means that while some areas are too prescriptive, others by their very nature are not capable of being sufficiently prescriptive for
purposes of a Regulation that is directly effective. This point was picked up recently by the Council Legal Service, who noted that some of the

provisions pushed at the boundaries of what could properly be included in a directly effective Regulation.

This points to data protection being an area that is best regulated by way of a Directive. Some flexibility at national level is beneficial and need

not make the playing field too uneven.

A Directive would allow Member States to go further where they wish to impose higher standards. It is a very odd thing to place a cap on the

level of fundamental rights that can be afforded to citizens.
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3. A Directive would be easier to implement and more user-friendly.

o This is particularly so for individuals, small businesses and charities trying to understand their rights and obligations.

o Looking at the package as a whole — a package consisting of two Directives could be implemented in one piece of national legislation so
everything is in the one place for users.

Historical, Statistical and Scientific Research Purposes

We request a scrutiny reservation in respect of the application of the Regulation and exemptions in relation to processing for historical, statistical and
scientific research purposes. In particular we would seek clarity on whether exceptions should apply to Articles 14-19 (apart from Article 17 where a

reference has already been made).

Request for written CLS opinion
The UK would ask the Presidency to request that the Council Legal Service provide a written opinion based on the comments they raised orally at a

recent JHA meeting on the choice instrument and the implications of having a Regulation governing legislation in this area.
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Article

Relevant
Recitals

Proposed Text/Suggested Amendments

CHAPTER III - RIGHTS OF THE DATA SUBJECT

Commentary

and
mechanisms for
exercising the
rights of the
data subject

11 - Recital 46 11 - Recommend deleting the entire article | The UK considers that Article 11 is unnecessary. It overlaps with
Transparent the obligation in Article 5(a) that data should be processed in a
information and transparent manner in relation to the data subject. Furthermore, it
communication risks presenting a disproportionate burden on SME:s.

11(2) 11 (2) - recommend removal of “adapted If this provision is retained, the UK considers that the wording of
to the data subject, in particular for any | paragraph 2 should be limited to providing information in an
information addressed specifically to a intelligible form, using clear and plain language. We believe the
child.” reference to “adapted to the data subject” is a step too far and will

impose disproportionate burdens on the controller

12 — Procedures | Recital 47

12(1)

Recommend deletion of 12(1)

The UK considers that this paragraph should be deleted. The
relevant articles already set out the data subject’s rights. The
requirement that the controller should “establish procedures” and
“provide mechanisms” is over-regulation: as long as controllers
ensure that the rights of data subjects are respected, there is no
need to also set out the manner in which those rights are given
effect to. Further, the requirement that the controller should
provide means for requests to be made electronically runs the risk
of not being technology-neutral. It will also become out of date
very quickly, in a world where information is already sent by
automated means far more often than on paper.
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12 (2)

12 (2) — Recommend removal of “within
one month of receipt of the request”
and replaced with “without excessive
delay” (as per Article 12(a) of the 1995
Directive)

Delete from “this period” to “controller”
and from “where the data subject” to the
end of the paragraph.

The UK considers the timeframe of 1 month for the data controller to
inform the data subject to be too prescriptive.

It is not clear what “any action” means. It could refer to delivering on
the rights in Articles 13 and Articles 15 to 19 or it could refer to action
short of delivering on those rights. The terminology “and shall provide
the requested information” is problematic because some of the rights
do not concern the provision of information to the data subject.

The ability to extend the period during which “action” must be taken if
“several data subjects exercise their rights and their cooperation is
necessary to a reasonable extent to prevent an unnecessary and
disproportionate effort on the part of the controller” is vague and
unhelpful. “Several” means more than two but, at least as far as the
English language version is concerned, does not connote a large
number. It is not clear why the need for the cooperation of the data
subjects is the only ground on which the relevant period may be
extended. If a request from one data subject is complex and requires
significant resource to give effect to their rights this would surely also
be a good reason to extend the period at the end of which the relevant
“action” must be taken. Data controllers with little resource or which
hold complex data or data in large quantities are likely to find this
timeframe very difficult to work with and may face multiple sanctions
under Article 79 (4)(a) for failing to take the requisite action in the
relevant timeframe. At a time of scarce resources this may put an
intolerable strain on public and private sector organisations alike.

As for Article 12(1), the reference to electronic form is not technology-
neutral and should be removed. Furthermore, using automated means
to request information or in order to exercise the relevant rights is
already so commonplace that this wording seems unnecessary.
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Suggest delete the last sentence of para 2:

The last sentence of paragraph 2 requires information to be provided

12(2) electronically where requested in this form. However this is often not
“Where-the-datasubjeet-makes-the appropriate in terms of data security, and may not be the data subject’s
request melectronie forny, the preferred means of receiving the information. There seems no
nformationshall-be providedin justification in using a potentially less secure form of communication
electronicform;-unless-otherwise as the default.
regquested-by-the-data-subjeet™

12(3) Delete “refuses to take action” and The drafting is problematic. It might be better to link this paragraph to
substitute “does not take action”. It a situation where the relevant action is not taken, because a data
would also be helpful to make it clear controller may not actively refuse to take the relevant action, but may
which of these articles this obligation simply ignore the request or may be unable to deal with it for some
refers to. other reason.

Delete “and on the possibilities” to the The mentioning of complaints/judicial remedies may have the effect of
end of the paragraph. increasing the number of complaints/cases.

12 (4) 12 (4) — Recommend the removal of this | The UK supports consumer protection and individuals’ rights. Access
paragraph to your personal information is important because it is from those

access rights that other rights can be asserted.

But in a time of scarce resources burdens on data controllers must be
proportionate. In the United Kingdom data controllers are able to
charge a fee (if they want to) to the data subject for exercising the right
of access to the data the controller holds about them (this is the right
under Article 12 of the 1995 Directive and Article 15 of the proposed
instrument). Charging a fee is permitted under Article 12(a) of the
1995 Directive, provided that the fee is not excessive. Under our data
protection act, which implements the 1995 Directive, the maximum fee
which the data controller can charge is currently £10 — roughly 15
Euro. The fee was never intended to allow the data controller to
recoup the cost of responding to the request, which is inevitably more
than 15 Euro. Instead, the fee acts as a filter mechanism to deter
speculative requests for personal data.
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We consider that the mechanism of charging a small fee works because
it will not deter someone who genuinely wants to see their data, and it
helps data controllers because it stems the tide of speculative requests.
These are likely to rise as the ease with which data subjects can make
requests for their information increases (for example the requirement at
Article 12(2) that data subjects who make the request in electronic
form should be provided with a response in electronic form unless
otherwise requested by the data subject). Sending an e-mail requesting
your data will take a couple of minutes.

Whilst other member states may not have a mechanism for charging a
small fee to put off speculative requests in this context, we are aware
that it exists for requests under freedom of information legislation in
other member states. Again, the mechanism acts as a filter in these
examples to ensure that those who access public services do actually
need them, and charging a small fee deters casual use. We therefore
consider that our ability under the *95 Directive to allow data
controllers to charge a small fee for giving data subjects access to their
information should be retained to stem the volume of requests. This
volume is already high. For instance the United Kingdom Border
agency currently deals with 450 requests per week — that is 22 000 a
year. Our Department for food and rural affairs has also argued for the
retention of the fee, stating that it has experienced a significant number
of cases where the small charge of £10 has deterred speculative
requests. We think that in a time of scarce resources the abolition of
the ability to charge a fee must be rethought. We also wonder whether
the increase in volume of requests has been taken into account in the
Commission’s impact assessment.
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The UK is of the view that the ability to charge a small fee for subject deters
speculative requests.

For certain sectors the volume of requests is already very high and the
removal of the fee is likely to increase these figures further. e.g. The United
Kingdom Border Agency currently deals with 450 requests per week — which
amounts to 22 000 a year.

Furthermore, the UK considers that charging a fee is compatible with
fundamental rights.

Article 8 of the ECHR as re-stated in Article 7 of the Charter guarantees the
right to respect for private and family life. Article 8 of the Charter re-states
the specific right to the protection of personal data. Article 8 of the Charter,
like Article 8 of the ECHR is in any event a qualified right. Interference with
qualified rights is permissible where the interference is prescribed by law, in
pursuit of a legitimate aim, necessary in a democratic society and
proportionate. Insofar as charging a small fee could be seen as an
interference with a qualified right, such an interference would be lawful,
provided it conformed with those principles!. In this context, the legitimate
aim behind charging the fee is to dissuade abuse of the system which would
put a disproportionate burden on data controllers. The fee which data
controllers may presently charge under UK law is proportionate. It is
nominal, and there is no obligation on the data controller to charge the fee.

In other contexts which engage Article 8 of the ECHR, courts been mindful of the fair balance which must be struck between the competing

interests of the individual and of the community as a whole, and to the wide margin of appreciation enjoyed by States in determining the steps to
be taken to ensure compliance with the Convention. The courts have been slow to find an implied positive obligation which would involve
imposing on the State significant additional expenditure, which will necessarily involve a diversion of resources from other activities of the State
in the public interest (see for example Sentges v. The Netherlands, ECtHR, decision of 8 July 2003 no. 27677/02). In the context of Article 10,
the system of levying fees from subscribers to ensure that public service broadcasting could fulfil its function informing public opinion has been
held to be justified under Article 10(2), on the basis that the relevant rules pursued the aim of protecting the rights of others (see Kretzchmar v.

Germany — app. No. 26907/95 (admissibility decision of 12.4.96)).
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13 — Rights in
relation to

The UK supports this provision in principle.

recipients We do not believe that communication of rectification or erasure to all
to whom the data has been disclosed will be possible in an online
environment

14 — Recitals 48-

Information to | 50

the data subject

14 (1) (a) In some cases the details of the data protection officer are not

14(1) —(5) 14 1 (a) Recommend amending as allowed to be disclosed.
follows “the identity and the contact
details of the controller or alternative” In general, we prefer the structure of Articles 10 and 11 of the Data
Protection Directive 95/46/EC which set out separately the
requirements where information was or was not collected from the data
Create two provisions, one dealing with subject.
the situation where information is We do not think proposed Article 14 very clear as it sets out general
obtained from the data subject and one provisions relating to both, followed by a complicated set of exceptions
where it has not. and qualifications, some of which do not work together (see below).
14(1)-(5) Replace references to “collect” with The terms “obtain” and “collect” are used interchangeably throughout
“obtain” the provision, as are “data” and “information”. It is good drafting
practice to use consistent language if these are intended to mean the
same.
14
14147/3/12 REV 3 GS/np 237

DG D 2B

LIMITE EN



14(4)(b) - suggest delete the words “at the

Query whether “recorded” is the same as collected/obtained? In

14(1)-(5) time of the recording, or” paragraph (4)(a), does this mean when initially written down or
entered into a processing system? Does it only apply the first time
information is recorded? The words “at the time of the recording” in
para 4(b) are confusing and do not add to the separate alternative
time limit of “within a reasonable period after the collection”.

14(1) — Full stop at end of para 1(b). The equivalent provision in the existing Data Protection

14(1) Directive 95/46/EC requires identity and purposes to be provided
The remaining paras (c)-(g) go into a each time, whereas further information such as recipients, whether
separate sub-paragraph, to be qualified by questions are obligatory, consequences of failure to reply and rights
similar words at the end of Article 10 DPD | of access and rectification were required only “insofar as
95/46/EC, i.e.: information is necessary, having regard to the specific circumstances
“In so far as such further information is in which the data are processed, to guarantee fair processing in
necessary, having regard to the specific respect of the data subject.” We think that is a more proportionate
circumstances in which the data are approach, rather than requiring controllers to provide all this
collected, to guarantee fair processing in information in each case to every data subject whether required for
respect of the data subject.” fair processing or not.
Para 9(h) can then be deleted. It should Alternatively, we think there is merit in the suggestion that
clearly only be a qualification on the controllers should only be required at first instance to give the
preceding paragraphs, rather than a information in para 1(a) and (b), and to give contact details where
freestanding paragraph suggesting even the data subject can be given the remainder if interested. This would
more information might be supplied than target the burden on controllers to those data subjects who actually
the substantial amount specified in want the additional information.
preceding paragraphs.
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14(1)(H)

Disclosing the sources of information to a data subject can have
implications for company secrets and commercial confidentiality.

The text now exposes these sorts of areas because there is a blanket
requirement to provide the information which is not subject to the
“fair processing” qualification at the end of Article 10 DPD
95/46/EC

This should be addressed by reinstating the qualification that
information in paral(c)-(g) only has to be provided where necessary
for fair processing — that will import a balancing mechanism that can
address issues such as commercial confidentiality.

14(4)(a) and
14(5)(a)

14(2) and
14(5)(a)

No neat fix for these provisions — the
Article as a whole needs to be re-drafted
and re-structured so it works together
coherently.

These two provisions do not seem to work together. On the one
hand, the controller has to provide all the information in paras 1-3 to
the data subject at the time of collection, but then para 5(a)
disapplies this where the data subject already has the information in
paras 1-3. These seem to cancel each other out completely. If the
information is collected from the data subject, this means he/she will
already have it and paras 1-3 will never apply to information that has
come from the data subject.

Similarly, paras 1-4 are disapplied when the data subject already has
the information in paras 1-3 — which means that the obligation in
14(2) to tell the data subject whether provision of information is
voluntary or obligatory will be cancelled out automatically in every
case.
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Recital 48 — add a final sentence “Provision

14(2) of personal data is obligatory if it is Recital 48 should make clear what is meant by “obligatory” and
necessary for a particular transaction or “voluntary” data.
form of processing.”
S5a—amend as follows: It is unclear whether data the data subject “already has” means has
14(5)(a) “the data subject already has access to the in their possession, or extends to has access to.
information referred to....”
OR We agree with other Member States that information that
controllers should not be expected to give all this information to
add a new sub-para () so that paras 1-4 data subjects where the information is publically accessible in any
shall not apply where:* the data is publicly | event.
available”.
14 (1)(c) — Recommend inserting the words | It will not always be known at the point of collection how long the
“where known” to qualify the provision for | data will need to be stored for.
notifying the data subject of the period for
which personal data will be stored.
14(5)(b) 14(5)(b) — delete “the data are not collected | This disapplies 1-4 where data is not collected from the data subject and
from the data subject and the” the provision of information is impossible or involves a disproportionate
effort.
add the words “in particular for processing The impligation is that where‘data is .collectec.l from the de.lta subject,. the
for statistical purposes or for the purposes f:ontrol!er is expected to prowde the information — including where it is
. . . v impossible or disproportionate.
of historical or scientific research . .
This is obviously absurd.
The final sentence of Article 11 DPD 95/46/EC highlighted the
application to processing for statistical, historical or scientific research
principles and we think that should also be included here.
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14(5)(c)

14(5)(c) — delete “the data are not collected
from the data subject and “

This disapplies paras 1-4 where data are not collected from the data
subject and recording or disclosure is expressly laid down by law —
we cannot see any logical reason why data controllers should give all
this information to data subjects where the need to collect
information from data subjects themselves is expressly laid down by
law.

14(5)(d)

14(5)(d) — delete “the data are not collected
from the data subject and”

Similarly to the above two points, the drafting suggests that the
controller is expected to give information to the data subject that is
collected from elsewhere even when it will impair the rights and
freedoms of others.

15 — Right of
access for the
data subject

Recitals 51-
52

15(1)

As a general point, much of the information required to be given to
data subjects under Article 14 is repeated as information that they
have access to under Article 15.

The intention is apparently that Article 14 only requires a high level
of generality where Article 15 requires greater specificity. But we do
not see the need to duplicate in this way.

15 (1)

15(1) — delete “at any time” and replace
with “at reasonable intervals provided for in
Member State law™.

Para 1(d) gives data subjects access to information about the period
of storage, which is not always obvious to a controller.

We do no think it is proportionate for the right of access to be
exercised “at any time”. This needs to be more circumscribed,
otherwise controllers may be overwhelmed by frequent requests.
Member States should be able to determine what constitute
“reasonable intervals” in national legislation.
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15(1)(b)

Clarify or delete Article 15(1)(b)

It is unclear what is meant by “categories of personal data
concerned” — although used in DPD 95/46/EC, neither instrument
makes this clear. If this cannot be clarified, consideration should be
given to deleting it.

15(1)(h)

It is quite unclear what is meant by “significance and envisaged
consequences of processing”. It also appears to go beyond the
general understanding of access rights, which should be to the actual
personal data rather than the results of processing it.

This provision seems to be particularly aimed at profiling, and yet
Article 20(4) uses different language to describe what must be
provided under Article 14 (i.e. “the envisaged effects of such
processing on the data subject”).

Articles 14,15(1)(h) and 20(4) should all use consistent language and
Article 20(4) should cross-refer to Article 15.

Does the information provided under Article 15(1)(h) add to that
provided under 14? If not, this should be something reserved for
access rights under Article 15 rather than given as a matter of course
under Article 14.

15(2)

Delete all of Article 15(2)

Article 15(2) simply repeats the first sentence of Article 15(1)(g) and
should be deleted.

As with Article 12(2), the default mode of communication in the
second sentence should not be electronic as data security may favour
a more secure means of communication. This should also be deleted.
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16 — Right to
rectification

Recital 53

16 — Recommend clarification of what and
who defines “incomplete personal data”

Add the words in italics to Article 16:

“The data subject shall have the right, where
necessary and reasonably practicable, to
obtain from the controller the rectification
of personal data relating to them which are
inaccurate. The data subject shall have the
right to obtain completion of incomplete
personal data, as appropriate and having
regard to the purposes for which they were
collected or for which they are further
processed."

The UK would want clarification on who determines if data is
complete or incomplete. Completion should be tied to the purposes
of processing, otherwise it becomes a subjective matter.

Article 12(b) of the DPD 95/46/EC qualified the right to rectification
with “as appropriate” — we think Article 16 should retain
qualifications for both the right to rectification and completion and
have suggested text opposite.

17 — Right to be
forgotten

Recital 53-
54

The UK has concerns that the “right to be forgotten” may raise
unrealistic expectations among data subjects that any data placed on
the internet might later be deleted, leading young people in particular
to be more reckless with their personal data.

Compliance with this provision is likely to place disproportionate
burdens on organisations, and in particular SMEs.

Although Article 21 allows Member States are able to restrict the
right to be forgotten where it interferes with freedom of expression,
it is unlikely that controllers will be able to make complex
determinations about the balance between the right to be forgotten
against rights such as free expression and will err on the side of
caution, particularly in view of the large mandatory fines proposed
elsewhere in the Regulation. This may produce unintended
consequences such as adversely impacting on the historical record
and imposing a chilling effect, particularly on the internet.
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We think the proposal also misses its target as individuals posting
“late-night” photos on social networking sites will be acting in a
purely private capacity so will not be covered by the Regulation at
any rate.

17(1) — Amend the opening sentence by

Once data has been erased, there will surely be no data in existence

17(1) deleting the words indicating with a strike- | that could be further disseminated, so the opening sentence should
through mark - as follows: only refer to erasure.
The phrase “especially in relation to personal data which are made
The data subject shall have the right to available by the data subject while he or she was a child..” is not
obtain from the controller the erasure of | needed and should be deleted. The right either exists for all data
personal data relating to them and-the subjects, or it does not — to add that it especially applies to a certain
abstention-from-further-dissemination-of | category causes confusion and casts doubt on its application to
sueh-data-espeeially-inrelationte others.
personal-data-which-are made-available
by-the-datasubject-while-he-or-she-wasa
child, where one of the following grounds
applies: “
Either add the words “as appropriate” to the
17(1)(a)-(d) opening words of Article 17(1) ... Article 12(b) DPD 95/46/EC qualifies the right to erasure with “as
appropriate”, however proposed Article 17 gives data subject an
“The data subject shall have the right, as | absolute right as long as grounds (a) — (d) (which are very wide) are
appropriate, to obtain....” met.
This is problematic as almost any transgression of the Regulation,
OR including those wholly unrelated to data quality, might give rise to a
right to erasure.
Limiting the grounds giving rise to a right to | In particular, the fact that the data subject exercises his or her right
erasure, for example as follows: to object should not automatically trigger a right to erasure.
This needs to be addressed by either limiting the grounds that can
give rise to the right to erasure to those relating to data quality, or
introducing a similar qualification to “as appropriate” as in the
current Directive.
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Delete paragraph 1 and replace with:

“1. The data subject shall have the right
to obtain from the controller the erasure
of personal data relating to them where it
is incomplete or inaccurate or, where
appropriate, it does not comply with this
Regulation for other reasons. “

17(2)

Article 17(2) should be deleted

Article 17(2) should be deleted for the reasons given above
regarding the potentially serious adverse implications of this new
mechanism, which we think creates more problems than it solves. It
also seems to go beyond the scope of data protection law.

If retained, it should be made clear what concrete steps data
controllers are expected to take in respect of third parties. The
concept of proportionality needs to be added to the steps expected to
be taken.

It should not apply to paper copies of personal data.

The final sentence of para 2 says that a controller who “has
authorised a third party publication” should be considered
responsible for that publication. It is most unclear what
consequences would follow from that attribution of responsibility —
but it does not seem to add to the controller’s responsibility under
this Regulation and should therefore be deleted.

1703)

The edict that the controller shall carry out the erasure “without
delay” is confusing when read with the alternative time limit of one
month in “without delay” in Article 12.

14147/3/12 REV 3

DG D 2B

GS/np 245
LIMITE EN



17(3)(d) 17(3)(d) — Recommend this paragraph Not every instance of processing carried out for legal or regulatory
reads: “for compliance with or to avoid a compliance reasons will be specifically required by law. In certain
breach of a legal obligation to retain the cases such processing will be undertaken as part of a prudent risk-
personal data by Union or Member State management programme designed to avoid a breach of law
law to which the controller is subject..” The requirements that Member State laws should meet a public

interest objective etc are inappropriate and should be deleted.
Delete the words indicated with a strike-
through in para 3(d):
In particular, it is most unclear what the “essence of the right to the
“(d) for compliance with a legal obligation | protection of personal data” means.
to retain the personal data by Union or
Member State law to which the controller is
subject. Member State laws shall meet an
objective of public interest, respect the
essence of the right to the protection of
personal data and be proportionate to the
legitimate aim pursued”
It is confusing to say that the alternative procedure of restricting data

17(3)(e) is an exception to erasure. We suggest this is deleted. If necessary,
para 3 could be made subject to para 4.

17(3) There should be an exception for creditworthiness and credit
scoring, which is needed to facilitate responsible lending, as well as
for judicial proceedings.

Remove sub para (a) and re-letter the The restriction of processing while accuracy is contested belongs in

17(4)(a) remaining sub-paras. Article 16 on the right to rectification.
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17(4)(b) should be amended as follows: The opening words should refer to the controller’s purposes for

17(4)(b) “the controller no longer needs the personal | processing rather than particular tasks this may be related to.

data for the purposes of processing for “maintained for the purposes of proof™ is too narrow — this should
which they were collected or further include retention of information for the purpose of defending
processed, but the data has to be maintained | potential legal claims.

for purpeses-efproef the purpose of

defending legal claims”

It should be clarified in recitals that defence

of legal claims may include those which

may be made as well as those already

initiated.

17(4)(d) Delete Article 17(4)(d) The data subject will have a right to data portability separately under
Article 18(2) — there is no need to introduce a mechanism where data
can be restricted prior to that separate right being exercised.

17(6) The Regulation is silent on why a restriction on processing would or
could be lifted, but it seems to imply that it could be. How?

Delete the words indicated by the strike- The requirement that controllers set up mechanisms for periodic

17(7) through: review of the need for storage does not fit in an Article primarily
about erasure and the right to be forgotten. This needs to be moved

“The controller shall implement to Chapter IV on controller’s general obligations.

mechanisms to ensure that the time limits A further example of a double meta-requirement; not only must data
established for the erasure of personal data | controllers erase the data, they are also required to have time limits
and-orfor-aperiodicreview-oftheneedfor | in place for this and mechanisms to ensure these are observed.
the-storage-of the-data are observed”
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Delete Article 17(8) This sub-para is superfluous — if data has been deleted it cannot be
17(8) otherwise processed.

This seems simply to be saying that once you have deleted personal
data it should stay deleted. It would appear to be unnecessary.

18 — Right to Recital 55 We consider that Article 18 should be The UK supports the concept of data portability in principle but
data portability deleted. considers it not within scope of data protection, as it seems to
address consumer empowerment so belongs in a consumer law or
If retained, there should be an exemption for | competition measure.

data held for historical, scientific research It is certainly not appropriate for this to apply to the public sector,
or statistical purposes. but also raises serious issues about intellectual property and
commercial confidentiality for all controllers.

Data portability would also potentially increase the risk of fraud as it
may be used to fraudulently obtain the data of innocent data
subjects.

If retained we would want an exemption for data held for historical,
scientific research and statistical purposes

The UK Call for Evidence indicated that this provision could cost
businesses between £100,000 - £5,000,000 with the likelihood that
costs would be passed onto consumer through higher prices for
services.
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19 — Right to
object

Recital 56-
57

We support Article 19, but with the
qualification that the exemptions in Article
21 remain.

The UK needs to consider this article in further detail to ensure that
it is workable and that there are minimal impacts upon controllers
and that legitimate and vital processing is not prevented

19(1)

Paragraph 19(1): delete “compelling”.

Article 19(1) is engaged when the
processing is based on points (d), (¢) and (f)
of Article 6(1) —

This is more restrictive than what was found in Article 14(a) of the
’95 Directive , which was worded “at least in the cases referred to in
Article 7 (e) and (f) (these more or less replicate Article 6(1) (e) and
(f) of this instrument). It is unclear what happens when there is
more than one possible ground in Article 6 on which the controller
could rely. If the particular form of processing could fall within
“processing necessary for the performance of a contract" under
Article 6(1)(b) and Article 6(1)(f) — legitimate interests, what is the
position then as regards the right to object? Could the controller
circumvent the application of the right by asserting that the
controller only relied on Article 6(1)(b) and not 6(1)(f), even though
6(1)(f) was potentially available?

Under the directive Member States could if they so wished ensure
that this did not happen by implementing the right to object more
widely, so that it covered a broader range of processing. Of course
this is not possible under a Regulation, but it would be in a
Directive, going back to the wording of the 95 Directive “at least in
cases referred in Article 7(e) and (f)”.

It is not clear why the ground to object does not extend to processing
which takes place on the basis of Article 6(1)(c), because the
difference between 6(1)(c) and 6(1)(e) is marginal.

We do not consider that “compelling legitimate grounds” is
sufficiently clear, and question what the relationship is between
“compelling legitimate grounds™ here and the processing of data for
“legitimate purposes” under article 6(1)(f).
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19(2) In relation to Article 19(2) it would be helpful to have a definition of
direct marketing.
19(3) At Article 19(3) add the words “save for In relation to Article 19(3) it is not clear how the obligation not to

demonstrating compliance with the
obligations imposed under this instrument”.

use or otherwise process the personal data concerned fits in with the
obligation in Article 22(1) to be able demonstrate that the processing
of personal data is performed in compliance with the Regulation and
Article 28(1) to maintain documentation of all processing operations
under the responsibility of the controller and processor. If the
objection to the processing is upheld, the controller would need to
demonstrate that they had abided by the requirement not to contact
an individual for direct marketing purposes, for example? Should 3
say “save for demonstrating compliance with the obligations
imposed under this instrument”?

20 — Measures
based on
profiling

Recital 58

We are placing a general scrutiny reserve on
this Article

Given the possibility of a fine of up to €1m or 2% of global annual
turnover for breaching this Article, businesses and other
organisations will need greater clarity over the scope of Article 20.
The UK considers there is a lack of clarity in 20(4) as to whether
profiling carried out to deliver content to an individual, for example,
through behavioural advertising falls within the scope of this Article.
seek clarification on whether the Commission consider profiling for
behavioural advertising and related activities to “produce legal
effects or significantly affects” the data subject.

20(1)

Article 20(1): replace “natural person” with
“data subject”.
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20(2) The UK needs to consider further whether the current exemptions in
20 (2) are sufficient, and whether there are any unintended
consequences arising out of the details of this Article — especially on
sectors such as the Credit Referencing Industry that rely on profiling
to conduct due diligence, e.g. credit checks for the purposes of
responsible lending

that it is not clear what a “measure which produces legal effects
concerning [a] natural person or significantly affects [a] natural
person” might be. For example, the UK considers there is a lack of
clarity as to whether profiling carried out to deliver content to an
individual, for example, through behavioural advertising falls within
the scope of this Article.

The title “profiling” is not defined in the instrument and may cause
confusion. (DN: do we want to go back to the previous title -
Automated individual decisions which was in Article 15 of the 1995
Directive?]

“natural subject” should be replaced with “data subject” in order to
be consistent with this important definition, which delineates the
scope of the instrument.

We could query whether “personal preferences” is too wide. On the
other hand, the list of performance at work etc. is vaguely drafted
using the words “in particular” which means it is not a closed list.
Would the list be better in recitals? The main point is that people
should not be subject to the “computer says no” culture in important
decisions in their lives, without some ability to challenge that
automated analysis. But that does not mean that the automated
decision is necessarily wrong per se, provided these safeguards are
available. Several member states mentioned a Council of Europe
paper on profiling. I think we should study that carefully, to ensure
that we have not missed any important issues here.
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Arguably whilst the intentions in 20(3) are good, there might be a
risk that useful processing was not allowed — for example processing
by a computer in relation to health, which might be of benefit to an
individual. We need to make sure this is not the case

20(4)

21 - Restrictions

Recital 59

We believe that Article 21 should
continue to apply to Articles 5, 11 to 20
and 32 (as now).

We do not support a proposal that this
article should not apply to Article 5.

We would like to place a general scrutiny
reserve on the whole of Article 21

The UK supports the scope for the Union and Member States to
restrict the application of certain rights set out in the instrument
where such restrictions are necessary and proportionate

The UK welcomes the intention of this article, which is to provide
exemptions for circumstances where it is necessary to do so.

The UK supports the purpose of this Article, which is to restrict the
application of certain rights set out in the instrument where such
restrictions are necessary and proportionate.

As currently drafted, the UK is of the view that it is not possible to
foresee every circumstance in legislation where a restriction is
necessary and proportionate. We do not believe an absolute detailed
and prescriptive list of where restrictions should apply is practical or
achievable.

Whilst we recognise that the current wording of Article 21 is taken
from Article 13 of the 1995 Directive, we are also conscious that
significant changes are proposed elsewhere in the new proposal. We,
therefore, believe it is important, at the same time, to reassess the
restrictions and, having done so, believe that increased flexibility is
necessary.
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So we think a better approach would be to create a little more
flexibility in the drafting of Article 21(c). We think this can be done
by replacing the wording “in particular” with the words “including,
but not limited to”.

Additionally, it seems odd to us that Articles 6-10 are not explicitly
covered by the exemption. We would be grateful for the
Commission’s explanation of this and believe that these articles
should also be covered.

The need for flexibility underlines that a one size fits all approach
which a Regulation by its very nature seeks to achieve may not be
the right approach when it comes to data protection. The need for
derogations provided for by national law emphasises that a more
tightly worded Directive, giving flexibility where appropriate, but
also providing a level playing field by tightening up key provisions
is the right solution for data protection.

21(1)(a) Defence/national security and public security appear to have been
incorporated into public security in this provision. The UK would
like to understand why and ensure that the existing exemptions are
still protected.
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21 (1)(c) In 21(1)(c) replace the wording “in The UK questions whether the provision at Article 21(1)(c) captures
particular” with the words “including, but due diligence processing by organisations such as credit reference
not limited to” agencies.

The exemption as currently drafted does not make clear that the
We believe Article 21(c) should be intention is to cover both economic and non-economic public
amended as follows (new text interests.
underlined): We presume similar amendments will also be needed to Article 9 of
Council of Europe Convention 108 to ensure there is no dispute in
Other public interests of the Union or of a | future over of the draft Regulation) and Member States’ obligations
Member State, in-partienlar including, but | under the Convention.
not limited to, international relations,
professional legal privilege or an The UK questions whether the restrictions set out at Article 21 are
important economic or financial interest of | too prescriptive and limited and whether Member States should have
the Union or of a Member State, including | greater discretion to decide instances where restrictions have
monetary, budgetary and taxation matters | legitimate grounds. Under the current Directive the UK has
and protection of market stability and provided for a number of common-sense exemptions, such as
integrity. [We would request a specific parliamentary privilege and legal professional privilege and we
scrutiny reserve on 21(1)(c)] would to continue to retain these important derogations. Given the
instrument is a Regulation we would be concerned that the
provisions in this Article will be read in a very limited way.
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CHAPTER 1V - CONTROLLER AND PROCESSOR

22 - Recital 60 22 - Delete Article 22 The UK questions whether this Article is necessary in that it appears
Responsibility to simply restate the obligations on controllers in other Articles in
of the controller the Regulation. In particular, Article 5(f) states that personal data

shall be “processed under the responsibility and liability of the
controller, who shall ensure and demonstrate (my emphasis) for
each processing operation the compliance with the provisions of this
Regulation”. Article 22(1) covers the same territory as Article 5(f).
This is a good example of one of the main problems with this
instrument, as the UK sees it. It focuses too much on procedures
rather than outcomes. Provided the outcome is clear, the manner in
which the controller achieves that outcome is irrelevant and merely
bloats the instrument and makes it excessively burdensome and
bureaucratic.

The UK believes the prescriptive approach set out in Article 22 is
the wrong approach and focuses too much on process rather than
outcomes, making the instrument excessively burdensome and
bureaucratic.

22(2)(d) The wording here is imprecise. This looks like a closed list, but the
insertion of the words “in particular” suggests that it is not. This
leaves controllers in a state of uncertainty as to what measures are
actually required. We would like to see this paragraph deleted in its
entirety, for the reasons set out above. Further, the fact that
sanctions can be imposed both for breaches of Article 22 and each of
the Articles listed in 22(2) would appear to create a “double
liability” for data controllers in terms of the sanctions which could
be imposed.
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23 — Data Recital 61 23 — Recommend deletion of this Article as | The UK supports the principle of data protection by design and

protection by the requirements do not need to be set out in | default but believes that the design of processes does not need to be
design and legislation. Data protection by design and included in legislation — data controllers should have the flexibility
default default should be instead best practice ways | in deciding how their processes meet the requirements of the

of achieving compliance with the provisions | regulation

of Article 5.

The UK believes that the high level principles set out in Article 5
offer a sufficient framework for the protection of personal data.

The UK believes the level of prescription risks imposing
disproportionate burdens and financial costs on organisations who
would likely have to overhaul and redesign existing systems to
comply with this provision.

24 — Joint Recital 62 Delete article 24 - Recommend that this The UK considers that the provision is sensible in terms of ensuring
controllers provision is included in the recitals rather there are agreements in place between joint controllers, but consider
than the main body of the regulation. this does not need to be set out in legislation and would be better set

out in the recitals
Delete “conditions” in first line.
It is difficult to see how this will work in practice, in particular in a
cloud computing environment. The UK would like to consider the
practical implications of this Article in more detail.

As per the UK’s comments on the definition of “controller”, the core
definition should be the person who determines the “purposes and
means” not the conditions of processing, which is something
conventionally done by the processor, The inclusion of “conditions”
will create a loophole for those who do not meet all three criteria of
purposes, means and conditions. These will also not be processors as
very often they will not be processing on behalf of anyone, so will
escape regulation entirely.
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25 - Recital 63- | 25 — Recommend reviewing this Article The UK has concerns about how this provision would be enforceable

Representatives | 64 along with the extraterritorial reach of the outside the EU, and the extent to which EU law can apply in 3™

of controllers instrument and the steps that Member States | countries.

not established are expected to take to enforce something This provision needs to be considered alongside Article 3(2) on

in the European that is unenforceable. scope and Article 78(1) which says that Member States shall take all
Union measures necessary to ensure that this provision in particular is

implemented by controllers.

We note that the failure to appoint a representative attracts the
highest level of mandatory fine under Article 79(6)(f) — up to 2% of
AWWTO or 1 million Euros — and yet the provision does not clearly
set out the scope of a representative’s mission, his/her role or
liability.

26 - Processor Recital 62 The UK believes that the responsibilities of data controllers should
be clear and transparent, but question the level of prescription ,
which is far greater than under Article 17 DPD 95/46/EC

Further, it is questionable whether the current draft reflects the
realities of the relationship between controllers and processors, in
particular in the context of cloud computing.

26(2)(a) 26(4) — Recommend clarification of the The UK would question the wording of Article 26(4) and its
interaction between 26(2)(a) and 26(4) as interaction with 26(2)(a). Article 26(2)(a) stipulates that processors
the 2 provisions seem contradictory shall only act on the instructions from the controller, but 26(4) sets

out that a processor who processes data beyond the controller’s
instructions is to be considered a joint controller — the 2 paragraphs
appear contradictory and need clarification.

26(2)(b) Recommend deleting this paragraph The UK considers this to be overly prescriptive and should surely be
left to the contract
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26(2)(c)

Recommend deleting this paragraph

This is already covered at Article 30

There is also potentially a “double liability” here in terms of
penalties — a processor could end up being liable to a penalty under
both Article 79(6)(e) and (g) if they did not comply with “security of
processing” (Article 30) and “taking measures pursuant to Article
30” under Article 26(2)(c).

26(2)(d) Recommend deleting this paragraph This overlaps with the requirement under 26(2)(a) — if you only act
on instructions from the controller then you cannot enlist another
processor without telling them.

26(2)(e) Recommend deleting this paragraph If the data subject has an obligation to respond to requests for
exercising the data subject’s rights under Chapter II surely it follows
that they cannot escape those obligations by using a processor, so the
contract with the processor will already contain this

26(2)(f) 26(2)(f) — Recommend amending this The UK believes the role and liability of the processor should be

Article to read: “the processor shall, as far | limited to the scope of processing obligations within their direct
as they are able, assist the controller in control
ensuring compliance with the obligations
pursuant to Articles 30-34”
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26(4) See comments at 26(2)(a) Article 26(4) creates a mechanism by which a processor stepping
outside the bounds of authority him/herself becomes a controller.
We do not think this is workable — once a processor exceeds
controller 1’s authority, s/he will be deemed a controller (controller
2) and will then have to comply with the plethora of obligations on
controllers in the Regulation, many of which are inappropriate to
someone who is in reality a processor, albeit one that has
overstepped the limits of his/her authority, Controller 2 may not
appreciate the shift in status, and will likely become subject to hefty
mandatory fines for failing to carry out all the obligations on
controllers such as appointing a DPO. This seems a
disproportionate way to deal with the real issue of a processor
exceeding his or her authority. It is also a very odd situation as there
will be two controllers, controller 1 determining the purposes and
means of processing that controller 2 (who may not realise they are
now also a controller) is doing on controller 1’s behalf (controller 2
having no influence over the purpose or means), albeit in a way that
exceeded the bounds of controller 1’°s authority at some point.

27 — Processing | Recital 62 27 - Recommend deleting Article 27 and the | The UK supports the intention in this Article but question how it

under the moving of its provisions into articles on the | works with Article 26(4), which appears to envisage processing
authority of the responsibilities of controller and processor | without instruction from the data controller

controller and to avoid the scope for confusion and

processor contradictory provisions.
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SWITZERLAND

Switzerland thanks the Presidency for this opportunity to put forward comments on chapter III and
Articles 22 to 27 of Chapter IV of the proposal for a General Data Protection Regulation.
Switzerland welcomes the general idea behind the proposal and in particular the intention to adjust
the data protection provisions to the new social and technological realities. At the same time,
Switzerland shares many of the concerns voiced by other States during the debates in the DAPIX
Working Party. In particular, we would like to highlight the following points which are important
for us in Chapter III and IV of the proposal:

1.  We would welcome a differentiation between provisions for the public sector and provisions
for the private sector. In particular, there should be enough room for specific national
solutions with respect to the public sector. This concerns for instance Articles 11, 17, 18, 19

and 21.

2. With respect to several provisions (such as Article 23), we are of the opinion that more
emphasis should be put on the risks that arise from data processing for the data subject. The
higher such risks, the more requirements should the data controller and processor be bound to

respect.

3.  Inthe interest of legal certainty, we would welcome a precision (at least in the recitals) on the

following questions:

. What type of data is referred to in the first sentence of Article 15 para. 2, that is not yet

mentioned in Article 15 para. 1 let. g?
) What actual situations could fall under Article 20?

4.  The requirements for any data processing as spelled out in Chapter IV should be measured
according to their usefulness for the data subject. Additional administrative burden is in our
opinion only justifiable if there is a clear benefit for the data subject. In this respect, a credible
estimate of the costs of the various measures is in our view indispensable to assess their

proportionality.
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NORWAY

1. GENERAL COMMENTS

With reference document 3942/1/12, where the Presidency invites delegations to send proposals for
amendments or comments on Chapter III and Articles 20-27 of Chapter IV by 20 September 2012,

we will in the following comment on the said articles.

Provided that the provisions on delegated acts and implementing acts will be discussed as a separate

issue in DAPIX, our comments on this subject will be presented at a later stage.

We would like to point out that we have a general scrutiny reservation on the regulation, and the

comments presented in the following are hence preliminary.

2. ARTICLE 11 TRANSPARENT INFORMATION AD COMMUNICATION

In principle, we support the idea that the controller shall have an easily accessible policy with
regard to the processing of personal data and for the exercise of data subject’s rights. However, we
question whether such a requirement is suitable for small companies, particularly where processing
of personal data is not the main activity of the company. We are worried that a requirement of
developing such a policy will constitute an unreasonable administrative burden on smaller

companies or private persons processing personal data.

3. ARTICLE 12 PROCEDURES AND MECHANISMS FOR EXERCISING THE
RIGHTS OF THE DATA SUBJECT

Norway supports the idea that it should be possible to file a request with the controller
electronically, where personal data are processed by automated means. We do, however, believe
that the controller should be entitled to decide whether the information in question should also be
sent to the data subject by electronic means, taking the required security level when transferring

information into consideration.

14147/3/12 REV 3 GS/np 261
DG D 2B LIMITE EN



Norway supports the principle that it, at least as the main rule, should be free of charge to access

personal data about oneself and information about the processing of such data.

4. ARTICLE 14 INFORMATION TO THE DATA SUBJECT

We believe that it is crucial that the data subject is given information about the processing of
personal data about him or her. It is however of great importance that the right to information is not
drafted in such a manner that it lays unreasonable administrative burdens on small companies.
Consequently, we believe the provision in Article 14 nr. 1 ¢ should be redrafted, since it may be
difficult to know at the time of collection how long the data will be stored. We also think that the
provision in Article 14 nr. 1 g should be redrafted, so that it only applies under certain
circumstances, for example when significant amounts of data or sensitive data are transferred, and

not when for instance a hotel reservation is made over the Internet.

5.  ARTICLE 15 RIGHT OF ACCESS FOR THE DATA SUBJECT

Norway supports the provision, and we believe it is important that the regulation ensures the data
subject’s right to access their own personal data and information related to the data. We do,
however, find that Article 15 nr. 1 should be given a more flexible wording, in line with the

comments made with regard to Article 14 nr. 1 c.

We also think that the data subject should be entitled to request information on relevant security
measures related to the processing. This will both enhance the data subject’s confidence that the
personal data is processed in a fair manner and will increase the controllers' awareness of

maintaining relevant security measures.

6. ARTICLE 17 RIGHT TO BE FORGOTTEN AND TO ERASURE

Norway supports the right to have personal data deleted and welcomes the provision in Article 17.
We do, however, believe that the provision could be redrafted, in order to simplify the text and

make it more applicable in practice.
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A possible way to simplify the article would be to separate the rules on deletion and restricted
processing into two separate articles. We also believe that Article 17 nr. 7 could be implemented
into a different article, for example in Chapter IV. Furthermore, we question if Article 17 nr. 8 is

superfluous, since it is not possible to process data which has been erased.

We believe that it should be clarified, in the legal text or in a preamble, how the provision can be
applied to social networks and search engines on the Internet. We fully support the intention of a
technologically neutral legal instrument, but we still believe that the legislator’s intention should be
clarified on this point. We also think that it should be clarified how the article will apply in cases
where the personal data relates to more than one data subject, for instance a photograph of several

people, and not all agree that it should be deleted.

Norway would also like the link between Article 17 and 19 to be clarified. A possible solution is to
incorporate article 19 into Article 17, to make it clear that in cases where you have the right to a
lawful objection to the processing of personal data, you may also ask for the data to be deleted.
Furthermore, it should be clarified in Article 17 that an objection under Article 19 has to meet

several criteria in order to be lawful.

7. ARTICLE 18 RIGHT TO DATA PORTABILITY

Norway supports a right to data portability, but we believe that the scope of the provision should be
narrowed and that the conditions for, and consequences of, data portability should be clarified in the

legal text.

We are worried that data portability is not appropriate when personal data are processed by public
authorities. Furthermore the meaning of the phrase “electronic and structured format which is
commonly used” is unclear to us. We are worried that the provision will not be suitable for data
processed with day-to-day computer programs, such as Microsoft Word and different e-mail
accounts. We are therefore wondering if the conditions for applying the provision should be
specified, so as to clarify what processing the article is meant to apply to. It is also unclear to us if
obtaining a copy under nr. 1 and transmitting the data under nr. 2 implies that the data are deleted

by the controller, and this could be clarified in the legal text.
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8. ARTICLE 19 RIGHT TO OBJECT

Norway supports the article, but as stated in relation to Article 17, it should be considered whether

Article 19 could be incorporated into Article 17.

9. ARTICLE 21 RESTRICTIONS

We would like a clarification as to what public interests will be covered under Article 21 nr. 1 c.
We believe the wording could be more flexible, to make it clear that also other public interests than
economic or financial interests may provide a ground for derogation from the regulation. We also
think that the provision in Directive 95/46 Article 13 nr. 2 regarding restrictions from the data
subject’s right to access in cases where data is processed for statistical and research purposes should
be maintained. Alternatively, it should be clarified if this restriction is now meant to be covered by

the scope of Article 21 nr. 1 c.

10. ARTICLE 27 PROCESSING UNDER THE AUTHORITY OF THE CONTROLLER
AND PROCESSOR

Norway supports the article, but we believe that nr. 3 should be deleted in order to avoid an increase
of administrative burden, since the instructions and obligations will already be written in the
contract.

Furthermore, nr. 4 should be deleted in order to make it clear that the data processor cannot act
outside of the instructions given by the controller. If a data processor acts outside the instructions
given, we believe that it is sufficiently clear from the regulation as a whole that he can be held

responsible for the processing.
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