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1. Following the discussions which took place at the CSC meeting on 24 October 2023, the GSC

has prepared a revised draft of document 13090/23. The new text can be found in Annex to this
note. New text compared to the previous version is in bold underlined, deletions compared to
the previous version are marked in strikethrough—underlined. In some cases where the

provisions under different Articles have been reorganised, this is indicated in [brackets].

2. This new version has been revised up to Article 14 (Sensitive non-classified information) in the
light of the discussions on 24 October 2023 and following comments from the delegations.

3. Articles 12, 13 and 14 have been reviewed, including the definitions of public, normal and
sensitive information.

4. In Article 12(2) on public information and Article 14(2) on sensitive information, the
provisions on marking have been modified to take into account cases where it might not be
possible to add any visual or other marking to the information concerned, f.ex. in cases where
information is presented in oral form.
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5. Some additional corrections have also been made to the subsequent Articles 17a to 17d.

6. Compared to the previous document 13090/23, the Commission’s original text on Articles 10
and 11 which was moved to Article 16(1) and new Article 17c¢ respectively, has been removed

to facilitate the reading of this new text.

7. Delegations are invited to discuss the proposed revised text at the next meeting of the Council

Security Committee on 8 December 2023.
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ANNEX

and-hybrid-CISs—moved to new Article 17¢(2)]

Seetion—3-- to be moved to Chapter 5, Section 5.|Any-EIS—that-handles—and stores—sensitive

lassifiod iné o in CIS e .
[Avticle 10
Sub-greup-en-infermation-assuranee — moved to Article 16(1)]
[Article 11
Requirementsfor-communication-and-infermation-systems— moved to new Article 17c]
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Chapter 4-3

Non-classified information

Section 1 (new)

General provisions (new)

Article 12a — Basic principles
1.  This chapter lays down the basic principles and minimum standards to be applied for
the protection and handling of non-classified information.

2. All Union entities shall ensure the authenticity, availability, integrity and, where

appropriate, non-repudiation and where-appropriate; confidentiality of non-classified

information by appropriate protection measures based on assessed—seecurity needs

minimum requirements as provided for in Articles 17a to 17d and on a risk assessment.

3. [The overall requirements for the protection of confidentiality of non-classified

information shall not be equal to or stricter than the requirements for the protection of

EUCI at the level RESTREINT UE/EU RESTRICTED.]

Article 15

Protection of non-classified information and interoperability

paragraph 4 below]
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Where required, Union entities institations-and-bedies shall use the markings provided for in
Articles [12, 13 and 14]. [Exceptionally, other eguivalent markings may be used on_the
condition that an equivalent level of protection is applied iternally-and-inrelation-with

Member-States: when all parties agree. Such exception shall be notified to the sub-group on

non-classified information, as referred to in Article 7(1)peint(b)].

Contractual safeguards shall be established to ensure the protection of normal and sensitive
non-classified information processed by outsourced services providers. The safeguards shall
be designed to guarantee at least an equivalent level of protection to that provided by this
Regulation, and shall include confidentiality and non-disclosure undertakings to be signed by

all relevant service providers involved in the provision of the outsourced systems.

Union entities institations—and-bedies—shall may define specific handling instructions and
standard-proteetive-measures for normal and sensitive non-classified information, including,

where appropriate, distribution markings. In doing so, they shall take taking into account

guidance from the sub-group on non-classified information and any specific risks related to

their tasks and activities. - /moved from Article 17a(l) compared to previous document

13090/23]

Without prejudice to the reporting obligations set out in Regulation EU [XXX] laying
down measures for a high common level of cybersecurity in the institutions, bodies,
offices and agencies of the Union, Union entities institations—and—bedies shall establish
internal procedures for the reporting and management of any incident or suspected incident
that could lead to a compromise of the security of non-classified information. [- moved from

paragraph 1 compared to previous document 13090/23]

Article 16

Sub-group on non-classified information

The sub-group on non-classified information referred to in Article 7(1)—peint (b), shall

provide draft-recommendations for guidance documents to the Interinstitutional

Information Security Coordination Group have, including on the following reles—and
responstbiities topics:
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(a) streamhining the procedures relating to access to, handling and storing of the non-
classified information and preparing the corresponding—relevant guidance, taking into

account the different confidentiality levels;

[(bd) assistingUnton—institations—and-beodies—in—establishing the equivalence between their

particular eategeries confidentiality levels of non-classified information and those
provided for in Articles [12, 13 and 14];]

(ce) faetlitating the sharing of non-classified information between Union entities nstitutions

bodies. | i . oid ,
(da) [previding—guidance—and-bestpractices—on—the marking, handling and storing of non-

classified information in CISs in close cooperation with the Interinstitutional
cybersecurity board referred to in Article 9 of Regulation EU [XXX] laying down
measures for a high common level of cybersecurity at the institutions, bodies, offices and

agencies of the Union;

(eb) establishing—a the metadata scheme for markings and all necessary technical information
to contribute to an interoperable and seamless exchange of non-classified information

across Union entities nstitations-and-bedies, when interconnecting their respective CISs;

(fe) eontributing—te the coherence between the information security rules and the
cybersecurity baseline risk management, governance and control framework across
all Union entities institutions—and-bedies, referred to in Article 54 of Regulation EU
[XXX] laying down measures for a high common level of cybersecurity at the

institutions, bodies, offices and agencies of the Union. — moved from Article 10]

(g) the strength of encryption as referred to in Article 17¢(1)(b).
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Section 2 (new)

Categories of non-classified information

Article 12

Public information foer-public-use

1.  Information which Union entities decide te make publiely available without any access

restrictions in

information whieh

3:2. Public information shall be presented as such, including where possible by using the

visual marking marked-visually Hnioninstitutionsand-bodies mamy—markowith HEU}
PUBLIC USE” the-nformationreferred-to-tnparagraph1.
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Article 13

Normal information

Information

funetions—and—covered by the obligation of professional secrecy in accordance with
Article 339 of the Treaty on the Functioning of the European Union (TFEU) whieh—is

" iy lassifid cor bl bhall 1 ised_handled_and l

as is normal information. Fhis—eategory—ecovers—allnormal—working level information

Normal information may be marked visually or in metadata where necessary to ensure
facilitate its protection, particularly where shared exchanged outside Union entities
institations—and-bedies. The marking ‘EU NORMAL’er-the—name er-acronymof-the Union
i b j is} shall be used in that

case. Unmarked information is to be considered normal by default, including
information created or registered before the date of application of this Regulation which

hads not been made publicly available. -//ast sentence moved from Article 17a(1) compared

to the previous version 13090/23]

and-any-speeifierisksrelated-to-theirtasks-and-aetivities— moved and merged to new 17a (1)]

Normal information shall be exchanged outside Union entities institutions—and-bodies—only

with natural or legal persons only where this exchange is in the interests of the

Union havinea need-to-knowforthe fulfilment of theirassisnedtasks. They shall be

Article 17a()- In such cases, the information exchanged shall be marked visually with
the marking ‘EU NORMAL’.
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Article 14

Sensitive non-classified information

Information that does not qualify as EUCI but needs to receive a higher protection be

preteeted than normal information due to legal obligations other than professional

secrecy or because of the negative impact that its unauthorised disclosure may have on

legitimate private and public interests, including those of the Union entities, Member

States or natural or legal persons individuals, shall be categorised as sensitive non-

2.3—Each- Union-institution-and-body-shallidentify-sSensitive non-classified information shall be

marked visually and in metadata or presented as such where necessarytofacilitate-its

0On N9 > hare 2 hanoaoad A o
U1l P rd : LU0 U -

and-Jegal persens. The marking shall be [‘EU SENSITIVE’].;-exeeptin-eases referred-to
] ) N bl ) ” | shall defi Line handli

appropriate—easures—inrespeet-ofits-handlingand sterage. Sensitive non-classified Sueh
information may enly be made available inside Union entities institutions-and-bedies only to

individuals with a need-to-know ferthe fulfilment of theirasstened-tasks.

Sensitive non-classified information shall be exchanged outside Union entities institutions

and—beodies only with natural and legal persons that have a need-to-know. Theyshall be

referred—to—in—Article 17a()-Al parties—involved They shall be made aware of the

appropriate handling instructions.
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Section 3 (new)

Protective measures for handling normal and sensitive non-classified
information

eontraetors—moved to new Article 17¢c]
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—moved to new Articles 17¢(9) and 17d(2).]

Article 17a (new)[former ANNEX I|

Minimum requirements for the protection of normal and sensitive non-classified information

in-upper-ease;-except-in-casesreferred-to-in-Article 15(2)-- - integrated with the definitions in
Article 13(2) and 14(3)]

distribution-ef-a-decument—moved to new Article 17 b]
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All persons—handling individuals having access to normal and sensitive non-classified
information must shall be made aware of the—handlne—instruetions their obligations to

protect the confidentiality of information.

Normal and sensitive non-classified information sent by physical post, envelopes or
packages shall be addressed to a named individual or the holder of a function, include a
return address and not bear any indication on the envelope or package of the non-public

content of the information.

When Union entities institutions—and—bedies destroy documents containing normal or
sensitive non-classified information, this saast-shall be done in such a way that they cannot be
easty reconstructed in whole or part. Paper copies must shall be shredded and electronic
copies must be securely overwritten, physically destroyed or otherwise rendered

irrecoverable.

publie—moved to new Article 17b]
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institutions-and-bedies: — moved to new Article 17b]

4.8. Union entities institutions—and—bediesmust shall provide means to prevent unauthorised

persons—ineluding—relatives; from accessing or modifying normal and sensitive non-
classified information handled or stored by the equipment of a Union entity institation—or

bedy, when working outside the place of employment.

[5.9. Union entities institutions-and-bedies shall must instruct their personnel to:

(a) protect Union entities’ institutions-orbodies’ equipment handling normal and sensitive

non-public information from theft, loss and damage and report immediately any such or

other adverse security event impacting their devices or the information therein;

(b) not share their devices with any unauthorised persons;

[(c) not use the equipment for ren-werk private related activities. |- moved back from Article

17¢(4) compared to previous version 13090/23]
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in-transitusing-appropriate-eryptographie- mechanisms— merged into new Article 17d (b)]

Article 17b (new)

Additional Minimum requirements for the protection of sensitive non-classified information

1. Documents containing sensitive non-classified information shall specify their intended

recipients adressees.

rectpients—with-aneed-to-knowfor-efficial purpoeses: Where distribution markings are used,
permission wmust shall be requested from the originating Union entity mstitation—oerbedy-to

extend the distribution of a document. -moved from Annex I, paragraph 2]

3.6 Sensitive non-classified information must shall be protected from eavesdropping and

observation, in particular during teleworking and missions outside the office, and sust shall

not be handled erstered in public. - moved from Annex I, paragraph 6]
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4.5 Physical copies of sensitive non-classified information and electronic media storing such

information shall-be stereds

useds;eopies shall be stored in locked offices or furniture or—Whenremoved-from-efficial

premises—the informationshall be kept under the control of a liable holder the-official at
I times_eit) hei in-atockedd ey

Article 17¢ (new) [moved from Chapters 3 and 4]
Minimum protection of normal and sensitive non-classified information in CISs

1. [Union entities institutions—and-bedies shall ensure that CISs meet the following minimum

requirements when handling and storing normal or sensitive non-classified information:

(a) strong multifactor authentication shall be implemented to access SNEC-sensitive non-

classified information and, where possible, normal information. and fSNC-information
shall be-enerypted-in-transmissionand-in-storage;- moved to Article 17d]

or-bedyresponsible-for-the-operation-of the CIS+—- moved to Article 17d]
(b)(e) SNC—information—shall-be-stored-and processed—in—the Unien: normal and sensitive

non-classified information transmitted through the networks not physically
controlled by the Union entity shall be protected by cryptographic products and
means recommended considered acceptable by the Interinstitutional Information

Security Coordination Group on the basis of a draft recommendation for a guidance

document from the sub-group on non-classified information;

(cd) contractual provisions covering security of staff, assets and information shall be included

in any outsourcing contracts;

(de)where possible, interoperable metadata shall be used to record the confidentiality level of

electronic documents and to facilitate the automation of security measures;

(ef) measures to prevent and detect data leaks shall be implemented by the Union entities

I bodies:
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(fg) security eguipment ICT products bearing a European cybersecurity certificate at the
level ‘substantial’ or above shall be used, where appropriate avaiable;

(gh)implementation of security measures based on the principles of need-to-know and zero

eontractors.—moved from Article 17(1)]

[The assessment of the information security needs shall be taken into account from the start of
the creation or at the procurement stage as regards all CISs including in-house, outsourced

and hybrid CISs. —moved from Article 9(1)]

[Union entities institutions—and-beodies shall inform users about the confidentiality levels of
information that can be handled and stored in a CIS. Where a CIS handles and stores multiple
confidentiality levels, metadata and visual markings shall be used to ensure that the different

levels can be distinguished. —moved from Article 11(1)]

4.5

[Union entities mstitutions-and-bodies shall identify CIS’ users before granting them access to

any confidentiality levels other than public use. Users shall be authenticated at a level of
assurance that is appropriate to the confidentiality level. Where appropriate, a secure common

identification scheme shall be used.—moved from Article 11(2)]

[Adequate security logs shall be maintained for all CISs to ensure swift investigations in the
event of breaches or leaks of normal and sensitive non-classified information. Such logs
shall be maintained for a duration established in the business impact assessment or in the

relevant security policies, in a non-repudiable manner.
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aeceessible-by-the Seeurity Autherity—moved from Article 11(3)]

6.5 [Union entities institations—and-beodies shall adopt internal rules on the security of CISs to
specify the appropriate security measures in accordance with the security needs of the
information to be handled and stored, and taking into account the jurisdictions in which the
information is stored, transmitted to and handled. Where applicable, those measures shall
include the following:

(a) restrictions on the geographical location;

(b) consideration of potential conflicts of interest, boycotts or penalties relating to
contractors;

(c) contractual provisions to ensure the security of information;

(d) encryption of information at rest and in transi transmission;

(e) restrictions on the accessibility of Union entities nstitutions-and-bedies> information by
contractor personnel;

(f) protection of personal data in accordance with the applicable data protection legislation.—
moved from Article 11(4)]

7.8 [The Union entities institutions—and-bedies shall manage their CISs in compliance with the
following principles:

(a) each CIS shall have a system owner ef and an Information Assurance Operational
authority responsible for its security;

(be) the security requirements and security operating procedures shall be formally defined,
implemented, checked and reviewed;
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(cd) information security incidents shall be formally recorded and followed up, in accordance
with Regulation EU [XXX] laying down measures for a high common level of

cybersecurity at the institutions, bodies, offices and agencies of the Union. —moved from

Article 11(5)]

8.9- [The Information Assurance Authority of the Union entity institution-erbedy concerned may
check compliance with the principles set out in paragraph+ this article at any time during the
lifecycle of a CIS.—moved from Article 17(3)]

9.16- [Any derogation from the minimum requirements set out in paragraphs 1 to 10 shall be

subject to approval by the appropriate level of management of the Union entity nstitutionor

bedy concerned, enthe-basis-ofarisk-assessmenteoveringthelegalandtechnicatrisksto-the
seeurity-of the-sensttive-non-elassified-information—moved from Article 17(2)]

Article 17 d (new)[- text moved from Chapter 4, Article 17]

Additional Minimum protection of sensitive non-classified information in CISs

1. Union entities institations—and-bedies shall ensure that CISs meet the following minimum
requirements when handling and storing sensitive non-classified information - moved from

Article 17(1)] :

(a) sensitive non-classified SNC information on devices connected to public networks
and on storage media without strong physical access control shall be encrypted. -

partially moved from Article 17(1)(a)]

(b) encryption keys used for storage shall be under the responsibility and control of the
Union entity mstitation—orbedy responsible for the operation of the CIS.- moved from
Article 17(1)(b) and merged with Annex I, paragraph 16]

2. [3-The Information Assurance Authority of the Union entity institution-orbedy
concerned may check compliance with the principles set out in paragraph+ this article at any
time during the lifecycle of a CIS.- moved from Article 17(3)]
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[2= Any derogation from the minimum requirements set out in paragraphs 1 and 2 shall be

subject to approval by the appropriate level of management of the Union entity-nstitutionor

bedy concerned., enthe-basis-ofartisk-assessmente svert e galodtechnicalrisksto-the
seeurity-of the-sensttive-non-elassifted-information—moved from Article 17(2)]
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