COVER NOTE

Council of the
European Union

Brussels, 21 September 2021
(OR. en)

11812/21

AUDIO 88

JAI 982
FREMP 228
AG 81
POLGEN 161
CATS 53
COHOM 111
DIGIT 119

EJN 64
EUROJUST 86
COPEN 351
SOC 505
DATAPROTECT 216
CYBER 234
GENDER 84

From:

date of receipt:
To:

Secretary-General of the European Commission, signed by Ms Martine

DEPREZ, Director
20 September 2021

Mr Jeppe TRANHOLM-MIKKELSEN, Secretary-General of the Council

of the European Union

No. Cion doc.:

C(2021) 6650 final

Subject:

COMMISSION RECOMMENDATION of 16.9.2021 on ensuring the
protection, safety and empowerment of journalists and other media
professionals in the European Union

Delegations will find attached document C(2021) 6650 final.

Encl.: C(2021) 6650 final

11812/21

TREE.1.B

ATR/fco
EN



EN

EUROPEAN
COMMISSION

Brussels, 16.9.2021
C(2021) 6650 final

COMMISSION RECOMMENDATION
0f 16.9.2021

on ensuring the protection, safety and empowerment of journalists and other media
y Y J
professionals in the European Union

EN



COMMISSION RECOMMENDATION
of 16.9.2021

on ensuring the protection, safety and empowerment of journalists and other media
professionals in the European Union

THE EUROPEAN COMMISSION,

Having regard to the Treaty on the Functioning of the European Union, and in particular
Article 292 thereof,

Whereas:

(1) As enshrined in Article 2 of the Treaty on European Union, the EU is founded on the
values of respect for human dignity, freedom, democracy, equality, the rule of law
and respect for human rights. This includes respect for media freedom and pluralism
and the right to freedom of expression, and requires continuous efforts to protect
free, pluralistic and independent media, which are a key component of democratic
systems and the rule of law.

(2) The obligation of the EU and its Member States to respect media freedom and
pluralism is also grounded in Article 11 of the Charter of Fundamental Rights of the
European Union (‘the Charter’). The right to freedom of expression, enshrined in the
same Article, includes the freedom to hold opinions and to receive and impart
information and ideas without interference by public authority and regardless of
frontiers'. Taken together, these principles and rights mean that citizens should be
able to access a plurality of sources of information and opinions thereby permitting
them to form opinions, scrutinise governments and obtain the necessary information
to freely exercise their right to vote. Member States have a responsibility to provide
for an enabling environment for the media and journalists through legal,
administrative and practical measures.>

3) The EU is widely considered to be one of the safest spaces for journalists and other
media professionals®. However, the growing number of physical, legal and online
threats to and attacks on journalists and other media professionals over the past years
and documented, infer alia, in the Commission’s 2020 and 2021 Rule of Law
Reports* constitute a worrying trend®>. The number of alerts related to attacks,

This freedom is also enshrined in Article 10 of the European Convention for the Protection of Human
Rights, as interpreted by the European Court of Human Rights of the Council of Europe.

2 Article 51(1) of the Charter stipulates that Member States shall respect and promote the rights and
principles enshrined in the Charter when implementing EU law.

3 2020 World Press Freedom Index.

4 COM(2020)580 final of 30 September 2020, COM(2021)700 final of 20 July 2021

5 As also confirmed by the 2020 and 2021 Media Pluralism Monitor Report. See:

https://cmpf.eui.eu/media-pluralism-monitor/
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aggression and harassment against journalists and other media professionals in EU
Member States continued to increase®. The terrorist attack against weekly Charlie
Hebdo killing 12 people in 2015 in France, the assassinations of investigative
journalists Daphne Caruana Galizia in 2017 in Malta, Jan Kuciak and his fiancée
Martina Kusnirova in 2018 in Slovakia, have been a stark call to improve the
protection of journalists’. The need to address the safety of journalists across the EU
has been highlighted further by recent cases currently under investigation, such as the
murders of Greek journalist Giorgios Karaivaz and Dutch journalist Peter R. de Vries
in 2021.

In its European Democracy Action Plan®, the Commission presented an ambitious
roadmap to empower citizens and to build more resilient democracies across the EU,
highlighting the important role that independent and pluralistic media play in
enabling citizens to make informed decisions, as well as in the fight against
disinformation. For this purpose, the European Democracy Action Plan envisaged a
series of concrete deliverables aimed to support and safeguard media freedom and
pluralism, including in particular this Recommendation and the Commission’s
upcoming initiative geared at tackling strategic lawsuits against public participation
(SLAPPs).

This Recommendation complements the Audiovisual Media Services Directive’ and
the Commission’s proposal for a Digital Services Act'®, which aim to protect viewers
of audiovisual media content and all users of digital services across the EU. It also
complements the Media and Audiovisual Action Plan!!, which provides a roadmap
for the recovery and transformation of the audiovisual and media industries and with
the Digital Compass Communication'?, which highlights that the European approach
to a digital society must be based on the full respect of EU fundamental rights,
including freedom of expression. The Recommendation builds on the findings of the
annual Rule of Law Reports, analysing the rule of law situation in the EU and its
Member States, in particular with regard to media freedom and pluralism. This
Recommendation lays down recommendations addressed to the Member States to
counter, among others, the threats highlighted in the Commission’s 2020 and 2021
Rule of Law Reports.

This Recommendation is fully aligned with the EU Strategy on victims’ rights for
2020-2025'* and the EU Gender Equality Strategy for 2020-2025'4, the
Commission’s actions in the area of equality more broadly, in particular in the

o o 9

Council of Europe platform to promote the protection of journalism and safety of journalists.

UNESCO observatory of killed journalists.

COM (2020) 790 final of 3 December 2020.

Directive (EU) 2018/1808 of the European Parliament and of the Council of 14 November 2018
amending Directive 2010/13/EU on the coordination of certain provisions laid down by law, regulation
or administrative action in Member States concerning the provision of audiovisual media services (OJ L
303,28.11.2018, p. 69).

COM(2020)825 final of 15 December 2020.

COM(2020)784 final of 3 December 2020.

COM(2021)118 final of 9 March 2021. This Communication also states that new specialised digital
skills for the workforce are a prerequisite to participate actively in the Digital Decade.

COM(2020) 258 final of 24 June 2020.

COM(2020) 152 final of 5 March 2020.
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framework of the LGBTIQ Equality Strategy for 2020-2025'°, the EU Anti-racism
Action Plan 2020-2025', the Action Plan on Integration and Inclusion!’, the EU
Roma strategic framework for equality, inclusion and participation for 2020-2030'8
and the Strategy for the Rights of Persons with Disabilities'’. The Recommendation
is also fully aligned with external action policy documents, such as the EU Action
Plan on Human Rights and Democracy 2020-2024%°, the EU Human Rights
Guidelines on Freedom of Expression online and offline?!, as well as the EU Gender
Action Plan I11?, thereby contributing to internal-external coherence. The strength of
the EU’s external action in the area of fundamental rights is based on the way the EU
nurtures and bolsters its democratic foundations within the Union.

The Commission provides financial support for journalists and other media
professionals through projects in the area of media freedom and pluralism in the EU
and in third countries. For example, since 2014, the Commission has co-financed the
Media Pluralism Monitor, which analyses risks to media freedom and pluralism
across Europe and reports on mechanisms to safeguard freedom of expression, the
safety of journalists and journalists’ working conditions. The Commission is
committed to continuing supporting such projects, in particular under the Creative
Europe Programme.

The European Parliament has actively advocated stepping up the Union’s action to
protect journalists. In its Report of 25 November 2020%, the Parliament expressed its
continued, deep concern about the state of media freedom in the EU, in the context of
instances of abuse and attacks still being perpetrated against journalists and other
media professionals. While in its Resolution of 29 April 202124, the Parliament noted
that protecting investigative journalists and whistle-blowers?® is a vital interest of
society, it also highlighted, in its Resolution of 24 June 2021, its concerns with

21
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COM(2020) 698 final of 12 November 2020.

COM(2020) 565 final of 18 September 2020.

COM(2020) 758 final of 24 November 2020.

COM(2020) 620 final of 7 October 2020.

COM(2021) 101 final of 3 March 2021.

2020 Council Conclusions on the EU Action Plan on Human Rights and Democracy 2020-2024,
https://www.consilium.europa.eu/media/46838/st12848-
en20.pdthttps://www.consilium.europa.eu/media/46838/st12848-
en20.pdthttps://www.consilium.europa.eu/media/46838/st12848-
en20.pdfhttps://www.consilium.europa.eu/media/46838/st12848-en20.pdf

2014 Council Human Rights Guidelines on Freedom of Expression Online and Offline,
https://www.consilium.europa.eu/media/28348/142549 .pdf
https://www.consilium.europa.eu/media/28348/142549.pdf
https://www.consilium.europa.eu/media/28348/142549 .pdf
https://www.consilium.europa.eu/media/28348/142549 .pdf

JOIN(2020) 17 final of 25 November 2020.

PE652.307v02-00.

P9 TA (2021)0148.

It should be noted that the Directive (EU) 2019/1937 of the European Parliament and of the Council of
23 October 2019 on the protection of persons who report breaches of Union law was adopted on 23
October 2019 and entered into force on 16 December 2019. Member States have until 17 December
2021 to transpose it into their national laws. The Directive provides common standards of protection
across the EU to whistle-blowers who raise breaches of EU law with their employer.

EN
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regard to physical, psychological and economic threats committed against journalists
and other media workers in the EU%S.

The 2016 Council of Europe’s Recommendation on the protection of journalism and
safety of journalists and other media actors?’, which is based on the requirements of
the European Convention on Human Rights (ECHR) and the relevant case-law of the
European Court of Human Rights, sets out comprehensive standards in this area. The
Recommendation includes wide-ranging guidelines on prevention, protection,
prosecution, and promotion of information, education and awareness raising.
However, the implementation strategy adopted by the Council of Europe’s Steering
Committee on Media and Information Society on 28 March 2018 underlined the
urgent need for further progress in applying the Recommendation?®. The Platform to
promote the protection of journalism and safety of journalists®® of the Council of
Europe continues to record an increasing number of alerts of attacks on or aggression
towards journalists and other media professionals. The standards included in the
Council of Europe’s Convention on Access to Official Documents® are also crucial
to ensure that journalists have the fullest access to public information to enable them
to carry out their work. This Recommendation aims to support the implementation of
the Council of Europe’s standards, and in particular the 2016 Recommendation on
the protection of journalism and safety of journalists and other media actors.

To prepare this Recommendation, in March 2021 the Commission organised a
structured dialogue under the European News Media Forum®!, which brought
together journalists, associations of journalists, media councils, news media
companies, law enforcement authorities, Members of the European Parliament,
representatives of Member States and their regulatory authorities, and international
organisations.

By means of this Recommendation, the Commission aims to strengthen media
freedom and pluralism in the EU by promoting joint and coordinated efforts by the
Member States to improve the protection, safety and empowerment of journalists and
other media professionals. This coordinated approach, involving all key stakeholders
in Member States and at EU level as well as relevant international organisations, is
necessary to ensure journalists and other media professionals can exercise their
profession in Europe safely and effectively.

In order to ensure and safeguard an enabling environment for journalists and other
media professionals, the Recommendation covers a series of issues pertaining to
different key aspects of it. This includes horizontal recommendations regarding
effective prosecution of criminal acts, cooperation with law enforcement authorities,
rapid response mechanisms, training, access to information and venues, as well as

26
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P9 _TA (2021)0313.

CM/Rec (2016) 4.

Implementation Guide to Recommendation CM/Rec(2016)4 on the Protection of journalism and safety
of journalists and other media actors.

https://www.coe.int/en/web/media-freedom. The low response rate of Member States shows need for
further action.

Council of Europe Convention on Access to Official Documents,
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/205.

The European News Media Forum was set up by the Commission under the Media and Audiovisual
Action Plan to strengthen cooperation with stakeholders on media-related issues.
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economic and social protection. Moreover, the Recommendation includes specific
recommendations related to protests and demonstrations, online safety and digital
empowerment, as well as the situation of female journalists, those belonging to
minority groups or reporting on equality.

Intimidation, physical and psychological violence, illegal arrests and arbitrary
detention, unlawful surveillance, gender-based violence, harassment or
discriminatory attacks, both online or offline, are just a few examples of threats to
journalists and other media professionals. Public authorities have a duty to protect
freedom of expression and journalists’ safety by providing an appropriate legal
environment, taking criminal threats against journalists seriously, vigorously
prosecuting the perpetrators of any attack and ensuring appropriate investigation and
follow-up, including the application of effective, proportionate and dissuasive
sanctions. It is essential to guarantee the thoroughness, impartiality, independence,
transparency and timeliness of investigations and prosecution of crimes against
journalists. To improve the effectiveness of investigative action, Member State
authorities could consider setting up special units within police forces to investigate
crimes against journalists — in cooperation with journalists’ representatives®?. The
appointment and training of coordinators within prosecution offices and courts could
also contribute to the success of judicial proceedings. Providing personal protection
measures is also key for journalists and other media professionals whose safety is at
risk. As crimes against journalists may also be transnational in nature, Member
States should make full use of existing European legal cooperation frameworks and,
if needed, request support from specialised European agencies such as Europol and
Eurojust. Under the Commission’s proposal to strengthen Europol’s mandate’,
where in specific cases, Europol considers that a criminal investigation should be
initiated, it could call on the competent authorities in a Member State to initiate,
conduct or coordinate an investigation of a crime which affects a common interest
covered by an EU policy, even if the crime in question does not have a cross-border
dimension.

Smooth, effective and appropriate cooperation between journalists, other media
professionals and law enforcement authorities could ensure better prevention against
threats and attacks. Member States should put in place frameworks for cooperation
between individual journalists, associations of journalists and law enforcement
authorities, and actively encourage dialogue** between them, with the involvement of
media self-regulatory bodies (media and press councils). This cooperation could
include the setting up of joint coordination centres made up of law enforcement
authorities and journalists’ representatives®>. Joint coordination centres should work
closely with specialist victim support services, which are crucial for safeguarding the
safety and psychological well-being of journalists who become victims of crime.

Establishing points of support, contact and rapid response and early warning
mechanisms, independent of law enforcement authorities, represents a vital
component of the support system for journalists and other media professionals

32
33
34
35

UNESCO/IAP, Guidelines for Prosecutors on Cases of Crimes against Journalists.

COM(2020) 796 final of 9 December 2020.

E.g. the Press Freedom Police Codex.

E.g. the ‘PersVeilig’ protocol in the Netherlands and the coordination centre on the phenomenon of
intimidating acts against journalists in Italy.
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targeted by physical and online attacks. These points of contact should be free of
charge, easily accessible for journalists (and, when needed, their families) and
operate in a transparent manner. As required by Directive 2012/29/EU%, every
victim has a right to receive support and protection in accordance with his or her
individual needs. Member States should take measures to establish and maintain
specialist support services, in particular points of contact, providing counselling,
legal advice and psychological support, as well as shelters or any other appropriate
accommodation for journalists and other media professional who have become
victims of crimes. These contact points should also act as “digital shelters” and
provide support in the area of digital security, including, where feasible, the
provision of cybersecurity expertise. They should provide support to journalists and
newsrooms to deal with online threats and harassment targeting journalists, including
threats and harassment targeting journalists due to their sex, sexual orientation,
ethnic or social origin or any other ground listed in Article 21 of the Charter. The
effective operation of the rapid response and early warning mechanisms requires
stable and adequate financing for entities performing these tasks®’.

A robust system of safeguards at national level is required to enable journalists to
fulfil their crucial role ‘on the ground’, especially with regard to access to venues,
sources of information and reporting from events of public interest*®. Member State
authorities should minimise risks of arbitrary denial of accreditation or registration or
cumbersome registration and accreditation systems or procedures, which could deter
journalists and other media professionals from being able to perform their work
effectively and, at the same time, may constitute unjustified, discriminatory or
disproportionate restrictions of the freedom to provide journalistic services. This is
crucial to safeguard the enabling environment for freedom of expression as well as to
ensure the participation of journalists and other media professionals in public debates
on matters of legitimate public interest.

Ensuring access to documents and information, including official websites, and
obtaining timely answers, is a necessary condition for journalists to do their work.
While access to information is guaranteed by law in all Member States, practical
obstacles remain in many cases®”. Additionally, the recent cases of emergency
legislation intended to counter disinformation during the COVID-19 pandemic,
which in some instances included provisions of a criminal nature, in some cases had
a chilling effect on the work of journalists®®. Such provisions could constitute
unjustified, discriminatory or disproportionate restrictions of the freedom to provide
journalistic services. In its Communication on tackling COVID-19 disinformation®*!,
the Commission noted that laws which define these crimes in excessively broad

36
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41

Directive 2012/29/EU of the European Parliament and of the Council of 25 October 2012 establishing
minimum standards on the rights, support and protection of victims of crime, and replacing Council
Framework Decision 2001/220/JHA (OJ L 315, 14.11.2012, p. 57).

At EU level, the Commission supports the Europe-wide rapid response mechanism for violation of
press and media freedom through a  dedicated pilot project,  https://digital-
strategy.ec.europa.eu/en/news/pilot-project-europe-wide-response-mechanism-violation-press-and-
media-freedom.

Venice Commission and OSCE / ODIHR Guidelines on Freedom of Peaceful Assembly.

2021 Rule of Law Report. In particular, data protection rules may be used as a pretext to limit access to
information in certain Member States.

IPI COVID-19 Press Freedom Tracker.

JOIN(2020) 8 final of 10 June 2020.
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terms or which laid down disproportionate penalties may constrain sources’
willingness to speak to journalists, and lead to self-censorship.

A modern framework for protecting journalists should include the continuous
development of competences and skills for all actors relevant to the protection of
journalists and other media professionals*?. Training activities for law enforcement
authorities can increase the awareness and attentiveness of police forces with regard
to ensuring safety of journalists and other media professionals. The judiciary and
prosecution services should also benefit from dedicated training which may equip
them with better understanding of, for instance, international standards on freedom of
expression, access to information and safety of journalists*’. Training is equally
crucial in promoting the most effective approaches towards preventing physical and
online attacks targeting journalists, and should provide participants with the
appropriate tools to address such threats. Cooperation between journalists,
journalists’ associations, online platforms and law enforcement representatives
should be encouraged. Media companies can also empower journalists, including
those operating in non-standard forms of employment (freelancers, self-employed
journalists and other media professionals), through regular training on safety issues
as well as by developing risk analysis, operational plans and post-incident reporting
systems. Developing these skills requires specific and often costly training, which
can usually be afforded only by large and well-established newsrooms. Smaller
media outlets might therefore require financial assistance in this regard. Similarly,
freelancers as well as self-employed journalists and other media professionals might
require financial assistance as often they have to pursue training on their own
initiative. The importance of providing training for fact-checkers, who also represent
an important component of the news media environment, should also be highlighted.

The economic repercussions of COVID-19 have highlighted the need to ensure safe
and suitable working conditions for journalists. Freelance journalists, in particular,
have found themselves in a vulnerable situation, often losing sources of income and
having little or no social protection. The framework for protecting journalists should
include formal and effective access to adequate social protection for all journalists
and other media professionals, including those working in non-standard forms of
employment, in line with the Council Recommendation of 8 November 2019*. This
concerns not only the availability of income support mechanisms but also effective
and non-discriminatory access to other forms of social protection, for instance leave
or parental support measures.

Investigative journalists play a key role in combating organised crime, corruption
and extremism. Their work carries particularly high risk of physical threats and
attacks, which may result in the most tragic cases in assassinations, as seen in Europe

42

43

44

Member States could apply to receive these training modules in the context of international
organisations’ training offers such as those of the Council of Europe or UNESCO. Member States who
choose to develop their own training modules must ensure that the content is in line with European
standards, including by drawing inspiration from training modules offered by international
organisations.

E.g. UNESCO Massive Open Online Course for judges and judicial actors on international standards on
freedom of expression and the safety of journalists.

Council Recommendation of 8 November 2019 on access to social protection for workers and the self-
employed, 2019/C 387/01 (OJ C 387, 15.11.2019, p. 1).
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in recent years. Member States are called upon to reinforce protection measures for
journalists and other media professionals working on issues related to organised
crime and corruption. Moreover, Member States should effectively use all available
transnational cooperation tools to rapidly investigate crimes against journalists who
are victims of organised crime, so as to ensure that those responsible are brought
swiftly to justice.

Journalists and other media professionals are experiencing a growing number of
attacks and harassment during protests and demonstrations. During such events,
some journalists may be exposed to attacks by private individuals, ranging from
physical attacks, violence and verbal abuse to attacks on their equipment. Sometimes
they might be also exposed to actions by law enforcement authorities such as
arbitrary arrests and interrogations or disproportionate criminal charges.*’
Operational solutions and training are therefore needed to ensure journalists’ safety
during protests, diminish the risks of potentially unjustified or disproportionate
actions and to ensure effective protection by law enforcement forces. In particular,
independent liaison officers could ensure that law enforcement authorities
communicate with journalists during demonstrations and could act as first contact
points for journalists if they experience violence or harassment. Such liaison officers
could be trained in risk management and mitigation techniques during public
gatherings and provide initial advice with regard to legal remedies available to
journalists who are the victims of violence during protests or demonstrations.

Digital and online safety has become a major concern for journalists. Smear
campaigns and online denigration of journalists are frequent. This situation is
particularly concerning when politicians or powerful public figures are initiating
such attacks.*¢ Synchronised attacks on journalists by trolls and bots, e-mail hacking,
internet restrictions or cyberbullying are some examples of online attacks against
journalists and their sources. The safety of female journalists is of particular concern.
Journalists and other media professionals are not only targets of online incitement to
hatred *’and threats of physical violence, but can also be subject to illegal
surveillance®®, including in the context of police investigations which may
compromise the protection of journalistic sources. Ensuring the cybersecurity of
mobile communication devices and that journalists and other media professionals are
not subject to illegal online tracking or surveillance is therefore paramount in
protecting the confidentiality of journalists’ communications. Member State
authorities responsible for media, online law enforcement and cybersecurity should
play a role in ensuring digital safety.

The processing of personal data collected through tracking or surveillance tools must
comply with the General Data Protection Regulation (EU) 2016/679 and the Law-

45
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“Wanted! Real action for media freedom in Europe”, Annual Report by the partner organisations to the
Council of Europe Platform to Promote the Protection of Journalism and Safety of Journalists, Council
of Europe, 2021.

2021 Rule of Law report.

To prevent and counter the spread of illegal hate speech online, in May 2016, the Commission agreed
with large online platforms a “Code of conduct on countering illegal hate speech online”. The
Commission also aims to expand the list of EU crimes to include hate speech and hate crime.
https://forbiddenstories.org/fr/case/le-pegasus-project/

EN



EN

(24)

(25)

(26)

27)

Enforcement Directive 2016/680/EU as applicable. National data protection
authorities and courts are central in ensuring their effective enforcement.

Journalists and other media professionals should be equipped with digital skills, to
strengthen their cyber-resilience and permitting them to better face cyber-threats.
Effective dialogue between media self-regulatory bodies, journalists’ associations
and industry representatives, as well as Member State authorities in the field of
media, online law enforcement and cybersecurity should be encouraged, in particular
to develop digital skills among journalists and other media professionals, for instance
through targeted training®.

Statistics demonstrate that female journalists are subjected to more threats than their
male counterparts>’, in particular in the form of online harassment, rape and death
threats as well as incitement to hatred based on grounds of gender. These attacks are
sometimes the result of orchestrated campaigns aimed at discrediting or silencing
female journalists. They may lead to self-censorship, withdrawal from online
communities or even decisions to leave the profession®!. Research also shows that
such forms of online harassment, threats and incitement to hatred are also
disproportionately directed at journalists belonging to a minority group, having a
migrant background or reporting on related issues®>. Female journalists reporting on
topics related to gender and equality are particularly exposed to threats and
retaliation®?.

Available data show that gender-based violence continue to be prevalent across
Europe®*. However, the availability of granular data and the transparency of
reporting on violence against female journalists, journalists belonging to minority
groups or those who report on equality issues continues to be limited. Member
States, industry, civil society and researchers should cooperate to gain more
knowledge about such violence. This could also be achieved by encouraging national
equality bodies to report regularly on the situation of such journalists.

Women continue to be under-represented in the media sector in managerial and top
executive positions, as well as in the roles of editors-in-chief>>. Moreover,
discrimination towards female journalists, journalists belonging to minority groups
or reporting on equality issues may occur inside newsrooms. Therefore, measures

49
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As envisaged in the European Democracy Action Plan, the Commission also committed to promote
sustainable funding for projects with a focus on legal and practical assistance to journalists in the EU
and elsewhere, including safety and cybersecurity training for journalists and diplomatic support.

E.g. Annual Report by the partner organisations to the Council of Europe Platform to Promote the
Protection of Journalism and Safety of Journalists (2021) https://rm.coe.int/final-version-annual-report-
2021-en-wanted-real-action-for-media-freed/1680a2440¢; Online violence against women journalists: a
global snapshot of incidence and impacts, UNESCO (2020)
https://unesdoc.unesco.org/ark:/48223/pf0000375136; Resource Guide on the Safety of Female
Journalists Online, OSCE (2020), https://www.osce.org/representative-on-freedom-of-media/468861.
ICFJ-UNESCO Global Study: “Online violence Against Women Journalists” and 2021 Media Pluralism
Monitor Report, see: https://cmpf.eui.eu/media-pluralism-monitor/

IPI, Newsroom Best Practices for Addressing Online Violence against Journalists.

UNESCO, The Chilling global trends in online violence against women journalists.

European Union Agency for Fundamental Rights (FRA), Violence against women: an EU-wide survey,
2014. FRA, Crime, safety and victims’ rights, 2021.

Both the 2020 and 2021 MPM reports high risks with regard to access to media for women under its
indicator on social inclusiveness.
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enhancing equality and inclusion in the media industry as well as ensuring equal
working opportunities and a safe and inclusive working environment are necessary>°.
Regular dialogues between Member States, representatives of journalists and media
self-regulatory bodies as well as collective agreements also play an important role in
addressing all forms of violence, harassment and discrimination in the media sector.

This Recommendation recognises the important role of civil society organisations
and news organisations in addressing offline and online harassment, threats and
incitement to hatred as well as discrimination of female journalists, journalists
belonging to minority groups or reporting on equality issues. It is important to
support initiatives by civil society organisations to raise awareness and support and
empower these journalists. The same goes for initiatives to promote the sharing of
knowledge and best practice among news organisations.

The Commission will hold regular dialogue with Member States and stakeholders in
the relevant forums, in particular the European News Media Forum, and will closely
monitor all actions taken by Member States following the adoption of this
Recommendation. The network of contact points on the rule of law could also
discuss issues related to the safety of journalists as part of the wider rule of law
context. No later than 18 months after the Recommendation is adopted, and
subsequently on request, Member States should provide the Commission with all
relevant information they can reasonably be expected to supply to allow the
Commission to monitor compliance. The Commission intends to perform evaluations
which will assess the implementation of this Recommendation by Member States and
develop key performance indicators related to, for instance: alerts on the Council of
Europe’s Platform to promote the protection of journalism and the safety of
journalists; how such alerts have been addressed; unresolved and resolved legal
proceedings concerning crimes against journalists; the involvement of the relevant
EU bodies in those procedures, and the performance of projects and actions put in
place by Member States to support journalists and other media professionals. On the
basis of the information gathered, and all other available information’, the
Commission will assess the impact of this Recommendation and determine whether
additional steps are required to ensure the protection, safety and empowerment of
journalists and other media professionals.

This Recommendation is addressed to the Member States. Candidate countries and
potential candidates for EU accession as well as EU neighbourhood policy countries
are also encouraged to follow this Recommendation.

HAS ADOPTED THIS RECOMMENDATION:

PURPOSE OF THE RECOMMENDATION

56

57

UNESCO’s forthcoming guidelines and recommendations for newsrooms on how to prevent and
address violence against women journalists and International Labour Organisation C190 - Violence and
Harassment Convention, 2019, focusing on violence and harassment in the work environment.

Such as reports or opinions produced by international organisations and bodies, for instance Council of
Europe and the Venice Commission.

10
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(1) This Recommendation sets out guidance for Member States to take effective,
appropriate and proportionate measures to ensure the protection, safety and
empowerment of journalists, in full compliance with the EU Charter of Fundamental
Rights, in particular the principles of media freedom and pluralism, the right to
freedom of expression and information, the right to the integrity of the person, the
right to liberty and security and the right to non-discrimination, as well as other
applicable provisions of EU law, international standards and the constitutional
traditions common to the Member States.

(2) This Recommendation builds on and consolidates the progress made under existing
policy and support activities — at national, EU and international level — to ensure the
protection, safety and empowerment of journalists and promote and safeguard media
freedom and pluralism.

3) This Recommendation is without prejudice to the rights and obligations of Member
States to take measures to increase the safety of journalists in accordance with
national legal systems, professional standards, guidelines and protocols.

GENERAL RECOMMENDATIONS FOR ENSURING THE PROTECTION, SAFETY
AND EMPOWERMENT OF JOURNALISTS ACROSS THE EU

Effective and impartial investigation and prosecution of criminal acts

4) Member States should investigate and prosecute all criminal acts committed against
journalists, whether online or offline, in an impartial, independent, effective,
transparent and timely manner, making full use of existing national and European
legislation, to ensure that fundamental rights are protected and justice is swiftly
delivered in particular cases and prevent the emergence of a ‘culture’ of impunity
regarding attacks against journalists.

(5) Member States are encouraged to cooperate and share information, expertise and best
practices with other Member States, and where relevant with international
institutions, on cases related to the safety of journalists. Where relevant, Member
States are encouraged to involve the competent European authorities, such as
Europol and Eurojust, in resolving crimes committed against journalists.

Cooperation between law enforcement authorities, journalists and associations
representing journalists

(6) Member States should set up coordination centres and/or protocols of cooperation
between representatives of their police forces and security services, the judiciary,
local public authorities and media bodies, including journalists’ associations and
unions and media self-regulatory bodies. Member States are encouraged to foster a
continuous dialogue between law enforcement authorities and journalists on ways to
prevent and address threats and attacks against journalists, with the involvement of
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media self-regulatory bodies. Member States are encouraged to share best practices
on such coordination and cooperation measures.

(7) Member States should provide timely and effective personal protection to journalists
and other media professionals whose safety is under credible risk of physical attack
linked to their work. In particular, Member States should swiftly provide personal
protection measures to investigative journalists and journalists working on
corruption, organised crime or terrorism who have reported threats to police. Special
attention should be paid to personal protection measures, including the use of
protection orders, for female journalists and journalists belonging to minority groups.
Specific protection measures should also be carefully considered for close relatives
of the journalists and other media professionals concerned.

Independent response and support mechanisms

(8) Member States, in cooperation with journalists’ representatives, should support
establishing specialist services - rapid response mechanisms - providing legal advice,
psychological support and shelters for journalists and other media professionals
facing threats. These specialist support services should also act as contact points and
emergency helplines.

9) The contact points should also provide appropriate support to journalists and
newsrooms to deal with online threats and harassment targeting journalists, including
threats and harassment targeting journalists due to their sex, sexual orientation,
ethnic or social origin or any other ground listed in Article 21 of the Charter.

(10) Such specialist services should be free of charge and fully independent of law
enforcement authorities. Member States should inform journalists and other media
professionals of the available contact points and support services and are encouraged
to establish dedicated websites presenting them in a simple and user-friendly manner.
The contact points and support services should be accessible for persons with
disabilities. Member States should facilitate cooperation between these contact
points, at both national and the EU level.

Access to venues and sources of information

(11) Member States should ensure that public authorities and bodies create transparent,
fair and non-discriminatory conditions and procedures for journalists and other
media professionals to attend and ask questions at press conferences and similar
events and to enable them to obtain access to documents and other information held
by public authorities and bodies, including through digital means. Public institutions
should possess clearly identifiable contact points for accessing documents that are
easily accessible through electronic means.

(12) All Member States are encouraged to join and implement the standards of the
Council of Europe Convention on Access to Official Documents and those resulting
from the case law of the European Court of Human Rights. In particular, Member
States should ensure that national administrative procedures for accessing documents
are not cumbersome and that requests for access to information are treated without
any unnecessary delay, according to best administrative standards. Member States
should ensure that decisions declining access to documents or information are duly
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(13)

(14)

(15)

(16)

(17)

(18)

justified. National court decisions related to access to information cases must be
swiftly enforced.

Member States should only make use of accreditation procedures in situations where
there is a real and justified need to limit the number of journalists and other media
professionals attending a specific official event. When applicable, Member States
should ensure that their public authorities provide clear, transparent and non-
discriminatory accreditation procedures for all individuals and organisations
concerned, including journalists and other media professionals. Member States
should ensure that journalists and other media professionals are not denied
accreditation merely on the basis of their professional affiliation.

Member States should not impose strict formal conditions in relation to press cards
and other documents utilised to confirm the professional status of a journalist.
Member States should also ensure that their enforcement authorities and
representatives of the public administration are aware of all types of available
accreditation procedures for journalists and other media professionals, to minimise
the risk of them being refused recognition.

Training

Member States are encouraged to promote the continuous development of
competences and skills in all professions relevant for the protection of journalists and
other media professionals. In particular, Member States should develop and provide
training modules for law enforcement authorities, judges and prosecutors, as well as
for all relevant authorities involved in digital safety.

Member States should support media self-regulatory bodies, associations of
journalists and industry representatives in their training activities, especially in the
organisation of training modules on preventing and combating violence and
harassment against journalists and other media professionals, in particular those
geared at female journalists, journalists belonging to minority groups and those
reporting on equality issues. Such training modules should be recommended for
newsrooms managers to equip them with skills to effectively prevent and address
harassment, threats and violence, including at work, and to support the victims.

Member States are encouraged to promote and support the provision of tailored in-
house training by media companies for journalists and other media professionals,
including those operating in non-standard forms of employment, especially on the
necessary procedures for managing emergency situations, both physical and online.
This could include internal risk analysis and safety protocols for their journalists and
other media professionals. In particular, such protocols should give journalists and
other media professionals clear instructions to follow in critical situations. Safety
protocols should be disability-inclusive and training should be accessible for
journalists and other media professionals with disabilities.

Economic and social protection

Member States should contribute to the creation of an enabling professional
environment for journalists and other media professionals, including those working
in non-standard forms of employment, by ensuring accessibility to formal and
effective social protection and other practical support measures. In particular,
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Member States should continuously work to strengthen access to social protection
against unemployment, sickness, invalidity, disability and professional risks, as well
as retirement schemes. Such access should be strengthened by ensuring mandatory
participation of workers, regardless the type of their employment relationship, and at
least voluntary participation of the self-employed.

SPECIFIC RECOMMENDATIONS ON THE PROTECTION AND SAFETY OF
JOURNALISTS DURING PROTESTS AND DEMONSTRATIONS

Role of journalists during protests and demonstrations

(19) Member States should recognise the role of journalists during public gatherings,
protests and demonstrations in providing information about such events to the public
and should ensure that journalists and other media professionals are able to operate
safely and without restrictions during such events. Member States should provide
regular training for law enforcement agencies, to improve their capacity to guarantee
public security while at the same time protecting journalists and not inhibiting their
ability to report.

Standard operating procedures and risk mitigation strategies

(20) Member States should liaise with their law enforcement agencies to establish
effective standard operating procedures or risk mitigation strategies to protect
journalists covering protests and demonstrations. Representatives of journalists,
media self-regulatory bodies and civil society representatives with the relevant
expertise should be consulted to identify areas of risk, including those related to the
potential conflict between journalists’ reporting activities and the work of law
enforcement agencies.

Communication between journalists and law enforcement authorities before and
during protests and demonstrations

(21) Member States should strive to ensure effective communication between journalists
and law enforcement during protests and demonstrations. To this end, Member States
are encouraged to nominate liaison officers responsible for ensuring that law
enforcement authorities clearly communicate to journalists the security measures to
be adopted during public gatherings. When possible, such liaison officers should
inform journalists and other media professionals about potential risks, in advance of
planned protests or demonstrations.

Methods of visual identification of journalists during protests and demonstrations

(22) Member States should work together with the representatives of journalists and
media self-regulatory bodies on effective and appropriate methods for the
identification of journalists during protests and demonstrations. This could include
agreeing on forms of visual identification to distinguish journalists and other media
professionals reporting from such gatherings from other participants, to the extent
that this identification does not further endanger journalists or hinder their work.

Regular dialogue and reporting

(23) Member States should encourage continuous and regular exchange of views between
law enforcement forces and journalist associations to ensure that protection measures
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taken by law enforcement agencies are effective and do not unduly inhibit the
reporting activities of journalists and other media professionals covering protests or
demonstrations. Member States should encourage their law enforcement authorities
to produce reports to be published at national level on the specific action taken to
increase the safety of journalists during protests and demonstrations.

SPECIFIC RECOMMENDATIONS ON ENSURING ONLINE SAFETY AND
DIGITAL EMPOWERMENT

(24)

(25)

(26)

Cooperation with public authorities and industry

Member States should provide that national and media regulatory authorities or
bodies, and other competent regulatory authorities or bodies responsible for online
law enforcement and cybersecurity establish dedicated working groups specialised in
collecting information and best practices related to the prevention of online attacks
and threats to journalists. Member States should provide that such authorities present
regular reports on their findings, assessing the effectiveness of national measures
aimed at tackling cyber-attacks on journalists. The reports should pay particular
attention to the situation of female journalists, journalists belonging to minority
groups and those reporting on equality issues and include, where available, statistics
disaggregated by gender. Member States should promote a regular dialogue between
such authorities and media self-regulatory bodies, journalists’ associations, as well as
industry and civil society representatives, in particular in view of fostering cyber-
awareness and digital skills among journalists to enable them to take self-protection
measures.

Cooperation with online platforms and civil society

Member States are encouraged to promote the cooperation between online platforms
and organisations or bodies operating on their territory that have particular expertise
in tackling threats, harassment and incitement to hatred targeting journalists, for
instance by encouraging their potential role as trusted flaggers. Member States
should foster, in close cooperation with online platforms, a digital environment that
prevents the use of online services to attack journalists, in particular by developing
strategies to address orchestrated attacks. Member States should encourage online
service providers to increase transparency on any measures they put in place to deal
with specific threats to journalists.

Protection against online surveillance

Member States should ensure full implementation of the European and national legal
frameworks on confidentiality of communications and online privacy with a view to
ensuring that journalists and other media professionals are not subject to illegal
online tracking or surveillance. Member States’ Computer Security Incident
Response Teams or other competent authorities or bodies should create and
disseminate cyber hygiene guidelines for journalists. They should, upon request,
assist journalists who seek to determine whether their devices or online accounts
have been compromised, in obtaining the services of reputable cybersecurity forensic
investigators.
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SPECIFIC ADDITIONAL RECOMMENDATIONS TO EMPOWER AND PROTECT
FEMALE JOURNALISTS AND THOSE BELONGING TO MINORITY GROUPS OR
REPORTING ON EQUALITY

27)

(28)

(29)

(30)

€2))

Empowering female journalists, journalists belonging to minority groups and those
reporting on equality issues

Member States should support projects or initiatives aiming to empower female
journalists, journalists belonging to minority groups and those reporting on equality
issues. In developing such initiatives, Member States are encouraged to give due
consideration to the perspectives of civil society, academia, media bodies and the
media industry.

Transparency and reporting

Member States are encouraged to take measures to improve transparency in reporting
and data collection on attacks and discrimination against female journalists,
journalists belonging to minority groups and those reporting on equality issues.
Member States should encourage their national equality bodies to present, on a
regular basis, reports on the situation of such journalists.

Equality and inclusion in the media industry

Member States should promote and support action to foster equality and inclusion in
the media industry and in newsrooms. To this end, they should take continuous
efforts to ensure that female journalists, journalists belonging to minority groups and
those reporting on equality issues have access to equal working opportunities and can
work in a safe and inclusive environment.

Member States should engage in regular dialogues with the representatives of
journalists and media self-regulatory bodies, to promote equality and inclusion in
newsrooms and media management positions. Such dialogues should focus on
support mechanisms for female journalists, journalists belonging to minority groups
and those reporting on equality issues who may be subject to all forms of harassment
and violence. Member States should encourage collective agreements aimed at
addressing these issues.

Awareness raising campaigns and provision of information

Member States are encouraged to support initiatives including those of civil society
organisations aimed at raising awareness and organising campaigns on preventing
and combating violence and harassment against female journalists, journalists
belonging to minority groups and those reporting on equality issues, and to provide
information on how to seek assistance and support. Member States are also
encouraged to support initiatives geared at exchanging best practices among news
media organisations with the goal of developing efficient equality policies.

PROVISION OF INFORMATION, REPORTING AND MONITORING
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(32)

(33)

To allow for the monitoring of the measures and actions taken to put this
Recommendation in practice, Member States should — 18 months after its adoption
and subsequently on request — submit to the Commission all relevant information
regarding such measures and actions. To this end, they should regularly collect up-
to-date and consistent data and develop, where appropriate, reporting tools to obtain
comparable information. Data should only be collected for analytical purposes.

The Commission will hold discussions on the measures and actions taken to put the
Recommendation in practice with Member States and stakeholders in relevant
forums, in particular within the European News Media Forum. The Commission will
also perform evaluations taking stock of the progress achieved in putting this
Recommendation in practice, based on key performance indicators and taking into
account the findings of the Commission’s annual Rule of Law Reports.

ADDRESSEES

This Recommendation is addressed to the Member States.

Done at Brussels, 16.9.2021

For the Commission
Thierry Breton
Member of the Commission

CERTIFIED COPY

For the Secretarv-General

Martine DEPREZ
Director
Decision-making & Collegiality
EUROPEAN COMMISSION
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