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a3 locked accounts in order to keep a history of the users.

Possible adverse effects:

The accidental maintenance of active accounts of non-authorised users {as in the case of old
EURODAC users) may endanger the overall operation of the system (e.g. potentially allowing
access of unauthorised persons to the system).

Reconpmendation:

Since there is no technical reason for the maintenance of old FURODAC user accounts and
considering the possibilities of keeping records of the users by other means {i.¢ loghaok), the EDPS
recommends deleting user accounts of users whose presence in the system is no longer justified. As
a best practice, the maintenance of a detailed log of the actions related to user accounts plus
periodic audits of their validity, access rights and roles is encouraged.

2233 Log files

Log files are an important security control in every IT system in order to be able to check a
posteriori the system/application actions performed by authorised and/or non-authorised users.
These files should include all necessary logging information and be appropriately protected from
unauthorised access, modification or deletion, The log files should be regalarly monitored in order
to timely detect any unanthorised system uses,

The activation and use of log files can be considered as an explicit requirement for EURODAC
under Article 14(1)(c) of the EURODAC Regulation, In this sense, during the inspection the
existence of a specific logging policy covering system and application level events that can be
deemed consistent with the requirements of the Regulation was confirmed.

Findings:

* Despite the existence of logging policy at system and application level, the EDPS inspectors
noticed the absence of logs refated to the processing done at database level, including actions
performed by administrative users. In the latter case, only references to log-in and log-out
events are recorded at application level,

* Regarding security of the logs, with the exception of the intrusion detection feature included in
the SMP application, there is no way to ensure that log records cannot be tampered. Even in the
case of the intrusion detection system, it was noticed that the system only allows qualifying a
log record as not modified, but cannot avoid the deletion of records, whether deliberate ar
accidental, :

* Regarding log analysis and monitoring, it was stated by the Furopean Commission
representatives during the inspection that an automated logging monitoring process exists,
mainly focused on issues related to the normal operation of the systerm. In this sense, the process
can help notify and escalate events which could impact on the availability of the EURQODAC

system. Apart from this process, it was confirmed that no other processes to ensure regular.

monitoring of the logs are in place. This fact should be deemed relevant when considering
critical components of the EURODAC system like firewalls,

Possible adverse effects:

» The absence of logs at databese level, can compromise the overall audit possibility of user
activity, taking also into consideration that administrator aceess at database level qualifies for
full zecess to the data stored in the overall EURODAC system.
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o The lack of an integrity mechanism can also compromise the gverall use and availability of the
logs.

» The lack of log monitoring mechanisms can potentially affect the timely discovery and
elimination of security breaches that could affect the overall system functionality, as well as the
personal data stored in the system.

Recommendafion:

» The EDPS urges the European Commission to enable logging of user actions at database level
in the EURODAC system.

s Since log preservation is a capital feature of a sound logging system, the EDPS strongly
vecommends introducing the changes needed in order to ensure the integrity of the logging
system as & whole.

s The EDPS recommends that the Ewropean Commission review its logging analysis policy in
order to a) identify all systems whose logs should be object of regular examination; b) include
as much as possible these logs within the Security Information and Event Management (SIEM}
solution in place; and ¢ develop, when needed, procedures for non-autemated review of logs.

2.2.3.4 Back-ups

A backup is a copy of data which may be used to restore the original after a data loss event, e.g. data
deletion or corruption, The secondary purpose of back-ups i3 to restore previous versions of the data
as they existed at an earlier time. Therefore back-ups are means to ensure both data availability and
overall business continuity of the system. Testing the back-ups (restore) is part of the overall
procedure, in order to ensure their usability in case they are needed.

In the case of EURODAC, a detziled back-up policy is in place and back-up tapes are stored ina
secure location in Luxembourg. Restore has sometimes taken place for individual files.

Findings: _

« During the inspection it was noticed that, although individual files have been restored in the
filesystem, no full system restore has ever been tested, nor a restore of databases or of tables in
databases. A full system restore poses a different kind of challenge, as it includes information

below the filesystem level, and it possibly includes bringing the database(s) into a consistent
state,

o A version of the software that was released at the end of 2010 is being used for backup and
restore. This means that the upgrade to the most recent release has not taken place, but this
should not pose n immediate problem. It may, however, become important at some time in the
future.

Possible adverse effects:

It is unclear what the consequences would be in case a full system needs to be restored from the
ground up, or in case the database(s) would need to be restored. In an extreme case, the full restore
(if performed without prior testing) could potentially threaten the overall system availability and

integrity.

Reconumendation:

e The EDPS strongly recommends that the European Commission consider testing a full restore
of relevant systems, in order to evaluate to which extent they can be brought back into working
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order, '
© In addition, EDPS recommends that an upgrade of the software used for back-up and restore is
performed as soon as possible, in order to avoid performance problems in the future,

2.2.3.5 System integritv tools

The use of system integrity toels enables the detection and reporting of files and changes on servers.
Combined with a Security Information and Event Management (SIEM} solution, it becomes
possible to correlate and report log and security event data. Therefore, these types of lools support
the overall security management and control aver the IT system.

Finding:

During the inspection it was noticed that no server integrity tools or equivalent alternative solution
are in place n the EURODAC system. In principle it would be up to the European Commission to
decide whether such a tool is needed or not, and it would then have to be requested to (and
implemented by} the EURODAC contractors' consortium, ft should be noted that an older version
of the EITRODAC Information Security Policy contains a provision on using a toal to check server
integrity at regular intervals, and provide reports to the Local IT Security Officer (LISO), but this
had been removed from the version that was valid at the time of inspection.

Possible adverse effects:

In case a server's integrity were to be compromised, the absenee of the necessary tools could lead to
longer time in the detection of the change, possibly worsening the overall consequences to the
security of the EURODAC system and the personal data therein. '

Recommendation:

EDFS recommends that the European Commission puts server integrity tools in place and integrates
them with those tools used in the overall EURODAC security management. This means for
example that system alerts need to be generated and sent to identified user roles, and reports need to
be evaluated on a regular basis.

2.24 Organisational measures

2.2.4.1 Personal data breach handling

Personal data breach handling refers to all the procedures that & data controller has in place in order
to detect in a timely manner and resolve a personal data breach, including the notification of all
interested parties for possible adverse effects, Following the definition of Directive 136/2009/EC,
personal data breach means a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or access to, personal data tramsmitted, stored or
otherwise proceszed by a data controller.

Finding:

Although the Enropean Commission has an incident handling procedure in place for EURODAC,
this does not specifically address personal data breaches. For example, the current procedure does
not include steps to assess whether personal data are affected in the course of an incident, invoive
the DPO, notify the EDPS (if needed) and/or inform the data subjects concerned {through the
relevant Member States). Point 8.1 of the Implementing Rules for Commission Decision C(2006)
3602 of 16.8.2006 provides that "in the case of a breach of security leading to the accidental or
unleewful destruction, loss, alteration, unauthorised disclosure of or access to personal data
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processed by Commission information systems, the sysiem owner needs to inform the Dold
Protection Offfcer".

Possible ndverse effects:

The lack of & specific data breach handling procedure could result in delays in handling relevant
cases, especially with regard to the invelvement and information of all the concerned pariies
{including the affected data subjects).

Recommendations:

» The EDPS recommends that the European Commission establish and document a personal data
breach handling procedure (either as part of the incident handling procedure or as a scparate
procedure), which will describe all the steps to be taken in case that a personal data breach
ocenrs, including the possible involvement of the DPO in accordance with the Implementing
Rules for Commission Decision C(2006) 3602, notification of the EDPS (when necessary) and
information of competent authorities in Member States where the affected data subjects reside.
This procedure should be in line with the Evropean Commission's overall policy on incident and
data breach handling.

« In addition, the EDPS recommends that all personal data breaches are adequately documented
and maintained in a specific register at the European Commission's premises. The DPO should
be able to access the register at any time,

2.2.42 Security audit

Anditing (internal and/or external) is a proactive tool for the assessment of an IT system and
detection at an early stage of underlying technical or organisational security problems. According to
the information provided by the European Commission representatives, the last audit performed in
the system was in 2006 by the IAS (with follow-up in 2008) and DG HR-DS. Both of these audits
did not include an in-depth security audit of the system.

| Finding:

During the inspection it was stated that no recent internal or external security audit of the
EURODAC system has been performed and that there were no plans for such an action in the
foreseeable future. In addition, it was noticed that in the EURODAC Information Security Policy

_there is an incorrect reference to the audits carried out by the EDPS. Even though active monitoring

and auditing by the EDPS can play a role in order to check and enhance the level of compliance
with the EURODAC Regulation, it cannot be seen as & substitute of regular audit practices
performed by qualified stakeholders, internal or external.

Possible adverse effects:

The lack of audit mechanisms can compromise the overall security of the EURODAC system, since
it is always possible that existing organisational procedures or techmical and physical security
measures are not operating well and/or an update is needed.

Recommendation:

The EDPS strongly recommends that the European Commission include in its security plan regular
andits of the EURODAC system. The EDPS would also welcome any information on the results of
such an exercise, including the plans for enforcing recommendations. This will help to reach the
goal of proper accountability for the functioning of the EURODAC system.

13

11660/12
ANNEX

GK/pf
DGD1

14
EN



2.2.43 Data destruction

According to Article 4(1)e) of Regulation 45/2001, personal data should be destroyed after the end
of their processing period. The destruction should be performed in a secure way, e in a way that
does no longer allows the identification of the data subjects. This can be zeen as a measure o ensure
primarily the confidentiality of the personal dats, in accordance also with Article 14(13(b) of the
EURODAC Regulation. To thiz end, secure destruction methods should be applied, together with
well-defined data destruction procedures once the data have reached the end of their legal retention
pericd.

Findings:

e The Euwropean Commission representatives stated during the inspection that electronic data
destruction is performed by degaussing and physical destruction of equipment, whereas paper
shredders are used for the destruction of physical files, However, it was noticed that no specific
procedure is in place in order to describe and detail the steps taken for data destruction (there is
only a short reference to data destruction in page 32 of the EURODAC Information Security
Policy. For example, there is 2o detailed procedure on obtaining the formal approval for data
destruction, sppointing the person responsible for the overall operation, collecting and
submitting the media for destruction, signing a data destruction protocol, etc.

¢ According to the European Commission representatives, no data destruction has ever taken
place until now. It was, thus, observed that the hard drives and the back-up tapes of the old
EURODAC servers have not been desiroyed either, although there is no need 1o keep the data
therein after the transition to EURODAC plus. This material is currently being securely stored
in the EURODAC back-up room in Luxembourg,

Possible adverse gffecis:

» The lack of an established data destruction procedure could put at risk the confidentiality of the
personal data to be destructed (e.g. if the collection and submission of the media for destruction
is not monitored by a trusted appointed official).

+ In addition, the maintenance of perzonal data in the old EURODAC servers does not take into
account the data necessity and minimization principles under Regolation 45/2001.

- Recommendations:

¢ The EDPS recommends that the European Commission establish and document a specific
procedure for the secure destruction of personal data within EURODAC, covering both
electronic and paper files,

e Once the data destruction procedure is established, the EDPS recommends the European
Commission to apply it for the destruction of the old EURODAC hard disks and back-up tapes
that are not corrently needed for the operation of the system,

2.2.4.4 Change management and maintenance

Change management and maintenance is important for the meamagement of every IT system,
especially when this is distributed and/or many different locations are used. Even small changes
should be appropriately recorded, following a specific procedure, EURODAC has a well established
management team that controls changes and takes care of maintenance issues when needed.

Finding: .
It was observed during the inspection that all changes (e.g. repair or replacement of equipment)

14

11660/12 GK/pf
ANNEX DGD1

15
EN



performed on-the-spot in the CU and BCU sites are registeved in specific books and maintained
within the sites. Tt was noted. however, that sometimes these changes may not be commuicated to
the Brussels management room that is responsible for the overall asset and change management of
the sites. This, however, occurs only in cases of minor changes.

Possible adverse effects:

The lack of accurate information could affect the overall asset and change management of the
EURODAC sites, potentially resulting in loss of control andfor of data,

Recommendation:

The EDPS recommends that the Furopean Commission develop & procedure for the timely and
accurate information of the Brussels management room with regard to any change performed on-
the-spot in the EURODAC sites,

2.2.4.5 Policy on removable media

Removable media like USBs provide the possibility of data exiraction and, thus, should not be
permitied in environments where confidential data are being processed unless this is absolutely
necessary for the overall data processing. Moreover, when removable media are activated,
appropriate controls should be in place to ensure logging of data recording or data entry performed
via these media.

Finding: .

During the inspection the European Commission representatives stated that the USE ports in servers
and management machines used for EURODAC are generally deactivated and activated only when
there is a special need (v.g. transfer of certificates to PestCom). This point is also mentioned in the
EURODAC Information Security Policy. However, it was noticed that at the time of the inspection
the USB port of one of the EURODAC management machines was activated and, even though
Windows audit system was on, it was not possible to find traces of the activation { deactivation
ProCess.

Possible gdverse effects:

.~ The unnecessary activation of USE ports could. potentially lead. to extraction of EURODAC

information by unauthorised persons, putting at risk the confidentiality of the personal data therein,

Recommendation:

The EDPS advises the European Commission to ensure that the USB ports in EURODAC servers
and management machines are activated only when it is absolutely pecessary and that the
activation/deactivation process is appropriately logged and monitored. '

2.2.5 Transfer to the new I'T Agency

According to the current planning, the EURODAC system will be transferred at the end of 2012 10
the IT Agency. The new locations of the system will, thus, be in Strasbourg (CU) and Sankt Johann
in Pongau (BCU).

Finding:

At the time of the inspection there were no conerete developments on the planning for transferring
the ownership and management of the EURODAC system to the IT Agency. According to the
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information provided by the European Commission representatives, initial contacts were foreseen
but concrete plans for the transfer were lacking. Since the transfer process can have an impact on
security — depending on the procedures to be adopted, hardware and software components, as well
as human resources might be ransferred to the IT Agency — it is extremely important to develop a
sound and detailed procedure in order to reduce the risks inherent to the process of taling over as
much as possible.

Possibie aidverse effecis:

The lack of an accurate planning for the timely transfer of EURODAC to the IT Agency might
endanger the availability, as well as the overal] security of the system.

Recommendation:

The EDPS encourages the European Commission to start the planning of the EURODAC transfer as
soon as possible having in mind the need to ensure proper transfer of the assets, business continuity
and the highest level of availability. In this respect, the EDPS would welcome finther information
with regard to the development and implementation of the transfer.
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e User management:

3. IMPLEMENTATION OF THE RECOMMENDATIONS

Following the recommendations mentiomed in Chapter 2 of this document, the EDPS expects the
European Commission to implement as soon as possible the following measures:

e Archiving system operation:

o Introduce a specific plan for the upgrade — at both hardware and software level - of the
archiving component of the EURODAC system.

o Delete the information currently stored in the back-up tapes of the archiving system
which exceeds the retention period of one year.

o Put in place a procedure in order to ensure that the retention period of the archiving
system records stoved in back-ups does not exceed one year,

o Introduce a plan for the modification of the archiving system with regard to CAT 3
requests, in a way that the log files of the transactions are stored but without storing the
CAT 3 fingerprint data (NIST file) in the overall record,

o Delete the NIST files of all CAT 3 requests that are currently present in the archiving
systemn, a3 well as the back-ups of the archiving system.

+ Business continuity:
o Introduce 2 specific plan for the performance of a failover test from EURODAC CU to
BCU before the transfer of the overall system to the IT Agency.

o Software patch management:

o Develop a software patch management strategy with the aim of kesping 2 close watch on
operating system level security patches by the vendor, laking the initiative to suggest
security upgrades, and ultimately forcing those security upgrades that are considered
critical in the EURODAC system.

o Clarify the responsibilities on software patch management between the European
Commission EURODAC management team end the EURODAC contractors'
consortium.

‘o Delete user dccounts whose presence inthe system is no loriger justified. As a best ™

practice, the maintenance of a detailed log of the actions related to user accounts plus
perindic audits of their validity, access rights and roles is encouraged.

e Log files:

o Enable logging of user actions at database level in the EURODAC system.

o Introduce the changes needed in order to ensure the integrity of the logging system as a
whole,

o Review the existing logging analysis poliey in order to a) identify all systems whose
logs should be object of regular examination; b) include as much as possible these logs
within the STEM solution in place; and ¢} develop, when needed, ‘procedures for non-
automated review of logs.

s Baclc-ups:

o Introduce a specific plan for testing a full back-up restore in EURODALC before the
overall system's transfer to the IT Agency.

17

11660/12
ANNEX

GK/pf
DGD1

18
EN



o Introduce a specific plan for the upgrade of the software used for back-up and restore,

s Systern integrity tools:
o Consider the possibility of putting server integrity tools in place and integrating them
with those tools used in the overall EURODAC security mansgement.

s Personal data breach handling:

o Establish and docwment a personal data breach handiing procedure (either as part of the
incident handling procedure or as a sepavate procedure}, which will describe all the steps
to be taken in case that a personal data breach occwrs, including the possible
invelvement of the DPO, notification of the EDPS {when necessary) and information of
Member States' competent authorities where the affected data subjects reside,

©  Ensure that all personal data breaches are adequately documented and maintaived in a
specific register at the European Commission’s premises. The DPO should be able to
access the register at any time,

Security audit
o Introduce a specific plan for regular audits of the EURDDAC 'systam as a measure of
accountability,

s Data destruction:
o Establish and docuoment a specific procedure for the secure destruction of personal data
within EURODAC, covering both electronic and paper files.
o Introduce a specific plan for the destruction of the old EURODAC hard disks and back-
up tapes (that are not cumently needed for the operation of the system) before the
transfer to the IT Agency.

Change management and maintenance
o Develop a procedure for the timely and accurate information of the Brussels
menagement room with regard to any change performed on-the-spot in the EURODAC
sites,

- Policy-on removable media; -
< Ensure that the USB porta in EURODAC servers and management maclunes are
activated only when it is absolutely necessary and that the activation/deactivation
process is appropriately logged and monitored.

The European Commission should report to the EDPS on the implementation of the above-
mentioned measures latest by 1 Oclober 20132,

In addition to the above measures, the EDPS encourages the European Commission to start the
planning of the EURODAC transfer to the IT Agency as soon as possible having in mind the need
to ensure proper transfer of the assets, business continuity and the highest level of availability. In
this respect, the EDPS would welcome further information as soon as this is available with regard to
the development and implementation of the transfer.

Moreover, considering that this report will be issued while developing the taking over process, the

EDPS recommends the European Commission to include in the documentation of the transfer both a
copy of this report and a progress report on the adeption of the EDPS recommendsations, so as 1o
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enable the 1T Agency to continue with the follow up,

The EDPS will review the proper implementation of the recommendations of the inspection repost
and will closely monitor the transfer of the EURODAC system from the Eurcpean Commission to

the IT Agency.

The EDPS will also assess in due course the need for the performance of a new inspection after the
transfer of the system to the IT Agency.
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