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— State of play by the French presidency

From January 2022, with the support of the Commission, the Presidency has worked intensively in
order to find a compromise with the Parliament in the trilogues on the Regulation on European
Production and Preservation Orders for electronic evidence in criminal matters and the Directive
laying down harmonised rules on the appointment of legal representatives for the purpose of

gathering evidence in criminal proceedings.
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In that perspective, the Presidency is very grateful for the constructive contributions of the Member
States. Since January 2022, alongside regular information in COREPER, these negotiations have
been on the agenda of one CATS, two JHA Counsellors meetings, six COPEN meetings and one
informal Presidency meeting. The commitment of Member States and their support have been key

to the advancement of this file.

This allowed the Council to take an active part in these negotiations, always fostering the dialogue
with the Parliament. As a consequence, in parallel to fruitful informal exchanges, several official
inter-institutional meetings have been scheduled: three political trilogues (01 March, 14 June,

28 June) and six official technical trilogues have been held.

During the last political trilogue on 28 June, an agreement has been reached on the core elements of
the instruments in particular the limited scope of the notification. This agreement is reflected in the

four-column-tables annexed to this document.

Delegations are invited to indicate in writing if there is something in these documents that they

could not accept in the context of a global comprise with the EP focusing on the provisions marked

in blue and yellow. Comments should be sent to the incoming Czech Presidency

bhenzlova@msp.justice.cz, skubaricova@mesp.justice.cz, Tereza Jachova@mzv.cz, with

Michael.Carlin@consilium.europa.eu in copy, at the latest on Tuesday 5 July, 17:00.
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ANNEX I

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

on European Production and Preservation Orders for electronic evidence in
criminal matters
2018/0108(COD)
DRAFT

The amendments made by the EP and the Council in the text of the proposal for a Directive compared to the Commission's proposal are marked as
follows:

- the new text is marked in bold italics;
- the deleted parts of the text are marked in strikethrough.
- the parts amended following discussions at trilogues or technical meetings will be underlined.

Where full paragraphs of the Commission's proposal were not amended by the EP and the Council, they are not repeated in the columns reflecting their
respective positions, but are marked with a diagonal line in the 4th column.

Parts provisionally agreed at the trilogue are going to be marked in green.

Parts provisionally agreed at the technical meetings and to be confirmed at the trilogue are going to be marked in blue.
Parts to be further discussed are going to be marked in yellow.

Footnotes are marked in red. Their numbering does not correspond to the respective original documents. Updating and renumbering must be
done_manually (NO automatic update).
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Commission Proposal

EP mandate

CouncilMandate

Draft agreement

Formula

1 COM/2018/225 final - 2018/0108 (COD) A9-9999/2020 - 11 December 2020 10206/19 as supplemented by 9365/19

Proposal Title

2 Proposal for a REGULATION OF THE Proposal for a REGULATION OF THE Proposal for a REGULATION OF THE
EUROPEAN PARLIAMENT AND OF EUROPEAN PARLIAMENT AND OF EUROPEAN PARLIAMENT AND OF
THE COUNCIL on European Production THE COUNCIL on European Production THE COUNCIL on European Production
and Preservation Orders for electronic and Preservation Orders for electronic and Preservation Orders for electronic
evidence in criminal matters information in criminal proceedings evidence in criminal matters

Formula

3 THE EUROPEAN PARLIAMENT AND
THE COUNCIL OF THE EUROPEAN
UNION,

Formula

4 Having regard to the Treaty on the
Functioning of the European Union, and in
particular Article 82(1) thereof,

Formula

5 Having regard to the proposal from the
European Commission,

Formula

10881/22
ANNEX I

JAL2

MiC/vj
LIMITE

EN




After transmission of the draft legislative
act to the national parliaments,

Formula

Having regard to the opinion of the
European Economic and Social
Committee',

loijcC,,p..

Formula

Acting in accordance with the ordinary
legislative procedure,

Whereas:

Recital 1

10

(1) The Union has set itself the objective of
maintaining and developing an area of
freedom, security and justice. For the
gradual establishment of such an area, the
Union is to adopt measures relating to
judicial cooperation in criminal matters
based on the principle of mutual
recognition of judgments and judicial
decisions, which is commonly referred to
as a cornerstone of judicial cooperation in
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criminal matters within the Union since the
Tampere European Council of 15 and 16
October 1999.

Recital 2

11

(2) Measures to obtain and preserve
electronic evidence are increasingly
important to enable criminal investigations
and prosecutions across the Union.
Effective mechanisms to obtain electronic
evidence are of the essence to combat
crime, subject to conditions to ensure full
accordance with fundamental rights and
principles recognised in the Charter of
Fundamental Rights of the European
Union as enshrined in the Treaties, in
particular the principles of necessity and
proportionality, due process, data
protection, secrecy of correspondence and
privacy.

(2) Measures to obtain and preserve
electronic information are increasingly
important to enable criminal investigations
and prosecutions across the Union.
Effective mechanisms to obtain electronic
information are essential to combat crime,
subject to conditions and safeguards to
ensure full compliance with fundamental
rights and principles recognised in Arficle 6
of the Treaty on European Union (TEU)
and the Charter of Fundamental Rights of
the European Union (‘the Charter’), in
particular the principles of necessity and
proportionality, due process, protection of
privacy and personal data and
confidentiality of communications.

(2) Measures to obtain and preserve
electronic evidence are increasingly
important to enable criminal investigations
and prosecutions across the Union.
Effective mechanisms to obtain electronic
evidence are of the essence to combat
crime, subject to conditions to ensure full
accordance with fundamental rights and
principles recognised in the Charter of
Fundamental Rights of the European Union
as enshrined in the Treaties, in particular
the principles of necessity and
proportionality, due process, data
protection, secrecy of correspondence and
privacy.

Recital 3
12 (3) The 22 March 2016 Joint Statement of | 3)The22March2016Joint-Statement-of (3) The 22 March 2016 Joint Statement of
the Ministers of Justice and Home Affairs the-Ministers-of-Justiceand Home-Adfairs the Ministers of Justice and Home Affairs
and representatives of the Union and-representatives-of the Union and representatives of the Union
institutions on the terrorist attacks in institutions-on-the-terrorist-attacksin institutions on the terrorist attacks in
Brussels stressed the need, as a matter of Brussels-stressed-theneed;-as-amatterof Brussels stressed the need, as a matter of
priority, to find ways to secure and obtain priority;to-find-ways-to-secure-and-obtain priority, to find ways to secure and obtain
electronic evidence more quickly and cleetronicevidencemorequicklyand electronic evidence more quickly and
effectively and to identify concrete cffeetively-and-to-identify-conerete effectively and to identify concrete
measures to address this matter. measuresto-address-thismatter measures to address this matter.
Recital 4
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

13 (4) The Council Conclusions of 9 June -The-Counei-Conclustons-of 9-June (4) The Council Conclusions of 9 June
2016 underlined the increasing importance | 2046-underlined-the-inereasingimpeortanee | 2016 underlined the increasing importance
of electronic evidence in criminal ofclectronicevidenecin-eriminal of electronic evidence in criminal
proceedings, and of protecting cyberspace | preeceedings-and-ofprotecting-eyberspace proceedings, and of protecting cyberspace
from abuse and criminal activities for the from-abuse-and-ertminal-activitiesforthe from abuse and criminal activities for the
benefit of economies and societies, and benefitof economies-and-societies;-and benefit of economies and societies, and
therefore the need for law enforcement and | therefore-theneed-forlaw-enforcementand | therefore the need for law enforcement and
judicial authorities to have effective tools jodicial-autheritiesto-haveeffectivetools judicial authorities to have effective tools
to investigate and prosecute criminal acts to-investigate-and-prosecute-criminal-aets to investigate and prosecute criminal acts
related to cyberspace. related-to-cyberspaee: related to cyberspace.

Recital 5

14 (5) In the Joint Communication on Er-hrtheJontCommtmnteationon (5) In the Joint Communication on
Resilience, Deterrence and Defence of 13 ResthienceDeterrence-and Defenceof 13 Resilience, Deterrence and Defence of 13
September 20172, the Commission September 2017 -the Commission September 20172, the Commission
emphasised that effective investigation and | emphasised-thateffeetive-investigationand | emphasised that effective investigation and
prosecution of cyber-enabled crime was a prosecution-of eyber-enabled-erime-wasa prosecution of cyber-enabled crime was a
key deterrent to cyber-attacks, and that key-deterrentto-eyber-attacks-and-that key deterrent to cyber-attacks, and that
today’s procedural framework needed to be | teday’s-proceduralframeworkneededto-be | today’s procedural framework needed to be
better adapted to the internet age. Current better-adapted-to-the-internet age—Current better adapted to the internet age. Current
procedures at times could not match the procedures-at- times-cotld-not-mateh-the procedures at times could not match the
speed of cyber-attacks, which create speed-of-eyber-attacks;-which-ereate speed of cyber-attacks, which create
particular need for swift cooperation across | particularneedforswiftcooperationaeross | particular need for swift cooperation across
borders. berders: borders.
2JOIN(2017) 450 final. 2JOINQR017)450 finak 2JOIN(2017) 450 final.

Recital 6

15 (6) The European Parliament echoed these | ¢6)FheEuropeanParliamentechoedthese | (6) The European Parliament echoed these
concerns in its Resolution on the fight conecerasintsResolutiononthe ficht concerns in its Resolution on the fight
against cybercrime of 3 October 20177, againstcybererime-of 3-October 20177 against cybercrime of 3 October 20177,
highlighting the challenges that the highlighting the-challenges-that-the highlighting the challenges that the
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

currently fragmented legal framework can | eurrentlyfragmentedlegalframeworkean currently fragmented legal framework can
create for service providers seeking to createtorservieeprovidersseekingto create for service providers seeking to
comply with law enforcement requests and | eemply-with-law-enforeementrequests-and | comply with law enforcement requests and
calling on the Commission to put forward a | ealling-onthe Commissionto-putforwarda | calling on the Commission to put forward a
Union legal framework for electronic Unien-legal framework forelectronie Union legal framework for electronic
evidence with sufficient safeguards for the | evidence-with-sufficientsafeguardsforthe | evidence with sufficient safeguards for the
rights and freedoms of all concerned. rights-and-freedoms-ofall conecerned- rights and freedoms of all concerned.
32017/2068(INT). *2017/2068(ND: 32017/2068(INT).

Recital 7

16 (7) Network-based services can be (7) Network-based services can be (7) Network-based services can be

provided from anywhere and do not require
a physical infrastructure, premises or staff
in the relevant country. As a consequence,
relevant evidence is often stored outside of
the investigating State or by a service
provider established outside of this State.
Frequently, there is no other connection
between the case under investigation in the
State concerned and the State of the place
of storage or of the main establishment of
the service provider.

provided from anywhere and do not require
a physical infrastructure, premises or staff
in the relevant country where the service is
offered. Therefore, relevant electronic
information is often stored outside of the
investigating State, creating challenges
regarding the gathering of electronic
information in criminal proceedings.

provided from anywhere and do not require
a physical infrastructure, premises or staff
in the relevant country. As a consequence,
relevant evidence is often stored outside of
the investigating State or by a service
provider established outside of this State.
Frequently, there is no other connection
between the case under investigation in the
State concerned and the State of the place
of storage or of the main establishment of
the service provider.

Recital 8

17

(8) Due to this lack of connection, judicial
cooperation requests are often addressed to
states which are hosts to a large number of
service providers, but which have no other
relation to the case at hand. Furthermore,
the number of requests has multiplied in
view of increasingly used networked
services that are borderless by nature. As a

(8) Due to this, judicial cooperation
requests are often addressed to states which
are hosts to a large number of service
providers. Furthermore, the number of
requests has multiplied . As a result,
obtaining electronic information using
judicial cooperation channels often takes a
long time —which may cause problems

(8) Due to this lack of connection, judicial
cooperation requests are often addressed to
states which are hosts to a large number of
service providers, but which have no other
relation to the case at hand. Furthermore,
the number of requests has multiplied in
view of increasingly used networked
services that are borderless by nature. As a
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

result, obtaining electronic evidence using
judicial cooperation channels often takes a
long time — longer than subsequent leads
may be available. Furthermore, there is no
clear framework for cooperation with
service providers, while certain third-
country providers accept direct requests for
non-content data as permitted by their
applicable domestic law. As a
consequence, all Member States rely on the
cooperation channel with service providers
where available, using different national
tools, conditions and procedures. In
addition, for content data, some Member
States have taken unilateral action, while
others continue to rely on judicial
cooperation.

due to the often volatile nature of
electronic information. Furthermore, there
is no harmonised framework for
cooperation with service providers, while
certain third-country providers accept direct
requests for non-content data as permitted
by their applicable domestic law. As a
consequence, all Member States
increasingly rely on voluntary direct
cooperation channels with service providers
where available, applying different national
tools, conditions and procedures.

result, obtaining electronic evidence using
judicial cooperation channels often takes a
long time — longer than subsequent leads
may be available. Furthermore, there is no
clear framework for cooperation with
service providers, while certain third-
country providers accept direct requests for
non-content data as permitted by their
applicable domestic law. As a consequence,
all Member States rely on the cooperation
channel with service providers where
available, using different national tools,
conditions and procedures. In addition, for
content data, some Member States have
taken unilateral action, while others
continue to rely on judicial cooperation.

Recital 9

18

(9) The fragmented legal framework
creates challenges for service providers
seeking to comply with law enforcement
requests. Therefore there is a need to put
forward a European legal framework for
electronic evidence to impose an obligation
on service providers covered by the scope
of the instrument to respond directly to
authorities without the involvement of a
judicial authority in the Member State of
the service provider.

(9) The fragmented legal framework
creates challenges for law enforcement,
Jjudicial authorities and service providers
seeking to comply with legal requests, as
they are increasingly faced with legal
uncertainty and, potentially, conflicts of
law. Therefore there is a need to put
forward specific rules as regards cross-
border judicial cooperation for preserving
and producing electronic information, in
order to complement the existing EU law
and to clarify the rules of the cooperation
between law enforcement, judicial
authorities and service providers in the
field of electronic information, while
ensuring full compliance with

(9) The fragmented legal framework
creates challenges for service providers
seeking to comply with law enforcement
requests. Therefore there is a need to put
forward a European legal framework for
electronic evidence to impose an obligation
on service providers covered by the scope
of the instrument to respond directly to
authorities without systematic the
involvement of a judicial authority in the
Member State of the service provider in
every case.

10881/22
ANNEX I

JAL2

MiC/vj
LIMITE

EN




Commission Proposal EP mandate Council Mandate Draft agreement

fundamental rights and principles
recognised in Article 6 TEU and the
Charter and with the rule of law.

Recital 9a

19 (9a) Directive 2014/41/EU of the
European Parliament and of the Council’
provides for the acquisition, access and
production of evidence in one Member
State for criminal investigations and
proceedings in another Member State.
The procedures and timelines foreseen in
the EIO may not be appropriate for
electronic information, which is more
volatile and could more easily and quickly
be deleted. This Regulation therefore
provides for specific procedures that
address the nature of electronic
information. However, in order to avoid a
long-term fragmentation of the Union
framework for judicial cooperation in
criminal matters, in the mid-term, the
Commission should assess the functioning
of the Regulation in relation with
Directive 2014/41/EU of the European
Parliament and of the Council.

3 Directive 2014/41/EU of the European
Parliament and of the Council of 3 April
2014 regarding the European
Investigation Order in criminal matters
(OJ L 130 1.5.2014, p. 1).

Recital 10
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

20 (10) Orders under this Regulation should H)-Orders-underthis Regulation-should (10) Orders under this Regulation should
be addressed to legal representatives of be-addressedto-degalrepresentatives-of be addressed to legal representatives of
service providers designated for that serviceproviders-destenated-for-that service providers designated for that
purpose If a service provider established in | purpeseHaservice-providerestablishedin | purpose If a service provider established in
the Union has not designated a legal the- Unien-hasnetdesignated-alegal the Union has not designated a legal
representative, the Orders can be addressed | representative;the-Orderseanbeaddressed | representative, the Orders can be addressed
to any establishment of this service to-any-establishment-of this-serviee to any establishment of this service
provider in the Union. This fall-back providerin-the Union—Thisfall-backeption | provider in the Union. This fall-back option
option serves to ensure the effectiveness of | serves-to-ensure-the-effectiveness-ofthe serves to ensure the effectiveness of the
the system in case the service provider has | system-in-ease-theserviceproviderhasnoet | system in case the service provider has not
not (yet) nominated a dedicated {yretynominated-a-dedicated representative- | (yet) nominated a dedicated representative.
representative.
Recital 10a
21 (10a) This Regulation respects Rapporteur proposal 22/06/2022:
fundamental rights and observes the
principles recognised by Article 6 TEU (10a) This Regulation respects
and the Charter, by international law and fundamental rights and observes the
international agreements to which the principles recognised by Article 6 TEU
Union or all the Member States are party, and the Charter, by international law and
including the European Convention for international agreements to which the
the Protection of Human Rights and Union or all the Member States are party,
Fundamental Freedoms, and in Member including the European Convention for
States' constitutions, in their respective the Protection of Human Rights and
fields of application. Such rights and Fundamental Freedoms, and in Member
principles include, in particular, the States' constitutions, in their respective
respect for private and family life, the fields of application. Such rights and
protection of personal data, the right to an principles include, in particular, the right
effective remedy and to a fair trial, the to liberty and security, the respect for
presumption of innocence and right of private and family life, the protection of
defence, the principles of legality and personal data, the freedom to conduct a
proportionality, as well as the right not to business, the right to property, the right to
be tried or punished twice in criminal an effective remedy and to a fair trial, the
proceedings for the same criminal presumption of innocence and right of
defence, the principles of legality and
10881/22 MiC/vj 11
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

offence.

proportionality, as well as the right not to
be tried or punished twice in criminal
proceedings for the same criminal offence.

Recital 10b
22 (10b) Nothing in this Regulation should Rapporteur proposal 22/06/2022:
be interpreted as prohibiting the refusal to
execute a European Production Order (10b) Nothing in this Regulation should be
where there are reasons to believe, on the interpreted as prohibiting the refusal to
basis of objective elements, that the execute a European Production Order
European Production Order has been where there are reasons to believe, on the
issued for the purpose of prosecuting or basis of objective elements, that the
punishing a person on account of the European Production Order has been
person’s gender, racial or ethnic origin, issued for the purpose of prosecuting or
religion, sexual orientation or gender punishing a person on account of the
identity, nationality, language or political person’s gender, racial or ethnic origin,
opinions, or that the person's position may religion, sexual orientation or gender
be prejudiced for any of those reasons. identity, nationality, language or political
opinions, or that the person's position may
be prejudiced for any of those reasons.
Recital 11
23 (11) The mechanism of the European (11) The mechanism of the European (11) The mechanism of the European Presidency proposal 24/06/2022:

Production Order and the European
Preservation Order for electronic evidence
in criminal matters can only work on the
basis of a high level of mutual trust
between the Member States, which is an
essential precondition for the proper
functioning of this instrument.

Production Order and the European
Preservation Order for electronic
information in criminal proceedings works
on the condition of mutual trust between
the Member States and a presumption of
compliance by other Member States with
Union law, the rule of law and, in
particular, with fundamental rights, which
are essential elements of the area of
freedom, security and justice within the
Union. However, if the executing

Production Order and the European
Preservation Order for electronic evidence
in criminal matters can only work on the
basis of a high level of mutual trust
between the Member States, which is an
essential precondition for the proper
functioning of this instrument.

(11) The mechanism of the European
Production Order and the European
Preservation Order for electronic
information in criminal proceedings
relies on the principle of mutual trust
between the Member States and a
presumption of compliance by Member
States with Union law, the rule of law
and, in particular, with fundamental
rights, which are essential elements of the
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

authority has substantial grounds for
believing that the execution of a European
Production Order would not be compatible
with its obligations concerning the
protection of fundamental rights
recognised in Article 6 TEU and in the
Charter, the execution of the European
Production Order should be refused.
Before deciding to raise one of the
grounds for non-recognition or non-
execution provided for in this Regulation,
the executing authority should consult the
issuing authority in order to obtain any
necessary additional information.
Information regarding a reasoned
proposal by the Commission to the
Council on the basis of Article 7(1) and 7
(2) TEU, indicating systemic or
generalised deficiencies, should be
particularly relevant for the purposes of
that assessment.

area of freedom, security and justice
within the Union. This mechanism
enables national competent authorities to
send directly these orders to service
providers. In that context, where the
enforcing judicial authority is notified of
an order for traffic data, except for data
requested for the sole purpose of
identifying the user, or for content data,
it should examine whether it is
appropriate to raise a ground for refusal,
where, in exceptional situations, there are
substantial grounds to believe, on the
basis of specific and objective evidence,
that the execution of a European
Production Order or a European
Preservation Order would, in the
particular circumstances of the case,
entail a manifest breach of a relevant
fundamental right as set out in Article 6
TEU and in the Charter.

(11a) In particular, when assessing this
ground for refusal, where the enforcing
judicial authority has at its disposal in
particular evidence or material such as
that set out in a reasoned proposal by one
third of the Member States, by the
European Parliament or by the
European Commission adopted pursuant
to Article 7(1) TEU, indicating that there
is a clear risk, if the order were executed,
of a serious breach of the fundamental
right to an effective remedy and to a fair
trial guaranteed by Article 47(2) of the
Charter of Fundamental rights of the
European Union, on account of systemic
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

or generalised deficiencies as concerns
the independence of the issuing Member
State’s judiciary, the enforcing judicial
authority should determine specifically
and precisely whether, having regard to
the concerned person’s personal
situation, as well as to the nature of the
offense for which the criminal
proceedings are conducted, and the
factual context that forms the basis of the
Order, and in the light of the information
provided by the issuing Member State,
there are substantial grounds for
believing that that person will run such a
risk of breach of his/her right to a fair
trial.

Recital 11a

24

(11a) If the European Council were to
adopt a decision determining, as provided
forin Article 7(2) TEU, that there is a
serious and persistent breach in the
issuing Member State of the principles set
out in Article 2 TEU, such as those
inherent in the rule of law, the executing
judicial authority may decide
automatically to raise one of the grounds
for non-recognition or non-execution
provided for in this Regulation, without
having to carry out any specific
assessment.

Presidency proposal 29/06/2022 :

[DELETE]

o

Recital 11

25

(11b) The respect for private and family

Rapporteur proposal 22/06/2022:
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Commission Proposal EP mandate Council Mandate Draft agreement

life and the protection of natural persons
regarding the processing of personal data
are fundamental rights. In accordance
with Articles 7 and 8(1) of the Charter and
Article 16(1) of the TFEU, everyone has
the right to respect for his or her private
and family life, home and
communications and to the protection of
personal data concerning them. When
implementing this Regulation, Member
States should ensure that personal data
are protected and processed only in
accordance with Regulation (EU)
2016/679 of the European Parliament and
of the Council’ and Directive (EU)
2016/680 of the European Parliament and
of the Council’, as well as Directive
2002/58/EC of the European Parliament
and of the Council’.

* Regulation (EU) 2016/679 of the
European Parliament and of the Council
of 27 April 2016 on the protection of
natural persons with regard to the
processing of personal data and on the
free movement of such data, and repealing
Directive 95/46/EC (General Data
Protection Regulation) (OJ L 119
4.5.2016, p. 1).

3 Directive (EU) 2016/680 of the European
Parliament and of the Council of 27 April
2016 on the protection of natural persons
with regard to the processing of personal
data by competent authorities for the
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Commission Proposal

EP mandate

purposes of the prevention, investigation,
detection or prosecution of criminal
offences or the execution of criminal
Dpenalties, and on the free movement of
such data, and repealing Council
Framework Decision 2008/977/JHA (OJ
L 119 4.5.2016, p. 89).

¢ Directive 2002/58/EC of the European
Parliament and of the Council of 12 July
2002 concerning the processing of
personal data and the protection of
privacy in the electronic communications
sector (Directive on privacy and electronic
communications) (OJ L 201, 31.7.2002,

p-37).

Council Mandate Draft agreement

Recital 11

26

(11c) Personal data obtained under this
Regulation should only be processed when
necessary and in a manner that is
proportionate to the purposes of
Pprevention, investigation, detection and
prosecution of crime or enforcement of
criminal sanctions and the exercise of the
rights of defence. In particular, Member
States should ensure that appropriate data
protection policies and measures apply to
the transmission of personal data from
relevant authorities to service providers
for the purposes of this Regulation,
including measures to ensure the security
of the data. Service providers should
ensure that the same safeguards apply for
the transmission of personal data to
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

relevant authorities. Only authorised
persons should have access to information
containing personal data.

the same safeguards apply for the
transmission of personal data to relevant
authorities. Only authorised persons
should have access to information
containing personal data.

Recital 12

27 (12) This Regulation respects fundamental | (12)-FhisRegulationrespeetsfundamental | (12) This Regulation respects fundamental
rights and observes the principles rights-and-observes-the prineiples rights and observes the principles
recognised in particular by the Charter of reeognised-H-partienlarby-the Charter-of recognised in particular by the Charter of
Fundamental Rights of the European Fundamental Rights-of the European Fundamental Rights of the European
Union. These include the right to liberty Union—These-include-the-right-to-liberty Union. These include the right to liberty
and security, the respect for private and and-seeurity;-the respect-for private-and and security, the respect for private and
family life, the protection of personal data, | family-lifethe protectionofpersonal-data; | family life, the protection of personal data,
the freedom to conduct a business, the right | the-freedomto-conduct-abusiness;-theright | the freedom to conduct a business, the right
to property, the right to an effective to-property-the right to-an-effective remedy | to property, the right to an effective remedy
remedy and to a fair trial, the presumption | and-te-afairtrial-the presumptionof and to a fair trial, the presumption of
of innocence and right of defence, the innecenee-andright of defencethe innocence and right of defence, the
principles of the legality and prineiples-of-the legality-and principles of the legality and
proportionality, as well as the right not to propertionality-as-well-as-the right net-te proportionality, as well as the right not to
be tried or punished twice in criminal be-tried-orpunished-twice-in-eriminal be tried or punished twice in criminal
proceedings for the same criminal offence. | preeceedingsforthesame-eriminal-offenee- | proceedings for the same criminal offence.
In case the issuing Member State has In-case-the-issuing Member State-has
indications that parallel criminal wcheattonsthat parabebertminal
proceedings may be ongoing in another proceedings-may be-ongoinginanother
Member State, it shall consult the Member-Stateitshall consult-the
authorities of this Member State in authoritics-of this-Member-State-in
accordance with Council Framework secorduncewith-ComnetH-Framework
Decision 2009/948/JHA®. Beeiston 20009480 HA
* Council Framework Decision
2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of
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exercise of jurisdiction in criminal
proceedings (OJ L 328, 15.12.2009, p. 42).
Recital 12a
28 (12a) In case, the issuing Member State has | Rapporteur proposal 22/06/2022:
indications that parallel criminal
proceedings may be ongoing in another (12a) In case, the issuing Member State has
Member State, it shall consult the indications that parallel criminal
authorities of this Member State in proceedings may be ongoing in another
accordance with Council Framework Member State, it shall consult the
Decision 2009/948/JHA*. In any case, a authorities of this Member State in
European Production Order should not accordance with Council Framework
be issued, if the issuing Member State Decision 2009/948/JHA*. In any case, a
has indications that this would be European Production Order should not
contrary to the ne bis in idem principle. be issued, if the issuing Member State
has indications that this could lead to the
violation of the ne bis in idem principle.
* Council Framework Decision
2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of # Council Framework Decision
exercise of jurisdiction in criminal 2009/948/JHA of 30 November 2009 on
proceedings (OJ L 328, 15.12.2009, p. 42). | prevention and settlement of conflicts of
exercise of jurisdiction in criminal
proceedings (OJ L 328, 15.12.2009, p. 42).
Recital 13
29 (13) In order to guarantee full respect of 3 n-erderto-guarantee-full respeetof (13) In order to guarantee full respect of
fundamental rights, this Regulation fundamental rights;-this Regulation fundamental rights, this Regulation
explicitly refers to the necessary standards | expheithyrefersto-the necessarystandards | explicitly refers to the necessary standards
regarding the obtaining of any personal regarding the-obtainingof any personal regarding the obtaining of any personal
data, the processing of such data, the data-the processing-of such-data,the data, the processing of such data, the
judicial review of the use of the jodicial review-of the-use-of the judicial review of the use of the
investigative measure provided by this investigative-measure-provided-by-this investigative measure provided by this
10881/22 MiC/vj 18
ANNEX I JAL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

instrument and the available remedies. instrument-and-the-available remedies: instrument and the available remedies.
Recital 13a
30 (13a) According to the European Court of Rapporteur proposal 22/06/2022:
Justice case-law, a general and
indiscriminate data retention by EU The application of this Regulation should
national security authorities seriously not have the effect of resulting in any
interferes with the privacy rules general and indiscriminate retention of
enshrined, in particular, in the EU data, nor should it affect any rights of or
Charter of Fundamental Rights. obligations incumbent on service providers
Therefore, the application of this concerning the security of data, including
Regulation should not have the effect of the right to encryption.
resulting in any general and
indiscriminate retention of data, nor
should it affect any rights of or obligations
incumbent on service providers
concerning the security of data, including
the right to encryption.
Recital 14
31 (14) This Regulation should be applied (14) The procedural rights in criminal (14) This Regulation should be applied Rapporteur proposal 22/06/2022:
without prejudice to the procedural rights proceedings set out in Directives without prejudice to the procedural rights
in criminal proceedings set out in 2010/64/EU7, 2012/13/EU®, 2013/48/EU°, | in criminal proceedings set out in (14) The procedural rights in criminal
Directives 2010/64/EU°, 2012/13/EU®, 2016/343'°,2016/800'" and 2016/1919'% of | Directives 2010/64/EU?, 2012/13/EU°, proceedings set out in Directives
2013/48/EU7, 2016/343%, 2016/800° and the European Parliament and of the Council | 2013/48/EU’, 2016/3438,2016/800° and 2010/64/EU’, 2012/13/EU?, 2013/48/EU°,
2016/1919'° of the European Parliament should apply, within the scope of those 2016/1919'° of the European Parliament 2016/343'9,2016/800'" and 2016/1919'* of
and of the Council. Directives, to criminal proceedings and of the Council. the European Parliament and of the Council
covered by this Regulation as regards the should apply, within the scope of those
Member States bound by those Directives. Directives, to criminal proceedings covered
The procedural safeguards under the by this Regulation as regards the Member
3 Directive 2010/64/EU of the European Charter apply to all proceedings covered 3 Directive 2010/64/EU of the European States bound by those Directives. The
Parliament and of the Council of 20 by this Regulation. Parliament and of the Council of 20 procedural safeguards under the Charter
October 2010 on the right to interpretation October 2010 on the right to interpretation | apply to all proceedings covered by this
and translation in criminal proceedings (OJ and translation in criminal proceedings (OJ | Regulation.
10881/22 MiC/vj 19
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L 280, 26.10.2010, p. 1).

¢ Directive 2012/13/EU of the European
Parliament and of the Council of 22 May
2012 on the right to information in
criminal proceedings (OJ L 142, 1.6.2012,

p- 1).

" Directive 2013/48/EU of the European
Parliament and of the Council of 22
October 2013 on the right of access to a
lawyer in criminal proceedings and in
European arrest warrant proceedings, and
on the right to have a third party informed
upon deprivation of liberty and to
communicate with third persons and with
consular authorities while deprived of
liberty (OJ L 294, 6.11.2013, p. 1).

8 Directive (EU) 2016/343 of the European
Parliament and of the Council of 9 March
2016 on the strengthening of certain
aspects of the presumption of innocence
and of the right to be present at the trial in
criminal proceedings (OJ L 65, 11.3.2016,

p- D).

? Directive (EU) 2016/800 of the European
Parliament and of the Council of 11 May
2016 on procedural safeguards for children
who are suspects or accused persons in
criminal proceedings (OJ L 132,
21.5.2016, p. 1).

10 Directive (EU) 2016/1919 of the
European Parliament and of the Council of

EP mandate

" Directive 2010/64/EU of the European
Parliament and of the Council of 20
October 2010 on the right to interpretation
and translation in criminal proceedings (OJ
L 280, 26.10.2010, p. 1).

8 Directive 2012/13/EU of the European
Parliament and of the Council of 22 May
2012 on the right to information in criminal
proceedings (OJ L 142, 1.6.2012, p. 1).

? Directive 2013/48/EU of the European
Parliament and of the Council of 22
October 2013 on the right of access to a
lawyer in criminal proceedings and in
European arrest warrant proceedings, and
on the right to have a third party informed
upon deprivation of liberty and to
communicate with third persons and with
consular authorities while deprived of
liberty (OJ L 294, 6.11.2013, p. 1).

10 Directive (EU) 2016/343 of the European
Parliament and of the Council of 9 March
2016 on the strengthening of certain
aspects of the presumption of innocence
and of the right to be present at the trial in
criminal proceedings (OJ L 65, 11.3.2016,

p. 1).

' Directive (EU) 2016/800 of the European
Parliament and of the Council of 11 May
2016 on procedural safeguards for children
who are suspects or accused persons in
criminal proceedings (OJ L 132, 21.5.2016,

Council Mandate

L 280, 26.10.2010, p. 1).

¢ Directive 2012/13/EU of the European
Parliament and of the Council of 22 May
2012 on the right to information in criminal
proceedings (OJ L 142, 1.6.2012, p. 1).

7 Directive 2013/48/EU of the European
Parliament and of the Council of 22
October 2013 on the right of access to a
lawyer in criminal proceedings and in
European arrest warrant proceedings, and
on the right to have a third party informed
upon deprivation of liberty and to
communicate with third persons and with
consular authorities while deprived of
liberty (OJ L 294, 6.11.2013, p. 1).

8 Directive (EU) 2016/343 of the European
Parliament and of the Council of 9 March
2016 on the strengthening of certain
aspects of the presumption of innocence
and of the right to be present at the trial in
criminal proceedings (OJ L 65, 11.3.2016,

p- D).

° Directive (EU) 2016/800 of the European
Parliament and of the Council of 11 May
2016 on procedural safeguards for children
who are suspects or accused persons in
criminal proceedings (OJ L 132, 21.5.2016,

p- D.

10 Directive (EU) 2016/1919 of the
European Parliament and of the Council of
26 October 2016 on legal aid for suspects

Draft agreement
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26 October 2016 on legal aid for suspects
and accused persons in criminal
proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297,4.11.2016, p. 1).

p.- 1).

12 Directive (EU) 2016/1919 of the
European Parliament and of the Council of
26 October 2016 on legal aid for suspects
and accused persons in criminal
proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297,4.11.2016, p. 1).

and accused persons in criminal
proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297,4.11.2016, p. 1).

p. ).

12 Directive (EU) 2016/1919 of the
European Parliament and of the Council of
26 October 2016 on legal aid for suspects
and accused persons in criminal
proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297,4.11.2016, p. 1).

Recital 14a

32

(14a) Where the issuing Member State has
reason to believe that parallel criminal
proceedings may be ongoing in another
Member State, it should consult the
authorities of the latter Member State in
accordance with Council Framework
Decision 2009/948/JHA",

I3 Council Framework Decision
2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of
exercise of jurisdiction in criminal
proceedings (OJ L 328, 15.12.2009, p. 42).

Recital 15

33

(15) This instrument lays down the rules
under which a competent judicial authority
in the European Union may order a service
provider offering services in the Union to
produce or preserve electronic evidence
through a European Production or

(15) This instrument lays down the rules
under which, in a criminal proceeding, a
competent judicial authority in the
European Union may order a service
provider offering services in the Union to
produce or preserve electronic information

(15) This instrument lays down the rules
under which a competent judicial authority
in the European Union may order a service
provider offering services in the Union to
produce or preserve electronic evidence
through a European Production or
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Preservation Order. This Regulation is
applicable in all cases where the service
provider is established or represented in
another Member State. For domestic
situations where the instruments set out by
this Regulation cannot be used, the
Regulation should not limit the powers of
the national competent authorities already
set out by national law to compel service
providers established or represented on
their territory.

that may serve as evidence through a
European Production or Preservation
Order. This Regulation is applicable in all
cross-border cases where the service
provider has its main establishment in
another Member State, or, if where it is
not established in the Union, is legally
represented in another Member State.
Authorities of the Member States should
not issue domestic orders with
extraterritorial effects for the production
or preservation of electronic information
that could be requested on the basis of this
Regulation.

Preservation Order. This Regulation is
applicable in all cases where the service
provider is established or represented in
another Member State. For domestic
situations where the instruments set out by
this Regulation cannot be used, the
Regulation should not limit the powers of
the national competent authorities already
set out by national law to compel service
providers established or represented on
their territory.

Recital 16

34

(16) The service providers most relevant
for criminal proceedings are providers of
electronic communications services and
specific providers of information society
services that facilitate interaction between
users. Thus, both groups should be covered
by this Regulation. Providers of electronic
communications services are defined in the
proposal for a Directive establishing the
European Electronic Communications
Code. They include inter-personal
communications such as voice-over-IP,
instant messaging and e-mail services. The
categories of information society services
included here are those for which the
storage of data is a defining component of
the service provided to the user, and refer

(16) The service providers most relevant
for gathering electronic information in
criminal proceedings are providers of
electronic communications services and
specific providers of information society
services that facilitate interaction between
users. Thus, both groups should be covered
by this Regulation. Providers of electronic
communication services are defined in
Directive (EU) 2018/1972 of the European
Parliament and of the Council’®. They
include inter-personal communications
such as voice-over-IP, instant messaging
and e-mail services. The categories of
information society services included in
this Regulation are those for which the
storage of data is a defining component of

(16) The service providers most relevant
for criminal proceedings are providers of
electronic communications services and
specific providers of information society
services that facilitate interaction between
users. Thus, both groups should be covered
by this Regulation. Providers of electronic
communications services are defined in the
proposal for a Directive establishing the
European Electronic Communications
Code. They include inter-personal
communications such as voice-over-IP,
instant messaging and e-mail services. This
Regulation should also be applicable to
other The-eategories-of information society
services providers within the meaning of
Directive (EU) 2015/1535ineluded-here-are

in particular to social ngtworks to the' the service provided to the user, and refer %hes%fer—whieh—tl%stefag%ef—data—rs—a '

extent they do not qualify as electronic in particular to social networks to the extent | definingcomponentoftheserviceprovided
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communications services, online
marketplaces facilitating transactions
between their users (such as consumers or
businesses) and other hosting services,
including where the service is provided via
cloud computing. Information society
services for which the storage of data is not
a defining component of the service
provided to the user, and for which it is
only of an ancillary nature, such as legal,
architectural, engineering and accounting
services provided online at a distance,
should be excluded from the scope of this
Regulation, even where they may fall
within the definition of information society
services as per Directive (EU) 2015/1535.

EP mandate

they do not qualify as electronic
communications services, online
marketplaces facilitating transactions
between their users (such as consumers or
businesses) and other hosting services,
including where the service is provided via
cloud computing.

4 Directive (EU) 2018/1972 of the
European Parliament and of the Council
of 11 December 2018 establishing the
European Electronic Communications
Code (OJ L 321, 17.12.2018, p. 36).

Council Mandate

totie e ana veferinpartiewlar to-soeial

c 3 that do not
qualify as electronic communications
services-providers, but offer their users
the ability to communicate with each
other or offer their users services that
can be used to process or store data on
their behalf. This should be in line with
the terms used in the Budapest
Convention on cybercrime. Processing of
data should be understood in a technical
sense, meaning the creation or
manipulation of data, i.e. technical
operations to produce or alter data by
means of computer processing power.
The categories of service providers
included here are, for example online
marketplaces faeilitating-transactions
between-theirusers-{suchas providing
consumers er-and businesses the ability to
communicate with each other and other
hosting services, including where the
service is provided via cloud computing, as
well as online gaming platforms and
online gambling platforms. Where an
information society service provider does
not provide its users the ability to
communicate with each other, but only
with the service provider, or does not
provide the ability to process or to store
data, or where the ability to
store/process data is not an essential part
of the service provided to users, such as
legal, architectural, engineering and
accounting services provided online at a
distance, it would not fall within the
scope of the definition, even if within the

Draft agreement
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definition of information society services
pursuant to Directive (EU) 2015/1535.

hformaton e tyorvieestorwhich-the
& . . & ’ f
L f N\ ’
’ ™ -~ N
g2 - N\ € ted ].g
distapee—should-be-ex- b sed-Hrom-the
. .y
f NG . )
. ;3 . . .
Recital 17
35 (17) In many cases, data is no longer stored | (H-tn-many-cases;-dataisnolongerstored | (17) In many cases, data is no longer stored
or processed on a user's device but made or-processed-ona-user's-device-but-made or processed on a user's device but made
available on cloud-based infrastructure for | available-on-eloud-based-infrastrueturefor | available on cloud-based infrastructure for
access from anywhere. To run those aceess-fromanywhere—To-run-these access from anywhere. To run those
services, service providers do not need to serviees;-service-providers-do-notneed-to services, service providers do not need to
be established or to have servers in a be-established-or-to-haveserversina be established or to have servers in a
specific jurisdiction. Thus, the application | speeifiejurisdiction—Thus-the-application specific jurisdiction. Thus, the application
of this Regulation should not depend on of this Regulation-should-net depend-oen-the | of this Regulation should not depend on the
the actual location of the provider's actual-location-of the providers actual location of the provider's
establishment or of the data processing or establishment-or-of the-data-processing-or establishment or of the data processing or
storage facility. storage-faetlity: storage facility.
Recital 18
36 (18) Providers of internet infrastructure (18) Providers of internet infrastructure (18) Providers of internet infrastructure

services related to the assignment of names
and numbers, such as domain name
registrars and registries and privacy and
proxy service providers, or regional
internet registries for internet protocol

services related to the assignment of names
and numbers, such as domain name
registrars and registries and proxy service
providers, or regional internet registries for
internet protocol (‘IP’) addresses, are of

services related to the assignment of names
and numbers, such as domain name
registrars and registries and privacy and
proxy service providers, or regional internet
registries for internet protocol (‘IP”)
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(‘IP*) addresses, are of particular relevance
when it comes to the identification of
actors behind malicious or compromised
web sites. They hold data that is of
particular relevance for criminal
proceedings as it can allow for the
identification of an individual or entity
behind a web site used in criminal activity,
or the victim of criminal activity in the
case of a compromised web site that has
been hijacked by criminals.

particular relevance when it comes to the
identification of actors behind malicious or
compromised web sites. They hold data
that could allow for the identification of an
individual or entity behind a web site used
in a criminal activity, or the victim of a
criminal activity

addresses, are of particular relevance when
it comes to the identification of actors
behind malicious or compromised web
sites. They hold data that is of particular
relevance for criminal proceedings as it can
allow for the identification of an individual
or entity behind a web site used in criminal
activity, or the victim of criminal activity in
the case of a compromised web site that has
been hijacked by criminals.

Recital 18

37

(18a) Orders under this Regulation should
be addressed to the main establishment of
the service providers or to legal
representatives designated for that
purpose as regards service providers not
established in one of the Member States
bound by this Regulation. As regards a
service provider with establishments in
more than one Member State, the main
establishment should be the place of its
central administration in the Union,
unless the decisions on the purposes and
means of the processing of data are taken
in another establishment of the service
provider in the Union and the latter
establishment has the power to have such
decisions implemented, in which case the
establishment having taken such decisions
should be considered to be the main
establishment.

Recital 19
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38 (19) This Regulation regulates gathering of | (19) This Regulation regulates gathering of | (19) This Regulation regulates gathering of | Rapporteur proposal 04/03/2021:
stored data only, that is, the data held by a | data stored by a service provider at the stored data only, that is, the data held by a
service provider at the time of receipt of a | time of the issuing of a European service provider at the time of receipt of a (19) This Regulation regulates gathering of
European Production or Preservation Order | Production or Preservation Order only. It European Production or Preservation Order | data stored by a service provider at the time
Certificate. It does not stipulate a general does not stipulate a general data retention Certificate. It does not stipulate a general of the issuing of a European Production or
data retention obligation, nor does it obligation, nor does it authorise data retention obligation, nor does it Preservation Order only. It does not
authorise interception of data or obtaining | interception of data or obtaining data stored | authorise interception of data or obtaining stipulate a general data retention obligation,
to data stored at a future point in time from | at a future point from the issuing of a to data stored at a future point in time from | nor does it authorise interception of data or
the receipt of a production or preservation | European production or preservation order. | the receipt of a production or preservation obtaining data stored at a future point from
order certificate. Data should be provided order certificate. Data should be provided the issuing of a European production or
regardless of whether it is encrypted or not. regardless of whether it is encrypted or not. | preservation order.
EU legislation on privacy and electronic
communications does not authorise the
Member States to adopt legislative
measures requiring providers of electronic
communications services to collect or to
retain electronic data in a general and
indiscriminate way and to restrict the
scope of rights and obligations, unless
such measures comply with the general
principles of EU law, including the
principle of necessity and proportionality,
and the fundamental rights guaranteed by
the Charter.
Recital 20
39 (20) The categories of data this Regulation | (20) The categories of data which this (20) The categories of data this Regulation
covers include subscriber data, access data, | Regulation covers include subscriber data, covers include subscriber data, access data,
transactional data (these three categories traffic data and content data. Such transactional data (these three categories
being referred to as ‘non-content data’) and | categorisations are in line with the laws being referred to as ‘non-content data’) and
content data. This distinction, apart from of many Member States, Union law such content data. This distinction, apart from
the access data, exists in the legal laws of as Directive 2002/58/EC and the case law | the access data, exists in thedegal laws of
many Member States and also in the of the Court of Justice, as well as many Member States and also in the
current US legal framework that allows international law, notably the Convention | current US legal framework that allows
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service providers to share non-content data
with foreign law enforcement authorities
on a voluntary basis.

on Cybercrime of the Council of Europe
(CETS No.185) (‘Budapest convention’) .

service providers to share non-content data
with foreign law enforcement authorities on
a voluntary basis.

Recital 21

40

(21) It is appropriate to single out access
data as a specific data category used in this
Regulation. Access data is pursued for the
same objective as subscriber data, in other
words to identify the underlying user, and
the level of interference with fundamental
rights is similar to that of subscriber data.
Access data is typically recorded as part of
a record of events (in other words a server
log) to indicate the commencement and
termination of a user access session to a
service. It is often an individual IP address
(static or dynamic) or other identifier that
singles out the network interface used
during the access session. If the user is
unknown, it often needs to be obtained
before subscriber data related to that
identifier can be ordered from the service
provider.

(21) It is appropriate to single out
subscriber data as a specific data category
used in this Regulation. Subscriber data is
pursued to identify the underlying user, and
the level of interference with fundamental
rights is lower than is the case with other,
more sensitive data categories.

(21) It is appropriate to single out access
data as a specific data category used in this
Regulation. Access data is pursued for the
same objective as subscriber data, in other
words to identify the underlying user, and
the level of interference with fundamental
rights is similar to that of subscriber data.
Access data is typically recorded as part of
a record of events (in other words a server
log) to indicate the commencement and
termination of a user access session to a
service. It is often an individual IP address
(static or dynamic) or other identifier that
singles out the network interface used
during the access session. If the user is
unknown, it often needs to be obtained
before subscriber data related to that
identifier can be ordered from the service
provider.

Rapporteur counter-proposal 18/03/2021:

(21) It is appropriate to single out
subscriber data as a specific data category
used in this Regulation. Subscriber data is
pursued to identify the underlying user, and
the level of interference with fundamental
rights is lower than is the case with other,
more sensitive data categories.

Recital 22

41

(22) Transactional data, on the other hand,
is generally pursued to obtain information
about the contacts and whereabouts of the
user and may be served to establish a
profile of an individual concerned. That
said, access data cannot by itself serve to
establish a similar purpose, for example it
does not reveal any information on

(22) Traffic data, on the other hand, is
generally pursued to obtain more privacy-
intrusive information, such as the contacts
and whereabouts of the user and may be
served to establish a comprehensive profile
of an individual concerned. Therefore, as
regards its sensitivity, traffic data is
comparable to content data.

(22) Transactional data, on the other hand,
is generally pursued to obtain information
about the contacts and whereabouts of the
user and may be served to establish a
profile of an individual concerned. That
said, access data cannot by itself serve to
establish a similar purpose, for example it
does not reveal any information on
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interlocutors related to the user. Hence this
proposal introduces a new category of data,
which is to be treated like subscriber data if
the aim of obtaining this data is similar.

interlocutors related to the user. Hence this
proposal introduces a new category of data,
which is to be treated like subscriber data if
the aim of obtaining this data is similar.

Recital 22

4

(22a) IP addresses can constitute a crucial
starting point for criminal investigations
in which the identity of a suspect is not
known. According to the EU acquis as
interpreted by the European Court of
Justice, IP addresses are to be considered
personal data and have to benefit from the
full protection under the EU data
protection acquis. In addition, under
certain circumstances, they can be
considered traffic data. However, for the
purpose of a specific criminal
investigation, law enforcement authorities
might request an IP address for the sole
purpose of identifying the user and, in a
subsequent step, the name or address of
the subscriber or the registered user. In
such cases, it is appropriate to apply the
same regime as for subscriber data, as
defined under this Regulation.
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numbers and related information are
considered traffic data in some Member
States. However, for the purpose of a
specific criminal investigation, law
enforcement authorities might have to
request an IP address as well as access
numbers and related information for the
sole purpose of identifying the user before
subscriber data related to that identifier
can be ordered from the service provider.
In such cases, it is appropriate to apply the
similar regime as for subscriber data, as
defined under this Regulation.

Recital 22

[ep

43 (22b) Metadata can be processed and
analysed more easily than content data, as
it is already brought into a structured and
standardised format, but, where derived
from electronic communications services
or protocols, it may also reveal very
sensitive and personal information. It is
therefore essential that, where metadata of
other electronic communications services
or protocols are stored, transmitted,
distributed or exchanged by using the
respective services/by the service
providers, they are to be considered
content data.

Recital 23

44 (23) All data categories contain personal (23) All data categories contain personal (23) All data categories contain personal
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data, and are thus covered by the
safeguards under the Union data protection
acquis, but the intensity of the impact on
fundamental rights varies, in particular
between subscriber data and access data on
the one hand and transactional data and
content data on the other hand. While
subscriber data and access data are useful
to obtain first leads in an investigation
about the identity of a suspect,
transactional and content data are the most
relevant as probative material. It is
therefore essential that all these data
categories are covered by the instrument.
Because of the different degree of
interference with fundamental rights,
different conditions are imposed for
obtaining subscriber and access data on the
one hand, and transactional and content
data on the other.

EP mandate

data, and are thus covered by the
safeguards under the Union data protection
acquis. However, the intensity of the
impact on fundamental rights varies
between the categories, in particular
between subscriber data on the one hand
and traffic data and content data on the
other. While subscriber data and IP
addresses could be useful to obtain first
leads in an investigation about the identity
of a suspect, traffic and content data are
often more relevant as probative material,
which could finally lead to a conviction of
the suspect. 1t is therefore essential that all
these data categories are covered by the
instrument. Because of the different degree
of interference with fundamental rights,
different safeguards and conditions are
imposed for obtaining such data.

Council Mandate

data, and are thus covered by the
safeguards under the Union data protection
acquis, but the intensity of the impact on
fundamental rights varies, in particular
between subscriber data and access data on
the one hand and transactional data and
content data on the other hand. While
subscriber data and access data are useful
to obtain first leads in an investigation
about the identity of a suspect, transactional
and content data are the most relevant as
probative material. It is therefore essential
that all these data categories are covered by
the instrument. Because of the different
degree of interference with fundamental
rights, different conditions are imposed for
obtaining subscriber and access data on the
one hand, and transactional and content
data on the other.

Draft agreement

Recital 24
45 (24) The European Production Order and (24) The European Production Order and (24) The European Production Order and
the European Preservation Order are the European Preservation Order are the European Preservation Order are
investigative measures that should be investigative measures that should be investigative measures that should be
issued only in the framework of specific issued only in the framework of specific issued only in the framework of specific
criminal proceedings against the specific criminal proceedings concerning a criminal proceedings against the specific
known or still unknown perpetrators of a concrete criminal offence that has already known or still unknown perpetrators of a
concrete criminal offence that has already | taken place, after an individual evaluation concrete criminal offence that has already
taken place, after an individual evaluation | of the proportionality and necessity in taken place, after an individual evaluation
of the proportionality and necessity in every single case, taking into account the of the proportionality and necessity in
every single case. rights of the suspected or accused person. | every single case.
Recital 24a
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46

(24a) As proceedings for mutual legal
assistance may be considered as criminal
proceedings in accordance with
applicable national law in the Member
States, it should be clarified that a
European Production Order or a
European Preservation Order should not
be issued to provide mutual legal
assistance to another Member State or
third country. In such cases, the mutual
legal assistance request should be
addressed to the Member State or third
country which can provide mutual legal
assistance under its domestic law.
However, if electronic evidence had
already been obtained under this
Regulation by the issuing authority for
its own criminal investigations or
proceedings and afterwards this
evidence is subject to transfer or
transmission, the conditions on the
speciality principle should apply.

Recital 24b

47

(24b) This Regulation should apply to
criminal proceedings initiated by the
issuing authority in order to localise a
convict that absconded from justice to
execute custodial sentences or detention
orders. However, in case the sentence or
detention order was rendered in absentia
it should not be possible to issue a
European Production Order or a
European Preservation Order as
national law of the Member States on
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judgments in absentia vary considerably
throughout the European Union.

Recital 25

48 (25) This Regulation is without prejudice 25) This Regulationis-witheut prejudieeto | (25) This Regulation is without prejudice to
to the investigative powers of authorities in | the-investigative-powers-ofauthoritiesin the investigative powers of authorities in
civil or administrative proceedings, eivil-oradministrative-proceedings; civil or administrative proceedings,
including where such proceedings can lead | ineluding-wheresuchproceedingseantead | including where such proceedings can lead
to sanctions. to-sanetions: to sanctions.

Recital 26

49 (26) This Regulation should apply to (26) This Regulation should apply to (26) This Regulation should apply to

service providers offering services in the
Union, and the Orders provided for by this
Regulation may be issued only for data
pertaining to services offered in the Union.
Services offered exclusively outside the
Union are not in the scope of this
Regulation, even if the service provider is
established in the Union.

service providers offering services in the
Union, and the Orders provided for by this
Regulation may be issued only for data
pertaining to services offered in the Union.
Services offered exclusively outside the
Union are not in the scope of this
Regulation.

service providers offering services in the
Union, and the Orders provided for by this
Regulation may be issued only for data
pertaining to services offered in the Union.
Services offered exclusively outside the
Union are not in the scope of this
Regulation, even if the service provider is
established in the Union.

Recital 27

50

(27) The determination whether a service
provider offers services in the Union
requires an assessment whether the service
provider enables legal or natural persons in
one or more Member States to use its
services. However, the mere accessibility
of an online interface as for instance the
accessibility of the service provider’s or an
intermediary’s website or of an email
address and of other contact details in one
or more Member States taken in isolation

(27) Determining whether a service
provider offers services in the Union
requires an assessment whether it is
apparent that the service provider
envisages offering services to data
subjects, either legal or natural persons, in
one or more Member States in the Union.
However, the mere accessibility of an
online interface, as for instance the
accessibility of the website or an e-mail
address or other contact details of a service

(27) The determination whether a service
provider offers services in the Union
requires an assessment whether the service
provider enables legal or natural persons in
one or more Member States to use its
services. However, the mere accessibility
of an online interface as for instance the
accessibility of the service provider’s or an
intermediary’s website or of an email
address and of other contact details in one
or more Member States taken in isolation
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should not be a sufficient condition for the
application of this Regulation.

provider or an intermediary, or the use of
a language also used in a Member State,
should be considered insufficient to
ascertain such intention.

should not be a sufficient condition for the
application of this Regulation.

Recital 28

51

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection
to the Union should be considered to exist
where the service provider has an
establishment in the Union. In the absence
of such an establishment, the criterion of a
substantial connection should be assessed
on the basis of the existence of a
significant number of users in one or more
Member States, or the targeting of
activities towards one or more Member
States. The targeting of activities towards
one or more Member States can be
determined on the basis of all relevant
circumstances, including factors such as
the use of a language or a currency
generally used in that Member State, or the
possibility of ordering goods or services.
The targeting of activities towards a
Member State could also be derived from
the availability of an application (‘app’) in
the relevant national app store, from
providing local advertising or advertising
in the language used in that Member State,
or from the handling of customer relations
such as by providing customer service in
the language generally used in that

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection
to the Union should be considered to exist
where the service provider has an
establishment in the Union. In the absence
of such an establishment, the criterion of a
substantial connection should be assessed
on the basis of the existence of a significant
number of users in one or more Member
States, or the targeting of activities towards
one or more Member States. The targeting
of activities towards one or more Member
States should be determined on the basis of
all relevant circumstances, including
factors such as the use of a language or a
currency generally used in that Member
State, or the possibility of ordering goods

or services. Thetargeting-of activities

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection
to the Union should be considered to exist
where the service provider has an
establishment in the Union. In the absence
of such an establishment, the criterion of a
substantial connection should be assesseé
on-the-basised of the-existence-on specific
factual criteria such as a significant
number of users in one or more Member
States, or the targeting of activities towards
one or more Member States. The targeting
of activities towards one or more Member
States can be determined on the basis of all
relevant circumstances, including factors
such as the use of a language or a currency
generally used in that Member State, or the
possibility of ordering goods or services.
The targeting of activities towards a
Member State could also be derived from
the availability of an application (‘app’) in
the relevant national app store, from
providing local advertising or advertising in
the language used in that Member State, or
from the handling of customer relations
such as by providing customer service in
the language generally used in that Member
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Member State. A substantial connection is | eenneetion-is-also-to-be-assumed-where-a State. A substantial connection is also to be
also to be assumed where a service serviceproviderdireets-its-activities assumed where a service provider directs
provider directs its activities towards one towards-one-ormore Member Statesas-set | its activities towards one or more Member
or more Member States as set out in Article | evtinArtiele 1 Hfe)of Regulation States as set out in Article 17(1)(c) of
17(1)(c) of Regulation 1215/2012 on 12152012 enjurisdictionand-the Regulation 1215/2012 on jurisdiction and
jurisdiction and the recognition and recognitionand-enforcementof judgements | the recognition and enforcement of
enforcement of judgements in civil and in-civil-and-commercial-matters—Onthe judgements in civil and commercial
commercial matters''. On the other hand, other-hand; provision-of the service-in-view | matters'!. On the other hand, provision of
provision of the service in view of mere of mere-compliance-with-the-prohibitiente | the service in view of mere compliance
compliance with the prohibition to diseriminate-laid downinRegulation(EY) | with the prohibition to discriminate laid
discriminate laid down in Regulation (EU) | 2018/302 cannet-be;-on-that-ground-alene; | down in Regulation (EU) 2018/302!
2018/302'? cannot be, on that ground be-considered-as-directingor-targeting cannot be, on that ground alone, be
alone, be considered as directing or setivibestowards-a-shverterrHory-within considered as directing or targeting
targeting activities towards a given the- Union- activities towards a given territory within
territory within the Union. the Union.
= Regulation (EL)-12152012 of the
' Regulation (EU) 1215/2012 of the EuropeanParliamentand-of the Councilof | !' Regulation (EU) 1215/2012 of the
European Parliament and of the Council of | 12-December2042-onjurisdiction-and-the European Parliament and of the Council of
12 December 2012 on jurisdiction and the | recognitionand-enforcementofjudgments | 12 December 2012 on jurisdiction and the
recognition and enforcement of judgments | i-etvil-andcommeretal-matters (O35 | recognition and enforcement of judgments
in civil and commercial matters (OJ L 351, | 20422042, p-—H)- in civil and commercial matters (OJ L 351,
20.12.2012, p. 1). 20.12.2012, p. 1).
" Regulation(ELH)-2018/302-of the

12 Regulation (EU) 2018/302 of the EuropeanParliamentand-of the Council-of | !> Regulation (EU) 2018/302 of the
European Parliament and of the Council of | 28-FEebruary2018-on-addressingunjustified | European Parliament and of the Council of
28 February 2018 on addressing unjustified | gee-bleekingand-otherforms-of 28 February 2018 on addressing unjustified
geo-blocking and other forms of diserrration-based-oncustormers geo-blocking and other forms of
discrimination based on customers' nationality;-place-of residence-orplace-of discrimination based on customers'
nationality, place of residence or place of establishment-within-the-internab-market nationality, place of residence or place of
establishment within the internal market and-amending-Regulations-(EC)-No establishment within the internal market
and amending Regulations (EC) No 2006/2004-and-(EH)2017/2394-and and amending Regulations (EC) No
2006/2004 and (EU) 2017/2394 and Direetive 200922/EC(O3H-601,2.3-2048; | 2006/2004 and (EU) 2017/2394 and
Directive 2009/22/EC (OJ L 601, 2.3.2018, | p—b- Directive 2009/22/EC (OJ L 601, 2.3.2018,
p. 1). p. 1).
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Recital 28a

52

(28a) Situations, where there is an
imminent threat to life or physical
integrity of a person, should be treated as
emergency cases and allow for shorter
time limits on the service provider and the
executing authority. Where the disruption
or destruction of a critical infrastructure
would directly imply an imminent risk to
the life or physical integrity of a person,
such a situation should also be treated as
an emergency case, in accordance with
EU law.

Recital 29

53

(29) A European Production Order should
only be issued if it is necessary and
proportionate. The assessment should take
into account whether the Order is limited
to what is necessary to achieve the
legitimate aim of obtaining the relevant
and necessary data to serve as evidence in
the individual case only.

(29) A European Production Order should
only be issued if it is necessary and
proportionate, taking into account the
rights of the suspected or accused person
and the seriousness of the offence. The
assessment should take into account
whether it could have been ordered under
the same conditions in a similar domestic
case, whether there are sufficient reasons
to believe that a crime has been
committed, where it is grave enough to
justify the cross-border production of the
data and where the requested information
is relevant for the investigation. The Order
should be limited to what is strictly
necessary to achieve the legitimate aim of
obtaining the relevant and necessary data to
serve as evidence in the individual case
only and should be limited to data of

(29) A European Production Order should
only be issued if it is necessary and
proportionate. The assessment should take
into account whether the Order is limited to
what is necessary to achieve the legitimate
aim of obtaining the relevant and necessary
data to serve as evidence in the individual
case only, taking due account of the
impact of the measure on fundamental
rights of the person whose data are
sought.

Provisional agreement 6th trilogue
14/06/2022:

(29) A European Production order should
only be issued if it is necessary and
proportionate. It should take into account
the rights of the suspected or accused
person in a proceeding relating to a
criminal offence. It should only be issued
if it could have been ordered under the
same conditions in a similar domestic case
and if its execution seems proportionate,
adequate and applicable to the case in
hand. The assessment should take into
account whether the Order is limited to
what is strictly necessary to achieve the
legitimate aim of obtaining the relevant and
necessary data to serve as evidence in the

10881/22
ANNEX I

JAL2

MiC/vj
LIMITE

35
EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

specific persons with a direct link to the
specific proceedings. The direct link
between the person whose data are sought
and the purpose of the specific proceeding
must be demonstrable at all times.

individual case only.

Recital 30

54

(30) When a European Production or
Preservation Order is issued, there should
always be a judicial authority involved
either in the process of issuing or
validating the Order. In view of the more
sensitive character of transactional and
content data, the issuing or validation of
European Production Orders for production
of these categories requires review by a
judge. As subscriber and access data are
less sensitive, European Production Orders
for their disclosure can in addition be
issued or validated by competent
prosecutors.

(30) When a European Production or
Preservation Order is issued, there should
always be a judicial authority involved
either in the process of issuing or validating
the Order. In view of the more sensitive
character of traffic and content data, the
issuing or validation of European
Production Orders for production of these
categories requires review by a judge. As
subscriber data are less sensitive, European
Production Orders for their disclosure can
in addition be issued or validated by
competent public prosecutors, where such
a public prosecutor is capable of
exercising its responsibilities objectively.
Where so provided by national law, the
execution of the order might require the
procedural involvement of a court in the
executing State.

(30) When a European Production or
Preservation Order is issued, there should
always be a judicial authority involved
either in the process of issuing or validating
the Order. In view of the more sensitive
character of transactional and content data,
the issuing or validation of European
Production Orders for production of these
categories requires review by a judge. As
subscriber and access data are less
sensitive, European Production Orders for
their disclosure can in addition be issued or
validated by competent prosecutors.

Presidency proposal 24/06/2022 :

30) When a European Production or
Preservation Order is issued, there should
always be a judicial authority involved
either in the process of issuing or validating
the Order. In view of the more sensitive
character of traffic data except for data
requested for the sole purpose of
identifying the user as defined in this
Regulation and content data, the issuing or
validation of European Production Orders
for production of these categories requires
review by a judge. As subscriber data are
less sensitive, European Production Orders
for their disclosure can in addition be issued
or validated by competent public
prosecutors, execept—where,—in—accordance

the—Commission. In accordance with the
right to a fair trial, as protected by the
European Union Charter of fundamental
rights and the European Convention on
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Human rights, public prosecutors exercise
their responsibilities objectively, taking
their decision solely on the basis of the
factual elements in the [case filetorder],
and taking into account all incriminatory
and exculpatory evidence.
Wi dedb ionaltaw.—tl
. e 4 ; o e o]
Leral invol & e 4l
exvecntingStates
Recital 30a
55 (30a) The competent issuing authority Presidency proposal 20/06/2022 :

should be considered independent where it

is not exposed to the risk of being subject, [DELETE]

directly or indirectly, to external directions

or instructions, in particular from the

executive, such as a Minister for Justice,

in connection with the adoption of a

decision. That independence should be

considered to exist where, based on the

appropriate statutory rules and an

institutional framework, the competent

issuing authority is capable of exercising

his or her responsibilities objectively and

acts independently in the execution of his

or her responsibilities which are inherent

in the issuing of a European Production

or Preservation Order, taking into account

all incriminatory and exculpatory

evidence and without being exposed to the

risk that its decision-making power be

subject to external directions or

10881/22 MiC/vj 37
ANNEX I JAL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

instructions.

Recital 31

56

(31) For the same reason, a distinction has
to be made regarding the material scope of
this Regulation: Orders to produce
subscriber data and access data can be
issued for any criminal offence, whereas
access to transactional and content data
should be subject to stricter requirements
to reflect the more sensitive nature of such
data. A threshold allows for a more
proportionate approach, together with a
number of other ex ante and ex post
conditions and safeguards provided for in
the proposal to ensure respect for
proportionality and the rights of the
persons affected. At the same time, a
threshold should not limit the effectiveness
of the instrument and its use by
practitioners. Allowing the issuing of
Orders for investigations that carry at least
a three-year maximum sentence limits the
scope of the instrument to more serious
crimes, without excessively affecting the
possibilities of its use by practitioners. It
excludes from the scope a significant
number of crimes which are considered
less serious by Member States, as
expressed in a lower maximum penalty. It
also has the advantage of being easily
applicable in practice.

(31) For the same reason, a distinction has
to be made regarding the material scope of
this Regulation: Orders to produce
subscriber data and IP addresses for the
sole purpose of identifying the person can
be issued for any criminal offence, whereas
access to traffic and content data should be
subject to stricter requirements to reflect
the more sensitive nature of such data. A
threshold allows for a more proportionate
approach, together with a number of other
ex ante and ex post conditions and
safeguards provided for in this Regulation
to ensure respect for proportionality and the
rights of the persons affected. At the same
time, a threshold should not limit the
effectiveness of the instrument and its use
by practitioners. Allowing the issuing of
Orders for investigations that carry at least
a three-year maximum sentence limits the
scope of the instrument to more serious
crimes, without excessively affecting the
possibilities of its use by practitioners. It
excludes from the scope a significant
number of crimes which are considered less
serious by Member States, as expressed in
a lower maximum penalty. It also has the
advantage of being easily applicable in
practice.

(31) For the same reason, a distinction has
to be made regarding the material scope of
this Regulation: Orders to produce
subscriber data and access data can be
issued for any criminal offence, whereas
access to transactional and content data
should be subject to stricter requirements to
reflect the more sensitive nature of such
data. A threshold allows for a more
proportionate approach, together with a
number of other ex ante and ex post
conditions and safeguards provided for in
the proposal to ensure respect for
proportionality and the rights of the persons
affected. At the same time, a threshold
should not limit the effectiveness of the
instrument and its use by practitioners.
Allowing the issuing of Orders for
investigations that carry at least a three-
year maximum sentence limits the scope of
the instrument to more serious crimes,
without excessively affecting the
possibilities of its use by practitioners. It
excludes from the scope a significant
number of crimes which are considered less
serious by Member States, as expressed in
a lower maximum penalty. It also has the
advantage of being easily applicable in
practice.

Recital 32
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57 (32) There are specific offences where (32) There are specific offences where (32) There are specific offences where
evidence will typically be available information will typically be available evidence will typically be available
exclusively in electronic form, which is exclusively in electronic form, which is exclusively in electronic form, which is
particularly fleeting in nature. This is the particularly fleeting in nature. This is the particularly fleeting in nature. This is the
case for cyber-related crimes, even those case for cyber-related crimes, even those case for cyber-related crimes, even those
which might not be considered serious in which might not be considered serious in which might not be considered serious in
and of themselves but which may cause and of themselves but which may cause and of themselves but which may cause
extensive or considerable damage, in extensive or considerable damage, in extensive or considerable damage, in
particular including cases of low individual | particular including cases of low individual | particular including cases of low individual
impact but high volume and overall impact but high volume and overall impact but high volume and overall
damage. For most cases where the offence | damage. For most cases where the offence | damage. For most cases where the offence
has been committed by means of an has been committed by means of an has been committed by means of an
information system, applying the same information system, applying the same information system, applying the same
threshold as for other types of offences threshold as for other types of offences threshold as for other types of offences
would predominantly lead to impunity. would predominantly lead to impunity. would predominantly lead to impunity.
This justifies the application of the This justifies the application of the This justifies the application of the
Regulation also for those offences where Regulation also for those offences where Regulation also for those offences where
the penalty frame is less than 3 years of the penalty frame is less than 3 years of the penalty frame is less than 3 years of
imprisonment. Additional terrorism related | imprisonment. Additional terrorism related | imprisonment. Additional terrorism related
offences as described in the Directive offences as described in Directive offences as described in the Directive
2017/541/EU do not require the minimum | 2017/541/EU of the European Parliament | 2017/541/EU do not require the minimum
maximum threshold of 3 years. and of the Council'” as well as offences maximum threshold of 3 years.

concerning the sexual abuse and sexual

exploitation of children as described in

Directive 2011/93/EU of the European

Parliament and of the Council’® do not

require the minimum maximum threshold

of 3 years.

'7 Directive (EU) 2017/541 of the

European Parliament and of the Council

of 15 March 2017 on combating terrorism

and replacing Council Framework

Decision 2002/475/JHA and amending
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Council Decision 2005/671/JHA (OJ L 88,
31.3.2017, p. 6).
I8 Directive 2011/93/EU of the European
Parliament and of the Council of 13
December 2011 on combating the sexual
abuse and sexual exploitation of children
and child pornography, and replacing
Council Framework Decision
2004/68/JHA (OJ L 335, 17.12.2011, p.1).
Recital 33
58 (33) Additionally, it is necessary to provide | (33)-Additionally-itisnecessary-to-provide | (33) Additionally, it is necessary to provide
that the European Production Order may that-the EuropeanProduction-Ordermay that the European Production Order may
only be issued if a similar Order would be | enly-be-issued-ifasimilar Order-would-be only be issued if a similar Order would be
available for the same criminal offence in a | availableforthesame-eriminaloffeneeina | available for the same criminal offence in a
comparable domestic situation in the comparable-domestic-situation-in-the comparable domestic situation in the
issuing State. issting-State: issuing State.
Recital 33
59 (33a) In cases where an Order is issued
to obtain different data categories the
issuing authority has to ensure that the
conditions and procedures, such as
notification of the enforcing State, are
met for all of the respective data
categories.
Recital 34
60 (34) In cases where the data sought is B In-eases-where-the-datasoughtis (34) In cases where the data sought is
stored or processed as part of an stored-orprocessed-as-part-ofan stored or processed as part of an
infrastructure provided by a service infrastrocture-provided by-a-service infrastructure provided by a service
provider to a company or another entity provider-to-a-companyor-another-entity provider to a company or another entity
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other than natural persons, typically in case | etherthannatural persons,typicallyinease | other than natural persons, typically in case
of hosting services, the European ofhostingservices—the European of hosting services, the European
Production Order should only be used Production-Ordershould-onby-be-used Production Order should only be used
when other investigative measures when-otherinvestigative-measures when other investigative measures
addressed to the company or the entity are | addressed-to-the-company-ortheentityare | addressed to the company or the entity are
not appropriate, especially if this would netappropriate;-espectallyif this-would not appropriate, especially if this would
create a risk to jeopardise the investigation. | ereate-arisktojeopardise-the-investigation- | create a risk to jeopardise the investigation.
This is of relevance in particular when it This-is-ofrelevance-inpartictlar whent This is of relevance in particular when it
comes to larger entities, such as comes-to-largerentities—sueh-as comes to larger entities, such as
corporations or government entities, that corporations-or government-entities;-that corporations or government entities, that
avail themselves of the services of service | avail-themselves-oftheservices-ofserviee avail themselves of the services of service
providers to provide their corporate IT providerstoprovidethetrcorporate 1F providers to provide their corporate IT
infrastructure or services or both. The first | infrastrueture-orservices-orboth-—Thefirst | infrastructure or services or both. The first
addressee of a European Production Order, | addressee-ofalFuropeanProduction-Order; | addressee of a European Production Order,
in such situations, should be the company insuch-situations; should-be-the-company in such situations, should be the company
or other entity. This company or other or-otherentity—This-company-or-other or other entity. This company or other
entity may not be a service provider entity-may-notbe-a-service-provider entity may not be a service provider
covered by the scope of this Regulation. covered-by-the-scope-of this Regulation- covered by the scope of this Regulation.
However, for cases where addressing that Heweverforeases-where-addressingthat However, for cases where addressing that
entity is not opportune, for example entity-is-net-eppertuneforexample entity is not opportune, for example
because it is suspected of involvement in beeause-itissuspected-ofinvolvementin because it is suspected of involvement in
the case concerned or there are indications | the-ease-concerned-orthere-are-indieations | the case concerned or there are indications
for collusion with the target of the forcolusion-with-the-target-of the for collusion with the target of the
investigation, competent authorities should | investigation;-competent-authoritiesshould | investigation, competent authorities should
be able to address the service provider be-able-to-address-the service-provider be able to address the service provider
providing the infrastructure in question to providinethefrastruetire Hguestionto providing the infrastructure in question to
provide the requested data. This provision | previde-therequested-data—Thisprovision provide the requested data. This provision
does not affect the right to order the service | dees-notaffecttherightto-ordertheserviee | does not affect the right to order the service
provider to preserve the data. provider-to-preserve-the-data- provider to preserve the data.
Recital 34a
61 (34a) In case data are stored or
processed as part of an infrastructure
provided by a service provider to a
public authority only authorities of the
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same Member State should be able to

issue a European Production or

Preservation Order because such data

can be considered particularly sensitive.

Public authority should be understood as

any authority that, by its applicable

national law has a mandate to govern,

administrate a part or aspect of public

life, such as branches of the judiciary,

the legislative or executive power of a

state, province, municipality.

Recital 35
62 (35) Immunities and privileges, which may | (35) Immunities and privileges, which may | (35) Immunities and privileges, which may | Presidency proposal 25/06/2022 :
refer to categories of persons (such as refer to categories of persons (such as refer to categories of persons (such as
diplomats) or specifically protected diplomats) or specifically protected diplomats) or specifically protected (35) Immunities and privileges, which may
relationships (such as lawyer-client relationships (such as lawyer-client relationships (such as lawyer-client refer to categories of persons (such as
privilege), are referred to in other mutual privilege, source confidentiality) or rules privilege or the right of journalists not to | diplomats) or specifically protected
recognition instruments such as the relating to freedom of the press and disclose their sources of information), are | relationships (such as lawyer-client
European Investigation Order. Their range | freedom of expression in other media, are | referred to in other mutual recognition privilege or the right of journalists not to
and impact differ according to the referred to in other mutual recognition instruments such as the European disclose their sources of information), are
applicable national law that should be instruments such as the European Investigation Order. Their range and impact | referred to in other mutual recognition
taken into account at the time of issuing the | Investigation Order. There is no common differ according to the applicable national instruments such as the European
Order, as the issuing authority may only definition of what constitutes an immunity | law that should be taken into account at the | Investigation Order. Their range and impact
issue the Order if a similar order would be | or privilege in Union law. The precise time of issuing the Order, as the issuing differ according to the applicable national
available in a comparable domestic definition of those terms is, therefore, left | authority may only issue the Order if a law that should be taken into account at the
situation. In addition to this basic principle, | to national law. This may include similar order would be available in a time of issuing the Order, as the issuing
immunities and privileges which protect protections which apply to medical (such | comparable domestic situation. In-additien | authority may only issue the Order if it
access, transactional or content data in the | as doctors) and legal professions, clergy or | to-this-basieprineiple; Whether a second could have been ordered under the same
Member State of the service provider otherwise protected counsellors but also, legal framework needs to be taken into conditions in a similar domestic case.
should be taken into account as far as even though they are not necessarily account should depend on the strength of : :
possible in the issuing State in the same considered to be forms of privilege or the connection of the person whose data i shou.ld'be P 9ss1ble o th_e enforc_mg B
. . . . . . S where it is notified according to this

way as if they were provided for under the | immunity, rules relating to freedom of the | is sought to the issuing State. Where the : :

d S L S . . . Regulation, to refuse the execution of the
national law of the issuing State. This is press and freedom of expression in other person is residing on the territory of the . :
relevant in particular should the law of the | media (such as journalists). Thus, the issuing State, a strong link to the issuing Europ e oG o Qrder where onld

involve a breach of an immunity or
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Commission Proposal

Member State where the service provider
or its legal representative is addressed
provide for a higher protection than the law
of the issuing State. The provision also
ensures respect for cases where the
disclosure of the data may impact
fundamental interests of that Member State
such as national security and defence. As
an additional safeguard, these aspects
should be taken into account not only when
the Order is issued, but also later, when
assessing the relevance and admissibility
of the data concerned at the relevant stage
of the criminal proceedings, and if an
enforcement procedure takes place, by the
enforcing authority.

EP mandate

applicable national law should already be
taken into account at the time of issuing the
Order, as the issuing authority may only
issue the Order where it could have been
ordered under the same conditions in a in
a similar domestic case. In addition to this
basic principle, immunities and privileges
which protect data in the executing State
should be taken into account as far as
possible in the issuing State in the same
way as if they were provided for under the
national law of the issuing State. This is
relevant in particular should the law of the
executing State provide for a higher
protection than the law of the issuing State.
As an additional safeguard, these aspects
should be taken into account not only when
the Order is issued, but also later, during
the notification procedure or when
assessing the relevance and admissibility of
the data concerned at the relevant stage of
the criminal proceedings, and if an
enforcement procedure takes place, by the
executing authority.

Council Mandate

State exists. The applicable legal
framework to assess immunities and
privileges should therefore be that of the
issuing State alone. The same principle
applies for rules on determination and
limitation of criminal liability relating to
freedom of press and freedom of
expression in other media, and
fundamental interests of the enforcing
State. By the time a request for content
or transactional data is made, authorities
will regularly have an indication of
where the person resides on the basis of
previous investigatory steps. Moreover,
statistics show that in a large majority of
cases, the person resides in the issuing
State. Where that is not the case, for
example because the person whose data
is sought has taken steps to conceal his
or her location, the same principle
should be applied.

Draft agreement

privilege. There is no common definition of
what constitutes an immunity or privilege in
Union law, the precise definition of these
terms is therefore left to national law, which
may include protections which apply to, for
instance, medical and legal professions
including when specialized platforms in
these areas are used. This may also include
rules relating to freedom of the press and
freedom of expression in other media.

Recital 35a

63

(35a) Immunities and privileges as well as
rules on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in other
media, which protect aeeess, transactional
or content data in the enforcing Member

State efthe-serviee-provider should
therefore be taken into account as-far-as

possible-in-the-issuing State where the
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EP mandate

Council Mandate

issuing authority has reasonable grounds
to believe the person whose data is
sought is not residing on its territory. in
!]3.,”3”}.5.
This is relevant in particular should the law
of thate Member State where-the-serviee

provider-oritslegal-represetative s
addressed provide for a higher protection
than the law of the issuing State. The
provision also ensures respect for cases
where the disclosure of the data may
impact fundamental interests of that
Member State such as national security and
defence. As-an-additional safeguard, These
aspects should be taken into account not
only when the Order is issued, but also

later, when-assessing-therelevanece-and

) el inal lines.
and if an enforcement procedure takes
place, by the enforcing authority.

Draft agreement

Recital 35

[en

64

(35b) Where the issuing authority seeks
to obtain transactional data and has
reasonable grounds to believe that the
person whose data are sought is not
residing on its territory and that the data
requested is protected by immunities and
privileges granted under the law of the
enforcing State, or by rules of that
Member State on determination and
limitation of criminal liability relating to
freedom of press and freedom of
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Commission Proposal EP mandate

Council Mandate

expression in other media, or its
disclosure may impact fundamental
interests of that Member State such as
national security and defence, the issuing
authority should seek clarification,
including through appropriate
consultation.

Draft agreement

Recital 35c

65

(35¢) In cases where the European
Production Order concerns content data
and where the issuing authority has
reasonable grounds to believe the person
whose data are sought is not residing on
its territory, the enforcing State is
notified and can as soon as possible,
preferably within 10 days, inform the
issuing authority of issues that might
lead to a withdrawal or adaptation of the
Order, such as privileges or immunities
of the person whose data are sought or
rules on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in other
media. As opposed to non-content data,
content data is of particularly sensitive
nature because persons may reveal their
thoughts as well as sensitive details of
their private life. This justifies a
different treatment and an involvement
of the authorities of the enforcing State
early on in the procedure. In such cases,
the issuing Member State should provide
a copy of the Certificate to the enforcing
State at the same time as the Certificate
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is provided to the service provider. In
the interest of allowing for a swift check,
the issuing authority should choose one
of the languages accepted by the
enforcing State if a translation of the
Certificate is needed, even where the
service provider indicated that it would
also accept Certificates in another
language than one of the official
languages of the enforcing State. Where
the notified authority raises issues, it
should provide the issuing authority with
any relevant information regarding the
immunities or privileges as well as the
rules on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in other
media granted to the person under its
law or information, or if the Order
impacts fundamental interests of that
Member State such as national security
and defence.

Recital 35d

66 (35d) In cases where the person, at the Presidency proposal 30/06/2022 :
time of issuing the European Production
Order, has more than one residency, of (35d) Residency is a stable notion
which one is on the territory of the therefore a short visit, a holiday or a
issuing State, or in cases where the similar stay in the issuing State without any
residency of the person cannot be further substantial link is not enough to
determined with reasonable and establish a residence in that Member State.
proportionate efforts, the above In cases where, at the time of issuing the
procedures do not apply. However, a European Production Order, the residency
short visit, a holiday or a similar stay in | of the person cannot be determined with
the issuing State without any further reasonable and proportionate efforts, the
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Draft agreement

substantial link is not enough to establish
a residence in that Member State.

exception to the notification procedure
does not apply.

Recital 35e

67

(35e¢) In order to provide for a swift
procedure, the relevant point in time to
determine whether there is a need to
notify the authorities of the enforcing
State should be the time when the Order
is issued or validated. Any subsequent
change of residency should not have any
impact on the procedure. Where the
issuing authority did not have reasonable
grounds to believe the person whose data
are sought is not residing on its territory
at the time of issuing or validating the
Order, and it later emerges that this
person was in fact not residing on the
territory of the issuing Member State no
later check or notification should be
required. However, the person
concerned can invoke his or her rights as
well as rules on determination and
limitation of criminal liability relating to
freedom of press and freedom of
expression in other media during the
whole criminal proceeding, and the other
Member State could also raise its
fundamental interests such as national
security and defence at any time during
the criminal proceedings. In addition,
these grounds could also be invoked
during the enforcement procedure.

Recital 35f
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68 (35f)Where data is protected by
privileges or immunities or rules on
determination and limitation of criminal
liability relating to freedom of press and
freedom of expression in other media
granted under the law of the enforcing
State, or disclosure of data might impact
fundamental interests of that Member
State, the issuing State should ensure
that these grounds are taken into
account in the same way as if they were
provided for under its own national law,
in order to give effect to them. If, for
example, such privileges or immunities
are not granted under the law of the
issuing Member State, the protection
should, to the extent possible, be adapted
to the closest equivalent privilege or
immunity under the law of the issuing
State, taking into account the aims and
the interests pursued by the specific
protection and the effects attached to it.
The legal consequences in its own
national law for such similar situations
should be applied. For the purposes of
determining how to take these grounds
into account in the same way as if they
were provided for under its national law,
the issuing authority may contact the
notified authority for further
information on the nature and the effects
of the protection, either directly or via
the European Judicial Network in
criminal matters or Eurojust. While the
enforcing State may raise any and all
objections based on these grounds, the
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person whose data is sought can only
rely on his or her own rights, such as
privileges or immunities, and cannot
raise objections based on a fundamental
interest of the enforcing State.
Recital 35
69 (35g) Where a privilege or immunity
prohibits the use of the data but these
rights could be lifted and where the
issuing authority intends to use the data
obtained as evidence or does not
withdraw the Order in case the data was
not obtained, yet, the issuing Member
State should have the possibility to
request the competent authority to apply
for lifting the privilege or immunity.
Recital 36
70 (36) The European Preservation Order may | (36) The European Preservation Order may | (36) The European Preservation Order may | Provisional agreement 6th trilogue
be issued for any offence. Its aim is to be issued for any criminal offence, where be issued for any offence. Its aim is to 14/06/2022:
prevent the removal, deletion or alteration it could have been ordered under the same | prevent the removal, deletion or alteration
of relevant data in situations where it may | conditions in a similar domestic case in of relevant data in situations where it may (36) The European Preservation Order may
take more time to obtain the production of | the issuing State, where there are take more time to obtain the production of | be issued for any criminal offence. It
this data, for example because judicial sufficient reasons to believe that a crime this data, for example because judicial should only be issued if it is necessary and
cooperation channels will be used. has been committed, where it is grave cooperation channels will be used. proportionate. It should take into account
enough to justify the cross-border the rights of the suspected or accused
preservation of the data and where the person in a proceeding relating to a
requested information is relevant for that criminal offence. It should only be issued
investigation. It shall be limited to data of if it could have been ordered under the
specific persons with a direct link to the same conditions in a similar domestic case
specific proceedings referred to in this and if its execution seems proportionate,
Regulation and the direct link between the adequate and applicable to the case in
person whose data are sought and the hand. The assessment should take into
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Draft agreement

purpose of the specific processing must be account whether the Order is limited to
demonstrable at all times. The aim of what is strictly necessary to achieve the
European Preservation Orders is to legitimate aim to prevent the removal,
prevent the removal, deletion or alteration deletion or alteration of relevant and
of relevant data in situations where it may necessary data as evidence in an individual
take more time to obtain the production of case in situations where it may take more
this data. time to obtain the production of this data.
Recital 36
71 (36a) In order to ensure full protection of
fundamental rights, any validation of
European Production or Preservation
Orders by judicial authorities should in
principle be obtained before the order is
issued. Exceptions to this principle can
only be made in exceptional cases when
seeking subscriber and access data
where the issuing authority validly
establishes an emergency case and where
it is not possible to obtain the prior
validation by the judicial authority in
time, in particular because the validating
authority cannot be reached to obtain
validation and the threat is so imminent
that immediate action has to be taken.
However, this only applies where this
procedure is provided for in a similar
domestic case under national law.
Recital 37
72 (37) European Production and Preservation | (37) European Production and Preservation | (37) European Production and Preservation
Orders should be addressed to the legal Orders should be addressed to the main Orders should be addressed to the legal
representative designated by the service establishment of the service provider representative designated by the service
provider. In the absence of a designated where the data controller is, or, where not | provider. In the absence of a designated
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legal representative, Orders can be
addressed to an establishment of the
service provider in the Union. This can be
the case where there is no legal obligation
for the service provider to nominate a legal
representative. In case of non-compliance
by the legal representative in emergency
situations, the European Production or
Preservation Order may also be addressed
to the service provider alongside or instead
of pursuing enforcement of the original
Order according to Article 14. In case of
non-compliance by the legal representative
in non-emergency situations, but where
there are clear risks of loss of data, a
European Production or Preservation Order
may also be addressed to any establishment
of the service provider in the Union.
Because of these various possible
scenarios, the general term ‘addressee’ is
used in the provisions. Where an
obligation, such as on confidentiality,
applies not only to the addressee, but also
to the service provider if it is not the
addressee, this is specified in the respective
provision.

established in the Union or one of the
Member States bound by this Regulation,
to its legal representative designated by the
service provider. Simultaneously, it should
be addressed directly to the executing
authority.

legal representative, Orders can be
addressed to an establishment of the service
provider in the Union. This can be the case
where there is no legal obligation for the
service provider to nominate a legal
representative. In case of non-compliance
by the legal representative in emergency
situations, the European Production or
Preservation Order may also be addressed
to the service provider alongside or instead
of pursuing enforcement of the original
Order according to Article 14. In case of
non-compliance by the legal representative
in non-emergency situations, but where
there are clear risks of loss of data, a
European Production or Preservation Order
may also be addressed to any establishment
of the service provider in the Union.
Because of these various possible
scenarios, the general term ‘addressee’ is
used in the provisions. Where an
obligation, such as on confidentiality,
applies not only to the addressee, but also
to the service provider if it is not the
addressee, this is specified in the respective
provision. In cases where the European
Production or Preservation Order is
addressed to the service provider
following non-compliance by the legal
representative, it can also be enforced
against the service provider.

Recital 38

73

(38) The European Production and
European Preservation Orders should be

(38) The European Production and
European Preservation Orders should be

(38) The European Production and
European Preservation Orders should be

Rapporteur’s proposal 22/04/2021:
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transmitted to the service provider through
a European Production Order Certificate
(EPOC) or a European Preservation Order
Certificate (EPOC-PR), which should be
translated. The Certificates should contain
the same mandatory information as the
Orders, except for the grounds for the
necessity and proportionality of the
measure or further details about the case to
avoid jeopardising the investigations. But
as they are part of the Order itself, they
allow the suspect to challenge it later
during the criminal proceedings. Where
necessary, a Certificate needs to be
translated into (one of) the official
language(s) of the Member State of the
addressee, or into another official language
that the service provider has declared it
will accept.

transmitted through a European Production
Order Certificate (EPOC) or a European
Preservation Order Certificate (EPOC-PR).
The Certificates should contain the same
mandatory information as the Orders.
Where necessary, a Certificate should be
translated into (one of) the official
language(s) of the executing State and the
service provider, or into another official
language that the Member State or the
service provider have declared they will
accept. In this regard, Member States
should be allowed, at any time, to state in
a declaration submitted to the Commission
that they would accept translations of
EPOCs and EPOC-PRs in one or more
official languages of the Union other than
the official language or languages of that
Member State. The Commission should
make the declarations available to all
Member States and to the European
Judicial Network in criminal matters.

transmitted to the service-provider

addressee through a European Production
Order Certificate (EPOC) or a European
Preservation Order Certificate (EPOC-PR),
which should be translated. The
Certificates should contain the same
mandatory information as the Orders,
except for the grounds for the necessity and
proportionality of the measure or further
details about the case to avoid jeopardising
the investigations. But as they are part of
the Order itself, they allow the suspect to
challenge it later during the criminal
proceedings. Where necessary, a Certificate
needs to be translated into (one of) the
official language(s) of the Member-State-of
the-addressee enforcing State, or into
another official language that the service
provider has declared it will accept.

(38) The European Production and
European Preservation Orders should be
transmitted through a European Production
Order Certificate (EPOC) or a European
Preservation Order Certificate (EPOC-PR).
The Certificates should contain the same
mandatory information as the Orders.
Where necessary, a Certificate should be
translated into (one of) the official
language(s) of the [executing] State and the
service provider, or into another official
language that the Member State or the
service provider have declared they will
accept. In this regard, Member States
should be allowed, at any time, to state in a
declaration submitted to the Commission if
and in which official language(s) of the
Union in addition to their official
language(s), they would accept
translations of EPOCs and EPOC-PRs.
The Commission should make the
declarations available to all Member States
and to the European Judicial Network in
criminal matters.

Recital 39

74

(39) The competent issuing authority
should transmit the EPOC or the EPOC-PR
directly to the addressee by any means
capable of producing a written record
under conditions that allow the service
provider to establish authenticity, such as
by registered mail, secured email and
platforms or other secured channels,
including those made available by the

(39) The competent issuing authority
should transmit the EPOC or the EPOC-PR
directly to the addressees, via a common
European digital exchange system
established by the Commission by [date of
application of this Regulation]. This
system should allow for secure channels
for the handling of authorised cross-
border communication, authentication

(39) The competent issuing authority or
the authority competent for transmission
should transmit the EPOC or the EPOC-PR
directly to the addressee in a secure and
reliable way by any means capable of
producing a written record under conditions
that allow the service provider to establish
authenticity, such as by registered mail,
secured email and platforms or other
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service provider, in line with the rules and transmission of the Orders and of the | secured channels, including those made
protecting personal data. requested data between the competent available by the service provider, in line
authorities and service providers, by with the rules protecting personal data.

guaranteeing an effective, reliable and
smooth exchange of the relevant
information and a high level of security,
confidentiality and integrity as well as the
necessary protection of privacy and
personal data in line with Regulation
(EU) 2018/1725 of the European
Parliament and of the Council”,
Regulation (EU) 2016/679, Directive (EU)
2016/680, and Directive 2002/58/EC. To
this end, open and commonly used state-
of-the-art electronic signature and
encryption technology should be applied.
The system should also allow the
addressees to produce a written record
under conditions that allow the addressees
to establish authenticity of the Order and
of the issuing authority, in line with the
rules protecting personal data.

" Regulation (EU) 2018/1725 of the
European Parliament and of the Council
of 23 October 2018 on the protection of
natural persons with regard to the
processing of personal data by the Union
institutions, bodies, offices and agencies
and on the free movement of such data,
and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC
(OJ L 295, 21.11.2018, p. 39).
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Recital 39a
75 (39a) Where service providers or Member
States have already established dedicated
systems or other secure channels for the
handling of requests for data for law
enforcement purposes, it should be
possible to interconnect such systems or
channels with this common European
digital exchange system.
Recital 40
76 (40) The requested data should be (40) Upon receipt of an EPOC for (40) The requested data should be
transmitted to the authorities at the | subscriber data or IP addresses for the transmitted to the authorities in a secure
latest within 10 days upon receipt of | sole purpose of identifying a person, the and reliable way that allows to establish
the EPOC. Shorter time limits service provider should ensure that the the authenticity of the sender and
should be respected by the provider | requested data is transmitted to the issuing | integrity of the data at the latest within 10
in emergency cases and if the authority at the latest within 10 days upon | days upon receipt of the EPOC. Shorter
issuing authority indicates other receipt of the EPOC and within 16 hours time limits should be respected by the
reasons to depart from the 10 day in emergency cases. Where the executing | provider in emergency cases and if the
deadline. In addition to the authority decides to invoke any of the issuing authority indicates other reasons to
imminent danger of the deletion of | grounds listed for non-recognition or non- | depart from the 10 day deadline. In
the requested data, such reasons execution provided for in this Regulation addition to the imminent danger of the
could include circumstances that are | within the time periods, it should deletion of the requested data, such reasons
related to an ongoing investigation, | immediately inform the issuing authority could include circumstances that are related
for example where the requested and the service provider of its decision. to an ongoing investigation, for example
data is associated to other urgent The issuing authority should erase the where the requested data is associated to
investigative measures that cannot data. Where the requested data has not yet | other urgent investigative measures that
be conducted without the missing been transmitted to the issuing authority, cannot be conducted without the missing
data or are otherwise dependent on | the addressed service provider may not data or are otherwise dependent on it.
it. transmit the data.
Recital 40a
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71

(40a) Upon receipt of an EPOC for traffic
or content data, the service provider
should act expeditiously to preserve the
requested data. Where the executing
authority has invoked any of the grounds
listed for non-recognition or non-
execution provided for in this Regulation
within the time periods, it should
immediately inform the issuing authority
and the service provider of its decision.
Where the issuing State is subject to a
procedure referred to in Article 7(1) or
7(2) TEU, the service provider should
transmit the requested data only after
receiving the explicit written approval of
the executing authority. Without prejudice
to this special provision, where the
executing authority has not invoked any
of the grounds listed in this Regulation
within the time periods, the service
provider should ensure that the requested
data is immediately transmitted directly to
the issuing authority or the law
enforcement authorities as indicated in
the EPOC.

Recital 41

78

(41) In order to allow service providers to
address formal problems, it is necessary to
set out a procedure for the communication
between the service provider and the
issuing judicial authority in cases where
the EPOC might be incomplete or contains
manifest errors or not enough information
to execute the Order. Moreover, should the

(41) In order to allow service providers to
address formal problems, it is necessary to
set out a procedure for the communication
between the service provider and the
issuing judicial authority in cases where the
EPOC might be incomplete or contains
manifest errors or not enough information
to execute the Order. Moreover, should the
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service provider not provide the
information in an exhaustive or timely
manner for any other reason, for example
because it thinks there is a conflict with an
obligation under the law of a third country,
or because it thinks the European
Production Order has not been issued in
accordance with the conditions set out by
this Regulation, it should go back to the
issuing authorities and provide the
opportune justifications. The
communication procedure thus should
broadly allow for the correction or
reconsideration of the EPOC by the issuing
authority at an early stage. To guarantee
the availabilty of the data, the service
provider should preserve the data if they
can identify the data sought.

service provider not provide the
information in an exhaustive or timely
manner for any other reason, for example
because it thinks there is a conflict with an
obligation under the law of a third country,
or because it thinks the European
Production Order has not been issued in
accordance with the conditions set out by
this Regulation, it should go back to the
issuing authorities and provide the
opportune justifications. The
communication procedure thus should
broadly allow for the correction or
reconsideration of the EROC European
Production Order by the issuing authority
at an early stage. To guarantee the
availability of the data, the service provider
should preserve the data if they can identify
the data sought.

Recital 41

79

(41a) The addressee should not be
obliged to comply with the Order in case
of de facto impossibility which was not
created by the addressee or, if different,
the service provider at the time when the
Order was received. De facto
impossibility should be assumed if the
person whose data were sought is not a
customer of the service provider or
cannot be identified as such even after a
request for further information to the
issuing authority, or if the data have
been deleted lawfully before receiving
the order.

Rapporteur’s and PCY proposal
08/05/2021:

To be dealt with at a later stage, jointly
with recital 41 a (line 79).
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Recital 42
80 (42) Upon receipt of a European (42) Upon receipt of a European (42) Upon receipt of a European Rapporteur’s proposal 08/05/2021:
Preservation Order Certificate (‘EPOC- Preservation Order Certificate (‘EPOC- Preservation Order Certificate (‘EPOC-
PR’), the service provider should preserve | PR’), the service provider should act PR’), the service provider should preserve | Addition at the end of recital (42):
requested data for a maximum of 60 days expeditiously to preserve the requested data | requested data for a maximum of 60 days
unless the issuing authority informs the for a maximum of 60 days. The 60 day unless the issuing authority informs the Where the preservation is no longer
service provider that it has launched the period is calculated to allow for the service provider that it has launched the necessary, the issuing authority should
procedure for issuing a subsequent request | launch of an official request for procedure for issuing a subsequent request | inform the [addressees/ without undue
for production, in which case the production. It may only be extended by for production, in which case the delay and the preservation for the purpose
preservation should be continued. The 60 additional 30 days, where necessary to preservation should be continued. The 60 of the relevant Order should cease.
day period is calculated to allow for the allow further assessment of the relevance | day period is calculated to allow for the
launch of an official request. This requires | of the data in the ongoing investigations launch of an official request. This requires
that at least some formal steps have been in order to prevent that potentially that at least some formal steps have been
taken, for example by sending a mutual relevant data is lost before the European taken, for example by sending a mutual
legal assistance request to translation. Preservation Order ends. Where the legal assistance request to translation.
Following receipt of that information, the issuing authority submits the subsequent Following receipt of that information, the
data should be preserved as long as European Production Order to the data should be preserved as long as
necessary until the data is produced in the addressees within these time periods necessary until the data is produced in the
framework of a subsequent request for European Production Order has been the | framework of a subsequent request for
production. service provider should continue fo production.
preserve the data as long as necessary for
the execution of the European Production
Order.
Recital 42

81

(42a) In order to allow the service
provider to address problems, in cases
where the EPOC or EPOC-PR might be
incomplete, in form or content, contain
manifest errors or not enough information
to execute the Order, it is necessary to set
out a procedure for the communication, to
ask for clarification or, where necessary,
correction from the issuing authority.

Rapporteur’s and PCY proposal
08/05/2021:

To be dealt with at a later stage, jointly
with recital 41 a (line 79).
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Moreover, there might be cases where the
service provider cannot provide the
information in cases of force majeure or
of a de facto impossibility not attributable
to the service provider, or cannot provide
it in an exhaustive or timely manner for
any other reason. Such reasons could be
technical or operational (e.g. operational
limitations of small and medium-sized
enterprises). In these cases, the service
provider also should go back to the issuing
authorities and provide the opportune
Jjustifications, as well as where it considers
the Order to be manifestly abusive or
excessive For example, an Order
requesting the production of data
pertaining to an undefined class of people
in a geographical area or with no link to
concrete criminal proceedings would
ignore in a manifest way the conditions
for issuing a European Production or
Preservation Order. The communication
procedure thus should broadly allow for
the correction or reconsideration of the
EPOC or EPOC-PR by the issuing
authority at an early stage. Where
clarification or correction is needed, the
issuing authority should react
expeditiously and within 5 days at the
latest. In the absence of a reaction from
the issuing authority, the order should be
considered null and void. Where the
relevant conditions are fulfilled, the
issuing authority should set a new
deadline or withdraw the order. To
guarantee the availability of the data, the
service provider should preserve the
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requested data during this procedure,
where possible.

Recital 42b

82 (42b) Notwithstanding the principle of
mutual trust, the executing authority
should be able to refuse the recognition of
execution of a European Production
Order, where such refusal is based on the
fact that the conditions for issuing a
European Production Order as laid down
this Regulation are not fulfilled or based
on further specific grounds as listed in
this Regulation.

Recital 42c

83 (42c) The principle of ne bis in idem is a
fundamental principle of law in the
Union, as recognised by the Charter and
developed by the case law of the Court of
Justice of the European Union. Therefore,
where the executing authority assesses the
Ovder, it should refuse the execution of a
European Production Order if its
execution would be contrary to that
principle.

Recital 42d

84 (42d) Furthermore, where the executing
authority assesses the Order and there are
substantial grounds to believe that the
execution of the European Production
Order would be incompatible with
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Member State's obligations in accordance
with Article 6 TEU and the Charter, the
executing authority should refuse the
execution of a European Production
Order.

Recital 42e

85

(42e) In addition, where the recognition or
execution of a European Production
Order would involve the breach of an
immunity or privilege in the executing
State, the executing authority should
refuse that order in cases where it is
assessed by the executing authority.

Recital 42f

86

(42f) Due to the more intrusive character
of European Production Orders for traffic
and content data, the executing authority
should have additional optional grounds
for non-recognition and non-execution at
their disposal for these data categories.

Recital 43

87 (43) Service providers and their legal
representatives should ensure
confidentiality and when requested by the
issuing authority refrain from informing
the person whose data is being sought in
order to safeguard the investigation of
criminal offences, in compliance with

However, user information is an essential

Article 23 of Regulation (EU) 2016/679".

(43) Since informing the person whose
data is sought is an essential element as
regards data protection rights and defence
rights, in enabling effective review and
judicial redress, in accordance with
Article 6 TEU and the Charter, the service
provider should inform the person whose
data is being sought without undue delay.
When informing the person, the service

(43) Service providers and their legal
representatives should ensure
confidentiality. Furthermore they should

autherity refrain from informing the person
whose data is being sought in order to
safeguard the investigation of criminal
offences, in compliance with Article 23 of
Regulation (EU) 2016/679'3. Hewever
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element in enabling review and judicial
redress and should be provided by the
authority if the service provider was asked
not to inform the user, where there is no
risk of jeopardising ongoing investigations,
in accordance with the national measure
implementing Article 13 of Directive (EU)
2016/680'.

13 Regulation (EU) 2016/679 of the
European Parliament and of the Council of
27 April 2016 on the protection of natural
persons with regard to the processing of
personal data and on the free movement of
such data, and repealing Directive
95/46/EC (General Data Protection
Regulation) (OJ L 119, 4.5.2016, p. 1).

14 Directive (EU) 2016/680 of the
European Parliament and of the Council of
27 April 2016 on the protection of natural
persons with regard to the processing of
personal data by competent authorities for
the purposes of the prevention,
investigation, detection or prosecution of
criminal offences or the execution of
criminal penalties, and on the free
movement of such data, and repealing
Council Framework Decision
2008/977/JHA (OJ L 119, 4.5.2016, p. 89).

EP mandate

provider should take the necessary state-
of-the-art operational and technical
measures to ensure the security,
confidentiality and integrity of the EPOC
or the EPOC-PR and of the data produced
or preserved.

Council Mandate

except where requested by the issuing
authority to inform the person. In these
cases, the issuing authority should also
provide the necessary information about
the applicable legal remedies to the
service provider, so that it can be
included in the information to the
person. In any case, user information is an
essential element in enabling review and
judicial redress and should be provided by
the authority if the service provider was not
asked not to inform the user, where-as soon
as there is no risk of jeopardising ongoing
investigations, in accordance with the
national measure implementing Article 13
of Directive (EU) 2016/680'*. The issuing
authority may abstain from informing
the person whose subscriber or access
data was sought where necessary and
proportionate to protect the
fundamental rights and legitimate
interests of another person, and in
particular where these rights and
interests outweigh the interest to be
informed of the person whose data were
sought. This could be the case where an
Order concerns subscriber or access
data of a third person, in light of the
presumption of innocence of the suspect.
Where the identity of the person
concerned is unknown to the issuing
authority, investigations to determine the
identity of this person should only be
carried out insofar as it seems necessary
and proportionate in relation to the
invasiveness of the measure and the
respective effort associated with

Draft agreement
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establishing their identity.

I3 Regulation (EU) 2016/679 of the
European Parliament and of the Council of
27 April 2016 on the protection of natural
persons with regard to the processing of
personal data and on the free movement of
such data, and repealing Directive
95/46/EC (General Data Protection
Regulation) (OJ L 119, 4.5.2016, p. 1).

14 Directive (EU) 2016/680 of the European
Parliament and of the Council of 27 April
2016 on the protection of natural persons
with regard to the processing of personal
data by competent authorities for the
purposes of the prevention, investigation,
detection or prosecution of criminal
offences or the execution of criminal
penalties, and on the free movement of
such data, and repealing Council
Framework Decision 2008/977/JHA (OJ L
119, 4.5.2016, p. 89).

Recital 43a

88

(43a) As long as necessary and
proportionate, in order not to obstruct the
relevant criminal proceedings or in order
to protect the fundamental rights of
another person, the issuing authority,
taking due account of the impact of the
measure on the fundamental rights of the
person whose data is sought, may request
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the service provider to refrain from
informing the person whose data is being
sought, based on a judicial order, which
should be duly justified, specify the
duration of the obligation of
confidentiality and be subject to periodic
review. Where the issuing authority
requests the service provider to refrain
from informing the person, the issuing
authority should inform the person whose
data is being sought without undue delay
about the data production or preservation.
That information could be delayed as long
as necessary and proportionate, taking
into account the rights of the suspected
and accused person and without prejudice
to defence rights and effective legal
remedies. User information should
include information about any available
remedies as referred to in this Regulation.

o

Recital 43

89 (43b) Electronic information obtained in
accordance with this Regulation should
not be used for the purpose of proceedings
other than those for which it was obtained
in accordance with this Regulation, except
for where there is an imminent threat to
the life or physical integrity of a person.
Where the disruption or destruction of a
critical infrastructure would directly imply
an imminent risk to the life or physical
integrity of a person, such a situation
should also be treated as an imminent
threat to the life or physical integrity of a
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person, in accordance with EU law.

Recital 43c

90 (43c) Electronic information that has been
gathered in breach of any of the
conditions listed in this Regulation should
be erased without undue delay. Electronic
information that is no longer necessary
for the investigation or prosecution for
which it was produced or preserved,
including possible appeals, should also
immediately be erased, unless this would
affect the defence rights of the suspected
or accused person. For this purpose,
periodic reviews for the need of the
storage of the electronic information
should be established. The person whose
data was sought should be informed about
the erasure.

Recital 43d

91 (43d) Electronic information that has
been gathered in breach of this
Regulation should not be admissible
before a court. This should also include
all cases where the criteria laid down in
this Regulation are not fulfilled. Where
electronic information has been obtained
before a ground for non-recognition listed
in this Regulation has been invoked, it
neither should be admissible before a
court. When assessing the admissibility of
electronic information, obtained in
accordance with this Regulation, the
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competent judicial authorities should at
any stage of the proceedings ensure that
the rights of the defence and the fairness
of the proceedings are respected. For such
an assessment, the competent judicial
authorities should also take into due
account whether the criteria laid down in
this Regulation were fulfilled, in
particular where the data sought might be
protected by immunities or privileges.

Recital 43e

92 (43e) Where claimed by the service
provider, the issuing State should
reimburse the justified costs borne by the
service provider and related to the
execution of the European Production
Order or the European Preservation
Order. To this end, Member States should
inform the Commission on the rules for
reimbursement, which the Commission
should make public. Where for practical
reasons, such as the economic size of the
service provider, different language
regimes between the issuing State and the
executing State or different national rules
for the reimbursement of costs between
these States, the service provider is
substantially hampered from claiming the
reimbursement of costs related to the
execution of a European Production
Order or European Investigation order
from the issuing State, the service provider
should be entitled to claim reimbursement
of the costs from the executing State.
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Where the service provider chooses the
executing State, the issuing State should
reimburse the executing State for these
costs.

-+

Recital 43

93 (43f) Member States should lay down the
rules on sanctions applicable to
infringements of the obligations pursuant
to this Regulation. These sanctions should
be effective, proportionate and dissuasive.
When determining the appropriate
sanction applicable to infringements of
service providers, the competent
authorities should take into account all
relevant circumstances, such as the
nature, gravity and duration of the
breach, whether it was committed
intentionally or through negligence and
whether the service provider was held
responsible for similar previous breaches.
Particular attention should, in this
respect, be given to micro enterprises.

Recital 43g

94 (43g) Where a service provider acts with
due diligence, in particular with regards to
data protection obligations, and requested
clarification or justification from the
issuing authority, in accordance with this
Regulation, it should not be held liable for
the consequences of any delays caused. In
addition, sanctions applied to
infringements of the obligations of service
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provider pursuant to this Regulation
should be annulled, where an order has
been successfully challenged in
accordance with this Regulation.
Recital 44
95 (44) In case of non-compliance by the (44) Where the service provider does not (44) In case of non-compliance by the
addressee, the issuing authority may comply with an EPOC within the addressee, the issuing authority may
transfer the full Order including the deadlines or with an EPOC-PR, without transfer the full Order including the
reasoning on necessity and proportionality, | providing sufficient reasons, and where, reasoning on necessity and proportionality,
accompanied by the Certificate, to the as regards the EPOC, the executing accompanied by the Certificate, to the
competent authority in the Member State authority has not invoked any of the competent authority in the Member State
where the addressee of the Certificate grounds as provided for in this where the addressee of the Certificate
resides or is established. This Member Regulation, the issuing authority may resides or is established. This Member
State should enforce it in accordance with | request the competent authority in the State should enforce it in accordance with
its national law. Member States should executing State to enforce the Order. In its national law. Member States should
provide for the imposition of effective, such a case, the executing State should provide for the imposition of effective,
proportionate and deterrent pecuniary formally require the service provider to proportionate and deterrent pecuniary
sanctions in case of infringements of the comply with the Order, informing the sanctions in case of infringements of the
obligations set up by this Regulation. service provider of the possibility to obligations set up by this Regulation.
oppose the execution by invoking one of
the grounds which the service provider
has at its disposal for correction or
reconsideration of the order, in
accordance with this Regulation. Where a
service provider still does not comply with
its obligations, Member States should
impose a sanction in accordance with this
Regulation.
Recital 45
96 (45) The enforcement procedure is a (45)Fhe-cnforeement-procedure-is-a (45) The enforcement procedure is a
procedure where the addressee can oppose | procedure-where-the-addresseecan-oppese | procedure where the addressee can eppese
the enforcement based on certain restricted | the-enforecementbased-on-—certainrestricted | invoke formal grounds against the
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grounds. The enforcing authority can grounds—The-enforcingauthority-eanrefuse | enforcement based on certain restricted

refuse to recognise and enforce the Order to-recognise-and-enforce-the Order-based grounds. The enforcing authority can refuse

based on the same grounds, or if on-thesame-grounds;or i Hmmunitiesand | to recognize and enforce the Order based

immunities and privileges under its privilegesunder-itsnationallaw-applyer on the same grounds, or and additionally,

national law apply or the disclosure may the-disclosure-may-impaetitsfundamental | in case they have to be taken into

impact its fundamental interests such as interestssuch-asnational security-and account under this Regulation, if

national security and defence. The defence—The-enforeingautherity should immunities and privileges as well as rules

enforcing authority should consult the constlt-the-issuingauthority-before on determination and limitation of

issuing authority before refusing to refusthg-to-recognise-orentoreethe-order criminal liability relating to freedom of

recognise or enforce the order, based on based-on-these-grounds—tn-case-ofnon- press and freedom of expression in other

these grounds. In case of non-compliance, | eemplianee,autheritiescanimpese media under its national law apply or the

authorities can impose sanctions. These sanetions—Thesesanetionsshowld-be disclosure may impact its fundamental

sanctions should be proportionate also in proportonateabso-viewofspeethie interests such as national security and

view of specific circumstances such as circumstances-such-asrepeated-orsystemie | defense. The enforcing authority should

repeated or systemic non-compliance. non-compliance- consult the issuing authority before
refusing to recognize or enforce the order,
based on these grounds. In case of non-
compliance, authorities can impose
sanctions. These sanctions should be
proportionate also in view of specific
circumstances such as repeated or systemic
non-compliance.

Recital 45
97 (45a) When determining in the
individual case the appropriate
pecuniary sanction, the competent
authorities should take into account all
relevant circumstances, such as the
nature, gravity and duration of the
breach, whether it was committed
intentionally or through negligence,
whether the service provider was held
responsible for similar previous breaches
and the financial strength of the service
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provider held liable. In exceptional
circumstances, that assessment may lead
the enforcing authority to decide to
abstain from imposing any pecuniary
sanctions. Particular attention should, in
this respect, be given to micro
enterprises that fail to comply with an
Order in an emergency case due to lack
of personal resources outside normal
business hours, if the data is transmitted
without undue delay.
Recital 46
98 (46) Notwithstanding their data protection | (46)Netwithstanding theirdata-protection (46)Notwithstanding their-data-protection
obligations, service providers should not obligations;-service providersshould notbe | ebligations, Service providers should not
be held liable in Member States for held-liable-in Member States for prejudiee | be held liable in Member States for
prejudice to their users or third parties to-theirusers-or-third-parties-exelusively prejudice to their users or third parties
exclusively resulting from good faith resultingfromgood-faith-complianee-with | exelustvely resulting from good faith
compliance with an EPOC or an EPOC- anr EPOC-oran EPOC-PR- compliance with an EPOC or an EPOC-PR.
PR. The responsibility to ensure the legality
of the Order, in particular its necessity
and proportionality, should lie with the
issuing authority.
Recital 47
99 (47) In addition to the individuals whose (47) In addition to the individuals whose (47) In addition to the individuals whose
data is requested, the service providers and | data is sought, the laws of a third country data is requested, the service providers and
third countries may be affected by the may be affected by the investigative third countries may be affected by the
investigative measure. To ensure comity measure. In such situations, judicial investigative measure. To ensure comity
with respect to the sovereign interests of cooperation based on international with respect to the sovereign interests of
third countries, to protect the individual agreements would generally be the most third countries, to protect the individual
concerned and to address conflicting appropriate way to request electronic concerned and to address conflicting
obligations on service providers, this information when conflicts of law with a obligations on service providers, this
instrument provides a specific mechanism | third country arise. Without prejudice to instrument provides a specific mechanism
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for judicial review where compliance with
a European Production Order would
prevent service providers from complying
with legal obligation deriving from a third
State’s law.

such international agreements and in
order to ensure comity with respect to the
sovereign interests of third countries, to
protect the individual concerned and to
address conflicting obligations on service
providers, this instrument provides a
specific mechanism for review where the
service provider or the executing authority
consider that compliance with a European
Production Order or a European
Preservation Order would conflict with
applicable laws of third country
prohibiting disclosure of the data
concerned.

for judicial review where compliance with
a European Production Order would
prevent service providers from complying
with legal obligation deriving from a third
State’s law.

Recital 48

100 (48) To this end, whenever the addressee (48) To this end, whenever the service (48) To this end, whenever the addressee
considers that the European Production provider or the executing authority considers that the European Production
Order in the specific case would entail the | consider that the European Production Order in the specific case would entail the
violation of a legal obligation stemming Order or the European Preservation Order | violation of a legal obligation stemming
from the law of a third country, it should in the specific case would entail the from the law of a third country, it should
inform the issuing authority by way of a violation of a legal obligation stemming inform the issuing authority by way of a
reasoned objection, using the forms from the law of a third country, it should reasoned objection, using the forms
provided. The issuing authority should inform the issuing authority and the provided. The issuing authority should then
then review the European Production relevant addressees, without undue delay review the European Production Order in
Order in light of the reasoned objection, at the latest within 10 days from the light of the reasoned objection, taking into
taking into account the same criteria that receipt of the order, thereby suspending account the same criteria that the competent
the competent court would have to follow. | the execution of the Order. Such notice court would have to follow. Where the
Where the authority decides to uphold the | should include all relevant details on the authority decides to uphold the Order, the
Order, the procedure should be referred to | law of the third country, its applicability in | procedure should be referred to the
the competent court, as notified by the the case at hand and the nature of the competent court, as notified by the relevant
relevant Member State, which then reviews | conflicting obligation. The issuing Member State, which then reviews the
the Order. authority should then review the European | Order.

Production Order or European
Preservation Order, within 10 days of
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receiving the notice, taking into account
criteria including the interests protected by
the relevant law, the connection of the
criminal case and the third country, the
connection between the service provider
and the third country, the interests of the
issuing State in obtaining the electronic
information and the possible
consequences for the addressees of
complying with the European Production
Order or the European Preservation
Order. During this procedure, the
requested data should be preserved where
possible.

Recital 48a

101 (48a) The issuing authority should be able
to withdraw, uphold or adapt the Order
where necessary, to give effect to the
relevant criteria. In the event of
withdrawal, the issuing authority should
immediately inform the addressees of the
withdrawal. Where the issuing authority
decides to uphold the Order, it should
inform the addressees of its decision. The
executing authority, while duly taking into
account the decision of the issuing
authority should take a final decision
based on the criteria listed in this
Regulation, within 10 days of receiving
the decision of the issuing authority, and
inform the issuing authority and the
service provider of its final decision.

Recital 49
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102 (49) In determining the existence of a (49) In determining the existence of a (49) In determining the existence of a
conflicting obligation in the specific conflicting obligation in the specific conflicting obligation in the specific
circumstances of the case under circumstances of the case under circumstances of the case under
examination, the competent court should examination, the issuing authority and the | examination, the competent court sheuld
rely on appropriate external expertise executing authority should seek may rely on appropriate external expertise
where needed, for example if the review information from the competent authority | where needed, for example fthereview
raises questions on the interpretation of the | of the third country, for example if the raises-gquestions on the interpretation of the
law of the third country concerned. This review raises questions on the law of the third country concerned. This
could include consulting the central interpretation of the law of the third could include consulting the central
authorities of that country. country concerned, in compliance with authorities of that country.

Directive (EU) 2016/680 and to the extent
that this does not obstruct the deadlines
provided for in this Regulation.

Recital 50

103 (50) Expertise on interpretation could also | (50) Expertise on interpretation could also (50) Expertise on interpretation could also
be provided through expert opinions where | be provided through expert opinions where | be provided through expert opinions where
available. Information and case law on the | available. Information and case law on the available. Information and case law on the
interpretation of third countries’ laws and interpretation of the laws of a third country | interpretation of third countries’ laws and
on conflicts procedures in Member States and on conflict procedures in Member on conflicts procedures in Member States
should be made available on a central States should be made available on a should be made available on a central
platform such as the SIRIUS project and/or | central platform such as the SIRIUS project | platform such as the SIRIUS project and/or
the European Judicial Network. This and/or the European Judicial Network, with | the European Judicial Network. This
should allow courts to benefit from a view to benefitting from experience and should allow courts to benefit from
experience and expertise gathered by other | expertise gathered on the same or similar experience and expertise gathered by other
courts on the same or similar questions. It questions. It should not prevent a renewed courts on the same or similar questions. It
should not prevent a renewed consultation | consultation of the third state where should not prevent a renewed consultation
of the third state where appropriate. appropriate. of the third state where appropriate.

Recital 51

104 (51) Where conflicting obligations exist, 5 Where-conflicting-obligations-exist; (51) Where conflicting obligations exist,
the court should determine whether the the-court should-determine-whether-the the court should determine whether the
conflicting provisions of the third country | eenflictingprovisions-ofthe-third-country conflicting provisions of the third country
prohibit disclosure of the data concerned prohibit-disclosure-of the-data-concerned-on | law applies and if so, whether they
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on the grounds that this is necessary to
either protect the fundamental rights of the
individuals concerned or the fundamental
interests of the third country related to
national security or defence. In carrying
out this assessment, the court should take
into account whether the third country law,
rather than being intended to protect
fundamental rights or fundamental interests
of the third country related to national
security or defence, manifestly seeks to
protect other interests or is being aimed to
shield illegal activities from law
enforcement requests in the context of
criminal investigations. Where the court
concludes that conflicting provisions of the
third country prohibit disclosure of the data
concerned on the grounds that this is
necessary to either protect the fundamental
rights of the individuals concerned or the
fundamental interests of the third country
related to national security or defence, it
should consult the third country via its
central authorities, which are already in
place for mutual legal assistance purposes
in most parts of the world. It should set a
deadline for the third country to raise
objections to the execution of the European
Production Order; in case the third country
authorities do not respond within the
(extended) deadline despite a reminder
informing them of the consequences of not
providing a response, the court upholds the
Order. If the third country authorities
object to disclosure, the court should lift
the Order.

EP mandate

Council Mandate

prohibit disclosure of the data concerned.

or-the o «sthothisisneeessary-to

enforeement requests-in-the-contextof
eriminal-investigations. Where the court

concludes that conflicting provisions of the
third country prohibit disclosure of the data

concerned-on-the-grounds-that thisis

Draft agreement
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Recital 52
105 (52) In all other cases of conflicting EDH-nalothercases-ofcontlicting (52)-hratother ~ases sfeontheting
obligations, unrelated to fundamental obligations—unrelatedotundamental-rights | oblgations—urrelalsd o nacmentalrights
rights of the individual or fundamental of the-individual or fundamental-interests of the-individuat -+ ~damer-alinterests
interests of the third country related to of the-third-countryrelated-to-national of the-third-country-clated-.o-national
national security or defence, the court seeurity-or-defence,the-court should-take seeurity-or-defenee, the court should take
should take its decision on whether to its-deeistonron-whether-to-upheld-the its decision on whether to uphold the
uphold the European Production Order by | EvrepeanProduction Orderby-weighinga | European Production Order by weighing a
weighing a number of elements which are | namberofelements-which-are-designedte | number of elements which are designed to
designed to ascertain the strength of the asecertain-thestrength-of the-connection-te ascertain the strength of the connection to
connection to either of the two either-of the-twojurisdictionsinvelved;the | either of the two jurisdictions involved, the
jurisdictions involved, the respective respeetive-interests-in-obtaining or-instead respective interests in obtaining or instead
interests in obtaining or instead preventing | preventingdiselosure-of the-data,and-the preventing disclosure of the data, and the
disclosure of the data, and the possible pessible-consequencesfor-theserviee possible consequences for the service
consequences for the service provider of providerofhavingto-comply-with-the provider of having to comply with the
having to comply with the Order. Order—tmpeortantly foreyber—related Order. Importantly for cyber-related
Importantly for cyber-related offences, the | effences;theplace-where-the-erime-was offences, the place where the crime was
place where the crime was committed committed-covers-boththe place(s)-where committed covers both the place(s) where
covers both the place(s) where the action the-action-was-takenand-the-place(s)-where | the action was taken and the place(s) where
was taken and the place(s) where the the-effectsof the offence materiahised: the effects of the offence materialised.
effects of the offence materialised. Particular importance and weight should
be given to the protection of
fundamental rights by the third
country’s provisions and other
fundamental interests, such as national
security interests of the third country as
well as the degree of connection of the
criminal case to either of the two
jurisdictions when conducting the
assessment.
Recital 53
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106 (53) The conditions set out in Article 9 are | (53)The-conditions-setoutinArticle 9-are | (53) The conditions set out in Article 9 are
applicable also where conflicting apphicable-also-where-conthicting applicable also where conflicting
obligations deriving from the law of a third | ebligations-derivingfromthelaw-ofathird | obligations deriving from the law of a third
country occur. During this procedure, the country-occur—During thisprocedure-the country occur. During this procedure, the
data should be preserved. Where the Order | datashould-bepreserved—Where-the Order | data should be preserved. Where the Order
is lifted, a new Preservation Order may be | islifted;-anewPreservation-Ordermay-be is lifted, a new Preservation Order may be
issued to permit the issuing authority to issued-to-permit-the-issuingauthority to issued to permit the issuing authority to
seek production of the data through other seekproduction-of the-datathroughother seek production of the data through other
channels, such as mutual legal assistance. channels—sueh-as-mutual-Hegal-assistanee: channels, such as mutual legal assistance.

Recital 54

107 (54) It is essential that all persons whose (54) In line with Article 47 of the Charter (54) It is essential that all persons whose
data are requested in criminal of Fundamental Rights of the European data are requested in criminal
investigations or proceedings have access Union, it is essential that all persons investigations or proceedings have access
to an effective legal remedy, in line with whose data was sought via a European to an effective legal remedy, in line with
Article 47 of the Charter of Fundamental Production Order or a European Article 47 of the Charter of Fundamental
Rights of the European Union. For Preservation Order have the right to Rights of the European Union. For suspects
suspects and accused persons, the right to effective remedies against such Orders in | and accused persons, the right to an
an effective remedy should be exercised the issuing and executing State in effective remedy cshould be exercised
during the criminal proceedings. This may | accordance with national law, including during-the whenever data obtained is
affect the admissibility, or as the case may | the possibility to challenge the legality of used in criminal proceedings against
be, the weight in the proceedings, of the the Order, including its necessity and them. This may affect the admissibility, or
evidence obtained by such means. In proportionality, without prejudice to as the case may be, the weight in the
addition, they benefit from all procedural remedies available under Regulation (EU) | proceedings, of the evidence obtained by
guarantees applicable to them, such as the | 2016/679 and Directive (EU) 2016/680. such means. In addition, they benefit from
right to information. Other persons, who The substantive reasons for issuing the all procedural guarantees applicable to
are not suspects or accused persons, should | European Production Order or the them, such as the right to information.
also have a right to an effective remedy. European Preservation Order should be Other persons, whose data were sought
Therefore, as a minimum, the possibility to | challenged in the issuing State, without but who are not suspects or accused
challenge the legality of a European prejudice to the guarantees of persons, should also have a right to an
Production Order, including the necessity | fundamental rights in the executing State. | effective remedy. Therefore, as a minimum,
and the proportionality of the Order, The issuing authority and the executing the possibility to challenge the legality of a
should be provided. This Regulation authority should take the appropriate European Production Order, including the
should not limit the possible grounds to measures to ensure that information about | necessity and the proportionality of the
challenge the legality of the Order. These the options for seeking legal remedies Order, should be provided. This Regulation
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remedies should be exercised in the issuing
State in accordance with national law.
Rules on interim relief should be governed
by national law.

under national law is provided in due
time, including about when such remedies
become applicable, and ensure that they
can be exercised effectively.

should not limit the possible grounds to
challenge the legality of the Order. These
remedies should be exercised in the issuing
State in accordance with national law.
Rules on interim relief should be governed
by national law.

Recital 55

108 (55) In addition, during the enforcement 5 naddition;-during-the-enforcement (55) Inadditien;-During the enforcement
procedure and subsequent legal remedy, procedure-and-subsequentlegal remedythe | procedure the enforcing authority may
the addressee may oppose the enforcement | addressee-may-oppese-the-enforcementofa | refuse the recognition and enforcement
of'a European Production or Preservation EuropeanProduction-orPreservation Order | of a European Production or
Order on a number of limited grounds, on-a-number-of hmited-groundsincluding Preservation Order on a number of
including it not being issued or validated itnotbeingissued-orvalidated-by-a limited grounds--and-subsequentlegal
by a competent authority or it being competent-autherity-or-it being-apparent remedy-the-addressee—may-oppose-the
apparent that it manifestly violates the thatit-manifestly-violates-the-Charter-of enforcement-of aEuropeanProductionor
Charter of Fundamental Rights of the Fundamental Rights-of the EuropeanUnion | PreservationOrder-onanumberoflimited
European Union or is manifestly abusive. or-is-mantfestly-abusiveForexample;an sroundsinclading it not beingissued-or
For example, an Order requesting the Orderrequesting the production-of content | validated-by-a-competentauthorityorit
production of content data pertaining to an | data-pertainingto-an-undefined-elass-of being-apparent-that-it manifestiy-vielates
undefined class of people in a geographical | peeple-in-ageographical-areaorwith-ne the-Charter-of Fundamental Rights-of the
area or with no link to concrete criminal linkto-conerete-eriminal proceedings EureopeanUnion-oris-manifestly-abusive:
proceedings would ignore in a manifest would-ignere-in-a-manifest-way-the Eor-example,anOrderrequesting the
way the conditions for issuing a European | eonditions-forissuing-aEuropean production-of content-datapertaining to-an
Production Order. ProductionOrder: undefined-class-of people-in-a-geographical

f | £ L Eg o .

Recital 56

109 (56) The protection of natural persons for (56} Fhe-proteetion-of natural-persons-for (56) The protection of natural persons for
the processing of personal data is a the-processing-of personal-data-is-a the processing of personal data is a
fundamental right. In accordance with fundamental-right—In-accordancc-with fundamental right. In accordance with
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Article 8(1) of the Charter of Fundamental
Rights of the European Union and Article
16(1) of the TFEU, everyone has the right
to the protection of personal data
concerning them. When implementing this
Regulation, Member States should ensure
that personal data are protected and may
only be processed in accordance with
Regulation (EU) 2016/679 and Directive
(EU) 2016/680.

Article 8(1) of the Charter of Fundamental
Rights of the European Union and Article
16(1) of the TFEU, everyone has the right
to the protection of personal data
concerning them. When implementing this
Regulation, Member States should ensure
that personal data are protected and may
only be processed in accordance with
Regulation (EU) 2016/679 and Directive
(EU) 2016/680.

Recital 56

110

(56a) Transmission and transfer as well
as making use of electronic evidence
obtained through a European
Production Order in other proceedings
and for another purpose as for the one
for which the Order was issued should
be restricted, in particular to criminal
offences for which the issuing authority
could have also issued a European
Production Order. The use, transmission
or transfer of electronic evidence should,
in addition only be possible where the
data are needed to prevent an immediate
and serious threat to public security of
the respective Member State or third
country as well as their essential
interests. International transfer of
electronic evidence is furthermore
subject to conditions as set out in
Chapter V of Directive (EU) 2016/680. In
cases, where the obtained personal data
is used for the prevention of an
immediate and serious threat to public
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security of the respective Member State
or third country as well as their essential
interests, and such threat may not lead
to criminal investigations Regulation
(EU) 2016/679 should apply.
Recital 56b
111 (56b) When making a declaration
concerning the language regime,
Member States are encouraged to
include at least one additional language
to their official language(s).
Recital 57
112 (57) Personal data obtained under this 5D Personal-data-obtained-under-this (57) Personal data obtained under this
Regulation should only be processed when | Regulation-should-enly-beprocessed-when | Regulation should only be processed when
necessary and proportionate to the neecessary-and-proportionate-to-the-purpeses | necessary and proportionate to the purposes
purposes of prevention, investigation, of prevention;investigation,-detection-and of prevention, investigation, detection and
detection and prosecution of crime or prosecution-of erime-or-enforcement-of prosecution of crime or enforcement of
enforcement of criminal sanctions and the | eriminal-sanetions-and-the-exereise-ofthe criminal sanctions and the exercise of the
exercise of the rights of defence. In rights-of defenceJnparticular, Member rights of defence. In particular, Member
particular, Member States should ensure States-should-ensure-that-appropriate-data States should ensure that appropriate data
that appropriate data protection policies proteetionpolicies-and-measuresapply-te protection policies and measures apply to
and measures apply to the transmission of | the-transmission-of personal-datafrom the transmission of personal data from
personal data from relevant authorities to relevant-autheritiesto-serviee-providersfor | relevant authorities to service providers for
service providers for the purposes of this the-purposes-of this Regulationinclading the purposes of this Regulation, including
Regulation, including measures to ensure measures-to-ensure-the security-of the-data- | measures to ensure the security of the data.
the security of the data. Service providers Serviceprovidersshouldensire the same Service providers should ensure the same
should ensure the same for the for-the-transmission-of personal datato for the transmission of personal data to
transmission of personal data to relevant relevant-autherities—Only-authorised relevant authorities. Only authorised
authorities. Only authorised persons should | persensshould-have-aceessto-information | persons should have access to information
have access to information containing containing-personal-data-which-may-be containing personal data which may be
personal data which may be obtained obtained-throughauthenticationproeesses: | obtained through authentication processes.
through authentication processes. The use The-usc-ofmechanisms-to-chsure The use of mechanisms to ensure
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of mechanisms to ensure authenticity
should be considered, such as notified
national electronic identification systems
or trust services as provided for by
Regulation (EU) 910/2014 of the European
Parliament and of the Council of 23 July
2014 on electronic identification and trust
services for electronic transactions in the
internal market and repealing Directive
1999/93/EC.

authenticity should be considered, such as
notified national electronic identification
systems or trust services as provided for by
Regulation (EU) 910/2014 of the European
Parliament and of the Council of 23 July
2014 on electronic identification and trust
services for electronic transactions in the
internal market and repealing Directive
1999/93/EC.

Recital 57

113

(57a) In order to monitor the outputs,
results and impacts of this Regulation, the
Commission should publish an annual
report on the preceding calendar year,
based on data obtained from the Member
States. For this purpose, Member States
should collect and maintain
comprehensive statistics from the relevant
authorities on different aspects of this
Regulation, by type of data requested, the
addressees (executive authority
addressed), the type of service provider
addressed [electronic communications
service, information society service or
internet domain name and IP number
service (such as IP address providers,
domain name registries, domain name
registrars or related proxy services)[ and
whether it was an emergency case or not.
Where applicable, the data collected
should also include the grounds for non-
recognition or non-execution raised, the
legal remedies used, the sanctions
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imposed, the costs claimed by the service
provider and the enforcement proceeding
launched.

Recital 58

114

(58) The Commission should carry out an
evaluation of this Regulation that should
be based on the five criteria of efficiency,
effectiveness, relevance, coherence and EU
value added and should provide the basis
for impact assessments of possible further
measures. Information should be collected
regularly and in order to inform the
evaluation of this Regulation.

(58) The Commission should carry out an
evaluation of this Regulation that should be
based on the five criteria of efficiency,
effectiveness, relevance, coherence and EU
added value, should provide the basis for
impact assessments efpessible-further
wmeasures and include an evaluation of the
use of derogations (emergency derogation,
derogation from the principle of user
information) as well as an assessment of
the functioning of the common European
exchange system and of the functioning of
the Regulation in relation with Directive
2014/41/EU. Information should be
collected regularly and in order to inform
the evaluation of this Regulation.

(58) The Commission should carry out an
evaluation of this Regulation that should be
based on the five criteria of efficiency,
effectiveness, relevance, coherence and EU
value added and should provide the basis
for impact assessments of possible further
measures. Information should be collected
regularly and in order to inform the
evaluation of this Regulation.

Recital 59

115

(59) The use of pretranslated and
stardardised forms facilitates cooperation
and the exchange of information between
judicial authorities and service providers,
allowing them to secure and transmit
electronic evidence more quickly and
effectively, while also fulfilling the
necessary security requirements in a user-
friendly manner. They reduce translation
costs and contribute to a high quality
standard. Response forms similarly should

(59) The use of pretranslated and
stardardised forms facilitates cooperation
and the exchange of information between
different judicial authorities as well as with
service providers, allowing for a quicker
and more effective transmission of
electronic information in a user-friendly
manner. They could also reduce translation
costs and contribute to a high quality
standard. Response forms similarly should
allow for a standardised exchange of

(59) The use of pretranslated and
stardardised forms facilitates cooperation
and the exchange of information between
judicial authorities and service providers,
allowing them to secure and transmit
electronic evidence more quickly and
effectively, while also fulfilling the
necessary security requirements in a user-
friendly manner. They reduce translation
costs and contribute to a high quality
standard. Response forms similarly should

10881/22
ANNEX I

JAL2

MiC/vj
LIMITE

80
EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

allow for a standardised exchange of
information, in particular where service
providers are unable to comply because the
account does not exist or because no data is
available. The forms should also facilitate
the gathering of statistics.

information. The forms should also
facilitate the gathering of statistics.

allow for a standardised exchange of
information, in particular where service
providers are unable to comply because the
account does not exist or because no data is
available. The forms should also facilitate
the gathering of statistics.

Recital 60

116 (60) In order to effectively address a 69 n-erderto-effectively-addressa (60) In order to effectively address a
possible need for improvement regarding pessible-need-for improvementregarding possible need for improvement regarding
the content of the EPOCs and EPOC-PRs the-content-of the EROCs-and EROCPRs the content of the EPOCs and EPOC-PRs
and of the Form to be used to provide and-of the Form-to-be-used-to-provide and of the Form to be used to provide
information on the impossibility to execute | information-on-the-impessibilityto-exeeute | information on the impossibility to execute
the EPOC or EPOC-PR, the power to the EPOC-or EPOC-PR-the pewerto-adept | the EPOC or EPOC-PR, the power to adopt
adopt acts in accordance with Article 290 acts-in-accordance-with-Article 290-of the acts in accordance with Article 290 of the
of the Treaty on the Functioning of the Freaty-on-the Funetioning-of the European | Treaty on the Functioning of the European
European Union should be delegated to the | Unionsheuld-be-delegatedto-the Union should be delegated to the
Commission to amend Annexes I, II and Commission-to-amend-Annexes L, H-andJ | Commission to amend Annexes I, IT and III
IIT to this Regulation. It is of particular to-this Regulationtt-is-of particular to this Regulation. It is of particular
importance that the Commission carry out | impertance-thatthe-Commission-earry-out importance that the Commission carry out
appropriate consultations during its appropriate-consultations-during-its appropriate consultations during its
preparatory work, including at expert level, | preparatery-werk-ineludingatexpertlevel; | preparatory work, including at expert level,
and that those consultations be conducted and-that-these-consultations-be-condueted and that those consultations be conducted
in accordance with the principles laid down | in-accordance-with-the-prineipleslaid-down | in accordance with the principles laid down
in the Interinstitutional Agreement of 13 in-the Interinstitutional Agreement-of 13 in the Interinstitutional Agreement of 13
April 2016 on Better Law-Making'®. In April 2016-onBetter Law-Making®1n April 2016 on Better Law-Making'®. In
particular, to ensure equal participation in particular-to-ensure-equal-participationin particular, to ensure equal participation in
the preparation of delegated acts, the the-preparation-of delegated-acts-the the preparation of delegated acts, the
European Parliament and the Council EurepeanParliament-and-the- Couneil European Parliament and the Council
receive all documents at the same time as reecive-all- documents-at-the-same-time-as receive all documents at the same time as
Member States' experts, and their experts Member-States-experts—and-theirexperts Member States' experts, and their experts
systematically have access to meetings of | systematically-have-aceess-to-meetings-of systematically have access to meetings of
Commission expert groups dealing with Commission-expertgroups-dealing-with-the | Commission expert groups dealing with the
the preparation of delegated acts. preparation-of-delegated-aets: preparation of delegated acts.

10881/22 MiC/vj 81
ANNEX I JAL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

SOJ L 123,12.5.2016, p. 1.

SOJ L 123, 12.5.2016, p. 1.

Recital 61

117

(61) The measures based on this
Regulation should not supersede European
Investigation Orders in accordance with
Directive 2014/41/EU of the European
Parliament and of the Council'® to obtain
electronic evidence. Member States’
authorities should choose the tool most
adapted to their situation; they may prefer
to use the European Investigation Order
when requesting a set of different types of
investigative measures including but not
limited to the production of electronic
evidence from another Member State.

16 Directive 2014/41/EU of 3 April 2014
regarding the European Investigation Order
in criminal matters (OJ L 130, 1.5.2014,

p-1).

(61) The measures based on this Regulation
should not supersede European
Investigation Orders in accordance with
Directive 2014/41/EU or Mutual Legal
Assistance Procedures to obtain electronic
information. Member States’ authorities
should choose the tool most adapted to
their situation; they may prefer to use the
European Investigation Order when
requesting a set of different types of
investigative measures including but not
limited to the production of electronic
information from another Member State.

(61) The measures based on this Regulation
should not supersede European
Investigation Orders in accordance with
Directive 2014/41/EU of the European
Parliament and of the Council'® to obtain
electronic evidence. Member States’
authorities should choose the tool most
adapted to-theirsituation the case at hand;
they may prefer to use the European
Investigation Order when requesting a set
of different types of investigative measures
including but not limited to the production
of electronic evidence from another
Member State.

16 Directive 2014/41/EU of 3 April 2014
regarding the European Investigation Order
in criminal matters (OJ L 130, 1.5.2014,

p-1).

Recital 62

118 (62) Because of technological 62) Because-of technologieal (62) Because of technological
developments, new forms of developments, new-forms-of developments, new forms of
communication tools may prevail in a few | communicationtools-may prevailinafew communication tools may prevail in a few
years, or gaps may emerge in the years; or-gaps-may-emerge-in-the years, or gaps may emerge in the
application of this Regulation. It is application-of this Regulation1tis application of this Regulation. It is
therefore important to provide for a review | therefore-impeortantto-provideforareview | therefore important to provide for a review
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on its application. on-its-apphiecation: on its application.

Recital 63

119 (63) Since the objective of this Regulation, | (63) Since the objective of this Regulation, | (63) Since the objective of this Regulation,
namely to improve securing and obtaining | namely to improve securing and obtaining | namely to improve securing and obtaining
electronic evidence across borders, cannot | electronic information across borders, electronic evidence across borders, cannot
be sufficiently achieved by the Member cannot be sufficiently achieved by the be sufficiently achieved by the Member
States given its cross-border nature, but Member States given its cross-border States given its cross-border nature, but can
can rather be better achieved at Union nature, but can rather be better achieved at rather be better achieved at Union level, the
level, the Union may adopt measures in Union level, the Union may adopt measures | Union may adopt measures in accordance
accordance with the principle of in accordance with the principle of with the principle of subsidiarity as set out
subsidiarity as set out in Article 5 of the subsidiarity as set out in Article 5 of the in Article 5 of the Treaty on European
Treaty on European Union. In accordance Treaty on European Union. In accordance Union. In accordance with the principle of
with the principle of proportionality as set | with the principle of proportionality as set proportionality as set out in that Article,
out in that Article, this Regulation does not | out in that Article, this Regulation does not | this Regulation does not go beyond what is
go beyond what is necessary in order to go beyond what is necessary in order to necessary in order to achieve those
achieve those objectives. achieve that objective. objectives.

Recital 64

120 (64) In accordance with Article 3 of the (64) In accordance with Article 3 of the (64) In accordance with Article 3 of the
Protocol on the position of the United Protocol on the position of the United Protocol on the position of the United
Kingdom and Ireland in respect of the Area | Kingdom and Ireland in respect of the Area | Kingdom and Ireland in respect of the Area
of Freedom, Security and Justice, annexed | of Freedom, Security and Justice, annexed of Freedom, Security and Justice, annexed
to the Treaty on European Union and to the | to the Treaty on European Union and to the | to the Treaty on European Union and to the
Treaty on the Functioning of the European | Treaty on the Functioning of the European | Treaty on the Functioning of the European
Union, [the United Kingdom /Ireland has Union, Ireland has notified its wish to take | Union, fthe UnitedJGingdem /Ireland has
notified its wish to take part in the part in the adoption and application of this | notified its wish to take part in the adoption
adoption and application of this Regulation and without prejudice to Article | and application of this Regulation}-erfand
Regulation] or [and without prejudice to 4 of that Protocol, the United Kingdom is without prejudice to Article 4 of that
Article 4 of that Protocol, the United not taking part in the adoption of this Protocol, the United KingdomAreland-is
Kingdom/Ireland is not taking part in the Regulation and is not bound by it or subject | not taking part in the adoption of this
adoption of this Regulation and is not to its application. Regulation and is not bound by it or subject
bound by it or subject to its application.]. to its application.
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Recital 65
121 (65) In accordance with Articles 1 and 2 of
the Protocol No 22 on the position of
Denmark annexed to the Treaty on
European Union and to the Treaty on the
Functioning of the European Union,
Denmark is not taking part in the adoption
of this Regulation and is not bound by it or
subject to its application.
Recital 66
122 (66) The European Data Protection (66) The European Data Protection (66) The European Data Protection
Supervisor was consulted in accordance Supervisor was consulted in accordance Supervisor was consulted in accordance
with Article 28(2) of Regulation (EC) No with Article 42(2) of Regulation (EU) with Article 28(2) of Regulation (EC) No
45/2001 of the European Parliament and of | 2018/1725 of the European Parliament and | 45/2001 of the European Parliament and of
the Council'” and delivered an opinion on | of the Council*! and delivered an opinion the Council'” and delivered an opinion on
(.., on 6 November 2019, (...,
17 Regulation (EC) No 45/2001 of the 2! Regulation (EU) 2018/1725 of the 17 Regulation (EC) No 45/2001 of the
European Parliament and of the Council of | European Parliament and of the Council | European Parliament and of the Council of
18 December 2000 on the protection of of 23 October 2018 on the protection of 18 December 2000 on the protection of
individuals with regard to the processing of | natural persons with regard to the individuals with regard to the processing of
personal data by the Community processing of personal data by the Union personal data by the Community
institutions and bodies and on the free institutions, bodies, offices and agencies institutions and bodies and on the free
movement of such data (OJ L 8, 12.1.2001, | and on the free movement of such data, movement of such data (OJ L 8, 12.1.2001,
p. 1). and repealing Regulation (EC) No p. 1).
45/2001 and Decision No 1247/2002/EC
BQoJC,,p.. (OJ L 295, 21.11.2018, p. 39). BQJC,,p..
22 EDPS Opinion 7/2019 on Proposals
regarding European Production and
Preservation Orders for electronic
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evidence in criminal matters (6 November
2019).
Formula
123 HAVE ADOPTED THIS REGULATION:
Chapter |
124 Chapter 1: Subject matter, definitions
and scope
Article 1
125 Article 1
Subject matter
Article 1(1)
126 1. This Regulation lays down the rules 1. This Regulation lays down the rules 1.This Regulation lays down the rules Presidency proposal 24/06/2022 :
under which an authority of a Member under which an authority of a Member under which an authority of a Member
State may order a service provider offering | State, in a criminal proceeding, may order | State may order a service provider offering | This Regulation lays down the rules under
services in the Union, to produce or a service provider offering services in the services in the Union, to produce or which an authority of a Member State, in a
preserve electronic evidence, regardless of | Union and established or, if not preserve electronic evidence, regardless of | eriminal proceeding, may order a service
the location of data. This Regulation is established, legally represented in another | the location of data. This Regulation is provider offering services in the Union and
without prejudice to the powers of national | Member State to produce or preserve without prejudice to the powers of national | established or, if not established,
authorities to compel service providers electronic information that may serve as authorities to compel service providers represented by a legal representative in
established or represented on their territory | evidence, regardless of the location of data. | established or represented on their territory | another Member State to produce or
to comply with similar national measures. to comply with similar national measures. preserve electronic evidence regardless of
Authorities of the Member States shall not the location of data.
issue domestic orders with extraterritorial
effects for the production or preservation This Regulation is without prejudice to the
of electronic information that could be powers of national authorities to address
requested on the basis of this Regulation. service providers established or
represented on their territory to comply
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with similar national measures.

Article 1a
127 1a. The issuing of a European Production Provisional agreement 2nd trilogue
or Preservation Order may also be 18/03/2021:
requested on behalf of a suspected or
accused person, within the framework of la. The issuing of a European Production
applicable defence rights in accordance or Preservation Order may also be
with national criminal procedures. requested by a suspected or accused
person, or by a lawyer on his behalf within
the framework of applicable defence rights
in accordance with national criminal
procedures.
Article 1(2)
128 2. This Regulation shall not have the effect | 2. This Regulation shall not have the effect | 2. This Regulation shall not have the effect | Presidency proposal 24/06/2022:

of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined in Article 6 of the TEU,
including the rights of defence of persons
subject to criminal proceedings, and any
obligations incumbent on law enforcement
or judicial authorities in this respect shall
remain unaffected.

of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined in the Charter and in Article 6
of the TEU, including the rights of defence
of persons subject to criminal proceedings,
and any obligations incumbent on law
enforcement, judicial authorities or service
providers in this respect shall remain
unaffected.

of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined in Article 6 of the TEU,
including the rights of defence of persons
subject to criminal proceedings, and any
obligations incumbent on law enforcement
or judicial authorities in this respect shall
remain unaffected.

2. This Regulation shall not have the effect
of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined in the Charter and in Article 6 of
the TEU and any obligations incumbent on
law enforcement or judicial authorities in
this respect shall remain unaffected. It shall
apply without prejudice to fundamental
principles, in particular the freedom of
expression and information, including
freedom and pluralism of the media, the
respect for private and family life, the
protection of personal data, as well as the
right for effective judicial protection.

Article 2
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Article 2

Definitions

Atrticle 2,

introductory paragraph

130

For the purpose of this Regulation, the
following definitions shall apply:

Article 2(1)

131

1. ‘European Production Order’ means a
binding decision by an issuing authority of
a Member State compelling a service
provider offering services in the Union and
established or represented in another
Member State, to produce electronic
evidence;

1.°European Production Order’ means a
decision which has been issued or
validated by a judicial authority of a
Member State (‘the issuing State’)
addressed to a service provider offering
services in the Union and established or
legally represented in another Member
State bound by this Regulation (‘the
executing State’), to produce electronic
information,

1. ‘European Production Order’ means a
binding decision by an issuing authority of
a Member State compelling a service
provider offering services in the Union and
established or represented in another
Member State, to produce electronic
evidence;

Provisional agreement 6th trilogue
14/06/2022:

1. ‘European Production Order’ means a
decision, issued or validated by a judicial
authority of a Member State in application
of Articles 4(1) to 4(5), addressed to a
designated establishment or a legal
representative of a service provider offering
services in the Union located in another
Member State bound by this Regulation to
produce electronic evidence.

Article 2(2)

132

2. ‘European Preservation Order' means a
binding decision by an issuing authority of
a Member State compelling a service
provider offering services in the Union and
established or represented in another
Member State, to preserve electronic

evidence in view of a subsequent request

2. ‘European Preservation Order' means a
decision which has been issued or
validated by a judicial authority of a
Member State (‘the issuing State’)
addressed to a service provider offering
services in the Union and established or
legally represented in another Member

2. ‘European Preservation Order' means a
binding decision by an issuing authority of
a Member State compelling a service
provider offering services in the Union and
established or represented in another
Member State, to preserve electronic
evidence in view of a subsequent request

Provisional agreement 6th trilogue
14/06/2022:

2. ‘European Preservation Order’ means a
decision, issued or validated by a judicial
authority of a Member State in application
of Articles 4(1) to 4(5), addressed to a
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

for production; State bound by this Regulation (‘the for production; designated establishment or a legal
executing State’), to preserve electronic representative in another Member State
information in view of a subsequent bound by this Regulation to preserve
request for production; electronic evidence in view of a subsequent
request for production.
Article 2(3)
133 3. ‘service provider’ means any natural or | 3. ‘service provider’ means any natural or 3. ‘service provider’ means any natural or Presidency proposal 24/06/2022:

legal person that provides one or more of
the following categories of services:

legal person that provides one or more of
the following categories of services and,
where it concerns personal data, acts as a
data controller within the meaning of
Regulation (EU) 2016/679:

legal person that provides one or more of
the following categories of services, with
the exception of financial services
referred to in Article 2(2)(b) of Directive
2006/123/EC:

3. ‘service provider’ means any natural or
legal person that provides one or more of
the following categories of services, with
the exception of financial services referred
to in Article 2(2)(b) of Directive
2006/123/EC: andwhere-it-concerns
personal-data—oaetvav-a-data-controller

thin g . f Regulation(EL;
2016/679:

Article 2(3), point a

134 a) electronic communications service as
defined in Article 2(4) of [Directive
establishing the European Electronic
Communications Code];

Article 2(3), point b

135 b) information society services as defined
in point (b) of Article 1(1) of Directive
(EU) 2015/1535 of the European
Parliament and of the Council'® for which
the storage of data is a defining component
of the service provided to the user,
including social networks, online

b) information society services as defined
in point (b) of Article 1(1) of Directive
(EU) 2015/1535 of the European
Parliament and of the Council®* for which
the storage of data is a defining component
of the service provided to the user,

ineclading social networks;-online

b) internet domain name and IP
numbering services such as IP address
providers, domain name registries,
domain name registrars and related
privacy and proxy services;

Provisional agreement 2nd trilogue
18/03/2021:

b) internet domain name and IP
numbering services such as IP address
providers, domain name registries,
domain name registrars and domain
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Commission Proposal

marketplaces facilitating transactions
between their users, and other hosting
service providers;

1 Directive (EU) 2015/1535 of the
European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L 241,
17.9.2015, p. 1).

EP mandate

2 Directive (EU) 2015/1535 of the
European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L 241,
17.9.2015, p. 1).

Council Mandate

Draft agreement

name related privacy and proxy services;

Article 2(3), point c

136 ¢) internet domain name and IP numbering | ¢) internet domain name and IP numbering | c) other information society services as Provisional agreement 3rd trilogue
services such as IP address providers, services such as IP address providers, defined in point (b) of Article 1(1) of 20/05/2021:
domain name registries, domain name domain name registries, domain name Directive (EU) 2015/1535 of the European
registrars and related privacy and proxy registrars and related privaey-and proxy Parliament and of the Council'® that c) other information society services as
services; services; provide: defined in point (b) of Article 1(1) of
Directive (EU) 2015/1535 of the European
- the ability to its users to communicate | Parliament and of the Council'” that
with each other; or provide:
- to process or store data on behalf of the - the ability to its users to communicate
users to whom the service is provided for with each other; or
bich d  datais o defini
component-of theservice provided-to-the - the ability to process or store data on
user-including socialnetworks;-online behalf of the users to whom the service is
rrarketphicesTacHating transactions provided for, which-where the storage of
between-theirusers-and-other-hosting data is a defining component of the service
service-providers; provided to the user;
1 Directive (EU) 2015/1535 of the " Directive (EU) 2015/1535 of the
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Commission Proposal

EP mandate

Council Mandate

European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L 241,
17.9.2015, p. 1).

Draft agreement

European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L 241,
17.9.2015, p. 1).

Article 2(4)

137

4. ‘offering services in the Union’ means:

Article 2(4), point a

138

a) enabling legal or natural persons in one
or more Member State(s) to use the
services listed under (3) above; and

a) enabling legal or natural persons in one
or more Member State(s) to use the
services listed under point (3) above; and

a) enabling legal or natural persons in one
or more Member State(s) to use the
services listed under (3) above; and

Provisional agreement 6th trilogue
14/06/2022:

(a) enabling natural or legal persons in a
Member State to use the services listed

under point (3); and

Article 2(4), point b

139 b) having a substantial connection to the b) having a substantial connection to the b) having a substantial connection based Provisional agreement 2nd trilogue
Member State(s) referred to in point (a); Member State(s) referred to in point (a); on specific factual criteria to the Member | 18/03/2021:
such a substantial connection to the State(s) referred to in point (a);
Union shall be considered to exist where b) having a substantial connection based on
the service provider has an establishment specific factual criteria to the Member
in the Union, or, in the absence of such an State(s) referred to in point (a); such a
establishment, based on the existence of a substantial connection to the Union shall
significant number of users in one or be considered to exist where the service
more Member States, or the targeting of provider has an establishment in the
activities towards one or more Member Union, or, in the absence of such an
10881/22 MiC/vj 90
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 2(5)

140

5. ‘establishment’ means either the actual
pursuit of an economic activity for an
indefinite period through a stable
infrastructure from where the business of
providing services is carried out or a stable
infrastructure from where the business is
managed;

5. ‘main establishment’ means, as regards
a service provider with establishments in
more than one Member State, the place of
its central administration in the Union,
unless the decisions on the purposes and
means of the processing of data are taken
in another establishment of the service
provider in the Union and the latter
establishment has the power to have such
decisions implemented, in which case the
establishment having taken such decisions
is to be considered to be the main
establishment;

5. ‘establishment’ or ‘being established’
means either the actual pursuit of an
economic activity for an indefinite period
through a stable infrastructure from where
the business of providing services is carried
out or a-stable-infrastractarefrom-where
the business is managed;

gt
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 2(6)

’

141

6. ‘electronic evidence’ means evidence
stored in electronic form by or on behalf of
a service provider at the time of receipt of
a production or preservation order
certificate, consisting in stored subscriber
data, access data, transactional data and
content data;

6. clectronic information’ means
subscriber data, traffic data, or content
data lawfully stored by a service provider
at the time of the issuing of a European
Production or Preservation order, that is
requested for the purpose of serving as
evidence during the investigation,
prosecution and court proceedings
relating to a criminal offence in a Member
State, in accordance with national law;

6. ‘electronic evidence’ means evidence
stored in electronic form by or on behalf of
a service provider at the time of receipt of a
production or preservation order certificate,
consisting in stored subscriber data, access
data, transactional data and content data;

Provisional agreement 6th trilogue
14/06/2022:

6. ‘electronic evidence’ means subscriber
data, traffic data or content data stored by
or on behalf of a service provider, in an
electronic form, at the time of receipt of an
EPOC or and EPOC-PR, and is requested
for the purpose of proceedings as defined
in Article 3(2).

+ Recital 14a

In order to guarantee full respect of
fundamental rights, the probatory value of
the evidence gathered in application of this
Regulation should be assessed in trial by
the competent judicial authority, in
accordance with national law and in
compliance with, notably, the right to a
fair trial and the right of defence.

Article 2(7)

142

7. ‘subscriber data’ means any data
pertaining to:

7. ‘subscriber data’ means any data,
collected in the normal course of business,
pertaining to the provided name, date of
birth, postal or geographic address, billing
and payment data, telephone number, or
email address identifying the subscriber or
customer as well as the type of service
provided and the duration of the contract
with the service provider, which is strictly
necessary for the sole purpose of

7. ‘subscriber data’ means any data
pertaining to:

Provisional agreement 3" trilogue
20/05/2021:

‘subscriber data’ means any data held by a
service provider relating to the
subscription to the services, pertaining to:
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

identifying the user of the service;
Article 2(7), point a
143 a) the identity of a subscriber or customer a)-the-identity of a-subseriberor-customer a) the identity of a subscriber or customer Provisional agreement 2nd trilogue
such as the provided name, date of birth, such-as-the provided-name;-date-of birth; such as the provided name, date of birth, 18/03/2021:
postal or geographic address, billing and pestal-er geographic-address; billingand postal or geographic address, billing and
payment data, telephone, or email; - . H: payment data, telephone, or email; (a) the identity of a subscriber or customer
such as the provided name, date of birth,
postal or geographic address, billing and
payment data, telephone number, or email
addpress;
Article 2(7), point b
144 b) the type of service and its duration b)-the-type-of service-and-its-duration b) the type of service and its duration Provisional agreement 3 trilogue
including technical data and data ineluding technical- data-and-data including technical data and data 20/05/2021:
identifying related technical measures or wdemtifeing relatedtechiieameasuresor identifying related technical measures or
interfaces used by or provided to the wterfaceswsed-byv-orprovidedtothe interfaces used by or provided to the b) the type of service and its duration
subscriber or customer, and data related to | subseriber-orcustomer,-and-datarelated-to subscriber or customer, and data related to including technical data and data
the validation of the use of service, thevahdationoftheuseofservice: the validation of the use of service, identifying related technical measures or
excluding passwords or other exchidinepasswords-orother excluding passwords or other interfaces used by or provided to the
authentication means used in lieu of a authentication-means-used-in-Hew-of a authentication means used in lieu of a subscriber or customer at the moment of
password that are provided by a user, or password-that-are-provided-by-a-user;-of password that are provided by a user, or initial registration or activation, and data
created at the request of a user; ereated-at therequestofa-user; created at the request of a user; related to the validation of the use of
service, excluding passwords or other
authentication means used in lieu of a
password that are provided by a user, or
created at the request of a user.
Article 2(8)
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Commission Proposal

8. ‘access data’ means data related to the
commencement and termination of a user
access session to a service, which is strictly
necessary for the sole purpose of
identifying the user of the service, such as
the date and time of use, or the log-in to
and log-off from the service, together with
the IP address allocated by the internet
access service provider to the user of a
service, data identifying the interface used
and the user ID. This includes electronic
communications metadata as defined in
point (g) of Article 4(3) of [Regulation
concerning the respect for private life and
the protection of personal data in electronic
communications];

EP mandate

8. ‘traffic data’ means data collected in the

normal course of business related to: the
| o :

Council Mandate

8. ‘access data’ means data related to the
commencement and termination of a user
access session to a service, which is strictly
necessary for the sole purpose of
identifying the user of the service, such as
the date and time of use, or the log-in to
and log-off from the service, together with
the IP address allocated by the internet
access service provider to the user of a
service, data identifying the interface used
and the user ID. This includes electronic
communications metadata as defined in
point (ge) of Article 4(3) of [Regulation
concerning the respect for private life and
the protection of personal data in electronic
communications];

Draft agreement

Provisional agreement 6th trilogue
14/06/2022:

8. ‘[other] data requested for the sole
purpose of identifying the user’ means IP
addresses and, where necessary, the
relevant source ports and time stamp
(date/time), or technical equivalents of
these identifiers and related information
where requested by law enforcement
authorities for the sole purpose of
identifying the user in a specific criminal
investigation.

[+ Additional recital (22a), line 42]

Article 2(8), point a

146

(a) the type of service provided and its
duration where it concerns technical data
and data identifying related technical
measures or interfaces used by or
provided to the subscriber or customer,
and data related to the validation of the
use of the service, excluding passwords or
other authentication means used instead
of a password that are provided by a user,
or created at the request of a user;

Provisional agreement 3"
trilogue20/05/2021:

[DELETED]

Article 2(8), point b

147 (b) the commencement and termination of Provisional agreement 3™ trilogue
a user access session to a service, such as
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

the date and time of use, or the log-in to, 20/05/2021:
and log-off from the service;
[DELETED]
Article 2(8), point c
148 (c) electronic communications metadata Provisional agreement 3" trilogue
as processed in an electronic 20/05/2021:
communications network for the purposes
of transmitting, distributing or [DELETED]
exchanging electronic communications
content, including data used to trace and
identify the source and destination of a
communication, data on the location of
the terminal equipment processed in the
context of providing electronic
communications services, and the date,
time, duration and the type of
communication;
Article 2(9)
149 ?ﬁe t;igi?;izznjt} Szt;vzzzrg‘iz?gilzted o] % .. . 9. ‘transggtional data’ means data related to | Provisional agreement 3™ trilogue
service provider that serves to provide P der il ) 1 the provision of a service offered by a 20/05/2021:
context or additional information about contextoradditionalinformation-abeut Service p rov1d§:r. that serves tolpr0v1de 7 5
such service and is generated or processed | sueh-service-andis-generated-orprocessed context or addlthnal information about 2 tr.a.fﬁ ki eans G bl o tl?e
by an information system of the service ) . . such service aqd is generated or proc.essed provision of a service offergd by a service
provider, such as the source and yan ’ ) o by an information system of the service proy1§1er that serves to provide context.or
destination of a message or another type of I . o, provider, such as the source and'destma’tlon add1j[1ona1 information about such service
interaction. data on the location of the | | g] - " ifi cod of a message or zflnother type of interaction, ?md is geperated or processed l?y an
device, dat’e, time, duration, size, route, irne.d ion.size. & ’, | ’ Qata on the'locat}on of the device, date, information system of the S‘CI'VI.CG provider,
format, the protocol used and the type of ion. time, duration, size, route, format, the ' such as the source and destlpatlon (?f a
compression, unless such data constitutes f | hd ot f Lata protocol used and the pre of compression, | message or ?nother type qf 1nteract19n, data
access data. This includes electronic This includes.el . S unl.es.s such data const}tutes access dz.lta. on thc? 10caf10n of the device, date, time,
communications metadata as defined in i ) . This includes electro.mc communications duration, size, route, format, tl}e pr'otocol.
point (2) of Article 4(3) of [Regulation 3} of [Regulati PO (2) | metadata as defined in point (gc) of Article | used and the type of compression including
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Commission Proposal

concerning the respect for private life and
the protection of personal data in electronic
communications];

EP mandate

Council Mandate

4(3) of [Regulation concerning the respect
for private life and the protection of
personal data in electronic
communications];

Draft agreement

electronic communications metadata as
defined in point (gc) of Article 4(3) of
[Regulation concerning the respect for
private life and the protection of personal
data in electronic communications] and
data relating to the commencement and
termination of a user access session to a
service such as the data and time of use,
the log-in to and log-off from the service
other than subscriber data;

Article 2(10)

150

10. ‘content data’ means any stored data in
a digital format such as text, voice, videos,
images, and sound other than subscriber,
access or transactional data;

10. ‘content data’ means the stored data in
a digital format by the service provider
such as text, voice, videos, images, and
sound other than subscriber or traffic data;

10. ‘content data’ means any stored data in
a digital format such as text, voice, videos,
images, and sound other than subscriber,
access or transactional data;

Provisional agreement 3™ trilogue
20/05/2021:

‘content data’ means any data in a digital
format, such as text, voice, videos, images
and sound, other than subscriber or traffic
data;

+ The following recital by the PCY
15/03/2021 as amended by the Rapporteur
18/03/2021:

(xx) With regard to content data, this
Regulation does not allow the-wnanthorised
ot Lt C sof ; G et

) ] o /
under-the-sole-control-of-the-wser-or any
access to any data beyond data related to
the services offered to the user by the
service provider.

Article 2(11)
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11. ‘information system’ means
information system as defined in point (a)

of Article 2 of Directive 2013/40/EU of the

European Parliament and of the Council®’;

20 Directive 2013/40/EU of the European
Parliament and of the Council of 12
August 2013 on attacks against
information systems and replacing Council
Framework Decision 2005/222/JHA (OJ L
218, 14.8.2013, p. 8).

Article 2(12)

152

12. ‘issuing State’ means the Member State
in which the European Production Order or

the European Preservation Order is issued;

Article 2(12a)

153 (12a) "issuing authority’ means the Presidency proposal 24/06/2022:
authority in the issuing State, competent
in the case concerned, to issue the 12a) 'issuing authority’ means the
European Production Order or European competent authority in the issuing State,
Preservation Order; which, in accordance with Article 4, can
issue a European Production Order or
European Preservation Order;”
Article 2(13)
154 13. ‘enforcing State’ means the Member 13. ‘executing State’ means the Member 13. ‘enforcing State’ means the Member Presidency proposal 24/06/2022:
State in which the addressee of the State in which the service provider is State in which the addressee of the
European Production Order or the established or legally represented and to European Production Order or the 13. ‘enforcing State’ means the Member
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Commission Proposal

European Preservation Order resides or is
established and to which the European
Production Order and the European
Production Order Certificate or the
European Preservation Order and the
European Preservation Order Certificate
are transmitted for enforcement;

EP mandate

which the European Production Order and
the European Production Order Certificate
or the European Preservation Order and the
European Preservation Order Certificate are
transmitted for noftification and
enforcement of the order in accordance
with this Regulation,;

Council Mandate

European Preservation Order resides or is
established and to which, if necessary, the
European Production Order and the
European Production Order Certificate or
the European Preservation Order and the
European Preservation Order Certificate are
transmitted for enforcement;

Draft agreement

State in which the designated establishment
or legal representative is established and to
which the European Production Order and
the European Production Order Certificate
or the European Preservation Order and the
European Preservation Order Certificate are
transmitted for notification and
enforcement of the order in accordance
with this Regulation;

Article 2(14)

155

14. ‘enforcing authority’ means the
competent authority in the enforcing State
to which the European Production Order
and the European Production Order
Certificate or the European Preservation
Order and the European Preservation Order
Certificate are transmitted by the issuing
authority for enforcement;

14. ‘executing authority’ means the
competent authority in the executing State
to which the European Production Order
and the European Production Order
Certificate or the European Preservation
Order and the European Preservation Order
Certificate are transmitted by the issuing
authority for notification and enforcement
of the order in accordance with this
Regulation; where provided by national
law, the executing authority may be a
court authority in the executing State;

14. ‘enforcing authority’ means the
competent authority in the enforcing State
to which the European Production Order
and the European Production Order
Certificate or the European Preservation
Order and the European Preservation Order
Certificate are transmitted by the issuing
authority for enforcement;

Presidency proposal 20/06/2022:

14. ‘enforcing authority’ means, in
accordance with its national law, the
competent authority in the enforcing State
to which the European Production Order
and the European Production Order
Certificate or the European Preservation
Order and the European Preservation Order
Certificate are transmitted by the issuing
authority for notification and enforcement
of the order in accordance with this
Regulation;

Article 2(15)

156 15. ‘emergency cases’ means situations 15. ‘emergency cases’ means situations 15. ‘emergency cases’ means situations General provisional agreement 4th

where there is an imminent threat to life or | where there is an imminent threat to life or | where there is an imminent threat to life or | pelitical trilogue 09/07/2021:

physical integrity of a person or to a physical integrity of a person erte-aeritical | physical integrity of a person or to a critical

critical infrastructure as defined in Article | infrastructure-as-definedinArticle 2(a)-of infrastructure as defined in Article 2(a) of 15. ‘emergency cases’ means situations

2(a) of Council Directive 2008/114/EC?!. Couneil Directive 2008/114/EC*, Council Directive 2008/114/EC*.. where there is an imminent threat to life or

physical integrity or safety of a person, or to
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Commission Proposal

EP mandate

Council Mandate

1 Council Directive 2008/114/EC of 8
December 2008 on the identification and
designation of European critical
infrastructures and the assessment of the
need to improve their protection (OJ L
34523.12.2008. p 75).

Draft agreement

a critical infrastructure as defined in Article
2(a) of Council Directive 2008/114/EC,
where the disruption or destruction of
such critical infrastructure would result
in an imminent threat to life or physical
integrity or safety of a person, including
through a serious harm to the provision
of basic supplies to the population or to
the exercise of the core functions of the
State.

1. This Regulation applies to Member
States and service providers, offering
services in one or more Member States
bound by this Regulation and established
or legally represented in one of these
Member States.

1. This Regulation applies to service
providers which offer services in the
Union.

Presidency proposal 20/06/2022:

1. This Regulation applies to service
providers which offer services in the Union.

1a. This Regulation shall not apply to
proceedings initiated by the issuing
authority for the purpose of providing
mutual legal assistance to another
Member State or a third country.

1a. The Regulation shall not apply to
proceedings initiated by the issuing
authority for the purpose of providing
mutual legal assistance to another
Member State or a third country.

Provisional agreement 6th trilogue
14/06/2022:

1a. The Regulation shall not apply to
proceedings initiated by the issuing
authority for the purpose of providing

2! Council Directive 2008/114/EC of 8
December 2008 on the identification and
designation of European critical
infrastructures and the assessment of the
need to improve their protection (OJ L
34523.12.2008. p 75).
Article 3
157 Article 3
Scope
Article 3(1)
158 1. This Regulation applies to service
providers which offer services in the
Union.
Article 3(1a)
159
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

mutual legal assistance to another
Member State or a third country.

Article 3(2)

160

2. The European Production Orders and
European Production Orders may only be
issued for criminal proceedings, both
during the pre-trial and trial phase. The
Orders may also be issued in proceedings
relating to a criminal offence for which a
legal person may be held liable or punished
in the issuing State.

2. The European Production Orders and
European Preservation Orders may only be
issued in the framework and for the
purposes of criminal proceedings, both
during the pre-trial and trial phase. The
Orders may also be issued in proceedings
relating to a criminal offence for which a
legal person may be held liable or punished
in the issuing State.

2. The European Production Orders and
European PreduetionPreservation Orders
may only be issued for criminal
proceedings, beth-during-the pre-trial-and
trial- phase and for the execution of
custodial sentences or detention orders
that were not rendered in absentia in
case the convict absconded from justice.
The Orders may also be issued in
proceedings relating to a criminal offence
for which a legal person may be held liable
or punished in the issuing State.

Presidency proposal 20/06/2022:

The European Production Orders and
European Preservation Orders may only
be issued in the framework and for the
purposes of criminal proceedings, [and
for the execution of custodial sentences
or detention orders that were not
rendered in absentia in case the convict
absconded from justice/. The Orders
may also be issued in proceedings
relating to a criminal offence for which a
legal person may be held liable or
punished in the issuing State.

Article 3(3)

161

3. The Orders provided for by this
Regulation may be issued only for data
pertaining to services as defined in Article
2(3) offered in the Union.

Chapter Il
162 Chapter 2: European Production Order,
European Preservation Order and
Certificates
Article 4
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163 Article 4

Issuing authority

Article 4(1)

164 1. A European Production Order for
subscriber data and access data may be

issued by:

1. A European Production Order for
obtaining subscriber data and IP addresses
for the sole purpose of determining the
identity of specific persons with a direct
link to the specific proceedings referred to
in Article 3(2) may be issued by:

1. A European Production Order for
subscriber data and access data may be
issued by:

Provisional agreement 6th trilogue
14/06/2022:

1. A European Production Order for
obtaining subscriber data and for obtaining
[other]|data requested for the sole purpose
of identifying the user, as defined in
Article 2 (8) may be issued by :

Article 4(1), point a

165 a) a judge, a court, an investigating judge
or prosecutor competent in the case

concerned; or

a) a judge, a court, an investigating judge
or a public prosecutor competent in the
case concerned; or

a) a judge, a court, an investigating judge
or prosecutor competent in the case
concerned; or

Presidency proposal 03/06/2022:

a) a judge, a court, an investigating judge or
a public prosecutor competent in the case
concerned; or

Article 4(1), point b

166 b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Production
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Production Order under
this Regulation, by a judge, a court, an

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Production
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Production Order under
this Regulation, by a judge, a court, an

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Production
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Production Order under
this Regulation, by a judge, a court, an

Presidency proposal 03/06/2022:

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Production
Order shall be validated, after examination
of its conformity with the conditions for
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Commission Proposal

in the issuing State.

investigating judge or a public prosecutor

EP mandate

investigating judge or a public prosecutor
in the issuing State.

Council Mandate

investigating judge or a public prosecutor
in the issuing State.

Draft agreement

issuing a European Production Order under
this Regulation, by a judge, a court, an
investigating judge or a public prosecutor
in the issuing State.

Additional Rapporteur proposal
22/06/2022:

Where, in accordance with national law,
the execution of a European Production
Order for obtaining subscriber data and
for obtaining [other] data requested for the
sole purpose of identifying the user, as
defined in Article 2 (8) requires the
procedural involvement of a court,
Member States may make a declaration to
the General Secretariat of the Council and
the Commission, clarifying that where
such an order is addressed to a service
provider or its legal representative on its
territory, it must be issued by an authority
as defined in paragraph 2 of this Article.

Article 4(2)

167

2. A European Production Order for
transactional and content data may be

2. A European Production Order for traffic
and content data may be issued only by:

2. A European Production Order for
transactional and content data may be

Provisional agreement 6th trilogue
14/06/2022:

issued only by: issued only by:

2. A European Production Order for traffic
data, except for data requested for the sole
purpose of identifying the user as defined
in Article 2 (8), and for content data may be
issued only by :
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Article 4(2

), point a

168

a) a judge, a court or an investigating judge
competent in the case concerned; or

Article 4(2

), point b

169

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Production
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Production Order under
this Regulation, by a judge, a court or an
investigating judge in the issuing State.

Article 4(3)

170

3. A European Preservation Order may be
issued by:

3. A European Preservation Order for all
data categories may be issued by:

3. A European Preservation Order may be
issued by:

Provisional agreement 6th trilogue
14/06/2022:

3. A European Preservation Order for all
data categories may be issued by:

Article 4(3), point a

171 a) a judge, a court, an investigating judge a) a judge, a court, an investigating judge a) a judge, a court, an investigating judge Presidency proposal 03/06/2022:
or prosecutor competent in the case or a public prosecutor competent in the or prosecutor competent in the case _ . I
concerned; or case concerned; or concerned; or a) a judge, a court, an investigating judge or
a public prosecutor competent in the case
concerned; or
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Article 4(3), point b
172 b) any other competent authority as defined | b) any other competent authority as defined | b) any other competent authority as defined | Presidency proposal 03/06/2022:
by the issuing State which, in the specific by the issuing State which, in the specific by the issuing State which, in the specific
case, is acting in its capacity as an case, is acting in its capacity as an case, is acting in its capacity as an b) any other competent authority as defined
investigating authority in criminal investigating authority in criminal investigating authority in criminal by the issuing State which, in the specific
proceedings with competence to order the proceedings with competence to order the proceedings with competence to order the case, is acting in its capacity as an
gathering of evidence in accordance with gathering of evidence in accordance with gathering of evidence in accordance with investigating authority in criminal
national law. Such European Preservation | national law. Such European Preservation national law. Such European Preservation proceedings with competence to order the
Order shall be validated, after examination | Order shall be validated, after examination | Order shall be validated, after examination | gathering of evidence in accordance with
of its conformity with the conditions for of its conformity with the conditions for of its conformity with the conditions for national law. Such European Preservation
issuing a European Preservation Order issuing a European Preservation Order issuing a European Preservation Order Order shall be validated, after examination
under this Regulation, by a judge, a court, | under this Regulation, by a judge, a court, | under this Regulation, by a judge, a court, | Ofits conformity with the conditions for
an investigating judge or a prosecutor in an investigating judge or a public an investigating judge or a prosecutor in the | issuing a European Preservation Order
the issuing State. prosecutor in the issuing State. issuing State. under this Regulation, by a judge, a court,
an investigating judge or a public
prosecutor in the issuing State.
Article 4(4)
173 4. Where the Order has been validated by a
judicial authority pursuant to paragraphs
1(b), 2(b) and 3(b), that authority may also
be regarded as an issuing authority for the
purposes of transmission of the European
Production Order Certificate and the
European Preservation Order Certificate.
Article 4(5)
174 5. In validly established emergency cases, | Presidency proposal 24/06/2022 :
the authorities mentioned under
paragraphs 1(b) and 3(b) may issue the General provisional agreement 4th
respective Order for subscriber and political trilogue 09/07/2021 (updated on
access data, without prior validation if 13/06/2022) following technical talks on
the validation cannot be obtained in time
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and if these authorities could issue the
Order in a similar domestic case without
validation. The issuing authority shall
seek validation ex-post without undue
delay, at the latest within 48 hours.
Where such ex-post validation is not
granted the issuing authority shall
withdraw the Order immediately and
shall, in accordance with its national law,
either delete any data that was obtained
or ensure that the data are not used as
evidence.

Article 4(6)

175 6. Each Member State may designate one
or more central authority responsible for
the administrative transmission of
Certificates, Orders and notifications,
the receipt of data and notifications as
well as transmission of other official
correspondence relating to the
Certificates or Orders.

Article 5
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176 Article 5
Conditions for issuing a European
Production Order
Article 5(1)
177 1. An issuing authority may only issue a
European Production Order where the
conditions set out in this Article are
fulfilled.
Article 5(2)
178 2. The European Production Order shall be | 2. The European Production Order shall be | 2. The European Production Order shall be | Provisional agreement 6th trilogue
necessary and proportionate for the necessary and proportionate for the purpose | necessary and proportionate for the purpose | 14/06/2022:
purpose of the proceedings referred to in of the proceedings referred to in Article 3 of the proceedings referred to in Article 3
Article 3 (2) and may only be issued if a (2), taking into account the rights of the (2) and may only be issued if a similar 2. The European Production Order shall be
similar measure would be available for the | person concerned. It may only be issued if | measure would be available for the same necessary and proportionate for the purpose
same criminal offence in a comparable it could have been ordered under the same | criminal offence in a comparable domestic | of the proceedings referred to in Article 3
domestic situation in the issuing State. conditions in a similar domestic case, situation in the issuing State. (2) taking into account the rights of the
where there are sufficient reasons to suspected or accused person. It may only
believe that a crime has been committed, be issued if it could have been ordered
where it is grave enough to justify the under the same conditions in a similar
cross-border production of the data and domestic case.
where the requested information is
relevant for the investigation. It shall be + Presidency proposal 11/06/2022 for
limited to data of specific persons with a recital 29, line 53
direct link to the specific proceedings
referred to in Article 3(2).
Article 5(3)
179 3. European Production Orders to produce | 3. 4 European Production Order for 3. European Production Orders to produce Rapporteur proposal 07/06/2022:
subscriber data or access data may be obtaining subscriber data or IP addresses | subscriber data or access data may be
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Draft agreement

issued for all criminal offences.

for the sole purpose of determining the
identity of specific persons with a direct
link to the specific proceedings referred to
in Article 3(2) may be issued for all
criminal offences.

issued for all criminal offences and for the
execution of a custodial sentence or a
detention order of at least 4 months.

3. European Production Orders to produce
subscriber data or data requested for the
sole purpose of identifying the user as
defined in Article 2 (8) may be issued for
all criminal offences [and for the
execution of a custodial sentence or a
detention order of at least 4 months].

Article 5(4)

180

4. European Production Orders to produce
transactional data or content data may only
be issued

4. A European Production Order to produce
traffic data or content data may only be
issued for criminal offences punishable in
the issuing State by a custodial sentence of
a maximum of at least 3 years.

4. European Production Orders to produce
transactional data or content data may only
be issued

Provisional agreement 6th trilogue
14/06/2022:

4. European Production Orders to produce
traffic data, except for data requested for
the sole purpose of identifying the user as
defined in Article 2 (8), or content data
shall only be issued

Article 5(4), point a
181 a) for criminal offences punishable in the w-forcrinatoffencespumishable tnthe a) for criminal offences punishable in the Provisional agreement 6th trilogue
issuing State by a custodial sentence of a issuing-State-by-a-custodial sentence-ofa issuing State by a custodial sentence of a 14/06/2022:
maximum of at least 3 years, or maximtm-of atleast 3-years;of maximum of at least 3 years, or
a) for criminal offences punishable in the
issuing State by a custodial sentence of a
maximum of at least 3 years, or
Article 5(4), point b
182 b) for the following offences, if they are b)-for-the-following-offenees-if they-are b) for the following offences, if they are Provisional agreement 6th trilogue
wholly or partly committed by means of an | whelly-erpartly-committed-by-means-ofan | wholly or partly committed by means of an | 14/06/2022:
information system: information-systeny: information system:
b) for the following offences, if they are
wholly or partly committed by means of an
10881/22 MiC/vj 107
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Draft agreement

information system:

Article 5(4), point b, paragraph 1

183

- offences as defined in Articles 3, 4 and 5
of the Council Framework Decision
2001/413/JTHA?;

22 Council Framework Decision
2001/413/JHA of 28 May 2001 combating
fraud and counterfeiting of non-cash means
of payment (OJ L 149, 2.6.2001, p. 1).

- offences as defined in Articles 3, 4 and 5
of the Council Framework Decision
2001/413/THA?;

22 Council Framework Decision
2001/413/JHA of 28 May 2001 combating
fraud and counterfeiting of non-cash means
of payment (OJ L 149, 2.6.2001, p. 1).

Provisional agreement 6th trilogue
14/06/2022:

- offences as defined in Articles 3, 4, 5, 6, 7
and 8 of the Directive (EU) 2019/713 of
the European Parliament and of the
Council.

Article 5(4), point b, paragraph 2

184 - offences as defined in Articles 3 to 7 of —offences-as-defined-in-Artieles 3-to-7-of - offences as defined in Articles 3 to 7 of Provisional agreement 6th trilogue
Directive 2011/93/EU of the European Direetive 201H/93/EU-of the European Directive 2011/93/EU of the European 14/06/2022:
Parliament and of the Council®’; Parliamentand-of the Couneil: Parliament and of the Council®’;
- offences as defined in Articles 3 to 7 of
—offencesasdefmed-m-Articles 3107 of Directive 2011/93/EU of the European
Direetive 2011/93/EU of the European Parliament and of the Council®;
2 Directive 2011/93/EU of the European Parliament-and-of the Couneil®; 2 Directive 2011/93/EU of the European
Parliament and of the Council of 13 Parliament and of the Council of 13
December 2011 on combating the sexual December 2011 on combating the sexual
abuse and sexual exploitation of children abuse and sexual exploitation of children 2 Directive 2011/93/EU of the European
and child pornography, and replacing *Directive 201 1/93/EU of the European and child pornography, and replacing Parliament and of the Council of 13
Council Framework Decision Partiamentand-of-the Connetl-of 13 Council Framework Decision 2004/68/JHA | December 2011 on combating the sexual
2004/68/JHA (OJ L 335, 17.12.2011, p. 1). | December20+l-on-combatingthe-sexual (OJ L 335,17.12.2011, p. 1). abuse and sexual exploitation of children
abuse-and-sexual-exploitation-of children and child pornography, and replacing
and-child-pernography.-and-replacing Council Framework Decision 2004/68/JHA
Ceouneil Eramework Decision2004/68HA (OJ L 335,17.12.2011, p. 1).
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Article 5(4), point b, paragraph 3

185 - offences as defined in Articles 3 to 8 of

- offences as defined in Articles 3 to 8 of

Provisional agreement 6th trilogue

Directive 2013/40/EU, of the European Direetive 2013/40/EU -of the Evropean Directive 2013/40/EU, of the European 14/06/2022:
Parliament and of the Council; Parliament-and-of the- Counctl; Parliament and of the Council;
- offences as defined in Articles 3 to 8 of
Directive 2013/40/EU, of the European
Parliament and of the Council;
Article 5(4), point c
186 ¢) for criminal offences as defined in eHoreriminatotfences s defined-in ¢) for criminal offences as defined in Provisional agreement 6th trilogue
Article 3 to 12 and 14 of Directive (EU) Artiele 3to-12and- ot Direetive(EL Article 3 to 12 and 14 of Directive (EU) 14/06/2022:
2017/541 of the European Parliament and 2017/54-of the EuropeanParliament-and 2017/541 of the European Parliament and
of the Council?*. ofthe Couneil®®: of the Council?*. ¢) for criminal offences as defined in
Article 3 to 12 and 14 of Directive (EU)
2017/541 of the European Parliament and
of the Council?*.
24 Directive (EU) 2017/541 of the *Directive (BN 2017/541 of the European | 2 Directive (EU) 2017/541 of the European
European Parliament and of the Council of | Parliamentand-ofthe-Counetlof15-Mareh | Parliament and of the Council of 15 March
15 March 2017 on combating terrorism 2017-on-combating terrorism-andreplacing | 2017 on combating terrorism and replacing
and replacing Council Framework Couneil Framework Deeision Council Framework Decision % Directive (EU) 2017/541 of the European
Decision 2002/475/JHA and amending 2002475 A andamending Counett 2002/475/JHA and amending Council Parliament and of the Council of 15 March
Council Decision 2005/671/JHA (OJ L 88, | Deeision2005/67HIHA(OI-S8S; Decision 2005/671/JHA (OJ L 88, 2017 on combating terrorism and replacing
31.3.2017, p. 6). H3204 -6 31.3.2017, p. 6). Council Framework Decision
2002/475/JHA and amending Council
Decision 2005/671/JHA (OJ L 88,
31.3.2017, p. 6).
Article 5(4), point d
187 d) for the execution of a custodial Presidency proposal 03/06/2022:
sentence or a detention order of at least
four months imposed for criminal d) for the execution of a custodial sentence
offences pursuant to point (a), (b) and (c) | or a detention order of at least four months
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of this paragraph;

imposed for criminal offences pursuant to
point (a), (b) and (c) of this paragraph;

Article 5(4a)

188

4a. European Production Orders to
produce traffic data or content data may
also be issued for the following offences:

Presidency proposal 20/06/2022:

[DELETED]

Article 5(4a), point a

189

(a) for the following offences if they are
wholly or partly committed by means of an
information system,

Presidency proposal 20/06/2022:

[DELETED]

Article 5(4a), point a, line 1

190

—offences as defined in Articles 3, 4 and 5
of the Council Framework Decision
2001/413/JHA;

Presidency proposal 20/06/2022:

[DELETED]

Article 5(4a), point a, line 2

191

— offences as defined in Articles 3 to 8 of
Directive 2013/40/EU;

Presidency proposal 20/06/2022:

[DELETED]

Article 5(4a), point b

192

(b) for criminal offences as defined in
Article 3 to 12 and 14 of Directive (EU)
2017/541;

Presidency proposal 20/06/2022:

[DELETED]

Article 5(4a), point ba
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193 (ba) for criminal offences as defined in Presidency proposal 20/06/2022:
Articles 3 to 7 of Directive 2011/93/EU;
[DELETED)]
Article 5(5)
194 5. The European Production Order shall 5. The European Production Order shall 5. The European Production Order shall Presidency proposal 20/06/2022:

include the following information:

include the following information:

include the following information:

5. The European Production Order shall
include the following information:

Article 5(5), point a

195

a) the issuing and, where applicable, the
validating authority;

a) the issuing and, where applicable, the
validating authority; for traffic and content
data and where the issuing State is subject
to a procedure referred to in Article 7(1)
or 7(2) of the Treaty on European Union,
information on the special procedure as
referred to in Article 9 (2a) of this
Regulation;

a) the issuing and, where applicable, the
validating authority;

Presidency proposal 29/06/2022 :

[DELETE]

Article 5(5), point b

196

b) the addressee of the European
Production Order as referred to in Article
7

Article 5(5), point c

197 c) the persons whose data is being c) the individually identifiable persons, or | c) the user, except where the sole purpose | Presidency proposal 20/06/2022 :
requested, except where the sole purpose where the sole purpose of the order is to of the order is to identify the user, or any
of the order is to identify a person; identify a person, any other unique other unique identifier such as user c) the user, except where the sole purpose
identifier such as user name or Login ID; | name, ID or account name to determine | of the order is to identify the user, or any
the data that are being sought, persens other unique identifier such as user
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name, login ID or account name to
determine the data that are being sought;

Article 5(5), point d

198 d) the requested data category (subscriber
data, access data, transactional data or

content data);

d) the requested data category (subscriber
data, traffic data or content data);

d) the requested data category (subscriber
data, access data, transactional data or
content data);

Presidency proposal 20/06/2022 :

d) the requested data category as defined
in Article 2 paragraphs 7 to 10 ;

Article 5(5), point e

199 e) if applicable, the time range requested to

be produced;

e) the time range requested to be produced,
tailored as narrowly as possible;

e) if applicable, the time range requested to
be produced;

Presidency proposal 24/06/2022 :

e) if applicable, the time range requested
to be produced;

Article 5(5), point f

200 f) the applicable provisions of the criminal

law of the issuing State;

Article 5(5), point g

201 g) in case of emergency or request for

earlier disclosure, the reasons for it;

g) in case of emergency, the duly justified
reasons for it;

g) in case of emergency or request for
earlier disclosure, the reasons for it;

Presidency proposal 24/06/2022:

g) in case of emergency [or request for
earlier disclosure], the reasons for it.

Article 5(5), point h

202 h) in cases where the data sought is stored | h) -ineases-where-the-datasoughtisstored h) in cases where the data sought is stored Presidency proposal 24/06/2022:
or processed as part of an infrastructure or-processed-as-part-olan-infrastructure or processed as part of an infrastructure
10881/22 MiC/vj 112
ANNEX JAL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

provided by a service pr.ov1der toa picewéed—by—a—sepﬂe%pmwéer—t&a provided by a service pr.ov1der toa ) i e g L Tt e oA
company or another entity other than company-oranotherentity-other-than company or another entity other than .. .
natural persons, a confirmation that the natural persons;-a-confirmation-that the natural persons, a confirmation that the Orde{" 15 GGy a.ddressed LD {1113 Ty
Order is made in accordance with Order-is-made-inaccordance-with Order is made in accordance with LT, UG EsCT Te 0T on et o]
paragraph 6; ; paragraphNg the da'ta contrpller, a conﬁrm'fmon that the
paragret Order is made in accordance with paragraph
0;
Article 5(5), point i
203 i) the grounds for the necessity and i) the grounds for the necessity and i) the grounds for the necessity and Presidency proposal 20/06/2022:
proportionality of the measure. proportionality of the measure, faking due | proportionality of the measure.
account of the impact of the measure on 1) the grounds for the necessity and
the fundamental rights of the specific proportionality of the measure in
persons whose data is sought and the application of Article 5(2)
seriousness of the offence.
Presidency additional proposal 29/06/2022
j) a summary description of the case.
Article 5(6)
204 6. In cases where the data sought is stored | 6—1tn-eases-where-the-datasoughtis-stored 6. In cases where the data sought is stored Presidency proposal 24/06/2022 :
or processed as part of an infrastructure or-processed-as-part-of an-infrastructure or processed as part of an infrastructure
provided by a service provider to a provided-byaservice providertoa provided by a service provider to a 6. European Production Orders shall be
company or another entity other than company-or-anotherentity-otherthan company or another entity other than addressed to service providers, acting as
natural persons, the European Production natural persons;-the EvropeanProduction natural persons, the European Production data controllers, in accordance with
Order may only be addressed to the service | Ordermay-only-be-addressedto-theserviee | Order may only be addressed to the service | Regulation (EU) 2016/679.
provider where investigatory measures provider-where-inrvestigatory-measures provider where investigatory measures
addressed to the company or the entity are addressed-to-the-company-or-the-entity-are addressed to the company or the entity are As an exception, where the data is stored
not appropriate, in particular because they netappropriate;in-particular beeause-they not appropriate, in particular because they or processed as part of an infrastructure
might jeopardise the investigation. might jeopardise-the-investigation: might jeopardise the investigation. provided by a service provider to a data
controller other than natural persons, the
European Production Order may be
directly addressed to the service provider,
processing the data on behalf of the
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controller, where:

- the data controller cannot be identified
despite reasonable efforts on the part of
the issuing authority, or

- a European Production Order or other
request for the data addressed to the
company might be detrimental to the
investigation.

6a. In accordance with Regulation (EU)
2016/679, the data processor, storing or
processing the data on behalf of the
controller, shall inform the data controller
about the production of the data unless the
issuing authority has requested the service
provider to refrain from informing the
data controller, for as long as necessary
and proportionate, in order not to obstruct
the relevant criminal proceedings. In this
case, the issuing authority shall indicate
[in the case file/order] the reasons for the
delay.

Article 5(6a)
205 6a. A European Production Order to Presidency proposal 24/06/2022 :
produce data stored or processed as part
of an infrastructure provided by a 6b. Where the data is stored or processed as
service provider to a public authority part of an infrastructure provided by a
may only be issued if the public service provider to a public authority, a
authority for which the data is stored or | European Production Order may only be
processed is in the issuing State. issued where the public authority for which
the data is stored or processed is in the
issuing State.
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EP mandate

Council Mandate

Draft agreement

6¢. In cases where the data is stored or
processed by a service provider as part of
an infrastructure, provided to professionals
protected by professional privilege, in their
business capacity, which stores data
protected by a professional privilege under
the law of the issuing State, a European
Production Order to produce traffic data
except for data requested for the sole
purpose of identifying the user as defined in
Article 2(8) and content data may only be
issued :

- where the privileged professional resides
in the issuing State, or

- where a European Production Order or
other request for the data addressed to the
privileged  professional  might  be
detrimental to the investigation, or

- where the privileges were waived in
accordance with the applicable law.

Article 5(7), paragraph 1

206 7. If the issuing authority has reasons to 7. If the issuing authority has reasons to 7.4 In cases where the Order concerns
believe that, transactional or content data believe that data requested is protected by transactional data and where the issuing
requested is protected by immunities and immunities and privileges granted under authority has reasens-reasonable grounds
privileges granted under the law of the the law of the Member State where the
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Commission Proposal

Member State where the service provider is
addressed, or its disclosure may impact
fundamental interests of that Member State
such as national security and defence, the
issuing authority has to seek clarification
before issuing the European Production
Order, including by consulting the
competent authorities of the Member State
concerned, either directly or via Eurojust
or the European Judicial Network. If the
issuing authority finds that the requested
access, transactional or content data is
protected by such immunities and
privileges or its disclosure would impact
fundamental interests of the other Member
State, it shall not issue the European
Production Order.

EP mandate

service provider is addressed or under the
law of the Member State where the person
whose data is sought resides or is bound
by an obligation of professional secrecy or
lawyer-client privilege, or its disclosure
may impact fundamental interests of that
Member State such as national security and
defence, the issuing authority shall seek
clarification before issuing the European
Production Order, including by consulting
the competent authorities of the Member
State concerned, either directly or via
Eurojust or the European Judicial Network
in criminal matters. Where the issuing
authority finds that the requested data is
protected by such immunities and
privileges or its disclosure would impact
fundamental interests of the other Member
State, the issuing authority shall not issue
the European Production Order.

Council Mandate

to believe that transactional orcontent

Draft agreement

Article 5(7), paragraph 1, point a

207

a) the person whose data are sought is
not residing on the territory of the
issuing State, and

Presidency proposal 24/06/2022 :

[DELETE]

Article 5(7), paragraph 1, point b

208

b) the data requested is protected by
immunities and privileges granted under
the law of the Member-State-where-the
serviee-provideris-addressed enforcing
State or it is subject in that Member State
to rules on determination and limitation
of criminal liability relating to freedom

Presidency proposal 24/06/2022 :

[DELETE]
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Commission Proposal

EP mandate

Council Mandate

of press and freedom of expression in
other media its disclosure may impact
fundamental interests of theat-Member
enforcing State such as national security
and defence,

Draft agreement

Article 5(7), paragraph 2

209

the issuing authority has to shall seek
clarification on the circumstances
referred to in point b) before issuing the
European Production Order, including by
consulting the competent authorities of the
Member enforcing State concerned, either
directly or via Eurojust or the European
Judicial Network. If the issuing authority
finds that the requested access,
transactional or content data is are
protected by such immunities and
privileges or rules on determination and
limitation of criminal liability relating to
freedom of press and freedom of
expression in other media or its disclosure
would impact fundamental interests of the
other Member State such as national
security and defence, it shall take these
circumstances into account in the same
way as if they were provided for under
its national law and it shall not issue or
shall adapt the European Production Order
where necessary to give effect to these
grounds.

Presidency proposal 24/06/2022 :

[DELETE]

8. Where the power to waive the

Presidency proposal 24/06/2022 :
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

privilege or immunity lies with an
authority of the enforcing State, the
issuing authority may request the
enforcing authority to contact the
competent authority to request it to
exercise its power forthwith. Where
power to waive the privilege or
immunity lies with an authority of
another Member State or a third
country or with an international
organisation, the issuing authority may
request the authority concerned to
exercise that power.

[DELETE]

Article 6

211

Article 6

Conditions for issuing a European
Preservation Order

Article 6(1)

212

1. An issuing authority may only issue a
European Preservation Order where the
conditions set out in this Article are
fulfilled.

1. An issuing authority may only issue a
European Preservation Order where the
conditions set out in this Article are
fulfilled.

1. An issuing authority may only issue a
European Preservation Order where the
conditions set out in this Article are
fulfilled. Article 5 (6a) shall apply
mutatis mutandis.

Presidency proposal 24/06/2022 :

1. An issuing authority may only issue a
European Preservation Order where the
conditions set out in this Article are
fulfilled. Article S paragraph 6b shall
apply mutatis mutandis.

Article 6(2)

213

2. It may be issued where necessary and
proportionate to prevent the removal,
deletion or alteration of data in view of a

2. It may be issued where necessary and
proportionate to prevent the removal,
deletion or alteration of data in view of a

2. It may be issued where necessary and
proportionate to prevent the removal,
deletion or alteration of data in view of a

Provisional agreement 6th trilogue
14/06/2022:
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Commission Proposal

subsequent request for production of this
data via mutual legal assistance, a
European Investigation Order or a
European Production Order. European
Preservation Orders to preserve data may
be issued for all criminal offences.

EP mandate

subsequent request for production of this
data via mutual legal assistance, a
European Investigation Order or a
European Production Order, taking into
account the rights of the person
concerned. European Preservation Orders
to preserve data may be issued for all
criminal offences, if it could have been
ordered under the same conditions in a
similar domestic case in the issuing State,
where there are sufficient reasons to
believe that a crime has been committed,
where it is grave enough to justify the
cross-border preservation of the data and
where the requested information is
relevant for that investigation. It shall be
limited to data of specific persons with a
direct link to the specific proceedings
referred to in Article 3(2).

Council Mandate

subsequent request for production of this
data via mutual legal assistance, a
European Investigation Order or a
European Production Order. European
Preservation Orders to preserve data may
be issued for all criminal offences and for
the execution of a custodial sentence or a
detention order of at least 4 months.

Draft agreement

2. It may be issued provided it is necessary
and proportionate to prevent the removal,
deletion or alteration of data in view of a
subsequent request for production of this
data via mutual legal assistance, a European
Investigation Order or a European
Production Order, taking into account the
rights of the suspected or accused person.
European Preservation Orders to preserve
data may be issued for all criminal
offences, provided that it could have been
ordered under the same conditions in a
similar domestic case, [ and for the
execution of a custodial sentence or a
detention order of at least 4 months].

+ Presidency proposal 11/06/2022 for
recital 36, line 70

Article 6(3)

214

3. The European Preservation Order shall
include the following information:

Article 6(3), point a

215

a) the issuing and, where applicable, the
validating authority;

Article 6(3), point b

216 b) the addressee of the European
Preservation Order as referred to in Article
10881/22 MiC/vj 119
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Article 6(3), point c

217 ¢) the persons whose data shall be
preserved, except where the sole purpose

of the order is to identify a person;

c) the individually identifiable persons
whose data shall be preserved, or, where
the sole purpose of the order is to identify a
person, any other unique identifier such as
user name or Login ID;

¢) the persens—w hose (ata-s being
regquested user, except where the sole
purpose of the order is to identify a-petsen
the user, or any other unique identifier
such as user name, ID or account name
to determine the data that are being
sought;

Presidency proposal 20/06/2022 :

c) the user, except where the sole purpose
of the order is to identify the user, or any
other unique identifier such as user name,
login ID or account name to determine the
data that are sought.

Article 6(3), point d

218 d) the data category to be preserved
(subscriber data, access data, transactional

data or content data);

d) the data category to be preserved
(subscriber data, fraffic data or content
data);

d) the data category to be preserved
(subscriber data, access data, transactional
data or content data);

Presidency proposal 20/06/2022 :

d) the requested data category as defined
in Article 2 paragraphs 7 to 10;

Article 6(3), point e

219 e) if applicable, the time range requested to

be preserved;

e) the time range requested to be preserved,
tailored as narrowly as possible;

e) if applicable, the time range requested to
be preserved;

Presidency proposal 24/06/2022 :

e) if applicable, the time range requested
to be preserved,;

Article 6(3), point f

220 f) the applicable provisions of the criminal

law of the issuing State;

Article 6(3), point g

221 g) the grounds for the necessity and g) the grounds for the necessity and g) the grounds for the necessity and Presidency proposal 20/06/2022:
proportionality of the measure. proportionality of the measure, faking due | proportionality of the measure.
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Commission Proposal

EP mandate

account of the impact of the measure on
the fundamental rights of the specific
persons whose data is sought and the
seriousness of the offence.

Council Mandate

Draft agreement

i) the grounds for the necessity and
proportionality of the measure in
application of Article 5(2).

Article 6(3a)

222

3a. If the issuing authority has reasons to
believe that data requested is protected by
immunities and privileges granted under
the law of the Member State where the
service provider is addressed, or its
preservation may impact fundamental
interests of that Member State such as
national security and defence, the issuing
authority shall seek clarification before
issuing the European Preservation Order,
including by consulting the competent
authorities of the Member State
concerned, either directly or via Eurojust
or the European Judicial Network in
criminal matters. Where the issuing
authority finds that the requested data is
protected by such immunities and
privileges or its preservation would impact
fundamental interests of the other
Member State, the issuing authority shall
not issue the European Preservation
Order.

Article 6a

223

Article 6a

Legal representative

Presidency proposal 20/06/2022 :

[DELETE]
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Commission Proposal EP mandate Council Mandate Draft agreement

Article 6a(1)

224 1. Service providers, offering services in Presidency proposal 20/06/2022 :
the Member States bound by this
Regulation, but not established in the [DELETE]
Union, shall designate one legal
representative for receipt of, compliance
with and enforcement of European
Production Orders and European
Preservation Orders issued by the
competent authorities of the Member
States, for the purpose of gathering
electronic information in criminal
proceedings. The legal representative shall
be established in one of the Member States
(bound by this Regulation) where the
service provider offers its services.

Article 6a(2)

225 2. Service providers, offering services in Presidency proposal 20/06/2022 :
the Member States bound by this
Regulation, but established in a Member [DELETE]
State not bound by this Regulation, shall
designate one legal representative for
receipt of, compliance with and
enforcement of European Production
Orders and European Preservation Orders
issued by the competent authorities of the
Member States, for the purpose of
gathering electronic information in
criminal proceedings. The legal
representative shall be established in one
of the Member States (bound by this
Regulation) where the service provider
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Commission Proposal EP mandate Council Mandate Draft agreement

offers its services.

Article 6a(3)

226 3. Service providers which are part of a Presidency proposal 20/06/2022 :
group shall be allowed to collectively
designate one legal representative. [DELETE]

Article 6a(4)

227 4. The legal representative shall be Presidency proposal 20/06/2022 :
entrusted with the receipt, compliance and
enforcement of those decisions and orders [DELETE]
on behalf of the service provider
concerned.

Article 6a(5)

228 5. Upon designation of the legal Presidency proposal 20/06/2022 :
representative, service providers shall
notify in writing that Member State where [DELETE]
their legal representative is established.
The notification shall contain the
designation and contact details of its legal
representative as well as any changes
thereof.

Article 6a(6)

229 6. The notification shall specify the Presidency proposal 20/06/2022 :
official language(s) of the Union, as
referred to in Regulation 1/58, in which [DELETE]|
the legal representative can be addressed.
This shall include, at least, one of the
languages accepted by the Member State
where the legal representative is
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Commission Proposal EP mandate Council Mandate Draft agreement

established.

Article 6a(7)

230 7. Information, notified to Member States Presidency proposal 20/06/2022 :
in accordance with this Article, shall be
made available on a dedicated internet [DELETE]
page of the European Judicial Network in
criminal matters. Such information shall
be regularly updated.

Article 6a(8)

231 8. Member States shall ensure that the Presidency proposal 20/06/2022 :
designated legal representative can be
held liable for non-compliance with [DELETE]
obligations under this Regulation when
receiving decisions and orders, without
prejudice to the liability and legal actions
that could be initiated against the service
provider.

Article 6a(9)

232 9. Member States shall lay down rules on Presidency proposal 20/06/2022 :
sanctions applicable to infringements
pursuant to this Article and shall take all [DELETE]
measures necessary to ensure that they
are implemented. The sanctions provided
for shall be effective, proportionate and
dissuasive.

Article 7

233 Article 7
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Addressee of a European Production
Order and a European Preservation Order

Article 7(1)

234

1. The European Production Order and the
European Preservation Order shall be
addressed directly to a legal representative
designated by the service provider for the
purpose of gathering evidence in criminal
proceedings.

1. For the purpose of gathering electronic
information in criminal proceedings, the
European Production Order and the
European Preservation Order shall be
addressed directly and simultaneously:

1. The European Production Order and the
European Preservation Order shall be
addressed directly to a legal representative
designated by the service provider for the
purpose of gathering evidence in criminal
proceedings.

Presidency proposal 24/06/2022 :

1. The European Production Order and the
European Preservation Order shall be
addressed directly to the designated
establishment or to the legal representative
designated by the service provider pursuant
to Directive XXXX/XXX.

Article 7(1), point a

235

a) to the main establishment of the service
provider, or, where applicable, its legal
representative in the executing State
designated by the service provider for the
purpose of gathering evidence in criminal
proceedings; and

Presidency proposal 23/06/2022 :

[DELETE]

Article 7(1), point b

236

b) to the executing authority.

Presidency proposal 23/06/2022 :

[DELETE]

Article 7(1a)

237

1la. Member States shall ensure that any
service provider established on their

Presidency proposal 23/06/2022 :
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

territory notifies that Member State in
writing of where its main establishment is. [DELETE]
The notification shall contain the contact
details, as well as any changes thereof.
Article 7(1b)
238 1b. Information, notified to Member Presidency proposal 23/06/2022 :
States in accordance with paragraph la,
shall be made available on a dedicated [DELETE]
internet page of the European Judicial
Network in criminal matters. Such
information shall be regularly updated.
Article 7(2)
239 2. If no dedicated legal representative has 2 Hno-dedicatedesabrepresentative has 2. If no dedieated legal representative has Presidency proposal 23/06/2022 :
been appointed, the European Production been-appeinted;-the EvropeanProduction been appointed, the European Production
Order and the European Preservation Order | Orderand-the EuropeanPreservationOrder | Order and the European Preservation Order | [DELETE]
may be addressed to any establishment of | may-be-addressed-to-any-establishment-of may be addressed to any establishment of
the service provider in the Union. the-service-providerinthe Union: the service provider in the Union.
Article 7(3)
240 3. Where the legal representative does not | 3—Where-thelegal representative-doesnet 3. Where the legal representative does not Presidency proposal 23/06/2022 :
comply with an EPOC in an emergency comply-with-an EPOCin-an-emergeney comply with an EPOC in an emergency
case pursuant to Article 9(2), the EPOC ease-pursuantto-Article 9(2)the ERPOC case pursuant to Article 9(2), the European | 3. Exceptionally, in emergency cases as
may be addressed to any establishment of | maybe-addressed-to-any-establishment-of Production OrderERPOC may be defined in Article 2(15), where the
the service provider in the Union. the-service-providerinthe Union- addressed to any establishment of the designated establishment or the legal
service provider in the Union. representative of a service provider does
not react to the EPOC within the deadlines,
the EPOC may be addressed to any other
establishment or legal representative of the
service provider in the Union.
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 7(4)
241 4. Where the legal representative does not | 4—Where-thelegal representative-doesnot 4. Where the legal representative does not Presidency 24/06/2022 :
comply with its obligations under Articles | eemply-with-its-ebligations-underArtieles comply with its obligations under Articles
9 or 10 and the issuing authority considers | 9-er10-and-the-issuingauthorityeonsiders | 9 or 10 and the issuing authority considers [DELETE]
that there is a serious risk of loss of data, that there is-a-seriousrisk-of loss-of data; that there is a serious risk of loss of data,
the European Production Order or the the EurepeanProduetion-Orderor-the the European Production Order or the
European Preservation Order may be EurepeanPreservation Ordermay-be European Preservation Order may be
addressed to any establishment of the addressed-to-any-establishment-of the addressed to any establishment of the
service provider in the Union. serviee-providerinthe Union- service provider in the Union.
Article 7a (Council Mandate)
242 Article 7a Presidency proposal 20/06/2022 :
Notification Article 7a
Notification
Article 7a(1)
243 1. In cases where the European Presidency proposal 24/06/2022 :
Production Order concerns content data,
and the issuing authority has reasonable | 1.Where a European Production Order is
grounds to believe that the person whose | issued for the production of traffic data,
data are sought is not residing on its own | except for data requested for the sole
territory, the issuing authority shall purpose of identifying the user as defined in
submit a copy of the EPOC to the Article 2(8) and of content data, the issuing
competent authority of the enforcing authority shall notify the competent
State at the same time the EPOC is authority of the enforcing State by
submitted to the addressee in accordance | transmitting a copy of the EPOC to that
with Article 7. authority at the same time as the EPOC is
transmitted to the addressee in accordance
with Article 7.
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 7a(2)

244

2. The notified authority may as soon as
possible inform the issuing authority of
any circumstances pursuant to Article 5
(7) (b) and shail endeavour to do so
within 10 days. The issuing authority
shall take these circumstances into
account in the same way as if they were
provided for under its national law and
shall withdraw or adapt the Order
where necessary to give effect to these
grounds if the data were not provided
yet. In case of withdrawal the issuing
authority shall immediately inform the
addressee.

Presidency proposal 20/06/2022 :

2. Paragraph 1 of this Article does not apply
if, at the time of issuing the Order, there are
reasonable grounds to believe that :

- (a) the offence has been committed, is
being committed or is likely to be
committed in the issuing State, and;

- (b) the person whose data are sought
resides in the issuing State.

Presidency proposal of an accompanying
recital :

Within the meaning of this Regulation, an
offense should be considered as having
been committed, being committed or being
likely to be committed in the issuing State,
in accordance with national laws of the
issuing State. In some cases, especially in
the cybercrime field, some factual elements,
such as the residency of the victim, are
usually important indications to consider
when determining where the offense has
been committed. For instance, ransomware
crimes can often be considered as having
been committed where the victim of this
crime resides, even when the exact
localization from where the ransomware
has been launched is uncertain.

Article 7a(3)
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

245 3. Where power to waive the privilege or | Presidency proposal 20/06/2022 :
immunity lies with an authority of the
enforcing State, the issuing authority 3. When transmitting the copy referred to in
may request the notified authority to paragraph 1 to the competent authority of
contact the competent authority to the enforcing State, the issuing authority
request it to exercise its power forthwith. | shall add any additional information that
Where power to waive the privilege or may be needed for the evaluation of the
immunity lies with an authority of opportunity to raise a ground for refusal.
another Member State or a third
country or with an international
organisation, the issuing authority may
request the authority concerned to
exercise that power.

Article 7a(4)

246 4. The notification shall not have

suspensive effect on the obligations of the
addressee under this Regulation.

Rapporteur proposal 29/06/2022:

4. The notification shall have a suspensive
effect on the obligations of the addressee as
outlined in Article 9 except for emergency
cases defined in Article 2(15) of this
Regulation.

Article 7a (EP mandate)

247

Article 7a

Common European exchange system

Provisional agreement 6th trilogue
14/06/2022:

[Provisional agreement on the objective of
a common EU platform to exchange the
electronic evidence gathered. Drafting and
exact localisation of the provisions to be
discussed at technical level]
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Commission Proposal EP mandate Council Mandate Draft agreement

Presidency proposal 24/06/2022 :

[Written communications between
competent authorities and services
providers under this Regulation, including
the exchange of forms established by this
Regulation, shall be carried out through a
secure and reliable decentralised IT system
when this system will be implemented at
the latest three years after the entry into
force of this Regulation.

In order to set up such a system, its
technical specifications, legal effects and
costs must be carefully assessed].

Article 7a(1)

248 1. By ... [date of application of this
Regulation] the Commission shall
establish a common European exchange
system with secure channels for the
handling of authorised cross-border
communication, authentication and
transmission of the Orders and of the
requested data between the competent
authorities and service providers. The
competent authorities and service
providers shall use this system for the
purpose of this Regulation.
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Commission Proposal EP mandate Council Mandate Draft agreement

Article 7a(2)

249 2. The Commission shall ensure that the
system guarantees an effective, reliable
and smooth exchange of the relevant
information and a high level of security,
confidentiality and integrity as well as the
necessary protection of privacy and
personal data in line with Regulation
(EU) 2018/1725, Regulation (EU)
2016/679, Directive (EU) 2016/680, and
Directive (EC) 2002/58. To this end, open
and commonly used state-of-the-art
electronic signature and encryption
technology shall be applied.

Article 7a(3)

250 3. Where service providers or Member
States have already established dedicated
systems or other secure channels for the
handling of requests for data for law
enforcement purposes, it shall be possible
to interconnect such systems or channels
with this common European exchange
system.

Article 8

251 Article 8
European Production and Preservation
Order Certificate

Article 8(1)
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

252 1. A European Production or Preservation 1. A European Production or Preservation 1. A European Production or Preservation Presidency proposal 20/06/2022 :
Order shall be transmitted to the addressee | Order shall be transmitted to the addressees | Order shall be transmitted to the addressee
as defined in Article 7 through a European | as defined in Article 7 via the system as as defined in Article 7 through a European | 1. A European Production or Preservation
Production Order Certificate (EPOC) or a defined in Article 7a through a European Production Order Certificate (EPOC) or a Order shall be transmitted to the addressee
European Preservation Order Certificate Production Order Certificate (EPOC) or a European Preservation Order Certificate as defined in Article 7 through a European
(EPOC-PR). European Preservation Order Certificate (EPOC-PR). Production Order Certificate (EPOC) or a
(EPOC-PR). European Preservation Order Certificate
The issuing or validating authority shall The issuing or validating authority shall (EPOC-PR).
complete the EPOC set out in Annex I or The issuing or validating authority shall complete the EPOC set out in Annex I or
the EPOC-PR set out in Annex 11, shall complete the EPOC set out in Annex | or the EPOC-PR set out in Annex 11, shall The issuing or validating authority shall
sign it and shall certify its content as being | the EPOC-PR set out in Annex II, shall sign it and shall certify its content as being | complete the EPOC set out in Annex I or
accurate and correct. sign it and shall certify its content as being | accurate and correct. the EPOC-PR set out in Annex I, shall sign
accurate and correct. it and shall certify its content as being
accurate and correct.
Article 8(2)
253 ﬁié?ﬁfﬁ :I)lfnflrttt:g bEyPglg’iEaiagEzble 2. The EPOC or the EPOC-PR shall be 2. The EPOC or the EPOC-PR shall be
. . directly transmitted via the system as direetly transmitted by or on behalf of the
of producing a written record under . . ; .. . .
conditions allowing the addressee to defined in Article 7a, allow.mg the issuing author}ty aﬂy—me&ﬂs—ei%pablem a
establish its authenticity. aa’dre.ssees to produce a written r.ecord secure .and rell.able way allowing ef -
allowing the addressees to establish the producing a-writtenrecord-underconditions
Where service providers, Member States or | authenticity of the Order and of the allewing the addressee to produce a
Union bodies have established dedicated issuing authority. written record and to establish its the
platforms or other secure channels for the authenticity of the Certificate.
handling of requests for data by law
enforcement and judicial authorities, the Where service providers, Member States or
issuing authority may also choose to Union bodies have established dedicated
transmit the Certificate via these channels. platforms or other secure channels for the
handling of requests for data by law
enforcement and judicial authorities, the
issuing authority may also choose to
transmit the Certificate via these channels.
Article 8(3)
10881/22 MiC/vj 132
ANNEX I JAL2 LIMITE EN



Commission Proposal

EP mandate

Council Mandate

Draft agreement

254 3. The EPOC shall contain the information
listed in Article 5(5) (a) to (h), including
sufficient information to allow the
addressee to identify and contact the
issuing authority. The grounds for the
necessity and proportionality of the
measure or further details about the
investigations shall not be included.

3. The EPOC shall contain all the
information listed in Article 5(5) (a) to (i),
including sufficient information to allow
the addressees to identify and contact the
issuing authority, and information
regarding the means and technical
interfaces it has at its disposal to receive
the produced data, or where to find this
information.

3. The EPOC shall contain the information
listed in Article 5(5) (a) to (h), including
sufficient information to allow the
addressee to identify and contact the
issuing authority. The grounds for the
necessity and proportionality of the
measure or further details about the
investigations shall not be included.

Presidency proposal 20/06/2022 :

3. The EPOC shall contain the information
listed in Article 5(5) (a) to (h)], including
sufficient information to allow the
addressee to identify and contact the issuing
authority and the competent authority in the
enforcing State when necessary.

Additional proposal from Presidency
29/06/2022 :

Where a notification is required, the
EPOC to the notified authority shall
contain the information listed in Article

505) (a) to (j).

Article 8(4)

4. The EPOC-PR shall contain the

4. The EPOC-PR shall contain the

50 information listed in Article 6(3) (a) to (f), 4 The EPOC.-PR s.hall cpntam all the information listed in Article 6(3) (a) to (f), Sresilenyipnapoe i R ATEE
. . .. . information listed in Article 6(3) (a) to (g), | . . . .
including sufficient information to allow . . . . including sufficient information to allow .
. . including sufficient information to allow . . 4. The EPOC-PR shall contain the
the addressee to identify and contact the . . the addressee to identify and contact the . . . .
. . the addressees to identify and contact the . . information listed in Article 6(3)(a) to [(f)],
issuing authority. The grounds for the o . issuing authority. The grounds for the . . .. )

i . . issuing authority. . . . including sufficient information to allow the
necessity and proportionality of the necessity and proportionality of the dd to identify and contact the issui
measure or further details about the measure or further details about the g t;esi ee to identily and contact the issuing
investigations shall not be included. investigations shall not be included. authority.

Article 8(5)
256 5. Where needed, the EPOC or the EPOC- | 5. Where needed, the EPOC or the EPOC- 5. Where needed, the EPOC or the EPOC- | Presidency proposal 20/06/2022 :
PR shall be translated into an official PR shall be translated into an official PR shall be translated into an official
language of the Union accepted by the language of the executing State or in any language of the Union accepted by the 5. Where needed, the EPOC or the EPOC-
addressee. Where no language has been other language explicitly accepted by the addressee. Where no language has been PR shall be translated into an official
specified, the EPOC or the EPOC-PR shall | executing State in accordance with specified, the EPOC or the EPOC-PR shall | language of the Union accepted by the
be translated into one of the official paragraph Sa. be translated into one of the official addressee. Where needed, the EPOC or
languages of the Member State where the languages of the Member State where the
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Draft agreement

legal representative resides or is
established.

legal representative resides or is
established.

the EPOC-PR shall be translated into an
official language of the enforcing State.
Where no language has been specified, the
EPOC or the EPOC-PR shall be translated
into one of the official languages of the
Member State where the legal
representative resides or is established.

Article 8a
257 Article 8a Presidency proposal 20/06/2022 :
[DELETED]
Execution of an EPOC for subscriber data
and IP addresses
for the sole purpose of identifying a
person
Article 8a (1), paragraph 1
258 1. An EPOC for subscriber data and IP Presidency proposal 20/06/2022 :
addresses, for the sole purpose of
identifying a person, shall be addressed [DELETED]
directly and simultaneously:
Article 8a (1), paragraph 1, point a
259 (a) to the main establishment of the Presidency proposal 20/06/2022 :
service provider or, where applicable,
where its legal representative is [DELETED]
established; and
Article 8a (1), paragraph 1, point b
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Commission Proposal

EP mandate

(b) to the executing authority.

Council Mandate Draft agreement

Presidency proposal 20/06/2022 :

[DELETED]

Article 8a

(1), paragraph 2

261

The simultaneous information of the
executing authority shall not have a
suspensive effect on the obligations of the
service provider as referred to in
paragraph 1.

Presidency proposal 20/06/2022 :

[DELETED]

Article 8a

(2)

262

2. Upon receipt of the EPOC for
subscriber data and IP addresses, for the
sole purpose of identifying a person, the
service provider shall ensure that the
requested data is transmitted directly to
the issuing authority, or the law
enforcement authorities as indicated in
the EPOC, as soon as possible and at the
latest within 10 days upon receipt of the
EPOC. When transmitting the requested
data, the service provider shall
simultaneously send a copy of the data
transferred for information to the
executing authority.

Presidency proposal 20/06/2022 :

[DELETED]

Article 8a

(3)

263

3. In emergency cases, the service
provider shall transmit the requested data
without undue delay, at the latest within
16 hours upon receipt of the EPOC. When

Presidency proposal 20/06/2022 :

[DELETED]
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EP mandate

transmitting the requested data, the
service provider shall simultaneously
make the data available to the executing
authority for information.

Council Mandate

Draft agreement

Article 8a(4)

264

4. Where the executing authority decides
to invoke any of the grounds listed in
Article 10a (1), it shall act as soon as
possible and at the latest within the time
periods as referred to in paragraphs 1 or
2, and immediately inform the issuing
authority and the service provider of its
decision. The issuing authority shall erase
the data. Where the requested data has not
yet been transmitted to the issuing
authority, the addressed service provider
shall not transmit the data.

Presidency proposal 20/06/2022 :

[DELETED]

Article 8a(5)

265

5. Where the EPOC is incomplete,
contains manifest errors, in form or
content, or does not contain sufficient
information to execute the EPOC, the
service provider shall inform the issuing
authority as well as the executing
authority referred to in the EPOC without
undue delay and ask for clarification or,
where necessary, correction from the
issuing authority, using the Form set out
in Annex IIl. The issuing authority shall
react expeditiously and within 5 days at
the latest. The deadlines set out in
paragraphs 1 and 2 shall not apply until

Presidency proposal 20/06/2022 :

[DELETED]
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the clarification is provided. In the
absence of a reaction from the issuing
authority, the order shall be considered
null and void.

Article 8a(6)

266 6. Where the service provider cannot Presidency proposal 20/06/2022 :
comply with its obligations because of
force majeure or of de facto impossibility [DELETED]
due to circumstances not attributable to
the service provider, notably because the
person whose data is sought is not their
customer, or the data has been deleted
before receiving the EPOC, the service
provider shall inform the issuing authority
as well as the executing authority referred
to in the EPOC without undue delay
explaining the reasons, using the Form set
out in Annex II1. Where the relevant
conditions are fulfilled, the issuing
authority shall withdraw the EPOC and
inform the addressees of its decision.

Article 8a(7)

267 7. In all cases where the service provider Presidency proposal 20/06/2022 :
does not provide the requested
information, does not provide it [DELETED]
exhaustively or does not provide it within
the deadline, for other reasons, including
for technical or operational ones, it shall
inform the issuing authority as well as the
executing authority referred to in the
EPOC without undue delay and at the
latest within the deadlines set out in
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paragraphs 1 and 2 of the reasons for this
using the Form in Annex IIl. The issuing
authority shall review the order in light of
the information provided by the service
provider and if necessary, set a new
deadline for the addressees.In case the
service provider considers that the EPOC
cannot be executed because based on the
sole information contained in the EPOC it
is apparent that it is manifestly abusive or
that it exceeds the purpose of the order,
the service provider shall also send the
Form in Annex III to the issuing authority
as well as to the executing authority
referred to in the EPOC with a suspensive
affect as regards the transmission of the
requested data. In such cases the
executing authority may seek
clarifications from the issuing authority
on the European Production Order, either
directly or via Eurojust or the European
Judicial Network in criminal matters. The
issuing authority shall react expeditiously
and within 5 days at the latest. The
deadlines set out in paragraphs 1 and 2
shall not apply until the clarification is
provided. In the absence of a reaction
from the issuing authority, the order shall
be considered null and void.

Article 8a(8)
268 8. Where the service provider does not Presidency proposal 20/06/2022 :
produce the data requested immediately,
in accordance with paragraphs 3, 4, and [DELETED]
5, it shall preserve the data requested,
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where possible. The preservation shall be
upheld until the data is produced or until
the EPOC is withdrawn or null and void.

shall be addressed directly and
simultaneously:

Article 9
269 Article 9 Article 9 Article 9 Presidency proposal 20/06/2022:
Execution of an EPOC for traffic or
Execution of an EPOC content data Execution of an EPOC Article 9
Execution of an EPOC
Article 9(-1a)
270 - la. An EPOC for traffic or content data

Presidency proposal 20/06/2022 :

1. Where needed in application of Article
7a, an EPOC for traffic data, except for data
requested for the sole purpose of identifying
the user as defined in Article 2(8) and for
content data shall be addressed directly and
simultaneously to :

Article 9(-1a), point a

271

(a) to the main establishment of the
service provider or, where applicable,
where its legal representative is
established; and

Presidency proposal 24/06/2022 :

(a) the designated establishment of the
service provider or, where applicable, its
legal representative and

Article 9(-1a), point b

272

(b) to the executing authority.

Presidency proposal 20/06/2022 :
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(b) the enforcing authority

Article 9(1)

273

1. Upon receipt of the EPOC, the addressee
shall ensure that the requested data is
transmitted directly to the issuing authority
or the law enforcement authorities as
indicated in the EPOC at the latest within
10 days upon receipt of the EPOC, unless
the issuing authority indicates reasons for
earlier disclosure.

1. Upon receipt of the EPOC for traffic
and content data, the service provider
shall act expeditiously to preserve the
data.

1. Upon receipt of the EPOC, the addressee
shall ensure that the requested data is are
transmitted in a secure and reliable way
allowing the establishment of
authenticity and integrity directly to the
issuing authority or the law enforcement
authorities as indicated in the EPOC at the
latest within 10 days upon receipt of the
EPOC, unless the issuing authority
indicates reasons for earlier disclosure.

Presidency proposal 29/06/2022

Upon receipt of this EPOC, the service
provider shall act expeditiously to preserve
the data.

Where the enforcing authority has not
raised any ground for refusal in
accordance with Article 7b within 10 days,
the addressee shall ensure that the requested
data are transmitted in a secure and
reliable way allowing the establishment
of authenticity and integrity directly to
the issuing authority or the law enforcement
authorities as indicated in the EPOC at the
at the end of the 10 days upon receipt of
the EPOC.

2. Where notification is not needed in
application of Article 7a, an EPOC for
subscriber data, traffic data, except for data
requested for the sole purpose of identifying
the user as defined in Article 2(8) and for
content data shall be addressed directly to
the designated establishment of the service
provider or, where applicable, its legal
representative.

2. Upon receipt of this EPOC, the addressee
shall ensure that the requested data are
transmitted in a secure and reliable way
allowing the establishment of
authenticity and integrity directly to the
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issuing authority or the law enforcement
authorities as indicated in the EPOC at the
latest within 10 days upon receipt of the
EPOC.
Article 9(1a)
274 1a. Where the executing authority decides Presidency proposal 20/06/2022 :
to refuse the EPOC, based on one of the
grounds provided for in Article 10a (new), [DELETE]
it shall act as soon as possible and at the
latest within 10 days upon receipt of the
EPOC and inform the issuing authority
and the service provider of such decision
immediately.
Article 9(2)
275 2. In emergency cases the addressee shall 2. In emergency cases, where the 2. In emergency cases the addressee shall Presidency proposal 20/06/2022 .
transmit the requested data without undue executing authority decides to refuse the | transmit the requested data without undue
delay, at the latest within 6 hours upon EPOC based on one of the grounds delay, at the latest within 6 hours upon 2. In emergency cases the addressee shall
receipt of the EPOC. provided for in Article 10a, it shall act as receipt of the EPOC. transmit the requested data without undue
soon as possible and at the latest within 16 delay, at the latest within 8 hours upon
hours upon receipt of the EPOC and receipt of the EPOC.
inform the issuing authority and the
service provider Of such decision Alternative Rapporteur proposal
immediately. 22/06/2022 :
2. In emergency cases, where subscriber
data or data requested for the sole purpose
of identifying the user as defined in Article
2 (8) is concerned, the addressee shall
transmit the requested data without undue
delay, at the latest within 8 hours upon
receipt of the EPOC. Where traffic data,
except for data requested for the sole
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purpose of identifying the user as defined
in Article 2 (8) and content data is
concerned, the addressee shall act
expeditiously to preserve the data and
transmit the requested data at the end of
the 8 hours upon receipt of the EPOC,
where the enforcing authority has not
raised any ground for refusal in
accordance with Article 7b within this
deadline.
Article 9(2a)
276 2a. Where the issuing State is subject to a Presidency proposal 20/06/2022 :
procedure referred to in Article 7(1) or
7(2) of the Treaty on European Union, the [DELETE]
service provider shall transmit the
requested data only after receiving the
explicit written approval of the executing
authority. For this, the executing
authority shall assess the order of the
issuing authority with due diligence and
check in particular for grounds for non-
recognition or non-execution pursuant to
Article 10a , before giving its written
approval within the deadlines set out in
paragraph la and 2.
Article 9(2b)
277 2b. Without prejudice to paragraph 2a, Presidency proposal 24/06/2022 :
where the executing authority has not
invoked any of the grounds listed in 2b. Where the addressee considers, based
Article 10a within the time periods solely on the information contained in the
referred to in paragraphs la and 2, the EPOC, that the execution of the EPOC
service provider to which the order is could interfere with immunities or
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addressed shall ensure that the requested
data is immediately transmitted directly to
the issuing authority or the law
enforcement authorities as indicated in
the EPOC.

privileges, or rules on the determination or
limitation of criminal liability that relate to
the freedom of press or the freedom of
expression in other media in the enforcing
State the addressee shall inform the
competent authorities of the issuing and
the enforcing State.

Where no notification is made pursuant to
Article [7a], the issuing authority shall
take the information mentioned in the
previous sub-paragraph into account, and
shall decide, on its own initiative or on
request of the enforcing authority, whether
to withdraw, adapt or maintain the Order.

Where a notification is made pursuant to
Article [7a], the issuing authority shall
take the information mentioned in the first
subparagraph into account, and decide,
whether to withdraw, adapt or maintain
the Order. The enforcing authority may
also decide to raise the grounds for refusal
set out in Article 7b.

Article 9(2c)

278

2c. Where it is not possible in a specific
case for the executing authority to meet
the time limit set out in paragraph 1 or 2,
it shall, without undue delay, inform the
issuing authority and the service provider
by any means, giving the reasons for the
delay and the estimated time necessary for
the decision to be taken.

Presidency proposal 20/06/2022 :

[DELETE]
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Article 9(3)

279

3. If the addressee cannot comply with its
obligation because the EPOC is
incomplete, contains manifest errors or
does not contain sufficient information to
execute the EPOC, the addressee shall
inform the issuing authority referred to in
the EPOC without undue delay and ask for
clarification, using the Form set out in
Annex II1. It shall inform the issuing
authority whether an identification and
preservation was possible as set out in
paragraph 6. The issuing authority shall
react expeditiously and within 5 days at the
latest. The deadlines set out in paragraphs
1 and 2 shall not apply until the
clarification is provided.

3. Where the EPOC is incomplete, contains
manifest errors, in form or content, or does
not contain sufficient information to
execute the EPOC, the service provider
shall inform the issuing authority as well as
the executing authority referred to in the
EPOC without undue delay and ask for
clarification or, where necessary,
correction from the issuing authority,
using the Form set out in Annex III. The
issuing authority shall react expeditiously
and within 5 days at the latest. The
deadlines set out in paragraphs la and 2
shall not apply until the clarification is
provided. In the absence of a reaction
from the issuing authority, the order shall
be considered null and void.

3. If the addressee cannot comply with its
obligation because the EPOC is
incomplete, contains manifest errors or
does not contain sufficient information to
execute the EPOC, the addressee shall
inform the issuing authority referred to in
the EPOC without undue delay and ask for
clarification, using the Form set out in
Annex II1. It shall inform the issuing
authority whether an identification and
preservation was possible as set out in
paragraph 6. The issuing authority shall
react expeditiously and within 5 days at the
latest. The deadlines set out in paragraphs 1
and 2 shall not apply until the clarification
is provided.

Provisional agreement 6th trilogue
14/06/2022:

3. If the addressee cannot comply with its
obligation because the EPOC is incomplete,
contains manifest errors or does not contain
sufficient information to execute the EPOC,
the addressee shall inform the issuing
authority and, where a notification took
place, the enforcing authority referred to in
the EPOC, without undue delay and ask for
clarification, using the Form set out in
Annex III. At the same time, the addressee
shall inform the issuing authority whether
an identification and preservation was
possible as set out in paragraph 6. The
issuing authority shall react expeditiously
and within 5 days of the receipt of the
Form at the latest. The addressee shall
ensure that the needed clarification or any
correction provided by the issuing
authority can be received in order, for the
addressee, to fulfil its obligations set out in
paragraphs [1 and 2]. The obligations set
out in paragraphs [1 and 2] shall not apply
until the clarification is provided.

Article 9(4)

280

4. If the addressee cannot comply with its
obligation because of force majeure or of
de facto impossibility not attributable to
the addressee or, if different, the service
provider, notably because the person

4. Where the service provider cannot
comply with its obligations because of
force majeure or of de facto impossibility
due to circumstances not attributable to the
service provider, notably because the

4. If the addressee cannot comply with its
obligation because efforee-majeure or of
de facto impossibility due to
circumstances not created by the
addressee or the service provider at the

General provisional agreement 3rd
political trilogue 20/05/2021:

4. Where the addressee cannot comply with
its obligations because of de facto
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Commission Proposal

whose data is sought is not their customer,
or the data has been deleted before
receiving the EPOC, the addressee shall
inform the issuing authority referred to in
the EPOC without undue delay explaining
the reasons, using the Form set out in
Annex III. If the relevant conditions are
fulfilled, the issuing authority shall
withdraw the EPOC.

EP mandate

person whose data is sought is not their
customer, or the data has been deleted
before receiving the EPOC, the service
provider shall inform the issuing authority
as well as the executing authority referred
to in the EPOC without undue delay
explaining the reasons, using the Form set
out in Annex III. Where the relevant
conditions are fulfilled, the issuing
authority shall withdraw the EPOC and
inform the addressees of its decision.

Council Mandate

time the order was received net

i | he add if difh ,

10 =9 1 3
| f‘ fata ] | Y hei

customer—-cthe datal asboen-deleted
before receiving the EPOC, the addressee
shall inform the issuing authority referred
to in the EPOC without undue delay
explaining the reasons, using the Form set
out in Annex III. Htherelevant-conditions

are-fulfilled;-the-issuingautherityshall
withdraw the EPOC.

Draft agreement

impossibility due to circumstances not
attributable to the addressee, the addressee
shall inform the issuing authority as well
as, where a notification took place, the
enforcing authority referred to in the
EPOC without undue delay explaining the
reasons, using the Form set out in Annex
III. Where these conditions are fulfilled, the
issuing authority shall inform the
addressees that the EPOC does no longer
need to be executed.

+ Shifting the deleted examples to the
respective recital 41a or 42a , line 79 or
81:

“due to circumstances not created by the
addressee or the service provider at the time
the order was received”

“notably because the person whose data is
sought is not their customer, or the data has
been deleted before receiving the EPOC-
PR”

Article 9(5), paragraph 1

281 5. In all cases where the addressee does not | 5. In all cases where the service provider 5. In all cases where the addressee does not | Presidency proposal 20/06/2022
provide the requested information, does not | does not provide the requested information, | provide the requested information, does not
provide it exhaustively or does not provide | does not provide it exhaustively or does not | provide it exhaustively or does not provide | 5.1In all cases where the addressee does not
it within the deadline, for other reasons, it | provide it within the deadline, for other it within the deadline, for other reasons provide the requested information, does not
shall inform the issuing authority without reasons, including for technical or listed-in-the-Form-of-Annex-HE, it shall provide it exhaustively or does not provide
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undue delay and at the latest within the
deadlines set out in paragraphs 1 and 2 of
the reasons for this using the Form in
Annex III. The issuing authority shall
review the order in light of the information
provided by the service provider and if
necessary, set a new deadline for the
service provider to produce the data.

EP mandate

operational ones, it shall inform the issuing
authority as well as the executing
authority referred to in the EPOC without
undue delay and at the latest within the
deadlines set out in paragraphs la and 2 of
the reasons for this using the Form in
Annex III. The issuing authority shall
review the order in light of the information
provided by the service provider and if
necessary, set a new deadline for the
addressees.

Council Mandate

inform the issuing authority without undue
delay and at the latest within the deadlines
set out in paragraphs 1 and 2 of the reasons
for this using the Form in Annex III. The
issuing authority shall review the order in
light of the information provided by the
service provider and if necessary, set a new
deadline for the service provider to produce
the data.

Draft agreement

it within the deadline, for other reasons, it
shall inform the issuing authority as well as,
where a notification took place, the
enforcing authority referred to in the
EPOC, without undue delay and at the
latest within the deadlines set out in
paragraphs la and 2 of the reasons for this
using the Form in Annex III. The issuing
authority shall review the order in light of
the information provided by the addressee
and if necessary, set a new deadline for the
addressee to produce the data.

Article 9(5), paragraph 2

282 In case the addressee considers that the In case the service provider considers that Hrease-the-addressec-considers-that-the Presidency proposal 20/06/2022 :
EPOC cannot be executed because based the EPOC cannot be executed because EPOC-cannot-be-exectted-because-based
on the sole information contained in the based on the sole information contained in | en-the-sele-information-contained-in-the [DELETE]
EPOC it is apparent that it manifestly the EPOC it is apparent that it is manifestly | EROCHtis-apparentthatit-manifestly
violates the Charter of Fundamental Rights | abusive or that it exceeds the purpose of violates-the-Charter of Fundamental Rights
of the European Union or that it is the order, the service provider shall also of the BuropeanUnion-or-thatitis
manifestly abusive, the addressee shall also | send the Form in Annex III to the issuing manifestly-abusive-the-addresseeshall-alse
send the Form in Annex III to the authority as well as to the executing send-the Form-in-AnnexH-to-the
competent enforcement authority in the authority referred to in the EPOC with a competent-enforcementautherity-in-the
Member State of the addressee. In such suspensive affect as regards the Member-State-of the-addresseetn-such
cases the competent enforcement authority | transmission of the requested data. In such | eases-the-competentenforcementauthority
may seek clarifications from the issuing cases the competent executing authority may-seek-elarificationsfrom-the-issuing
authority on the European Production may seek clarifications from the issuing authority-on-the-Europcan-Production
Order, either directly or via Eurojust or the | authority on the European Production Order,-either-dircetly-or-via-Eurojust-or-the
European Judicial Network. Order, either directly or via Eurojust or the | EurepeanJudietal Network:
European Judicial Network in criminal
matters. The issuing authority shall react
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expeditiously and within 5 days at the
latest. The deadlines set out in paragraphs
1a and 2 shall not apply until the
clarification is provided. In the absence of
a reaction from the issuing authority, the
order shall be considered null and void.

Article 9(6)

283

6. The addressee shall preserve the data
requested, if it does not produce it
immediately, unless the information in the
EPOC does not allow it to identify the data
requested, in which case it shall seek
clarification in accordance with paragraph
3. The preservation shall be upheld until
the data is produced, whether it is on the
basis of the clarified European Production
Order and its Certificate or through other
channels, such as mutual legal assistance.
If the production of data and its
preservation is no longer necessary, the
issuing authority and where applicable
pursuant to Article 14(8) the enforcing
authority shall inform the addressee
without undue delay.

6. During the procedure referred to in
paragraphs 1, 1a, 2, 2b, 2c¢, 3, 4, and 5, the
service provider shall preserve the data
requested, where possible. The
preservation shall be upheld until the data
is produced or until the EPOC is
withdrawn or null and void.

6. The addressee shall preserve the data
requested, if it does not produce it
immediately, unless the information in the
EPOC does not allow it to identify the data
requested, in which case it shall seek
clarification in accordance with paragraph
3. The preservation shall be upheld until
the data is produced, whether it is on the
basis of the clarified European Production
Order and its Certificate or through other
channels, such as mutual legal assistance. If
the production of data and its preservation
is no longer necessary, the issuing authority
and where applicable pursuant to Article
14(8) the enforcing authority shall inform
the addressee without undue delay.

Presidency proposal 20/06/2022 :

6. The preservation shall be upheld until
the data is produced, whether it is on the
basis of the clarified European
Production Order and its Certificate or
through other channels, such as mutual
legal assistance. During the procedure
referred to in paragraphs 1 to 5, the
addressee shall preserve the data requested,
where possible. The preservation shall be
upheld until the data is produced or until
the EPOC is withdrawn.

Where the production of data and its
preservation is no longer necessary, the
issuing authority and where applicable
pursuant to Article 14(8) the enforcing
authority shall inform the addressee without
undue delay.

Article 10

284 Article 10 Execution of an EPOC-PR

Article 10(-1a), paragraph 1
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285 Presidency proposal 20/06/2022:
directly and simultaneously
[DELETE]
Article 10(-1a), paragraph 1, point a
286 (@) to the main establishment of the Presidency proposal 20/06/2022:
service provider or, where applicable,
where its legal representative is IBEREIE
established; and
Article 10(-1a), paragraph 1, point b
287 (b) to the executing authority. Presidency proposal 20/06/2022:
[DELETE]
Article 10(-1a), paragraph 2
288 The simultaneous information of the Presidency proposal 20/06/2022:

executing authority shall not have a
suspensive effect on the obligations of the
service provider as referred to in
paragraph 1.

[DELETE]

Article 10(1)

289

1. Upon receipt of the EPOC-PR, the
addressee shall, without undue delay,
preserve the data requested. The
preservation shall cease after 60 days,
unless the issuing authority confirms that
the subsequent request for production has
been launched.

1. Upon receipt of the EPOC-PR, the
service provider shall act expeditiously to
preserve the data requested. The
preservation shall cease after 60 days,
unless the issuing authority confirms that

the subsequent request for production has
been launched. The EPOC-PR can be

1. Upon receipt of the EPOC-PR, the
addressee shall, without undue delay,
preserve the data requested. The
preservation shall cease after 60 days,
unless the issuing authority confirms that
the subsequent request for production has
been launched.

General provisional agreement 4th
political trilogue 09/07/2021:

1. Upon receipt of the EPOC-PR, the
addressee shall, without undue delay,
preserve the data requested. The

preservation shall cease after 60 days,
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EP mandate

extended by additional 30 days, only when
necessary to allow further assessment of
the relevance of the data.

Council Mandate

Draft agreement

Article 10

()

290

2. If the issuing authority confirms within
the time period set out in paragraph 1 that
the subsequent request for production has
been launched, the addressee shall preserve
the data as long as necessary to produce the
data once the subsequent request for
production is served.

2. Where the issuing authority submits the
subsequent European Production Order
within the deadline referred to in
paragraph 1, the service provider shall
preserve the data as long as necessary for
the execution of that European Production
Order pursuant to Articles 8a or 9.

2. If the issuing authority confirms within
the time period set out in paragraph 1 that
the subsequent request for production has
been launched, the addressee shall preserve
the data as long as necessary to produce the
data once the subsequent request for
production is served.
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Article 10(3)

291 3. If the preservation is no longer 3. Where the preservation is no longer 3. If the preservation is no longer General provisional agreement 3" political
necessary, the issuing authority shall necessary, the issuing authority shall necessary, the issuing authority shall trilogue 20/05/2021:
inform the addressee without undue delay. | inform the addressees without undue delay | inform the addressee without undue delay.
and the preservation shall cease 3. Where the preservation is no longer
immediately. necessary, the issuing authority shall inform
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the addressee without undue delay and the
preservation for the purpose of the
relevant Order shall cease.

+ Respective adaptation in recital 42 (line
80)

Presidency proposal 24/06/2022 :

3a. Where the addressee considers, based
solely on the information contained in the
EPOC-PR, that the execution of the
EPOC-PR could interfere with
immunities or privileges, or rules on the
determination or limitation of criminal
liability that relate to the freedom of
press or the freedom of expression in
other media in the enforcing State, the
addressee shall inform the competent
authorities of the issuing and the
enforcing State.

The issuing authority shall take the
information mentioned in previous sub-
paragraph into account, and shall decide,
on its own initiative or on request of the
enforcing State, whether to withdraw,
adapt or maintain the Order.

Article 10(4)
292 4. If the addressee cannot comply with its 4. Where the EPOC-PR is incomplete, 4. If the addressee cannot comply with its General provisional agreement 3™ political
obligation because the Certificate is contains manifest errors, in form or obligation because the Certificate is trilogue 20/05/2021:
incomplete, contains manifest errors or content, or does not contain sufficient incomplete, contains manifest errors or
does not contain sufficient information to information to execute the EPOC-PR, the does not contain sufficient information to 4. Where the addressee cannot comply with
execute the EPOC-PR, the addressee shall | service provider shall inform the issuing execute the EPOC-PR, the addressee shall | jis obligation because the Certificate is
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Commission Proposal

inform the issuing authority set out in the
EPOC-PR without undue delay and ask for
clarification, using the Form set out in
Annex III. The issuing authority shall react
expeditiously and within 5 days at the
latest. The addressee shall ensure that on
its side the needed clarification can be
received in order to fulfil its obligation set
out in paragraph 1.

EP mandate

authority as well as the executing
authority referred to in the EPOC-PR
without undue delay and ask for
clarification or, where necessary,
correction from the issuing authority,
using the Form set out in Annex III. The
issuing authority shall react expeditiously
and within 5 days at the latest. The
addressees shall ensure that the needed
clarification can be received in order, for
the service provider, to fulfil its obligations
set out in paragraphs 1, 2 and 3. In the
absence of a reaction from the issuing
authority, the order shall be considered
null and void.

Council Mandate

inform the issuing authority set out in the
EPOC-PR without undue delay and ask for
clarification, using the Form set out in
Annex III. The issuing authority shall react
expeditiously and within 5 days at the
latest. The addressee shall ensure that on its
side the needed clarification can be
received in order to fulfil its obligation set
out in paragraph 1.

Draft agreement

incomplete, contains manifest errors or does
not contain sufficient information to
execute the EPOC-PR, the addressee shall
inform the issuing authority [as well as,
where a notification took place, the
enforcing authority] set out in the EPOC-
PR without undue delay and ask for
clarification using the Form set out in
Annex II1. The issuing authority shall react
expeditiously and within 5 days at the

latest. The addressee shall ensure that the
needed clarification or any correction
provided by the issuing authority can be
received in order, for the addressee, to
fulfil its obligations set out in paragraphs 1,
2 and 3. In the absence of a reaction from
the issuing authority, the service provider
shall be exempt from the obligations under
paragraphs 1 and 2.

Article 10(5)
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293 5. If the addressee cannot comply with its 5. Where the service provider cannot 5. If the addressee cannot comply with its -
obligation because of force majeure, or of | comply with its obligations because of obligation because efforce-majeure or of
de facto impossibility not attributable to force majeure, or of de facto impossibility de facto impossibility due to
the addressee or, if different, the service due to circumstances not attributable to the | circumstances not created by the
provider, notably because the person service provider, notably because the addressee or the service provider at the
whose data is sought is not their customer, | person whose data is sought is not their time the order was received net
or the data has been deleted before customer, or the data has been deleted attributable-to-the addiessee-orif different;
receiving the Order, it shall contact the before receiving the EPOC-PR, the service | theservice-provider;notablybeeause-the
issuing authority set out in the EPOC-PR provider shall contact the issuing authority | persen-whose-datais-seoughtisnottheir
without undue delay explaining the as well as the executing authority referred | eustorner-orthe-datahasbeen-deleted
reasons, using the Form set out in Annex to in the EPOC-PR without undue delay beforereceiving the-Orderit the
II1. If these conditions are fulfilled, the explaining the reasons, using the Form set addressee shall contact inform the issuing
issuing authority shall withdraw the out in Annex I1I. Where the relevant authority set out in the EPOC-PR without
EPOC-PR. conditions are fulfilled, the issuing undue delay explaining the reasons, using
authority shall withdraw the EPOC-PR and | the Form set out in Annex [1I-}these
inform the addressees of its decision. conditions-are fulfiled;the-issuing
Article 10(6), paragraph 1
294 6. In all cases where the addressee does not | 6. In all cases where the service provider 6. In all cases where the addressee does not _

preserve the requested information, for
other reasons listed in the Form of Annex

111, the addressee shall inform the issuing

does not preserve the requested
information, for other reasons listed in the
Form of Annex 11, including for technical

preserve the requested information, for
other reasons listed-in-the Form-of Annex
HH, the addressee shall inform the issuing

10881/22
ANNEX I

JAL2

MiC/vj
LIMITE

153



Commission Proposal

EP mandate

Council Mandate
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authority without undue delay of the
reasons for this in the Form set out in
Annex III. The issuing authority shall
review the Order in light of the
justification provided by the service
provider.

or operational ones, the service provider
shall inform the issuing authority as well as
the executing authority referred to in the
EPOC-PR without undue delay of the
reasons for this in the Form set out in
Annex III. The issuing authority shall
review the Order in light of the justification
provided by the service provider.

authority without undue delay of the
reasons for this in the Form set out in
Annex III. The issuing authority shall
review the Order in light of the justification
provided by the service provider.

other reasons listed in the Form of Annex
I11, it shall inform the issuing authority
without undue delay of the reasons for this
in the Form set out in Annex III. The
issuing authority shall review the Order in
light of the justification provided by the
addressee.

Article 10

(6), paragraph 2

295

In case the service provider considers that
the EPOC-PR cannot be executed because
based on the sole information contained
in the EPOC-PR it is apparent that it is
manifestly abusive or that it exceeds the
purpose of the order, the service provider
shall also send the Form in Annex III to
the issuing authority as well as to the
executing authority referred to in the
EPOC-PR. In such cases the competent
executing authority may seek
clarifications from the issuing authority
on the European Preservation Order,
either directly or via Eurojust or the
European Judicial Network in criminal
matters. The issuing authority shall react
expeditiously and within 5 days at the
latest. The deadline set out in paragraph 1
shall not apply until the clarification is
provided. In the absence of a reaction
from the issuing authority, the order shall
be considered null and void.

Presidency proposal 20/06/2022 :

[DELETE]

Article 10

a (new)
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296

Article 10a

Grounds for non-recognition or non-
execution

Presidency proposal 20/06/2022:

Article 7b

Optional grounds for refusal for European
Production Orders

Article 10a(1)

297

1. Without prejudice to Article 1(2), where
the EPOC is assessed by the executing
authority, the EPOC shall be refused,
where:

Presidency proposal 29/06/2022 :

[1. Where the issuing authority has notified
the competent authority of the enforcing
State in accordance with Article 7a, the
enforcing authority shall as soon as
possible but at the latest within 10 days of
the receipt of the notification, or, in
emergency cases, within 8 hours, where
appropriate, on the basis of all the
elements available to it, raise grounds for
refusal of the Order provided that ]:

Article 10a(1), point a

298

(a) the conditions for issuing a European
Production Order as laid down in Article 5
of this Regulation are not fulfilled;

Presidency proposal 20/06/2022 :

[DELETED]

Article 10a(1), point b

299 (b) the execution of the European Presidency proposal 20/06/2022:
Production Order would be contrary to the
principle of ne bis in idem; (a) The data requested is protected by
immunities and privileges granted under the
10881/22 MiC/vj 155
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law of the enforcing State, or;
Article 10a(1), point c
300 (c) there are substantial grounds to believe Presidency proposal 20/06/2022 :
that the execution of the European
Production Order would be incompatible (b) the data requested are related to rules on
with Member State's obligations in the determination or limitation of criminal
accordance with Article 6 TEU and the liability that relate to the freedom of press
Charter; or or the freedom of expression in other
media, or;
Article 10a(1), point d
301 (d) there is an immunity, a privilege or Presidency proposal 20/06/2022 :
rules on determination and limitation of
criminal liability relating to freedom of (c) in exceptional situations, there are
the press and freedom of expression in substantial grounds to believe, on the basis
other media under the law of the of specific and objective evidence, that the
executing State, which makes it impossible execution of the Order would, in the
to execute the European Production particular circumstances of the case, entail a
Order; manifest breach of a relevant fundamental
right as set out in Article 6 TEU and the
Charter, or;
Article 10a(2)
302 2. In addition to paragraph 1, an EPOC Presidency proposal 20/06/2022 :
for traffic and content data may be
refused by the executing authority, where: (d) the execution of the Order would be
contrary to the principle of ne bis in idem,
or;
Article 10a(2), point a
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303

(a) the execution of the European
Production Order would harm essential
national security interests, jeopardise the
source of the information or involve the
use of classified information relating to
specific intelligence activities;

Presidency proposal 20/06/2022 :

[DELETED]

Article 10a(2), point b

304

(b) the European Production Order relates
to a criminal offence which is alleged to
have been committed outside the territory
of the issuing State and wholly or partially
on the territory of the executing State, and
the conduct for which the EPOC was
issued does not constitute a criminal
offence under the law of the executing
State;

Article 10a(2), point c

305

(c) the conduct for which the EPOC has
been issued does not constitute an offence
under the law of the executing State,
unless it concerns an offence listed within
the categories of offences set out in Annex
1la, as indicated by the issuing authority
in the EPOC, if it is punishable in the
issuing State by a custodial sentence or a

Rapporteur proposal 22/06/2022:

(c) the conduct for which the EPOC has
been issued does not constitute an offence
under the law of the executing State,
unless it concerns an offence listed within
the categories of offences set out in Annex
Ia, as indicated by the issuing authority

detention order for a maximum period of in the EPOGs-f-itispunishable-inthe
at least three years; issuing-State-by-a-eustodial sentenee-or-a
. : ot . iod of
atleastthreeyears;
Article 10a(2), point d
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306 (d) the execution of the European Presidency proposal 20/06/2022 :
Production Order is restricted under the
law of the executing State to a list or [DELETE]
category of offences or to offences
punishable by a higher threshold; or

Article 10a(2), point e

307 (e) compliance with the European Presidency proposal 20/06/2022 :
Production Order would conflict with
applicable laws of a third country that [DELETE]
prohibits disclosure of the data concerned.

Article 10a(3)

308 3. Point (e) of paragraph 2 shall be Presidency proposal 20/06/2022 :
applied according to the procedure set out
in Article 14a. [DELETE]

Article 10a(4)

309 4. Where the European Production Order Presidency proposal 24/06/2022 :
concerns an offence in connection with
taxes or duties, customs and exchange, the 2. Where the enforcing authority raises a
executing authority shall not refuse ground for refusal pursuant to paragraph 1,
recognition or execution on the ground it shall inform the addressee and the
that the law of the executing State does issuing authority. The addressee shall stop
not impose the same kind of tax or duty or the execution of the Order and not transfer
does not contain a tax, duty, customs and the data and the issuing authority shall
exchange regulation of the same kind as withdraw the order.
the law of the issuing State.

Article 10a(5)

310 5. In the cases referred to in paragraphs 1 Presidency proposal 20/06/2022 :
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and 2 of this Article, before deciding not
to recognise or not to execute a European
Production Order, either in whole or in
part, the executing authority shall consult
the issuing authority, by any appropriate
means, and shall, where appropriate,
request the issuing authority to supply any
necessary information without delay.

3. Before deciding to raise a ground for
refusal, the notified authority shall contact
the issuing authority by any appropriate
means in order to discuss the appropriate
measures to take. On that basis, the issuing
authority may decide to adapt or withdraw
the Order. Where, following such
discussions, no solution is reached, the
notified authority may decide to raise
grounds for refusal of the Order and inform
the issuing authority as well as the
addressee accordingly.

Additional Presidency proposal 24/06/2022

4. Where the enforcing authority decides to
raise grounds for refusal of the Order
pursuant to paragraph 1, it may indicate
whether it objects to all use of data obtained
pursuant to the order or whether the data
may only be used under conditions
specified by the enforcing authority.

Article 10a(6)

311 6. In the case referred to in point (d) of Presidency proposal 20/06/2022 :
paragraph 1 and where power to waive the
privilege or immunity lies with an 5. Where power to waive the privilege or
authority of the executing State, the immunity as set out in paragraph (1)(a) lies
executing authority shall request it to with an authority of the enforcing State, the
exercise that power forthwith. Where issuing authority may request the notified
power to waive the privilege or immunity authority to contact the competent authority
lies with an authority of another State or to request it to exercise its power forthwith.
international organisation, it shall be for Where power to waive the privilege or
the issuing authority to request the immunity lies with an authority of another
authority concerned to exercise that Member State or a third country or with an
10881/22 MiC/vj 159
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international organisation, the issuing
authority may request the authority
concerned to exercise that power.

providers shall take the necessary measures
to ensure the confidentiality of the EPOC
or the EPOC-PR and of the data produced
or preserved and where requested by the
issuing authority, shall refrain from
informing the person whose data is being
sought in order not to obstruct the relevant
criminal proceedings.

person whose data is being sought without
undue delay. The service provider shall
take the necessary state-of-the-art
operational and technical measures to
ensure the confidentiality, secrecy and
integrity of the EPOC or the EPOC-PR and
of the data produced or preserved.

providers shall take the necessary measures
to ensure the confidentiality of the EPOC
or the EPOC-PR and of the data produced

or preserved and where-requested-by-the
issuing-authority; shall refrain from

informing the person whose data is being
sought in order to avoid rette obstructing
the relevant criminal proceedings. They
shall only inform the person whose data
is are being sought if explicitly requested
by the issuing authority. In this case the
issuing authority shall also provide
information pursuant to paragraph 4 of

Article 10a(7)
312 7. The executing authority shall inform Presidency proposal 20/06/2022 :
the issuing authority about the use of any
of the grounds for non-recognition or [DELETE]
non-execution as listed in paragraphs 1
and 2 of this Article, by using the form set
out in Annex III.
Article 11
313 Article 11 Confidentiality and user Article 11 Article 11 Confidentiality and user Presidency proposal 20/06/2022 :
information User information and confidentiality information
Article 11 User information and
confidentiality
Article 11(1)
314 1. Addressees and, if different, service 1. The service provider shall inform the 1. Addressees and, if different, service Presidency proposal 20/06/2022 :

1. The issuing authority shall inform the
person whose data are being sought without
undue delay about the data production.
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this Article to the addressee or, if
different, to the service provider.

Article 11(1a)
315 1a. As long as necessary and Presidency proposal 24/06/2022 :
proportionate, in order not to obstruct the
relevant criminal proceedings or in order 2. The issuing authority may, in accordance
to protect the fundamental rights of with national law, delay, restrict or omit
another person, the issuing authority, informing the person whose data are being
taking into due account the impact of the sought, to the extent that, and for as long as
measure on the fundamental rights of the the conditions in Article 13(3) of Directive
person whose data is sought, may request 2016/680 are met, in which case, the issuing
the service provider to refrain from authority shall indicate [in the case
informing the person whose data is being file/order] the reasons for the delay,
sought, based on a judicial order. Such an restriction or omission.
order shall be duly justified, specify the
duration of the obligation of 3. The addressees and, if different, the
confidentiality and shall be subject to service providers shall take the necessary
periodic review. state-of-the-art operational and technical
measures to ensure the confidentiality,
secrecy and integrity of the EPOC or the
EPOC-PR and of the data produced or
preserved.
Article 11(2)
316 2. Where the issuing authority requested 2. Where the issuing authority requested 2.Where the issuing authority did not Presidency proposal 20/06/2022 :

the addressee to refrain from informing the
person whose data is being sought, the
issuing authority shall inform the person
whose data is being sought by the EPOC
without undue delay about the data
production. This information may be
delayed as long as necessary and

proportionate to avoid obstructing the

the addressees to refrain from informing the
person whose data is being sought, based
on a judicial order, the issuing authority
shall inform the person whose data is being
sought by the EPOC or the EPOC-PR
without undue delay about the data
production or preservation. This
information may be delayed as long as

requested-the-addressee-to-refrainfrom-the
service provider to informing the person
whose data were beinrg-sought in
accordance with paragraph 1, the issuing
authority shall inform thise person whese
latais bei hi by the EPOC wif

Theis issuing authority may delay

[DELETE]
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relevant criminal proceedings.

necessary and proportionate to avoid
obstructing the relevant criminal
proceedings, taking into account the rights
of the suspected and accused person and
without prejudice to defense rights and
effective legal remedies.

informing the person whose data were

sought as long as it constitutes a

necessary and proportionate measure

< formation shalll bmitted

hic i ible switl e

longasneeesiaryed worerionate to

avoid obstructing the+elevant criminal

proceedings. Infermation-abeutavailable
; el hall |

Article 11

(3)

317

3. When informing the person, the issuing
authority shall include information about
any available remedies as referred to in
Article 17.

3. When informing the person, the issuing
authority shall include information about
any available remedies as referred to in
Article 17.

3. The issuing authority may abstain
from informing the person whose
subscriber or access data was sought
where necessary and proportionate to
protect the fundamental rights and
legitimate interests of another person,
and in particular where these rights and
interests outweigh the interest to be
informed of the person whose data were

sought .When-informing the-person;-the

Presidency proposal 20/06/2022 :

[DELETE]

issuing-autherity-shallinelude-information
, 1abl i corred
Article 11(4)
318 4. Information about available remedies | Presidency proposal 20/06/2022:
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pursuant to Article 17 shall be included.

4. When informing the person, the issuing
authority shall include information about
available remedies pursuant to Article 17.

Article 11a

319

Article 11a
Limitations to the use of information

obtained

Presidency proposal 24/06/2022:

[DELETE]

Article 11a, paragraph 1

Electronic information obtained in

320 Presidency proposal 24/06/2022:
accordance with this Regulation shall not
be used for the purpose of proceedings L/BLIE L
other than those for which it was obtained
in accordance with this Regulation, except
for where there is an imminent threat to
the life or physical integrity of a person.
Article 11b
321 Article 11b Presidency proposal 24/06/2022 :
Erasure of electronic information [DELETE]
Article 11b(1)
322 1. Electronic information that has been Presidency proposal 24/06/2022 :
gathered in breach of this Regulation
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shall be erased without undue delay. [DELETE]
Article 11b(2)
323 2. Electronic information that is no longer Presidency proposal 24/06/2022 :
necessary for all phases of the proceeding
Sfor which it was produced or preserved, [DELETE]
including possible appeals, shall be erased
without undue delay, unless this would
affect the defence rights of the suspected
or accused person. Periodic reviews for
the need of the storage of the electronic
information shall be established.
Article 11b(3)
324 3. The person whose data was sought shall Presidency proposal 24/06/2022 :
be informed about the erasure without
undue delay. [DELETE]
Article 11c
325 Article 11¢ Presidency proposal 20/06/2022 :
Admissibility of electronic information in [DELETE]
court proceedings
Article 11c, paragraph 1
326 Electronic information that has been Presidency proposal 20/06/2022 :
obtained in breach of this Regulation,
including where the criteria laid down in [DELETE]
this Regulation are not fulfilled, shall not
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be admissible before a court. Where
electronic information has been obtained
before a ground for non-recognition listed
in Article 10a (new) has been invoked, it
neither shall be admissible before a court.
Article 12
397 Article 12
Reimbursement of costs
Article 12, paragraph 1
378 The service provider may claim o Where so claimed by the service Tl.le service provider may claim o Presidency proposal 03/06/2022:
reimbursement of their costs by the issuing . N reimbursement of their costs by the issuing
P . - provider, the issuing State shall e s . .
State, if this is provided by the national law State, if this is provided by the national law Th : d i
of the issuing State for domestic orders in reimburse the justified costs borne by the | of the issuing State for domestic orders in 1© Zervwe pr;)v1f .ir mai/ CbaHtI}ll P
similar situations, in accordance with these . . similar situations, in accordance with these reimbursement of 1ts costs by the 1ssuing
. .. service provider and related to the . .. State, if that is provided for by the national
national provisions. national provisions. Member States shall 1 ’ f the issuine State for d tic ord
execution of the European Production inform the Commission about rules for (AW Ol The 15sung State for domestic orders
reimbursement who shall make them in similar situations, in accordance with that
Order or the European Preservation public national law provisions. Member States
Order. For practical reasons, the service ’ shall inform the Commission about their
) ’ national rules for reimbursement, and
provider may claim reimbursement of the the Commission shall make them public.
costs by the executing State. Where the
service provider chooses the executing
State, the issuing State shall reimburse
the executing State for these costs.
Member States shall inform the
Commission on the rules for
reimbursement, which the Commission
shall make public.
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Article 12a
329 Article 12a §-Ensuringpriviteges-and Presidency proposal 20/06/2022 :
State Limitations to the use of data [DELETE]
obtained
Article 12a(1)
330 1.4 In case the person whose data are Presidency proposal 20/06/2022 :
sought is not residing on the territory of
the issuing State, and transactional or [DELETE]

content data has been obtained by the
European Production Order and the
issuing authority receives information
that these data it is are protected by
privileges or immunities granted under the
law of the Member enforcing State of the
addressee, or is subject, in the enforcing
State, to rules on determination and
limitation of criminal liability relating to
freedom of press and freedom of
expression in other media, or #impaets
fundamental-interests-of that Member-State
if invoked by that Member State,
disclosure of these data would impact its
fundamental interests such as national
security and defense, the-eourt the
competent authorities in the issuing State
shall ensure during the criminal
proceedings for-which-the-Order-was-issued
that these grounds are taken into account in
the same way as if they were provided for

under their national law when-assessing-the

relevanece-and-admissibility-of the-evidenee
concerned—The-court The competent
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authorities may consult the authorities of
the relevant Member State, the European
Judicial Network in criminal matters or
Eurojust.

Article 12a(2)

331 2. Where power to waive the privilege or | Presidency proposal 20/06/2022:
immunity lies with an authority of the
enforcing State, the competent authority | [DELETE]
in the issuing State may request the
enforcing or notified authority to contact
the competent authority of the enforcing
State to request it to exercise its power
forthwith. Where power to waive the
privilege or immunity lies with an
authority of another Member State or a
third country or with an international
organisation, the competent authority in
the issuing State may request the
authority concerned to exercise that

power.
Article 12b
332 Article 12b Presidency proposal 24/06/2022 :
Speciality principle Article 12b
Speciality principle
Article 12b(1)
333 1. Electronic evidence shall not be used Presidency proposal 24/06/2022:
for the purpose of proceedings other
than those for which it was obtained in 1. Electronic evidence shall not be used
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accordance with this Regulation, except: | for the purpose of proceedings other than
those for which it was obtained in
accordance with this Regulation, except:
Article 12b(1), point a
334 a) for the purpose of proceedings for Presidency proposal 24/06/2022:
which a European Production Order
could have been issued in accordance a) for the purpose of proceedings for
with Article 5(3) and (4); or which a European Production Order
could have been issued in accordance
with Article 5(3) and (4); or
Article 12b(1), point b
335 b) for preventing an immediate and Presidency proposal 24/06/2022:
serious threat to public security of the
issuing State or its essential interests; b) for preventing an immediate and
serious threat to public security of the
issuing State or its essential interests;
Article 12b(2)
336 2. Electronic evidence obtained in Presidency proposal 24/06/2022:
accordance with this Regulation may
only be transmitted to another Member 2. Electronic evidence obtained in
State: accordance with this Regulation may
only be transmitted to another Member
State:
Article 12b(2), point a
337 a) for the purpose of proceedings for Presidency proposal 24/06/2022:
which a European Production Order
could have been issued in accordance a) for the purpose of proceedings for
which a European Production Order
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with Article 5(3) and (4); or

could have been issued in accordance
with Article 5(3) and (4); or

Article 12b(2), point b
338 b) for preventing an immediate and Presidency proposal 24/06/2022:
serious threat to public security of that
Member State or its essential interests. b) for preventing an immediate and
serious threat to public security of that
Member State or its essential interests.
Article 12b(3)
339 3. Electronic evidence obtained in Presidency proposal 24/06/2022:
accordance with this Regulation may
only be transferred to a third country or | 3. Electronic evidence obtained in
to an international organisation accordance with this Regulation may
pursuant to conditions of paragraph 2, only be transferred to a third country or
points a) and b) of this Article and to an international organisation pursuant
Chapter V of the Directive (EU) to conditions of paragraph 2, points a)
2016/680. and b) of this Article and Chapter V of
the Directive (EU) 2016/680.
Chapter Il
340 Chapter III: Sanctions and enforcement | Chapter III: Sanctions, review procedure | Chapter II1: Sanctions and enforcement
and remedies
Article 13
341 Article 13 Sanctions

Article 13, paragraph 1
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342 Without prejudice to national laws which 1.Member States shall lay down the rules Wlth%m fpreillu dl.ce to 1.1tgt10naf1 1a.ws. W?ICh Rapporteur proposal 07/06/2022:
provide for the imposition of criminal on sanctions applicable to infringements of P ;gvtlioil "OE\/I 1(;11;1 ]}r) %stlaion %a(l:lr 11;n11:ia n
sanctions, Member States shall lay down the obligations pursuant to Articles 8a, 9, ‘fhe (;*ulesbz)n pLeculiiary s:?lztions a}[])pl?z‘z;ble Without prejudice to national laws
the rules on pecuniary sanctions applicable | 10 and 11 of this Regulation as regards to s ) o providing for the imposition of criminal
to infringements of the obligations the service providers on their territory and to infringements of the obligations pursuant sanctions, Member States shall lay down
) . to Articles 9, 10 and 11 (1) of this 2 el : v
pursuant to Articles 9, 10 and 11 of this shall take all necessary measures to ensure . \ ; rules on pecuniary sanctions applicable to
Regulation and shall take all necessary that they are implemented. The sanctions Regulation and Shall fake all peCessary infringements of Articles 9, 10 and 11 (3) of
. . measures to ensure that they are . .. ' . .
measures to ensure that they are provided for by national laws of the . / . this Regulation in accordance with Article
implemented. The pecuniary sanctions Member States shall be effective implemented. Member States shall, without 14 (10) and shall take all necessar
. ) ; . . . ’ delay, notify the Commission of those rules y
provided for shall be effective, proportionate and dissuasive. Member and of those measures and shall notify it measures to ensure that they are
proportionate and dissuasive. Member States shall, without delay, notify the without delay, of any subsequent ’ implemented. Member States shall, without
States shall, without delay, notify the Commission of those rules and of those amendment a%fec ting them delay notify the Commission of those rules
Commission of those rules and of those measures and shall notify it, without delay, The Member States shall .ensure that and of those measures and shall notify it,
measures and shall notify it, without .delay, of any subsequent amendment affecting pecuniary sanctions provided for shall-be without delay, of any subsequent
of any subsequent amendment affecting them. are effective, proportionate and dissuasive. amendment affecting them. .Member §tates
them. shall ensure that the pecuniary sanctions
Member States shall ensure that provided for by national laws of the
pecuniary sanctions of up to 2% of the Member States are cftective, proportionate
total worldwide annual turnover of the and dissuasive. Member States shall
service provider’s preceding financial ensure that pecuniary sanctions of up to
year can be imposed. 2% of the total worldwide annual
turnover of the service provider’s
preceding financial year can be imposed.
la. Without prejudice to data protection
obligations, service providers shall not be
held liable in Member States for the
consequences resulting from compliance
with an EPOC or an EPOC-PR.
Article 13(1a)
343 1a. Without prejudice to data protection Presidency proposal 24/06/2022 :
obligations, service providers shall not be
held liable in Member States for the [DELETE]
consequences resulting from compliance
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with an EPOC or an EPOC-PR.
Article 14
344 Article 14 Procedure for enforcement
Article 14(1)
345 1. If the addressee does not comply with an | 1. Where the service provider does not 1. If the addressee does not comply with an | Presidency proposal 20/06/2022 ;

EPOC within the deadline or with an
EPOC-PR, without providing reasons
accepted by the issuing authority, the
issuing authority may transfer to the
competent authority in the enforcing State
the European Production Order with the
EPOC or the European Preservation Order
with the EPOC-PR as well as the Form set
out in Annex III filled out by the addressee
and any other relevant document with a
view to its enforcement by any means
capable of producing a written record
under conditions allowing the enforcing
authority to establish authenticity. To this
end, the issuing authority shall translate the
Order, the Form and any other
accompanying documents into one of the
official languages of this Member State
and shall inform the addressee of the
transfer.

comply with an EPOC within the deadline
or with an EPOC-PR, without providing
reasons and where the executing authority
has not invoked any of the grounds for
non-recognition or non-execution as
provided for in Article 10a, the issuing
authority may request the competent
authority in the executing State to enforce
the European Production Order or the
European Preservation Order.

EPOC within the deadline or with an
EPOC-PR, without providing reasons
accepted by the issuing authority, the
issuing authority may transfer to the
competent authority in the enforcing State
the European Production Order with the
EPOC or the European Preservation Order
with the EPOC-PR as well as the Form set
out in Annex III filled out by the addressee
and any other relevant document with a
view to its enforcement by any means
capable of producing a written record under
conditions allowing the enforcing authority
to establish authenticity. To this end, the
issuing authority shall translate the Order,
the Form and any other accompanying
documents into one of the effietal
languages ef accepted by this Member
State and shall inform the addressee of the
transfer.

1. Where the addressee does not comply
with an EPOC within the deadline or with
an EPOC-PR, without providing reasons
accepted by the issuing authority and where
the enforcing authority has not invoked
any of the grounds for refusal as provided
for in Article [7b] the issuing authority may
request the competent authority in the
enforcing State to enforce the European
Production Order or the European
Preservation Order.

To this end, the issuing authority shall
transfer the Form set out in Annex III filled
out by the addressee and any relevant
document by any means capable of
producing a written record under conditions
allowing the enforcing authority to establish
authenticity. It shall translate the Order and
any document transferred into one of the
languages accepted by this Member State
and shall inform the addressee of the
transfer.

Article 14(2)
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2. Upon receipt, the enforcing authorit 2-Lponreceipttheenforeingsauthority 2. Upon receipt, the enforcing authority
I shallpwithout If)urther formalit%es recoglzlise shall-without furtherformalitiesrecognise-a | shall without further formalities recognise L e e L
a European Production Order or European | EurepeanProductionOrderorEuropean and take the necessary measures for 2. Upon receipt, the enforcing authority
Preservation Order transmitted in PreservationOrderteansmitted- enforcement of shall without further formalities recognise
accordance with paragraph 1 and shall take | accerdance-with-paragraphtand-shalltake | (a) a European Production Order unless and take the necessary measures for
the necessary measures for its enforcement, | the-necessary-measuresfor-itsenforeement; | the enforcing authority considers that enforcement of
unless the enforcing authority considers unless-the-enforeingautherity-eonsiders one of the grounds provided for in (a) a European Production Order unless the
that one of the grounds provided for in that-one-of the-groundsprovidedforin paragraph 4 apply, or enforcing authority considers that one of
paragraphs 4 or 5 apply or that the data patagraphs-d-or-S-apphy-orthat the-data (b) a European Preservation Order the grounds provided for in paragraph 4
concerned is protected by an immunity or coneerned-isprotected-by-an-tmmunity-of transmitted-inaccordance-with-paragraph1+ | apply, or
privilege under its national law or its privilege-underitsnational-law-orits andbshattake the necessapy-measuresHor (b) a European Preservation Order, unless
disclosure may impact its fundamental diselostre - impactis-fondmmental its-enforeement, unless the enforcing the enforcing authority considers that one of
interests such as national security and Hereststehasnationabsecuribyand authority considers that one of the grounds | the grounds provided for in paragraph 5
defence. The enforcing authority shall take | defence—The-enforcingauthorityshall-take | provided for in paragraph 4-e¢ 5 apply e apply.
the decision to recognise the Order without | the-deeisiontorecognise-the-Order-without i
zndue delay and no later than 5 working Hﬂd—u&delray—aﬁd—ne—l-a%er—%haﬂé—wefkmg fmmkm&@%pﬂﬂlegﬁméeﬁ&s—ﬂaﬂeﬂa{ b silfelins oy Shelll o i
ays after the receipt of the Order. days-after-the receipt-of the Order- law-or-its-disclosure-may-impaetits . . .
fundamentalinterests such-asnational decision to recognise the Order without
security-and defence- undue delay and no later than 5 working
' days after the receipt of the Order.
The enforcing authority shall take the
decision to recognise the Order without
undue delay and no later than 5 working
days after the receipt of the Order.
Article 14(2a)
347 2a. Article 5(8) shall apply mutatis Presidency proposal 20/06/2022 :
mutandis.
[DELETE]
Article 14(3)
348 3. Where the enforcing authority 3. The executing authority it shall formally | 3. Where the enforcing authority recognises | Presidency proposal 20/06/2022
recognises the Order, it shall formally require the service provider to comply with | the Order, it shall formally require the
require the addressee to comply with the the relevant obligation, informing the addressee to comply with the relevant 2. The enforcing authority shall formally
relevant obligation, informing the service provider of the possibility to obligation, informing the addressee of the require the addressees to comply with the
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addressee of the possibility to oppose the
enforcement by invoking the grounds listed
in paragraphs 4 or 5, as well as the
applicable sanctions in case of non-
compliance, and set a deadline for
compliance or opposition.

oppose the execution by invoking the
grounds listed in Articles 8a, 9 and 10, as
well as the applicable sanctions in case of
non-compliance, and set a deadline for
compliance or opposition.

possibility to oppose the enforcement by
invoking the grounds listed in paragraphs 4
point (a) to (e) or paragraph 5, as well as
the applicable sanctions in case of non-
compliance, and set a deadline for
compliance or opposition.

relevant obligation, informing the
addressees of the possibility to oppose the
execution by invoking grounds listed in
paragraphs [below], as well as the
applicable sanctions in case of non-
compliance, and set a deadline for
compliance or opposition.

Article 14(4)
349 4. The addressee may only oppose the 4—TFhe-addressee-may-onty-oppese-the 4. The-addressee-may-onty-oppose-the Presidency proposal 20/06/2022 :
enforcement of the European Production enforcement-of the EuropeanProduction Recognition or enforcement of the
Order on the basis of the following Order-on-the basis-of the following European Production Order may only be 3. Enforcement of the European Production
grounds: grounds: denied on the basis of the following Order may only be denied on the basis of
grounds: the following grounds:
Article 14(4), point a
350 a) the European Production Order has not a)-the EuropeanProduetion-Order-hasnot a) the European Production Order has not Presidency proposal 20/06/2022
been issued or validated by an issuing been-issued-or-validated-by-an-issuing been issued or validated by an issuing
authority as provided for in Article 4; suthoriyws-providedforim-Articke 4 authority as provided for in Article 4; a) the European Production Order has not
been issued or validated by an issuing
authority as provided for in Article 4;
Article 14(4), point b
351 b) the European Production Order has not b)-the EuropeanProduection-Orderhasnot b) the European Production Order has not Presidency proposal 20/06/2022
been issued for an offence provided for by | been-issued-foran-offenceprovidedforby | been issued for an offence provided for by
Article 5(4); Artiele5(H: Article 5(4); b) the European Production Order has not
been issued for an offence provided for by
Article 5(4);
Article 14(4), point c
352 c) the addressee could not comply with the | e)-the-addressee-couldnotcomply-withthe | c) the addressee could not comply with the | Rapporteur proposal 22/06/2022:
EPOC because of de facto impossibility or | EROChecause-of defacto-impeossibiityor | EPOC because of de facto impossibility ex
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force majeure, or because the EPOC
contains manifest errors;

EP mandate Council Mandate
force-majenre;-or-because-the EROC foree-majeure, or because the EPOC
contains-manifest-crrors; contains manifest errors;

Draft agreement

c) the addressee could not comply with the
EPOC because of de facto impossibility due
to circumstances not attributable to the
addressee, or because the EPOC contains
manifest errors;

Article 14(4), point d

353

d) the European Production Order does not
concern data stored by or on behalf of the
service provider at the time of receipt of

&-the EuropeanProductionOrderdeesnot | d) the European Production Order does not
coneern-datastored-by-or-onbehalfof the concern data stored by or on behalf of the
service-providerat-the time-of receiptof service provider at the time of receipt of

Presidency proposal 20/06/2022:

d) the European Production Order does not

EPOC; EPOC: EPOC; concern data stored by or on behalf of the
service provider at the time of receipt of
EPOC;
Article 14(4), point e
354 e) the service is not covered by this e)-theservice-isnot-covered-by-this e) the service is not covered by this Presidency proposal 20/06/2022:
Regulation; Regulation: Regulation;

e) the service is not covered by this
Regulation;

Article 14(4), point f

355 f) based on the sole information contained | f}-based-on-thesole-informationcontained | f) based-onthesole-informationcontained | Rapporteur proposal 22/06/2022:
in the EPOC, it is apparent that it the EPOC itisapparentthat it Hthe ERPOC itisapparentthat
manifestly violates the Charter or that itis | manifesthy-violates-the-Charterorthatitis | manifestly-vielatesthe-Charterorthatitis | ) based on the sole information contained
manifestly abusive. mantfestly-abusive: mantfestly-abusive one of the grounds in the EPOC, it is apparent that it in
referred to in Article 12a (1) apply. exceptional situations, there are
substantial grounds to believe, on the basis
of specific and objective evidence, that the
execution of the Order would, in the
particular circumstances of the case, entail
a manifest breach of a relevant
fundamental right as set out in Article 6
10881/22 MiC/vj 174
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the EPOC-PR contains manifest errors;

the EPOC-PR contains manifest errors;

TEU and the Charter.
Article 14(5)
356 5. The addressee may only oppose the 5-TFhe-addressee-may-only-oppose-the 5. Fhe-ader-ssec mav only cppese-the Presidency proposal 20/06/2022 :
enforcement of the European Preservation | enforecementofthe EuropeanPreservation | Recognition or enforcement of the
Order on the basis of the following Order-on-the basis-of the following European Preservation Order may only be | The enforcement of the European
grounds: grounds: denied on the basis of the following Preservation order may only be denied on
grounds: the basis of the following grounds :
Article 14(5), point a
357 a) the European Preservation Order has not | a)-the EuropeanPreservation-Order-hasnot | a) the European Preservation Order has not | Presidency proposal 20/06/2022 :
been issued or validated by an issuing been-issued-or-validated-by-an-issuing been issued or validated by an issuing
authority as specified in Article 4; anthority-ws-spectiedinArtele 4 authority as specified in Article 4; a) the European Preservation Order has not
been issued or validated by an issuing
authority as specified in Article 4;
Article 14(5), point b
358 b) the service provider could not comply b)-the-service providercould-not-comply b) the service provider could not comply Rapporteur proposal 22/06/2022:
with the EPOC-PR because of de facto swith-the EPOC PR beeawseofdefacto with the EPOC-PR because of de facto
impossibility or force majeure, or because | impessibility-orforce-majeure;-or-because impossibility erforce-majenre;-or because b) the addressee could not comply with the

EPOC-PR because of de facto impossibility
due to circumstances not attributable to the
addressee, or because the EPOC-PR
contains manifest errors;

Article 14(5), point ¢
359 c) the European Preservation Order does ¢)-the-European-Preservation-Order-docs c) the European Preservation Order does Presidency proposal 20/06/2022 :
not concern data stored by or on behalf of | neteonecern-datastored-by-oronbehalfof not concern data stored by or on behalf of
the service provider at the time of the the-serviec-provider-at-the-time-of the the service provider at the time of the c) the European Preservation Order does
EPOC-PR; EPOC-PR: EPOC-PR; not concern data stored by or on behalf of
the service provider at the time of the
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EPOC-PR;
Article 14(5), point d
360 d) the service is not covered by the scope d-the-service-is-notcovered-by-theseope-of | d) the service is not covered by the scope of | Presidency proposal 20/06/2022 :
of the present Regulation; the-present-Regulation: the present Regulation;
d) the service is not covered by the scope of
the present Regulation;
Article 14(5), point e
361 e) based on the sole information contained | e)based-on-the-sole-informationcontained | e)based-on-thesole-informationcontained | Rapporteur proposal 22/06/2022:
in the EPOC-PR, it is apparent that the inthe EPOC-PR-it-is-apparent-that the inthe EPOC-PRitis-apparent-that the
EPOC-PR manifestly violates the Charter EPOC-PR manifesthyviolates-the Charter EPOC-PR-manifesthyviolates-the-Charter f) based on the sole information contained
or is manifestly abusive. or-is-mantfestly-abusive- ot-isantfesthy-abusive: in the EPOC-PR, it is apparent that it in

exceptional situations, there are
substantial grounds to believe, on the basis
of specific and objective evidence, that the
execution of the Order would, in the
particular circumstances of the case, entail
a manifest breach of a relevant
fundamental right as set out in Article 6
TEU and the Charter.

Article 14

(6)

362

6. In case of an objection by the addressee,
the enforcing authority shall decide
whether to enforce the Order on the basis
of the information provided by the
addressee and, if necessary, supplementary
information obtained from the issuing
authority in accordance with paragraph 7.

6. In case of an objection by the service
provider, the executing authority shall
decide whether to enforce or not to
recognise the Order on the basis of the
information provided by the service
provider and, if necessary, supplementary
information obtained from the issuing
authority. The executing authority shall
notify its decision without undue delay to
the service provider and the issuing

6. In case of an objection by the addressee
pursuant to paragraphs 4 point (a) to (e)
and 5, the enforcing authority shall decide
whether to enforce the Order on the basis of
the information provided by the addressee
and, if necessary, supplementary
information obtained from the issuing
authority in accordance with paragraph 7.

Presidency proposal 20/06/2020 :

6. In case of an objection by the addressee
pursuant to paragraphs 4 and 5, the
enforcing authority shall decide whether or
not to enforce the Order on the basis of the
information provided by the addressee and,
if necessary, supplementary information
obtained from the issuing authority in
accordance with paragraph 7. The
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authority. enforcing authority shall notify its
decision without undue delay to the
addressee and the issuing authority.
Article 14(7)
363 7. Before deciding not to recognise or FBefore-deeidingnettorecogniseor 7. Before deciding not to recognise or Presidency proposal 20/06/2022 :
enforce the Order in accordance with enforee-the Orderin-accordance-with enforce the Order in accordance with
paragraph 2 and 6, the enforcing authority | paragraph2-and-6;-the-enforeingauthority | paragraph 2 and 6, the enforcing authority 7. Before deciding not to enforce the Order
shall consult the issuing authority by any shatconsul-thefssuinpauthorttbyany shall consult the issuing authority by any in accordance with paragraph 6, the
appropriate means. Where appropriate, it appropriate-means—Where-appropriate it appropriate means. Where appropriate, it enforcing authority shall consult the issuing
shall request further information from the shallrequestfurthernformationtromthe shall request further information from the authority by any appropriate means. Where
issuing authority. The issuing authority issuing-authority—The-issuingautherity issuing authority. The issuing authority appropriate, it shall request further
shall reply to any such request within 5 shall-reply-to-anysuchrequest-within5 shall reply to any such request within 5 information from the issuing authority. The
working days. sorkiredavs working days. issuing authority shall reply to any such
request within 5 working days.
Article 14(8)
364 8. All decisions shall be notified S—Addectsionsshat-benotifed 8. All decisions shall be notified Presidency proposal 20/06/2022 :
immediately to the issuing authority and to | immediately-to-the-issuingautherityandte | immediately to the issuing authority and to
the addressee by any means capable of the-addressee-by-any-means-capable-of the addressee by any means capable of 8. All decisions shall be notified
producing a written record. produchis s writttenrecord: producing a written record. immediately to the issuing authority and to

the addressee by any means capable of
producing a written record.

Article 14

(9)

365

9. If the enforcing authority obtains the
data from the addressee, it shall transmit it
to the issuing authority within 2 working
days, unless the data concerned is
protected by an immunity or privilege
under its own domestic law or it impacts
its fundamental interests such as national
security and defence. In such case, it shall

9. If the executing authority obtains the
data from the service provider, it shall
transmit it to the issuing authority without
undue delay.

9. If the enforcing authority obtains the
data from the addressee, it shall transmit it
to the issuing authority within 2 working
days, unless the data concerned is protected
by an immunity or privilege or by rules on
determination and limitation of criminal
liability relating to freedom of press and
freedom of expression in other media

Presidency proposal 20/06/2022 :

9. If the enforcing authority obtains the
data from the addressee, it shall transmit it
to the issuing authority without undue
delay.
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inform the issuing authority of the reasons
for not transmitting the data.

under its own domestic law or it impacts its
fundamental interests such as national
security and defence. In such case, it shall
inform the issuing authority of the reasons
for not transmitting the data.

Article 14

(10)

366

10. In case the addressee does not comply
with its obligations under a recognised
Order whose enforceability has been
confirmed by the enforcing authority, that
authority shall impose a pecuniary sanction
in accordance with its national law. An
effective judicial remedy shall be available
against the decision to impose a fine.

10. In case the service provider does not
comply with its obligations , the executing
authority shall impose a sanction in
accordance with Article 13. An effective
judicial remedy shall be available against
the decision to impose a fine

10. In case the addressee does not comply
with its obligations under a recognised
Order whose enforceability has been
confirmed by the enforcing authority, that
authority shall impose a pecuniary sanction
in accordance with its national law. An
effective judicial remedy shall be available
against the decision to impose a fine.

Presidency proposal 20/06/2022 :

10. In case the addressee does not comply
with its obligations under a recognised
Order whose enforceability has been
confirmed by the enforcing authority, that
authority shall impose a pecuniary sanction
in accordance with Article 13. An effective
judicial remedy shall be available against
the decision to impose a fine.

Chapter IV
367 Chapter 4: Remedies Chapter-4: Remedies Chapter 4: Remedies
Article 14a
368 Article 14a Presidency proposal 24/06/2022 :
Review procedure in case of conflicting [DELETE]
obligations with third country law
Article 14a(1)
369 ix:Z’ZZ fg’fl’z tsheo"””."fye c’;”:’s”i;‘ie:s . ‘Z’e Presidency proposal 24/06/2022 :
compliance with the European Production
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Order or the European Preservation
Order would conflict with applicable laws
of a third country prohibiting disclosure
of the data concerned, it shall inform the
issuing authority and the relevant
addressees without undue delay and at the
latest within 10 days from the receipt of
the order. In this case, execution of an
order shall be suspended.

Council Mandate

Draft agreement

[DELETE]

Article 14a(2)

370

2. Such notice shall include all relevant
details on the law of the third country, its
applicability to the case at hand and the
nature of the conflicting obligation.

Presidency proposal 24/06/2022 :

[DELETE]

Article 14a(3)

371

3. The competent authority of the issuing
State shall review the European
Production Order or the European
Preservation Order and inform the
addressees, within 10 days after receiving
the notice, on the basis of the following
criteria:

Presidency proposal 24/06/2022 :

[DELETE]

Article 14a(3), point a

372

a) the interests protected by the relevant
law of the third country, including
fundamental rights as well as other
interests preventing disclosure of the data,
in particular national security interests of
the third country;

Presidency proposal 24/06/2022 :

[DELETE]

Article 14a(3), point b
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373 b) the degree of connection of the criminal Presidency proposal 24/06/2022 :
case for which the Order was issued to the
Jjurisdiction of the issuing State and the IBERERE)

third country, as indicated inter alia by:

Article 14a(3), point b, item i

i) the location, nationality and residence
of the person whose data is being sought
and/or of the victim(s);

374 Presidency proposal 24/06/2022 :

[DELETE]

Article 14a(3), point b, item ii

ii) the place where the criminal offence in

375 . .
question was committed;

Presidency proposal 24/06/2022 :

[DELETE]

Article 14a(3), point c

¢) the degree of connection between the

376 Presidency proposal 24/06/2022 :

service provider and the third country in

. [DELETE]
question;

Article 14a(3), point d

377 d) the interests of the issuing State in Presidency proposal 24/06/2022 :
obtaining the electronic information
concerned, based on the seriousness of the [DELETE]
offence and the importance of obtaining
the electronic information in an
expeditious manner;

Article 14a(3), point e
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378 e) the possible consequences for the Presidency proposal 24/06/2022 :
addressees of complying with the
European Production Order or the [DELETE]
European Preservation Order, including
the sanctions that may be imposed against
the service providers under the law of the
third country.

Article 14a(4)

379 4. Within 10 days after receiving the Presidency proposal 24/06/2022 :
notice, the issuing authority shall
withdraw, uphold or adapt the Order [DELETE]
where necessary, to give effect to these
criteria. To this end, the issuing authority
shall request clarifications on the
applicable law from the competent
authority of the third country, in
compliance with Directive (EU) 2016/680,
to the extent that this does not obstruct the
deadlines provided for in this Regulation.
In the event of withdrawal, the issuing
authority shall immediately inform the
addressees of the withdrawal.

Article 14a(5)

380 5. Where the issuing authority decides to Presidency proposal 24/06/2022 :
uphold the Order, it shall inform the
addressees of its decision. While duly [DELETE]
taking into account the decision of the
issuing authority and after also consulting
the competent authority of the third
country, in compliance with Directive
(EU) 2016/680, to the extent that this does
not obstruct the deadlines provided for in
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this Regulation, the executing authority
shall take a final decision based on the
criteria listed in paragraph 3, within 10
days after receiving the decision of the
issuing authority, and inform the issuing
authority, the service provider and the
competent authority of the third country
its final decision.
Article 14a(6)
381 6. For the duration of the procedure Presidency proposal 24/06/2022 :
referred to in Article 14a , the service
provider shall preserve the data requested. [DELETE]
Article 15
382 Article 15 Review procedure in case of Article 15-Reviewprocedure-in-easeof Article 15 Reviewprocedure-incase-of Presidency proposal 20/06/2022 :
conflicting obligations based on conflicting-obligations-based-on conflicting-obligations-based-on
fundamental rights or fundamental fundamentalrights-or-fundamental findamentalrights-or-fundamental [DELETE]
interests of a third country interests-of-a-third-country interests-of-a-third-cowntry
Article 15(1)
383 1. If the addressee considers that +Htheaddresseeconmstdersthat +Htheaddressecconsidersthat Presidency proposal 20/06/2022 :
compliance with the European Production | eempliance-with-the EuropeanProduction complianee-with-the EuropeanProduction
Order would conflict with applicable laws | Orderwould-confliet-with-applieabledaws | Orderwould-conflict-with-applicableJaws [DELETE]
of a third country prohibiting disclosure of | efathird-countryprohibiting-disclosure-of | ofathirdcountryprohibitingdiselosure-of
the data concerned on the grounds that this | the-data-concerned-on-thegrounds-thatthis | the-dataconcerned-onthe-grounds-thatthis
is necessary to either protect the is-neeessary-to-eitherproteet-the is-neeessary-to-either proteetthe
fundamental rights of the individuals fundamental-rights-ef the-individuals fundamental-rights-of the-individuals
concerned or the fundamental interests of conecerned-orthe fundamentalinterestsof concerned-or the fundamental-interestsof
the third country related to national the-third-country related-to-national security | the-third countryrelated-to-national seeurity
security or defence, it shall inform the or-defence it shall informthe-issuing or-defenceit-shall informthe-issuing
issuing authority of its reasons for not avthority-of itsreasonsfor not-executing autherity-ofitsreasonsfor not-exeeuting
executing the European Production Order the EuropeanProduetion Order-in the BEuropeanProduction Order-in
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in accordance with the procedure referred aceordancewith-the-procedurereferredto aceotaats ~wii-theprocedurereferred-to
to in Article 9(5). inArticle 95)- h-Artie o9 5
Article 15(2)
384 2. The reasoned objection shall include all | 2-Thereasoned-objectionshallinclade-all | 2-Thereasoned-objection shallinclude-all | Presidency proposal 20/06/2022 :
relevant details on the law of the third relevant details-on-the Jaw-of the third relevantdetatlsonthe lewof ihethird
country, its applicability to the case at hand | eeuntry;its-applicability-to-the-case-athand | country-its-applicabilityto-the-ecase-athand | [DELETE]
and the nature of the conflicting obligation. | and-thenatare-of the-conflictingobligation- | and-thenature-of the-conflictingobligation-
It cannot be based on the fact that similar H-eannet-be-based-on-thefact that similar Ht-ecannot-be-based-on-the fact that similar
provisions concerning the conditions, provisions-coneerning the-conditions; provisions-coneerning the-conditions;
formalities and procedures of issuing a formalities-and procedures-of issuinga formalitiesand procedures-ofissuinga
production order do not exist in the production-orderdo-notexistin-the production-orderdo-net-existin-the
applicable law of the third country, nor on | applicablelaw-ofthe third-country,neron | applicablelaw-ofthe third country, neron
the only circumstance that the data is the-onlycircumstance-that the-dataisstored | the-onlyecircumstance-that the-dataisstored
stored in a third country. in-a-third-country: in-a-third-country-
Article 15(3)
3. The issuing authority shall review the 3 The-issuingauthority shall review-the 3 The-issuing-authority shall review-the : ]
= European Production Order on the basis of | EurepeanProductionOrderon-thebasisof | EuropeanProductionOrderon-the basis-of Gacvidencvipiope: slaliOn IR
the reasoned objection. If the issuing the-reasoned-objection—1 the-issuing thereasoned-objection—1the-issuing
authority intends to uphold the European autherity-intends-to-uphold-the Eurepean autherity-intends-to-upheld-the European BRGNS
Production Order, it shall request a review | Produetion-Orderitshallrequestareview | ProduectionOrder,itshallrequestareview
by the competent court in its Member by-the-competent-courtin-its Member State: | by-the-competentcourtin-its Member-State:
State. The execution of the Order shall be The-execution-of the Ordershall-be The-execution-of the Ordershall-be
suspended pending completion of the suspended-pending-completionof the suspended-pendingcompletion-of the
review procedure. review-procedure: evienwprocedure:
The competent court shall first assess Fhe-competenteonrtshat- st ussess
whether a conflict exists, based on an whether-a-conflictexists;-based-onan b f % ts 1 ]
examination of whether cxammination-of-whether S ’
examation-ofwhether
Article 15(3), point a
(a) the third country law applies based on (a)-the- third-country law-applies based-on (a)-the-third-country law-applies based-on : ]
= the specific circumstances of the case in the-specific-cireumstances-of the-case-in the-speeific-circumstances-of the-case-in L S A
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n if so, ; if 50, i i£-s0,
question and if so question-and-ifse; question-andif-se; [DELETE]

Article 15(3), point b

387 (b) the third country law, when applied to (b)-the-third-countrylaw,—when-applied-to by-the third-coth v 0 whonapphedte Presidency proposal 20/06/2022 :

the specific circumstances of the case in the-speeific-eircumstances-of the-case-in the speetfie-eirenmst acesc of th2easein

question, prohibits disclosure of the data question;prohibits-disclosure-of the-data questionprohibits discrostr-of the data [DELETE]
concerned. coneerned: coneerned:

Article 15(4)

388 4. In carrying out this assessment, the court | 4Jn-earryingoutthisassessment-the-eourt | 4Jnearryingoutthisassessment-the-court
should take into account whether the third | sheuld-take-into-acecount-whetherthe-third sheould-take-into-account-whether the-third

country law, rather than being intended to country-lawsrather than being-intended-to country-lawsrather-than-being-intended-te

Presidency proposal 20/06/2022 :

protect fundamental rights or fundamental | pretectfundamental rightsorfundamental | protectfundamental rightserfundamental IIELEINE
interests of the third country related to interests-of the-third-country related-te interests-of the-third countryrelated-to
national security or defence, manifestly national-security-or-defence,manifestly national security-or-defence,manifestly
seeks to protect other interests or is being seeks-to-protect-otherinterests-oris-being seeks-to-protect-otherinterests-oris-being
aimed to shield illegal activities from law aimed-to-shield-illegal activities from-law aimed-to-shield-illegal-activities from-law
enforcement requests in the context of enforcementrequestsin-the-context-of enforcement requests-in-the-context-of
criminal investigations. eritnrvestentions: eriminalinvestigations:
Article 15(5)
389 5. If the competent court finds that no S—Hthe-competenteourtfinds-thatne S—H-the-competent-conrttinds-thatne Presidency proposal 20/06/2022 :

relevant conflict within the meaning of relevant-confliet-withinthe-meaningof relevant-confliet-withinthe-meaningof
paragraphs 1 and 4 exists, it shall uphold patneraphsand-d-existstshatuphold paragraphs-t-and-d-existsit-shal-uphold [DELETE]
the Order. If the competent court the- Order1 the-competenteourt the- Order1fthe-competentcourt
establishes that a relevant conflict within establishes-that arelevant confliet-within establishes-that arelevant-confliet-within
the meaning of paragraphs 1 and 4 exists, the-meaning-of paragraphstand 4-exists; the-meaning-of paragraphs1-and4-exists;
the competent court shall transmit all the-competent-court shall-transmitall the-competent-court shall- transmit-all
relevant factual and legal information as relevant-factual-and-legal informationas relevant-factual and-legal informationas
regards the case, including its assessment, regards-the-caseincluding its-assessment; regards-the-caseincluding its-assessment;

to the central authorities in the third to-the-central autherities-in-the-third to-the-central authorities-in-thethird
country concerned, via its national central country-concerned,via-itsnational-central country-concerned,via-its national-eentral
authority, with a 15 day deadline to avthority, with-a15-day-deadlineto avtherity,-with-a15-day deadline-to
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respond. Upon reasoned request from the respond-—Upen-reasoned-requestfrom-the respot— poh-easenedrequestfromthe
third country central authority, the deadline | third-countryecentral-authoritythe deadline | third-ecountry-ecentral-autheritythe-deadline
may be extended by 30 days. may-be-extended-by30-days: may-eexer e by Hdays:
Article 15(6)
390 6. If the third country central authority, 6-1f the-third-country-central-avthority 61 thethird-eovtry ~entral < atherity; Presidency proposal 20/06/2022 :
within the deadline, informs the competent | withinthe-deadlineinformsthe-competent | withinthe deadlineinformsthe competent
court that it objects to the execution of the | courtthatiteobjectsto-theexecutionofthe | courtthatitobjectsto-the-execution-ofthe [DELETE]
European Production Order in this case, EurepeanProduetion-Orderin-this-ease-the | EuropeanProduetionOrderin-this-ease-the
the competent court shall lift the Order and | eempetenteourtshalllift the Orderand competent-court shal-ift the Orderand
inform the issuing authority and the tform-the-isstingauthority-and-the inform-the-tssuingautherity-and-the
addressee. If no objection is received addressee1fno-objectionisreceived addresseefno-objection-isreceived
within the (extended) deadline, the within-the (extended)-deadline;the within-the-(extended)-deadline, - the
competent court shall send a reminder competent-courtshall send-areminder competent-courtshall send-areminder
giving the third country central authority 5 | givingthe third-country-central-authority 5 | giving the third country-central-autherity 5
more days to respond and informing it of more-days-to-respond-andinforming it of more-days-to-respond-and-informingitof
the consequences of not providing a the-consequences-of not providinga the-consequences-of not providinga
response. If no objection is received within | respense—lno-objectionisreceived-within | respense1{fno-objectionisreceived-within
this additional deadline, the competent this-additional deadline;the-competent this-additional deadline;the-competent
court shall uphold the Order. court-shall- upheld-the Order: eourt-shall upheld-the Order:
Article 15(7)
391 7. If the competent court determines that FHthe-competentecourt-determines-that FH-the-competent-conrt-determines-that Presidency proposal 20/06/2022 :
the Order is to be upheld, it shall inform the-Order-is-to-be-uphelditshall-informthe | the Orderisto-beuphelditshall-informthe
the issuing authority and the addressee, issuing-authority-and-the-addressee;-whe isstgavthority-and-the-addressee—whe [DELETE]
who shall proceed with the execution of shall proceed-with-the-exeeution-of the shall proceed-with-the-exeeution-of the
the Order. Order- Order-
Article 16
392 Article 16 Review procedure in case of Artiete 1 6-Review procedure-in-case-of Article 16 Review procedure in case of Presidency proposal 24/06/2022 :
conflicting obligations based on other conflicting-obligations-based-on-other conflicting obligations based-on-other
grounds grounds Article 16 Review procedure in case of
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conflicting obligations

Article 16(1)
393 1. If the addressee considers that +H-theaddresseeconstders-that 1. If the addressee considers that Presidency proposal 24/06/2022 :
compliance with the European Production | eempliance-with-the EuropeanProduction compliance with the European Production
Order would conflict with applicable laws | Orderweould-confliet-with-applieabledaws Order would conflict with applicable laws 1. Where the addressee considers that
of a third country prohibiting disclosure of | efa-third-country-prohibiting-disclosure-of | of a third country prehibiting-diselosure-of | compliance with the European Production
the data concerned on other grounds than the-duticoncerned-onother sroundsthan the-data-conecerned-on-othergrounds—than Order would conflict with applicable laws
those referred to in Article 15, it shall thovereferredto-inArticle S —shal thesereferred-to-in-Astiele15; it shall of a third country prehibiting-disclosure-of
inform the issuing authority of its reasons ot tsstingauthoribyof Hsreasons inform the issuing authority of its reasons the-data-coneerned-on-othergrounds-than
for not executing the European Production | fernetexeecutingthe EuropeanProduetion | for not executing the European Production | thesereferredto-inAsticle 15 it shall
Order in accordance with the procedure Orderin-accordance-with-the-procedure Order in accordance with the procedure inform the issuing authority and the
referred to in Article 9(5). referred-to-in-Article 9(5)- referred to in Article 9(5) and (6). enforcing authority of its reasons for not
executing the European Production Order in
accordance with the procedure referred to in
Article 9(5) and (6).
Article 16(2)
394 2. The reasoned objection must include all | 2-Thereasoned-objection-mustinelude-all | 2. The reasoned objection must include all | Presidency proposal 24/06/2022 :
relevant details on the law of the third relevantdetatls-on-the law-of the-third relevant details on the law of the third
country, its applicability to the case at hand | eeuntryits-applicabilityto-the-ease-athand | country, its applicability to the case at hand | 2. The reasoned objection must include all
and the nature of the conflicting obligation. | and-thenatare-of the-conflictingobligation- | and the nature of the conflicting obligation. | relevant details on the law of the third
It cannot be based on the fact that similar Ht-cannotbe-based-on-the-fact that similar It cannot be based on the fact that similar country, its applicability to the case at hand
provisions concerning the conditions, provistonseoncernine the-conditions: provisions concerning the conditions, and the nature of the conflicting obligation.
formalities and procedures of issuing a formatitiesand-proceduresofisvuing o formalities and procedures of issuing a It cannot be based on the fact that similar
production order do not exist in the production-orderdo-notexistin-the production order do not exist in the provisions concerning the conditions,
applicable law of the third country, nor on | applicablelaw-ofthe-third country,noron applicable law of the third country, nor on formalities and procedures of issuing a
the only circumstance that the data is the-only-cireumstance-that the-data-isstered | the only circumstance that the data is stored | production order do not exist in the
stored in a third country. rathirdcountns in a third country. It shall be filed no later | applicable law of the third country, nor on
than 10 days after the date on which the | the only circumstance that the data is stored
addressee was served with the EPOC. in a third country. It shall be filed no later
Time limits shall be calculated in than 10 days after the date on which the
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accordance with the national law of the
issuing authority.

addressee was served with the EPOC.
Time limits shall be calculated in
accordance with the national law of the
issuing authority.

Article 16(3)
395 3. The issuing authority shall review the 3 The-issuingautherity shall reviewthe 3. The issuing authority shall review the Presidency proposal 24/06/2022 :
European Production Order on the basis of | EurepeanProductionOrderonthebasisof | European Production Order on the basis of
the reasoned objection. If the issuing therensoned-obfecton—H the tssuing the reasoned objection. If the issuing 3. The issuing authority shall review the
authority intends to uphold the European autherity-intends-to-uphold-the European authority intends to uphold the European European Production Order on the basis of
Production Order, it shall request a review | Produetion-Order;it-shall requestareview | Production Order, it shall request a review | the reasoned objection and any input
by the competent court in its Member by-the-competent-courtin-its Member-State- | by the competent court in its Member State. | provided by the enforcing State. If the
State. The execution of the Order shall be Fhe-exeenttonofthe Ordershatbbe The execution of the Order shall be issuing authority intends to uphold the
suspended pending completion of the suspended-pending-completion-of the suspended pending completion of the European Production Order, it shall request
review procedure. reviewprocedure: review procedure. a review by the competent court in its
Member State. The execution of the Order
shall be suspended pending completion of
the review procedure.
Article 16(4)
4. The competent court shall first assess 4—The-competentcourt-shall first-assess 4. The competent court shall first assess : ]
396 whether a conflict exists, based on an whether-a-conflictexists; based-onan whether a conflict exists, based on an Presidency proposal 24/06/2022 :
examination of whether examination-of whether examination of whether
4. The competent court shall first assess
whether a conflict exists, based on an
examination of whether
Article 16(4), point a
a) the third country law applies based on -&)-the-third-country-law-applies based-on a) the third country law applies based on : ]
2L the specific circumstances of the case in the-speeifie-cireumstances-of the-easc-in the specific circumstances of the case in Sresidencyipoposall il GRTNE
ti d if so, question-and-ifso; ti d if so, : :
question and 12 so questionand 1250 a) the third country law applies based on the
specific circumstances of the case in
question and if so,
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Article 16(4), point b
398 b) the third country law, when applied to by-the-third-country-tawwhen-applicd-te b) the third country law, when applied to Presidency proposal 24/06/2022 :
the specific circumstances of the case in the-speeific-eircumstances-of the-case-in the specific circumstances of the case in
question, prohibits disclosure of the data question;prohibits-disclosure-of the-data question, prohibits disclosure of the data b) the third country law, when applied to
concerned. coneerned: concerned. the specific circumstances of the case in
question, prohibits disclosure of the data
concerned.
Article 16(5)
399 5. If the competent court finds that no S—Hthe-competenteourtfindsthatne 5. If the competent court finds that no Presidency proposal 24/06/2022 :
relevant conflict within the meaning of relevant-confliet-withinthe-meaningof relevant conflict within the meaning of
paragraphs 1 and 4 exists, it shall uphold paragraphst-and4-exists-it shall-uphold paragraphs 1 and 4 exists, it shall uphold 5. Where the competent court finds that no
the Order. If the competent court the- Order1fthe-competent-court the Order. If the competent court relevant conflict within the meaning of
establishes that the third country law, when | establishes-thatthethird-countrylawswhen | establishes that the third country law, when | paragraphs 1 and 4 exists, it shall uphold
applied to the specific circumstances of the | applied-to-thespeecifiecireumstances-ofthe | applied to the specific circumstances of the | the Order. Where the competent court
case under examination, prohibits case-under-examination;prohibits case under examination, prohibits establishes that the third country law, when
disclosure of the data concerned, the disclosure-of the-data-concerned;the disclosure of the data concerned, the applied to the specific circumstances of the
competent court shall determine whether to | eompetenteourtshall determine-whetherteo | competent court shall determine whether to | case under examination, prohibits
uphold or withdraw the Order in particular | uwpheld-erwithdraw-the-Orderinrpartiealar | uphold or lift withdraw the Order. That disclosure of the data concerned, the
on the basis of the following factors: on-the-basis-of the-folewingfaetors: assessment shall in particular be based on | competent court shall determine whether to
the-basis-ef the following factors while uphold or lift withdraw the Order. That
giving particular weight to the factors assessment shall in particular be based on
referred to in points (a) and (b): the-basis-of the following factors while
giving particular weight to the factors
referred to in points (a) and (b):
Article 16(5), point a
400 a) the interest protecFed by .the releva}nt law | & . f MACA . a) the interest protected by the relevant law | Presidency proposal 24/06/2022 :
of the third country, including the third of the-thirdcomntry—nchiding the third . . .
country’s interest in preventing disclosure | eeuntry s-interestinpreventing-disclosure of the third country, including :
of the data: of the data: fundamental rights as well as other a) the interest protected by the relevant law
’ ’ interests preventing disclosure of the of the third country, including fundamental
data interestinpreventing-diselosure-ofthe | rights as well as other fundamental
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data-in particular national security interests preventing disclosure of the
interests of the third country; data interestin-preventing disclosure-ofthe
data-in particular national security
interests of the third country;
Article 16(5), point b
401 b) the degree of connection of the criminal | b)the-degree-ofconnectionofthe-eriminal | b) the degree of connection of the criminal | Presidency proposal 24/06/2022 :
case for which the Order was issued to ease-for which-the- Order-was-issued-to case for which the Order was issued to
either of the two jurisdictions, as indicated | eitherofthetwojurisdietions;asindicated | cither of the two jurisdictions, as indicated | b) the degree of connection of the criminal
inter alia by: inter-atia-by: inter alia by: case for which the Order was issued to
- the location, nationality and residence of | —theloecation, nationalityandresidence-of | - the location, nationality and residence of @‘;her (l)f ﬂtl)e .two usisdiotionsNasndicated
the person whose data is being sought the-person-whese-data-is-being sought the person whose data is being sought wnter aiia by
and/or of the victim(s), and/or-of the-vietim(s); and/or of the victim(s), - the location, nationality and residence of
- the place where the criminal offence in —the place-where-the-eriminal-offence-in - the place where the criminal offence in 6 e who.se. €l e Bo e Gany
: . : ) . . and/or of the victim(s),
question was committed griestionwascomitted question was committed
- the place where the criminal offence in
question was committed
Article 16(5), point ¢
402 ¢) the degree of connection between the ¢)-the-degree-of connectionbetween-the ¢) the degree of connection between the Presidency proposal 24/06/2022 :
service provider and the third country in service-provider-and-the-third-country-in service provider and the third country in
question; in this context, the data storage question—in-this-context-the-datastorage question; in this context, the data storage c) the degree of connection between the
location by itself does not suffice in focation by seH doesnotsuticein location by itself does not suffice in service provider and the third country in
establishing a substantial degree of establishinga-substantial degree-of establishing a substantial degree of question; in this context, the data storage
connection; connection; connection; location by itself does not suffice in
establishing a substantial degree of
connection;
Article 16(5), point d
403 d) the interests of the investigating State in | é)-the-interests-ofthe-investigatingStateinr | d) the interests of the investigating State in | Presidency proposal 24/06/2022 :
obtaining the evidence concerned, based on | ebtainingthe-evidence-concerned,basedon | obtaining the evidence concerned, based on
the seriousness of the offence and the the-seriousness-of the-offence-and the the seriousness of the offence and the d) the interests of the investigating State in
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importance of obtaining evidence in an impertance-ofobtatning-evidenceinan importance of obtaining evidence in an obtaining the evidence concerned, based on
expeditious manner; expeditious-manner: expeditious manner; the seriousness of the offence and the
importance of obtaining evidence in an
expeditious manner;
Article 16(5), point e
404 e) the possible consequences for the e)-the-possible-consequencestorthe e) the possible consequences for the Presidency proposal 24/06/2022 :
addressee or the service provider of addressee-or-the-service providerof addressee or the service provider of
complying with the European Production complyirowith-the EuropeanProduction complying with the European Production e) the possible consequences for the
Order, including the sanctions that may be | Order-inecludingthe-sanetionsthatmaybe | Order, including the sanctions that may be | addressee or the service provider of
incurred. ineurred: incurred. complying with the European Production
Order, including the sanctions that may be
incurred.
Article 16(5b)
405 5b. The court may seek information Presidency proposal 24/06/2022:
from the competent authority of the
third country taking into account 5b. The court may seek information from
Directive 2016/680, in particular its the competent authority of the third country
Chapter V and to the extent that such taking into account Directive 2016/680, in
the transmission does not obstruct the particular its Chapter V and to the extent
relevant criminal proceedings. that such the transmission does not obstruct
the relevant criminal proceedings.
Information shall in particular be
requested from the competent authority
of the third country by the issuing State
where the conflict concerns fundamental
rights of the third country or fundamental
interests of the third country related to
national security and defence.
Article 16(6)
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406

6. If the competent court decides to lift the
Order, it shall inform the issuing authority
and the addressee. If the competent court
determines that the Order is to be upheld, it
shall inform the issuing authority and the
addressee, who shall proceed with the
execution of the Order

6. If the competent court decides to lift the
Order, it shall inform the issuing authority
and the addressee. If the competent court
determines that the Order is to be upheld, it
shall inform the issuing authority and the
addressee, who shall proceed with the
execution of the Order

Presidency proposal 24/06/2022 :

6. If the competent court decides to lift the
Order, it shall inform the issuing authority
and the addressee. If the competent court
determines that the Order is to be upheld, it
shall inform the issuing authority and the
addressee, who shall proceed with the
execution of the Order.

6a. The issuing authority shall inform the
enforcement authority about the outcome
of the proceedings.

Article 17

407

Article 17 Effective remedies

Article 17 Effective remedies

Article 17 Effective remedies

Article 17

(1)

408

1. Suspects and accused persons whose
data was obtained via a European
Production Order shall have the right to
effective remedies against the European
Production Order during the criminal
proceedings for which the Order was
issued, without prejudice to remedies
available under Directive (EU) 2016/680
and Regulation (EU) 2016/679.

1. Persons whose data was sought via a
European Production Order or a European
Preservation Order shall have the right to
effective remedies against such Orders,
without prejudice to remedies available
under Directive (EU) 2016/680 and
Regulation (EU) 2016/679.

1. Without prejudice to further legal
remedies available in accordance with
national law, any Suspeets-and-aceused
Ppersons whose data was sought ebtained
via a European Production Order shall have
the right to effective remedies against the
European Production Order. Where that
person is a suspect or accused person,
the person shall have the right to
effective remedies during the criminal
proceedings fer in which the Orderwas
issued data were being used. Such
remedies shall be without prejudice to
remedies available under Directive (EU)
2016/680 and Regulation (EU) 2016/679.

Presidency proposal 24/06/2022 :

1. Without prejudice to further legal
remedies available in accordance with
national law, any persons whose data were
sought via a European Production Order
shall have the right to effective remedies
against the European Production Order.
Where that person is a suspect or
accused person, the person shall have the
right to effective remedies during the
criminal proceedings in which the data
were being used. Remedies mentioned in
this paragraph shall be without prejudice
to remedies available under Directive (EU)
2016/680 and Regulation (EU) 2016/679.
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Rapporteur proposal 27/06/2022:

+ accompanying recital, in particular with
regards to additional remedies for European
preservation orders, in accordance with
national law.

Article 17(2)
409 2. Where the person whose data was 2 Where-the person-whose-data-was 2-Where-the person—vhe - o data-was Presidency proposal 20/06/2022 :
obtained is not a suspect or accused person | ebtainedis-netasuspeectoraceusedperson | obtained-isneta suspeetoraceusedperson
in criminal proceedings for which the teriminal-proccedinesfor-which-the Order | in-eriminal proccedingsfor-which-the Order | [DELETE]
Order was issued, this person shall have was-issued;-thispersonshall have-theright | wasissued;thisperson-shall have-theright
the right to effective remedies against a to-effective remedies-againsta-European to-effective remedies-against-a-European
European Production Order in the issuing Production-Orderin-the-issuing State; Production-Orderin-the-issuing State;
State, without prejudice to remedies witheut prejudice-to-remedies-available witheut-prejudice-to-remedies-available
available under Directive (EU) 2016/680 underDPirective-(EL)2016/680-and uwnder Directive-(ELH)2016/680-and
and Regulation (EU) 2016/679. Regulatton 2046679 Reculation-tH- 2046679
Article 17(3)
410 3. Such right to an effective remedy shall 3. Such right to an effective remedy shall 3. Such right to an effective remedy shall Presidency proposal 20/06/2022 :

be exercised before a court in the issuing
State in accordance with its national law
and shall include the possibility to
challenge the legality of the measure,
including its necessity and proportionality.

be exercised before a court in the issuing
State or the executing State in accordance
with national law and shall include the
possibility to challenge the legality of the
measure, including its necessity and
proportionality.

be exercised before a court in the issuing
State in accordance with its national law
and shall include the possibility to
challenge the legality of the measure,
including its necessity and proportionality.

2. The right to an effective remedy shall be
exercised before a court in the issuing State
in accordance with its national law and shall
include the possibility to challenge the
legality of the measure, including its
necessity and proportionality, without
prejudice to the guarantees of
fundamental rights in the enforcing
State.

Article 17(3a)

411 3a. The substantive reasons for issuing the Presidency proposal 20/06/2022 :
European Production Order or the
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European Preservation Order shall be
challenged in the issuing State, without
prejudice to the guarantees of
fundamental rights in the executing State.

[DELETE]

Article 17

(4)

412

4. Without prejudice to Article 11, the
issuing authority shall take the appropriate
measures to ensure that information is
provided about the possibilities under
national law for seeking remedies and
ensure that they can be exercised
effectively.

4. Without prejudice to Article 11, the
issuing authority and the executing
authority shall take the appropriate
measures to ensure that information is
provided in due time about the possibilities
under national law for seeking legal
remedies, including about when such
remedies apply, and ensure that they can be
exercised effectively.

4. Without prejudice to Article 11, the
issuing authority shall take the appropriate
measures to ensure that information is
provided about the possibilities under
national law for seeking remedies and
ensure that they can be exercised
effectively.

Presidency proposal 20/06/2022 :

3. When applying Article 11(1) of this
Regulation, information shall be provided
in due time about the possibilities under
national law for seeking remedies and
ensure that they can be exercised
effectively.

Article 17

(5)

413

5. The same time-limits or other conditions
for seeking a remedy in similar domestic
cases shall apply here and in a way that
guarantees effective exercise of these
remedies for the persons concerned.

Article 17(6)
414 6. Without prejudice to national procedural | 6—Witheutprejudice-to-national-precedural | 6. Without prejudice to national procedural | Presidency proposal 20/06/2022 :
rules, Member States shall ensure that in rules; Member-States-shall-ensure thatin rules, Member States shall ensure that in
criminal proceedings in the issuing State eriminal proceedings-in-the-issuingState criminal proceedings in the issuing State Without prejudice to national procedural
the rights of the defence and the fairness of | therights-efthe-defence-and-thefairnessof | the rights of the defence and the fairness of | rules, the issuing State and any other
the proceedings are respected when the proceedings-are-respected-when the proceedings are respected when Member State the electronic evidence has
assessing evidence obtained through the assessing-evidence-obtained-through-the assessing evidence obtained through the been transmitted to or from, shall ensure
European Production Order. EuropeanProduction Order- European Production Order. that the rights of the defence and the
fairness of the proceedings are respected
when assessing evidence obtained through
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the European Production Order.
Article 18
Article 18 Ensuring privileges and Article 18- Ensuringpriviteges-and Articlo S F wsnripey-rivileges-and : ]
w13 immunities under the law of the enforcing immuhities-under-the-taw-of the-enforeing Hapttities sude o oo Cthe-enforeine Gcvidepcyipioper SlalOS B0
Stat. State S e
ae [DELETE]
Article 18, paragraph 1
If transactional or content data obtained by | H-transactional-orcontent-data-ebtained-by | Htransactionalorcontent-data-obtainedby : ]
A9 the European Production Order is protected | theEurepeanProduction Orderisprotected | the EuropeanProductionOrderisprotected RiesideneyipioposdiUlTAUME
by immunities or privileges granted under | by-immunities-orprivilegesgranted-under by-immunities-or privileges-granted-under
the law of the Member State of the the-law-of the MemberState-of the the law-of the MemberState-of the LLIELLIELE |
addressee, or it impacts fundamental addressee;-or-itimpaets-fundamental addressee-or-itimpaetsfundamental
interests of that Member State such as interests-of that Member State-suchas interests-of that Member State-suchas
national security and defence, the court in | natienal-security-and-defence;the-courtin national security-and-defencethe-courtin
the issuing State shall ensure during the the-issuing-State-shall-ensure-during the the-issuing-State-shall-ensure-during the
criminal proceedings for which the Order erittproceedingstorwhich-the Order eriaproceedimestorwhich-the Order
was issued that these grounds are taken was-isstued-that these-grounds-are-takeninte | was-issued-thatthese-grounds-are-taken-inte
into account in the same way as if they accountin-the-same-way-as-if they-were accountin-the-same-way-asif they-were
were provided for under their national law | previdedforundertheirnational-law—when | providedforundertheirnational-law-when
when assessing the relevance and assessing-therelevance-and-admissibility-of | assessingtherelevance-andadmissibility-of
admissibility of the evidence concerned. the-evidence-concerned—Thecourt may the-evidence-concerned—The-court-may
The court may consult the authorities of consult-the-autherities-of the relevant consult-the-authorities-of the relevant
the relevant Member State, the European MemberState-the BuropeanJudieial Member-Statethe EuropeanJudieial
Judicial Network in criminal matters or Networkin-eriminal- matters-or BEurofast: Networkineriminal-matters-or Burojust:
Eurojust.
Chapter V
417 Chapter 5: Final provisions
Article 18a
418 Article 18a Language Provisional agreement 4th political
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trilogue 09/07/2021:
Article 18a Language
Article 18, paragraph 1
419 Eac.h Member St?lt.e shall‘ 1{1d1cate, 11: and Provisional agreement 4th political
which language(s) in addition to their il 09/07/2021:
official language(s) they will accept for i ’
the transmission of the EPOC or EPOC- Member S decid ;
PR, and/or of a European Production hem her tt.;;es may aect ;’ ‘ft any tl;";’o C
Order and a European Preservation i ‘Z;,;-Z‘g’ Pltelcc.ep DS ial S
Order in case of enforcement. [ ~CHS HEOHE Oriore oﬂi i
language(s) of the Union in addition to
their official language(s) and shall
indicate such a decision in a written
declaration submitted to the Commission.
The Commission shall make the
declarations available to all Member States
and to the European Judicial Network.
[+ respective adaptations in recital 38 (line
73)]
Article 19
420 Article 19 Monitoring and reporting
Article 19(1)
421 1. By [date of application of this 1. By... [date of application of this 1. By /date of application of this Rapporteur’s proposal 24/04/2021:
Regulation] at the latest, the Commission Regulation] at the latest, the Commission Regulation] at the latest, the Commission
shall establish a detailed programme for shall establish a detailed programme for shall establish a detailed programme for 1. By... [date of application of this
monitoring the outputs, results and impacts | monitoring the outputs, results and impacts | monitoring the outputs, results and impacts | Regulation] at the latest, the Commission
of this Regulation. The monitoring of this Regulation. The monitoring of this Regulation. The monitoring shall establish a detailed programme for
programme shall set out the means by programme shall set out the means by programme shall set out the means by monitoring the outputs, results and impacts
which and the intervals at which the data which and the intervals at which the data which and the intervals at which the data of this Regulation. The monitoring
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and other necessary evidence will be
collected. It shall specify the action to be
taken by the Commission and by the
Member States in collecting and analysing
the data and other evidence.

and other necessary information will be
collected. It shall specify the action to be
taken by the Commission and by the
Member States in collecting and analysing
the data and other information.

and other necessary evidence will be
collected. It shall specify the action to be
taken by the Commission and by the
Member States in collecting and analysing
the data and other evidence.

programme shall set out the means by
which and the intervals at which the data
and other necessary evidence will be
collected. It shall specify the action to be
taken by the Commission and by the
Member States in collecting and analysing
the data and other evidence.

Article 19

()

422

2. In any event, Member States shall
collect and maintain comprehensive
statistics from the relevant authorities. The
data collected shall be sent to the
Commission each year by 31 March for the
preceding calendar year and shall include:

2. In any event, Member States shall collect
and maintain comprehensive statistics from
the relevant authorities. The data collected
shall be sent to the Commission each year
by 31 March for the preceding calendar
year and shall include:

2. In any event, Member States shall collect
and maintain comprehensive statistics from
the relevant authorities. The data collected
shall be sent to the Commission each year
by 31 March for the preceding calendar
year and shall, as far as possible, include:

Rapporteur’s proposal 22/04/2021:

2. In any event, Member States shall collect
and maintain comprehensive statistics from
the relevant authorities. The data collected
shall be sent to the Commission each year
by 31 March for the preceding calendar
year and shall as far as possible include:

Article 19

(2), point a

a) the number of EPOCs and EPOC-PRs

a) the number of EPOCs and EPOC-PRs

A issued by type of data requested, service ?) the number of EPOCs and EPOC-PRs issued by type of data requested, service Ceresidenyiinnprs i AT
. o issued by the type of data requested, the . o
providers addressed and situation o providers addressed and situation
. addressees and the situation (emergency a) the number of EPOCs and EPOC-PRs
(emergency case or not); (emergency case or not, ex-post ;
case or not); AR issued by the type of data requested, the
validation); o
addressees and the situation (emergency
case or not);
Article 19(2), point aa
424 aa) the number of EPOCs issued under Presidency proposal 24/06/2022:
emergency case derogations, including
details on circumstances and possible aa) the number of EPOCs issued under
outcomes; emergency case derogations;
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Article 19(2), point ab
425 ab) the number of EPOCs and EPOC-PRs Presidency proposal 20/06/2022 :
issued making use of the possibility of the
issuing authority to request the service [DELETE]
provider to refrain from informing the
person whose data is being sought
pursuant to Article 11(1a), including
information of the circumstances and
possible later information pursuant to
Article 11(2),
Article 19(2), point b
426 b) the number of fulfilled and non-fulfilled | b) the number of fulfilled and non-fulfilled | b) the number of fulfilled and non-fulfilled | Rapporteur’s proposal 22/04/2021:
EPOCs by type of data requested, service EPOCs and EPOC-PRs by the type of data | EPOCs by type of data requested, service
providers addressed and situation requested, the addressees and the situation | providers addressed and situation b) the number of fulfilled and non-fulfilled
(emergency case or not); (emergency case or not); (emergency case or not); EPOCs and EPOC-PRs by the type of data
requested, the addressees and the situation
(emergency case or not);
Article 19(2), point ba
427 (ba) the number of EPOCs that were Presidency proposal 25/06/2022 :
refused, by the type of data requested, the
addressees, the situation (emergency case [DELETE]
or not) and the ground for non-
recognition or non-execution raised;
Article 19(2), point ¢
428 ©) for' fulfilled EPO.CS’ the average c) for fulfilled EPOCs, the average duration c) for fu'lﬁ'lled EPOCs, the average duration Rapporteur’s proposal 22/04/2021:
duration for obtaining the requested data .. for obtaining the requested data from the
o for obtaining the requested data from the S
from the moment the EPOC is issued to the . moment the EPOC is issued to the moment :
. . moment the EPOC is issued to the moment | ., . . c) for fulfilled EPOCs, the average duration
moment it is obtained, by type of data it is obtained. by the t f data 1. ted it is obtained, by type of data requested, for obtainine th ted data from th
requested, service provider addressed and s obtained, by fie type of data requested, | oo vice provider addressed and situation or obtamng the requested data from the
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situation (emergency case or not); the addressees and the situation (emergency case or not); moment the EPOC is issued to the moment
(emergency case or not); it is obtained, by the type of data requested,
the addressees and the situation
(emergency case or not);
Article 19(2), point ca
429 ca) for fulfilled EPOC-PRs, the average Rapporteur’s proposal 22/04/2021:
duration for the respective EPOC
procedure following the EPOC-PR, from ca) for fulfilled EPOC-PRs, the average
the moment the EPOC-PR is issued to the duration for the respective subsequent
moment the EPOC is issued, by the type of request for production following the
data requested and the addressees; EPOC-PR, from the moment the EPOC-
PR is issued to the moment the request for
production is issued, by the type of data
requested and the addressees;
Article 19(2), point d
d) the number of European Production Dthemrnberof- EuropeanProduction d) the number of European Production g 1
20 Orders transmitted and received for Orders-transmitted-and-received-for Orders transmitted and received for L B ST L
enforcement to an enfqrcing S‘Fate by type eﬂfefeemeﬂt—te—a&eﬁfe%emg—sw%by—t}w i : enforcement to an enfqrcing St.ate by type d) the number of European Production
of data requested, service providers of data-requested;service-providers of data requested, service providers .
N e S Orders or European Preservation Orders
addressed and situation (emergency case or | addressed-and-situation(emergeney-ease-of | addressed and situation (emergency case or . :
. . . transmitted and received for enforcement to
not) and the number thereof fulfilled,; notrand-the numberthereot-fulfiled: not) and the number thereof fulfilled; .
an enforcing State by the type of data
requested, the addressees and the situation
(emergency case or not) and the number
thereof fulfilled;
Article 19(2), point e
. . e) the number of legal remedies used . .
431 e) the number of legal remedies against e) the number of legal remedies against Rapporteur’s proposal 22/04/2021:
European Production Orders in the issuing | against European Production Orders and European Production Orders in the issuing
State and in the enforcing State by type of European Preservation Orders in the State and in the enforcing State by type of | €) the number of legal remedles used
data requested; data requested; against European Production Orders fand
European Preservation Orders] in the
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issuing State and in the executing State by issuing State and in the enforcing State by
the type of data requested; thelpelofidariieduesied;

Article 19(2), point f

432 P the sanctions imposed, in accordance f) the number of cases where no ex-post Presidency proposal 20/06/2022:
with Article 13, by the type of data validation was granted.
requested, the addressees, the situation f) the number of cases where no ex-post
(emergency case or not) and the amount validation was granted.
of sanctions.

Article 19(2), point g

433 2) an overview of the costs claimed by Rapporteur’s proposal 22/04/2021:
service providers related to the execution
of the EPOC or the EPOC-PR and the 2) an overview of the costs claimed by
costs reimbursed by the issuing service providers related to the execution
authorities. of the EPOC or the EPOC-PR and the

costs reimbursed by the issuing
authorities.

Article 19(2), point h

434 h) the number of enforcement procedures Rapporteur’s proposal 22/04/2021:
launched by the type of data requested, the
addressees, the situation (emergency case [DELETED, transferred to line 430]
or not) and the final outcome.

Article 19(2a)

435 2a. The Commission shall, by 30 June of Rapporteur’s proposal 22/04/2021:
each year, publish a report containing the
data referred to in paragraph 2 in a [DELETED, transferred to line 439]
compiled form subdivided per into
Member States.
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Article 19(3)

436

3. Service providers may collect,
maintain and publish statistics if any
such data were collected they may be
sent to the Commission by 31 March for
the preceding calendar year and may, as
far as possible, include:

Rapporteur’s proposal 22/04/2021:

3. Service providers may collect,
maintain and publish statistics, in
accordance with existing data protection
principles. If any such data were
collected, they may be sent to the
Commission by 31 March for the
preceding calendar year and may, as far
as possible, include:

Article 19(3), point a

437

a) the number of EPOCs and EPOC-PRs
received by type of data requested,
Member States and situation (emergency
case or not);

Rapporteur’s proposal 22/04/2021:

a) the number of EPOCs and EPOC-PRs
received by the type of data requested,
the Member State and situation
(emergency case or not);

Article 19(3), point b

438

b) the number of fulfilled and non-
fulfilled EPOCs by type of data
requested, Member States and situation
(emergency case or not);

Rapporteur’s proposal 22/04/2021:

b) the number of fulfilled and non-
fulfilled EPOCs and EPOC-PRs by the
type of data requested, zhe Member State
and the situation (emergency case or
not);

Article 19(3), point c

439 ¢) for fulfilled EPOC:s, the average Rapporteur’s proposal 22/04/2021:
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duration for providing of the requested
data from the moment the EPOC is
received to the moment it is provided, by
type of data requested, Member State
and situation (emergency case or not).

Article 20
Article 20 Amendments to the Certificates Article 20-Amendments-to-the-Certificates Article 20 Amendments to the Certificates
440
and the Forms and-theForms and the Forms
Article 20, paragraph 1
441 The Commission shall adopt delegated acts | Fhe-Commission-shall-adoptdelegatedaets | The Commission shall adopt delegated acts
in accordance with Article 21 to amend inaeceordance-with-Article 21-to-amend in accordance with Article 21 to amend
Annexes I, IT and III in order to effectively | AnnexestH-andHlinorderto-effectively | Annexes I, II and III in order to effectively
address a possible need for improvements address-a-possible-need-for improvements address a possible need for improvements
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regarding the content of EPOC and EPOC- | regardingthe-contentof EROC-and EPOC- | regarding the content of EPOC and EPOC- | Annexes [, I and III in order to eftectively
PR forms and of forms to be used to PR forms-and-of forms-to-be-used-te PR forms and of forms to be used to address a possible need for improvements
provide information on the impossibility to | previde-information-on-the-impessibilityte | provide information on the impossibility to | regarding the content of EPOC and EPOC-
execute the EPOC or EPOC-PR. exectite-the EROC-or ERPOC-PR- execute the EPOC or EPOC-PR. PR forms and of forms to be used to
provide information on the impossibility to
execute the EPOC or EPOC-PR.
Article 21
442 Article 21 Exercise of delegation Articte 2{-Exercise-of delegation Article 21 Exercise of delegation
Article 21(1)
443 1. The power to adopt delegated acts is +-Thepowerto-adeptdelegated-aetsis 1. The power to adopt delegated acts is Presidency proposal 20/06/2022 :
conferred on the Commission subject to conferred-on-the-Commission-subjeet-to-the | conferred on the Commission subject to the

the conditions laid down in this Article.

conditions laid down in this Article.

1. The power to adopt delegated acts is
conferred on the Commission subject to the
conditions laid down in this Article.

Article 21(2)
444 2. The delegation of power referred to in 2-The-delegation-of powerreferred-to-in 2. The delegation of power referred to in Presidency proposal 20/06/2022 .
Article 20 shall be conferred for an Article 20-shut-becodferredforan Article 20 shall be conferred for an
indeterminate period of time from /date of | indeterminate-period-oftimefromfdateof | indeterminate period of time from /date of | 2. The delegation of power referred to in
application of this Regulation]. application-of-this Regulation]- application of this Regulation] . Article 20 shall be conferred for an
indeterminate period of time from /date of
application of this Regulation].
Article 21(3)
445 3. The delegation of powers referred to in 3—Fhe-delegation-of powers-referred-to-in 3. The delegation of powers referred to in Presidency proposal 20/06/2022 :
Article 20 may be revoked at any time by Article20-may-be-revoked-at-any-time-by Article 20 may be revoked at any time by
the European Parliament or by the Council. | the EurepeanParliament-orby-the-Couneil: | the European Parliament or by the Council. | 3. The delegation of powers referred to in
A decision to revoke shall put an end to the | A-deeisionto-revokeshall put-an-end-to-the | A decision to revoke shall put an end to the | Article 20 may be revoked at any time by
delegation of the power specified in that delegation-of-the-powerspeetfied-in-that delegation of the power specified in that the European Parliament or by the Council.
decision. It shall take effect the day decision—tt-shall-take-effeet the- day decision. It shall take effect the day A decision to revoke shall put an end to the
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following the publication of the decision in | feHewing the-publication-ofthe-deeisionin | following the publication of the decision in | delegation of the power specified in that
the Official Journal of the European Union | the-OfficiatJonrnalof the Enwropean-tnion | the Official Journal of the European Union | decision. It shall take effect the day
or at a later date specified therein. It shall oratataterdate-speetficd-therein—tt-shatt or at a later date specified therein. It shall following the publication of the decision in
not affect the validity of any delegated acts | netaffectthevaliditrofanydelegatedaets | not affect the validity of any delegated acts | the Official Journal of the European Union
already in force. already-in-foree- already in force. or at a later date specified therein. It shall
not affect the validity of any delegated acts
already in force.
Article 21(4)
446 4. Before adopting a delegated act, the 4-Before-adoptinga-delegated-actthe 4. Before adopting a delegated act, the Presidency proposal 20/06/2022 :
Commission shall consult experts Commission-shall consult-experts Commission shall consult experts
designated by each Member State in designated-by-each-Member-State-in designated by each Member State in 4. Before adopting a delegated act, the
accordance with the principles laid down in | aecordanee-with-the prineipleslaid-downin | accordance with the principles laid down in | Commission shall consult experts
the Interinstitutional Agreement on Better | thelnterinstitutional- Agreement-onBetter the Interinstitutional Agreement on Better designated by each Member State in
Law-Making of 13 April 2016%. i i . Law-Making of 13 April 2016%. accordance with the principles laid down in
the Interinstitutional Agreement on Better
Law-Making of 13 April 2016%.
B0J L 123,12.5.2016, p. 13. ¥0JL123,12.52016,p13- B 0OJL 123,12.5.2016, p. 13.
B 0OJL123,12.5.2016, p. 13.
Article 21(5)
447 5. As soon as it adopts a delegated act, the | 5-As-seonas-itadeptsa-delegatedactthe | 5. Assoon as it adopts a delegated act, the | Presidency proposal 20/06/2022 :
Commission shall notify it simultaneously | Commissionshall-notify-itsimultaneously | Commission shall notify it simultaneously
to the European Parliament and to the to-the EuropeanParliament-and-to-the to the European Parliament and to the 5. As soon as it adopts a delegated act, the
Council. Couneil: Council. Commission shall notify it simultaneously
to the European Parliament and to the
Council.
Article 21(6)
448 6. A delegated act adopted pursuant to 6-A-delegated-actadopted pursuantto 6. A delegated act adopted pursuant to Presidency proposal 20/06/2022 :
Article 20 shall enter into force only if no Article-20-shall- enter-intoforee-only-ifne Article 20 shall enter into force only if no
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objection has been expressed either by the
European Parliament or the Council within
a period of 2 months of notification of that
act to the European Parliament and the
Council or if, before the expiry of that
period, the European Parliament and the
Council have both informed the
Commission that they will not object. That
period shall be extended by 2 months at the
initiative of the European Parliament or of
the Council.

objection has been expressed either by the
European Parliament or the Council within
a period of 2 months of notification of that
act to the European Parliament and the
Council or if, before the expiry of that
period, the European Parliament and the
Council have both informed the
Commission that they will not object. That
period shall be extended by 2 months at the
initiative of the European Parliament or of
the Council.

6. A delegated act adopted pursuant to
Article 20 shall enter into force only if no
objection has been expressed either by the
European Parliament or the Council within
a period of 2 months of notification of that
act to the European Parliament and the
Council or if, before the expiry of that
period, the European Parliament and the
Council have both informed the
Commission that they will not object. That
period shall be extended by 2 months at the
initiative of the European Parliament or of
the Council.

Article 22
449 Article 22
Notifications
Article 22(1)
450 1. By [date of application of this 1. By... [12 months before the date of 1. By [date of application of this Rapporteur’s proposal 22/04/2021:

Regulation] each Member State shall
notify the Commission of the following:

application of this Regulation] each
Member State shall notify the Commission
of the following

Regulation] each Member State shall notify
the Commission of the following:

1. By... [12 months before the date of
application of this Regulation] each
Member State shall notify the Commission
of the following

Article 22

(1), point a

451

a) the authorities which, in accordance
with its national law, are competent in
accordance with to Article 4 to issue and/or
validate European Production Orders and
European Preservation Orders;

a) the authorities which, in accordance with
its national law, are competent in
accordance with to Article 4 to issue and/or
validate European Production Orders and
European Preservation Orders;

a) the authorities which, in accordance with
its national law, are competent in
accordance with to Article 4 to issue
and/er, validate, transmit and/or receive
European Production Orders and European
Preservation Orders or the notifications

Rapporteur’s proposal 22/04/2021:

a) the authorities which, in accordance with
its national law, are competent in
accordance with Article 4 to issue, validate,
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thereof; transmit and/or receive European
Production Orders and European
Preservation Orders or the notifications
thereof;
Article 22(1), point b
452 b) t.he enforcing authority or authorities b) the executing authority to which the b) t.he enforcing authority or authorities Rapporteur’s proposal 22/04/2021:
which are competent to enforce European . . which are competent to enforce European
. EPOC or EPOC-PR is transmitted for the . 4
Production Orders and European Production Orders and European : o :
. , . b) the authority or authorities which are
Preservation Orders on behalf of another execution or enforcement of European Preservation Orders on behalf of another X . 5
. . competent, in accordance with Article 7a,
Member State; . Member State; ) ) )
Production Orders and European for the notification, and, in accordance
Preservation Orders: with An"tcle 14, to enforce European
Production Orders and European
Preservation Orders on behalf of another
Member State;
Article 22(1), point ba
453 (ba) where service providers or Member Presidency proposal 24/06/2022 :
States have already established dedicated
systems or other secure channels for the [DELETE]
handling of requests for data for law
enforcement purposes, the means and
technical interfaces the competent
authorities have at their disposal to
receive or access data produced to be
interconnected with the system referred to
in Article 7a;
Article 22(1), point c
c) the courts competent to deal with e)the-courtscompetentto-dealwith c) the courts competent to deal with g 1
= reasoned objections by addressees in reasoned-objectionsby-addressees-in reasoned objections by addressees in Sonpnnerdinuann el
accordance with Articles 15 and 16. accordance-with-Articles 15-and 16 accordance with Articles15-and-16. — ;
¢) the competent authorities to deal with
reasoned objections by addressees in
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accordance with Article 16.

Article 22(1), point d
d) languages accepted for the 3 .

e transmission of the EPOC or EPOC-PR ReppoxicudSIpropoalpi A A 0R:
and/or a European Production Order - -
and a European Preservation Order, in d) languages ac.ce[.)ted for the notification
case of enforcement in accordance with il i (TSR @ e LR o
Article 18a. EPOC-PR and/or a European

Production Order and a European
Preservation Order, in case of
enforcement in accordance with Article
18a.

Article 22(1a)

456 1a. By the same date, service providers Presidency proposal 24/06/2022 :

with establishments in more than one
Member State shall notify the Commission [DELETE]
of the place of their main establishment in
the Union.
Article 22(2)
457 2. The Commission shall make the 2. The Commission shall make the 2. The Commission shall make the Rapporteur’s proposal 22/04/2021:

information received under this Article
publicly available, either on a dedicated
website or on the website of the European
Judicial Network referred to in Article 9 of
the Council Decision 2008/976/JHA.

26 Council Decision 2008/976/JHA of 16
December 2008 on the European Judicial

information received under this Article
publicly available, either on a dedicated
website or on the website of the European
Judicial Network in criminal matters
referred to in Article 9 of the Council
Decision 2008/976/JHA,

30 Council Decision 2008/976/JHA of 16
December 2008 on the European Judicial

information received under this Article
publicly available, either on a dedicated
website or on the website of the European
Judicial Network referred to in Article 9 of
the Council Decision 2008/976/JHA.

26 Council Decision 2008/976/JHA of 16
December 2008 on the European Judicial

2. The Commission shall make the
information received under this Article
publicly available, either on a dedicated
website or on the website of the European
Judicial Network in criminal matters
referred to in Article 9 of the Council
Decision 2008/976/JTHA.
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Network (OJ L 348, 24.12.2008, p. 130).

Network (OJ L 348, 24.12.2008, p. 130).

Network (OJ L 348, 24.12.2008, p. 130).

Article 23
458 Article 23 Relfmo;?shlp to European Article 23 . . Article 23 o
Investigation Orders . . L Relationship to Ewrepesrinvestigation
Relationship to European Investigation .
. Orders other instruments, agreements and
Orders and Mutual Legal Assistance
arrangements

Member States’ authorities may continue
to issue European Investigation Orders in
accordance with Directive 2014/41/EU for
the gathering of evidence that would also
fall within the scope of this Regulation.

Procedures

The authorities of the Member States may
continue to issue European Investigation
Orders in accordance with Directive
2014/41/EU, or to use the existing mutual
legal assistance procedures for the
gathering of electronic information, that
would also fall within the scope of this
Regulation.

This Regulation does not affect EU and
other international instruments,
agreements and arrangements on
. L ) .

! t th Di & 20144 LEL R
the gathering of evidence that would also
fall within the scope of this Regulation.

NN |
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Article 24
459 Article 24 Evaluation
Article 24, paragraph 1
460 By /5 years from the date of application of | By [2 years from the date of application of | By [5 years from the date of application of | Presidency proposal 20/06/2022 :
this Regulation] at the latest, the this Regulation] at the latest, the this Regulation] at the latest, the
Commission shall carry out an evaluation Commission shall carry out an evaluation Commission shall carry out an evaluation By [X years from the date of application of
of the Regulation and present a report to of the Regulation and present a report to of the Regulation and present a report to this Regulation] at the latest, the
the European Parliament and to the the European Parliament and to the Council | the European Parliament and to the Council | Commission shall carry out an evaluation of
Council on the functioning of this on the functioning of this Regulation, on the functioning of this Regulation, the Regulation. The Commission shall
Regulation, which shall include an which shall, inelude-an-assessment-ofthe which shall include an assessment of the transmit this report to the European
assessment of the need to enlarge its scope. | need-to-enlarge-its-seope: in particular, need to enlarge its scope. If necessary, the Parliament, the Council, the European
If necessary, the report shall be evaluate the number of cases in which the | report shall be accompanied by legislative Data Protection Supervisor and the
accompanied by legislative proposals. The | emergency derogation, pursuant to Article | proposals. The evaluation shall be European Union Agency for Fundamental
evaluation shall be conducted according to | 9 (2), and the derogation from the conducted according to the Commission's Rights. This overall evaluation shall
the Commission's better regulation principle of user information, pursuant to | better regulation guidelines. Member States | include an assessment of the application of
guidelines. Member States shall provide Article 11, were applied. Hneeessary; The | shall provide the Commission with the this Regulation and of the results that
the Commission with the information report shall be accompanied by an information necessary for the preparation have been achieved with regard to the
necessary for the preparation of that assessment of the functioning of the of that Report. objectives that were set and of the impact
Report. common European exchange Ssystem as on fundamental rights. The evaluation
well as an assessment of the functioning shall be conducted according to the
of the Regulation in relation with Commission's better regulation guidelines.
Directive 2014/41/EU of the European Member States shall provide the
Parliament and of the Council. Commission with the information necessary
for the preparation of that Report.
The evaluation shall be conducted
according to the Commission's better
regulation guidelines. Member States shall
provide the Commission with the
information necessary for the preparation
of that Report.
Article 25
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Article 25
9L Entry into force
Article 25, paragraph 1
462 This Regulation shall enter into force on | . p oo 1ation shall enter into force on | 1S Regulation shall enter into force on | o a7
the twentieth day following its publication the twentieth dav followine its publication the twentieth day following its publication
in the Official Journal of the European e twentieth day 10Towng 1ts pubiic in the Official Journal of the European This Regulation shall enter into force on the
Lo : in the Official Journal of the European . . .. .
Union. Union. Union. twentieth day following its publication in
It shall apply from /6 months after its entry non. 1t shall apply from /6 24 months after its the Official Journal of the European Union.
. ) entry into force].
into force]. It shall at‘pply from /18 months after its This Regulation shall be binding in its It shall apply from [X] months afier its
This Regulation shall be binding in its entry into forcej. entirety and directly applicable in the entry into force].
i i i i Member States in accordance with the : : e —
entirety and directly applicable in the This Regulation shall be binding in its ; W This Regulation shall be binding in its
Member States in accordance with the . . . - Treaties. . . . :
Treaties entirety and directly applicable in the entirety and directly applicable in the
' Member States in accordance with the Member States in accordance with the
Treaties. Treaties.
Formula
463 Done at Strasbourg,
Formula
464 For the European Parliament
The President
Formula
For the Council
52 The President
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ANNEX 11

DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
laying down harmonised rules on the appointment of legal representatives for the purpose of gathering evidence in criminal proceedings

2018/0107(COD)
DRAFT

The amendments made by the EP and the Council in the text of the proposal for a Directive compared to the Commission's proposal are marked as
follows:

- the new text is marked in bold italics;
- the deleted parts of the text are marked in strikethrough.
- the parts amended following discussions at trilogues or technical meetings will be underlined.

Where full paragraphs of the Commission's proposal were not amended by the EP and the Council, they are not repeated in the columns reflecting their
respective positions, but are marked with a diagonal line in the 4th column.

Parts provisionally agreed at the trilogue are going to be marked in green.

Parts provisionally agreed at the technical meetings and to be confirmed at the trilogue are going to be marked in blue.
Parts to be further discussed are going to be marked in yellow.

Footnotes are marked in red. Their numbering does not correspond to the respective original documents. Updating and renumbering must be
done_manually (NO automatic update).
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Formula

COM/2018/226 final -
2018/0107 (COD)

A9-9999/2020 - 11 December
2020!

7348/19

Proposal Title

2 Proposal for a DIRECTIVE OF
THE EUROPEAN
PARLIAMENT AND OF THE
COUNCIL laying down
harmonised rules on the

appointment of legal

appointment of legal

Proposal for a DIRECTIVE OF
THE EUROPEAN
PARLIAMENT AND OF THE
COUNCIL laying down
harmonised rules on the

appointment of legal

the purpose of gathering evidence in criminal proceedings
having regard to the Commission proposal to Parliament and the Council (COM(2018)0226),
having regard to Article 294(2) and Articles 53 and 62 of the Treaty on the Functioning of the European Union, pursuant to which the Commission submitted the proposal to

Parliament (C8-0154/2018),

having regard to Article 294(3) of the Treaty on the Functioning of the European Union,

having regard to Rules 59 of its Rules of Procedure,
having regard to the report of the Committee on Civil Liberties, Justice and Home Affairs (A9-0000/2020),

1. Rejects the Commission proposal;

2. Calls on the Commission to withdraw its proposal;

3. Instructs its President to forward its position to the Council, the Commission and the national parliaments.

Proposal for a DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL laying down harmonised rules on the appointment of legal representatives for
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representatives for the purpose of | representativesfor-thepurpese-of | representatives for the purpose of
gathering evidence in criminal cathertteevidenee theriminal gathering evidence in criminal
proceedings proceedings proceedings

Formula

3 Having regard to the Treaty on Having regard-to-the Treaty-onthe | Having regard to the Treaty on the
the Functioning of the European | Funetioning-ofthe European Functioning of the European
Union, and in particular Union. and in particular Union, and in particular
Articles 53 and 62 thereof, Articles 33 and 62 thercol, Articles 53 and 62 thereof,

Formula

4 Having regard to the proposal Having regard to the proposal Having regard to the proposal
from the European Commission, | fremtheEuropean-Cemmission; | from the European Commission,

Formula

5 After transmission of the draft After transmission of the draft After transmission of the draft
legislative act to the national fegistative act to the national legislative act to the national
parliaments, parhaments; parliaments,

Formula

6 Having regard to the opinion of | Havingregard-to-the-opinionof Having regard to the opinion of
the European Economic and the Europeanteconomicand the European Economic and
Social Committee !, Secial Committee™; Social Committee !,
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torc,,p.. oI C—p— torc,,p..
Formul
7 Acting in accordance with the Aecting-inaccordance-with-the Acting in accordance with the
ordinary legislative procedure, ordinmryvdestshative procedure: ordinary legislative procedure,
Formul
8 Whereas: Whercas: Whereas:
Recital
(1)Network-based services can D Network-based serviceseantr | (1) Network-based services can in
9 in principle be provided from prinetple-be-providedfrom principle be provided from
anywhere and do not require a anywhere-and-do-netrequirea anywhere and do not require a
physical infrastructure, corporate | phystealinfrastrueture;corporate | physical infrastructure, corporate
presence, or staff in the country | presenee;orstaffinthe-country presence, or staff in the country
where the services are offered, where-the services-are-offered;nor | where the services are offered, nor
nor in the internal market itself. | i#-the-internal-marketitsel-Asa | in the internal market itself. As a
As a consequence, it can be consequeneeiteanbe-diffienltte | consequence, it can be difficult to
difficult to apply and enforce apply-and-enforce-obligationslaid | apply and enforce obligations laid
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obligations laid down in national | dewninnational-and Unientaw down in national and Union law
and Union law which apply to which-apply-to-theserviee which apply to the service
the service providers concerned, | providers-eoncerned;inpartiettar | providers concerned, in particular
in particular the obligation to the-obligationto-comply-with-an | the obligation to comply with an
comply with an order or a order-or-a-deeistionby-ajudicial order or a decision by a judicial
decision by a judicial authority. | autherity—Thisisthe-ease-in authority. This is the case in
This is the case in particular in partienlarin-eriminal-laws-where | particular in criminal law, where
criminal law, where Member Member States™ authorities face Member States’ authorities face
States’ authorities face difficulties-with-servingensuring | difficulties with serving, ensuring
difficulties with serving, compliance and enforcing their compliance and enforcing their
ensuring compliance and decistons, in particular where decisions, in particular where
enforcing their decisions, in relevant services are provided relevant services are provided
particular where relevant fromoutsidetheirterritory- from outside their territory.
services are provided from
outside their territory.

Recital

10 (2) Against that background, At that-backurownd: (2) Against that background,
Member States have taken a MemberStates-have takena Member States have taken a
variety of disparate measures to | vartety-of-disparate-measuresto variety of disparate measures to
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more effectively apply and more-effectrvely-applhyand more effectively apply and
enforce their legislation. This ertoreethetrtegtshatton—This enforce their legislation. This
includes measures for addressing | ineludes-measuresforaddressing | includes measures for addressing
service providers to obtain service-providers-to-obtain service providers to obtain
electronic evidence that is of cleetronic-cvidence thatis-of electronic evidence that is of
relevance to criminal relevanee-to-eriminal proeeedings: | relevance to criminal proceedings.
proceedings.
Recital 3
11 (3) To that end, some Member 3 Fo-thatend;some Member (3) To that end, some Member

States have adopted, or are States have adopted. or are States have adopted, or are
considering adopting, legislation | eensidering-adepting,tegislation | considering adopting, legislation
imposing mandatory legal mpestag-mandaterylegal imposing mandatory legal
representation within their own | representation-withinthetrown representation within their own
territory, for a number of service | territory;foranumberofserviee | territory, for a number of service
providers offering services in providers-offering servicestthat | providers offering services in that
that territory. Such requirements | territery—Suchrequirements territory. Such requirements
create obstacles to the free ereate-obstaclesto-the-free create obstacles to the free
provision of services within the | previston-efservices-withinthe provision of services within the
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internal market. internal-market: internal market.
Recital
(4) There is a significant risk that | (4)-There-isastentficantriskthat | (4) There is a significant risk that
12 other Member States will try to | etherMember-States-wil-try-te other Member States will try to
overcome existing shortcomings | everceme-existingshorteomings | overcome existing shortcomings
related to gathering evidence in | related-to-gathering-evidenee-in related to gathering evidence in
criminal proceedings by means eriminal proceedings-by-means-of | criminal proceedings by means of
of imposing disparate national imposing disparate national imposing disparate national
obligations in the absence of a obligations in the absenee ol a obligations in the absence of a
Union-wide approach. This is Hrion-wideapproach—Thiss Union-wide approach. This is
bound to create further obstacles | beund-te-createfurtherobstacles | bound to create further obstacles
to the free provision of services | to-thefree-provision-ofservices to the free provision of services
within the internal market. within the internal market. within the internal market.
Recital
13 (5) Under the current (5) Under the current (5) Under the current
circumstances, the resulting legal | eireumstances;theresultinglegal | circumstances, the resulting legal
uncertainty affects both service | uneertainty-atfeets-bothservice uncertainty affects both service
providers and national providers-and-national-autherities: | providers and national authorities.
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authorities. Disparate and Pisparate-and-possiblyeontlieting | Disparate and possibly conflicting
possibly conflicting obligations | ebligatiens-areset-outforserviee | obligations are set out for service
are set out for service providers | previders-established-eroffering | providers established or offering
established or offering services services-in-different Member services in different Member
in different Member States, States;-which-also-subjeetthemte | States, which also subject them to
which also subject them to different sanctionregimesinease | different sanction regimes in case
different sanction regimes in ofviolations—This-divergeneein | of violations. This divergence in
case of violations. This the framework of crinvinal the framework of criminal
divergence in the framework of | preeeedings-will-likelyfurther proceedings will likely further
criminal proceedings will likely | expand-because-ofthegrowing expand because of the growing
further expand because of the impertanee-of communicationand | importance of communication and
growing importance of information society services in information society services in
communication and information | euvr-dailylives-andsecteties—The | our daily lives and societies. The
society services in our daily lives | foregeingneot-onlyrepresentsan foregoing not only represents an
and societies. The foregoing not | ebstacle-to-theproperfunetioning | obstacle to the proper functioning
only represents an obstacle to the | efthe-internal-market-but-alse of the internal market but also
proper functioning of the internal | entats-problemsforthe entails problems for the
market but also entails problems | establishment-and-correet establishment and correct
for the establishment and correct | funetioning-ofthe Unton’s-area-of | functioning of the Union’s area of
functioning of the Union’s area | freedem;-seeurity-andjustice: freedom, security and justice.
10881/22 MiC/vj 217
ANNEX 11 JAL2 LIMITE EN



Commission Proposal

EP mandate

Council Mandate

Draft agreement

of freedom, security and justice.
Recital 6
(6) To avoid such fragmentation | (6)Fe-aveid-suchfragmentation (6) To avoid such fragmentation
14 and to ensure that undertakings | and-te-ensure-thatundertakings and to ensure that undertakings
active in the internal market are | aetive-in-the-internal- marketare active in the internal market are
subject to the same or similar subject to the same or similar subject to the same or similar
obligations, the Union has obluntons—the-badonhas obligations, the Union has
adopted a number of legal acts in | adepted-anumberoflegalaetsin | adopted a number of legal acts in
related fields such as data related ficlds such as data related fields such as data
protection’. To increase the level | protection’—To-inerease-thelevel | protection’. To increase the level
of protection for the data of protection-for-the-datasubjeets; | of protection for the data subjects,
subjects, the rules of the General | the+rules-efthe General Data the rules of the General Data
Data Protection Regulation® ProtectionRegulation’ providefor | Protection Regulation® provide for
provide for the designation of a | the-designation-ofalegal the designation of a legal
legal representative in the Union | representative-in-the Unionby representative in the Union by
by controllers or processors not | eentrolers-orprocessorsnot controllers or processors not
established in the Union but established-inthe Union-but established in the Union but
offering goods or services to offering goods or services to offering goods or services to
individuals in the Union or individuals in the Union or individuals in the Union or
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monitoring their behaviour if monitoring their behaviourHthewr | monitoring their behaviour if their
their behaviour takes place behaviourtakesplace-withinthe | behaviour takes place within the
within the Union, unless the Uion. unless the processing ts Union, unless the processing is
processing is occasional, does occasional-docsnotinclude occasional, does not include
not include processing, on a processingonalarge sealeof processing, on a large scale, of
large scale, of special categories | speeial-categoeries-ofpersonal-data | special categories of personal data
of personal data or the or-the processing-of personal-data | or the processing of personal data
processing of personal data rekibieto-erintnabcomvictions relating to criminal convictions
relating to criminal convictions | and-effences;-andisunlikelyte and offences, and is unlikely to
and offences, and is unlikely to | resultin-ariskto-therights-and result in a risk to the rights and
result in a risk to the rights and freedoms-ofnuturd-persots: freedoms of natural persons,
freedoms of natural persons, taking thto-account-the nature; taking into account the nature,
taking into account the nature, context-scope-andpurpeses-of-the | context, scope and purposes of the
context, scope and purposes of processing-orifthe-controlerisa | processing or if the controller is a
the processing or if the controller | puble-authorityorbedy- public authority or body.
is a public authority or body.
> Direetive 95/46/EC ofthe ? Directive 95/46/EC of the
? Directive 95/46/EC of the EuropeanParhiamentand-ofthe European Parliament and of the
European Parliament and of the | Counetlof24-October1995-on Council of 24 October 1995 on
Council of 24 October 1995 on | the-protection-ofmndividuals-with | the protection of individuals with
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the protection of individuals with | regard-te-theproecessingof regard to the processing of
regard to the processing of personal data and on the free personal data and on the free
personal data and on the free mevement-of such-data (OF28+; | movement of such data (OJ L
movement of such data (OJ L 23 HA00S p 3 b e 281,23.11.1995, p. 31);
281, 23.11.1995, p. 31); EU)-2016/679-of the European Regulation (EU) 2016/679 of the
Regulation (EU) 2016/679 of the | Parliamentand-ofthe- Counetlof | European Parliament and of the
European Parliament and of the | 27-AprH2016-entheprotectionof | Council of 27 April 2016 on the
Council of 27 April 2016 on the | nataralpersons-with-regardto-the | protection of natural persons with
protection of natural persons processing-of personal-dataand-en | regard to the processing of
with regard to the processing of | thefree-meovement-ofsuch-data; personal data and on the free
personal data and on the free and-repealing Direetive 95/46/EC | movement of such data, and
movement of such data, and (CGieneral Pata Protection repealing Directive 95/46/EC
repealing Directive 95/46/EC Regulatiom(OFE119,4-5-2016; | (General Data Protection
(General Data Protection p—;-Direetive 2002/58/EC-of the | Regulation) (OJ L 119, 4.5.2016,
Regulation) (OJ L 119, 4.5.2016, | EurepeanParlament-and-ofthe p. 1); Directive 2002/58/EC of the
p. 1); Directive 2002/58/EC of Counetof12Juby 2002 European Parliament and of the
the European Parliament and of | cencerningtheprocessing-of Council of 12 July 2002
the Council of 12 July 2002 personal-data-and-the proteetionof | concerning the processing of
concerning the processing of privacy—t-theclectronte personal data and the protection
personal data and the protection | eommunications—seetor{Directive | of privacy in the electronic
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of privacy in the electronic onprivacy-and-eleetronie communications sector (Directive
communications sector comttteattonsHOHE20H- on privacy and electronic
(Directive on privacy and 3172002 p. 37 communications) (OJ L 201,
electronic communications) (OJ | *Regulation (EU}2016/679-ofthe | 31.7.2002, p. 37).
L 201, 31.7.2002, p. 37). EurepeanParliamentand-of the 3 Regulation (EU) 2016/679 of the
3 Regulation (EU) 2016/679 of Counetlof 27 Apri 201 6-on-the European Parliament and of the
the European Parliament and of | pretection-efnataral persens-with | Council of 27 April 2016 on the
the Council of 27 April 2016 on | regard-to-the-proeessingof protection of natural persons with
the protection of natural persons | persenal-data-and-on-the-free regard to the processing of
with regard to the processing of | mevement-ofsuch-data-and personal data and on the free
personal data and on the free repealing Direetive 95/46/EC(OJ | movement of such data, and
movement of such data, and L9 4520060 p. 1) repealing Directive 95/46/EC (OJ
repealing Directive 95/46/EC L 119,4.5.2016,p. 1).
(OJL 119, 4.5.2016, p. 1).
Recital 7
15 (7) By setting out harmonised EO-By-setingoutharmonised (7) By setting out harmonised

rules on the legal representation | riles-en-thelegal representationof | rules on the legal representation
of certain service providers in certain service providers in the of certain service providers in the
the Union for receipt of, Union-forreceiptofcomphlianee | Union for receipt of, compliance

10881/22 MiC/vj 221

ANNEX II JAL2 LIMITE EN



http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.119.01.0001.01.ENG&toc=OJ:L:2016:119:TOC
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.119.01.0001.01.ENG&toc=OJ:L:2016:119:TOC
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.119.01.0001.01.ENG&toc=OJ:L:2016:119:TOC

Commission Proposal

EP mandate

Council Mandate

Draft agreement

compliance with and with-and-enforeement-ofdeeisions | with and enforcement of decisions
enforcement of decisions issued | issued-by-competentauthorities+n | issued by competent authorities in
by competent authorities in the the Member States for the the Member States for the
Member States for the purposes | purpeses-of-gathering-evideneein | purposes of gathering evidence in
of gathering evidence in criminal | ertmninal-proceedingsthe-existing | criminal proceedings, the existing
proceedings, the existing obstacles-to-the-free proviston-of | obstacles to the free provision of
obstacles to the free provision of | servicesshould-be-removed;as services should be removed, as
services should be removed, as wel as the future imposition of well as the future imposition of
well as the future imposition of | divergentnational-appreachesin | divergent national approaches in
divergent national approaches in | thatregardshould-be-prevented: that regard should be prevented.
that regard should be prevented. | Eevelplayingfieldforservice Level playing field for service
Level playing field for service providersshould-be-established: providers should be established.
providers should be established. | Mereever,meore-effective-ertminal | This should not affect
Moreover, more effective law-enforcementinthe-commeon | obligations on service providers
criminal law enforcement in the | area-offreedom;security-and deriving from other EU
common area of freedom, justiceshewld-betaethitated: legislation. Moreover, more
security and justice should be effective criminal law
facilitated. enforcement in the common area
of freedom, security and justice
should be facilitated.
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Recital 8

16 (8) The legal representative at 8 Thelegal representative-at (8) The legal representative at
issue should serve as an issue-should-serve-as-an-addressee | issue should serve as an addressee
addressee for domestic orders for-domestic-orders-and-deeistons | for domestic orders and decisions
and decisions and for orders and | andfererders-and-decisions and for orders and decisions
decisions pursuant to Union pursuant to Union legal pursuant to Union legal
legal instruments adopted within | instruments-adopted-withinthe instruments adepted falling
the scope of Title V, Chapter 4, | seepe-efFitle-V,-Chapter4;-ofthe | within the scope of Title V,
of the Treaty on the Functioning | Freaty-onthe Funetioningofthe | Chapter 4, of the Treaty on the
of the European Union for EuropeanUnton-tforgathering Functioning of the European
gathering evidence in criminal evidenee-in-eriminal-matters—This | Union for gathering evidence in
matters. This includes both tnehadesboth-nstrmentsthat criminal matters, including
instruments that permit the permitthe-direet serving-of-orders | where those orders and
direct serving of orders in cross- | r-eross-bordersituations-onthe | decisions are transmitted in
border situations on the service | serviee-provider;andinstruments | form of a certificate. This
provider, and instruments based | based-enjudicial-cooperation includes both instruments that
on judicial cooperation between | betweenjudictalauthoritiesunder | permit the direct serving of orders
judicial authorities under Title Title V. Chapter 4. in cross-border situations on the
V, Chapter 4. service provider or its legal
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representative, such as the
[Regulation on European
Production and Preservation
Orders for electronic evidence
in criminal matters
(“Regulation”)*], and other
instruments based-en for judicial
cooperation applicable between
the judicial-autherities Member
States, notably those falling
within the scope of under Title
V, Chapter 4, such as the
Directive on the European
Investigation Order® and the
2000 Mutual Legal Assistance
Convention®. Recourse to the
legal representative should be in
accordance with the procedures
set out in the instruments and

legislation applicable to the
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judicial proceedings. The
competent authorities of the
Member State where the legal
representative resides or is
established should act in
accordance with the role set out
for them in the respective
instrument if and where an

involvement is foreseen.

4 Regulation of the European
Parliament and of the Council
on European Production and
preservation orders for
electronic evidence in criminal
matters.

> Directive 2014/41/EU of the
European Parliament and of the
Council of 3 April 2014
regarding the European
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Investigation Order in criminal
matters, OJ L 130, 1.5.2014, p.1.

% Council Act of 29 May 2000
establishing in accordance with
Article 34 of the Treaty on
European Union the
Convention on Mutual
Assistance in Criminal Matters
between the Member States of
the European Union, OJ C 197,
12.7.2000, p. 1 and its Protocol,
0J C 326, 21.11.2001, p. 2.

Recital

17 (9) Member States shall ensure (9 Member States shall ensure (9) Member States shall ensure
that the obligation to designate a | thatthe-obligationto-designatea | that service providers have the
legal representative is legal representative-is-tmmediate; | obligation to designate a legal
immediate, that is from the date | thatisfromthe-date-of representative is-immediate thatis
of transposition set out in Article | transpesition-setoutinArticle 7 from-the-date-oftranspostionset
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7 for service providers that offer | forserviceproviders-thatoffer cHby tele- THorserviee
services in the Union at that date, | servicesinthe Unton-atthatdate; | providersthatofferservicesinthe
or from the moment service ot front the moment service Unien-at-that-date by [6 months
providers start offering services | providers-start-offeringservicesin | from the transposition deadline
in the Union for those service the- Union-for-theseserviece of this Directive] or from the
providers that will start offering | previders-that-will start-offering moment service providers start
services after the date of services alter the date of offering services in the Union for
transposition. HHSPOSHOH those service providers that will
start offering services after [6
months from the date-of
transposition deadline of this
Directive].
Recital 10
18 (10) The obligation to designate | (+0)Fhe-obligationto-designatea | (10) The obligation to designate a
a legal representative should legal representative-should-apply | legal representative should apply
apply to service providers that to service providers that offer to service providers that offer
offer services in the Union, services--the- Untonsmeaningin | services in the Union, meaning in
meaning in one or more Member | ene-ormore-Member-States: one or more Member States.
States. Situations where a service | Sttuations-where-a-service Situations where a service
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provider is established on the provider-is-established-en-the provider is established on the
territory of a Member State and | territery-ofaMemberState-and territory of a Member State and
offers services exclusively on the | effers-services-exclasivelyonthe | offers services exclusively on the
territory of that Member State, territory-of that Member -State; territory of that Member State,
should not be covered by this should-not-be-covered-by-this should not be covered by this
Directive. Directive. Directive.
Recital 11
19 (11) Notwithstanding the HNotwrthstanding the (11) Notwithstanding the Presidency proposal 25/06/2022
designation of a legal designation of a legal designation of a legal (11) For the purpose of gathering
representative, Member States representative;, Member-States representative, Member States electronic evidence in criminal
) ) . roceedings, Member States
should be able to continue should be able to continue should be able to continue I:houl db e%lbl e to continue
addressing service providers addresstrgserviee-providers addressing service providers addressing service providers via a
. : : . : : : : . . .| designated establishment or a
established on their territory, be | established-en-theirterritory;bett | established on their territory, be it leg ag; representative on their
it in purely domestic situations, | in-purely-domestic situations; be-it | in purely domestic situations, be it | territory for purely domestic
be it af ot of f ) f ot of f situations in accordance with their
e it after receipt of a request for | afterreceipt-ofarequestfor after receipt ot a request for respective national laws, or after
assistance under legal assistance-underJegalinstruments | assistance under legal instruments | receipt of a request for assistance
. . . under legal instruments on mutual
instruments on mutual legal on-mutaallegal-assistanee-and-on | on mutual legal assistance and on | | egal assistance and on mutual
assistance and on mutual mttaa-recognitont-ertminal mutual recognition in criminal recognition in criminal matters.
matters. Likewise Member Member States should also be
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Council Mandate
States should be able to
continue addressing the
Member States where service
providers are established with
instruments falling within the
scope of Title V, Chapter 4,
such as the Directive on the
European Investigation Order
and the 2000 Mutual Legal

Assistance Convention.

Draft agreement

able to continue addressing the
Member States where service
providers are established with
instruments falling within the
scope of Title V, Chapter 4,
TFEU such as the Directive on
the European Investigation
Order and the Convention
established by the Council in
accordance with Article 34 of the
Treaty on the European Union on
mutual assistance in criminal
matters between Member States of
the Union.

The possibilities currently
provided by domestic law to
address service providers on
their own territory, Member
States should not circumvent the
principles set out in this
Directive and in Regulation
XXXX/XXX.

Recital

12

20

(12) The determination whether
a service provider offers services

in the Union requires an

2 The-determination-whethera | (12) The determination whether a
service-provider-offersservicesin | service provider offers services in
the Unienrequiresan-assessment | the Union requires an assessment
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assessment whether the service whether-the-service-provider whether the service provider
provider enables legal or natural | enableslegal-ornaturalpersonsin | enables legal or natural persons in
persons in the Union to use its the-Hrionto-tsetHsservices: the Union to use its services.
services. However, the mere However-the-mere-aceesstbility However, the mere accessibility
accessibility of an online of an-online-interface(forinstanee | of an online interface (for instance
interface (for instance the the accessibility of the service the accessibility of the service
accessibility of the service provider’s or an itermediary’s provider’s or an intermediary’s
provider’s or an intermediary’s | website-or-ofan-ematladdressand | website or of an email address and
website or of an email address of other-contact-details)-takenin of other contact details) taken in
and of other contact details) iselationshould-net-be-a-suffietent | isolation should not be a sufficient
taken in isolation should not be a | eenditionfor-the-application-of condition for the application of
sufficient condition for the this-Direetive: this Directive.
application of this Directive.
Recital 13
(13) A substantial connection to | 43)A-substantial conneetionte (13) A substantial connection to
21 the Union should also be the Union-should-alse-berelevant | the Union should also be relevant

relevant to determine the ambit | to-determine-the-ambit-of to determine the ambit of
of application of this Directive. | application-ofthis Direetive—Sueh | application of this Directive. Such
Such a substantial connection to | a-substantial-conneetion-to-the a substantial connection to the
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the Union should be considered | Unienshould-be-considered-to Union should be considered to
to exist where the service extstwhere the service provider exist where the service provider
provider has an establishment in | has-an-establishmentin-the Union- | has an establishment in the Union.
the Union. In the absence of such | In-the-absence-of suchan In the absence of such an
an establishment, the criterion of | establishment-the-eriterionofa establishment, the criterion of a
a substantial connection should | substantial-connectionshould-be substantial connection should be
be assessed on the basis of the assessed-onthe-basts-of the assessed-onthe basts ofthe
existence of a significant number | existence-of-asignificantnumber | existence-of based on specific
of users in one or more Member | efusers-in-one-ormore-Member factual criteria such as a
States, or the targeting of Statesror-the targetingof significant number of users in one
activities towards one or more activities towards one or more or more Member States, or the
Member States. The targeting of | Member-States—Fhe-targetingof targeting of activities towards one
activities towards one or more activitics towards one or more or more Member States. The
Member States can be Member-States-can-be-determined | targeting of activities towards one
determined on the basis of all on the basis of all relevant or more Member States can be
relevant circumstances, circumstances. including factors determined on the basis of all
including factors such as the use | such-as-the-use-ofalanguage-ora | relevant circumstances, including
of a language or a currency eurrefey-generathytsed-that factors such as the use of a
generally used in that Member Member-Stateor-the-possibihity language or a currency generally
State, or the possibility of of ordering goods-orservices—Fhe | used in that Member State, or the
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ordering goods or services. The | targeting-efactivitiestowardsa possibility of ordering goods or
targeting of activities towards a | Member-State-could-also-be services. The targeting of
Member State could also be derivedfromthe-availabilityefan | activities towards a Member State
derived from the availability of | appheationapp Hntherelevant | could also be derived from the
an application (‘app’) in the national-app-store,fromproviding | availability of an application
relevant national app store, from | leeal-advertising-oradvertisingin | (‘app’) in the relevant national
providing local advertising or the-language-usedin-that Member | app store, from providing local
advertising in the language used | State;orfrom-the-handlingof advertising or advertising in the
in that Member State, or from customerrelationssuchasby language used in that Member
the handling of customer providingcustomerserviee-inthe | State, or from the handling of
relations such as by providing Fetgrrse-generathy-used-mthat customer relations such as by
customer service in the language | Member-State—A-substantial providing customer service in the
generally used in that Member connection-is-also-to-be-assumed | language generally used in that
State. A substantial connection is | where-a-service-providerdireets Member State. A substantial
also to be assumed where a ts-aetivities-towards-one-ormere | connection is also to be assumed
service provider directs its Member States as sctout in where a service provider directs
activities towards one or more Article 17(1)¢) of Regulation its activities towards one or more
Member States as set out in 1215201 2-enjurisdiction-and-the | Member States as set out in
Article 17(1)(c) of Regulation recounition-ahd-enforcementof Article 17(1)(c) of Regulation
1215/2012 on jurisdiction and adeementstr-etviband 1215/2012 on jurisdiction and the
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the recognition and enforcement | eemmeretal- matters—On-the-other | recognition and enforcement of
of judgements in civil and hand, provision ol the serviee in judgements in civil and
commercial matters. On the view-of mere-compliance-with-the | commercial matters. On the other
other hand, provision of the prohibition-te-diseriminate Jaid hand, provision of the service in
service in view of mere downinRegulatton(EHH view of mere compliance with the
compliance with the prohibition | 2048/302* cannet-be-on-that prohibition to discriminate laid
to discriminate laid down in around alone, be considered as down in Regulation (EU)
Regulation (EU) 2018/302* directing or targeting activities 2018/3027 cannot be, on that
cannot be, on that ground alone, | tewards-a-giventerritory-within ground alone, be considered as
be considered as directing or the- Unton—thesame directing or targeting activities
targeting activities towards a constderntionsshould-apph—to towards a given territory within
given territory within the Union. | determine-whethera-serviee the Union. The same
The same considerations should | previder-offersservicesina considerations should apply to
apply to determine whether a MemberState: determine whether a service
service provider offers services provider offers services in a
in a Member State. Member State.
I Reculation (ELD-2018/302 of 4
EuropeanParhiamentand-ofthe
* Regulation (EU) 2018/302 of addresstre-tniustifred-seo- "Regulation (EU) 2018/302 of the
the European Parliament and of bleekmg—aﬁd—e%her—fems—&i | I European Parliament and of the
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the Council of 28 February 2018 | eustomers-nationality;place-of Council of 28 February 2018 on
on addressing unjustified geo- feﬁéw Lichmentwithin the i | addressing unjustified geo-
blocking and other forms of marketand-amending Regulations | blocking and other forms of
discrimination based on w 0172394 and Directi discrimination based on
customers' nationality, place of | 200922/EC(OJ-601232048; | customers' nationality, place of
residence or place of - residence or place of
establishment within the internal establishment within the internal
market and amending market and amending Regulations
Regulations (EC) No 2006/2004 (EC) No 2006/2004 and (EU)
and (EU) 2017/2394 and 2017/2394 and Directive
Directive 2009/22/EC (OJ L 601, 2009/22/EC (OJ L 601, 2.3.2018,
2.3.2018, p. 1). p. D).
Recital 14
(14) Service providers obliged to | 4 -Service-providers-obligedte | (14) Service providers obliged to
22 designate a legal representative | designate-alegalrepresentative designate a legal representative

should be able to choose to that | sheuld-be-able-to-choose-to-that should be able to choose to that
effect an existing establishment | effeetan-existingestablishmentin | effect an existing establishment in
in a Member State, be it a a-Member-State; be-itacorperate | a Member State, be it a corporate
corporate body or a branch, body or a branch. agency. office body or a branch, agency, office
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agency, office or a main seat or | era-main-seat-orheadquarters; or a main seat or headquarters,
headquarters, and also more than | and-alse-mere-thanonelegal and also more than one legal
one legal representative. representative. Nevertheless, a representative. This legal
Nevertheless, a corporate group | eerperategroup-shouldnoetbe representative could also be a
should not be forced to designate | foreed-to-designate-multiple third party, which could be
multiple representatives, one for | representatives;-one-foreach shared between several service
each undertaking part of that wdertaldnepartot-that-group- providers, in particular small
group. Different instruments Dilferent instruments adopted and medium-sized enterprises.
adopted within the scope of Title | withintheseope-of Fitle V5 Nevertheless, a corporate group
V, Chapter 4, of the Treaty on Chapter 4. of the Treaty on the should not be forced to designate
the Functioning of the European | Funetioning-ofthe European multiple representatives, one for
Union apply in the relationships | Ynien-apply-tn-therelationships each undertaking part of that
between Member States when between-MemberStates-when group, but can designate one
gathering evidence in criminal cathertngevidencetn-eriminal legal representative for the
proceedings. As a consequence proceedings—As-a-coensequence-of | group. Different instruments
of this ‘variable geometry’ that this “variable gecometry™ that adepted falling within the scope
exists in the common area of exists-in-the-common-area-of of Title V, Chapter 4, of the
criminal law, there is a need to criminal law. there is a need to Treaty on the Functioning of the
ensure that the Directive does ensure-that-the Direetive-doesnot | European Union apply in the
not facilitate the creation of facthtate theereation-of-further relationships between Member
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further disparities or obstacles to | disparities-or-obstaclesto-the States when gathering evidence in
the provision of services in the provistorofservicesththe criminal proceedings. As a
internal market by allowing wterpat-marketbyalowine consequence of this ‘variable
service providers offering service-providers-offering serviees | geometry’ that exists in the
services on their territory to on-theirterritory-to-destenate tegal | common area of criminal law,
designate legal representatives representatives within Member there is a need to ensure that the
within Member States that do not | States-that-de-nettakepartin Directive does not facilitate the
take part in relevant legal relevantlegal-instramentswhieh | creation of further disparities or
instruments, which would fall would-fall shert of addressingthe | obstacles to the provision of
short of addressing the problem. | problem—TFherefore,atleastone services in the internal market by
Therefore, at least one representati-eshould-be allowing service providers
representative should be destgnatedin-aMember-State-that | offering services on their territory
designated in a Member State partieipatesintherelevant Union | to designate legal representatives
that participates in the relevant legalinstrumentsto-avoid-therisk | within Member States that do not
Union legal instruments to avoid | efsweakeningthe-effectivenessof | take part in relevant legal
the risk of weakening the the designation provided for in instruments, which would fall
effectiveness of the designation | this-Direetive-and-to-makeuse-of | short of addressing the problem.
provided for in this Directive and | the-synergies-ofhavingalegal Therefore, at least one
to make use of the synergies of | representativeforthereeeiptof; representative should be
having a legal representative for | compliance-with-and-enforcement | designated in a Member State that
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the receipt of, compliance with of decistons-and-orders-issued-in participates in the relevant Union
and enforcement of decisions the-context-of gatheringevidenee | legal instruments to avoid the risk
and orders issued in the context | i-eriminal proceedingsineluding | of weakening the effectiveness of
of gathering evidence in criminal | undertheRegulation}-orthe 2000 | the designation provided for in
proceedings, including under the | Mutaallegal - Assistanee this Directive and to make use of
[Regulation] or the 2000 Mutual | Cenvention—tn-addition; the synergies of having a legal
Legal Assistance Convention. In | designating-alegalrepresentative; | representative for the receipt of,
addition, designating a legal which-cotbd-also-beutihisedto compliance with and enforcement
representative, which could also | ensure-compliance-with-national of decisions and orders issued in
be utilised to ensure compliance | legal-obligations;makesuse-ofthe | the context of gathering evidence
with national legal obligations, synergies-ofhavinga-elearpeint | in criminal proceedings, including
makes use of the synergies of of access to address the service under the [Regulation], the
having a clear point of access to | previdersfor-thepurpese-of Directive on the European
address the service providers for | gathering-evideneetneriminal Investigation Order or the 2000
the purpose of gathering fatters: Mutual Legal Assistance
evidence in criminal matters. Convention. In addition,
designating a legal representative,
which could also be utilised to
ensure compliance with national
legal obligations, makes use of
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the synergies of having a clear
point of access to address the
service providers for the purpose
of gathering evidence in criminal
matters.
Recital 15
23 (15) Service providers should be | (H5)-Service-providersshouldbe | (15) Service providers should be
free to choose in which Member | freeto-choosein-which-Member | free to choose in which Member
State they designate their legal State-they-destenate-theirlegal State they designate their legal
representative, and Member representative,and-Member representative, and Member
States may not restrict this free States-may-netrestrict-thisfree States may not restrict this free
choice, e.g. by imposing an chotee. ¢.e. by imposing an choice, e.g. by imposing an
obligation to designate the legal | ebligationte-designate-thelegal obligation to designate the legal
representative on their territory. | representative-on-theirterritory- representative on their territory.
However, the Directive also However,-the Directive-alse However, the Directive also
contains certain restrictions with | eentains-eertainrestrietions-with | contains certain restrictions with
regard to this free choice of revardto-this-freechotecof regard to this free choice of
service providers, notably that service-providers;notably-thatthe | service providers, notably that the
the legal representative should tegalrepresentative should-be legal representative should be
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be established in a Member State | established-in-aMember-State established in a Member State
where the service provider where the service provider where the service provider
provides services or is provides services oris provides services or is
established, as well as the established;-as-welasthe established, as well as the
obligation to designate a legal obligationto-destgnate-alegal obligation to designate a legal
representative in one of the representative-in-one-ofthe representative in one of the
Member States participating in Member States participating in Member States participating in
judicial cooperation instruments | jadicial-cooperationinstraments | judicial cooperation instruments
adopted under Title V of the adepted-under Fitle V-of the adepted-underfalling within
Treaty. Treaty. Title V of the Treaty. The sole
designation of a legal
representative should not be
considered to constitute an
establishment of the service
provider.
Recital 16
24 (16) The service providers most | (+6)Fhe-service-providersmost (16) The service providers most
relevant for gathering evidence relevantfor gathering-evidenee-inn | relevant for gathering evidence in
in criminal proceedings are ertninal-proceedings-are criminal proceedings are
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providers of electronic
communications services and
specific providers of information
society services that facilitate
interaction between users. Thus,
both groups should be covered
by this Directive. Providers of
electronic communication
services are defined in the
proposal for a Directive
establishing the European
Electronic Communications
Code. They include inter-
personal communications such
as voice-over-IP, instant
messaging and e-mail services.
The categories of information
society services included here
are those for which the storage of

data is a defining component of

EP mandate

Council Mandate
providers of electronic
communications services and
specific providers of information
society services that facilitate
interaction between users. Thus,
both groups should be covered by
this Directive. Providers of
electronic communication
services are defined in the
proposal for a Directive
establishing the European
Electronic Communications Code.
They include inter-personal
communications such as voice-
over-IP, instant messaging and e-
mail services. This Directive
should also be applicable to
other The-categeries-of
information society services

providers within the meaning of

Draft agreement
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the service provided to the user, | provided-to-theuser;-andreferin | Directive (EU) 2015/1535 that
and refer in particular to social partiertartosoctalnetvorkstothe | inehoden e o te Thosetor-which
networks to the extent they do extent they do not gualily as the storayoof atais o delining
not qualify as electronic electronic-communications componentothe erv ee
communications services, online | services;onlne-marketplaces provided-to-the v oroa:dreferin
marketplaces facilitating facilitating transactions between  particular to social networks to
transactions between their users | thetrusers{such-as-consumers-or | the-extentthey-do not qualify as
(such as consumers or businessesand other hosting electronic communications
businesses)and other hosting services, including where the services-providers, but offer
services, including where the servieets-provided-viaeloud their users the ability to
service is provided via cloud cotputitg—hHoratonsoctety communicate with each other or
computing. Information society | servicesfor-which-thestorage-of | offer their users services that
services for which the storage of | dataisneta-definingcompeonent; | can be used to process or store
data is not a defining component, | andfer-whichitis-enly-ofan data on their behalf. This
and for which it is only of an ancillary nature, such as feegal. should be in line with the terms
ancillary nature, such as legal, architeetural-engineeringand used in the Budapest
architectural, engineering and accounting-services-provided Convention on
accounting services provided ontreatdistaneeshould-be Cybercrime. Processing of data
online at distance, should be excludedfromthe scope-ot-this should be understood in a
excluded from the scope of this | Direetive;even-where-they-may technical sense, meaning the
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Directive, even where they may
fall within the definition of
information society services as

per Directive (EU) 2015/1535.

creation or manipulation of
data, i.e. technical operations to
produce or alter data by means

of computer processing power.

The categories of service
providers included here are, for
example online marketplaces

tacthtatingtransactionsbetween
theirusers-(such-as providing
consumers er-and businesses) the
ability to communicate with
each other and other hosting
services, including where the
service is provided via cloud
computing, as well as online
gaming platforms and online
gambling platforms. Where an
information society service
provider does not provide its
users the ability to communicate
with each other, but only with
the service provider, or does not
provide the ability to process or
to store data, or where the
ability to store/process data is
not an essential part of the
service provided to users, such
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as legal, architectural
engineering and accounting
services provided online at a
distance, it would not fall within
the scope of the definition, even
if within the definition of
information society services

pursuant to Directive
(EU) 2015/1535. Information

soetetyservieestorwlieh-the

Recital

17

25

(17) Providers of internet
infrastructure services related to
the assignment of names and

numbers, such as domain name

(17) Providers of internet
infrastructure services related to
the assignment of names and

numbers, such as domain name
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registrars and registries and registrars-and registries-and registrars and registries and
privacy and proxy service privaey-and-proxy-service privacy and proxy service
providers or regional internet providersorregtonal-tateract providers or regional internet
registries for internet protocol registriesfor-internetprotocol registries for internet protocol
(‘IP’) addresses, are of particular | ¢H- 5 (‘IP’) addresses, are of particular
relevance when it comes to the relevance when it comes to the relevance when it comes to the
identification of actors behind identification of actors behind identification of actors behind
malicious or compromised web | maliciotus-or-compromised-web malicious or compromised web
sites. They hold data that is of sites. They hold data that is of sites. They hold data that is of
particular relevance for criminal | partietlarrelevancefor-eriminal particular relevance for criminal
investigations as it can allow for | ivestigations-as-itcanallowfor investigations as it can allow for
the identification of an individual | the-identification-ofanindividual | the identification of an individual
or entity behind a web site used | er-entity-behind-a-web-site-usedin | or entity behind a web site used in
in criminal activity, or the victim | eriminal-activity;-orthe-vietimof | criminal activity, or the victim of
of criminal activity in the case of | ertminal-activity-inthe-ecaseofa criminal activity in the case of a
a compromised web site that has | eempromised-web-site-thathas compromised web site that has
been hijacked by criminals. been-hijacked-by-eriminals: been hijacked by criminals.
Recital 18
26 (18) The legal representative (18) The legal representative (18) The legal representative
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should be able to comply with should-be-able-to-comply-with should be able to comply with
decisions and orders addressed to | deeistons-and-orders-addressedte | decisions and orders addressed to
them by Member States’ thent by Mentber States” them by Member States’
authorities on behalf of the authorities-on-behalf of the-serviee | authorities on behalf of the
service provider, which should provider,which-should-takethe service provider, which should
take the appropriate measures to | appropriate-measures-to-ensure take the appropriate measures to
ensure this result, including thisresutt-inchadingsutherent ensure this result, including
sufficient resources and powers. | reseurces-and-powers—he sufficient resources and powers.
The absence of such measures or | absence-ofsuch-measures-ortheir | The absence of such measures or
their shortcomings should not sherteomings-shouwld-notserveas | their shortcomings should not
serve as grounds to justify non- | greunds-tojustify-non-complianee | serve as grounds to justify non-
compliance with decisions or with-deetstons-ororderstathing compliance with decisions or
orders falling into the ambit of into-the-ambit-of apphieationof by | orders falling into the ambit of
application of by this Directive, | thisDireetive,nettherforthe application of by this Directive,
neither for the service provider service-providernorttstegal neither for the service provider
nor its legal representative. representative: nor its legal representative.
Neither should service
providers be able to exculpate
themselves due to missing or
ineffective internal procedure,
MiC/vj 245
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as they are responsible for
providing the necessary
resources and powers to
guarantee compliance with
orders and national decisions.
Nor should the legal
representative be able to
exculpate himself by claiming
for example he is not
empowered to deliver data. The
service provider and its legal
representative(s) should remain
free to allocate among
themselves the tasks of
identifying and accessing the
requested evidence as long as
decisions and orders addressed

to them are complied with.

Recital 19
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(19) Service providers should (19} Service providers should (19) Service providers should

27 notify the Member State in notify-the MemberState-in-whieh | notify the Member State in which
which the legal representative thelegalrepresentativerestdesor | the legal representative resides or
resides or is established of the established-otthetdentityand is established of the identity and
identity and contact details of contact-detats-of-thettegal contact details of their legal
their legal representative, as well | representative;as-wellasrelated | representative, as well as related
as related changes and updates of | ehanges-andupdates-of changes and updates of
information. The notification information. The notification information. The notification
should also provide information | shewld-alse-previde-information should also provide information
about the languages in which the | abeutthelanguagesin-which-the | about the languages in which the
legal representative can be legal representative can be legal representative can be
addressed, which should include | addressed;-which-shouldinclade addressed, which should include
at least one of the official atleastone-of the-otfftetal atteast one or more of the
languages of the Member State laneuages-of-the MemberState official languages in accordance
where the legal representative where-thelegal representative with the national law of the
resides or is established, but may | resides-oris-established;butmay | Member State where the legal
include other official languages | nelude-otherofficiallanguagesof | representative resides or is
of the Union, such as the the Unien;-suehas-the language-of | established, but may include other
language of its headquarters. its-headquarters—When-theserviee | official languages of the Union,
When the service provider provider-designates-more-than-ene | such as the language of its
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designates more than one legal legal representative it may-alse headquarters.
representative, it may also notify | netify-eonsiderations-to-determine
considerations to determine which-one should be-addressed- ) \
' ‘ ' When the service provider
which one should be addressed. | Fhese-eonsiderations-are-not designates more than one legal
These considerations are not bindinefor Member States’ representative, it may also notify
o . considerations to determine which
binding for Member States’ authoritics, but should be one should be addressed.These
authorities, but should be followed-exceptin-duly justified | considerations are not-binding for
Member-States™authorities;-but
followed except in duly justified | eases—Adt-this-informationswhich | should be followed except in-duly
cases. All this information, is-of particular relevaneefor jHSHﬁee} .where t!le co.m.petent
o ‘ N authorities consider it is
which is of particular relevance | MemberStates™autherities; necessary to depart from those
for Member States’ authorities, | should-be-made-publicly-available cons1dera}t10ns on a case-by-

' ‘ _ cases basis e.g. when the legal
should be made publicly by-the-service-provider,for representative is unavailable or
available by the service provider, | example-on-its-websiteina uncooperative. W!lgre the

‘ o competent authorities, by way
for example on its website, in a manncr comparable to the of exception, depart from these
manner comparable to the - ts-for making available considerations they should only
_ ' ' _ address a legal representative
requirements for making ceneral information pursuant to established in a Member State
available general information Article 5 Directive 2000/31/EC on | Participating in the respective
instrument. AH-this-information;
pursuant to Article 5 Directive certain legal aspects of which-is-of particular relevance
2000/31/EC on certain legal wformation-soctebrserviees—th i o
should be made publicly available
aspects of information society particular-eleetronic-commeree; it | by the service providerfor
| . bsite i
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services, in particular electronic
commerce, in the Internal
Market ° (e-Commerce
Directive). For those service
providers subject to the e-
Commerce Directive, Article
3(3) complements but does not
replace these requirements.
Furthermore, Member States
should also publish the relevant
information for their country on
a dedicated site of the e-Justice
portal to facilitate coordination
between Member States and use
of the legal representative by
authorities from another Member

State.

> Directive 2000/31/EC of the

EP mandate

the Internal Market > (e-

Council Mandate

theserequirements—Furthermeore;
Member States should alse
publish and keep up-to-date the
relevant information for their
country on a dedicated site
internet page of the e-Justice
Portal European Judicial
Network in criminal matters to
facilitate coordination between
Member States and use of the
legal representative by authorities
from another Member State. The
data may also be further
disseminated to facilitate access
to this data by competent
authorities, such as via
dedicated intranet sites or
forums and platforms.

Draft agreement
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European Parliament and of the | eleetronie-commereeinthe
Council of 8 June 2000 on Internal Market-(OJE178;
certain legal aspects of +-72000p1H-
information society services, in 8_9#‘%@%@%%
particular electronic commerce, m
in the Internal Market (OJ L 178, legal—aspeets—ef—m—feim&tm
17.7.2000, p. 1). electroniccommerce. in the
Internal Market (OFH17S;

Recital 20

28 (20) The infringement of the 20y Fhe-infringement-of the (20) The service provider should
obligations to designate a legal obligations to designate a fegal be subject to effective,
representative and to notify and | representative-and-to-netify-and proportionate and dissuasive
make publicly available the makepubhehyavatable-the sanctions for the infringement of
information related thereto informationrelated-theretoshould | its the obligations to designate a
should be subject to effective, be subject to effective. legal representative, to entrust
proportionate and dissuasive proportionate and dissuasive the legal representative with the
sanctions. Under no saettons—tHnderno necessary powers and resources
circumstances should the circumstances should the to comply with decisions and
sanctions determine a ban, sanctions determine a ban, orders, establish the appropiate
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permanent or temporary, of permanent-or-temperary;—of procedures and to notify and
service provision. Member States | service-provision—Member-States | make-publichravailable-the
should coordinate their should coordinate thew information related thereto sheuld
enforcement action where a enforcement-action-wherca besubjeetto offee rve

service provider offers services service-provider-offersservicesin | propertionate-and-dissuasive

in several Member States. To several- MemberStates—Fo-ensure | sanetions. The service provider
ensure a coherent and aeoherentand-proportiondate and the legal representative
proportionate approach, a approdch—acoordination should be subject to effective,
coordination mechanism is mechanism is provided. The proportionate and dissuasive
provided. The Commission could | Commission-couldfacilitate-sueh | sanctions for the systematic

facilitate such coordination if coorditrtion-Hrecessary—but infringement by the legal

necessary, but needs to be needsto-beformed-ofeasesof representative of the obligation
informed of cases of infringement—This Directive-does | to cooperate with the competent
infringement. This Directive nroteovern-the-contractual authorities when receiving
does not govern the contractual | arrangementsfor-transferor decisions and orders. Member
arrangements for transfer or shifting-of financial-consequences | States should ensure that both
shifting of financial betweenserviceprovidersand the designated legal
consequences between service legal representatives-of sanetions | representative and the service
providers and legal inposed-tpon-them: provider can be held jointly and
representatives of sanctions severally liable for non-
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imposed upon them.

compliance with obligations
deriving from the applicable
legal framework when receiving
decisions and orders. Jointly
and severally liable means that
either the legal representative
or the service provider may be
sanctioned for non-compliance
by either of them with any of
the obligations under this
Directive. Joint and several
liability should not apply for
actions or omissions of either
the service provider or the legal
representative which constitute
a criminal offence under the
law of the Member State
imposing the sanction. Under no
circumstances should the

sanctions determine a ban,
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Council Mandate
permanent or temporary, of
service provision. Member States
should coordinate their
enforcement action where a
service provider offers services in
several Member States. Central
authorities should coordinate to
ensure a coherent and
proportionate approach;a
previded. The Commission could
facilitate such coordination if
necessary, but needs to be
informed of cases of
infringement. This Directive does
not govern the contractual
arrangements for transfer or
shifting of financial consequences
between service providers and

legal representatives of sanctions

Draft agreement
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imposed upon them.
Recital 20a
29 (20a) When determining in the
individual case the appropriate
and proportionate sanction, the
competent authorities should
also take into account the
financial capacity of the service
provider.
Recital 21
30 (21) This Directive is without (21) This Dircctive is without (21) This Directive is without
prejudice to the investigative prejudice to the ivestigative prejudice to the investigative
powers of authorities in civil or | pewers-ef-authoritiesin-etvil-or powers of authorities in civil or
administrative proceedings, admintstrative proeeedings; administrative proceedings,
including where such inelading-where-such-proeceedings | including where such proceedings
proceedings can lead to can lead to sanctions. can lead to sanctions.
sanctions.
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Recital 22
31 (22) In order to ensure the 22)yn-orderto-ensure-the (22) In order to ensure the

application of the Directive ina | appheation-ofthe Direetive-ina application of the Directive in a
consistent manner, additional coststeptmanner—additional consistent manner, additional
mechanisms for the coordination | mechanismsforthe-eoordination | mechanisms for the coordination
between Member States should | betweenMember-States-should-be | between Member States should be
be put in place. For that purpose, | putinplace—Forthatpurpese; put in place. For that purpose,
Member States should designate | Member-States-should-designate-a | Member States should designate a
a central authority that can central-authority- thateanprovide | central authority that can provide
provide central authorities in central-autheritiesin-other central authorities in other
other Member States with Member-States-with-information | Member States with information
information and assistance in the | and-assistance-in-the-application and assistance in the application
application of the Directive, in of the Directive. i particular of the Directive, in particular
particular where enforcement where-enforeement-actionsunder | where enforcement actions under
actions under the Directive are the Directive-are-considered—This | the Directive are considered. This
considered. This coordination coordination mechanism should coordination mechanism should
mechanism should ensure that ehstre-thatrelevantMember ensure that relevant Member
relevant Member States are States are informed of the intent States are informed of the intent
informed of the intent of a of a-Member State-to-undertake-an | of a Member State to undertake an
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Member State to undertake an enforcementaction—In-addition; enforcement action. In addition,
enforcement action. In addition, | Member-States-should-ensurethat | Member States should ensure that
Member States should ensure central authorttics can provide central authorities can provide
that central authorities can each-other-with-assistanee-t-these | each other any relevant
provide each other with cireumstanees;and-cooperate-with | information and with assistance
assistance in those cach-otherwhererelevant in those circumstances, and
circumstances, and cooperate Cooperttotthonestcenteal cooperate with each other where
with each other where relevant. | autheritiesinthe-ease-ofan relevant. Cooperation amongst
Cooperation amongst central enforeementaction-may-entatl-the | central authorities in the case of
authorities in the case of an coordination of an enforcement an enforcement action may entail
enforcement action may entail action between competent the coordination of an
the coordination of an authoritest-different Member enforcement action between
enforcement action between States—FHor the-eoordinationofan | competent authorities in different
competent authorities in different | enfercementaction;ecentral Member States. It should aim to
Member States. For the authorittesshall-alse-tnvelve the avoid positive or negative
coordination of an enforcement | Commission-whererelevant—The | conflicts of competence. For the
action, central authorities shall existence-of the-coordination coordination of an enforcement
also involve the Commission mechanism-doesnotprejudice-the | action, central authorities should
where relevant. The existence of | rightefanindividual Member shall also involve the Commission
the coordination mechanism Stateto-HRposesaRcHoRs- ol where relevant. The existence of
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does not prejudice the right of an | service-providers-thatfail-te the obligation of these

individual Member State to comply with their obligations authorities to cooperate

impose sanctions on service whderthe Pireetive—The coordinationmechantsm does not

providers that fail to comply designationandpublication-of prejudice the right of an

with their obligations under the | information-abeuteentral individual Member State to

Directive. The designation and authoritics will facilitate the impose sanctions on service

publication of information about | retificationby-serviceproviders | providers that fail to comply with

central authorities will facilitate | efthe-designation-and-contaet their obligations under the

the notification by service details of its legal representative Directive. The designation and

providers of the designation and | te-the Member-State-where-its publication of information about

contact details of its legal leaal representative restdes oris central authorities will facilitate

representative to the Member established-of the-designationand | the notification by service

State where its legal contact-detatls: providers of the designation and

representative resides or is contact details of its legal

established of the designation representative to the Member

and contact details. State where its legal
representative resides or is
established of the designation and
contact details.
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Recital 23

32 (23) Since the objective of this 23 Sinee-the-objeetive-of this (23) Since the objective of this
Directive, namely to remove Pirective, namely-toremove Directive, namely to remove
obstacles to the free provision of | ebstacles-to-the-free-provistonof | obstacles to the free provision of
services in the framework of services i the framework of services in the framework of
gathering evidence in criminal gathering evidence in eriminal gathering evidence in criminal
proceedings, cannot be proceedings. cannot be proceedings, cannot be
sufficiently achieved by the stbetenthv-aehieved-by-the sufficiently achieved by the
Member States, but can rather, Member-States-but-ecanrather, by | Member States, but can rather, by
by reason of the borderless reason-of the borderlessnature-of | reason of the borderless nature of
nature of such services, be better | such-services;-be-betterachieved such services, be better achieved
achieved at Union level, the atUntentevelthe Untonmay at Union level, the Union may
Union may adopt measures in adeptmeastrestraececordanee adopt measures in accordance
accordance with the principle of | with-the-prineiple-ofsubsidiarity | with the principle of subsidiarity
subsidiarity as set out in Article | as-setoutinAtticleS-ofthe as set out in Article 5 of the
5 of the Treaty on European Treaty on European Linton. In Treaty on European Union. In
Union. In accordance with the accordance-with-theprineiple-of | accordance with the principle of
principle of proportionality as set | propertionality-asset-outin-that proportionality as set out in that
out in that Article, this Directive | Artiele;this Direetive-doesnotge | Article, this Directive does not go
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does not go beyond what is beyond-whatisneeessaryinorder | beyond what is necessary in order
necessary in order to achieve to-achieve those objectives. to achieve those objectives.
those objectives.
Recital 24
34 (24) The European Data 24 Fhe EuropeanData (24) The European Data
Protection Supervisor was Protection Supervisor was Protection Supervisor was
consulted in accordance with constlted in accordance with consulted in accordance with
Article 28(2) of Regulation (EC) | Artiele 28(2)of RegulationEC) | Article 28(2) of Regulation (EC)
No 45/2001 of the European No-452001-of the European No 45/2001 of the European
Parliament and of the Council® Parliament and-of the Couneil® Parliament and of the Council’
and delivered an opinion on and-delivered-an-opinion-on{—)’; | and delivered an opinion on
(...), (..)",
6 Reculation (EC) Ne45/2001Lof
6 Regulation (EC) No 45/2001 of | the BurepeanParliament-and-of ? Regulation (EC) No 45/2001 of
the European Parliament and of | the-Counetl-of18-December2000 | the European Parliament and of
the Council of 18 December on-the protection-ofindividuals the Council of 18 December 2000
2000 on the protection of with regard to the processing of on the protection of individuals
individuals with regard to the personal-data-by-the- Community | with regard to the processing of
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processing of personal data by nstitations-and-bodiesand-onthe | personal data by the Community
the Community institutions and | free-mevement-ofsuch-data (O | institutions and bodies and on the
bodies and on the free movement | 8424-2004p—H- free movement of such data (OJ L
of such data (OJ L 8, 12.1.2001, | 7g3¢c p. 8,12.1.2001, p. 1).
p- D. oJC,,p..
‘oJC,,p..
Recital 25
35 (25) The Commission should (25) The Commission should (25) The Commission should

carry out an evaluation of this curry-ottat-evahraton-of - this carry out an evaluation of this
Directive that should be based on | Direetive-that sheuld-be-based-er | Directive that should be based on
the five criteria of efficiency, the five eriteria of efficiency, the five criteria of efficiency,
effectiveness, relevance, effectiveness;relevanee; effectiveness, relevance,
coherence and EU value added coherence and EU value added coherence and EU value added
and should provide the basis for | and-sheuld-provide-the bastsfor and should provide the basis for
impact assessments of possible impact assessments of possible impact assessments of possible
further measures. The evaluation | furthermeasures—The-evaluation | further measures. The evaluation
should be completed 5 years should-be-completed-5—yearsafter | should be completed 5 years after
after entry into application, to entry-into-appheationto-allewfor | entry into application, to allow for
allow for the gathering of the-gathering of suffictent-data-on | the gathering of sufficient data on
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sufficient data on its practical its-practicalimplementation- its practical implementation.
implementation. Information htormation—shoutd-be-cotleeted Information should be collected
should be collected regularly and | regularhyand-in-orderto-inform regularly and in order to inform
in order to inform the evaluation | the-evaluation-ofthisDireetive: the evaluation of this Directive.
of this Directive.
Formula
36 HAVE ADOPTED THIS HAAVE-ADOPTED-THS HAVE ADOPTED THIS
DIRECTIVE: PHECTHA DIRECTIVE:
Article 1
37 Article 1 Artiete1 Article 1
Subject matter and scope Subfect-matter-end-seope Subject matter and scope
Article 1(1)
Presidency proposal 25/06/2022:
38 1. This Directive lays down rules | +—FhisDirectivetaysdown+wles | 1. This Directive lays down rules
on the legal representation in the | enthelegalrepresentationinthe | on the legal representation in the 1. This Directiv.e lays. down the
rules on the designation of
Union of certain service Unien-ef-certain-service-providers | Union of certain service providers | establishments and the
providers for receipt of, for receipt of. compliance with for receipt of, compliance with appointmen.t of legal . .
representatives of certain service
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compliance with and
enforcement of decisions and
orders issued by competent
authorities of the Member States
for the purposes of gathering
evidence in criminal

proceedings.

EP mandate

Council Mandate
and enforcement of decisions and
orders issued by competent
authorities of the Member States
for the purposes of gathering

evidence in criminal proceedings.

Draft agreement

providers offering services in the
Union for the receipt of,
compliance with and enforcement
of decisions and orders issued by
competent authorities of the
Member States, for the purposes of
gathering electronic evidence in
criminal proceedings.

2. This Directive applies to
decisions and orders for the
purpose of gathering electronic
evidence on the basis of
Regulation XXXX/XXX [e-
Evidence Regulation], Directive
2014/41/EU, the Convention
established by the Council in
accordance with Article 34 of the
Treaty on the European Union
on mutual assistance in criminal
matters between Member States
of the Union, and to domestic
orders addressed by Member
States to legal representatives or
designated establishments of
service providers on their
territory.

3. This Directive is without
prejudice to the powers of
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national authorities in
accordance with Union and
national law to address directly
service providers via a designated
establishment or legal
representative on their territory,
for the purposes of gathering
electronic evidence in criminal
proceedings.

Article

1(2)

39

2. Member States may not
impose additional obligations to
those deriving from this
Directive on service providers

covered by this Directive for the

2-Member-States-maynotimpese | 2. Member States may shall not
additional obligations to those impose additional obligations to
deriving from this Directive on those deriving from this Directive
service-providerscovered-by-this | on service providers covered by
Direetivefor-the-purpesesseteut | this Directive for the purposes set

Presidency proposal 24/06/2022

4. Member States shall not impose
additional obligations to those
deriving from this Directive on
service providers in particular
with regard to the designation of
establishments or the
appointment of legal

purposes set out in paragraph 1. | inparagraph-t- out in paragraph 1. .
representatives for the purposes
set out in paragraph 1.
Article 1(3)
40 3. This Directive is without 3. This Dircetive ts without 3. This Directive is without Presidency proposal 25/06/2022 :
prejudice to the powers of prefidteeto-thepowersof prejudice to the powers of
national authorities in national authoritiesin-aceordanee | national authorities in accordance | IDEEETE]
accordance with Union and with Union and national law to with Union and national law to
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national law to address service address-service-providers address directly service providers
providers established on their established-onthetrterrorytor established on their territory for
territory for the purposes referred | the-purpesesreferred-to-in the purposes referred to ## in
to in in paragraph 1. paragraph1- paragraph 1.

Article 1(4)

41 4. This Directive shall apply to 4—This Direetive-shall-apply-te-the | 4. This Directive shall apply to Presidency proposal 25/06/2022 -
the service providers defined in | serviee-providers-defined-in the service providers defined in
Article 2(2) offering their Article 2(2)-offering their serviees | Article 2(2) offering their services | 9+ Lhus Directive shall apply to the

o ‘ ‘ ‘ ‘ ‘ service providers defined in Article
services in the Union. It shall not | in-the Unien—ttshallnetapply in the Union. It shall not apply 2(2) offering their services in the
apply where those service where-theseservice-providers-are | where those service providers are Union. It s.hall not.apply where
. ‘ . . _ _ those service providers are
providers are established on the | established-on-the-territory-ofa established on the territory of a established on the territory of a
territory of a single Member single- Member-State-and-offer single Member State and offer sing!e Member.State and offer
. _ . _ . services exclusively on the

State and offer services services-exchastvely-on-the services exclusively on the territory of that Member State.
exclusively on the territory of territory-of that Member-State: territory of that Member State.
that Member State.

Article 2

42
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Article 2 Articte 2 Article 2
Definitions Definitions Definitions
Article 2, introductory part
43 For the purpose of this Directive, | Foerthe-purpese-ofthisDireetive; | For the purpose of this Directive, | Provisional agreement 6th
the following definitions apply: | the-foHewingdefinitions-apphy the following definitions apply: trilogue 14/06/2022:
For the purpose of this Directive,
the following definitions apply:
Article 2(1)
44 (1) ‘legal representative’ means a | (H—legal-representative’meansa | (1) ‘legal representative’ means a | Presidency proposal 25/06/2022:
legal or natural person, legal-ornatural persoen;-designated | legal or natural person, designated
designated in writing by a HwrRe by-a-service provider in writing by a service provider (1) ‘legal representative’ means a
service provider for the purpose | forthepurpese-efArticles H); for the purpose of Articles 1(1), natural or legal person, designated
of Articles 1(1), 3(1), 3(2) and 3H32)and 363); 3(1), 3(2) and 3(3); in writing by a service provider not
33); established in a Member State
taking part in a legal instrument
referred to in Article 1(2) of this
Directive, for the purpose of
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Articles 1(1) and 3(1);
Article 2(2)
45 (2) ‘service provider’ means any | {2)—serviceprovider—meansany | (2) ‘service provider’ means any | Provisional agreement 6th
natural or legal person that trilogue 14/06/2022:
natural or legal person that natural-erlegal persenthat .
provides one or more of the . '
provides one or more of the provides one or more of the following categories of services, (2) ‘service provider’ means any
followi tegories of services: : : .| with the exception of financial | natural or legal person that
ollowing categories of services: | feHowingecategories-ofservices: services referred to in provides one or more of the
Article 2(2)(b) of following categories of services,
Directive 2006/123/EC: with the exception of financial
services referred to in Article
2(2)(b) of Directive 2006/123/EC
Fandswhere-it-coneerns-personal
data;acts-as-a-data-controller
chin ] . ¢ Reculati
EL)2016/6791:
Article 2(2), point a
(a) electronic communications (a) clectronic communications (a) electronic communications o
Provisional agreement 6th
46 service as defined in Article 2(4) | service-as-definedinArtiele 2(4) | service as defined in Article 2(4) | trilogue 14/06/2022:
of [Directive establishing the of [Directive-establishingthe of [Directive (EU) 2018/1972 a) electronic communications
. ) . service as defined in Article 2(4)
European Electronic European-tlectrontie establishing the European of Directive (EU) 2018/1972 of
Communications Code]; Communications-Codel; Electronic Communications Code | the European Parliament and of
the Council ;
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‘1}.
2

1 Directive (EU) 2018/1972 of
the European Parliament and
Council of 11 December 2018
establishing the European
Electronic Communications

Code (OJ L 321, 17.12.2018, p.

36.)
Article 2(2), point b
(b) information society services | {byinformation-sectety-servicesas | (b) internet domain name and Provisional agreement 6tk
47 as defined in point (b) of Article | defined-inpeint{b)ofAsrticle HH | IP numbering services such as trilogue 14/06/2022:
1(1) of Directive (EU) of Directive (BU)2015/15350f | IP address providers, domain | b) internet domain name and IP
2015/1535 of the E : .. ) numbering services such as IP
5/1535 of the European the European Parliament and of name registries, domain name address providers, domain name
Parliament and of the Council® | the-Couneil®forwhich-the-storage | registrars and related privacy | registries, domain name
for which th £ data ) ) . registrars and domain name
or which the storage of data is a | ef-dataisa-definingcomponentof | and proxy services; related privacy and proxy
defining component of the the-serviee-provided-to-the-user; services;
service provided to the user, including soctal networks, online
including social networks, online | marketplaces-faetlitating
marketplaces facilitating transactions-between-thetrusers;
transactions between their users, | and-otherhestingservice
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and other hosting service providers:
providers; e
¥ Directive (EU) 2015/1535 of - 1 of 0 bor 2015

the European Parliament and of

! laving down-aprocedure forthe
the Council of 9 September 2015

laying down a procedure for the f : }
provision of information in the & )
field of technical regulations and ices(OF L 241 17.9.2¢ ;

of rules on Information Society B
services (OJ L 241, 17.9.2015, p. )

).

Article 2(2), point c

(c) internet domain name and IP | {e)}-internet-domainname-andIP (c) other information society o
Provisional agreement 6th
48 numbering services such as [P atmbertgservicessuehastP services as defined in point (b) of | trilogue 14/06/2022:

address providers, domain name | address-providers-domain-name | Article 1(1) of Directive (EU) ¢) other information society
e ) o ) ) services as defined in point (b) of
registries, domain name registries-domatnnameregistrars | 2015/1535 of the European Article 1(1) of Directive (EU)
registrars and related privacy and | and-related-privacyandproxy Parliament and of the Council ' 2015/1535 of the European
. . . Parliament and of the Council "’
proxy services; services; that provide: that provide:

12 Directive (EU) 2015/1535 of

the European Parliament and of S
the Council of 9 September 2015 Directive (EU) 2015/1535 of the

laying down a procedure for the European Parliament and of the
provision of information in the Council of 9 September 2015
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field of technical regulations and | laying down a procedure for the
of rules on Information Society provision of information in the
services (OJ L 241, 17.9.2015, field of technical regulations and
p. 1). of rules on Information Society
services (OJ L 241, 17.9.2015, p.
1).
Article 2(2), pointc, line 1
- the abll.ltytto 1t.sﬂ:1 sershtoth . Provisional agreement 6th
49 f)‘;mm““‘ca ¢ with each OTIers  \ weilogue 14/06/2022:
- the ability to its users to
communicate with each other; or
Article 2(2), point c, line 2
- to process or store data on Provisional agreement 6th
behalf of the users to whom the trilosue 14/06/2022:
30 service is provided for-which the - :
storage-of data-is-a-defining - the ability to process or store data
component-of theserviee on behalf of the users to whom the
provided-to-the-userincluding service is provided for, where the
social networks-online storage of data is a defining
marketplacesfacilitating component of the service provided
transactions-between-theirusers; | (o theuser;
1 other host i
providers;
Article 2(2), point d
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d)-internct-domain-name-and 1P Presidency proposal 25/06/2022 :
: .
2l R Gl 3 Nk [DELETE]
1 iders, domai
andrelatedprivac-apr proxy
SCEVICeST
Article 2(3)
(3) ‘offering services in a 3)-efferingservices-aMember | (3) ‘offering services in a Member e P
52 Member State’ means: State” means: State’ means: trilogue 14/06/2022:
(3) ‘offering services in a Member
State’ means:
Article 2(3), point a
(a) enabling legal or natural tarenablinglegal-ornataral (a) enabling legal or natural R T 0 T AL
53 persons in a Member State to use | personsin-a-Member-State-to-use | persons in a Member State to use | trilogue 14/06/2022:
the services referred to in point | the-servieesreferred-to-in-point the services referred to in point (a) enabling natural or legal
(2); and 2);-and (2); and persons in a Member State to use
the services referred to in point (2);
and
Article 2(3), point b
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(b) having a substantial by having a-substantial (b) having a substantial
54 connection to the Member State | eonneetionto-the Member-State connection based on specific
referred to in point (a); relerred ton point {a); factual criteria to the Member

State referred to in point (a);

Article 2(4)

(4) ‘establishment’ means either | (H—establishment means-either (4) ‘establishment’ or ‘being
55 the actual pursuit of an economic | the-aetaal pursuitof aneconomie | established’ means either the
activity for an indefinite period | aetivityfor-anindefiniteperiod actual pursuit of an economic
through a stable infrastructure throuch-a-stable-infrastracture activity for an indefinite period
from where the business of fromwhere-the-bustness-of through a stable infrastructure

providing services is carried out | previdingservicesis-earried-out from where the business of
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providing services is carried out

where the business is managed; | where-the-business-is-managed: or antab.e h istueture from
where the business is managed;
Article 2(5)
(5) ‘group’ means a group as (3} croup’ means a group as (5) ‘group’ means a group as
56 defined in Article 3(15) of defined-m-Artele 3H3-of defined in Article 3(15) of
Directive (EU) 2015/849 of the | Direetive-(EH)2045/849-of the Directive (EU) 2015/849 of the
European Parliament and of the | EurepeanParliament-and-ofthe European Parliament and of the
Council’. Couneil’- Council "*
? Directive (EU) 2015/849 of the | *Direetive (EU}2015/849 ofthe | ? Directive (EU) 2015/849 of the
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European Parliament and of the | EurepeanParhiamentand-ofthe European Parliament and of the Council'*
Council of 20 May 2015 on the | Ceuneilef20-May2045-on-the Council of 20 May 2015 on the
prevention of the use of the prevention-of the-use-of the prevention of the use of the 9 Directive (EU) 2015/849 of the
financial system for the purposes | finanetalsystemforthepurpeses | financial system for the purposes European Parliament and of the
of money laundering or terrorist | efmeneylaunderingor-terrorist of money laundering or terrorist Council of 20 May 2015 on the
financing, amending Regulation | finaneingamending Regulation financing, amending Regulation prevention of the use of the
(EU) No 648/2012 of the E)Ne-6432012-of the (EU) No 648/2012 of the financial system for the purposes
European Parliament and of the | EurepeanParlamentand-ofthe European Parliament and of the of money laundering or terrorist
Council, and repealing Directive | Counetandrepealing Direetive Council, and repealing Directive financing, amending Regulation
2005/60/EC of the European 200560 EC ot the-Buropea 2005/60/EC of the European (EU) No ,6 48/2012 of the European
Parliament and of the Council Parliamentand of the Counetland | Parliament and of the Council and i i e e el sl
and Commission Directive Comtsston-Directive Commission Directive repealing Directive 2005/60 /E’C of
2006/70/EC (OJ L 141, 5.6.2015, | 2006/70/E€(03-1415:6:2645; | 2006/70/EC (OJ L 141, 5.6.2015, | 0 European Parliament and of the
p. 73). p—73) p. 73). Council and Commission Directive
2006/70/EC (OJ L 141, 5.6.2015,
p. 73).
Article 3
Article 3 Artiele 3 Article 3
2 Legal representative Leval vepresentative Legal representative
Article 3(1)
58 1. Member States where a 1 Member States where-aservice | 1. Member States where a service | LEeSMenCyproposal23/06/2022:
service provider offering provider offering services in the provider offering services in the 1. Member States shall ensure that
service providers offering services
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established shall ensure that it thatit-designatesatleast-onetegal | that it designates at least one legal

designates at least one legal representative-inthe Untonforthe | representative in the Union for the

representative in the Union for reeciptofcomphance with-and receipt of, compliance with and

the receipt of, compliance with enforcement-of deeistons-and enforcement of decisions and

and enforcement of decisions orders issucd by competent orders issued by competent

and orders issued by competent | autherities-of MemberStatesfor | authorities of Member States for

authorities of Member States for | the-purpese-efgathering-evidenee | the purpose of gathering evidence

the purpose of gathering in-eriminal proceedings—Thelegal | in criminal proceedings. The legal

evidence in criminal representative shall-restde-orbe representative shall reside or be

proceedings. The legal established-in-one-of the Member | established in one of the Member

representative shall reside or be | States-where-the-service-provider | States where the service provider

established in one of the Member | is-established-or-offers-the is established or offers the

States where the service provider | serviees: services.

is established or offers the

services.
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Article 3(2)
59 2. Where a service provider is 2-Where-a-service providerisnet | 2. Where a service provider is not
not established in the Union, establishedin-the Union; Member | established in the Union, Member
Member States shall ensure that | Statesshall-ensure-thatsuech States shall ensure that such
such service provider offering service-provider-offering services | service provider offering services
services on their territory on-thetterrtory-destanatesat on their territory designates at
designates at least one legal least-one-legal representative-in least one legal representative in
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representative in the Union for the Union-for-the receiptof; the Union for the receipt of,
the receipt of, compliance with comphanee-with-and-enforeement | compliance with and enforcement
and enforcement of decisions of deeistons-and-orders-issued-by | of decisions and orders issued by
and orders issued by competent | eempetent-authoritiesof Member | competent authorities of Member
authorities of Member States for | Statesforthepurpese-efgathering | States for the purpose of gathering
the purpose of gathering evidenee-in-eriminal proeeedings: | evidence in criminal proceedings.
evidence in criminal The legal representative shall The legal representative shall
proceedings. The legal reside-or-be-established-inrone-of | reside or be established in one of
representative shall reside or be | the- Member-States-where-the the Member States where the
established in one of the Member | service-provider-offers-the service provider offers the
States where the service provider | serviees: services.
offers the services.
Article 3(3)
60 3. As regards the receipt of, 3Asregardsthereceiptofs 3. As regards the receipt of, Presidency proposal 25/06/2022 :

compliance with and compliance-with-and-enforcement | compliance with and enforcement
enforcement of decisions and of decistons-and-erders—issued-by | of decisions and orders issued by [DELETE]
orders issued by the competent | the-competentautheritiesof the competent authorities of
authorities of Member States Member-States-under Untonlegal | Member States under Union legal
under Union legal instruments hstrimentsadopted-withinthe instruments adepted falling
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adopted within the scope of Title

within the scope of Title V,

V, Chapter 4, of the Treaty on Freaty-on-the Funetioningofthe | Chapter 4, of the Treaty on the
the Functioning of the European | EurepeanUnionforgathering Functioning of the European
Union for gathering evidence in | evidenee-in-eriminal proceedings; | Union for gathering evidence in
criminal proceedings, the the MemberStatestakingpartin | criminal proceedings, the Member
Member States taking part in thosetegalinstraments—shall States taking part in those legal
those legal instruments shall ensure that service providers instruments shall ensure that
ensure that service providers offering-services-on-theirterritory | service providers offering services
offering services on their designate at least one on their territory designate at least
territory designate at least one representative-in-one-of them—The | one representative in one of them.
representative in one of them. legal representative-shall reside-or | The legal representative shall
The legal representative shall be-established-tn-one-ofthe reside or be established in one of
reside or be established in one of | Member-States-where-the-service | the Member States where the
the Member States where the provider-offerstheserviees: service provider offers the
service provider offers the services.
services.
Article 3(4)
61 4. Service providers shall be free | 4—Serviceprovidersshall-befree | 4. Service providers shall-befree | Presidency proposal 25/06/2022 :

to designate additional legal to-destenateaddittonal-Hegal te-may designate additional legal
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representatives, resident or representativesresident-or representatives, restdent-or
. . . . : : [DELETE]

established in other Member established i other Member established-in other Member
States, including those where the | Statesrineludingthese-where-the | States;ineludingthose where the
service providers offer their service-providers-offer-their service providers are estalished
services. Service providers services—Service-providers-whieh | or offer their services. Service
which are part of a group shall arc part of a group shall be providers which-are-partofa
be allowed to collectively allowed-to-coleetively-designate | greup shall be allowed to
designate one legal onetegabrepresentutive: collectively designate one legal
representative. representative.

Article 3(5)

62 5. Member States shall ensure 5. Member-Statesshall-ensure-that | 5. Member States shall ensure that Eresidency proposal 25/06/2022:;
that the decisions and orders by | the-deeisionsand-ordersby-their | the decisions and orders by the 2. Member States shall ensure that
their competent authorities for competentauthoritiesforevidenee | their competent authorities for LRl G

paragraph 1:
evidence gathering in criminal gathering in-eriminal proceedings | evidence gathering in criminal
. . (a) reside in @ Member State where
are-addressed-to-the legal : .
proceedings are addressed to the proceedings are addressed to the i semtes provdens e fh
legal representative designated represeitative destgnated by the legal representative designated by | services; and
by the service provider to that the service provider to that effect 6) @i 5 0lsj s i Eiaseme|
effect. That representative shall | Thatrepresentative-shall-be That legal representative shall be | procedures.
. int, . int. . int,
be entrusted with the receipt entrasted-with-thereeeipt entrusted with the receipt; of and 3. Member States shall ensure that
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those decisions and orders on thosedeeistonsand-orders-on of those decisions and orders on
behalf of the service provider behalt of the service provider behalf of the service provider
concerned. concerned: concerned, and can be subject to
enforcement measures.
Article 3(6)
63 6. To this end, Member States 6-—To-thisend- Member-States 6. Member States shall ensure that
shall ensure that the legal shtbensure-thatthe el service providers established or
representative residing or representative residing or offering services in their territory
established on their territory established-on-thetrterritory provide their legal representative
cooperates with the competent cooperates-with-the-competent with the necessary powers and
authorities when receiving those | autherities-whenrecetvingthese | resources to comply with these
decisions and orders, in decisions and orders. in decisions and orders received
accordance with the applicable aecordance-with-theappheable from any Member State.
legal framework. legalframeweortk
10881/22 MiC/vj 279
ANNEX II JAL2 LIMITE EN



Commission Proposal

EP mandate

Council Mandate

Draft agreement

and that they cooperate with the
competent authorities when
receiving those decisions and
orders, in accordance with the
applicable legal framework.

Article 3(7)
64 7. Member States shall ensure 7 Member States-shall ensurethat | 7. | Tothisend; The Member Presidency proposal 25/06/2022 :
that service providers established | service-providers-established-or States where shall-ensure-that the
or offering services in their offering services-intheirterritory | legal representatives are residing [DELETE]
territory provide their legal provide-theirlegal representative | or are established en-their
representative with the necessary | with-the-neeessary-powers-and territory shall verify that the said
powers and resources to comply | reseurees-to-comply-with-these legal representatives have
with those decisions and orders. | deeisions-and-orders: received from the service
providers the necessary powers
and resources to comply with
decisions and orders received
from any Member State and
that they cooperates with the
competent authorities when
receiving those decisions and
orders, in accordance with the
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!4 Paragraphs 6 and 7 of this
Article from the Commission

Proposal have been switched.
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Article 3

(8)

65

&. Member States shall ensure

that the designated legal

&. Member States shall ensure that
both the designated legal

Presidency proposal 25/06/2022:

5. Member States shall ensure that

representative can be held liable | eanbe-heldliable-fornen- representative and the service both the designated establishment
, , , . o . . or the legal representative and the
for non-compliance with compliance with obligations provider can be held jointly and | garvice provider can be held
obligations deriving from the derivingfrom-the-applicableJegal | severally liable for non- jointly and severally liable for
) . ) ) o non-compliance with obligations
applicable legal framework when | framework-when-receiving compliance with obligations deriving from the applicable legal
receiving decisions and orders, decistons-and-orders;-without deriving from the applicable legal framework when receiving
) .. o Lo o o decisions and orders falling within
without prejudice to the liability | prejudice-to-the-liabilityandlegal | framework when receiving the scope of Article 1(2) of this
and legal actions that could be actions-that could be-initiated decisions and orders, without Directive, with the effect that
.. ) ) . . . o o each of the designated
initiated against the service agatnsttheservice provider—in prejudice-to-the ability-and-legal | Loublishment or the legal
provider. In particular, the lack particular. the lack of appropriate | actions that could be initiated representative and the service
. . ) ) ) . provider may be sanctioned for
of appropriate internal taternalproceduresbetweenthe agathst-the-service provider with non-compliance. In particular, the
procedures between the service servieeproviderand-the-tegal the effect that each of the legal lack of appropriate internal
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provider and the legal representatives-eannotbe-used-as | representative and service procedures between the service
) . ) . . . provider and the designated
ajustilication lor non-compliance .
representatives cannot be used as provider may be sanctioned for A e e T
a justification for non- with those obligations. non-compliance of either of representative cannot be used by
compliance with those them. In particular, the lack of elsher s1de. a8 ajustlﬁcatlon 1)
non-compliance with those
obligations. appropriate internal procedures obligations. Joint and several
between the service provider and hal?lhty Al flof apply f.or
actions or omissions of either the
the legal representatives cannot be | service provider or the legal
. . representative or the designated
used by either side as a establishment which constitute a
justification for non-compliance criminal offence in the Member
with those obligations. Joint and SeatEnplyngihelsanchon:
several liability shall not apply
for actions or omissions of
either the service provider or
the legal representative which
constitute a criminal offence in
the Member State applying the
sanction.
Article 3(9)
66 9. Member States shall ensure 9-Member-States-shall-ensure-that | 9. Member States shall ensure that | Presidency proposal 25/06/2022 :
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that the obligation to designate a | the-ebligationto-destgnate-alegal | the obligation to designate a legal
legal ) lies f ) ) ) Lo 6. Member States shall ensure that
egal representative applies from | representative-appliesfromthe representative applies is fulfilled the obligation to designate
the date of transposition set out | date-oftranspesition-set-outin by [6 menths from the date of establishments or legal
) ) ) ) ) . ) .. . i representatives is fulfilled by [6
in Article 7 for service providers | Article7Horservice-providersthat | transposition set out in Article 7] months from the date of
that offer services in the Union at | efferservices-inthe Union-atthat | for service providers that offer transposition set out in Article 7]
hat d f h ) ces in th ) hat d for service providers that offer
that date, or from the moment 5 services in the Union at that date, services in the Union at that date,
service providers start offering providersstart-offering servieesin | or from the moment service or from the moment service
.. . _ ) ) ) .. | providers start offering services in
services in the Union for those the Unton for those serviee providers start offering services in the Union for those service
service providers that will start providers that will start offering the Union for those service providers that will start offering
services after that date.
offering services after the date of | services-afterthe-date-of providers that will start offering
transposition of the Directive. transposttion ol the Directive. services after the-date-of
transposition of the Directive that
date.
Article 4
Article 4 Article4 Article 4
67 Notifications and languages Notifications and tanguages Notifications and languages
Article 4(1)
68 1. Member States shall ensure 1. Member States shall ensurc 1. Member States shall ensure Provisional agreement 6th
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that, upon designation of its legal | thatupen-designationofitslegal | that, upon designation of its legal | trilogue 14/06/2022;
representative in accordance representative-in-aceordance-with | representative in accordance with | I. Member States shall ensure that
. ) . . each service provider established
with Article 3(1), (2) and (3), Article 3¢H) 2y and (3). cach Article 3(1), (2), and (3) and (4), or offering services in their
each service provider established | service-providerestablished-er each service provider established | territory notifies in writing the
fferi ices in thei . . . . fferi {ces in thei central authority of the Member
or offering services in their offering services-in-theirterritory | or offering services in their State where its designated
territory notifies in writing the notiftes-writingthe-central territory notifies in writing the establishment is established or
. : . h its legal tati
central authority of the Member | autherity-ofthe Member-State central authority of the Member where s legal fepresentative
resides, their contact details and
State where its legal where its legal representative State where its legal any changes thereof.
representative resides or is resides or s established of the representative resides or is
established of the designation designationand-contactdetailsof | established of the designation and
and contact details of its legal itslegal representative-as-wellas | contact details of its legal
representative as well as any any changes thercofl representative as well as any
changes thereof. changes thereof.
Article 4(2)
69 2. The notification shall specify | 2—Fhenetification-shall speeify 2. The notification shall specify Provisional agreement 6th
the official language(s) of the the official language(sy of the the official language(s) of the telnguetleitplin:
. . . . . . 2. The notification shall specify the
Union, as referred to in UYnien;-asreferred-to-in Union, as referred to in : A
official language(s) of the Union,
Regulation 1/58, in which the Regulation 138, in which the Regulation 1/58, in which the as referred to in Regulation 1/58,
leoal tati b . leal tati b in which the legal representative or
egal representative can be fegalrepresentativecanbe egal representative can be designated establishment can be
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addressed. This shall include, at | addressed—Thisshallincludeat addressed. This shall include, at addressed. This shall include one
least, one of the official least-one-of the-official- languages | least; onc or more of the official prmoxe s ot:ﬁcwl langlfages
in accordance with the national
languages of the Member State | efthe MemberState-where-the languages in accordance with law of the Member State where the
: . . . . legal representative resides or

where the legal representative the national law of the Member eemeicd cmik e
resides or is established. established: State where the legal established.

representative resides or is

established.

Article 4(3)

70 3. When a service provider 3. When a service provider 3. When a service provider Presidency proposal 25/06/2022 :
designates several designates-several-representatives; | designates several representatives, | BUSHHeRASeIvice provider
representatives, the notification | the-netificationshall-speeify-the the notification shall specify the designates several designated

. : : : . , establishments or legal
shall specify the official offictallanguage(s)ofthe Unton | official language(s) of the Union representatives in accordance with
language(s) of the Union or orMember-States-covered-by-each | or Member States covered by Atrticle 3 (1), Member States shall
ensure that such service provider
Member States covered by each | efthemorany-other each of them er-and any other indicates the precise territorial
of them or any other constderationsto-determinethe considerations to determine the scope of the designation for the
. : : : : . , designated establishment or legal
considerations to determine the | apprepriatetegalrepresentativete | appropriate legal representative to representatives. The notification
appropriate legal representative | be-addressed—In-dulyjustified be addressed. Ta-dulyjustified shall specify the official
. , .. , language(s) of the Union or
to be addressed. In duly justified | eases; MemberStates™authorities | eases; Member-States” Member States covered by each of
cases, Member States’ may-departtrom-these Competent authorities may them.
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authorities may depart from constderations: depart from those considerations
those considerations. on a case-by-case basis; where
necessary Member States shall
ensure that in such cases, the
addressed legal representative
has to comply with these orders
and decisions.
Article 4(4)
71 4. Member States shall ensure 4Member-Statesshall-ensure-that | 4. fMember States shall ensure
that the service provider makes | the-serviceprovidermakes-the that the-service-providermakes
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the information notified to them | informationneotified-to-themin the information notified to them
) ) ) ) ) ) ) ) \ ) L. 4. Member States shall ensure that
in accordance with this Article accordanecwith-this-Artiele in accordance with this Article is the information notified to them in
publicly available. Member publiely-available—Member-States | publicly available} Member-States | accordance with this Article is
) ) ) ) ) P - . publicly available on a dedicated
States shall publish that shall- publish-thatinfermatien-ena | shallpublish-thatinfermation on a internet page of the European
information on a dedicated page | dedicated-page-ofthe-e-Justice dedicated internet pagc-ofthee- | Judicial Network in criminal
fth . 1 ) f matters. Member States shall
- . : Justice Portal- . . ..
of the e-Justice porta portal: of the European ensure that this information is
Judicial Network in criminal regularly updated. This
information may be further
matters. Member States shall disseminated to facilitate access
ensure that this information is by competent authorities.
regularly updated. This
information may be further
disseminated to facilitate access
by competent authorities.
Article 5
72 Article 5 Articte 5 Article 5
Sanctions Sanctions Sanctions
Article 5(1)
73 1. Member States shall lay down | +—-MemberStatesshallHay-down | 1. Member States shall lay down | Previsional agreement 6th
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rules on sanctions applicable to rules on sanctions applicable to
infringements of national recments-of nattonal infringements of national
provisions adopted pursuant to provisions adopted pursuant to provisions adopted pursuant to
this Directive and shall take all this-Pirective-and shall-takeall Article 3 and 4 this Direetive and
measures necessary to ensure rReasures-neeessary-to-ensure-that | shall take all measures necessary
that they are implemented. The they-are-tmplemented—the to ensure that they are

sanctions provided for shall be sttetots-provided-Htorshat-be implemented. The sanctions
effective, proportionate and etfectiveproportionateand provided for shall be effective,
dissuasive. dissuasive. proportionate and dissuasive.

Article 5(2)

74 2. Member States shall, by the 2. Member States shall, by the 2. Member States shall, by the
date set out in Article 7, notify date-set-out-in-Article 7notify-the | date set out in Article 7, notify the
the Commission of those rules Commisston-of thoserales-and-of | Commission of those rules and of
and of those measures and shall | these-measures-andshallnetify-it; | those measures and shall notify it,
notify it, without delay, of any witheut-delay-ofanysubsequent | without delay, of any subsequent
subsequent amendment affecting | amendmentaffectingthem- amendment affecting them.
them. Member States shall also | Member-States-shall-alse-inform | Member States shall also inform
inform the Commission on an the Commission on an annual the Commission on an annual
annual basis about non- basis-abeutnon-compliantserviee | basis about non-compliant service
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compliant service providers and | providers-andrelevant providers and relevant action taken against them and the
relevant enforcement action enforcementactiontakenagainst | enforcement action taken against sanctions imposed.
taken against them. them. them.
Article 6
Article 6 Lticlot Article 6
75 . . .
Coordination mechanism Coordination-mechanish Central
authorities
Article 6(1)
76 1. Member States shall designate | +MemberStatesshall-designate | 1. In accordance with their legal | Provisional agreement 6th
a central authority or, where its | a-central-authority-erwhere-its systems, Member States shall eiloguellA06/2007:
legal system so provides, more | legal-system-so-provides,more designate one or more & central 1. In accordance with their legal
b { authori i . . . systems, Member States shall
than one central authority, to than one central authority, to authorities autherity-orwhereits designate one or more central
ensure the application of this casure the application of this legabsystem so provides. more authorities to ensure the
. ) d L ) ) application of this Directive in a
Directive in a consistent and than one central authority . :
Directive 1n a consistent an , to consistent and proportionate
proportionate manner. propertionate-manner: ensure the application of this manner.
Directive in a consistent and
proportionate manner.
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Article 6(2)
77 2. Member States shall inform 2-Member-States-shallinformthe | 2. Member States shall inform the | Provisional agreement 6th
the Commission of their Ceommission-of their-designated Commission of their designated alose Rl
desienated central authorit . tral authorit VA 2. Member States shall inform the
esignated central authority, or | eentral-autherity-ereentral central authority, or centra Commission of their designated
central authorities, referred to in | autherities;referred-toin authorities, referred to in central authority, or central
. . . thorities, referred to i h
paragraph 1. The Commission paragraph 1. The Commission paragraph 1. The Commission ?uTl(l)éléismﬁi:gsn s(l)lellﬁ ?grrjvi?a
shall forward a list of designated | shallforward-atistof designated | shall forward a list of designated | list of designated central
authorities to the Member States
central authorities to the Member | eentral-autheritiesto-the Member | central authorities to the Member and make it publicly available.
States. The Commission will States—The-Commission-will-alse | States. The Commission will also
also make publicly available a make publicly available a list of make publicly available a list of
list of designated central destenated-centralauthoritiesto designated central authorities to
authorities to facilitate the facilitate the notifications by a facilitate the notifications by a
notifications by a service serviee provider to the Member service provider to the Member
provider to the Member States States-where-tstegal States where its legal
where its legal representative representativerestdes-oris representative resides or is
resides or is established. established: established.
Article 6(3)
78 3. Member States shall ensure 3 Member-States-shall-ensure-that | 3. Member States shall ensure that | Provisional agreement 6th
that central authorities shall
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provide each other with relevant | eentral-autherities-shall- provide their central authorities shalt trilogue 14/06/2022:
information and mutual cach other with relevant providecacl-otherwith-relevant | 3. Member States shall ensure that
assistance relevant to application their central authorities
of this Directive in a consistent | infermation-and-mutaal-assistanee | coordinate and cooperate with coordinate and cooperate with
and proportionate mannet. The relevant to-apphication-of this each other and, where relevant, | each other and, where relevant,
provisioning of information and with the Commission. and
mutual assistance shall cover, in | Direetive-ina-consistent-and with the Commission, and provide any approp ri,ate
particular, enforcement actions. proportionate manner. The provide any appropriate information and assistance to each
D . . . . . other in order to apply this
information and assistance Directive in a consistent and
Mttabassistaneeshab-cover—in to each other in order to relevant | proportionate manner. The
: . to . Iv thi coordination, cooperation and
’ apply this provisioning of information and
Directive in a consistent and assistance shall cover, in
. particular, enforcement actions.
proportionate manner. The
coordination, cooperation and
provisioning of information and
mutaal assistance shall cover, in
particular, enforcement actions.
Article 6(4)
79 4. Member States shall ensure 4-MemberStatesshallensurethat | 4 MemberStatesshall-ensurethat | Presidency proposal 25/06/2022 :
that the central authorities shall | the-ecentral authorities-shall the central authoritics shall
cooperate with each other and, cooperatewith-each-otherand: cooperatewith-cach-otherand:
where relevant, with the where-relevantwith-the where-relevant-with-the IREIREE]
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Commission to ensure the Commisstonto-chsurc-the Cothns of - chsure-the
application of this Directive in a | application-ofthis Direetive-ina appliea te e HthisPireetive tra
consistent and proportionate consistent-and proportionate constsient +h ! proportionate
manner. Cooperation shall cover, | manner—Cooperationshall-cover; | manner—Coeperationshall-cover;
in particular, enforcement nparticular-enforcementactions. | mparticenlar—enforeement-actions:
actions.

Article 7

Article 7 Artiete7 Article 7

& Transposition Fransposition Transposition

Article 7(1)

81 1. Member States shall bring into | - Member-Statesshall- bringinte | 1. Member States shall bring into P ro\.)ts u.mal agr een.zent e

institutional technical level
force the laws, regulations and foree-thetaws;regulationsand force the laws, regulations and 13/06/2022:
administrative provisions admintstrative provistons administrative provisions
) ) ) ) . ) 1. Member States shall bring into
necessary to comply with this neeessary-to-comply-with-this necessary to comply with this force the laws, regulations and
Directive by 6 months after entry | Direetive-by-6-menths-afferentry | Directive by 6 18 months after administrative provisions
) ) ) ) ) necessary to comply with this
into force. They shall nto-force—Theyshallimmediately | entry into force. They shall Directive by [18] months after
immediately inform the inform the Commissionthereof. | immediately inform the entry into force. They shall
. . immediately inform the
Commission thereof. Commission thereof. Commission thereof.
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Article 7(2)
82 2. When Member States adopt 2-WhenMember States-adept 2. When Member States adopt Provisional agreement 6th
these measures, they shall these-measures;they-shall-ecentain | these measures, they shall contain teloguetlc itz
contain a reference to this arelerenee to this Directive or a reference to this Directive or 2. When Member States adopt
Directive or shall be shdbbevecompatied-by—such shall be accompanied by such these measures, they shall contain
) ) ) ) | areference to this Directive or
reference-on-the-oceaston-of their -
accompanied by such reference reference on the occasion of their | ghai] pe accompanied by such
on the occasion of their official | efficial publication—The-methods | official publication. The methods | Feference on the occasion of their
o ) ) official publication. The methods
publication. The methods of of making-suchreference-shalbbe | of making such reference shall be | g making such reference shall be
making such reference shall be htd-dovar-byv-Member States: laid down by Member States. laid down by Member States.
laid down by Member States.
Article 7(3)
83 3. Member States shall 3 MemberStates-shall 3. Member States shall Provisional agreement 6th
communicate to the Commission | eemmunicate-to-the-Commisston | communicate to the Commission elogpellYG2000:
the text of the measures of thetext-otthe-measuresof the text of the measures of B Vi e S al e ol
national law which they adopt in | natienalHaw-which-theyadoptin | national law which they adopt in communicate to the Commission
) ] ] the text of the measures of national
the field covered by this the ticld covered by this the field covered by this law which they adopt in the field
Directive. Direetive: Directive. covered by this Directive.
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Article 8
84
Article 8 Artiele-§ Article 8
Evaluation Fvatiation Evaluation

Article 8, paragraph 1

85 By [5 years from the date of By vewrsfrontho-dato-of By [5 years from the date of Presidency proposal 25/06/2022:
application of this Directive] at | application-ofthisPirective}-at application of this Directive] at
the latest, the Commission shall | thelatest-the-Commissionshall the latest, the Commission shall By /X years from the date of
carry out an evaluation of the earry-out-an-evaluation-of the carry out an evaluation of the application of this Directive] at the
Directive and present a report to | Direetive-and-present-areportto Directive and present a report to latest, the Commission shall carry
the European Parliament and to | the EuropeanParlament-and-to the European Parliament and to it e v ela @ e T e,
the Council on the application of | the-Council-on-the-apphieation-of | the Council on the application of | The Commission shall transmit
this Directive, which shall this-Directive,-which-shatbinelude | this Directive, which shall include | ig report to the European
include an assessment of the an-assessment-of theneed-te an assessment of the need to Parliatnent and the Council The
need to enlarge its scope. Where | enlarge-its-scope—Where enlarge its scope. Where el @ el be semd i
appropriate, the report shall be appropriate. the report shall be appropriate, the report shall be according to the Commission's
accompanied by a proposal for aceompanied-by-a-propesat-forthe | accompanied by a proposal for the | patter regulation guidelines.
the amendment of this Directive. | amendment-ofthisDireetive-The | amendment of this Directive. The | Member States shall provide the
The evaluation shall be cvaluation shall be conducted evaluation shall be conducted SR e i e e e
conducted according to the according to the Commission's according to the Commission's necessary for the preparation of
Commission's Better Regulation | BetterRegulation-Guidelines: Better Regulation Guidelines. that Report.
Guidelines. Member States shall | MemberStates-shall-provide-the Member States shall provide the
provide the Commission with the | Commisstion-with-the-information | Commission with the information
information necessary for the Reeessaryvtorthe preparation-of necessary for the preparation of
preparation of that Report. thatRepert: that Report.
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Article 9
86 Article 9 Article 9
Entry into force £Entry-intoforee Entry into force
Article 9, paragraph 1
87 This Directive shall enter into Fhis-BPireetivesha-enterinto This Directive shall enter into Provisional agreement 6th
force on the twentieth day forece-on-the-twentieth-day force on the twentieth day trilogue 14/06/2022:
following that of its publication | foHewingthatefitspublicationin | following that of its publication in
in the Official Journal of the the-Offieied-Jonrnalof-the the Official Journal of the T D iieeiioe dhalll @ioe i
European Union. FEuropean-tinion: European Union. force on the twentieth day
following that of its publication in
the Official Journal of the
European Union.
Article 10
88 Article 10 Artiete10 Article 10
Addressees Addressees Addressees
Article 10, paragraph 1
89 This Directive is addressed to the | This-Direective-is-addressed-to-the | This Directive is addressed to the | Provisional agreement 6th
Member States in accordance MemberStates-in-aceordance-with | Member States #raeecordance-with | trilogue 14/06/2022:
theFreaties.
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with the Treaties. the Freaties:
This Directive is addressed to the
Member States in accordance with
the Treaties.
Formula
90 Done at Brussels, Deone-at-Brussels; Done at Brussels,
Formula
For the European Parliament Forthe EuropeanPartianent For the European Parliament
91 The President ThePresident The President
Formula
For the Council Forthe-Couneil For the Council
92 The President ThePresident The President
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