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ANNEX

Proposal for a DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on the

resilience of critical entities

2020/0365(COD)

Outcome of the technical meeting of 17 June 2022

Formula
1 2020/0365 (COD) 2020/0365 (COD) 2020/0365 (COD)
Proposal Title
Proposal for a Proposal for a Proposal for a
DIRECTIVE OF THE EUROPEAN | DIRECTIVE OF THE DIRECTIVE OF THE
) PARLIAMENT AND OF THE EUROPEAN PARLIAMENT EUROPEAN PARLIAMENT
COUNCIL AND OF THE COUNCIL AND OF THE COUNCIL
on the resilience of critical entities on the resilience of critical on the resilience of critical
entities entities
Formula
3 THE EUROPEAN PARLIAMENT THE EUROPEAN THE EUROPEAN
AND THE COUNCIL OF THE PARLIAMENT AND THE PARLIAMENT AND THE
EUROPEAN UNION, COUNCIL OF THE COUNCIL OF THE
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Commission Proposal EP Mandate Council Mandate Draft Agreement
EUROPEAN UNION, EUROPEAN UNION,
Citation 1
Having regard to the Treaty on the Having regard to the Treaty on Having regard to the Treaty on
4 Functioning of the European Union, | the Functioning of the European | the Functioning of the European
and in particular Article 114 thereof, | Union, and in particular Article Union, and in particular Article
114 thereof, 114 thereof,
Citation 2
Having regard to the proposal from | Having regard to the proposal Having regard to the proposal
5 S .. ..
the European Commission, from the European Commission, | from the European Commission,
Citation 3
After transmission of the draft After transmission of the draft After transmission of the draft
6 legislative act to the national legislative act to the national legislative act to the national
parliaments, parliaments, parliaments,
Citation 4
Having regard to the opinion of the Having regard to the opinion of | Having regard to the opinion of
European Economic and Social the European Economic and the European Economic and
7 Committee', Social Committee', Social Committee',
1.0JC,,p.. 1.0JC,,p.. 1.0JC,,p..
Citation 5
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Commission Proposal

Having regard to the opinion of the
Committee of the Regions',

LOICL..L[...]p.[...]

EP Mandate

Having regard to the opinion of
the Committee of the Regions!,

LOIC[..L[...1p.[...]

Council Mandate

Having regard to the opinion of
the Committee of the Regions!,

LOIC[..I.I...1,p.I...].

Draft Agreement

Citation 6

Acting in accordance with the
ordinary legislative procedure!,

1. Position of the European Parliament [...]
and of the Council [...].

Acting in accordance with the
ordinary legislative procedure!,

1. Position of the European Parliament
[...] and of the Council [...].

Acting in accordance with the
ordinary legislative procedure!,

1. Position of the European Parliament
[...] and of the Council [...].

Formula

10

Whereas:

Whereas:

Whereas:

Recital O

10a

(0) Critical entities, as
providers of essential services,
play an indispensable role in
the maintenance of vital
societal functions or economic
activities in the internal
market, in an increasingly
inderdependent Union
economy. The smooth
operation of each critical
entity heavily depends on its
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

level of preparedness and
resilience, enabling it to
continue or to rapidly resume
performing its activity
whenever disruptions occur. It
is therefore essential to set out
a Union-wide framework
aiming both at enhancing the
resilience of critical entities in
the internal market by laying
down a minimal harmonised
set of obligations and at
assisting them through
coherent, dedicated support
and supervision measures.

Recital 1

(1) Council Directive 2008/114/EC!
provides for a procedure for
designating European critical
infrastructures in the energy and
transport sectors, the disruption or
destruction of which would have
significant cross-border impact on at

(1) Council Directive
2008/114/EC! provides for a
procedure for designating
European critical infrastructures
in the energy and transport
sectors, the disruption or
destruction of which would have

(1) Council Directive
2008/114/EC! provides for a
procedure for designating
European critical infrastructures
in the energy and transport
sectors, the disruption or
destruction of which would have

1 least two Member States. That significant cross-border impact significant cross-border impact
Directive focused exclusively on the | on at least two Member States. on at least two Member States.
protection of such infrastructures. That Directive focused That Directive focused
However, the evaluation of Directive | exclusively on the protection of | exclusively on the protection of
2008/114/EC conducted in 20192 such infrastructures. However, such infrastructures. However,
found that due to the increasingly the evaluation of Directive the evaluation of Directive
interconnected and cross-border 2008/114/EC conducted in 2019? | 2008/114/EC conducted in
nature of operations using critical found that due to the increasingly | 2019? found that due to the
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Commission Proposal

infrastructure, protective measures
relating to individual assets alone are
insufficient to prevent all disruptions
from taking place. Therefore, it is
necessary to shift the approach
towards ensuring the resilience of
critical entities, that is, their ability
to mitigate, absorb, accommodate to
and recover from incidents that have
the potential to disrupt the operations
of the critical entity.

1. Council Directive 2008/114/EC of 8
December 2008 on the identification and
designation of European critical
infrastructures and the assessment of the
need to improve their protection (OJ L 345,
23.12.2008, p.75).

2. SWD(2019) 308.

EP Mandate

interconnected and cross-border
nature of operations using critical
infrastructure, protective
measures relating to individual
assets alone are insufficient to
prevent all disruptions from
taking place. Therefore, it is
necessary to shift the approach
towards ensuring the resilience
of critical entities, that is, their
ability to mitigate, absorb, react,
accommodate to and recover
from incidents that have the
potential to disrupt the
operations-of-provision of
essential services by the critical
entity, the free movement of
essential services and the
functioning of the internal

market.

1. Council Directive 2008/114/EC of 8
December 2008 on the identification and
designation of European critical
infrastructures and the assessment of the
need to improve their protection (OJ L
345, 23.12.2008, p.75).

2. SWD(2019) 308.

Council Mandate

increasingly interconnected and
cross-border nature of
operations using critical
infrastructure, protective
measures relating to individual
assets alone are insufficient to
prevent all disruptions from
taking place. Therefore, it is
necessary to shift the approach
towards ensuring that risks are
better accounted for, the role
and duties of individual
entities as providers of
services essential to the
functioning of the internal
market are better defined and
coherent, Union-wide rules
are adopted to enhance the
resilience of critical entities;that
5. As such, critical entities
should be in a position to
reinforce their ability to
mitigate,-abserb;-accommodate
te-prevent, protect against,
respond to, resist, mitigate,
absorb, accommodate and
recover from incidents that have
the potential to disrupt the

. c ieal enti
provision of essential services.
1. Council Directive 2008/114/EC of 8

December 2008 on the identification
and designation of European critical

Draft Agreement
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EP Mandate

Council Mandate

Commission Proposal

Draft Agreement

infrastructures and the assessment of
the need to improve their protection (OJ
L 345, 23.12.2008, p.75).
2. SWD(2019) 308.
Recital 2
(2) Despite existing measures at (2) Despite existing measures at | (2) Despite-existingCurrently,
Union' and national level aimed at Union' and national level aimed | while a number of measures at
supporting the protection of critical at supporting the protection of Union' and national level
infrastructures in the Union, the critical infrastructures in the aimedaim at supporting the
entities operating those Union, the entities operating protection of critical
infrastructures are not adequately those infrastructures are not infrastructures in the Union, the
equipped to address current and always adequately equipped to entities operating those
anticipated future risks to their address current and anticipated infrastructures-are-not
operations that may result in future risks to their operations adeguately-equipped-to-address
disruptions of the provision of that may result in disruptions of | eurrentandanticipatedfature
services that are essential for the the provision of services that are | could be legally better
performance of vital societal essential for the performance of | mandated and better
12 functions or economic activities. vital societal functions or equipped to address risks to
This is due to a dynamic threat economic activities. This is due | their operations that may result
landscape with an evolving terrorist | to a dynamic threat landscape in disruptions of the provision of
threat and growing with-a# evolving_hybrid and services-thatare-essential for-the
interdependencies between terrorist threatthreats and performanece-of vital soetetal
infrastructures and sectors, as well as | growing interdependencies funetions-or-economie
an increased physical risk due to between infrastructures and aetivitiesservices . This is due to
natural disasters and climate change, | sectors, as well as an increased a dynamic threat landscape-with,
which increases the frequency and physical risk due to natural including an evolving terrorist
scale of extreme weather events and | disasters and climate change, threat, and growing
brings long-term changes in average | which increases the frequency interdependencies between
climate that can reduce the capacity | and scale of extreme weather infrastructures and sectors, as
and efficiency of certain events and brings long-term well as an increased physical
infrastructure types if resilience or changes in average climate that risk due to natural disasters and
10316/22 XB/id 7
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Commission Proposal

climate adaptation measures are not
in place. Moreover, relevant sectors
and types of entities are not
recognised consistently as critical in
all Member States.

1. European Programme for Critical
Infrastructure Protection (EPCIP).

EP Mandate

can reduce the capacity,
efficiency and lifespan-and
effieteney of certain
infrastructure types if resilience
or climate adaptation measures
are not in place. Moreover,
relevant sectors and types of
entities are not recognised
consistently as critical in all
Member States._4At Union level
there is no single recognised list
of critical infrastructure sectors.

Instead, different legal acts
cover different sectors.

1. European Programme for Critical
Infrastructure Protection (EPCIP).

Council Mandate

climate change, which-inereases
intensifies the frequency and

scale of extreme weather events
and brings long-term changes in
average climate that-canreduee

the-eapacityo + etevey-of
i ¥
measures-are-notin-place:
Meoreover,-. Moreover, th
internal market is
characterised by
fragmentation in respect of
the identification of critical
entities, as relevant sectors and
types of entities are not
recognised consistently as
critical in all Member States:

1. European Programme for Critical
Infrastructure Protection (EPCIP).

Draft Agreement

Recital 2a

12a

(2a) Certain critical
infrastructures have a pan-
European dimension, such as
the European Organisation for
the Safety of Air Navigation,
Eurocontrol, and the Union’s
Global Satellite Navigation
System, Galileo.
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Recital 3

(3) Those growing
interdependencies are the result of an
increasingly cross-border and
interdependent network of service
provision using key infrastructures
across the Union in the sectors of
energy, transport, banking, financial
market infrastructure, digital
infrastructure, drinking and waste
water, health, certain aspects of
public administration, as well as
space in as far as the provision of
certain services depending on
ground-based infrastructures that are
owned, managed and operated either

(3) Those growing
interdependencies are the result
of an increasingly cross-border
and interdependent network of
service provision using key
infrastructures across the Union
in the sectors of energy,
transport, banking, financial
market infrastructure, digital
infrastructure, drinking and
waste water, food production,
processing and delivery, health,

certain aspects of public
administration, as well as space
in as far as the provision of

(3) Those growing
interdependencies are the result
of an increasingly cross-border
and interdependent network of
service provision using key
infrastructures across the Union
in the sectors of energy,
transport, banking, financial
market infrastructure, digital
infrastructure, drinking and
waste water, health, as well as
space. In terms of the energy
sector and in particular the
methods of electricity
generation and transmission

= by Member States or by private certain services depending on (in respect of supply of
parties is concerned, therefore not ground-based infrastructures that | electricity), it is understood
covering infrastructures owned, are owned, managed and that where deemed
managed or operated by or on behalf | operated either by Member appropriate, electricity
of the Union as part of its space States or by private parties is generation may include
programmes. These concerned, therefore not electricity transmission parts
interdependencies mean that any covering infrastructures owned, | of nuclear power plants, but
disruption, even one initially managed or operated by or on exclude the specifically
confined to one entity or one sector, | behalf of the Union as part of its | nuclear elements covered by
can have cascading effects more space programmes. These relevant nuclear legislation
broadly, potentially resulting in far- | interdependencies mean that any | including treaties and
reaching and long-lasting negative disruption_of essential services, | Community law. The-eertain
impacts in the delivery of services even one initially confined to one | aspeets-ofpublic-administration;
across the internal market. The entity or one sector, can have as-well-as space sector is
COVID-19 pandemic has shown the | cascading effects more broadly, | concerned, in as far as the
vulnerability of our increasingly potentially resulting in far- provision of certain services
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Commission Proposal

interdependent societies in the face
of low-probability risks.

EP Mandate

reaching and long-lasting
negative impacts ##on the
delivery of services across the
internal market. The COVID-19
pandemic has shown the
vulnerability of our increasingly
interdependent societies in the
face of low-probability risks.

Council Mandate

depending on ground-based
infrastructures that are owned,
managed and operated either by
Member States or by private
parties is-eoneerred, therefore
not covering infrastructures
owned, managed or operated by
or on behalf of the Union as part
of its space programmes. These
interdependencies mean that any
disruption, even one initially
confined to one entity or one
sector, can have cascading
effects more broadly, potentially
resulting in far-reaching and
long-lasting negative impacts in
the delivery of services across
the internal market. The
COVID-19 pandemic has shown
the vulnerability of our
increasingly interdependent
societies in the face of low-
probability risks.

Draft Agreement

Recital 4

(4) The entities involved in the
provision of essential services are
increasingly subject to diverging

(4) The entities involved in the
provision of essential services

are inereasinety-subject to

(4) The entities involved in the
provision of essential services
are increasingly subject to

14 requirements imposed under the laws | diverging requirements imposed | diverging requirements imposed
of the Member States. The fact that under the laws of the Member under the laws of the Member
some Member States have less States. The fact that some States. The fact that some
stringent security requirements on Member States have less Member States have less
10316/22 XB/id 10
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Commission Proposal

these entities not only risks
impacting negatively on the
maintenance of vital societal
functions or economic activities
across the Union, it also leads to

obstacles to the proper functioning of
the internal market. Similar types of
entities are considered as critical in

some Member States but not in
others, and those which are
identified as critical are subject to
divergent requirements in different
Member States. This results in
additional and unnecessary
administrative burdens for

companies operating across borders,

notably for companies active in

Member States with more stringent

requirements.

EP Mandate

stringent security requirements
on these entities not only #isks
itmpaetingcreates varying levels
of resilience but also impacts
negatively on the maintenance of
vital societal functions or
economic activities across the
Union, it-also-teadsand leads to
unfair competition and to
obstacles to the proper
functioning of the internal
market. Investors and
companies can rely on and trust
critical entities that are resilient,
and reliability and trust are
cornerstones of a well-
functioning internal market.

Similar types of entities are
considered as critical in some
Member States but not in others,
and those which are identified as
critical are subject to divergent
requirements in different
Member States. This results in
additional and unnecessary
administrative burdens for
companies operating across
borders, notably for companies
active in Member States with
more stringent requirements._4
Union framework will therefore
also have the effect of levelling
the playing field for critical

Council Mandate

stringent-seeurity resilience-
enhancing requirements on

these entities not only risks
impacting negatively on the
maintenance of vital societal
functions or economic activities
across the Union, it also leads to
obstacles to the proper
functioning of the internal
market. Similar types of entities
are considered as critical in
some Member States but not in
others, and those which are
identified as critical are subject
to divergent requirements in
different Member States. This
results in additional and
unnecessary administrative
burdens for companies operating
across borders, notably for
companies active in Member
States with more stringent
requirements. It also results in
an uneven playing field and
disincentives to operate across
borders.

Draft Agreement
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Commission Proposal

EP Mandate

entities across the Union.

Council Mandate

Draft Agreement

Recital 5

15

(5) It is therefore necessary to lay
down harmonised minimum rules to
ensure the provision of essential
services in the internal market and
enhance the resilience of critical
entities.

(5) It is therefore necessary to
lay down harmonised minimum
rules to ensure the provision and
firee movement of essential
services in the internal market, o
enhance the resilience of
critical entities and to improve
cross-border cooperation
between competent authorities.
It is essential that those rules be
future-proof. To that end, the
aim _of this Directive is to make
critical entities resilient, thereby
improving their capacity to
ensure the continuous provision
of essential services in the face
of a diverse set of risks. By
laying down minimum rules,
this Directive enables Member
States to adopt or maintain
more stringent rules to ensure
the provision of essential
services in the internal market
and enhance-and-ernhancethe
resilience of critical entities.

(5) It is therefore necessary to
lay down harmonised minimum
rules to ensure the provision of
essential services in the internal
market and enhance the
resilience of critical entities.

Recital 6

16
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Commission Proposal

(6) In order to achieve that
objective, Member States should
identify critical entities that should
be subject to specific requirements
and oversight, but also particular
support and guidance aimed at
achieving a high level of resilience
in the face of all relevant risks.

EP Mandate

(6) In order to achieve that
objective, Member States should
identify critical entities that
provide essential services in the

sectors and subsectors set out in
the Annex to this Directive.
Those critical entites should be
subject to specific requirements
and oversight, but also particular
support and guidance aimed at
achieving a high level of
resilience in the face of all
relevant risks.

Council Mandate

(6) In order to achieve that
objectivea high level of
resilience, Member States
should identify critical entities
that-shewld will be subject to
specific requirements and
oversight, but also particular
support and guidance-aimed-at

achieving-a-high-level-of
resilienee- in the face of all
relevant risks.

Draft Agreement

Recital 7

17

(7) Certain sectors of the economy
such as energy and transport are
already regulated or may be
regulated in the future by sector-
specific acts of Union law that
contain rules related to certain
aspects of resilience of entities
operating in those sectors. In order to
address in a comprehensive manner
the resilience of those entities that
are critical for the proper functioning
of the internal market, those sector-
specific measures should be
complemented by the ones provided
for in this Directive, which creates
an overarching framework that
addresses critical entities’ resilience

(7) Certain sectors of the
economy such as energy and
transport are already regulated or
may be regulated in the future by
sector-specific acts of Union law
that contain rules related to
certain aspects of resilience of
entities operating in those
sectors. In order to address in a
comprehensive manner the
resilience of those entities that
are critical for the proper
functioning of the internal
market, those sector-specific
measures should be regarded as
lex specialis and should be
complemented by the ones

Where provisions of Union or
national law require critical
entities to assess risks relevant
for the purposes of this
Directive and to take
measures to ensure their own
resilience, those requirements
should be adequately
considered for the purposes of
supervising critical entities’

10316/22
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Commission Proposal

in respect of all hazards, that is,
natural and man-made, accidental
and intentional.

EP Mandate

provided for in this Directive,
which creates an overarching
framework that addresses critical
entities’ resilience in respect of
all hazards, that is, natural and
man-made, accidental and
intentional.

Council Mandate

compliance with the
provisions as set out in this
Directive. On that basis,
national competent authorities
should be able to decide to
exclude those critical entities
order-to-address-ina
comprehenstve toner-the
restlience-offrom their
supervisory objectives and
plans under this Directive, in
line with the risk based
approach and with a view to
alleviate the burden on those
critical entities-that-are-eritical
; unetioni ”
internal-market-those-seetor-
speetfie. Member States
should be empowered to
decide the regime applicable
to risk assessment and
resilience measures should-be

complemented-by-the-enes
providedforinif they are at

least equivalent to those of this
Directivewhich-creates-an
overarchingframeworkthat

iy it cal entitios’

hazards;-thatis;natural-and
man-madeaccidental-and
intentional. Member States

Draft Agreement
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Commission Proposal

EP Mandate

Council Mandate

should nevertheless include all
the sectors listed in the Annex
in their strategy for
reinforcing the resilience of
critical entities, the risk
assessment and the support
measures pursuant to Chapter
II and be able to identify
critical entities in those sectors
where the applicable
conditions have been met.

Draft Agreement

Recital 8

(8) Given the importance of
cybersecurity for the resilience of
critical entities and in the interest of
consistency, a coherent approach
between this Directive and Directive
(EU) XX/YY of the European
Parliament and of the Council!
[Proposed Directive on measures for
a high common level of

(8) Given the importance of
cybersecurity for the resilience of
critical entities and in the interest
of consistency, a coherent
approach between this Directive
and Directive (EU) XX/YY of
the European Parliament and of
the Council' [Proposed Directive
on measures for a high common

(8) Given the importance of
cybersecurity for the resilience
of critical entities and in the
interest of consistency, a
coherent approach between this
Directive and Directive (EU)
XX/YY of the European
Parliament and of the Council!
[Proposed Directive on

18 cybersecurity across the Union; level of cybersecurity across the | measures for a high common

(hereafter “NIS 2 Directive™)] is Union; (hereafter "NIS 2 level of cybersecurity across the

necessary wherever possible. In view | Directive")] is necessary Union; (hereafter “NIS 2

of the higher frequency and wherever possible. In view of the | Directive”)] is necessary

particular characteristics of cyber higher frequency and particular | wherever possible. In view of

risks, the NIS 2 Directive imposes characteristics of cyber risks, the | the higher frequency and

comprehensive requirements on a NIS 2 Directive imposes particular characteristics of

large set of entities to ensure their comprehensive requirements on | cyber risks, the NIS 2 Directive

cybersecurity. Given that a large set of entities to ensure imposes comprehensive

cybersecurity is addressed their cybersecurity. Given that requirements on a large set of
10316/22 XB/id 15
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Commission Proposal

sufficiently in the NIS 2 Directive,
the matters covered by it should be
excluded from the scope of this
Directive, without prejudice to the
particular regime for entities in the
digital infrastructure sector.

1. [Reference to NIS 2 Directive, once
adopted.]

EP Mandate

cybersecurity is addressed
sufficiently in the NIS 2
Directive, the matters covered by
it should be excluded from the
scope of this Directive, without
prejudice to the particular regime
for entities in the digital
infrastructure sector._As a result,
the competent authorities
designated under the NIS 2
Directive will be responsible for

Council Mandate

entities to ensure their
cybersecurity. Given that
cybersecurity 1s addressed
sufficiently in the NIS 2
Directive, the matters covered
by it should be excluded from
the scope of this Directive,
without prejudice to the
particular regime for entities in
the digital infrastructure sector.

the supervision of entities
identified as critical entities or
entities equivalent to critical
entities under this Directive as
regards matters that fall under
the scope of that Directive.

1. [Reference to NIS 2 Directive, once
adopted.]

1. [Reference to NIS 2 Directive, once
adopted.]

Draft Agreement

Recital 9
(9) Where provisions of other acts (9) Where provisions of other (9) Whereprovisions-of-other
of Union law require critical entities | acts of Union law require critical | aets-efUniontawrequire
to assess relevant risks, take entities to assess relevant risks, eritical-entitics-to-assessrelevant
measures to ensure their resilience or | take measures to ensure their riskstake measures-to-ensure
19 notify incidents, and those resilience or notify incidents, and | theirrestience-ornetify
requirements are at least equivalent | those requirements are at least ineidents-and-these
to the corresponding obligations laid | equivalent to the corresponding | requirements-are-atleast
down in this Directive, the relevant obligations laid down in this equivalentto-the-eorresponding
provisions of this Directive should Directive, the relevant provisions | eblgationslaid-down-in-this
not apply, so as to avoid duplication | of this Directive should not Direetive - therelevant
10316/22 XB/id 16
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Commission Proposal

and unnecessary burdens. In that
case, the relevant provisions of such
other acts should apply. Where the
relevant provisions of this Directive
do not apply, its provisions on
supervision and enforcement should
not be applicable either. Member
States should nevertheless include all
the sectors listed in the Annex in
their strategy for reinforcing the
resilience of critical entities, the risk
assessment and the support measures
pursuant to Chapter II and be able to
identify critical entities in those
sectors where the applicable
conditions have been met, taking
into account the particular regime for
entities in the banking, financial
market infrastructure and digital
infrastructure sector.

EP Mandate

apply, so as to avoid duplication
and unnecessary burdens. In that
case, the relevant provisions of
such other acts should apply.
Where the relevant provisions of
this Directive do not apply, its
provisions on supervision and
enforcement should not be
applicable either. Member States
should nevertheless include all
the sectors listed in the Annex in
their strategy for reinforcing the
resilience of critical entities, the
risk assessment and the support
measures pursuant to Chapter 11
and be able to identify critical
entities in those sectors where
the applicable conditions have
been met, taking into account the
particular regime for entities in
the banking, financial market
infrastructure and digital
infrastructure sector.

Council Mandate

In order not to jeopardize the
security of Member States
showldneverthelesstnetudeat

| Licted-intl .
hei ; o Foreing il
resilieneeor the security and
commercial interests of critical
entities, the risk-assessmentand

infrastructure-sectoraccess to,
exchange and handling of
sensitive information shall be
done carefully and with

Draft Agreement
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Commission Proposal EP Mandate

Council Mandate

particular attention to the
transmission channels and
storage capacities that will be
used by the relevant
stakeholders.

Draft Agreement

Recital 9a

19a

(9a) This Directive should not
be deemed to affect the
competences of Member
States and of their authorities
in terms of administrative
autonomy, organisation and
functioning of the judiciary,
parliaments or central banks,
or affect their responsibility to
safeguard national interest,
particularly concerning public
security, defence and national
security. Moreover, this
Directive should not apply to
any entity, either public or
private, that mainly carries
out activities in the areas of
defence, national security,
public security or law
enforcement. It should also
not apply to the activities of
entities conducted in these
areas. Member States should
perform an individual
assessment of entities that

10316/22
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Commission Proposal

EP Mandate

Council Mandate

meet the criteria for being
identified as a critical entity
but also mainly carry out
activities in the areas of
national security, defence,
public security or law
enforcement. Upon that
assessment of these specific
activities, entities would be
granted the benefit of the
regime established by this
Directive or fall outside of its
scope. No Member State is to
be obliged to supply
information the disclosure of
which would be contrary to
the essential interests of its
public security. National or
Union rules for protecting
classified information, non-
disclosure agreements, and
informal non-disclosure
agreements are of relevance.

Draft Agreement

Recital 10

(10) In view of ensuring a
comprehensive approach to the
resilience of critical entities, each

(10) In view of ensuring a
comprehensive approach to the
resilience of critical entities, each

(10) In view of ensuring a
comprehensive approach to the
resilience of critical entities,

(10) COM informal
compromise proposal sent
5/5:

2 Member State should have a strategy | Member State should have a each Member State should have
setting out objectives and policy strategy setting out objectives in place a strategy setting out (10) In view of ensuring a
measures to be implemented. To and policy measures to be objectives and policy measures | comprehensive approach to
achieve this, Member States should | implemented. To achieve this, to be implemented. That the resilience of critical
10316/22 XB/id 19
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Commission Proposal

ensure that their cybersecurity
strategies provide for a policy
framework for enhanced

coordination between the competent
authority under this Directive and the

NIS 2 Directive in the context of

information sharing on incidents and

cyber threats and the exercise of
supervisory tasks.

EP Mandate

and taking into account the
hybrid nature of many threats
and the Union’s strategy on
resilience prepared by the
Critical Entities Resilience
Group, established by this
Directive, Member States should
ensure that their-eypbersecurity
strategies provide for a policy
framework for enhanced
coordination between the
competent awthorityauthorities
of Member States under this
Directive and the under NIS 2
Directive-in-the-context-of,
including information sharing on
incidents and eyberthreats and
the exercise of supervisory tasks.

Council Mandate

strategy should be designed to
seamlessly integrate existing
policies, building wherever
possible upon relevant existing
national and sectoral
strategies, plans or similar
documents. To achieve this,
Member States should ensure
that their-eybersecurity
strategies provide for a policy
framework for enhanced
coordination between the
competent authority under this
Directive and the NIS 2
Directive in the context of
information sharing on
cybersecurity risks, cyber
threats and incidents and
eybernon-cyber risks, threats
and incidents and the exercise
of supervisory tasks.

Draft Agreement

entities, each Member State
should have in place a
strategy setting out
objectives and policy
measures to be
implemented. [In the
interest of coherence and
efficiency,] that strategy
should be designed to
seamlessly integrate
existing policies, building
wherever possible upon
relevant existing national
and sectoral strategies,
plans or similar documents.
To achieve a
comprehensive approach,
Member States should
ensure that their strategies
provide for a policy
framework for enhanced
coordination between the
competent authority under
this Directive and under the
NIS 2 Directive in the
context of information
sharing on cybersecurity
risks, cyber threats and
incidents and non-cyber
risks, threats and incidents
and of the exercise of
supervisory tasks. When
putting in place those
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Commission Proposal EP Mandate Council Mandate Draft Agreement
strategies, Member States
should take due account of
the hybrid nature of threats
to critical entities.[BH(1]

[BH(1]This addition
builds on the suggestion by
the EP for recital 10.
Recital 11

(11) The actions of Member States (11) The actions of Member (11) The actions of Member
to identify and help ensure the States to identify and help ensure | States to identify and help
resilience of critical entities should the resilience of critical entities ensure the resilience of critical
follow a risk-based approach that should follow a risk-based entities should follow a risk-
targets efforts to the entities most approach that targets efforts to based approach that targets
relevant for the performance of vital | the entities most relevant for the | efforts to the entities most
societal functions or economic performance of vital societal relevant for the performance of
activities. In order to ensure such a functions or economic activities. | vital societal functions or
targeted approach, each Member In order to ensure such a targeted | economic activities. In order to
State should carry out, within a approach, each Member State ensure such a targeted approach,

71 harmonised framework, an should carry out, within a each Member State should carry
assessment of all relevant natural and | harmonised framework, an out, within a harmonised
man-made risks that may affect the assessment of all relevant natural | framework, an assessment of-al
provision of essential services, and man-made risks, including relevant natural and man-made
including accidents, natural disasters, | cross-sectoral and cross-border | risks that may affect the
public health emergencies such as risks, that may affect the provision of essential services,
pandemics, and antagonistic threats, | provision of essential services, including accidents, natural
including terrorist offences. When including accidents, hybrid disasters, public health
carrying out those risk assessments, | threats, natural disasters, public | emergencies such as pandemics,
Member States should take into health emergencies such as andhybrid threats or other
account other general or sector- pandemics, and antagonistic antagonistic threats, including
specific risk assessment carried out threats, including terrorist terrorist offences. When
pursuant to other acts of Union law offences, criminal infiltration carrying out those risk
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and should consider the
dependencies between sectors,
including from other Member States
and third countries. The outcomes of
the risk assessment should be used in
the process of identification of
critical entities and to assist those
entities in meeting the resilience
requirements of this Directive.

EP Mandate

and sabotage. When carrying out
those risk assessments, Member
States should take into account
other general or sector-specific
risk assessment carried out
pursuant to other acts of Union
law and should consider the
dependencies between sectors,
including from other Member
States and third countries.
Member States should not
consider as a risk any regular
business risk to operations
arising from market conditions
or any risk arising from
democratic decision-making.
The outcomes of the risk
assessment should be used in the
process of identification of
critical entities and to assist those
entities in meeting the resilience
requirements of this Directive._At
their request the Commission
should also be able to provide
entities based in third countries
with advisory expertise.

Council Mandate

assessments, Member States
should take into account other
general or sector-specific risk
assessment carried out pursuant
to other acts of Union law and
should consider the
dependencies between sectors,
including from other Member
States and third countries. The
outcomes of the risk assessment
should be used in the process of
identification of critical entities
and to assist those entities in
meeting-the their resilience
requirements efthis Direetive-.

Draft Agreement

Recital 12

(12) In order to ensure that all

(12) In order to ensure that all

(12) In order to ensure that all

(12) COM Proposal of 10

22 relevant entities are subject to those | relevant entities are subject to relevant entities are subject to March: The explanation in
requirements and to reduce those requirements and to reduce | those requirements and to the Recital could be added
divergences in this respect, it is divergences in this respect, it is reduce divergences in this to Recital 12 (NB the text
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important to lay down harmonised
rules allowing for a consistent
identification of critical entities
across the Union, while also
allowing Member States to reflect
national specificities. Therefore,
criteria to identify critical entities
should be laid down. In the interest
of effectiveness, efficiency,
consistency and legal certainty,
appropriate rules should also be set
on notification and cooperation
relating to, as well as the legal
consequences of, such identification.
In order to enable the Commission to
assess the correct application of this
Directive, Member States should
submit to the Commission, in a
manner that is as detailed and
specific as possible, relevant
information and, in any event, the
list of essential services, the number
of critical entities identified for each
sector and subsector referred to in
the Annex and the essential service
or services that each entity provides
and any thresholds applied.

EP Mandate

important to lay down
harmonised minimum rules
allowing for a consistent
identification of critical entities
across the Union, while also
allowing Member States to
reflect national specificities.
Therefore, common criteria_and
methodologies to identify critical
entities should be laid down_in a
transparent manner. In the
interest of effectiveness,
efficiency, consistency and legal
certainty, appropriate rules
should also be set on notification
and cooperation relating to, as
well as the legal consequences
of, such identification. In order
to enable the Commission to
assess the correct application of
this Directive, Member States
should submit to the
Commission, in a manner that is
as detailed and specific as
possible, relevant information
and, in any event, the list of
essential services, the number of
critical entities identified for
each sector and subsector
referred to in the Annex and the
essential service or services that
each entity provides and any
thresholds applied.

Council Mandate

respect, it is important to lay
down harmonised rules allowing
for a consistent identification of
critical entities across the Union,
while-alse- allowing Member
States to reflectnational
speeifieitiesexercise their
decision making powers,
adequately reflecting the role
and importance of these
entities as providers of
services on their territory .
Therefore, criteria to identify
critical entities should be laid
down. In the interest of

effectiveness;-efficieney;
eonsisteney and legal certainty,

appropriate rules should also be
set out on notification and
cooperation relating to, as well
as the legal consequences of,
such identification. In order to
enable the Commission to assess
the correct application of this
Directive, Member States
should submit to the
Commission, in a manner that is
as-detailed-and- specific as
possible, relevant information
and, in any event, the list of
essential services, the number of
critical entities identified for
each sector and subsector

Draft Agreement

used below is the COM
proposal, without

integrating the amendments
of EP/Council).

COM proposal line 22,
Recital (12): In order to
ensure that all relevant
entities are subject to those
requirements and to reduce
divergences in this respect,
it is important to lay down
harmonised rules allowing
for a consistent
identification of critical
entities across the Union,
while also allowing
Member States to reflect
national specificities.
Therefore, criteria to
identify critical entities
should be laid down. In the
process of identifying
critical entities, Member
States should start by
considering types of entities
in all the sectors and sub-
sectors referred to in the
Annex that are active on
their territory. Applying the
criteria laid down in this
Directive, Member States
should then identify critical
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EP Mandate

Council Mandate

referred to in the Annex and, if
used, thresholds , which can
be presented as such or in
aggregated form, meaning
that the information can be
averaged by geographic area,
by year, sector, sub-sector, or
by other means, and can
include information on the
range of the indicators
provided-and-the-essential
serviecorservicesthateach

) .4 1

Draft Agreement

entities which provide one
or more essential services
that depend on an
infrastructure located in the
territory of the Member
State undertaking the
1dentification, such as a
network, system or facility.
If there is no entity meeting
those criteria in a Member
State, that Member State
has no obligation to
identify a critical entity in
the corresponding sector or
sub-sector. In the interest of
effectiveness, efficiency,
consistency and legal
certainty, appropriate rules
should also be set on
notification and
cooperation relating to, as
well as the legal
consequences of, such
identification. In order to
enable the Commission to
assess the correct
application of this
Directive, Member States
should submit to the
Commission, in a manner
that is as detailed and
specific as possible,
relevant information and,

10316/22
ANNEX

RELEX 5

XB/id

LIMITE

24
EN



Commission Proposal EP Mandate Council Mandate Draft Agreement

in any event, the list of
essential services, the
number of critical entities
identified for each sector
and subsector referred to in
the Annex and the essential
service or services that
each entity provides and
any thresholds applied.
Recital 13
(13) Criteria should also be (13) Criteria should also be (13) Criteria should also be (13) COM informal
established to determine the established to determine the established by the Member proposal of 10.3.22 linked
significance of a disruptive effect significance of a disruptive effect | States to determine the to Line 102:
produced by such incidents. Those produced by such incidents. significance of a disruptive
criteria should build on the criteria Those criteria should build on effect produced by such The explanation in the
provided in Directive (EU) the criteria provided in Directive | incidents taking into account Recital could be added to
2016/1148 of the European (EU) 2016/1148 of the European | the criteria of Article 6(1). Recital 13 (NB the text used
Parliament and of the Council' in Parliament and of the Council' in | Those criteria should build on below is the COM
order to capitalise on the efforts order to capitalise on the efforts | the criteria provided in Directive | proposal, without
73 carried out by Member States to carried out by Member States to | (EU) 2016/1148 of the integrating the amendments
identify those operators and the identify those operators and the European Parliament and of the | of EP/Council).
experience gained in this regard. experience gained in this regard. | Council' in order to capitalise
on the efforts carried out by (13) Criteria should also
1. Directive (EU) 2016/1148 of the European | 1. Directive (EU) 2016/1148 of the Member States to identify those | be established to determine
Parliamf.:nt and of the Coungil of 6 July 2016 | European Parliament apd of the Council operators and the experience the significance of a
concerning measures for a high common of 6 July 2016 concerning measures for . . . . .
level of security of network and information | a high common level of security of gained in this regard. disruptive effect produced
systems across the Union (OJ L 194, network and information systems across by such incidents. Those
19.7.2016, p. 1). the Union (OJ L 194, 19.7.2016, p. 1). 1. Directive (EU) 2016/1148 of the criteria should build on the
]éump ?i‘n ngrJli?mggtl an of the criteria provided in
m(::z;ll(l:;e: for auh}i/gh COI:IEE)CIT lirelg:egl of Directive (EU) 2016/1148
of the European Parliament
10316/22 XB/id
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Commission Proposal EP Mandate Council Mandate

security of network and information
systems across the Union (OJ L 194,
19.7.2016, p. 1).

Draft Agreement

and of the Council' in order
to capitalise on the efforts
carried out by Member
States to identify those
operators and the
experience gained in this
regard. The COVID-19
pandemic has shown the
importance of ensuring the
supply chain security and
demonstrated how its
disruption can have
negative economic and
societal impacts across a
large number of sectors and
across borders. Therefore,
Member States should also
consider effects on the
supply chain, to the extent
possible, when determining
the dependency of other
sectors [and subsectors].

1.[1] Directive (EU)
2016/1148 of the European
Parliament and of the Council of
6 July 2016 concerning measures
for a high common level of
security of network and
information systems across the
Union (OJ L 194, 19.7.2016, p.

1).

Recital 13a
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Commission Proposal

EP Mandate

Council Mandate

(13a) Pursuant to sectoral
Union law provisions, entities
in the banking, financial
market infrastructure and
digital infrastructure sectors
which may qualify as critical
entities under this Directive
are required to assess relevant
risks, take measures to ensure
their resilience and notify
incidents. Given that those
requirements are at least
equivalent to the
corresponding obligations laid
down in this Directive, the
provisions of Article 9a and
Chapters I1I to V should not
apply to those entities, so as to
avoid duplication and
unnecessary burdens on the
entities. By consequence, the
specific provisions on
supervision and enforcement
set out in Chapter VI should
not be applicable either to
those entities. However, in
order to reinforce the
resilience of the internal
market as a whole and
maintain the coherence and
comprehensive character of
the Member States’ competent

Draft Agreement
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Council Mandate

authorities efforts and
oversight, the dedicated
strategies for reinforcing the
resilience of critical entities,
the risk assessments and the
support measures as set out in
Chapter II of this Directive
should also be applicable in
those specific sectors.
Moreover, Member States
should still identify which
entities in those sectors qualify
as critical entities, taking into
account the particular regime
for entities in the banking,
financial market
infrastructure and digital
infrastructure sectors.

Draft Agreement

Recital 13b
(13b) Moreover, with the (13b) The Commission
same aim of avoiding suggested deleting recital
duplication and unnecessary 13b as part of the informal
burdens on critical entities, compromise proposal on
this Directive should establish | equivalence regime sent on
23b a generally applicable 15/6

equivalence regime. Thus, in a
set of clearly identified areas,
measures that are equivalent
to the measures pursuant to
this directive and already
taken by critical entities
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Draft Agreement

belonging to any sector in
order to comply with their
obligations under sector-
specific acts of Union law can
be recognised as equivalent by
Member States. Accordingly,
Member States should be able
to exempt critical entities, in
respect of recognised
equivalent measures, from
taking the specific measures
required under this Directive.

Recital 13a

23¢c

(13a) In accordance with
applicable Union and national
law, including Regulation (EU)
2019/452 of the European
Parliament and of the Council,

which establishes a framework
for the screening of foreign

direct investments in the Union,

the potential threat posed by
foreign ownership of critical

infrastructure within the Union
is to be acknowledged because
services, the economy and the
free movement and safety of

Union citizens depend on the
proper functioning of critical

infrastructure. It is crucial that
Member States and the
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EP Mandate

Commission be vigilant with
regard to financial investments
that foreign countries make in
the operation of critical entities
within the Union and the
consequences that such
investments could have on the
ability to prevent significant

disruptions.

1. Regulation (EU) 2019/452 of the
European Parliament and of the
Council of 19 March 2019 establishing
a framework for the screening of
foreign direct investments into the

Union (OJ L 791, 21.3.2019, p. 1).

Council Mandate

Draft Agreement

Recital 14

(14) Entities pertaining to the digital
infrastructure sector are in essence
based on network and information
systems and fall within the scope of
the NIS 2 Directive, which addresses
the physical security of such systems
as part of their cybersecurity risk

(14) Entities pertaining to the
digital infrastructure sector are in
essence based on network and
information systems and fall
within the scope of the NIS 2
Directive, which addresses the
physical security of such systems

Direetive;Directive
XXXX/XXXX [NIS2

28 management and reporting as part of their cybersecurity risk | Directive] requires entities to
obligations. Since those matters are | management and reporting take appropriate technical and
covered by the NIS 2 Directive, the | obligations. Since those matters | organizational measures to
obligations of this Directive do not are covered by the NIS 2 manage the risks posed to the
apply to such entities. However, Directive, the obligations of this | security of network and
considering the importance of the Directive do not apply to such information systems which
services provided by entities in the entities. However, considering addresses-the-physieal-seeurity
digital infrastructure sector for the the importance of the services ofsuch-systems-as-part-of their
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Commission Proposal

provision of other essential services,
Member States should identify,
based on the criteria and using the
procedure provided for in this
Directive mutatis mutandis, entities
pertaining to the digital
infrastructure sector that should be
treated as equivalent to critical
entities for the purposes of Chapter
IT only, including the provision on
Member States’ support in
enhancing the resilence of these
entities. Consequently, such entities
should not be subject to the
obligations laid down in Chapters III
to VL. Since the obligations for
critical entities laid down in Chapter
II to provide certain information to
the competent authorities relate to
the application of Chapters III and
IV, those entities should not be
subject to those obligations either.

EP Mandate

provided by entities in the digital
infrastructure sector for the
provision of other essential
services, Member States should
identify, based on the criteria and
using the procedure provided for
in this Directive mutatis
mutandis, entities pertaining to
the digital infrastructure sector
that should be treated as
equivalent to critical entities for
the purposes of Chapter II only,
including the provision on
Member States’ support in
enhancing the resilence of these
entities. Consequently, such
entities should not be subject to
the obligations laid down in
Chapters I1I to VI. Since the
obligations for critical entities
laid down in Chapter II to
provide certain information to
the competent authorities relate
to the application of Chapters 111
and IV, those entities should not
be subject to those obligations
either.

Council Mandate
b e ric]

: i igationsthose
providers use in the provision
of their services as wellas to
notify significant incidents
and cyber threats. Since these

essentiabservieesMember
States-should-identifisthreats to
the security of network and
information systems can have
different origins, therefore
[NIS2 Directive] applies an
"all-hazard" approach that
includes the protection of
network and information
systems and their physical
environment. The entities
pertaining to the digital
infrastructure sector are in
essence based on the-eriteria-and
. )
) ]g. D; prog Pr
mutandis;network and
information systems and
therefore the obligations

Draft Agreement
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Council Mandate

imposed on those entities

pert- piraio-the-disital

Consequently;suchby [the
NIS2 Directive] address in a
comprehensive manner the
physical security of such
systems as part of their
cybersecurity risk
management and reporting
obligations. However,
considering the importance of
the services provided by
entities should-not-be-subjeetto

and-HVthese-in the digital
infrastructure sector to
critical entities belonging to all
other relevant economic
sectors, Member States should

identify, based on the criteria

Draft Agreement

10316/22
ANNEX

RELEX 5

XB/id
LIMITE

32
EN



Commission Proposal

EP Mandate
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and using the procedure
provided for in this Directive
mutatis mutandis, entities

sheitd e ve sub cetto-these
obligations-eitherpertaining to
the digital infrastructure
sector as critical entities.

Draft Agreement

Recital 15

25

(15) The EU financial services
acquis establishes comprehensive
requirements on financial entities to
manage all risks they face, including
operational risks and ensure business
continuity. This includes Regulation
(EU) No 648/2012 of the European
Parliament and of the Council!,
Directive 2014/65/EU of the
European Parliament and of the
Council® and Regulation (EU) No
600/2014 of the European
Parliament and of the Council * as
well as Regulation (EU) No
575/2013 of the European
Parliament and of the Council* and
Directive 2013/36/EU of the
European Parliament and of the
Council®. The Commission has
recently proposed to complement
this framework with Regulation

(15) The EU financial services
acquis establishes comprehensive
requirements on financial entities
to manage all risks they face,
including operational risks and
ensure business continuity. This
includes Regulation (EU) No
648/2012 of the European
Parliament and of the Council’,
Directive 2014/65/EU of the
European Parliament and of the
Council? and Regulation (EU)
No 600/2014 of the European
Parliament and of the Council *
as well as Regulation (EU) No
575/2013 of the European
Parliament and of the Council*
and Directive 2013/36/EU of the
European Parliament and of the
Council®. The Commission has
recently proposed to complement

(15) The EU financial services
acquis establishes
comprehensive requirements on
financial entities to manage all
risks they face, including
operational risks and ensure
business continuity. This
includes Regulation (EU) No
648/2012 of the European
Parliament and of the Council’,
Directive 2014/65/EU of the
European Parliament and of the
Council® and Regulation (EU)
No 600/2014 of the European
Parliament and of the Council *
as well as Regulation (EU) No
575/2013 of the European
Parliament and of the Council*
and Directive 2013/36/EU of the
European Parliament and of the
Council®. The-Commission-has

XX/YYYY of the European this framework with Regulation | reeently-propesed-te

Parliament and of the Council XX/YYYY of the European complement-thisframework
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[proposed Regulation on digital
operational resilience for the
financial sector (hereafter “DORA
Regulation”)], which lays down
requirements for financial firms to
manage ICT risks, including the
protection of physical ICT
infrastructures. Since the resilience
of entities listed in points 3 and 4 of
the Annex is comprehensively
covered by the EU financial services
acquis, those entities should also be
treated as equivalent to critical
entities for the purposes of Chapter
II of this Directive only. To ensure a
consistent application of the
operational risk and digital resilience
rules in the financial sector, Member
States’ support to enhancing the
overall resilience of financial entities
equivalent to critical entities should
be ensured by the authorities
designated pursuant to Article 41 of
[DORA Regulation], and subject to
the procedures set out in that
legislation in a fully harmonised
manner.

1. Regulation (EU) No 648/2012 of the
European Parliament and of the Council of 4
July 2012 on OTC derivatives, central
counterparties and trade repositories (OJ L
201, 27.7.2012, p. 1).

2. Directive 2014/65/EU of the European
Parliament and of the Council of 15 May

EP Mandate

Parliament and of the Council
[proposed Regulation on digital
operational resilience for the
financial sector (hereafter
"DORA Regulation")¢], which
lays down requirements for
financial firms to manage ICT
risks, including the protection of
physical ICT infrastructures.
Since the resilience of entities
listed in points 3 and 4 of the
Annex is comprehensively
covered by the EU financial
services acquis, those entities
should also be treated as
equivalent to critical entities for
the purposes of Chapter II of this
Directive only_and,
consequently, such entities
should not be subject to the
obligations laid down in
Chapters 111 to VI of this
Directive. To ensure a consistent
application of the operational
risk and digital resilience rules in
the financial sector, Member
States’ support to enhancing the
overall resilience of financial
entities equivalent to critical
entities should be ensured by the
authorities designated pursuant
to Article 41 of [DORA
Regulation], and subject to the

Council Mandate

with— legal framework will be
complemented with Regulation
XX/YYYY of the European
Parliament and of the Council
[proposed Regulation on digital
operational resilience for the
financial sector (hereafter
"DORA Regulation")], which
lays down requirements for
financial firms to manage ICT
risks, including the protection of
physical ICT infrastructures.

Since the resilience of entities
listed in points 3 and 4 of the
Annex is comprehensively
covered by the EU financial
services acquis, those entities
should also, similar to entities
in the digital infrastructure
sector, be identified as-be
treated-as-equivalent-te critical
entities exclusively for the
purposes of Articles 1-9
ChapterH of this Directive enly.
To ensure a consistent
application of the operational
risk and digital resilience rules
in the financial sector, Member
States’ support to enhancing the
overall resilience of financial
entities equivalent to critical
entities-should could be

Draft Agreement
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Commission Proposal

2014 on markets in financial instruments and
amending Directive 2002/92/EC and
Directive 2011/61/EU (OJ L 173, 12.6.2014,
p. 349).

3. Regulation (EU) No 600/2014 of the
European Parliament and of the Council of
15 May 2014 on markets in financial
instruments and amending Regulation (EU)
No 648/2012 (OJ L 173, 12.6.2014, p. 84).
4. Regulation (EU) No 575/2013 of the
European Parliament and of the Council of
26 June 2013 on prudential requirements for
credit institutions and investment firms and
amending Regulation (EU) No 648/2012 (OJ
L 176,27.6.2013, p. 1).

5. Directive 2013/36/EU of the European
Parliament and of the Council of 26 June
2013 on access to the activity of credit
institutions and the prudential supervision of
credit institutions and investment firms,
amending Directive 2002/87/EC and
repealing Directives 2006/48/EC and
2006/49/EC (OJ L 176, 27.6.2013, p. 338).
6. Proposal for a Regulation of the European
Parliament and of the Council on digital
operational resilience for the financial sector
and amending Regulations (EC) No
1060/2009, (EU) No 648/2012, (EU) No
600/2014 and (EU) No 909/2014,
COM(2020) 595.

procedures set out in that
legislation in a fully harmonised
manner.

1. Regulation (EU) No 648/2012 of the
European Parliament and of the Council
of 4 July 2012 on OTC derivatives,
central counterparties and trade
repositories (OJ L 201, 27.7.2012, p. 1).
2. Directive 2014/65/EU of the
European Parliament and of the Council
of 15 May 2014 on markets in financial
instruments and amending Directive
2002/92/EC and Directive 2011/61/EU
(OJL 173, 12.6.2014, p. 349).

3. Regulation (EU) No 600/2014 of the
European Parliament and of the Council
of 15 May 2014 on markets in financial
instruments and amending Regulation
(EU) No 648/2012 (OJ L 173,
12.6.2014, p. 84).

4. Regulation (EU) No 575/2013 of the
European Parliament and of the Council
of 26 June 2013 on prudential
requirements for credit institutions and
investment firms and amending
Regulation (EU) No 648/2012 (OJ L
176,27.6.2013, p. 1).

5. Directive 2013/36/EU of the
European Parliament and of the Council
of 26 June 2013 on access to the activity
of credit institutions and the prudential
supervision of credit institutions and
investment firms, amending Directive
2002/87/EC and repealing Directives
2006/48/EC and 2006/49/EC (OJ L 176,
27.6.2013, p. 338).

6. Proposal for a Regulation of the
European Parliament and of the Council
on digital operational resilience for the

ensured by the authorities
designated pursuant to Article
41 of [DORA Regulation] or
those designated persuant to
this Directive, and subject to
the procedures set out in the
applicable-that legislation in a

fallyharmenised-coherent

manner.

1. Regulation (EU) No 648/2012 of the
European Parliament and of the
Council of 4 July 2012 on OTC
derivatives, central counterparties and
trade repositories (OJ L 201, 27.7.2012,
p- D).

2. Directive 2014/65/EU of the
European Parliament and of the
Council of 15 May 2014 on markets in
financial instruments and amending
Directive 2002/92/EC and Directive
2011/61/EU (OJ L 173, 12.6.2014, p.
349).

3. Regulation (EU) No 600/2014 of the
European Parliament and of the
Council of 15 May 2014 on markets in
financial instruments and amending
Regulation (EU) No 648/2012 (OJ L
173, 12.6.2014, p. 84).

4. Regulation (EU) No 575/2013 of the
European Parliament and of the
Council of 26 June 2013 on prudential
requirements for credit institutions and
investment firms and amending
Regulation (EU) No 648/2012 (OJ L
176, 27.6.2013, p. 1).

5. Directive 2013/36/EU of the
European Parliament and of the
Council of 26 June 2013 on access to

Draft Agreement
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financial sector and amending
Regulations (EC) No 1060/2009, (EU)
No 648/2012, (EU) No 600/2014 and
(EU) No 909/2014, COM(2020) 595.

the activity of credit institutions and the
prudential supervision of credit
institutions and investment firms,
amending Directive 2002/87/EC and
repealing Directives 2006/48/EC and
2006/49/EC (OJ L 176, 27.6.2013, p.
338).

6. Proposal for a Regulation of the
European Parliament and of the
Council on digital operational resilience
for the financial sector and amending
Regulations (EC) No 1060/2009, (EU)
No 648/2012, (EU) No 600/2014 and
(EU) No 909/2014, COM(2020) 595.

Draft Agreement

Recital 16

(16) Member States should
designate authorities competent to
supervise the application of and,
where necessary, enforce the rules of
this Directive and ensure that those
authorities are adequately
empowered and resourced. In view
of the differences in national

(16) Member States should
designate authorities competent
to supervise the application of
andwherenecessary; enforce
the rules of this Directive and
ensure that those authorities are
adequately empowered and
resourced. In view of the

(16) Member States should
designate authorities competent
to supervise the application of
and, where necessary, enforce
the rules of this Directive and
ensure that those authorities are
adequately empowered and
resourced. In view of the

26 governance structures and in order to | differences in national differences in national

safeguard already existing sectoral governance structures and in governance structures and in

arrangements or Union supervisory order to safeguard already order to safeguard already

and regulatory bodies, and to avoid existing sectoral arrangements or | existing sectoral arrangements

duplication, Member States should Union supervisory and or Union supervisory and

be able to designate more than one regulatory bodies, and to avoid regulatory bodies, and to avoid

competent authority. In that case, duplication, Member States duplication, Member States

they should however clearly should be able to designate more | should be able to designate more

delineate the respective tasks of the | than one competent authority. than one competent authority.

authorities concerned and ensure that | In that case, they should however | In that case, they should
10316/22 XB/id 36
ANNEX RELEX 5 LIMITE EN



Commission Proposal

they cooperate smoothly and
effectively. All competent authorities
should also cooperate more generally
with other relevant authorities, both
at national and Union level.

EP Mandate

clearly delineate the respective
tasks of the authorities concerned
and ensure that they cooperate
smoothly and effectively,
including with competent
authorities of other Member
States. All competent authorities
should also cooperate more
generally with other relevant
authorities, both at national and
Union level, including with
competent authorities of other
Member States.

Council Mandate

however clearly delineate the
respective tasks of the
authorities concerned and ensure
that they cooperate smoothly
and effectively. All competent
authorities should also cooperate
more generally with other
relevant authorities, both at
national and Union level.

Draft Agreement

Recital 17

(17) In order to facilitate cross-
border cooperation and
communication and to enable the
effective implementation of this
Directive, each Member State
should, without prejudice to sector-
specific Union legal requirements,
designate, within one of the

(17) In order to facilitate cross-
border cooperation and
communication and to enable the
effective implementation of this
Directive, each Member State
should, without prejudice to
sector-specific Union legal
requirements, designate, within

(17) In order to facilitate cross-
border cooperation and
communication and to enable
the effective implementation of
this Directive, each Member
State should, without prejudice
to sector-specific Union legal
requirements, designate,-within

27 authorities it designated as one of the authorities it one-of the-autheritiesit

competent authority under this designated as competent designated-as-competent

Directive, a single point of contact authority under this Directive, a | autherity underthis Directive;a

responsible for coordinating issues single point of contact one national single point of

related to the resilience of critical responsible for coordinating contact responsible for

entities and cross-border cooperation | issues related to the resilience of | coordinating issues related to

at Union level in this regard. critical entities and cross-border | the resilience of critical entities
cooperation at Union level in this | and cross-border cooperation at
regard._Each single point of Union level in this regard.
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EP Mandate

contact should liaise and
coordinate all communication,
with the competent authorities
of its Member State, with the
single points of contact of other
Member States and with the
Critical Entities Resilience
Group. The single points of
contact should use efficient,
secure and standardised
reporting channels.

Council Mandate

Draft Agreement

Recital 18

(18) Given that under the NIS 2
Directive entities identified as
critical entities, as well as identified

(18) Sriverterppmelom e A2
Direetive-Entities identified as
critical entities; under this

(18) Giventhatunderthe NIS2
The competent authorities
designated under this

entities in the digital infrastructure Directive as well as identified Directive entities-identified-as
sector that are to be treated as entities in the digital eriticalentitics—aswelas
equivalent under the present infrastructure sector that are to identified-entities-in-the-digital
Directive are subject to the be treated as equivalent-wrder infrastroeture-seetor-that-areto
cybersecurity requirements of the the-present-Directive are subject | be-treated-as-equivalent-under
73 NIS 2 Directive, the competent to the cybersecurity requirements | the-presentDirective-are-subjeet
authorities designated under the two | of the NIS 2 Directive;, The to-the-eyberseeurity
Directives should cooperate, competent authorities designated | requirements-ofthe NIS2
particularly in relation to under the two Directives should | Direetivestheand those
cybersecurity risks and incidents therefore cooperate_in an designated under [NIS 2
affecting those entities. effective and consistent manner, | Directive] should cooperate
particularly in relation to and exchange information
eypberseenrityrisks and incidents | nationally, in relation to
affecting those entities._It is cybersecurity risks, cyber
important that Member States threats and incidents and non-
take measures to avoid double cyber risks, threats and
10316/22 XB/id 38
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Commission Proposal

reporting and checks and to
ensure that the strategies and
requirements provided for in
this Directive and the NIS 2
Directive are complementary
and that critical entities are not
subject to an administrative
burden beyond that which is
necessary to achieve the
objectives of this Directive.

incidents affecting critical
entities as well as on relevant
measures taken by competent
authorities designated under
[the NIS 2 Directive] and this
Directivethe-twe-Direetives

’ ) .

o f l PO ] )

Lineid cfocting il

Draft Agreement

Recital 19

(19) Member States should support
critical entities in strengthening their
resilience, in compliance with their
obligations under this Directive,
without prejudice to the entities’ own
legal responsibility to ensure such
compliance. Member States could in
particular develop guidance
materials and methodologies,

(19) Member States should
support critical entities in
strengthening their resilience, in
particular those that qualify as
small or medium-sized
enterprises (SMEs), in
compliance with their obligations
under this Directive, without
prejudice to the entities’ own

(19) Member States should
support critical entities in
strengthening their resilience, in
compliance with their
obligations under this Directive,
without prejudice to the entities’
own legal responsibility to
ensure such compliance.
Member States could in

29 support the organisation of exercises | legal responsibility to ensure particular develop guidance
to test their resilience and provide such compliance. Member States | materials and methodologies,
training to personnel of critical eowldshould in particular support the organisation of
entities. Moreover, given the develop guidance materials and | exercises to test their resilience
interdependencies between entities methodologies, support the and provide advice and training
and sectors, Member States should organisation of exercises to test | to personnel of critical entities.
establish information sharing tools to | their resilience and provide Moreover, given the
support voluntary information training to personnel of critical interdependencies between
sharing between critical entities, entities. Where necessary and entities and sectors, Member
without prejudice to the application | justified by public interest States should-establish
of competition rules laid down in the | objectives, Member States informationsharing-toelste
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Treaty on the Functioning of the
European Union.

EP Mandate

should be able to provide
financial resources to critical

entities, without prejudice to
applicable rules on State aid.
Moreover, given the
interdependencies between
entities and sectors, Member
States should establish
information sharing tools to
support veluntary-information
sharing and good practices
between critical entities, without
prejudice to the application of
competition rules laid down in
the Treaty on the Functioning of
the European Union.

Council Mandate

support facilitate voluntary
information sharing between
critical entities, without
prejudice to the application of
competition rules laid down in
the Treaty on the Functioning of
the European Union.

Draft Agreement

Recital 19a

29a

(19a) With the aim of
enhancing the resilience of
critical entities identified by
Member States and to reduce
the administrative burden for
those entities, the designated
competent authorities of
Member States should engage
in consultations whenever
appropriate for the consistent
application of the Directive.
Those consultations should be
entered into at the request of

any interested competent
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authority, and should focus on
ensuring a convergent
approach regarding inter-
linked critical entities that use
critical infrastructure which is
physically connected between
two or more Member States,
that belong to the same groups
or corporate structures, or
that have been identified in
one Member State and
provide essential services to or
in other Member States.

Draft Agreement

Recital 19a

29b

(19a) When implementing this
Directive, it is important that
Member States take all the
necessary actions to prevent any
excessive administrative
burdens, particularly on SMEs,
and avoid duplications or
unnecessary obligations. It is
crucial that Member States
assist with and facilitate the
provision of adequate support to

SMEs, when requested, by
taking the technical and
organisational measures
required under this Directive.
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Recital 20

(20) In order to be able to ensure
their resilience, critical entities
should have a comprehensive
understanding of all relevant risks to
which they are exposed and analyse
those risks. To that aim, they should
carry out risks assessments,
whenever necessary in view of their
particular circumstances and the
evolution of those risks, yet in any
event every four years. The risk
assessments by critical entities
should be based on the risk
assessment carried out by Member
States.

(20) In order to be able to ensure
their resilience, critical entities
should have a comprehensive
understanding of all relevant
risks to which they are exposed
and analyse those risks. To that
aim, they should carry out risks
assessments, whenever necessary
in view of their particular
circumstances and the evolution
of those risks, yet in any event
every four years. The risk
assessments by critical entities
should be based on the risk
assessment carried out by

(20) lmerderto-be-ablete
ensure-theirrestlienee; Critical
entities should have a
comprehensive understanding of
all- relevant risks to which they
are exposed and a duty to
analyse those risks. To that aim,
they should carry out risks
assessments, whenever
necessary in view of their
particular circumstances and the
evolution of those risks, yet in
any event every four years. The
risk assessments by critical
entities should be based on the

(20) CION informal
proposal (linked to line
134) (sent by email 15/06):

(20) Critical entities should
have a comprehensive
understanding of relevant
risks to which they are
exposed and a duty to
analyse those risks. To that
aim, they should carry out
risks assessments,
whenever necessary in view
of their particular
circumstances and the

= Member States_and should be in | risk assessment carried out by evolution of those risks, yet
line with common criteria and Member States. If critical in any event every four
methodologies. entities have already years. The risk assessments
conducted an assessment of by critical entities should
these risks and dependencies be based on the risk
as set out in Article 10 under assessment carried out by
other acts of Union or national | Member States. If critical
law, Member States may entities have already
recognise equivalence, in conducted an assessment of
whole or in part, of these these risks and
exisiting risk assessments. dependencies as set out in
Article 10 under other acts
of law, critical entities may
use those risk assessments
in order to reduce their
administrative burden.
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Draft Agreement

Recital 2

31

(21) Ceritical entities should take
organisational and technical
measures that are appropriate and
proportionate to the risks they face
S0 as to prevent, resist, mitigate,
absorb, accommodate to and recover
from an incident. Although critical
entities should take measures on all
points specified in this Directive, the
details and extent of the measures
should reflect the different risks that
each entity has identified as part of
its risk assessment and the
specificities of such entity in an
appropriate and proportionate way.

(21) Ceritical entities should take
organisational and technical
measures that are appropriate and
proportionate to the risks they
face so as to prevent, resist,
mitigate, absorb, accommodate
to and recover from an incident.
Although critical entities should
take measures on all points
specified in this Directive, the
details and extent of the
measures should reflect the
different risks that each entity
has identified as part of its risk
assessment and the specificities
of such entity in an appropriate
and proportionate way.

(21) Ceritical entities should take
organisational, security and
technical measures that are
appropriate and proportionate to
the risks they face so as to
prevent, protect against,
respond to, resist, mitigate,
absorb, accommodate-te- and
recover from an incident.
Adthough While critical entities
should take measures-en-att

in accordance with Article 11,
the details and extent of the
measures should reflect the
different risks that each entity
has identified as part of its risk
assessment and the specificities
of such entity in an appropriate
and proportionate way. To
promote a coherent Union-
wide approach, the
Commission should, after
consultation of the Critical
Entities Resilience Group,
adopt non-binding guidelines
to further specify those
technical, security and
organisational measures. In
the performance of its duties
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Council Mandate

under this Directive, each
critical entity should designate
a liaison officer or equivalent
as point of contact with the
national competent
authorities.

Draft Agreement

Recital 22

(22) In the interest of effectiveness
and accountability, critical entities
should describe those measures, with
a level of detail to sufficiently
achieve those aims, having regard to
the risks identified, in a resilience
plan or in a document or documents
that are equivalent to a resilience
plan, and apply that plan in practice.
Such equivalent document or
documents may be drawn up in

(22) In the interest of
effectiveness and accountability,
critical entities should describe
those measures, with a level of
detail to sufficiently achieve
those aims, having regard to the
risks identified, in a resilience
plan or in a document or
documents that are equivalent to
a resilience plan, and apply that
plan in practice. Such equivalent

(22) In the interest of
effectiveness and accountability,
critical entities should describe
the measures they take-these
measures, with a level of detail
to sufficiently achieve those
aims, having regard to the risks
identified, in a resilience plan or
in a document or documents that
are equivalent to a resilience
plan, and apply that plan in

(22) CION compromise
proposal (linked to line
143) (sent by email 15/06):

(22) In the interest of
effectiveness and
accountability, critical
entities should describe the
measures they take, with a
level of detail to
sufficiently achieve those

32 accordance with requirements and document or documents may be | practice. Such equivalent aims, having regard to the
standards developed in the context of | drawn up in accordance with document or documents may be | risks identified, in a
international agreements on physical | requirements and standards drawn up in accordance with resilience plan or in a
protection to which Member States developed in the context of national law or with document or documents
are parties, including the Convention | international agreements on requirements and standards that are equivalent to a
on the physical protection of nuclear | physical protection to which developed in the context of resilience plan, and apply
material and nuclear facilities, as Member States are parties, international agreements on that plan in practice. If
appropriate. including the Convention on the | physical protection to which critical entities have already

physical protection of nuclear Member States are parties, taken technical and
material and nuclear facilities, as | including the Convention on the | organisational measures
appropriate. physical protection of nuclear and drawn up documents
material and nuclear facilities, pursuant to other acts of
as appropriate. law that are relevant for the
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Draft Agreement

measures referred to in
paragraph 1, they may use
those measures and
documents to meet their
obligations for resilience-
enhancing measures to
avoid double work.

Recital 23

(23) Regulation (EC) No 300/2008
of the European Parliament and of
the Council', Regulation (EC) No
725/2004 of the European
Parliament and of the Council® and
Directive 2005/65/EC of the
European Parliament and of the
Council® establish requirements
applicable to entities in the aviation
and maritime transport sectors to
prevent incidents caused by unlawful

(23) Regulation (EC) No
300/2008 of the European
Parliament and of the Council’,
Regulation (EC) No 725/2004 of
the European Parliament and of
the Council® and Directive
2005/65/EC of the European
Parliament and of the Council?
establish requirements applicable
to entities in the aviation and
maritime transport sectors to

Other acts of national or

= acts and to resist and mitigate the prevent incidents caused by Union law may require critical
consequences of such incidents. unlawful acts and to resist and entities #r-the-aviationand
While the measures required in this | mitigate the consequences of rRaritime-transpert-seetorsto
Directive are broader in terms of such incidents. While the preventinetdentseatsed-by
risks addressed and types of measures required in this wlawful-acts-and-to-resist-and
measures to be taken, critical entities | Directive are broader in terms of | mitizate-the-consequencesof
in those sectors should reflect in risks addressed and types of such-ineidents—While-theto
their resilience plan or equivalent measures to be taken, critical establish resilience measures
documents the measures taken entities in those sectors should equivalent to those under
pursuant to those other Union acts. reflect in their resilience plan or | Article 11. Member States
Moreover, when implementing equivalent documents the may choose to recognise
resilience measures under this measures taken pursuant to those | equivalence, in whole or in
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Directive, critical entities may
consider referring to non-binding
guidelines and good practices

documents developed under sectorial

workstreams, such as the EU Rail
Passenger Security Platform®.

1. Regulation (EC) No 300/2008 of the
European Parliament and of the Council of

11 March 2008 on common rules in the field

of civil aviation security and repealing

Regulation (EC) No 2320/2002 (OJ L 97/72,

9.4.2008, p. 72).

2. Regulation (EC) No 725/2004 of the
European Parliament and of the Council of
31 March 2004 on enhancing ship and port

facility security (OJ L 129, 29.4.2004, p. 6.).

3. Directive 2005/65/EC of the European

Parliament and of the Council of 26 October

2005 on enhancing port security (OJ L 310,
25.11.2005, p. 28).

4. Commission Decision of 29 June 2018
setting up the EU Rail Passenger Security
Platform C/2018/4014.

EP Mandate

other Union acts. Moreover,
critical entities ar also to take
into consideration Directive
2008/96/EC of the European
Parliament and of the Council’,
which introduces a network-
wide road assessment to map the
risks of accidents and a targeted
road safety inspection to identify
hazardous conditions, defects
and problems that increase the
risk of accidents and injuries,
based on a site visit of an
existing road or section of road.
Ensuring the protection and
resilience of critical entities is of
the utmost importance for the
railway sector and, when
implementing resilience
measures under this Directive,
critical entities may-consider
referringare encouraged to refer
to non-binding guidelines and
good practices documents
developed under sectorial
workstreams, such as the EU
Rail Passenger Security
Platform™.

1. Regulation (EC) No 300/2008 of the
European Parliament and of the Council
of 11 March 2008 on common rules in
the field of civil aviation security and
repealing Regulation (EC) No
2320/2002 (OJ L 97/72, 9.4.2008, p.

Council Mandate

part, between these measures
addvess °d e By es-of meastres
to-be-taken;and those referred
to in Article 11, or to ensure
that critical entities #rdescribe
those sectorsshouldrefleetin
theirmeasures in the resilience
plan or equivalent deetuments

steh-as-the EU-Rat-Passenger
Seeurity Platform*:document or

documents.

+. Regulation (EC) Neo-300/2008-of the
EurepeanParliament-and-ofthe

Draft Agreement
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72).

2. Regulation (EC) No 725/2004 of the
European Parliament and of the Council
of 31 March 2004 on enhancing ship and
port facility security (OJ L 129,
29.4.2004, p. 6.).

3. Directive 2005/65/EC of the
European Parliament and of the Council
of 26 October 2005 on enhancing port
security (OJ L 310, 25.11.2005, p. 28).
Securitp-Plattorm-CL2018/4044 Directive
2008/96/EC of the European
Parliament and of the Council of 19
November 2008 on road infrastructure
safety management (OJ L 319,
29.11.2008, p. 59).

5. Commission Decision of 29 June
2018 setting up the EU Rail Passenger
Security Platform C/2018/4014.

Council Mandate

Draft Agreement

Recital 24

(24) The risk of employees of
critical entities misusing for instance
their access rights within the entity’s
organisation to harm and cause
damage is of increasing concern.

34 That risk is exacerbated by the
growing phenomenon of
radicalisation leading to violent
extremism and terrorism. It is
therefore necessary to enable critical
entities to request background
checks on persons falling within

(24) The risk of employees of
critical entities misusing for
instance their access rights
within the entity’s organisation
to harm and cause damage is of
increasing concern. That risk is
exacerbated by the growing
phenomenon of radicalisation
leading to violent extremism and
terrorism. It is therefore
necessary to enable critical
entities to request background

(24) The risk of employees or
contractors of critical entities
misusing-fer-instanee- their
access rights within the entity’s
organisation to harm and cause
damage is of increasing concern.
That risk is-exacerbated-by-the
growing phenemenon-of
extremismand-terrerismmay
substantiate a need to make
provision for a specific
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specific categories of its personnel
and to ensure that those requests are
assessed expeditiously by the
relevant authorities, in accordance
with the applicable rules of Union
and national law, including on the
protection of personal data.

EP Mandate

checks on persons falling within
specific categories of its
personnel and to ensure that
those requests are assessed
expeditiously by the relevant
authorities, in accordance with
the applicable rules of Union and
national law, including on the
protection of personal data, in
particular Regulation (EU)
2016/679.

Council Mandate

procedure for performing
background checks for
persons designated to
undertake sensitive roles or
access certain spaces within
the critical entities. It is
therefore necessary to enable
Member States, where
appropriate, to allow critical
entities to request background

checks on persens-falling-within
speetfieclearly defined
categories of #s-persennel

persons and to ensure that
those requests are assessed
expeditioushy-by-thein
accordance with criteria set
out in national legislation and
procedures. Such background
checks should, where relevant
horities i ’ ]
| Licable ] C Uni
the-pretection-ef personal
dataand applicable, draw upon
information obtained from the
European Criminal Records
Information System (ECRIS)'
and can also, where relevant
and applicable, draw upon the
Second Generation Schengen
Information System (SIS II)?,
intelligence as well as any

Draft Agreement
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other objective information
available that may be
necessary to determine to
suitability of the person
concerned to work in the
position in relation to which
the critical entity has
requested a background
check.

1. Council Framework Decision
2009/315/JHA and Regulation (EU)
2019/816 of the European Parliament
and of the Council of 22 May 2019,
OJ L 135, p.1

2. Regulation (EU) 2018/1862 of the
European Parliament and of the
Council of 28 November 2018 on the
establishment, operation and use of
the Schengen Information System
(SIS) in the field of police
cooperation and judicial cooperation
in criminal matters, amending and
repealing Council Decision
2007/533/JHA, and repealing
Regulation (EC) No 1986/2006 of the
European Parliament and of the
Council and Commission Decision
2010/261/EU, OJ L 312, p.56

Draft Agreement

Recital 25

35

(25) Critical entities should notify,
as soon as reasonably possible under
the given circumstances, Member
States’ competent authorities of

(25) Critical entities should
notify, as soon as reasonably
possible under the given
circumstances_and, in any event,

(25) Critical entities should
notify, as soon as reasonably
possible under the given
circumstances, Member States’
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incidents that significantly disrupt or
have the potential to significantly
disrupt their operations. The
notification should allow the
competent authorities to respond to
the incidents rapidly and adequately
and to have a comprehensive
overview of the overall risks that
critical entities face. For that
purpose, a procedure should be
established for the notification of
certain incidents and parameters
should be provided for to determine
when the actual or potential
disruption is significant and the
incidents should thus be notified.
Given the potential cross-border
impacts of such disruptions, a
procedure should be established for
Member States to inform other
affected Member States via single
points of contacts.

EP Mandate

no later than 24 hours after
becoming aware of the incident
in question, Member States’
competent authorities of
ineidentsany incident that
significantly disrupt-or
hevedisrupts or has the potential
to significantly disrupt their
operations. The competent
authority should inform the
public of such an incident

where it determines that it
would be in the public interest
to do so. The competent
authority should ensure that the
critical entity concerned inform
users of its services that might
be affected by such an incident
of the incident and, where
relevant, of any possible safety
measures or remedies. The
notification should allow the
competent authorities to respond
to the incidents rapidly and
adequately and to have a
comprehensive overview of the
overall risks that critical entities
face. For that purpose, a
procedure should be established
for the notification of certain
incidents and parameters should
be provided for to determine
when the actual or potential

Council Mandate

competent authorities of
incidents that significantly
disrupt or have the potential to
significantly disrupt the
provision of essential services
thetreperations. Tl
notification should allow the
competent authorities to respond
to the incidents rapidly and
adequately and to have a
comprehensive overview of the
overall risks that critical entities
face. For that purpose, a
procedure should be established
for the notification of certain
incidents and parameters should
be provided for to determine
when the actual or potential
disruption is significant and the
incidents should thus be
notified. Given the potential
cross-border impacts of such
disruptions, a procedure should
be established for Member
States to inform other affected
Member States via single points
of contacts.

Draft Agreement
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EP Mandate

Council Mandate

Commission Proposal

disruption is significant and the
incidents should thus be notified.
Given the potential cross-border
impacts of such disruptions, a
procedure should be established
for Member States to inform
other affected Member States via
single points of contacts, without
undue delay. Information on
incidents should be treated in a
way that respects confidentiality
and the security and
commercial interests of the
critical entity concerned.

Draft Agreement

Recital 26

(26) While critical entities generally
operate as part of an increasingly
interconnected network of service
provision and infrastructures and
often provide essential services in
more than one Member State, some
of those entities are of particular

(26) While critical entities
generally operate as part of an
increasingly interconnected
network of service provision and
infrastructures and often provide
essential services in more than
one Member State, some of those

(26) While critical entities
generally operate as part of an
increasingly interconnected
network of service provision
and infrastructures and often
provide essential services in
more than one Member State,

36 significance for the Union because entities are of particular some of those entities are of
they provide essential services to a significance for the Union and particular significance for the
large number of Member States, and | the internal market because they | Union because they provide
therefore require specific oversight provide essential services to ¢ essential services to atarge
at Union level. Rules on the specific | lareenwmber-ofseveral Member | awmbers or in more than one
oversight in respect of such critical States, and therefore require third of Member States, and
entities of particular European specific oversight at Union level. | therefore requirecould benefit
significance should therefore be Rules on the specific oversight in | from specific eversightsupport
established. Those rules are without | respect of such critical entities of | at Union level. Rules on
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EP Mandate

Council Mandate

Commission Proposal

prejudice to the rules on supervision
and enforcement set out in this
Directive.

particular European significance
should therefore be established.
Those rules are without prejudice
to the rules on supervision and
enforcement set out in this
Directive.

advisory missions-the-speeifie
oversight in respect of such
critical entities of particular
European significance should
therefore be established. Those
rules are without prejudice to
the rules on supervision and
enforcement set out in this
Directive.

Draft Agreement

Recital 27

(27) Where any Member State
considers that additional information
is necessary to be able to advise a
critical entity in meeting its
obligations under Chapter III or to
assess the compliance of a critical
entity of particular European
significance with those obligations,
in agreement with the Member State
where the infrastructure of that entity

(27) Where any Member State
considers that additional
information is necessary to be
able to advise a critical entity in
meeting its obligations under
Chapter III or to assess the
compliance of a critical entity of
particular European significance
with those obligations, in
agreement with the Member

(27) Where-anyUpon the

reasoned request of one or
more Member State-considers
thatStates to or in which the
essential service is provided or
of the Commission, where
additional information is
necessary to be able to advise a
critical entity in meeting its

obligations-under-Chapter Hl

2z is located, the Commission should State where the infrastructure of | or to assess the compliance of a
organise an advisory mission to that entity is located, the critical entity of particular
assess the measures put in place by Commission should organise an | European significance with
that entity. In order to ensure that advisory mission to assess the those obligations, in agreement
such advisory missions are carried measures put in place by that with the Member State where
out properly, complementary rules entity. In order to ensure that the-infrastraeture-of that- entity
should be established, notably on such advisory missions are is located, the Commission
their organisation and conduct, the carried out properly, should be enabled to organise
follow-up to be given and the complementary rules should be an advisory mission to assess
obligations for the critical entities of | established, notably on their the measures put in place by that
particular European significance organisation and conduct, the entity. In order to ensure that
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Commission Proposal

concerned. The advisory missions
should, without prejudice to the need
for the Member State where the
advisory mission is conducted and
the entity concerned to comply with
the rules of this Directive, be
conducted subject to the detailed
rules of the law of that Member
State, for instance on the precise
conditions to be fulfilled to obtain
access to relevant premises or
documents and on judicial redress.
Specific expertise required for such
missions could, where relevant, be
requested through the Emergency
Response Coordination Centre.

EP Mandate

follow-up to be given and the
obligations for the critical
entities of particular European
significance concerned. The
advisory missions should,
without prejudice to the need for
the Member State where the
advisory mission is conducted
and the entity concerned to
comply with the rules of this
Directive, be conducted subject
to the detailed rules of the law of
that Member State, for instance
on the precise conditions to be
fulfilled to obtain access to
relevant premises or documents
and on judicial redress. Specific
expertise required for such
missions could, where relevant,
be requested through the
Emergency Response
Coordination Centre.

Council Mandate

such advisory missions are
carried out properly,
complementary rules should be
established, notably on their
organisation and conduct, the
follow-up to be given and the
obligations for the critical
entities of particular European
significance concerned. The
advisory missions should,
without prejudice to the need for
the Member State where the
advisory mission is conducted
and the entity concerned to
comply with the rules of this
Directive, be conducted subject
to the detailed rules of the law
of that Member State, for
instance on the precise
conditions to be fulfilled to
obtain access to relevant
premises or documents and on
judicial redress.— Specific
expertise required for such
missions could, where relevant,
be requested through the
Emergency Response
Coordination Centre.

Draft Agreement

Recital 27a
37a (27a) Standardisation should
remain primarily a market-
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Commission Proposal

EP Mandate

driven process. However, there
might still be situations where it
is appropriate to require
compliance with specified
standards at Union level. The
Commission and the Member
States should support and
promote the development and

implementation of standards
and specifications relevant to
the resilience of critical entities
as set by the European
Standardisation Organisations
for the undertaking of technical

and organisational measures
aimed at ensuring critical
entities’ resilience. Member
States should also encourage
the use of internationally
accepted standards and
specifications relevant to
resilience measures applicable
to critical entities.

Council Mandate

Draft Agreement

Recital 28

(28) In order to support the
Commission and facilitate strategic
cooperation and the exchange of

(28) In order to support the
Commission and facilitate
strategic cooperation and the

(28) In order to support the
Commission and facilitate
cooperation among Member

(28) Technical meeting
31/5:

= information, including best practices, | exchange of information, States-strategic-eooperation and | CION compromise
on issues relating to this Directive, a | including best practices, on the exchange of information, proposal to add new recital
Critical Entities Resilience Group, issues relating to this Directive, a | including best practices, on 28a:
which is a Commission expert group, | Critical Entities Resilience issues relating to this Directive, | (xx) The Critical Entities
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Commission Proposal

should be established. Member
States should endeavour to ensure
effective and efficient cooperation of
the designated representatives of
their competent authorities in the
Critical Entities Resilience Group.
The group should begin to perform
its tasks from six months after the
entry into force of this Directive, so
as to provide additional means for
appropriate cooperation during the
transposition period of this Directive.

EP Mandate

Group, which is a Commission
expert group, should be
established. Member States
should endeavour to ensure
effective and efficient
cooperation of the designated
representatives of their
competent authorities in the
Critical Entities Resilience
Group. The group should begin
to perform its tasks from six
months after the entry into force
of this Directive, so as to provide
additional means for appropriate
cooperation during the
transposition period of this
Directive.

Council Mandate

a Critical Entities Resilience
Group,~vwhichis as a
Commission expert group,
should be established. Member
States should endeavour to
ensure effective and efficient
cooperation of the designated
representatives of their
competent authorities in the
Critical Entities Resilience
Group, including by
designating members holding
the appropriate security
clearance. The group should
begin to perform its tasks from
six months after the entry into
force of this Directive, so as to
provide additional means for
appropriate cooperation during
the transposition period of this
Directive. The group should
interact with relevant other
sector specific expert working
groups.

Draft Agreement

Resilience Group should
cooperate with the
Cooperation Group
established under the [NIS
2 Directive] with a view to
supporting a
comprehensive framework
for non-cyber and cyber
resilience of critical
entities. The Critical
Entities Resilience Group
and the Cooperation Group
established under the [NIS
2 Directive] should engage
in a regular dialogue to
promote cooperation
between the competent
authorities designated
under this Directive and the
NIS 2 Directive and to
facilitate the exchange of
information notably on
topics of relevance to both
groups.

Council: can agree to CION
compromise proposal
EP will reflect internally.

Recital 29

39

(29) In order to achieve the
objectives of this Directive, and

(29) In order to achieve the
objectives of this Directive, and

(29) In order to achieve the
objectives of this Directive, and
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Commission Proposal

without prejudice to the legal
responsibility of Member States and
critical entities to ensure compliance
with their respective obligations set
out therein, the Commission should,
where it considers it appropriate,
undertake certain supporting
activities aimed at facilitating
compliance with those obligations.
When providing support to Member
States and critical entities in the
implementation of obligations under
this Directive, the Commission
should build on existing structures
and tools, such as those under the
Union Civil Protection mechanism
and the European Reference
Network for Critical Infrastructure
Protection.

EP Mandate

without prejudice to the legal
responsibility of Member States
and critical entities to ensure
compliance with their respective
obligations set out therein, the
Commission should, where it
considers it appropriate,
undertake certain supporting
activities aimed at facilitating
compliance with those
obligations. When providing
support to Member States and
critical entities in the
implementation of obligations
under this Directive, the
Commission should build on
existing structures and tools,
such as those under the Union
Civil Protection mechanism and
the European Reference Network
for Critical Infrastructure
Protection.

Council Mandate

without prejudice to the legal
responsibility of Member States
and critical entities to ensure
compliance with their respective
obligations set out therein, the
Commission should, where it
considers it appropriate,
undertake certain supporting
activities aimed at facilitating
compliance with those
obligations. When providing
support to Member States and
critical entities in the
implementation of obligations
under this Directive, the
Commission should build on
existing structures and tools,
such as those under the Union
Civil Protection mechanism and
the European Reference
Network for Critical
Infrastructure Protection. The
financial resources for these
supporting activities should be
provided in line with the
agreed allocations in the
Multiannual Financial
Framework and should be
covered in particular from the
available envelope foreseen
under the Internal Security
Fund for the period 2021-
2027.

Draft Agreement
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EP Mandate

Council Mandate

Commission Proposal

Draft Agreement

Recital 30

(30) Member States should ensure
that their competent authorities have
certain specific powers for the proper
application and enforcement of this
Directive in relation to critical
entities, where those entities fall
under their jurisdiction as specified
in this Directive. Those powers
should include, notably, the power to
conduct inspections, supervision and
audits, require critical entities to
provide information and evidence
relating to the measures they have
taken to comply with their

40 obligations and, where necessary,
issue orders to remedy identified
infringements. When issuing such
orders, Member States should not
require measures which go beyond
what is necessary and proportionate
to ensure compliance of the critical
entity concerned, taking account of
in particular the seriousness of the
infringement and the economic
capacity of the critical entity. More
generally, those powers should be
accompanied by appropriate and
effective safeguards to be specified
in national law, in accordance with
the requirements resulting from

(30) Member States should
ensure that their competent
authorities have certain specific
powers for the proper application
and enforcement of this Directive
in relation to critical entities,
where those entities fall under
their jurisdiction as specified in
this Directive. Those powers
should include, notably, the
power to conduct inspections,
supervision and audits, require
critical entities to provide
information and evidence
relating to the measures they
have taken to comply with their
obligations and, where
necessary, issue orders to remedy
identified infringements. When
issuing such orders, Member
States should not require
measures which go beyond what
is necessary and proportionate to
ensure compliance of the critical
entity concerned, taking account
of in particular the seriousness of
the infringement and the
economic capacity of the critical
entity. More generally, those
powers should be accompanied

(30) Member States should
ensure that their competent
authorities have certain specific
powers for the proper
application and enforcement of
this Directive in relation to
critical entities, where those
entities fall under their
jurisdiction as specified in this
Directive. Those powers should
include, notably, the power to
conduct inspections, supervision
and audits, require critical
entities to provide information
and evidence relating to the
measures they have taken to
comply with their obligations
and, where necessary, issue
orders to remedy identified
infringements. When issuing
such orders, Member States
should not require measures
which go beyond what is
necessary and proportionate to
ensure compliance of the critical
entity concerned, taking account
of in particular the seriousness
of the infringement and the
economic capacity of the critical
entity. More generally, those
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Commission Proposal

Charter of Fundamental Rights of the
European Union. When assessing the
compliance of a critical entity with
its obligations under this Directive,
competent authorities designated
under this Directive should be able
to request the competent authorities
designated under the NIS 2 Directive
to assess the cybersecurity of those
entities. Those competent authorities
should cooperate and exchange
information for that purpose.

EP Mandate

by appropriate and effective
safeguards to be specified in
national law, in accordance with
the requirements resulting from
Charter of Fundamental Rights
of the European Union. The
assessment of critical entities
under this Directive, in matters
that fall under the scope of the
NIS 2 Directive such as physical
and non-physical cybersecurity,
is the responsibility of the
competent authorities
designated under the NIS 2
Directive. Furthermore, when
assessing the compliance of a
critical entity with its obligations
under this Directive, competent
authorities designated under this
Directive should be able to
request the competent authorities
designated under the NIS 2
Directive to assess the
cybersecurity of those entities.
Those competent authorities
should cooperate and exchange
information for that purpose.

Council Mandate

powers should be accompanied
by appropriate and effective
safeguards to be specified in
national law, in accordance with
the requirements resulting from
Charter of Fundamental Rights
of the European Union. When
assessing the compliance of a
critical entity with its
obligations under this Directive,
competent authorities
designated under this Directive
should be able to request the
competent authorities
designated under the NIS 2
Directive to exercise their
supervisory and enforcement
powers in relation to an
essential entity under the
scope of [NIS 2 Directive] that
is also identified as critical
under this Directive-assess-the
Those competent authorities
should cooperate and exchange
information for that purpose.

Draft Agreement

Recital 31

(31) In order to take into account

(31) In order to take into

(G Border o take st

il new risks, technological account new risks, technological | aceountnew-risks;technoelogical
developments or specificities of one | developments or specificities of | developments-orspeeifieitiesof
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Commission Proposal

or more of the sectors, the power to
adopt acts in accordance with Article
290 Treaty on the Functioning of the
European Union should be delegated
to the Commission to supplement the
resilience measures critical entities
are to take by further specifying
some or all of those measures. It is of
particular importance that the
Commission carry out appropriate
consultations during its preparatory
work, including at expert level, and
that those consultations be conducted
in accordance with the principles laid
down in the Interinstitutional
Agreement of 13 April 2016 on
Better Law-Making'. In particular, to
ensure equal participation in the
preparation of delegated acts, the
European Parliament and the
Council receive all documents at the
same time as Member States'
experts, and their experts
systematically have access to
meetings of Commission expert
groups dealing with the preparation
of delegated acts.

1.0JL 123,12.5.2016, p. 1.

EP Mandate

one or more of the sectors, the
power to adopt acts in
accordance with Article 290
Treaty on the Functioning of the
European Union should be
delegated to the Commission to
supplement the resilience
measures critical entities are to
take by further specifying some
or all of those measures. In order
to avoid the divergent
application of this Directive and
to improve the functioning of
the internal market, the power
to adopt acts in accordance with
Article 290 of the Treaty on the
Functioning of the European
Union should be delegated to
the Commission to supplement
this Directive by drawing up a
common list of essential
services. It is of particular
importance that the Commission
carry out appropriate
consultations during its
preparatory work, including at
expert level, and that those
consultations be conducted in
accordance with the principles
laid down in the Interinstitutional
Agreement of 13 April 2016 on
Better Law-Making'. In
particular, to ensure equal

Council Mandate

Draft Agreement
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Commission Proposal

EP Mandate

participation in the preparation of
delegated acts, the European
Parliament and the Council
receive all documents at the

same time as Member States'
experts, and their experts
systematically have access to
meetings of Commission expert
groups dealing with the
preparation of delegated acts.

1.0JL 123,12.5.2016, p. 1.

Council Mandate

Draft Agreement

Recital 32

(32) In order to ensure uniform
conditions for the implementation of
this Directive, implementing powers
should be conferred on the
Commission. Those powers should
be exercised in accordance with
Regulation (EU) No 182/2011 of the
European Parliament and of the

(32) In order to ensure uniform
conditions for the
implementation of this Directive,
implementing powers should be
conferred on the Commission.
Those powers should be
exercised in accordance with
Regulation (EU) No 182/2011 of

(32) In order to ensure uniform
conditions for the
implementation of this
Directive, implementing powers
should be conferred on the
Commission. Those powers
should be exercised in
accordance with Regulation

42 | Council'. the European Parliament and of | (EU) No 182/2011 of the
the Council'. European Parliament and of the
1. Regulation (EU) No 182/2011 of the Council!.
European Parliament and of the Council of 1. Regulation (EU) No 182/2011 of the
16 Februa'ry 201 1 laying dPWH the rul.es and European Parliament and of the Council | 1. Regulation (EU) No 182/2011 of the
general principles concerning mechanisms of 16 February 2011 laying down the European Parliament and of the
for control by the Member States of the rules and general principles concerning | Council of 16 February 2011 laying
Commission's exercise of implementing mechanisms for control by the Member | down the rules and general principles
powers (OJ L 55,28.2.2011, p. 13). States of the Commission's exercise of concerning mechanisms for control by
implementing powers (OJ L 55, the Member States of the Commission's
28.2.2011, p. 13). exercise of implementing powers (OJ L
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Commission Proposal

EP Mandate

Council Mandate
55,28.2.2011, p. 13).

Draft Agreement

Recital 33

(33) Since the objectives of this
Directive, namely to ensure the
provision in the internal market of
services essential for the
maintenance of vital societal
functions or economic activities and
to enhance the resilience of critical
entities providing such services,
cannot be sufficiently achieved by
the Member States, but can rather,
by reason of the effects of the action,

(33) Since the objectives of this
Directive, namely to ensure the
provision in the internal market
of services essential for the
maintenance of vital societal
functions or economic activities
and to enhance the resilience of
critical entities providing such
services, cannot be sufficiently
achieved by the Member States,
but can rather, by reason of the

(33) Since the objectives of this
Directive, namely to ensure the
provision in the internal market
of services essential for the
maintenance of vital societal
functions or economic activities
and to enhance the resilience of
critical entities providing such
services,— cannot be sufficiently
achieved by the Member States,
but can rather, by reason of the

43 be better achieved at Union level, the | effects of the action, be better effects of the action, be better
Union may adopt measures, in achieved at Union level, the achieved at Union level, the
accordance with the principle of Union may adopt measures, in Union may adopt measures, in
subsidiarity as set out in Article 5 of | accordance with the principle of | accordance with the principle of
the Treaty on the European Union. In | subsidiarity as set out in Article | subsidiarity as set out in Article
accordance with the principle of 5 of the Treaty on the European | 5 of the Treaty on the European
proportionality as set out in that Union. In accordance with the Union. In accordance with the
Article 5, this Directive does not go | principle of proportionality as set | principle of proportionality as
beyond what is necessary in order to | out in that Article 5, this set out in that Article 5, this
achieve those objectives. Directive does not go beyond Directive does not go beyond
what is necessary in order to what is necessary in order to
achieve those objectives. achieve those objectives.
Recital 34
44 (34) Directive 2008/114/EC should | (34) Directive 2008/114/EC (34) Directive 2008/114/EC
therefore be repealed, should therefore be repealed, should therefore be repealed,
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Commission Proposal EP Mandate Council Mandate Draft Agreement
Formula
45 HAVE ADOPTED THIS HAVE ADOPTED THIS HAVE ADOPTED THIS
DIRECTIVE: DIRECTIVE: DIRECTIVE:
Chapter |
Chapter | Chapter | Chapter |
46 Subject matter , Scope and Subject matter , Scope and Subject matter , Scope and
definitions definitions definitions
Article 1
47 Article 1 Article 1 Article 1
Subject matter and scope Subject matter and scope Subject matter and scope
Article 1(1), introductory part
1. This Directive: 1. This Directive lays down 1. This Directive: 1. 22/4 Technical meeting
measures with a view to
achieving a high level of CSL: Consider this to be
resilience of critical entities in more of an objective that
48 order to ensure the provision of could be included under a
essential services within the recital
Union and to improve the
functioning of the internal EP: proposes to include this
market. To that end, this as a point F.
Directive:
COM: See this as a policy
10316/22 XB/id 62
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Draft Ag

choice, it could go here or
in a recital.

CSL: Agree that this could
be moved within the list as

a point ...(f).

Provisionally agreed to
move to a new point f.

Article 1

1), point (a)

(a) lays down obligations for
Member States to take certain
measures aimed at ensuring the
provision in the internal market of
services essential for the
maintenance of vital societal
functions or economic activities, in
particular to identify critical entities

(a) lays down obligations for
Member States to take certain
measures aimed at ensuring the
continuous provision in the
internal market of services
essential for the maintenance of
vital societal functions or
economic activities, in particular

(a) lays down obligations for
Member States to take-certain
specific measures aimed at
ensuring the provision in the
internal market of services
essential for the maintenance of
vital societal functions or

economic activities, in-particular

(a) 22/4

CSL: On ‘continuous’ -
Consider that this could
have a legal consequence -
would prefer a word along
the lines of ‘unobstructed’
‘unhindered’ . The word

and entities to be treated as to identify critical entities and to-identify-eritical-entities-and ‘certain’ is too vague and
49 equivalent in certain respects, and to | entities to be treated as entities-to-be-treated-as we prefer ‘specific’.
enable them to meet their equivalent in certain respects, equivalentin-certainrespeets; Consider the word ‘enable’
obligations; and to enable them to meet their | within the scope of Article 114 | not quite appropriate’
obligations; TFEU, in particular to
identify critical entities and to | COM: could accept
enablesupport them to meet ‘unhindered’ or
their obligations; unobstructed’. Can accept
CSL reference to the legal
base. No issue with
‘support’.
EP: Can support
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

‘unobstructed’. Naming the
legal base is acceptable.

Provisionally agreed as per
the above, with CSL’s
deletion of equivalent
entities in [...]

Article 1(1), point (b)

(b) establishes obligations for
critical entities aimed at enhancing
their resilience and improving their

(b) establishes obligations for
critical entities aimed at
enhancing their resilience and

(b) establishes obligations for
critical entities aimed at
enhancing their resilience and

(b) 22/4

Provisionally agreed on the

= ability to provide those services in improving their ability to provide | #mprevingthei ability to Council text
the internal market; those services in the internal provide those services in the
market; internal market;
| Article 1(1), point (c)
(c) establishes rules on supervision | (c) establishes rules on (c) establishes rules on (c) 22/4
and enforcement of critical entities, supervision and enforcement of | supervision and enforcement ef
and specific oversight of critical critical entities, and specific erttieal-entittesand-speeifie CSL: Elaborated further the
entities considered to be of particular | oversight of critical entities oversight-of eritical-entities elements of the
European significance. considered to be of particular constdered-to-be-of partienlar Commission proposal
51 European significance. Huropean-significanee:; under points d and e below.
EP: Suggests to add
‘establishes rules on
supervision of critical
entities and enforcement’
COM is fine with the above
10316/22 XB/id 64
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Draft Ag

EP proposal and

suggestions on points d and
e.

CSL agrees.
Lines 51, Slaand 51b

provisionally agreed in line
with the above.

Article 1(1), point (d)
(d) establishes rules for the
identification of critical
Sla entities of particular

European significance and
advisory missions thereto.

Article 1(1), point (e)

(e) establishes common
procedures for cooperation

51b and reporting for the
application of the provisions
of this Directive.
Article 1(2)
52 2. This Directive shall not apply to | 2. This Directive shall not apply | 2. This Directive shall not apply | 2. 22/4
matters covered by Directive (EU) to matters covered by Directive to matters covered by Directive
XX/YY [proposed Directive on (EU) XX/YY [proposed (EU) XX/YY [proposed CSL: It was not clear what
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Commission Proposal

measures for a high common level of
cybersecurity across the Union;
(‘NIS 2 Directive’)], without
prejudice to Article 7.

EP Mandate

Directive on measures for a high
common level of cybersecurity
across the Union; (‘NIS 2
Directive’)], without prejudice to
Atrticle 7._In view of the
interlinkages between
cybersecurity and the physical
security of entities, Member
States shall ensure a coherent
implementation of this Directive
and the NIS 2 Directive.

Council Mandate

Directive on measures for a high
common level of cybersecurity
across the Union; (‘NIS 2
Directive’)], without prejudice
to Article 7.

Draft Agreement

‘coherent’ meant. Council
was also concerned that a
formal link would be
created putting obligations
throughout the text. Not
opposed to the principle but
needs to be clarified.

COM: Agree with the CSL.
The coherence needs to be
ensured now during
drafting, but each act
during implementation
needs to be respected in its
own right. The issue of
cooperation in
implementation is also
taken care of elsewhere in
the text, and is included in a
recital - prefer to find a
solution there rather than
article 1.

CSL agrees that the best
place would be in a recital.

EP agrees to reflect
internally and come back
with a proposal.

Council compromise
proposal (sent by email on
10 May):
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

In view of the relationship
between cybersecurity and
the physical [security] of
[critical] entities, Member
states shall ensure a
coordinated implementation
of this directive and the
NIS 2 directive.

CION: [security] and
[critical] missing?

Article 1

3)

3. Where provisions of sector-
specific acts of Union law require
critical entities to take measures as
set out in Chapter 111, and where
those requirements are at least
equivalent to the obligations laid
down in this Directive, the relevant
provisions of this Directive shall not
apply, including the provisions on

3. Where provisions of sector-
specific acts of Union law
require critical entities to take
measures as set out in Chapter
111, and where those
requirements are at least
equivalent to the obligations laid
down in this Directive, the
relevant provisions of this

3. Where provisions of sector-
specific acts of Union law
require critical entities to take
measures as-set-outin-Chapter
HH, and where those
requirements are recognised as
at least equivalent to the
obligations laid down in this
Directive, the relevant

3. 22/4

CSL: deleted “set out in
chapter III” to ensure it was
a broader provision.

COM: These AMs are
limited, the principle
stipulated in COM proposal

o supervision and enforcement laid Directive shall not apply, provisions of this Directive shall | remains. The deletion of
down in Chapter VI. including the provisions on not apply, including the Chapter III not entirely
supervision and enforcement laid | provisions on supervision and clear as this is where the
down in Chapter VL. enforcement laid down in obligations on critical
Chapter VL. entities are included. We
have serious concerns
regarding recitals that have
been included by Council
related to this provision
which go substantially
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EP Mandate Council Mandate

Commission Proposal

Draft Agreement

wider (“equivalence
regime”).

EP: Feel this needs more
reflection as has legal
concequences where legal
instruments are not legally
comparable. Not opposed
and have entities in mind
that face burdens but need
to reflect.

CSL: There are certain
requirements outside of
Chapter III that should be
covered to avoid
duplication. Need to reflect
on the second point and
come back on, we feel the
competent authorities
should deal with this
equivalence recognition
and decide if the
requirements are being met.

COM informal proposal
(sent by email 15/06):

3. Where provisions of
sector-specific acts of
Union law require critical
entities to take measures, to
enhance their resilience,
and where those

LIMITE




EP Mandate Council Mandate

Commission Proposal

Draft Agreement

requirements are
recognised by Member
States as at least equivalent
to the obligations laid down
in this Directive, the
relevant provisions of this
Directive shall not apply,
including the provisions on
supervision and
enforcement laid down in
Chapter VL

Technical meeting on 17
June:

CSL: Accept the
Commission proposal. The
part starting on "When
exercising its supervisory
functions, etc" needs to be
part of the text on lines 134
and 143.

[ALL] on line 134 remains
in square brackets (thus not
agreed yet) and is included
in information package.
Prefer ‘use’ in recital 20
(line 30).

EP: Need to reflect on with
political groups. Appreciate
this could reduce burdens
but also need to consider

LIMITE




Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

that it creates exemptions.
Generally positive towards
the Commission proposal.

Article 1(4)

4. Without prejudice to Article 346
TFEU, information that is
confidential pursuant to Union and
national rules, such as rules on
business confidentiality, shall be
exchanged with the Commission and
other relevant authorities only where
that exchange is necessary for the
application of this Directive. The
information exchanged shall be

4. Without prejudice to Article
346 TFEU, information that is
confidential pursuant to Union
and national rules, such as rules
on business confidentiality, shall
be exchanged with the
Commission and other relevant
authorities only where that
exchange is necessary for the
application of this Directive. The

4. Without prejudice to Article
346 TFEU, information that is
confidential pursuant to Union
and national rules, such as rules
on business confidentiality, shall
be exchanged with the
Commission and other relevant
authorities only where that
exchange is necessary for the
application of this Directive.

4. 22/4

CSL: Intended to remind
that confidentiality also has
an impact on Member
States.

COM propose:

The exchange of

54 limited to that which is relevant and | information exchanged shall be The information exchanged information shall preserve
proportionate to the purpose of that limited to that which is relevant | shall be limited to that which is | the confidentiality of that
exchange. The exchange of and proportionate to the purpose | relevant and proportionate to the | information and the
information shall preserve the of that exchange. The exchange | purpose of that exchange. The security and commercial
confidentiality of that information of information shall preserve the | exchange of information shall interests of critical entities,
and protect the security and confidentiality of that preserve the confidentiality of while respecting the
commercial interests of critical information and protect the that information and respect security of Member States.
entities. security and commercial interests | the security of Member States

of critical entities. as well as-preteet the security Provisionally agreed on the
and commercial interests of Commission proposal
critical entities. above.
Article 1(5)
54a 5. This Directive is without 4a. 22/4
prejudice to the Member
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Commission Proposal

EP Mandate

Council Mandate

States’ responsibility to
safeguard national security
and defence or their power to
safeguard other essential state
functions, including ensuring
the territorial integrity of the
State and maintaining law and
order.

This Directive does not apply
to:

Draft Agreement

CSL: It was felt that CER
was lacking appropriate
clarity on exclusions for
entities involved in national
security.

COM: COM proposal did
not include this provision
as Article 4(2) of Treaty
spells out MS responsibility
regarding national security.
The additions of Council go
beyond Article 4(2),
including defence, law
enforcement - this is a
policy choice. There has
been some work on
exclusions in NIS2 and it
would make sense to ensure
coherence. We are
concerned this broadly
formulated clause would
exclude some of the entities
that provide essential
services in the internal
market. The exclusion
clause could be a useful
way forward linked to the
public administration
sector, but need to be
careful that there isn’t
broadly varying
interpretation and
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

implementation in Member
States.

EP: This point and
subsequent linked points
will be returned to during
the trilogue.

Council compromise
proposal (sent by email
24/5):

5. This Directive is without
prejudice to the Member
States’ responsibility to
safeguard national security
and defence or their power
to safeguard other essential
state functions, including
ensuring the territorial
integrity of the State and
maintaining law and order.

EP: can agree (09/06)

Article 1(5), point (a)

(a) entities that fall outside
the scope of Union law and, in
any event, entities that mainly

(a) EP: Can accept national
security exclusions. On
defence there may be

54b R .
carry out activities in the certain areas we would
areas of defence, national want to include. Law
security, public security or law | enforcement, this is an area
enforcement, regardless of that merits more of a
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Commission Proposal

EP Mandate

Council Mandate

which entity is carrying out
those activities and whether it
is a public entity or a private
entity;

Draft Agreement

discussion and is also
linked to EP inclusion of
rule of law.

Council compromise
proposal (Sent by email
24/5):

(paragraph (a) to be
included only if the public
administration would be
maintained as a sector in
the annex)

[(a) This Directive does not
apply to public
administration entities that
carry out activities in the
areas of defence, national
security, public security or
law enforcement, including
the investigation, detection
and prosecution of criminal
offences]

EP compromise proposal
sent 09/06:

(a) “This Directive does not
apply to public
administration entities that
carry out activities in the
areas of defence, national
security, public security, or
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

law enforcement, including
the investigation, detection
and prosecution of criminal
offences, unless the
activities that they carry out
in those areas constitute
only a marginal part of their
overall activities.”.

Technical meeting on 17
June:

EP: Add qualification that
these activities constitute
only a marginal part of their
activities.

CSL: It is a sensitive issue
in CSL. The only
possibility to proceed on
this is to provide an
exclusion clause, which is
why we also have the
proposal on Article 7a.
NIS2 could be part of CSL
reflection, but an exclusion
clause (art.7a) that is well
written will be necessary
for MS. For PA, it is a big
effort for CSL. There are
questions on ‘electoral
bodies’ that could be
difficult for MS to
implement and would need
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

more detail / clarifications,
including from legal
service. To conclude, CSL
are open to PA, but with
conditions.

EP: As judiciary is being
removed, this reduces what
we initially understood to
be rule of law so have
already moved on this
point. Important to keep
rule of law in the definition
on Article 2. The proposal
on Article 7a goes too far
for EP.

COM:

PA was in the COM
proposal and its importance
has been highlighted by
Covid / Ukraine. Coherence
with NIS2 would facilitate
implementation and should
be a goal as far as possible.

Provisionally

54a looks fine.

54b, it seems useful to
clarify that exclusion
should not apply where
activities in the areas of
defence, national security

10316/22
ANNEX

RELEX 5

XB/id
LIMITE

75
EN



Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

etc. are marginal.

54c¢, this aims to cover all
other entities in other
sectors - there is a
qualification missing as in
the EP proposal on 54b. A
recital should clarify what
does apply to such entities.

EP: Need more feedback
from Council that allows
negotiation on 28 June,
otherwise it is a very wide
open topic. This also allows
for EP to discuss internally.

Article 1

5), point (b)

54c¢

(b) entities that carry out
activities in the areas of the
judiciary, parliaments, or
central banks;

(b) EP: related to
discussions already taken
place on the annex. This is
for the political level.

Council compromise
proposal (Sent by email
24/5): delete line

EP (09/06): can agree

Technical meeting on 17
June:

CION: it seems useful to
clarify that exclusion
should not apply where

10316/22
ANNEX

RELEX 5

XB/id
LIMITE

76
EN



Commission Proposal EP Mandate Council Mandate Draft Agreement

activities in the areas of
defence, national security
etc. are marginal.

Article 1(5), point (c)

(c) activities of entities which | (c) EP: Some reservations
fall outside the scope of Union | towards such a ‘catch-all’
law and, in any event, all phrase

activities concerning national
security or defence, regardless | COM agrees this is very
of which entity is carrying out | broad and a departure from
those activities and whether it | the Dir. which covers

is a public entity or a private entities while this

entity. amendment focusses on
‘activities’

Council compromise
544 proposal (Sent by email
24/5):

(c) Member States may
decide that for specific
critical entities which carry
out activities in the areas of
defence, national security,
public security or law
enforcement, including
activities relating to the
investigation, detection and
prosecution of criminal
offences, or which provide
services exclusively to the
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

public administration
entities referred to in point
a, the provisions laid down
in Article 9a and in
Chapters I1I to VI, in whole
or in part, shall not apply

EP: can agree (09/06)

Article 1

4b)

S54e

The obligations laid down in
this Directive do not entail the
supply of information, the
disclosure of which is contrary
to the Member States’
essential interests of national
security, public security or
defence.

4b. COM: This could be
brought together with other
provision in article 1 on
information sharing.

Council compromise
proposal (Sent by email
24/5):

The obligations laid down
in this Directive do not
entail the supply of
information, the disclosure
of which is contrary to the
Member States’ essential
interests of national
security, public security or
defence.

Article 1

4c)

54f

6. This Directive is without

4c. 22/4
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EP Mandate

Council Mandate

Commission Proposal

prejudice to Union law on the
protection of personal data, in
particular Regulation (EU)
2016/679' and Directive
2002/58/EC.?

1. Regulation (EU) 2016/679 of the
European Parliament and of the
Council of 27 April 2016 on the
protection of natural persons with
regard to the processing of personal
data and on the free movement of
such data, and repealing Directive
95/46/EC; OJ L 119, 4.5.2016, p. 1
2. Directive 2002/58/EC of the
European Parliament and of the
Council of 12 July 2002 concerning
the processing of personal data and
the protection of privacy in the
electronic communications sector;
OJ L 201, 31.7.2002, p. 37

Draft Agreement

Provisionally agreed.

| Article 2
Article 2 Article 2 Article 2 Article 2
Definitions Definitions Definitions Definitions
55
Provisionally agreed on
technical trilogue of 8/02.
| Article 2, first paragraph, introductory part
56 For the purposes of this Directive, For the purposes of this For the purposes of this Provisionally agreed on
the following definitions apply: Directive, the following Directive, the following technical trilogue of 8/02.
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Commission Proposal EP Mandate Council Mandate Draft Agreement

definitions apply: definitions apply:
For the purposes of this
Directive, the following
definitions apply:

| Article 2, first paragraph, point (1)

(1) ““critical entity” means a public (1) “critical entity” means a (1) "critical entity" means a (1) Technical meeting
or private entity of a type referred to | public or private entity of a type | public or private entity 31/5:

in the Annex, which has been referred to in the Annex, which belonging to the categories-efa
identified as such by a Member State | has been identified as such by a | type referred to in the third Provisional agreement on
in accordance with Article 5; Member State in accordance with | column of the table in the compromise text:

Article 5; Annex, whichand has been
identified as such by a Member | (1) “critical entity” means a
State in accordance with Article | public or private entity that
57 5; has been identified by a
Member State in
accordance with Article 5
as belonging to one of the
categories referred to in the
third column of the table in
the Annex;

Text Origin: Council
Mandate

| Article 2, first paragraph, point (2)

(2) “resilience” means the ability to | (2) “resilience” means the (2) "resilience" means the-a (2) Technical meeting
58 prevent, resist, mitigate, absorb, ability to prevent, resist, critical entity’s ability to 31/5:

accommodate to and recover from an | mitigate, absorb, accommodate prevent, protect against, Provisional agreement on

incident that disrupts or has the to and recover from an incident respond to, resist, mitigate, Council mandate:
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potential to disrupt the operations of
a critical entity;

that disrupts or has the potential
to disrupt the operations of a
critical entity;

absorb, accommodate-te- and

recover from an incident that
. .
ISFUPES N PO 5
. f] . l;

(2) "resilience" means a
critical entity’s ability to
prevent, protect against,
respond to, resist, mitigate,
absorb, accommodate and
recover from an incident;

Article 2,

first paragraph, point (3)

59

(3) “incident” means any event
having the potential to disrupt, or
that disrupts, the operations of the
critical entity;

(3) "incident" means any event
having the potential to disrupt, or
that disruptsthe-operations—of
the the provision of an essential
service by a critical entity;

(3) "incident" means any event
having the potential to
significantly disrupt, or that

disrupts, the-eperations-ofthe
eritical-entity provision of an

essential service;

(3) Discussed on the
technical trilogue of 8/02:
-provisionally agreement
on "the provision of the
essential service by a
critical entity" (instead of
"operations")

-EP shows concerns over
the insertion of the word
"significantly" because they
perceive it as a limitation of
the scope. Council
explained that they added
significantly to be more
concrete; Council does not
think that all incidents,
including minor ones, need
to be covered. EP shares
that not all minor problems
need to be reported. Need
to be seen together with the
implications for risk
assessments, identification
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

and reporting. Possibility to
explore new language. To
be reverted to this wording
later.

"incident" means any event
having the potential to
[significantly] disrupt, or
that disrupts, the provision
of an essential service;

Technical meeting 31/5:
EP: Prefer to remove the
word ‘significantly’ from
the CSL proposed
compromise

CSL: ‘significantly’ is an
important point for CSL
and creates an important
clarification.

CSL proposal to keep in
“significantly” and add a
recital that explains what is
meant by significantly
CION informal proposal for
recital (sent by email
08/06):

(xx) In order to avoid
unnecessary administrative
burden, the term ‘incident’
should be defined in such a
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

manner that it excludes
events that have the
potential to disrupt the
provision of an essential
service only in a manner
that is not significant, for
instance events of a very
short duration and with a
negligible foreseeable
consequence on the service
provision.

Article 2,

first paragraph, point (4)

60

(4) “infrastructure” means an asset,
system or part thereof, which is
necessary for the delivery of an
essential service;

(4) "infrastructure" means a#
asset—syster-or-partassets,
including facilities, systems and
equipment, or parts thereof,
which #sare necessary for the
delivery of an essential service;

(4) "critical infrastructure"
means an asset, facility,
equipment, network, system or
part thereof, which is necessary
for the-delivery provision of an
essential service;

(4) Technical meeting
31/5:

Provisional agreement on
compromise text:

(4) "critical infrastructure"
means an asset, a facility,
equipment, a network, a
system or part thereof,
which is necessary for the
provision of an essential
service;

Article 2,

first paragraph, point (5)

61

(5) “essential service” means a
service which is essential for the

(5) "essential service" means a
service which is essential for the

(5) "essential service" means a
service which is-essential

(5) Discussed on the
technical trilogue of 8/02:
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Commission Proposal

maintenance of vital societal

functions or economic activities;

EP Mandate

maintenance of vital societal
functions, economic activities,
public health and safety, the

environment or the rule of law
- vities:

Council Mandate

indispensable for the
maintenance of vital societal

functions or economic activities;

Draft Agreement

-Council explained that
"essential" is replaced by
"indispensable" to avoid the
repetition of essential. EP
thinks that essential and
indispensable are not fully
synonymies and perceives
that this may limit the
scope. Provisional
agreement to replace
essential by "crucial".

-The issue of the insertion
of "rule of law" or "public
health and safety, the
environment" needs to be
further discussed. The
Council has important
concerns (including legal
ones) against these
inclusions particularly the
inclusion of "rule of law".
The Commission
highlighted the this
paragraph is in their view
related to the sectorial
coverage (particularly
regarding the status of
public administration in the
Annex) as well as the
potential connection of this
paragraph with article 6.1.c.
Council suggested to
identify a new place in the
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EP Mandate Council Mandate

Commission Proposal

Draft Agreement

text for a reference to rule
of law.

Council compromise
proposal: the Council could
consider to identify a new
place in a recital to
mention "rule of law".

Technical meeting 31/5:
EP compromise proposal:
(5) "essential service"
means a service which is
absolutely necessary to
maintain vital societal
functions, economic
activities, public health and
safety, the environment or
the rule of law;

CSL: Understand the
importance of the subject
‘rule of law’ but do not
believe it fits here. Suggest
language on rule of law in a
recital would ensure
compatibility with the legal
base.

COM: Raised concerns
with regard to the legal
basis and on how rule of
law should be concretely

LIMITE




Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

operationalised in the
framework of this directive,
notably which essential
service would the EP have
in mind.

EP: Underline the
importance of the rule of
law point and request CSL
to have another review -
concerned a recital is too
weak and for now can’t
accept to move away from
this point.

Article 2,

first paragraph, point (6)

(6) “risk” means any circumstance (6) ‘risk" means any (6) “risk“means-any (6) Technical meeting
or event having a potential adverse circumstance or event having a circumstance-oreventhavinga | 31/5:
effect on the resilience of critical potential adverse effect on the potentinbadverseetfectonthe Provisional agreement on
entities; resilienee-ofability of a critical resthence-of eritical-entities: compromise text:
entitiesentity to provide an
essential service; (6) “risk” means the
62 potential for loss or
disruption caused by an
incident and shall be
expressed as a combination
of the magnitude of such
loss or disruption and the
likelihood of occurrence of
said incident;
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Article 2, first paragraph, point (7)

(7) “risk assessment” means a (7) "risk assessment" means a (7) "risk assessment" means (7) Discussed on the
methodology to determine the nature | methodology to determine the the overall process undertaken | technical trilogue on 8/02:
and extent of a risk by analysing nature and extent of a risk by by the national competent -To revert to this issue later
potential threats and hazards and anadysineassessing potential authorities pursuant to Article | as it needs further
evaluating existing conditions of threats and hazards a#d 4, or by the critical entities assessment. Council has a
vulnerability that could disrupt the evalnatineagainst the resilience | pursuant to Article 10, in problem with the word
operations of the critical entity. of a critical entity, analysing order to determine the nature | methodology and EP is
existing conditions of and extent of relevant threats, | open to the idea of
vulnerability that could vulnerabilities and risks that | replacing it. EP would in
disruptlead to the disruption of | could lead to an incident-a principle prefer not to
the operations of #zea critical methodology-to-determine-the mention cross references to
entity- and evaluating the nature-and-extent-of arisk by other articles. Commission
potential adverse effect the analysing potentiat-threatsand will provide drafting
disruption of operations could hazards-and-evaluating-existing | proposals for both the
63 have on the provision of conditions-of vulnerability-that | definitions of risk and risk
essential services; cotld-disrapt-the-operations-of assessment.
COM informal proposal of
15.2
risk assessment" means the
overall process to
determine the nature and
extent of a risk by
identifying and analysing
potential relevant threats,
vulnerabilities and hazards
that could lead to an
incident and evaluating the
potential [loss or]
disruption of the provision
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

of an essential service
caused by the incident.

Council compromise
proposal: Council proposes
to either :

- Delete the end of the
definition (from
"evaluating the potential"
onwards)

or

- Add "where appropriate
before "evaluating".

"

Technical meeting 31/5:
EP can accept CION
compromise proposal
Council: Reiterates its
previous proposal to add
‘where appropriate’ in the
second part of the sentence
before ‘evaluating’

Article 2, first paragraph, point (7)(a)
(a) ‘standard’ means standard (a) Discussed on the
as defined in Article 2, point (1), technical trilogue of 8/02:
63a of Regulation (EU) No -Need to revert to this issue
1025/2012 of the European later. Council raised
Parliament and of the Council’; concerns on this addition
(including legal ones). EP
1. Regulation (EU) No 1025/2012 of explained that they wanted
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Commission Proposal

EP Mandate

the European Parliament and of the
Council of 25 October 2012 on
European standardisation, amending
Council Directives 89/686/EEC and
93/15/EEC and Directives 94/9/EC,
94/25/EC, 95/16/EC, 97/23/EC,
98/34/EC, 2004/22/EC, 2007/23/EC,
2009/23/EC and 2009/105/EC of the
European Parliament and of the
Council and repealing Council
Decision 87/95/EEC and Decision No

1673/2006/EC of the European
Parliament and of the Council (OJ L
316, 14.11.2012, p. 12)

Council Mandate

Draft Agreement

to promote the use of the
existing standards and
recalled the need to see this
paragraph together with
article 13a. The
Commission highlighted
that the purpose of standard
is to help to a more
coherent implementation
and that this supports
convergence.

Council compromise
proposal: Council
considers to remove article
2a on minimum
harmonisation principle, in
exchange for the deletion of
the definitions of
"standard" and "technical
specification".

Technical meeting 31/5:

CSL: Propose to consider
as part of a package,
namely:

63a + b: EP proposals + the
inclusion of “where useful”
in text in line 163b

63d: Council text

Article 2, first paragraph, point (7)(b)
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Commission Proposal EP Mandate Council Mandate Draft Agreement

(b) ‘technical specification’ (b) Discussed on the
means technical specification as technical trilogue of 8/02:
defined in Article 2 point (4), of -Need to revert to this issue
Regulation (EU) No 1025/2012; later. Council raised

concerns on this addition
(including legal ones). EP
explained that they wanted
to promote the use of the
existing standards and
recalled the need to see this
paragraph together with
article 13a. The
Commission highlighted
that the purpose of standard
is to help to a more

63b coherent implementation
and that this supports
convergence.

Council compromise
proposal: Council
considers to remove article
2a on minimum
harmonisation principle, in
exchange for the deletion of
the definitions of
"standard" and "technical
specification”.

Technical meeting 31/5:

CSL: Propose to consider

10316/22 XB/id
ANNEX RELEX 5 LIMITE



Commission Proposal

EP Mandate Council Mandate

Draft Agreement

as part of a package,
namely:

63a + b: EP proposals + the
inclusion of “where useful”
in text in line 163b

63d: Council text

Article 2a

63c

Article 2a
Minimum harmonisation

Article 2a, first paragraph

63d

Without prejudice to their
obligations under Union law,
Member States may adopt or
maintain provisions of
national law with a view to
achieving a higher level of
resilience of critical entities.

Discussed on the technical
trilogue on 8/02:

-Need to revert to the issue
later. Council included this
to provide clarity. Council
highlighted that article 114
(legal basis) may call for
full or minimal
harmonisation and it felt
the need to be concrete (for
MS and for critical entities
which will read the
Directive). EP felt that this
article is not needed given
the legal basis but it does
not fundamentally oppose
to it, however, it requires
further reflection. EP felt
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Commission Proposal EP Mandate Council Mandate Draft Agreement

that this new article may
promote incoherence on the
implementation.

Technical meeting 31/5:

EP: Does not in principle
support the provision but
could consider it as part of
a recital so the spirit is
included.

CSL: Would request to
maintain the provision in
the text, with possible
addition of wording such as
‘where necessary’

EP: Can be flexible on this
and not create obligations
but rather encourage
entities to make use of
them. Will re-evaluate
proposal.

COM: Open to a reference
to standards in the
legislation, as well as
language on minimum
harmonisation.

CSL: Propose to consider
as part of a package,
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EP Mandate

Council Mandate

Draft Agreement

Commission Proposal

namely:

63a + b: EP proposals + the
inclusion of “where useful”
in text in line 163b

63d: Council text

Chapter 11
National Frameworks on the
Resilience of Critical Entities

National Frameworks on the
Resilience of Critical Entities

Chapter II

Chapter 11
National Frameworks on
the Resilience of Critical

Entities

Provisionally agreed on the
technical trilogue on 8/02

Article 3
Strategy on the resilience of
critical entities

Strategy on the resilience of

Article 3

critical entities

Provisionally agreed on the
technical trilogue on 8/02

1. Following a consultation

open to all affected
stakeholders, each Member State

1. Each Member State shall
adopt by [three years after entry
into force of this Directive] a

strategy for-reinforeing

shall adopt by [three years after

1. Technical meeting 31/5:
Provisional agreement
regarding EP amendment
on compromise text:

Article 3
Strategy on the resilience of
critical entities

Chapter Il
Chapter 11
National Frameworks on the
Resilience of Critical Entities
64
| Article 3
Article 3
Strategy on the resilience of critical
65 entities
| Article 3(1)
1. Each Member State shall adopt
66 by [three years after entry into force
of this Directive] a strategy for
reinforcing the resilience of critical
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Commission Proposal

entities. This strategy shall set out
strategic objectives and policy
measures with a view to achieving
and maintaining a high level of
resilience on the part of those critical
entities and covering at least the
sectors referred to in the Annex.

EP Mandate

entry into force of this Directive]
a strategy for reinforcing the
resilience of critical entities. This
strategy shall take into account
the Union strategy on resilience
prepared by the Critical Entities
Resilience Group, referred to in
Article 16, and set out strategic
objectives and policy measures
with a view to achieving and
maintaining a high level of
resilience on the part of those
critical entities and covering at
least the sectors referred to in the
Annex.

Council Mandate

enhancing the resilience of
critical entities. This strategy
shall set out strategic objectives
and policy measures, building
upon relevant existing
national and sectoral
strategies or documents, with a
view to achieving and
maintaining a high level of
resilience on the part of those
critical entities and covering at
least the sectors referred to in
the Annex.

Draft Agreement

Following a consultation
that is, to the extent
practically possible, open to
relevant stakeholders, each

| Article 3

2), introductory part

2. The strategy shall contain at least
the following elements:

2. The strategy shall contain at
least the following elements:

2. The strategy shall contain at
least the following elements:

2. Provisionally agreed on
the technical trilogue on
18/02
67
2. The strategy shall
contain at least the
following elements:
| Article 3(2), point (a)
(a) strategic objectives and priorities | (a) strategic objectives and (a) strategic objectives and (a) Discussed on the
68 for the purposes of enhancing the priorities for the purposes of priorities for the purposes of technical trilogue on 18/02:
overall resilience of critical entities enhancing the overall resilience | enhancing the overall resilience | CSL add dependencies to
taking into account cross-border and | of critical entities taking into of critical entities taking into be more precise. EP agrees
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Commission Proposal

cross-sectoral interdependencies;

EP Mandate

account cross-border and cross-
sectoral interdependencies;

Council Mandate

account cross-border and cross-
sectoral dependencies and
interdependencies;

Draft Agreement

in principle that adds
clarity. COM agree.

CSL version provisionally
agreed on the technical
trilogue on 8/02

a) strategic objectives and
priorities for the purposes
of enhancing the overall
resilience of critical entities
taking into account cross-
border and cross-sectoral
dependencies and
interdependencies;

| Article 3(2), point (b)

69

(b) a governance framework to
achieve the strategic objectives and
priorities, including a description of
the roles and responsibilities of the
different authorities, critical entities
and other parties involved in the
implementation of the strategy;

(b) a governance framework to
achieve the strategic objectives
and priorities, including a
description of the roles and
responsibilities of the different
authorities, critical entities and
other parties involved in the
implementation of the strategy;

(b) a governance framework to
achieve the strategic objectives
and priorities, including a
description of the roles and
responsibilities of the different
authorities, critical entities and
other parties involved in the
implementation of the strategy;

(b) Provisionally agreed on
the technical trilogue on
18/02

(b) a governance
framework to achieve the
strategic objectives and
priorities, including a
description of the roles and
responsibilities of the
different authorities, critical
entities and other parties
involved in the
implementation of the
strategy,
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EP Mandate

Council Mandate

Draft Agreement

Commission Proposal
Article 3(2), point (c)

70

(c) a description of measures
necessary to enhance the overall
resilience of critical entities,
including a national risk assessment,
the identification of critical entities
and of entities equivalent to critical
entities, and the measures to support
critical entities taken in accordance
with this Chapter;

(c) a description of measures
necessary to enhance the overall
resilience of critical entities,
including a national risk
assessment as referred to in
Article 4, the identification of
critical entities and of entities
equivalent to critical entities, and
the measures to support critical
entities taken in accordance with
this Chapter, including
measures to enhance
cooperation between the public
sector and the private sector and
public and private entities;

(c) a description of measures
necessary to enhance the overall
resilience of critical entities,
including a description of a
national risk assessment, the
identification eferitical-entities
process of critical entities s, and
the measures to support critical
entities taken in accordance with
this Chapter;

(c) Technical meeting
31/5:Provisional agreement
on compromise text:

(c) a description of
measures necessary to
enhance the overall
resilience of critical
entities, including a
description of the national
risk assessment as referred
to in Article 4 ;

‘(ca) a description of the
process by which [critical
entities and of entities
equivalent to] critical
entities are identified;

(cb) a description of the
process supporting critical
entities in accordance with
this Chapter, including
measures to enhance
cooperation between the
public sector, on the one
hand, and the private sector
and public and private
entities on the other hand;

| Article 3(2), point (ca)
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70a

Commission Proposal

EP Mandate

(ca) a list of all authorities and
stakeholders involved in the
implementation of the strategy;

Council Mandate

Draft Agreement

(ca) Technical meeting
31/5:

Provisional agreement on
compromise text:

(ca) alist of the main
authorities and relevant
stakeholders, other than
critical entities, involved in
the implementation of the
strategy;

| Article 3(2), point (d)

(d) apolicy framework for enhanced
coordination between the competent
authorities designated pursuant to
Article 8 of this Directive and
pursuant to [the NIS 2 Directive] for
the purposes of information sharing
on incidents and cyber threats and
the exercise of supervisory tasks.

(d) apolicy framework for
enhanced coordination between
the competent authorities
designated pursuant to Article 8
of this Directive and pursuant to
[the NIS 2 Directive] for the
purposes of information sharing
on incidents and cyber threats

(d) apolicy framework for
enhaneed- coordination
between the competent
authorities designated pursuant
to Article 8 of this Directive and
pursuant to [the NIS 2
Directive] for the purposes of
information sharing on

(d) Discussed on the
technical trilogue on 18/02:
CSL - precisions.

COM - agree, also with
enhanced deletion.

EP: Agree in principle to
CSL proposals including
deletion of 'enhanced', and

7 and the exercise of supervisory | cybersecurity risks, cyber close this line.
tasks. threats and incidents and

eybernon-cyber risks, threats CSL version provisionally

and incidents and the exercise | agreed on the technical

of supervisory tasks. trilogue on 8/02
d) a policy framework for
coordination between the
competent authorities
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

designated pursuant to
Article 8 of this Directive
and pursuant to [the NIS 2
Directive] for the purposes
of information sharing on
cybersecurity risks, cyber
threats and incidents and
non-cyber risks, threats and
incidents and the exercise
of supervisory tasks.

| Article 3(2), point (da)

Tla

(da) apolicy framework
addressing the specific needs
and characteristics of small and
medium-sized enterprises
identified as critical entities to
improve their resilience;

(da) Discussed on the
technical trilogue on 18/02:
CSL: ask for clarity of what
this would entail.

COM: This shouldn't allow
for a deviation from the
obligations under the
Directives. However,
something that considers
the situation of SMEs could
be a useful thought.

EP: want to make sure there
is a plan for SMEs. Open to
work on the wording
'policy framework'

CSL: We think the same
thing, but in a different
way. Ask COM to provide
a compromise as it's just a
question of wording.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

COM agree to provide a
compromise text.

Technical meeting of 6
May: Provisional
agreement on the Council
compromise proposal
below:

(da) a description of
measures already in place
aimed to facilitate the
implementation of
obligations pursuant to
chapter III by small and
medium-sized enterprises
within the meaning of the
Annex to Commission
Recommendation
2003/361/EC* that Member
States identified as critical
entities.

* [footnote: ‘Commission
Recommendation
2003/361/EC of 6 May
2003 concerning the
definition of micro, small
and medium-sized
enterprises (OJ L 124,
20.5.2003, p. 36).]

| Article 3(2), point (db)
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71b

Commission Proposal

EP Mandate

(db) the relevant aspects of the

national cybersecurity strategy
provided for in the NIS 2

Directive and any other sectoral
national strategy with a view to
achieving coordination,
complementarity and synergies.

Council Mandate

Draft Agreement

(db) Discussed on the
technical trilogue on 18/02:
CSL: Highlight this
element of EP proposal is
developed in CSL
amendment at Art 3.1
COM: Concerned this
provision would create
need for constant cross-
checking and updating.
Would this be better
achieved through
cooperation between
competent authorities.
Better to keep documents
separate but ensure
cooperation/ coordination.
EP: To consult with
internal colleagues and
come back with a proposal,
reflecting on CSL proposal
on Art 3.1.

COM recommend line 71
and Art. 8 as pointers.

Article 3

2), first paragraph

72

The strategy shall be updated where
necessary and at least every four
years.

Following a consultation open
to all affected stakeholders, the
strategy shall be updated-where
neeessary-and at least every four

years.

The strategy shall be updated
where when necessary and at
least every four years.

Technical meeting 31/5:
Provisional agreement on
compromise text:

Following a consultation
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Draft Ag

that is, to the extent
practically possible, open to
relevant stakeholders, the
strategy shall be updated at
least every four years.

Article 3(3)

73

3. Member States shall
communicate their strategies, and

any updates of their strategies, to the

Commission within three months
from their adoption.

3. Member States shall
communicate their strategies, and
any updates of their strategies, to
the Commission within three
months from their adoption.

3. Member States shall
communicate the relevant
aspects of their strategies,
including of elements referred
to in paragraph 2, and any
updates eftheir
strategiesthereof , to the
Commission within three
months from their adoption.

3. Discussed on the
technical trilogue on 18/02:
CSL: Part of strategy will
include very specific and
sensitive points - sharing
the whole strategy presents
arisk. But we want to
ensure COM has what they
need.

EP concerned with
'relevant' that would give
the COM fragmented
information.

COM: Art 3.1 obliges MS
to produce strategy. 3.2
includes 'at least' - if we
include and respect
elements specified in this
Dir that would already go a
long way and recognise
CSL sensitivities on
security.

EP agree to reflect, it
should make clear that
those elements included in
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Dir are included to ensure
consistency. If there is
common understanding on
what is necessary EP open
to suggestions. Asks CSL
to clarify those elements.
CSL agrees to reflect and
return with a proposal.

Council compromise
proposal:

The Council proposes to
introduce "a comprehensive
summary of their
strategies"

Technical meeting 16/5:
timeline provisionally
agreed.

Technical meeting 31/5:

EP compromise proposal:
3. Member States shall
communicate their
strategies to the
Commission within three
months from their adoption.
Where a Member State
updates its strategy, it shall
communicate the details of
that update to the
Commission within three
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

months of the adoption of
that update.

EP: Believe the strategy
and its updates should be
communicated in full to the
Commission.

CSL: Believe it should only
include the ‘relevant
aspects’ and requests that it
is reincluded

EP: Concerned this would
lead to a fragmentation of
information.

COM: If ‘relevant aspects’
were to be included, it
would be important to
mention the elements that
should be shared, like in the
general approach text

EP: No mandate to agree
om this. Since there are a
number of elements in the
text on information sharing,
it could be considered as
part of a later package.

Article 4
74
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Commission Proposal

Article 4
Risk assessment by Member States

EP Mandate

Article 4
Risk assessment by Member
States

Council Mandate

Article 4
Risk assessment by Member
States

Draft Agreement

Article 4(1), introductory part

1. Competent authorities designated
pursuant to Article 8 shall establish a
list of essential services in the
sectors referred to in the Annex.
They shall carry out by [three years
after entry into force of this
Directive], and subsequently where
necessary, and at least every four
years, an assessment of all relevant
risks that may affect the provision of

1. Semppeienenhoriies
ool - The
Commission is empowered to
adopt a delegated act in
accordance with Article 8-shetl
establish21 to supplement this
Directive by establishing a list of
essential services in the sectors
and subsectors referred to in the
Annex. +heyThe Commission

1. Competent authorities
designated pursuant to Article 8
shall establish a list of essential
services in the sectors referred
to in the Annex. They shall
carry out by [three years after
entry into force of this
Directive], and subsequently
where necessary, and at least
every four years, a risk-an

1. Discussed on the
technical trilogue on 18/02:
EP: Provides COM
responsibility and clarifies
subsectors.

CSL: Sensitive point for
CSL. Possibly not in line
with principle that DAs
focus on 'non-essential
elements'

those essential services, with a view | shall adopt the delegated act no | assessment efallrelevantrisks COM: Gave this task to MS
to identifying critical entities in later than... [six months after that-may-affectthe provistenof | as such an exercise was
75 accordance with Article 5(1), and the date of entry into force of these-essential serviees;-with a already carried out as part
assisting those critical entities to take | this Directive]. Competent view to identifying critical of NIS1. Authorities could
measures pursuant to Article 11. authorities designated pursuant | entities in accordance with build on their previous
to Article 8 shall carry out by Article 5155 and assisting work. The delegation
[three years after entry into force | those critical entities to take would need to prescribed in
of this Directive], and measures pursuant to Article 11. | a certain way - EP text is
subsequently where necessary, very open. If legislators
and at least every four years, an decide for an empowerment
assessment of all relevant risks of the COM, further details
that may affect the provision of would be needed.
thesethe essential services listed EP: Could work with LS to
in the delegated act, with a view ensure clarity on proposal.
to identifying critical entities in Agree that this is a political
accordance with Article 5(1), and level issue.
assisting those critical entities to COM: EP is asking for
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Commission Proposal EP Mandate

take measures pursuant to Article
11.

Council Mandate

Draft Agreement

what constitutes an
essential service at EU
level - this is different to
COM proposal and could
MS contemplate this? If so,
we could look at
alternatives to a DA. An
annex could be another
mechanism.

CSL: this was not discussed
with MS - but we can
reopen the debate to see
where the limits are in
terms of articulating a list,
remembering DAs are very
sensitive. CSL reflected
that it may be better to find
wording before taking it to
MS. This will have time
implications, and also need
to consider impact on
DORA and NIS2 as a list
would certainly touch these
two Directives.
Conclusion: To be sent to
the Political level.

Technical meeting 16/5:
timeline provisionally

agreed.

Technical meeting 17/6:
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Commission Proposal EP Mandate Council Mandate Draft Agreement

CSL: Sensitive political
issue as have the possibility
to modify the legislative
act. Initial CSL position
had no delegated acts and a
number of delegations did
not feel it was necessary to
have them in the directive.
If there is delegated is
included, it should be
where / when it is useful - if
it is inserted somewhere
unhelpful, for example
article 11, it would result in
a veto from delegations.
The proposal in Article 4
from the EP could be a
positive and useful way
forward, as part of a
package on other issues, to
be agreed at political level.
It is a complicated point
and CSL have already
moved substantially to even
consider a delegated act.

EP:

Want to ensure a level field
across the internal market,
and a fragemented legal
framework with different
conditions in different MS
this isn’t in the interests of
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Commission Proposal EP Mandate Council Mandate Draft Agreement

the Union. On 4(1), the
substance is establishing a
list of sectors and
subsectors, and it’s a
question of whether we
want 27 authorities to
establish their own lists, or
the Commission to unify it.
Member States will be
involved in drafting the
Delegated Act, and also
have a veto once it is
adopted.

On 11(4), we understand it
is a difficult suggestion on
our end and we know
delegations have an issue
with this. Our new
suggestion is to reduce it to
a core list of rules and
essential measures, as
opposed to ‘some’ or ‘all’.
There would still be room
for manoeuvre and
discretion for Member
States to decide what they
want. Again, MS would be
involved in the drafting and
have a veto.

COM
On 4(1) we see it similarly
as the EP, having a DA on
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

the list of essential services
would be useful in creating
a level playing. The
language put forward is a
useful basis to work from.
The timeline set out needs
to be explained from a
procedural point of view.
Appreciate the position of
the Council and welcome
that 4(1) is part of a broader
package. With regard to
11(4), take note of red line
for the CSL, but COM
included this as a way of
future proofing the
legislation. As per the EP
suggestion, it would in
COM view be difficult to
establish a hierarchy on the
measures. In terms of
coming to an agreement at
the end, agree that DA
shouldn’t be an end in itself
and should be useful for the
Directive.

COM on procedural steps
for DA: If 4(1) was agreed
as a DA, the timeline as
proposed is short. This DA
would be complex, there
would be a mandatory 4
weeks stakeholder
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Commission Proposal EP Mandate Council Mandate Draft Agreement

feedback, then we need to
consult working groups,
which would happen more
than once, MS experts
would expect to be able to
provide feedback on
stakeholder consultation.
After COM have necessary
input there is still an
adoption procedure, which
makes the 6 months as a
whole very ambitious. We
would kindly ask for more
flexibility on the timeframe
for adoption to allow
sufficient time for
preparing the DA properly.

CSL: If Article 4(1) was
accepted with a non-
exhaustive list (with further
amendments), but CSL
would need to see
movement on the DA on
Article 11 and also public
administration.

EP

Highlight that the proposal
on 4(1) as worded doesn’t
have to be exhaustive as it
is ‘a list of...” with
flexibility.
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Commission Proposal EP Mandate Council Mandate Draft Agreement

CSL: Council clarify that
by non-exhaustive they
mean they want the
possibility to add to, rather
than restrict or list.

COM: As drafted it would
allow the possibility to add,
particularly given this is a
minimum harmonisation
directive. If that’s
important for CSL to
clarify, we can look at
wording.

EP: Open to look into the
timeline on the DA and
quality more important than
speed. Separate discussion
on timelines and we could
be flexible on this.

COM: transposition is 21
months but there is
sufficient space to find a
compromise between 6 and
21 months. Two options:
Not mention a timeframe or
12 months, which will be
sufficient to subsequently
allow MS enough time for
transposition. The
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

consultation is incredibly
important and there needs
to be sufficient time.

CSL: Need to comeback on
the timeline and have an
exchange with delegations.
Not a negative reserve of
position but need time to
digest and reflect. The
Council would prefer a
mentioned timeframe and
shows concerns of too long
deadline due to other
obligations for the MS that
are based on the existence
of the list of essential
services.

Article 4

1), first paragraph

The risk assessment shall account for
all relevant natural and man-made
risks, including accidents, natural
disasters, public health emergencies,
antagonistic threats, including

The risk assessment shall
account for all relevant natural
and man-made risks, including
those of a cross-sectoral or
cross-border nature, accidents,

The risk assessment shall
account for-all- relevant natural
and man-made risks, including
accidents, natural disasters,
public health emergencies,

Technical meeting 31/5:
Provisional agreement on
compromise text:

The risk assessment shall

76 terrorist offences pursuant to natural disasters, public health hybrid threats or other account for the relevant
Directive (EU) 2017/541 of the emergencies, antagonistic antagonistic threats, including natural and man-made
European Parliament and of the threats, including terrorist terrorist offences pursuant to risks, including those of a
Council. offences pursuant to Directive Directive (EU) 2017/541 of the | cross-sectoral or cross-
(EU) 2017/541 of the European | European Parliament and of the | border nature, accidents,
1. Directive (EU) 2017/541 of the European | Parliament and of the Council'. | Council'. natural disasters, public
Parliament and of the Council of 15 March health emergencies, hybrid
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Commission Proposal

2017 on combating terrorism and replacing
Council Framework Decision 2002/475/JHA
and amending Council Decision
2005/671/JHA (OJ L 88, 31.3.2017, p. 6).

EP Mandate

1. Directive (EU) 2017/541 of the
European Parliament and of the Council
of 15 March 2017 on combating
terrorism and replacing Council
Framework Decision 2002/475/JHA and
amending Council Decision
2005/671/JHA (OJ L 88, 31.3.2017, p.
6).

Council Mandate

1. Directive (EU) 2017/541 of the
European Parliament and of the
Council of 15 March 2017 on
combating terrorism and replacing
Council Framework Decision
2002/475/JHA and amending Council
Decision 2005/671/JHA (OJ L 88,
31.3.2017, p. 6).

Draft Agreement

threats or other antagonistic
threats, including terrorist
offences

pursuant to Directive (EU)
2017/541 of the European
Parliament and of the
Council.

| Article 4(2), introductory part

2. In carrying out the risk
assessment, Member States shall
take into account as a minimum:

2. In carrying out the risk
assessment, Member States shall
take into account as a minimum:

2. In carrying out the risk
assessment, Member States shall
take into account at least the

2. Discussed on 1/03
technical meeting:
Text provisionally agreed

77 following-asa-minimam: as follows:
In carrying out the risk
assessment, Member States
shall take into account at
least the following:
| Article 4(2), point (a)
(a) the general risk assessment (a) the general risk assessment (a) the general risk assessment | (a) Discussed 1/03
carried out pursuant to Article 6(1) carried out pursuant to Article carried out pursuant to Article technical meeting:
of Decision No 1313/2013/EU of the | 6(1) of Decision No 6(1) of Decision No Text provisionally agreed.
European Parliament and of the 1313/2013/EU of the European 1313/2013/EU of the European
73 Council'; Parliament and of the Council'; Parliament and of the Council'; | a) the general risk

1. Decision No 1313/2013/EU of the
European Parliament and of the Council of
17 December 2013 on a Union Civil
Protection Mechanism (OJ L 347,
20.12.2013, p. 924).

1. Decision No 1313/2013/EU of the
European Parliament and of the Council
of 17 December 2013 on a Union Civil
Protection Mechanism (OJ L 347,
20.12.2013, p. 924).

1. Decision No 1313/2013/EU of the
European Parliament and of the
Council of 17 December 2013 on a
Union Civil Protection Mechanism (OJ
L 347,20.12.2013, p. 924).

assessment carried out
pursuant to Article 6(1) of
Decision No 1313/2013/EU
of the European Parliament
and of the Council’;
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Council Mandate

Commission Proposal

EP Mandate

Draft Agreement

1. Decision No 1313/2013/EU of
the European Parliament and of
the Council of 17 December 2013
on a Union Civil Protection
Mechanism (OJ L 347,
20.12.2013, p. 924).

| Article 4

2), point (b)

79

(b) other relevant risk assessments,
carried out in accordance with the
requirements of the relevant sector-
specific acts of Union law, including
Regulation (EU) 2019/941 of the
European Parliament and of the
Council' and Regulation (EU)
2017/1938 of the European
Parliament and of the Council?;

1. Regulation (EU) 2019/941 of the
European Parliament and of the Council of 5
June 2019 on risk-preparedness in the
electricity sector and repealing Directive
2005/89/EC (OJ L 158, 14.6.2019, p. 1).

2. Regulation (EU) 2017/1938 of the
European Parliament and of the Council of
25 October 2017 concerning measures to
safeguard the security of gas supply and
repealing Regulation (EU) No 994/2010 (OJ
L 280, 28.10.2017, p. 1).

(b) other relevant risk
assessments, carried out in
accordance with the
requirements of the relevant

sector-specific acts of Union law,

including Regulation (EU)
2019/941 of the European
Parliament and of the Council!
and Regulation (EU) 2017/1938
of the European Parliament and
of the Council?;

1. Regulation (EU) 2019/941 of the

European Parliament and of the Council

of 5 June 2019 on risk-preparedness in
the electricity sector and repealing
Directive 2005/89/EC (OJ L 158,
14.6.2019, p. 1).

2. Regulation (EU) 2017/1938 of the

European Parliament and of the Council

of 25 October 2017 concerning
measures to safeguard the security of
gas supply and repealing Regulation
(EU) No 994/2010 (OJ L 280,
28.10.2017, p. 1).

(b) other relevant risk
assessments, carried out in
accordance with the
requirements of the relevant
sector-specific acts of Union
law, including Regulation (EU)
2019/941 of the European
Parliament and of the Council'
and-, Regulation (EU)
2017/1938 of the European
Parliament and of the Council?,
Directive 2012/18/EU of the
European Parliament and of
the Council® and Directive
2007/60/EC of the European
Parliament and of the
Council?;

1. Regulation (EU) 2019/941 of the
European Parliament and of the
Council of 5 June 2019 on risk-
preparedness in the electricity sector
and repealing Directive 2005/89/EC
(OJL 158, 14.6.2019, p. 1).

2. Regulation (EU) 2017/1938 of the
European Parliament and of the

(b) Discussed on 1/03
technical meeting:
Provisional agreement on :
other relevant risk
assessments, carried out in
accordance with the
requirements of the relevant
sector-specific acts of
Union law, including
Regulation (EU) 2019/941
of the European Parliament
and of the Council',
Regulation (EU) 2017/1938
of the European Parliament
and of the Council?,
Directive 2012/18/EU of
the European Parliament
and of the Council® and
Directive 2007/60/EC of
the European Parliament
and of the Council?;

1. Regulation (EU) 2019/941 of
the European Parliament and of
the Council of 5 June 2019 on
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Commission Proposal

EP Mandate

Council Mandate

Council of 25 October 2017 concerning
measures to safeguard the security of
gas supply and repealing Regulation
(EU) No 994/2010 (OJ L 280,
28.10.2017, p. 1).

3. Directive 2012/18/EU of the
European Parliament and of the
Council of 4 July 2012 on the control
of major-accident hazards involving
dangerous substances, amending and
subsequently repealing Council
Directive 96/82/EC (OJ L 197,
24.7.2012, p. 1).

4. Directive 2007/60/EC of the
European Parliament and of the
Council of 23 October 2007 on the
assessment and management of flood
risks (OJ L 288, 6.11.2007, p. 27).

Draft Agreement

risk-preparedness in the
electricity sector and repealing
Directive 2005/89/EC (OJ L 158,
14.6.2019, p. 1).

2. Regulation (EU) 2017/1938 of
the European Parliament and of
the Council of 25 October 2017
concerning measures to safeguard
the security of gas supply and
repealing Regulation (EU) No
994/2010 (OJ L 280, 28.10.2017,
p- 1.

3. Directive 2012/18/EU of the
European Parliament and of the
Council of 4 July 2012 on the
control of major-accident hazards
involving dangerous substances,
amending and subsequently
repealing Council Directive
96/82/EC (OJ L 197,24.7.2012,
p- 1.

4. Directive 2007/60/EC of the
European Parliament and of the
Council of 23 October 2007 on
the assessment and management
of flood risks (OJ L 288,
6.11.2007, p. 27).

| Article 4(2), point (c)

80

(c) any risks arising from the
dependencies between the sectors

referred to in the Annex, including
from other Member States and third

countries, and the impact that a

disruption in one sector may have on

other sectors;

(c) any risks arising from the
dependencies between the
sectors referred to in the Annex,
including from other Member
States and third countries, and
the impact that a disruption in
one sector may have on other

(c) any relevant risks arising
from the dependencies between
the sectors referred to in the
Annex, including
fremdependencies on entities
located within other Member
States and third countries, and

(¢c) Technical meeting
31/5:

Agreement on compromise
text:

(c) The relevant risks
arising from the
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Commission Proposal

EP Mandate

sectors, including any risks to
citizens and the internal market,

Council Mandate

the impact that a significant
disruption in one sector may
have on other sectors;

Draft Agreement

dependencies between the
sectors referred to in the
Annex, including from
dependencies on entities
located within other
Member States and third
countries, and the impact
that a significant disruption
in one sector may have on
other sectors, including any
significant risks to citizens
and the internal market;

| Article 4

2), point (d)

81

(d) any information on incidents
notified in accordance with Article
13.

(d) any information on incidents
notified in accordance with
Article 13.

(d) any relevant information on
incidents notified in accordance
with Article 13.

(d) Technical meeting
31/5:

Agreement on CION text:
(d) any information on
incidents notified in
accordance with Article 13.

| Article 4(2), first paragraph

For the purposes of point (c) of the
first subparagraph, Member States
shall cooperate with the competent

For the purposes of point (c) of
the first subparagraph, Member
States shall cooperate with the

For the purposes of point (c) of
the first subparagraph, Member
States shall cooperate with the

Discussed 1/3 technical
meeting.
Provisionally agreed.

82 authorities of other Member States competent authorities of other competent authorities of other
and third countries, as appropriate. Member States and third Member States and third For the purposes of point
countries, as appropriate. countries, as appropriate. (c) of the first
subparagraph, Member
States shall cooperate with
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

the competent authorities of
other Member States and
third countries, as
appropriate.

| Article 4

3)

3. Member States shall make the
relevant elements of the risk
assessment referred to in paragraph 1
available to the critical entities that
they identified in accordance with
Article 5 in order to assist those
critical entities in carrying out their
risk assessment, pursuant to Article
10, and in taking measures to ensure
their resilience pursuant to Article

3. Member States shall make the
relevant elements of the risk
assessment referred to in
paragraph 1 available, through
their single point of contact
referred to in Article 8(2), to the
critical entities that they
1dentified in accordance with
Article 5 in order to assist those
critical entities in carrying out

3. Member States shall make
the relevant elements of the risk
assessment referred to in
paragraph 1 available to the
critical entities that they
identified in accordance with
Article 5. The information
provided to-in-orderto-assist
these critical entities shall
assist them in carrying out

3. Provisionally agreed
01/03:

3. Member States shall
make the relevant elements
of the risk assessment
referred to in paragraph 1
available, where relevant
through their single points
of contact, to the critical

= 11. their risk assessment, pursuant to | their risk assessment, pursuant entities that they identified
Article 10, and in taking to Article 10, and in taking in accordance with Article
measures to ensure their measures to ensure their 5. The information
resilience pursuant to Article 11. | resilience pursuant to Article 11. | provided to critical entities
shall assist them in carrying
out their risk assessment,
pursuant to Article 10, and
in taking measures to
ensure their resilience
pursuant to Article 11.
Article 4(4)
84 4. Each Member State shall provide | 4. Each Member State shall 4. Each Member State shall 4. Discussed in technical
the Commission with data on the provide the Commission with provide the Commission with meeting 1/03:
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Commission Proposal

types of risks identified and the
outcomes of the risk assessments,
per sector and sub-sector referred to
in the Annex, by [three years after
entry into force of this Directive] and
subsequently where necessary and at
least every four years.

EP Mandate

data on the types of risks
identified and the outcomes of
the risk assessments, per sector
and sub-sector referred to in the
Annex, by [three years after
entry into force of this Directive]
and subsequently where
necessary and at least every four
years.

Council Mandate

data-on-the types of risks
identified and the summarised
outcomes of the risk
assessments,-per-seetor-and-stb-
seetor ceter odte 1 heAnRex
by within [three yearsmonths
after entry-intoforee-ofthis
Direetivecarrying out the risk
assessment| and subsequently
where necessary and at least
every four years.

Draft Agreement

Council: is concerned
because information can be
sensitive or classified.
Council proposes that all
deadlines could be seen
together later on.

EP: We are worried that not
enough info is provided. EP
understands the security
concerns but the real
benefit is to have the COM
gathering anonymised info
so that they can do
recommendations.

COM: We need precise
info (particularly info per
sector and per subsector) to
understand how MS
implement the Directive.
COM recalls that there are
systems in place to share
and protect classified info.
Council new proposal (1):
Each Member State shall
provide the Commission
with the types of risks
identified and the relevant
outcomes of the risk
assessments, per sector and
per sub-sector referred to in
the Annex, within (...).

EP: Replacing
"summarised" by "relevant"
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Commission Proposal EP Mandate Council Mandate Draft Agreement

outcomes is not
appropriate.

CION: Council proposal
goes in the right direction
but would be better to
eliminate the adjective
relevant.

Council: chooses relevant
due to coherence with the
rest of the text.

Council new proposal (2):
Each Member State shall
provide the Commission
with the types of risks
identified and the
conclusions of Union
interest of the risk
assessments (...) (this
replaces summarised
outcomes). Sectors and
subsectors stay deleted.
COM: Thinks that this is a
step backwards as it is even
more abstract level. The
objective is to understand
the implementation of the
provision at national level.
Council new new proposal
(3):

the conclusions of the risk
assessments (to replace
summarised outcomes).
Sectors and subsectors stay
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

deleted.

EP: To follow up
discussion in writing.
Council: sees this is related
to row 85 in which COM
will provide a template.

Council compromise
proposal:

"the conclusions of the risk
assessments” (to replace
"summarised outcomes").

Technical meeting 16 May:
On the change of deadline
proposed by CL:

CL

We added 3 months to
allow for the
communication to CION.
Need to elaborate the
conclusions of risk
assessment

EP

We are puzzle what these 3
months make the difference
of. Would there be vital?
CION

The CL proposal gives 3
months for the sending of
the information, similar for
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Commission Proposal EP Mandate Council Mandate Draft Agreement

the line 73 when 3 months
are given. In principle fine
for COM as is only about
communicating, it does not
extend the deadline to carry
out the risk assessment.

EP

What is important is the
risk assessment itself. We
could possibly come to a
common understanding
after seeing the global
agreement on deadline.

Technical meeting 31/5:
Provisionally agreed on
compromise text
(except timeline):

4. Each Member State shall
provide the Commission
with relevant information
on the types of risks
identified and the outcomes
of the risk assessments, per
sector and sub-sector
referred to in the Annex, by
[[three years] after entry
into force of this
Directive]] and
subsequently where
necessary and at least every
four years.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Article 4(5)

5. The Commission may, in
cooperation with the Member States,
develop a voluntary common
reporting template for the purposes
of complying with paragraph 4.

5. The Commission #eayshall, in
cooperation with the Member
States, develop a voluntary
common reporting template for
the purposes of complying with

5. The Commission-may shall,
in cooperation with the Member
States, develop a voluntary
common reporting template for
the purposes of complying with

5. Discussed technical
meeting 1/03:

Council: sees this related to
row 84.

paragraph 4. paragraph 4. Provisional agreement on
replacing may by shall:
&5
The Commission shall, in
cooperation with the
Member States, develop a
voluntary common
reporting template for the
purposes of complying with
paragraph 4.
Article 5
36 Article 5 Article 5 Article 5
Identification of critical entities Identification of critical entities Identification of critical entities
Article 5(1)
1. By [three years and three months | 1. By [three years and three 1. By [threefour years and-three | 1. Discussed 1/03 technical
’7 after entry into force of this months after entry into force of menths-after entry into force of | meeting:
Directive] Member States shall this Directive] Member States this Directive] Member States EP: If a sector does not
identify for each sector and subsector | shall identify for each sector and | shall identify for-each-seeterand | exist on a MS, then no need
referred to in the Annex, other than subsector referred to in the subseetor sectors and to identify critical entities
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Commission Proposal

points 3, 4 and 8 thereof, the critical
entities.

EP Mandate

Annex, other than points 3, 4 and
8 thereof, the critical entities.

Council Mandate

subsectors referred to in the

Annex, other-thanpeints 3,4
and-8-thereof-the critical

entities.

Draft Agreement

in that sector.

COM: Need to add "the"
before sectors in the
Council amendment.
Suggests including a recital
clarifying the process and
that not all MS may have
entities in all sectors.

Conclusion:

-Provisionally agreed that
deadlines will be treated as
a package.

-Provisionally agreed to
refer to points 3,4, and 8
later globally.

-Provisional agreement on:
[By [YYY after entry into
force of this Directive]]
Member States shall
identify for the sector and
subsector referred to in the
Annex, the critical entities.
-Provisional agreement on
adding a recital explaining
among other things that not
all MS may have entities in
all sectors. COM to provide
text.

Technical meeting 16 May:
On the deadline:
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Commission Proposal EP Mandate Council Mandate Draft Agreement

CL

We went up to 4 years (9
months more) to allow MS
to do proper identification
which is not rushed.

3 months after the risk
assessment is not enough
time

EP

This is a key element. We
worry this may lead to
further delays. Given the
change of security situation
due to UA, we think that
we cannot delay action
CION

We see need to swift
progress of implementation.
3 years and 3 months is
quite some time already.
Many of the critical entities
identified under CER
would be already part of
national critical
infrastructure framework.
CL

We will come back to this.

Technical meeting 31/5:
Provisional agreement on
revised lawyer linguist
wording
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

1. [By [YYY after entry
into force of this
Directive]] Member States
shall identify the critical
entities for the sectors and
subsectors referred to in the
Annex,

Article 5(2), introductory part

2. When identifying critical entities
pursuant to paragraph 1, Member
States shall take into account the
outcomes of the risk assessment
pursuant to Article 4 and apply the
following criteria:

88

2. When identifying critical
entities pursuant to paragraph 1,
Member States shall take into
account the outcomes of the risk
assessment pursuant to Article 4
and the strategy on the
resilience of critical entities
referred to in Article 3 and shall
apply the following criteria:

2. When identifying critical
entities pursuant to paragraph 1,
Member States shall take into
account the outcomes of the risk
assessment pursuant to Article 4
and apply the-all following
criteria:

2. Discussed on 1/3
technical meeting:

-CL agrees provisionally on
EP amendment and
explains that all is there to
clarify.

-provisional agreement on:
When identifying critical
entities pursuant to
paragraph 1, Member
States shall take into
account the outcomes of the
risk assessment pursuant to
Article 4 and the strategy
on the resilience of critical
entities referred to in
Article 3 and shall apply all
following criteria:

| Article 5(2), point (a)

l89
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(a) the entity provides one or more
essential services;

(a) the entity provides one or
more essential services;

(a) the entity provides one or
more essential services;

Draft Ag

(a) Discussed on 1/03
technical meeting;:
Provisional agreement

a) the entity provides one or
more essential services;

Article 5(2), point (b)

90

(b) (the provision of that service
depends on infrastructure located in
the Member State; and

(b) {the provision of that
essential service depends on
infrastructure located in the
Member State; and

entity and its critical
infrastructure are located on
the territory of the Member
State performing the
identification; and

(b) Discussed on 1/03
technical meeting:

Council: states that clarity
is needed on whether the
Directives opts for a Home
or Host regulatory regime.
Council opted for a Home
one and made it explicit.
The centre of this Directive
is the critical entity and not
the infrastructure. Council
is open to discuss the
precise language.

EP: Very important
political point. COM
proposal to focus on the
service itself is something
we want to support. If we
enter the Council approach
(double conditionality), it
may lead to gaps and may
create legal uncertainty.
We can continue to provide
clarity technically but this
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

to be resolved in political
level.

COM: The link to entity
and service is in point (a),
and point (b) refers to the
link between the service
and infrastructure. We
wonder where the Council
sees a gap. Clarity needed
on what is meant with
‘entity located’ and what is
to be achieved with adding
the second criterion.
Conclusion: This issue is to
be resolved at political
level, although further
clarifying questions can be

addressed at technical level.

Council compromise
proposal:

"(b) The entity operates on
the territory of the Member
State performing the
identification and its
critical infrastructure is
located on the territory of
this Member State; and"”

Article 5(2), point (c)
91 (c) an incident would have (c) an incident would have (c) an incident would have (c) Technical meeting 6
significant disruptive effects on the significant disruptive effects on significant disruptive effects on | and 31 May: Provisional
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provision of the service or of other
essential services in the sectors
referred to in the Annex that depend
on the service.

the provision of the essential
service or of other essential
services in the sectors referred to
in the Annex that depend on the
service.

the provision of these essential
services-the-serviee or of other
essential services in the sectors
referred to in the Annex-that

depend-on-theserviee pursuant
to Article 6(1).

Draft Ag

agreement on Council
compromise proposal.:
"(c) An incident would
have significant disruptive
effects, as determined in
accordance with Article
6(1), on the provision of
one or more of these
essential services in the
sectors referred to in the
Annex that depend on the
service."

Article 5

3), introductory part

3. Each Member State shall
establish a list of the critical entities
1dentified and ensure that those
critical entities are notified of their
identification as critical entities
within one month of that
identification, informing them of
their obligations pursuant to

3. Each Member State shall
establish a list of the critical
entities identified and ensure that
those critical entities are notified
of their identification as critical
entities within one month of that
identification, informing them of
their obligations pursuant to

3. Each Member State shall
establish a list of the critical
entities identified and ensure
that those critical entities are
notified of their identification as
critical entities within one
month of that identification;

informing-them. Member

3. Technical meeting 14
March:

CION: if the approach
proposed by the Council
would be agreeable for the
EP, then in principle
willing to follow the
Council approach (delete

92 Chapters II and III and the date from | Chapters II and III and the date States shall inform those the category of entities
which the provisions of those from which the provisions of critical entities of their equivalent to critical
Chapters apply to them. those Chapters apply to them. obligations pursuant to Chapters | entities), but we need to
H-andHHIII and IV and the clearly distinguish those
date from which-the these entities who will have
provisions apply to them, obligations flowing from
without prejudice to Article 7 | the directive and those who
of these-Chaptersapphyto-them. | don’t (objective of COM
proposal with 2
denominations was to
10316/22 XB/id 127
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Commission Proposal EP Mandate Council Mandate Draft Agreement

ensure legal clarity).

On lines 92 and 94, there is
a need for further clarity
regarding the entities in the
sectors referred to in points
3, 4 and 8 of the Annex.

EP : in principle not against
to the deletion of the
category of entities
equivalent to critical
entities but EP does not
have the mandate to
address that today. I
However it is important to
clearly establish what is
required from the entities
and what is not.

Council : proposes one
amendment to clarify,
pending on the discussion
on article 7. Council has
concerns on the coverage of
physical resilience
discussed in DORA and
NIS2 directive.

Council proposes to add at
the end the following :
“Member States shall
inform critical entities in
the sectors referred to in
points 3, 4 and 8 of the
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Annex that they have no
obligations pursuant to
Chapters Il and IV.”

EP : looks acceptable,
pending to the discussion
on article 7. We can put it
square brackets.

COM: very good
clarification

Provisionally agreed :

3. Each Member State shall
establish a list of the critical
entities identified and
ensure that those critical
entities are notified of their
identification as critical
entities within one month
of that identification.
Member States shall inform
those critical entities of
their obligations pursuant to
Chapters Il and IV and the
date from which these
provisions apply to them,
[without prejudice to
Article 7]. Member States
shall inform critical entities
in the sectors referred to in
points 3, 4 and 8 of the
Annex that they have no
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

obligations pursuant to
Chapters III and IV.]

In any case: the above
agreement is dependent on
an agreement on art 7.

Technical meeting 31/5:
Council suggest to add a
clarification at the end:
“unless national provisions
provide otherwise”

CSL to provide text in

writing and EP will review.

COM in principle open to
suggested text.

Article 5(3), first paragraph

For the critical entities concerned,
the provisions of this Chapter shall

For the critical entities
concerned, the provisions of this

For the critical entities
concerned,- the provisions of

Technical meeting of 16
May: On the deadlines:

apply from the date of the Chapter shall apply from the date | Chapters II1 and I'V-this CL
notification and the provisions of of the notification and the Chapter shall apply from We added 6 months (total
Chapter I1II shall apply from six provisions of Chapter III shall twelve months after that date, | 12 months) because 6
93 months after that date. apply from six months after that | except for-the-date-of-the months was not enough for
date. netifieation-and the provisions critical entities to
of ChaptertHArticle 14(2)(a) implement the resilience
which shall apply from six measures (core of the
months-after-that-datethe date Directive).
of the notification. EP
EP is concerned with this
change. It is indeed core of
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the matter.

Measures should be taken
asap. Administrative
burden should not be too
high for them.

CION

Need for swift
implementation, to achieve
the resilience of entities
asap. In the process of
implementing (before
designation), it is expected
that there would be already
informal contacts, therefore
critical entities would be
able to start preparing in
advance.

CL

Concern is that we don’t
want to have entities that
are unable to implement the
resilience measures.
Proposal is to keep here 12
months here and be flexible
on other deadlines on MS
obligations.

EP

We have shown already
flexibility on a number of
elements to try to reduce
the burden on entities (e.g.
on equivalence regime).
There is need to inform
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entities with lot of time in
advance.

At this point we cannot
make any concessions on
this.

CION: suggestion to
narrow down the difference
between the two proposals,
to find possible
compromise.

EP

If we look at the initial
proposal. We look 3 years
and 10 months after entry
into force and what CL
proposes is more than 5
years. It is not few months
more or less. Every month
counts. We would need CL
to move more

CL

Compromise proposed: In
line 87, 3 years and 6
months (instead of 4 years)
in exchange of keeping 12
months (in line 93 and
133).

EP

Do you have specific
feedback from entities
about their difficulties to
fulfil 6 months deadline?
CL
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Entities need first to do the
risk assessment, then
identify and implement the
resilience measures. The
timeline needs to be
realistic. This is the first
time that we will
implement the Directive.
EP

We don’t want to
overburden them.

6 months makes a
difference. It is crucial. We
need to find a good middle
ground.

Technical meeting 31/5:

CION compromise
proposal:

For the critical entities
concerned, the provisions
of Chapter III shall apply
from [12 months] after the
date of the notification
referred to in the first
sentence .

Rationale: This aims to
avoid the inconsistency
between lines 93 and 169.
Line 93 would only refer to
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

obligations under Chapter
II1. Obligations under
Chapter IV would be dealt
with in lines 167a and 169
(unchanged).

CSL: line 93 can agree.
167a understand this was
agreed politically during
the trilogue, including with
regard to article 15. Line
169 can agree.

EP: Keep line 93 open as
part of timeline
negotiations but already
consider it a good
approach.

Article 5(4)

4. Member States shall ensure that
their competent authorities
designated pursuant to Article 8 of
this Directive notify the competent
authorities that the Member States
designated in accordance with

94 Article 8 of [the NIS 2 Directive], of
the identity of the critical entities
that they identified under this Article
within one month of that
identification.

4. Member States shall ensure
that their competent authorities
designated pursuant to Article 8
of this Directive notify the
competent authorities that the
Member States designated in
accordance with Article 8 of [the
NIS 2 Directive], of the identity
of the critical entities that they
identified under this Article
within one month of that
identification.

4. Member States shall ensure
that their competent authorities
designated pursuant to Article 8
of this Directive notify the
competent authorities-thatthe
Member-States- designated in
accordance with Article 8 of
[the NIS 2 Directive], of the
identity of the critical entities
that they identified under this
Article within one month of that
identification.

4. Technical Meeting
14/03:

-Provisionally agreed the
deletion of the Council.
-CION: On lines 92 and 94,
provided that the co-
legislators agree on the
approach proposed by the
Council (i.e. unique
denomination ‘critical
entities’ for all sectors)
there is a need for further
clarity regarding the entities
in the sectors referred to in
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

points 3, 4 and 8 of the
Annex to ensure legal
clarity.

-Council proposes to add at
the end of this line:

“That notification shall
specify, where applicable,
that the critical entities
concerned are entities in the
sectors referred to in points
3, 4 and 8 of the Annex to
this Directive and have no
obligations under Chapters
[T and IV thereof.”

EP provisionally
satisfactory, put it in square
brackets.

In any case: the above
agreement is dependent on
an agreement on art 7.

Provisionally agreed:
Member States shall ensure
that their competent
authorities designated
pursuant to Article 8 of this
Directive notify the
competent authorities
designated in accordance
with Article [X] of [the NIS
2 Directive], of the identity
of the critical entities that
they identified under this
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Draft Ag

Article within one month of

that identification. [That
notification shall specify,
where applicable, that the
critical entities concerned
are entities in the sectors
referred to in points 3, 4
and 8 of the Annex to this
Directive and have no
obligations under Chapters
III and IV thereof.]

Article 5

5)

5. Following the notification

5. Following the notification

5. Technical Meeting

referred in paragraph 3, Member referred in paragraph 3, Member | referred-in-paragraph3-Member | 14/03:
States shall ensure that critical States shall ensure that critical States-shall ensure-thateritieal -Council: Some of these
entities provide information to their | entities provide information to entities-provide-informationte parts were moved to 9a in
competent authorities designated their competent authorities their-competent-autherities the Council General
pursuant to Article 8 of this designated pursuant to Article 8 | designated-pursuantto-Article-8 | Approach. Moreover we
Directive on whether they have been | of this Directive on whether they | efthisDireetive-on-whether changed article 5.2. to
identified as a critical entity in one or | have been identified as a critical | theyhavebeenidentified-asa avoid multiple
95 more other Member States. Where entity in one or more other ertteal-entib-inoncormore identification of the same
an entity has been identified as Member States. Where an entity | etherMemberStates—Wherean | critical entity by different
critical by two or more Member has been identified as critical by | entityhasbeen-identifiedas Member states (by adding
States, these Member States shall two or more Member States, eritical-by-two-or-more- Member | another criterion for the
engage in consultation with each these Member States shall Statesthese- Member-States identification), so there
other with a view to reduce the engage in consultation with each | shallengase-ineconsultation were no need to set up the
burden on the critical entity in regard | other with a view to with-each-other-with-a-view-to mechanism laid down in
to the obligations pursuant to rediceachieving the highest reduce-the burden-on-the-eritieal | article 5(5). Deletion that is
Chapter III. possible degree of coherence entity-tnregard-to-the coherent with the change
and to reducing the burden on obligationspursuantte-Chapter | made by the Council in
the critical entity in regard to the | HE article 5(2)b.
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Commission Proposal

EP Mandate

obligations pursuant to Chapter
IIL

Council Mandate

Draft Agreement

-CION: Ok in principle to
move substance to Art 9a.

Conclusion: As this is
linked to art 9a and 5.2.b,
we put all this line 95 in
square brackets waiting for
a resolution of the related
articles. In case this
paragraph was to be
reintroduced, the Council
would accept EP
amendment.

Article 5(6)

6. For the purposes of Chapter IV,

6. For the purposes of Chapter

6. Technical meeting 14

Member States shall ensure that IV, Member States shall ensure March:
critical entities, following the that critical entities, following thaterieatentiiesHoHowing On the Council
notification referred in paragraph 3, | the notification referred in thenotthieationrelerredn amendment:
provide information to their paragraph 3, provide information | paragraph3;provide - Council: In our General
competent authorities designated to their competent authorities information-to-theircompetent Approach, this is moved to
pursuant to Article 8 of this designated pursuant to Article 8 | autherities-designated-pursuant | art 14 (rows 167a and 167b,
96 Directive on whether they provide of this Directive on whether they | te-Atticle-8-ofthis Direetive o | with a precision added on
essential services to or in more than | provide the same or similar whether-theyprovide-essential what essential service is
one third of Member States. Where essential services to or in more services-to-or-in-mere-thanone | provided).
that is so, the Member State than ene-third-ofthree Member third-ef Member-States—Where | Conclusion: agreed to be
concerned shall notify, without States. Where that is so, the thatis-so-the Member-State discussed when art 14.
undue delay, to the Commission the | Member State concerned shall coneerned-shall-netify—witheut
identity of those critical entities. notify, without undue delay, to undue-delayto-the-Commission | -EP on “same or similar”
the Commission the identity of thetdentity-of these-eritical essential services : We fear
those critical entities. entittes: that a service may have a
certain name in one MS and
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

another one in another MS.
This is an IMCO
amendment.

CION: Sympathy with EP
amendment, it would be
useful in case the
identification of essential
services is done by MS (as
in COM proposal). In such
a case, it is likely that there
will be some differences
from MS to MS. To be kept
in mind that EP proposed a
delegated act for defining a
common list of essential
services.

-Council is afraid of lack of
clarity and mentioned that
an example would help.

Threshold to be discussed
when article 14 is
addressed and at political
level.

Conclusion:
All this line is put in square
brackets.

Article 5(7), introductory part
97 7. Member States shall, where 7. Member States shall, where 7. Member States shall, where 7. Technical meeting 14
necessary and in any event at least necessary and in any event at necessary and in any event at March:
10316/22 XB/id 138
ANNEX RELEX 5 LIMITE EN



Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

every four years, review and, where
appropriate, update the list of
identified critical entities.

least every four years, review
and, where appropriate, update
the list of identified critical
entities.

least every four years, review
and, where appropriate, update
the list of identified critical
entities.

Provisionally agreed.

7. Member States shall,
where necessary and in any
event at least every four
years, review and, where
appropriate, update the list
of identified critical
entities.

| Article 5

7), first paragraph

98

Where those updates lead to the
identification of additional critical
entities, paragraphs 3,4, 5 and 6
shall apply. In addition, Member
States shall ensure that entities that
are no longer identified as critical
entities pursuant to any such update
are notified thereof and are informed
that they are no longer subject to the
obligations pursuant to Chapter 111 as
from the reception of that
information.

Where those updates lead to the
identification of additional
critical entities, paragraphs 3, 4,
5 and 6 shall apply. In addition,
Member States shall ensure that
entities that are no longer
identified as critical entities
pursuant to any such update are
notified thereof and are informed
in due time that they are no
longer subject to the obligations
pursuant to Chapter III as from
the reception of that information.

Where those updates lead to the
identification of additional
critical entities, paragraphs 345
S-and-6- and 4 shall apply. In
addition, Member States shall
ensure that entities that are no
longer identified as critical
entities pursuant to any such
update are notified thereof and
are informed that they are no
longer subject to the obligations
pursuant to Chapter III as from
the reception of that
information.

Technical meeting 14
March:

Conclusion: Provisionally
agreed in accepting all
amendments from EP and
Council.

Where those updates lead
to the identification of
additional critical entities,
paragraphs 3 and 4 shall
apply. In addition, Member
States shall ensure that
entities that are no longer
identified as critical entities
pursuant to any such update
are notified thereof and are
informed in due time that
they are no longer subject
to the obligations pursuant
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Commission Proposal EP Mandate

Council Mandate

Draft Agreement

to Chapter III as from the
reception of that
information.

Article 5(7a)

7a. The Commission shall, in
cooperation with the Member
States, develop
recommendations and
guidelines to support Member
States in identifying critical
entities.

98a

7a. Technical meeting of 6
May: Provisional
agreement on Council
compromise proposal:
Council is willing to accept
the EP amendment ("The
Commission shall, in
cooperation with the MS,
develop recommendations
and guidelines to support
MS in identifying critical
entities"), in exchange for
adding "non-binding
guidelines" and adding a
recital to clarify the non-
binding nature of these
recommendations and
guidelines.

| Article 6

Article 6 Article 6

99 Significant disruptive effect Significant disruptive effect

Article 6
Significant disruptive effect

Article 6
Article 6
Significant disruptive effect

Technical meeting 14
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Council Mandate

Commission Proposal

EP Mandate

Draft Agreement

March: Provisionally

agreed
| Article 6(1), introductory part
1. When determining the 1. When determining the 1. When determining the 1. Technical meeting 14
significance of a disruptive effect as | significance of a disruptive effect | significance of a disruptive March: Provisionally
referred to in point (c) of Article as referred to in point (c) of effect as referred to in point (c¢) | agreed
5(2), Member States shall take into Article 5(2), Member States shall | of Article 5(2), Member States
account the following criteria: take into account the following shall take into account the 1. When determining the
100 criteria: following criteria: significance of a disruptive
effect as referred to in point
(c) of Article 5(2), Member
States shall take into
account the following
criteria:
| Article 6(1), point (a)
(a) the number of users relying on (a) the number of users relying (a) the number of users relying | (a) Technical meeting 14
the service provided by the entity; on the essential service provided | on the essential service March: Provisionally
by the entity; provided by the entity; agreed including essential
101

a) the number of users
relying on the essential
service provided by the
entity;

| Article 6(1), point (b)

102

(b) the dependency of other sectors

(b) the dependency of other

(b) the dependency of other

(b) Technical meeting 14
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Commission Proposal

referred to in the Annex on that
service;

EP Mandate

sectors and subsectors referred

to in the Annex or of the supply

chain on that essential service;

Council Mandate

sectors referred to in the Annex
on that essential service;

Draft Agreement

March:

EP: Need to make explicit
subsector and supply chain
(in early times of pandemic
there was small disturbance
in part of the chain that led
to big disturbance down the
line in the supply chain.
This amendment comes
from IMCO)

-CION: No problem adding
‘essential’. Fine to add
‘subsector’, it is a
clarification.

Supply chain: open to have
a reference if it’s agreeable
for co-legislators; one could
consider adding it in a
recital.

-Council: Reference to
supply chain could be
consider a bureaucratic
burden. This is complicated
for us. We would prefer to
include it in a recital.

-EP we know that the
concept can be vague. We
cannot say now if we can
agree, we need to check
with IMCO. But it is
positive compromise
proposal to include it in a
recital. We will come back

10316/22
ANNEX

RELEX 5

XB/id
LIMITE

142
EN



Draft Ag

to you in written with a
proposal.

Provisionally agreed:

(b) the dependency of other
sectors and subsectors
referred to in the Annex [or
of the supply chain] on that
essential service;

See also COM informal
proposal on supply chain in
Recital 13 (Line 23)

Technical meeting of 6
May: Provisional
agreement on Council
compromise proposal:
Council proposes to include
the supply chain element in
a recital.

Article 6

1), point (c)

(c) the impacts that incidents could
have, in terms of degree and
duration, on economic and societal
activities, the environment and

(c) the impacts that incidents
could have, in terms of degree
and duration, on economic and
societal activities, the

(c) the impacts that incidents
could have, in terms of degree
and duration, on economic and
societal activities, the

(c) Technical meeting
14/03:

-EP: We discussed in row
61 already but the objective

e public safety; environment and public safety; environment, public safety and | in row 61 is not the same
security, and health of the than here.
population-and-publie-safety; -CION: Okay with GA text
Conclusion: Council
amendment provisionally
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

agreed. However it depends
on the closure of row 61.

Article 6(1), point (d)
(d) the market share of the entity in | (d) the market share of the entity | (d) the market share of the (d) Technical meeting
the market for such services; in the market for such services; entity in the market for such 14/03:
services; Provisionally agreed
104
d) the market share of the
entity in the market for
such services;
| Article 6(1), point (e)
(e) the geographic area that could be | (e) the geographic area that (e) the geographic area that (e) Technical meeting
affected by an incident, including could be affected by an incident, | could be affected by an incident, | 14/03:
any cross-border impacts; including any cross-border including any cross-border EP: Need to explain that
impacts, taking into account the | impacts; not all the regions are the
vulnerability associated with the same.
degree of isolation of certain Council: No opposition.
types of geographic areas, such CION: In principle fine.
105 as insular regions, outermost However; “outermost
regions or mountainous areas; regions” could be replaced
with “remote regions”, as
‘outermost region’ has a
specific meaning in EU
law. “Remote” more in line
with other listed examples
that refer to geographic
characteristics.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

EP and Council agree.

Provisionally agreed

(e) the geographic area that
could be affected by an
incident, including any
cross-border impacts,
taking into account the
vulnerability associated
with the degree of isolation
of certain types of
geographic areas, such as
insular regions, remote
regions or mountainous
areas;

| Article 6

1), point (f)

106

(f) the importance of the entity in
maintaining a sufficient level of the
service, taking into account the
availability of alternative means for
the provision of that service.

(f) the importance of the entity
in maintaining a sufficient level
of the essential service, taking
into account the availability of
alternative means for the
provision of that essential
service.

(f) the importance of the entity
in maintaining a sufficient level
of the essential service, taking
into account the availability of
alternative means for the
provision of that service.

(f) Technical meeting
14/03:

Provisionally agreed on EP
text.

f) the importance of the
entity in maintaining a
sufficient level of the
essential service, taking
into account the availability
of alternative means for the
provision of that essential
service.
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0 on Proposa P Mandate 0 andate Draft Ag
Article 6(2), introductory part

2. Member States shall submit to the | 2. Member States shall submit to | 2. Member States shall submit | 2. Technical meeting

Commission by [three years and the Commission by [three years | to the Commission by-fthree 14/03:
three months after the entry into and three months after the entry | years-andwithin | three months | Agreement on discussing
force of this Directive] the following | into force of this Directive] the after-the-entry-into-foree-ofthis | all the timelines in a
information: following information: Direetive of the identification | package later.

of the critical entities] the

following information: Technical meeting of 16

May: On the deadline:

CL

Our amendment at the
beginning. MS needs
sufficient time to transmit
important information.

EP

If I understood correctly,
this is line with line 84.
We keep it open

CION

In principle fine for COM,
as it only concerns sharing
info , but does not delay the
actual tasks of
identification.

107

Article 6(2), point (a)

(a) the list of services referred to in | (a) the list of services referred to | (a) the list of essential services | (a) Technical meeting 14
Article 4(1); in Article 4(1); referred to in Article 4(1); March:
Provisionally agreed the

108
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Draft Ag

Council addition.

a) the list of essential
services referred to in
Article 4(1);

Article 6(2), point (b)

109

(b) the number of critical entities
identified for each sector and
subsector referred to in the Annex
and the service or services referred
to in Article 4(1) that each entity
provides;

(b) the number of critical entities
identified for each sector and
subsector referred to in the
Annex and the service or
services referred to in Article
4(1) that each entity provides;

(b) the number of critical
entities identified for each sector
and subsector referred to in the
Annex and-the-service-or

. ; e el

. des:

(b) Technical meeting
14/03:

Council: Concerned that
provision of too much info
would allow adversaries to
identify, target and attack
critical entities

EP: The info given to
CION cannot be too
abstract so they can
properly check how the
Member states implement
the directive.

Different MS may come to
different conclusions, to
reduce the discrepancies,
then sharing the info is
needed.

CION: We are in line with
EP. COM will not know the
identities of identified
critical entities. To
understand how MS
implement the Directive,
some information/proxies
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

are needed.

Conclusion: Council need
to do further reflection with
MS and come back with a
proposal

Council compromise
proposal (sent be email on
10 May):

"2. Member States shall
submit to the Commission
within [three months of the
identification of the critical
entities] the following
information:

b) the number of critical
entities identified for each
sectors and subsectors
referred to in the Annex
and each essential service
referred to in article 4(1)."

Recital 12 would be
amended accordingly.
In exchange, row 110
would remain as in the
general approach.

Article 6(2), point (c)
110 (c) any thresholds applied to specify | (c¢) any thresholds applied to (c) any thresholds applied to (c) Technical meeting
one or more of the criteria in specify one or more of the specify one or more of the 14/03:
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Commission Proposal

paragraph 1.

EP Mandate

criteria in paragraph 1.

Council Mandate

criteria in paragraph 1—, which
can be presented as such or in
aggregated form.

Draft Agreement

-Council: Again we added
the reference to aggregated
form to protect the
identities of the entities. We
see a potential risk in
sharing this information
that are usually classified.
An added problem is that
we create a new type of
information/product by
gathering all this
information from Member
states at the EU level,
which can be a very
interesting new objective
for our adversaries. It is not
a problem of trust on the
Commission.

-EP: CION needs to be seen
as a trusted third party.
There are the channels to
exchange info safely and
the colleagues referring will
hold appropriate security
clearances. We expect
flexibility from MS.
Thresholds were expected
at the NIS2 proposal so it
should be feasible to
include them too. Pls see
the Council what you can
achieve internally

CION: the points a b and ¢
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

are modelled on the NIS
existing legislation. The
way point ¢ is amended
risks retaining an obligation
to share, but in such a way
that it does not provide
clear info (with high level
of aggregation it may not
be telling). If aggregation is
part of the final
compromise, then the
agreement should be at
least to provide aggregated
information at sub sector
level.

-Council: we will discuss
with MS but this is a very
sensitive issue

Council compromise
proposal for package (sent
by email 15/05):

Keep Council mandate on
line 110 in exchange for
changes in line 156 on 24h
notification

Article 6(2), first paragraph

They shall subsequently submit that

They shall subsequently submit

They shall subsequently submit

Technical meeting 14

111 information where necessary, and at | that information where that information where March:
least every four years. necessary, and at least every four | necessary, and at least every Provisionally agreed
years. four years.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

They shall subsequently
submit that information
where necessary, and at
least every four years.

| Article 6

3)

112

3. The Commission may, after
consultation of the Critical Entities
Resilience Group, adopt guidelines
to facilitate the application of the
criteria referred to in paragraph 1,
taking into account the information
referred to in paragraph 2.

3. The Commission #ayshall,
after consultation of the Critical
Entities Resilience Group, adopt
guidelines to facilitate the
application of the criteria
referred to in paragraph 1, taking
into account the information
referred to in paragraph 2.

3. The Commission mayshall,
after consultation of the Critical
Entities Resilience Group, adopt
non-binding guidelines to
facilitate the application of the
criteria referred to in paragraph
1, taking into account the
information referred to in

3. Technical meeting 14
March:

Provisionally agreed taking
all EP and Council
amendments.

3. The Commission shall,
after consultation of the

paragraph 2. Critical Entities Resilience
Group, adopt non-binding
guidelines to facilitate the
application of the criteria
referred to in paragraph 1,
taking into account the
information referred to in
paragraph 2.

Article 7
Article 7 Article 7 Article 7
Entities equivalent to critical entities Entities equivalent to critical Critical entities equivalentte
113 under this Chapter entities under this Chapter eritical-entities-under-this
Chapterin the banking,
financial market
infrastructure and digital
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Commission Proposal EP Mandate Council Mandate Draft Agreement
infrastructure sectors
Article 7(1)
1. Asregards the sectors referred to | 1. As regards the sectors 1. Asterares 40 . eters 1. 22/4
in points 3, 4 and 8 of the Annex, referred to in points 3, 4 and 8 of | referred-to-in-peoints3;4-and-8
Member States shall, by [three years | the Annex, Member States shall, | efthe-Annex;-MemberStates CSL: We proposed these
and three months after entry into by [threesears-and-threeone shall; by {three-yearsandthree | modifications to be
force of this Directive], identify the vear and six months after entry months-afterentry-into-foree-of | coherent with NIS2.
entities that shall be treated as into force of this Directive], this Directivelidentifi-the
equivalent to critical entities for the identify the entities that shall be | entities-thatshall be-treated-as COM: Important provision
purposes of this Chapter. They shall | treated as equivalent to critical equivalentto-eritical-entitiesfor | given DORA and NIS2
apply the provisions of Articles 3, 4, | entities for the purposes of this the-purpeses-of-this-Chapter: negotiations. It is important
5(1) to (4) and (7), and 9 in respect Chapter. They shall apply the Fhey-shall-apphythe previsiens | to ensure that entities in the
of those entities. provisions of Articles 3, 4, 5(1) of Artieles 3,4, 5(H-to(4and 3 sectors falling under
to (4) and (7), and 9 in respect of | (D;-and-9-inrespeet-ofthose NIS2 and DORA comply
those entities. entities: with the provisions under
those Dir as they cover
114 .
comprehensively also the
physical aspects, this article
is important to avoid
duplication/double burdens.
This principle has been
maintained via. Council’s
amendments. Lines 115 and
116 being moved elsewhere
in text is fine.
CSL: It is important that if
there are gaps at Union
level, national law /
measurements can
supplement it.
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Commission Proposal EP Mandate Council Mandate Draft Agreement
Technical meeting 31/5: see
line 116a
Article 7(2)
2. In respect of the entities in the 2. Inrespect of the entities in the | 2. Inrespeet-efthe-entitiesin
sectors referred to in points 3 and 4 sectors referred to in points 3 and | the-seetersreferredto-inpoints
of the Annex identified pursuant to 4 of the Annex identified 3and-dofthe Annecidentiied
paragraph 1, Member States shall pursuant to paragraph 1, Member | pursuantto-paragraphts
ensure that, for the purposes of the States shall ensure that, for the Member-States-shall-ensure-that;
115 application of Article 8(1), the purposes of the application of for-the-purpeses-ofthe
authorities designated as competent | Article 8(1), the authorities apphication-of Article-8(1H);-the
authorities are the competent designated as competent avtherities-designated-as
authorities designated pursuant to authorities are the competent competent-autheritiesare-the
Article 41 of [DORA Regulation]. authorities designated pursuant competent-authorities
to Article 41 of [DORA designated-pursuantto-Atticle
Regulation]. H-of P PORAResulation}:
Article 7(3)
3. Member States shall ensure that 3. Member States shall ensure 3. MemberStates-shall-ensure
the entities referred to in paragraph 1 | that the entities referred to in that-the-entitiesreferred-to-in
116 are, without undue delay, notified of | paragraph 1 are, without undue paragrapht-are—witheutundue
their identification as entities delay, notified of their delay;notified-of their
referred to in this Article. identification as entities referred | identifieation-as-entitiesreferred
to in this Article. to-inthis Artiele:
Article 7
116a : .
Member States shall ensure 3a. Technical meeting 31/5
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Commission Proposal

EP Mandate

Council Mandate

that the provisions of Article
9a and Chapters III to VI
shall not apply in respect of
designated critical entities in
the sectors referred to in
points 3, 4 and 8 of the table in
the Annex.

Draft Agreement

provisionally agreed on
compromise text:

Member States shall ensure
that Article 9a and Chapters
M1, IV and VI do not apply
to identified critical entities
in the sectors referred to in
points 3, 4 and 8 of the
table in the Annex. Member
States may adopt or
maintain provisions of
national law to achieve a
higher level of resilience
for those critical entities,
provided that those national
provisions are consistent
with applicable Union law.

Article 8
Article 8 Article 8 Article 8
Competent authorities and single Competent authorities and Competent authorities and
point of contact single point of contact single point of contact
17 Discussed on 1 April
technical meeting:
Provisionally Agreed.
| Article 8(1), introductory part
I 18 1. Each Member State shall 1. Each Member State shall 1. Each Member State shall 1. Discussed on 1 April I
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designate one or more competent

authorities responsible for the correct

application, and where necessary
enforcement, of the rules of this
Directive at national level
(‘competent authority’). Member
States may designate an existing
authority or authorities.

designate one or more competent
authorities responsible for the
correct application, and where
necessary enforcement, of the
rules of this Directive at national
level (‘competent authority’).
Member States may designate an
existing authority or authorities.

designate one or more
competent authorities
responsible for the correct
application, and where
necessary enforcement, of the
rules of this Directive at national
level (‘competent authority’).
Member States may designate
an existing authority or
authorities.

Draft Ag

technical meeting:
Provisionally Agreed.

1. Each Member State shall
designate one or more
competent authorities
responsible for the correct
application, and where
necessary enforcement, of
the rules of this Directive at
national level (‘competent
authority’). Member States
may designate an existing
authority or authorities.

Article 8

1), second paragraph

In respect of the critical
entities in the sectors referred
to in points 3 and 4 of the
table in the Annex, the
authorities designated as
competent authorities shall,
where appropriate, be the

20/6 Provisionally agreed
on compromise text:

In respect of the critical
entities in the sectors
referred to in points 3 and 4
of the table in the Annex,

118a competent authorities the authorities designated

designated pursuant to Article | as competent authorities

41 of [DORA Regulation]. In shall, in principle, be the

respect of critical entities competent authorities

referred to in point 8 of the referred to in Article 41 of

table in the Annex, the [DORA Regulation].

designated competent In respect of the critical

authorities shall, where entities referred to in point
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Commission Proposal

EP Mandate

Council Mandate

appropriate, be the competent
authorities designated
pursuant to Article 8 of [NIS 2
Directive].

Draft Agreement

8 of the table in the Annex,
the designated competent
authorities shall, in
principle, be the competent
authorities designated
pursuant to Article 8 of
[NIS 2 Directive].

[...] Member States may
designate a different
competent national
authority for those sectors
in accordance with existing
national frameworks [...].

Article 8(1), first paragraph

Where they designate more than one
authority, they shall clearly set out
the respective tasks of the authorities
concerned and ensure that they
cooperate effectively to fulfil their
tasks under this Directive, including
with regard to the designation and
activities of the single point of

119 contact referred to in paragraph 2.

Where they designate more than
one authority, they shall clearly
set out the respective tasks of the
authorities concerned and ensure
that they cooperate effectively to
fulfil their tasks under this
Directive, including with regard
to the designation and activities
of the single point of contact
referred to in paragraph 2.

Where they designate more than
one authority, they shall clearly
set out the respective tasks of
the authorities concerned and
ensure that they cooperate
effectively to fulfil their tasks
under this Directive, including
with regard to the designation
and activities of the single point
of contact referred to in
paragraph 2.

Discussed on 1 April
technical meeting:

Provisionally Agreed.

Where they designate more
than one authority, they
shall clearly set out the
respective tasks of the
authorities concerned and
ensure that they cooperate
effectively to fulfil their
tasks under this Directive,
including with regard to the
designation and activities of
the single point of contact
referred to in paragraph 2.
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Article 8(2)

120

2. Each Member State shall, within
the competent authority, designate a
single point of contact to exercise a
liaison function to ensure cross-
border cooperation with competent
authorities of other Member States
and with the Critical Entities
Resilience Group referred to in

Article 16 (‘single point of contact’).

2. Each Member State shall,
within the competent authority,
designate a single point of
contact to exercise a liaison
function to ensure cross-border
cooperation with competent
authorities of other Member
States and with the Commission
and the Critical Entities
Resilience Group referred to in
Article 16 (‘single point of
contact’) and, where relevant, to

ensure cooperation with third
countries.

2. Each Member State shall;
o 41 hority:
designate one national-= single
point of contact to exercise a
liaison function to ensure cross-
border cooperation with the
single points of contact
competentautherities of other
Member States and with the
Critical Entities Resilience
Group referred to in Article 16
(‘single point of contact’).

2. Discussed on 1 April
technical meeting:

EP supports the idea of a
single PoC and finds useful
that it possesses broader
liaison functions (COM,
third countries e.g. those in
accession negotiations that
may benefit from advance
exchanges). Would not
oppose an emergency
centre within the PoC but
requires further
explanation. Does not
oppose deletion of
“competent authority” as
such but would like to see
some qualification such as
“where relevant”.

Council amendments are to
provide clarity. Deletion of
“competent authority” is to
allow for MS to
autonomously designate a
PoC within one of their
institutions.

COM intention with the
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

single PoC was to ensure
clarification with regard to
liaison with CERG and
between MS. COM notes
that certain MS envisaged
single PoC as exercising a
24/7 function / emergency
service. Decision to expand
liaison functions is with co-
legislators.

Council can agree with EP
addition of the PoC
exercising liaison functions
with COM. On further
tasks, will revert to
Delegations. Council
showed openness to accept
language that the single
point of contact is
designated “where
relevant” within the
competent authority.

Council compromise
proposal (sent by email on
10 May)

"2. Each Member State
shall designate one national
single point of contact,
where relevant within a
competent authority, to
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

exercise a liaison function
to ensure cross-border
cooperation with the single
points of contact of other
Member States and the
Critical Entities Resilience
Group referred to in Article

16 ("single point of
contact").

Where relevant, it could
also ensure a liaison
function with the
Commission and
cooperation with third
countries."

Article 8(3)
3. By [three years and six months 3. By... [threefour years and six | 3. By [three-years-and-six 3. Discussed on 1 April
after entry into force of this months after entry into force of | menths- seven years after entry | technical meeting:
Directive], and every year thereafter, | this Directive], and_in the first into force of this Directive], and
the single points of contact shall trimester of every year every yeartwo years thereafter, | Matter of timelines to be
submit a summary report to the thereafter, the single points of the single points of contact shall | discussed globally.
Commission and to the Critical contact shall submit a summary | submit a summary report to the
Entities Resilience Group on the report to the Commission and to | Commission and to the Critical | Council proposes
121 . . . . . " o o o o . T
notifications received, including the | the Critical Entities Resilience Entities Resilience Group on the | extensions to timeline for
number of notifications, the nature of | Group on the notifications notifications received, including | practical quality reasons.
notified incidents and the actions received, including the number the number of notifications, the
taken in accordance with Article of notifications, the nature of nature of notified incidents and | EP preliminarily deems
13(3). notified incidents and the actions | the actions taken in accordance | seven years a long period
taken in accordance with Article | with Article 13(3). but optimistic with regards
13(3). to intermediate
compromise. Also wants
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Commission Proposal EP Mandate Council Mandate Draft Agreement

first summary report within
a given timeframe (first
trimester) and would also
support to include a
specific deadline if needed.

COM supports for having a
clear date.

EP proposes “by 31% of
March”.

Technical meeting of 16
May: ON deadlines:

CL

Reporting obligations can
be big burden. Time is
needed. We understand that
7 years can seem a lot, we
are open to talk

EP

We agreed to longer for
summary report in line with
implementation. 7 years is
very long in politics. We
hope that CL can reduce. If
so, then we can show
openness on the every two
years

CION

7 years maybe too long; it
should be feasible to have
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Commission Proposal EP Mandate Council Mandate Draft Agreement

the report earlier
(depending on the
agreement on other
timelines). COM could
eventually accept frequency
of the report every two
years, if agreed by co-
legislators.

CL

We need reports every 2
years. We are open to
reconsider and go down
from 7 years.

This would be dependent
on an overall agreement on
deadlines.

EP

By 5 years and every two
years (by 31 March of
every other year)

CL

We can pre agree but would
depend on general
agreement on deadlines

CL

We wonder if 5 years is
possible with our 12
months proposal for
entities. Either we validate
5 years and 6 months or we
leave it open for later.

We think that it is
important to keep it
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

EP
Maybe we can link 121 to
156, instead of 93.

Article 8(3)
The Commisison shall, in 3a. Technical meeting
cooperation with the Critical 31/5: provisionally agreed
Entities Resilience Group, on compromise text:
develop a voluntary common | The Commission shall, in
reporting template for the cooperation with the
summary report referred to in | Critical Entities Resilience
the subpargaraph above. Group, develop a common
121a reporting template, which
the competent authorities of
the Member States may
use, on a voluntary basis,
for the purposes of
submitting summary
reports as referred to in the
first subparagraph.
Article 8(4)

4. Each Member State shall ensure
that the competent authority,
including the single point of contact

4. Each Member State shall
ensure that the competent
authority, including the single

4. Each Member State shall
ensure that the competent

authority;ineluding and the

4. Council modified text in
view of being coherent with
8(2).

122 designated therein, has the powers point of contact designated single point of contact
and the adequate financial, human therein, has the powers and the designated-thereinhas have the | EP can agree with addition
and technical resources to carry out, | adequate financial, human and powers and the adequate subject to an agreement
in an effective and efficient manner, | technical resources to carry out, financial, human and technical reached in line 120 adding
the tasks assigned to it. in an effective and efficient resources to carry out, in an “where relevant”.
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Commission Proposal

EP Mandate

manner, the tasks assigned to it.

Council Mandate

effective and efficient manner,
the tasks assigned to i#tthem.

Draft Agreement

COM concurs.

Can provisionally agree
subject to an agreement
reached in line 120.

Article 8(5)

5. Member States shall ensure that
their competent authorities,
whenever appropriate, and in
accordance with Union and national
law, consult and cooperate with
other relevant national authorities, in
particular those in charge of civil
protection, law enforcement and
protection of personal data, as well
as with relevant interested parties,

123 including critical entities.

5. Member States shall ensure
that their competent authorities,
whenever appropriate, and in
accordance with Union and
national law, consult and
cooperate with other relevant
national authorities, in particular
those in charge of civil
protection, law enforcement and
protection of personal data, as
well as with relevant interested

parties, including critical entities.

5. Member States shall ensure
that their competent authorities,
whenever appropriate, and in
accordance with Union and
national law, consult and
cooperate with other relevant
national authorities,tn-partietlar
including those in charge of
civil protection, law
enforcement and protection of
personal data, as well as with
critical entities and relevant
interested parties-ineluding

5. Discussed on 1 April
technical meeting:

Provisionally agreed on the
basis of Council text.

“5. Member States shall
ensure that their competent
authorities, whenever
appropriate, and in
accordance with Union and
national law, consult and
cooperate with other
relevant national
authorities, including those
in charge of civil
protection, law enforcement
and protection of personal
data, as well as critical
entities and relevant
interested parties”

| Article 8(6)
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124

6. Member States shall ensure that
their competent authorities
designated pursuant to this Article
cooperate with competent authorities
designated pursuant to [the NIS 2
Directive] on cybersecurity risks and
cyber incidents affecting critical
entities, as well as the measures
taken by competent authorities
designated under [the NIS 2
Directive] relevant for critical
entities.

6. Member States shall ensure
that their competent authorities
designated pursuant to this
Article cooperate with competent
authorities designated pursuant
to [the NIS 2 Directive] on
cybersecurity risks and cyber
incidents affecting critical
entities, as well as the measures
taken by competent authorities
designated under [the NIS 2
Directive] relevant for critical
entities.

6. Member States shall ensure
that their competent authorities
designated pursuant to this
Article cooperate and exchange
information with competent
authorities designated pursuant
to [the NIS 2 Directive] on
cybersecurity risks, cyber
threats and incidents and non-
cyber risks, threats and-and
eyber incidents affecting critical
entities, as well as-the relevant
measures taken by competent
authorities designated under [the
NIS 2 Directive] relevantfor
eritical-entitiesand this
Directive .

6. Discussed on 1 April
technical meeting:

Council amendments in
view of greater clarity.

EP and COM in agreement.

Provisionally Agreed:

“6. Member States shall
ensure that their competent
authorities designated
pursuant to this Article
cooperate and exchange
information with competent
authorities designated
pursuant to [the NIS 2
Directive] on cybersecurity
risks, cyber threats and
incidents and non-cyber
risks, threats andincidents
affecting critical entities, as
well as relevant measures
taken by competent
authorities designated
under [the NIS 2 Directive]
and this Directive”

Article 8

7)

125

7. Each Member State shall notify
the Commission of the designation

7. Each Member State shall
notify the Commission of the

7. Each Member State shall
notify the Commission of the

7. Discussed on 1 April
technical meeting:
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

of the competent authority and single | designation of the competent designation of the competent
point of contact within three months | authority and single point of authority and single point of Council amendment to
from that designation, including their | contact within three months from | contact within three months ensure clarity and
precise tasks and responsibilities that designation, including their | from that designation, including | coherence.
under this Directive, their contact precise tasks and responsibilities | their-preetse- tasks and
details and any subsequent change under this Directive, their contact | responsibilities under this EP can agree to deletion of
thereto. Each Member State shall details and any subsequent Directive, their contact details “precise”. With regard to
make public its designation of the change thereto. Each Member and any subsequent change the Council addition, this is
competent authority and single point | State shall make public its thereto. Where Member States | linked to debate on Art.
of contact. designation of the competent decided to appoint other 8(2). Proposes to maintain
authority and single point of authorities than those in square brackets in view
contact. indicated under paragraph 1, | of final agreement on line
second subparagrah, as the 118a.
designated competent
authorities in respect of the COM concurs with EP.
critical entities referred to in
points 3, 4 and 8 of the table in | Technical meeting 16/5:
the Annex, they shall also timeline provisionally
specify that to the agreed.
Commission. Each Member
State shall make public its
designation of the competent
authority and single point of
contact.
Article 8(8)

8. The Commission shall publish a
list of Member States’ single points

126 of contacts.

8. The Commission shall
publish a list of Member States’
single points of contacts.

8. The Commission shall
publish a list of Member States’
single points of contacts.

8. Discussed on 1 April
technical meeting:

Provisionally Agreed.

8. The Commission shall
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

publish a list of Member
States’ single points of
contacts.

Article 9

127

Article 9
Member States’ support to critical
entities

Article 9
Member States’ support to
critical entities

Article 9
Member States’ support to
critical entities

Article 9
Member States’ support to
critical entities

Discussed on 1 April
technical meeting:

Provisionally Agreed.

| Article 9(1)

1. Member States shall support
critical entities in enhancing their
resilience. That support may include
developing guidance materials and
methodologies, supporting the
organisation of exercises to test their
resilience and providing training to

1. Member States shall support
critical entities in enhancing their
resilience. That support meayshall
include developing guidance
materials and methodologies,
supporting the organisation of
exercises to test their resilience

1. Member States shall support
critical entities in enhancing
their resilience. That support
may include developing
guidance materials and
methodologies, supporting the
organisation of exercises to test

1. Discussed on 1 April
technical meeting;:

Provisional agreement
reached on the basis of:

- Maintaining “may”
instead of “shall”.

29 personnel of critical entities. and providing training to their resilience and providing - Maintain Council
personnel of critical entities. advice and training to personnel | addition on “advice”
Member States may provide of critical entities. - Insert EP addition
financial resources to critical with regard to financial
entities, without prejudice to resources.
applicable rules on State aid,
where necessary and justified by Provisionally agreed:
public interest objectives.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

1. Member States shall
support critical entities in
enhancing their resilience.
That support may include
developing guidance
materials and
methodologies, supporting
the organisation of
exercises to test their
resilience and providing
advice and training to
personnel of critical
entities. Member States
may provide financial
resources to critical entities,
without prejudice to
applicable rules on State
aid, where necessary and
justified by public interest
objectives.

| Article 9(2)

2. Member States shall ensure that

the competent authorities cooperate
and exchange information and good
practices with critical entities of the

2. Member States shall ensure
that the competent authorities
cooperate and exchange
information and good practices

2. Member States shall ensure
that the competent authorities
cooperate and exchange
information and good practices

2. Discussed on 1 April
technical meeting:

Provisionally Agreed.

129 sectors referred to in the Annex. with critical entities of the with critical entities of the
sectors referred to in the Annex. | sectors referred to in the Annex. | 2. Member States shall
ensure that the competent
authorities cooperate and
exchange information and
good practices with critical
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

entities of the sectors
referred to in the Annex.

| Article 9(3)

3. Member States shall establish
information sharing tools to support
voluntary information sharing
between critical entities in relation to
matters covered by this Directive, in
accordance with Union and national
law on, in particular, competition
and protection of personal data.

130

3. Member States shall establish
information sharing tools to
support voluntary information
sharing between critical entities
in relation to matters covered by
this Directive, in accordance
with Union and national law on,
in particular, competition and
protection of personal data.

3. Member States shall

blish inf o shai
toolsto-suppert facilitate
voluntary information sharing
between critical entities in
relation to matters covered by
this Directive, in accordance
with Union and national law on,
in particular, classified and
sensitive information,
competition and protection of
personal data.

3. Discussed on 1 April
technical meeting:

Council deleted
“information-sharing tools”
in view of large
administrative burden
entailed. Also concerns
with sensitivity of
information. Would not like
MS to have to develop new
software in this regard.

COM sees Council
amendments as not
affecting the intended
objective of facilitating
voluntary information
sharing. Can also agree
with Council additions on
classified and sensitive
information.

EP did not interpret this
provision as requiring any
new IT developments. Not
opposed to Council changes
and additions.
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Provisionally Agreed:

“3. Member States shall
facilitate voluntary
information sharing
between critical entities in
relation to matters covered
by this Directive, in
accordance with Union and
national law on, in
particular, classified and
sensitive information,
competition and protection
of personal data.”

Article 9a

130a

Article 9a
Cooperation between Member
States

Article 9a
Article 9a
Technical meeting 14
March:

EP: There is a concern on
moving from the
consultation with

Commission to only
bilateral ones between MS.
CION: "Consistent"
(Council language)
application reflects well the
provision on MS
cooperation set out in Art

5(5) of the COM proposal.

Cooperation between MS
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

can be brought to CERG
when deemed necessary
and useful even if not
explicitly mentioned in art
9a.

Council: It was important
to cover a gap regarding
cooperation . The Directive
did not foresee cooperation
options between a number
MS that are below the
threshold for Critical
Entities of Special
European significance. EP:
We need to consult
internally (including the
legal dimension). But there
are positive elements, we
are happy that consistency
is mentioned.

To be put in square
brackets, no need to further
discuss now.

Article 93, first paragraph, introductory part

Member States shall engage in
consultations with each other

regarding critical entities
130b .
whenever appropriate for the
consistent application of the
Directive. Such consultations
shall take place in particular
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

regarding critical entities:

Article 93, first paragraph, point (a)

130c

(a) that use critical
infrastructure which is
physically connected between
two or more Member States;

Article 93, first paragraph, point (b)

130d

(b) that are part of corporate
structures that are connected
with, or linked to, critical
entities in other Member
States;

Article 93, first paragraph, point (c)

130e

(¢) that have been identified
as such in one Member State
and provide essential services
to or in other Member States.

Article 9a, second paragraph

The consultations shall aim at

130f enhancing the resilience of
critical entities and, where
possible, reducing the
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Commission Proposal EP Mandate Council Mandate Draft Agreement
administrative burden for the
critical entities.
Chapter lll
Chapter 111 Chapter 111 Chapter IlI Chapter 111
Resilience of Critical Entities Resilience of Critical Entities Resilience of Critical Entities Resilience of Critical
Entities
B0 Discussed on 1 April
technical meeting:
Provisionally Agreed.
| Article 10
Article 10 Article 10 Article 10 Article 10
Risk assessment by critical entities Risk assessment by critical Risk assessment by critical Risk assessment by critical
entities entities entities
2 Discussed on 1 April
technical meeting:
Provisionally Agreed.
| Article 10, first paragraph
Member States shall ensure that Member States shall ensure that | Member States shall ensure that | Discussed on 1 April
133 critical entities assess within six critical entities assess within six | critical entities assess within technical meeting:
months after receiving the months after receiving the sixtwelve months after receiving
notification referred to in Article notification referred to in Article | the notification referred to in EP has only included one
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Commission Proposal

5(3), and subsequently where
necessary and at least every four
years, on the basis of Member
States’ risk assessments and other
relevant sources of information, all
relevant risks that may disrupt their
operations.

EP Mandate

5(3), and subsequently where
necessary and at least every four
years, on the basis of Member
States’ risk assessments and
other relevant sources of
information, all relevant risks
that may disrupt their
operationsprovision of essential
services concerned.

Council Mandate

Article 5(3), and subsequently
where necessary and at least
every four years, on the basis of
Member States’ risk
assessments and other relevant
sources of information,-alt
relevant risks that may disrupt
the provision of essential

services-their-operations.

Draft Agreement

change which is line with
Council amendments.
Questions with regard to
the timeline to be dealt as a
package. Expresses concern
with the deletion of “all”
and requests further
explanation from Council.
Removal of “all” appears as
affording too much
discretion to entities to
choose which risks they
envisage as disrupting the
provision of the essential
service. Seen as a small
addition which may have
far-reaching consequences.

Council deletion of “all”
intended to reduce
administrative burden.
Latter EP amendment is in
line with Council.

COM agree with latter
Council and EP
amendments on the
“provision of essential
services”. On deletion of
“all”, given that “relevant
remains, does not share
concern.

2
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Draft Ag

Provisionally agreed on the
basis of the EP proposal:
“Member States shall
ensure that critical entities
assess within six months
after receiving the
notification referred to in
Article 5(3), and
subsequently where
necessary and at least every
four years, on the basis of
Member States’ risk
assessments and other
relevant sources of
information, all relevant
risks that may disrupt their
provision of essential
services concerned.”

Technical meeting 16 May:
On the deadline, see
discussion on line 93.

Article 10, second paragraph

The risk assessment shall account for

all relevant risks referred to in
Article 4(1) which could lead to the

The risk assessment shall
account for all relevant risks
referred to in Article 4(1) which

The risk assessment of the
critical entities shall account
for-all- relevant risks referred to

Discussed on 1 April
technical meeting:

134 disruption of the provision of could lead to the disruption of in Article 4(1) which could lead | Council proposes an
essential services. It shall take into the provision of essential to the-disraption-of the-previsien | equivalence regime for risk
account any dependency of other services. It shall take into ofessential servieesan incident. | assessment providing
sectors referred to in the Annex on account any dependency of other | It shall take into account flexibility to MS and
the essential service provided by the | sectors referred to in the Annex dependencies of and on-any reducing administrative
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Commission Proposal

critical entity, including in
neighbouring Member States and
third countries where relevant, and
the impact that a disruption of the

EP Mandate

on the essential service provided
by the critical entity, including in
neighbouring Member States and
third countries where relevant,

Council Mandate

dependeney-of other sectors

referred to in the Annex on the
essential service provided by the
critical entity, including in

Draft Agreement

burden.

EP on deletion of “all” has
to be jointly reflected with

provision of essential services in one
or more of those sectors may have on

and the impact that a disruption
of the provision of essential

neighbouring Member States
and third countries where

Article 4(1). Additions on
“incident”, on

the essential service provided by the | services in one or more of those | relevantand-the-impaet-thata “dependencies” are
critical entity. sectors may have on the essential | disraption-eftheprovisionof acceptable. Expresses
service provided by the critical essential-servicesin-one-ermeore | puzzlement with regard to
entity. of thesesectors-may-have-onthe | equivalence regime.
essential service-provided-by-the | However open to look at
iti ityrelevant.Member | this specific proposal, also

States may recognise
equivalence, in whole or in
part, between exisiting risk
assessments of critical entities
in as far as they address the
risks and dependencies
referred to in this Article.

in relation to Art. 1(3). But
stresses need to avoid legal
uncertainties.

COM: Concurs with EP on
acceptable amendments. On
equivalence regime, COM
expresses serious concern
with Council proposal.
While COM had proposed
an equivalence regime in
Art. 1(3), it was
circumscribed to other acts
of Union law, giving
precedence to other acts of
sectoral Union law over
CER in case of “at least”
equivalent requirements.
Council regime implicates
national and international
law in equivalence. This
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Commission Proposal EP Mandate Council Mandate Draft Agreement

could lead to a patchwork
implementation of CER.
Also no mechanism
provided for through which
COM could understand
how equivalence is being
recognised and how said
provision would be
implemented in practice by
MS.

EP and Council agree to
place “all” and the last
Council amendment on
equivalence in square
brackets. Remaining parts
provisionally agreed.

Council compromise
proposal (Sent by email on
10 May):

"The risk assessment of the
critical entities shall
account for relevant risks
referred to in Article 4(1)
which could lead to an
incident. It shall take into
account dependencies of
and on other sectors
referred to in the Annex on
the essential service
provided by the critical
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Commission Proposal EP Mandate Council Mandate Draft Agreement

entity, including in
neighbouring Member
States and third countries
where relevant.

Where critical entities
already possess risk
assessments that address in
part or in whole the risks
and dependencies referred
to in this Article, they shall
be exempt of any
duplication of their work
and their risk assessments
may be recognised, in
whole or in part, as
equivalent by the national
authorities among those
referred to in article 3(2)
point b, upon assessment."

CION informal proposal
(sent by email 15/06):

The risk assessment of the
critical entities shall
account for [all] relevant
risks referred to in Article
4(1) which could lead to an
incident. It shall take into
account dependencies of
and on other sectors
referred to in the Annex on
the essential service
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Commission Proposal EP Mandate Council Mandate Draft Agreement

provided by the critical
entity, including in
neighbouring Member
States and third countries
where relevant. Where
critical entities have
undertaken assessments of
risk or drawn up documents
pursuant to obligations in
other acts of law that are
relevant for the measures
referred to in the first sub-
paragraph, they may use
those assessments and
documents to meet the
requirements set out in this
Article. When exercising its
supervisory functions, the
competent authority
designated pursuant to
Article [8] paragraph 1 may
decide to declare an
existing risk assessment of
a critical entity that
addresses the risks and
dependencies referred to in
the first sub-paragraph as
compliant in part or in
whole with the obligations
under this Article.

Technical meeting on 17
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

June:

CSL: Accept the
Commission proposal. The
part starting on "When
exercising its supervisory
functions, etc" needs to be
part of the text on lines 134
and 143.

[ALL] on line 134 remains
in square brackets (thus not
agreed yet) and is included
in information package.
Prefer ‘use’ in recital 20
(line 30).

EP: Need to reflect on with
political groups. Appreciate
this could reduce burdens
but also need to consider
that it creates exemptions.
Generally positive towards
the Commission proposal.

Article 11
Article 11 Article 11 Article 11 Article 11
Resilience measures of critical Resilience measures of critical Resilience measures of critical Resilience measures of
entities entities entities critical entities
135
Discussed on 1 April
technical meeting:

Provisionally Agreed.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Article 11(1), introductory part

136

1. Member States shall ensure that
critical entities take appropriate and
proportionate technical and
organisational measures to ensure
their resilience, including measures
necessary to:

1. Member States shall ensure
that critical entities take
appropriate and proportionate
technical and organisational
measures to ensure their
resilience, including measures
necessary to:

1. Member States shall ensure
that critical entities take
appropriate and proportionate
technical, security, and
organisational measures to
ensure their resilience,
according to the outcomes of
the risk assessments referred
to in Articles 4 and 10,
including measures necessary
to:

1. Discussed on 1 April
technical meeting:

Council stresses attachment
to its additions.

EP not opposed to addition
of “security” but would like
to disambiguate references
to Article 4 and 10.
Reference to Article 4 is
too broad. Suggests
disambiguating the two but
can agree with the
principle.

EP proposes: “according to
the relevant information
provided by Member States
on the risk assessment
referred to in Article 4, as
well as the outcomes of the
Risk Assessment referred to
in Article 10.”

COM concurs.
Provisionally agreed :

“1. Member States shall
ensure that critical entities

XB/id 180
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Draft Ag

take appropriate and
proportionate technical,
security, and organisational
measures to ensure their
resilience, according to the
relevant information
provided by Member States
on the risk assessment
referred to in Article 4, as
well as the outcomes of the
Risk Assessment referred to
in Article 10, including
measures necessary to:”

Article 11(1), point (a)

137

(a) prevent incidents from
occurring, including through disaster
risk reduction and climate adaptation
measures;

(a) prevent incidents from
occurring, including through
disaster risk reduction and
climate adaptation measures;

(a) prevent incidents from
occurring, duly taking into
account-ineluding-through
disaster risk reduction and
climate adaptation measures;

(a) Discussed on 1 April
technical meeting:

Council amendment is to
avoid that the entity is
obliged to take the outlined
specific measures. The
intention was not to add a
discretionary element but to
acknowledge the fact that
not all entities have to take
climate adaptation
measures et al. Some
entities will de facto not
have to take such measures.
The Council amendment
alleviates the need to take a
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

positive step towards
climate adaptation as an
entity if there should be no
such obligation in the first
place. All entities will
nonetheless have to duly
consider.

Council proposes: “duly
considering...measures”

EP not opposed in
principle. Linguistic
concerns on whether it
makes sense seeing the
overall context of this
Article, including on use of
term “measures”. EP to
further reflect internally on
the basis of Council
explanations and proposal.

COM: Concern. “Duly
taking into account,” adds
an element of discretion for
the entity.

Article 11(1), point (b)

(b) ensure adequate physical

(b) ensure adequate physical

(b) ensure adequate physical

(b) Discussed on 1 April

138 | protection of sensitive areas, protection of sensitive areas, protection of sensitive-areas; technical meeting:
facilities and other infrastructure, facilities and other infrastructure, | faetlities-and-etherthe premises
including fencing, barriers, perimeter | including fencing, barriers, and the critical infrastructure; | Council deletion of
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Commission Proposal

monitoring tools and routines, as
well as detection equipment and
access controls;

EP Mandate

perimeter monitoring tools and
routines, as well as detection
equipment and access controls;

Council Mandate

inchading duly taking into
account measures such as
fencing, barriers, perimeter
monitoring tools and routines, as
well as detection equipment and
access controls;

Draft Agreement

“including” in view of
broadening the list of
possible measures through
the use of examples.

EP no principled
disagreement but further
reflection needed.

COM in principle fine with
Council amendments with
regard to “premises” and
critical infrastructure”.
COM notes change of
approach from COM to
Council text. If agreeable to
co-legislators, COM could
possibly agree.

Provisionally agreed on
except “duly taking into
account” which is retained
in square brackets in view
of horizontal reflection on
the matter.

Article 11(1), point (c)

(c) resist and mitigate the

consequences of incidents, including

(c) resist and mitigate the
consequences of incidents,

(c) respond to, resist and
mitigate the consequences of

(c) Discussed on 1 April
technical meeting:

139 the implementation of risk and crisis | including the implementation of | ineidents;
management procedures and risk and crisis management ineludingincidentsduly taking | Council added “respond to”
protocols and alert routines; procedures and protocols and into account the to correspond with
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Commission Proposal

EP Mandate

alert routines;

Council Mandate

implementation of risk and
crisis management procedures
and protocols and alert routines;

Draft Agreement

definition of resilience.

Provisionally agreed on
except “duly taking into
account” which is retained
in square brackets in view
of horizontal reflection on
the matter.

Article 11(1), point (d)

140

(d) recover from incidents,
including business continuity
measures and the identification of
alternative supply chains;

(d) recover from incidents,
including business continuity
measures and the identification
of alternative supply chains, fo
ensure the continuous provision

of the essential service;

(d) recover from incidents,
duly taking into account
inelading business continuity
measures and the identification
of alternative supply chains;

(d) Discussed on 1 April
technical meeting:

EP notes that amendment is
aligned with what was
previously discussed in line
49. Sees value in addition
of time element to the
provision of the essential
service. Will confirm if we
can opt for different
language instead of
“continuous”.

COM: As we are talking of
a post-incident situation
(recovery), questionable
whether the element added
by the EP is useful here.

EP proposes: “to resume
the provision of the
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

essential service”.

Council agrees to EP
proposal.

Provisionally agreed on
except “duly taking into
account” which is retained
in square brackets in view
of horizontal reflection on
the matter.

“(d) recover from incidents,
[duly taking into account]
business continuity
measures and the
identification of alternative
supply chains, to resume
the provision of the
essential service;”

Article 11(1), point (e)

(e) ensure adequate employee
security management, including by
setting out categories of personnel
exercising critical functions,

(e) ensure adequate employee
security management, including
by setting out categories of
personnel exercising critical

(e) ensure adequate employee
security management, duly
taking into account measures

such as -ineludingby-setting

(e) Technical meeting
31/5:

CION compromise

141 establishing access rights to sensitive | functions, laying down out categories of personnel proposal:

areas, facilities and other appropriate training exercising critical functions,

infrastructure, and to sensitive requirements and qualifications, | establishing access rights to (e) ensure adequate

information as well as identifying establishing access rights to sensitive-areas;facilities-and employee security

specific categories of personnel in sensitive areas, facilities and other premises, critical management, duly

view of Article 12; other infrastructure, and to infrastructure, and-te- sensitive | considering measures such
sensitive information as well as information, as well as as setting out categories of
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Commission Proposal

EP Mandate

identifying specific categories of
personnel in view of Article 12;
where external providers are
involved in employee security
management, critical entities
shall ensure that they comply
with generally accepted
standards and specifications

Council Mandate

designating the categories of
persons and setting up vetting
procedures in accordance
with-identifyAng speeifie

) c Lin i
of Article 12;

Draft Agreement

personnel exercising
critical functions,

establishing access rights to

premises, critical

infrastructure and sensitive

information, designating
the categories of persons
and setting up vetting
procedures in accordance
with Article 12, as well as
laying down appropriate
training requirements and
qualifications. For the
purposes of this point,
personnel of external
service providers shall be
taken into account when
setting out categories of
personnel exercising
critical functions;

Council can accept the
CION compromise
proposal

EP will reflect before
returning with a reaction.

Article 11(1), point (f)

(f) raise awareness about the

(f) raise awareness about the

(f) raise awareness about the

142 measures referred to in points (a) to | measures referred to in points (a) | measures referred to in points
(e) among relevant personnel. to (e) among relevant personnel, | (a) to (e) among relevant
including by means of periodic | personnel duly taking into
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Commission Proposal

EP Mandate
training.

Council Mandate

account training courses,
information materials and
exercices.

Draft Agreement

Article 11(2)

2. Member States shall ensure that
critical entities have in place and
apply a resilience plan or equivalent
document or documents, describing
in detail the measures pursuant to
paragraph 1. Where critical entities
have taken measures pursuant to
obligations contained in other acts of
Union law that are also relevant for
the measures referred to in paragraph
1, they shall also describe those
measures in the resilience plan or
equivalent document or documents.

2. Member States shall ensure
that critical entities have in place
and apply a resilience plan or
equivalent document or
documents, describing in detail
the measures pursuant to
paragraph 1. Where critical
entities have taken measures
pursuant to obligations contained
in other acts of Union law that
are also relevant for the measures
referred to in paragraph 1, they
shall also describe those

2. Member States shall ensure
that critical entities have in
place and apply a resilience plan
or equivalent document or
documents, describing-in-detat
the measures pursuant to
paragraph 1. Where critical
entities have taken measures
pursuant to obligations
contained in other acts of Union,
national or international law .
Member States may recognise
equivalence, in whole or in

2. CION informal proposal
(sent by email 15/06):

2. Member States shall
ensure that critical entities
have in place and apply a
resilience plan or
equivalent document or
documents, describing the
measures pursuant to
paragraph 1. Where critical
entities have drawn up
documents or taken

143 . -
measures in the resilience plan or | part, betweenJaw-that-are-alse | measures pursuant to
equivalent document or relevant-for the measures obligations in other acts of
documents. referred to in paragraph 1;they | law that are relevant for the
shall-alse- and these measures | measures referred to in
or ensure that critical entities | paragraph 1, they may use
describe those measures in the those measures and
resilience plan or equivalent documents to meet the
document or documents. requirements set out in this
Article. When exercising its
supervisory functions, the
competent authority
designated pursuant to
Article [8] paragraph 1 may
decide to declare existing
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Commission Proposal EP Mandate Council Mandate Draft Agreement

resilience-enhancing
measures of a critical entity
that address the technical
and organisation measures
referred to in the first
paragraph in an appropriate
and proportionate manner
as compliant in part or in
whole with the obligations
under this Article.

Technical meeting on 17
June:

CSL: Accept the
Commission proposal. The
part starting on "When
exercising its supervisory
functions, etc" needs to be
part of the text on lines 134
and 143.

[ALL] on line 134 remains
in square brackets (thus not
agreed yet) and is included
in information package.
Prefer ‘use’ in recital 20
(line 30).

EP: Need to reflect on with
political groups. Appreciate
this could reduce burdens
but also need to consider
that it creates exemptions.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Generally positive towards
the Commission proposal.

Article 11(2a)
2a. Member States shall
ensure that each critical entity

1432 designates a liaison officer or

equivalent as point of contact
with the competent
authorities.

Article 11(3)

3. Upon request of the Member
State that identified the critical entity
and with the agreement of the critical
entity concerned, the Commission
shall organise advisory missions, in
accordance with the arrangements
set out in Article 15(4), (5), (7) and
(8), to provide advice to the critical

3. Upon request of the Member
State that identified the critical
entity and with-the-agreement
ofin_consultation with the
critical entity concerned, the
Commission shall organise
advisory missions, in accordance
with the arrangements set out in

3. Upon request of the Member
State that identified the critical
entity and with the agreement of
the critical entity concerned, the
Commission shall organise
advisory missions, in
accordance with the
arrangements set out in Article

144 entity concerned in meeting its Article 15(4), (5), (7) and (8), to | $5,5315(5), (7) and (8), to
obligations pursuant to Chapter II1. provide advice to the critical provide advice to the critical
The advisory mission shall report its | entity concerned in meeting its entity concerned in meeting its
findings to the Commission, that obligations pursuant to Chapter obligations pursuant to Chapter
Member State and the critical entity | III. The advisory mission shall II1. The advisory mission shall
concerned. report its findings to the report its findings to the
Commission, that Member State | Commission, that Member State
and the critical entity concerned. | and the critical entity concerned.
At their request the Commission
may also offer advisory missions
10316/22 XB/id 189
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Commission Proposal EP Mandate Council Mandate Draft Agreement
to entities based in third
countries.
Article 11(4)
4. The Commission is empowered to | 4. The Commission is 4. 4. 22/4
adopt delegated acts in accordance empowered to adopt delegated The Commission is-empewered
with Article 21 supplementing acts in accordance with Article to-adeptdelegate -uetsin CSL highlight sensitive
paragraph 1 by establishing detailed | 21 supplementing paragraph 1 by | aecordance-with-Artiele 2+ issue of delegated act and
rules specifying some or all of the establishing detailed rules supplementingparagraph1-by that this relates to essential
measures to be taken pursuant to that | specifying some or all of the establishing-detatledrules elements so we could not
paragraph. It shall adopt those measures to be taken pursuant to | speeifiringsome-or-alishall, support disproportionate
delegated acts in as far as necessary | that paragraph. It shall adopt after consultation of the obligations on entities. This
for the effective and consistent those delegated acts in as far as measures-to-be-takenpursuantte | is why we replaced a
application of that paragraph in necessary for the effective and thatparagraph-—tt-shallCritical delegated act with
accordance with the objectives of consistent application of that Entities Resilience Group, guidelines. This is a red
this Directive, having regard to any | paragraph in accordance with the | adopt these-delegated-aetsinas | line for some delegations.
relevant developments in risks, objectives of this Directive, far-as-neeessary-forthe-effective
145 | technology or the provision of the having regard to any relevant wdconsistentappheationof COM: Consider a delegated
services concerned as well as to any | developments in risks, that-paragraph-in-accordanece act a useful tool in order to
specificities relating to particular technology or the provision of with-the-objeetives-ef-this take into account
sectors and types of entities. the services concerned as well as | Direetive;havingregardtoany | developments and a DA is
to any specificities relating to relevant-developmentsinrisks; | faster and quicker than
particular sectors and types of technology-or-theprovistonof reopening a legislative act.
entities. the-services-coneerned-as-wel
as-to-any-speeificitiesrelatingte | EP: Understand this may be
particularseetors-and-types-of perceived as a burden
entitiesnon-binding guidelines | imposed but MS would be
to further specify the closely involved in the
technical, security and preparation of the ACT and
organisational measures that | would still have the
can be taken pursuant to possibility to reject it.
paragraph 1. Therefore we are less
10316/22 XB/id 190

ANNEX

RELEX 5

LIMITE

EN



Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

concerned.

EP compromise proposal
(sent by email 9/06):

4. The Commission is
empowered to adopt
delegated acts in
accordance with Article 21
supplementing paragraph 1
by establishing the
necessary rules specifying
the most essential measures
to be taken pursuant to that
paragraph. It shall adopt
those delegated acts in as
far as necessary for the
effective and consistent
application of that
paragraph in accordance
with the objectives of this
Directive, having regard to
relevant developments in
risks, technology or the
provision of the services
concerned.

Article 11(5)

5. The Commission shall adopt

146 implementing acts in order to set out
the necessary technical and
methodological specifications

5. The Commission shall adopt
implementing acts in order to set
out the necessary technical and
methodological specifications

5. The Commission shall adopt
implementing acts in order to set
out the necessary technical and
methodological specifications
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Commission Proposal

relating to the application of the
measures referred to in paragraph 1.
Those implementing acts shall be
adopted in accordance with the
examination procedure referred to in
Article 20(2).

EP Mandate

relating to the application of the
measures referred to in paragraph
1. Those implementing acts shall
be adopted in accordance with
the examination procedure
referred to in Article 20(2).

Council Mandate

relating to the application of the
measures referred to in
paragraph 1. Those
implementing acts shall be
adopted in accordance with the
examination procedure referred

Draft Agreement

to in Article 20(2).
Article 12
147 Article 12 Article 12 Article 12
Background checks Background checks Background checks

Article 12(1)

1. Member States shall ensure that
critical entities may submit requests
for background checks on persons
who fall within certain specific
categories of their personnel,

1. Member States shall ensure
that critical entities may submit
requests for background checks
on persons who fall within
certain specific categories of

1. Member States shallmay,
where appropriate, ensure that
critical entities are permitted
to-may submit requests for
background checks on persons

1. Technical meeting 17/06
Provisionally agreed on
compromise text:

1. Member states shall
specify the conditions

including persons being considered | their personnel, including who-fallswithineertain-speeifie | according to which critical
for recruitment to positions falling persons being considered for categories-of their persennel; entities are permitted, in
148 within those categories, and that recruitment to positions falling inecluding persons-being duly reasoned cases and
those requests are assessed within those categories, and that | eensideredforreernitmentto taking into account the risk
expeditiously by the authorities those requests are assessed pesitions-falling-within-these assessment adopted
competent to carry out such expeditiously by the authorities categoriesand-that-these pursuant to Article 4, to
background checks. competent to carry out such requests-are-assessed submit requests for
background checks. Such expeditioushy-by-the-autherities | background checks on
background checks shall be competentto-carry-out-such persons who:
proportionate and strictly background-cheeks::
limited to what is necessary and
relevant for the fulfilment of the
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

duties of the persons concerned,

| Article 12(1), point (a)

148a

(a) sensitive or designated
roles in or for the critical
entity;

(a) Technical meeting
17/06

Provisionally agreed on
compromise text:

(a) hold sensitive roles in or
for the benefit of the critical
entity, notably in relation
with the resilience of the
critical entity;

| Article 12(1), point (b)

148b

(b) are mandated to use or
maintain — directly or
remotely - its premises
including in connection with
the security of persons, goods
or information; ,

(b) Technical meeting
17/06

Provisionally agreed on
compromise text:

(b) are mandated to have
direct or remote access to
its premises, information or
control systems including
in connection with the
security of the critical
entity;

| Article 12(1), point (c)

148¢
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Commission Proposal EP Mandate

Council Mandate

(¢) are being considered for
recruitment to positions
involving the roles mentioned
under points a) and b).

Draft Agreement

(c) Technical meeting
17/06

Provisionally agreed on
compromise text:

(c) are being considered for
recruitment to positions that
fall under criteria
mentioned in points a) and
b).

| Article 12(1), second paragraph

148d

Those requests shall be
assessed within a reasonable
timeframe and processed in
accordance with national
legislation and procedures.

la. Technical meeting
17/06

Provisionally agreed on
compromise text:

These requests shall be
assessed within a
reasonable timeframe and
processed in accordance
with national legislation
and procedures, as well as
relevant and applicable
Union law, including
Regulation (EU) (EU)
2016/679 of the European
Parliament and of the
Council and Directive (EU)
2016/680 of the European
Parliament and of the
Council'. Such background
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Draft Ag

checks shall be
proportionate and strictly
limited to what is
necessary. They shall be
carried out for the sole
purpose of evaluating a
potential security risk to the
critical entity.

1. Directive (EU) 2016/680
of the European Parliament
and of the Council of 27
April 2016 on the
protection of natural
persons with regard to the
processing of personal data
by competent authorities
for the purposes of the
prevention, investigation,
detection or prosecution of
criminal offences or the
execution of criminal
penalties, and on the free
movement of such data, and
repealing Council
Framework Decision
2008/977/JHA

Article 12(2), introductory part

2. In accordance with applicable

2. In accordance with applicable

2. Inaccordancewith

2. Tech meeting 6/5

149 Union and national law, including Union and national law, appheable Untonandnational EP: Key for EP to introduce
Regulation (EU) 2016/679/EU of the | including Regulation (EU) lawineluding Regulation(EW) | a purpose limitation to
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Commission Proposal

European Parliament and of the
Council !, a background check as
referred to in paragraph 1 shall:

1.0JL 119,4.5.2016, p. 1.

EP Mandate

2016/679/EU of the European
Parliament and of the Council-',
Member States shall ensure that
a background check as referred
to in paragraph 1_is carried out

Council Mandate

b L6 B -ef the European
Pasli L of the.C i,
sbacl g andcheekasreferred

for the sole purpose of

evaluating a potential security
risk to the critical entity
concerned. A background check
shall:

1.0JL 119,4.5.2016, p. 1.

+ 6 EHOA4S2046.p =

Draft Agreement

make sure the checks only
relate to a security risk.
Agree with COM approach
to clarify this over the next
paras.

COM: Support EP
additions, as in line with
COM intention to better
circumscribe the purpose of
background checks.
Concerned with CSL
deletions as the Dir should
make sure that there is a
minimum number of
elements as part of
background check. Leaving
it only to national level
could lead to many
different approaches and
risk opening weaknesses (cf
interdependencies).

CSL: Not opposed to the
ideas in principle and will
be proposing a new article
12 and these points were
developed in new Article

1(6)

EP: highlight legislation on
explosives and aviation that
already serve as a blueprint
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

at EU level and what is
included here should not go
beyond those sectors. This
should be a useful basis to
move forward.

EP compromise proposal
31/5:

2. A background check as
referred to in paragraph 1
shall:

Council compromise
proposal (sent by email
15/6):

2. A background check as
referred to in paragraph 1
shall, at least:

Technical meeting on 17
June:

EP: Would reserve position
on this to consider and
come back on this point and
subsequent linked
paragraphs.

Article 12(2), point (a)

150

(a) establish the person's identity on

(a) establish the person's identity

(a) establish-the-persen's

(a) Council compromise
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Commission Proposal \ EP Mandate Council Mandate Draft Agreement

the basis of documentary evidence; on the basis of documentary ‘oep ityoathe basis-of proposal (sent by email
evidence; deer nentar —evidenee: 15/6):

(a) corroborate the person’s
identity

Technical meeting on 17
June:

COM: Consider a recital
would be helpful to clarify
this point.

EP: Consider a recital
would be useful to
elaborate this point

CSL: Deleted
‘documentary’ as with 27
MS there are different
methods and types of
document. Felt it was better
to simplify - doubt that a
recital would add value on
the deletion.

Article 12(2), point (b)

(b) cover any criminal records of at | (b) cover any criminal records of | (b) eeverany-eriminalrecords | (b) Council compromise
151 least the preceding five years, and at least the preceding five years, | efatleasttheprecedingfive proposal (sent by email
for a maximum of ten years, on and for a maximum of ten years, | years;and-foramaximumoften | 15/6):

crimes relevant for recruitment on a | on crimes relevant for years;-on-erimes-relevantfor
specific position, in the Member recruitment on a specific recruitment-on-a-speeifie (b) check criminal records ,
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Commission Proposal

State or Member States of nationality
of the person and in any of the
Member States or third countries of
residence during that period of time;

EP Mandate

position, in the Member State or
Member States of nationality of
the person and in any of the
Member States or third countries
of residence during that period of
time;

Council Mandate

Draft Agreement

pesition;-in-the Member-State-or | on crimes relevant for a
MemberStates-of nationality-of | specific position;
ey~ ose - ad-nany-of-the
Membe = ate o third Technical meeting on 17
coufitiiese residenca-during June:

| Ne-Of it

EP: Would prefer to
include a length of time for
offences to be considered,
i.e. 5 years for minor
offences and 20 years for
serious offences.

CSL: Open to the reflection
on time and different levels
of crime i.e.
terrorism/serious organised
crime etc..

COM: Happy to reflect on
151 and differentiating
between types of crime.

Article 12(2), point (c)

(c) cover previous employments,

(c) cover previous employments,

(¢) Technical meeting on

education and any gaps in education | education and any gaps in ; 17 June:
or employment in the person’s education or employment in the | anygapsin-educationor
152 resume during at least the preceding | person’s resume during at least employment—in-the persen’s COM: take note with regret
five years and for a maximum of ten | the preceding five years and for a | resume-during-atleast-the to this deletion.
years. maximum of ten years. precedingfive-years-andfora
aximum-of ten-years:
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0 on P
Article 12(2), first paragraph

As regards point (b) of the first
subparagraph, Member States shall
ensure that their authorities
competent to carry out background
checks obtain the information on
criminal records from other Member
States through ECRIS in accordance
with the procedures set out in
Council Framework Decision
2009/315/JHA, and, where relevant,
Regulation (EU) 2019/816 of the
European Parliament and of the
Council'. The central authorities
referred to in Article 3 of that
Framework Decision and in Article
3(5) of that Regulation shall provide
replies to requests for such
information within 10 working days
from the date the request was
received.

153

1.0JL 135,22.5.2019, p. 1.

As regards point (b) of the first
subparagraph, Member States
shall ensure that their authorities
competent to carry out
background checks obtain the
information on criminal records
from other Member States
through ECRIS in accordance
with the procedures set out in
Council Framework Decision
2009/315/JHA, and, where
relevant, Regulation (EU)
2019/816 of the European
Parliament and of the Council'.
The central authorities referred to
in Article 3 of that Framework
Decision and in Article 3(5) of
that Regulation shall provide
replies to requests for such
information within 10 working
days from the date the request
was received.

1.0J L 135,22.5.2019, p. 1.

ASte _df s domt{b)of the first

~Member States
shall-ensure-that-their-authorities

competentto-carry-out
baekerouna che ksobt s, for
the purpose of obtaining the
information on criminal records
from other Member States, use
the European Criminal
Records Information System (
threugh-ECRIS) in accordance
with the procedures set out in
Council Framework Decision
2009/315/JHA, and, where
relevant and applicable,
Regulation (EU) 2019/816 of
the European Parliament and of
the Council'. The central
authorities referred to in Article
3 of that Framework Decision
and in Article 3(5) of that
Regulation shall provide replies
to requests for such information
within 10 working days from the
date the request was received in
accordance with Article 8(1)
of that Framework Decision.

1.0J L 135,22.5.2019, p. 1.

Tech meeting 6/5

CSL: Concerned on service
provision that the checks
could impose delays and
reduce quality of checks.

COM: CSL deletions
follow the logic of
modifications in previous
provisions. ‘and applicable’
is fine as not all MS take
part. ECRIS AMs and
Article 8(1) addition also
fine.

EP: Positive over the
changes from CSL but to be
considered as part of the
new overall proposal on
Art. 12.

Article 12(3)
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3. In accordance with applicable

3. In accordance with applicable

3. Technical meeting 31/5:

Union and national law, including Union and national law, aupi cud! - Hmonand-national provisional agreement on
Regulation (EU) 2016/679, each including Regulation (EU) law-incladine Regulation(EY) | Council mandate.
Member State shall ensure that a 2016/679, each Member State 20464579 ach-Merrber-State
background check as referred to in shall ensure that a background shatensure~b ot Unekoround COM: Noted with regret
paragraph 1 may also be extended, check as referred to in paragraph | eheekasreferredto-mparagraph | the intention of co-
on the basis of a duly justified 1 may also be extended, on the +may-also-be-extended;onthe | legislators to delete. Not in
request of the critical entity, to draw | basis of a duly justified request basis-of a-dulyjustifiedrequest | a position to agree this, thus
154 | upon intelligence and any other of the critical entity, to draw of the-eritical-entityto-draw reserving COM position.
objective information available that | upon intelligence and any other | upen-intelligence-and-any-other
may be necessary to determining the | objective information available objective-information-available
suitability of the person concerned to | that may be necessary to thatmay be-necessary-to
work in the position in relation to determining the suitability of the | determiningthe-suitabilityofthe
which the critical entity has person concerned to work in the | person-concerned-to-work-in-the
requested an extended background position in relation to which the | pesitieninrelation-to-which-the
check. critical entity has requested an eritical-entity-hasrequested-an
extended background check. extended-backeround-cheel
Article 13
155 Article 13 Article 13 Article 13

Incident notification

Incident notification

Incident notification

Article 13(1)

1. Member States shall ensure that

1. Member States shall ensure

1. Member States shall ensure

1. Tech meeting 6/5

critical entities notify without undue | that critical entities notify that critical entities notify CSL:
156 delay the competent authority of without undue delay the without undue delay the Reorganised COM text in
incidents that significantly disrupt or | competent authority of incidents | competent authority of incidents | this Art.
have the potential to significantly that significantly disrupt or have | that significantly disrupt or have | Deadline on notification
disrupt their operations. the potential to significantly the potential to significantly would pose difficulties for
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Commission Proposal

Notifications shall include any
available information necessary to
enable the competent authority to
understand the nature, cause and
possible consequences of the
incident, including so as to
determine any cross-border impact
of the incident. Such notification
shall not make the critical entities
subject to increased liability.

EP Mandate

disrupt their operations. An
initial notification shall be
submitted within 24 hours of a
critical entity becoming aware
of an incident, followed by a
detailed report no later than one
month thereafter. Notifications
shall include any available
information necessary to enable
the competent authority to
understand the nature, cause and
possible consequences of the
incident, including so as to
determine any cross-border
impact of the incident. Such
notification shall not make the
critical entities subject to
increased liability.

Where an incident has or might
have a significant impact on
critical entities or on the
continuity of the provision of
essential services in more than
three Member States, Member
States shall ensure that the
critical entities concerned notify
such incidents to the
Commission. The Commission
shall inform the Critical Entities
Resilience Group of any such
notifications without undue
delay. The Commission and the
Critical Entities Resilience

Council Mandate
disrupt-their-operations:
to-caab e e romoetent
avthorityt- understond-the
pathre—esuse1e possinle
consequenc-so theine dent;
neladingse-as the provision
of essential services. In order
to determine any-eross-border
netificationthe significance, the
following parameters shall-net

ake-the-eritical-entittes-subjeet

. {liabilitye, in
particular, be taken into
account:

Draft Agreement

MS, summary would make
it more feasible.
Obligations on notifications
on incidents in 3 or more
MS not linked to any action
the COM could take so
would unnecessarily
increase burdens on MS.

EP: Not opposed to CSL
approach in lines 156a.b,c.
On insertion of a deadline,
logical that incidents are
reported in a timely

manner. On 2nd part, useful
to have this information in
order to identify patterns
and also to CERG as part of
the process.

COM: CSL renumbering /
reordering approach is fine
for COM. Considers the
‘without undue’ delay is
sufficient, concerned that a
deadline could distract from
resolving an actual incident
but would follow legislators
decisions. Understand CSL
concerns on EP additions,
this kind of set up exists in
cyber (with agency and
capacity for operational
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Commission Proposal EP Mandate Council Mandate

Group shall, in accordance with
Union law, treat information
provided as part of such
notifications in a way that
respects its confidentiality and
protects the security and
commercial interests of the
critical entity or entities
concerned,

Draft Agreement

follow-up after incidents)
but not in this area -
possibly more coherent to
continue with the flow of
information from entity to
competent authority; and
then to COM and other
concerned authorities

CSL: focus / priority needs
to be on resolving the issue,
not reporting it. CSL offer
to propose to MS 48hrs to
MS as a possible deadline.

Technical meeting 16 May:
EP

Two obligations first
notification 24 hours and
second for a month. In
NIS2 they agree upon 24
hours deadline for early
warning.

Proposal to stay with 24
hours.

CL

We need to analyse what is
in NIS2 precisely.

We see in principle the
importance of coherence
with NIS2

CION

for consideration: a recital
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Commission Proposal EP Mandate Council Mandate Draft Agreement

to circumscribe what the
initial notification should
contain. To remain in the
spirit of early warning
EP

Open to idea of recital
explaining.

CION informal
compromise recital (sent by
email 08/06):

(xx) The initial notification
should only include the
information strictly
necessary to make the
competent authority aware
of the incident and allow
the entity to seek
assistance, if required. Such
notification should indicate,
where applicable, whether
the incident is presumed to
have been caused by
unlawful or malicious
action. Member States
should ensure that the
requirement to submit this
initial notification does not
divert the reporting entity’s
resources from activities
related to incident handling
that should be prioritised.
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ANNEX RELEX 5 LIMITE EN



Commission Proposal EP Mandate Council Mandate Draft Agreement

Council compromise
proposal for package (sent
by email 15/06):

1. Member States shall
ensure that critical entities
notify without undue delay
the competent authority of
incidents that significantly
disrupt or have the potential
to significantly disrupt the
provision of essential
services. Where possible
operationally, an initial
notification shall be
submitted within 24 hours
of a critical entity
becoming aware of an
incident, followed, where
relevant, by a detailed
report no later than one
month thereafter. In order
to determine the
significance, the following
parameters shall, in
particular, be taken into
account:

+ Commission informal
compromise recital (above)
in exchange for keeping
Council mandate on line
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement
110.

Compromise proposal on
2" EP amendment:
"Where an incident has or
might have a significant
impact on the continuity of
the provision of essential
services in six Member
States or more, the
competent authority of the
Member States affected
shall notify such incidents
to the Commission"

Article 13(1), point (a)

156a

(a) the number and share of
users affected

(a) Tech meeting on 6 May
Provisionally agreed lines
158, 159, and 160 (and
lines 156a, b, and c),
following Council text. The
provisional agreement on
line 156¢ includes the EP
amendment at the end of
the paragraph.

| Article 13(1), point (b)

156b

(b) the duration

(b) Tech meeting on 6 May
Provisionally agreed lines
158, 159, and 160 (and
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

lines 156a, b, and c¢),
following Council text. The
provisional agreement on
line 156¢ includes the EP
amendment at the end of
the paragraph.

Article 13(1), point (c)

156¢

(c) the geographical area
affected.

line 156¢ includes the EP
amendment at the end of
the paragraph.

Provisional agreement on:
(c) the geographical area
affected, taking into
account whether the area is
geographically isolated.

| Article 13(2), introductory part

2. In order to determine the

2. In order to determine the

2. Inorderto-determine the

2. Tech meeting 6/5

(¢) Tech meeting on 6 May
Provisionally agreed lines
158, 159, and 160 (and
lines 156a, b, and c),
following Council text. The
provisional agreement on

157 significance of the disruption or the | significance of the disruption or | signifieance-ofthe-disraptionor | CSL: Reorganisation of text
potential disruption to the critical the potential disruption to the the-petential disruption-to-the as per previous lines.
entity’s operations resulting from an | critical entity’s operations erttieal-entity s-operations
incident, the following parameters resulting from an incident, the resultingfrom-anNotifications COM: No problem
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Commission Proposal

shall, in particular, be taken into
account:

EP Mandate

following parameters shall, in
particular, be taken into account:

Council Mandate

shall include any available
information necessary to
enable the competent
authority to understand the
nature, cause and possible
consequences of the incident,
including so as to determine
any cross-border impact of the
incident. Such notificationthe

followingparameters shalln
not make the critical entities
subject to increased liability.

Draft Agreement

EP: fine

Provisionally agreed

| Article 13(2), point (a)

158

(a) the number of users affected by

the disruption or potential disruption;

(a) the number of users affected
by the disruption or potential
disruption;

(a) thenumber-ofusers-affected

(a) Tech meeting 6/5
CSL: Included above
(156a,b,c)

COM: ok with changes
EP: Fine for EP
Provisionally agreed lines
158, 159, and 160 (and
lines 156a, b, and c),
following Council text. The
provisional agreement on
line 156¢ includes the EP
amendment at the end of
the paragraph.

| Article 13(2), point (b)

159
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Commission Proposal

(b) the duration of the disruption or
anticipated duration of a potential
disruption;

EP Mandate

(b) the duration of the disruption
or anticipated duration of a
potential disruption;

Council Mandate

Draft Agreement

(b) Tech meeting 6/5

As above. Agreed.
Provisionally agreed lines
158, 159, and 160 (and
lines 156a, b, and c),
following Council text. The
provisional agreement on
line 156¢ includes the EP
amendment at the end of
the paragraph.

| Article 13(2), point (c)

160

(c) the geographical area affected by
the disruption or potential disruption.

(c) the geographical area
affected by the disruption or
potential disruption, taking into
account whether the area is
oeographically isolated.

(c) the-geographical-area

(c) Tech meeting 6/5

EP: Propose to include EP
amendment on
geographically isolated
areas in 156c.

CSL and COM: Positive.

To be aligned as per
previous changes.

Provisionally agreed lines
158, 159, and 160 (and
lines 156a, b, and c¢),
following Council text. The
provisional agreement on
line 156¢ includes the EP
amendment at the end of
the paragraph.
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Commission Proposal
Article 13(3), introductory part

EP Mandate

Council Mandate

Draft Agreement

161

3. On the basis of the information
provided in the notification by the
critical entity, the competent
authority, via its single point of
contact, shall inform the single point
of contact of other affected Member
States if the incident has, or may
have, a significant impact on critical
entities and the continuity of the
provision of essential services in one
or more other Member States.

3. On the basis of the
information provided in the
notification by the critical entity,
the competent authority, via its
single point of contact, shall
inform the single point of contact
of other affected Member States
if the incident has, or may have,
a significant impact on critical
entities and the continuity of the
provision of essential services in
one or more other Member
States.

3. On the basis of the
information provided in the
notification by the critical entity,
the competent authority, via-its
the single point of contact, shall
inform the single point of
contact of other affected
Member States if the incident
has, or may have, a significant
impact on critical entities and
the continuity of the provision
of essential services in one or
more other Member States.

3. Tech meeting 6/5
CSL: Single point of
contact not necessarily
within CA.

EP and CSL: Agreement on
Council's text

Article 13(3), first paragraph

162

In so doing, the single points of
contact shall, in accordance with
Union law or national legislation that
complies with Union law, treat the
information in a way that respects its
confidentiality and protects the
security and commercial interest of
the critical entity concerned.

In so doing, the single points of
contact shall, in accordance with
Union law or national legislation
that complies with Union law,
treat the information in a way
that respects its confidentiality
and protects the security and
commercial interest of the
critical entity concerned.

In so doing, the single points of
contact shall, in accordance with
Union law or national
legislation that-complies—with
Unienlaw, treat the information
in a way that respects its
confidentiality and protects the
security and commercial interest
of the critical entity concerned.

Tech meeting 6/5

CSL: National law should
always comply with Union
law so superfluous.

EP and COM agree.

Agreement on Council's
text

Article 13(3a)

162a

3a. The competent authority

3a. Tech meeting 6/5
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Commission Proposal

EP Mandate

concerned shall submit a

summary report annually to the

Commission and to the Critical

Entities Resilience Group on the

notifications received and the

action taken in accordance with

this Article.

Council Mandate

Draft Agreement

CSL: Questions what the
difference is between this

report and the one included
in Art 8(3)

EP: 8(3) report is only
issued 4 or 7 years after
entry into force so there is a
gap. This is also linked to
notifications of entities of
European significance but
the issue remains that there
is no comprehensive
reporting in the first years
from entry into force.

CSL: The first years
entities and authorities will
be taking steps to
implement.

EP: Linked to timelines - if
there is a gap of seven
years then that is an issue -
short timeframe is more
acceptable.

COM: prefer this report to
be mentioned once, either
here or in Art 8(3). This is
linked to the various
deadlines that still need to
be discussed.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Conclusion: to consider as
part of overall timeline
package.

Article 13(4)

4. As soon as possible upon having
been notified in accordance with
paragraph 1, the competent authority
shall provide the critical entity that
notified it with relevant information
regarding the follow-up of its
notification, including information
that could support the critical entity’s
effective response to the incident.

4. As soon as possible upon
having been notified in
accordance with paragraph 1, the
competent authority shall
provide the critical entity that
notified it with relevant
information regarding the
follow-up of its notification,
including information that could
support the critical entity’s
effective response to the

incident._The competent

4. As soon as possible upon
having been notified in
accordance with paragraph 1,
the competent authority shall
provide the critical entity-that
netifiedit with relevant

" . i
follow-up efits
notificationinformation ,
including information that could
support the critical entity’s
effective response to the

4. Tech meeting 6/5

CSL: warnings to general
public are already covered
in general laws of MS.
‘might be affected’ is very
broad and concerns over
unnecessarily alarming
population, and if too many
alerts are issued people will
stop listening / unnecessary
detachment, extending the
responsibility of entities to

163 authority shall inform the incident. informing the public when
public of an incident where it it 1s/could be MS
determines that it would be in responsibility.
the public interest to do so. The
competent authority shall COM: Understand EP
ensure that critical entities position, adding
inform users of their services transparency; but also
that might be affected by an understand MS already
incident of the incident and, often have processes set up
where relevant, of any possible that may not involve the
safety measures or remedies. CER authority, but rather

crisis response authorities.

Also, contractual

obligations between entities
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

and users already exist, so
hesitation about the need
for additional obligation in
CER.

CSL: Open to accept part of
the text but include ‘MS
shall inform the public
where they determine ...’
then it is their responsibility
to decide how, then remove
2nd sentence.

EP positive and will reflect
upon but highlight EU
telecoms code where
provisions on alerts are
already included.

Article 13a
Article 13a
163a Standards
Article 13a(1)
In order to promote the 1. EP compromise
consistent implementation of proposal (31/5):
163b this Directive, Member States
shall, without imposing or The Commission and the
discriminating in favour of the Member States shall
use of a particular type of support and promote the
technology, encourage the use development and
10316/22 XB/id 213
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Commission Proposal EP Mandate Council Mandate Draft Agreement

of standards and specifications implementation of
relevant to the security and standards set by relevant
resilience of critical entities. European standardisation

bodies in order to promote
the convergent
implementation of Articles
11 and 12.

1. Technical meeting 31/5:

CSL: Propose to consider
as part of a package,
namely:

63a + b: EP proposals + the
inclusion of “where useful”
in text in line 163b

63d: Council text

Chapter IV

Chapter IV Chapter IV Chapter IV Chapter IV
Specific oversight over Critical Specific oversight over Critical | Speeific-oversightever Critical Critical entities of
entities of particular European entities of particular European entities of particular European particular European

significance significance significance significance

Technical meeting 14/03:
Council: Deleted for
precision on what the
Chapter is focusing on.
EP: We understand CL
approach. We could live
with the deletion
CION: Rewording

164
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

acceptable.
Conclusion: Provisionally
agreed the Council text

Article 14

165

Article 14
Critical entities of particular
European significance

Article 14
Critical entities of particular
European significance

Article 14
Identification of Critical
entities of particular European
significance

Article 14
Identification of Critical
entities of particular
European significance

Technical meeting 14/03:
Council: As we changed
the Chapter title we
changed the title here to be
precise.

EP and CION: Acceptable.
Conclusion: Provisionally
agreed the Council text

Article 14(1)

1. Critical entities of particular
European significance shall be

subject to specific oversight, in
accordance with this Chapter.

1. Critical entities of particular
European significance shall be

subject to specific oversight, in
accordance with this Chapter.

1. Technical meeting
14/03:

Council: As oversight was
deleted in the Chapter title,
we deleted this here.

166
Something could be added
in recital
EP: Ok to propose half
sentence or sentence in
recital. The word oversight
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

is not essential, special
regime also okay.

CION: Ok to rephrase.
there are already text in
recital

Council: We will propose
some text next time for
complement a recital.

Article 14(2)

167

2. An entity shall be considered a
critical entity of particular European
significance when it has been
identified as a critical entity and it
provides essential services to or in
more than one third of Member
States and has been notified as such
to the Commission pursuant to
Article 5(1) and (6), respectively.

2. An entity shall be considered
a critical entity of particular
European significance when it
has been identified as a critical
entity and it provides the same
or similar essential services to or
in more than enethird-ofthree
Member States and has been
notified as such to the
Commission pursuant to Article
5(1) and (6), respectively.

2. An entity shall be considered
a critical entity of particular
European significance when it
has been identified as a critical
entity andpursuant to article
5(1), it provides essential
services to or in more than one
third of Member States and it
has been notified assuchto-the
Cemmissten-pursuant to
paragraph 3; -Artiele 5(H-and

2. Technical meeting
14/03:

Council: We though needed
to referred to art 5 (it can be
to art 5.1 or just art 5). The
amendments at the end
paragraph are related
Critical Entities of
European significance and
the Council changes to their
identification.

EP: Reference to art 5 of art
5.1 are okay. In general to
art 5 in general is better
The amendments of the end
of paragraph is okay as you
develop it further later on.
Maybe better to say
paragraph 3 of this article.
CION: On Art 5 would be
fine.
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Commission Proposal EP Mandate Council Mandate Draft Agreement

On same and similar:
CION: The same of similar
is to be reconsider in line
with the general take.
Council: We would like to
have examples on how this
is implemented.

Threshold:

EP: These critical entities
are essential for the single
market. The obligations for
these Critical Entities of
particular European
significance are not
overwhelming in any case.
The statistics of the
Commission shows that a
too high threshold it
captures too little number
of entities.

CION: We are aiming for
true European dimension.
Lowering the threshold will
not create additional
obligations but creates
greater assurances that is
(the difference it is about
who actually looks what
was implemented)
Council: The threshold
need to be high (if that is
was we consider 1/3)
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Commission Proposal EP Mandate Council Mandate Draft Agreement

because we want to capture
those with a true big
European entities. Between
3 to 10 there is a middle
way, which will need to be
found at political level. For
the other critical entities
(not so big as to qualify for
European Critical entities),
we have article 9a to deal
with those cases

We will discuss this with
MS on 17/03. We will
present our ideas later.

EP: To underline: If we
speak 4 MS, then we take
all the small ones out. We
are open to speak 4 or
more. If we look at the
balance of the additional
burden to include more
European critical entities
vis a vis the benefits, it is
clear that it makes sense to
be inclusive.

Conclusions: Provisionally
agree all with square
brackets on

-same or similar

-threshold

-Ask lawyer linguist if we
need to add paragraph 3 OF
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement
THIS ARTICLE?

Council proposal (sent by
email 10 May):

The Presidency is willing to
accept the notion of « same
or similar » essential
services :

The Presidency also asks
for a recital clarifying what
is intended to be covered by
this notion of « same or
similar ».

Article 14(2a), introductory part

2a. Member States shall
ensure that a critical entity,
following the notification
referred in Article 5(3),
provides information to its
competent authority
designated pursuant to Article
8 of this Directive, when it

2a. Technical meeting
14/03:

Council: After a critical
entity informs its competent
authority that it provides an
essential service to or in
more than X MS. Then we
included a step in which the

167a provides essential services to Commission hold
or in more than one third of consultation to all the MS
Member States, and if so, to which the entity states
which essential services to or that it provides essential
in which Member States. service. The Commission is
empowered to assess if that
critical entity is of
European significance.
EP: We cannot commit
10316/22 XB/id 219
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

today, we need to take it to
the political groups. We
have reservations on the
emphasis and burden on the
critical entity and their
reporting. It could
incentivise to over or under
report.

For notification 167b- we
could be open.

We do appreciate with
consultation with CION

It is not clear the role of the
CION changes vis a vis the
original proposal.

Council: Nothing new on
the obligation of the critical
reporting to the competent
authority (as originally art
5.6)

CION: Truly big difference
here is that Council gave
CION the power to
identify. CION was through
that the identification was
automaticity but Council
changed this. Council
wanted reassurances that
everything was correct.
CION does not hold the
relevant info but they will
get info through the
consultation with the MS. If
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Commission Proposal EP Mandate Council Mandate Draft Agreement

there is a list of essential
services at EU level, then it
is different. But if not, each
MS may have differing
labelling which will make it
more complicated.
EP: This is not a red line
but we need further
reflection.
Article 14(2a), first paragraph

The Member State shall CL moved the text of this

notify, without undue delay, line from line 96.

the Commission of that

information as well as the Technical meeting of 16

167b identity of the critical entity. May:
Provisional agreement on
CL text regarding the
deadline (without undue
delay).
Article 14(2a), second paragraph

The Commission shall engage

in consultations with the

competent authorities of the

167¢ Member State which

identified such a critical entity

and of other Member States

concerned, and with the

critical entity. In these
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Commission Proposal

EP Mandate

Council Mandate

consultations, each Member
State shall communicate to the
Commission if it deems that
the services provided to it by
the critical entity are essential
services.

Draft Agreement

Article 14(3), introductory part

3. The Commission shall, without
undue delay upon receiving the
notification pursuant to Article 5(6),
notify the entity concerned that it is
considered a critical entity of
particular European significance,
informing that entity of its
obligations pursuant to this Chapter
and the date from which those
obligations apply to it.

3. The Commission shall,
without undue delay upon
receiving the notification
pursuant to Article 5(6), notify
the entity concerned that it is
considered a critical entity of
particular European significance,
informing that entity of its
obligations pursuant to this
Chapter and the date from which
those obligations apply to it.

3. If the Commission shalk

witheutundue-delay-upeon
prrstantto-Avticle
5¢6)establishes, on the basis of
the consultations in paragraph
2a, that the critical entity
concerned provides essential
services to or in more than one
third of Member States, it
shall notify the entity

3. Technical meeting
14/03:

Council: Modified art 14.3
(...) The national authorities
have already established
channels of
communication, it would
make sense to keep it like
that. If we would introduce
a new actor then would
require a way to exchange.

168 concerned, through its MS still has a responsibility
competent authority, that it is | towards this entity.
considered a critical entity of EP: It will be important that
particular European CION notify the critical
significance, informing that entity and affected MS in
entity of its obligations pursuant | parallel.
to this Chapter and the date CION: It would make sense
from which those obligations that if CION has the new
apply to it. powers given by Council,

then it would make sense
that it also notifies.
EP: Our idea is that CION
sends an email to the
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Commission Proposal EP Mandate Council Mandate Draft Agreement

critical entity with affected
MS in cc. Then it can be
emphasised that that the
main contact is MS. We
need to avoid red tape.
CION: In line 167¢c, CION
will be in consultation with
the critical entity. CION
will not be unknown to the
critical entity and the entity
will not be surprised when
is notified by CION. There
is strong sectorial
legislation in which CION
has a strong role.

Council: I don't have
mandate to reach
compromise on this. |
would need to further
discuss. An email is not
most way to notify, it
would be too dangerous.
EP: Then following that
logic we will need to
question if CION would
need to be consulted, which
is what Council proposes in
the lines above. Fully
respecting security
concerns but delay in
informing can create a
security situation.

After we agree on content,
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Commission Proposal EP Mandate Council Mandate Draft Agreement

we would like also some
clarity on the langue (who
informs who).

If we stick to the Council
approach, the competent
has margin of manoeuvre:
can a competent authority
disagree with CION and
not notify?

Council: We will not block
any transmission of
information, that is not the
idea. We can reword it if
necessary for greater
clarity.

Technical meeting of 16
May:

Council proposed the
following compromise:

If the Commission
establishes, on the basis of
the consultations in
paragraph 2a, that the
critical entity concerned
provides essential services
to or in more than one third
of Member States, it shall
notify the entity concerned,
through its competent
authority, that it is
considered a critical entity
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Commission Proposal EP Mandate Council Mandate Draft Agreement

of particular European
significance, informing that
entity of its obligations
pursuant to this Chapter
and the date from which
those obligations apply to
it. Once the competent
authority is informed by the
Commission of its decision
to consider an entity as a
critical entity of particular
European importance, the
competent authority shall
forward the notification to
the critical entity
designated as of particular
European significance
without undue delay.

EP received this
compromise positively and
needed to check internally.

Council compromise
proposal (sent by email on
10 May):

"3. If the Commission
establishes, on the basis of
the consultations in
paragraph 2a, that the
critical entity concerned
provides essential services
to or in more than one third
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

of Member States, it shall
notify the entity concerned,
through its competent
authority, that it is
considered a critical entity
of particular European
significance, informing that
entity of its obligations
pursuant to this Chapter
and the date from which
those obligations apply to
it. Once the competent
authority is informed by the
Commission of its decision
to consider an entity as a
critical entity of particular
European importance, the
competent authority shall
forward the notification to
the critical entity
designated as of particular
European significance in
due time."

Article 14(3), first paragraph

The provisions of this Chapter shall
apply to the critical entity of

The provisions of this Chapter
shall apply to the critical entity

The provisions of this Chapter
shall apply to the critical entity

Technical meeting 14/03:
Council: This was a

169 particular European significance of particular European of particular European precision.
concerned from the date of receipt of | significance concerned from the | significance concerned from the | EP: We could make this
that notification. date of receipt of that date of receipt of the paragraph 4 for clarity
notification. notification referred to in CION: Yes
paragraph 3-thatnetification.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Provisionally agreed on
Council text but the
paragraph becomes new
paragraph 4 of article 14.

The provisions of this
Chapter shall apply to the
critical entity of particular
European significance
concerned from the date of
receipt of the notification
referred to in paragraph 3.

Technical meeting 16 May:
CION noted that this line
needs to be checked for
coherence with line 93.

Technical meeting 31/5:
See line 93: CION proposes
to keep Council mandate
text while awaiting EP
feedback on the Council
amendment. Rationale:
Line 93 would only refer to
obligations under Chapter
II1. Obligations under
Chapter IV would be dealt
with in lines 167a and 169.

| Article 15
170 . . . .
I Article 15 Article 15 Article 15 Article 15 I
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Specific oversight

Specific oversight

Speetfic-oversightAdvisory

Missions

Draft Ag
Advisory Missions

Technical meeting 14/03:
Provisionally agreed to
change to Advisory
missions

Article 15(1), introductory part

1. Upon request of one or more

1. Upon request of one or more

1. Technical meeting

Member States or of the Member States or of the 14/03:
Commission, the Member State Commission, theMember-State | Commission;-the MemberState | Council: we moved this to
where the infrastructure of the where the infrasiruciure of thea | wherethe-nfrastroeture-of the 173a, happening in the
critical entity of particular European | critical entity of particular eritical-entity-of partietlar context of an advisory
significance is located shall, together | European significance isfocated | Eurepean-significance-isloeated | mission.
with that entity, inform the shall, teeetlbomp it hoentine shall-together-with-that-entity; EP: On EP deletions to
Commission and the Critical Entities | inform-#he-Commission-and the | informthe-Commissionand-the | simplify the procedure.
Resilience Group of the outcome of | Critical Entities Resilience Critteal-Entities Restlience CION: On the amendment
the risk assessment carried out Group of the outcome of the risk | Group-ofthe-outcome-oftherisk | of the EP: It gives a direct
pursuant to Article 10 and the assessment carried out pursuant | assessmentearried-outpursuant | obligation to a critical
171 measures taken in accordance with to Article 10 and the measures to-Article 10-and-the-measures entity when the Directive
Article 11. taken in accordance with Article | takenin-aceordance-with-Article | can only oblige the MS (to
11. H- oblige the entities). CION
and CERG need to be
mentioned.
On the order of the stages
(the one proposed in the
original proposal or the
Council one) is not so
important for CION.
Conclusion: We put this
row into brackets we will
develop with 173a, b and c.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Article 15(1), first paragraph

That Member State shall also inform, | That Member State shall also ThatThe Member State shal Technical meeting 14/03:
without undue delay, the inform, without undue delay, the | alse-inferm;withoutundue Council: We modified as in
Commission and the Critical Entities | Commission and the Critical delay—the« omt vsstonoud-the previous line. We moved
Resilience Group of any supervisory | Entities Resilience Group of any | Critieal Entities Restlience this to 173c.
or enforcement actions, including supervisory or enforcement Group-ofany-sup o visery-ef EP: We will come back to
any assessments of compliance or actions, including any enforeementactions;-including this. For the other changes,
orders issued, that its competent assessments of compliance or any-assessments-of complianee | and for the request to
authority has undertaken pursuant to | orders issued, that its competent | ererders-issued;-thatits organise the mission we
Articles 18 and 19 in respect of that | authority has undertaken competent-autherity-has could be okay.
entity. pursuant to Articles 18 and 19 in | undertakenpursuant-to-Articles | CION: "Where the critical
172 . . L. .
respect of that entity. 18-and19-inrespect-ofthat entities is located" come in
entitywhere a critical entity of | line with art 5 on how an
particular European entity is identify and we
significance is located may need to keep it coherent.
request the Commission to To come back to this line
organise an advisory mission later.
to assess the measures that the
entity concerned put in place
to meet its obligations
pursuant to Chapter III.
Article 15(1a)
1a. One or more Member la. 22/4
States to or in which the
172a essential service is provided, CSL: MS would need to
or the Commission, may also agree to the mission, this
request an advisory mission clarifies the point.
referred to in paragraph 1.
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Commission Proposal EP Mandate Council Mandate

Upon agreement of the
Member State where the
critical entity of particular
European significance is
located, the Commission shall
organise such an advisory
mission.

Draft Agreement

EP: Do not want to impose
a mission on a MS,
however there is a common
interest here and are
concerned that a MS would
be in a position to block a
mission.

COM: In principle fine, we
still need to look at ‘where
the entity is located’” under
article 5. ‘In consultation’
with as opposed ‘upon
agreement’ would be fine
with COM if colegislators
agree.

CSL: This is a sensitive
issue for MS - we don’t
consider it a veto but MS
should have the option to
say no due to specific
reasons i.e. elections,
strikes that are diverting
resources elsewhere.

EP: Highlight examples
where certain MS block
visits of EU delegations.

CSL: This is a challenging
question but we will
continue work on this.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Article 15(2)

2. Upon request of one or more
Member States, or at its own
initiative, and in agreement with the
Member State where the
infrastructure of the critical entity of
particular European significance is
located, the Commission shall
organise an advisory mission to
assess the measures that that entity
put in place to meet its obligations

2. Upon request of one or more
Member States, or at its own
initiative, and in
asreementconsultation with the
Member State where the
infrastructure of the critical
entity of particular European
significance is located, the
Commission shall organise an
advisory mission to assess the

2. Upon reasoned request of
one or more Member States-or
agreement-with to or in which
the essential service is
provided, or the Commission,
the Member State where the
nfrastraecture-of the-critical
entity of particular European
significance is located;-the

2. 22/4

CSL: Changes to add
clarity and improve trust
between MS.

EP: Is ‘reasoned’
necessary? Wouldn’t there
always be a reason? We
don’t want to raise the bar

pursuant to Chapter I1I. Where measures that that entity put in Commisston shall erganise-an unnecessarily.
needed, the advisory missions may place to meet its obligations advisery-mission-to-assess-the
request specific expertise in the area | pursuant to Chapter III. Where measures-that-that-entity putin COM: If MS consider
of disaster risk management through | needed, the advisory missions place-to-meetitsobligations ‘reasoned’ helpful this isn’t
173 the Emergency Response may request specific expertise in | pursuantto-Chapter HH—Where a major concern for us.
Coordination Centre. the area of disaster risk needed;-the-advisery-missions
management through the may-request-speeific-expertisein | To be returned to.
Emergency Response the-area-of disasterrisk
Coordination Centre. manasententthrouch the CION informal proposal
HmergereyResponse (sent by email 16/05):
Coordination-Centre-provide: Council text does not
specify to whom the MS
should send the
information, Suggest
adding that the info should
be sent to the Commission,
or the Commission and MS
where the essential service
is provided.
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0
Article 15(2), point (a)

173a

(a) a summarised outcome of
the risk assessment carried
out pursuaat to Article 10;

(a) 22/4

CSL: Moved from
elsewhere in the text.

EP: ‘summarised’ /
summary is an issue, as
more information beyond
that would be necessary.

COM: The rationale is to be
prepare an advisory mission
therefore having a good
factual basis is important
and we would support the
line of argument of the EP.

CSL: Propose ‘relevant
parts’ or ‘relevant aspects’

COM: Don’t consider
‘relevant parts’ is vastly
different to summarised.

Article 15(2), point (b)

173b

(b) a summary of measures
taken in accordance with
Article 11;
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Commission Proposal
Article 15(2), point (c)

EP Mandate

Council Mandate

Draft Agreement

173¢

(¢) supervisory or
enforcement actions, including
assessments of compliance or
orders issued, that its
competent authority has
undertaken pursuant to
Articles 18 and 19 in respect
of that entity.

(c) 22/4

Provisionally agreed

Article 15(3), introductory part

3. The advisory mission shall report
its findings to the Commission, the
Critical Entities Resilience Group
and the critical entity of particular
European significance concerned
within a period of three months after
the conclusion of the advisory
mission.

3. The advisory mission shall
report its findings to the
Commission, the Critical Entities
Resilience Group and the critical
entity of particular European
significance concerned within a
period of three months after the
conclusion of the advisory
mission.

3. The advisory mission shall
report its findings to the
Commission, the-Critical
Entities Resilience-Group-and,
the Member State where the
critical entity of particular
European significance is
located, the Member States to
or in which the essential

3. 22/4
Lines 174, 175, 176

CSL: Wanted to ensure the
COM reported to MS and
to the entities relevant to
the mission.

174 service is provided and the EP: Sympathy with the
entity concerned within a period | CSL amendment but feel
of three months after the there could be benefits and
conclusion of the advisory added value in sharing
mission. findings with other MS
who may face similar
challenges. Accept change
in line 176 on ‘opinions’
replacing ‘views’.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

COM: We were part of MS
discussions so we
understand the CSL
position and why it
suggested reducing the
number of actors who
access the information. We
should ensure the CERG is
not cut out altogether.
Consider the EP concerns
are not lost completely as
CSL proposal on 15(9)
covers information sharing.

Technical meeting 16/5:
timeline provisionally
agreed.

Article 15(3), first paragraph

The Critical Entities Resilience
Group shall analyse the report and,
where necessary, shall advise the
Commission on whether the critical
entity of particular European
significance concerned complies

The Critical Entities Resilience
Group shall analyse the report
and, where necessary, shall
advise the Commission on
whether the critical entity of
particular European significance

The Member States to or in
which the essential service is
providedFhe-Critical Entities
Resilienee-Group shall analyse
the report and, where necessary,
shall advise the Commission on

e with its obligations pursuant to concerned complies with its whether the critical entity of
Chapter III and, where appropriate, obligations pursuant to Chapter | particular European significance
which measures could be taken to IIT and, where appropriate, which | concerned complies with its
improve the resilience of that entity. | measures could be taken to obligations pursuant to Chapter
improve the resilience of that IIT and, where appropriate,
entity. which measures could be taken
to improve the resilience of that
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Commission Proposal

EP Mandate

Council Mandate

entity.

Draft Agreement

Article 15(3), second paragraph

176

The Commission shall, based on that
advice, communicate its views to the
Member State where the
infrastructure of that entity is
located, the Critical Entities
Resilience Group and that entity on
whether that entity complies with its
obligations pursuant to Chapter 111
and, where appropriate, which
measures could be taken to improve
the resilience of that entity.

The Commission shall, based on
that advice, communicate its
views to the Member State where
the infrastructure of that entity is
located, the Critical Entities
Resilience Group and that entity
on whether that entity complies
with its obligations pursuant to
Chapter III and, where
appropriate, which measures
could be taken to improve the
resilience of that entity.

The Commission shall, based on
that advice, communicate its
views opinion to the Member
State where that entity is
located, the Member States to
or in which the essential
service is provided-the
Resilience-Group and that entity
on whether that entity complies
with its obligations pursuant to
Chapter III and, where
appropriate, which measures
could be taken to improve the
resilience of that entity.

Article 15(3), third paragraph

That Member State shall take due
account of those views and provide
information to the Commission and
the Critical Entities Resilience

That Member State shall take
due account of those views and
provide information to the
Commission and the Critical

That Member State shall ensure
that the competent authority
and the critical entity
concerned take due account of

22/4

EP suggest changing its
competent authority rather

177 Group on any measures it has taken | Entities Resilience Group on any | these-views that opinion and than THE.
pursuant to the communication. measures it has taken pursuant to | provide information to the
the communication. Commission and the Critieal Provisionally agreed with
Entities Resthence-Group-on addition of ‘its’ competent
any-Member States to or in authority.
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which the essential service is
provided on measures it has
taken pursuant to that opinion

Article 15(4), introductory part

4. Each advisory mission shall
consist of experts from Member
States and of Commission
representatives. Member States may
propose candidates to be part of an
advisory mission. The Commission
shall select and appoint the members
of each advisory mission according
to their professional capacity and
ensuring a geographically balanced
representation among Member
States. The Commission shall bear

4. Each advisory mission shall
consist of experts from Member
States and of Commission
representatives. Member States
may propose candidates to be
part of an advisory mission. The
Commission shall select and
appoint the members of each
advisory mission according to
their professional capacity and
ensuring a geographically
balanced representation among

4. Each advisory mission shall
consist of experts from the
Member State where the
critical entity of particular
European significance is
located, the Member States to
or in which the essential
service is provided and of
Commission representatives.
Those Member States may
propose candidates to be part of
an advisory mission. The

4. 22/4

CSL: We thought it was
more relevant that the
experts impacted where
part of the mission.

EP: The limitation to only
affected MS is too narrow
and perhaps may exclude
participants who are
recognised experts in a

178 the costs related to the participation | Member States. The Commission | Commission shall, after particular field.
in the advisory mission. shall bear the costs related to the | consultation with the Member | Consultation is not needed,
participation in the advisory State where the critical entity | there is already significant
mission. is located, select and appoint consultation.
the members of each advisory
mission according to their COM: Agree with EP on
professional capacity and limits being too narrow,
ensuring where possible a opening possibility as
geographically balanced suggested by EP is fine.
representation from all those Agree also that consultation
ameng Member States. is not needed - it is already
Whenever necessary, set up in close coordination
members of the advisory with MS. The ‘whenever
mission shall have a valid and | necessary’ on security
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Commission Proposal

EP Mandate

Council Mandate

appropriate security
clearance. The Commission
shall bear the costs related to the
participation in the advisory
mission.

Draft Agreement

clearance is fine.

Article 15(4), first paragraph

The Commission shall organise the
programme of an advisory mission,
in consultation with the members of
the specific advisory mission and in
agreement with the Member State

The Commission shall organise
the programme of an advisory
mission, in consultation with the
members of the specific advisory

mission and i#-aereenentvith

The Commission shall organise
the programme of an advisory
mission, in consultation with the
members of the specific
advisory mission and in

179 where the infrastructure of the the Member State where the agreement with the Member
critical entity or the critical entity of | infrastructure of the critical State where-the-infrastructore-of
European significance concerned is | entity or the critical entity of the-eritieal-entity-or the critical
located. European significance concerned | entity of European significance
is located. concerned is located.
Article 15(5)
5. The Commission shall adopt an 5. The Commission shall adopt | 5. The Commission shall adopt | 5.
implementing act laying down rules | an implementing act laying down | an implementing act laying 22/4
on the procedural arrangements for rules on the procedural down rules on the procedural
the conduct and reports of advisory arrangements for the conduct and | arrangements for the requests Provisionally agreed on the
180 missions. This implementing act reports of advisory missions. and their handling, for the Council text.
shall be adopted in accordance with | This implementing act shall be conduct and reports of advisory
the examination procedure referred adopted in accordance with the missions and for the handling
to in Article 20(2). examination procedure referred | of the communication on the
to in Article 20(2). Commission's opinion and on
the measures taken, duly
taking into account the
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Commission Proposal

EP Mandate

Council Mandate

confidentiality and the
commerical sensitivity of the
information concerned. This
implementing act shall be
adopted in accordance with the
examination procedure referred
to in Article 20(2).

Draft Agreement

Article 15(6)

181

6. Member States shall ensure that
the critical entity of particular
European significance concerned
provides the advisory mission with
access to all information, systems
and facilities relating to the provision
of its essential services necessary for
the performance of its tasks.

6. Member States shall ensure
that the critical entity of
particular European significance
concerned provides the advisory
mission with access to all
information, systems and
facilities relating to the provision
of its essential services necessary
for the performance of its tasks.

6. Member States shall ensure
that the critical entity of
particular European significance
concerned provides the advisory
mission with access to-alt
information, systems and
facilities relating to the
provision of its essential
services necessary for the
performanecoiits
taskscarrying out the advisory
mission.

6. 22/4

Provisionally agreed on the
Council text

Article 15(7)

7. The advisory mission shall be
carried out in compliance with the
applicable national law of the

7. The advisory mission shall be
carried out in compliance with
the applicable national law of the

7. The advisory mission shall
be carried out in compliance
with the applicable national law

7. 22/4

CSL: In line with concerns

e Member State where that Member State where that of the Member State where the | on national security.
infrastructure is located. infrastructure is located. critical entity of particular
European significance-that EP - we will come back on
infrastrueture is located, location. Do not oppose in
10316/22 XB/id 238
ANNEX RELEX 5 LIMITE EN



Commission Proposal

EP Mandate

Council Mandate

respecting that Member
State's responsibility for
national security and
protection of its security
interests.

Draft Agreement

principle.

Provisionally agreed with
location in [...]

Article 15(8)

183

8. When organising the advisory
missions, the Commission shall take
into account the reports of any
inspections carried out by the
Commission under Regulation (EC)
300/2008 and Regulation (EC)
725/2004 and of the reports of any
monitoring carried out by the
Commission under Directive
2005/65/EC in respect of the critical
entity or the critical entity of
particular European significance, as
appropriate.

8. When organising the advisory
missions, the Commission shall
take into account the reports of
any inspections carried out by
the Commission under
Regulation (EC) 300/2008 and
Regulation (EC) 725/2004 and of
the reports of any monitoring
carried out by the Commission
under Directive 2005/65/EC in
respect of the critical entity or
the critical entity of particular
European significance, as
appropriate.

8. When organising the
advisory missions, the
Commission shall take into
account the reports of any
inspections carried out by the
Commission under Regulation
(EC) 300/2008 and Regulation
(EC) 725/2004 and of the
reports of any monitoring
carried out by the Commission
under Directive 2005/65/EC in
respect of the critical entity or
the critical entity of particular
European significance, as
appropriate.

Article 15(9)

9. The Commission shall
inform the Critical Entities

8a. 22/4

183a Resilience Group whenever an | CSL: Principle moved from
advisory mission is organised. | elsewhere and to ensure
The Member State where the | that CERG is consulted.
critical entity of particular
10316/22 XB/id 239
ANNEX RELEX 5 LIMITE EN



Commission Proposal

EP Mandate

Council Mandate

European significance is
located and the Commission
shall also inform the Critical
Entities Resilience Group of
the summary report of the
advisory mission and the
lessons-learned with a view to
promoting mutual learning.

Draft Agreement
COM: suggest

Commission shall also
inform the Critical Entities
Resilience Group of the
main findings of the
advisory mission and the
lessons-learned with a view
to promoting mutual
learning.

CSL agree.
EP: Positive to COM

suggestion but will reflect
internally.

Chapter V
134 Chapter V Chapter V Chapter V
Cooperation and Reporting Cooperation and Reporting Cooperation and Reporting
Article 16
Article 16 Article 16 Article 16
185 Critical Entities Resilience Group Critical Entities Resilience Critical Entities Resilience
Group Group

Article 16(1)

186

1. A Critical Entities Resilience

1. A Critical Entities Resilience

1. A-— Critical Entities

1. 5/6 technical meeting
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Commission Proposal

Group is established with effect from
[six months after the entry into force
of this Directive]. It shall support the
Commission and facilitate strategic
cooperation and the exchange of
information on issues relating to this
Directive.

EP Mandate

Group is established with effect
from [six months after the entry
into force of this Directive]. It
shall support the Commission
and facilitate strategic
cooperation and the exchange of
information on issues relating to
this Directive.

Council Mandate

Resilience Group is established
with effect from [six months
after the entry into force of this
Directive]. It shall support the
Commission and facilitate
cooperation among Member
States-strategic-cooperation and
the exchange of information on
issues relating to this Directive.

Draft Agreement

CSL: Did not understand
‘strategic cooperation’

COM: Can accept CSL
change

EP: EP provisionally agree.
Technical meeting 16/5:

timeline provisionally
agreed.

Article 16(2), introductory part

2. The Critical Entities Resilience
Group shall be composed of
representatives of the Member States
and the Commission. Where relevant
for the performance of its tasks, the
Critical Entities Resilience Group
may invite representatives of

2. The Critical Entities
Resilience Group shall be
composed of representatives of
the Member States and the
Commission. Where relevant for
the performance of its tasks, the
Critical Entities Resilience

2. The Critical Entities
Resilience Group shall be
composed of representatives of
the Member States and the
Commission holding security
clearance, where appropriate.
Where relevant for the

2. 5/6 technical meeting

CSL: due to sensitivity
useful to add security
clearance. Ask the added
value of the EP expert?

interested parties to participate in its | Group #ayshall invite performance of its tasks, the EP: Not opposed to CSL
work. representatives of interested Critical Entities Resilience addition on clearance,
187 . .
partiesrelevant stakeholders to Group may invite prefer relevant stakeholders
participate in its work and the representatives-ofinterested but think a common
European Parliament to partiesother stakeholders to understanding is there.
participate as an observer. participate in its work. Should be an obligation to
invite (shall vs may).
Consider an EP voice is
useful and important for
reporting back to EP
decision makers.
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

COM: clearance where
appropriate is fine, as some
but not all deliberations
will require it.
‘Stakeholders’ is fine.
Concerned over the
introduction of ‘shall’ by
EP - the purpose of expert
groups is to support the
COM. 1t is up to the Chair
to decide to invite guests on
a discretionary basis - very
sure the option to invite
would be taken up but
obligation is too far. EP
participation, COM have
reservations. The operation
of expert groups doesn’t
foresee permanent
involvement of EP.
According to EP-COM
framework agreement, EP
may request that EP experts
participate and then the
COM may invite them.
COM feel we should stay
within the overarching
limits of what has been
agreed inter-institutionally.

EP: do not view their
attendance as a permanent
measure, but should be
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Commission Proposal EP Mandate Council Mandate Draft Agreement

related to discussions that
are considered important to
the EP. Questions whether
meeting agendas are
substantial enough for EP
to decide whether they
could/should request to
send an observer.

COM: COM should retain
the discretion on invitees as
if a number of stakeholders
requests to attend then
COM would be obliged to
invite them if the wording
is ‘shall’ - organisation
needs to remain with the
chair and in consultation
with the Members.

COM suggest the following
text:

2. The Critical Entities
Resilience Group shall be
composed of
representatives of the
Member States and the
Commission holding
security clearance, where
appropriate. Where
relevant for the
performance of its tasks,
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

the Critical Entities
Resilience Group may
invite relevant stakeholders
to participate in its work. If
so requested by Parliament,
the Commission may also
invite Parliament’s experts
to attend meetings of the
Critical Entities Resilience
Group.

Article 16(2), first paragraph

188

The Commission’s representative
shall chair the Critical Entities
Resilience Group.

The Commission’s
representative shall chair the
Critical Entities Resilience
Group.

The Commission’s
representative shall chair the
Critical Entities Resilience
Group.

Article 16(3), introductory part

189

3. The Critical Entities Resilience

Group shall have the following tasks:

3. The Critical Entities
Resilience Group shall have the
following tasks:

3. The Critical Entities
Resilience Group shall have the
following tasks:

Article 16(3), point (a)

(a) supporting the Commission in
assisting Member States in

(a) supporting the Commission
in assisting Member States in

(a) supporting the Commission
in assisting Member States in

190 reinforcing their capacity to reinforcing their capacity to reinforcing their capacity to
contribute to ensuring the resilience | contribute to ensuring the contribute to ensuring the
of critical entities in accordance with | resilience of critical entities in resilience of critical entities in
10316/22 XB/id 244
ANNEX RELEX 5 LIMITE EN



Commission Proposal

this Directive;

EP Mandate

accordance with this Directive;

Council Mandate

accordance with this Directive;

Draft Agreement

Article 16(3), point (b)

191

(b) evaluating the strategies on the
resilience of critical entities referred
to in Article 3 and identifying best
practices in respect of those
strategies;

(b) evaluating the strategies on
the resilience of critical entities
referred to in Article 3 and
identifying best practices in
respect of those strategies;

(b) evaluating analysing the
strategies on the resilience of
critical entities referred to in
Article 3 in order to identify
and-identifyring best practices in

respect of those strategies;

(b) Tech meting 6/5

CSL: clarifications, do no
substantially change.

EP: Prefer CSL changes
and can agree.

COM: agree.

Provisionally agreed.

Article 16(3), point (c)

(c) facilitating the exchange of best
practices with regard to the
identification of critical entities by
the Member States in accordance
with Article 5, including in relation
to cross-border dependencies and

(c) facilitating the exchange of
best practices with regard to the
identification of critical entities
by the Member States in
accordance with Article 5,
including in relation to cross-

(c) facilitating the exchange of
best practices with regard to the
identification of critical entities
by the Member States in
accordance with Article 5,
including in relation to cross-

(¢) Tech meeting 6/5

CSL: can agree to EP text.
CSL addition linked to
equivalence regime

192 | regarding risks and incidents; border and cross sectoral border dependencies and COM: EP addition is
dependencies and regarding risks | regarding risks and incidents, as | useful. Prefer to [..] the
and incidents; well as with regard to the equivalence regime as that
national approach to is still being discussed.
implementing the equivalence
regime; EP: Equivalence still
horizontally discussed
therefore [...]
10316/22 XB/id 245

ANNEX

RELEX 5

LIMITE

EN



Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

Article 16(3), point (ca)

192a

(ca) preparing a Union strategy
on resilience in compliance with

the objectives set out in this
Directive;

(ca) Tech meeting 6/5

CSL: Consider this a
national prerogative and EP
proposal quite broad, but
not opposed in principle.
Still this amendment is
quite complicated for the
Council.

COM: As CSL, questions
the added value of the
strategy as there are many
ongoing work strands on
resilience (e.g. resilience
‘dashboard’ covering broad
range of topics (critical
entities/infrastructures
always a part but not
central); disaster resilience
goals; reflection among MS
on Union Strategy on
Resilience; COM
communication on
resilience in transport
sector). Concerned with
overlaps and doubts on the
added value. Institutional
point: if it was to be
produced, it should not be
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

in the hands of an expert
group but rather produced
by COM or by MS.

EP: Could the CERG be
involved in the preparation
of the dashboard?

COM: Will look into this
question. CE may be part of
what is being looked at in
the resilience dashboard
exercise, but not
exclusively.

Technical meeting 31/5:
CION compromise
proposal:

(ca) where appropriate,
contribute on issues relating
to this Directive to
documents concerning
resilience at EU-level,

Council could agree to
CION compromise
proposal

EP to reflect internally.

Article 16(3), point (d)

193 (d) contributing to the preparation of | (d) contributing to the (d) contributing to the (d) Tech meeting 6/5
the guidelines referred to in Article preparation of the guidelines preparation of the guidelines
10316/22 XB/id 247
ANNEX RELEX 5 LIMITE EN



Commission Proposal

6(3) and any delegated and
implementing acts under this
Directive, upon request;

EP Mandate

referred to in Article 6(3) and
any delegated and implementing
acts under this Directive, upon
request;

Council Mandate

referred to in ArticleArticles
6(3) and any-delegated-and
11(4) and, upon request, any
implementing acts under this

Directive;-upenreqtest;

Draft Agreement

CSL: reflects position on
delegated acts. “‘upon
request’ clarification.

EP: Not opposed but need
to be aligned depended on
DAs. COM agree

Article 16(3), point (e)

194

(e) examining, on an annual basis,
the summary reports referred to in
Article 8(3);

(e) examining, on an annual
basis, the summary reports
referred to in Article 8(3);

(e) examining-onanannual
basis; analysing the summary
reports referred to in Article
8(3);

(e) Tech meeting 6/5

CSL: consider analysing to
be the appropriate word.
Deleted ref to timing as this
is covered by 8(3)

EP: agree on analysing. this
is dependent on 8(3) which
will be returned to. COM

agree
Technical meeting 31/5:

CION compromise
proposal:

(e) analysing the summary
reports referred to in
Article 8(3) with a view to
promoting the sharing of
best practices on the action
taken in accordance with
Article 13(3);
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

CSL: can agree to CION
compromise proposal

EP: positive towards the
proposal and will reflect
internally.

Article 16(3), point (f)

195

(f) exchanging best practices on the
exchange of information related to
the notification of incidents referred
to in Article 13;

(f) exchanging best practices on
the exchange of information
related to the notification of
incidents referred to in Article
13;

(f) exchanging best practices-en

related to the notification of
incidents referred to in Article
13;

(f) Tech meeting 6/5
CSL: semantic
EP and COM provisionally

agreed on the Council's
text.

| Article 16(3), point (g)

196

(g) analyse and provide advice on
the reports of advisory missions in
accordance with Article 15(3);

(g) analyse and provide advice
on the reports of advisory
missions in accordance with
Article 15(3);

(g) analyse-andprevide-adviee
on-the- discuss the summary

reports of advisory missions
and lessons-learned in
accordance with Article

153)15(9);

(g) Tech meeting 6/5

CSL: In line with change
on 138a

EP and COM provisionally
agree on the Council's text.

| Article 16(3), point (h)

I 197

(h) exchanging information and best

(h) exchanging information and

(h) exchanging information and

(h) Tech meeting 6/5

10316/22
ANNEX

RELEX 5

XB/id
LIMITE

249
EN



practices on research and
development relating to the
resilience of critical entities in
accordance with this Directive;

best practices on innovation,
research and development
relating to the resilience of
critical entities in accordance
with this Directive;

best practices on research and
development relating to the
resilience of critical entities in
accordance with this Directive;

Provisionally agree.

Article 16(3), point (ha)

197a

(ha) promoting and supporting
coordinated risk assessments
and joint actions among critical
entities;

(ha) Tech meeting 6/5

EP: Believe CERG is in a
good place to provide this
support / advice

CSL: Ask what would be
included in ‘joint actions’

COM: Question if this is a
useful task for CERG who
are not an operational
group. Perhaps Art 9 which
is on MS support to entities
is more appropriate.
Suggests adding to line
130:

130: ‘MS shall facilitate
voluntary information
sharing and voluntary
cooperation between
Critical Entities’

CSL: Share COM view and
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement
the proposal can be
provisionally accepted.

EP to consider this
proposal.

Article 16(3), point (i)

198

(i) where relevant, exchanging
information on matters concerning
the resilience of critical entities with
relevant Union institutions, bodies,
offices and agencies.

(i) where relevant, exchanging
information on matters
concerning the resilience of
critical entities with relevant
Union institutions, bodies,
offices and agencies.

(i) where relevant, exchanging
information on matters
concerning the resilience of
critical entities with relevant
Union institutions, bodies,
offices and agencies.

Article 16(4)

199

4. By [24 months after entry into
force of this Directive] and every
two years thereafter, the Critical
Entities Resilience Group shall
establish a work programme in
respect of actions to be undertaken to
implement its objectives and tasks,
which shall be consistent with the
requirements and objectives of this
Directive.

4. By [24 months after entry into
force of this Directive] and every
two years thereafter, the Critical
Entities Resilience Group shall
establish a work programme in
respect of actions to be
undertaken to implement its
objectives and tasks, which shall
be consistent with the
requirements and objectives of
this Directive.

4. By [24 months after entry
into force of this Directive] and
every two years thereafter, the
Critical Entities Resilience
Group shall establish a work
programme in respect of actions
to be undertaken to implement
its objectives and tasks, which
shall be consistent with the
requirements and objectives of
this Directive.

4. Technical meeting 16/5:
timeline provisionally
agreed

Article 16(5)

200
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Commission Proposal

5. The Critical Entities Resilience
Group shall meet regularly and at
least once a year with the
Cooperation Group established under
[the NIS 2 Directive] to promote
strategic cooperation and exchange
of information.

EP Mandate

5. The Critical Entities
Resilience Group shall meet
regularly and at least once a year
with the Cooperation Group
established under [the NIS 2
Directive] to prometefacilitate
strategic cooperation and
exchange of information.

Council Mandate

5. The Critical Entities
Resilience Group shall meet
regularly and at least once a
year with the Cooperation
Group established under [the
NIS 2 Directive] to promote
strategie- cooperation and
facilitate exchange of
information.

Draft Agreement
5. Tech meeting 6/5

CSL: delete strategic in line
with 183 as not clear what
it means.

Agreed at the end:

“ facilitate both cooperation
and exchange of
information.”

Technical meeting 16/5:
timeline provisionally
agreed.

Article 16(6)

6. The Commission may adopt
implementing acts laying down
procedural arrangements necessary
for the functioning of the Critical
Entities Resilience Group. Those
implementing acts shall be adopted
in accordance with the examination

6. The Commission may adopt
implementing acts laying down
procedural arrangements
necessary for the functioning of
the Critical Entities Resilience
Group. Those implementing acts
shall be adopted in accordance

6. The Commission-may shall
adopt implementing acts laying
down procedural arrangements
necessary for the functioning of
the Critical Entities Resilience
Group, pursuant to the
provisions of Article 1.4. Those

6. Tech meeting 6/5

COM: Already rules in
place on the establishment
of expert groups (terms of
reference, rules of
procedures), hence the

201 procedure referred to in Article with the examination procedure | implementing acts shall be ‘may’; Implemented act is
20(2). referred to in Article 20(2). adopted in accordance with the | not indispensable.
examination procedure referred | Reference to Art 1.4 not
to in Article 20(2). needed here as it is
applicable across the CER.
EP: Is changing to ‘shall’
over complicating and
should the COM have the
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement
flexibility?

CSL: Provisionally agreed
to maintain ‘may’ but
request to keep reference to
Art 1.4.

Provisionally agreed with
‘may’ and ref to Art 1.4 as
per CSL text

| Article 16(7)

7. The Commission shall provide to
the Critical Entities Resilience
Group a summary report of the
information provided by the Member
States pursuant to Articles 3(3) and
4(4) by [three years and six months
after entry into force of this
Directive] and subsequently where
necessary and at least every four

7. The Commission shall
provide to the— Critical Entities
Resilience Group a summary
report of the information
provided by the Member States
pursuant to Articles 3(3) and 4(4)
by [three years and six months
after entry into force of this
Directive] and subsequently

7. The Commission shall
provide to the— Critical Entities
Resilience Group a summary
report of the information
provided by the Member States
pursuant to Articles 3(3) and
4(4) by [three years and-six
nine months after entry into
force of this Directive] and

7. Tech meeting 6/5

CSL: Not opposed to
publishing summary report.
Do not support/understand
‘common secretariat’

COM: Summary report can
be provided. Common

202 | years. where necessary and at least subsequently where necessary secretariat, it is for the

every four years._The and at least every four years. COM to decide how to

Commission shall regularly organise its work and do

publish a summary report of the not consider it appropriate

activities of the Critical Entities to include here. Already

Resilience Group. good administrative

The Commission shall set up a practice to share

common secretariat for the information between

Critical Entities Resilience concerned services.

Group and the Cooperation

Group established under the EP: Understand arguments
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Commission Proposal

EP Mandate

NIS 2 Directive in order to
better accommodate
communication between the two
groups and, consequently, to
minimise ambiguities between
the different authorities
designated under this Directive
and the NIS 2 Directive.

Council Mandate

Draft Agreement

on Common Sec, do not

Technical meeting 31/5:
As to EP amendment,
CION compromise
proposal to include in a
new recital 28a

| Article 17

203

Article 17

Commission support to competent

authorities and critical entities

Article 17
Commission support to
competent authorities and critical
entities

Article 17
Commission support to
competent authorities and
critical entities

Article 17
Technical meeting 16/05
Provisionally agreed

| Article 17(1)

I 204

1. The Commission shall, where

1. The Commission shall, where

1. The Commission shall,

expect a whole new unit but
want to explore how to
foster this kind of
cooperation that perhaps
isn’t included in a legal
text. There should be
something in addition to
what normal cooperation
looks like.

Technical meeting of 16
May:

Provisional agreement on
CL text

1. Technical meeting 16/05 I
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Commission Proposal

appropriate, support Member States
and critical entities in complying
with their obligations under this
Directive, in particular by preparing
a Union-level overview of cross-
border and cross-sectoral risks to the
provision of essential services,
organising the advisory missions
referred to in Articles 11(3) and
15(3) and facilitating information
exchange among experts across the
Union.

EP Mandate

appropriate, support Member
States and critical entities in
complying with their obligations
under this Directive, in particular
by preparing a Union-level
overview of cross-border and
cross-sectoral risks to the
provision of essential services,
organising the advisory missions
referred to in Articles 11(3) and
15(3) and facilitating information
exchange among experts across
the Union.

Council Mandate

where appropriate, support
Member States and critical
entities in complying with their
obligations under this Directive;
ipartiewtn -bypreporinre. The
Commission shall prepare a
Union-level overview of cross-
border and cross-sectoral risks
to the provision of essential
services,-erganising organise
the advisory missions referred to
in Articles 11(3) and +5(3)-and
faetlitatinglS and facilitate

information exchange among
Member States and experts
across the Union.

Draft Agreement

Provisionally agreed on
Council text

| Article 17(2)

205

2. The Commission shall
complement Member States’
activities referred to in Article 9 by
developing best practices and
methodologies, and by developing
cross-border training activities and
exercises to test the resilience of
critical entities.

2. The Commission shall
complement Member States’
activities referred to in Article 9
by developing best practices and
methodologies, and by
developing cross-border training
activities and exercises to test the
resilience of critical entities.

2. The Commission shall
complement Member States’
activities referred to in Article 9
by developing best practices,
guidance materials and
methodologies, and by
developing cross-border training
activities and exercises to test
the resilience of critical entities.

2. Technical meeting 16/05
Provisionally agreed on
Council text

| Article 17(2a)

I 205a

2a. The Commission shall

2a. Technical meeting 31/5
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make financial sources
available to Member States
for enhancing the resilience of
their critical entities.

Draft Ag

Provisionally agreed on
compromise text:

The Commission shall
inform Member States
about financial resources at
EU level available to
Member States for
enhancing the resilience of
critical entities.

Article 17(2a)

205b

2a. In order to receive and
properly use the information

received under Article 8(3), the
Commission shall keep a Union

registry of incidents with the
aim of developing and sharing
best practices and

methodologies.

2a. Technical meeting
16/05

EP

To make best use of this
Directive and
harmonisation, it is
important to introduce this
registry (as notifications
would be sent to CION in
our mandate). This would
help to identify trends
across the Union and to
develop best practices.

CL

This is problematic for us,
we could propose
alternative writing

CION

This presupposes that COM
receives info on every

10316/22
ANNEX

RELEX 5

XB/id
LIMITE

256
EN



Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

incident. That is not the
case in Commission
proposal (entities send
notifications to MS (art 13),
and then MS are obligated
to send a summary report to
CION (Art 8). In addition,
COM does not have
operational role with regard
to responding to incidents
(different set-up than in
NIS2 with operational
agency). CL proposes: "In
order to properly use
information received under
article 8.3, the Commission
shall develop and share
best practices and
methodologies."

EP

We could reconsider the
formulation for sure in line
with CION intervention
too. The word “registry” is
not carved in stone but we
need to specify more the
CL proposal (to say which
are the addressee in mind
and what best practices
should be analysed).
Current text may be too
vague. EP will work on CL
proposal and resubmit new
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Commission Proposal EP Mandate Council Mandate Draft Agreement

one.

CION

CL compromise proposal is
a good base but we share
the two comments of EP
(on addressees and on more
specificities). Will also
reflect on alternative text.

CION informal proposal
(sent by email 20/5): delete
line 205b and move text to
new wording in line 194.

Chapter VI
Chapter VI Chapter VI Chapter VI Chapter VI
206 SUPERVISION AND SUPERVISION AND SUPERVISION AND Technical meeting 16/05
ENFORCEMENT ENFORCEMENT ENFORCEMENT Provisional agreement
| Article 18
Article 18 Article 18 Article 18 Article 18
207 Implementation and enforcement Implementation and enforcement Implementation and Technical meeting 16/05
enforcement Provisional agreement
| Article 18(1), introductory part
208 1. In order to assess the compliance | 1. In order to assess the 1. In order to assess the 1. Technical meeting 16/05
of the entities that the Member States | compliance of the entities that compliance of the entities that Provisional agreement
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EP Mandate

Council Mandate

Commission Proposal

identified as critical entities pursuant
to Article 5 with the obligations
pursuant to this Directive, they shall
ensure that the competent authorities
shall have the powers and means to:

the Member States identified as
critical entities pursuant to
Article 5 with the obligations
pursuant to this Directive, they
shall ensure that the competent
authorities shall have the powers
and means to:

the Member States identified as
critical entities pursuant to
Article 5 with the obligations
pursuant to this Directive, they
shall ensure that the competent
authorities shall have the powers
and means to:

Draft Agreement

| Article 18(1), point (a)

209

(a) conduct on-site inspections of
the premises that the critical entity
uses to provide its essential services,
and off-site supervision of critical
entities’ measures pursuant to Article
11;

(a) conduct on-site inspections
of the premises that the critical
entity uses to provide its
essential services, and off-site
supervision of critical entities’
measures pursuant to Article 11;

(a) conduct on-site inspections
of the critical infrastructure
and the premises that the
critical entity uses to provide its
essential services, and off-site
supervision of critical entities’
measures pursuant to Article 11;

| Article 18(1), point (b)

210

(b) conduct or order audits in
respect of those entities.

(b) conduct or order audits in
respect of those entities.

(b) conduct or order audits in
respect of those entities.

(b) Technical meeting
16/05
Provisional agreement

| Article 18(2), introductory part

2. Member States shall ensure that
the competent authorities have the

2. Member States shall ensure
that the competent authorities

2. Member States shall ensure
that the competent authorities

2. Technical meeting 16/05
Provisional agreement

(a) Technical meeting
16/05

Provisional agreement on
CL text

211 powers and means to require, where | have the powers and means to have the powers and means to
necessary for the performance of require, where necessary for the | require, where necessary for the
their tasks under this Directive, that | performance of their tasks under | performance of their tasks under
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Commission Proposal

the entities that they identified as
critical entities pursuant to paragraph
5 provide, within a reasonable time
period set by those authorities:

EP Mandate

this Directive, that the entities
that they identified as critical
entities pursuant to paragraph 5
provide, within a reasonable time
period set by those authorities:

Council Mandate

this Directive, that the entities
that they identified as critical
entities pursuant to paragraph 5
provide, within a reasonable
time period set by those
authorities:

Draft Agreement

Article 18(2), point (a)

212

(a) the information necessary to
assess whether the measures taken
by those to ensure its resilience meet
the requirements of Article 11;

(a) the information necessary to
assess whether the measures
taken by those to ensure its
resilience meet the requirements
of Article 11;

(a) the information necessary to
assess whether the measures
taken by those entities to ensure
its their resilience meet the
requirements of Article 11;

(a) Technical meeting
16/05

Provisional agreement on
CL text

| Article 18(2), point (b)

213

(b) evidence of the effective
implementation of those measures,
including the results of an audit
conducted by an independent and
qualified independent auditor
selected by that entity and conducted
at its expense.

(b) evidence of the effective
implementation of those
measures, including the results of
an audit conducted by an
independent and qualified
independent auditor selected by
that entity and conducted at its
expense.

(b) evidence of the effective
implementation of those
measures, including the results
of an audit conducted by an
independent and qualified
independent auditor selected by
that entity and conducted at its
expense.

(b) Technical meeting
16/05
Provisional agreement

| Article 18(2), first paragraph

214 When requiring that information, the | When requiring that information, | When requiring that Technical meeting 16/05
competent authorities shall state the | the competent authorities shall information, the competent Provisional agreement
purpose of the requirement and state the purpose of the authorities shall state the
10316/22 XB/id 260
ANNEX RELEX 5 LIMITE EN



Commission Proposal

specify the information required.

EP Mandate

requirement and specify the
information required.

Council Mandate

purpose of the requirement and
specify the information
required.

Draft Agreement

Article 18(3)

215

3. Without prejudice to the
possibility to impose penalties in
accordance with Article 19, the
competent authorities may,
following the supervisory actions
referred to in paragraph 1, or the
assessment of the information
referred to in paragraph 2, order the
critical entities concerned to take the
necessary and proportionate
measures to remedy any identified
infringement of this Directive, within
a reasonable time period set by those
authorities, and to provide to those
authorities information on the
measures taken. Those orders shall
take into account, in particular, the
seriousness of the infringement.

3. Without prejudice to the
possibility to impose penalties in
accordance with Article 19, the
competent authorities may,
following the supervisory actions
referred to in paragraph 1, or the
assessment of the information
referred to in paragraph 2, order
the critical entities concerned to
take the necessary and
proportionate measures to
remedy any identified
infringement of this Directive,
within a reasonable time period
set by those authorities, and to
provide to those authorities
information on the measures
taken. Those orders shall take
into account, in particular, the
seriousness of the infringement.

3. Without prejudice to the
possibility to impose penalties
in accordance with Article 19,
the competent authorities may,
following the supervisory
actions referred to in paragraph
1, or the assessment of the
information referred to in
paragraph 2, order the critical
entities concerned to take the
necessary and proportionate
measures to remedy any
identified infringement of this
Directive, within a reasonable
time period set by those
authorities, and to provide to
those authorities information on
the measures taken. Those
orders shall take into account, in
particular, the seriousness of the
infringement.

| Article 18(4)

3. Technical meeting 16/05
Provisional agreement

216 4. Member State shall ensure that 4. Member State shall ensure 4. Member State shall ensure 4. Technical meeting 16/05
the powers provided for in that the powers provided for in that the powers provided for in
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

paragraphs 1, 2 and 3 can only be
exercised subject to appropriate
safeguards. Those safeguards shall
guarantee, in particular, that such
exercise takes place in an objective,
transparent and proportionate
manner and that the rights and
legitimate interests of the critical
entities affected are duly
safeguarded, including their rights to
be heard, of defence and to an
effective remedy before an
independent court.

paragraphs 1, 2 and 3 can only be
exercised subject to appropriate
safeguards. Those safeguards
shall guarantee, in particular, that
such exercise takes place in an
objective, transparent and
proportionate manner and that
the rights and legitimate interests
of the critical entities affected are
duly safeguarded, including their
rights to be heard, of defence and
to an effective remedy before an
independent court.

paragraphs 1, 2 and 3 can only
be exercised subject to
appropriate safeguards. Those
safeguards shall guarantee, in
particular, that such exercise
takes place in an objective,
transparent and proportionate
manner and that the rights and
legitimate interests, such as the
protection of trade- and
business secrets and
operations, of the critical
entities affected are duly
safeguarded, including their
rights to be heard, of defence
and to an effective remedy
before an independent court.

Provisional agreement :

4. Member State shall
ensure that the powers
provided for in paragraphs
1, 2 and 3 can only be
exercised subject to
appropriate safeguards.
Those safeguards shall
guarantee, in particular, that
such exercise takes place in
an objective, transparent
and proportionate manner
and that the rights and
legitimate interests, such as
the protection of trade- and
business secrets, of the
critical entities affected are
duly safeguarded, including
their rights to be heard, of
defence and to an effective
remedy before an
independent court.

| Article 18(5)

5. Member States shall ensure that,
when a competent authority assesses
the compliance of a critical entity

5. Member States shall ensure
that, when a competent authority
assesses the compliance of a

5. Member States shall ensure
that, when a competent authority
assesses the compliance of a

5. Technical meeting 16/05

Provisionally agreed on CL

217 | pursuant to this Article, it shall critical entity pursuant to this critical entity pursuant to this text.
inform the competent authorities of | Article, it shall inform the Article, it shall inform the
the Member State concerned competent authorities of the competent authorities of the
designated under the [the NIS 2 Member State concerned Member State concerned
Directive] and may request those designated under the [the NIS 2 | designated under the [the NIS 2
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Commission Proposal

authorities to assess the
cybersecurity of such entity, and
cooperate and exchange information
for this purpose.

EP Mandate

Directive] and may request those
authorities to assess the
cybersecurity of such entity, and
cooperate and exchange
information for this purpose.

Council Mandate

Directive] and may request
those authorities to exercise
their supervisory and
enforcement powers in
relation to an essential entity
under the scope of [NIS 2
Directive] that is also
identified as critical under this
Directive-assess-the
eyberseecurity-of such-entity, and
cooperate and exchange
information for this purpose.

Draft Agreement

| Article 19

218

Article 19
Penalties

Article 19
Penalties

Article 19
Penalties

Article 19
Technical meeting 16/05
Provisionally agreed

| Article 19, first paragraph

Member States shall lay down the
rules on penalties applicable to
infringements of the national
provisions adopted pursuant to this
Directive and shall take all measures

Member States shall lay down
the rules on penalties applicable
to infringements of the national
provisions adopted pursuant to
this Directive and shall take all

Member States shall lay down
the rules on penalties applicable
to infringements of the national
provisions adopted pursuant to
this Directive and shall take all

Technical meeting 31/05
Provisionally agreed on
compromise text:

Member States shall lay

2 necessary to ensure that they are measures necessary to ensure measures necessary to ensure down the rules on penalties
implemented. The penalties provided | that they are implemented. The that they are implemented. The | applicable to infringements
for shall be effective, proportionate | penalties provided for shall be penalties provided for shall be of the national provisions
and dissuasive. Member States shall | effective, proportionate and effective, proportionate and adopted pursuant to this
notify those provisions to the dissuasive. Member States shall | dissuasive. Member States shall | Directive and shall take all
Commission by [two years after notify those provisions to the notify those provisions to the measures necessary to
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entry into force of this Directive] at
the latest and shall notify it without
delay of any subsequent amendment
affecting them.

EP Mandate

Commission by [two years after
entry into force of this Directive]
at the latest and shall notify it
without delay of any subsequent
amendment affecting them.

Council Mandate

Commission by [two years after
entry into force of this
Directive] at the latest and shall
notify it without delay of any
subsequent amendment
affecting them.

Draft Agreement

ensure that they are
implemented. The penalties
provided for shall be
effective, proportionate and
dissuasive. Member States
shall notify those
provisions to the
Commission by [ 21
months after entry into
force of this Directive] at
the latest and shall notify it
without delay of any
subsequent amendment
affecting them.

| Chapter Vil

220

Chapter VII
FINAL PROVISIONS

Chapter VII
FINAL PROVISIONS

Chapter VII
FINAL PROVISIONS

Chapter VII
Technical meeting 16/05
Provisionally agreed

| Article 20

221

Article 20
Committee procedure

Article 20
Committee procedure

Article 20
Committee procedure

Article 20
Technical meeting 16/05
Provisionally agreed

| Article 20(1)

222 1. The Commission shall be assisted | 1. The Commission shall be 1. The Commission shall be 1. Technical meeting 16/05
by a committee. That committee assisted by a committee. That assisted by a committee. That Provisionally agreed
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EP Mandate

Council Mandate

Draft Agreement

shall be a committee within the committee shall be a committee | committee shall be a committee
meaning of Regulation (EU) No within the meaning of within the meaning of
182/2011. Regulation (EU) No 182/2011. Regulation (EU) No 182/2011.
| Article 20(2)
2. Where reference is made to this 2. Where reference is made to 2. Where reference is made to 2. Technical meeting 16/05
273 paragraph, Article 5 of Regulation this paragraph, Article 5 of this paragraph, Article 5 of Provisionally agreed
(EU) No 182/2011 shall apply. Regulation (EU) No 182/2011 Regulation (EU) No 182/2011
shall apply. shall apply.
Article 21
Article 21 Article 21 Article 24 Article 21
Exercise of the delegation Exercise of the delegation Exereise-of the-delegation Technical meeting 16/05
CL
We deleted this article in
line with our position re
delegated act. CL did not
include any DA in its
mandate.
EP
224 We already touched on this
in the political trilogue. We
hope that common ground
can be found. Our changes
in this article only related to
our take on article 4.1.
Conclusion: This article
would be aligned with the
agreement of colegislators
10316/22 XB/id
ANNEX RELEX 5 LIMITE

265
EN



Commission Proposal

EP Mandate

Council Mandate

Draft Agreement
on Delegated Acts

Article 21(1)

225

1. The power to adopt delegated acts
is conferred on the Commission
subject to the conditions laid down
in this Article.

1. The power to adopt delegated
acts is conferred on the
Commission subject to the
conditions laid down in this
Article.

Article 21(2)

226

2. The power to adopt delegated acts
referred to in Article 11(4) shall be
conferred on the Commission for a
period of five years from date of
entry into force of this Directive or
any other date set by the co-
legislators.

2. The power to adopt delegated
acts referred to in A#tieteArticles
4(1) and 11(4) shall be conferred
on the Commission for a period
of five years from date of entry
into force of this Directive or any
other date set by the co-
legislators.

Article 21(3)

3. The delegation of power referred

3. The delegation of power

to in Article 11(4) may be revoked at | referred to in ArtieteArticles 4(1) | referred-to-inArticle H{4Hmay
any time by the European Parliament | and 11(4) may be revoked at any | bereveoked-atany-timeby-the
227 | or by the Council. A decision to time by the European Parliament | EvropeanParliamentorby-the

revoke shall put an end to the or by the Council. A decisionto | Ceunet-—-A-deeistonto-revoke

delegation of the power specified in | revoke shall put an end to the shal-putan-end-to-the

that decision. It shall take effect the | delegation of the power specified | delegation-ofthe-power

day following the publication of the | in that decision. It shall take speetttedin-that-deetstontt
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decision in the Official Journal of the
European Union or at a later date
specified therein. It shall not affect
the validity of any delegated acts
already in force.

EP Mandate

effect the day following the
publication of the decision in the
Official Journal of the European
Union or at a later date specified
therein. It shall not affect the
validity of any delegated acts
already in force.

Council Mandate

Draft Agreement

Article 21(4)

228

4. Before adopting a delegated act,
the Commission shall consult experts
designated by each Member State in
accordance with the principles laid
down in the Interinstitutional
Agreement of 13 April 2016 on
Better Law-Making.

4. Before adopting a delegated
act, the Commission shall
consult experts designated by
each Member State in
accordance with the principles
laid down in the Interinstitutional
Agreement of 13 April 2016 on
Better Law-Making.

Article 21(5)

5. As soon as it adopts a delegated

5. As soon as it adopts a

act, the Commission shall notify it delegated act, the Commission delegatedaetthe Commission
229 simultaneously to the European shall notify it simultaneously to | shall-netify-itsimultaneoushyte
Parliament and to the Council. the European Parliament and to | the-EurepeanParliament-and-to
the Council. the-Couneth
Article 21(6)
230
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6. A delegated act adopted pursuant

EP Mandate
6. A delegated act adopted

Council Mandate

Draft Agreement

to Article 11(4) shall enter into force | pursuant to Article 11(4) shall prre ant to AsteteHHshat
only if no objection has been enter into force only if no cater Tito 1 0rec only-Hne
expressed either by the European objection has been expressed obyoeth 1 us Jec-expressed
Parliament or by the Council within | either by the European either vy—th Buropenn
a period of two months of Parliament or by the Council Parhamentorhy hio-Counett
notification of that act to the within a period of two months of | within-aperiod-of two-months
European Parliament and the notification of that act to the of netification ~f that actto-the
Council or if, before the expiry of European Parliament and the EutopeanParkan v atand-the
that period, the European Parliament | Council or if, before the expiry Couneil-or-ifbefore-the-expiry
and the Council have both informed | of that period, the European of thatperiod;the Evropean
the Commission that they will not Parliament and the Council have | Parliament-and-the-Couneilhave
object. That period shall be extended | both informed the Commission beth-informed-the-Commission
by two months at the initiative of the | that they will not object. That that-they-will net-objeet—That
European Parliament or of the period shall be extended by two | period-shall-be-extended-by-twe
Council. months at the initiative of the months-atthemtiativeofthe

European Parliament or of the HuropeanParliament-or-ofthe

Council. Couneil:

Article 22
Article 22 Article 22 Article 22 Article 22
231 Reporting and review Reporting and review Reporting and review Technical meeting 16/05
Provisionally agreed
Article 22, first paragraph

By [54 months after the entry into
force of this Directive], the

By [54 months after the entry
into force of this Directive], the

By [54-menths six years after
the entry into force of this

Technical meeting 16/05
EP

232 Commission shall submit a report to | Commission shall submit a Directive], the Commission On EP amendment: It is
the European Parliament and to the report to the European shall submit a report to the very important to see how
Council, assessing the extent to Parliament and to the Council, European Parliament and to the | this instrument is
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which the Member States have taken
the necessary measures to comply
with this Directive.

EP Mandate

assessing the extent to which the
Member States have taken the
necessary measures to comply
with this Directive._The report
shall contain separate country
chapters on the concrete
implementation progress in
each Member State.

Council Mandate

Council, assessing the extent to
which the Member States have
taken the necessary measures to
comply with this Directive.

Draft Agreement

implemented. We see a lot
merit on focusing on the
situation in each MS. We
have this in the Rule of
Law area.

CION

Usual practice for
transposition reports is to
present them chapter by
chapter or article by article,
grouping the MS together
to identify similarities and
differences in approaches.
A country per country
analysis feeds in the report,
but the report is presented
in a summary way. It is
possible but it is not the
usual practice to do it MS
per MS.

CL

We have a concern this
amendment. The
implementation progress
should be analysed as a
whole. It is better to collect
best practices.

EP

For us, it is not about
naming and shaming. But
this is a very important
tool. There should be
common interest on having

10316/22
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Commission Proposal EP Mandate Council Mandate Draft Agreement

the implementation as swift
and comprehensive as
possible. Moreover, if the
information is already
there, we are in favour of
making it available

EP

Could have a raw data per
MS at the end of the report
as an Annex?

CION

Large amounts of data are
available for each MS, , not
easy to provide in an
annex..

CL

We fear that there is a risk
that critical entities would
compare the approaches of
each MS to oppose their
own supervisory authority.
CL proposal:

“the Commission shall
submit a report to the
European Parliament and
to the Council, assessing
the extent to which each
Member State has taken the
necessary measures to
comply with this
Directive.” (and EP
amendment is deleted)

EP
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EP Mandate

Council Mandate

Draft Agreement

We don’t expect the level
of detail introduced by our
amendment in each report
on implementation but on
the first one only. The CL
proposal is a good one.
CION

CL proposal goes on the
good direction. This report
is the basis on which the
CION takes the decision to
launch infringements where
necessary. There is an in-
depth analysis on each
Member state.

EP to reflect on Council
proposal and to revert with
a wording.

On the deadline:
provisionally agreed on EP
text (54 months)

Article 22, second paragraph

The Commission shall periodically
review the functioning of this

The Commission shall
periodically review the

The Commission shall
periodically review the

Technical meeting 16/05
CL

233 Directive, and report to the European | functioning of this Directive, and | functioning of this Directive, We don’t want to single out
Parliament and to the Council. The report to the European and report to the European the food sector as other
report shall in particular assess the Parliament and to the Council. Parliament and to the Council. sectors could be added to
impact and added value of this The report shall in particular The report shall in particular the scope too when revising
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Commission Proposal EP Mandate Council Mandate Draft Agreement
Directive on ensuring the resilience | assess the impact and added assess the impact and added the directive. CL is
of critical entities and whether the value of this Directive on value of this Directive on positive on EP amendment.
scope of the Directive should be ensuring the resilience of critical | ensuring the resilience of critical | EP
extended to cover other sectors or entities and whether the scope of | entities and whether the-seepe We agree to delete food
subsectors. The first report shall be the Directive should be extended | Annex of the Directive should sector here as we think it
submitted by [six years after the to cover other sectors or be-extended-to-cover-other should be included in the
entry into force of this Directive] and | subsectors. The first report shall | seetors-orsubsectors modified. | Annex. It is added value to
shall assess in particular whether the | be submitted by [six years after The first report shall be extension of other sectors
scope of the Directive should be the entry into force of this submitted by [six 7 years and 6 | potentially in the future.
extended to include the food Directive] and shall assess in months after the entry into force | CION
production, processing and particular whether the scope of of this Directive] and-shall No objections on EP
distribution sector. the Directive should be extended. | assess-inpartictlar-whetherthe | amendment.
For that purpose, the seope-of the Directive-shotld-be | On food sector: reserves the
Commission shall take into extended-to-inchudethe food position, pending the
account relevant documents of | production;processing-and decision on whether the
the Critical Entities Resilience distribution-seetor-. sector will be in scope or
Group-to-inectnde-thefood not (if not in scope, then
prsdletiane i e il would advocate to
distribution-seetor. reintroduce it here as an
example.
Conclusion ; Food sector to
be seen in relation to the
final shape of the Annex
On deadline: Provisional
agreement on using the
deadline of line 93 plus 2
years
Provisionally agreed:
The Commission shall
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Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

periodically review the
functioning of this
Directive, and report to the
European Parliament and to
the Council. The report
shall in particular assess the
impact and added value of
this Directive on ensuring
the resilience of critical
entities and whether the
Annex of the Directive
should be modified. The
first report shall be
submitted by [[“deadline of
line 93 + 2 years after] the
entry into force of this
Directive] [and shall assess
in particular whether the
scope of the Directive
should be extended to
include the food
production, processing and
distribution sector]. For that
purpose, the Commission
shall take into account
relevant documents of the
Critical Entities Resilience
Group.

| Article 23
234 Article 23 Article 23 Article 23 Article 23
Repeal of Directive 2008/114/EC | Repeal of Directive 2008/114/EC Repeal of Directive Technical meeting 16/05
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EP Mandate

Council Mandate
2008/114/EC

Draft Agreement

Provisionally agreed

| Article 23,

first paragraph

235

Directive 2008/114/EC is repealed
with effect from [date of entry into
force of this Directive].

Directive 2008/114/EC is
repealed with effect from [date
of entry into force of this
Directive].

Directive 2008/114/EC is
repealed with effect from [date

of-entry-inte-foree

transposition of this Directive].

Technical meeting 31/5:

CION compromise
proposal:

Directive 2008/114/EC is
repealed with effect from
[date of transposition of
this Directive]. References
to the repealed Directive
shall be construed as
references to this Directive.

EP can accept
Council can accept subject
to check with legal service.

| Article 24

236

Article 24
Transposition

Article 24
Transposition

Article 24
Transposition

Article 24
Technical meeting 16/05
Provisionally agreed

| Article 24(1), introductory part

237 1. Member States shall adopt and 1. Member States shall adopt 1. Member States shall adopt 1. Technical meeting 16/05
publish, by [18 months after entry and publish, by [18 months after | and publish, by [18-menths two
10316/22 XB/id 274
ANNEX RELEX 5 LIMITE EN



Commission Proposal

EP Mandate

Council Mandate

Draft Agreement

into force of this Directive] at the
latest, the laws, regulations and
administrative provisions necessary
to comply with this Directive. They
shall forthwith communicate to the
Commission the text of those
provisions.

entry into force of this Directive]
at the latest, the laws, regulations
and administrative provisions
necessary to comply with this
Directive. They shall forthwith
communicate to the Commission
the text of those provisions.

years after entry into force of
this Directive] at the latest, the
laws, regulations and
administrative provisions
necessary to comply with this
Directive. They shall forthwith
communicate to the
Commission the text of those
provisions.

Provisionally agreed on 21
months transposition
deadline in line with what
was agreed in NIS2.
Provisional agreement:

1. Member States shall
adopt and publish, by 21
months after entry into

force of this Directive at the
latest, the laws, regulations

and administrative
provisions necessary to

comply with this Directive.

They shall forthwith
communicate to the
Commission the text of
those provisions.

| Article 24(1), first paragraph

238

They shall apply those provisions
from [two years after entry into force
of this Directive + one day].

They shall apply those
provisions from [two years after
entry into force of this Directive
+ one day].

They shall apply those
provisions from [two years after
entry into force of this Directive
+ one day].

Technical meeting 16/05
Provisionally agreed — the
deadline should be aligned
with line 237 (i.e.
provisionally agreed 21
months).

| Article 24(1), second paragraph

When Member States adopt those

When Member States adopt

When Member States adopt

Technical meeting 16/05

239 provisions, they shall contain a those provisions, they shall those provisions, they shall Provisionally agreed
reference to this Directive or be contain a reference to this contain a reference to this
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accompanied by such a reference on
the occasion of their official
publication. Member States shall
determine how such reference is to
be made.

EP Mandate

Directive or be accompanied by
such a reference on the occasion
of their official publication.
Member States shall determine
how such reference is to be
made.

Council Mandate

Directive or be accompanied by
such a reference on the occasion
of their official publication.
Member States shall determine
how such reference is to be
made.

Draft Agreement

Article 24(2)

2. Member States shall
communicate to the Commission the
text of the main provisions of

2. Member States shall
communicate to the Commission
the text of the main provisions of

2. Member States shall
communicate to the
Commission the text of the main

2. Technical meeting 16/05
Provisionally agreed

240 national law which they adopt in the | national law which they adopt in | provisions of national law which
field covered by this Directive. the field covered by this they adopt in the field covered
Directive. by this Directive.
| Article 25
Article 25 Article 25 Article 25 Article 25
241 Entry into force Entry into force Entry into force Technical meeting 16/05

Provisionally agreed

| Article 25, first paragraph

This Directive shall enter into force
on the twentieth day following that

This Directive shall enter into
force on the twentieth day

This Directive shall enter into
force on the twentieth day

Technical meeting 16/05
Provisionally agreed

242 of its publication in the Official following that of its publication | following that of its publication
Journal of the European Union. in the Official Journal of the in the Official Journal of the
European Union. European Union.
| Article 26
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Article 26 Article 26 Article 26 Article 26
243 Addressees Addressees Addressees Technical meeting 16/05
Provisionally agreed
| Article 26, first paragraph
244 This Directive is addressed to the This Directive is addressed to the | This Directive is addressed to Technical meeting 16/05
Member States. Member States. the Member States. Provisionally agreed
| Formula
245 Done at Brussels, Done at Brussels, Done at Brussels, Technical meeting 16/05
Provisionally agreed
| Formula
246 For the European Parliament For the European Parliament For the European Parliament Technical meeting 16/05
Provisionally agreed
| Formula
247 The President The President The President Technical meeting 16/05
Provisionally agreed
| Formula
248 For the Council For the Council For the Council Technical meeting 16/05
Provisionally agreed
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EP Mandate

Council Mandate

Draft Agreement

| Formula
249 The President The President The President Technical meeting 16/05
Provisionally agreed
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