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Information systems for border management, migration and security should
be designed and implemented in compliance with all relevant data protection
principles, and notably the requirements of necessity, proporticnality,
purpose limitation and quality of data. In this context, the Data Protection
Directive” for the police and criminal justice sector will ensure that the data
— of victims, witnesses, and suspects of crimes — are duly protected in the
context of a criminal investigation or a law enforcement action. At the same
time, harmonised laws will also facilitate cross-border cooperation of police
or prosecutors to combat crime and terrorism more effectively across
Europe. In addition, the General Data Protection Regulation® will — within its
scope — enable data subjects to better control their personal data.

The group endorsed the principles of privacy by design and by default, and
agreed that they should be explored and implemented to the maximum
possible extent. It also argued that new thinking may be required to respect
a high level of data protecticn while at the same time achieve interoperability
and access to databases based on business needs of, notably, law
enforcement authorities (see Section 3.2).

Technological developments enable new data protection concepts, especially
for law enforcement purposes. Granting full access to and searching a
particular system, only to realise that the system does not have information
on a particular person, is not proportionate, not necessary and is rather a
waste of time and effort.

New concepts based on searches would limit access to data while allowing
users to take the right decisions with greater confidence, because the
decisions are based on complete, reliable and up-to-date data. This is not
about administrative convenience but is clearly in the public interest.

Information systems that are not {properly) used will produce no matches
(or false matches), which may negatively impact the fundamental rights of
individuals. Unsafe systems that can be easily hacked will bring personal
data into the wrong hands, and could expose people to great risks.
Appropriate security measures, adequate safeguards and effective redress
mechanisms will therefore be part and parcel of any information system.

The group acknowledges that the early involvement of the European Data
Protection Supervisor and the Fundamental Rights Agency in the design and
further evolution of EU information systems is essential to ensure that EU
systems fully comply with all relevant fundamental rights considerations.

7 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data by competent authorities
for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, and on the free movement of such data (01 L 119, 4.5.2016, p. 89).

? Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data and repealing Directive 95/46/EC {General Data Protection Regulation {O1 L
119, 4.5.2016, p. 1).
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Recommendations by the group

¥ The Commission should continue to fully associate the European Data
Protection Supervisor and the Fundamental Rights Agency in the
preparation of future initiatives addressing information systems in the
area of justice and home affairs.

» All stakeholders should always consider all possibilities that technology
offers for privacy by design solutions, both where this falls under existing
legal frameworks and in future initiatives.

» For the implementation of any of the recommendations described in this

report, the Commission should consider whether legislative changes may
be necessary to ensure compliance with the data protection framework.

3. EXOISTING SYSTEMS

Under this heading, the expert group was tasked to discuss the challenge of
‘making existing systems more effective, process-oriented and user-friendly.”

The expert group highlighted as a priority the cross-cutting issues of
improving the quality of data submitted into the respective systems, and the
possibilities for enhancing the efficiency of law enforcement access to
systems such as Eurodac and VIS. In addition, it looked into each of the
main systems separately, to explore the nead and possibility of improving
and strengthening the capabilities of these systems, including by improving
or adding functionalities.

The group also took note of arguments that systematic consideration should
be given to the possibility of associated countries being included in both
existing and new systems.

This section of the report presents the main findings for existing systems.
3.1. Cross-cutting issue: data quality

Each information system used for processing data put in by human operators
is prone to have data quality problems. This can have consequences not just
for not being able to identify irregular migrants or terrorists, but also by
affecting the fundamental rights of innocent people. Various automatic
validation rules are thus implemented to prevent operators from making
mistakes. Examples include checks on empty fields, checks on unallowed
characters, checks on formats, checks on dates, and checks on
inconsistencies.

The automated quality, format and completeness checks imposed or
suggested by the (central) systems should be improved or completed. To
prevent rejections on the central level, these checks then need to be
implemented in an identical way at the point of input in the source systems
where all end-users need to be adequately and continuously trained to use
them correctly. Ahead of the suggestions set out in the chair’s interim report,
au-LISA prepared a roadmap for enhancing the quality of data in EU large-
scale IT systems. It was discussed in the relevant subgroups and also in the
relevant Council groups and working parties. The group also considered that
further analysis is required on the possible development of automated data
quality control of the various data fields in SIS, VIS and Eurodac, and in any
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new systems, such as EES. Common data quality indicators are also required
for the purpose of automated data quality control {see Figure 1).
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Figure 1 fmproving datz quality®

In this context, a balance must be found between strict rules and end-user
flexibility, while recognising the specificities of the information system and its
user community. The collection of validation rules should be regularly
reviewed with input by all user groups, to cope with business, organisational,
technical and political changes. Member States remain responsible for the
quality of their data. Therefore, the goal of such a data quality control
mechanism will be for the central systems to automatically identify
apparently incorrect or inconsistent data submissions so that the originating
Member State is able to verify the data and carry out any necessary remedial
actions. It is to be noted that, on 21 December 2016, the Commission’s
proposal concerning the Schengen Information System already reflected
some of the discussions on data quality that took place in the high-level
expert group. Similar to the approach taken in the Entry/Exit System
proposal of April 2016 (listing the data allowed to be used instead of the
exact reports to be generated), this SIS proposal aims to empower eu-LISA
to produce data quality reports for Member States at regular intervals. This
activity could be facilitated by a common data repository (see Section 3.1.1)
for producing statistical and data quality reports. The same approach should
be considered for the other systems — present and future — managed by
eu-LISA. It can be noted that specific, dedicated data repositories have
already been proposed for SIS, EES and ETIAS.

The group considered that regular training for all groups of end-users and
awareness raising, peer pressure and end-user feedback should be used to
remedy poor data quality. Such a lack of quality can become apparent when
performing, for example, ex post statistical reporting and audits to monitor
and improve data quality.

3.1.1 Data warehouse

A complementary tool to improving data quality would be the creation of a
data warehouse containing anonymised data extracted from the systems
(see Figure 2). Each data field in the current SIS, VIS, Eurodac and future
EES databases would be evaluated on its intrinsic properties for further,
anonymous data analysis. These properties (not the original data!) would
then be copied and regularly refreshed into an analytical system. This
analytical system enables the processing of these raw anonymous data and

? Currently, Eurodac records fingerprints only but under the current proposal this will be extended to
include alphanumeric data.
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subsequent statistical reporting. While many reports can be (and are)
created using the actual personal data in the parent systems, this is not a
best practice for several reasons:

+ all data, including personal data, is directly accessed, which is not
always propoertionate;

+ complex reports constitute an extra processing burden on the system;

¢ it requires dedicated and secured reporting infrastructures for each
system; and

+ it prevents holistic ‘cross-system” analysis by only looking at data from
one system.

T e Sl

Figure 2 Data warehouse

In addition to avoiding these downsides in current practice, a data
warehouse would be able to generate reports that will help Member States to
make better use of the systems, including by taking informed decisions on
EU policies in the area of migration and security. It would also provide
valuable statistics for relevant agencies in these areas, to perform analytical
reviews.

Examples include:

+ the percentage of visa overstayers by country of first entry, grouped
by third country;

+ the percentages of nationalities that enter in a different Member State
than the one indicated in the visa application; and

+ the distribution of fingerprint quality by Member State, authority and
parent system.

Establishing a data warehouse probably requires amendment of the legal
instruments establishing the databases concerned.
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Recommendations by the group

¥ Member States, the Commission and eu-LISA should implement as far as
possible the data quality roadmap prepared by eu-LISA, focusing in
particular on updated rules for scrutinising data quality and data quality
reporting processes, and reinforced processes for peer reviews of data
quality.

> Member States, the Commission, CEPOL'® and eu-LISA — in cooperation
with Europol and Frontex — should develop relevant training modules on
data quality for staff responsible for feeding the systems at national level.

¥ The Commission, together with eu-LISA and its advisory groups, should
work towards establishing — for all systems under the agency’s
operational responsibility — automated data quality control mechanisms
and common data quality indicators, in addition to the system specific
indicators already proposed or implemented. To this end, the accurate
definition of specific metrics, indicators and tools is of utmost importance.

¥ The Commission, together with eu-LISA, should work towards
establishing a data warehouse with anonymised data and the various
examples of reporting that it would enable. This may require amendments
to existing legal instruments or a new proposal.

3.2. Cross-cutting issue: law enforcement access

Access by Member State law enforcement authorities to information systems
— including border management databases — can greatly contribute to the
security of the EU. Access rules and procedures must be effective and
efficient, whilst at the same time fully respecting the applicable data
protection framework.

The two relevant existing systems (VIS and Eurcdac) and the two proposed
new systems currently under negotiation (EES and ETIAS) share a series of
common features that aim to meet the above objective:

s Procedure: access requests need to be motivated and submitted in a
specific case by way of an electronic form to a verifying authority
(except for Europol access to VIS where no procedure is specified).

+« Condifions: common conditions for access exist for the four systems,
only the approach regarding a mandatory prior check in other
databases differs.

s Ex ante verification: similar procedures exist for the four systems,
except for Europol access to VIS where no verification or authorisation
mechanism is specified.

s Ex post verification: possible for the four systems subject to various
conditions.

s Prior checks in other databases: compulsory in Eurodac, EES and
ETIAS but absent in VIS.

® European Union Agency for Law Enforcement Training.
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s Transfer of data to third countries or Member States thaf do nor
participate in the instrument: not allowed, except in VIS under strict
conditions.

Where differences between access rights and procedures exist, they result
either from the specific functionalities of the system, or from the data
protection acquis and the level of technical development at the moment of
adopting the legal basis of the respective system.

Recent discussions in both the European Parliament and Council on law
enforcement access to Eurodac and EES have revealed a desire to further
rationalise and harmonise the applicable rules and procedures. The
competent Council body, upon giving the mandate to the Presidency to start
interinstitutional negotiations on the Entry/Exit System on 2 March 2017,
called on the Commission to propose a comprehensive framework for law
enforcement access to the various databases in the area of justice and home
affairs, ‘with a view fo greater simplification, consistency, effectiveness and
attention to operational needs™,

When discussing what such a framework should look like, the expert group
considered the following:

e Border and migration management also serves to ensure security in
the EU. Border checks and security checks often have the same
objective, namely to identify a person. The mere fact that this person
may be a suspect, perpetrator or victim of a crime should not
complicate the procedure for accessing the systems. The four systems
(VIS, Eurodac, EES and ETIAS) all have a direct relevance for internal
security in the EU, and should therefore be readily accessible for law
enforcement authorities, under well-defined conditions.

¢ In the context of law enforcement, a clear distinction should be made
between access for identification purposes and access for investigative
purposes. Law enforcement access rules should not necessarily apply
in full when the systems are consulted for the purpose of identifying or
confirming the identity of suspects, perpetrators or victims of a crime,
(regardless of whether those persons are physically present during the
check].

+ The EU’s new data protection legal framework sets out all applicable
principles and rules. It ensures a very high level of protection of
perscnal data. However, it does not prescribe in full detail the actual
application of these principles and rules. This means that some of the
approaches chosen so far to meet the relevant data protection
principles — such as physically separate systems, cascading full
access, logging of searches by law enforcement authorities — could be
assessed and replaced by other approaches, provided that they meet
the same level of protection as the result of a proportionality
assessment between the different rights and interests'®.

1 See Summary Record 7177/17 dated 21 March 2017 of the 2618th meeting of COREPER.
2 Gee Section 2 Fundamental rights and data protection.
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There was consensus in the group that the current rules for law enforcement
access do not always meet operational needs. Similarly, there was general
agreement to develop a single-search portal to query the relevant systems in
one transaction. This would require refined rules on access and precision as
to who exactly can query the systems for what purposes. Against this
background, the following alternative approach could be considered.

In the group’s view, law enforcement access to the systems for
identification purposes'® should not require prior authorisation or be
subject to complicated procedures. It should be possible to consult the
relevant systems in one single search on the basis of alphanumeric or
biometric data. This could be accomplished by means of a two-step
approach.

As a first step, a law enforcement officer would query all systems in parallel,
performing, for data protection reasons, only a hit/no-hit'* identification
using the identity data of one or more specific persons. The officer would not
have actual access to any data in any system. In the example below, both
Eurodac and VIS seem to hold further information on the person in question.
No information is available in the two other systems, and hence there is no
need for further access to these systems.

Step 1

sl S 1) T :
VIS ELS ac. | ETIAS

Figure 3 Hit/no-hit for identification (1)

In a second step, the officer would request full access to those information
systems that generated hits, being VIS and Eurodac in this example. The
officer would need to justify the need to access these systems, in line with
access rights and purpose limitation principles. But knowing that both
systems contain relevant data, there would be no need for a specific
sequence or cascade. Such full access would remain subject to prior
authorisation by a designated authority and would continue to require a
specific user ID and logging.

12 Identification in this context is to be understood as a search in various systems either to reveal an
identity {use of biometric data) or to confirm a claimed identity (use of alphanumeric data). In both
cases, the only objective is to detect the presence of data on one or more individuals. Identification of
a person for non-law enforcement purposes, meaning the person is actually physically present at the
time of the search, is provided for specifically in the Eurodac (Art. 17), VIS (Art. 20) and EES (Art.
25) Regulations.

 Hit/no-hit is fully comparable to flagging and has the same meaning for an end-user. This report makes
a distinction between hit/no-hit and flagging as follows. Hit/no-hit is the result of a data-presence
search in a system containing a certain category of data (i.e. SIS, VIS, EES). Flagging is the result of
a data-presence search in a system combining multiple categories of data (e.g. shared biometric
matching service, common identity repository).
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Step 2

N,

T

Figure 4 Hit/no-hit for identification (2)

For law enforcement access for investigative purposes (for example,
within the context of the Entry/Exit System where the system is accessed for
the purpose of reconstructing the travel history of a known suspect,
perpetrator or victim of a crime) full access to one or several specific
systems will be needed to obtain the specific information contained in that
system {e.g. information on crossing of an external Schengen border). In
this context, a sequential cascade is irrelevant.

Figure 5: Law enforcement access for investigative purposes

Recommendations by the group

» The Commission should explore a new law enforcement access approach
based on differentiating between: (i) identification and investigation, and
(ii) normal processes and emergency situations.

» When the purpose is identification of a suspect, perpetrator or victim of a
crime, the systems should be swiftly accessible without prior
authorisation and in one search using, where possible, alphanumeric
identity data, facial images or fingerprints. The queries should be logged
and responses from the systems should in the first instance be provided
on a hit/no-hit basis only.

¥ Only in case of actual hits should access to system data be necessary.
This access should continue to require, except in emergency situations
and under clearly defined conditions, ex ante verification and
authorisation in accordance with the respective legal bases of the
systems.

» Requests for investigations should continue to require, except in
emergency situations and under clearly defined conditions, ex ante
verification and authorisation. This should immediately lead to full access
to all relevant systems and should not be subject to a cascade procedure.

¥ The co-legislators should examine, in the context of ongoing negotiations
of relevant proposals, the possibility of granting direct access in
emergency situations, under clearly defined conditions, as already
preposed in the Eurodac proposal.
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» The legal aspects of the above approach should be further assessed as a
priority.

3.3. Improving the existing systems
3.3.1. Schengen Information System (SIS)

In December 2016, the Commission adopted new legislative proposals on
SIS. The revised legal basis seeks, inter alia, to task eu-LISA with developing
a data quality monitoring tool and enhanced statistical reporting. eu-LISA
should also have a clearer role in testing, and in supporting SIRENE'®
Bureaux in technical activities.

Through further development and enhancement of the central and national
elements of SIS, it would be expected that uninterrupted access to SIS data
and strengthened data security will be guaranteed. The data held in alerts
would be extended as a means to help authorised SIS users in locating and
identifying people and to know more about the cases they face. The system
will include new functionalities and a broadened scope (by including return
decisions on irregular migrants). Moreover, the system will contain greater
functionalities concerning the use of biometrical identifiers. The role of the
responsible European agencies will be strengthenad within their mandates,
with a broadening of the access for Europol and the granting of access to the
European Border and Coast Guard Agency (Frontex) and supporting teams.

Whilst the expert group has no formal role in the elaboration of legislative
proposals, it did welcome these proposed improvements. The group also in
particular discussed the question what role SIS can possibly play in the
registration of border crossings of EU nationals and other persons enjoying
free movement in the Schengen zone (see Section 4.4).

Capabilities of existing systems should where possible be maximised within
existing legal frameworks. Within this category, an important improvement
of SIS is the establishment of a central automated fingerprint identification
system (AFIS) within SIS, which will enable the competent authorities to
identify persons on the basis of their fingerprints. This would be an essential
complementary measure to support increased document security and the
fight against identity fraud. This AFIS project is currently carried forward by
the Commission, eu-LISA and Member States. The search functionality with
fingerprints will be available at central level at the beginning of 2018 and it
will gradually be rolled out to all Member States in the course of 2018.

Recommendations by the group

¥ Member States should redouble their efforts to fully implement and use
SIS in line with existing legal requirements. Where relevant,
recommendations of SIS evaluation reports should be incorporated as a
matter of utmost priority.

» The Commission, Member States and eu-LISA should continue to
cooperate very closely to introduce technical and operational
improvements of the SIS within the existing legal basis, with the AFIS
functionality as their top priority.

** Supplementary Information Request at the National Entries.
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3.3.2. Eurodac

In May 2016, the Commission proposed substantive amendments to the
Dublin Regulation. It also proposed a recast of the Eurcdac Regulation to
ensure that the Dublin mechanism continued to have the fingerprint evidence
it needed to determine the Member State responsible for examining an
asylum application.

The proposed amendments to the scope of the Eurodac Regulation aim to
allow Member States to also monitor secondary movements of irregular
migrants who have not sought asylum, and to use that information to help
facilitate re-documentation and return procedures. Negotiations on the recast
Eurodac proposal have progressed quite quickly since May 2016. On the
whole, the Council has broadly supported the direction of the Commission’s
proposal. However, in addition to the proposal, Member States requested
amendments to be made to parts of the proposal that were not subject to
the recast technique: specifically, to make it easier for law enforcement
authorities to access Eurodac.

The group further discussed the issues raised in Council. It was argued that
Eurodac should be part of an overall system environment that provides
necessary information to law enforcement, asylum and migration authorities.
Progress should be made on this general framework (see also Section 3.2),
as well as in the particular context of Eurodac.

Recommendations by the group

» In addition to the general approach to facilitate access to systems for law
enforcement authorities, the Commission should consider as a priority the
technical, operational and legal feasibility of facilitating access for law
enforcement, asylum and migration authorities to Eurodac.

3.3.3. Visa Information System (VIS)

The group noted that, in October 2016, the Commission adepted its report
on the REFIT* evaluation of the Visa Information System (VIS), including its
use for the purpose of law enforcement access and the use of biometrics in
the visa application procedure on the basis of the Visa Code.

The evaluation report also concluded that the VIS needs to be further
developed to address certain identified shortcomings (in particular on data
quality but also on implementation, where the evaluation found that only one
in two visas is ever checked) and to better respond to the new challenges in
visa, border and migration policy. Among the measures envisaged, there
were several for which support had been expressed in the group:

+ where relevant, interconnectivity and interoperability with other
information systems;

+ the possibility of extending the VIS to contain data, including
fingerprints, of applicants for long-stay visas, and residence
documents (see also Section 4.5);

* Regulatory Fitness and Performance Programme.
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+ feasible options to improve access for law enforcement authorities
while respecting the highest data protection standards;

¢ improving the quality of facial image to allow multimodal searches
using biometrics, especially relevant at borders and for law
enforcement purposes;

+ lowering the fingerprinting age for children, to respond to concerns of
human trafficking involving children and child abductions, and
irregular migration inveolving minors;

+« improving data quality in the system and facilitating the exchange of
information and consultations for law enforcement purposes; and

¢ improving VIS capacity in terms of producing statistics and reports
relevant for migratory trends and phenomena, to provide a more solid
evidence basis for our policies in this area.

The group took note of information provided by the Commission, which is
currently undertaking a number of studies in order to assess the feasibility of
some of these developments in view of presenting a proposal for amending
the VIS Regulation and the relevant aspects of the Visa Code.

Recommendations by the group

» Member States should redouble their efforts to fully use the VIS in line
with existing legal requirements, in particular at external borders, in order
to verify the identity of the visa holder and the authenticity of the visa.
Where relevant, recommendations of VIS evaluation reports should be
incorporated as a matter of utmost priority.

» The Commission, Member States and eu-LISA should continue to
cooperate very closely to introduce technical and operational
improvements of the VIS within the existing legal basis.

3.3.4. Prim

Currently, some 20-22 Member States are connected to the automated
exchange of DNA profiles, dactyloscopic data or vehicle registration data
pursuant to the Prim Decision. During 2016 and 2017, an increasing number
of connections between Member States have been made. Some Member
States are expected to connect very shortly.

The expert group explored how the operation of the Prim Decision supports
cross-border cooperation, in particular through the use of dactyloscopic data.
Discussions focused on implementation issues and the need for Member
States to put in place the necessary resources to make further progress in
this respect, including by using Internal Security Fund — Police (ISF-P)
funding through national programmes where appropriate. While there was
some discussion on the governance of Prim, there was no agreement on the
way forward yet.

Among the issues suggested for consideration was the technical feasibility of
an alternative connectivity via a *hub-and-spoke’ centralised Prim router (or
biometric single-search interface) replacing the current mesh network. This
would limit the connectivity to one link per Member State while controlling,
managing and reporting on the transactions centrally.
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Figure 6 Migration towards a *hub-and-spoke’ centralised Priim router

The hub-and-spoke model could provide an effective solution to overcome
the connectivity challenges that Member States are faced with, notably when
establishing information exchange facilities with Member States where
current traffic is not very frequent. The group also had preliminary
discussions on whether, once it is put in place, this model could also serve as
a basis and an engine for further integration and centralisation of police
cooperation under the Prim framework.

Recommendations by the group

» Member States should fully implement and apply the Prim Decisions
without any further delay.

¥ While the first priority is for Member States to urgently complete their
work in this area, the Commission, together with eu-LISA, should perform
a feasibility study on migrating from a mesh network to a ‘hub-and-
spoke” connectivity via a centralised routing component. This feasibility
study should also examine whether new functionalities, as appropriate,
can be added.

4. NEW SYSTEMS

In addition to exploring existing systems, the expert group was also tasked
to ‘consider the development of new systems to address identified gaps in
the present information system landscape.”’

The Communication Sfronger and Smarter Information Systems for Borders
and Security noted that while existing information systems cover a very
broad spectrum of data that is required in the framework of border
management, migration and security, there are also important gaps. Two of
these were addressed through the presentation of legislative proposals for
the establishment of an Entry/Exit System (see Section 4.1) and for a
European Travel Information and Authorisation System (see Section 4.2).
Two other potential gaps identified in the scoping paper were the following:

¢+ Registration of travel movements of EU citizens: is such a system
necessary, technically and operationally feasible, and proportionate?
Are there alternative solutions to achieve the same objective? (See
Section 4.4.)
20
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+ Repository of residence cards and residence permits: is such a system
necessary, technically and operationally feasible, and proportionate?
Do national databases exist on which an EU system could be built?
(See Section 4.5.)

4.1. Entry/Exit System (EES)

In April 2016, the Commission proposed an Entry/Exit System (EES)Y to
register entry and exit data — and refusal of entry data — of third-country
nationals crossing the external borders of the Schengen area and
determining the conditions for access to the EES for law enforcement
purposes.

The proposed EES Regulation envisages that the EES will be interoperable
with the Visa Information System (VIS), to achieve border checks that are
more efficient and rapid. A connection and direct access will be established
between the central systems of the Entry/Exit System and the VIS {central
EES accesses VIS and reciprocally VIS accesses EES). Interoperability
between the two systems will avoid duplication of personal data (i.e. there
will be no need to record fingerprints in the EES if fingerprints are already
present in the VIS) and therefore will serve the principle of data
minimisation. It will simplify the tasks of border guards and consular officers
by providing, through one single operation, all the information and answers
required to support their decision-making. The group very much welcomed
this aspect of the proposal as a step toward tailor-made interoperability.

Negotiations with the co-legislators on the EES are currently ongoing. The
final adoption of the proposals is targeted for the first half of 2017. This
would allow eu-LISA to start developing the system still in 2017 in order for
the Entry/Exit System to become operational in early 2020.

Recommendations by the group

¥ The Commission, involving eu-LISA as appropriate, should already
prepare the necessary implementing acts so that they can become
effective at the earliest opportunity after adoption by the co-legislators of
the EES Regulation.

» eu-LISA should prioritise preparations for the development of the
Entry/Exit System to be ready to start working once the co-legislators
agree on the legal basis.

4.2, European Travel Information and Authorisation System (ETIAS)

In November 2016, the Commission presented a legislative proposal for a
European Travel Information and Authorisation System (ETIAS).' All visa-
exempt third-country nationals who plan to travel to the Schengen area will
— prior to their trip — have to apply for travel authorisation through the
system. The information gathered via the application, in full respect of
fundamental rights, notably data protection, will enable advance verification
of potential security or irregular migration risks.

7 COM(2016) 194 final, 6.4.2016.
% COM(2016) 731 final, 16.11.2016.
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Under the proposal, eu-LISA would host the system and be responsible for
the technical management of the central system and the National Uniform
Interfaces. Frontex would be responsible for setting up and operating the
ETIAS Central Unit and for automated processing of applications. Europol will
in particular be responsible for the establishment of the ETIAS watch list.

In line with the interoperability strategy proposed in the April
Communication, the ETIAS proposal is designed to be interoperable with
axisting systems, and systems currently planned. The ETIAS system will
also, where possible, reuse the hardware and software components of the
EES, and its communication infrastructure, with a view to simplifying
development and to reduce costs. Interoperability will also be established
with the information systems to be consulted by ETIAS, such as the Visa
Information System (VIS), Europol data, the Schengen Information System
(SIS), Eurodac and the European Criminal Records Information System for
third-country nationals (ECRIS-TCN). ETIAS will alsc be connected to
Interpol’s databases for Stolen and Lost Travel Documents (SLTD) and for
Travel Documents Associated with Notices (TDAWN).

The group discussed ETIAS even before the Commission submitted its
proposal. The group noted that, in several aspects, ETIAS already
incorporates the new vision of interoperability, in particular for the purposes
of border management, migration and security.

The proposal is currently before the European Parliament and the Council in
view of starting negotiations in the third quarter of 2017. Once adopted,
ETIAS will be developed by eu-LISA, in parallel with the EES. Provided the
legal base is in place by the end of 2017, the system is planned to come into
operation in 2021.

Recommendations by the group

» Once the ongoing legislative process is sufficiently advanced, the
Commission should begin to prepare the implementing and delegated acts
that are envisaged.

» eu-LISA, Europol and Frontex should make preparations for the
development of the ETIAS System to be ready to start working once the
co-legislators agree on the legal basis.

4.3. European Criminal Records Information System for third-country
nationals

In January 2016, the Commission put forward a proposal'® to extend the
ECRIS system for the exchange of criminal records information to include
information on convicted third-country nationals and stateless persons. Since
then, discussions have demonstrated that the Council has a clear preference
for creating a centralised reference database for this purpose. For such a
centralised database to be created, a further legislative proposal from the
Commission is needed. In the preparations for such a proposal, all relevant
interoperability challenges, including in relation to ETIAS, are being
considered.

* COM(2016) 7 final, 19.1.2016.
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An expert meeting was organised in January 2017 to discuss with the ECRIS
community how the work of the high-level expert group can best be reflected
with respect to ECRIS. The main issues discussed included:

+ whether or not actual conviction information should be stored at
central level in order to make it available for security and border
control purposes;

¢ whether a central ECRIS-TCN database would be suitable for use in a
European search portal; and

+ how the use of criminal records information for ETIAS decisions can be
best ensured.

The results of the ECRIS expert meeting have been considered by the high-
level expert group. There was a clear interest on future-proofing the system
so that it does not create obstacles to interoperability initiatives in the
future. One issue for specific consideration in this context is whether ECRIS-
TCN should be part of a future shared biometric matching service.

Recommendations by the group

¥ In its upcoming legislative proposal, the Commission, in close cooperation
with eu-LISA, should ensure that the ECRIS-TCN system could make use
of a future shared biometric matching service and, if appropriate,
commeon identity repository.

¥ In its upcoming legislative proposal, the Commission should ensure that
relevant data under the ECRIS-TCN system can be used in the context of
assessing travel authorisation requests for third-country nationals.

4.4, Registration of border crossings of EU citizens and other persons
not covered by the Entry/Exit System

In response also to political appeals made by some Member States, the
expert group looked into the question whether it is possible, necessary and
proportionate to register the crossings at external Schengen borders by EU
citizens and other persons enjoying the right of free movement.

4.4.1 Systematic registration

The starting point for considering such an initiative would be the recent
amendment of the Schengen Borders Code. This introduces the obligation for
Member States to systematically check against relevant databases all
persons enjoying the right of free movement under Unicn law (hereafter
referred to as ‘EU citizens”) upon leaving and entering the Schengen area. In
practice the ‘relevant databases’ refer currently to the Schengen Information
System and the Interpol databases for Stolen and Lost Travel Documents
(SLTD), and Travel Documents Associated with Notices (TDAWN).

Building on this new provision, a next step could be to make it obligatory for
Member States to keep track of the fact that the check has been made, by
recording its time and place. This information would make it possible for
designated law enforcement authorities to reconstruct the travel history of
persons of interest, including EU citizens, for the purpose of preventing,
detecting and investigating acts of terrorism and other serious crime, under
strictly defined conditions.
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As regards the question of how such information could be recorded, the
group considered two potential options:

¢ Option 1 would be based on an extension of the use of SIS-logs.
Today, the SIS legal basis requires for data protection reascns that all
data processing transactions be logged. Member States are required to
log all transactions of data processing to be able to verify the
lawfulness of this processing. It could be considered to also use these
logs for law enforcement purposes.

+« Option 2 would be to create a separate repository for registering
external border crossings of EU citizens. When the travel/identity
document of an EU citizen is read at entry or exit, the biographical
information, the time and place, and the direction of the border
crossing would be recorded and stored in a dedicated new database.

In both scenarics, the procedure would need to be light and fast. Biometrics
should not be captured, and the duration of stay or leave should neither be
checked nor computed. There would only be the recording of the identity and
of the border crossing event at the same time as the person is checked
against SIS. The traveller would not experience a difference compared with
the situation without registering this information.

The consensus of the group was that Option 2 would be the favoured option
to examine as a priority.

A possible third option — extending the Entry/Exit System to include EU
citizens — was discussed but discarded. EES is a border and migration
management system designed to ensure that third-country nationals visiting
the Schengen area respect the rules of short-term stay, and do not become
an overstayer. This purpose is, by definition, not relevant for EU citizens. The
reason for also recording EU citizens in the EES would therefore not follow
from the main purpose of the system, but only from its ancillary objectives in
the area of law enforcement. The legal basis of the EES does not lend itself
te such a far-reaching operational extension of the system.

Recommendations by the group

» The Commission and other stakeholders should, further discuss and
explore the proporticnality and feasibility of a systematic recording of
border crossings of all EU citizens, using Option 2 as a basis.

4.4.2 Targeted registration of persons subject of a SIS alert

Alongside the options that would entail the registration of external border
crossings of all EU citizens (see Section 4.4.1), the expert group also looked
into the less intrusive possibility of narrowing down this registration to those
persons who are believed to be involved in terrorism or other forms of
serious crime. Today, persons who are considered as a threat to public and
national security or are subject of an ongoing investigation should be the
subject of a SIS alert and may be entered into SIS for a discreet or specific
check. Currently, if such a person is checked, the hit information is shared
with the Member State that issued the alert, by using a specific hit reporting
form.
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