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Technical working document

produced in connection with ECB Opinion CON/2022/141 on a proposal for a directive of the

European Parliament and of the Council on measures for a high common level of cybersecurity

across the Union, repealing Directive (EU) 2016/1148

Drafting proposals

Text proposed by the European
Commission

Amendments proposed by the ECB®

Amendment 1

Recital 13a (new)

‘(13a) Pursuant to the fourth indent of Article
127(2) TFEU, one of the basic tasks to be
carried out through the European System of
Central Banks (ESCB) is to promote the smooth
operation of payment systems. The European
Central Bank (ECB) may, pursuant to Article 22
of the Statute of the European System of
Central Banks and of the European Central
Bank, make regulations to ensure efficient and
sound clearing and payment systems within
the Union and with other countries. The ECB
has adopted regulations on requirements for
systemically important payment systems. This
Directive is without prejudice to the
responsibilities of the ECB and the national
central banks (NCBs) in the ESCB to ensure
efficient and sound clearing and payment
systems within the Union and with other
countries. In particular, this Directive is without
prejudice to the ESCB and Eurosystem
oversight frameworks applicable to payment

systems, instruments, schemes and

after adoption of the opinion. It is also published on EUR-Lex alongside the opinion itself.

This technical working document is produced in English only and communicated to the consulting Union institution(s)

2 Bold in the body of the text indicates where the ECB proposes inserting new text. Strikethrough in the body of the text
indicates where the ECB proposes deleting text.
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Text proposed by the European
Commission

Amendments proposed by the ECB*

arrangements, and critical service providers. It
the authorities
the
exchange

would be appropriate for
the ESCB's
oversight to

responsible for and
Eurosystem's
information on matters concerning security of
network and information systems with the

competent authorities under this Directive.’

Explanation

Pursuant to the fourth indent of Article 127(2) of the Treaty, one of the basic tasks to be carried out
through the European System of Central Banks (ESCB) is to promote the smooth operation of payment
systems. To ensure smooth interaction between this task and the proposed directive, the proposed
directive should expressly clarify that it is without prejudice to the ESCB’s competences under the Treaty
and the Statute of the European System of Central Banks and of the European Central Bank, and the
Eurosystem’s competences under the SIPS Regulation and, generally, under the Eurosystem oversight
policy framework. Also, to ensure the consistent assessment of cyber threats, it should be possible for
the authorities responsible for the ESCB's and the Eurosystem's oversight to exchange information on
matters concerning the security of network and information systems with the competent authorities

designated under the proposed directive. See paragraphs 2.1 and 2.2 of the ECB opinion.

Amendment 2

Article 5(1)

‘1. Each Member State shall adopt a national | ‘1.
the

Each Member State shall adopt a national

cybersecurity strategy defining strategic | cybersecurity strategy defining the strategic

objectives and appropriate policy and regulatory

measures, with a view to achieving and
maintaining a high level of cybersecurity. The
national cybersecurity strategy shall include, in

particular, the following:

L.T

objectives and appropriate policy and regulatory

measures, with a view to achieving and
maintaining a high level of cybersecurity. Where
appropriate, Member States shall ensure the
consistency of the national cybersecurity
strategy with sector-specific legislation. The
national cybersecurity strategy shall include, in

particular, the following:

L.T

Explanation

As clarified in the recitals of the proposed directive, Member States should continue to include the

8240/22

JAL2

EB/es
EN




Text proposed by the European
Commission

Amendments proposed by the ECB*

paragraph 3.4.1 of the ECB opinion.

financial sector in their cybersecurity strategies. In this respect, it should be clarified that national

cybersecurity strategies must be consistent with sector-specific legislation such as DORA. See

Amendment 3

Article 14(2)

‘2. EU-CyCLONe shall

representatives  of

be composed of the
States’
management authorities designated in accordance
with Article 7, the Commission and ENISA. ENISA
shall provide the secretariat of the network and

Member crisis

support the secure exchange of information.’

‘2. EU-CyCLONe shall

representatives  of

be composed of the
States’
management authorities designated in accordance
with Article 7, the Commission and ENISA. If
large-scale cybersecurity incidents and crises
affect the financial sector, EU-CyCLONe shall
the
authorities designated under Regulation (EU)
XXXX/XXXX [DORA Regulation] to participate in

its work.’

Member crisis

invite representatives of competent

Explanation

To support the coordinated management of large-scale cybersecurity incidents and crises, which could
affect the financial sector, the competent authorities designated under DORA, including the ECB, are
invited to participate in the work of the European Cyber Crises Liaison Organisation Network (EU-

CyCLONe) where appropriate. See paragraphs 3.2.1 and 3.2.2 of the ECB opinion.
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