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1.

Article 37(10) (b) of Council Decision establishing the European Police Office (Europol)’
stipulates that Europol Work Programme is to be adopted by the Europol Management Board,
after having obtained the Commission's opinion, and is to be submitted to the Council for
endorsement. The Council shall forward Europol Work Programme to the European

Parliament for information.

Europol Programming Document 2017-2019, including Europol Work Programme 2017 in its
Section 111, as set out in the Annex was adopted by the Management Board on 6 January 2017
and was sent by the Chair of the Management Board to the Council by a letter dated 18
January 2017.

The Law Enforcement Working Party is invited to agree to Europol Work Programme 2017
set out in Section III of the attached Europol Programming Document 2017-2019, and to
forward it to COREPER / Council, for it to be endorsed by the Council and to be forwarded

by the Council to the European Parliament for information.
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List of Acronyms

ADEP Automation of Data Exchange Processes

AFIS Autom ated Fingerprint Identification System

ARD Aszset Recovery Office

CATS Coordinating Cormrmitbes in the area of police and judicial cooperation in criminal matters

oM European Cormmission

COSI Standing Cormmithes on Operational Cooperation on Inkernal Security

CT Counter-Terrorism

EC3 Europol Cybercrime Centre

ECTC European Counter-Terrarism Centre

EEAS European External Action Service

EIS Europol Information System

EMPACT European Multidisciplinary Platform against Criminal Threats

EMSC European Migrant Smuggling Centre

EPE Europol Platform for Experts

EUIPD European Union Intellectual Property Office

FIU Financial Intelligence Unit

FP Focal Point

FTF Foreign Terrarist Fighter

HE Hurman Resource

IAF Internal Audit Function

185 Internal Audit Service

1DMC Integrated Data Management Concept

ICOCTa, Internet Organised Crime Threat Assessment

IRU Internet Referral Unit

J1-CAT Joint Cybercrime &ction Taskforce

JHA Justice and Home Affairs

1T Joint Investigation Team

joT Joint Operation Team

LEA, Law Enforcement Authorities

MEMZ, Middle East and Morth Africa region

MFF Multiannual Financial Framewark

M5 Member State

MTIC Excise and Missing Trader Intra Community

PIU Passenger Inform ation Lnit

PMR Passenger Mame Record

SIENA, Secure Inform ation Exchange Mebwork Application

SIS Schengen Information System

SOCTA Serious and Organized Crime Threat Assessment

TFTP Terrorist Finance Tracking Programme

TR Third Parties

LIMF Universal Message Format

WIS Yisa Information System
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Mission Statement

Europal’s mission is to support its Member States in preventing and combating all forms of
serious international and organised crime and terrorism.,

SECTION I — General Context

The following influencing factors were identified during the process of dewveloping the
Europal Strategy 2016-2020 and while preparing the annual programming component for
2017,

1. European Agenda on Security

The European Agenda for Security 2015 - 2020 focuses on three priorities as interlinked
areas: Terrorism and Radicalisation, Serious and Organised Crime, and Cyber Crime. The
document confirms the im portance of:

- The reinforcement of Europol’s support functions by bringing together its anti-terrorism
law enforcement capabilities in a European Counter-Terrorism Centre within
Europal,

-  The stepping up of cross-border investigations in the area of facilitated irregular
immigration with the support of EU agencies; the Joint Qperation Team MARE (JOT
MARE} coordinated by Europol is cited as a good example for effective Union operation
for identifying and tackling organised crime groups.

- The development of Eurcpol’s European Cybercrime Centre as a cenfral information
hub for law enforcement in this area,

In addition to these, other elements in the Agenda affect Europol's activities and create
certain expectations which have to be taken into account:

- Requirement for a more joined-up inter-agency and cross-sectorial approach; the
Agenda specifically mentions the cooperation between Europol and Frontex, and Europaol
and Eurajust which should be further enhanced.

- Reguirement to strengthen further the cooperation with enlargement and
neighbourhood countries, key strategic partners, and relevant international and regional
organisations, The Agenda insists specifically on extending the work of the EU Policy
Cycle to neighbouring countries.

- Cooperation with the private sector is also of critical importance to fight online crim e,

- Ensuring better inform ation exchange by improving the existing information tools ar
create new ones, Member States should use Europol as their channel of first choice for
law enforcement information sharing across the EU., SIEMNA is described as a swift,
secure and user-friendly way for information exchange, On the other hand, there is no
reference in the Agenda about the EIS which could be a signal for a not yet fully utilised
capacity of the instrurment and low awareness among stakeholders,

- There are already multiple information exchange systems in the EU with relevance to
Europaol's work which creates a degree of complexity in terms of information
management. Europol should have a clear overview on the existing inform ation flows
in order to make better use of existing system s and should obtain necessary access and
optimise the receipt of complementary inform ation, especially in regards to SIS II, PHNR
and the Smart border package.

- The Commission adopted a package of measures on firearms in Movember 2015 fo
imprave the sharing of inform ation e.g. by uploading information an seized firearms in
Europaol's inform ation system . In addition, the Commission intends to develop a post-
2016 strategy on Trafficking in human beings in which Europol and Eurajust should
further play a major role,
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- EBuropol together with Frontex is expected to play a key role in the maintenance of the
common risk indicators, in respect of foreign terrorist fighters and for processing
of Passenger Mame Records {PMR) on the basis of information received from
Member States,

- The Agenda views positively the EU Policy Cycle and recommends that it should be
used more by Member States to launch concrete law enforcement operations, As 3
practical example the Agenda mentions Operation Archimedes, coordinated by Europaol
in 2014 with the recammendation that such operations should be evaluated regularly in
order toidentify best practices for future action,

- The Agenda identifies Joint Investigation Teams {JITs) 35 a successful tool that
should be used more regularly and draw systematically on the agencies. Cross-border
cooperation between national Financial Intelligence Units {FIUs}) and national Asset
Recovery Offices {AROs) proved to be another effective way of ensuring operational
cooperation to combat money laundering and to access the illicit proceeds of crime. The
embedment of FILLNET in Europol will further enhance capabilities in the fight against
terrorist financing.

2. Internal Security Strategy 2015 - 2020

The Council conclusions on the renewed EU Internal Security Strategy Z015-2020 were
approved on 16 June 2015, COSI was instructed to dewelop a well-targeted implementation
document with a list of priority actions to implement the 155, to monitor progress, update
the implementation document regularly and carry out a mid-term review,

An implementation paper for the EU ISS in the form of a work plan of the different Council
Warking Groups under the Luxembourg Presidency was endorsed at the COSIACATS
meeting in July 2015, The Trio Presidency presented the multi-annual implementation plan
to COSI in Decem ber 2015,

3. European Agenda on Migration

The European Agenda on Migration came into life in May 2015 and granted Europaol an
active rale in the fight against irregular immigration. First, there should be better pooling
and utilisation of information to identify and target smugglers, Europol is expected to
strengthen the 30T MARE and its Focal Point on migrant smuggling. The result - a
European Migrant Smuggling Centre - should be a single entry point for inter-agency
cooperation on smuggling?. Frontex and Europal are also tasked to develop profiles of
vessels which could be used by smugglers, following patterns to identify potential vessels
and monitor their movements, Europol and Eurojust will assist the host Member State with
investigations to dismantle the smuggling and trafficking networks. In addition,
Europol will identify illegal internet content used by smugglers to attract migrants and
refugees, and request its rem aval.

The Commission set up a new '"Hotspot' approach, where the European Asylum Support
O ffice, Frontex and Europol work on the ground with frontline Member States to swiftly
identify, register and fingerprint incoming migrants. The first Hotspots were identified and
implemented through the inter-agency EU-Regional Task Force (EU-RTF) in Italy and
Greece,

The Agenda on Migration stipulates that the EU Agendes can also assist Member States'
authorities in conducting proactive financial investigations, aiming at seizures and recovery
of criminal assets, and actions against money laundering connected to migrant smuggling
which can be supported through enhanced cooperation with Financial Intelligence Units on
financial flows and new cooperation with financial institutions, such as banks,
international money transfer services, and credit card issuers,

U The European Maritime Safety Agency, the European Fisheries Control Agency and Eurojust should also
contribute to this work.
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Cooperation with third countries is also of critical importance. Most of the smugglers are
not based in Europe and those who are arrested on the boats in the Mediterranean are
normally the last link in the chain, Cooperation to crack down on the local and international
criminal groups that contral smuggling routes will be a major focus of the intensified
cooperation set out above,

4. JHA Council Conclusions 20 November 2015 on Counter-terrorism

In the afterrmath of the terrorist attacks in Paris (Mow.2015), the JHA Council re-affirmed its
determination to intensify the efforts in the counter-terrorism domain. The Council
supported the launching of the European Counter-Terrorism Centre at Europaol as of 1
January 2016, including the EU Internet Referral Unit and urged the Commission to ensure
that the necessary resources were made available to reinforce the ECTC. The Coundl re-
iterated the urgency and priority of the development of the PMR directive and called for
increased inter-agency cooperation and increased cooperation between Member States,
including through the EU Policy Cycle in terms of OAP Firearms, the FIU.net for intelligence
on financing terrorism and through Europol’s FP Travellers.

5. European Commission Communication on Stronger and Smarter Information
Systemns for Borders and Security

The Commission presented on & aApril 2016 3 Communication on Stronger and Smarter
Information Systems for Borders and Security?, It is designed to address shortcomings
identified in the current systems, gaps in the architecture and limited interoperability,
caused by the complexity and fragm entation of inform ation systems at the European level
while fully complying with data protection rules. After the Cammunication, a High Lewvel
Expert Group on Information Systems and Interoperability with EW Agencies, induding
Europol, national experts and relevant institutional stakeholders has started work o
elaborate on the legal, technical and operational aspects of the different options proposed in
the Communication to achieve interoperability of inform ation systems,

The Communication specifically addresses Europol regarding its access to the main central
databases - SIS, YIS and Eurodac, of which Agency has not yet made full use., Europaol
should accelerate the on-going work to establish the connection to WIS and Eurodac, and
should better utilise its existing access to SIS,

B. European Commission Communication on Security Union

Building on the principles and priorities of the European Agenda on Security, the
Commission has put forward ideas to pave the way towards an effective and genuine
Security Union?, in which Member States would work closely together on matters of
security, acknowledging that the internal security of one Member State is the internal
security of all Member States. The Communication provides a roadmap identifying a number
of priority areas in the collective fight against terrorism and corresponding measures to be
implemented. The main issues addressed are the threat posed by returning foreign terrarist
fighters, preventing and fighting radicalisation, =sanctioning terrorists and their backers,
cutting the access of terrorists to firearms and explosives, funds, etc,

The Communication paid particular attention on the strengthening of the European
Counter Terrorism Centre. The Centre should become the law enforcement intelligence
hub for threat analysis and support the development of counter-terrarism operational plans.
The Commission will bring forward initiatives to dewvelop the Centre into a stronger
structure, with the capacity for joint operational planning, threat assessments and law

? Cormmunication from the European Cormnmission to the European Padiament, the European Coundl and the
Council: Stronger and Srmarter Information Systemns for Borders and Secunty, & Aprl 2016, COM{2Z016) 205 final,
Council Secretariat file no, 7644716

* Cormmrnunication from the European Cornmission to the European Pariament, the European Coundl and the
Council: Delivenng on the European Agenda on Security to fight against terrorismn and pave the way towards an
effective and genuine Securty Union, 20 Aprdl 2016 (COM (20163 230 Final), Coundl Seoretanat file no. 8128/16
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enforcement intelligence coordination. Joint  threat assessments on  terrorism  and
radicalisation should start being developed already now as a matter of urgency.

7. Roadmap to enhance information exchange and information management
including interoperability solutions in the Justice and Home Affairs area

The roadmap on information exchange® endaorsed by the Justice and Home Affairs Council in
June 2016 contains specific, practical short- and medium-term actions and long-term
orientations to enhance inform ation management and information exchange in the Justice
and Home Affairs {(JHA) area. The purpose is to suppart operational investigations,
espedally in counter-terrarism -realising that there is a close connection between terrarism
and crime - and to swiftly provide front-line practitioners, such as police officers, border
guards, public prosecutars, immigration officers and aothers with comprehensive, topical and
high-quality inform ation to cooperate and act effectively.

In the roadm ap Europal has been indicated as one of the Prim ary Responsible Parties for the
implementation of the following objectives and actions:

- Enhance data / inform ation quality;

- Further develop the Universal Messaging Form at {UMFY;

- Fully utilise access to SIS, YIS and Eurodac induding by establishing effective technical
connections,

- Connect Eurojust to the Focal Point Hydra at Europaol;

- Agree on how inform ation is shared between PIUs and with third countries where
possible; Make full use of Europol databases to support PIUS;

- Enhance the security check in hotspots,

-  Enhance operationa cooperation of EU MS on migrant smuggling through their activities
in the hotspots.

Furthermore, Europol is directly referred to the following objectives and actions to be
fulfilled by Member States, the European Com mission or other stakeholders:

- Increase the data supply to Europol and Eurojust as well as systematic sharing of cases
as appropriate;

-  Examine the possibility for Europol to become a partner in the Prim framework with a
wiew to enabling the cross m atching of DMA, finger prints and wvehicle registration data
with third countries with which Europol has an operational agreement while fully taking
the inform ation owner prindple into account;

- Implement a consistent three-tier information sharing approach regarding FTF by
making optimal and consistent use of SIS, the Europol Information System (EIS) and
the relevant Focal Points at Europal;

- Make better use of SIENA as a secure channel for the exchange of law enforcement
inform ation regarding terrorism and terrorism related activities.

8. European Commission Communication “Enhancing security in a world of
mobility™

O 14 September 2016, the European Commission Communication “Enhancing security in a
world of mobility: Improved information exchange in the fight against terrorism  and
stronger external borders™® was released, taking further the objectives of the Security Union
communication, released earlier in april 2016,

Mext to the topics of European integrated border management, enhanced identity
management and identification document security, the Commission Communication outlines
additional focus areas concerning Europol and its ECTC, namely by setting out objectives
with a view to:

? Roadmap to enhance information exchange and information management induding interoperability solutions in
the Justice and Horme Affairs area, & June 2016, Council Secretariat file no, 9368/1/16

¥ Comrnunication from the European Cornmission to the European Parliament, the European Coundl and the
Council: Enhancing security in a wodd of mobility: Improved informnation exchange in the fight against terronsm
and stronger extemal borders, 14 Septernber 2016 (COM (2016) 602 Final), Council Secretanat file no, 12307/16
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- Facilitating information exchange and cooperation between the ECTC, law
enforcement and the security services communities;

- Upgrading Europol's access to EU databases {in particular ¥I5, Eurodac and future
systemn s, such as the Entry-Exit System, as well as the full exploitation of Europol's
access to SIS II under its existing m andate);

- Introducing an ECTC programme board (based on positive experience gained in the
context of the establishment of the European Cyber Crime Centre - EC3);

- Ewxploring enhanced cooperation with third countries, with the support of security
experts deploved in EU delegations of the European External Action Service (EEAS), to
exploit efforts concerning anti-terrorism partnerships with countries in the Middle East
and Morth Africa (with a wview to improving transmission of information by third
countries, including through Interpol as intermediary?;

- Boosting the ECTC and related support areas with additional financial, technological and
hum an resources, in order to keep up with the terrarist threat and to handle and process
the increased volume of information and intelligence shared with Europol in support of
El Member States.

9. Multiannual Financial Framework 2014-2020

The MFF is of a key consideration as it provides the financial and human resource
ceilings for the implementation of Europol's multi-annual programming and annual
objectives, Europol has to adjust the level of ambition of the 2017 objectives and actions in
relation to new tasks in line with the constraints that the MFF imposes.

Mindful to the MFF ceilings but taking into account recent developments and the new
Europal Regulation, which have provided Europal with a significant number of new tasks and
a steep increase of workload on its existing tasks, Europol assesses its resource needs on an
annual basis.

10. EU Policy Cycle

The EU policy cycle lasts until 2017, In March 2015 the interim SOCTA was discussed by
COSI, which confirmed the priority areas for the remainder of the current cycle. The nesxt
Policy cycle covers the years 2017-2021, with the next SOCTA to be published in 2017,
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SECTION II - Multi-annual programming 2017 - 2019

1. Multi-annual objectives

Based on the Financial Regulation applicable to Europol since 2014 and following
Commission guidelines, Europol has prepared this year for the first time a Programming
Document containing multi-annual and annual program ming components combined with
indicative budget and resource allocations.

The multi-annual component of the Programming Document covers the period 20172019
and it is largely based on the Europol Strategy 2016-2020 which was adopted by Europal's
Management Board on 1% December 2015, Europal's agreed strategic objectives are
incarporated in the Programming Document as multi-annual abjectives and are linked to the
2017 annual work programme, objectives and actions under Section LI,

The previous Europol Strategy 2010-2014 laid the foundation for Europol to become a
trusted partner of law enforcem ent authorities, strengthening criminal inform ation sharing
and cooperation as the EBuropean criminal information hub and realising its raole as a
principal provider of operational support and expertise to Member States’ investigations.

In the next three years, Europal's core purpose and foous will remain unchanged. Europaol
will continue to support law enforcement authorities in their fight against serious and
organised crime and terrarism, but the strategic emphasis of the organisation  will
progressively shift from laying the foundation of increased capability to one based on full-
scale delivery of operational service and impact. Europol, in its multi-annual programming
2017-2019 focuses on conscolidating all its capabilities and expertize, to deliver the most
effective support to MS investigations., The focus of Europol’s work will therefore be placed
on two fundamental themes:

ay making a significant contribution to criminal inform ation management in the EU

by delivering maximum operational impact in its operational support to MS

Goals 2016-2020 I Multi-annual objectives 2017-2019

1.1. Develop the necessary ICT capahbilities to
maximise the exchange and availability of
Goal 1: Europol will be the EU crirminal inform ation

criminal information hub,
providing information sharing

- 1.2, Provide effective and immediate first-line
capabilities to law enforcement

infarm ation exchange

authorities in the M5 . . .
1.3, Strategically enhance partnerships with

cooperation partners

2.1, Support MS investigations in the area of
Serious and Organised Crime (S0C)

Goal 2: Europol will provide the
most effective operational 2.2, Support MS investigations in the area of
support and expertise to MS cybercrim e

investigations by developing
and employing a 2.3, Enhance cooperation in the area of

comprehensive portfolio of counter-terrorism (CT)

services 2.4, Develop and manage high quality

analytical support and an evolving portfolio of
cross-cutting operational capahbilities
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Goal 3: Europol will be an 2.1, Ensure effective, efficient and accountable
efficient organisation with management of Europal's resources

effective governance
arrangements and a positive 3.2, Promote the added value and
reputation achievements aof EU law enforcement
cooperation to stakeholders and EU citizens

2. Multi-annual programme

Goal 1: Europol will be the EU criminal information hub, providing information

sharing capabilities to law enforcement authorities in the M5

The inform ation management capahilities of BEuropal lie at the heart of its mandate, as they
allow for increased cooperation between the Member States and Europal and are crucial in
obtaining the necessary intelligence to tackle cross-border crime, Information management
includes the access to, collection and arganisation of the structure, processing and delivery
of information from multiple sources and in multiple formats to the Member States. To
achieve its goal, Buropol's work will focus on three axes: firstly on re-ewvaluating the
inform ation  architecture of the organisation, in particular in the context of the new
integrated data management concept afforded by the new Europol Regulation; secondly, on
the provision of fast, reliable and uninterrupted first line response and thirdly, on enhancing
partnerships to develop a more comprehensive intelligence picture,

1.1 Develop the necessary ICT capabilities to maximise the exchange and
availability of criminal information

Europal will exploit new technological developments and be a =significant contributar to the
increased integration and interoperability of law enfarcem ent systems in Europe.

The new legal framewark of Europol is expected to remowve emphasis from specific ICT
system s and databases and introduce a new integrated data management concept (IDMC)
which focuses, first and foremost, on pladgng the business needs of the law enforcement
community as the main driver of obtaining, storing and disseminating the information
available, In concrete term s, the rules for information processing will be related to the data
itself - rather than the systems or databases used to store it, As 3 consequence Europal, in
close consultation with Member States, will have the opportunity to use this flexibility to
madernise its systems architecture and infarmation management strategy to ensure the
best ways to manage criminal inform ation and enhance the analytical capabilities of Europol
based on M5’ operational requirements. The integration of data will ensure that links across
crime areas will be more easily identified and therefore, analytical support will be of
increased value, The implementation of this new concept is likely to lead to an evolution of
existing systems such as the EIS and the possible dewelopment of new I[CT =olutions,
including means of innovation such as data science and ‘smart’ technology.

Dther major drivers behind information exchange capabilities will be the ever-increasing
amount of awailable inform ation and new technological trends such as de-centralised
system = of inform ation sharing. Europal will work towards providing Member States with
optimal solutions by examining and applying the most appropriate topologies (e.9. central
collecting ar connecting data, ADEP concept) to ensure the necessary access to infarmation
and the provision of a complete intelligence picture, The access to and cross-checking of
data in external databases such as Prium, SIS II and PMRE will also be considerations of the
new design.

Europal will build an the success of SIEMA and further develop it as the system of first
choice for secure law enforcement inform ation exchange and communication,
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1.2. Provide effective and immediate first-line information exchange

The information intake and data handling model will be reviewed in line with the new
integrated data management concept and taking into account the increasing influx of high
volum e data.

Europal will respond to the needs of Member States for fast and uninterrupted service in a
number of ways, A first-line 24/7 inform ation hub is becoming available to maximise intake,
initial processing and availability of infarmation to Member States. In addition, Europal will
work with Member States to increase the quality of their cooperation, in particular with
regard to the quality of information exchanged and the speed of response (.. through
increased usage of the Universal Message Form at (LUMF}).

Finally, Europol will further inwvest in standardisation, automation of cross-matching,
optimisation of infarm ation flows and flexible resource allocation with a view to making
more efficient use of human resources while managing to respond to &l information
processing requests in a timely manner.

1.3. Strategically enhance partnerships with cooperation partners

An enhanced multi-disgplinary approach is becoming increasingly more relevant for Europaol
in delivering its mission, bringing together necessary expertise and information from an
expanding range of partners,

Europol will continue to promote and further develop its cooperation with all competent law
enforcement authorities including Customs and Counter-Terrorism services in the MS, At the
same time, Europaol will aim to further strengthen its partnership with third states {e.g. US,
Mediterranean Countries, Western Balkans), through initiatives which preserve Europaol's
operational nature and its support function to Member States. In wiew of the global
challenges the EU is fadng, for example in the area of cybercrim e, migration and terrorism,
cooperation with Interpol will remain particularly relevant and will be enhanced through
closer alignm ent and setting of common strategic actions.,

ELl agencies {e.g. Fraontex, Eurojust) will rem ain impoartant partners and cooperation will be
further enhanced on the basis of complementarity. In particular, Europol and Frontes will
closely cooperate in matters related to irregular migration while Europol and Eurojust will
continue strengthening their cooperation through Joint Investigation Teams and in the area
of cybercrime. The work of Europol on Intellectual property crime will be enhanced through
the cooperation with EUIPO, Cooperation with other agencies, especially in the area of
Justice and Home Affairs {e.g. CEPOL, eu-LISA, FRAY, will be developed as needed for
initiatives of comman interest,

In addition, and more significantly than in the past, Europol’s ability to cooperate with the
private sector will be key in achieving the best gperational results; the provisions of the new
Europol Regulation will largely determine the extent to which Europol will cooperate with
private partners.

& new External Strateqy 20172020 as endorsed by the Europol’s Management Board at the
end of 2016 has further defined the focus and steps to be taken towards enhancing
cooperation with third countries and international organisations.

Goal 2: Europol will provide the most effective operational support and expertise

to MS investigations by developing and employing a comprehensive portfolio of
Services

Europal will provide high quality operational support to MS investigations in three key
priarity areas, aigned with the European Agenda on Security, namely Serious and
Crganised Crim e, Cybercrime and Counter-Terrarism.

In order to achieve maximum impact and operational results, Europol will dynamically
adjust its operational delivery models and use of human resources. Existing and new
operational capabilities and expertize will be employved as required to tackle the challenges
in each of the key crime areas. Europol's Focal Points will support MS investigations in the
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area of Serious and Organised Crim e within the priorities set in the EU Policy Cycles (2013-
2017 and 2017-2021%, while special focus will be placed in the area of facilitated irregular
migration. The European Cybercrime centre will continue to drive and support intelligence-
led actions, and provide specialised forensic and technical support. In the area of counter-
terrorism , BEuropol will focus on promoting and facilitating cooperation and information
sharing with a wiew to improving the intelligence picture and increase operational support to
MS. In al priority areas Europol will provide an effective platform for the coordination of
operations carried out by MS.

& number of cross-cutting operational capabilities will also be used to support the MS,
Eurapal will further develop and adjust Europol's analytical products to match the needs of
the MS. Europal will further support the EU Paolicy Cycle and aim to increase its impact on
the set priorities, The embedment of FILU.net at Europol and the work on asset recovery will
aim to increase the use of Financial Intelligence in all crime areas while access to PNR data
will allow for identifying further criminal links, Europol will also continue sharing its
expertise and building capadty at Member States through its training and special tactics
capahilities,

Europal will continue delivering in selected areas and as required by the Member States,
central capabilities and expertise that are not available widely at national level, to provide
cost-effective and enhanced support where a common European response to threats is
required.

Europal will be prepared to swiftly adjust its response as required by MS and work mare
closely with front-line investigators, providing on-the-spot, real-time inform ation exchange
and expertise. Europol will aim fto support MS by using the mast suitable, tailor-made
operational delivery models. Based on the assessment of MS needs, Europaol's response
could include short and longer-term deployments of BEuropol experts {e.g. through EU
maobile investigation support teams or through deployment of Europol experts to EEAS
missions), forming a situation centre to coordinate a response to major security events and
crises, creating a task force or supporting the formation of multi-national teams to intensify
efforts and achieve immediate operational results in areas dem anding attention. Finally,
Europal will establish the required connections and dewelop standard operating procedures
or protocols, to be able to respond to emerging incidents.

2.1. Support M5 investigations in the area of Serious and Organised Crime

Europaol has largely embedded the principles of intelligence led polidng in its structure,
processes and resources. The EU Palicy Cycle priorities will be the main driver for
operational support provided to MS in the area of Serious and Crganised Crime. Therefore,
until 2017 at least, operational support will focus on Fadlitation of Irregular Immigration,
Trafficking in Human Beings, Cocaine and Heroin, Synthetic Drugs, Crganised property
crime, Illicit Firearms Trafficking, Excise and MTIC Fraud, Counterfeit goods and Cybercrime
relevated to one of the priority areas of the Security Agenda). Additionally, Europol will
support Member States' efforts in tackling hierarchically structured, poly-crime Organised
Crime Groups (“Mafia-type” groups). The work an Intellectual Praperty Crime will also be
enhanced through the cooperation agreement with EUIPO, Europol will continue its work of
providing operational analysis, coordination and funding of operational meetings. Large-
scale operations and joint action days will be coordinated from Europol HQ with the aim of
achieving operational results. The clustering and reduction of the number of Focal Points
and the exchange of best practices between them will serve to achieve consistent results
and optimum allocation of human resources, From 2018 onwards, Europol will support
Mem ber States in tackling the priorities defined in the new EU Paolicy Cycle 2017-2021.

As part of the EU efforts to respond to the migration crisis and at the explicit request of the
JH A Coundl, Europal established the European Migrant Smuggling Centre {EMSC) in early
2016 which provides increased operational support to MS in their fight against organised
people smuggling networks, The EMSC utilises a caombination of operational capabilities to
ensure the best operational support; the existing Focal Points, JOT-Mare and regional task
forces deployed at migration hotspots were strengthened with EU mobile investigation
support teams, providing on-the-spot operational and analytical support. The expertise of
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the EU Internet Referral Unit is also used to identify and refer online content relating to the
provision of irregular migration services,

2.2. Support M5 investigations in the area of Cybercrime

In the area of cybercrime, one of the most dynamic and challenging threats faced by MS,
Europal  will deliver operational support to cybercrime inwvestigations, in particular
addressing those crimes i) committed by arganised groups, especially those generating
large criminal profits such as online fraud, iid which cause serious harm to their victims,
such as online child sexual exploitation and iii) affecting critical infrastructure and
infarm ation systems in the European Union.

The European Cyhercrime Centre (EC3) will continue pianeering operational capahilities
such as adwvanced digital forensic, technology tools and platforms supporting the MS in
protecting society by prowviding a collective EU response to cybercrime. EC3 will also
enhance its Yictim Identification capabilities, in particular with regard to child sexual
exploitation and continue its work in delivering prevention material,

EC3 will continue engaging with the law enforcement community, supporting models like the
J-CAT and key partners, such as Interpol’s ICGI, to identify, prioritise and coordinate
operational action against cyber threats, becoming the EU reference for cybercrime
investigators,

Increased cooperation with the private sector, academia and MNGOs will be pivotal in
acquiring multi-disciplinary expertise, promoting innovation and keeping up with the latest
security and technological developments that act as facilitating factars for cybercrime.

2.3. Enhance cooperation in the area of Counter-Terrorism

In the area of Counter Terrarism, more work is required to achieve better cooperation and
sharing of information. Europal will work towards an intelligenceded, user-driven and
sustainable approach to collaboration amongst EU MS, partners and Europol on counter-
terrarism issues,

The European Counter- Terrorism Centre (ECTC), operational from 2016 at Europaol brings
together Europal’s existing capabilities to promote and build the necessary infrastructure to
enhance information exchange and the ability to provide analytical and operational support
in major investigations, A key role for the centre is to support major CT investigations of
Mem ber States,

The EL IRU will be used to tackle online radicalisation, while the increased capabilities
afforded by the TFTP and the FIU.net will be used to enhance the intelligence picture on
terrorism financing. Trafficking in firearms continues to be an enabler of various forms of
serious and organised crime and has also emerged as a key concern in the wake of recent
terrorist attacks. BEuropal will increase its support to Member States in the fight against
trafficdking in firearms. Similarly, it will continue in its efforts to help MS to combat violent
extremism, including in relation to the protection of vulnerable communities,

Europol will continue the effort to apply secure, tailored solutions within its EIS and SIEMA
system s to promote and enhance inform ation exchange in the area of counter-terrorism .

additionally, in case of a major terrorist incident, Europol will be able to prowvide a First
Response Metwork to best support Member States' investigations.

2.4. Develop and manage high quality analytical support and an ewvolving
portfolio of cross-cutting operational capabilities

Cperational and strategic analysis will rem ain the basis of Europol's operational support,
Analysis products will evolve in order to remain relevant with the aim to make best use of
the inform ation awvailable to Europal to provide unique and waluable intelligence to Mem ber
States. This will include identifying the needs of Member States in terms of the type of
analysis needed {e.g. tactical, strategic or operational), investing in the training of Europol
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analysts, further developing and maintaining quality standards for analytical support and
exploring new methods such as big data analysis. Focus will also be placed on identifying
and assessing future developments of crime. The new opportunities afforded by the
integrated data management will ensure the provision of high quality walue-adding
analytical products,

Europal will step up its contribution in all stages of the EU Palicy Cycle. This will invalve
taking into account lessons learned and recommendations from the evaluation of the EU
Paolicy Cycle 2013-2017. Europol will further improve the SOCTA, based on the updated
methodology, to ensure that its recommendations capture the most important threats,
Europal will support the EMPACT priorities with the aim to improve the operational focus of
operational actions; efforts will also be placed in securing the funding required to support
the implementation of the operational action plans. Finally, the coordination of cross-border
investigations within the EMPACT pricrities, including highly complex operations invalving
numerous operational actions, will be refined in order to identify the best ways to achieve
operational impact.

The successful completion of the integration of FIU.net into Europal will present significant
opportunities to increase the engagement of national FIUs in Europol's activities and to
make better use of financial intelligence in national and international investigations in all
priarity areas.

additionally, the use of financial intelligence in combination with other information such as
PHMR records can enhance the intelligence picture and provide the missing links ta Mem ber
States in all priority areas; in this respect, Europol will assume an active role in PHNR
inform ation exchange.

Goal 3: Europol will be an efficient organisation with effective governance

arrangements and a positive reputation

After the entry into force of the BEuropol Council decision in 2009, Europol has successfully
transitioned into an EU Agency with an excellent recard of compliance with EU accountability
arrangem ents,

As any arganisation, in particular in the continuing clim ate of economic austerity in the EU,
Europol aims at achieving the most efficient and effective use of all its resources (human,
financial, fadlities, ICT infrastructure and services)., As a public organisation, Buropal will
continue adhering to the highest accountability and governance standards and will strive to
introduce further efficiency gains in its processes,

Europal will continue to build its profile as a trusted partner in EU policing and promote the
results of cross-border law enforcem ent cooperation in the EU. Finally, Europol will continue
adwvocating for the needs of the European law enforcement cammunity.

3.1. Ensure effective, efficient and accouniable management of Europol's
resources

on 1% May 2017 Europal will m ake transition into the new Europol Requlation,

Europal will rem ain wigilant in managing its human and budgetary resources in the most
efficient way with a view to providing maximum operational support to Member States,

Further efficiency gains will be introduced through streamlining of reporting, processes and
monitoring of resource allocation (human resources and budget),

ICT and building requirements will be adjusted to support the vision and strategy while, at
the same time, adhering to the strict security and data protection standards of Europol, A
new ICT strategy will ensure the optimisation of the delivery of ICT systems in line with
busziness needs.

Europal will maintain its high accountability standards by addressing audit and ewvaluation
recommendations and by adhering to its internal control standards, As a consequence of the
forthcoming Regulation, Europal will be subject to new supervision and oversight from the
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European Data Protection Supervisor (EDPS) and the Joint Parliamentary Scruting Group
(JPSE). In line with the European Union's policy, Europal will continue enhancing the
transparency of its activities by fadlitating access to documents through a public access
register,

In order to best support Member States, Europol will continue to identify and develop the
right staff competencies and skills and strive to obtain the best resources.

3.2. Promote the added wvalue and achievements of EU law enforcement
cooperation to stakeholders and EU citizens

Europal will continue to build its profile as a trusted partner in EU policing and promote the
benefits and the value added from cross-border law enforcement cooperation o relevant
stakeholders,

Based on on-going efforts Europaol will take further actions to raise awareness about its
services and the advantages of cooperation to law enforcement actors, decision-makers in
the area of police matters and partners from other sectaors.

As an EU Agency fostering European cooperation and integration, Europol carries also the
responsibility to communicate the added value of its activities to the wider European public.

The joint work of the law enforcement authorities in the EU delivers results which are hard
evidence of the added wvalue and benefits that EU cooperation offers o citizens. Success
stories of EU police cooperation becom e indispensable contributions to the positive shaping
of citizens' perceptions towards law enforcement, the European Union and its activities,
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3. Human and financial resource outlook for the years 2017-2019

HUMAMN RESOURCES

Temporary agents {TAs)

4z far as the staffing is concerned the Final Budget 2017 includes an Establishment Plan of
EED Tas which is a net increase of 70 posts compared to the initial 2016 Establishment Plan
(480 TAasy, This is 1 post less than the Establishment Plan in the final draft estimate 2017,
that was adopted by the Management Board in January 2016 and which included 551 Tas,
Similar increases are envisaged for 2018 and 2019,

Contract Agents {CA=s)

The number of Caontract Agents increased in 2016 due to business needs and as a
consequence of budget availability, The number of full time eguivalent posts (FTEY in 2016
was 142 while the number of heads was already close to the actual FTEs foreseen for 2017
(165%,

Seconded National Experts {SNEs)

Similarly to Confract Agents, Europol increased during 2015 the number of SMNEs also as a
result of business need and budget availability, For 2015 the original number of SNEs
envisaged was 40 and this qrew to 65 in 2016, For 2017 another increase is foreseen for
the EU Internet Referral Unit {+6 SHES).

For detailed data on different staff categories, see Annesx 111,

FINANCIAL RESOURCES

The draft estim ate for 2017 came to € 117.2M and included a net increase in posts of 71
Tempoarary Agents and 56 Seconded National Experts to step up operational activities in the
priarity areas, This concerned increasing demand for EC3 and the area of migrant smuggling
and an increase based on the latest developments concerning counter-terrarism. Thaose
areas need to be equipped with the necessary resources to re-enforce capabilities on
internet monitoring and referral, terrorist financing, tracking of illegal fire-arms and
maonitoring of activities of foreign-fighters., The draft estimate 2017 also included the
continuation of the EMPACT activities which are currently covered by separate funding from
the Commission {Delegation Agreement).

The draft EU Budget 2017, as initially proposed by the Commission in June 2016, came to
€ 112.6M for Europal. This induded the funds for continuation of the additional staff for
counter-terrorism in wview of the EU response to the terrorist threat (25 additional Tas)
which were already a part of the 2016 budget amendment. In addition, it included a net
increase of 15 Tas, 2 CAs and 6 SHEs.

In October 2016 the Cammission requested a further reinforcement of 20 Tas for the ECTC.
The additional staff will enhance the operational support, notably by providing a 24/7
service for ECTC and an-the-spot deploym ent capabilities.

additionally, as a result of the Conciliation between Parliament and Council on the 2017
Budget held in Maovember 2016, 10 TA posts were added far ECTC operations and Counter-
terrarism financial intelligence.

Compared to Europol's initial request the Establishment Plan 2017 indudes considerably
more staff for counter-terrorism (+22% while for EC3 {-11% and EMSC (-12% the requested
re-enforcements have not been (fully) provided.

The final budget 2017 takes into consideration the aforementioned latest developrm ents and
amendments to the Budget 2016, Overall the final budget 2017 comes to € 114.6M,
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Table 1: Final Budget 2017
Descri

Amount

E-uu:lget_ for recumrent ;nd:ivities {induding 2016 amending budget and effect of £ 105 968 000
zalary increase effective from 1/7/2016) ! !

COMs intial estimate June 2016 (+15 TAs, & SMEs and 2 Chs) £ 1,242,000
COMs armendrnent October 2016 (+20 Ths ECTC) £ 1,340,000
Pardiament and Counal concliation Movernber 2016 (+10 Tas ECTC) £ 675,000
Additional subsidy for the European School 2017 £ 514,000
Financal support of the EU Policy Cyde for ICT for FIU . net £ 884,613
Continuation of EMPACT activities previously in Delegation Agreement £ 4,000,000
FINAL BUDGET 2017 £ 114,623,613

Revenue

Revenue indudes, besides the reqular subsidy of € 113M, also the additional subsidy of €
1.68M for the difference between the higher fee for the European School in The Hague {ESH)
and the regular education allowances, as agreed in the Memorandum of Understanding
between Europol and the Com mission,

Tahle 2: Revenue 2015-2017

Budget
Dutturn

2015

Budget

Final Budget

Item 2017

pseing 2016

TITLE 1 — TOTAL

94,026,604

102,274,784

2000 | Regular subsidy from the Commmunity Q4,447,000 101,142,000 113,009,613
9001 | subsidy from Community for Type II School 413,000 1,100,000 1,614,000
2010 | Other subsidies and grants - - P.M,
9200 | Other revenue 66,554 32,784 P.M,

114,623,613

In this document figures are rounded, which means that the sum of individual amounts may
differ from the totals. The figures for 2016 reflect the current budget after transfers.

Expenditure

Table 3: Expenditure overview 2015-2017

Budget Final Budget

2016 2017
1 Staff 58,156,081 65,213,554 71,501,563
z Cther Administrative Expenditure 10,160,875 8,817,050 9,451,550
3 Operational Activities 26,452,962 28,243,850 33,370,500
Tl e e 94,830,021 102,274,784 114,623,613

The Final Budget 2017 increases by € 12.4M compared to the Budget 2016, The main
changes result from the arganisational growth in terms of the staffing and the integration of
the delegation agreement for EMPACT into the budget for Europal.

Title 1 - Staff expenditure:

The estimated staff expenditure amounts to € 71.8M and represents 62.6% of the total
budget. It reflects 10% growth compared to 2016,
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The considerable increase in the budget for staff expenditure largely results from the growth
in the number of posts and the related increase of pupil’s enralment into the European
Schoal,

The Final Budget 2017 includes a net staff increase of 45 Temporary Agent posts compared
to the Establishment Plan 2016 {54 posts minus 9 posts to be cut), The envisaged additional
staff resources are foreseen for the main pricrities area:

o 30 ThAs for the ECTC

o 10 TaAs for EC3 {including 2 TaAs in line with MFF)
s 3 Ths for IRU

o O Tas for FIU net

The staff and salary budget foresees the expenditure for overall numbers of 550 TA posts
and 165 CA posts. The direct salary and allowances {including recruitment expenditure and
relocation allowances) related budget for Tas and CAs (Chapter 11 - Staff in active
employment) comes to € 66.2M. This is an increase by £ 5.8M compared to the year 2016,

Also taking into account warious other staff related expenditures induding m edical and PMO
services, other external services, interim services, training and the costs for the European
schoal, etc. the overall amount budgeted for Staff expenditure under Title 1 comes to £
71.8M which is an increase of almost € 6.6M com pared to 2016,

Title 2 - Other Administrative Expenditure:

The final budget for the administrative activities comes to almost € 9.5M and represents
8.2% of the total Europol budget, Thisis 7% higher com pared to the Budget 2016,

The budget under Title 2 is primarily planned for building related running costs and new
initiatives (€ 498, administrative ICT costs (€ 1.9M), other administrative expenditure
(£ 1.8M) and for Statutory expenditure (e.g. Management Board, Joint Supervisary Body
and Internal Audit Function) amounting to € 0,9M,

Caoncerning the Building, a significant part of the budget is fareseen for the implementation
of the service level agreement with the Host State (€ 1.9M). This concerns the contractual
maintenance to retain the current serwvice environment and business continuity of the
headquarters and involved infrastructure, Part of the budget is also reserved for the
necessary update of the A% conference system upgrade from analogue into digital (€ 0.8M),
Cue to the growth of the organisation additional investments are needed in relation to the
strategic housing programme. Also investments in the security of the building and other
additional work are foreseen which is triggered by the growth of the arganisation and the
need to reallocate some of the teams in order to adjust the building arrangements (€ 0,987,
The other running costs (£ 1.3M) are in line with the current implementation and the
organisational growth,

Caoncerning Administrative ICT the budget in 2017 is with € 1.9M at the same level as in
2016, A new initiative for the administrative budget area is the introduction of Sysper 2
which is the Commission’s HR System that is fareseen to be rolled out to agencies. The
budget for administrative ICT also includes continuation and finalization of the RIS
(Intranet), FMIS {Facilities Management System) and E-Procurement initiatives,

An amount of £ 1.8M is foreseen for other administrative expenditure such as open source
subscriptions, office supplies, furniture, car fleet, administrative experfise, postal charges
and telecommunications, etc. This does not include any new initiatives.

The Europal Regulation will have implications on the activities of the Management Board and
its Working Groups in 2017, therefore the budget increased by €£159K to € 669K compared
to the expected outturn 2016,

The budget for the Joint Supervisory Body is € 200K, It is envisaged only for the time until
the new Europol regulation will enter into force on 1 May 2017,
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Title 3 - Operational activities:

The estimated operational expenditure adds up to € 33.4M and represents 29.1% of the
total budget, Itis 189 higher than Budget 2016,

The budget amendments made already in 2015 and 2016 will come to full effect during
2017 when all the additional staff will be fully up to speed after induction and taking up
their new tasks. Together with the effect of the entering into force of the Europaol
Regulation, the recent © Department re-organisation and the further additional staff now
provided for 2017, Europol will be able to step-up its support to Member States in the
operational priarity areas.

& budget of € 10.1M for Chapter 30 - OCperations, emphasises Europol's foocus on
operational results and increasing support to Member States. This is an increase of 63%
compared to the expenditure in 2016, mainly because of the integration of the EMPACT
activities amounting to € 4M, that were previously covered by a separate Delegation
agreement, Following the entry into force of the new Europol Regulation € 48 will be
integrated in the BEuropol budget. A small part of this will be used to take ower the staff that
was previously funded wia the Delegation Agreement o administer the funds. A
considerable part will be used to support the Member States organising operational and
strategic meetings. The remaining € 3M will be included under the new budget item 3020-
EMPACT grants and will be dedicated for grants for Member States,

The budget for operational ICT services and programmes comes to € 19.5M which is an
increase of €0.YM compared to 2016, This is due to a growing number of solutions and
services supported by ICT, driven by increasing business demand and new Europaol
mandate, Core network equipment is also end-of-life and will need replacement in 2017,
During 2017 the rallout of the new Europal Analysis System (EASY will continue. Further
developm ent af the SIEMA, FIU and IRU platfarms will also take place as well as well as
continuous support for EC3 and an increasing number of operations. & new Biomefric
intelligence support system (AFIS) will be introduced as well as the ETS {Europol Tracking
Solutiony solution. Pilot implementations of new capabilities based on the new Europol
Regulation are also included in the Work Programme.

& part of the operational expenditure is also intended to cover the allowances for the
Seconded Mational Experts, amounting to € 3.4M for 71 SMNE’s induding & new SNEs as a
part of the amending budget 2016 for the ECTC and an additional 6 SMEs which are
foreseen for EU IRU in 2017,

The budget for high level external stakeholder meetings (HENU and Europol Police Chiefs
Conwvention) amounts to € 290K which is slightly less than in 2016,

For detailed data, see Annex 11,
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SECTION III - Work Programme 2017

4. Executive summary

The Work Programme 2017 was dewveloped following activity-based principles; unlike
previous years when the annual objectives and actions were structured along the Europaol's
different strategic goals, now the annual objectives, actions and relevant resources are
clustered around the corresponding main activities or areas of operations of the agency.

This structure of the Wark Programme is consistent with the structure of the new Europal
Strategy 2016-2020 and its content was elaborated on the basis of the strategic guidelines,
Table 4 presents the correlation between the Strategic Objectives 2016-2020 and the
Cbhjectives 2017,

For 2017 Europol will put emphasis on bringing forward and delivering on the majar
initiatives such as the European Counter-Terrorism Centre including the Internet Referral
Unit, the European Migrant Smuggling Centre and the recently integrated into Europaol
computer netwark of the Financial Intelligence Units of the Member States.

The wWark Programme takes into account the strategic Council condusions on fighting
trafficking of firearms and counter-terrorism ® and puts forward for implementation
proposals stemming from the European Commission Communications on establishing a
Security Union and on “Enhancing security in a world of maobility”, Europol will further
strengthen the capabilities of the ECTC by upgrading the Agency’s access to EU databases,
implementing a 24/7 CT cell, reinfarcing its suppart to MS hotspots and enhancing
cooperation with third countries and other JHA agencies,

The Integrated Data Management Concept introduced by the new Europol Regulation will be
inits first vear of implementation and any kind of transition in Europol's communication and
inform ation system s should be smooth and non-disruptive. Particular attention will be paid
on the recommendations and the initiatives stipulated in the Commission Communication on
Stronger and Smarter Inform ation Systems for Borders and Security and the Roadmap on
interoperability in the area of Justice and Home Affairs.

The agency is also committed to continue working on improving the quality and relevance of
operational analysis and the on-the-spot suppaort,

In 2017 Europol will further support the EMPACT priorities of the current Policy Cycle (2013-
2017y and will aim at improving the efficiency and operational focus of the financial suppaort.
2017 will also be the first year of the next policy ocycle so a new SOCTA will be prepared, as
well as a new i-OCThA,

Tahle 4; Overview of Objectives 2017
Correlation between Strategic Chjectives 2016-2020 and Objectives 2017

Strategic Objective Eurcpel WP
2016-2020 Activity

Ohjective 2017

Goal 1 Eurepel will be the EU criminal information hub, providing infoermation sharing
capabilities to law enforcement authorities in the MS

1.1, Develop the &.1.1, Implement the new inform ation management
necessary ICT A1, strategy with a focus on autom ation and modernising data
capabilites to Development | systems architecture and interoperability

maximise the exchange | of operational - - - -

and availability of =y stems £.1.2, Continue improving operational systems and tools
criminal inform ation along M5 needs and by applying innovatdve solutions,

® Coundl condusions on strengthening the use of means of fighting traffideing of firearms from & October 2015
Coundl condusions on Counter Terrorism frormn 20 Movernber 2015
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1.2, Provide effective
and immedi ate first-
line information
exchange

A2,

1.3, Strateqgically
enhance partnerships
with cooperation
partrners

Strategic Obhjective

2016-2020

Infarmation
Hub

Eurcpel WP
Activity

&.2.1, Increase speed and quality of first-line response as
well as remote support to operational actions on the spot
by providing an efficient 24/ 7 front office.

&.2.2, Implement an effective cooperation process with
partners on the basis of new provisions in the Europol
Regulation,

Ohjective 2017

Goal 22 Eurepel will provide the most effective operational suppert and exXpertise to MS
investigations by develeping and employing a comprehensive portfelio of services

2.1, Suppaort M5
investigatdons in the
area of Serious and
Organised Crime (SOC)

8.3,
Combating
S500C

&.3,1, Support the preparation and the inidation of the next
EU Policy Cycle 2017-2021,

&.3,2, Step up the coordination of cross-border
investigations with the support of EU agencies in pardcul ar
within the EMPACT prioriies,

&.32.3, Fully establish the European Migrant Smugagling
Centre (EMSC) as the EU coordination point for inter-
agency cooperation on smugaling.

&.3.4, Increase Europol’s analytical capabilites and
cooperation with third parties in regards to rafficking of
firearms and explosives,

2.2, Support MS
investigatdons in the
area of cybercrime

A4,
Combating
cybercrime

&4, 1, Improve inform ation exchange and processing in the
cybercrimne area,

&.4.2, Improve the support provided to M5 cybercrime
irwestigations including forensic services.

&.4.3, Serve as the collective voice of European cybercrirme
investigators to address common challenges in a unified
rm anner.

&.4.4, Pool European cybercrime expertise to boost up
strategic analysis and to support MS in capacity building,
prevention and awareness raising.

2.3, Enhance
cooperation in the area
of counter-terrorism
(CT)

2.9, Counter-
terrorism

&.5.1, Complete the establishment and promote the use of
SIEMA as a central communication ool to enable the
exchange of operational and strategic crime-related

inform ation amongst Merm ber States, Europol and thind
party cooperation partners in respect o terrorism,

&.5.2, Complete the establishment and promote the use of
the Europol Information System (EIS) as a EU central
infarmation and intelligence database in respect to
terrorism,

&.5.3, Further develop Europol capabilities for operational
support in the area of counter-terrorism in response to the
increasing connectivity of the EU counter-terrarism
comrmunity and increasing number of joint achons,

&.5.4, Increase the volume and guality of Internet referrals,
and other operational and strateaic support services related
to terrorism and wiolent extremism.

&.5.5, Establish Europol as a recognised partner inthe
Passenger Mam e Records (PMR) netwaork,

2.4, Develop and
rmanage high guality
analytical support and
an evolving portfolio of
cross-cuting
operational capabilities

A6, Praovisian
of cross-
cutting
operatonal
capshilities

&.6.1, Improve quality and relevance of operational
analysis,

&.6.2, Improve the efficiency and the operatonal focus of
the financial support of actions within the EMPACT
framewaork,
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Strategic Objective

2016-2020

Eurocpel WP
Activity

&.6.3, Build up Europol capabilities to carry out European

pialicing tasks and actons tailored to Member States” needs.

&.6.4, Enhance coordination of intelligence driven targeted
operations and live inform ation exchange at Europol
headquarters,

&.6.5, Further improve ELU wide cooperation in cormbating
criminal finance and money laundering.

Objective 2017

Geal 21 Europel will be an efficient organisation with effective governance arrangements
and a positive reputation

3.1, Ensure effective,
efficient and
accountable
rmanagerment of
Europol's resources

AT,
Governance,

support and
administration

3.2, Promote the added
value and
achievements of EU
law enforcerment
cooperation to
stakeholders and EU
citizens

&7 1, Continue the implementation of the new Europol
Regulaton and introduce new innoyative approaches o
exploit all opportunities provided by the new legal

fr arn emvork,

&.7.2, Further improve Europol’s risk and compliance
rmanagement, perfoarm ance reporting and docurment
managemert processes,

&, 7.3 Furthier improve Europol’s HE and finance
managernert,

&, 7.4 Further raionalise the management and use of
Europol’s facilities including the building and improve the
eco-friendliness of the organisation,

&.7.5, Further implement marketing and public relatons
strategies around Europol’s mission and operational
successes of EU police cooperation,
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2. Activiies

A.1l. Development of operational systems

Overview

Ensuring that the optimum communication and operational tools are in place for information
exchange, data cross-matching and analysis is one of the core elements of Europaol's
mandate, Europol puts in place the necessary ICT systems to support its function as the
European criminal information hub and as a provider of operational support for MS
investigations.

45 of 1 May 2017, the Europal Requlation governs data processing at the agency and its
cooperation with Member States and cooperation partners, An im portant change compared
to all previous legal framewoaorks for Europol, is that the explicit references to systems
(AWFs, EIS, new systems) for the processing of data have been removed and replaced by
the mandatory indication of the purposeds) for which data is processed. This change will
have an effect on the way Member States and Europol cooperate, offering concrete
opportunities to streamline the work and increase the effectiveness of the work of all
partners invalved. The implementation of the new inform ation managem ent architecture will
duly incorporate data protection safequards as prescribed in the Regulation,

Europal is also coming forward with a package of actions and initiatives towards the
implementation of the Roadmap to enhance information exchange and information

management including interoperability solutions in the Justice and Home Affairs area’

adopted by the Council in June 2016, A significant portion of Europol’'s work in the domain
of developing its operational and inform ation management systems is devoted to improving
the efficiency of infarmation sharing with MS, third countries, EW agencies and international
organisations, and the connectivity with relevant EU inform ation systems and networks,

Recurrent actions

Development and maintenance of ICT operational systems
Business services dewvelopm ent

Development of core systems incl. SIEMA, EIS, EAS, EPE
ICT and netwark security

Software engineering

Architecture compliance management

2017 Objectives

&.1.1, Implement the new inform ation management strategqy with a focus on automation
and modernising data systems architecture and interoperability,

Actions Initiate the implementation of the Integrated Data
Management Concept {IDMC) as prescribed by the new
Europol regulation whereby access by law enforcement
officers to data is defined by the data processing
purpase and therefore no longer dependent an the type
of data processing system.,

T Coundl doc, 9368/1/16
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&5 a part of the IDMC develop a single interface giving
access to multiple data repositories and  apply the
indication of data processing purposes and an access
madel.

Establish the framewark for the opening and closure of
COperational  Analysis  Projects  ({0APs), induding
reporting mechanisms and the transition from the AWFs
ta the initial set of OAPS.

adjust the core systems to comply with minimum
requirements for data processing under the Europol
Regulation,

Review Europol's products and services to ensure
alignment with the changes introduced by the IDMC,

Deliver training and awareness materia to guide the
transition to the new information management under
the Europaol Regulation,

Expected results

Mew forms of data management and processing are in
place which results in process optimisation, enhanced
decision-m aking and idenfification of links.

A&.1.2, Continue improving operational system s and tools along MS needs and by applying
innowvative solutions.

Actions

Review and implement new SIENA  architecture.
Continue the improvement/extension of the SIENA web
service, Further support the roll-out of SIEMA to maore
competent autharities and EY enforcement
communities, Continue improving SIEMA usability,

Deplay the new Europol analysis system (EAS) solution
to all operational areas and continue improving its
functionalities. Fallowing the reclassification of SIEMA to
EU confidential explore the need to upgrade the EAS to
handle the same level of classified data.

Deliver cost benefit analysis on  further possible
integration of a new  Automated  Fingerprint
Identification System with the EAS and EIS.

Deliver feasibility analysis on a concept of integrated
fingerprints and face recognition searches.

Improve technical capabilities to enable searches and
system atic cross-matching of prioritised Europol data
against SIS alerts. Cross-check high priority cases from
third parties with SIS II.

Establish access to VWisa Inform ation System (¥IS) and
adwvance the business case for connecting Europaol with
Eurodac in close cooperation with eu-LISA.

Furthier support the development, implementation and
governance of the Universal Message Format {(UMF)
concept, Finalise the data exchange format for firearms
in cooperation with the Commission, Interpol and eu-
LISA, Automate cross-checking of structured data and
improve notifications,
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resulting tasks reduces the resources avalable for the
achievement of the objectives for 2017,
Accordingly, the implementation of the key goals of the new

Europol Strategy 2016-2020 may be at risk,

Ohjective | Response
Ref. n® | Risk description (cause, event and effect) g B Key Response measures
area ype
o3 Europaol is approached by warious key stakeholders, including the All Reduce +  Perform  robust  planning  as  well as  performance
political level, to implement ad hoc requests. Performing the | ohjectives measurement processes, close monitoring of the annual

work planning, based on quarterly performance reporting
{across all objectives);

« Dperatbng, on 2 continuous basis, an organisatonal dernand
management process which contributes to the appropriate
re-prioritisation  within the organisational mandate and
reflects the principle of an effidient and effective use of

avalable resources, in consultation  with  relevant
stakeholders and assurance providers (such as the Europol
MB);

+  Ensure communication which reflects realistic ambitions
{ Objective A.7.1);

« Improve risk and compliance  management
£7.2),

(Objectve
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{2) Overview of opportunities {risks which could have a positive effect on the 2017 business planning}

establishment of the EU Security Union,
implementation of the Europol

as well as the

Regulation, the Mulbannual

Financial Framework (MFF) 2014-2020, including the Internal
Security Fund (ISF), combined with elevated governance st EU
level under the auspices of the European Commission and the EU
Counter Terrorism Coordinator {(EU CTC) increase coherence, thus
promoting opportunities for:

An enhanced security  architecture across the EU JHA
landscape, ascribing Europol a central information  hub,
analysis as well as operational support role for  law
enforcemnent agencies in the EU and beyond, concerning the
fight against serious and organised crime  (including
cybercrime, migration) and terrorism;

A framework to allow parliamentary oversight and elevated
lewel s of transparency regarding Europol’s work (including the
handling of sensitive and dassified informationy in a
controlled environment, in line with best (practice) standards
adopted at naional and EU levels;

Exploiting the benefits of the Integrated Data Management
Concept (IDMC) at Europol, to realise a balanced approach
hetween data protection and effective, as well as efficient
achievement of annual objectives and long-term strategy
goals, taking due care of the trust invested by Member States
and other parners regarding the secure handling of
inform ation and intelligence;

An adequate level of financial and human resource allocation,
to correspond with Europol’s specific business objectives and
mandate, while also securing the financing of operational
action in Member States through Europol,

Objective | Respense
Ref. n® | Risk description (cause, event and effect) & 3 21 Response measures
area type
01 The adoption of the EU Internal Security Strategy (EW ISS) 2015- Al Exploit Implement the IDMC, resulting in an enhanced information
2020, the European agendas on Security and Migraton, the| objectives architecture at Europol, providing for a flexible, future-proof

framework to manage information flows in an efficient and
effective manner, meeting highest security standards, while
reflecting equitable and fit-for-purpose governance and data
protection principles that allow for efficient governance
mechanisms and automated data handling - in contrast o
single transaction and ad hoc data management  {in
particular: Objective 4.1.1);

Implement an effective cooperation process under the new
Europol Regulation (Objective A.2.2);

Continue the implementation of the new Europol Regulation
and introduce new innovative approaches provided by the
new legal framework, next to pro-active communication
(Objective A.7.1);

Allocation  of  human  resources  (established posts) s
considered by the actors involved at EU Level based on the
mandate and operational delivery, allowing for adjustments
of financial programming where justified and required
{especially conceming Objective &,7.3).

I Cpportunity Ask type responses are: Realise (identifying and seizing a chance to realise the concerned business objective with less resources or earlier than planned); Enhance
{seizing and improving on an identified opportunity, thus achieving additional gains of relevance to more than one concemed business objective); Exploit {expanding the scope of
business objectives by taking advantage of multiple bensfits).
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policy cycle (implementation of the EMPACT priorities of the EU
SOCTA), based on  direct operational funding, and the
consalidation of the ECTC, the EMSC, EC3 and the 2447 front
office services at Europol can result inoa further profile and
awareness boost for Europol as the key agercy in the EU's
internal security architecture, supported by the rew Eurcpol
Regulation and the organisation’s leading information technology
capabilities,

taking part in realising a further increase of Europol’s profile
and awareness about the unigue capahbiliies the organisation

can offer {in particular ohjective &, 7.1);

Establishing a permanent funding role of operational action

by Europol is promoted by Europol’s stakeholders,

Objecti Re:
Ref. n® | Risk description (cause, event and effect) Bigcrise st;lse Response measures
area type
oz The EU Intemal Security Strategy (EU ISS) 2015-2020, and the All Enhance +  Puilding a strong and positive culture and image is
further development of the Security Union, the maturing EU| ohjectives supported by &l stakeholders and partners of Europal,
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Annex IX: Procurement plan 2017

1. Introduction {Legal basis and financing decision):

Procurement initiatives are implemented in line with the Europol Financial Regulation as
follows:

Artide B5(1) of the Europol Finandal Regulation states that: “as regards procurement,
Title V of Regufafion (EU, Furatom) No 866/2012 (hereinafter referred to as the EU
Financial Regulation) and Defegated Reguiation (EU) No 1268/20612% (hereinafter
referred to as “the Rules of Application®) shalf appfy (..0".

artide 24(2) of the EU Financial Regulation states that: “Except fn the case of
appropriations which can be impfemented without @ basic act in accordance with point
fe) of the first subparagraph of Arficle 54(2), the commitment of expenditure shalf be
preceded fiy & financing decision adopfed fry the institution or the authorities fo which
powers have been defegated by the instifution®”.

artide 94 of the Rules of Application states under paragraph 2, that “&he financing
decisfion shalf sef ouf cerfain essential efements for an action invofving the expenditure
from the budgel for procurement, in parficudar:

- the global budgetary envelope reserved for the procurements during the year;

- the indicative numbrer and type of contracts envisaged and if possibfe their subject in
generfc ferms",

In addition, Article 9433 of the Rules of Application states that “the work programme
which confains the information sef out in paragraph 2 shalf be considered to fe the
financing decision for procurement”.

2. Rules for participation in Europol tender procedures:

Eligibility and exdusion criteria

The tenderers must be established in an EU Member State. This im plies that tenderers
established in third countries {non-EU countries) do not have the right to participate in
Europol  tendering  procedures, unless other  bilateral or special  international
agreements in the field of public procurerment grant therm the right to do so. In case
there is no such agreement, or the agreement does not apply to the kind of contracts
put out to tender, tenderers of third countries are not entitled to participate, unless
otherwise explicitly allowed in the given calls published by Europaol;

The tenderers shall not be, at the time of a contract award procedure, in one of the
exclusion situations referred to in Articles 106 and 107 of the EU Financial Regulation.

Selection and award criteria

The eligible proposals/tenders will be evaluated against the selection criteria indicated
in each call. In general, there are three sets of selection criteria to be assessed which
are specified on a case by case basis in each tender procedure:

- Legal and requlatory capacity;

- Economic and financial capacity;

2 Commission Delegated Regulation (EUY No 1268/2012 of 29 Odober 2012 on the rules of application of
Regulation {EU, Euratormn) Mo 966/201Z2 of the European Pariament and of the Council on the finandal rales
applicable to the general budget of the Union,
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- Technical and Professional capacity.

¢ The tenders which meet the selection criteria are evaluated against the award criteria
indicated in each call. In general, the award criteria require the assessment of quality
and price.

3. Overview of the main procurement initiatives for year 2017:

Procurement initiatives are implemented either via existing (framework) contracts or via
tender procedures on the basis of the following outsourcing financing schem e:

I. Implementation of existing framework contracts through arder forms {including
specific contracts) or of direct contracts;
II. Other Procurements {mainly through call for tenders under open/restricted and

negotiated procedures),

A& summ ary of the main procurement initiatives is outlined in Table 1 below. It includes
generic information about the procurement initiatives performed in the previous year of
the current work programme as well as the initiatives planned for the following year.

& detailed overview of the procurem ent initiatives for YEAR 2017 is provided in Table 2
below. The table indicates the number of the main contracts (i.e, above EUR 15,000} in
force in 2017 and divided into two parts:

e Part & includes administration and general services-related procurement initiatives,
e Part B includes IT-related procurement initiatives,

The table also includes the indicative list of tender procedures to be initiated in 2017,
The list of tender procedures will be further detailed once more details on calls timing will
be available.

The table does not include the following data:

e tender procedures below EUR 15,000 {single offer procedures);

e exceptional negotiated procedures without publication of a contract notice initiated
under Article 134({1% of the Rules of Application;

¢ restricted procedures to be launched under existing {published) calls for expression
of interest;

¢ inter-institutional tender procedures launched by the EU  institutions, bodies
and/or agencies;

e tender procedures under framework contracts with reopening of competitions {i.e.
mini com petitions).

In addition, Europol will place orders for supplies, services, including IT consultancy
services either under Europol framework contracts or under framework contracts resulting
from inter-institutional tender procedures. These orders and the inter-institutional
framewark contracts are not reflected in the table below,

Interested economic operators are invited to consult regularly the Europal website for low
value and middle value procedures (between EUR 15,000 and the EU thresholds) and the
Official Journal of the European Union (for all tender procedures from the applicable EU
thresholds, currently at ELR 135,000 for services).
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Table 1: Summary of the main procurement initiatives

Table Cther initiatives and Estimated commitments in EURO Number of Expected
Code services {(main]) number of
contracts tender
procedures
Planned Reviewed Planned Reviewed Planned
value value value value value
(draft (budget
oLtrung 2017)
2016 2016 2017 2017 2018 2017 2017
PartA L) IR TIRGR 16,401,180 16,537,099 17,155,400 18,982,950 25,395,100 56 21
(non-ICT)
PartB Total ICT procurement 22,110,800 21,335,304 25,545,800 22,072,000 23,823,500 75 8
PartsAmp otalall procured 38,511,980 37,872,403 42,701,200 41,054,950 49,718,600 131 27
budget value
% of the Eurepol budget for 38% 37% 36% 36% 38%

procurement initiatives
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Table 2: Overview of the main procurement initiatives for 2017

TABLE PART A - Main procurement initiatives 2017 (Nen ICT-related activities)

List of running contracts in 2017
(Framework Contracts (FWC), Direct contracts or Other, such as Service Level Agreements, Memorandum of Understanding)
Main procurement initiatives val Contracts Tenders
alue
Category {=ervices, suppliesfgoods and other initiat ves) P Number of main Type of contracts tel?‘:n:;e:no;e
{categorised per budget headings) C""trazcasl‘;a“d in initiated by
EUROPOL
. . F¥C: 8
Staff-related expenditure, excluding salaries or .

Category Al allowances {medical services, training, etc.) 3,565,500 13 D‘rECt,' 1 0
Cther: 4
Building-related contracts, agreements, SLA and FywiZ: 9

Category AZ Mol (e.q. rent, energy, cleaning, maintenance, 5,964,550 14 Direct: 2 5]
furniture, security, hospitality, etc.) COther: 2
Warious administrative contracts (e.9, postal o5 FWC: 23

services, stationary, open source, library, catering, .

Category A3 A . 2,757,900 Direct: 2 14
lgr::scu)rance, publication, uniform, legal, PR items, (3 expire in 2017) Others O
. . FiZ: 2

Cateqary &4 ;rs;gl% hsute\s, interpretations, translabons, 6,605,000 4 Direct: 0 1
9 Cther: 2

Sub-Total Categery A 18,982 950 21
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Tentative detailed overview of tender procedures (nen-IT sector] to be initiated in 2017

Type of Procurement
initiatives

Subject

Indicative timeframe

Estimated budget in

Indicative time

Indicative time

Comments

(as divided in accordance Eure® frame for
with table above) frar?:i:i:;i::,e:der tender
completion
MNew intiative - Expected to be
. Ahove EU threshold initi ated jointly with the Host
Category A2 A Aud o Bauipment {around 3,000,000 out | Q12017 Q3.2017 State (The Hetherlands)
of 4 years) Indicative timefram e subject to
Host State planning
Technical consultancy on Ahove EU threshold
facilities management {unless split into 2 .
Category A2 services (incl. housing and separate procedures) Q12017 Q3.2017 Mew initistive
environm ental expertise) {around 135,000 / year)
. . Below EU threshold Procedure intially planned in
Category A2 External audit for cleaning {around 30,000 per 01.2017 032017 2016 postponed in 2017
services year New initiative
Abhove EU threshold Expected to be initiated jointly
- {around 2,500,000 out with the Host State (The
Cateqory A2 Energy (gas and electricity) of 4 years for electricity | Q2.2017 Q42017 MNetherlands) Indicative
services and around 60,000 out timeframe subject to Host
of 4 years for gas) State planning
Existing Contract expiry date:
Above EU threshald 26.02.2018
Category A2 Content & glass Insurance {around 250,000 out of | Q32017 Q1.2018 Europol may decide to use an
4 years) inter-institutd onal contract and
not a tender
Above EU threshold L R ]
Category A2 Move, storage and related {around 830,000 out of | Q42017 Qa.2018 Existing contract expiry date:
Services 24.08.2018
4 vears)
Mew initiative
Below EU threshold {unless single offer is used if
Categary 43 Rortal Radios {around 16,000) QL.an17 Q2.2017 total purchase is below EUR
15,000;
Category A3 Printed Access badoes Below EU threshold Q1.2017 Q22018 MNew initiative

{around 30,0001

2 Estirmated armounts provided for information only where available, Below EU threshold = below EUR 135,000; Above EU threshold = above EUR 135,000
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shove EU threshold Evisting Contract date:
Category A3 Catering Services {around 4,000,000 cut | Q3.2017 02.2018 HISEING LONtract expiry tate:
20.04.2018
of 4 years)
. Above EU threshold .
External legal advice and Several Existing Contracts
Category A3 court representation ia;z:r:sd) 170,000 out of | Q12017 Q2/Q3.2017 expiry date: MayJune 2017
Abhove EU threshold L s
Cateqory A3 Express Courier services {around 200,000 out of | Q12017 Q2.2017 E;ls&:énguiojfntract enpiry date:
4 years) T
Above EU threshald
Cateqory A3 Audio-visual productions {around 20,000 per Q12017 Q2.2017 MNew initiative
year)
. Procedure initially planned in
Consultancy services for Local | Below EU threshald !
Category A3 Staff Pension fund closure { around 60,000 Q1/02.2017 03,2017 2016 - pus_tpcmed in 2017
MNew intiative
Below EL threshold L .
Category A3 Uniform for security guards {around 150,000 out of Q1f02.2017 03,2017 E;ls&:éngoiujrrrtract expiry date:
4 year) e
. Above EU threshold
Category A3 Sg&ﬁq‘gﬂtal forensic {around 80,000 per 02,2016 03,2016 Mew initiative
year
Above EU threshold s s
Category A3 Car Insurance {between 135,000 and | 02 2017 Q42017 gi'slt:'znguigntra“ expiry date:
200,000 out of 4 years) e
Europal Duty Cars P
Cateqory A3 [acguisition or rental) Shove EU threshold Q12017 Q22018 MNew initiative
. Above EU threshold . .
Category A3 gft'ﬂ’;”’ and Office (between 300,000 ard | Q3.2017 Q1.2018 E;'Soté”goclg”tra'i expiry date:
e 400,000 out of 4 year) b=
. . Ahove EU threshold L .
Category &3 Sﬁ%ﬂ;g;ﬁ%‘?gsm and {betwesn 300,000 and | Q4.2017 Q2.2018 g;'soténgoclgma'i Expiry date:
400,000 out of 4 vear) Y
Below EU threshald
Cateqory A3 High-Level Gifts {around 134,000 out of | §2.2017 03,2017 MNew initiative
4 years)
Selection of external venues ?:fﬂzig%gargggolﬂit of
Category 44 and even management 4 yBars — am* ount Q12017 Q3.2017 Mew initiative
services e
subject to change)
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Annex X: Organisation chart
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