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SEmaT

Parlamentul Roméaniei
Senat

Bucuresti, 18 decembrie 2017

OPINIA SENATULUI ROMANIEI
referitoare la

Propunerea de REGULAMENT AL PARLAMENTULUI EUROPEAN SI AL
CONSILIULUI privind ENISA, ,,Agentia UE pentru securitate cibernetici™, de abrogare a
Regulamentului (UE) nr, 526/2013 si privind certificarea de securitate ciberneticd pentru
tehnologia informatiei si comunicatiilor (,,Actul privind securitatea cibernetici™)
-COM(2017) 477 final -

Senatul Rominiei a examinat  Propunerea de REGULAMENT AL
PARLAMENTULUL EUROPEAN SI AL CONSILIULUI privind ENISA, ,Agentia UE
pentru securitate cibernetici™, de abrogare a Regulamentului (UE) nr. 526/2013 si privind
certificarea de securitate ciberneticd pentru tehnologia informatiei si comunicatiilor
(wActul privind securitatea ciberneticd™) - COM(2017) 477 final, conform art.67, art. 14§
paragrafele (2) si (3) din Constitujia Romaniei si Protocolul nr. 2 anexat Tratatului de la
Lisabona, de modificare a Tratatului privind Uniunea Europeani si a Tratatului de instituire a
Comunititii Europene, semnat la Lisabona la 13 decembrie 2007,

Avind in vedere raportul Comisiei pentru Afaceri Europene din 7.12.2017, Plenul
Senatului, in sedinta din data de 18 decembric 2017:

(1) constata cd temeiul juridic al propunerii de regulament se intemeiazi pe prevederile
articelului 114 din Tratatl privind functionarea UE (TFUE), care se referd la apropierca
legislatiilor statelor membre Tn vederea realiziirii obiectivelor previzute la articolul 26 din TFUE,
si anume buna funcfionare a piejei interne.

(2) constati cii alegerea formei juridice este regulamentul, deoarcce ENISA a fost
instituitd printr-un regulament, acelasi instrument juridic fiind adecvat si pentru prezenta
propunere. De asemenea. datoritd rolului important jucat de agentie in crearea i gestionarea unui
cadru UE de certificare de securitate cibernetici, noul mandat al agentiei si cadrul mentionat
anterior sunt stabilite in mod optim in cadrul unui singur instrument juridie, regulamentul.

{3) constatd cd prezenta propunere de regulament respecti principiul subsidiariti{ii
deovarece. in contextul actual al ameningdrilor si riscurilor la adresa securitdtii cibernetice reiese
cil, pentru a spori rezilienja ciberneticd colectivd a Uniunii, actiunile individuale ale statelor
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membre ale UE §i abordarea fragmentara a securitaii cibernetice nu vor fi suficiente. Securitatea
ciberneticd a devenit o chestiune de interes comun pentru UE.

{4} constatd ci prezenta propunere respectd partial principiul proportionalititii.

Securitatea ciberneticd este o dimensiune a securitdtii in ansamblu, iar competenta si
expertiza cu privire la evaluarca securitatii apariin Statelor Membre. Intr-adevir, gestionarea
spatiului de libertate, securitate $i justitie este o competenti partajati intre Uniune si Statele
Membre (articolul 4 din TFUE), insd, avand in vedere impactul securititii cibernetice asupra
securititii nationale, aceasta {ine in multe privinte de suveranitatea nationala.

Din acest motiv, in ceea ce priveste cadrul european unic de certificare, sustine ¢a rolul
Statelor Membre 51, implicit al autoritdfilor nationale de certificare, nu ar trebui redus la unul
consultativ. Statele membre trebuie sa defind un rol consistent in noua arhitecturi a certificarii
securitafii cibernetice, data fiind §i expertiza pe care acestea o detin.

(5) apreciazd necesarid si oportunid revizuirea statutului si mandatului ENISA si se
salutd  acordarea unui mandat permanent acestei agenfii, care in contextul implementirii
Directivei NIS capati un rol mult mai important.

(6) susfine prezenta propunere de regulament, considerindu-se i aceastd inifiativa va
contribui la cresterea increderii utilizatorilor in piata digitald prin:  interesul manifestat in
asigurarea securitifii cibernetice, stabilirea obiectivelor strategice si actiunilor concrete menite sa
permiti obfinerea rezilientei, reducerea criminalitifii cibernetice, dezvoltarea politicii si a
capabilitatilor de apdrare ciberneticd, dezvoltarea resurselor industriale $i tehnologice.

(7) atrage atentia cu privire [a posibilitatea dezvoltarii capacititii operafionale a agentiei,
in conditiile in care schimbul de informatii intre state referitoare la incidentele cibernetice la
nivel european este preponderent voluntar.

(8) considerd ¢d sunt necesare clarificiri cu privire la textul normativ referitor la cadrul
european de certificare cibernetica. Un exemplu in acest sens este argumentatia retinutd la
paragraful 56 din preambulul propunerii:

“Comisia ar trebui si fic imputernicitd sa adreseze ENISA solicitarea de a pregiti
propuneri de sisteme pentru produse sau servicii TIC specifice. Pe baza propunerii de sistem
prezentate de EMISA, Comisia ar trebui s fie impurernicitd dupd aceea sa adopre sistemul
enropean de certificare de securitate cibernetica prin intermedinl unor acte de punere in
aplicare”

Desi certificarea la nivel european poate aduce beneficii din punctul de vedere al cresterii
increderii consumatorilor in produsele si serviciile TIC, aceasta poate fi un proces foarte
costisitor pentru producitori si furmizori care, in unele situafii, poate duce la cresterea
preturilor pentru consumatori, si este necesar si se precizeze clar cine si cum va reglementa
procesul de certificare.

(9) solicitid realizarca unei analize aprofundate la nivelul Consiliului Operativ pentru
Securitate Ciberneticd, instituit prin Strategia de Securitate Nagionald de Securitate Cibernetici a
Rominiei, in strinsa legaturd cu actorii pietei, cu privire la noile misur privind certificarea in
domeniul securitatii cibernetice,
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p-Presedintele Senatului
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The Parliament of Romania
Senate

Bucharest, 18" December 2017 . Courtesy translation

OPINION of the ROMANIAN SENATE

to the Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF
THE COUNCIL on ENISA, the .EU Agency for Cyber Security”, repealing Regulation
(EL) 526/2013 and on Cyber Security Certification for Information and Communication
Technologies (,,Cyber Security Act™)
= COM (2017) 477 final -

The Romanian Senate, pursuvant to art. 67, art. 148 (2) and (3) of the Romanian
Constitution and the Protocol no.2 annexed to the Treaty of Lishon amending the Treaty on
European Union and the Treaty on the Functioning of the European Union, signed in Lisbon in
13" December 2007, has examined the Proposal for a REGULATION OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL on ENISA, the EU Agency for Cyber
Security”, repealing Regulation (EU) 526/2013 and on Cyber Security Certification for
Information and Communication Technologies (,,Cyber Security Act™) - COM (2017) 477
final.

Having in view the report of the Committee for European Affairs from 7% December
2017, the Romanian Senate, issued on 18" December 2017 an OPINION, as follows:

(1) establishes that the legal basis of the proposal for a Regulation is based on the
provisions of Article 114 of the Treaty on the Functioning of the European Union ( TFEU), which
refers to the approximation of the laws of the Member States in order to achieve the objectives
set out in Article 26 of TFEU, namely the proper functioning of the internal market.

(2) notes that the choice of legal form is the regulation. since ENISA has heen set up
by means of a regulation, the same legal instrument considered appropriate also for this proposal.
Also, due to the important role played by the Agency in creating and managing an EU
framework for cyber security certification, the new mandate for the agency and the above-
mentioned framework are best set in a single legal instrument, the regulation.

(3) motes that this proposal for a regulation respects the principle of subsidiarity
because, in the current context of threats and cyber-security risks, it results that, in order to
increase the Union’s collective cybemetic resilience. the individual actions of the EU' member
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states and the fragmented approach to cyber security will not be enough. Cyber security has
become a matter of common interest for the ELL

{4) notes that this proposal partly respects the principle of proportionality.

Cyber security is a security dimension as a whole, and the competence and expertise on
security assessment belong to the member states. Indeed, the management of the area of
freedom, security and justice is a shared competence between the Union and the member states
{Article 4 TFEL), but given the impact of cyber security on national security, it s in many
respects a matter of national sovereignty.

For this reason. as regards the single European certification framework, it argues that
the role of the member states and, implicitly. of the national certification authorities, should
not be reduced to an advisory one. Member States should have a consistent role in the new
architecture of cyber security certification, given their expertise.

(5) considers necessary and appropriate to review the status and mandate of ENISA
and welcomes granting of a permanent mandate for this agency. which, in the context of the
implementation of the NIS Directive, has a much more important role to play.

(6) supports this proposal for a regulation, believing that this initiative will help to
increase users’ confidence in the digital market through: the interest expressed in ensuring the
cyber security, the setting of strategic objectives and concrete actions aimed at achieving
resilience, reducing cybercrime, the development of cyber defense policy and capabilities, the
development of industrial and technological resouwrces.

(7) draws attention to the possibility of developing the operational capacity of the
Agency, as the exchange of information among states concerning the cyber incidents at the
european level is predominantly voluntary.

(8) considers that clarification is needed regarding the regulatory text concerning the
European Cyber Certification Framework. An example in this respect is the argument set out in
paragraph 56 of the preamble to the proposal:

~The Commission should be empowered to address ENISA the request to prepare
proposals for systems for specific ICT products or services. On the basis of the ENISA system
proposal, the Commission shouwld be empowered afterwards to adopt the Euwropean Cvber
Security Certification Svstem by means of implementing acis ™,

Although certification at European level can benefit from increasing consumer
confidence in ICT products and services, this can be a very costly process for manufacturers
and suppliers, which in some cases, can lead to higher prices for consumers, and it is
necessary to clearly specify who and how it will regulate the certification process.

(9} calls for an in-depth analysis at the level of the Cyber Security Operational Council,
established through the National Cyber Security Strategy of Romania, in close connection with
the market players, regarding the new measures concerning the certification in the field of cyber
security.
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p.President of the Senate

p
lulian-Cfaudiu MANDA

—

5227/18 MKJsl 6
DG D2 EN/RO



		2018-01-11T14:05:48+0000
	 Guarantee of Integrity and Authenticity


	



