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Dear Mr President,
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December 2000 on the protection of individuals with regerd to the processing of data by the
Community institutions and bodies and on the free movement of such data, and in particular its
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- an Opinion on the First reform package on the Common European Asylum System
{Euredac, EASO and Dublin regulations).
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The European Daia Protection Supervisor (EDPS5) is an independent insiinution of the ET,
responsible under Article 41¢2) of Regulation 452001 “With respect fo the processing of
personal data... for ensuring that the findamental rightz and freedoms of natural persons, and
in particular their right fo privacy, are respected by the Community insiitufions and bodies’,
and .._for advising Communily instituiions and bodies and dafa subjects on all matters
concerning the processing of personal daia’. Under Article 2812} of Regulation 43/2001, the
Commission is required, ‘when adopting a legislative Propesal relating fo the protection of
individuals ' rights and freedoms with regard fo the processing of personal data...”, fo consuli
the EDPS.

He was appoiniad in December 2014 together with the Assistant Supervisor with the specific
remit af being constuctive and proactive. The EDPS published in March 2013 a five-year
strategy sefiing out how he intends fo implement this remit, and toe be accountable for doing
50.

This Opinion relates to the EDPS" mission fo advise the EU institutions on the data protection
implications of their policies and foster accountable pelicymaking - in line with Action 9 of the
EDPE Strategy: Facilitating responsible and informed policymalking” The EDPS considers
that compliance with data profection requiremenis will be key to the success of the renewed
Smart Borders Package and the exchange of mformation on entries and exits of third couniry
nafonals through the Enfry/Exit System.

2|Page
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Exzecutive Summary

The establishment of an Entry/Exit System (EE3) that will record entries and exits of third
couniry nationals cn the termitory of the European Union has been envisaged for a long time by
the EU legislator. The Commission adopted three proposals as part of the first Smart Borders
Package in 2013; the co-legislators expressed serious concemns and the package did not reached
a consensus. Then the Commission launched a Proof of Concept exercise in response to those
concems, and released this year a second Smart Borders Package now composed of two revised

proposals.

The EDPS has carefully analysed these proposals and issues recommendations with a view to
assist the legislator so as to ensure that the legal framework applicable to the EES scheme will
be fully compliant with EUJ privacy and data protection law, in particular Arficles 7 and 8 of
the EU Charter of Fundamental Rights.

The EDPS recosnises the need for coherent and effective mformation systems for borders and
gecunity. These proposals come at a cmicial moment when the ETUT 15 confronted with semous
challenges in thiz area. However the EDPS underlines the sismificant and potentially mtrmsive
nature of the proposed processing of personal data under the EES, which mmust therefore be
considered under both Articles 7 and 8 of the Charter. Wecessity and proportionality of the EES
gcheme are to be aszezsed both globally, taking mto consideration the already existing large-
geale IT systems m the EU, and specifically. in the specific case of these third country nationals
who are lawful visitors of the EU. The EDPS notes that EES data will be proceszed for two
different purpozez, on the one hand for border management and facilitation purposes and on
the other hand for law enforcement purposes. The EDPS strongly recommends clearly
mfroducing the difference between these objectives throughout the 2016 EES Proposal itself,
as these purposes entail a different impact on the nghts to prvacy and data protection.

While he welcomes the attenfion to privacy and dafa protection concems previously expressed
and the improvements m the revised proposals, the EDPS raises serious concems as regards
several aspects of the EES Proposal that should be better justified, or even reconsidered by the
legslator, m particular:

- the five years retenfion period of EES data. The EDP5 notes that the need for keeping
overstayers” data for five years should be better demonstrated, and that a retention penod of
five years for all personal data stored in the EES appears to be disproportionate;

- the collection of the facial image of visa-required travellers, whose facial image 15 already
stored in the VIS;

- the need for access to EES data by law enforcement authonties, which 1s not sufficiently
supported by convincing evidence;

- the prerequsite for a data subject fo provide fingerpnnts when exercising his’her nghts of
access, comection and'or deletion of hus'her personal data which could be an important obstacle
to the effective exercise of these nghts.

The Opimon further provides additional recommendations m terms of data protection and
privacy that should be taken in consideration in the legislative process, mchuding the secunty
of the system.
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THE ETVROPEAN DATA PROTECTION SUPERVISOR,

Having regard to the Treaty of the Fumctioning of the European Union, and in particular Article 16
thereof.

Having regard to the Charter of Fimdamental Fights of the European Union, and in particular
Articles 7 and 8 thereof,

Having regard to Directive 95/46/EC of the European Parliament and of the Council of 24 October
1905 on the protection of mdividuals with regard to the processmg of personal data and on the free
movement of such data’,

Having regard to Fegulation (EC) No 45/2001 of the European Parliament and of the Cowuneil of
18 December 200{0 on the protection of mdividuals with regard to the processmg of personal data
by the Commumity institutions and bodies and on the free movement of such data”, and in particular
Articles 28(2), 41(2) and 46(d) thereof,

Having regard to Council Framework Decision 2008/977/THA of 27 November 2008 on the
protection of persm:ml data processed mn the framework of police an-:l Judicial cooperation in
criminal matters’,

HAS ADOPTED THE FOLLOWING OPINION:

1. INTRODUCTION AND BACKGROUND

1. The Commission first announced its intention to buld a Ewropean Entry/Exat System m
order to confrol entries and exits of third country nationals on the termtory of the European
Union m 2008 At that time the EDPS first gave his preliminary comments® on the idea and
then highlighted specific issues in an Opinion of July 2011%. The Commission further
elaborated its views in a Communication’ entitled ‘Smart borders - Options and the way ahead
of October 2011, on which the Article 29 Working Party provided comments®. The EDPS also
gave input in 2 joint round table with vanious stakeholders®.

2. In Febmary 2013, the Commission adopted three proposals as part of the first Smart
Borders Package: a proposal to build and Entry/Exit System'® (hereinafter "the 2013 EES
Proposal™), a propesal to establish a Fegistered Traveller Programme’! (hereinafter "the 2013
RTP Proposal”) and a proposal amending the Schengen Border Code'” to introduce these
changes accordingly. The Package immediately faced cniticisms from both co-legislators due
to technucal, operational and cost concerns, as well as important data protection concemms. The
same year, the EDPS provided his first concrete recommendations on the three proposals in the
form of an Opinion'*. The Article 29 Working Party alzo issued an Opinion'*, to which the
EDPS contmbuted, which questioned the necessity of the Entry/Exat System as such.

3. Early 2014, mn response to those concems, the Commission announced the launch of a
Proof of Concept exercise consisting of two steps: first a Technical Study’® and a Cost Study'®
to 1dentify the most suitable options and solutions to implement Smart Borders, followed m the
course of 2015 by a Pilot Project'” led by the European Agency for the operational management
of large-scale IT systems in the area of freedom, security and justice (hereinafter "eu-LISA™)
in order to test the different options identified. In parallel, the Commission launched a three-
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month public consultation'® in July 2013 to collect views and opinions from citizens and
organisations, to which the EDPS also contributed'®.

4. On 6 Apnl 2016, the Commission released a second Smart Borders Package®®. This time,
only one system 15 proposed: the Entry/Exit System (heremafter "the EES"). The Commission
decided to revise its 2013 EES Proposal and the 2013 Proposal amending the Schengen Borders
Code, but to withdraw its 2013 ETP Proposal. Today's Smart Borders Package 1s composed
of:

+ a3 Communication cn 'Stronger and Smarter Information Systems for Borders and
Secunity'™!;

+ 3 Proposal for a Fegulation of the European Parhament and of the Council estabhishing
an Entry/Exit System to register entry and exit data and refusal of entry data of third
country nationals crossing the external borders of the Member States of the European
Union and determimng the conditions for access to the EES for law enforcement
purposes and amending Fegulation (EC) Mo 7672008 and Fegulabon (EU) Mo
1077/2011* (hereinafter "the 2016 EES Proposal"); and

+ a Proposal for a Regulation of the European Parliament and of the Council amending
Regulation (EC) 399/2016% as regards the use of the Entry/Exit System®* (hereinafter
"the 2016 Proposal Amending the Schengen Borders Code™).

5. Inaddition, a detailed Impact Assessment* accompanies the two proposals.

6. The Smart Borders Package has gained new momentum following the current migration
crisis and recent termorist attacks im Ewrope. The Dutch Presidency and the Slovakian
Presidency ammounced that they plan on working intensely on the Package with a view to
reaching a political agreement by the end of 20165,

7. The EDPS welcomes that he has been consulted informally by the Commission before the
adoption of the new proposals. He also welcomes the good cooperation?” between DG HOME
and the EDPS throughout the process of renewing the first Smart Borders Package.

2. AIM OF THE PROPOSALS

8. The proposed EES comes at a crucial moment when the EU is confronted with senous
challenges for its border control and its secunity. It will complement existing EU large-scale IT
systems concerning ayshum seekers and visa applicants. In this context, the 2016 EES Proposal
aims to improve the management of the EU external borders and reduce uregular immigration
by addressing the phenomenon of ‘overstaying™*®. Looking at stamps in travel documents is
currently the sole method available to border guards and migration authorities to calculate the
duration of stays of third country nationals and venfy if they have overstayed. To flus aim, the
Proposal will apply to third country nationals who legally enter the EU. The EDPS understands
that the circumstances of third country nationals™ entry in the EU will determine if their data
are stored in the EES or in the Eurodac database: those who enter legally through an official
border crossing pomnt and are admutted for a short stay (1.e. maxmum M) days n any 180 day
penied) in the Schengen area will have their data registered in the EES, while third country
nationals who seek asylum or illegaly enter the EU or have illegaly entered and are found
within the EU, will have their data registered in Euredac. The EES system will collect their
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personal dafa, including biometnc data, and register the ime and place of their entries and
exits. The system will also record refusals of entry.

9. In addifion, the proposed EES mtends to conimbute to the prevention, detection and
mvestigation of terrorist offences or of other semous cnminal offences, and serve as an
identification tool and an intelligence tool.

10. The main changes introduced by the 2016 EES Proposal compared to the 2013 EES
Proposal include an mmcreased data retention pened of five years for all EES data, access by
law enforcement authonties from the start of operation of the system, specification of the
biometnic identifiers used and mnteroperability with the Visa Information System (hereinafter
"the VIS") through a direct communication channel between both databases.

11. The 2016 Proposal Amending the Schengen Borders Code has the aim fo introduce the
technical changes that result from the 2016 EES Proposal mto the Schengen Borders Code, In
particular the recording in the EES of refusals of entry of third country nationals, the fall-back
procedures for the EES and the interoperability between the EES and the VIS. The 2015
Proposal also infroduces the new possibility for Member States to create national facilitabon

programmes on a voluntary basis.

3. ANALYSIS OF THE PROPOSALS

I. Impact of the EES on privacy and data protection

12, In hight of the serious migratory challenges faced by the EU, the EDP5 recogmses the need
for the EU to take action. However, such action must be fully respectful of the EU legal
framework. The proposed EES scheme will relate to third country nationals who are lawfil
visitors. The legislator has to consider, among others, their fundamental nghts to povacy and
data protection enshrined i Articles 7 and 8 of the EU Charter of Fundamental Rights
(hereinafter "the Charter”) both of which apply because the EES scheme will involve the
significant collection, storage and use of personal data conceming them.

13. In prnciple, such processing 1s compatible with the fundamental nghts protected by the
Charter if i1t complies with the conditions laid down n Article 52(1) thereof; limitations must:
=  be provided for by law,
= respect the essence of the right,
+ genuinely meet objectives of general interest recogmised by the Union, and
= once proved necessary, comply with the principle of proportionality.

14. Necessity and pmpnrtinnalit_', of this scheme are fo be assessed both globally, taki.ug mto
consideration the already existing large-scale IT systems in the EU, and specifically, mn the
specific case of these third country nationals legall"r visiting and entening the EU. The EDPS
would first like to stress that from the point of view of Articles 7 and 8 of the Charter the
processing of personal data under the proposed EES will entail is significant and
intrusive, taking into consideration the number of persons affected by this scheme, the type of
information processed, the means used to process such information and the different purposes
pursued, as explained below.
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15. First, the EES will cover all entries and exits of third country nationals®™ coming in or
going out of the temtory of the EU, and thus concems millions of mdividuals each year.
According to the Commission itself, the total number of regular border crossings is expected
to rise to 887 million in 2025, of which around one-third will be by third couniry nationals*.
The sheer volume of personal data that would be processed throngh this system will make of
the EES one of the largest European databases. In thus regard, the EDPS welcomes that the
20146 EES Proposal aims at reducing the amount of personal data processed, m line with the
data minimisation principle: a maximum of 26 data items per persen is expected to be recorded
in the EES*! (instead of the 36 data items foreseen in the 2013 EES Proposal®).

16. Second, the EES 15 expected to lead to the fingerprinting of third country nationals and the
capture of their facial image upon entry, thus significantly expanding the amount of biometric
data already held by the EU in existing databases such as Eurodac, the Schengen Information
System (heremafter "the 5IS") and the VIS. Biometnc data are of a peculiar nahire and
consldered more delicate as they are unequivocally linked to one mdividual, whose body 13
made "readable™? The EDPS takes note of the need to use biometrics in order to ensure higher
assurance of the identity of third country nationals crossing the EU borders. Nonetheless, due
to their very nature, processing of biometric data implies a more serious interference and
therefore requires ensuring a lugher level of data protection.

17. Third, the EDPS also notes that following the Pilot Project led by eu-LISA. the 2016 EES
Proposal provides for a reduced number of biometric data to be stored. Based on the findings
of this Pilot, the 2016 EES Proposal proposes the enrolment of four fingerprints plus the facial
mmage considerad fo be enough for verification and identification purposes (while the 2013
EES Proposal relied on ten fingerpnnts without facial image). However, the EDPS points out
that a lower number of biometric data 15 not necessanly synonym of a lower interference as the
Proposal provides for the collection of a combination of two types of biometric data, thus
allowing the use of both fingerprint matching software and facial recognition software to
quickly process and sift through the data stored.

1%, Finally, the mpact of the EES will be twofold as EES data will be processed both for
border management and facilitation purposes and for law enforcement purposes.

II. Objectives of the EES

19. In the Explanatory Memorandum to the 2016 EES Proposal™, the Commission states that
the EES will pursue three general objectives:

1) addressing border check delays and improving the quality of border checks for third
country nationals (*facilitation’),

2) ensunng systematic and reliable idenfification of so-called ‘overstayers™ (“border
management’),

3) supportng the fight against terronism and senous crime and wltimately conmbubng to
a higher level of internal secunty (“law enforcement”).

20. The EDPS notes that objectives 1) and 2) are often referred to as "the fwo primary
objectives of the EES™" in the Impact Assessment accompanying the 2016 EES Proposal, while
access to EES data for law enforcement purposes 1s referred to as a "secondary objective ™ of
the scheme. However, this difference is not reflected in the text of the 2016 EES Proposal,
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neither in its articles nor m its recitals. On the contrary, the 2016 EES Proposal put these three
general objectives at the same level m Article 1 of the Proposal, which defines its subject
matter, and m Arficle 5, which hsts twelve specific purposes for collecting, storing and
accessing EES data. The EDPS strongly recommends clearly introducing this difference
between the objectives throughout the 2016 EES Proposal itself.

21. The EDPS understands that the EES system will be pnmanly created for border
management and facilitation purposes, with a potential access to EES data for law enforcement
purposes. Therefore, the present Opimion will analyse consecutively the setting up of the EES
for border management and facilitation purposes as the two primary objectives of the system
in Section I, and the access granted to law enforcement authonties to this border control tool
as a secondary objective In Section IV.

ITI. Border management and facilitation

22, The EDPS acknowledges that the EU 15 presently facing mereasingly serious nugratory
challenges, and notes that the 2016 EES Proposal is part of a more global EU policy on border
control and migration management. An assessment of the effective impact of the EES on this
policy together with all the relevant large-scale IT systems already available in this area such
as Euredac, 515 and VIS, which will also be further developed in the near future, 15 needed.

23, The EDPS welcomes that the Conmission has paid attenfion to pnivacy and data protection
concems previously expressed as regards the EES, and has taken the time to gather and produce
moTe decumentation in support of the creation of this system and the policy cholces made in
the second Smart Borders Package throngh varous exercises such as the Pilot Project led by
en-LISA  the FEA Survey, the Public consultafion and a thorough Impact Assessment
accompanying the 2016 proposals. Although evidence is not always fully comprehensive®”,
there do appear to be sufficient elements to justify the sethng up of the EES for the purposes
of border management and facilitation.

24, Given the wide- ra.ugng ]II].[:IE.EIZ on privacy and data protection that would anse from the
proposed EES scheme™, it is important that the future EES Regulation fully meets the
proportionality requirement set by Article 32(1) of the Charter mn case a review by the CJEU
were to take place. Even if considered necessary, it should be better demonstrated that the
benefits of buldmg an Entry/Exit System outweigh the mirusion m the pnvacy of all third
country nationals. The CJEU provided gwidance in the Digital Rights Ireland judgment
delivered in joined cases C-293/12 and C-594/12** (heremafter "the DRI Rulmg"} The EDPS
has taken note of the Proporticnality test camied out by the Commission in the Impact
Assessment™.

25, The EDPS has comments on two mam aspects of the 2016 EES Propesal that are directly
related to the proportionality of such a scheme for border management and facilitation purposes
{sections IT1.1 and ITT.2). The EDPS has additional recommendations regarding specific aspects
of the 2016 EES Proposal (section III.3), which he mvites the Commission to consider.

ITT.1 Data retention for five vears

26. When choosing the data retention peried, EU data protection standards call for a penod of
time as short as possible. Fecital 25 of the 2016 EES Proposal rightly states that "The personal
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data stored in the EES should be kept for no longer than is necessary for the purposes of the
EES". The Proposal now* provides for an increased retention period of five years for all entry
and exit records of all flurd country nationals following the date of the exit record (Article
31(1)), and five years and one day for individual files* "following the date of the last exit
record if there is no eniry record within five years firom that last exit record ™ (Article 3102)).
In addition, the 2016 EES Proposal provides for one nunor exception in Article 31(4) as regards
entry/exit records of non EU family members of EU citizens, which will be kept for one year,
while their individual files should be kept for the same penod of five years.

27. The EDPS first points out that, given the starting date of the retenfion penod for mdividual
files laid down in Article 31(2), third country nationals who travel to the ETT at least once every
five years will have their persomal data, including their facial image and four of their
fingerpnints, stored m the EES not solely for five years but on a more permanent basis. Indeed
if they travel again to the EU within less than five vears, thewr personal file will not be deleted
but mstead kept for ancther peniod of five vears fu]lnumg their exit of the EU termtory.

22, The EDPS would like to draw the attention of the legislator on the need to fully justifs
the proportionality of a retention period of personal data for five vears, in view of the
objective of reducing border check delays and improving border checks for thurd country
nationals, and of the ebjectrve of 1dentifymg overstayers.

20 Indeed, the 2016 EES Proposal should meet the requirements laid down by the Court
in the DRI Ruling. In this regard, the CJEU held that "the determination of a period of
refenfion must be based on objective criteria in order to ensure that it is limited fto what is
strictly necessary™. The EDPS takes note of the fact that a period of five years would
comespond to the average duration of passports’ validity delivered by third countries, as well
as to the maximum length of validity of multiple-entry visas, as referred to in the Impact
Assessment™ accompanying the proposals. However, the fact that the chosen retention period
15 aligned to those of other existing systems such as the VIS does not per se justify this choice
as proportionate.

30. The Proposal also provides for the advance deletion of the mdividual file and entry and
exit records before the end of the chosen period, in the case where the person concerned has
acquired the nationality of or a residence permit from an EU Member State®* (Article 32(6)).
The EDPS welcomes that the Proposal specifies the Member State responsible for the deletion,
and that such deletion should take place “without delay”. Howewver, the EDPS suggests
specifying the notion of “without delay™ mn connection to the deletion of retaimed data that have
become excessive and are no longer necessary for the purpoeses of the EES.

31. In the specific case of overstayers, Article 31(3) of the 2016 EES Proposal provides for a
data retenticn period of five years following the last day of the authorised stay (similarly to the
2013 EES Propozal®). However, the recitals of the current Proposal do not bring any additional
justification of such a need compared to the former Proposal®’, despite EDPS™ previous
recommendations to the legislator to better justify in a recital of the EES Propoesal the need for
keeping overstayers’ data for such a long penod of ime or fo limit this peniod in a substanfive
manner*”,

32. In additon, the 2016 EES Proposal provides that the future system will automatically

inform the relevant Member State three months m advance of the scheduled deletion of data
conceming overstayers in order to allow the adoption of appropnate measures (Arficle 31(3)).
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In this regard, the Explanatory Memorandum of the EES Proposal explains that data conceming
overstayers who have not been found at the end of the five years retention peniod could possibly
be recorded as an alert for refusal of entry in the SIS following a national decision®. However,
the adoption of appropniate measures, including the creation of an alert in the SIS, could take
place earlier than five years fcullclwing the identification of a third country national as
OVerstayer.

33. The EDPS therefore stll fails to understand the need for keeping these data for such
a long period of time for the purpose of identifving overstavers, and asks the legislator to
justify this period and/or to reduce it to ensure that is imited to what is sirictly necessary.

III.2 Data collected

34. The 2016 EES Proposal provides for the collection, storage and use of alphanumeric data
and biometnc data concerming third country national entening and exiting the EU. as detailed
in Articles 14 to 18. The EDPS welcomes that the Proposal reduces the overall amount of
personal data from 36 to 26 data items per individual, as well as the number of fingerprints™
processed from ten to four for visa- E.‘KEIII[ITEd third country nationals {Article 15(1)). For visa-
reqmred third country nationals, the facial image will be the only biometric 1dentifier enrolled
in the EES (Article 14({1}) since their ten fingerprints are already stored in the VIS. Cellection
of ten fingerprints would be typically inked to the pursuat of law enforcement purposes.

33. However, the EDPS questions the need to store facial images of visa-required third country
nationals in the EES, while their facial image is already stored in the VIS. The EDPS takes
note of the cbservation in the Impact Assessment that to date "a visa holder cannot be searched
in the VIS on the basis of his'her picture™', but questions why the VIS cannot be used to the
full for both EES and VIS functionaliies. The EDPS asks for justification of the need to
store facial images of visa-required third country nationals in the EES. The consequence
of this requirement will be that visa-required third country nationals will have their facial
image stored twice in two different databases that will be interconnected. In the absence
of a convincing justification for storing the facial images in two different databases, the
EDPS recommends removing the facial image from Article 14(1) of the Proposal so that
the EES will rely on both the fingerprints and the facial image already stored in the VIS
for visa-required third country nationals, in order to aveid duplication of biometric data
in EUIT svstems and limit the collection and storage of data in the EES to what is strictly
necessary.

36. Finally, Article 13 of the 2016 EES Proposal envisages several cases in which it would be
iﬂlpnssihle to take third country nationals’ ﬁ.ugﬂpﬂms due to legal reasons (e.g. the mdividual

is under the age of 12} or factual reasons (e.g. missing hand or fingers, damaged fingertips).
Article 15(3) describes the situation where it is physically mmpossible to take a third commfry
national's fingerprints. Some of these situations may be of temporary nature and would
typically be linked to a medical condition. The process descnbed m Arhicle 13(3) enhtles the
border authonties to request further clanfication on the grounds for the temporary impossibility
to provide fingerprints. However, there 15 no further explanation on what happens fo the data
collected, neither regarding where, how and for how long that data is stored, nor regarding how
that data may be used and how that dafa 15 secured. The EDPS recommends that Article
15(3) be amended so as to specify what information may be collected. stored and used by
the border anthorities.
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IT.3 Additional recommendations on the Proposals

a) Biometric data

37. The 2016 EES prowvides for the collection, storage and use of biometnc data of thuord
country nationals: the facial image only for wisa-required travelers (Article 14(1)) and a
combination of four fingerpnints plus the facial image for visa-exempted travelers (Arhicle
13(1)). The EDPS welcomes the justification for the particular use of biometric data included
in recital 10 of the 2016 EES Proposal itself, as well as throughout the Impact Assessment
accompanying the Proposal’>. The EDPS recognised at several occasions the advantages that
could be provided by biometrics, but he always stressed that, given their very nature, these
benefits would be depﬁndent on the application Dfl]lﬂIE stringent safeguards™ Any error of
the system could have important adverse consequences™ on third country nationals whose data
will be in the system.

38, Any proposed system requnng the processing of biometric data should be accompanied
by sufficient guarantees and safeguards in order to ensure the effective protection of data stored
against the nsk of abuse, mistake, unlawful access and use of these data. These guarantees and
safegnards move the pendulum towards more proporbionality. The EDPS already
recommended implementing a non-exhaustive list of safeguards for automatically processing
biomeitric data through the EES, in order fo aveid that third country nationals cammy the burden
of imperfections of the system, e.g. in case of failure to enrol or error of the system in the use
of biometrics™.

39. The EDPS welcomes the impact assessment on findamental nghts camed out by the
Commission™, which focuses on the impact of the future EES on Article 7 and 2 of the Charter
and addresses the relevance of biometnc data in this comtext and the reasons behind the
biometric identifiers chosen in the Proposal. However, the EDPS regrets that this document
does not include an analysis of the impact of errors and failures of the biometric matching
technology on third country nationals.

40. Article 33 of the 2016 EES Proposal rightly identifies the need to have high quality
fingerpnints. However, the quality of facial images when not taken from the electromc Machine
Eeadable Travel Document (eMETLY) (1.e. passports) 15 not addressed, althnugh the quality of
facial 1 mages 15 of paramownt importance. The EDPS thus recommends that, in Article 14,
a provision is added providing that in cases where facial images are taken live, a minimum
quality level is required for these pictures. Furthermore, _-‘Lrlitle 33 should specify that
the Commission will provide, by way of implementying measure, detailed information on
how to reach this necessary guality level for facial images taken Live.

41. The EDPS also welcomes that Arhcle 19 of the 2016 Propoesal provides for fall-back
procedures in case of a techmical impossibility to enter data in the Central system or in case of
failure.

b) Secustty of the system

42 Secunty of a system as described in Article 6 of the EES Proposal, which is spread across
multiple enfifies {a central vt at en-LISA and a National Uniform Interface (INUT) in each
Member State) can only be achieved by taking a helistic view on the system, i.e. not limiting
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oneself only to the securnity of the central umit but taking mto account all other parts of the
system and all users of the system. Furthermore, the security of the proposed EES system will
be impacted by the secunty of other interconnected systems such as the national border
infrastructure of each Member State.

43. The secunity measures taken on the system (central unit and NUT), meluding obligations
of the users i the Member States, must be aligned as weakened secunty on any part of the
system would affect the security of the system overall. For example, a security incident on one
part of a national border infrastmehire connected to a NUI mught affect the secunty of the
central unit of the EES.

44 Although Article 39 of the 2016 EES Proposal lays down security responsibilities for eu-
LISA and the Member States, there 15 no menfion of the need to ensure this alignment of
security efforts across the board. The EDPS recommends that Article 39 provides for this
strong need for coordination between eu-LISA and Member States with regard to
ensuring security. This alignment of security should be based on a proper information
security risk management process that encompasses all elements of the mew system,
including the parts under the responsibility of the Member States.

45. Article 6ic) mentions the need to have a "Secure Communication channel between the EES
Ceniral System and the VIS Central Sysiem” but Article 6(d) does not specifically mention
security for the "Communication Infrastructure between the Central System and the National

r{farm Interfaces”. The EDPS recommends changing the text of Article 6(d) to "a secure
Communicanen Infrastructure between the Central System and the Nanonal Uniform
Interfaces ™.

46. Article 34 descibes the development and operational management responsibilities for the
Central System, the National Uniform Interfaces, the Commumication Infrastructure and the
Secure Communication chanmel between the EES Ceniral System and the VIS Central System.
However, Article 34 does not address security. It does not address privacy either. The EDPS
submits that any new system, and any major change to an existing system (in this case, the
WI5) can only be professionally achieved by:

- following a proper securnty process which meludes a detailed analysis of the nsks, and
- following Pnvacy by Design and by Default principles.

47. The EDPS recommends adding the following requirements to Article 34:

- performing a risk assessment as part of the development of this new system:

- following Privacy by Design and by Default principles in the whole lifecycle of the
system development;

- updating the nsk assessment for the VIS fo take mfo account the new connection with
the upcoming EES, and following up by implementing the additional security measures
highlighted by the updated nisk assessment.

¢l Secunity of the web service

48. The EDPS understands the need to provide information to third country nafionals in order
for them “to verify af any moment the remaining authorised length of stay”, as well as the fact
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that camers would need to "verify whether or not third country nationals holding a single or
double entry visa have already used the visa". Pursuant to Article 12 of the 2016 EES Proposal.
this would be achieved via a so-called secured internet access to a web service hosted by eu-
LISA. However, from a secunty perspective, there are msufficient details in the 2016 EES
Proposal as to the specific measures to ensure secunty of the personal data held within this web
service and the specific allocation of responsibiliies to ensure the security of the personal data
mn this web service, including when the personal data have been extracted and stored by the
CAITIETS.

49. The EDPS understands that en-LISA will be responsible for the security of the web
service, the security of the personal data it contains and the process to get the personal
data from the central system into the web service, and should thus be considered as
controller as regards these issues. The EDPS recommends to clearly specify these
responsibilties in the 2016 EES Proposal. The specific secunty needs should be the outcome
of an mformation secunty nsk assessment performed by eun- LISA. This information secunty
risk assessment should be updated on a regular basis. Eu-LISA should also be responsible for
the proper implementation and menitoning of secunty controls defined as an outcome of the
nsk assessment.

50. The EDPS also has concems with regard to the secunty of the personal data once the
camers have extracted them from the web service as there are no indications of their
responsibility towards the security of these data. Article 33(1}g) refers to implementation
measures that the Commission would need to adopt prior to the development of the new system
with regard te this web service; those implementation measures could be an opportunity to
Impose “the need for some level of secunity on the personal data once it 1s exiracted by the
CAITIETS.

51. Another secunty issue of this web service relates to how third country natienals and
carmiers would authenficate to the web service in order to request information. The
authentication to the web service would be achieved by:

- for third country naticnals: providing the data listed in Article 14(1Nk). 1.e. the type.
number and three letter code of the 1ssung country of the travel document or documents
(Article 12(1});

- for cammers: providing the data listed in Article 14{1}d), 1.e. the short stay visa shcker
number, including the three letter code of the 13suing Member State, the type of visa,
the date of end of maximum duration of the stay as authonsed by the visa which needs
to be updated at each eniry and the date of expiry of the validity of the visa, if applicable
(Article 12(2}).

. With regard to third country nationals, authentication to the web service (only providing
tj,'pe number and three letter code of the issning country of the travel document or documents)
may be weak; an a third party might just attempt to enter properly formatted data in the web
service with the hope of confirmung the link between a third country national of interest and
his'her travel document details, and then get mformation on the third country natonal
authonsed length of stay. Additional pieces of information should be requested to the third
country national using the web service in order to mcrease the difficulty of this type of attack
on the web service whilst at the same time increasing the assurance that the person entering the
request for a specific set of data 15 indeed the third counfry national concerned. For example,
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requesting the date of birth in addition fo the type, mumber and three letter code of the 1ssung
country of the travel document or documents could be such a piece of information However,
determiming exactly which additional pieces of information to request for a proper
authentication of third country nationals should be one of the results of the nsk assessment
recommended in paragraph 49 above.

33. As camers would have access to data of a wide mumber of third country nationals, it is
necessary to ensure that only authonsed staff members working for the cammers get access to
the web service. Thus, a proper authenfication scheme, not linked to third counfry nationals’
data, should be set up (eg using login and password, token). The appropnate level of
authentication should be determuned based on the nsk assessment mentioned previously.
Furthermore, proper traceability of carmer requests to the web service should be ensured
ilogging) so as to hold them accountable if misuse of the web service 1s detected.

d) Interoperability between the EES and the VIS

34. The 2016 EES Proposal bulds 'interoperabihity’ between the EES and the VIS from the
start, or more specifically ‘interconnectivity’ between the two systems. The Commission
considers the mierconnectivity of information systems as one dimension of interoperability and
defines it as the fact that "different systems or databases are able ‘to talk fo each other’
technically™’ . Interconnectivity between the fiture EES and the existing VIS is a first step
towards a long-term objective of the Commission, which was announced in the Commmumnication
on "Stronger and Smarter Information Systems for Borders and Secunty’ included in the second
Smart Borders Package: to improve interoperability between existing and foture EU
information systems for border management and security.

33, The 2016 EES Proposal entrusts eu-LISA with the establishment of a direct
comnmmication channel between the central systems of both databases, allowing for direct
consultation in-between these two systems (Article 7). The EES and the VIS will share the
same technical features and a commeon biometnc matching system. As a consequence, border
authonties using the EES will also be able to consult the VIS for specific purposes defined in
Article 7(2) of the 2016 EES Proposal, while visa authonties using the VIS will be able to
consult the EES for specific purposes defined mm Article 7(3). Article 35 of the 2016 EES
Proposal also amends the VIS Fegulation mn order to ensure the inferoperability between the
two systems.

36. The Commission states that "This will reduce the duplication of personal data processing
in accordance with the ‘privacy by design’ principle™®. Concretely, fingerprints of visa holders
already stored in the VIS will not be stored once more in the EES, but mstead the EES will re-
use fingerprints of the VIS for the purposes of the EES avoiding that visa holders' fingerprints
are stored twice, once in each system. The EDPS wonders why the same cannot be achieved
with‘gthf facial images of visa required third country nationals, which are already stored in the
VIS=.

57. The EDPS is not prima facie against the interoperability of European large scale IT
systems as long as full comphance with findamental nghts is ensured. He emphasises,
hurwever that by deing so the nsks of m.ﬁmgement of data protection prnnciples, and m
particular of the purpose imitation principle, may mmcrease. As far as the EES and the VIS are
concemed, the compatibility of the re-use of data collected in the context of the VIS for each
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purpose of the EES should be assessed. and vice versa. The EDPS considers that the pnmary
purposes of the two systems are closely related, and the data concemed identical to some extent.
This would limit the nsks of misuse.

58. Beyond the specific 2016 EES Proposal, the EDPS will analyse more in details the
mlphcahnus of the ge:ufral objective of the Commission to move towards more interoperability
In a separate exercise.

e} Namonal facilitafion progranimes

59. The Commission decided to remove its 2013 RTP Proposal from the second Smart Border
Package, but tabled a revised Proposal amending the Schengen Borders Code. One of the main
changes of the 2016 Proposal amending the Schengen Borders Code 15 a new Article Se, which
miroduces the possibility for Member States to establish national facibitation programmes for
third country natienals who cross the external borders and who may benefit upen entry from
derogations to the thorough checks. The Member States I‘.hahnhml:anh choose this option will
be obliged to ensure a pre-vetting of the third country nationals applj;mg to their programmes.

60. The new Article 8e also requires the Commission to camy out an evaluation of its
implementation within three years of application. Based on this evaluation, the European
Parliament or the Council may mvite the Commussion to propose the creation of a “Uhion
programme for frequent and pre—'reﬂed third couniry national ravellers”. The EDPS wall
closely follow these developments.

61. National facilitation programmes will not require the development of any new system and
rely on data retained in the EES. Therefore, Article 23 of the 2016 EES Proposal allows access
to EES data by authonties referred to in Arficle 3¢, for the purpose of examining applications
for access fo national facilitation programmes. The EDPS recommends to include this purpose
in the list of specific purposes in Article 5 of the 2016 EES Proposal to ensure consistency.

62. In addition, there 1s no description of security measures or even the mention of the need
for secunty mn the new Article 82, The EDPS recommends that security responsibilities are
made clear for all steps of the process, including when interconnecting voluntary
programmes from different Member States to the EES. The EDPS also recommends
specifving in the new Article Se of the Schengen Borders Code that security must be
ensured following a proper information security risk assessment.

1 Data subjects’ rights

63. The EDPS welcomes Articles 44 and 46 of the 2016 EES Proposal which provides for the
third country nationals’ night of information and nights of access, rectification and deletion of
personal data.

64. The EDPS first has concems regarding Arficle 46(6) of the Proposal, which makes requests
for access, comection and deletion of personal data by all data subjects condifional upon the
provision of thewr fingerprints. The EDPS understands the need to accompany such requests
with personal data allowing the idenfification of some third country nationals as the nghtful
data subject. However, such requirement could create an important obstacle fo the effective
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exercise of the nght of access which 15 an impoertant guarantee for the data subject, even
mcluded i Article 8(2) of the Charter. The EDPS advises the ETU legislator to reconsider
this prerequisite to the exercise of the right of access, for instance by limiting the use of
fingerprints to cases where there are substantive doubts about the identity of the
applicant,

63. As regards the nght of information, the EDPS welcomes that the 2016 EES Proposal now
provides for a common leaflet and a website available in different languages possibly with
additional specific information from Member States, in addition to the mformation already
provided to flurd country nationals at the time of creation of their mdividual file. Nevertheless,
the EDPS recommends adding to the information listed in Article 44(1) the following
elements:

1) an explanation of the fact that the EES data will be accessed for border management
and facilitaion purposes, specifying that overstay will automatically lead to the
addition of the individual’s data on a list®. as well as the possible consequences of
overstaying;

2) the data retenfion peniod set for entry and exit records and for mdrvidual files; and

3) the nght for overstayers to have their personal data deleted in case they provide
evidence that they exceeded the authorised duration of stay due to unforesesable and
serious events®.

66. As regards the night of access, the EDPS recommends fixing a strict harmonised
deadline that would be no longer than a few months to answer access requests in Article
46 (1)%2, Feespect for the right of access, as guaranteed by Article 8 of the Charter, and follow-
up to access requests are of paramount importance since the exercise of this nght allows data
subjects to control the processing of their personal data and possibly to discover errors or
unlawful access to their personal data. Moreover, Article 48 regarding Temedies' gives the
possibility to data subjects fo file an action or a complaint when the nghts of access, commection
and deletion were denied. For these nghts to be effective, the same should apply mn case
requests to exercise these nghts were not answered to within a strict deadline or were never
dealt with by the controller.

67. The EDPS also welcomes Article 9(2) which explains that the EES' use may not lead to
discrimination against third country naticnals on the grommds of sex, racial or ethnic ongin,
religion or belief, disability, age or sexual onentation. Furthermore, the EDPS welcomes that
special aftention 1s directed towards children, the elderly and persons with a disabality.
However, the proposal fails to specify what additional safeguards would be implemented to
ensure that this special attenfion towards children, the elderly and persons with a disability is
duly respected The EDPS recommends that Article 9(2) be amended with a clear
description of safeguards that would ensure that a proper attention is given to data
relating to children, the elderly and persons with a disability.

g) Statistics

6% The EDPS understands the need for the duly authonsed staff of the competent authonties
of the Member States, the Commission, eu-LISA and Frontex to produce reporfing and
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statistics on the data contained in the EES. However, the amount of data that may be accessed
may allow for identification of individuals, contrary to what 15 stated m Article 37(1) and 57(2).
For example, the combination of nationality, gender and date of birth of a third country national
may lead to 1dentification.

69. Furthermore, as eu-LISA will be required to extract that data and mowve them to a central
repository, the nsks of data leaks increase sigmificantly as proper secunty measures are not
devised.

T0. The EDPS therefore recommends a redrafting of Article 57 on "The use of data for
reporting and statistics”, recogrusing that the data histed umder Arhicle 57(1}a to 1) may lead
to identification of individuals and thus must be protected in a similar way as the cenfral EES
repository. This includes performing a proper information security sk assessment, and
implementing adequate secunty measures, prior to providing this additional central repository.
The EDPS strongly cautions that the current proposed solution in Article 57 would impose a
heavy burden on eu-LISA, which would have to maintam and secure appropniately a second
repository, and on the EDPS which would have to supervise this second repository. The EDPS
would favour a solution which does not require an additional central repository but
rather requires en-LISA to develop functionalities that would allow the Member States,
the Commission, eu-LISA and Frontex to antomatically extract the reguired statistics
directly from the EES Central Svstem, without the need for an additional repository.

h} The EDPS as Supervisor

71. Article 50 of the 2016 EES Proposal lays down the responsibilities of the EDPS as
Supervisor of the future EES, one of which i1s to ensure that an andit of eu-LISA's personal data
processing as regards this new system is camed out at least every four years.

72. However, the 2016 EES Proposal fails to provide the EDPS with the approprnate
mformation so that these new responsibiliies may be camed out effectively and efficiently.
The EDPS should likewise be informed by en-LISA of all reports that it will have to present to
the Commission, the Council or the Parliament pursuant to the Proposal. Thus, the EDPS
recommends that:

= in Article 36(3), the EDP5 be informed of the measures en-LISA takes pursuant to
Article 36(2) not only for the start of the operations of the EES but throughout the whole
lifecycle of the EES and 1ts data;

» in Article 64(2), the EDPS also be informed of the reports regarding the state of play of
the development of the Ceniral System, the Uniform Interfaces and the Commumication
Infrastructure between the Central System and the Uniform Interfaces;

= 1n Article 64(4), the EDPS be provided the report regarding the techmical finctioning
of EES every two years after the start of operations of the system;

# in Article 65(3), the EDPS be provided the Commission’s reports regarding the owverall
evaluation of the EES.
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73. Furthermore, the EDPS recommends that a similar provision to Article 49(3) be added
to Article 30 so that the EDPS be allocated the resources necessary to perform an
adequate supervision of this new system.

IV. Access by law enforcement authorities

74. The 2016 EES Proposal provides access to EES data to Member States' law enforcement
authorities and Europol from the start of operations of the system®. The EES will be used as
an identification tool to identify unknown suspects, perpetrators or wvictims, and as an
mtelligence tool to consult the travel history of known suspects.

75. The EDPS recognises the importance for law enforcement authonties to benefit from the
best possible tools to find the perpetrators of terronst acts or other serious cimes. Nonetheless,
the EDPS recalls** that providing access to EES data to law enforcement authorities will have
to comply separately with third country nationals’ nghts to pnvacy and data protection, and
will tngger the same assessment of the necessity and proporticnality in advance.

76. The EDPS recalls®® that access to EES data by law enforcement authorities fits into a
growing tendency of granting these anthonties access to personal data of third country nationals
who cross the EU borders®®, even though these travellers are in principle not suspected of
unlawful conduct or otherwise under investigation.

IV.1 Law enforcement as a secondary objective

77. As explained above®™, the EDPS understands that the EES database will be in the first
place set up for border management purposes, and that access to EES might then be granted to
law enforcement anthonties subject to stnct conditions and safeguards. The EDPS considers
that the establishment of the described EES directly and primarily for law enforcement
purposes would be unacceptable, and that the EES should remain a border management
tool purely designed with this purpose in mind.

78. However, Article 5 of the 2016 EES Proposal lists twelve purposes for collecting, sioring
and accessing EES data; the purposes (J), (k) and (I} are related to the secondary law
enforcement purposes of the EES system. The EDPS recommends modifyving Article 5, to
ensure that it reflects that the EES has primary and secondary purposes, and that specific
purpaoses related to law enforcement be included as secondary purposes in a separate
provision so that at least they do not appear listed on the same footing as other purposes
related to border management and facilitation.

IV.2 Necessity of law enforcement access

79. The EDPS stresses that the sole fact that EES data have been pnmanly collected for
specific purposes -and thus are available- cannot itself justify the need to access and use these
data for other purposes such as law enforcement®. In this respect, the EDPS recommended on
several occasions to provide solid evidence of the need to access EES data for law enforcement

purposes™.
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80. In the current Proposal, Recital 16 states that “if is imperative that law enforcement
authorities have the mosi up-to-date information if they are fo perform their fasks" and refers
to the existing possibility for law enforcement authorities to access data from the VIS, which
“has already proven its usefulness™". The EDPS points out that what is considered useful
cannot necessarily be considered necessary as such in terms of data protection™, and that
statements regarding necessity must be supported by clear evidence.

g1. The Impact Assessment accompanying the Proposal also mdicates that the VIS is
effectively consulted by law enforcement authonties (e, 14000 consultatons/months dunng
the first eight munl‘hs of2015) and that “such consultations are leading to successfil resolution
of serious crimes ™™ without further indication. However, the EDPS takes note that, according
to the Commission’s Commumication on 'Stronger and Smarter Information Systems for
Borders and Security’, Member States” law enforcement authorities have been using the
possibility to access the VIS in an uneven way and have reported practical problems n the
procedures™. Moreover, although Europol has the legal possibility to access the VIS since end
2013, 1t 15 in fact not connected to the database and does not vet exercise this possibility.

g2, The EDPS imvites the Commission to provide further information, such as for
instance available reports and/or statistics taking into account the experience already
gained with the VIS {also for SIS and Euredac), in order to support these assertions as
well as to provide further objective evidence of the need for law enforcement authorities,
including Europol. to gain access to EES data.

IV.3 Conditions for access and safeguards

83. In the event that the necessity of such access were to be established, it should be
demonstrated that this further processing complies with the requirement of proporticnality set
forth m Article 32(1) of the Charter. To meet this requurement, the CJEU gave gmidance in the
DRI Ruling™ and specified that such access should be proportionate, narrowly targeted and
based on suspicion as to a specific person. This access must be subject to strict conditions
limiting access to specific cases and accompanied by appropriate safeguards.

24, The EDPS welcomes that Arficle 29 of the 2016 EES Proposal defines the condiions to
be met for law enforcement authorties to get access to EES data through an electronic reasoned
request, as well as the additional conditions laid down in Article 29(2) for the purpose of
identifying an unknown suspect, perpetrator or suspected victim of a terrorist offence or other
serous cnininal offence.

83, Arncle 29(2) mentions that a prior search does not have to be conducted if there are
reasonable grounds to believe that a companson with the systems of the other Member States
would not lead to the venfication of the identity of the data subject. The EDP5 fails to see how
a designated authority would know in ad'.aam:e without performing searches on systems of the
other Member States, if any relevant data would be formd in those systems. The EDPS invites
the Commission fo I:L'm.ijl- Article 19(2).

86. Moreover, the EDPS considers that the venfying mechanism of compliance with these
conditions of access to EES data is an essential safeguard to prevent unlawful access. Arficle
26(3) of the EES Proposal places the responsibility of venfying that the conditions of access
by national law enforcement authorities are fulfilled on designated central access pomts.

20|Page

12562/16 GK/er
DGDI1A

21
EN



However, national designated auwthorities requesting access to EES data and verifying
authorities granting such access can be part of the very same authonities. Indeed, Article 26(3)
states that "The designated authority and the ceniral access point may be part of the same
organisation if permitted wnder national law, but the cemfral access point shall act
independently when performing itz fasks under this Regulation” and adds that "The ceniral
access point shall be separate from the designated authorities and shall not receive insoructions
Jfrom them as regards the outcome of the verification”. The EDP5 recommend: modifving
this provision to impose that designated authorities and verifving anthority are not part
of the same organisation. The same recommendation applies to the specialised unit of Europol
officials that shall be designated by Europol as central access point pursuant to Article 27(2).
Given the specificities of Europol, an effective mechanism should be found by which the prior
authorisation to access EES data shall be subject to the scrutiny of a body that is sufficiently
independent from the designated authority.™

27. The EDPS emphasises that the venfying authonty must be effectively independent from
the desigmated authomity in order to guarantee a proper venfication of compliance with the
conditions. In this regard, the CJEL also held in the DEI Buling that access by the competent
national authorities should be "made dependent on a prior review carried out by a court or by
an independent adminisirative body whose decision seeks fo limit access to the data and their
use fo what is sivicily necessary for the purpose of aftaining the objeciive pursued™ ",

2%, Furthermore, Arficle 28(2) provides for exceptional cases of urgency., for which
compliance with all the conditions lad down mn Article 29 could be checked ex post. The EDPS
considers that exceptions should be regulated as precisely as possible. The Proposal provides
that the ex post verification must take place “without undue delay” after the processing of the
request. The EDPS recommends setting a sirict deadline to perform this verification
starting as soon as the reguest has been processed.

29. Fmally, the EDP5 welcomes that specific attention was given to the data subject’s nght to
information in relation to law enforcement access i Article 44(1)(a), according to which a
clear explanation regarding the possibility of access by national law enforcement authonties
and Eurcpol to EES data will be communicated to third country nationals.

4. CONCLUSION

00. The EDPS welcomes the work done by the Commnussion in the 2016 EES Proposal to
address data protection concemns raised about the 2013 Smart Borders Package. Some of the
EDPS recommendations and comments in his previous Opinion on the Package have been duly
taken mto account, for example regarding the introduction of fall-back procedures in case of
technical impossibility or fallure of the system.

01. The EDPS welcomes the efforts made by the Commissien to justify the necessity of setting
up the EES scheme, but has main recommendations directly related to its proportionality in
order to ensure full compliance of the EES with the essential prerequisite of Article 32(1) of
the Charter to be both necessary and proporfionate. He points out that necessity and
proportionality of the EES scheme are to be assessed both globally, taking into consideration
the already existing large-scale IT systems in the EU, and specifically. in the specific case of
these third country nationals whe are lawfid visitors of the EU. He considers that a retention
period of five vears for all perscnal data stored in the EES should be fully justified. He also
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stresses that the following aspects of the 2016 EES Proposal should be better justified and
supported by convincing evidence: the collection of the facial image of visa-required travellers,
the five years retention period for overstayers and the need for access to EES data by law
enforcement authenties. Ouod non, these aspects should be reconsidered by the EU legislator.

92, Furthermore, considening the wide-ranging mterference with findamental nghts to privacy
and data protection of third country nationals, the EDPS considers that the EES should remain
a border management tocl purely designed with this purpose m mind. Therefore, the difference
between the stated objectives of EES, i.e. the primary objectives of border management and
facilitation and the secondary objective of law enforcement, should be clearly introduced and
reflected throughout the 2016 EES Proposal, in particular in relation to Articles 1 and 5.

93. In addition, the EDPS has concems regarding the requirement for all data subjects to
provide mn any event fingerprnts to submit any request for access, correction and deletion of
their personal data. This could create an important obstacle to the effective exercise of the nght
of access, an important guarantee for the data subject included in Article 3(2) of the EU Charter.

94. Other recommendations of the EDPS in the present Opinion concern the following aspects
and arficles:

= Article 14 should be detailed so that, in cases where facial images of third country
nationals are taken live, a minimum level of gquality is reached for these pictures, and
Article 33 should specify that the Commission will provide detailed information on how
to reach the necessary level of quality for facial images taken live.

= Article 15(3) should be amended so as to specify what mformation may be collected,
stored and use by the border authorties when they request further clarification on the
grounds for the temporary impossibility to provide fingerpnnts.

= Article 39 should provide for the strong need for coordination between en-LISA and
Member States with regard to ensuring security of the EES.

= The secunty responsibilities should be made clear m the Proposal i case of
mterconnection of national facilitation programmes from Member States to the EES. The
new Arficle 3e of the Schengen Borders Code should specify that secunty must be
ensured following a proper imformation security nsk assessment and descnbe the
Necessary securty measures.

= The Prcupr.:usal should clearly specify that en-LISA 15 responsible for the secunty of the
web service, the security of the pers-unal data it contains and the process to get the
personal data from the central system mto the web service.

« Article 44(1) should be amended 1n order to mnclhude m the information commumcated to
data subjects: the retention period applying to their data, the right for overstayers to have
their personal data deleted in case they provide evidence that they exceeded the
authorised duration of stay due to unforeseeable and serious events and an explanation
of the fact that the EES data will be accessed for border management and facilitaion

purposes.
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o Article 46 (1) should fix a strict harmonised deadline that would be no longer than a few
months to answer access TeUess,

o Article 9(2) should be amended with a clear description of safeguards that would ensure
that a proper attention is given to data relating to children, the elderly and persons with a
disability.

¢ Article 537 should be amended and require of eu-LISA to develop functionalities that
would allow Member States, the Commission, eu-LISA and Frontex to sutomatically
extract the required statistics directly from the EES Central System, without the need for
an additional repository.

# The Proposal should provide the EDPS with the appropriate information and resources
so that hiz new responsibilities as Supervisor of the future EES may be carried out
effectively and efficient]y.

»  Article 28(2) should provide a strict deadline for the venifying authoritics to perform the
ex-post verification of the conditions to access EES data for law enforcement purposes
in cass of emergency.

o Article 28(3) should be modified to impose that designated authorities and the verifying
authority are not part of the same organisation.

95, The EDPS insists on the nced to address these issues in a global perspective. He encourages
the legislator to continue his exercise of mapping the different databases in the border and

migration context, better coordinating and avoiding overlap between the different systems,
while fully respecting data protection standards and in its relations with third countries.

Brussels, 21 September 2016

Giovanni BUTTARELLI
European Data Protection Supervisor

ﬁi‘u.ﬂﬁ-%‘w!
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European Union’, COM{Z008) 69 final.
# EDPS Preliminary comments of 3 Manch 2008 on three Communications on border mansgement.
£ EDPS Opinioa of 7 July 2011 on the Compmmnication on Migration.
T Commission Communication of 25 October 2011 on 'Smart borders - Options and the way ahead’, COM{2011)
G50 final
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Programmes COM{2013) 97 fnal
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affairs'what-we-do policies borders-and-visas sman-borders! Iil:"l::\.imm borders costs smudy enpdf

" ewLISA Final Report on the Smart Borders Pilot Project, December 2015, awvailable at
e enropa en'des home-affairs 'what-we-do/policies ‘bordsrs-and-vizas sreart-borders index en him

# Commission public consultation on Smart Borders, available at: hitp./ec europa.en'des horme-affairs what-is-
w/public-consultation'20 15/ consuling (030 en him.

"’EDP‘.S Formal comments of 3 Movember 2015 on the Commmission Public Consultation on Smart Borders.

* See Press release available at M en'rapid press-relegse IB-16-1247 an bmm,

< Commizszion Comnmmnication of 6 April 2016 on "Stronger and Smarter Information Systems for Borders and
Security’, CORM{2014) 205 final.

2 COM2016) 194 final

* Regulation (En) 2016/3%0 of the European Parliament and of the Council of 9 March 2018 on a Union Code on
the miles zoverning the movement of persons across borders (Schengen Borders Code) (codification), OT L 77,
2332004, p. 1.
#COM2016) 194 final.
¥ Commission Staff Working Dooument of 6 April 2016 on Tmpact Assessment on the establishment of an EU
Eniry/Exit Sysiem accompanying the 20146 EES Proposal and the 2016 Proposal amending the Schenzen Borders
Codde', SWIDN2Z0146) 115 final (hersinafier "Impact Assessment™).
% hitp://data consilium europa. en/doc/ dooument S T-8485-2016-INI T/en'pdf.
' Two workshops between DG Home and the EDPS addressing Smart Borders” aspects were beld in 2015: one
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5 The term ‘overstayer” is defined in Arficle 3(1)(18) of the 2018 EES Proposal as " third country national who
dogs not fulffl, or no longer fulfilz the conditions relating to the duration gf a short siqy on the teritory of the
Member States™.

% The 2016 EES Proposal excludes from it scope third country nstionals who are beneficiaries of Directive
2004/38/EC and hold the approprizte residence card, bolders of residence permits refermed to in Article 2(146) of
ihe codified Schengen Borders Code, holders of long-stay visas, nationals of Andoma, Monaco and San Marino,
and persons or categories of persons exempied fom or benefiting from facilimton of border crossing according
to the Schengen Borders Code (Article 2{3)).

* Sae page 5 of the Impact Asssssment

" Articles 14 to 18 of the EES Proposal exhemstively list the personal data that will be collected and stored in the
EES for both visa-required and visa-exempied third couniry nationals.

* See page 34 of the Impact Assescment according to which e.g. the nams at birth and the place of birth should
not appear anymaore in the funre EES.

1 Aricle 20 Working Party Opinion 03/2012 of 27 Apnl 2012 on developments in biomemric technologies;
ECtHE, 5. and Marper v. United Kingdom 4 December 2008, Application nos. 30562/04 and 30566/04, 55 84-
85, In which the Europesn Court of Human Fights considered that fingerprints "ebjectively contain umigue
rr[.rbu'ma‘?arz abour the mdhidual concerned allowing hiz or her identjfication with precizion m a wide range of
circumstances " and that the retention of such dam could zive rise to imporant privae-life concems.

H See pages 2 and 3 of the Explanatory Memorandum to the 2016 EES Proposal.

 Gog pages 58 and 65 of the Impact Assessment; border mansgement and facilitation are also referred to as “the
prime purpose of EES" on page 65 of the document. In addition Annex 13 to the Impact Assessment on Tropact
Aszzessment on Fundamental Plights' makes the same refersnce to "primary obpecing ™.

* Sea page 37 of the Impact Assessment; law enforcement is also referred to as "the secondary purpose” oo pages
38 and 65 of the dooument In addidon, Aonex 13 to the Impact Ascessment on Tmpact Aszessment om
Fundamental Pights' makes the same reference to "recondary objecitve”.

" See infra § 28, 35 and 82.

"f" See mupra Section I on “Impact of the EES on privacy and data protection’

" CIEU, Joined cases C-293/12 and C-394/12, Dagital Bights Ireland (C-293/12) and Seitlimger {C-584/12),
ECLIEUC:2014:238 (hereinafter "DEI Fuling").

* Ses Annex 13 fo the Impact Aszessment on Tmpact Assessment on Fundamental Pights' p. 127,

! The 2013 EES Proposal provided for 8 maximm data retention period of 180 days (Ardcle 200

* The Proposal makes a distinction between so-called “individual files”, which will include "identity data” (e g.
names, date of birth, efc.), passport informaton snd biometric data, and entry/exit records or refusal of enory
records that correspond to the date and place of entry/exit or of refusal of eniTy.

* DRI Ruling, §64.

* See page 37 of the Impact Azsessment

4 For instance, in case the third counfry nationsl marries an EU citizen

% Sap Article 20(3) of the 2013 EES Proposal.

4 Recital 27 of the 2016 EES Proposal considers the chosen period of five years necessary " order to supmport
the identification and retirn process".

# EDPS Opinion of 18 Tuly 2013, §76; EDPS Formal comments of 3 Movember 2015, p. 9.

* tpapage 6 of the Explanatory Meamorandum to the 2016 EES Proposal and Amicle 24(3) of the 515 I Regnlation
which provides that "4n alerr may also be envared when the decision rgferred ro in paragraph [ & bazed on the
Jacr char the third-counoy namonal has been subject to a measure mvolving axpulsion, reflisal of entry or removal
which haz not been rescinded or suspended, that includes or is accompanied by a prohibition on eniry or, whare
applicable, a prolibition on residence, bazed on a fiulure o comply with nagonal regulaiions on the oy or
residence of third-couniry narfonals”™.

* Gag Articles 10 and 11 of the 2013 EES Proposal.

*! g page 30 of the Impact Assessment.

“ See Annex 13 to the Impact Assessment on Tompact Assessment on Fundamentsl Fighes', p. 125,

9 EDPS Opinion of 18 Tuly 2013, 64 and EDPS Formal comments of 3 Movember 2015, p. 6.

* Consequences of the identification as everstayer in the EUJ could be ez the refizal of snother visa lxter on
when the mdividual has finally left the ELT termitory and wishes to come back, or if is also 3 reason to retum the
third connioy national $o his’her couniry of origin.

“ EDPS Opinion of 7 July 2011, §31, EDPS Formal comments of 3 Movember 2015, p. § and EDPS Opinion of
19 Oictolbber 2005 on three Proposals regarding the Second (Generation Schengen Information System (SIS I,
section 4.1. on Biometmics.

* Annex 13 to the Impact Assessment on Tmpact Azseccment on Fundamental Rights'.

7 Commission Commmication of 6 April 2016 on Stonger and Smarter Information Systems for Borders and
Security, COM (201§) 205 Gnsl, p. 16. I5|Paze
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# Sae page 5 of the Explanastory Memorandum to the 2018 EES Proposal.

* See supra §35.

“ Sag Article 11 of the 2016 EES Proposal.

1 Sap Article 32(5) of the 2016 EES Proposal.

= Articls 12 of Directive 95/ 46EC.

! The 2013 EES Proposal envisaged such sccess as a possible option that conld intervene based on an evaluation
of the systam two years afier its eniry inte operation (Article $6(5)).

“ Apmex 16 to the Impact Assessment on Preparatory work with the European Data Protection Supervisar, p.
142

“ EDPS Opinion of 18 Fuly 2013, 68 and EDPS Formal comments of 3 Movember 2015, p_ 5.

% Such tendency has been observed in the past years and will moest probably develop further in the near fiature in
light of the proposed ECRIS Fegulaton, which extends the existing system to criminal records of third country
nafionals, and the proposed 2016 Fecast of the Eurodac Fegnlation, which will extend the purposes of the system,
this also extending the amount of data that national law enforcement authorites may have acoass to.

&1 Sep supra §20.

“ Article 20 Working Party Opinion 03/2013 of 2 April 2013 on purpose limitation.

“ EDPS Opinion of 13 Fuly 2013, §69 and EDPS Formal comments of 3 November 2015, p. 4 and 10.

® Racital 16 of the 2015 EES Proposal

! The ECtHE. found that the notion of necessity does not have the flexibility of expressions such as “sdmissibie”,
“ordinary” or "usgfl”, but that it "implier g pressing social need"; see BCtHE. Handyside vs United Eingdom 7
December 1974, Application no. 5493,72, §45.

™ Sag page 67 of the Impact Asseszment.

" Commission Commmmication of 6 April 2016 on *Stronger and Smarter Enformation Systems for Borders snd
Security’, COM (2016) 205 final p. §-9.

™ DRI Ruling, §58-68.

™ For the same reasoning, see §58 of EDPS Opinion 72016 of 21 September 2016 on the First reform package
on the Common Enropesn Asylum System

¥ DRI Ruling, §62.
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