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Introduction

1. On 15th June 2015, the Council agreed on a General Approach (9565/15) on the proposal for a
General Data Protection Regulation, thereby giving the Presidency a negotiating mandate to enter
into trilogues with Parliament. The Presidency recalls the objective of reaching a conclusion on this
reform by the end of 2015, in accordance with the conclusions of the European Council of 25/26th

June 2015.
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2. With a view to preparing the next trilogue, the Presidency invites delegations to discuss
— Chapter IV — Controller and Processor
— Relevant definitions in Article 4, in particular definitions (9) and (15)
— Relevant recitals: 60, 60a, 60b, 60c, 61, 62, 63, 63a, 64, 65, 66, 66a, 67, 68, 68a, 69, 70, 70a,
71, 71a (EP), 71b (EP) 72, 73, 74, 74a (EP), 74a (Council), 74b, 75, 75a (EP), 76, 76a, 77

3. Delegations are reminded that provisions relating to articles not covered by this trilogue are

marked in [brackets] as they will be discussed at a later stage.

4. While underlining that the General Approach reached by Council on 15th June 2015 constitutes
the basis of the Presidency’s negotiation mandate, and taking into account the position of the
European Parliament on Chapter IV, the Presidency invites delegations to share their views on the

different questions and suggestions listed below (points 8 and 9).

5. In order to ensure an efficient discussion process, as well as to maximise its clarity, the

Presidency chose to divide the different provisions into three categories.

The first category (points 6 and 7) relates either to provisions on which the co-legislators have a
consensual view or to provisions where the Presidency intends to maintain the Council’s General
Approach. With regard to this category, the Presidency takes the view that no further discussion is

needed.

The second category (point 8) relates to provisions where the Presidency suggests maintaining the
Council’s General Approach, while remaining flexible with regard to minor modifications

suggested by the European Parliament.

The third category (point 9) relates to provisions by the Parliament that differ from the provisions of
the Council’s General Approach. In this context, the Presidency invites delegations to share their

views on the issues raised while keeping in mind the Council’s General Approach.
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Preparation for trilogue

6. Considering the position of the Parliament and the Council’s General Approach, delegations will

note that there is a consensus on:

- Article 22 (2) chapeau, (2(a)), (2(b)), (2(c)), (2(d)), (2(e)), (4)
- Atrticle 23 (3), (4)

- Article 25 (2) chapeau, (2(c))

- Article 26 (5)

- Article 28 (5), (6)

- Article 30 (4)

- Article 31 (3) chapeau, (3(b)), (6)
- Article 32 (6)

- Article 33 (2(d)), (2(e)), (6), (7)

- Article 34 (1), (5), (8), (9)

- Article 35 (11)

- Article 36 (1)

- Article 37 (2)

- Article 38 (1a(a)), (1a(b)), (1a(c))
- Article 39 (3)

The Presidency takes the view that no additional discussion is necessary on these provisions.

7. The Presidency suggests to maintain the Council’s General Approach as regards:

_ Article 4 (9), (15)
_ Article 22 (2(b)), (3a) (EP)
- Article 23 (2a)

- Article 24 (2)
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- Article 25 (1), (2(a)), (2(d)), (3), (3a), (4)
- Article 26 (1a), (2), (2(2)), (2(c)), (2(d)), (2(¢)), (2(h)), (2a), (2aa), (2ab), (2b), (2¢), (3a) EP

- Article 28 (1) chapeau, (1(a)), (1(b)), (1(c)), (1(d)), (1(e)), (1(D), (1(2)), (2a) chapeau, (2a(a)),
(2a(b)), (2a(c)), (2a(d)), (3), (4), (4(b))

- Article 29 (2)

- Article 30 (1), (2) (2a), (2(b)) EP, (2b), (2(c)) EP,
- Article 31 (2), (3(a)), (3(c)), (3(d)), (4)

- Article 32a EP (as a whole)

_ Article 33 (2) chapeau, (2(a)), (2(b)), (3(e)) EP, (3(f)) EP, (3(g)) EP, (3(h)) EP, (3(i)) EP, (3()))
EP, (3a) EP, (3b) EP, (3a), (4), (5)

- Article 33a (new) EP (as a whole)

- Article 34 (2), (2(a)), (2(b)), (3), (4), (6), (7), (7a)

- Article 35 (2), (3), (4), (5), (6), (7), (8), (9)

- Atticle 36 (2), (3), (4)

- Article 37 (1(a)), (1(b)), (1(c)), (1(d)), (1(e)), (1(f), (1(g)), (1(h)), (1()) EP, , (2a)

- Article 38 (1a) chapeau, (1a(aa)) EP, (1a(aa)), (1a(bb)), (1a(d)), (1a(e)), (1a(ee)), (1a(ef)), (1ab),
(1b), (2), (2a), (2b), (3), (4), (5), (52)

- Article 38a (as a whole)
- Article 39 (1a), (1a) EP, (1¢) EP, (1d) EP, , (1g) EP, (1h) EP, (2) EP, (2), (2a), (3), (4), (5)

- Article 39a (as a whole)

The Presidency takes the view that no additional discussion is necessary on these articles. However,
in case delegations wish to raise any crucial point or to provide further input relating to these

articles, they may do so under point 10.
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8. With regard to the position of the European Parliament, the Presidency takes the view that on the

following provisions the Council’s General Approach should be maintained while remaining

flexible on some modifications taking into consideration the Parliament’s proposals:

Article 22 — Obligations of the controller

The titles of this article are different for the European Parliament and the Council. The
European Parliament has “Responsibility and accountability of the controller” and the Council
has “Obligations of the controller”. The Presidency suggests, as a compromise, to take the term
“accountability” from the European Parliament proposal and therefore to have “Accountability
of the controller” as title of Article 22.

Concerning Article 22(1), the European Parliament makes a reference to the “technical and
organisational measures” to be taken by the controller to “be able to demonstrate in a
transparent manner” the compliance with the regulation. The Council refers to “appropriate
measures and be able to demonstrate” the compliance. As both texts are rather consensual in
substance, the Presidency suggests to accept the wording of the European Parliament
“appropriate technical and organizational measures to be able to demonstrate in a transparent

manner”.

Article 23 — Data protection by design and by default

In its Article 23(1), the European Parliament has the terms “the state of the art” and makes a
reference to “international best practices”. The Presidency suggests to take those two
expressions on board.

The European Parliament introduces in its Article 22(1) the wording “both at the time of
determination of the means for processing and at the time of the processing itself’. The
Presidency takes the view that these terms have an added value in the context of data protection

by design and by default. The Presidency suggests to incorporate these terms in Article 23(1).
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- The European Parliament keeps the term “appropriate” before “technical and organizational
measures”. The Council’s General Approach covers the idea that the technical and
organisational measures need to be appropriate, while using a slightly different wording. The
Presidency suggests to take on board the European Parliament’s formulation “appropriate
technical and organisational measures” which also reflect the wording used in Article 22(1).

- Inits Article 23(1a), the European Parliament makes a reference to Directive 2004/18/EC. The
Presidency suggests to put this in a recital.

- The Council’s General Approach in its Article 23(2) has the terms “without human
intervention” when referring to default data protection settings. In order to clarify that it is the
data subject’s intervention that is meant, the Presidency suggests to replace these terms by

“without the need of the data subject’s intervention”.

Article 26 — Processor

- The European Parliament, in its Article 26(1), refers in the beginning to “Where processing is to
be carried out on behalf of the controller” and introduces “and ensure the protection of the
rights of the data subject”. The Presidency considers there is added value in reintroducing these
wordings.

- Concerning Article 26(2(f)), the European Parliament added at the end of the paragraph “taking
into account the nature of processing and the information available to the processor”. The
Council’s General Approach does not contain such a wording. Delegations are invited to
indicate their flexibility on the possible addition of this wording.

- Concerning Article 26(2(g)), the European Parliament added “and delete existing copies unless
Union or Member State law requires storage of the data”. The Presidency takes the view that
this formulation is clearer and more complete than the one of the Council’s General Approach.

Delegations are invited to share their views on the possible introduction of this wording.
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Article 27 — Processing under the authority of the controller and processor

- As this provision has the merit to clarify processing under the authority of the controller or of
the processor, the Presidency suggests to accept the reintroduction of this article in a spirit of
compromise. This would entail the deletion of Article 30(2b) of the Council’s General
Approach.

Article 28 — Records of categories of personal data processing activities

- The titles of this article are different for the European Parliament and the Council. The
European Parliament has “Documentation” and the Council has “Records of categories of
personal data processing activities”. The Presidency suggests to keep only the terms “records
of processing activities” as the title of this Article 28.

- Concerning the 28(1(h)) and the 28(2a(e)), for the controller and the processor respectively, the
Council’s General Approach states that “where possible, a general description of the technical
and organisational security measures referred to in Article 30(1)”. The European Parliament
does not have such wording. Considering the optional nature of this provision given “where

possible”, delegations are invited to indicate their flexibility on the deletion of these points.

Article 31 — Notification of a personal data breach to the supervisory authority

- Concerning Article 31(3(e)), the European Parliament’s text contains “and/or mitigate its
effects”. The Presidency takes the view that this can be added to the Council’s General
Approach as a merge with Article 32(3(f)).

Article 33 — Data protection impact assessment

- The Presidency takes the view that Article 33(1a) of the Council’s General Approach is already
covered in Article 37(1(f)), with the addition “where requested”, and suggests to delete it here.
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Article 35 — Designation of the data protection officer

- Concerning Article 35(10), the Presidency suggests to move this paragraph to Article 36 which
relates to the position of the data protection officer. Delegations are invited to confirm this

reading.

Member States are invited to confirm the Presidency’s suggestions or share their views on the

issues raised under point 10.

9. Taking the Council’s General Approach as a basis, and with regard to the position of the
Parliament, the Presidency considers that certain provisions need further clarifications.
Consequently the Presidency invites delegations to share their views as regards the following

points:

General remarks

- The Council’s General Approach, in order to illustrate when a processing is likely to result in a
high risk for the rights and freedoms of individuals, repeats in Articles 31(1), 32(1) and 33(1)
references to “discrimination, identity theft or fraud, financial loss, damage to the reputation,
unauthorised reversal of pseudonymisation, loss of confidentiality of data protected by
professional secrecy or any other significant economic or social disadvantage”. For reasons of
readability and clarity of the text, and without changing the substance, the Presidency considers
this list of examples could be regrouped in a recital (for instance recital 60a) instead of

enumerating them in each article. Delegations are invited to share their views on this point.
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- The European Parliament’s Article 32a identifies a certain number of elements to define “risk”.
These elements are used by the European Parliament in several instances of this chapter. While
the Presidency suggests not to take on board this Article and maintain the Council’s risk-based
approach, the Presidency invites delegations to share their views in particular on the following
elements to further precise the Council’s notion of ‘high risk’: “processing of personal data
relating to more than 5000 data subjects during any consecutive 12-month period”, “processing
of special categories of data”, “location data”, “data on children” and data on “employees in

large scale filing systems”.

Article 22 — Obligations of the controller

- The European Parliament makes a reference in its Article 22(1a) to compliance policies that
“shall to be reviewed at least every two years and updated when necessary”. The Presidency
takes the view that this can bring an added value to the measures that are mentioned in Article
22(2a). Delegations are invited to share their flexibility on the possibility to add such a review
obligation in Article 22(2a) without any reference to a strict periodicity.

- Inits Article 22(3) the European Parliament keeps the reference to the accountability of the
controller. The Council’s General Approach does not contain this paragraph. The Presidency
invites delegations to share their flexibility on a possible introduction of Article 22(3), subject to
redrafting.

- Inits Article 22(3) the European Parliament added a reference to “any regular general reports
of the activities of the controller, such as the obligatory reports by publicly traded companies,
shall contain a summary of the measures referred to paragraph 1. The Council’s General
Approach does not have such a reference. The Presidency invites delegations to consider

including a similar idea in a recital.
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Article 23 — Data protection by design and by default

- In Article 23(1), the Council’s General Approach refers to the “likelihood and severity of the
risk”. The European Parliament uses simply the term “risk”. The Presidency invites delegations
to express their views on those terms and in particular in relation to fact that the concept of
“risk” implies already the notions of likelihood and severity. This could be explained in a
recital. A similar approach could be taken on such reference in Article 30.

- Concerning Article 23(1), the colegislators approach the concept of data protection by design
differently. While bearing in mind the Council’s General Approach and in a view of finding a
compromise solution, the Presidency takes the view that a reformulation of the principle could
be helpful. Therefore, it is suggested to add “fechnical and organisational measures which are
designed to implement data protection principles in an effective way and to integrate the
necessary safeguards into the processing in order to”. Delegations are invited to share their
views on this formulation which better reflect the principle of data protection by design.

- The European Parliament, in its Article 23(2), considers that data protection by default “shall
ensure that by default personal data are not made accessible to an indefinite number of
individuals”. The Council, in its Article 23(2) has the same idea but formulates this as a
restriction based on the criterion of providing the public with information. Delegations are
invited to share their views on these two approaches, and in particular provide concrete

examples on the restriction as formulated in the Council’s General Approach.

Article 24 — Joint Controllers

- The European Parliament proposes in its Article 24(1) that “in case of unclarity of the
responsibility, the controllers shall be jointly and severally liable”. The Presidency takes the
view that the triggering condition of “unclarity of the responsibility” does not ensure legal
certainty. Furthermore, this is to be linked with the Chapter VIII and should be clarified in

particular in Article 77. Delegations are invited to share their views on it.
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The first sentence in the Council’s General Approach in Article 24(3) clarifies that “the
arrangement shall duly reflect the joint controller’s respective effective roles vis-a-vis data
subjects, and the essence of the arrangement shall be made available for the data subject”. The
European Parliament has the same sentence in its Article 24(1). However, the second sentence
of Article 24(3) is not taken by the European Parliament. The Presidency considers that the
second sentence is a restriction of the application of Article 24(2) on the exercise of his or her
rights under this Regulation in respect of and against each of the controllers. Delegations are

invited to indicate their flexibility on the possible deletion of the second sentence.

Article 25 — Representatives of controllers not established in the Union

In Article 25(2)(b), the European Parliament exempts from the obligation to designate a
representative “controllers processing personal data which relates to less than 5000 data
subjects during any consecutive 12-month period and not processing special categories of
personal data as referred to in Article 9(1), location data or data on children or employees in
large-scale filing systems”. While there might be merit in retaining the exemption for controllers
that do not process special categories of personal data or processing of data relating to criminal
convictions and offences, the Presidency has doubts on the other cases proposed by the

European Parliament. Delegations are invited to share their views on these elements.

Article 26 — Processor

The European Parliament, in its Article 26(2(b)), refers to a commitment of confidentiality by
employed staff to be included in the contract. The Council has deleted this paragraph. The
Presidency suggests to reintroduce the Article 26(2(b)) subject to redrafting in order to make the
provision more practicable.

Concerning Article 26(2(e)), the European Parliament’s text has a reference to the “appropriate
and relevant technical and organisational requirements for the fulfillment of the controller’s
obligation”. The Council has deleted this reference. Delegations are invited to share their views

on these terms.

11784/15 VH/np 11

DGD 2C LIMITE EN



Concerning Article 26(3), the European Parliament refers to the instructions by the controller
which shall be documented in writing. The Council’s General Approach does not refer to
instructions by the controller and states that “the contract or other legal act referred to in
paragraphs 2 and 2a shall be in writing, including in an electronic form”. Delegations are
invited to share their views on the possible introduction of the term “instructions” as a part of
the contractual arrangement.

The European Parliament maintains Article 26(4) with the addition “or become the determining
party in relation to the purposes and means of data processing”. The Presidency understands
this addition that a powerful processor may be dictating the terms of a processing, and thereby
no longer can be considered a processor. The Council’s General Approach did not retain Article
26(4). Delegations are invited to indicate their flexibility on the possible reintroduction of
Article 26(4) which maintains a clear categorisation of controller and processor. Additionally,
delegations are invited to share their views on the inclusion of the added idea by the European

Parliament.

Article 28 — Records of categories of personal data processing activities

In Article 28(3a), the Council’s General Approach requires that records shall be “in writing,
including in an electronic or other non-legible form which is capable of being converted into a

legible form™. The Presidency invites delegations to indicate the necessity of this paragraph.

Article 29 — Co-operation with the supervisory authority

Concerning Article 29(1), the European Parliament keeps the obligation for the controller and
the processor to cooperate with the supervisory authority. The Council’s General Approach does
not include this obligation. The Presidency takes the view that the first sentence of the European
Parliament can provide a helpful clarification for this chapter overall. Delegations are invited to
share their flexibility on the possible reintroduction of the 29(1), limited to the first sentence
“the controller and the processor and, if any, the representative of the controller shall co-

operate, on request, with the supervisory authority in the performance of its tasks”.
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Article 30 — Security of processing

Article 30(1a) of the European Parliament makes a list of what should be contained in a security
policy. The Council’s General Approach does not contain such a list in its Article 30(1a). The
Presidency takes the view that the elements in this list, subject to redrafting, could be useful
indications for the controllers and processors. Subject to redrafting, delegations are invited to
share their flexibility on the possible introduction of the Article 30(1a) of the European
Parliament’s text as an indicative and open list.

Concerning Article 30(3), the European Parliament provides for the European Data Protection
Board to issue guidelines, recommendations and best practices for the technical and
organisational security measures. The Council’s General Approach does not foresee such a task
for the European Data Protection Board. Delegations are invited to indicate their flexibility on

the possible introduction of such a task in Article 66.

Article 31 — Notification of a personal data breach to the supervisory authority

Article 32 — Communication of a personal data breach to the data subject

The European Parliament takes a gradual approach with regard to the obligations of notification
and communication of a personal data breach. With a view to reaching a compromise, the
Presidency considers there is merit in such a gradual approach while setting a higher threshold
for notifying personal data breaches as compared to the European Parliament’s approach. The
Presidency suggests the following adaptations: if there is a risk (instead of a high risk as
contained in the Council’s General Approach), then a notification to the supervisory authority
(Article 31) is required. Following the gradual approach, a communication to the data subject
(Article 32) shall be done if his or her rights and freedoms are severely affected (instead of a
high risk as contained in the Council’s General Approach). Delegations are invited to share their
views on this gradual approach.

In Article 31(1a), the Council’s General Approach refers to exceptions to the notification
obligation to the supervisory authority. Given that the European Parliament does not foresee

such an exception, delegations are invited to indicate their flexibility for deleting this paragraph.
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- The European Parliament provides for, in its Article 31(3(c)), that “the information may, if
necessary, be provided in phases”. Considering a similar approach adopted in the ePrivacy
Directive, the Presidency takes the view that this idea could be included and merged, subject to
redrafting, in Article 31(3a).

- Concerning Article 31(4a), the European Parliament proposes that “the supervisory authority
shall keep a public register of the types of breaches notified”. Delegations are invited to
indicate their flexibility for introducing such a paragraph. The Presidency takes the view that
this can preferably be added in Chapter VI, for instance Article 54 concerning activity reports
by supervisory authorities.

- Concerning Article 31(5) and Article 32(5), the European Parliaments provides for the
European Data Protection Board to issue guidelines, recommendations and best practices for
establishing the data breach (Article 31) and the circumstance that trigger communication to the
data subject (Article 32). The Council’s General Approach does not foresee such a task for the
European Data Protection Board. Delegations are invited to indicate their flexibility on the
possible introduction of such a task in Article 66.

- Concerning Article 32(2), the European Parliament’s text contains a reference to Article
31(3(d)) that relates to the “likely consequences of the personal data breach”. The Council’s
General Approach does not have such a reference. Delegations are invited to share their views
on this.

- Concerning Article 32(3(a)) of the Council’s General Approach, the Presidency invite
delegations to share their views on the added value of the terms “in particular those”.

- Concerning Article 32(3(c)) of the Council’s General Approach, the Presidency invite
delegations to share their views on the added value of the terms “in particular owing to the
number of cases involved”.

- The Presidency considers that Article 32(3(d)) of the Council’s General Approach constitutes a
broad exception to the obligation for controllers to communicate personal data breaches to the
data subject. The Presidency invites delegations to share their views on cases that justify this
exception with no further safeguards.

- Concerning Article 32(4), the European Parliament keeps the idea that “if the controller has not
already communicated the personal data breach to the data subject of the personal data breach,
the supervisory authority, having considered the likely adverse effects of the breach, may
require it to do so”. Delegations are invited to indicate their flexibility for re-introducing this

paragraph.
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Article 33 — Data protection impact assessment

- The European Parliament has introduced in the last sentence of Article 33(1) that “a single
assessment shall be sufficient to address a set of similar processing operations that present
similar risks”. The Presidency considers that this could be a useful addition, subject to
redrafting, for reducing administrative burden for controllers. Delegations are invited to
comment on the introduction of this idea.

- In Article 33(2(c)), the Council’s General Approach refers to “optic-electronic devices”. The
Presidency considers that this may not be technologically neutral or futureproof, and suggests to
use a more neutral term to cover the same idea, for example “systematic monitoring of a
publicly accessible area on a large scale”.

- In Article 33(2a), (2b) and (2c¢) of the Council’s General Approach, the Presidency takes the
view that such public lists could be usefully established by the European Data Protection Board.
This would ensure a more harmonised and efficient approach. Delegations are invited to share
their views on this possibility.

- In Article 33(3), the Council’s General Approach and the European Parliament’s text share the
same idea but not the same structure. The Presidency invites delegations to share their flexibility
on a possible change of structure. Considering the European Parliament’s extensive list in
Article 33(3) and in a spirit of compromise, the Presidency considers that Article 33(3(b)) has

some merit and invites the views of the delegations on this point.
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Article 35 — Designation of the data protection officer

Concerning Article 35(1), the European Parliament takes the approach of a mandatory data
protection officer in certain situations. The Council’s General Approach provides for an
optional designation of a data protection officer. The Presidency takes the view that these
different approaches require a necessary comprise. Considering the fact that the Council will
show no flexibility on its risk-based approach, the Presidency invites delegations to consider the
possibility for a mandatory data protection officer in strictly limited cases, in consistency with
the risk-based approach. For instance, a mandatory data protection officer could be justified in
case the processing activities of the controller or processor constitute a high risk for the rights
and freedoms of individuals. The Presidency considers that there should be incentives for the
designation of a data protection officer (whether mandatory or not) such as exemption from the

obligation of prior consultation (article 34).

Article 36 — Position of the data protection officer

The Presidency considers the European Parliament’s Article 36(4) as a useful clarification for
the position of data protection officers and an additional guarantee for the controller, subject to

redrafting. Delegations are invited to share their views on this idea.

Article 37 — Tasks of the data protection officer

Concerning Article 37(1), the European Parliament created an open list of the tasks of the data
protection officer by adding “at least”. The Council’s General Approach adopts a closed list.
The Presidency invites delegations to share their flexibility for an open list of tasks.

Concerning Article 37(1(j)) of the European Parliament’s text relating to the task by the data
protection officer “to inform the employee representatives on data processing of the
employees”, the Presidency invites delegations to share their views on the introduction of such a

paragraph.
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Article 38 — Codes of conduct

- In article 38(1), the Council’s General Approach contains a reference to “micro, small and
medium sized enterprises”. The Presidency invites delegations to share their views on those
terms and more particularly about the added value of keeping the reference which does not seem
consistent with the risk-based approach.

- The European Parliament adds in Article 38(1(f)), (g) and (h) further elements to be included in
codes of conduct. Delegations are invited to share their views on these points, in particular the
possibility to indicate out-of-court proceedings and other dispute resolution procedures as

proposed in Article 38(1(h)).

Article 39 - Certification

- In Article 39(1), the Council’s General Approach contains a reference to “micro, small and
medium sized enterprises”. The Presidency invites delegations to share their views on those
terms and more particularly about the added value of keeping the reference which does not seem
consistent with the risk-based approach.

- Inits Article 39(1b),the European Parliament proposes that “the certification shall be voluntary
and available via a process that is transparent and not unduly burdensome”. The Presidency
invites delegations to indicate their flexibility for introducing such an idea, possibly in a recital

- Inits Article 39(1e) and (1f), the European Parliament foresees that only “supervisory
authorities shall grant controllers and processors who, pursuant to the auditing, have been
certified that they process the data in compliance with this regulation”. The Presidency
considers this might constitute a substantial additional burden for supervisory authorities and
invites the comments from delegations. Additionally, delegations are invited to share their

views on the proposed standardized data protection mark named “European Data Protection

Seal”.

The European Parliament envisages in Article 39(11) that the European Data Protection Board
certifies that a “data protection-enhancing technical standard” is in compliance with the Regulation.

The Presidency invites the comments from delegations on such an approach.
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ANNEX

COM (2012)0011

EP Position / First Reading

Council General Approach
(15/06/2015)

Proposition of compromise

(60) Comprehensive responsibility
and liability of the controller for
any processing of personal data
carried out by the controller or on
the controller's behalf should be
established. In particular, the
controller should ensure and be
obliged to demonstrate the
compliance of each processing
operation with this Regulation.

(60) Comprehensive responsibility
and liability of the controller for
any processing of personal data
carried out by the controller or on
the controller's behalf should be
established, in particular with
regard to documentation, data
security, impact assessments, the
data protection officer and
oversight by data protection
authorities. In particular, the
controller should ensure and be
obliged able to demonstrate the
compliance of each processing
operation with this Regulation.
This should be verified by
independent internal or external
auditors.

(60) Comprehensive-The
responsibility and liability of the
controller for any processing of
personal data carried out by the
controller or on the controller's
behalf should be established. In
particular, the controller should
ensure-and-be obliged to implement
appropriate measures and be able
to demonstrate the compliance of
each-processing eperation-activities
with this Regulation. These
measures should take into account
the nature, scope, context and
purposes of the processing and the
risk for the rights and freedoms of
individuals.
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(60a) Such risks, of varying
likelihood and severity, may result
from data processing which could
lead to physical, material or moral
damage, in particular where the
processing may give rise to
discrimination, identity theft or
fraud, financial loss, damage to
the reputation, loss of
confidentiality of data protected by
professional secrecy, unauthorized
reversal of pseudonymisation, or
any other significant economic or
social disadvantage; or where data
subjects might be deprived of their
rights and freedoms or from
exercising control over their
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personal data; where personal
data are processed which reveal
racial or ethnic origin, political
opinions, religion or philosophical
beliefs, trade-union membership,
and the processing of genetic data
or data concerning health or sex
life or criminal convictions and
offences or related security
measures; where personal aspects
are evaluated, in particular
analysing and prediction of
aspects concerning performance at
work, economic situation, health,
personal preferences or interests,
reliability or behaviour, location
or movements, in order to create
or use personal profiles; where
personal data of vulnerable
individuals, in particular of
children, are processed; where
processing involves a large
amount of personal data and
affects a large number of data
subjects.
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(60b) The likelihood and severity
of the risk should be determined
in function of the nature, scope,
context and purposes of the data
processing. Risk should be
evaluated on an objective
assessment, by which it is
established whether data
processing operations involve a
high risk. A high risk is a
particular risk of prejudice to the
rights and freedoms of
individuals.

(60c) Guidance for the
implementation of appropriate
measures, and for demonstrating
the compliance by the controller or
processor, especially as regards
the identification of the risk
related to the processing, their
assessment in terms of their
origin, nature, likelihood and
severity, and the identification of
best practices to mitigate the risk,
could be provided in particular by
approved codes of conduct,
approved certifications, guidelines
of the European Data
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Protection Board or through the
indications provided by a data
protection officer. The European
Data Protection Board may also
issue guidelines on processing
operations that are considered to
be unlikely to result in a high risk
for the rights and freedoms of
individuals and indicate what
measures may be sufficient in
such cases to address such risk.

Amendment 37

(61) The protection of the rights
and freedoms of data subjects with
regard to the processing of personal
data require that appropriate
technical and organisational
measures are taken, both at the
time of the design of the processing
and at the time of the processing
itself, to ensure that the
requirements of this Regulation are
met. In order to ensure and
demonstrate compliance with this
Regulation, the controller should
adopt internal policies and
implement appropriate measures,
which meet in particular the

(61) The protection of the rights
and freedoms of data subjects with
regard to the processing of personal
data require that appropriate
technical and organisational
measures are taken, both at the time
of the design of the processing and
at the time of the processing itself,
to ensure that the requirements of
this Regulation are met. In order to
ensure and demonstrate compliance
with this Regulation, the controller
should adopt internal policies and
implement appropriate measures,
which meet in particular the

(61) The protection of the rights
and freedoms of data-subjeets
individuals with regard to the
processing of personal data require
that appropriate technical and
organisational measures are taken,

both-at-the-time-of the-desten-of the
. Lat the ti >
proeessing-itself; to ensure that the
requirements of this Regulation are
met. In order to ensure-andbe able
to demonstrate compliance with
this Regulation, the controller
should adopt internal policies and
implement appropriate measures,
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principles of data protection by
design and data protection by
default.

principles of data protection by
design and data protection by
default. The principle of data
protection by design requires data
protection to be embedded within
the entire life cycle of the
technology, from the very early
design stage, right through to its
ultimate deployment, use and final
disposal. This should also include
the responsibility for the products
and services used by the controller
or processor. The principle of data
protection by default requires
privacy settings on services and
products which should by default
comply with the general principles
of data protection, such as data
minimisation and purpose
limitation.

which meet in particular the
principles of data protection by
design and data protection by
default. Such measures could
consist inter alia of minimising the
processing of personal data,
pseudonymising personal data as
soon as possible, transparency
with regard to the functions and
processing of personal data,
enabling the data subject to
monitor the data processing,
enabling the controller to create
and improve security features.
When developing, designing,
selecting and using applications,
services and products that are
either based on the processing of
personal data or process personal
data to fulfil their task, producers
of the products, services and
applications should be encouraged
to take into account the right to
data protection when developing
and designing such products,
services and applications and, with
due regard to the state of the art,
to make sure that controllers and
processors are able to fulfil their
data protection obligations.
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Amendment 38

(62) The protection of the rights
and freedoms of data subjects as
well as the responsibility and
liability of controllers and
processor, also in relation to the
monitoring by and measures of
supervisory authorities, requires a
clear attribution of the
responsibilities under this
Regulation, including where a
controller determines the purposes,
conditions and means of the
processing jointly with other
controllers or where a processing
operation is carried out on behalf
of a controller.

(62) The protection of the rights
and freedoms of data subjects as
well as the responsibility and
liability of controllers and
processor, also in relation to the
monitoring by and measures of
supervisory authorities, requires a
clear attribution of the
responsibilities under this
Regulation, including where a
controller determines the purposes;
eonditions and means of the
processing jointly with other
controllers or where a processing
operation is carried out on behalf of
a controller. The arrangement
between the joint controllers
should reflect the joint controllers’
effective roles and relationships.
The processing of personal data
under this Regulation should
include the permission for a
controller to transmit the data to a
Jjoint controller or to a processor
for the processing of the data on
their his or her behalf.

(62) The protection of the rights
and freedoms of data subjects as
well as the responsibility and
liability of controllers and
processors, also in relation to the
monitoring by and measures of
supervisory authorities, requires a
clear attribution of the
responsibilities under this
Regulation, including where a
controller determines the purposes,
condittons and means of the
processing jointly with other
controllers or where a processing
operation is carried out on behalf of
a controller.
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Amendment 39

(63) Where a controller not
established in the Union is
processing personal data of data
subjects residing in the Union
whose processing activities are
related to the offering of goods or
services to such data subjects, or to
the monitoring their behaviour, the
controller should designate a
representative, unless the controller
is established in a third country
ensuring an adequate level of
protection, or the controller is a
small or medium sized enterprise
or a public authority or body or
where the controller is only
occasionally offering goods or
services to such data subjects. The
representative should act on behalf
of the controller and may be
addressed by any supervisory
authority.

(63) Where a controller not
established in the Union is
processing personal data of data
subjects residing in the Union
related-to-the-offering-of goods-or
serviees to such data subjects. or to

o : iout, the
controller should designate a
representative, unless the controller
is established in a third country
ensuring an adequate level of
protection, or the eentreHerisa
processing relates to fewer than
5000 data subjects during any
consecutive 12-month period and
is not carried out on special
categories of personal data, or is a
public authority or body or where
the controller is only occasionally
offering goods or services to such
data subjects. The representative
should act on behalf of the
controller and may be addressed by
any supervisory authority.

(63) Where a controller not
established in the Union is
processing personal data of data
subjects residing in the Union
whose processing activities are
related to the offering of goods or
services to such data subjects, or to
the monitoring of their behaviour in
the Union, the controller should
designate a representative, unless
the processing it carries out is
occasional and unlikely to result
in a risk for the rights and
freedoms of data subjects, taking
into account the nature, scope,
context and purposes of the
processing or the controller is

established-in-a-third-country
cnsuring an adequate level of
(o, i
f i 5 - od .
a public authority or body-er-where
. :

o | 7o ;
data-subjeets. The representative
should act on behalf of the
controller and may be addressed by
any supervisory authority.
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The representative should be
explicitly designated by a written
mandate of the controller to act on
its behalf with regard to the
latter's obligations under this
Regulation. The designation of
such representative does not affect
the responsibility and liability of
the controller under this
Regulation. Such representative
should perform its tasks according
to the received mandate from the
controller, including to cooperate
with the competent supervisory
authorities on any action taken in
ensuring compliance with this
Regulation. The designated
representative should be subjected
to enforcement actions in case of
non-compliance by the controller.

(63a) To ensure compliance with
the requirements of this
Regulation in respect of the
processing to be carried out by the
processor on behalf of the
controller, when entrusting a
processor with processing
activities, the controller should use
only processors providing
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sufficient guarantees, in particular
in terms of expert knowledge,
reliability and resources, to
implement technical and
organisational measures which
will meet the requirements of this
Regulation, including for the
security of processing. Adherence
of the processor to an approved
code of conduct or an approved
certification mechanism may be
used as an element to demonstrate
compliance with the obligations of
the controller. The carrying out of
processing by a processor should
be governed by a contract or other
legal act under Union or Member
State law, binding the processor to
the controller, setting out the
subject-matter and duration of the
processing, the nature and
purposes of the processing, the
type of personal data and
categories of data subjects, taking
into account the specific tasks and
responsibilities of the processor in
the context of the processing to be
carried out and the risk for the
rights and freedoms of the data
subject.
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The controller and processor may
choose to use an individual
contract or standard contractual
clauses which are adopted either
directly by the Commission or by a
supervisory authority in
accordance with the consistency
mechanism and then adopted by
the Commission, or which are part
of a certification granted in the
certification mechanism. After the
completion of the processing on
behalf of the controller, the
processor should return or delete
the personal data, unless there is a
requirement to store the data
under Union or Member State law
to which the processor is subject.

Amendment 39
(64) In order to determine whether | (64) In order to determine whether | deleted
a controller is only occasionally a controller is only occasionally
offering goods and services to data | offering goods and services to data
subjects residing in the Union, it subjects residirg in the Union, it
should be ascertained whether it is | should be ascertained whether it is
apparent from the controller's apparent from the controller's
overall activities that the offering overall activities that the offering of
of goods and services to such data | goods and services to such data
subjects is ancillary to those main | subjects is ancillary to those main
activities. activities.
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Amendment 41

(65) In order to demonstrate
compliance with this Regulation,
the controller or processor should
document each processing
operation. Each controller and
processor should be obliged to co-
operate with the supervisory
authority and make this
documentation, on request,
available to it, so that it might
serve for monitoring those
processing operations.

(65) In order to be able to
demonstrate compliance with this
Regulation, the controller or
processor should decumenteach
proecessing-eperation-maintain the
documentation necessary in order
to fulfill the requirements laid
down in this Regulation. Each
controller and processor should be
obliged to co-operate with the
supervisory authority and make this
documentation, on request,
available to it, so that it might serve

for menttoring-these-proeessing
operations-evaluating the

compliance with this Regulation.
However, equal emphasis and
significance should be placed on
good practice and compliance and
not just the completion of
documentation.

(65) In order to demonstrate
compliance with this Regulation,
the controller or processor should
decument-each-maintain records
regarding all categories of
processing eperationactivities
under its responsibility. Each
controller and processor should be
obliged to co-operate with the
supervisory authority and make this
documentationthese records, on
request, available to it, so that it
might serve for monitoring those
processing operations.
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Amendment 42

(66) In order to maintain security
and to prevent processing in breach
of this Regulation, the controller or
processor should evaluate the risks
inherent to the processing and
implement measures to mitigate
those risks. These measures should
ensure an appropriate level of
security, taking into account the
state of the art and the costs of their
implementation in relation to the
risks and the nature of the personal
data to be protected. When
establishing technical standards
and organisational measures to
ensure security of processing, the
Commission should promote
technological neutrality,
interoperability and innovation,
and, where appropriate, cooperate
with third countries.

(66) In order to maintain security
and to prevent processing in breach
of this Regulation, the controller or
processor should evaluate the risks
inherent to the processing and
implement measures to mitigate
those risks. These measures should
ensure an appropriate level of
security, taking into account the
state of the art and the costs of their
implementation in relation to the
risks and the nature of the personal
data to be protected. When
establishing technical standards and
organisational measures to ensure
security of processing, the
Commission should promeote
technological neutrality,
interoperability and innovation
should be promoted and, where
appropriate, eeeperate cooperation
with third countries should be
encouraged.

(66) In order to maintain security
and to prevent processing in breach
of this Regulation, the controller or
processor should evaluate the risks
inherent to the processing and
implement measures to mitigate
those risks. These measures should
ensure an appropriate level of
security including confidentiality,
taking into account available
technology the-state-of the-art and
the costs of their implementation in
relation to the risks and the nature
of the personal data to be protected.

When-establishinetechnieat

and, where appropriate. cooperate
i i fes In assessing
data security risk, consideration
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should be given to the risks that
are presented by data processing,
such as accidental or unlawful
destruction, loss, alteration,
unauthorised disclosure of, or
access to personal data
transmitted, stored or otherwise
processed, which may in particular
lead to physical, material or moral
damage.

(66a) In order to enhance
compliance with this Regulation in
cases where the processing
operations are likely to result in a
high risk for the rights and
freedoms of individuals, the
controller should be responsible
for the carrying out of a data
protection impact assessment to
evaluate, in particular, the origin,
nature, particularity and severity
of this risk. The outcome of the
assessment should be taken into
account when determining the
appropriate measures to be taken
in order to demonstrate that the
processing of personal data is in
compliance with this Regulation.
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Where a data protection impact
assessment indicates that
processing operations involve a
high risk which the controller
cannot mitigate by appropriate
measures in terms of available
technology and costs of
implementation, a consultation of
the supervisory authority should
take place prior to the processing.

Amendment 43

(67) A personal data breach may, if
not addressed in an adequate and
timely manner, result in substantial
economic loss and social harm,
including identity fraud, to the
individual concerned. Therefore, as
soon as the controller becomes
aware that such a breach has
occurred, the controller should
notify the breach to the supervisory
authority without undue delay and,
where feasible, within 24 hours.
Where this cannot achieved within
24 hours, an explanation of the
reasons for the delay should
accompany the notification.

(67) A personal data breach may, if
not addressed in an adequate and
timely manner, result in substantial
economic loss and social harm,
including identity fraud, to the
individual concerned. Therefore, as
soon as the controller becomes
aware-thatsuch-a-breach-has
oceurred; the controller should
notify the breach to the supervisory
authority without undue delay and;
wherefeastblewithin 24, which
should be presumed to be not later
than 72 hours. Where-this-cannet
achteved-within24-hours-If
applicable, an explanation of the
reasons for the delay should
accompany the notification.

(67) A personal data breach may, if
not addressed in an adequate and
timely manner, result in physical,
material or moral damage to
individuals such as—substantial
econemte-loss of control over their
personal data or limitation of their
rights, discrimination, identity
theft or fraud, financial loss,
unauthorized reversal of
pseudonymisation, damage to the
reputation, loss of confidentiality
of data protected by professional
secrecy or any other economic or
and-social harm;ineludingidentity
fraud;-disadvantage to the
individual concerned.
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The individuals whose personal
data could be adversely affected by
the breach should be notified
without undue delay in order to
allow them to take the necessary
precautions. A breach should be
considered as adversely affecting
the personal data or privacy of a
data subject where it could result
in, for example, identity theft or
fraud, physical harm, significant
humiliation or damage to
reputation. The notification should
describe the nature of the personal
data breach as well as
recommendations as well as
recommendations for the individual
concerned to mitigate potential
adverse effects. Notifications to
data subjects should be made as
soon as reasonably feasible, and in
close cooperation with the
supervisory authority and
respecting guidance provided by it
or other relevant authorities (e.g.
law enforcement authorities). For
example, the chance for data
subjects to mitigate an immediate
risk of harm would call for a

The individuals whose personal
data could be adversely affected by
the breach should be notified
without undue delay in order to
allow them to take the necessary
precautions. A breach should be
considered as adversely affecting
the personal data or privacy of a
data subject where it could result
in, for example, identity theft or
fraud, physical harm, significant
humiliation or damage to
reputation. The notification should
describe the nature of the personal
data breach and formulate as—~welt
as-recommendations as-weH-as
recommendations-for the individual
concerned to mitigate potential
adverse effects. Notifications to
data subjects should be made as
soon as reasonably feasible, and in
close cooperation with the
supervisory authority and
respecting guidance provided by it
or other relevant authorities (e.g.
law enforcement authorities). For
example, the chance for data

Therefore, as soon as the controller
becomes aware that sueh-a
personal data breach which may
result in physical, material or
moral damage has occurred, the
controller should notify the breach
to the supervisory authority without
undue delay and, where feasible,
within 24 72 hours. Where this
cannot be achieved within 24 72
hours, an explanation of the reasons
for the delay should accompany the
notification. The individuals whose

rights and freedoms -personal-data

could be adversely severely
affected by the breach should be

notified without undue delay in
order to allow them to take the
necessary precautions. A-breach

should be considered as adversely
affeeting-the-personal-data-or

could resultin, for example.

. . ’ .

| ’ YA G | .i]. Y
damage to reputation. The
notification should describe the
nature of the personal data breach
as well as

11784/15
ANNEX

VH/np

DGD 2C

LIMITE



prompt notification of data subjects
whereas the need to implement
appropriate measures against
continuing or similar data breaches
may justify a longer delay.

subjects to mitigate an immediate
risk of harm would call for a
prompt notification of data subjects
whereas the need to implement
appropriate measures against
continuing or similar data breaches
may justify a longer delay.

recommendations as-weH-as
recommendations-for the individual
concerned to mitigate potential
adverse effects. Notifications to
data subjects should be made as
soon as reasonably feasible, and in
close cooperation with the
supervisory authority and
respecting guidance provided by it
or other relevant authorities (e.g.
law enforcement authorities). For
example, the ehancefor-data
subjeets-need to mitigate an
immediate risk of harmdamage
would call for a prompt notification
of data subjects whereas the need to
implement appropriate measures
against continuing or similar data
breaches may justify a longer delay.
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(68) In order to determine whether
a personal data breach is notified to
the supervisory authority and to the
data subject without undue delay, it
should be ascertained whether the
controller has implemented and
applied appropriate technological
protection and organisational
measures to establish immediately
whether a personal data breach has
taken place and to inform promptly
the supervisory authority and the
data subject, before a damage to
personal and economic interests
occurs, taking into account in
particular the nature and gravity of
the personal data breach and its
consequences and adverse effects
for the data subject.

(68) In order to determine whether
a personal data breach is notified o
the supervisory authority and to the
data subject without undue delagy, it
should be ascertained whether/the
controller has implemented gnd
applied appropriate technolpgical
protection and organisational
measures to establish imynediately
whether a personal data/breach has
taken place and to infofm promptly
the supervisory authofity and the
data subject, before 4 damage to
personal and econgmic interests
occurs, taking intd account in
particular the nature and gravity of
the personal data breach and its
consequencey and adverse effects
for the data gubject.

(68) In-erderto-determine-It must
.
Fiod f | . b
and to the data subject without
undue-delay+tshould-be
ascertained whether the-eontroHer
has-implemented-and-applied-all
appropriate technological
protection and organisational
measures have been implemented
to establish immediately whether a
personal data breach has taken
place and to inform promptly the
supervisory authority and the data

subject.-before-a-damageto
personal and cconomic intercsts
oceursy-The fact that the
notification was made without
undue delay should be established
taking into account in particular the
nature and gravity of the personal
data breach and its consequences
and adverse effects for the data
subject. Such notification may
result in an intervention of the
supervisory authority in
accordance with its tasks and
powers laid down in this
Regulation.
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(68a) The communication of a
personal data breach to the data
subject should not be required if
the controller has implemented
appropriate technological
protection measures, and that
those measures were applied to the
data affected by the personal data
breach. Such technological
protection measures should
include those that render the data
unintelligible to any person who is
not authorised to access it, in
particular by encrypting the
personal data .

(69) In setting detailed rules
concerning the format and
procedures applicable to the
notification of personal data
breaches, due consideration should
be given to the circumstances of
the breach, including whether or
not personal data had been
protected by appropriate technical
protection measures, effectively
limiting the likelihood of identity
fraud or other forms of misuse.

(69) In setting detailed rules
concerning the format and
procedures applicable to the
notification of personal data
breaches, due consideration should
be given to the circumstances of the
breach, including whether or not
personal data had been protected by
appropriate technical protection
measures, effectively limiting the
likelihood of identity fraud or other
forms of misuse.

(69) In setting detailed rules
concerning the format and
procedures applicable to the
notification of personal data
breaches, due consideration should
be given to the circumstances of the
breach, including whether or not
personal data had been protected by
appropriate technical protection
measures, effectively limiting the
likelihood of identity fraud or other
forms of misuse.
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Moreover, such rules and
procedures should take into
account the legitimate interests of
law enforcement authorities in
cases where early disclosure could
unnecessarily hamper the
investigation of the circumstances
of a breach.

Moreover, such rules and
procedures should take into account
the legitimate interests of law
enforcement authorities in cases
where early disclosure could
unnecessarily hamper the
investigation of the circumstances
of a breach.

Moreover, such rules and
procedures should take into account
the legitimate interests of law
enforcement authorities in cases
where early disclosure could
unnecessarily hamper the
investigation of the circumstances
of a breach.

(70) Directive 95/46/EC provided
for a general obligation to notify
processing of personal data to the
supervisory authorities. While this
obligation produces administrative
and financial burdens, it did not in
all cases contribute to improving
the protection of personal data.
Therefore such indiscriminate
general notification obligation
should be abolished, and replaced
by effective procedures and
mechanism which focus instead on
those processing operations which
are likely to present specific risks
to the rights and freedoms of data
subjects by virtue of their nature,
their scope or their purposes. In
such cases, a data protection
impact assessment should be
carried out by

(70) Directive 95/46/EC provided
for a general obligation to notify
processing of personal data to ti{e
supervisory authorities. Whilg/this
obligation produces administrative
and financial burdens, it did not in
all cases contribute to improving
the protection of persodal data.
Therefore such indisgtiminate
general notificatioryobligation
should be abolishéd, and replaced
by effective prodedures and
mechanism wHich focus instead on
those processing operations which
are likely $0 present specific risks
to the rights and freedoms of data
subjects by virtue of their nature,
their gcope or their purposes. In

such cases, a data protection impact
assessment should be carried out by

(70) Directive 95/46/EC provided
for a general obligation to notify
processing of personal data to the
supervisory authorities. While this
obligation produces administrative
and financial burdens, it did not in
all cases contribute to improving
the protection of personal data.
Therefore such indiscriminate
general notification obligations
should be abolished, and replaced
by effective procedures and
mechanisms which focus instead on
those types of processing operations
which are likely to present
speetfieresult in a high risks to the
rights and freedoms of data
subjeetsindividuals by virtue of
their nature, thet#scope, context
and er-their-purposes. Hsueh
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the controller or processor prior to
the processing, which should
include in particular the envisaged
measures, safeguards and
mechanisms for ensuring the
protection of personal data and for
demonstrating the compliance with
this Regulation.

the controller or processor prior to
the processing, which should
include in particular the envisgged
measures, safeguards and
mechanisms for ensuring the
protection of personal dafa and for
demonstrating the compliance with
this Regulation.

ad ..
asscessment should be carried out by
the-controHer-or-processorpriorto
the-types of processing, operations
may be those which-sheuld-inelude
in particular, involve using new
technologies, or are of a new kind
and where no data protection
impact assessment has been
carried out before by the
controller, or where they become
necessary in the light of the time
that has elapsed since the initial
Pprocessingthe-envisaged-measures;
safectards-and-mechanismsfor
enstrie-the protection-of personal
data and tor demonstrating the

(70a) In such cases, a data
protection impact assessment
should be carried out by the
controller prior to the processing
in order to assess the particular
likelihood and severity of the high
risk, taking into account the
nature, scope, context and
purposes of the processing and the
sources of the risk, which should
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include in particular the envisaged
measures, safeguards and
mechanisms for mitigating that
risk and for ensuring the
protection of personal data and for
demonstrating the compliance
with this Regulation.

(71) This should in particular apply
to newly established large scale
filing systems, which aim at
processing a considerable amount
of personal data at regional,
national or supranational level and
which could affect a large number
of data subjects.

(71) This should in particular appl
to newly established large scale
filing systems, which aim at
processing a considerable amgunt
of personal data at regional
national or supranational J¢vel and
which could affect a large number
of data subjects.

(71) This should in particular apply
to newdy-established large-scale
filingsystemsprocessing
operations, which aim at
processing a considerable amount
of personal data at regional,
national or supranational level and
which could affect a large number
of data subjects and which are
likely to result in a high risk, for
example, on account of their
sensitivity, where in accordance
with the achieved state of
technological knowledge a new
technology is used on a large scale
as well as to other processing
operations which result in a high
risk for the rights and freedoms of
data subjects, in particular where
those operations render it more
difficult for data subjects to
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exercise their rights. A data
protection impact assessment
should also be made in cases
where data are processed for
taking decisions regarding specific
individuals following any
systematic and extensive
evaluation of personal aspects
relating to natural persons based
on profiling those data or
following the processing of special
categories of personal data,
biometric data, or data on criminal
convictions and offences or related
security measures. A data
protection impact assessment is
equally required for monitoring
publicly accessible areas on a
large scale, especially when using
optic-electronic devices or for any
other operations where the
competent supervisory authority
considers that the processing is
likely to result in a high risk for
the rights and freedoms of data
subjects, in particular because
they prevent data subjects from
exercising a right or using a
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service or a contract, or because
they are carried out systematically
on a large scale. The processing
of personal data irrespective of
the volume or the nature of the
data, should not be considered as
being on a large scale, if the
processing of these data is
protected by professional secrecy,
such as the processing of personal
data from patients or clients by
an individual doctor, health care
professional, hospital or attorney.
In these cases a data protection
impact assessment should not be
mandatory.

Amendment 44

(71a) Impact assessments are the
essential core of any sustainable
data protection framework,
making sure that businesses are
aware from the outset of all
possible consequences of their
data processing operations. If
impact assessments are thorough,
the likelihood of any data breach
or privacy-intrusive operation can
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be fundamentally limited. Data
protection impact assessments
should consequently have regard
to the entire lifecycle management
of personal data from collection to
processing to deletion, describing
in detail the envisaged processing
operations, the risks to the rights
and freedoms of data subjects, the
measures envisaged to address the
risks, safeguards, security
measures and mechanisms to
ensure compliance with the this
Rregulation.

Amendment 45

(71b) Controllers should focus on
the protection of personal data
throughout the entire data
lifecycle from collection to
processing to deletion by investing
from the outset in a sustainable
data management framework and
by following it up with a
comprehensive compliance
mechanism.
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(72) There are circumstances under
which it may be sensible and
economic that the subject of a data
protection impact assessment
should be broader than a single
project, for example where public
authorities or bodies intend to
establish a common application or
processing platform or where
several controllers plan to
introduce a common application or
processing environment across an
industry sector or segment or for a
widely used horizontal activity.

(72) There are circumstances under
which it may be sensible and
economic that the subject of a data
protection impact assessment
should be broader than a single
project, for example where public
authorities or bodies intend to
establish a common application or
processing platform or where
several controllers plan to introduce
a common application or
processing environment across an
industry sector or segment or for a
widely used horizontal activity.

(72) There are circumstances under
which it may be sensible and
economic that the subject of a data
protection impact assessment
should be broader than a single
project, for example where public
authorities or bodies intend to
establish a common application or
processing platform or where
several controllers plan to introduce
a common application or
processing environment across an
industry sector or segment or for a
widely used horizontal activity.

Amendment 46

(73) Data protection impact
assessments should be carried out
by a public authority or public
body if such an assessment has not
already been made in the context of
the adoption of the national law on
which the performance of the tasks
of the public authority or public
body is based and which regulates
the specific processing operation or
set of operations in question.

deleted

(73) Data protection impact
assessments shewld-may be carried
out by a public authority or public
body if such an assessment has not
already been made in the context of
the adoption of the national law on
which the performance of the tasks
of the public authority or public
body is based and which regulates
the specific processing operation or
set of operations in question.
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Amendment 47

(74) Where a data protection
impact assessment indicates that
processing operations involve a
high degree of specific risks to the
rights and freedoms of data
subjects, such as excluding
individuals from their right, or by
the use of specific new
technologies, the supervisory
authority should be consulted, prior
to the start of operations, on a risky
processing which might not be in
compliance with this Regulation,
and to make proposals to remedy
such situation. Such consultation
should equally take place in the
course of the preparation either of a
measure by the national parliament
or of a measure based on such
legislative measure which defines

(74) Where a data protection
impact assessment indicates that
processing operations involve a
high degree of specific risks to the
rights and freedoms of data
subjects, such as excluding
individuals from their right, or by
the use of specific new
technologies, the data protection
officer or the supervisory authority
should be consulted, prior to the
start of operations, on a risky
processing which might not be in
compliance with this Regulation,
and to make proposals to remedy
such situation. Sueh A consultation
of the supervisory authority should
equally take place in the course of
the preparation either of a measure
by the national parliament or of a

(74) Where a data protection
impact assessment indicates that
the processing would, despite the
envisaged safeguards, security
measures and mechanisms to
mitigate the eperationsinvolvea
hish-desreeotspeetfierisksto-the
result in a high risk to the rights
and freedoms of data
subteetsindividuals and the
controller is of the opinion that the
risk cannot be mitigated by
reasonable means in terms of
available technologies and costs of
implementation, such-as-exelading
e ir-richt

| c > € )
technologies;-the supervisory
authority should be consulted, prior
to the start of eperationsprocessing

the nature of the processing and measure based on such legislative | activities;-on-ariskyprocessing
lays down appropriate safeguards. | measure which defines the nature which-mightnet be-incomplianee
of the processing and lays down with this Regulation. and to make
appropriate safeguards. proposals-to-remedy-such-sttuation:
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of the-processinganddays-down
appropriate-safeguards. Such high
risk is likely to result from certain
types of data processing and
certain extent and frequency of
processing, which may result also
in a realisation of damage or
interference with the rights and
freedoms of the data subject. The
supervisory authority should
respond to the request for
consultation in a defined period.
However, the absence of a
reaction of the supervisory
authority within this period should
be without prejudice to any
intervention of the supervisory
authority in accordance with its
tasks and powers laid down in this
Regulation, including the power to
prohibit processing operations. As
part of this consultation process,
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the outcome of a data protection
impact assessment carried out with
regard to the processing at issue
pursuant to Article 33 may be
submitted to the supervisory
authority, in particular the
measures envisaged to mitigate the
risk for the rights and freedoms of
individuals.

Amendment 48

(74a) Impact assessments can only
be of help if controllers make sure
that they comply with the promises
originally laid down in them. Data
controllers should therefore
conduct periodic data protection
compliance reviews demonstrating
that the data processing
mechanisms in place comply with
assurances made in the data
protection impact assessment. It
should further demonstrate the
ability of the data controller to
comply with the autonomous
choices of data subjects. In
addition, in case the review finds
compliance inconsistencies, it
should highlight these and present
recommendations on how to
achieve full compliance.
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(74a) The processor should assist
the controller, where necessary
and upon request, in ensuring
compliance with the obligations
deriving from the carrying out of
data protection impact assessments
and from prior consultation of the
supervisory authority.

(74b) A consultation with the
supervisory authority should also
take place in the course of the
preparation of a legislative or
regulatory measure which
provides for the processing of
personal data, in order to ensure
the compliance of the intended
processing with this Regulation
and in particular to mitigate the
risk involved for the data subject.
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Amendment 49

(75) Where the processing is
carried out in the public sector or
where, in the private sector,
processing is carried out by a large
enterprise, or where its core
activities, regardless of the size of
the enterprise, involve processing
operations which require regular
and systematic monitoring, a
person should assist the controller
or processor to monitor internal
compliance with this Regulation.
Such data protection officers,
whether or not an employee of the
controller, should be in a position
to perform their duties and tasks
independently.

(75) Where the processing is
carried out in the public sector or
where, in the private sector,
processing is-earried-out-by-alarge
enterprise-relates to more than
5000 data subjects within 12
months, or where its core activities,
regardless of the size of the
enterprise, involve processing
operations on sensitive data, or
processing operations which
require regular and systematic
monitoring, a person should assist
the controller or processor to
monitor internal compliance with
this Regulation. When establishing
whether data about a large
number of data subjects are
processed, archived data that are
restricted in such a way that they
are not subject to the normal data
access and processing operations
of the controller and can no
longer be changed should not be
taken into account. Such data
protection officers, whether or not
an employee of the controller and

(75) Where the processing is
carried out in the public sector or
where, in the private sector,
processing is carried out by a large
enterprise, or where its core
activities, regardless of the size of
the enterprise, involve processing
operations which require regular
and systematic monitoring, a
person shewld with expert
knowledge of data protection law
and practices may assist the
controller or processor to monitor
internal compliance with this
Regulation. Such data protection
officers, whether or not an
employee of the controller, should
be in a position to perform their
duties and tasks in an
independently manner.
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whether or not performing that
task full time, should be in a
position to perform their duties and
tasks independently and enjoy
special protection against
dismissal. Final responsibility
should stay with the management
of an organisation. The data
protection officer should in
particular be consulted prior to the
design, procurement, development
and setting-up of systems for the
automated processing of personal
data, in order to ensure the
principles of privacy by design and
privacy by default.

Amendment 50

(75a) The data protection officer
should have at least the following
qualifications: extensive
knowledge of the substance and
application of data protection law,
including technical and
organisational measures and
procedures; mastery of technical
requirements for privacy by
design, privacy by default and data
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security; industry-specific
knowledge in accordance with the
size of the controller or processor
and the sensitivity of the data to be
processed; the ability to carry out
inspections, consultation,
documentation, and log file
analysis; and the ability to work
with employee representation. The
controller should enable the data
protection officer to take part in
advanced training measures to
maintain the specialized
knowledge required to perform his
or her duties. The designation as a
data protection officer does not
necessarily require fulltime
occupation of the respective
employee.
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Amendment 51

(76) Associations or other bodies
representing categories of
controllers should be encouraged to
draw up codes of conduct, within
the limits of this Regulation, so as
to facilitate the effective application
of this Regulation, taking account
of the specific characteristics of the
processing carried out in certain
sectors.

(76) Associations or other bodies
representing categories of
controllers should be encouraged,
after consultation of the
representatives of the employees,
to draw up codes of conduct, within
the limits of this Regulation, so as
to facilitate the effective
application of this Regulation,
taking account of the specific
characteristics of the processing
carried out in certain sectors. Such
codes should make compliance
with this Regulation easier for
industry.

(76) Associations or other bodies
representing categories of
controllers or processors should be
encouraged to draw up codes of
conduct, within the limits of this
Regulation, so as to facilitate the
effective application of this
Regulation, taking account of the
specific characteristics of the
processing carried out in certain
sectors and the specific needs of
micro, small and medium
enterprises. In particular such
codes of conduct could calibrate
the obligations of controllers and
processors, taking into account the
risk likely to result from the
processing for the rights and
freedoms of individuals.
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(76a) When drawing up a code of
conduct, or when amending or
extending such a code,
associations and other bodies
representing categories of
controllers or processors should
consult with relevant stakeholders,
including data subjects where
feasible, and have regard to
submissions received and views
expressed in response to such
consultations.

Amendment 52

(77) In order to enhance
transparency and compliance with
this Regulation, the establishment
of certification mechanisms, data
protection seals and marks should
be encouraged, allowing data
subjects to quickly assess the level
of data protection of relevant
products and services.

(77) In order to enhance
transparency and compliance with
this Regulation, the establishment
of certification mechanisms, data
protection seals and standardised
marks should be encouraged,
allowing data subjects to quickly,
reliably and verifiably assess the
level of data protection of relevant
products and services.

(77) In order to enhance
transparency and compliance with
this Regulation, the establishment
of certification mechanisms, data
protection seals and marks should
be encouraged, allowing data
subjects to quickly assess the level
of data protection of relevant
products and services.
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A "European Data Protection
Seal' should be established on the
European level to create trust
among data subjects, legal
certainty for controllers, and at the
same time export European data
protection standards by allowing
non-European companies to more
easily enter European markets by
being certified.
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Article 4 Article 4 Article 4
Definitions Definitions Definitions
Amendment 98

(9) 'personal data breach' means a
breach of security leading to the
accidental or unlawful destruction,
loss, alteration, unauthorised
disclosure of, or access to, personal
data transmitted, stored or
otherwise processed;

(9) 'personal data breach' means a
breach of sccurity leading to the
accidental or unlawful destruction,
loss, alteration, unauthorised
disclosure of, or access to, personal
data transmitted, stored or
otherwise processed;

(9) 'personal data breach' means a
breach of security leading to the
accidental or unlawful destruction,
loss, alteration, unauthorised
disclosure of, or access to, personal
data transmitted, stored or
otherwise processed;

(15) ‘enterprise’ means any entity
engaged in an economic activity,
irrespective of its legal form, thus
including, in particular, natural and
legal persons, partnerships or
associations regularly engaged in an
economic activity;

(15) ‘enterprise’ means any entj
engaged in an economic acivity,
irrespective of its legal form, thus
including, in particutar, natural and
legal persons, pdrtnerships or
associatiops regularly engaged in an
econonfic activity;

(15) ‘enterprise’ means any natural
or legal person entity-engaged in an
economic activity, irrespective of
its legal form, thas-including, #
particular. natural and lcgal

persens;-partnerships or
associations regularly engaged in an

economic activity;
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SECTION 1 SECTION 1 SECTION 1
GENERAL OBLIGATIONS | GENERAL OBLIGATIONS | GENERAL OBLIGATIONS
Article 22 Article 22 Article 22
Amendment 117
Responsibility of the controller Responsibility and accountability Responsibikﬁ—Obllilgations of the

controller

of the controller

1. The controller shall adopt
policies and implement appropriate
measures to ensure and be able to
demonstrate that the processing of
personal data is performed in
compliance with this Regulation.

1. The controller shall adopt
appropriate policies and implement
appropriate an demonstrable
technical and organisational
measures to ensure and be able to
demonstrate in a transparent
manner that the processing of
personal data is performed in
compliance with this Regulation,
having regard to the state of the
art, the nature of personal data
processing, the context, scope and
purposes of processing, the risks
for the rights and freedoms of the

1. Taking into account the nature,
scope, context and purposes of the
processing as well as the likelihood
and severity of risk for the rights
and freedoms of individuals,Fthe
controller shall adeptpelicies-and
implement appropriate measures te
ensure and be able to demonstrate
that the processing of personal data
is performed in compliance with
this Regulation.
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data subjects and the type of the
organisation, both at the time of
the determination of the means for
processing and at the time of the
processing itself.

la. Having regard to the state of
the art and the cost of
implementation, the controller
shall take all reasonable steps to
implement compliance policies and
procedures that persistently respect
the autonomous choices of data
subjects. These compliance
policies shall be reviewed at least
every two years and updated where
necessary.

2. The measures provided for in
paragraph 1 shall in particular
include:

deleted

deleted

(a) keeping the documentation
pursuant to Article 28;

deleted

deleted

(b) implementing the data
security requirements laid down in
Atrticle 30;

deleted

deleted

(c) performing a data protection
impact assessment pursuant to
Article 33;

deleted

deleted
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(d) complying with the
requirements for prior authorisation
or prior consultation of the
supervisory authority pursuant to

Article 34(1) and (2);

deleted

deleted

(e) designating a data protection
officer pursuant to Article 35(1).

deleted

deleted

2a. Where proportionate in
relation to the processing
activities, the measures referred to
in paragraph 1 shall include the
implementation of appropriate
data protection policies by the
controller.

2b. Adherence to approved codes
of conduct pursuant to Article 38
or an approved certification
mechanism pursuant to Article 39
may be used as an element to
demonstrate compliance with the
obligations of the controller.

3. The controller shall implement 3. The controller shall #mplement deleted
mechanisms to ensure the mechanisms to ensure the
verification of the effectiveness of | verification-ofthebe able to
the measures referred to in demonstrate the adequacy and
paragraphs 1 and 2. effectiveness of the measures
referred to in paragraphs 1 and 2.
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If proportionate, this verification
shall be carried out by independent
internal or external auditors.

. ki . :

| f 1 ]f od by ind ]
internal-or-external-auditers Any
regular general reports of the
activities of the controller, such as
the obligatory reports by publicly
traded companies, shall contain a
summary description of the
policies and measures referred to
in paragraph 1.

3a. The controller shall have the
right to transmit personal data
inside the Union within the group
of undertakings the controller is
part of, where such processing is
necessary for legitimate internal
administrative purposes between
connected business areas of the
group of undertakings and an
adequate level of data protection
as well as the interests of the data
subjects are safeguarded by
internal data protection provisions
or equivalent codes of conduct as
referred to in Article 38.
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4. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of specifying any
further criteria and requirements for
appropriate measures referred to in
paragraph 1 other than those
already referred to in paragraph 2,
the conditions for the verification
and auditing mechanisms referred
to in paragraph 3 and as regards the
criteria for proportionality under
paragraph 3, and considering
specific measures for micro, small
and medium-sized-enterprises.

deleted

deleted
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Article 23 Article 23 Article 23
Data protection by design and by Data protection by design and by Data protection by design and by
default default default
Amendment 118

1. Having regard to the state of the
art and the cost of implementation,
the controller shall, both at the time
of the determination of the means
for processing and at the time of the
processing itself, implement
appropriate technical and
organisational measures and
procedures in such a way that the
processing will meet the
requirements of this Regulation and
ensure the protection of the rights
of the data subject.

1. Having regard to the state of the
art-ahd-the-costotmplemtentation.
current technical knowledge,
international best practices and
the risks represented by the data
processing, the controller and the
processor, if any, shall, both at the
time of the determination of the
purposes and means for processing
and at the time of the processing
itself, implement appropriate and
proportionate technical and
organisational measures and
procedures in such a way that the
processing will meet the
requirements of this Regulation and
ensure the protection of the rights
of the data subject, in particular
with regard to the principles laid
down in Article 5. Data protection
by design shall have particular
regard to the entire lifecycle
management of personal data

1. Having regard to available
technology the-state-ofthe-art and
the cost of implementation and
taking account of the nature,
scope, context and purposes of the
processing as well as the likelihood
and severity of the risk for rights
and freedoms of individuals posed
by the processing, the controllers
shall; bothat the time-of the
determination of the means for

: ot the & el

He > implement
apprepriate-technical and
organisational measures
appropriate to the processing
activity being carried out and its
objectives, such as data
minimisation and
pseudonymisation, and-procedures
in such a way that the processing
will meet the requirements of this
Regulation and ensure-protect the

firom collection to processing to protection-of-the rights of the-data
subjects.
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deletion, systematically focusing
on comprehensive procedural
safeguards regarding the
accuracy, confidentiality, integrity,
Pphysical security and deletion of
personal data. Where the
controller has carried out a data
protection impact assessment
pursuant to Article 33, the results
shall be taken into account when
developing those measures and
procedures.

1a. In order to foster its
widespread implementation in
different economic sectors, data
protection by design shall be a
prerequisite for public
procurement tenders according to
Directive 2004/18/EC of the
European Parliament and of the
Council' as well as according to
Directive 2004/17/EC of the
European Parliament and of the
Council’ (Utilities Directive).

T Directive 2004/18/EC of the
European Parliament and of the
Council of 31 March 2004 on the
coordination of procedures for the
award of public works contracts,
public supply contracts and public
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service contracts (OJ L 134,
30.4.2004, p. 114).

? Directive 2004/17/EC of the
European Parliament and of the
Council of 31 March 2004
coordinating the procurement
procedures of entities operating in
the water, energy, transport and
postal services sector (OJ L 134,
30.4.2004, p.1)

2. The controller shall implement
mechanisms for ensuring that, by
default, only those personal data are
processed which are necessary for
each specific purpose of the
processing and are especially not
collected or retained beyond the
minimum necessary for those
purposes, both in terms of the
amount of the data and the time of
their storage. In particular, those
mechanisms shall ensure that by
default personal data are not made
accessible to an indefinite number
of individuals.

2. The controller shall implement
mechanisms tor ensuring ensire
that, by default, only those personal
data are processed which are
necessary for each specific purpose
of the processing and are especially
not collected-ex, retained or
disseminated beyond the minimum
necessary for those purposes, both
in terms of the amount of the data
and the time of their storage. In
particular, those mechanisms shall
ensure that by default personal data
are not made accessible to an
indefinite number of individuals
and that data subjects are able to
control the distribution of their
personal data.

2. The controller shall implement
mechanisms-appropriate measures
for ensuring that, by default, only
these personal data are-processed
which are necessary for each
specific purpose of the processing

and-are-especiallynot-collected-or
ed | L .

interms-of are processed; this

applies to the amount of the-data
collected, the extent of their
processing,and the time-period of
their storage and their accessibility.
Where the purpose of the
processing is not intended to
provide the public with

informationln-partieular, those
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mechanisms shall ensure that by
default personal data are not made
accessible without human
intervention to an indefinite
number of individuals.
2a. An approved certification
mechanism pursuant to Article 39
may be used as an element to
demonstrate compliance with the
requirements set out in paragraphs
1 and 2.

3. The Commission shall be deleted deleted

empowered to adopt delegated acts

in accordance with Article 86 for

the purpose of specifying any

further criteria and requirements for

appropriate measures and

mechanisms referred to in

paragraph 1 and 2, in particular for

data protection by design

requirements applicable across

sectors, products and services.

4. The Commission may lay down deleted deleted

technical standards for the

requirements laid down in paragraph

1 and 2. Those implementing acts

shall be adopted in accordance with

the examination procedure referred to

in Article 87(2).
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Article 24

Article 24

Article 24

Joint controllers

Joint controllers

Joint controllers

Amendment 119

Where a controller determines the
purposes, conditions and means of
the processing of personal data
jointly with others, the joint
controllers shall determine their
respective responsibilities for
compliance with the obligations
under this Regulation, in particular
as regards the procedures and
mechanisms for exercising the
rights of the data subject, by means
of an arrangement between them.

Where a controller determines
several controllers jointly
determine the purposes;-conditions
and means of the processing of
personal data jeinthy-with-ethers,
the joint controllers shall determine
their respective responsibilities for
compliance with the obligations
under this Regulation, in particular
as regards the procedures and
mechanisms for exercising the
rights of the data subject, by means
of an arrangement between them.
The arrangement shall duly reflect
the joint controllers' respective
effective roles and relationships
vis-a-vis data subjects, and the
essence of the arrangement shall
be made available for the data
subject. In case of unclarity of the
responsibility, the controllers shall
be jointly and severally liable.

1. Where two or more acontrollers
Jointly determines the purposes;
eonditions and means of the
processing of personal data jeinthy
with-ethers; they are joint
controllers. They shall in a
transparent manner determine their
respective responsibilities for
compliance with the obligations
under this Regulation, in particular
as regards the precedures-and
meehanismsfor exercising of the
rights of the data subject and their
respective duties to provide the
information referred to in Articles
14 and 14a, by means of an
arrangement between them unless,
and in so far as, the respective
responsibilities of the controllers
are determined by Union or
Member State law to which the
controllers are subject. The
arrangement shall designate which
of the joint controllers shall act as
single point of contact for data
subjects to exercise their rights.
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2. Irrespective of the terms of the
arrangement referred to in
paragraph 1, the data subject may
exercise his or her rights under
this Regulation in respect of and
against each of the controllers.

3. The arrangement shall duly
reflect the joint controllers’
respective effective roles and
relationships vis-a-vis data
subjects, and the essence of the
arrangement shall be made
available for the data subject.
Paragraph 2 does not apply where
the data subject has been informed
in a transparent and unequivocal
manner which of the joint
controllers is responsible, unless
such arrangement other than one
determined by Union or Member
State law is unfair with regard to
his or her rights.
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Article 25

Article 25

Article 25

Representatives of controllers not
established in the Union

Representatives of controllers not
established in the Union

Representatives of controllers not
established in the Union

Amendment 120

1. In the situation referred to in

Article 3(2), the controller shall
designate a representative in the
Union.

1. In the situation referred t
Article 3(2), the co er shall
designate a repfesentative in the
Uni

1. In the situation referred to in
Where Article 3(2) applies, the
controller shall designate in writing
a representative in the Union.

2. This obligation shall not apply
to:

2. This obligation shall not apply
to:

2. This obligation shall not apply
to:

(a) a controller established in a third | (a) a controller established in athird | deleted

country where the Commission has | country where the CommisSion has

decided that the third country decided that the thirdCountry

ensures an adequate level of ensures an adequate level of

protection in accordance with protection’in accordance with

Article 41; or Article 41; or

(b) an enterprise employing fewer | (b) an-enterprise-employingfewer (b) an cnterprise employing fewer
than 250 persons; or than250-personsea controller than250-persons processing which

processing personal data which
relates to less than 5000 data
subjects during any consecutive 12-
month period and not processing
special categories of personal data
as referred to in Article 9(1),
location data or data on children or
employees in large-scale filing
systems; or

is occasional and unlikely to result
in a risk for the rights and
freedoms of individuals, taking
into account the nature, context,
scope and purposes of the
processing; or
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(c) a public authority or body; or

(c) a public authority or body; or

(c) a public authority or body;

(d) a controller offering only
occasionally goods or services to
data subjects residing in the Union.

(d) a controller effering only

occasionally offering goods or
services to data subjects residing in
the Union, unless the processing of
personal data concerns special
categories of personal data as
referred to in Article 9(1), location
data or data on children or
employees in large-scale filing
systems.

deleted

3. The representative shall be
established in one of those Member
States where the data subjects
whose personal data are processed
in relation to the offering of goods
or services to them, or whose
behaviour is monitored, reside.

3. The representative shall be
established in one of those Member

States where the-datasubjeets

whese-personal-data-are-processed
inrelationte the offering of goods

or services to them-the data
subjects, or whese-behaviouris
monitered;reside the monitoring of
them, takes place.

3. The representative shall be
established in one of those Member
States where the data subjects
whose personal data are processed
in relation to the offering of goods
or services to them, or whose
behaviour is monitored, reside.

3a. The representative shall be
mandated by the controller to be
addressed in addition to or instead
of the controller by, in particular,
supervisory authorities and data
subjects, on all issues related to the
processing of personal data, for
the purposes of ensuring
compliance with this Regulation.
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4. The designation of a 4. The designation of a 4. The designation of a

representative by the controller representative by the controller representative by the controller

shall be without prejudice to legal shall be without prejudice to legal shall be without prejudice to legal

actions which could be initiated actions which could be initiated actions which could be initiated

against the controller itself. against the controller itself. against the controller itself.

11784/15 VH/np 68

ANNEX DGD 2C LIMITE EN



Article 26 Article 26 Article 26
Processor Processor Processor
Amendment 121

1. Where a processing operation is
to be carried out on behalf of a
controller, the controller shall
choose a processor providing
sufficient guarantees to implement
appropriate technical and
organisational measures and
procedures in such a way that the
processing will meet the
requirements of this Regulation and

1. Where a processing eperation is
to be carried out on behalf of a

controller, the controller shall
choose a processor providing
sufficient guarantees to implement
appropriate technical and
organisational measures and
procedures in such a way that the
processing will meet the
requirements of this Regulation and

1. Where-aproecesstng-operationis
to be carried out on behalf of a
controler—the The controller shall
cheese-use only aprocessors
providing sufficient guarantees to
implement appropriate technical
and organisational measures and
procedures-in such a way that the
processing will meet the
requirements of this Regulationand

ensure the protection of the rights ensure the protection of the rights enstre-theprotecton-ofthertehts

of the data subject, in particular in | of the data subject, in particular in | efthe-datasubjectinpartictlarin

respect of the technical security respect of the technical security respectotthetechmentseeurity

measures and organizational measures and organisational reasures-and-organizational

measures governing the processing | measures governing the processing | measuresgoverningthe-proecessing

to be carried out and shall ensure to be carried out and shall ensure to-be-carrted-outand shatlensure

compliance with those measures. compliance with those measures. compliance with those measurces.
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1a. The processor shall not enlist
another processor without the
prior specific or general written
consent of the controller. In the
latter case, the processor should
always inform the controller on
any intended changes concerning
the addition or replacement of
other processors, thereby giving
the opportunity to the controller to
object to such changes.

2. The carrying out of processing
by a processor shall be governed by
a contract or other legal act binding
the processor to the controller and
stipulating in particular that the
processor shall:

2. The carrying out of processing
by a processor shall be governed by
a contract or other legal act binding
the processor to the controller. The
controller and the processor shall
be free to determine respective
roles and tasks with respect to the
requirements of this Regulation,
and shall provide that and

lating | cularthat the

processor shall:

2. The carrying out of processing
by a processor shall be governed by
a contract or ether a legal act under
Union or Member State law
binding the processor to the
controller, setting out the subject-
matter and duration of the
processing, the nature and purpose
of the processing, the type of
personal data and categories of
data subjects, the rights of binding

the-proeesser-te the controller and

stipulating in particular that the
processor shall:
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(a) act only on instructions from the
controller, in particular, where the
transfer of the personal data used is
prohibited;

(a) aet process personal data only
on instructions from the controller,

inparticular,-where-the-transfer-of

I Ld L hibited,
unless otherwise required by
Union law or Member State law;

(a) process the personal data aet
only on instructions from the

controller,inpartictlar-where-the
transler ol the personal data used is

prohibited-unless required to do so
by Union or Member State law to

which the processor is subject; in
such a case, the processor shall
inform the controller of that legal
requirement before processing the
data, unless that law prohibits
such information on important
grounds of public interest;

(b) employ only staff who have (b) employ only staff who ha deleted

committed themselves to committed themselves

confidentiality or are under a confidentiality or-afe under a

statutory obligation of statutory obtigation of

confidentiality; confrdentiality;

(c) take all required measures (c) take all required measures (c) take all reguired-measures

pursuant to Article 30;

pursuant to Article 30;

required pursuant to Article 30;

(d) enlist another processor only
with the prior permission of the
controller;

(d) enlist determine the conditions
for enlisting another processor only
with the prior permission of the
controller, unless otherwise
determined,

(d) respect the conditions for
enlisting another processor enly
with-the-prier-permisston-such as a
requirement of specific prior
permission of the controller;
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(e) insofar as this is possible given
the nature of the processing, create
in agreement with the controller the
necessary technical and
organisational requirements for the
fulfilment of the controller’s
obligation to respond to requests for
exercising the data subject’s rights
laid down in Chapter III;

(e) insofar as this is possible given
the nature of the processing, create
in agreement with the controller the
neeessary appropriate and relevant
technical and organisational
requirements for the fulfilment of
the controller’s obligation to
respond to requests for exercising
the data subject’s rights laid down
in Chapter III;

(¢) insof his blo o

taking into account the nature of
the processing, assist ereate-in

agreement-with the controller the
.

oy | . ol
fultimentofthe-controtler™s
obligationte in responding to
requests for exercising the data
subject’s rights laid down in
Chapter III;

(f) assist the controller in ensuring
compliance with the obligations
pursuant to Articles 30 to 34;

(f) assist the controller in ensuring
compliance with the obligations
pursuant to Articles 30 to 34,
taking into account the nature of
processing and the information
available to the processor;

(f) assist the controller in ensuring
compliance with the obligations
pursuant to Articles 30 to 34;

(g) hand over all results to the
controller after the end of the
processing and not process the
personal data otherwise;

(g) hand-ever return all results to
the controller after the end of the
processing, and not process the
personal data otherwise and delete
existing copies unless Union or

Member State law requires storage
of the data;

(g) hand-everall-resultsto-return
or delete, at the choice of the
controller afterthe-end-ofthe
precessing-and-notproeess-the
personal data -etherwise-upon the
termination of the provision of
data processing services specified
in the contract or other legal act,
unless there is a requirement to
store the data under Union or
Member State law to which the
processor is subject;
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(h) make available to the controller
and the supervisory authority all
information necessary to control
compliance with the obligations
laid down in this Article.

(h) make available to the controller
anrdthe-supervisory-aathority all
information necessary to eentrel
demonstrate compliance with the
obligations laid down in this Article
and allow on-site inspections;

(h) make available to the controller
anrdthe-supervisoryauthortty-all
information necessary to eentrol
demonstrate compliance with the
obligations laid down in this Article
and allow for and contribute to
audits conducted by the controller.

The processor shall immediately
inform the controller if, in his
opinion, an instruction breaches
this Regulation or Union or
Member State data protection
provisions.

2a. Where a processor enlists
another processor for carrying out
specific processing activities on
behalf of the controller, the same
data protection obligations as set
out in the contract or other legal
act between the controller and the
processor as referred to in
paragraph 2 shall be imposed on
that other processor by way of a
contract or other legal act under
Union or Member State law, in
particular providing sufficient
guarantees to implement
appropriate technical and
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organisational measures in such a
way that the processing will meet
the requirements of this
Regulation. Where that other
processor fails to fulfil its data
protection obligations, the initial
processor shall remain fully liable
to the controller for the
performance of that other
processor's obligations.

2aa. Adherence of the processor to
an approved code of conduct
pursuant to Article 38 or an
approved certification mechanism
pursuant to Article 39 may be used
as an element to demonstrate
sufficient guarantees referred to in
paragraphs 1 and 2a.

2ab. Without prejudice to an
individual contract between the
controller and the processor, the
contract or the other legal act
referred to in paragraphs 2 and 2a
may be based, in whole or in part,
on standard contractual clauses
referred to in paragraphs 2b and
2c or on standard contractual
clauses which are part of a
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certification granted to the
controller or processor pursuant to
Articles 39 and 39a.

2b. The Commission may lay down
standard contractual clauses for
the matters referred to in
paragraph 2 and 2a and in
accordance with the examination
procedure referred to in Article
87(2).

2c. A supervisory authority may
adopt standard contractual clauses
for the matters referred to in
paragraph 2 and 2a and in
accordance with the consistency
mechanism referred to in Article

57.
3. The controller and the processor | 3. The controller and the proces 3. The controller and the processor
shall document in writing the shall document in writing th shall- documentin-writing the
controller's instructions and the controller's instructions and the controHer'sinstraetionsand-the
processor's obligations referred to processor's obligations referred to precessor's-obligationsreferredto
in paragraph 2. in paragraph 2. inparagraph2 The contract or the

other legal act referred to in
paragraphs 2 and 2a shall be in
writing, including in an electronic
form.
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3a. The sufficient guarantees
referred to in paragraph 1 may be
demonstrated by adherence to
codes of conduct or certification
mechanisms pursuant to Articles
38 or 39 of this Regulation.
4. If a processor processes personal | 4. If a processor processes personal | deleted
data other than as instructed by the | data other than as instructed by the
controller, the processor shall be controller or becomes the
considered to be a controller in determining party in relation to the
respect of that processing and shall | purposes and means of data
be subject to the rules on joint processing, the processor shall be
controllers laid down in Article 24. | considered to be a controller in
respect of that processing and shall
be subject to the rules on joint
controllers laid down in Article 24.
5. The Commission shall be deleted deleted
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for the
responsibilities, duties and tasks in
relation to a processor in line with
paragraph 1, and conditions which
allow facilitating the processing of
personal data within a group of
undertakings, in particular for the
purposes of control and reporting.
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Article 27

Article 27

Article 27

Processing under the authority of
the controller and processor

Processing under the authority of
the controller and processor

Processing under the authority of
the controller and processor

The processor and any person
acting under the authority of the
controller or of the processor who
has access to personal data shall not
process them except on instructions
from the controller, unless required
to do so by Union or Member State
law.

The processor and any person
acting under the authority ofthe
controller or of the proceSsor who
has access to persondl data shall not
process them except on instructions
from the controller, unless required
to do y Union or Member State
|

deleted

Article 28 Article 28 Article 28
Documentation Document, Records of categories of personal
data processing activities
Amendment 122

1. Each controller and processor 1. Each controller and processor 1. Each controller and-proeesser

and, if any, the controller's and, if any. the controller's and, if any, the controller's

representative, shall maintain representative; shall maintain representative, shall maintain a

documentation of all processing regularly updated documentation record decumentation of all

operations under its responsibility. | efal-processing-operations-under categories of personal data
itsrespensibility necessary to processing eperations activities

Sfulfill the requirements laid down

under its responsibility. Fhe

in this Regulation. decumentation This record shall
contain atleast the following
information:
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2. The documentation shall contain | 2. Fhe In addition, each controller | [Merged with 1. above and slightly
at least the following information: | and processor shall maintain modified]
documentation shall-contain-atleast
of the following information:
(a) the name and contact details of | (a) the name and contact detailsof | (a) the name and contact details of
the controller, or any joint the controller, or any joi the controller;-er and any joint
controller or processor, and of the controller or pr: sor, and of the controller-erprocesser, and-of
representative, if any; representative, if any; thecontroller's representative and
data protection officer, if any;
(b) the name and contact details of | (b) the name and co ctails of | deleted
the data protection officer, if any; the data ction officer, if any;
(c) the purposes of the processing, | deleted (c) the purposes of the processing,
including the legitimate interests including the legitimate interests
pursued by the controller where the prested-bythe-controtler
processing is based on point (f) of wherewhen the processing is based
Article 6(1); on peintH-of Article 6(1)(f);
(d) a description of categories of deleted (d) a description of categories of
data subjects and of the categories data subjects and of the categories
of personal data relating to them; of personal data relating to them;
(e) the recipients or categories of {¢) the seetpients-orcategories-of (e) the reeipients-or-categories of
recipients of the personal data, reeipients of the personal data, recipients efto whom the personal
including the controllers to whom | ineluding name and contact details | data;-ineluding-the-controlerste
personal data are disclosed for the | of the controllers to whom personal | whempersonal-data-are have been
legitimate interest pursued by them; | data are disclosed for-thelegitimate | or will be disclosed-for-the
interest pursued by them, if any: legitimate interest pursued by them
in particular recipients in third
countries,
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(f) where applicable, transfers of deleted (f) where applicable, the categories

data to a third country or an of transfers of personal data to a

international organisation, third country or an international

including the identification of that organisationsineluding-the

third country or international identification-of that third-country

organisation and, in case of of-ternational-orsantsation-andih

transfers referred to in point (h) of case-of transfersreferred-to-npoint

Article 44(1), the documentation of (hy ol Article 44 1), the

appropriate safeguards; doctmentation-otfappropriate
satestards:

(g) a general indication of the time | deleted (g) where possible, the envisaged a

limits for erasure of the different general-indication-of the-time limits

categories of data; for erasure of the different
categories of data;

(h) the description of the deleted (h) where possible, a general

mechanisms referred to in Article
22(3).

description of the technical and
organisational security measures

the description of the mechanisms
referred to in Article 2230(31).

2a. Each processor shall maintain
a record of all categories of
personal data processing activities
carried out on behalf of a
controller, containing:
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(a) the name and contact details of
the processor or processors and of
each controller on behalf of which
the processor is acting, and of the
controller's representative, if any;

(b) the name and contact details of
the data protection officer, if any;

(c) the categories of processing
carried out on behalf of each
controller;

(d) where applicable, the
categories of transfers of personal
data to a third country or an
international organisation;

(e) where possible, a general
description of the technical and
organisational security measures
referred to in Article 30(1).

3a. The records referred to in
paragraphs 1 and 2a shall be in
writing, including in an electronic
or other non-legible form which is
capable of being converted into a
legible form.
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3. The controller and the processor | deleted 3. On request, Fthe controller and
and, if any, the controller's the processor and, if any, the
representative, shall make the controller's representative, shall
documentation available, on make the decumentationrecord
request, to the supervisory available;-enrequest; to the
authority. supervisory authority.

4. The obligations referred to in deleted 4. The obligations referred to in
paragraphs 1 and 2 shall not apply paragraphs 1 and 2a shall not apply
to the following controllers and to-the-folowingcontrollersand
processors: processors:

(a) a natural person processing deleted (a) a-hataral-person-processing
personal data without a commercial personabdatawithottacommeretal
interest; or mterestor

(b) an enterprise or an organisation | deleted (b) an enterprise or an organisation

employing fewer than 250 persons
that is processing personal data
only as an activity ancillary to its
main activities.

employing fewer than 250 persons
thatis unless the processing

personal-data-only-as-an-aetivity
1 . ) ities it

carries out is likely to result in a
high risk for the rights and
freedoms of data subject such as
discrimination, identity theft or
fraud, unauthorized reversal of
pseudonymisation, financial loss,
damage to the reputation, loss of
confidentiality of data protected by
professional secrecy or any other
economic or social disadvantage
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for the data subjects, taking into
account the nature, scope, context
and purposes of the processing.

5. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for the
documentation referred to in
paragraph 1, to take account of in
particular the responsibilities of the
controller and the processor and, if
any, the controller's representative.

deleted

deleted

6. The Commission may lay down
standard forms for the
documentation referred to in
paragraph 1. Those implementing
acts shall be adopted in accordance
with the examination procedure
referred to in Article 87(2).

deleted

deleted
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Article 29 Article 29 Article 29
Co-operation with the supervisory | Co-operation with the supervisory | Co-operation with the supervisory
authority authority authority
Amendment 123
1. The controller and the processor | 1. The controller and, if any, the deleted

and, if any, the representative of the | processor and;iany; the
controller, shall co-operate, on representative of the controller,
request, with the supervisory shall co-operate, on request, with
authority in the performance of its | the supervisory authority in the
duties, in particular by providing performance of its duties, in
the information referred to in point | particular by providing the
(a) of Article 53(2) and by granting | information referred to in point (a)
access as provided in point (b) of of Article 53(2) and by granting
that paragraph. access as provided in point (b) of
that paragraph.
2. In response to the supervisory 2. In response to the supervisory deleted
authority's exercise of its powers authority's exercise of its powers
under Article 53(2), the controller | under Article 53(2), the contfoller
and the processor shall reply to the | and the processor shall reply to the
supervisory authority within a supervisory authority xithin a
reasonable period to be specified by | reasonable period ¢ be specified by
the supervisory authority. The reply | the supervisory authority. The reply
shall include a description of the shall include 4 description of the
measures taken and the results measures taken and the results
achieved, in response to the achieved, in response to the
remarks of the supervisory rematks of the supervisory
authority. thority.
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SECTION 2 SECTION 2 SECTION 2
DATA SECURITY DATA SECURITY DATA SECURITY
Article 30 Article 30 Article 30

Security of processing

Security of processing

Security of processing

Amendment 124

1. The controller and the processor
shall implement appropriate
technical and organisational
measures to ensure a level of
security appropriate to the risks
represented by the processing and
the nature of the personal data to be
protected, having regard to the state
of the art and the costs of their
implementation.

1. The controller and the processor
shall implement appropriate
technical and organisational
measures to ensure a level of
security appropriate to the risks
represented by the processing and
the-nature-of the personal datato-be
proteeted, taking into account the
results of a data protection impact
assessment pursuant to Article 33,
having regard to the state of the art
and the costs of their
implementation.

1. Having regard to available
technology and the costs of
implementation and taking into
account the nature, scope, context
and purposes of the processing as
well as the likelihood and severity
of the risk for the rights and
freedoms of individuals, Fthe
controller and the processor shall
implement appropriate technical
and organisational measures, such
as pseudonymisation of personal
data to ensure a level of security

appropriate to the risksrepresented
by-the-processing-and-the tatureof
heveingresard-to-thestate-oftheat
and-thecosts-of their

- on
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la. Having regard to the state of
the art and the cost of
implementation, such a security
policy shall include:

1a. In assessing the appropriate
level of security account shall be
taken in particular of the risks that
are presented by data processing,
in particular from accidental or
unlawful destruction, loss,
alteration, unauthorised disclosure
of, or access to personal data
transmitted, stored or otherwise
processed.

(a) the ability to ensure that the
integrity of the personal data is
validated;

(b) the ability to ensure the
ongoing confidentiality, integrity,
availability and resilience of
systems and services processing
personal data;

(c) the ability to restore the
availability and access to data in a
timely manner in the event of a
Physical or technical incident that
impacts the availability, integrity
and confidentiality of information
systems and services;
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(d) in the case of sensitive personal
data processing according to
Articles 8 and 9, additional
security measures to ensure
situational awareness of risks and
the ability to take preventive,
corrective and mitigating action in
near real time against
vulnerabilities or incidents
detected that could pose a risk to
the data;

(e) a process for regularly testing,
assessing and evaluating the
effectiveness of security policies,
procedures and plans put in place
to ensure ongoing effectiveness.

2. The controller and the processor | 2. The eontroHer-and-theprocesser | deleted
shall, following an evaluation of the | shallfoHewingan-evaluation-ofthe
risks, take the measures referred to tskess measures referred to
in paragraph 1 to protect personal in paragraph 1 te-pretectpersonal
data against accidental or unlawful | data-againstacetdental-erunlawtful
destruction or accidental loss and to | destruetion-or-aceidental-loss-and-to
prevent any unlawful forms of preventany-uawfulforms-of
processing, in particular any processtreth-partienlarany
unauthorised disclosure, wnauthorised-disclosure;
dissemination or access, or dissemination-or-aceess;-or
alteration of personal data. alteration-of personal-data: shall at
least:
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(a) ensure that personal data can
be accessed only by authorised
personnel for legally authorised
purposes;

2a. Adherence to approved codes
of conduct pursuant to Article 38
or an approved certification
mechanism pursuant to Article 39
may be used as an element to
demonstrate compliance with the
requirements set out in
paragraph 1.

(b) protect personal data stored or
transmitted against accidental or
unlawful destruction, accidental
loss or alteration, and
unauthorised or unlawful storage,
processing, access or disclosure;
and

2b. The controller and processor
shall take steps to ensure that any
person acting under the authority
of the controller or the processor
who has access to personal data
shall not process them except on
instructions from the controller,
unless he or she is required to do
so by Union or Member State law.
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(c) ensure the implementation of a
security policy with respect to the
processing of personal data.
3. The Commission shall be 3. The Commisston European Data | deleted
empowered to adopt delegated acts | Protection Board shall be
in accordance with Article 86 for cenpowered to adopt delegated acts
the purpose of further specifying in-acecordance-with-Article 86-for
the criteria and conditions for the the purposc of further specifyving
technical and organisational the-eriteria-and-conditions
measures referred to in paragraphs | entrusted with the task of issuing
1 and 2, including the guidelines, recommendations and
determinations of what constitutes | best practices in accordance with
the state of the art, for specific point (b) of Article 66(1) for the
sectors and in specific data technical and organisational
processing situations, in particular | measures referred to in paragraphs
taking account of developments in | 1 and 2, including the
technology and solutions for determinations of what constitutes
privacy by design and data the state of the art, for specific
protection by default, unless sectors and in specific data
paragraph 4 applies. processing situations, in particular
taking account of developments in
technology and solutions for
privacy by design and data
protection by default;-unless
paragraph-4-apphes.
11784/15 VH/np 88
ANNEX DGD 2C LIMITE EN




4. The Commission may adopt,
where necessary, implementing acts
for specifying the requirements laid
down in paragraphs 1 and 2 to
various situations, in particular to:

deleted

deleted

(a) prevent any unauthorised access
to personal data;

deleted

deleted

(b) prevent any unauthorised
disclosure, reading, copying,
modification, erasure or removal of
personal data;

deleted

deleted

(c) ensure the verification of the
lawfulness of processing
operations.

deleted

deleted

Those implementing acts shall be
adopted in accordance with the
examination procedure referred to
in Article 87(2).

deleted

deleted
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Article 31

Article 31

Article 31

Notification of a personal data
breach to the supervisory authority

Notification of a personal data
breach to the supervisory authority

Notification of a personal data
breach to the supervisory authority

Amendment 125

1. In the case of a personal data
breach, the controller shall without
undue delay and, where feasible,
not later than 24 hours after having
become aware of it, notify the
personal data breach to the
supervisory authority. The
notification to the supervisory
authority shall be accompanied by a
reasoned justification in cases
where it is not made within 24
hours.

1. In the case of a personal data
breach, the controller shall without
undue delay and;-wherefeasible;
notlaterthan24-heursafter having
beeome-aware-ofit; notify the
personal data breach to the
supervisory authority. Fhe
) f 2
yoaal recom )

| ¢ o within 24

hours.

1. In the case of a personal data
breach which is likely to result in a
high risk for the rights and
freedoms of individuals, such as
discrimination, identity theft or
fraud, financial loss, unauthorized
reversal of pseudonymisation,
damage to the reputation, loss of
confidentiality of data protected by
professional secrecy or any other
significant economic or social
disadvantage, the controller shall
without undue delay and, where
feasible, not later than 24-72 hours
after having become aware of it,
notify the personal data breach to
the supervisory authority competent
in accordance with Article 51. The
notification to the supervisory
authority shall be accompanied by a
reasoned justification in cases
where it is not made within 24-72
hours.
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1a. The notification referred to in
paragraph 1 shall not be required
if a communication to the data
subject is not required under
Article 32(3)(a) and (b).

2. Pursuant to point (f) of Article
26(2), the processor shall alert and
inform the controller immediately
after the establishment of a personal
data breach.

2. PursuanttopeointH-otArticle
26(2)the The processor shall alert
and inform the controller
wmmediately without undue delay
after the establishment of a personal
data breach.

2. Pursuant to point () of Article
26(2); tThe processor shall
alertnotify and-inform the controller
) Liotelvafior Blis]
without undue delay after
becoming award of a personal data
breach.

3. The notification referred to in
paragraph 1 must at least:

3. The notification referred to in
paragraph 1 must at least:

3. The notification referred to in
paragraph 1 must at least:

(a) describe the nature of the
personal data breach including the
categories and number of data
subjects concerned and the
categories and number of data
records concerned;

(a) describe the nature of the
personal data breach including the
categories and numberof data
subjects concerned and the
categories number of data
records-concerned;

(a) describe the nature of the
personal data breach including
where possible and appropriate,
the approximate categories and
number of data subjects concerned
and the categories and approximate
number of data records concerned;

(b) communicate the identity and
contact details of the data
protection officer or other contact
point where more information can
be obtained;

(b) communicate the identity and
contact details of the data
protection officer or other contact
point where more information can
be obtained;

(b) communicate the identity and
contact details of the data
protection officer or other contact
point where more information can
be obtained;
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(c) recommend measures to
mitigate the possible adverse effects
of the personal data breach;

(c) recommend measure
mitigate the po ¢ adverse effects
of th Sonal data breach;

deleted

(d) describe the consequences of
the personal data breach;

(d) describe the consequ of
the personal da €ach;

(d) describe the likely consequences
of the personal data breach
identified by the controller;

(e) describe the measures proposed
or taken by the controller to address
the personal data breach.

(e) describe the measures proposed
or taken by the controller to address
the personal data breach and/or
mitigate its effects.

The information may if necessary
be provided in phases.

(e) describe the measures taken or
proposed et-fo be taken by the
controller to address the personal
data breach=; and

(f) where appropriate, indicate
measures to mitigate the possible
adverse effects of the personal data
breach.

3a. Where, and in so far as, it is
not possible to provide the
information referred to in
paragraph 3 (d), (e) and (f) at the
same time as the information
referred to in points (a) and (b) of
paragraph 3, the controller shall
provide this information without
undue further delay.
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4. The controller shall document 4. The controller shall document 4. The controller shall document
any personal data breaches, any personal data breaches, any personal data breaches referred
comprising the facts surrounding comprising the facts surrounding to in paragraphs 1 and 2,
the breach, its effects and the the breach, its effects and the comprising the facts surrounding
remedial action taken. This remedial action taken. This the breach, its effects and the
documentation must enable the documentation must be sufficient remedial action taken. This
supervisory authority to verify to enable the supervisory authority | documentation must enable the
compliance with this Article. The to verify compliance with this supervisory authority to verify
documentation shall only include Article and with Article 30. The compliance with this Article. Fhe
the information necessary for that documentation shall only include documentation shall only include
purpose. the information necessary for that the-mnformationneecessary-for-that
purpose. pEpose:
4a. The supervisory authority shall
keep a public register of the types
of breaches notified.
5. The Commission shall be 5. The Commisston European Data | deleted
empowered to adopt delegated acts | Protection Board shall be
in accordance with Article 86 for cnpowered to adopt delegated acts
the purpose of further specifying in-acecordance-with-Article 86-for
the criteria and requirements for the-purpese entrusted with the task
establishing the data breach referred | of furtherspeeifyringthe-eriteria-and
to in paragraphs 1 and 2 and for the | requirements issuing guidelines,
particular circumstances in which a | recommendations and best
controller and a processor is practices in accordance with point
required to notify the personal data | (b) of Article 66(1) for establishing
breach. the data breach and determining
the undue delay referred to in
paragraphs 1 and 2 and for the
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particular circumstances in which a
controller and a processor isare
required to notify the personal data
breach.

6. The Commission may lay down
the standard format of such
notification to the supervisory
authority, the procedures applicable
to the notification requirement and
the form and the modalities for the
documentation referred to in
paragraph 4, including the time
limits for erasure of the information
contained therein. Those
implementing acts shall be adopted
in accordance with the examination
procedure referred to in Article
87(2).

deleted

deleted
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Article 32

Article 32

Article 32

Communication of a personal data
breach to the data subject

Communication of a personal data
breach to the data subject

Communication of a personal data
breach to the data subject

Amendment 126

1. When the personal data breach is
likely to adversely affect the
protection of the personal data or
privacy of the data subject, the
controller shall, after the
notification referred to in Article
31, communicate the personal data
breach to the data subject without
undue delay.

1. When the personal data breach is
likely to adversely affect the
protection of the personal data, the
er-privacy, the rights or the
legitimate interests of the data
subject, the controller shall, after
the notification referred to in
Article 31, communicate the
personal data breach to the data
subject without undue delay.

1. When the personal data breach is
likely to adversely-affeet-the
protection of the personal data or

privacy-of the-data-subjeet result in
a high risk for the rights and

freedoms of individuals, such as
discrimination, identity theft or
fraud, financial loss, damage to
the reputation, unauthorized
reversal of pseudonymisation, loss
of confidentiality of data protected
by professional secrecy or any
other significant economic or
social disadvantage, the controller
shall-afterthe-notificationreferred
to-n-Axticle31; communicate the
personal data breach to the data
subject without undue delay.
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2. The communication to the data
subject referred to in paragraph 1
shall describe the nature of the
personal data breach and contain at
least the information and the
recommendations provided for in
points (b) and (c) of Article 31(3).

2. The communication to the data
subject referred to in paragraph 1
shall be comprehensive and use
clear and plain language. It shall
describe the nature of the personal
data breach and contain at least the
information and the
recommendations provided for in
points (b) and, (c) and (d) of
Article 31(3) and information
about the rights of the data
subject, including redress.

2. The communication to the data
subject referred to in paragraph 1
shall describe the nature of the
personal data breach and contain at
least the information and the
recommendations provided for in
points (b), (e) and (ef) of Article
31(3).

3. The communication of a personal
data breach to the data subject shall
not be required if the controller
demonstrates to the satisfaction of
the supervisory authority that it has
implemented appropriate
technological protection measures,
and that those measures were
applied to the data concerned by the
personal data breach. Such
technological protection measures
shall render the data unintelligible
to any person who is not authorised
to access it.

3. The communication of a person
data breach to the data subject shéll
not be required if the controlle
demonstrates to the satisfactign of
the supervisory authority that it has
implemented appropriate
technological protection measures,
and that those measures were
applied to the data goncerned by the
personal data breach. Such
technological protection measures
shall render the data unintelligible
to any persof who is not authorised
to access H.

3. The communication ef-a-personal
data-breaeh to the data subject

referred to in paragraph 1 shall not
be required if:

a. the controller demenstrates-to-the

et el )
avtherity-thatit has implemented
appropriate technological and
organisational protection
measures, and that those measures
were applied to the data
coneernedaffected by the personal
data breach, in particular those
that .Such technological protection
measures-shall render the data
unintelligible to any person who is
not authorised to access it, such as
encryption;or
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b. the controller has taken
subsequent measures which
ensure that the high risk for the
rights and freedoms of data
subjects referred to in paragraph 1
is no longer likely to materialise;
or

c. it would involve disproportionate
effort, in particular owing to the
number of cases involved. In such
case, there shall instead be a
public communication or similar
measure whereby the data subjects
are informed in an equally
effective manner; or

d. it would adversely affect a
substantial public interest.

4. Without prejudice to the 4. Without prejudice to the deleted

controller's obligation to controller's obligation to

communicate the personal data communicate the personal ddta

breach to the data subject, if the breach to the data subject;if the

controller has not already controller has not already

communicated the personal data communicated the personal data

breach to the data subject of the breach to the datd subject of the

personal data breach, the personal datag’breach, the

supervisory authority, having supervisopy authority, having

considered the likely adverse considefed the likely adverse

effects of the breach, may require it | effeets of the breach, may require it

to do so. to’do so.
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5. The Commission shall be 5. The Commisston-European Data | deleted
empowered to adopt delegated acts | Protection Board shall be
in accordance with Article 86 for empowered-to-adopt-delegated-aets
the purpose of further specifying traeeordaneewith-Artiele ¥6-for
the criteria and requirements as to the-purpese entrusted with the task
the circumstances in which a of further speeifying theeriteriaand
personal data breach is likely to requirements issuing guidelines,
adversely affect the personal data recommendations and best
referred to in paragraph 1. practices in accordance with point
(b) of Article 66(1) as to the
circumstances in which a personal
data breach is likely to adversely
affect the personal data, the
privacy, the rights or the legitimate
interests of the data subject
referred to in paragraph 1.
6. The Commission may lay down | deleted deleted
the format of the communication to
the data subject referred to in
paragraph 1 and the procedures
applicable to that communication.
Those implementing acts shall be
adopted in accordance with the
examination procedure referred to
in Article 87(2).
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Amendment 127

Article 32a

Respect to Risk

1. The controller, or where
applicable the processor, shall
carry out a risk analysis of the
potential impact of the intended
data processing on the rights and
freedoms of the data subjects,
assessing whether its processing
operations are likely to present
specific risks.

2. The following processing
operations are likely to present
specific risks:

(a) processing of personal data
relating to more than 5000 data
subjects during any consecutive
12-month period;

(b) processing of special categories
of personal data as referred to in
Article 9(1), location data or data
on children or employees in large
scale filing systems;
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(c) profiling on which measures
are based that produce legal
effects concerning the individual
or similarly significantly affect the
individual;

(d) processing of personal data for
the provision of health care,
epidemiological researches, or
surveys of mental or infectious
diseases, where the data are
processed for taking measures or
decisions regarding specific
individuals on a large scale;

(e) automated monitoring of
publicly accessible areas on a
large scale;

(f) other processing operations for
which the consultation of the data
protection officer or supervisory
authority is required pursuant to
point (b) of Article 34(2);

(g) where a personal data breach
would likely adversely affect the
protection of the personal data, the
privacy, the rights or the legitimate
interests of the data subject;
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(h) the core activities of the
controller or the processor consist
of processing operations which, by
virtue of their nature, their scope
and/or their purposes, require
regular and systematic monitoring
of data subjects;

(i) where personal data are made
accessible to a number of persons
which cannot reasonably be
expected to be limited.

3. According to the result of the
risk analysis:

(a) where any of the processing
operations referred to in points (a)
or (b) of paragraph 2 exist,
controllers not established in the
Union shall designate a
representative in the Union in line
with the requirements and
exemptions laid down in Article
25;
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(b) where any of the processing
operations referred to in points (a),
(b) or (h)of paragraph 2 exist, the
controller shall designate a data
protection officer in line with the
requirements and exemptions laid
down in Article 35;

(c) where any of the processing
operations referred to in points (a),
(b), (c), (), (e), (), (g) or (h) of
paragraph 2 exist, the controller or
the processor acting on the
controller's behalf shall carry out
a data protection impact
assessment pursuant to Article 33;

(d) where processing operations
referred to in point (f) of
paragraph 2 exist, the controller
shall consult the data protection
officer, or in case a data protection
officer has not been appointed, the
supervisory authority pursuant to
Article 34.

11784/15
ANNEX

DGD 2C

VH/np

LIMITE

102
EN




4. The risk analysis shall be
reviewed at the latest after one
year, or immediately, if the nature,
the scope or the purposes of the
data processing operations change
significantly. Where pursuant to
point (c) of paragraph 3 the
controller is not obliged to carry
out a data protection impact
assessment, the risk analysis shall
be documented.
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Article 33

Amendment 128

Article 33

Article 33

Data protection impact assessment

Data protection impact assessment

Data protection impact assessment

1. Where processing operations
present specific risks to the rights
and freedoms of data subjects by
virtue of their nature, their scope or
their purposes, the controller or the
processor acting on the controller's
behalf shall carry out an assessment
of the impact of the envisaged
processing operations on the
protection of personal data.

1. Where proecessing-operations

and freedoms of data subjects by
their-purpeses; required pursuant
to point (c) of Article 32a(3) the
controller or the processor acting on
the controller's behalf shall carry
out an assessment of the impact of
the envisaged processing operations
on the rights and freedoms of the
data subjects, especially their right
to protection of personal data. A
single assessment shall be
sufficient to address a set of
similar processing operations that
present similar risks.

1. Where a type of processing in
particular using new technologies,
and taking into account eperations
and freedoms of data subjects by
virtue-of their the nature, their
scope, context and or-their
purposes of the processing, is likely
to result in a high risk for the
rights and freedoms of individuals,
such as discrimination, identity
theft or fraud, financial loss,
damage to the reputation,
unauthorised reversal of
pseudonymisation, loss of
confidentiality of data protected by
professional secrecy or any other
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significant economic or social
disadvantage, the controller erthe
processor-acting-on-the-controlers
behalf-shall, prior to the
processing, carry out an assessment
of the impact of the envisaged
processing operations on the
protection of personal data.

1a. The controller shall seek the
advice of the data protection
officer, where designated, when
carrying out a data protection
impact assessment.

2. The following processing deleted 2. FhetoHowineprocessing
operations in particular present operations-in-particular present
specific risks referred to in speettierisks-A data protection
paragraph 1: impact assessment referred to in
paragraph 1 shall in particular be
required in the following cases:
(a) a systematic and extensive deleted (a) a systematic and extensive

evaluation of personal aspects
relating to a natural person or for

evaluation of personal aspects
relating to a-natural persons erfor

analysing or predicting in particular analysing-or-predicting inpartietlar

the natural person's economic the natural person's cconontic

situation, location, health, personal Huation; 1Or S

preferences, reliability or preferences—reliabiityor

behaviour, which is based on behaviour—whichis-based-on

automated processing and on which avtomated-proecessing-which is
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measures are based that produce
legal effects concerning the
individual or significantly affect the

based on profiling and on which
measures-decisions are based that
produce legal effects concerning the

individual; individual-data subjects or
stenifteanthyseverely affect-the
individualdata subjects;

(b) information on sex life, health, | deleted (b) information-on-sex-titehealth;

race and ethnic origin or for the race-and-ethnic-origin-orfor the

provision of health care, previston-ofhealth-eare;

epidemiological researches, or epidemiological rescarches. or

surveys of mental or infectious surveys-of mental-or-infectiots

diseases, where the data are diseases processing of special

processed for taking measures or categories of personal data under

decisions regarding specific Article 9(1), biometric data or data

individuals on a large scale; on criminal convictions and
offences or related security
measures, where the data are
processed for taking measures-or
decisions regarding specific
individuals on a large scale;

(c) monitoring publicly accessible | deleted (c) monitoring publicly accessible

areas, especially when using optic- areas on a large scale, especially

electronic devices (video when using optic-electronic devices

surveillance) on a large scale; (video surveillanee) on a large
seate;

(d) personal data in large scale deleted deleted

filing systems on children, genetic

data or biometric data;
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(e) other processing operations for
which the consultation of the
supervisory authority is required
pursuant to point (b) of Article
34(2).

deleted

deleted

2a. The supervisory authority shall
establish and make public a list of
the kind of processing operations
which are subject to the
requirement for a data protection
impact assessment pursuant to
paragraph 1. The supervisory
authority shall communicate those
lists to the European Data
Protection Board.

2b. The supervisory authority may
also establish and make public a
list of the kind of processing
operations for which no data
protection impact assessment is
required. The supervisory
authority shall communicate those
lists to the European Data
Protection Board.
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2c. Prior to the adoption of the
lists referred to in paragraphs 2a
and 2b the competent supervisory
authority shall apply the
consistency mechanism referred to
in Article 57 where such lists
involve processing activities which
are related to the offering of goods
or services to data subjects or to
the monitoring of their behaviour
in several Member States, or may
substantially affect the free
movement of personal data within
the Union.

3. The assessment shall contain at
least a general description of the
envisaged processing operations, an
assessment of the risks to the rights

3. The assessment shall have regard
to the entire lifecycle management
of personal data from collection to
processing to deletion. It shall

3. The assessment shall contain at
least a general description of the
envisaged processing operations, an
assessment evaluation of the risks

and freedoms of data subjects, the | contain at least a-general deseription | to the rights-and freedoms-of data

measures envisaged to address the ef—th%a%saged—p%eeessmg _ subjeets referred to in paragraph

risks, safeguards, security measures | Operations-an-assessmentoftherisks | 1 (he measures envisaged to

and mechanisms to ensure the to-the rights-and-freedoms-of-data address the risks; including

protection of personal data and to WM%WW safeguards, security measures and

demonstrate compliance with this addfess—ﬂ&e—ﬂsks,—s&feg&afds,—seetmﬁy mechanisms to ensure the

Regulation, taking into account the me&sufes—aﬁd—meehaﬁﬂms—te—eﬁsufe protection of personal data and to

rights and legitimate interests of th&pre{ee&e&eﬂeelcseﬁal—da%a—md—te demonstrate compliance with this

data subjects and other persons demeﬁs&ateeempl—rane%w&h—th*sg lati Kine i | Regulation, taking into account the

concerned. o] 1 ]’ i . £d rights and legitimate interests of
subjeets-and-otherpersons data subjects and other persons
concerned: concerned.
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(a) a systematic description of the
envisaged processing operations,
the purposes of the processing
and, if applicable, the legitimate
interests pursued by the controller;

(b) an assessment of the necessity
and proportionality of the
processing operations in relation
to the purposes;

(c) an assessment of the risks to
the rights and freedoms of data
subjects, including the risk of
discrimination being embedded in
or reinforced by the operation;

(d) a description of the measures
envisaged to address the risks and
minimise the volume of personal
data which is processed;

(e) a list of safeguards, security
measures and mechanisms to
ensure the protection of personal
data, such as pseudonymisation,
and to demonstrate compliance
with this Regulation, taking into
account the rights and legitimate
interests of data subjects and other
persons concerned;
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(f) a general indication of the time
limits for erasure of the different
categories of data;

(g) an explanation which data
protection by design and default
practices pursuant to Article 23
have been implemented;

(h) a list of the recipients or
categories of recipients of the
personal data;

(i) where applicable, a list of the
intended transfers of data to a
third country or an international
organisation, including the
identification of that third country
or international organisation and;
. ; ; orredtoi
point{iy-of Article44(Hsthe

: . . .
safeguards;

(j) an assessment of the context of
the data processing.

3a. If the controller or the
processor has designated a data
protection officer, he or she shall
be involved in the impact
assessment proceeding.
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3b. The assessment shall be
documented and lay down a
schedule for regular periodic data
protection compliance reviews
pursuant to Article 33a(1). The
assessment shall be updated
without undue delay, if the results
of the data protection compliance
review referred to in Article 33a
show compliance inconsistencies.
The controller and the processor
and, if any, the controller's
representative shall make the
assessment available, on request,
to the supervisory authority.

3a. Compliance with approved
codes of conduct referred to in
Article 38 by the relevant
controllers or processors shall be
taken into due account in
assessing lawfulness and impact of
the processing operations
performed by such controllers or
processors, in particular for the
purposes of a data protection
impact assessment.
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4. The controller shall seek the deleted 4. The controller shall seek the
views of data subjects or their views of data subjects or their
representatives on the intended representatives on the intended
processing, without prejudice to the processing, without prejudice to the
protection of commercial or public protection of commercial or public
interests or the security of the interests or the security of the
processing operations. processing operations.

5. Where the controller is a public | deleted 3. Where the controller is a public

authority or body and where the
processing results from a legal
obligation pursuant to point (c) of
Article 6(1) providing for rules and
procedures pertaining to the
processing operations and regulated
by Union law, paragraphs 1 to 4
shall not apply, unless Member
States deem it necessary to carry
out such assessment prior to the
processing activities.

processing resultsfrom-alegal
obligatien pursuant to point (c) or
(e) of Article 6(1) previdingfor
2.
| Pt f 1 &
regulated-by has a legal basis in
Union law;-paragraphst—+te-4-shall

net-apply—unless or the law of the
Member States to which the

controller is subject, and such law
regulates the specific processing
operation or set of operations in
question, paragraphs 1 to 3 shall
not apply, unless Member States
deem it necessary to carry out such
assessment prior to the processing
activities.
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6. The Commission shall be deleted deleted
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and conditions for the
processing operations likely to
present specific risks referred to in
paragraphs 1 and 2 and the
requirements for the assessment
referred to in paragraph 3, including
conditions for scalability,
verification and auditability. In
doing so, the Commission shall
consider specific measures for
micro, small and medium-sized
enterprises.

7. The Commission may specify deleted deleted
standards and procedures for
carrying out and verifying and
auditing the assessment referred to
in paragraph 3. Those
implementing acts shall be adopted
in accordance with the examination
procedure referred to in Article
87(2).
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Amendment 130

Article 33 a (new)

Data protection compliance review

1. At the latest two years after the
carrying out of an impact
assessment pursuant to Article
33(1), the controller or the
processor acting on the
controller's behalf shall carry out
a compliance review. This
compliance review shall
demonstrate that the processing of
personal data is performed in
compliance with the data
protection impact assessment.

2. The compliance review shall be
carried out periodically at least
once every two years, or
immediately when there is a
change in the specific risks
presented by the processing
operations.
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3. Where the compliance review
results show compliance
inconsistencies, the compliance
review shall include
recommendations on how to
achieve full compliance.

4. The compliance review and its
recommendations shall be
documented. The controller and
the processor and, if any, the
controller's representative shall
make the compliance review
available, on request, to the
supervisory authority.

5. If the controller or the processor

has designated a data protection
officer, he or she shall be involved
in the compliance review
proceeding.
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Article 34

Article 34

Article 34

Amendment 131

Prior authorisation and prior
consultation

Prior consultation

Prior autherisation-and-prier

consultation

1. The controller or the processor as
the case may be shall obtain an
authorisation from the supervisory
authority prior to the processing of
personal data, in order to ensure the
compliance of the intended
processing with this Regulation and
in particular to mitigate the risks
involved for the data subjects where
a controller or processor adopts
contractual clauses as provided for
in point (d) of Article 42(2) or does
not provide for the appropriate
safeguards in a legally binding
instrument as referred to in Article
42(5) for the transfer of personal
data to a third country or an
international organisation.

deleted

deleted
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2. The controller or processor
acting on the controller's behalf
shall consult the supervisory
authority prior to the processing of
personal data in order to ensure the
compliance of the intended
processing with this Regulation and
in particular to mitigate the risks
involved for the data subjects
where:

2. The controller or processor
acting on the controller's behalf
shall consult the data protection
officer, or in case a data protection
officer has not been appointed, the
supervisory authority prior to the
processing of personal data in order
to ensure the compliance of the
intended processing with this
Regulation and in particular to
mitigate the risks involved for the
data subjects where:

2. The controller erproecesser
aetire-onthecontrotersbehalt

shall consult the supervisory
authority prior to the processing of
personal data where a data
protection impact assessment as
provided for in Article 33 indicates
that the in-orderto-ensure-the

comphiance-of the-intended
processing with-this Regulation-and
-partictlarto-mittgate-the would
result in a high risks-nvelvedfor
the-data-subjeets-where:in the
absence of measures to be taken by
the controller to mitigate the risk.

(a) a data protection impact (a) a data protection impact deleted

assessment as provided for in assessment as provided for1

Article 33 indicates that processing | Article 33 indicates that processing

operations are by virtue of their operations are byvirtue of their

nature, their scope or their nature, theirsCope or their

purposes, likely to present a high purposes; likely to present a high

degree of specific risks; or degree of specific risks; or
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(b) the supervisory authority deems
it necessary to carry out a prior
consultation on processing
operations that are likely to present
specific risks to the rights and
freedoms of data subjects by virtue
of their nature, their scope and/or
their purposes, and specified
according to paragraph 4.

(b) the data protection officer or
the supervisory authority deems it
necessary to carry out a prior
consultation on processing
operations that are likely to present
specific risks to the rights and
freedoms of data subjects by virtue
of their nature, their scope and/or
their purposes, and specified
according to paragraph 4.

deleted

3. Where the supervisory authority
is of the opinion that the intended
processing does not comply with
this Regulation, in particular where
risks are insufficiently identified or
mitigated, it shall prohibit the
intended processing and make
appropriate proposals to remedy
such incompliance.

3. Where the competent
supervisory authority is-efthe
opinien determines in accordance
with its power that the intended
processing does not comply with
this Regulation, in particular where
risks are insufficiently identified or
mitigated, it shall prohibit the
intended processing and make
appropriate proposals to remedy
such non-compliance.

3. Where the supervisory authority
is of the opinion that the intended
processing referred to in
paragraph 2 would deesnot
comply with this Regulation, in
particular where the controller has
risks-are-insufficiently identified or
mitigated the risk, it shall prehibit
the-tntended-processingand-make
appropriate-propeosalstoremedy
such-incomplianee-within a
maximum period of 6 weeks
following the request for
consultation give advice to the data
controller , in writing, and may
use any of its powers referred to in
Article 53. This period may be
extended for a further six weeks,
taking into account the complexity
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of the intended processing. Where
the extended period applies, the
controller or processor shall be
informed within one month of
receipt of the request of the
reasons for the delay.

4. The supervisory authority shall 4. The supervisory-authority deleted
establish and make public a list of | European Data Protection Board

the processing operations which are | shall establish and make public a
subject to prior consultation list of the processing operations
pursuant to point (b) of paragraph which are subject to prior

2. The supervisory authority shall consultation pursuant to peint{b)-ef

communicate those lists to the paragraph 2. The-supervisory
European Data Protection Board. authortty-shal-communteatethese
hists-to-the EuropeanData
ProtecttonBoard.
5. Where the list provided for in deleted deleted

paragraph 4 involves processing
activities which are related to the
offering of goods or services to data
subjects in several Member States,
or to the monitoring of their
behaviour, or may substantially
affect the free movement of
personal data within the Union, the
supervisory authority shall apply
the consistency mechanism referred
to in Article 57 prior to the
adoption of the list.
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6. The controller or processor shall
provide the supervisory authority
with the data protection impact
assessment provided for in Article
33 and, on request, with any other
information to allow the
supervisory authority to make an
assessment of the compliance of the
processing and in particular of the
risks for the protection of personal
data of the data subject and of the
related safeguards.

6. The controller or processor shall
provide the supervisory authority,
on request, with the data protection
impact assessment provided-forin
pursuant to Article 33 and, on
request, with any other information
to allow the supervisory authority
to make an assessment of the
compliance of the processing and in
particular of the risks for the
protection of personal data of the
data subject and of the related
safeguards.

6. When consulting the
supervisory authority pursuant to
paragraph2, Fthe controller o

preeesser-shall provide the
supervisory authority, with

(a) where applicable, the respective
responsibilities of controller, joint
controllers and processors
involved in the processing, in
particular for processing within a
group of undertakings;

(b) the purposes and means of the
intended processing;

(c) the measures and safeguards
provided to protect the rights and
freedoms of data subjects pursuant
to this Regulation;

(d) where applicable, the contact
details of the data protection

officer;

(e) the data protection impact
assessment provided for in Article
33, and
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()s-enrequestwith any other
information te-allew-requested by

the supervisory authority-te-make

an assessment ol the compliance of
| f'l ; g] Pt ;
personal-data-of the-data-subjeet
and of the related saleguards.

7. Member States shall consult the
supervisory authority in the
preparation of a legislative measure
to be adopted by the national
parliament or of a measure based on
such a legislative measure, which
defines the nature of the processing,

7. Member States shall consult th
supervisory authority in the
preparation of a legislative measure
to be adopted by the natiopal
parliament or of a measute based on
such a legislative mea$ure, which
defines the nature of the processing,

7. Member States shall consult the
supervisory authority #n-during the
preparation of a proposal for a
legislative measure te-be-adopted
by thea national parliament or of a
regulatory measure based on such a
legislative measure, which defines

in order to ensure the compliance of | in order to ensupé the compliance of | the-nature-efthe-processing,in
the intended processing with this the intended pfocessing with this order-to-ensure-the-compliance-of
Regulation and in particular to RegulationAnd in particular to the-intended-provide for the
mitigate the risks involved for the mitigate the risks involved for the processing-with-this Regulationand
data subjects. data subjects. in particular to mitigate the risks
involved-for-the-datasubjeets of
personal data.
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7a. Notwithstanding paragraph 2,
Member States' law may require
controllers to consult with, and
obtain prior authorisation from,
the supervisory authority in
relation to the processing of
personal data by a controller for
the performance of a task carried
out by the controller in the public
interest, including the processing
of such data in relation to social
protection and public health.

8. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for
determining the high degree of
specific risk referred to in point (a)
of paragraph 2.

deleted

deleted
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9. The Commission may set out
standard forms and procedures for
prior authorisations and
consultations referred to in
paragraphs 1 and 2, and standard
forms and procedures for informing
the supervisory authorities pursuant
to paragraph 6. Those
implementing acts shall be adopted
in accordance with the examination
procedure referred to in Article
87(2).

deleted

deleted
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Article 35 Article 35 Article 35
Designation of the data protection | Designation of the data protection | Designation of the data protection
officer officer officer
Amendment 132

1. The controller and the processor
shall designate a data protection
officer in any case where:

1. The controller and the processor
shall designate a data ection
officer in any ¢ here :

1. The controller and-or the
processor may, or where required
by Union or Member State law
shall designate a data protection

officer-in-any-ecase-where:.

(a) the processing is carried out by | (a) the processing is out by a | deleted
a public authority or body; or public ity or body; or
(b) the processing is carried out by | (b) the processing is carried out by | deleted
an enterprise employing 250 a-enterprse-etploving 250
persons or more; or persons-or-meore a legal person and

relates to more than 5000 data

subjects in any consecutive 12-

month period; or
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(c) the core activities of the
controller or the processor consist
of processing operations which, by
virtue of their nature, their scope
and/or their purposes, require
regular and systematic monitoring
of data subjects.

(c) the core activities of the
controller or the processor consist
of processing operations which, by
virtue of their nature, their scope
and/or their purposes, require
regular and systematic monitoring
of data subjects; or

deleted

(d) the core activities of the
controller or the processor consist
of processing special categories of
data pursuant to Article 9(1),
location data or data on children
or employees in large scale filing
systems.

2. In the case referred to in point
(b) of paragraph 1, a group of
undertakings may appoint a single
data protection officer.

2. Inthe-easereferred-to-npont(b)
ofparagrapht;a-A group of
undertakings may appoint a single
main responsible data protection
officer, provided it is ensured that a
data protection officer is easily
accessible from each
establishment.

2. Inthe-easereferred-to-inpoint
tb)yefparagrapht-a A4 group of
undertakings may appoint a single
data protection officer.
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3. Where the controller or the
processor is a public authority or
body, the data protection officer
may be designated for several of its
entities, taking account of the
organisational structure of the
public authority or body.

3. Where the controller or the
processor is a public authority or
body, the data protection officer
may be designated forseveral of its
entities, taking acedunt of the
organisationglStructure of the
public authority or body.

3. Where the controller or the
processor is a public authority or
body, the-a single data protection
officer may be designated for
several-efits-entities such
authorities or bodies, taking
account of their organisational

structure-ef-the-public-authority-or
bedy and size.
4. In cases other than those referred | 4. In cases other than those referred | deleted
to in paragraph 1, the controller or | to in paragraph 1, the controller or
processor or associations and other | processor or associations and other
bodies representing categories of bodies representing categories of
controllers or processors may controllersor processors may
designate a data protection officer. | destgnate a data protection officer.
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5. The controller or processor shall
designate the data protection officer
on the basis of professional
qualities and, in particular, expert
knowledge of data protection law
and practices and ability to fulfil
the tasks referred to in Article 37.
The necessary level of expert
knowledge shall be determined in
particular according to the data

5. The controller or processor sha
designate the data protection offiCer
on the basis of professional quélities
and, in particular, expert knowledge
of data protection law and practices
and ability to fulfil the tasks
referred to in Article/37. The
necessary level of €xpert knowledge
shall be determjned in particular
according to the data processing

S1Ne eontrolerorprocessorshal
designate-the data protection officer

shall be designated on the basis of
professional qualities and, in
particular, expert knowledge of data
protection law and practices and
ability to fulfil the tasks referred to in
Article 37, particularly the absence
of any conflict of interests.-The

processing carried out and the carried out/and the protection Mb&d&aﬁﬂ%ﬁm&&a{
protection required for the personal | required for the personal data aeeefémg—te—th%d-aﬁa—pfeeessmg
data processed by the controller or | proceséed by the controller or the eam?d_eﬂ{_aﬁd_w for il 1 d
the processor. progessor. L vt roll q
proecessor:
6. The controller or the processor 6. The controller or the process deleted
shall ensure that any other shall ensure that any other
professional duties of the data professional duties of thie data
protection officer are compatible protection officerdre compatible
with the person's tasks and duties as | with the person's tasks and duties as
data protection officer and do not data protection officer and do not
result in a conflict of interests. result in a conflict of interests.
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7. The controller or the processor
shall designate a data protection
officer for a period of at least two
years. The data protection officer
may be reappointed for further
terms. During their term of office,
the data protection officer may only
be dismissed, if the data protection
officer no longer fulfils the
conditions required for the
performance of their duties.

7. The controller or the processor
shall designate a data protection
officer for a period of at least twe
four years in case of an employee
or two years in case of an external
service contractor. The data
protection officer may be
reappointed for further terms.
During their his or her term of
office, the data protection officer
may only be dismissed, if the-data
protection-officer he or she no
longer fulfils the conditions
required for the performance of
their-his or her duties.

7. Fhe-controler-orthe processer
shall-designate-a During their term
of office, the data protection officer
foraperiod efatHeasttwovears:
Fhe-dataprotection-officer may,
apart from serious grounds under
the law of the Member State
concerned which justify the
dismissal of an employee or civil

servant, bereappointedforfurther
termsDPuring thetrterm-otottiee;
the-dataproteetionotficer may-only
be dismissed; only if the data
protection officer no longer fulfils
the conditions required for the
performance of-their-duties his or
her tasks pursuant to Article 37.

8. The data protection officer may
be employed by the controller or
processor, or fulfil his or her tasks
on the basis of a service contract.

8. The data protection officer may
be employed by the controller or
processor, or fu 1s or her tasks
on the basis©of a service contract.

8. The data protection officer may

be employed-by a staff member of

the controller or processor, or fulfil
his-or-herthe tasks on the basis of a
service contract.
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9. The controller or the processor
shall communicate the name and
contact details of the data
protection officer to the supervisory
authority and to the public.

9. The controller or the process
shall communicate the name and
contact details of the data protection
officer to the supervisory authority
and to the iC.

9. The controller or the processor
shall eemmunieate publish the

name-and contact details of the data

protection officer and
communicate these to the

supervisory authority-and-te-the
publie.
10. Data subjects shall have the 10. Data subjects shall have the 10. Data subjects shal-have-the
right to contact the data protection | right to contact the data protéction | rightte-may contact the data
officer on all issues related to the officer on all issues rglated to the protection officer on all issues

processing of the data subject’s
data and to request exercising the
rights under this Regulation.

processing of the data subject’s data
and to request’exercising the rights
under th1S Regulation.

related to the processing of the data

subject’s data and te-request

exereising-the-the exercise of their

rights under this Regulation.

11. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for the
core activities of the controller or
the processor referred to in point (c)
of paragraph 1 and the criteria for
the professional qualities of the
data protection officer referred to in
paragraph 5.

deleted

deleted
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Article 36 Article 36 Article 36
Position of the data protection Position of the data protection Position of the data protection
officer officer officer
Amendment 133

1. The controller or the processor
shall ensure that the data protection
officer is properly and in a timely
manner involved in all issues which
relate to the protection of personal
data.

1. The controller or the processor
shall ensure that the data protection
officer is properly and in a timely
manner involved in all issues which
relate to the protection of personal
data.

1. The controller or the processor
shall ensure that the data protection
officer is properly and in a timely
manner involved in all issues which
relate to the protection of personal
data.

2. The controller or processor shall
ensure that the data protection
officer performs the duties and
tasks independently and does not
receive any instructions as regards
the exercise of the function. The
data protection officer shall directly

2. The controller or processor shall
ensure that the data protection
officer performs the duties and tasks
independently and does not receive
any instructions as regards the
exercise of the function. The data
protection officer shall directly

2. The controller or processor shall
ensure-that-support the data
protection officer in performsing
the duties-and-tasks referred to in
Article 37 by providing resources
necessary to carry out these tasks
as well as access to personal data

report to the management of the report to the executive management | and processing
controller or the processor. of the controller or the processor. operationsindependently-and-does
The controller or processor shall netrecetveany Hstruetionsas
for this purpose designate an regards the exercise of the function.
executive management member The data protection officer shall
who shall be responsible for the dircetly report to the management
compliance with the provisions of | efthe-controlerortheproeesser.
this Regulation.
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3. The controller or the processor
shall support the data protection
officer in performing the tasks and
shall provide staff, premises,
equipment and any other resources
necessary to carry out the duties
and tasks referred to in Article 37.

3. The controller or the processor
shall support the data protection
officer in performing the tasks and
shall provide all means, including
staff, premises, equipment and any
other resources necessary to carry
out the duties and tasks referred to
in Article 37, and to maintain his
or her professional knowledge.

3. The controller or the processor
shall suppert ensure that the data
protection officer can act in an
independent manner with respect
to the performingance of his or her
the tasks and-shal-providestatt
ises—equi | |
resottrees-recessary-to-earry-out-the

duties and does not receive any
instructions regarding the exercise
of these tasksreferred-to-in-Asrticle
37. He or she shall not be
penalised by the controller or the
processor for performing his tasks.
The data protection officer shall
directly report to the highest
management level of the controller
or the processor.

4. Data protection officers shall be
bound by secrecy concerning the
identity of data subjects and
concerning circumstances
enabling data subjects to be
identified, unless they are released
from that obligation by the data
subject.
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4. The data protection officer may
fulfil other tasks and duties. The
controller or processor shall
ensure that any such tasks and
duties do not result in a conflict of
interests.
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Article 37

Article 37

Article 37

Tasks of the data protection officer

Tasks of the data protection officer

Tasks of the data protection officer

Amendment 134

1. The controller or the processor
shall entrust the data protection
officer at least with the following
tasks:

+-The controller or the processor
shall entrust the data protection
officer at least with the following
tasks:

L. The controtler or the processor
shall-entrustthe-data protection

officer atleast-with-shall have the
following tasks:

(a) to inform and advise the
controller or the processor of their
obligations pursuant to this
Regulation and to document this
activity and the responses received;

(a) to raise awareness, to inform
and advise the controller or the
processor of their obligations
pursuant to this Regulation, in
particular with regard to technical
and organisational measures and
procedures, and to document this
activity and the responses received;

(a) to inform and advise the
controller or the processor and the
employees who are processing
personal data of their obligations
pursuant to this Regulation and te

document this activity and the
respensesreeetved-other Union or

Member State data protection
provisions,
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(b) to monitor the implementation
and application of the policies of
the controller or processor in
relation to the protection of
personal data, including the
assignment of responsibilities, the
training of staff involved in the
processing operations, and the
related audits;

(b) to monitor the implementatio
and application of the policies ot the
controller or processor in rekation to
the protection of persongt'data,
including the assignmént of
responsibilities, thetraining of staff
involved in the processing
operations, afid the related audits;

(b) to monitor compliance with this
Regulation, with other Union or
Member State data protection
provisions and with the

o] . anplicat :
the policies of the controller or
processor in relation to the protection
of personal data, including the
assignment of responsibilities,
awareness-raising and the training
of staff involved in the processing
operations, and the related audits;
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(c) to monitor the implementation (c) to monitor the implementatio deleted
and application of this Regulation, | and application of this Regulation,

in particular as to the requirements | in particular as to the requirements

related to data protection by design, | related to data protection by design,

data protection by default and data | data protection by-default and data

security and to the information of security and te'the information of

data subjects and their requests in data subjects and their requests in

exercising their rights under this exercising their rights under this

Regulation; gulation;

(d) to ensure that the (d) to ensure that the doc tation | deleted
documentation referred to in Article | referred to in €281s

28 is maintained; maintaied,

(e) to monitor the documentation, (e) to monitor the documentation, deleted
notification and communication of | notification and co nication of

personal data breaches pursuant to | personal data-breaches pursuant to

Articles 31 and 32; Artj 31 and 32;

(f) to monitor the performance of (f) to monitor the performance of (f) to menitor-theperformanee-of

the data protection impact
assessment by the controller or
processor and the application for
prior authorisation or prior
consultation, if required pursuant
Articles 33 and 34;

the data protection impact
assessment by the controller or
processor and the application for
prior auvtherisation-or-prior
consultation, if required pursuant fo
Articles 32a, 33 and 34;

provide advice where requested as
regards the data protection impact

assessment-by-the-controler-or
preeessor-and the-applieationfor

. horisat i
consultationif required—monitor
its performance pursuant Articles
33 and-34;
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(g) to monitor the response to
requests from the supervisory
authority, and, within the sphere of
the data protection officer's
competence, co-operating with the
supervisory authority at the latter's
request or on the data protection
officer’s own initiative;

(g) to monitor the response to
requests from the superviso
authority, and, within the“sphere of
the data protection efficer's
competence, co<operating with the
supervisoryauthority at the latter's
requestor on the data protection
officer’s own initiative;

(g) to monitor the-responses to
requests from the supervisory
authority, and, within the sphere of
the data protection officer's
competence, fo co-eperatingoperate
with the supervisory authority at
the latter's request or on the data
protection officer’s own initiative;

(h) to act as the contact point for
the supervisory authority on issues
related to the processing and
consult with the supervisory
authority, if appropriate, on his/her
own initiative.

(h) to act as the contact point for the
supervisory authority on iss

related to the processing afid consult
with the supervisory adthority, if
appropriate, on his’her own
initiative.

(h) to act as the contact point for
the supervisory authority on issues
related to the processing of pesonal
data, including the prior and
consultation referred to in Article
34, and consult, as -with-the

: hority_if
appropriate, on-histher-own
nitiative-any other matter.

(i) to verify the compliance with
this Regulation under the prior
consultation mechanism laid out in
Article 34;

() to inform the employee
representatives on data processing
of the employees.
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2. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for
tasks, certification, status, powers
and resources of the data protection
officer referred to in paragraph 1.

deleted

deleted

2a. The data protection officer
shall in the performance his or her
tasks have due regard to the risk
associated with the processing
operations, taking into account the
nature, scope, context and
purposes of the processing.
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Article 38 Article 38 Article 38
Codes of conduct Codes of conduct Codes of conduct
Amendment 135

1. The Member States, the
supervisory authorities and the
Commission shall encourage the
drawing up of codes of conduct
intended to contribute to the proper
application of this Regulation,
taking account of the specific
features of the various data
processing sectors, in particular in
relation to:

1. The Member States, the
supervisory authorities and the
Commission shall encourage the
drawing up of codes of conduct or
the adoption of codes of conduct
drawn up by a supervisory
authority intended to contribute to
the proper application of this
Regulation, taking account of the
specific features of the various data
processing sectors, in particular in
relation to:

1. The Member States, the
supervisory authorities, the
European Data Protection Board
and the Commission shall
encourage the drawing up of codes
of conduct intended to contribute to
the proper application of this
Regulation, taking account of the
specific features of the various data
processing sectors;--particularin
relatiente: and the specific needs
of micro, small and medium-sized
enterprises.
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la. Associations and other bodies
representing categories of
controllers or processors may
prepare codes of conduct, or
amend or extend such codes, for
the purpose of specifying the
application of provisions of this
Regulation, such as:

(a) fair and transparent data
processing;

(a) fair and transparent data
processing;

(a) fair and transparent data
processing;

(aa) respect for consumer rights;

(aa) the legitimate interests
pursued by controllers in specific
contexts,

(b) the collection of data;

(b) the collection of data;

(b) the collection of data;

(bb) the pseudonymisation of
personal data;

(c) the information of the public
and of data subjects;

(c) the information of the public and

of data subjects;

(c) the information of the public
and of data subjects;

(d) requests of data subjects in
exercise of their rights;

(d) requests of data subje
exercise of thejr rights;

(d) requests-of data-subjects-inthe

exercise of the#r rights of data
subjects;
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(e) information and protection of (e) information and protection of (e) information and protection of
children; children; children and the way to collect the
parent’s and guardian’s consent;

(ee) measures and procedures
referred to in Articles 22 and 23
and measures to ensure security of
processing referred to in Article
30;

(ef) notification of personal data
breaches to supervisory authorities
and communication of such
breaches to data subjects;

(f) transfer of data to third countries | (f) transfer of data to third Countries | deleted
or international organisations; or internatienal organisations;

(g) mechanisms for monitoring and | (g) mechanisms for monitoring and | deleted
ensuring compliance with the code | ensuring compliance with the code

by the controllers adherent to it; by t trollers adherent to it;

(h) out-of-court proceedings and (h) out-of-court proceedings an deleted
other dispute resolution procedures | other dispute resolution procedures

for resolving disputes between for resolving disputes between

controllers and data subjects with controllers and data-subjects with

respect to the processing of respect to the processing of personal

personal data, without prejudice to | data, without prejudice to the rights

the rights of the data subjects of the data subjects pursuant to

pursuant to Articles 73 and 75. icles 73 and 75.
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1ab. In addition to adherence by
controller or processor subject to
the regulation, codes of conduct
approved pursuant to paragraph 2
may also be adhered to by
controllers or processors that are
not subject to this Regulation
according to Article 3 in order to
provide appropriate safeguards
within the framework of personal
data transfers to third countries or
international organisations under
the terms referred to in Article
42(2)(d). Such controllers or
processors shall make binding and
enforceable commitments, via
contractual instruments or
otherwise, to apply those
appropriate safeguards including
as regards data subjects’ rights.

11784/15
ANNEX

VH/np
DGD 2C

LIMITE

141
EN




1b. Such a code of conduct shall
contain mechanisms which enable
the body referred to in paragraph
1 of article 38a to carry out the
mandatory monitoring of
compliance with its provisions by
the controllers or processors which
undertake to apply it, without
prejudice to the tasks and powers
of the supervisory authority which
is competent pursuant to Article 51
or 5la.

2. Associations and other bodies
representing categories of
controllers or processors in one
Member State which intend to draw
up codes of conduct or to amend or
extend existing codes of conduct
may submit them to an opinion of

2. Associations and other bodies
representing categories of
controllers or processors in one
Member State which intend to draw
up codes of conduct or to amend or
extend existing codes of conduct
may submit them to an opinion of

2. Associations and other bodies
referred to in paragraph la

. . c
controllers or processors in one
Member-State-which intend to draw
wp-prepare a codes-of conduct or to
amend or extend an existing codes,

the supervisory authority in that the supervisory authority in that of conduetmay-shall submit them

Member State. The supervisory Member State. The supervisory to-an-opintenoef-draft code to the
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authority may give an opinion
whether the draft code of conduct
or the amendment is in compliance
with this Regulation. The
supervisory authority shall seek the
views of data subjects or their
representatives on these drafts.

authority may shall without undue
delay give an opinion on whether
the processing under the draft code
of conduct or the amendment is in
compliance with this Regulation.
The supervisory authority shall seek
the views of data subjects or their
representatives on these drafts.

supervisory authority-in-that
Member-State which is competent
pursuant to Article 51. The
supervisory authority may-shall
give an opinion on whether the
draft code, or amended or extended
code of-conductortheamendment
is in compliance with this
Regulation and shall approve such
draft, amended or extended code if
it finds that it provides sufficient
appropriate safeguards.-The
. .
5 A !j b ) e

2a. Where the opinion referred to
in paragraph 2 confirms that the
code of conduct, or amended or
extended code, is in compliance
with this Regulation and the code
is approved, and if the code of
conduct does not relate to
processing activities in several
Member States, the supervisory
authority shall register the code
and publish the details thereof.

11784/15
ANNEX

VH/np

DGD 2C

LIMITE

143
EN




2b. Where the draft code of
conduct relates to processing
activities in several Member
States, the supervisory authority
competent pursuant to Article 51
shall, before approval, submit it in
the procedure referred to in Article
57 to the European Data
Protection Board which shall give
an opinion on whether the draft
code, or amended or extended
code, is in compliance with this
Regulation or, in the situation
referred to in paragraph 1ab,
provides appropriate safeguards.

3. Associations and other bodies
representing categories of
controllers in several Member
States may submit draft codes of
conduct and amendments or
extensions to existing codes of
conduct to the Commission.

3. Associations and other bodies
representing categories of
controllers or processors in several
Member States may submit draft
codes of conduct and amendments
or extensions to existing codes of
conduct to the Commission.

3 . L other bod

. ) c
controterstseveral-Member
States-may-submit-dratt Where the
opinion referred to in paragraph
2b confirms that the codes of
conduct, and or amendmentsed or
extensionsded-te-existing codes, of
conductto-the Commission Is in
compliance with this Regulation,
or, in the situation referred to in
paragraph lab, provides
appropriate safeguards, the
European Data Protection Board
shall submit its opinion to the
Commission.
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4. The Commission may adopt
implementing acts for deciding that
the codes of conduct and
amendments or extensions to
existing codes of conduct submitted
to it pursuant to paragraph 3 have
general validity within the Union.
Those implementing acts shall be
adopted in accordance with the
examination procedure set out in
Article 87(2).

4. The Commission may-adept
implementing-aets shall be

empowered to adopt, after
requesting an opinion of the
European Data Protection Board,
delegated acts in accordance with
Article 86 for deciding that the
codes of conduct and amendments
or extensions to existing codes of
conduct submitted to it pursuant to
paragraph 3 are in line with this
Regulation and have general
validity within the Union. Those

implementingaets-delegated acts
shall be-adepted-in-acecordance-with
the examination procedure sct out in
Article-8H2) confer enforceable

rights on data subjects.

4. The Commission may adopt
implementing acts for deciding that
the approved codes of conduct and
amendments or extensions to
existing approved codes of
conduct submitted to it pursuant to
paragraph 3 have general validity
within the Union. Those
implementing acts shall be adopted
in accordance with the examination
procedure set out in Article 87(2).

5. The Commission shall ensure
appropriate publicity for the codes
which have been decided as having
general validity in accordance with
paragraph 4.

5. The Commission shall ens
appropriate publicity forthe codes
which have beendecided as having
general valdity in accordance with
paragraph 4.

5. The Commission shall ensure
appropriate publicity for the
approved codes which have been
decided as having general validity
in accordance with paragraph 4.

5a. The European Data Protection
Board shall collect all approved
codes of conduct and amendments
thereto in a register and shall make
them publicly available through any
appropriate means, such as through
the European E-Justice Portal.
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Article 38a

Monitoring of approved codes of
conduct

1. Without prejudice to the tasks
and powers of the competent
supervisory authority under
Articles 52 and 53, the monitoring
of compliance with a code of
conduct pursuant to Article 38
(1b), may be carried out by a body
which has an appropriate level of
expertise in relation to the subject-
matter of the code and is
accredited for this purpose by the
competent supervisory authority.

2. A body referred to in paragraph
1 may be accredited for this

purpose if:

(a) it has demonstrated its
independence and expertise in
relation to the subject-matter of
the code to the satisfaction of the
competent supervisory authority;
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(b) it has established procedures
which allow it to assess the
eligibility of controllers and
processors concerned to apply the
code, to monitor their compliance
with its provisions and to
periodically review its operation;

(¢) it has established procedures
and structures to deal with
complaints about infringements of
the code or the manner in which
the code has been, or is being,
implemented by a controller or
processor, and to make these
procedures and structures
transparent to data subjects and
the public;

(d) it demonstrates to the
satisfaction of the competent
supervisory authority that its tasks
and duties do not result in a
conflict of interests.

3. The competent supervisory
authority shall submit the draft
criteria for accreditation of a body
referred to in paragraph 1 to the
European Data Protection Board
pursuant to the consistency
mechanism referred to in Article 57.
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4. Without prejudice to the
provisions of Chapter VIII, a body
referred to in paragraph 1 may,
subject to adequate safeguards,
take appropriate action in cases of
infringement of the code by a
controller or processor, including
suspension or exclusion of the
controller or processor concerned
from the code. It shall inform the
competent supervisory authority of
such actions and the reasons for
taking them.

5. The competent supervisory
authority shall revoke the
accreditation of a body referred to
in paragraph 1 if the conditions
for accreditation are not, or no
longer, met or actions taken by the
body are not in compliance with
this Regulation.

6. This article shall not apply to
the processing of personal data
carried out by public authorities
and bodies.
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Article 39 Article 39 Article 39
Certification Certification Certification
Amendment 136

1. The Member States and the
Commission shall encourage, in
particular at European level, the
establishment of data protection
certification mechanisms and of
data protection seals and marks,
allowing data subjects to quickly
assess the level of data protection
provided by controllers and
processors. The data protection
certifications mechanisms shall
contribute to the proper application
of this Regulation, taking account
of the specific features of the
various sectors and different
processing operations.

deleted

1. The Member States, the
European Data Protection Board
and the Commission shall
encourage, in particular at
Eurepean-Union level, the
establishment of data protection
certification mechanisms and of
data protection seals and marks, for
the purpose of demonstrating
compliance with this Regulation of
processing operations carried out

allowing data subjects to quickly
assessthedevebobdataprotection
previded-by controllers and
processors. The data-protection
Geat bani bl
F ihic B ].f’ i].ff
ofthe-specific features-ofthe
X 1 difs
processing-operationsneeds of
micro, small and medium-sized
entreprises shall be taken into
account.
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1a. In addition to adherence by
controllers or processors subject to
this Regulation, data protection
certification mechanisms, seals or
marks approved pursuant to
paragraph 2a may also be
established for the purpose of
demonstrating the existence of
appropriate safeguards provided
by controllers or processors that
are not subject to this Regulation
according to Article 3 within the
framework of personal data
transfers to third countries or
international organisations under
the terms referred to in Article
42(2)(e). Such controllers or
processors shall make binding and
enforceable commitments, via
contractual instruments or
otherwise, to apply those
appropriate safeguards, including
as regards data subjects’ rights.

la. Any controller or processor
may request any supervisory
authority in the Union, for a
reasonable fee taking into account
the administrative costs, to certify
that the processing of personal
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data is performed in compliance
with this Regulation, in particular
with the principles set out in
Article 5, 23 and 30, the
obligations of the controller and
the processor, and the data
subject’s rights.

1b. The certification shall be
voluntary, affordable, and
available via a process that is
transparent and not unduly
burdensome.

Ic. The supervisory authorities and
the European Data Protection
Board shall cooperate under the
consistency mechanism pursuant
to Article 57 to guarantee a
harmonised data protection
certification mechanism including
harmonised fees within the Union.

1d. During the certification
procedure, the supervisory
authorityies may accredit
specialised third party auditors to
carry out the auditing of the
controller or the processor on their
behalf. Third party auditors shall
have sufficiently qualified staff, be
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impartial and free from any
conflict of interests regarding their
duties. Supervisory authorities
shall revoke accreditation, if there
are reasons to believe that the
auditor does not fulfil its duties
correctly. The final certification
shall be provided by the
supervisory authority.

le. Supervisory authorities shall
grant controllers and processors,
who pursuant to the auditing have
been certified that they process
personal data in compliance with
this Regulation, the standardised
data protection mark named
"European Data Protection Seal".

1f. The ""European Data
Protection Seal" shall be valid for
as long as the data processing
operations of the certified
controller or processor continue to
Sfully comply with this Regulation.

1g. Notwithstanding paragraph 1f,
the certification shall be valid for
maximum five years.
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1h. The European Data Protection
Board shall establish a public
electronic register in which all
valid and invalid certificates which
have been issued in the Member
States can be viewed by the publc.

1i. The European Data Protection
Board may on its own initiative
certify that a data protection-
enhancing technical standard is
compliant with this Regulation.

2. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for the
data protection certification
mechanisms referred to in
paragraph 1, including conditions
for granting and withdrawal, and
requirements for recognition within
the Union and in third countries.

2. The Commission shall be
empowered to adopt, after
requesting an opinion of the
European Data Protection Board
and consulting with stakeholders,
in particular industry and non-
governmental organisations,
delegated acts in accordance with
Article 86 for the purpose of further
specifying the criteria and
requirements for the data protection
certification mechanisms referred to
in paragraphtparagraphs la to 1h,
including requirements for
accreditation of auditors,
conditions for granting and
withdrawal, and requirements for

[Moved and modified under
Article 39a point 7]
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recognition within the Union and in
third countries. Those delegated
acts shall confer enforceable rights
on data subjects.

2. A certification pursuant to this
Article does not reduce the
responsibility of the controller or
the processor for compliance with
this Regulation and is without
prejudice to the tasks and powers
of the supervisory authority which
is competent pursuant to Article 51
or 5la.

2a. A certification pursuant to this
Article shall be issued by the
certification bodies referred to in
Article 39a, or where applicable,
by the competent supervisory
authority on the basis of the
criteria approved by the competent
supervisory authority or, pursuant
to Article 57, the European Data
Protection Board.
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3. The Commission may lay down
technical standards for certification
mechanisms and data protection
seals and marks and mechanisms to
promote and recognize certification
mechanisms and data protection
seals and marks. Those
implementing acts shall be adopted
in accordance with the examination
procedure set out in Article 87(2).

deleted

[Moved under 39a point 8.]

3. The controller or processor
which submits its processing to the
certification mechanism shall
provide the certification body
referred to in Article 39a, or where
applicable, the competent
supervisory authority, with all
information and access to its
processing activities which are
necessary to conduct the
certification procedure.

4. The certification shall be issued
to a controller or processor for a
maximum period of 3 years and
may be renewed under the same
conditions as long as the relevant
requirements continue to be met. It
shall be withdrawn by the
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certification bodies referred to in
Article 39a, or where applicable,
by the competent supervisory
authority where the requirements
Jor the certification are not or no
longer met.

5. The European Data Protection
Board shall collect all certification
mechanisms and data protection
seals in a register and shall make
them publicly available through
any appropriate means, such as
through the European E-Justice
Portal.
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Article 39a

Certificationbody and procedure

1. Without prejudice to the tasks
and powers of the competent
supervisory authority under
Articles 52 and 53, the
certification shall be issued and
renewed by a certification body
which has an appropriate level of
expertise in relation to data
protection. Each Member State
shall provide whether these
certification bodies are accredited

by:

(a) the supervisory authority which
is competent according to Article
51 or 51a; and/or

(b) the National Accreditation
Body named in accordance with
Regulation (EC) 765/2008 of the
European parliament and the
Council of 9 July 2008 setting out
the requirements for accreditation
and market surveillance relating to
the marketing of products in
compliance with EN-ISO/IEC
17065/2012 and with the
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additional requirements
established by the supervisory
authority which is competent
according to Article 51 or 51a.

2. The certification body referred
to in paragraph I may be
accredited for this purpose only if:

(a) it has demonstrated its
independence and expertise in
relation to the subject-matter of
the certification to the satisfaction
of the competent supervisory
authority;

(aa) it has undertaken to respect
the criteria referred to in
paragraph 2a of Article 39 and
approved by the supervisory
authority which is competent
according to Article 51 or 51a or,
pursuant to Article 57, the
European Data Protection Board;

(b) it has established procedures
for the issue, periodic review and
withdrawal of data protection seals
and marks;
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(c) it has established procedures
and structures to deal with
complaints about infringements of
the certification or the manner in
which the certification has been,
or is being, implemented by the
controller or processor, and to
make these procedures and
structures transparent to data
subjects and the public;

(d) it demonstrates to the
satisfaction of the competent
supervisory authority that its tasks
and duties do not result in a
conflict of interests.

3. The accreditation of the
certification bodies referred to in
paragraph 1 shall take place on the
basis of criteria approved by the
supervisory authority which is
competent according to Article 51 or
51a or, pursuant to Article 57, the
European Data Protection Board.
In case of an accreditation pursuant
to point (b) of paragraph 1, these
requirements complement those
envisaged in Regulation 765/2008
and the technical rules that describe
the methods and procedures of the
certification bodies.
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4. The certification body referred
to in paragraph 1 shall be
responsible for the proper
assessment leading to the
certification or the withdrawal of
such certification without
prejudice to the responsibility of
the controller or processor for
compliance with this Regulation.
The accreditation is issued for a
maximum period of five years and
can be renewed in the same
conditions as long as the body
meets the requirements.

5. The certification body referred
to in paragraph 1 shall provide the
competent supervisory authority
with the reasons for granting or
withdrawing the requested
certification.

6. The requirements referred to in
paragraph 3 and the criteria
referred to in paragraph 2a of
Article 39 shall be made public by
the supervisory authority in an
easily accessible form. The
supervisory authorities shall also
transmit these to the European
Data Protection Board.
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The European Data Protection
Board shall collect all certification
mechanisms and data protection
seals in a register and shall make
them publicly available through
any appropriate means, such as
through the European E-Justice
Portal.

6a. Without prejudice to the
provisions of Chapter VIII, the
competent supervisory authority or
the National Accreditation Body
shall revoke the accreditation it
granted to a certification body
referred to in paragraph 1 if the
conditions for accreditation are
not, or no longer, met or actions
taken by the body are not in
compliance with this Regulation.

7. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86, for
the purpose of specifying the criteria
and requirements to be taken into
account for the data protection
certification mechanisms referred to

in paragraph l-ineluding-conditions
: . Lyithd L and
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7a. The European Data Protection
Board shall give an opinion to the
Commission on the criteria and
requirements referred to in
paragraph 7.

3. The Commission may lay down
technical standards for certification
mechanisms and data protection
seals and marks and mechanisms to
promote and recognize certification
mechanisms and data protection
seals and marks. Those
implementing acts shall be adopted
in accordance with the examination
procedure set out in Article 87(2).

deleted

8. The Commission may lay down
technical standards for certification
mechanisms and data protection
seals and marks and mechanisms to
promote and recognize certification
mechanisms and data protection
seals and marks. Those
implementing acts shall be adopted
in accordance with the examination
procedure set out in Article 87(2).
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