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Introduction

1. On 15" June 2015, the Council agreed on a General Approach (9565/15) on the proposal for a
General Data Protection Regulation, thereby giving the Presidency a negotiating mandate to
enter into trilogues with Parliament. The Presidency recalls the objective of reaching a
conclusion on this reform by the end of 2015, in accordance with the conclusions of the

European Council of 25/26™ June 2015.
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2. With a view to preparing the next trilogue, the Presidency invites delegations to discuss
- Chapter IIT — Rights of the data subject
- Relevant definitions in Article 4, in particular definitions (2b) (EP), (3a) (EP), (3a)
(Council), (7), (7a) (EP), (12a) (Council)
- Relevant recitals: 46, 47, 48, 49, 50, 51, 52, 53, 54, 54a (EP), 54a (Council), 55, 56, 57,
58, 58a (EP), 58a (Council)

3. Delegations are reminded that provisions relating to articles not covered by this trilogue are
marked in [brackets] as they will be discussed at a later stage. The next trilogue will not
address issues related to flexibility for the Member States’ public sector and overall
restrictions by way of national or Union legislative measures which the Presidency proposes

to discuss comprehensively when addressing Articles 1(2a), 2, 6(3) and 21.

4. While underlining that the General Approach reached by Council on 15" June 2015
constitutes the basis of the Presidency’s negotiation mandate, and taking into account the
position of the European Parliament on Chapter III, the Presidency invites delegations to

share their views on the different questions and suggestions listed below (points 8 and 9).

5. Inorder to ensure an efficient discussion process, as well as to maximise its clarity, the

Presidency chose to divide the different provisions into three categories.

The first category (points 6 and 7) relates either to provisions on which the co-legislators have
a consensual view or to provisions where the Presidency intends to maintain the Council’s
General Approach. With regard to this category, the Presidency takes the view that no further

discussion is needed.

The second category (point 8) relates to provisions where the Presidency suggests maintaining

the Council’s General Approach, while remaining flexible with regard to minor modifications

suggested by the European Parliament.
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The third category (point 9) relates to provisions by the Parliament that differ from the

provisions of the Council’s General Approach. In this context, the Presidency invites

delegations to share their views on the issues raised while keeping in mind the Council’s

General Approach.

Preparation for trilogue

6.  Considering the position of the Parliament and the Council’s General Approach, delegations

will note that there is a consensus on:

Article 12 (5), (6)
Article 14 (7), (8)
Article 15 (3), (4)
Article 17 (1(a)), (1(d))
Article 18 (1), (3)
Article 20 (4)

The Presidency takes the view that no additional discussion is necessary on these provisions.

7. The Presidency suggests to maintain the Council’s General Approach as regards:

Article 10a new

Article 11

Article 13

Article 14 as regards the structure of the article
Article 14a as regards the structure of the article
Article 17a

Article 17b

The Presidency takes the view that no additional discussion is necessary on these articles.

However, in case delegations wish to raise any crucial point or to provide further input

relating to these articles, they may do so under point 10.
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8. With regard to the position of the European Parliament, the Presidency takes the view that on
the following provisions the Council’s General Approach should be maintained while
remaining flexible on some modifications taking into consideration the Parliament’s

proposals:

- Article 12(3): the Council’s General Approach has deleted the terms “and seeking a
Jjudicial remedy” which the Parliament has maintained. The Presidency suggests accepting

such a reference.

- Article 16: the Council is conditioning the right to obtain completion of incomplete
personal data by adding “having regard to the purposes for which data were processed”’ at
the beginning of the second sentence. The European Parliament did not include such a

limitation. The Presidency suggests being flexible.

Member States are invited to confirm the Presidency’s suggestions or share their views on the

issues raised under point 8.

9.  Taking the Council’s General Approach as a basis, and with regard to the position of the
Parliament, the Presidency considers that certain provisions need further clarifications.
Consequently the Presidency invites delegations to share their views as regards the following

points:

Article 13a (new) (Parliament text) — Standardized information policies

- The European Parliament proposes additional information to be provided to the data
subject in the form of “icons”. Given the importance attached to this new article by the
Parliament, the Presidency invites delegations to share their views on the principle of

introducing such “icons” irrespective of the possible content of such icons.

- The Presidency considers that one of the added values of such icons could be the creation
of trust by data subjects and raising awareness. This is also an objective of the
mechanisms foreseen in section 5 of Chapter IV, such as certification. Delegations are

invited to reflect on the possible ways to take on board the Parliament’s idea.
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Articles 14/14a — Information to be provided where the data are collected from the data subject /

Informati

on to be provided where the data have not been obtained from the data subject

Recitals:

48, 49, 50

The Parliament has maintained a single article to cover information to be provided both where the

data are collected from the data subject and where the data have not been obtained from the data

subject. The Presidency suggests maintaining the Council’s General Approach in terms of structure

and keeping two separate articles. For the sake of comprehensiveness, the Presidency proposes to

examine both articles together.

In situations where the data have been collected from the data subject, the Parliament has
added in Article 14 (1(c)) “the period for which the personal data will be stored, or if this
is not possible, the criteria used to determine this period”’. The Presidency suggests being
flexible on this point.

Delegations are also invited to share their views on the inclusion of such a reference in

Article 14a.

In situations where data have been collected from the data subject, the Parliament has
introduced in Article 14(1(g)) “the existence or absence of an adequacy decision by the
Commission, or in case of transfers referred to in Article 42, Article 43, or point (h) of
Article 44(1), reference to the appropriate safeguards and the means to obtain a copy of
them”. The Presidency suggests being flexible on this point, while completing the end of
the sentence by “or where they have been made available”.

Delegations are also invited to share their views on the inclusion of such a reference in

Article 14a.

In situations where data have been collected from the data subject, the Parliament has
introduced in Article 14(1(ha)) “where applicable, information whether personal data
were provided to public authorities during the last consecutive 12-month period’. The
Presidency considers that this is already covered by Article 14(1(c)) and Article 14a(2(d))
relating to recipients or categories of recipients. Therefore, the Presidency suggests

maintaining the Council’s General Approach on this point.
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- In situations where the data have not been obtained from the data subject, the Parliament
has introduced Article 14(4(ba)) relating to small or micro enterprises that have to provide
information only on request when processing personal data is an ancillary activity. The
Presidency considers that such a provision would go below the level of protection of

Directive 95/46 and invites the views of the delegations.

- The Parliament suggests in Article 14(5(b)) to restrict the obligation to inform the data
subject where “the data are processed for [historical, statistical or scientific research
purposes subject to the conditions and safeguards referred to in Articles 81 and 83], are
not collected from the data subject and the provision of such information proves
impossible or would involve a disproportionate effort and the controller has published the
information for anyone to retrieve.” Notwithstanding agreement on the question of
processing for historical, statistical and scientific purposes, the Presidency invites the

views of delegations on the added limitation and on the publication of the information.

Article 15 — The right of access for the data subject
Recitals: 51, 52

- The Parliament introduced in Article 15(1) chapeau the terms “at any time” for the right to
obtain confirmation as to whether or not his or her personal data are being processed. The
Council’s General Approach maintains the wording from Directive 95/46 “reasonable

intervals”. Delegations are invited to comment on this point.

- The Parliament introduced in Article 15(1(b)) a reference to “the categories of personal

data concerned”. The Presidency suggests accepting this reference.

- The Parliament added in Article 15(1(d)) a reference to “or if this is not possible, the
criteria used to determine this period”. The Presidency suggests being flexible on this

point.
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The Parliament, in its Article 15(1(ha)), broadened the scope by referring to “any
automated processing” while the Council’s General Approach focuses on “decisions
based on automated processing, including profiling” in its Article 15(1(h)). The
Presidency invites delegations to share their views on this point, also considering

Directive 95/46.

The Council’s General Approach provides in Article 15(2a) that the right to obtain a copy
shall not apply in two cases. First, that such copy cannot be provided “without disclosing
personal data of other data subjects or confidential data of the controller”. The
Presidency wonders if this case may be covered by Article 2 which refers under its
paragraph 2(f) also to “the protection of the data subject or the rights and freedoms of
others”. Second, that such copy cannot be provided if it would “infringe intellectual
property rights”. Considering Directive 95/46 (recital 41), the Presidency invites

delegations to reflect on a more balanced approach.

Article 17 — Right to erasure and to be forgotten

Recitals: 53, 54, 54a (EP), 54a (Council)

The Parliament deleted, in the title of Article 17, the reference to a right “to be forgotten™.
The Presidency suggests being flexible on this point.

The Council’s General Approach includes Article 17(1a) on the right to erasure if the data
have been collected in relation to the offering of information society services referred to in
Article 8(1). The Presidency invites delegations to comment on this point and its

articulation with Article 17(1) chapeau.
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- The Parliament added in Article 17(2) “without a justification based on Article 6(1)”
meaning that controllers who have unlawfully published personal data, are obliged to take
all reasonable steps to have the data erased by third parties. The Council takes a different
approach in obliging the controllers that have lawfully made the personal data public to
take reasonable steps to inform other controllers that the data subject has requested
erasure. Delegations are invited to share their views on the scope of this provision
(unlawful or lawful publication) and on the ensuing obligation for the controller (have

data erased by third parties or information to controllers).

- The Parliament maintained the reference to Article 80 in its Article 17(3(a)) while the
Council has deleted this reference. Delegations are invited to share their views on this

point.

- The Parliament maintained the possibility for the Commission to adopt a delegated act in
its Article 17(9)). The Presidency invites delegations to indicate their flexibility with
regard to this point.

Article 18 — Right to data portability
Recital: 55

- The Council’s General Approach provides that the right to data portability shall not apply
if it would “infringe intellectual property rights”. Given that the Parliament’s position
does not include such a limitation, the Presidency invites delegations to indicate their

flexibility with regard to this point.

- Inits version of the right to data portability contained in Article 15(2a), the Parliament has
provided for the possibility, where technically feasible and available, for a controller to
transmit data directly to another controller at the request of the data subject (last sentence
of Article 15(2a)). The Presidency invites delegations to share their views on the possible
inclusion of such a provision in Article 18, in addition to the right of the data subject to

transmit him/herself the data to another controller (Article 18(2)).

11082/15 VH/np 8
DGD 2C LIMITE EN



Article 19 — Right to object
Recital: 56, 57

- The Parliament deleted the terms “on grounds relating to their particular situation” in
Article 19(1). The Presidency considers that this is significantly enlarging the right to
object and changing the logic of Article 19. Delegations are invited to share their views on

this deletion and the general graduated approach to the right to object.

- The Parliament deleted the reference to direct marketing in Article 19(2) to enlarge the
scope to all processing based on legitimate interest, while deleting the reference to the
legitimate interest ground in Article 19(1). The Parliament also added a reference to “at
any time and without any further justification”. Delegations are invited to share their

views on this enlarged scope.

- The Parliament introduced Article 19(2b) concerning the right to object via “automated
means using a technical standard which allows the data subject to clearly express his or
her wishes”. The Presidency understands this as a reference to online do-not-track

features. The Presidency invites delegations to comment on this point.

- The Parliament maintained Article 19(3) relating to when an objection is upheld. The

Presidency suggests being flexible on this point.

Article 20 — Automated individual decision making

Recitals: 58, 58a (EP), 58a (Council)

- The Presidency considers that the Parliament and the Council texts on Article 20 each
follow their own logic without being mutually exclusive. In Article 20(1), the Parliament
creates a right to object to profiling while the Council, following the approach from
Directive 95/46, foresees a right not to be subject to decisions based solely on automated
processing, including profiling which produces legal effects concerning him or her or
significantly affects him or her. The Presidency invites delegations to share their views on

these approaches.

11082/15 VH/np 9
DGD 2C LIMITE EN



The Parliament introduced in its Article 20(5) a reference to “human assessment,
including an explanation of the decision reached after such an assessment” covering all
cases where profiling is done. In comparison, the Council’s Article 20(1b) contains a
reference to “human intervention” which may be requested by the data subject only in the
cases of a contract or of explicit consent (Article 20(1a(a) and (c)). The Council
introduced this as a safeguard given that the right to opt out foreseen in Article 20(1) does
not apply in these situations. The Presidency invites delegations to share their views on

the Parliament’s reference.

The Parliament introduced in its Article 20(5a) a role for the European Data Protection
Board to issue guidelines, recommendations and best practices further specifying the

criteria and conditions for profiling. The Presidency suggests being flexible on this point.

Member States are invited to indicate their positions as regards point 9.

10. Finally, the Presidency invites the delegations to raise any other issue related to Chapter III.
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ANNEX

COM (2012)0011

EP Position / First Reading

Council General Approach
(15/06/2015)

Comments / compromise
suggestions

(46) The principle of transparency
requires that any information
addressed to the public or to the
data subject should be easily
accessible and easy to understand,
and that clear and plain language is
used. This is in particular relevant
where in situations, such as online
advertising, the proliferation of
actors and the technological
complexity of practice makes it
difficult for the data subject to
know and understand if personal
data relating to them are being
collected, by whom and for what
purpose. Given that children
deserve specific protection, any
information and communication,
where processing is addressed
specifically to a child, should be in
such a clear and plain language that
the child can easily understand.

(46) The principle of transparency
requires that any information
addressed to the public or to the
data subject should be easily
accessible and easy to understand,
and that clear and plain language is
used. This is in particular relevant
where in situations, such as online
advertising, the proliferation of
actors and the technological
complexity of practice makes it
difficult for the data subject to
know and understand if personal
data relating to him or her are
being collected, by whom and for
what purpose. Given that children
deserve specific protection, any
information and communication,
where processing is addressed
specifically to a child, should be in
such a clear and plain language that
the child can easily understand.

(46) The principle of transparency
requires that any information
addressed to the public or to the
data subject should be easily
accessible and easy to understand,
and that clear and plain language
and, additionally, where
appropriate, visualisation is used.
This information could be
provided in electronic form, for
example, when addressed to the
public, through a website. This is
in particular relevant where in
situations, such as online
advertising, the proliferation of
actors and the technological
complexity of practice makes it
difficult for the data subject to
know and understand if personal
data relating to them are being
collected, by whom and for what
purpose. Given that children
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deserve specific protection, any
information and communication,
where processing is addressed
speetfieally-to a child, should be in
such a clear and plain language that
the child can easily understand.

Amendment 23

(47) Modalities should be provided
for facilitating the data subject’s
exercise of their rights provided by
this Regulation, including
mechanisms to request, free of
charge, in particular access to data,
rectification, erasure and to exercise
the right to object. The controller
should be obliged to respond to
requests of the data subject within a
fixed deadline and give reasons, in
case he does not comply with the
data subject's request.

(47) Modalities should be provided
for facilitating the data subject’s
exercise of his or her rights
provided by this Regulation,
including mechanisms to request
obtain, free of charge, in particular
access to data, rectification, erasure
and to exercise the right to object.
The controller should be obliged to
respond to requests of the data
subject within a fixed-reasonable
deadline and give reasons, in case
he does not comply with the data
subject’s request.

(47) Modalities should be provided
for facilitating the data subject’s
exercise of their rights provided by
this Regulation, including
mechanisms to request, free-ef
charge; in particular access to data,
rectification, erasure and to exercise
the right to object. Thus the
controller should also provide
means for requests to be made
electronically, especially where
personal data are processed by
electronic means. The controller
should be obliged to respond to
requests of the data subject without
undue delay and at the latest
within a fixed deadline of one
month and give reasons where the
controller —n-case-he does not
intend to comply with the data
subject's request.
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Amendment 24

(48) The principles of fair and
transparent processing require that
the data subject should be informed
in particular of the existence of the
processing operation and its
purposes, how long the data will be
stored, on the existence of the right
of access, rectification or erasure
and on the right to lodge a
complaint. Where the data are
collected from the data subject, the
data subject should also be
informed whether they are obliged
to provide the data and of the
consequences, in cases they do not
provide such data.

(48) The principles of fair and
transparent processing require that
the data subject should be informed
in particular of the existence of the
processing operation and its
purposes, how long the data will be
likely stored for each purpose, if
the data are to be transferred to
third parties or third countries, on
the existence of measures to object
and of the right of access,
rectification or erasure and on the
right to lodge a complaint. Where
the data are collected from the data
subject, the data subject should also
be informed whether they are
obliged to provide the data and of
the consequences, in cases they do
not provide such data. This
information should be provided,
which can also mean made readily
available, to the data subject after
the provision of simplified
information in the form of
standardised icons. This should
also mean that personal data are
processed in a way that effectively
allows the data subject to exercise
his or her rights.

(48) The principles of fair and

transparent processing require that

the data subject should be informed

inpartienlar of the existence of the

processing operation and its

purposes;-hew-longthe-data-will-be
’ i )

c ’ Geati &
atrdontherichttotodsea
complaint: The controller should
provide the data subject with any
further information necessary to
guarantee fair and transparent
processing. Furthermore the data
subject should be informed about
the existence of profiling, and the
consequences of such profiling.
Where the data are collected from
the data subject, the data subject
should also be informed whether
they are obliged to provide the data
and of the consequences, in cases
they do not provide such data.
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(49) The information in relation to
the processing of personal data
relating to the data subject should
be given to them at the time of
collection, or, where the data are
not collected from the data subject,
within a reasonable period,
depending on the circumstances of
the case. Where data can be
legitimately disclosed to another
recipient, the data subject should be
informed when the data are first
disclosed to the recipient.

(49) The information in relation to
the processing of personal data
relating to the data subject shou

be given to them at the time of
collection, or, where the data are
not collected from the data stibject,
within a reasonable period
depending on the circumgtances of
the case. Where data cap be
legitimately disclosed to another
recipient, the data supject should be
informed when the data are first
disclosed to the recipient.

(49) The information in relation to
the processing of personal data
relating to the data subject should
be given to them at the time of
collection, or, where the data are
not collected from the data subject,
within a reasonable period,
depending on the circumstances of
the case. Where data can be
legitimately disclosed to another
recipient, the data subject should be
informed when the data are first
disclosed to the recipient. Where
the controller intends to process
the data for a purpose other than
the one for which the data were
collected the controller should
provide the data subject prior to
that further processing with
information on that other purpose
and other necessary information.
Where the origin of the data could
not be provided to the data subject
because various sources have been
used, the information should be
provided in a general manner.
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Amendment 25

(50) However, it is not necessary to
impose this obligation where the
data subject already disposes of this
information, or where the recording
or disclosure of the data is
expressly laid down by law, or
where the provision of information
to the data subject proves
impossible or would involve
disproportionate efforts. The latter

(50) However, it is not necessary to
impose this obligation where the
data subject already dispeses-of
knows this information, or where
the recording or disclosure of the
data is expressly laid down by law,
or where the provision of
information to the data subject
proves impossible or would involve
disproportionate efforts. Fhelatter

(50) However, it is not necessary to
impose this obligation where the
data subject already dispeses
possesses efthis information, or
where the recording or disclosure of
the data is expressly laid down by
law, or where the provision of
information to the data subject
proves impossible or would involve
disproportionate efforts. The latter

could be particularly the case where | eeuld-be-partictlarly-the-ease-where | could be particularly the case where
processing is for historical, processing-is-for-historteal; processing is for archiving purpose
statistical or scientific research statistical or scientilic rescarch in the public interest, for historical,
purposes; in this regard, the number | purpeses—inthisregard-thenumber | statistical or scientific
of data subjects, the age of the data, | efdatasubjeets;theage-ofthe-data; | researchpurposes; in this regard, the
and any compensatory measures and-any-compensatory-meastres number of data subjects, the age of
adopted may be taken into adopted-may-betakeninto the data, and any eempensatory
consideration. consideration: measures-appropriate safeguards
adopted may be taken into
consideration.
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Amendment 26

(51) Any person should have the
right of access to data which has
been collected concerning them,
and to exercise this right easily, in
order to be aware and verify the
lawfulness of the processing. Every
data subject should therefore have
the right to know and obtain
communication in particular for
what purposes the data are
processed, for what period, which
recipients receive the data, what is
the logic of the data that are
undergoing the processing and what
might be, at least when based on
profiling, the consequences of such
processing. This right should not
adversely affect the rights and
freedoms of others, including trade
secrets or intellectual property and
in particular the copyright
protecting the software. However,
the result of these considerations
should not be that all information is
refused to the data subject.

(51) Any person should have the
right of access to data which have
been collected concerning them,
and to exercise this right easily, in
order to be aware and verify the
lawfulness of the processing. Every
data subject should therefore have
the right to know and obtain
communication in particular for
what purposes the data are
processed, for what estimated
period, which recipients receive the
data, what is the general logic of
the data that are undergoing the
processing and what might be;at
least-when-based-enprofiting; the
consequences of such processing.
This right should not adversely
affect the rights and freedoms of
others, including trade secrets or
intellectual property and-in
partietlar, such as in relation to the
copyright protecting the software.
However, the result of these
considerations should not be that all
information is refused to the data
subject.

(51) Any-A natural person should
have the right of access to data
which has been collected
concerning thesthim or her, and to
exercise this right easily and at
reasonable intervals, in order to be
aware of and verify the lawfulness
of the processing. This includes
the right for individuals to have
access to their personal data
concerning their health, for
example the data in their medical
records containing such
information as diagnosis,
examination results, assessments
by treating physicians and any
treatment or interventions
provided. Every data subject
should therefore have the right to
know and obtain communication in
particular for what purposes the
data are processed, where possible
for what period, which recipients
receive the data, what is the logic
involved in any automatic efthe
data that-are-undergeingthe
processing and what might be, at
least when based on profiling, the
consequences of such processing.
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This right should not adversely
affect the rights and freedoms of
others, including trade secrets or
intellectual property and in
particular the copyright protecting
the software. However, the result of
these considerations should not be
that all information is refused to the
data subject. Where the controller
processes a large quantity of
information concerning the data
subject, the controller may request
that before the information is
delivered the data subject specify
to which information or to which
processing activities the request
relates.
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(52) The controller should use all
reasonable measures to verify the
identity of a data subject that
requests access, in particular in the
context of online services and
online identifiers. A controller
should not retain personal data for
the unique purpose of being able to
react to potential requests.

(52) The controller should use all
reasonable measures to verify th
identity of a data subject that
requests access, in particulayin the
context of online services dnd
online identifiers. A controller
should not retain persgnal data for
the unique purpose of being able to
react to potential yequests.

(52) The controller should use all
reasonable measures to verify the
identity of a data subject thatwho
requests access, in particular in the
context of online services and
online identifiers. Identification
should include the digital
identification of a data subject, for
example through authentication
mechanism such as the same
credentials, used by the data
subject to log-into the on-line
service offered by the data
controller. A controller should not
retain personal data for the unigque
sole purpose of being able to react
to potential requests.
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Amendment 27

(53) Any person should have the
right to have personal data
concerning them rectified and a
'right to be forgotten' where the
retention of such data is not in
compliance with this Regulation. In
particular, data subjects should
have the right that their personal
data are erased and no longer
processed, where the data are no
longer necessary in relation to the
purposes for which the data are
collected or otherwise processed,
where data subjects have withdrawn
their consent for processing or
where they object to the processing
of personal data concerning them or
where the processing of their
personal data otherwise does not
comply with this Regulation. This

(53) Any person should have the
right to have personal data
concerning them rectified and a
'right to beforgotten-erasure' where
the retention of such data is not in
compliance with this Regulation. In
particular, data subjects should
have the right that their personal
data are erased and no longer
processed, where the data are no
longer necessary in relation to the
purposes for which the data are
collected or otherwise processed,
where data subjects have withdrawn
their consent for processing or
where they object to the processing
of personal data concerning them or
where the processing of their
personal data otherwise does not
comply with this Regulation. Fhis

(53) Any A natural person should
have the right to have personal data
concerning them rectified and a
'right to be forgotten' where the
retention of such data is not in
compliance with this Regulation or
with Union or Member State law to
which the controller is subject. In
particular, data subjects should
have the right that their personal
data are erased and no longer
processed, where the data are no
longer necessary in relation to the
purposes for which the data are
collected or otherwise processed,
where data subjects have withdrawn
their consent for processing or
where they object to the processing
of personal data concerning them or
where the processing of their

right is particularly relevant, when | rightis-partienlarlyrelevant;when | personal data otherwise does not
the data subject has given their the-data-subjeet-has-given-their comply with this Regulation. This
consent as a child, when not being | eonsentas-achild,-whennotbemng | right is partieddarly in particular
fully aware of the risks involved by | fallraware-oftherisksinvelvedby | relevant, when the data subject has
the processing, and later wants to the processing, and later wants to given their consent as a child, when
remove such personal data remove-suchpersonal data not being fully aware of the risks
especially on the Internet. especially on the Internet. involved by the processing, and

later wants to remove such personal

data especially on the Internet.
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However, the further retention of
the data should be allowed where it
is necessary for historical, statistical
and scientific research purposes, for
reasons of public interest in the area
of public health, for exercising the
right of freedom of expression,
when required by law or where
there is a reason to restrict the
processing of the data instead of
erasing them.

However, the further retention of
the data should be allowed where it
is necessary for historical, statistical
and scientific research purposes, for
reasons of public interest in the area
of public health, for exercising the
right of freedom of expression,
when required by law or where
there is a reason to restrict the
processing of the data instead of
erasing them. Also, the right to
erasure should not apply when the
retention of personal data is
necessary for the performance of a
contract with the data subject, or
when there is a legal obligation to
retain this data.

The data subject should be able to
exercise this right notwithstanding
the fact that he or she is no longer
a child. However, the further
retention of the data should be
allowed lawful where it is
necessary ferhistorical-statistical

| sciontif | ,E

i s for exercising the

right of freedom of expression and
information, for compliance with a
legal obligation, for the
performance of a task carried out
in the public interest or in the
exercise of official authority vested
in the controller, for reasons of
public interest in the area of
public health, for archiving
purposes in the public interest, for
historical, statistical and scientific
purposes or for the establishment,
exercise or defence of legal claims

when required by law or where
| ) ot 1]
. F ihe data L of
erasthg-them.
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Amendment 28

(54) To strengthen the 'right to be
forgotten' in the online
environment, the right to erasure
should also be extended in such a
way that a controller who has made
the personal data public should be
obliged to inform third parties
which are processing such data that
a data subject requests them to
erase any links to, or copies or
replications of that personal data.
To ensure this information, the
controller should take all reasonable
steps, including technical measures,

(54) To strengthen the 'right to be
forgotten-erasure' in the online
environment, the right to erasure
should also be extended in such a
way that a controller who has made
the personal data public without
legal justification should be
obliged to mferm-third parties

hicl . b datatl

(54) To strengthen the 'right to be
forgotten' in the online
environment, the right to erasure
should also be extended in such a
way that a controller who has made
the personal data public should be
obliged to inform third-parties the
controllers which are processing
such data that-a-data-subjeet
requests-them to erase any links to,

or copies or replications of that
personal data. To ensure this the
above mentioned information, the
controller should take alreasonable

in relation to data for the stepsrinclading technical-measures; | steps, taking into account available
publication of which the controller | inrelationto-dataforthe technology and the means
is responsible. In relation to a third | publication-ef-which-the-controller | available to the controller,
party publication of personal data, | isrespensibleJnrelationto-athird | including technical measures, in
the controller should be considered | party-publication-ofpersonal-data; | relation to data for the publication
responsible for the publication, the-controlershould-be-considered | of which the controller is
where the controller has authorised | respensiblefor-the publication; responsible. farelationto-a-third
the publication by the third party. where-the-controler-hasauthorised | partypublicationof personal data;
take all necessary steps to have the | respensiblefor-thepublication;
data erased, including by third where the controler has authorised
parties, without prejudice to the the-publicationby-the-third party~
right of the data subject to claim
compensation.
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(54a) Data which are contested by
the data subject and whose
accuracy or inaccuracy cannot be
determined should be blocked until
the issue is cleared.

54a) Methods to restrict processing
of personal data could include,
inter alia, temporarily moving the
selected data to another processing
system or making the selected data
unavailable to users or temporarily
removing published data from a
website. In automated filing
systems the restriction of
processing of personal data should
in principle be ensured by
technical means; the fact that the
processing of personal data is
restricted should be indicated in
the system in such a way that it is
clear that the processing of the
personal data is restricted.
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Amendment 30

(55) To further strengthen the
control over their own data and
their right of access, data subjects
should have the right, where
personal data are processed by
electronic means and in a structured
and commonly used format, to
obtain a copy of the data
concerning them also in commonly
used electronic format. The data
subject should also be allowed to
transmit those data, which they
have provided, from one automated
application, such as a social
network, into another one. This
should apply where the data subject
provided the data to the automated
processing system, based on their
consent or in the performance of a
contract.

(55) To further strengthen the
control over their own data and
their right of access, data subjects
should have the right, where
personal data are processed by
electronic means and in a structured
and commonly used format, to
obtain a copy of the data
concerning them also in commonly
used electronic format. The data
subject should also be allowed to
transmit those data, which they
have provided, from one automated
application, such as a social
network, into another one. Data
controllers should be encouraged
to develop interoperable formats
that enable data portability. This
should apply where the data subject
provided the data to the automated
processing system, based on
thetrhis or her consent or in the
performance of a contract.
Providers of information society
services should not make the
transfer of those data mandatory
for the provision of their services.

(55) To further strengthen the

control over their own data ané
ight-where the

processing of personal data are

preecessed-is carried out by

eleetronte automated means and-in

a-structured-and-commenly-used

’ .

ol | g |
wsed eleetronie format. The the data
subject should also be allowed to
transmit-receivethose-the personal
data concerning him or her, which
they-have he or she has provided 5
; Lapslication,
stehas-asoctl-petwork—into to a
controller, in a structured and
commonly used and machine-
readable format and transmit to
another enecontroller.
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This right should apply where the
data subject provided the personal
data te-the-automated proeessing
system;-based on their-his or her
consent or in the performance of a
contract. It should not apply where
processing is based on another
legal ground other than consent or
contract. By its very nature this
right should not be exercised
against controllers processing data
in the exercise of their public
duties. It should therefore in
particular not apply where
processing of the personal data is
necessary for compliance with a
legal obligation to which the
controller is subject or for the
performance of a task carried out
in the public interest or in the
exercise of an official authority
vested in the controller.
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The data subject’s right to transmit
personal data does not create an
obligation for the controllers to
adopt or maintain data processing
systems which are technically
compatible.

Where, in a certain set of personal
data, more than one data subject is
concerned, the right to transmit
the data should be without
prejudice to the requirements on
the lawfulness of the processing of
personal data related to another
data subject in accordance with
this Regulation. This right should
also not prejudice the right of the
data subject to obtain the erasure
of personal data and the
limitations of that right as set out
in this Regulation and should in
particular not imply the erasure of
personal data concerning the data
subject which have been provided
by him or her for the performance
of a contract, to the extent and as
long as the data are necessary for
the performance of that contract.
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Amendment 31

(56) In cases where personal data
might lawfully be processed to
protect the vital interests of the data
subject, or on grounds of public
interest, official authority or the
legitimate interests of a controller,
any data subject should
nevertheless be entitled to object to
the processing of any data relating
to them. The burden of proof
should be on the controller to
demonstrate that their legitimate
interests may override the interests
or the fundamental rights and
freedoms of the data subject.

(56) In cases where personal data
might lawfully be processed to
protect the vital interests of the data
subject, or on grounds of public
interest, official authority or the
legitimate interests of a controller,
any data subject should
nevertheless be entitled to object to
the processing of any data relating
to themhim or her, free of charge
and in a manner that can be easily
and effectively invoked. The
burden of proof should be on the
controller to demonstrate that their
legitimate interests may override
the interests or the fundamental
rights and freedoms of the data
subject.

(56) In cases where personal data
might lawfully be processed te

protect the vital interests of the data

subteet-or-because processing is
necessary for the performance of a

task carried out in the public
interest or in the exercise of
official authority vested in the
controller or on grounds of publie
interest-offictal-authority-or-the
legitimate interests of a controller
or a third party, any data subject
should nevertheless be entitled to
object to the processing of any data
relating to themtheir particular
situation. The-burden-ofproof It
should be en-for the controller to
demonstrate that their compelling
legitimate interests may override
the interests or the fundamental
rights and freedoms of the data
subject.
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Amendment 32

(57) Where personal data are
processed for the purposes of direct
marketing, the data subject should
have the right to object to such
processing free of charge and in a
manner that can be easily and
effectively invoked.

(57) Where persenal-dataare
processed for the purposes of direet
marketing; the data subject should
hawve has the right to object to sueh

the processing free-of-charge-and-in
a-manner-that-can-be-easly-and

effeetively-invoked, the controller
should explicitly offer it to the data

subject in an intelligible manner
and form, using clear and plain
language and should clearly
distinguish it from other
information.

(57) Where personal data are
processed for the purposes of direct
marketing, the data subject should
have the right to object to such
processing, whether the initial or
further processing, free of charge
and in a manner that can be easily
and effectively invoked.
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Amendment 33

(58) Every natural person should
have the right not to be subject to a
measure which is based on profiling
by means of automated processing.
However, such measure should be
allowed when expressly authorised
by law, carried out in the course of
entering or performance of a
contract, or when the data subject
has given his consent. In any case,
such processing should be subject
to suitable safeguards, including
specific information of the data
subject and the right to obtain
human intervention and that such
measure should not concern a child.

(58) Without prejudice to the
lawfulness of the data processing,
every natural person should have
the right nette-be-subjeet to object
to ateastre-which-is-based-on
profiling by-means-efautomated
processing. However, such
measure. Profiling which leads to
measures producing legal effects
concerning the data subject or
does similarly significantly affect
the interests, rights or freedoms of
the concerned data subject should
only be allowed when expressly
authorised by law, carried out in the
course of entering or performance
of a contract, or when the data
subject has given his consent. Fhe
In any case, such processing should
be subject to suitable safeguards,
including specific information of
the data subject and the right to
obtain human intervention
assessment and that such measure
should not concern a child. Such
measures should not lead to

(58) Every-nataral person-The data

subject should have the right not to
be subject to a measure-a decision
evaluating personal aspects
relating to him or her which is
based solely on preftling by-means
ef-automated processing, which
produces legal effects concerning
him or her or significantly affects
him or her, like automatic refusal
of an on-line credit application or
e-recruiting practices without any
human intervention. Such
processing includes also 'profiling’
consisting in any form of
automated processing of personal
data evaluating personal aspects
relating to a natural person, in
particular to analyse or predict
aspects concerning performance at
work, economic situation, health,
personal preferences or interests,
reliability or behaviour, location or
movements as long as it produces
legal effects concerning him or her
or significantly affects him or her.
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discrimination against individuals
on the basis of race or ethnic
origin, political opinions, religion
or beliefs, trade union
membership, sexual orientation or
gender identity.

However, such-measure-decision
making based on such processing,
including profiling, should be
allowed when expressly-authorised
by Union or Member State law;
earrfed-ottt-theconrseotto
which the controller is subject,
including for fraud and tax
evasion monitoring and prevention
purposes and to ensure the
security and reliability of a service
provided by the controller, or
necessary for the entering or
performance of a contract between
the data subject and a controller,
or when the data subject has given
his or her explicit consent. In any
case, such processing should be
subject to suitable safeguards,
including specific information of
the data subject and the right to
obtain human intervention and-that
steh-measure should-netconcerna
child, to express his or her point of
view, to get an explanation of the
decision reached after such
assessment and the right to contest
the decision. In order to ensure
fair and transparent processing in
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respect of the data subject, having
regard to the specific
circumstances and context in
which the personal data are
processed, the controller should
use adequate mathematical or
statistical procedures for the
profiling, implement technical and
organisational measures
appropriate to ensure in particular
that factors which result in data
inaccuracies are corrected and the
risk of errors is minimized, secure
personal data in a way which takes
account of the potential risks
involved for the interests and
rights of the data subject and
which prevents inter alia
discriminatory effects against
individuals on the basis of race or
ethnic origin, political opinions,
religion or beliefs, trade union
membership, genetic or health
status, sexual orientation or that
result in measures having such
effect. Automated decision making
and profiling based on special
categories of personal data should
only be allowed under specific
conditions.
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Amendment 34

(58a) Profiling based solely on the
processing of pseudonymous data
should be presumed not to
significantly affect the interests,
rights or freedoms of the data
subject. Where profiling, whether
based on a single source of
pseudonymous data or on the
aggregation of pseudonymous data
from different sources, permits the
controller to attribute
pseudonymous data to a specific
data subject, the processed data
should no longer be considered to
be pseudonymous.

11082/15
ANNEX

DGD 2C

VH/np

LIMITE

31
EN




(58a) Profiling as such is subject to
the (general) rules of this
Regulation governing processing of
personal data (legal grounds of
processing, data protection
principles etc.) with specific
safeguards (for instance the
obligation to conduct an impact
assessment in some cases or
provisions concerning specific
information to be provided to the
concerned individual). The
European Data Protection Board
should have the possibility to issue
guidance in this context.
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Article 4

Article 4

Article 4

(2b) ‘encrypted data’ means
personal data, which through
technological protection measures
is rendered unintelligible to any
person who is not authorised to
access them;

(3a) 'profiling’ means any form of
automated processing of personal
data intended to evaluate certain
personal aspects relating to a
natural person or to analyse or
predict in particular that natural
person’s performance at work,
economic situation, location,
health, personal preferences,
reliability or behaviour;

(3a) 'restriction of processing’
means the marking of stored
personal data with the aim of
limiting their processing in the

future;
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(7) 'recipient' means a natural or
legal person, public authority,
agency or any other body to which
the personal data are disclosed;

(7) 'recipient' means a natural or
legal person, public authority;
agency or any other bodyfo which
the personal data are disclosed,

(7) 'recipient' means a natural or
legal person, public authority,
agency or any other body to which
the personal data are disclosed,
whether a third party or not;
however, authorities which may
receive data in the framework of a
particular inquiry shall not be
regarded as recipients;

(7a) ‘third party’ means any
natural or legal person, public
authority, agency or any other
body other than the data subject,
the controller, the processor and
the persons who, under the direct
authority of the controller or the
processor, are authorized to
process the data;

(12a) 'profiling’ means any form
of automated processing of
personal data consisting of using
those data to evaluate personal
aspects relating to a natural
person, in particular to analyse
and predict aspects concerning
performance at work, economic
situation, health, personal
preferences, or interests, reliability
or behaviour, location or
movements;
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Article 10 a (new)

Amendment 105

General principles for the rights of
the data subject rights

1. The basis of data protection is
clear and unambiguous rights for
the data subject which shall be
respected by the data controller.
The provisions of this Regulation
aim to strengthen, clarify,
guarantee and where appropriate,
codify these rights.
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2. Such rights include, inter alia,
the provision of clear and easily
understandable information
regarding the processing of the
data subject’s his-or-her personal
data, the right of access,
rectification and erasure of their
his or her data, the right to obtain
data, the right to object to
profiling, the right to lodge a
complaint with the competent data
protection authority and to bring
legal proceedings as well as the
right to compensation and
damages resulting from an
unlawful processing operation.
Such rights shall in general be
exercised free of charge. The data
controller shall respond to
requests from the data subject
within a reasonable period of time.
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SECTION 1

SECTION 1 SECTION 1
TRANSPARENCY AND TRANSPARENCY AND TRANSPARENCY AND
MODALITIES MODALITIES MODALITIES
Article 11 Article 11 Article 11

Transparent information and

Transparent information and

Transparent information and

communication communication communication
Amendment 106
1. The controller shall have 1. The controller shall have deleted
transparent and easily accessible concise, transparent, clear and
policies with regard to the easily accessible policies with
processing of personal data and for | regard to the processing of personal
the exercise of data subjects' rights. | data and for the exercise of data
subjects' rights
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2. The controller shall provide any
information and any
communication relating to the
processing of personal data to the
data subject in an intelligible form,
using clear and plain language,
adapted to the data subject, in
particular for any information
addressed specifically to a child.

2. The controller shall provide any
information and any
communication relating to the
processing of personal data to the
data subject in an intelligible form,
using clear and plain language,
adapted-to-the-datasubjeet; in
particular for any information
addressed specifically to a child.

deleted

Article 12

Article 12

Article 12

Procedures and mechanisms for

Procedures and mechanis or

Procedures-and-mechanisms

exercising the rights of the data exercising the rights of the data Transparent information,
subject subject communication and modalities
for exercising the rights of the
data subject
Amendment 107

1. The controller shall establish . The controler shall establish 1. The controller shall establish

procedures for providing the procedures for providing the procedures for providing the take

information referred to in Article wmformationreferredtomArticle appropriate measured to provide

14 and for the exercise of the rights | 14-and-forthe-exereise-of therights | any information referred to in

of data subjects referred to in of data-subjeetsreferred-to-in Article 14 and 14a forthe-exereise

Article 13 and Articles 15 to 19. Article 13 and Articles 15 to 19, of the rights of data subjects

The controller shall provide in Fhecontrolershabproviden referred-to-in-Asticle 13 and any

particular mechanisms for particular mechanisms for communication under Articles 15

facilitating the request for the faethtatimg-the reguestHor-the to 19 and 32 relating to the

actions referred to in Article 13 and | actionsreferred-to-inArticle13-and | processing of personal data to the

Articles 15 to 19. ArttelesH5te19-
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Where personal data are processed
by automated means, the controller
shall also provide means for

requests to be made electronically.

Where personal data are processed
by automated means, the controller
shall also provide means for
requests to be made electronically
where possible.

data subject in an intelligible and
easily accessible form, using clear
and plain language. The
information shall be provided in
writing, or by other means, where
appropriately in electronic form.
Where the data subject makes the
request in electronic form, the
information may as a rule be
provided in electronic form, unless
otherwise requested by the data
subject. When requested by the
data subject, the information may
be given orally provided that the
identity of the data subject is
proven other means. The-controler

shabprovidenpartietar
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1a. The controller shall facilitate
the exercise of data subject rights
under Articles 15 to 19. In cases
referred to in Article 10 (2) the
controller shall not refuse to act
on the request of the data subject
for exercising his/her rights under
Articles 15 to 19, unless the
controller demonstrates that
he/she is not in a position to
identify the data subject.

2. The controller shall inform the
data subject without delay and, at
the latest within one month of
receipt of the request, whether or
not any action has been taken
pursuant to Article 13 and Articles
15 to 19 and shall provide the
requested information. This period
may be prolonged for a further
month, if several data subjects
exercise their rights and their
cooperation is necessary to a
reasonable extent to prevent an
unnecessary and disproportionate
effort on the part of the controller.

2. The controller shall inform the
data subject without undue delay
and, at the latest within ene-menth
40 calendar days of receipt of the
request, whether or not any action
has been taken pursuant to Article
13 and Articles 15 to 19 and shall
provide the requested information.
This period may be prolonged for a
further month, if several data
subjects exercise their rights and
their cooperation is necessary to a
reasonable extent to prevent an
unnecessary and disproportionate
effort on the part of the controller.

2. The controller shall provide
information on action taken on a
rquest under Articles 15 and 16 to
19 to the data subject without
undue delay and, at the latest
within one month of receipt of the
request. whether or not any action
has-beentakenpursuantto-Article
13 and Articles 15 to 19 and shall
This period may be prelenged
extended for a further fwo months
when necessary, taking into
account the complexity of the
request and the number of the

The information shall be given in The information shall be given in requests.;t-several-datasubjeets

writing. Where the data subject writing and, where possible, the exereise their rights and their

makes the request in electronic controller may provide remote cooperattontsecessary-toa
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form, the information shall be
provided in electronic form, unless
otherwise requested by the data
subject.

access to a secure system which
would provide the data subject
with direct access to their-his or
her personal data. Where the data
subject makes the request in
electronic form, the information
shall be provided in electronic form
where possible, unless otherwise
requested by the data subject.

reasonable-extentto-preventan
i .
efforton-the partof the-controler-
Theinf o shall begi .
writing: Where the extended period
applies, the data subject makes-the
o el e form. 4
information shall be i i
| ieform_unl | .
reguested-by-the-data
subteetinformed within one month
of receipt of the request of the
reasons for the delay.

3. If the controller refuses to take
action on the request of the data
subject, the controller shall inform
the data subject of the reasons for
the refusal and on the possibilities
of lodging a complaint to the
supervisory authority and seeking a
judicial remedy.

3. If the controller refuses—te does
not take action at the request of the
data subject, the controller shall
inform the data subject of the
reasons for the refusalinaction and
on the possibilities of lodging a
complaint to the supervisory
authority and seeking a judicial
remedy.

3. If the controller refusestodoes
not take action on the request of the
data subject, the controller shall
inform the data subject without
delay and at the latest within one
month of receipt of the request of
the reasons for therefusalnot
taking action and on the
pessibiities-possibility of lodging a

complaint to the a supervisory

authority and-seeking-ajudietal

remedy.
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4. The information and the actions
taken on requests referred to in
paragraph 1 shall be free of charge.
Where requests are manifestly
excessive, in particular because of
their repetitive character, the
controller may charge a fee for
providing the information or taking
the action requested, or the
controller may not take the action
requested. In that case, the
controller shall bear the burden of
proving the manifestly excessive
character of the request.

4. The information and the actions
taken on requests referred to in
paragraph 1 shall be free of charge.
Where requests are manifestly
excessive, in particular because of
their repetitive character, the
controller may charge a reasonable
fee taking into account the
administrative costs for providing
the information or taking the action

requested;-or-the-controllermaynet
take the action requested. In that

case, the controller shall bear the
burden of proving the manifestly
excessive character of the request.

4. TheiInformation and-the-actions

taken on reguests referred to in

paragraphtprovided under Articles
14 and 14a and any

communication under Articles 16
to 19 and 32_shall be provided free
of charge. Where requests from a
data subject are manifestly
unfounded or excessive, in
particular because of their repetitive
character, the controller may eharge

a tee for providing the information
il : L

the controller may not take the

actionrequested refuse to act on

the request. In that case, the
controller shall bear the burden of
proving demonstrating the
manifestly unfounded or excessive
character of the request.

4a. Without prejudice to Article
10, where the controller has
reasonable doubts concerning the
identity of the individual making
the request referred to in Articles
15 to 19, the controller may
request the provision of additional
information necessary to confirm
the identity of the data subject.
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5. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and conditions for the
manifestly excessive requests and
the fees referred to in paragraph 4.

deleted

deleted

6. The Commission may lay down
standard forms and specifying
standard procedures for the
communication referred to in
paragraph 2, including the
electronic format. In doing so, the
Commission shall take the
appropriate measures for micro,
small and medium-sized
enterprises. Those implementing
acts shall be adopted in accordance
with the examination procedure
referred to in Article 87(2).

deleted

deleted
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Article 13 Article 13 Article 13
Amendment 108
Rights in relation to recipients Rights-inrelationtorecipients Rights in relation to recipients

Notification requirement in the
event of rectification and erasure

The controller shall communicate | The controller shall communicate deleted
any rectification or erasure carried | any rectification or erasure carried
out in accordance with Articles 16 | out in accordance with Articles 16
and 17 to each recipient to whom and 17 to each recipient to whom
the data have been disclosed, unless | the data have been diselosed
this proves impossible or involves a | fransferred, unless this proves
disproportionate effort. impossible or involves a
disproportionate effort. The
controller shall inform the data
subject about those recipients if
the data subject requests this.
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Article 13 a (new)

Amendment 109

Standardised information policies

1. Where personal data relating to
a data subject are collected, the
controller shall provide the data
subject with the following
particulars before providing
information pursuant to Article
14:

(a) whether personal data are
collected beyond the minimum
necessary for each specific
purpose of the processing;

(b) whether personal data are
retained beyond the minimum
necessary for each specific
purpose of the processing;

(c) whether personal data are
processed for purposes other than
the purposes for which they were
collected;

(d) whether personal data are
disseminated to commercial third
parties;
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(e) whether personal data are sold
or rented out;

(f) whether personal data are
retained in encrypted form.

2. The particulars referred to in
paragraph 1 shall be presented
pursuant to Annex to this
Regulation in an aligned tabular
format, using text and symbols, in
the following three columns:

(a) the first column depicts
graphical forms symbolising those
particulars;

(b) the second column contains
essential information describing
those particulars;

(c) the third column depicts
graphical forms indicating
whether a specific particular is
met.
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3. The information referred to in
paragraphs 1 and 2 shall be
presented in an easily visible and
clearly legible way and shall
appear in a language easily
understood by the consumers of
the Member States to whom the
information is provided. Where the
particulars are presented
electronically, they shall be
machine readable.

4. Additional particulars shall not
be provided. Detailed explanations
or further remarks regarding the
particulars referred to in
paragraph 1 may be provided
together with the other
information requirements
pursuant to Article 14.

5. The Commission shall be
empowered to adopt, after
requesting an opinion of the
European Data Protection Board,
delegated acts in accordance with
Article 86 for the purpose of
further specifying the particulars
referred to in paragraph 1 and
their presentation as referred to in
paragraph 2 and in the Annex to
this Regulation.
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SECTION 2 SECTION 2 SECTION 2
INFORMATION AND INFORMATION AND INFORMATION AND
ACCESSTODATA ACCESSTODATA ACCESSTODATA
Article 14 Article 14 Article 14

Information to the data subject

Information to the dat, ject

Information to be provided where
the data are collected from the
data subject

Amendment 110

1. Where personal data relating to a
data subject are collected, the
controller shall provide the data
subject with at least the following
information:

1. Where personal data relating to a
data subject are collected, the
controller shall provide the data
subject with at least the following
information, after the particulars
pursuant to Article 13a have been
provided.

1. Where personal data relating to
a data subject are collected from
the data subject, the controller
shall, at the time when personal
data are obtained, provide the
data subject with atdeast the
following information:

(a) the identity and the contact
details of the controller and, if any,
of the controller's representative
and of the data protection officer;

(a) the identity and the contact
details of the controller andAf any,
of the controller's represéntative and
of the data prote

ion officer;

(a) the identity and the contact
details of the controller and, if
any, of the controller's
representative; the controller
shall also include the contact
details and of the data protection
officer, if any;
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(b) the purposes of the processing
for which the personal data are
intended, including the contract
terms and general conditions
where the processing is based on
point (b) of Article 6(1) and the
legitimate interests pursued by the
controller where the processing is
based on point (f) of Article 6(1);

(b) the purposes of the processing for
which the personal data are intended,
as well as information regarding the

security of the processing of

personal data, including the contract

terms and general conditions where
the processing is based on point (b)
of Article 6(1) and thelegitimate
terestspursaed-by-the-controHer

] | ool Lo,
where applicable, information on
how they implement and meet the
requirements of point (f) of Article

6(1);

(b) the purposes of the processing
for which the personal data are

intended;-ineluding the-contraet
] | e

as well as the legal basis of the
processing.

1a. In addition to the information
referred to in paragraph 1, the
controller shall at the time when
personal data are obtained
provide the data subject with
such further information that is
necessary to ensure fair and
transparent processing, having
regard to the specific
circumstances and context in
which the personal data are
processed:
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(c) the period for which the
personal data will be stored;

(c) the period for which the personal
data will be stored, or if this is not
possible, the criteria used to
determine this period,

deleted

(b) where the processing is based
on point (f) of Article 6(1), the
legitimate interests pursued by
the controller or by a third party;

(fc) the recipients or categories of
recipients of the personal data;

(ed) where applicable, that the
controller intends to transfer
personal data to a recipient in a
third country or international
organisation-and-en-thelevel-of
. .
f . 9
5o
g 4
- feacy” : )
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(d) the existence of the right to
request from the controller access
to and rectification or erasure of the
personal data concerning the data
subject or to object to the
processing of such personal data;

(d) the existence of the right to
request from the controller access to
and rectification or erasure of the
personal data concerning the data
subject, er-to object to the processing
of such personal data, or to obtain
data;

(de) the existence of the right to
request from the controller access
to and rectification or erasure of
the personal data or restriction of
processing of personal data
concerning the data subject er-and
to object to the processing of such
personal data as well as the right
to data portability;

(e) the right to lodge a complaint to
the supervisory authority and the
contact details of the supervisory
authority;

(e) the right to lodge a complaint
tewith the supervisory authority and
the contact details of the supervisory
authority;

(ef) the right to lodge a complaint
to the-a supervisory authority-and
the-contactdetats-of-the

supervisory-authority;

(f) the recipients or categories of
recipients of the personal data;

(f) the recipients or categories of
recipients of ersonal data;

moved under (c)
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(g) where applicable, that the
controller intends to transfer to a
third country or international
organisation and on the level of
protection afforded by that third
country or international
organisation by reference to an
adequacy decision by the
Commission;

(g) where applicable, that the
controller intends to transfer the data
to a third country or international

organisation and en-thelevel-of

protectionafforded by-that third
. onal .
by-reference-to the existence or

absence of an adequacy decision by
the Commission, or in case of
transfers referred to in Article 42,
Article 43, or point (h) of Article
44(1), reference to the appropriate
safeguards and the means to obtain
a copy of them;

moved under (d) modified
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(g) whether the provision of
personal data is a statutory or
contractual requirement, or a
requirement necessary to enter
into a contract, as well as
whether the data subject is
obliged to provide the data and of
the possible consequences of
failure to provide such data;

(ga) where applicable, information
about the existence of profiling, of
measures based on profiling, and
the envisaged effects of profiling on
the data subject;

(gb) meaningful information about
the logic involved in any automated
processing;

(h) the existence of automated
decision making including
profiling referred to in Article
20(1) and (3) and information
concerning the logic involved, as
well as the significance and the
envisaged consequences of such
processing for the data subject.
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(h) any further information
necessary to guarantee fair
processing in respect of the data
subject, having regard to the
specific circumstances in which the
personal data are collected.

(h) any further information which is
necessary to guarantee fair
processing in respect of the data
subject, having regard to the specific
circumstances in which the personal
data are collected or processed, in
particular the existence of certain
processing activities and operations
for which a personal data impact
assessment has indicated that there
may be a high risk;

deleted

(ha) where applicable, information
whether personal data was were
provided to public authorities
during the last consecutive 12-
month period.

1b. Where the controller intends
to further process the data for a
purpose other than the one for
which the data were collected the
controller shall provide the data
subject prior to that further
processing with information on
that other purpose and with any
relevant further information as
referred to in paragraph 1a.
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2. Where the personal data are 2. Where the personal data are deleted
collected from the data subject, the | collected from the data subject, the
controller shall inform the data controller shall inform the data
subject, in addition to the subject, in addition to the
information referred to in paragraph | information referred to in paragraph
1, whether the provision of personal | 1, whether the provision of personal
data is obligatory or voluntary, as data is ebligatery mandatory or
well as the possible consequences voluntaryoptional, as well as the
of failure to provide such data. possible consequences of failure to
provide such data.
2a. In deciding on further
information which is necessary to
make the processing fair under
point (h) of paragraph 1, controllers
shall have regard to any relevant
guidance under Article 3834.
3. Where the personal data are not | 3. Where the personal data are not deleted
collected from the data subject, the | collected from the data subject, the
controller shall inform the data controller shall inform the data
subject, in addition to the subject, in addition to the
information referred to in paragraph | information referred to in paragraph
1, from which source the personal 1, from which source the specific
data originate. personal data originate. If personal
data originate from publicly
available sources, a general
indication may be given.
4. The controller shall provide the | 4. The controller shall provi e deleted
information referred to in information ref to in paragraphs
paragraphs 1, 2 and 3: 1,2
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(a) at the time when the personal (a) at the time when the personal deleted
data are obtained from the data data are obtained from the data
subject; or subject or without undue delay
where the above is not feasible; or
(aa) en-at the request by-of a body,
organization or association referred
to in Article 73;
(b) where the personal data are not | (b) where the personal data are not deleted
collected from the data subject, at collected from the data subject, at the
the time of the recording or within a | time of the recording or within a
reasonable period after the reasonable period after the
collection, having regard to the collection, having regard to the
specific circumstances in which the | specific circumstances in which the
data are collected or otherwise data are collected or otherwise
processed, or, if a disclosure to processed, or, if a diselosure transfer
another recipient is envisaged, and | to another recipient is envisaged, and
at the latest when the data are first | at the latest when-the-data-are-first
disclosed. diselosed-at the time of the first
transfer, or, if the data are to be
used for communication with the
data subject concerned, at the latest
at the time of the first
communication to that data subject;
or
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(ba) only on request where the data
are processed by a small or micro
enterprise which processes personal
data only as an ancillary activity.

5. Paragraphs 1 to 4 shall not apply,
where:

5. Paragraphs 1 to 4 shall notapply,
where:

5. Paragraphs 1, te-41a and 1b
shall not apply; where and insofar
as the data subject already has
the information.

(a) the data subject has already the | (a) the data subject has al the merged with above 5.
information referred to in information ref to in paragraphs
paragraphs 1, 2 and 3; or 1,2 T or
(b) the data are not collected from | (b) the data are processed for deleted
the data subject and the provision historical, statistical or scientific
of such information proves research purposes subject to the
impossible or would involve a conditions and safeguards referred
disproportionate effort; or to in Articles 81 and 83, are not
collected from the data subject and
the provision of such information
proves impossible or would involve
a disproportionate effort and the
controller has published the
information for anyone to retrieve;
or
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(c) the data are not collected from (c) the data are not collected from the | deleted
the data subject and recording or data subject and recording or
disclosure is expressly laid down by | disclosure is expressly laid down by
law; or law to which the controller is
subject, which provides appropriate
measures to protect the data
subject's legitimate interests,
considering the risks represented by
the processing and the nature of the
personal data; or
(d) the data are not collected from (d) the data are not collected from deleted
the data subject and the provision the data subject and the provision of
of such information will impair the | such information will impair the
rights and freedoms of others, as rights and freedoms of ethers-other
defined in Union law or Member natural persons, as defined in Union
State law in accordance with law or Member State law in
Article 21. accordance with Article 21;
(da) the data are processed in the
exercise of his profession by, or are
entrusted or become known to, a
person who is subject to an
obligation of professional secrecy
regulated by Union or Member
State law or to a statutory obligation
of secrecy, unless the data is
collected directly from the data
subject.
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6. In the case referred to in point (b)
of paragraph 5, the controller shall
provide appropriate measures to
protect the data subject's legitimate
interests.

6. In the case referred to in point (b)
of paragraph 5, the controller shall
provide appropriate measures to
protect the data subject's rights or
legitimate interests.

deleted

7. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria for categories of
recipients referred to in point (f) of
paragraph 1, the requirements for
the notice of potential access
referred to in point (g) of paragraph
1, the criteria for the further
information necessary referred to in
point (h) of paragraph 1 for specific
sectors and situations, and the
conditions and appropriate
safeguards for the exceptions laid
down in point (b) of paragraph 5. In
doing so, the Commission shall
take the appropriate measures for
micro, small and medium-sized-
enterprises.

deleted

deleted
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8. The Commission may lay down
standard forms for providing the
information referred to in
paragraphs 1 to 3, taking into
account the specific characteristics
and needs of various sectors and
data processing situations where
necessary. Those implementing acts
shall be adopted in accordance with
the examination procedure referred

deleted

deleted

to in Article 87(2).
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Article 14a

Information to be provided where
the data have not been obtained
from the data subject

1. Where personal data have not
been obtained from the data
subject, the controller shall
provide the data subject with the
following information:

(a) the identity and the contact
details of the controller and, if
any, of the controller's
representative; the controller
shall also include the contact
details of the data protection

officer, if any;

(b) the purposes of the processing
for which the personal data are
intended as well as the legal basis
of the processing.
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2. In addition to the information
referred to in paragraph 1, the
controller shall provide the data
subject with such further
information that is necessary to
ensure fair and transparent
processing in respect of the data
subject, having regard to the
specific circumstances and
context in which the personal
data are processed :

(a) the categories of personal
data concerned;

4

(c) where the processing is based
on point (f) of Article 6(1), the
legitimate interests pursued by
the controller or by a third party;

(d) the recipients or categories of
recipients of the personal data;

(da) where applicable, that the
controller intends to transfer
personal data to a recipient in a
third country or international
organisatio;
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(e) the existence of the right to
request from the controller
access to and rectification or
erasure of the personal data or
restriction of processing of
personal data concerning the
data subject and to object to the
processing of such personal data
as well as the right to data
portability;

(ea) where the processing is
based on point (a) of Article 6(1)
or point (a) of Article 9(2), the
existence of the right to withdraw
consent at any time, without
affecting the lawfulness of
processing based on consent
before its withdrawal;

(f) the right to lodge a complaint
to a supervisory authority;

(g) from which source the
personal data originate, unless
the data originate from publicly
accessible sources;
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(h) the existence of automated
decision making including
profiling referred to in Article
20(1) and (3) and information
concerning the logic involved, as
well as the significance and the
envisaged consequences of such
processing for the data subject.

3. The controller shall provide
the information referred to in
paragraphs 1 and 2:

(a) within a reasonable period
after obtaining the data, but at
the latest within one month,
having regard to the specific
circumstances in which the data
are processed, or

(b) if a disclosure to another
recipient is envisaged, at the
latest when the data are first
disclosed.
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3a. Where the controller intends
to further process the data for a
purpose other than the one for
which the data were obtained, the
controller shall provide the data
subject prior to that further
processing with information on
that other purpose and with any
relevant further information as
referred to in paragraph 2

4. Paragraphs 1 to 3 shall not
apply where and insofar as:

(a) the data subject already has
the information; or

(b) the provision of such
information proves impossible or
would involve a disproportionate
effort; in such cases the
controller shall take appropriate
measures to protect the data
subject's rights and freedoms and
legitimate interests; or
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(c) obtaining or disclosure is
expressly laid down by Union or
Member State law to which the
controller is subject, which
provides appropriate measures to
protect the data subject's
legitimate interests; or

)

(e) where the data must remain
confidential in accordance with
Union or Member State law .
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Article 15

Article 15

Article 15

Amendment 111

Right of access for the data subject

Right efto access and to obtain data
for the data subject

Right of access for the data
subject

1. The data subject shall have the
right to obtain from the controller at
any time, on request, confirmation
as to whether or not personal data
relating to the data subject are
being processed. Where such
personal data are being processed,
the controller shall provide the
following information:

1. TheSubject to Article 12(4), the
data subject shall have the right to
obtain from the controller at any
time, on request, confirmation as to
whether or not personal data relating
to the data subject are being

processed—Where-such-personal-data
are-beingproeessed; and, in clear
and plain language, the-controller

shall-previde the following

information:

1. The data subject shall have the
right to obtain from the controller

at reasonable intervals and free

of charge any-time;onrequest

confirmation as to whether or no

personal data relating-to-the-data

subjeet-concerning him or her are

being processed and —W-where
such personal data are being
processed;-the-controHershal

prevideaccess to the data and the

following information:

t

(a) the purposes of the processing;

(a) the purposes of the processing for
each category of personal data;

(a) the purposes of the processing;

(b) the categories of personal data (b) the categories of al data deleted
concerned; concerned;
(c) the recipients or categories of (c) the recipients er-ecategoriesof (c) the recipients or categories of

recipients to whom the personal
data are to be or have been
disclosed, in particular to recipients
in third countries;

reeipients to whom the personal data
are to be or have been disclosed,

partientar including to recipients in
third countries;

recipients to whom the personal

data areto-be-or have been or will

be disclosed, in particular to
recipients in third countries or
international organisations;
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(d) the period for which the
personal data will be stored;

(d) the period for which the personal
data will be stored, or if this is not
possible, the criteria used to
determine this period,

(d) where possible, the envisaged
period for which the personal data
will be stored;

(e) the existence of the right to
request from the controller
rectification or erasure of personal
data concerning the data subject or
to object to the processing of such
personal data;

(e) the existence of the right to
request from the controller
rectification or erasure of personal
data concerning the data subject or to
object to the processing of such
personal data;

(e) the existence of the right to
request from the controller
rectification or erasure of personal
data or restriction of the
processing of personal data
concerning the data subject or to
object to the processing of such
personal data;

(f) the right to lodge a complaint to
the supervisory authority and the
contact details of the supervisory
authority;

(f) the right to lodge a complaint te
with the supervisory authority and
the contact details of the supervisory
authority;

(f) the right to lodge a complaint
to a supervisory authority;

(g) communication of the personal
data undergoing processing and of
any available information as to their
source;

deleted

(g) where communication-of the

personal data undergeing
processing-and-of are not

collected from the data subject,
any available information as to
their source;
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(h) the significance and envisaged
consequences of such processing, at
least in the case of measures
referred to in Article 20.

(h) the significance and envisaged
consequences of such processing;at
leastin-theecase-of measuresreferred
to-tr-Artiele 20-;

(h) in the case of decisions based
on automated processing
including profiling referred to in
Article 20(1) and (3), information
concerning the logic involved as
well as the significance and
envisaged consequences of such
processing;-atleast-in-the-case-of

(ha) meaningful information about
the logic involved in any automated
processing;

(hb) without prejudice to Article 21,
in the event of disclosure of
personal data to a public authority
as a result of a public authority
request, confirmation of the fact
that such a request has been made.

la. Where personal data are
transferred to a third country or
to an international organisation,
the data subject shall have the
right to be informed of the
appropriate safeguards pursuant
to Article 42 relating to the
transfer.
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1b. On request and without an
excessive charge, the controller
shall provide a copy of the
personal data undergoing
processing to the data subject.
2. The data subject shall have the 2. The data subject shall have the deleted
right to obtain from the controller right to obtain from the controller
communication of the personal data | communication of the personal data
undergoing processing. Where the | undergoing processing. Where the
data subject makes the request in data subject makes the request in
electronic form, the information electronic form, the information shall
shall be provided in electronic be provided in an electronic form
form, unless otherwise requested by | and structured format, unless
the data subject. otherwise requested by the data
subject. Without prejudice to Article
10, the controller shall take all
reasonable steps to verify that the
person requesting access to the data
is the data subject.
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2a. Where the data subject has
provided the personal data where
the personal data are processed by
electronic means, the data subject
shall have the right to obtain from
the controller a copy of the provided
personal data in an electronic and
interoperable format which is
commonly used and allows for
further use by the data subject
without hindrance from the
controller from whom the personal
data are withdrawn. Where
technically feasible and available,
the data shall be transferred directly
from controller to controller at the
request of the data subject.

2b. This Article shall be without
prejudice to the obligation to delete
data when no longer necessary
under point (e) of Article 5(1).

2c. There shall be no right of access
in accordance with paragraphs 1
and 2 when data within the
meaning of point (da) of Article
14(5) are concerned, except if the
data subject is empowered to lift the
secrecy in question and acts
accordingly.
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2a. The right to obtain a copy
referred to in paragraph 1b shall
not apply where such copy
cannot be provided without
disclosing personal data of other
data subjects or confidential data
of the controller. Furthermore,
this right shall not apply if
disclosing personal data would
infringe intellectual property
rights in relation to processing of
those personal data.

3. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and requirements for the
communication to the data subject
of the content of the personal data
referred to in point (g) of paragraph
1.

deleted

deleted

11082/15
ANNEX

VH/np
DGD 2C

LIMITE

72
EN




4. The Commission may specify
standard forms and procedures for
requesting and granting access to
the information referred to in
paragraph 1, including for
verification of the identity of the
data subject and communicating the
personal data to the data subject,
taking into account the specific
features and necessities of various
sectors and data processing
situations. Those implementing acts
shall be adopted in accordance with
the examination procedure referred
to in Article 87(2).

deleted

deleted
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Article 16 Article 16 Article 16
Right to rectification Right to rectification Right to rectification

The data subject shall have the right
to obtain from the controller the

The data subject shall have the righ
to obtain from the controller the

The data subject shall have the
right to obtain from the controller

rectification of personal data rectification of personal data refating | without undue delay the
relating to them which are to them which are inaccuratg! The rectification of personal data
inaccurate. The data subject shall data subject shall have theright to relatingto-them concerning him
have the right to obtain completion | obtain completion of inomplete or her which are inaccurate.
of incomplete personal data, personal data, includihg by way of Having regard the purposes for
including by way of supplementing | supplementing a ¢érrective which data were processed, The
a corrective statement. statement. the data subject shall have the
right to obtain completion of
incomplete personal data,
including by way-means of
supplementing providing a
eorreetive-supplementary
statement.
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Article 17 Article 17 Article 17
Amendment 112
Right to be forgotten and to Right to beforgotten-and-to erasure Right to erasure and fo be

erasure forgotten and-to-erasure
1. The data subject shall have the 1. The data subject shall have the L. The datasubiectshat-have the
right to obtain from the controller right to obtain from the controller the | rightte-obtainfrem-the controller
the erasure of personal data relating | erasure of personal data relating to shall have the obligation to erase
to them and the abstention from him or her and the abstention from the-erasure-of personal data
further dissemination of such data, | further dissemination of such data, rekitinuto-thermrand-the-abstention
especially in relation to personal especially in relation to personal data | from turther dissemination of such
data which are made available by which-aretadeavarkiblebyvthe daty datarespecidbmrelationto
the data subject while he or she was | subjeet-while-he-orshe-was-achild; | personal-data-which-are-made
a child, where one of the following | and to obtain from third parties th available-by without undue delay,

grounds applies:

erasure of any links to, or copy or
replication of, those data where one
of the following grounds applies:

especially in relation to personal
which are collected when the data
subject while-he-orshe was a
child, and the data subject shall
have the right to obtain from the
controller the erasure of personal
data concerning him or her
without undue delay where one of
the following grounds applies:

(a) the data are no longer necessary
in relation to the purposes for
which they were collected or
otherwise processed;

(a) the data are no longer necessary
in relation to the purposes for which
they were collected or otherwise
processed;

(a) the data are no longer
necessary in relation to the
purposes for which they were
collected or otherwise processed;
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(b) the data subject withdraws
consent on which the processing is
based according to point (a) of
Article 6(1), or when the storage
period consented to has expired,
and where there is no other legal
ground for the processing of the
data;

(b) the data subject withdraws
consent on which the processing is
based according to point (a) of
Article 6(1), or when the storage
period consented t¢ has expired, and
where there is1io other legal ground
for the processing of the data;

(b) the data subject withdraws
consent on which the processing is
based according to point (a) of
Article 6(1), or point (a) of Article
9(2) and when-the-storage-pertod

E ' EEE ii % EL Et{id
where-there is no other legal
ground for the processing of the

data;

(c) the data subject objects to the
processing of personal data
pursuant to Article 19;

(c) the data subject objects to the
processing of personal data pufsuant
to Article 19;

(c) the data subject objects to the
processing of personal data
pursuant to Article 19(1) and
there are no overriding legitimate
grounds for the processing or the
data subject objects to the
processing of personal data
pursuant to Article 19(2) ;

(ca) a court or regulatory authority
based in the Union has ruled as
final and absolute that the data
concerned must be erased;

(d) the processing of the data does | (d) the preeessing-ofthe data dees (d) the processing-ofthe data dees
not comply with this Regulation for | retecomply-with-thisRegulationfor | notecomplywith-thisRegulation
other reasons. otherreasens-fas-have been for-otherreasens-have been
unlawfully processed. unlawfully processed;
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(e) the data have to be erased for
compliance with a legal
obligation to which the controller
is subject.

1a. The application of paragraph 1
shall be dependent upon the ability
of the controller to verify that the
person requesting the erasure is the
data subject.

la. The data subject shall have
also the right to obtain from the
controller the erasure of personal
data concerning him or her,
without undue delay, if the data
have been collected in relation to
the offering of information
society services referred to in
Article 8(1).
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2. Where the controller referred to | 2. Where the controller referred to in | deleted
in paragraph 1 has made the paragraph 1 has made the personal
personal data public, it shall take all | data public without a justification
reasonable steps, including based on Article 6(1), it shall take all
technical measures, in relation to reasonable steps;ineludingtechnical
data for the publication of which measures. in relation to data for the
the controller is responsible, to publication-ofwhich-the-controleris
inform third parties which are responstble—to-nformthird parties
processing such data, that a data which-are-processingsuch-datathat
subject requests them to erase any | a-data-subjectrequests-them-to-erase
links to, or copy or replication of anytinks-to-ercopy-orrepheationof
that personal data. Where the that personal data. Where the
controller has authorised a third controler-has-authortsed-athird
party publication of personal data, | party-publication-ofpersonal-data;
the controller shall be considered the-controtershal-be-considered
responsible for that publication. responsible for that publication to
have the data erased, including by
third parties, without prejudice to
Article 77. The controller shall
inform the data subject, where
possible, of the action taken by the
relevant third parties.
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2a. Where the controller has
made the personal data public
and is obliged pursuant to
paragraph 1 to erase the data, the
controller, taking account of
available technology and the cost
of implementation, shall take
reasonable steps, including
technical measures, to inform
controllers which are processing
the data, that the data subject has
requested the erasure by such
controllers of any links to, or
copy or replication of that

personal data.
3. The controller shall carry out the | 3. The controller and, where 3. The controller shall carry out
erasure without delay, except to the | applicable, the third party shall the-erasure-witheut-delay;exeept

extent that the retention of the
personal data is necessary:

carry out the erasure without delay,
except to the extent that the retention
of the personal data is necessary:

Paragraphs 1 and 2a shall not
apply to the extent that the
retention-processing of the
personal data is necessary:

(a) for exercising the right of
freedom of expression in

(a) for exercising the right o
freedom of expressionn accordance

(a) for exercising the right of
freedom of expression

accordance with Article 80; with Article 86; accordance-with-Article 80-and

information;
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(b) for compliance with a legal
obligation which requires
processing of personal data by
Union or Member State law to
which the controller is subject or
for the performance of a task
carried out in the public interest
or in the exercise of official
authority vested in the controller;

(b) for reasons of public interest in
the area of public health in
accordance with Article 81;

(b) for reasons of public int in
the area of public h n
accordance Article 81;

(be) for reasons of public interest
in the area of public health in
accordance with Article 819(2)(h)
and (hb) as well as Article 9(4),

(c) for historical, statistical and
scientific research purposes in
accordance with Article 83;

(c) for historical, statistical and
scientific research purposesin
accordance with Artiete 83;

(ed) for archiving purposes in the
public interest or for scientific,
historical, statistical and
historicalsetentific research
purposes in accordance with
Article 83;

(d) for compliance with a legal (d) for compliance with a legal deleted

obligation to retain the personal obligation to retain the personat'data

data by Union or Member State law | by Union or Member State faw to

to which the controller is subject; which the controller is sdbject;

Member State laws shall meet an Member State laws shall meet an

objective of public interest, respect | objective of pubhc interest, respect

the essence of the right to the the right to th€ protection of personal

protection of personal data and be data and be proportionate to the

proportionate to the legitimate aim | legitjmate aim pursued;

pursued;
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(e) in the cases referred to in (e) in the cases referr: n deleted
paragraph 4. paragr.
(g) for the establishment, exercise
or defence of legal claims.

4. Instead of erasure, the controller | 4. Instead of erasure, the controller deleted
shall restrict processing of personal | shall restrict processing of personal
data where: data in such a way that it is not

subject to the normal data access

and processing operations and

cannot be changed anymore, where:
(a) their accuracy is contested by | (a) their accuracy is contest the | deleted
the data subject, for a period data subject, for a enabling
enabling the controller to verify the | the controll verify the accuracy
accuracy of the data; of t ata;
(b) the controller no longer needs (b) the controller no longer needsthe | deleted
the personal data for the personal data for the accemplishment
accomplishment of its task but they | of its task but theyhave to be
have to be maintained for purposes | maintainedfor purposes of proof;
of proof;
(c) the processing is unlawful and (c) the processing is unlawfi the | deleted
the data subject opposes their data subject oppose ir erasure
erasure and requests the restriction | and request restriction of their
of their use instead; use instéad;
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(ca) a court or regulatory authority
based in the Union has ruled as
final and absolute than the
processing that-the-data concerned
must be restricted;
(d) the data subject requests to (d) the data subject requests to deleted
transmit the personal data into transmit the personal data into
another automated processing another automated processing system
system in accordance with Article in accordance with paragraphs 2a of
18(2). Article H8(2)-15;
(da) the particular type of storage
technology does not allow for
erasure and has been installed
before the entry into force of this
Regulation.
5. Personal data referred to in 5. Personal data referred to in deleted
paragraph 4 may, with the paragraph 4 may, with the exeéption
exception of storage, only be of storage, only be processed for
processed for purposes of proof, or | purposes of proof, orWwith the data
with the data subject's consent, or subject's consent; or for the
for the protection of the rights of protection of the rights of another
another natural or legal person or naturglor legal person or for an
for an objective of public interest. objéctive of public interest.
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6. Where processing of personal 6. Where processing of perso ata | deleted
data is restricted pursuant to is restricted pursuant to patagraph 4,
paragraph 4, the controller shall the controller shalkinform the data
inform the data subject before subject befere lifting the restriction
lifting the restriction on processing. | on processing.
7. The controller shall implement deleted deleted
mechanisms to ensure that the time
limits established for the erasure of
personal data and/or for a periodic
review of the need for the storage
of the data are observed.
8. Where the erasure is carried out, | 8. Where the erasure is carrted out, deleted
the controller shall not otherwise the controller s ot otherwise
process such personal data. proc ch personal data.
8a. The controller shall implement
mechanisms to ensure that the time
limits established for the erasure of
personal data and/or for a periodic
review of the need for the storage of
the data are observed.
9. The Commission shall be 9. The Commission shall be deleted
empowered to adopt delegated acts | empowered to adopt, after
in accordance with Article 86 for requesting an opinion of the
the purpose of further specifying: European Data Protection Board,
delegated acts in accordance with
Article 86 for the purpose of further
specifying:
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(a) the criteria and requirements for | (a) the criteria and requirem: or | deleted
the application of paragraph 1 for the application of faph 1 for

specific sectors and in specific data | specific sec and 1in specific data

processing situations; processing situations;

(b) the conditions for deleting links, | (b) the conditions for deleting links, | deleted
copies or replications of personal copies or replications ofpersonal

data from publicly available data from publicly-available

communication services as referred | communication services as referred

to in paragraph 2; to in-paragraph 2;

(c) the criteria and conditions for (c) the criteria and conditio T deleted

restricting the processing of
personal data referred to in
paragraph 4.

restricting the processtig of personal
data referred toin paragraph 4.

Article 17a

Right to restriction of processing

1. The data subject shall have the
right to obtain from the
controller the restriction of the
processing of personal data
where:

(a) the accuracy of the data is
contested by the data subject, for
a period enabling the controller
to verify the accuracy of the
data;
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(b) the controller no longer needs
the personal data for the
purposes of the processing, but
they are required by the data
subject for the establishment,
exercise or defence of legal
claims; or

(c) he or she has objected to
processing pursuant to Article
19(1) pending the verification
whether the legitimate grounds of
the controller override those of
the data subject.

2.

3. Where processing of personal
data has been restricted under
paragraph 1, such data may,
with the exception of storage,
only be processed with the data
subject's consent or for the
establishment, exercise or
defence of legal claims or for the
protection of the rights of
another natural or legal person
or for reasons of important
public interest.
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4. A data subject who obtained
the restriction of processing
pursuant to paragraph 1 shall be
informed by the controller before
the restriction of processing is
lifted.

Article 17b

Notification obligation regarding
rectification, erasure or
restriction

The controller shall
communicate any rectification,
erasure or restriction of
processing carried out in
accordance with Articles 16,
17(1) and 17a to each recipient to
whom the data have been
disclosed, unless this proves
impossible or involves
disproportionate effort.
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Article 18

Article 18

Article 18

Amendment 113

Right to data portability

Right to data portability

Right to data portability

1. The data subject shall have the
right, where personal data are
processed by electronic means and
in a structured and commonly used
format, to obtain from the
controller a copy of data
undergoing processing in an
electronic and structured format
which is commonly used and
allows for further use by the data
subject.

deleted

deleted

2. Where the data subject has
provided the personal data and the
processing is based on consent or
on a contract, the data subject shall

deleted

2. Where-tThe data subject has
provided shall have the right to
receive the personal data
concerning him or her, which he

have the right to transmit those or she has provided and-the

personal data and any other processtgiv-based-otconsettor

information provided by the data on a contract, the data subject

subject and retained by an shall have the right to transmit

automated processing system, into thosc personal data and any other

another one, in an electronic format Hortaton-provided-by-the-data

which is commonly used, without subject and retained by an

hindrance from the controller from automated processing system, o

whom the personal data are anothcer one, in an clectronic

withdrawn.
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format-whichis to a ontroller, in
a structured and commonly used
and machine-readable format
and have the right to transmit
those data to another controller
without hindrance from the
controller fromwhem-the
personal data are withdrawn to
which the data have been
provided, where:

(a) the processing is based on
consent pursuant to point (a) of
Article 6(1)or point (a) of Article
9 (2) or on a contract pursuant to
point (b) of Article 6 (1); and

(b) the processing is carried out
by automated means.

2a. The exercise of this right
shall be without prejudice to
Article 17. The right referred to
in paragraph 2 shall not apply to
processing necessary for the
performance of a task carried out
in the public interest or in the
exercise of official authority
vested in the controller.
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2aa. The right referred to in
paragraph 2 shall not apply if
disclosing personal data would
infringe intellectual property
rights in relation to the
processing of those personal
data.
3. The Commission may specify the | deleted deleted
electronic format referred to in
paragraph 1 and the technical
standards, modalities and
procedures for the transmission of
personal data pursuant to paragraph
2. Those implementing acts shall be
adopted in accordance with the
examination procedure referred to
in Article 87(2).
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Article 19 Article 19 Article 19
Right to object Right to object Right to object
Amendment 114

1. The data subject shall have the
right to object, on grounds relating
to their particular situation, at any
time to the processing of personal
data which is based on points (d),
(e) and (f) of Article 6(1), unless
the controller demonstrates
compelling legitimate grounds for
the processing which override the
interests or fundamental rights and
freedoms of the data subject.

1. The data subject shall have the
right to object;-en-greundsrelating
to-theipartiethisttration: al any
time to the processing of personal
data which is based on points (d);
and (¢) andH) of Article 6(1),
unless the controller demonstrates
compelling legitimate grounds for
the processing which override the
interests or fundamental rights and
freedoms of the data subject.

1. The data subject shall have the
right to object, on grounds relating
to their-his or her particular
situation, at any time to the
processing of personal data
concerning him or her which is
based on points (e) and-or (f) of
Atrticle 6(1); the first sentence of
Article 6(4) in conjunction with
point (e) of Article 6(1) or the
second sentence of Article 6(4).
The controller shall no longer
process the personal data unless
the controller demonstrates
compelling legitimate grounds for
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the processing which override the
interests, erfundamental-rights and
freedoms of the data subject or for
the establishment, exercise or
defence of legal claims.

2. Where personal data are
processed for direct marketing
purposes, the data subject shall
have the right to object free of
charge to the processing of their
personal data for such marketing.
This right shall be explicitly offered
to the data subject in an intelligible
manner and shall be clearly

2. Where the processing of

personal data are-preecessedfor

dircet marketing purposes is based
on point (f) of Article 6(1), the data

subject shall have, at any time and
without any further justification,
the right to object free of charge in
general or for any particular
purpose to the processing of his or

2. Where personal data are
processed for direct marketing
purposes, the data subject shall
have the right to object free-ef
charge-at any time to the
processing of thet#personal data
concerning him or her for such
marketing. At the latest at the time
of the first communication with

distinguishable from other her personal data fersueh the data subject, Fthis right shall be
information. marketing. This right shall be explicitly effered-te brought to the

explietthoffered-to-the-datasubjeet | attention of the data subject -an

m-an inteHigible manner and shall | intelligible manner and shall be

be-elearly-distinguishablefrom elearbydistinguishable-presented

other information. clearly and separately from any

other information.
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2a. The right referred to in
paragraph 2 shall be explicitly
offered to the data subject in an
intelligible manner and form,
using clear and plain language, in
particular if addressed specifically
to a child, and shall be clearly
distinguishable from other
information.

2a. Where the data subject objects
to the processing for direct
marketing purposes, the personal
data shall no longer be processed
for such purposes.

2b. In the context of the use of
information society services, and
notwithstanding Directive
2002/58/EC, the right to object
may be exercised by automated
means using a technical standard
which allows the data subject to
clearly express his or her wishes.
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2aa. Where personal data are
processed for historical, statistical
or scientific purposes the data
subject, on grounds relating to his
or her particular situation, shall
have the right to object to
processing of personal data
concerning him or her, unless the
processing is necessary for the
performance of a task carried out
for reasons of public interest.

3. Where an objection is upheld 3. Where an objection is upheld deleted
pursuant to paragraphs 1 and 2, the | pursuant to paragraphs 1 and 2, the

controller shall no longer use or controller shall no longer use or

otherwise process the personal data | otherwise process the personal data

concerned. concerned for the purposes

determined in the objection.
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Article 20 Article 20 Article 20
Amendment 115
Measures based on profiling Measures-based-on Measures-hased-on
profilingProfiling profilingAutomated individual

decision making

1. Every natural person shall have
the right not to be subject to a
measure which produces legal
effects concerning this natural
person or significantly affects this
natural person, and which is based
solely on automated processing
intended to evaluate certain
personal aspects relating to this
natural person or to analyse or
predict in particular the natural
person's performance at work,
economic situation, location,
health, personal preferences,
reliability or behaviour.

1. Without prejudice to the
provisions in Article 6, Every every
natural person shall have the right
to object notto be-subjeetto-a
measure-which-producesdegal

healths personal-preferences;

tabili iour profiling in
accordance with Article 19. The
data subject shall be informed
about the right to object to
profiling in a highly visible
manner.

1. Everynatural-person The data

subject shall have the right not to
be subject to a measure-which

produces legal effects concerning
» |  ifieant]
affects this natural person. and
whieh decision isbased solely on
automated processing,intended-to

evithtite-certt-persotdaspects

tabihi tourincluding
profiling, which produces legal
effects concerning him or her or
significantly affects him or her.
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1a. Paragraph 1 shall not apply if
the decision:

(a) is necessary for entering into,
or performance of, a contract
between the data subject and a
data controller’ or

(b) is authorized by Union or
Member State law to which the
controller is subject and which
also lays down suitable measures
to safeguard the data subject’s
rights and freedoms and legitimate
interests; or

(c) is based on the data subject's
explicit consent.

1b. In cases referred to in
paragraph la (a) and (c¢) the data
controller shall implement suitable
measures to safeguard the data
subject’s rights and freedoms and
legitimate interests, at least the
right to obtain human intervention
on the part of the controller, to
express his or her point of view
and to contest the decision.
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2. Subject to the other provisions of | 2. Subject to the other provisions of | deleted
this Regulation, a person may be this Regulation, a person may be
subjected to a measure of the kind | subjected to a-measure-of the kind
referred to in paragraph 1 only if referred-to-inparagrapht profiling
the processing: which leads to measures
producing legal effects concerning
the data subject or does similarly
significantly affect the interests,
rights or freedoms of the
concerned data subject only if the
processing:
(a) is carried out in the course of the | (a) is earried-out-in-the-course-of deleted
entering into, or performance of, a | necessary for the entering into, or
contract, where the request for the performance of, a contract, where
entering into or the performance of | the request for the entering into or
the contract, lodged by the data the performance of the contract,
subject, has been satisfied or where | lodged by the data subject, has been
suitable measures to safeguard the | satisfied erwhere, provided that
data subject's legitimate interests suitable measures to safeguard the
have been adduced, such as the data subject's legitimate interests
right to obtain human intervention; | have been adduced;sueh-as-the
or rreht-to-obtatn-human-ttervention,
or
(b) is expressly authorized by a (b) is expressly authorized b deleted
Union or Member State law which | Union or Member Statetaw which
also lays down suitable measures to | also lays down suitable measures to
safeguard the data subject's safeguard the data subject's
legitimate interests; or legitimate interests;
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(c) is based on the data subject's (c) 1s based on the data subjeet's deleted

consent, subject to the conditions consent, subject to the Conditions

laid down in Article 7 and to laid down 1 icle 7 and to

suitable safeguards. suit safeguards.

3. Automated processing of 3. Automatedproeessingof 2-Automated-processingof
personal data intended to evaluate | persenal-data-intended-to-evaluate personal data intended to evaluate
certain personal aspects relating to | eertainpersonalaspeetsrelatingto | eertainpersonal-aspeetsrelatingto
a natural person shall not be based | anataral-persen-Profiling that has | anatural-person Decisions referred
solely on the special categories of | the effect of discriminating against | to in paragraph 1a shall not be
personal data referred to in individuals on the basis of race or | based selely on the-special

Article 9.

ethnic origin, political opinions,
religion or beliefs, trade union
membership, sexual orientation or
gender identity, or that results in
measures which have such effect,
shall be prohibited. The controller
shall implement effective
protection against possible
discrimination resulting from
profiling. Profiling shall not be
based solely on the special
categories of personal data referred
to in Article 9.

categories of personal data referred
to in Article 9(1), unless points (a)
or (g) of Article 9(2) apply and
suitable measures to safeguard the
data subject's rights and freedoms
and legitimate interests are in
place.
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4. In the cases referred to in deleted deleted
paragraph 2, the information to be
provided by the controller under
Article 14 shall include information
as to the existence of processing for
a measure of the kind referred to in
paragraph 1 and the envisaged
effects of such processing on the
data subject.
5. The Commission shall be 3. The Commission shall be deleted
empowered to adopt delegated acts | empewered-to-adopt-delegated-aets
in accordance with Article 86 for traeeordaneewith-Artiele ¥6-for
the purpose of further specifying the-purpese-of-furtherspeeifyring
the criteria and conditions for the eriteria and conditions for
suitable measures to safeguard the | Profiling which leads to measures
data subject's legitimate interests producing legal effects concerning
referred to in paragraph 2. the data subject or does similarly
significantly affect the interests,
rights or freedoms of the
concerned data subject shall not be
based solely or predominantly on
automated processing and shall
include human assessment,
including an explanation of the
decision reached after such an
assessment. The suitable measures
to safeguard the data subject's
legitimate interests referred to in
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paragraph 2 shall include the right
to obtain human assessment and
an explanation of the decision
reached after such assessment.

5a. The European Data Protection
Board shall be entrusted with the
task of issuing guidelines,
recommendations and best
practices in accordance with point
(b) of Article 66(1) for further
specifying the criteria and
conditions for profiling pursuant
to paragraph 2.
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Article 21 Article 21 Article 21
Restrictions Restrictions Restrictions
Amendment 116

1. Union or Member State law may
restrict by way of a legislative
measure the scope of the
obligations and rights provided for
in points (a) to (e) of Article 5 and
Articles 11 to 20 and Article 32,
when such a restriction constitutes a
necessary and proportionate
measure in a democratic society to
safeguard:

1. Union or Member State law may
restrict by way of a legislative
measure the scope of the obligations
and rights previded-for in peints{a)
to-(eyof-Article 5-and Articles 11 to
2019 and Article 32, when such a
restriction eenstitutes meets a clearly
defined objective of public interest,
respects the essence of the right to
protection of personal data, is
proportionate to the legitimate aim
pursued and respects the
fundamental rights and interests of
the data subject and is a necessary
and proportionate measure in a
democratic society to safeguard:

1. Union or Member State law to
which the data controller or
processor is subject may restrict
by way of a legislative measure
the scope of the obligations and
rights provided for in peints{a)-te
teyofArtiele Sand-Articles H-12
to 20 and Article 32, as well as
Article 5 in so far as its
provisions correspond to the
rights and obligations provided
for in Articles 12 to 20,when such
a restriction constitutes a
necessary and proportionate
measure in a democratic society to
safeguard:

(aa) national security;

11082/15
ANNEX

VH/np

DGD 2C

LIMITE

100
EN




(ab) defence;
(a) public security; (a) public security; (a) public security;
(b) the prevention, investigation, (b) the prevention, investigation (b) the prevention, investigation,
detection and prosecution of detection and prosecution gfcriminal | detection and or prosecution of
criminal offences; offences; criminal offences or the execution
of criminal penalties or the
safeguarding against and the
prevention of threats to public
security;
(c) other public interests of the (¢} otherpublictterests-of-the (c) other important objectives of
Union or of a Member State, in UntenorofaMemberState-in general public interests of the
particular an important economic or | partictlar-an-impertant-econemic-of | Union or of a Member State, in
financial interest of the Union or of | finaneialinterest-ofthe Unionoroefa | particular an important economic
a Member State, including Member-Stateinecluding monetary; | or financial interest of the Union
monetary, budgetary and taxation taxation matters and or of a Member State, including
matters and the protection of the-protection-of marketstabiity-and | monetary, budgetary and taxation
market stability and integrity; integrity; matters, public health and social
security, and the protection of
market stability and integrity;
(ca) the protection of judicial
independence and judicial
proceedings;
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(d) the prevention, investigation,
detection and prosecution of
breaches of ethics for regulated
professions;

(d) the prevention, investigation,
detection and prosecution of
breaches of ethics for regulated
professions;

(d) the prevention, investigation,
detection and prosecution of
breaches of ethics for regulated
professions;

(e) a monitoring, inspection or
regulatory function connected, even
occasionally, with the exercise of
official authority in cases referred
to in (a), (b), (¢) and (d);

(e) a monitoring, inspection or
regulatory function eenneeted;even
oceastonalhy—with in the framework
of the exercise of effieial a
competent public authority in cases
referred to in (a), (b), (c) and (d);

(e) a monitoring, inspection or
regulatory function connected,
even occasionally, with the
exercise of official authority in
cases referred to in (aa), (ab), (a)
(b), (¢) and (d);

(f) the protection of the data subject
or the rights and freedoms of
others.

(f) the protection of the data subject
or the rights and freedoms of others.

(f) the protection of the data
subject or the rights and freedoms
of others:;

(g) the enforcement of civil law
claims.

2. In particular, any legislative
measure referred to in paragraph 1
shall contain specific provisions at
least as to the objectives to be
pursued by the processing and the
determination of the controller.

2. In particular, any legislative
measure referred to in paragraph 1
must be necessary and
proportionate in a democratic
society and shall contain specific
provisions at least as to-the

L

J . | f] | o ;
the-controter::

(a) the objectives to be pursued by
the processing;

2. Inpartienlaradny legislative
measure referred to in paragraph 1
shall contain specific provisions at
least, where relevant, as to the

o

J . | f] | o
purposes of the processing or
categories of processing, the
categories of personal data, the
scope of the restrictions
introduced, the specification of
the controller or categories of
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(b) the determination of the
controller;

(c) the specific purposes and means
of processing;

(d) the safeguards to prevent abuse
or unlawful access or transfer;

(e) the right of data subjects to be
informed about the restriction.

controllers, the storage periods
and the applicable safeguards
taking into account the nature,
scope and purposes of the
processing or categories of
processing and the risks for the
rights and freedoms of data
subjects.

2a. Legislative measures referred to
in paragraph 1 shall neither permit
nor oblige private controllers to
retain data additional to those
strictly necessary for the original
purpose.

11082/15
ANNEX

DGD 2C

VH/np

LIMITE

103
EN




ANNEX

Amendment 207

Annex (new)

Presentation of the particulars
referred to in Article 13a

1) Having regard to the proportions referred to in point 6, particulars shall be provided as follows:
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No personal data are collected
beyond the minimum
necessary for each specific
purpose of the processing

No personal data are retained
beyond the minimum
necessary for each specific
purpose of the processing

No personal data are
processed for purposes other
than the purposes for which
they were collected

No personal data are
disseminated to commercial
third parties

No personal data are sold or
rented out

No personal data are retained
in unencrypted form
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2) The following words in the rows in the second column of the table in point 1, entitled
"ESSENTIAL INFORMATION", shall be formatted as bold:

a) the word "'collected" in the first row of the second column;

b) the word "'retained" in the second row of the second column;

¢) the word ""processed' in the third row of the second column;

d) the word "'disseminated” in the fourth row of the second column;

e) the word "'sold and rented out” in the fifth row of the second column;
f) the word ""unencrypted"" in the sixth row of the second column.

3) Having regard to the proportions referred to in point 6, the rows in the third column of the
table in point 1, entitled "FULFILLED", shall be completed with one of the following two
graphical forms in accordance with the conditions laid down under point 4:

a)

b)

4

a) If no personal data are collected beyond the minimum necessary for each specific purpose of
the processing, the first row of the third column of the table in point 1 shall entail the graphical
form referred to in point 3a.

b) If personal data are collected beyond the minimum necessary for each specific purpose of the
processing, the first row of the third column of the table in point 1 shall entail the graphical form
referred to in point 3b.

¢) If no personal data are retained beyond the minimum necessary for each specific purpose of
the processing, the second row of the third column of the table in point 1 shall entail the
graphical form referred to in point 3a.
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d) If personal data are retained beyond the minimum necessary for each specific purpose of the
processing, the second row of the third column of the table in point 1 shall entail the graphical
form referred to in point 3b.

e) If no personal data are processed for purposes other than the purposes for which they were
collected, the third row of the third column of the table in point 1 shall entail the graphical form
referred to in point 3a.

P If personal data are processed for purposes other than the purposes for which they were
collected, the third row of the third column of the table in point 1 shall entail the graphical form
referred to in point 3b.

g) If no personal data are disseminated to commercial third parties, the fourth row of the third
column of the table in point 1 shall entail the graphical form referred to in point 3a.

h) If personal data are disseminated to commercial third parties, the fourth row of the third
column of the table in point 1 shall entail the graphical form referred to in point 3b.

i) If no personal data are sold or rented out, the fifth row of the third column of the table in point
1 shall entail the graphical form referred to in point 3a.

J) If personal data are sold or rented out, the fifth row of the third column of the table in point 1
shall entail the graphical form referred to in point 3b.

k) If no personal data are retained in unencrypted form, the sixth row of the third column of the
table in point 1 shall entail the graphical form referred to in point 3a.

l) If personal data are retained in unencrypted form, the sixth row of the third column of the
table in point 1 shall entail the graphical form referred to in point 3b.

5) The reference colours of the graphical forms in point 1 in Pantone are Black Pantone No
7547 and Red Pantone No 485. The reference colour of the graphical form in point 3a in
Pantone is Green Pantone No 370. The reference colour of the graphical form in point 3b in
Pantone is Red Pantone No 485.

6) The proportions given in the following graduated drawing shall be respected, even where the
table is reduced or enlarged:
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